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Warnings

e Do not attempt to implement any of the recommendations in this guide without first testing in a non-
production environment.

e This document is only a guide containing recommended security settings. It is not meant to replace well-
structured policy or sound judgment. Furthermore this guide does not address site-specific configuration
concerns. Care must be taken when implementing this guide to address local operational and policy
concerns.

e The security changes described in this document apply only to Red Hat Enterprise Linux 5. They may or
may not translate gracefully to other operating systems.

o Internet addresses referenced were valid as of 1 July 2007.

Trademark Information

Red Hat is a registered trademark of Red Hat, Inc. Any other trademarks referenced herein are the property of
their respective owners.
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1. Introduction

The purpose of this guide is to provide security configuration recommendations for the Red Hat Enterprise Linux
(RHEL) 5 operating system. The guidance provided here should be applicable to all variants (Desktop, Server,
Advanced Platform) of the product. Recommended settings for the basic operating system are provided, as well
as for many commonly-used services that the system can host in a network environment.

The guide is intended for system administrators. Readers are assumed to possess basic system administration
skills for Unix-like systems, as well as some familiarity with Red Hat’s documentation and administration con-
ventions. Some instructions within this guide are complex. All directions should be followed completely and with
understanding of their effects in order to avoid serious adverse effects on the system and its security.

1.1 General Principles

The following general principles motivate much of the advice in this guide and should also influence any config-
uration decisions that are not explicitly covered.

1.1.1 Encrypt Transmitted Data Whenever Possible

Data transmitted over a network, whether wired or wireless, is susceptible to passive monitoring. Whenever
practical solutions for encrypting such data exist, they should be applied. Even if data is expected to be
transmitted only over a local network, it should still be encrypted. Encrypting authentication data, such as
passwords, is particularly important. Networks of RHEL5 machines can and should be configured so that no
unencrypted authentication data is ever transmitted between machines.

1.1.2 Minimize Software to Minimize Vulnerability

The simplest way to avoid vulnerabilities in software is to avoid installing that software. On RHEL, the RPM
Package Manager (originally Red Hat Package Manager, abbreviated RPM) allows for careful management of the
set of software packages installed on a system. Installed software contributes to system vulnerability in several
ways. Packages that include setuid programs may provide local attackers a potential path to privilege escala-
tion. Packages that include network services may give this opportunity to network-based attackers. Packages
that include programs which are predictably executed by local users (e.g. after graphical login) may provide
opportunities for trojan horses or other attack code to be run undetected. The number of software packages
installed on a system can almost always be significantly pruned to include only the software for which there is
an environmental or operational need.

1.1.3 Run Different Network Services on Separate Systems

Whenever possible, a server should be dedicated to serving exactly one network service. This limits the number
of other services that can be compromised in the event that an attacker is able to successfully exploit a software
flaw in one network service.
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1.1.4 Configure Security Tools to Improve System Robustness

Several tools exist which can be effectively used to improve a system’s resistance to and detection of unknown
attacks. These tools can improve robustness against attack at the cost of relatively little configuration effort.
In particular, this guide recommends and discusses the use of Iptables for host-based firewalling, SELinux for
protection against vulnerable services, and a logging and auditing infrastructure for detection of problems.

1.2 How to Use This Guide

Readers should heed the following points when using the guide.

1.2.1 Read Sections Completely and in Order

Each section may build on information and recommendations discussed in prior sections. Each section should
be read and understood completely; instructions should never be blindly applied. Relevant discussion will occur
after instructions for an action. The system-level configuration guidance in Chapter 2 must be applied to all
machines. The guidance for individual services in Chapter 3 must be considered for all machines as well: apply
the guidance if the machine is either a server or a client for that service, and ensure that the service is disabled
according to the instructions provided if the machine is neither a server nor a client.

1.2.2 Test in Non-Production Environment

This guidance should always be tested in a non-production environment before deployment. This test environment
should simulate the setup in which the system will be deployed as closely as possible.

1.2.3 Root Shell Environment Assumed

Most of the actions listed in this document are written with the assumption that they will be executed by the root
user running the /bin/bash shell. Any commands preceded with a hash mark (#) assume that the administrator
will execute the commands as root, i.e. apply the command via sudo whenever possible, or use su to gain root
privileges if sudo cannot be used.

1.2.4 Formatting Conventions

Commands intended for shell execution, as well as configuration file text, are featured in a monospace font.
Ttalics are used to indicate instances where the system administrator must substitute the appropriate infor-
mation into a command or configuration file.

1.2.5 Reboot Required

A system reboot is implicitly required after some actions in order to complete the reconfiguration of the system.
In many cases, the changes will not take effect until a reboot is performed. In order to ensure that changes are
applied properly and to test functionality, always reboot the system after applying a set of recommendations
from this guide.
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2. System-wide Configuration

2.1 Installing and Maintaining Software

The following sections contain information on security-relevant choices during the initial operating system instal-
lation process and the setup of software updates.

2.1.1 Initial Installation Recommendations

The recommendations here apply to a clean installation of the system, where any previous installations are wiped
out. The sections presented here are in the same order that the installer presents, but only installation choices
with security implications are covered. Many of the configuration choices presented here can also be applied after
the system is installed. The choices can also be automatically applied via Kickstart files, as covered in [8].

2.1.1.1 Disk Partitioning

If using any of the default layouts, check the box to “Review and modify partitioning.” The default layout
does not create separate partitions or logical volumes for /var, /tmp and /var/tmp. Add logical volumes
or partitions for these. Adding logical volumes or partitions for /var/log and /var/log/audit may also
be necessary, depending on system requirements. (See Section 2.6 for more information about logging and
auditing). If user home directories will be stored locally, create a separate partition for /home as well.

If creating a custom layout, create the partitions mentioned in the previous paragraph, as well as separate
ones for /, /boot and swap space.

You may need to make the / logical volume smaller to create space for the additional partitions.

2.1.1.2 Boot Loader Configuration

Check the box to “Use a boot loader password” and create a password. Once this password is set, anyone
who wishes to change the boot loader configuration will need to enter it. More information is available in
Section 2.3.5.2.

Assigning a boot loader password prevents a local user with physical access from altering the boot loader config-
uration at system startup.

2.1.1.3 Network Devices

The default network device configuration uses DHCP, which is not recommended.
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Unless use of DHCP is absolutely necessary, click the “Edit” button and:
e Uncheck “Use Dynamic IP configuration (DHCP).”
e Uncheck “Enable IPv4 Support” if the system does not require IPv4. (This is uncommon.)

Uncheck “Enable IPv6 Support” if the system does not require IPv6.
e Enter appropriate IPv4 and IPv6 addresses and prefixes as required.

With the DHCP setting disabled, the hostname, gateway, and DNS servers should then be assigned on the
main screen.

Sections 3.9.1 and 3.9.2 contain more information on network configuration and the use of DHCP.

2.1.1.4 Root Password

The security of the entire system depends on the strength of the root password. The password should be at
least 12 characters long, and should include a mix of capitalized and lowercase letters, special characters, and
numbers. It should also not be based on any dictionary word.

2.1.1.5 Software Packages

Uncheck all package groups, including the package groups “Software Development” and “Web Server,” unless
there is a specific requirement to install software using the system installer. If the machine will be used as a web
server, it is preferable to manually install the necessary RPMs instead of installing the full “Web Server” package
group. See Section 3.16 for installation and configuration details.

Use the “Customize now” radio box to prune package groups as much as possible. This brings up a two-column
view of categories and package groups. If appropriate, uncheck “X Window System” in the “Base System”
category to avoid installing X entirely. Any other package groups not necessary for system operation should also
be unchecked.

Much finer-grained package selection is possible via Kickstart as described in [8].

2.1.1.6 First-boot Configuration

The system presents more configuration options during the first boot after installation. For the screens listed,
implement the security-related recommendations:

Screen Recommendation

Firewall Leave set to “Enabled.” Only check the “Trusted Services” that this system
needs to serve. Uncheck the default selection of SSH if the system does not
need to serve SSH.

SELinux Leave SELinux set to “Enforcing” mode.

Kdump Leave Kdump off unless the feature is required, such as for kernel develop-
ment and testing.
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Screen Recommendation

Set Up Software Updates | If the system is connected to the Internet now, click “Yes, I'd like to register
now.” This will require a connection to either the Red Hat Network servers
or their proxies or satellites. This can also be configured later as described
in Section 2.1.2.1.

Create User If the system will require a local user account, it can be created here.
Even if the system will be using a network-wide authentication system
as described in Section 2.3.6, do not click on the “Use Network Login...”
button. Manually applying configuration later is preferable.

2.1.2 Updating Software

The yum command line tool is used to install and update software packages. Yum replaces the up2date utility
used in previous system releases. The system also provides two graphical package managers, pirut and pup. The
pirut tool is a graphical front-end for yum that allows users to install and update packages while pup is a simple
update tool for packages that are already installed. In the Applications menu, pirut is labeled Add/Remove
Software and pup is labeled Software Updater.

It is recommended that these tools be used to keep systems up to date with the latest security patches.

2.1.2.1 Configure Connection to the RHN RPM Repositories

The first step in configuring a system for updates is to register with the Red Hat Network (RHN). For most
systems, this is done during the initial installation. Successfully registered systems will appear on the RHN
web site. If the system is not listed, run the Red Hat Network Registration tool, which can be found in the
Applications menu under System Tools or on the command line:

# rhn register

Follow the prompts on the screen. If successful, the system will appear on the RHN web site and be subscribed
to one or more software update channels. Additionally, a new daemon, rhnsd, will be enabled.

If the system will not have access to the Internet, it will not be able to directly subscribe to the RHN update
repository. Updates will have to be downloaded from the RHN web site manually. The command line tool yum
and the graphical front-ends pirut and pup can be configured to handle this situation.

2.1.2.2 Disable the rhnsd Daemon

The rhnsd daemon polls the Red Hat Network web site for scheduled actions. Unless it is actually necessary
to schedule updates remotely through the RHN website, it is recommended that the service be disabled.

# chkconfig rhnsd off

The rhnsd daemon is enabled by default, but until the system has been registered with the Red Hat Network, it
will not run. However, once the registration process is complete, the rhnsd daemon will run in the background
and periodically call the rhn_check utility. It is the rhn_check utility that communicates with the Red Hat
Network web site.
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This utility is not required for the system to be able to access and install system updates. Once the system
has been registered, either use the provided yum-updatesd service or create a cron job to automatically apply
updates.

2.1.2.3 Obtain Software Package Updates with yum

The yum update utility can be run by hand from the command line, called through one of the provided front-end
tools, or configured to run automatically at specified intervals.

2.1.2.3.1 Manually Update Packages Where Appropriate

The following command prints a list of packages that need to be updated:
# yum check-update
To actually install these updates, run:

# yum update

2.1.2.3.2 Configure Automatic Update Retrieval and Installation with Cron

The yum-updatesd service is not mature enough for an enterprise environment, and the service may introduce
unnecessary overhead. When possible, replace this service with a cron job that calls yum directly.

Disable the yum-updatesd service:
# chkconfig yum-updatesd off

Create the file yum.cron, make it executable, and place it in /etc/cron.daily:
#!/bin/sh

/usr/bin/yum -R 120 -e 0 -d 0 -y update yum
/usr/bin/yum -R 10 -e 0 -d 0 -y update

This particular script instructs yum to update any packages it finds. Placing the script in /etc/cron.daily
ensures its daily execution. To only apply updates once a week, place the script in /etc/cron.weekly instead.

2.1.3 Software Integrity Checking

The AIDE (Advanced Intrusion Detection Environment) software is included with the system to provide software
integrity checking. It is designed to be a replacement for the well-known Tripwire integrity checker. Integrity
checking cannot prevent intrusions into your system, but can detect that they have occurred.

Any integrity checking software should be configured before the system is deployed and able to provides services
to users. Ideally, the integrity checking database would be built before the system is connected to any network,
though this may prove impractical due to registration and software updates.
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2.1.3.1 Configure AIDE

Requirements for software integrity checking should be defined by policy, and this is highly dependent on the
environment in which the system will be used. As such, a general strategy for implementing integrity checking is
provided, but precise recommendations (such as to check a particular file) cannot be. Documentation for AIDE,
including the quick-start on which this advice is based, is available in /usr/share/doc/aide-0.12.

2.1.3.1.1 Install AIDE

AIDE is not installed by default. Install it with the command:

# yum install aide

2.1.3.1.2 Customize Configuration File

Customize /etc/aide.conf to meet your requirements. The default configuration is acceptable for many
environments.

The man page aide.conf (5) provides detailed information about the configuration file format.

2.1.3.1.3 Build, Store, and Test Database

Generate a new database:
# /usr/sbin/aide --init
By default, the database will be written to the file /var/lib/aide/aide.db.new.gz.

The database, as well as the configuration file /etc/aide.conf and the binary /usr/sbin/aide (or hashes
of these files) should be copied and stored in a secure location. Storing these copies or hashes on read-only
media may provide further confidence that they will not be altered.

Install the newly-generated database:

# cp /var/lib/aide/aide.db.new.gz /var/lib/aide/aide.db.gz
Run a manual check:

# /usr/sbin/aide --check

If this check produces any unexpected output, investigate.

2.1.3.1.4 Implement Periodic Execution of Integrity Checking

By default, AIDE does not install itself for periodic execution.

Implement checking with whatever frequency is required by your security policy. A once-daily check may be
suitable for many environments. For example, to implement a daily execution of AIDE at 4:05am, add the
following line to /etc/crontab:
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05 4 * * ¥ root /usr/sbin/aide --check

AIDE output may be an indication of an attack against your system, or it may be the result of something
innocuous such as an administrator’s configuration change or a software update. The steps in Section 2.1.3.1.3
should be repeated when configuration changes or software updates necessitate. This will certainly be necessary
after applying guidance later in this guide.

2.1.3.1.5 Manually Verify Integrity of AIDE

Because integrity checking is a means of intrusion detection and not intrusion prevention, it cannot be guaranteed
that the AIDE binaries, configuration files, or database have not been tampered with. An attacker could disable
or alter these files after a successful intrusion. Because of this, manual and frequent checks on these files is
recommended. The safely stored copies (or hashes) of the database, binary, and configuration file were created
earlier for this purpose.

Manually verify the integrity of the AIDE binaries, configuration file, and database. Possibilities for doing
so include:

1. Use shalsum or md5sum to generate checksums on the files and then visually compare them to those
generated from the safely stored versions. This does not, of course, preclude the possibility that such
output could also be faked.

2. Mount the stored versions on read-only media and run /bin/diff to verify that there are no differences
between the files.

3. Copying the files to another system and performing the hash or file comparisons there may impart
additional confidence that the manual verification process is not being interfered with.

2.2 File Permissions and Masks

Traditional Unix security relies heavily on file and directory permissions to prevent unauthorized users from
reading or modifying files to which they should not have access. Adhere to the principle of least privilege —
configure each file, directory, and filesystem to allow only the access needed in order for that file to serve its
purpose.

However, Linux systems contain a large number of files, so it is often prohibitively time-consuming to ensure that
every file on a machine has exactly the permissions needed. This section introduces several permission restrictions
which are almost always appropriate for system security, and which are easy to test and correct.

Note: Several of the commands in this section search filesystems for files or directories with certain characteristics,
and are intended to be run on every local ext2 or ext3 partition on a given machine. When the variable PART
appears in one of the commands below, it means that the command is intended to be run repeatedly, with the
name of each local partition substituted for PART in turn.

The following command prints a list of ext2 and ext3 partitions on a given machine:
$ mount -t ext2,ext3 | awk '{print $3}'

If your site uses a local filesystem type other than ext2 or ext3, you will need to modify this command.
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2.2.1 Restrict Partition Mount Options

System partitions can be mounted with certain options which limit what files on those partitions can do. These
options are set in the file /etc/fstab, and can be used to make certain types of malicious behavior more difficult.

2.2.1.1 Add nodev Option to Non-Root Local Partitions

Edit the file /etc/fstab. The important columns for purposes of this section are column 2 (mount point),
column 3 (filesystem type), and column 4 (mount options). For any line which satisfies all of the conditions:

e The filesystem type is ext2 or ext3
e The mount point is not /

add the text “,nodev” to the list of mount options in column 4.

The nodev option prevents users from mounting unauthorized devices on any partition which is known not to
contain any authorized devices. The root partition typically contains the /dev partition, which is the primary
location for authorized devices, so this option should not be set on /.

However, if system programs are being run in chroot jails, this advice may need to be modified further, since it
is often necessary to create device files inside the chroot directory for use by the restricted program.

2.2.1.2 Add nodev, nosuid, and noexec Options to Removable Media Partitions

Edit the file /etc/fstab. Filesystems which represent removable media can be located by finding lines whose
mount points contain strings like floppy or cdrom, or whose types are iso9660, vfat, or msdos.

For each line representing a removable media mountpoint, add the text ,nodev,nosuid to the list of mount
options in column 4. If appropriate, also add the text ,noexec.

Users should not be allowed to introduce arbitrary devices or setuid programs to a system. These options are
used to prevent that. In addition, while users are usually allowed to add executable programs to a system, the
noexec option prevents code from being executed directly from the media itself, and may therefore provide a line
of defense against certain types of worms or malicious code.

2.2.2 Restrict Dynamic Mounting and Unmounting of Filesystems

Linux includes a number of facilities for the automated addition and removal of filesystems on a running system.
These facilities may increase convenience, but they all bring some risk, whether direct risk from allowing unpriv-
ileged users to introduce arbitrary filesystems to a machine, or risk that software flaws in the automated mount
facility itself will allow an attacker to compromise the system.

Use caution when enabling any such facility, and find out whether better configuration management or user
education might solve the same problem with less risk.

2.2.2.1 Restrict Console Device Access

The default system configuration grants the console user enhanced privileges normally reserved for the root user,
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including temporary ownership of most system devices. If not necessary, these privileges should be removed and
restricted to root only.

Restrict device ownership to root only.

Edit /etc/security/console.perms.d/50-default.perms and locate the section prefaced by the following
comment:

# permission definitions
Prepend a # symbol to comment out each line in that section which starts with <console> or <xconsole>:
#<console> 0660 <floppy> 0660 root.floppy
#<console> 0600 <sound> 0600 root
#<xconsole> 0600 /dev/console 0600 root.root
#<console> 0600 <dri> 0600 root
Edit /etc/security/console.perms and make the following changes:

<console>=tty[0-9] [0-9]* vc/[0-9] [0-9]* :0\.[0-9] :0
<xconsole>=:0\.[0-9] :0

2.2.2.2 Disable USB Device Support

USB flash or hard drives allow an attacker with physical access to a system to quickly copy an enormous amount
of data from it.

2.2.2.2.1 Disable Modprobe Loading of USB Storage Driver

If USB storage devices should not be used, the modprobe program used for automatic kernel module loading
should be configured to not load the USB storage driver upon demand.

Add the following line to /etc/modprobe.conf to prevent loading of the usb-storage kernel module:

install usb-storage :

This will prevent the modprobe program from loading the usb-storage module, but will not prevent an admin-
istrator (or another program) from using the insmod program to load the module manually.

2.2.2.2.2 Remove USB Storage Driver

If your system never requires the use of USB storage devices, then the supporting driver can be removed. Though
more effective (as USB storage certainly cannot be used if the driver is not available at all), this is less elegant
than the method described in Section 2.2.2.2.1.

To remove the USB storage driver from the system:
rm /lib/modules/kernelversion(s) /kernel/drivers/usb/storage/usb-storage.ko

This command will need to be repeated every time the kernel is updated. This command will also cause the
command rpm -q --verify kernel to fail, which may be an undesirable side effect.
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Note that this guidance will not prevent USB storage devices from being mounted if a custom kernel (i.e., not
the one supplied with the system) with built-in USB support is used.

2.2.2.2.3 Disable Kernel Support for USB via Bootloader Configuration

Another means of disabling USB storage is to disable all USB support provided by the operating system. This
can be accomplished by adding the “nousb” argument to the kernel’s boot loader configuration.

Disabling all kernel support for USB will cause problems for systems with USB-based keyboards,
mice, or printers. This guidance is inappropriate for systems which require USB connectivity.

To disable kernel support for USB, append “nousb” to the kernel line in /etc/grub.conf as follows:

kernel /vmlinuz-wversion ro vga=ext root=/dev/VolGroup00/LogVol00 rhgb quiet nousb

2.2.2.2.4 Disable Booting from USB Devices

An attacker with physical access could try to boot the system from a USB flash drive and then access any data on
the system’s hard drive, circumventing the normal operating system’s access controls. To prevent this, configure
the BIOS to disallow booting from USB drives. Also configure the BIOS or firmware password as described in
Section 2.3.5.1 to prevent unauthorized configuration changes.

2.2.2.3 Disable the Automounter if Possible

If the autofs service is not needed to dynamically mount NFS filesystems or removable media, disable the
service:

# chkconfig autofs off

The autofs daemon mounts and unmounts filesystems, such as user home directories shared via NFS, on demand.
In addition, autofs can be used to handle removable media, and the default configuration provides the cdrom
device as /misc/cd. However, this method of providing access to removable media is not common, so autofs
can almost always be disabled if NF'S is not in use.

Even if NFS is required, it is almost always possible to configure filesystem mounts statically by editing /etc/
fstab rather than relying on the automounter.

2.2.2.4 Disable GNOME Automounting if Possible

The system’s default desktop environment, GNOME, runs the program gnome-volume-manager to mount devices
and removable media (such as DVDs, CDs and USB flash drives) whenever they are inserted into the system.

Execute the following commands to prevent gnome-volume-manager from automatically mounting devices
and media:

# gconftool-2 --direct \
--config-source xml:readwrite:/etc/gconf/gconf.xml.mandatory \
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--type bool \
--set /desktop/gnome/volume_manager/automount_media false
# gconftool-2 --direct \
--config-source xml:readwrite:/etc/gconf/gconf.xml.mandatory \
--type bool \
--set /desktop/gnome/volume_manager/automount_drives false

Verify the changes by executing the following command, which should return a list of settings:
# gconftool-2 -R /desktop/gnome/volume_manager

The automount_drives and automount_media settings should be set to false. Survey the list for any other
options that should be adjusted.

The system’s capabilities for automatic mounting should be configured to match whatever is defined by security
policy. Disabling USB storage as described in Section 2.2.2.2.1 will prevent the use of USB storage devices, but
this step can also be taken as an additional layer of prevention and to prevent automatic mounting of CDs and
DVDs if required.

Particularly for kiosk-style systems, where users should have extremely limited access to the system, more detailed
information can be found in Red Hat Desktop: Deployment Guide [5]. The gconf-editor program, available in
an RPM of the same name, can be used to explore other settings available in the GNOME environment.

2.2.3 Verify Permissions on Important Files and Directories

Permissions for many files on a system should be set to conform to system policy. This section discusses important
permission restrictions gshadow which should be checked on a regular basis to ensure that no harmful discrepancies
have arisen.

2.2.3.1 Verify Permissions on passwd, shadow, group and gshadow Files

cd /etc

chown root:root passwd shadow group gshadow
chmod 644 passwd group

chmod 400 shadow gshadow

H H H H

These are the default permissions for these files. Many utilities need read access to the passwd file in order
to function properly, but read access to the shadow file allows malicious attacks against system passwords, and
should never be enabled.

2.2.3.2 Verify that All World-Writable Directories Have Sticky Bits Set

Locate any directories in local partitions which are world-writable and do not have their sticky bits set. The
following command will discover and print these. Run it once for each local partition PART:

# find PART -xdev -type d \( -perm -0002 -a ! -perm -1000 \) -print

If this command produces any output, fix each reported directory /dir using the command:
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# chmod +t /dir

When the so-called “sticky bit” is set on a directory, only the owner of a given file may remove that file from the
directory. Without the sticky bit, any user with write access to a directory may remove any file in the directory.
Setting the sticky bit prevents users from removing each other’s files. In cases where there is no reason for a
directory to be world-writable, a better solution is to remove that permission rather than to set the sticky bit.
However, if a directory is used by a particular application, consult that application’s documentation instead of
blindly changing modes.

2.2.3.3 Find Unauthorized World-Writable Files

The following command discovers and prints any world-writable files in local partitions. Run it once for each
local partition PART:

# find PART -xdev -type f -perm -0002 -print
If this command produces any output, fix each reported file file using the command:

# chmod o-w file

Data in world-writable files can be modified by any user on the system. In almost all circumstances, files can be
configured using a combination of user and group permissions to support whatever legitimate access is needed
without the risk caused by world-writable files.

It is generally a good idea to remo