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1. A Can.trol Ott.toe ..,,.,,., ot tha opere.Uona ot +,i. Oenaral. C1"P'
anal,t:lc nranch •• undertaba 4urlnc the 1IClltb ot July. It 'became m
a.- frm: the that thet 1t. ••not Pf'••lbla to lild.t this tn1ft87 to the 
GBMral Cr;yptanalJ't1c Hranoh alone, hit that. it •Ol&ld be euent181 to ox• 
tebd the 8fa1T to J.nollllle opeat.1ona !ntepallJ' aa.ooillted with the 
probl.91 which wre all!er other aeparat.e aclldn1.U.U.on. 'fhe aur¥9J 
tberatmw Z9T1ewed the General Cryptamlytle Problem u a whole. 

2. the r.renen1 Cl'J'Ptaml,.UC Probllll !a canelriand to be th9 Jft
tlucUon t:Jt 1ntelllaenee trca f.'onip ~tion. othe:r than t' 101e ot 
the lBJ.'fU»lfl Arlt¥. Thia appmaoh t'IM9a11tatea a lftll"V97 ot the Genenl 
Cryptamlytio nmnoh., the General .lr-.l111ia Snction ~ the f.ecnida am 
Dlatrib1t.icn ..-ubaectlon ot '!'Tatrtc AmlJ'lli• Md COllVol '8nu10h• tho In
fomat1on ~•t1on ot Intornat10b and L1a11ca Rruoh, Rnd the ~1plmat1c, 
·1111tar,r Att.acbe, ant Carn. weial TraJttJlaticG f'lMtlou ot t-he tancuap 
:rnmeh. 

3. The ccnat. !en.ttoa which •• uppe!"llOA 1n the '"11"4• ot thtl aarvGF 
nrour> •a the tact tblt the Geneal. Ct'l'Pt&nalytte Prahl.ea dll be the 
fl!&jnr fUnetion ot the poet-wr .S.gnal 1ntellJgenoe aot1Y1'1'. With th1a 
in view, the fLulc'tlona o~ the ia:teS1'9U. ot the i-rt.• nt the problm 
"Wel"f? conddered. 1n the light of thltir ablllt7 to ttmetlcn ettect1vel.7 bi• 
'itldiaW, attar the ce11&tiaft ot holltil.lt1• with the aoat atticien\ u.me 
of personnel, mpe.ce mr:1 ~. 

4. ,,he 8U1"V81' lftlS caaducted in the ... Janner as the fllJJ:"NY "t the 
.Tapal'l989 Ar'fV >'roblen JftYJ.oaal.7• The Aeelatut J)ireetor ot C-.un1oat1oca 
Reaf!IRl'Cb was uaocietGrl td.th the Contftl ortiee rlurb2t1 the coane ot the 
study1 and a reprt19entatiw ot the Chio.rot t.he Inte1llgenoe Dtruttm was 
pruent at all ct the wU,ag1. .F;ach unit IUftftJ9Cl preptU'llld a aheek list, 
whleh 1a attaehed aa Tab A. T!ie prepa~tian ct the chlek lid not on17 
:tn.urat that each ~ f'aUowecl tM ..- general pat.tan, ba.\ a110, it• 
:-•refll\rntioft neoeeaitataa a areft.11 •nel.7da by the aectlcm chier ot the 
operat!ana ot hta aeet.S.nn11 with the reault that he, him..U1 d1ecOV'e1'eel 
•"I J.nlpz-avwnta In opemtic.Gll 1'hich he cOQJ.4 erteot 1-rindiatel.J or 
bring tip at the renenl -.ettng ro~ c11aeualan. 1ollcdng the propa:ra ... 
Um or tlle check list, meetinp wre held wltJl eaob un.t:t; • 
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5. ··"rot:ler.111 ot • J10N or lAI•• ra1"tttr. oPlft\1onal nat\ll"et IN.Oh .. 
•paoifto ••• of lmdequaq of Uludm.Uon, cH.MatiataaUon b9 .... ot 
8J"lltl•• ab! ~ ... , ete.' "91"11 hanll.e4, •• ta~ •• polaible •• the 
SlU"f81 ~·-· b.r 1'8lentllllt to the ~ •uthorit7. 

'· .A de1crlpUon of .. t;yplca1 work now in the Gennal cznt-
anal,,tio Pl'cb1- ha• been prepared and 111 attao'hl4 •• Tab ll. The :reports 
on each ot the in11v1cltal. ... tlona ere at.taahecl u Tabs C thraugh o. 
'l'he• npcri8 an JJJdW Sa general to a delCJ'iption ct the •aazd.•Uon 
and fl.met:ioq ot 9lleh ..Ul'llle ~ 

7. The ~ticn ot the OfOrall operatlona ct the Genen1 Crypt
anal)'tt.o Prahl• ftfttl.a-. dinicsulUea wt~1ch were c~an to nolt nf 
tbe .ms.nna. 'rhele }lr'Obl.8111# can be condfleroct na aJ'ldng trm ffAai 
~ dil'N.mllt!e•• 

a. Admini.taUve Mpar&tlm n£ integral part• of the in'bJAm. 

b. J~cal •1paraUOft ot unite lVhoiae work sh0!114 be e1ol9J.y 
tate,eaw. 

c. l'itt1culU.1 ot i•raonnal procurerten';. aft!! albd~il'tNttm. 

d11 Zack er -.in.nee of a :'!lethal ot ap:11J'!ng ;riorltlee bA-1 
011 eMl8tderat1on of all the -1.ellltnt. !nTolwd or 8"St,..tlc Nri.w ot 
the ~llUlt• cbt.a!ned. 

e. M1Jpl""rm»D 'Pint'• st 1n'tm1 ~·m· at tM rn»·· 
"• tho adminlat.tatlYe and ~atiorel phllc:J80lllv u.'lder which 

t.he operAtloua of the Aft9ftD7 haw been oOIJl1uote4 <>ver tllt paat ,_,. r.e 
te baa l"a•ulte4 1n •IJU"'tlng :tunctiOJJa which are tundamenta1 to the 
perro.r.nce nt a Mf.1aicn trca tbe ottice to whieh the 1'o8P'"'ndbll1t1 tor 
tt.t rs1Nlon 1• 111'11m'll7 .. dgned. 

b. A tr.~"Piortl _..ple ,,r th1a bu been the 'P1Ml!1B ot the mu 
equiimd and perecmne1. -.ter an. admlnllltziaUon which i• 19puate trm, 
and theN.tara out~ the aont:rol ot, the operation. which it ....,... 
Thia•• apparent.1.J' 40DI out of cscnilderation princlpaU,- t« tho else 
ot the lllll r20l1P •DI without oona1clerat.loa ot the tact that• pleoe ot 
mtit eqnlJBlnt 1a a tool, u a?e panoll em paper• tt:tr the tecludo!aa 
who 1a i-rtOl'ld:ftc Cl9 ot the basic open.tiMia or •1gnal 1ntel.lip1Mle 
aatt..iu... The ran:!\ ot tb1• t.e• been tha't the crnt.analJSb who 
ehoula be as l'am111• with IT1i.1 !90h1noa .. the7 are nth pencil aid pe ... 
y>P:r1 • ..._tic• ot J.ftbabll1t,,y ar.:l t1tat1.U.Cs1 P~ Subtracrtar 
•ch1ne•1 ete. 1 haft 'beMI ao .. I*ftltaa troa the• aahS... aa to heeaw 
ramtlw onl7 with t.m general prot1t11e1 ot ,_ r,r IBM aquipmat. It le 
the op!nlon ot a lal'&9 11Dber or c~~ thtt thta raot ha• .,.,. 
nmt.17 pta'lad a hlhlranoe to the pro£N• ot the wort. 
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0. !bit pb11otebJ I\&• ;pnftde! .... fuit.blr i!Jto .. Opel&• 
ttona, ., thrtt tt can h ... at wort wltlda tbe Jatem.,_ DlT!ll-. 
Pere a Jeener.tttm. ot the edtltenee of '- be.1le 0119t'ftttoaa whole wo* 
ecm14 be mJd Sn ea.._. •a •ldl~ IO:p8ftlte4• t.a •• the Japlllltle A• 
Pnb1.- am U1e Ge!lOftl C~:ltto Preb1.ell, •• aubm!IMW to a eon
~ of bl'f\!lcbea• ·~ to eo111b1"8 ell aet1..St.!ea which •e• e11d1ar 
in enenoo !J~tt. rllt!'erent in ICOl'fl ti'tl! •ttAI'• For esas.st.t the tat .... 
tlnn SMtl-«111 of •• ~tlan •rd Lia18CID Jboa.91Ch, a1oh -eoll«tt• •111 IUP141•• tftt0M1t!on al--' ...iuat.~ t• the General c~ 
P.robl.ls (the Shipping m! Order ot 1lltitle Seetlou ....._ the -. ~ 
P>8' tO'll the Japaneeo .&1WJ' Piroblea) ha1 a1•11 been edJdntllteN4 IOP
afti.Ji" b'm tho or.emtians ~t~~ uh.~C!h !ta ~ •• 11nn tnUat.e1" ocm• 
nl'oted• r:Jie aepa:.Um ot a g:r'f'i.lp such ns Uie I~ •t1an Sectlm ~ 
the Of19l'1!'ti<.e '3~lch it 18l'ftf givua r!• t(t ---••'f'Y' )'.ftb.1.ma °' 
OOOldlrJation. lt ?IGln1i that. ~obl.e:m ot eocmllmUC11l of .... nl tao.\# 
ot one maJ.c acti...S.~ l1'-"'8 Mel to 'he ~lmf.etl thrett~ the c~ of 
ti. Jbt.ellifltDC8 Pirielon, 1121tead or beSnc OCNplNJ.7 entJlldlmt.11 .. 
b7 could !'!avtt been 'b3' n otftaer eha~ tlitb the l'l!lw.u'ld'bUl"1' te 
the Ge71e1."r\l c~ Wob1- aa a ~ (Thh .. taot 11 ta. 
at tihe ~· cf tbe Japana19 Anl7 PrObl• •1111 •• ~ SD. the _. 
pnuion nr a need !o~ s Cl)Q1°"1Mtl'Jll' fit th& Japam• Anr Frobl.•• which 
waa eet forth !?! the cClltr01 "'1nf!t1' f:Jt that lftbl-.) 

d• 'rl•la ar.tS philolf01lh1 me frdient !n the NlM~ In Wbte'h Ula 
Japenee tftrl~tr.11 bu bten atbln1stM94. Ill thla •• a111t6 the ..,_ 
or penons inVc1'18d m th& p&'OON8 rtrx1 tJMt ~ ot the1r ~ 
tloa •• ~ftft Pftf~-- °"" the ~ of tecbrd-1 emc,_.,, 
whleh .SUtate l1l ta'ftll" of ti.Ir 1nt.epat.l.cn into tM ~ 
problma 1llh:l.oh the li."?4tJlstlc tiel"S~1 •"'91!. 'hi• hNt al• 111181* 
that at'O' ot tho :a-obi.. or tba mct!ona '!'If thlJ ~1 c~,.u.e 
nraeb e11znpct !D the solution ot tlm lapat'le99 .,,...... itlther thUl thw 
of tlie A1'f'q 1lo.w bail to ba coord!M.W tr tb> Chtot of tha lntelltgeace 
Dl'f1alon inateacl of at the llm!'ae ot the ]:7!'01>1-. 

•• Shlblrl:r, th& orp'ld.SaU• flt the '1'"'"1.e A~ Ull Con
tsro1 ~"JCh !Jae awltea !n. the •raretton of anta!n bQ!o fmlet1CINI 
f1'aa the ope:oatiau wtth which th'V' ahoul.4 hrft mea tntepatel tn 1ibe 
n.m l-=-tance. !he a~l• ot h trattfe of the si-ta1 0.l't'U D1plo
iaUo Rot, !he l•PIDI• ~o•Uc ~et1 tbe TR-r r•stem os.pi..tto 'let, al 
even to llClll9 extent the ~t!onal Polnt to l'oiut 11~, i• an 
operat1m which bNra diftctt:~ ...,n th• sollltl~ RDA trl\nala~ ot !119Hl89 .. 
Th• l'l'tAft'alatlan d thfl9e act!.v!t!ea hars lleen ~!M.' l'tC'ft elenr~ bl' 
the gravitation ot the d1tterent tJPG""f\ttmu. te •eh ~ .. 1.n the f011I ot 
1.'lforraal. !lG,.sonal contl\o\ t..tmn bJ' the ~n11atlnn Bt!'ltef:ID'9 whicl"a baa 
eeparated t!lm eda!nletl'f'tlvel.7• 

9. iJlnf,eal smrmm /lt. ynn, "'1m ~- :Jhdd Jn Q1&1nl.J ... •'41· , 4 
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•• Add.a t.o tbt cU.fftcn.1tf.• ot .ial'lil'tn.t1w c~, geo
grapble l"°atf.011 ot PIJ't• ''t the Gendel CJ'J'Ptarml.Jtio 1"1'o'bla bu been 
ao n'l'Cl."-' a. to place ~~mi• llandieat• Sn tht _,. ot 1llOt\ etrfttlft 
open.~S.r.n. •atldn itself', the \1omml C't'11~"¥l,U. llnnelt lat been dl
'dited: alnriet ~ b&'-en ti. two operatt.ma ~. "1-i• half 
ale dUTteult e109f eontacb bet.119fm ti. !!ranch Chief am tbt leC'U.ons 
ot hie lm!neb... U.l=owtee, 1t; ~·el~ rise'° IJUl'leroD.11 4Ut1cultte1 
att.aant t\1l the pa1d121 nf cor1•arorxtMI09 Md ~Snetitt• ot 8ft1' degree 
cf urr.tme7 "°iw.en the t1ftt bulld:-r:p. 

11. !he IMPflftt!on ttt t~ ot the aolt ~""rt the 4'..!'10-
mtfe aect!ona i'1"am b··th the Ir.!'o1""llti• :.ieetit'ft mil the n'J.llet!D Saettt'll 
!tnr1 ~t:r.a c:o!it'l.7 ta teJ'lll rt~ ttnd aecueey. Fnlnr. ~..n rat:e nan 
en all sfr~:'JO ot a laek of COf'fti'JT'ftiClll batwen the Inf,Z'f'.£.t.ion Joctlon 
and t"ie opern.tlnt: sections~ tl'te Qeft(IJftJ. CJ7'ptan81J"t!o :1ttmcb, a ~.l90t1• 
Wts "'914 d'11'1nl: tbe eCU1'89 ot tltP cOlltftl. sm-t•~ ~..n the respor.a.tbla 
persont in tho Dd'ol"'llltleft fi"t11Jn tmr1 the ~pal btlo.."Ctbroakora am 
tr11r.ehtorn t'if t.he Q~ Cmta."V!l~ Ibwnoh. ~wo ~E trot-o t~ to 
bt cnbtamlng dUl'1ng -t.l'..e cau:rw ot an OPl!l d.iacun1on of D3U d .,. 
eloeely i·-te:~!.. .. -1! t1'e act1d.t1e1 ot the• t-. arou.!."'S or~. 

C• !J:-.e f11'5't Of tl\eee ftB that t).e ef.i"li..:f.&f.ti.'at!• •,pe.mtJ.atJ 
unler 'iJbioh tbq wtdea 1*t not 1*m efteet!w In ol'1ent4ttl the two CftUPI 
tm?&'.l'd tt cc.9'!0ll ~' and aeo+.t!!(!1 U.t 1.rhe !.iiyaie81 •para'U.a ot t!-.e 
~'Qlpt •.Ad actua~ p!ewnted TJ'Oixt• '* being ":alUt ct tbe t&QUf.Uos 
otterea 17 tba Inf'Oftatlcn StJCtlm. !he nriat strJldns proof ot the ln'• 
ter ~ we glwn b.r Oe heac1 ~ the Tcip!CAl I"'ldu: Subleetlon "t th& 
In.fO!!lllltlon ::i~cuon, w!lo :said. t.!1c.t dnco t~c r.~..c.-~ ?.a~~t!O o.m t!• 
~.ttacella~aaa ~".:!11BP Seet!O'llJI ,.r t.119 ae~:ret CZ'fPtaN11'f.o 8'nel\ bid 
m.O'f'84 to o:·'1r£ ... l~s "A" 1b1ld!,,~, tbe IN!IDel' (If ~1•rrt.iona alke4 ot !lt.a 
eectltJn ?wd rl.ropl'f)d ~ m.!"17 hett. Fully uare that tba ~ ct 
qo.ot:.t.!ore "'leodlr..g to be a!'!nctrcd !tf!'d rrot droP!18d, the ooncludaii t!.at 
there 'M'o 110 11!mh tm •nd le.ber inl'Olftll in ve~ buinaM bJ' 
telept;one or~,· -1kf.• tbe dlatenee t'tlt••• the• wndSnga that <l\16•• 
tiona at..,rtJ' _,~ ret eeke4 we suhatmltSatal b-~ the tranalatora and ~JG. 
breakers of the Generel Crwtanalyttc Bnnab. 

,1. ,Alt11fl!Ulll b.Y' now tm dillllp,:ieftranae al the JRpmoao ':tlituJ" 
!t't.a~l:e 'lf t:O!l1fl' .Ta:eT\9118 J)lpl()m~J.e tnttle nu deerealld tto 1.~!C"tllnce 
(If the ;prob143tl1 t.be eoJ11!ftt1en flf thtt .l'•!ft•• Diplaatlc IJ:m'l'\.slat!cn 
r.~cti~ ,-.r t.he tant?U~ tJmnah ~ the Japa11H9 J'SplCMtic GC'ctim t4 
t'he Gann:m.'t Cryptanal)'t1e !mrtttah ?>N•nt.:l 3nn each a •• oi' wste mo
tion err' t1":!0 riaufted b,r flb71tc"1 "'1U9ttcm. !he vad.t• .-.. :oii;.dng au 
ot i'ho- ..,.~,.~!.,r..l1':lo an4 crntnl?'Ml'hio ..._.,_ ca Japa.."aee !'i:;;lost!c 
~•r:aces ~1~ro lc~W !!I the tr;urtb w1QS at the fJ.nt tloo .. , tJie ~ 
latorc ncm locata4 Sn the heedhmi" oppaelte * tun ;Jing on the 
aooO!rl :1'1of"1'. ""'.vn~ l•l'llM• "'1!'lo•Uo !.'19M8ge ll84 to to ca:rr!ed fidce
b,twocn ti'.e.se two oft'lee•• The UIGUllt of time apent. in ~ h.e 
CGUR&QI mek 81d fafth ha• been ...... 
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4. Tba\ the A.S.atant Chief ot Staftt W, be intOl'JIOd of the eritloal 

netct ot thill AgelleJ' tor Ungulne, at.t..tieiaria anri ~·• tla\ a 
1tat ot qmllticattcma ba -.1tw, mt the A81d.nam Chief~ statt1 G-2! 
l'fltl'ite~ t:4 the ,A\\futaftt Gtlneftl to 1nt'oa t!d.a A~;f!!JC1 ut all men d111CmU'89C1 
fl'01I the Am:t who at;lefr t.mae ~u.ana. (Th.1.8 baa been ~ 
roOC111 '9Dled. _to ~)ha Per....-1 JlraDch.) 

S. !hat ~aq ot teobnloa1 parml b4I ft'li...t b;~ a ..ii 
boarcl nt techl\lo!ans who are capab.Ut ot jncJgtng tbeir abillt)'. Snah a 
~ aam abou1d wiua. .n flllcb •• ·ir. P:r1tcllmi, coional. r.ullback, as "· 
Colom'l Satlet.t. 

6. 'l'hat a pl'lal"ltlea oonVat all\ NW'S8W unit be eltabltahed, •• eet 
r,.......h 1n tab Q. 

1,, :L'hat •• 0001a aa all plana have blcn ampleteil tttr tbe phJw1Gl1 
relncattnn ~ .ii or the otticea of the Poat:t the entSn light!Da qatem 
tiG atu!lW by eaapttent SlludnaUon enaSneor•· 

a. 'J1mt when plana tor ~cal rinlocaticrl l1ave 1->n cmplotad, 
the M_..,,t,. tor an ~ondit10D1ng 8J8tml be invaatlgated.. 

9. 11'hat the reeearoll G:roup ot the Genera1 Cr,ptanelytto Branob be 
uetablllhatt '1'1tb a ll01'e f01'91 rela't1on.bip to •cudt7 prob.lAna. JboQJ4 
the establieJaell\ of a l\eeeuch and DeveloJmnt Diridon ba a,:;pror«l,. t.hlll 
£l'(Jl1P lhou1d 1-~tel 1n ite 

10. Tltnt the Roeol'der•a Group ot General C3'7'Pta~ i'.ranela. be aug
wnted 1n ~n8fttlty md flU8li\1 ot ~r.ormal in Ol'dftt to fiDbb u •oca • 
poedble a eomptet. Wl'i•tna up an! aoaa•lndmng ot teehnt.onl pz'ON888a1 

Ol'JP'O,'!ftphlo ·~· ·-· 
CO."Cr.1Ud"lk:£S 
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l., A continuing Sllrt'er.Y ot operational and administrative proca

dm'ea 1e being conducted by the Control Office in order tot 

a. Dieccw... &IV' poaaibl• improvement• 11bich _. be ettect.ed 
in op8rl&t.ional ettict ency. 

b. !W'aluate the use of personnal and 1pace. 

c. Ex&:liTl~ rel.'.ltion of unit lllll'V'"78d t.o other lh"'lit•• 
d ,1 - ~ 

2.. lo clas.m. ia ~de by those ~onducting the 8Ul'T9 'la to teobnioal 
knowledge which would perm1t tb•m to orielnate euggeet"one ot value .. 
to t.he tecbniquee empl.0)'94. Rowver, by a ravin or operationa, tho.se 
aperienced. in each are then:aelvee led to auggeet poeeible ~ta, 
and hence• it is frOl!1 thie personnel tb~t the mat worth11b11.e augpationa 
are expected. 

3. so .. netimea operations are 1n ettect wb_.e output docs not j'llst.i.ty 
t.h• e."q>8?18e involved• but are continued. only because ot habit. Filee 
are continued which ue unnoceasa17. 

4. AJ.ao, operatives he.w ideas aa to posaible i:nprovcmenta. which 
they have not effected. beoause or lack of time to interrupt their d~ 
work. A SUl'Y07 such as thi 1 at.to:rds the opportunity to discuae nll 
ph.lees ot tho operation or each unit J to exll.."ld..'le all ideal and augeats.ona 
aa to poaibl• asaeure1 to impron procedureJ to elimlnate unnec••eary 
1101'kJ reclUce reports; i::i e word, to revia-r all actirtt:leo ot ea.ah unit. 

s. It is desired to interrupt operations aa little ~• poeeible, 
aid the attached check liat 1e a etep towards thia end. 'ftie check list 
1hould be completed and returned to the Control Otfice 1dth the requeated 
mat8J'la1 attached. 

TA: 
A. 
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1. A contJ.nuing SUl'l'q ot opara.tioml and adm.i.n111trat1T• proee
durea 18 being conducted by the Control Office in order to: 

a. Diacavv lillV' poaai.bl• ir!lprovamanta which llV' be ettect.ed 
in op8rfttJ.onal efficiency. 

b. ~aluate the use of pe:..•:1onnal and •JJIC•• 
e. ExE.:!Ji!"le relation ot unit *',~d t.o other uni.ta. ) - -- ,._,,_ 
~ '~ - .., I' I I 

2.. lo clid.m is made br thoae condueting th• aurTq y to tecbnloal 
knowledge 'Which would per4t them to originate suggestions ot value aa 
to the tecbn.iquee emplf>18d. Howver, by a rav:t.n of' operat1on4, thoae 
experienced i!1 each are themaelvea led to amggeat poee1ble ~ta, 
and hence; it 1s tror.i thie personnel tbat the mat worth11bile euggelltio1111 
are expected. 

3. Sometimes operations are in effect wll_.e output doos not justify 
the expense involved, but are contirmed only because ot habit. Fil• 
are continued T1hich &l"e unnocessar,y. 

4. Alao, operatives have ide:ia ..lS to posaible i?nprovcmenta, which 
they have not eff3Cted b&cauae of. lack of time to interNp\ their d3iq 
work. A 9Ul"Y07 web as thi~ affords the opportunity to discu.aa all 
phases ot tho operation of each unitJ to oxami."le all i<ieaa and augeatlone 
aa to poeeible manrea to impron procedureJ to eUm.t.nate unnec•u&17 
·i1Ql'kJ reuuce :reports; !:i c. word, tc review .ill act.1T1.tieo ot ea.ah wd.t. 

s. It is desired to interrupt operation• aa little as poeeibl•.t 
and the attached check liat 1e a step towards this end. 'ftle check llst 
ehould be completed snd returned to the Control Otfice with the :requeatecl 
natel'lal attached. 

~AB 
A 
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1. Space allocation • to be prepared bf Control Office. 

2. Work flair chart - on l above, dr'aw in the flow ot wo:rk. 

3. Organization chart of uns.t.. (It one 1• not available, 
tum11h a rough diagram to Control Ottice.) 

4. Data on assigned peraor.nel1 

a. ltmber ot officers Male 
WAC 

b. Nud>er ot enlilttd personnel Jfal.• 
WAC 

c. Bum~er of civiliana 

d. Total 

gumx w;sr FOB IINESTIGt.UO!§ 

1. '!'be tollolllng questions are to be anewered as b:riefl1' aa pouiblea 

a. 111.eaion - Statement ot mission (genC'al) by aubaeotion. 

b. Oparationss 

(1) What unit.a work 1n cloae lla1aan With JOV eect.ion? 



/ 
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(2) le personnel asa!.gned adequate !or 111.uion? 
It not., etate requil"Ulllltl b7 eubeeotioa. 

(.3) Rave r~t• been requ1e1tioned? 

(4) Difficultl•• ar1a1ng pertaining to peraonnel. 

(a) Promotion 

(b) Dissatietaction 

(c) othen 

cl. Space: 

(a) Ia apace adequate? U mt, akte Nq)liromante. 

(b) Is location connment tor contact with otber 
sections with wham J'OU 1r0rk? 

•· I.igbtJ.ngs 

I a lighting adequate? 

t. Pl.lee: 

(1) What tile• are Mlntained? (be specltlo) 

2 
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( 2) Row long 1e material kept,? 

(3) SugMtione tor eliwtnati.ng wm..ceaaar,r tila 
or 41.apoang of obaolm tll••· 

(4) What !'unctions a:ld recorda ba•• been c11acontinue4 
in last l1x montha? 

S• Conosponcience - ~t .tn>• is carried on? 

h. Report. 

(1) What foporte are rendered by each unit, and 
what distribution 11 made? 

(2) Wuggeetione tar eJ1adnatt.ng unneceaa&17 reports. 

\ 
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(3) What la uaed u retennc• mt.er.I.al, bots handled, 

hos long keptT . 

l. General - Saggeationa aa to at.epm poae1bl• tor 
improvement in ope!'at.ion of your unit? 

I+ 
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1. fo pn191lt tb9 !nter:NlaUon ot all ot the part1 of tbe Gemral 
C~o Pro~ !ta the oleaNat ,._r po1alblel th18 deacr1ption 
or the a.. or WGl"k :1.a the pn•nt -~- ia th 1 pirot,t.. hl• l:itd 
pJ."eJBftl4. !be •thod ot pn•ntatlon ii to toll• tbe ft• ot ...... 
tbl'CUgb the •rl~ •Mtlou ant unite, outu.rd.ng 1n - detail tbe 
procH•Sng to wh1ob it 1• au.b.jeeted !n each ot the ..uon.. A obat1 
illuat:rat!ng the work fl.ow ot tratftc in the Genenl Cr;yptanl1JUo Pnbl•, 
u attaobal hendt!J. 

2. The trattio wblcb pertldna to tbe Genaral Cr;yptanl1JUo Problem 
19 1nteraeptecl 1n the larg9at meallll'e bJ ftm4 etat1on1 unller tbe cliftet 
coatrol ot tbe Sigml Seovl\J' Agenoy1 the otftce ot the Chief C.bl.9 
Ceneor, am1 United KS.ngdca InterceP' statlona. The•~ ot tl8 raw 
•terial are all in camnmnlaatlon with the Signal Secudty AgeDCJ b7 
tel•tJ'P81 bllt enel'lll 41tterent pncticea are empl.0184 Sn tbe aula11don 
ot the tnttte. 

a. 'the atatlonl univ the direct contnl ot the S!gnal Securi.t, 
Agena;r aub!llt all ganrn.nt tratft~ ~ teletJpe UDl••• apec:Uicall3' re-
queetect to do otberw1se1 and non-pYernmntal le •nt bJ' mall. 

b. The otfloe ot the ChW Cable CerllOr l• capable ot hancll!ng 
onlJ' a limited wl:ume ot tnttio ~ the t&let1P1 obannel• between W.. 
Agenq 81111 that ottlce. To mte the ben ,... of the• telet1.P9 tacUJ.tiea, 
a llat of the tJ'P9• and mtionalit!e1 ot traft1o 4ellil'e4 by teletne 1• 
4rnn up at the Signal SeouritJ Agenq, and all other tmtfto, both fl!J'l
ermental and non-goverm.nta11 11 tonuded bJ' ..u.. 

c. Since the colt or the t1"U1lmlllllon ot tnttlc b.Y wire flUI 
the Un!ted llngdclm to the United state1 la b1&bt it 1a deld.ftct to keep 
the amcmit ot 1nteroapt, m.tt1c reaeivacl bJ wtre fl'cm the Mtieb to the 
m1rdma e~te with ocaplete COWG1'8g9• To tbia eDl a request 1• 
par1od1callr .W.S.tter.l to the Brit1•ht 118Ung the ornrtograpb!c •111taaa 
and the ndS.O c1rcu1ta tNa wh1oh traft1o 11 d811N4 at the Signal SeCN1"1tJ' 
Agenq by the fe.steet poaaibl.e means. All otbe!' gow111Ml'81 tratt1o 
wb!ob tbe ezcllllnge aownta Mira an!labte ta the lJDlted State1 11 tor-
118%'de4 to tbe 1Jnlte4 state• by air bAg. 

3. All ot th18 lnemlnl trattlo• botb. teietne mt ..u, le received 
1n tho Tntf1c Seotlon ot - C_..n1oat1ona Bmnoh ot tbe Operat1ng 6er
'11C9a D1Tb!on. 

4. Prca tbSa aeotton, the tn.ffl.o 1a !muedia~ saa814 to the Ile• 
corda and Disti-lbitlon SD.b•ctlcn of tbe Tratt1c seotton of the Tratt!o 
J.nal71S. ml Convol Branch. It 18 1n tb11 aubeecUon that the proceaaial 
ot trattio beginl. 

\ I I I I J 
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•O'lll"C8• pnerall.J 1n l1ng.\e cow. Since the g:reatost volum of clip1.cmat1o 
tntn.e 11 received by teletJP9 r1 troll 11nlted. State• 1ta.tl0n91 t.bla tJ119" 
ot cow will be cona!dend •• torm1nc the ba.U t• tbe ope:re.Ucm asd 
slng'le copie1 w111 be cou14ered •• exceptiona or var!atlou 1n the rule. 
The f1nt. atep pert=-t 1n tht J>NC91'1DI ot the tratt1o in the Roco:rda 
and Dl1tr1bu.tion Su1-ct1on. Sa the eUt1na ot the teletJpe 8beete into 
ln41v1dual •••ge l.enilt-b•· ill traf'f1o la then 1ortect b7 tn- ant 
natS.omlit7 and S.. sent to unit• ot thia aubeection tor tvthel' pro• 
cudnl. The pl'C>Oellina pertOIMCl In the• unit• 1• tbe identUS.aaticD 
ot the cr.fPtograpblc qat. In tern ot the tdgraphic 4ea!gnat1on which 
has been aeaigned to •ch unique C17J>tograpb1o Q'ltea1 or fJle !d.uft.ca• 
tlcm ot vatf'1o b7 oert.dn typea, mob ea lfa\'7, Ccrntrct.al. code, etc., 
to whlob ubitftry trignii&!o 4edGnati~ have llktnr1• been ~ 
The cr1teria 1'h1oh are uMC1 Sn tbe• unite tor tba 1dent1t1cat1oc ot 
qatema ml t7P11a of trattta are applied to thea b7 the national Uld.ts 
ot the a.Deral C~o Branch. The• cl"lterla UIUll,11' 1nc1u4e 
un1que addN•••• •:?Wtem d1acr1a!nante, COllllCIS oocte ~ llgnaturea1 

, i etc, fba tngraj)b :la written en all thNe oop!ee ot the tiatt1o together 
: with a mMber whiob !datW..a tbe clerk banllinc the tntfto. A ftC01'd 

, 11 la Jaap\ :ln th!.a aecUon. ot the volume ot tn.ttio noe1ftd f'nll eaab of 
the ~• b7 '1pe Bid natlonalitJ' and bJ' lllltho4 o~ eubdas1on1 l.e., 

• · wln or 11111. The ••198H an then ndJ' r. torwudiftl• 

6. !be nrat caw ot the meaeane la oen\ to the •ctions ot the 
Oenen1 Cr,n>taml1tlo BnDob. SSnce the prooeldnc ot tb1a OOpt requlree 
the 1ll08t elaborat1cD1 th• deaonptS.on ot it• haallinl 1a aove1"9d la8'. 
!he eecond copf.e• ot the ... .._, are tOl'WUdecl to tba Oene:ral Aml7ai• 
SeatS.on ot the Trat.ftc ~ and Control Bnmch.,. Old the thlJd oop1•• 
to tbe Bdtildl Ezcbang9 tfnlt of the Tntfto Seotlon of the Operating Ser
vlcee Mvldon. 

'• llW•e!M IP St QutnJ, AM1.D3• MAYB· 
•· .Aa 18 •1111' uncleratood, it la inlpo .. tble to 1nteroept all 

ot the trattlc wb1eh appear• on the air. The problea at the Sipal 
Seom"1t7 Agenq 1a to •pl.oT .intellipn\ aelectiYiV in tbe J.nturcept!on 
of aa muob tattle aa om- intercept f'acilltiea will pmrdt. To tb1• encl, 
it le the tunct1oD of the Oeneral. Anal.7118 Seot1on to conduct 111.ch 
stu41ea and malnta!D IQ.ob nOOJ"41 Sn ocmnectlan wltb the lntoceptl• 
ot tratfto fJtca .ii IWU.o netwOl'ka othel" than Japane• .&nvl aa will 
enable the molt intelligent d1rect1vee to be giftll to increase the •f• 
tect!veneaa ot the intereeph oanragf'Ot tb,ose networks. 

I' b. 'the llODJ"C88 ct lntOJmtf.on uaad lD th• pftp&i"atloa 01 l.'-C:D~ 
I 8'Wdle1 and repo.rt1 are the ~ loge indicatlna intercept pert~, 
, nbmlttea by each aonltor atat1on, ana the aecon4 oopy ot tho nw tnrttc. 
' 
~ (1) Frca the !ntercept etatlon lop wh1cb. *"'the 1'1410 

atatton. ffta which traffic waa copied• the l"Cceiidng 
at.atloaa wh1cb they contacted,. the pedcd of tS. dUl'inl 

L 2 -
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whlch the station aa beam, and the strength &M the 
S'Cadablllt7 ot the e!gnal.1 grapha an preJU8Cl which 
._ th9 pedc4 ot actt'tiv ot eaoh tnnaitUng •
tlon, an4 the ettect!wne• with which OUI' mQ!d.tor.lng 
trtatS.on 18 caiiable ot coPJina trattic eent t>,' each It&• 
tlon.-

( 2) rmn the preaabltte ot tm •••s-• 8111 tr. t.he trigrapb 
-S.tten on tbe •••Pt data ~ PNi:and and rna1nt.a1n.a 
which llat tbe quant1t7 ot tratt.to paaa!ng are all c1ty
to-d.t7 and statl~ts.i e!Jtealta b,y Ol7Pto
gra}il1o .,.ttm. 

(3) Flaa a etud1' ot duplicate tnuwnaiaaiau aver a lone 
period ot Umt1 lrltOJ'MtS.on on t.he l"OUt!ng proceduna 
empl.0194 bf the varJ.ou J'941o atatlone in plflld.ng trattlo 
over long cliatanaea 18 eo1l•oted• 

e. Current inf'ormtlon on chanpa !n call .S.gna, f'requencS.e•• 
etatlon operationa, eto., 11 mdnta1* 10 that monitor etat!one mm be 
!nforn-1 .tr.ecl1atel.J' Qt the• changea, and th9U 1nterwpt aasf.gmwnt• 
altem to :retleet them. A• baa been po1nted. mt betcm, 1t 1• no\ poadble 
to monitor all traD8llliea1on1 which ia•• O'IV the dr. m.t 1e a~, 
then, i• to ad.1Wlt interoa~ wll10ft8 en the basis ot 1nfonmt1on aa de .. 
cribad abcmt1 ln •ch a_,•• to 1nteroept the g:reateat aount or tratn.c 
dea1red b7 the SJ.pl SeouitJ l.gmaq1 anct ultimat.17 b7 the M111ta17 !n
telligenoe Senlce. Thia mat be done on a pr!oftt7 bells. In order to 
eatablllh thll priority, tbe iiepreHlltat1vea ot the .1111ltar;r IntellJ.p~ 
Serd.ce and the General CrJptanalJUo Branch pnpan a 118t ot the cz:rpto. 
grapblo ayateu and the D1ty..to-o1t7 o1rcu!ta in the order 1n wb!cb thft7 
deeint the gnateat a1I01Ul't of oorerage. Their prlor1t7 llettng contalu 
five claa••• 

(1) •A" Prlorit7, Thia inoludae l;V8tema and cireu1te ff# 
which oompl.ete covarage le cte.u.t, regardl••• of the 
coat. 

(2) "B" Prlori"1'. rh18 clu• inolm•• the moat 1aporiant 
Q&tem1 ot principal coantnea. Complete COY81'68* ot 
the e,..tem• am cin:ulta conte!ned in th1e ls.t 1• de• 
ad.N4 at tha expenae ot l019'° prlodty Watt1c, 8111 u 
attempt 1a mde to get th1a oownge at a m1n!mm ot 
dupl tcatton. 

(3) "C" Priority. Thia clue S.. reaened ror 11e&ftth 
111.edona and tempora17 .. alpment... Diplor.atlo trattlo 
1eldc:n falla :tn th18 prim'!.•• . 

(4) "D" 1'1ri0f'it7. !hi• ola•• 1nolud.•• tbe raa of the mine 
41plamat1c IQ'Stome, All taclllties available atto 
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the ee11gnment1 haw '-en -.de to BMUn oavenge ot 
h:lgber p.r1orit)r trattlc are devotecl to tl:d.8 ola••• 

(S) wr.n MoritJ'. Thia olata conalat• at tnea ot me1aa~• 
tor which no attm:ipt Died be mad• to obta1n OOYera&9• 
Thia includea generall1' plain tut, oomnuc1al taftlo, 
t# obeolete or obaole•aem. 9111tem1. 

d. On the ba'1t ot the infm'l!llt1on contained 1n their recorda 
ot tho ~lume ct tratt1o paa1!ng tNer stat1on-to-atatioJl dl"cuita bJ' 
crntographic Q'Btema, the General AnalJ'ai9 Sects.on 1a er:rbled to comert 
the etatement ot priority or cryptopapblo .,.tema am dt,_to-c1t7 elr
cuite luto tema ot radio tnnamlttera, etat~, a4 c1rclJ1ts. C:lNuita 
which caJT.Y "A" P1'1<*'1v lfJ'lltou are autanatioall.7 "A" prlorl.tf 01ra.lt1,. 
and all other e1rculta aN liatad in order ot volume am priority ot 
traffic. '!be abU:l\7 of tb.19 section to amka the ocmn:rai.on ot S18t.I 
to o!rculta ie made. po1elble unda th!• 8111tea b7 the tact that th9 trl
antil appean OD the •ISSll891 which are ..nt. to tbia section tor •twlr• 
ror thia Nason ti le ve17 important that the trignp1Wtg dODe 1n the r.lnt 
instance be ae acoun.te •• poald.ble. 

e. 1.'ltb pJ'lor.ttiea ezpruaad 1n ten11 ot nc1io c1reuit• the C.n• 
era1 Analyeia Section is then 1n a poaitlon to :laplement prioJ:i.t:loa. !be 
1nf0l"'!l!at1on obtained 1n their atmU.ea of opemting &cbedW.a of thlt Varia
mtting stations, the routing proced\11'9a at th... atat1ona, an! the ab1UtJ' 
of each monitoring station to ocnrer certa1n oil"CU1t1 at cllti"erent hcN:ra 
ot the day, pel'lllit the ueigrnnent of at.alona to the moJd.t02"1JJg ataticma 
b.Y call aign aD1 ham' ot the dq 1n such a marmer aa to 1naure the be.t 
lJOSsible COl91"88ft• 

~- Pi-w•fim or rrar& in tm nri1ilt)l 1Jc)anee y~. 

a, The tbs.Id copS.01 ot me••flf'• an •Dt tr. the RecOl'da uld. 
D1atr1but1on SUbaeotlco ot the Br1t1-b Exo'.bmge Un1t. It 11 the respon• 
11b111t7 ot th1e unit. to utnct, froa tba 188• ot tratttc, copies ot 
measa,a which are in Qll'teu requested of ua .. the British• and to t,._ 
ward thees copies to tbe 8r1t!lh SecurltJ' Caamllldon !n Nw York. The 
•1•~1 to be excbanaed are identified bJ' tho WS.gl'9ph written on ti. 
... ne. A ?¥Jcot'd 1a kept Sn thi• unit ot all masaaea •nt to the 
Bl"1Uah Seaurit7 Ccn:daaloJI. 

'· Prntu'n' the ...... a tg P'P'ral. Qppt.qlY»p DmaM· 
a. 'the fint copies ot the mea11&ae1 are f0l'ftnle4 float the Re

co!ds l11'd D11tr1bllt!an SUbaoctlon to the appropriate nats.oml group wltbill 
the General C~ytio Branch., '1'he t!zat proceaa to which the ••Atl9• 
are subjected In tho General Crwtazuilytlo Branch 18 1Dler.das. 

. b. Tho !ndezlng f'f 1ntel"C8ptad ••_,,.• haa three m!n pl1'PCl898 
• boo»eepJ.ng• reteNDCe, aid prortdlng collateral Womatlon tor the 
oJ7ptanal,at1. 
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(1) Jlookkeep1ng. T?:to ~i:nnl eoc11r1t:,y /,r,enc7 ia responalble 

for each moi;aage reod.wd in tlle ... •nne~ as mv
bllalneu oft1• 1a reaponeible fox- .,,,_, pleoe ot 8Cl'llP
mm, !!m>ioe• Cl' order th&t it raceivos. In a 118D881 
evet7 interce~ei •uaage :?ece1ved e.t the ~:t3nal. 
!scu.dty Av"'GDCJ' to an order of tbe c:cyptanalJat and 
tral'.alatoii to produce the lntell1genoe aonta1necl 1n it. 
I .. f'Tdar to be certain that eve17 order 1• tultW.ec1 to 
the beat et our abll!ty, e. !'lethed of acccuntir-& tor 
ee.ch mes-.ge ane the d11Poaition ot lt t4s be9D eatabllahed.. 

\j 

(2) p,,ferol'.oe. !'ach ot the natlonal ~r-s of the Geneft1 
C17Pta.ttal.yt:f.c Branch is endea\'or.l..'111tohnctlon1n the 
same :!O!'!~er as the aeesaee ceute:ra or the .countriea on 

I 
·•hoee trattie 1t wcru. P'~r this 1"03a~!l, raoorda ~ the 
corraspcDll•nce ot the ccuntr.toa are o1Bt up 1D a manner 

d adzrd.lar ta that 1D which tboae =ountria• record t.be:lr 
• mm tolograpb1c corresrlOndtnce. 

(3) P!'OVld!Dg Collateral IntormtS.on t= the Cr,vptanalJat•• 
A ~at deal ~t 1nfoF..at1on which 1a !Jolpf\\l i"or the 
eo'.'blUon ot crn>tocraphio ~· can 'ha gninecl from a 
kftO!lledge ot the .,istakos :no.de ~~ code clerks r.nd •ssa.ge 
center clerks, such aa the enc1pher1ng 61' the ea. tut 
1n two l:eJS, the correctlon t>t c.'J.?1rtonmpt-.1c erron 1n 
oamce meaea~s• ate. 

"• ~ .... !Ddex: boob r.re aet up 1n such a ft':I ao to en\ble the 
OOCdl'NDC8 ot these 8ftW8 to be called ~ to the attentioD ot the 
cr,ptanalyats. 

( !.) Hatbode cf !ndexinl have been devel.ope4 111 tho Jenoral 
C1")1lt&nalytic Branch ove:r the last several ,ear1 which 
pl"O"lde t~ the e.ccOl!lpliabment ot all tt-1-ee ct bee 
pll'pOlel of 1nlexlng. 

( 2) O!le cf the i"irat bt'eakdO'Wll 1D tbc 1ndex1ng boob la in• 
diceted bT the :ne.t\lre ot the d1plomt1C correapcmd9DC8. 
In 8DJ' ltable £0Ve'l'llm'llt the dtplostlc 19t-up conaiat' 
or a central office (the :f\md.gn. ett1c•1 state depnot. 
merit• or whaWf'er 11i mq be celled) ant a &rOUP ~ offl
C81'1 1oceW 1n tore1gn countrtea which are reaponaible 
to this central organication. Tho,.-re01.1.t ot th1a est-up 
is that the bulk of dip1ost1c ccmsr-onrler:co pas•• 
rrcm a centn.l of'fice to it!\ repre•ntative•, OI' 'flee 
vena, although then mar bt some c01T0spondence be· 
tween ~vtng ott1ces. Since the messages :tesslnc 
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troll each o:lt7 to each other citJ' al.molt !rmni.abl.7 
conatitute 41tterent •ti of carreapondenoe, the 1Dlu 
boob an generallT •t up on a clt,...to-clt7 ba1ta. 
The ~•I' ot the •••Re• on the 1nda iage 1• dictated 
b7 the order in which t.be correapording office arrange• 
them. The moat uaual Older i• b7 the ne1aage mmber 
a111pecl to the maeaage b7 the writer. 

(.3) The other intomat1on which le recordecl le the tile 
d.ate of the me1eap, the group ooun\1 the trlgraph, 
the intercept aource, the intercept date 8lld time, 
the wOJ"bheet 11111111*- which 1• used tor tile purpo••• 
Hreral a!gn1ftcant P'OUX- ot the •aaaga1 and, late 
1n the proce111n·~, tbe ballet!n maber. 

•· The 1nt0t'll1atlon conta!mcl 1n the inda boo1ca 11 Ul9d to ao
complieh 111UQ' purpoeea1 

(1) The detend.nation ot duplicate texts pnventa the du
pl.1cat1on ot decoding and translating. 

(2) Oftentimes the tlrst !ntormtlon concerning a change ot 
a diplomat will be found :ln the dgnatUN ot diploaatlc 
corresponlenoe. EapeeSal.17 it a signature le found on 
a Q'lltell which 1• not readeble, it i• the duty ot the 
indaf.ng peraonnal to call attention to th!e change of 
algnatun. 

(3) Estimate• ot the percentage ot coverage ot a circuit can 
beat be made on the baala ot the wrlter'a meeage numbera. 
It e. preat. l!la1.\Y me9sage nuaben are beq mla.-dp _ lt 1• 
the dut7 of the 1mlexlllg peraormel. to call attenuon to 
thla tact1 eo that atepa will be taken to increaae cover· 
age it it 1• desired. 

(4) In ad41tlon, a atud1' ot •••se rmabere, comb1Da4 witb 
the lntoratlon kept 1n the General .Araqa1s Sect1~1 
can be used to buUd up a oomprehena:lw picture ot Ula 
cammmicationa practices or each countrt. 

t. Arter hn1llg been pl'Op81'1J lndne41 me1aagaa are then passed 
on to otheSt unite within the national £1'0llP tor tutbar procee11ng. 

g. Fran the point ot view ~ the act1T1U•• ot the S1gnal SeCUl"it7 
A38DCJ', m11agea tall into tour eeneral. categorle11 

(1) Unroade.ble an! not being studied. 

(2) Unreadable and being atud1ect. 

(3) Readable bu.t requlring cona1derable cr,ptanalyt1c effort. 

(4) CC'lllpl.ei.17 readable. 

6 
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h. lll••P• _,tall into cate1017 (1) beaauae of lack of 
traffiot lack ot penonnel, or lOI' J71'1ol'it7 in the worJdng Older. Measagaa 

--:--- .j !n eucb qatema are t11e4 •itbel' within tbt ta4exSng unit "" 1n tM :n-
· / aearoh unit of the national group. 

l& 

S. Yea.age• whlob are in a79teme QDl'Udo.ble but belng atud:lec1 
an l*•aed froll the Wedng unit to the re•aroh unit ot the na\lamJ 
group to be added to the tl'9tf1o umer atudJ'. Tbeee unreadable qateu 
are stuclS.ecl by the re-rch unit to d11oarer tint tbe nature ot the 
.,.tea. When thia ba1 been detendnecl, ez1IUng crn>tanal)'tlo techntquea, 
bJ uee or which othel' 11.s1ar .,,.tema haft been llOlvecl• are applle4. In 
addition• new tecbniqme which my be app11mable to the qatea at bald 
are defteede Ve17 often 1t 1a mce•BQ'T 811! deainble to call upon the 
aeeiataDCe of the Re'8U'Ob Grwp ot tJie Oe•ral Cl')'Ptanal.Jtlc Braneb1 wh1cb 
ia compol8d ot the mo8' aperienced anti ccapetent 017Ptanal)'lta available. 
The ... bera or th1a n ... reh etatt came an! •tud7 the problaa ml recammend 
method• ot approach to eolutlon. When tbe aolutlon baa been acccmplilhed, 
that 11, when the pro~ teobn!que for 1olftn8 the el .. nte baa been deter
m!nad alX1 tests have lhom their ettecU.veDMa, the •)'Stea 11 uually 
tUJ'Dl4 ewer to an exploitation group tor the aolutlon ot all ot the ele
ments ot the 8J'ltea thft7Ugb the -~nt ot C1'7Ptaml.1t1c techa!que1. 

~. Meaaagaa Sn ~· which are readable bit roqutre the ax
penditure ot crn>tanal,t:lo etton •~ pae..S to the ci-JPtanal.ytS.o esplo1ta
tion unit w1tbin the mtlonal groip. An exploitation grwp 1a ~ 
caapoled ot good c~a and crn>tanal.Jtio aide• who often UH ftry 
ccapllcated an4 cUtt1oult c~ic taohn1que1 to •QI.• all of the 
elementa of a 911tem an4 reduce lt to a lltaga where me1aage1 caQ be Sa
macU.ateIT deoiphel'ed and decoded. The• pons- ue uml~ ooncemad 
with cipher qetaa and 11&tema ot enolpbermnt, cocie llOlutlm 1-lng ea
aentS•''' the application ot l:lngulat!c tec1m1ctue1. The• exploitation 
gJ'Ollptl Ullaal.11' work hand 1n hand with the bookblukera who 111'9 reduoing 
to cede book to a atap when •••39• can 1* decode 1mmed1atel7 on n
eelpt. 

k. "91aagaa which u. 1n aye-. wb1oh. are al.rea47 !madable are 
peeled to the deoodlng aDl deolpbulng unit of tbia poup. The cleocxling 
and deo1pber1ng unit appU.ea the enc1ph8rlrJ8 kq wh1oh ha• been reoonred 
by the ezpl.o1tatlon unit and decodea the •asagea fl'Oll code boob whloh 
bave been nOOV81'84 bJ the bookbremn. 

1. Conltant reeoar• 18 had by the mt1onal fP01lP9 to tho Intorma
tS.OD Section ot IntOl'mtlon aid Uaieon Braneb, prlno1pall.J' 1n the ~ 
aeu!ng ot ••••Re• c1ur1ng bookbnaJd:ag and tranelat!ng. Collateral ln• 
to1'118t1on 18 ot g19at ue ill the proce1a ot 'bookbrealdng ml add1Uw N• 
cow17. FOi' the PJ2'POl8 of wtSng the snateat ..ount ot oollateal in
formtlon available to t.he crntam!Jat• and t:raulator•, ti. tntOl"l!latS.on 
Section ot Infomatt.on an4 LSa!llOD B:nmch ha1 set up ftlea and oollduota4 
atmle• along the tol.lodng l1ne11 
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(1) Bi.oarapblca1 ftle• 11h1ch oontain .... t4 1n41T!duale 
taDn from ultra 10Uree1, t.be newepe.ptn1 and other 
docnmnta ot all •Ol't•· 

(2) Geographical ftl.e1 ana atla••• 
(.3) A top1ca11nda tlla tn which all 1t1bjeot1 appearing 1n 

the diplonat1o mnetm •rie• •N cJ10a1 in!a.ed bJ nb-
3eot natter, to be llll4e aftllt.ble at a fU'tU'le tl• to 
the cr.yptanal)'llta and 'bookb:rea-., t.he saemd.ng mt 
dia-1mtton ot all !ncC'llllnl dooumant• to attempt to 
get 111ch :lnt01'118tlon ••will be ot ftlue to OJ7ptaal,.ta 
am translatora to their f.=-llate attention, 

m. The Intormatton Section also conduot• apaoial etml4ta ot 
event1 of pollt1cal and eooncmoal. Saport1 peraonalitie•, and ot ara1 
ot the worlct, on J"equeat trm the mtlonal fP"OllPa• The lnt0Jmt1on IO 
collectecl ia made available pr1ncipall.J' tl"~ the uae ~ the aooun tele
phone a19tem, b7 mana ot which the per1on duirlng WOJ.'lllation call• the 
Infcrmation Section aDd etntea epec111c quaat1on•• The flleo and reco~a 
ot the Intor.:iation Section are uaminecl to f1bl the anawer to the queatlon, 
am '-r it 1a not t~ be:re, it 11 normal.lT :referred to the Mil1tal7 
IDtelllgence Semce or Naval Intell1genoe to •e U the• agenclea are 
able to nJ>Pl.F the anner. The orillnatol' of the queetlon le then calltd 
on tho eccure phone and the answer g!TeD. 

a. lltlfBAee• which have been decoded and deoipberad are turmcl 
over to the tranlllating units where thq an 8canne4 to d.termlne 1t th• 
information oontainecl 1n the 11188&age• is ot auttlo1&nt intellianoe ftlua 
to warrant v.ibli•hinc• Thi• •oarmlnc i• ac~pl!ahed. on ti. ba•S. ot in• 
formation made available flrca the MU.1ta17 Intelligence Sonlce •• to 
their dealn•, and trail the knowledge ot the tranllatlng peraonnel or the 
current. Political ani econoalo eituation. "'9•••8'8• wh1ch are coft81dered 
ot great importance are t.ranalate4 1n lull. Tho•e which conta:tn 80ID9 in· 
formation of value are 1m:marl1ed, with .apbaal• on information wtatch mq 
be in the ••aaae •bich 11 ot val.Ue. ?leaaage1 whioh do not aeea to ocn
tain 1ntomat1on ot importance ere filed w1 th.out being tramlated ~ aua-

. mariled. The tinlabed translations or amriar.le• are then sent to tbe 
/ Bulletin Section ot Into:matlon and L1a1eon Franob. Thi• section aaeigu 

J 

a ~licetton number 1n one ot the aeries n•rved tor dlplonatlc tntr1c1 

I 

't.jpee-ditto atenc1la' ot the •1aage1, 1'UDS ott ditto oop1ea and d1aaendnatea 
I., these cop!ea accOJ'diDg to a c11ssem1nat1on liat pnpered by 11111 t.&17 Ia-
~ tell!39nce Service and Signal Seourit,' Agenq. 

o. A cow ot the publlabecl M8S&{:9 la retUS'nlCl to 'the 11&tiom1 
grm.p \'fbere the p11bliabe4 mmber ia entered in the lldex book f'or ftlture 
reference, and the bl21leUD cow !a tiled. 

10. 'l'hia 18 a general picture of the hardling ot 41plor.1Btlc meesa39a. 
In~ zart1cular section the pl'&ctS.cea.., V8r'7 to a lllir)it oxtent, mt 
this presentation ot the t1m ot ••aage1 throagh the 11&ct:lona handling 
diplomatic tratt1c sr be cons!derecl to NPfel8Dt th~ tl0l'D91. 

1 Incl 8 
Work Flow Chart 
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1. !he mle1lon of the Oeneral .Anal.11118 3ection ot the Tnft1o 
Anal181s and C()D\rol BnDoh 111 

a. 'l'o ma!nta!n nccm!• aid conduct anai,t!cal ltud!ea to pro-
1'1dt 1ntormt1on tor U. 1111gamnt of in\ototP' ld••i°"I on. oovorage nt 
OOIG.ierc::!ftl. 1'ftd1o ltlatlcae pa•dng 41pl.omt.1c, 1111:!.tar.T an1 •'9111 a't1iache1 
preao, OOl!nercial and other tJP9• ot po~1nt ndlo tat.rio. 

b. To ma1ntaSn record• am o~ ~ nu.st.a to pro
vide lntormat1on fOI' the asatgnraant ot !.rlteftept. mbalou cm OOV4tftP ot 
the Japanese Domalltlo Bet, Japaneae Far Eaatam DiplaaaUc let, watber 
atat1ona1 aid !'8r llotelepbone c!rcdts. 

o. To ampile aid pnbl!ah tor cU.-m.nat!nn to !ntercept stations 
and/or other oftiaea witbln the S1eml Seaur1t7 A::teJUVt reparta on the 
opemtlclll of the Pv ~alltern !>1plaiat1c !let cn:l. the Japane18 Dcmestie Ret. 

d. !o opera'Mi a lana Sorting 1Jnlt to 1neura that brteroepted 
pla1n toxt rana t:namc anct enecx1ecl irana lltllahlAt tmt.fto 1• prope:r]1' 
tr!g:raphect and ctlstrlbo.tec! to atbor ott!cee dtb!n the Jntelllpnoe DS:d.alon 
Uil/• other a"'nc!.q' as preaCl'lbed b7 proper authod\7. 

2. Di the pal'fonanoe ot tbl1 mildcm the General .Anal.11118 section 
1e mogan!secl 1nto two aubeects.one and e!ght md.ta, a1 muetrated on th• 
orpn11at1on cnart attached as Inclo1111"9 i.. 

3. The tollodne are tlle unt.ta nth whlch the General. Anal.yd• 
Seotlcn maint&lne cloee lla110n1 

a. RooOS'da am Diat.rtba.tion SUbaeotlon ~ Trattlo Seotlon ot 
Tnttlo Anaqda nn4 Contro1 Branob. 

b. Machine Branch. 

o. P1anntng amt MOl'ltiea ottlce ot Qenen1 C17J>tanal)'t1e Bruoh. 

d. Facilltlea section of Cammmtcatlolw Branch. 

a. nrtttsh ExchaD&9 on1t. 

t. Ueaaage Center. 

£• seoont Sipl Senloe Battalion. 

4. fertoraJ• 
a. The tollodng 1a a lilt ot the penonnel emp1.oJ84 1n the 

Oene1'111 ~ seetlont 
--9~ 

I ~ ; . I . 
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lale Ottioml 
DC Otticen 
Enlisted la 
Enllated WAC 

- 3 .. ' • 1 
•-'-. 

Mil!tuy PenoDne1 - 11 

C1v'J1ana -...66. 
Total Peraonnel • 71 

b. The abcmt pereonr:el 18 adequate to pertOJ.'11 the r:ala•ion ot 
th• aeotlon.. 

c. There are no mtatudlng perlODD81 41tt1cu1U.e. 

5. 'J'he General Anal781• Seot!on 11 located Sn the Moond wSng, f!nt 
fl~, E'nd the roar ot the fourth w1ng• f'irat floor, of Operat1one "l)tt• A 
ftoor plan ot the aect1on 11 attached ea Il'lcloSU2"o 2. The apice allotted 
1• adequate, but lte location 1n 1"'.Japect to other unita ot the Geneftll 
C~,.Ua Probltm 1• not altogetbe:r adaqaate. 

6. !he liehting 1a adequate, but impl'D9'emnt in the l!&ht!ng ~ 
woul4 be a definite bemf:lt. 

.--- 'I. 'I - J - I ,.:--
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ts.one. on tlla troa larab 1944 to 4•t.e. 

(5) §peniA". nobedule •&• lhc'9• oar ocaplete monS.tm.ng 
a•a a. llft'&Dga4 a1pbabetlca"1 accmdlna to 
ccm'lt17 aon1toroct. '.l'!le parpose ot the Schedule 18 to 
1nton the P:r1t11h and Ce.nadS.an 1ntel'C8pt operators ot 
the call a!ooine wn conitor. 'l'ho acheclu1e Shon the 
ccnmt171 et2.t1on, call aign, fl'equenq, r.er1ot1 of oovera.:,-., eontaota, aid our Stpl Seour.lty .P..ge?1C7 atatiou 
wh!Ch monitor each call. On tile t.roa !.'eoember 1943 to 
ctate. 

(6) B!•ic C.g iUl'"'U• Then 11 a eheet fctr each call 
dgn1 d 1\1 bequeftOJ' an! Jlonltor!q Station. '1'he 
eo:ntf!ctl made b7 th1• cell sign &1'9 in!!co.te4 b7 the 
houra heard, em the readebil.ity 18 ab.am b7 '!:Sing blua 
pencil tor good. st~h, crecn tor ftdr, ad red tor 
poor reoept1on. Theae 1"1eets are uaa4 Sn -t51'1 caa
mel'C1a1 intercept 8$tiplente. On tile trcn April 1943 
to dote. . .. 

(7) QI~ »eb• Purposes To maJm cunent 1"8Pol'ff 
on ot :taraept llildona. 111 e41W ac ntv 
a!al trattlo tor one da.71 1rrteroeptecl trm ne17 eaurce, 
is listed i11 the r..IlJ' Run., !int acc01"d.1?3g to •ndina 
call s1t:n1 tben mce1vlns Call atsn, Intercept date and 
time, B1d ftdio clNldt amber. !heae iune &1"8 cleltroJad 
after eaoh Woek.'7 nun 1s roce1vad. 

(8) 1f91rl.y pw Run Pqgkl. ~181 !o mJm ~ Npol'ta 
on oovanee ot intercept 1d.s1iOD11. All edited dail1' 
dip.1.omat1e tram.e t~ om canptote mek 1a cortSollhtee 
Sn a WeeklJ' Run. '!'he "B" Rnn ill wl8C1 1n maJd.ng a 
Tfoeldy Call S!gn Prlorlty Report - the sos-t being on 
aeoU.ng aal1 •tai. trlcraph ftlue,_mt Ncei"ISng 4!• 
6ftpb. The Weekl.J' "A• Run ie U80d 1n I:8ldnG a Weekly 
Cirm!t Prtars.t,-r~ - the sort ill on solldlnc call. 
ldgn, recetTlna ce.D. sign, 1.ntarcopt date and tlml1 ml 
..CSo ciraalt. '!'he Wee1cly 11.A • :rone are deatfttJed aftei
fttce1pt ot the 'mtblJ' 11A• Run. !be 'llS" Rana an• 
tile !a the ba ... n ot ti. oateterta fftlll Jv.J:r to 
October 1944. Frco tben aa, tha7 are kept 1n the eec
tS.on trcm Wovenbei- 1944 to date. 

(9) lpntblz Pl 119 !mil. P..!l'JI0891 To make montbl.7 reporta 
on conr&19 d lntoroept a!allou. All edited c18ili' 
dlpl.cmat!o trattio fma one complete month 1e conaol.!4ate4 
in a -'~ •A" nan. These rune • fro!ll J'ul.7 1943 to 
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to 3une 191.4 - are 1n the ba1ement ot the oatet.eda• 
.Lraa then to pi-eaent date • on ftl• 1ll aecttlon. '1'h8 
flontblT •c• Run ha• the •:1.11 '°" ca the •""'• eta
t!aat then city ot de1t1mt1on, aD1 nat on the ,.. 
aeiung staUcn. •• l'UU - tr. Deombtr 1943 to 
Octobei- 1944 • IU'9 in the 'ba....at ot the cetetedaJ 
f'rcl!l then to present. date• on m. ln eeoUon. 
~:1th11' NJ>" Rur. r ac the mjor aort on the count17 ot 
or.lg!n1 tben the 00&ID'b7 ot deltlnaUon ml the 118Dl:lDI 
station. '.l'heae l'\ID8 - i'r<9 Deaember 1943 to S.ptmbe 
1944 • ue in the ba••••m ot the oateter.1.a1 tl'm Sep
tmabel' to present date - on ftle ill ... tlon. 

Fmm:ti cp1 ma. Thill aer4 me ..,.,.. • i:rim'lv 
of • ~ ct ti. CClllD9roSal oircld.ta llODitorad. 
Eaob waek th:la tile 1- brough\ up to data. le• oal'41 
81'9 added •• nonitori.rJs au1gnaanta oban8&1 and Mii 
elrmdt.a &'1'9 nonitond. b olci carda SN •pt in 
tile tor possible active tiitUN UM. 1-,Ue ke1>i, in 
soction, and haa 'been in uae due Soptembar 1944. 

•ek!t Q1rpult Priedil' IklRPG Nd "•k'x 9tJ1 sag 
Modtz. Theae reporta p:w•nt the alatiw value ot 
ca:rlWC1al ciraatt• ml wuwvlal call tdgna1 raapeo
Uvel.J, and am il88d 1n iilWiq interOllpt w1pimn\•• 
The oll'GUlt. am eaU dgm are U.W in order of 
tbe!r prtmt7. On tile ID eeotlon 8Snce thq were 
first otarted in Juq 1944 t.o tftlleDt date. 

:pa S(ountv-to-eqmtn c~ IRAls- '11818 boc>ka aholr 
the Z'Ola7 point• ot ....... dliW>m&tio) amt tr. 
oount17 to coantr.r. Thq al.ao 1nd1cat,a tbe maber ot f.198,•• eent nont.t&q b'Oll one eount17 to another. !he 
book9 baTe 'baon m.ct :lD the •crvian dnae December 
1943 • 

. ,........,.. ...... _ --
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(l) C-.::rtt:.U..iaant of C.chedule JtA"• 

(2) n1oconUnuance ct •1" lh1u. 
(3) r.J.!a!natlcn of e!>9C1&1 Gema l)j,plomtic liot Unit. 

(I .. ) Dinccmt!zmence or llaether Bft'UP• 

( 5) curteilment ot Non-Moree Unit. 

S. TN follodDFJ !.'&pons are rendered by the Uenexal Anai )'Ida 
fleotlont 

b. Dail7 Covexago lteport.a. 

c. Call ~ibft and C1.r=1t toport. 

d. MontbJ.1' Japanese DOlilGetic Net huport. 

e. t!o?sthly Fu ?aotem Dipltl'Ztlo Net Report. 

9. Traffle am &i...atlun lor:s coutitute tbe basic relel'9DC$ uatorial 
at th1• ..Uon. 

10. A (.te!l9ral deacr1,t1on nt tho 1f01'k ot th1a aeot!.on 11 cont~l:*1 
111 t.he •7.ork tl.cnr rBPQZ't in Zeb B. 

' 
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GENER1U.. .i..NALYSIS SECTION, SPSIB-4D 
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SPSIB-4D-2C 

Civilian in Charge Civilian in Charge 

~eather - Non Morse Ulll.t Coverage Andlysis Unit 
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Ci vi," ,qn in Char11e (~ 0 Ci'Vilian in Charge 
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2. 9rDD''lrV• 
a, Thia P"'lP 1a o:rpnS.le4 into two 41.Unat e1...t.I • ad• 

mlnietrattw anct teebn!od, u illua+.aW cm the oraanllaUonal ehut1 
attaohe4 u lno1o1UN 1. 

'b. 'the f\mctlone ot the Admln!ltratiw Unit are ea tollcn1 

(1) Supemdon ot •U., ftlJng mt :raooiU. 

(2) Contftl and dbreoUon of perMDDel. 

(3) P-esf.atmtion, lltorlng, and 4lltriblltlon ot docnman\•• 

o. The tanct1ont1 ot the TeobnScal tJnit. are aa to110911 

(1) P1amdng an! Prlcd:U••• 

(a) To flSnot or prepare apecS.al atualee of the work 
1n tlle Gane1"Bl CJ7Ptalla17tlo Branch relatlna to 
tntt!o 1nte:roept ea! oarel"q9 aDl t1'8f t1c \1IJM 
•• NqU!n4 by h1sber echel.one. 

(b) To !ntegrate the wen ot the wriooe eectione in 
the General CrJptanal.yt!o 8ranoh ancl the General 
Anal7da Section ot 'hatftc AmlJaia and Control 
Dranob ln atu41e• of s.ntereept eonrage ana 1D 
the prepal'lltioa of prior.1.tlea tor 1ntei-oept target•• 

, 

(c) !o e.tabl1ab the OJ7Ptanalyt1o !ntercept pr.la.rit!ea 
tor &Q. dtplcmatlc and c0flln9roial trattio. 

(a) !o ma1ntdn ~ eupel"'fhlon aver the cUatl'f.· 
button ot non..Tapane• mUltary trattic, mldng 
1den.t1t1ce.Uon of aucb tfttf'1o ae cannot be readU, 
ldent1f1ed. 

(e) To malntaln aaneraJ. aupervialon CINI' the act1nttee 
ot the llldestng unlt1 ot the Oentnl Crn>taml.Jtlo 
Dnmcb for the pil'pOff of ln8Ul"1ng that Mztwm 
lldftntage 111 taken ct tba l~ n19tlOD oonta1necl !n 
the loc•• 

~----· .. 4\.-.----:--
1 
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(t) To oompSl.9 and mdntldn tbe llat of \dcraphlo 
4•11.gm.tlona. , 

(1) !:n:f;"'- the PftJm"&\lan and ~ of tht 
..-nporta. 

(h) To ma1ntaln dail7 contact wltb all operatlna 
•ot!OIMI ot the General Crntanal;vUo Brancb to 
determine what trsttio or collatenl lntomation 
~ bl va111&bt. to U.. 1D t!leil" wort anct to ftnl 
euob •tnrial and br1Dg it to their f.ntozm.tlon. 

(1) To lnton all unlt• ot operations bdDa perto1"118d 
by otben wb:lch ootdd lncna• their on eftlc1eno7. 

(l) To make 1'8oommen4at10D91 baaed on the 1ntomat1m 
~ Sn the pafOJ'91JOe of tJlt •bole 4ut1-•• 
to tbe Chiet, General c~ Bl'anGh, ._.. 
•rrd.ng !m~ !n ett1o1eDOT ot operattou 
tJr tbe -plo~ ot pw..-.1. 

(k) To ooorcUmt. oJ.7Ptan81Jt,1o need• ror traffic witb 
the Dr1t1ah Ezchange Uni\ an4 to eetablieh f'Ol'ftrc11n8 
prlo:r.ltiea or w1ft tattle troa tile Cable ceuor. 

(2) Recolda'• Unit. 

(a) 1f1t!dn Bnnoh., 

J.. The preparation ot tfcbntcal papen whloh deal 
dth the theos7 ml appl:lcat1on ot crntaaaJ.1t10 
method•· 

.a. '.L'he pie:samtlon ot paJ!RS dealing with the 
crntar&lJ'd• ot apac1fto QBtea deeorlblng 
their Ol°J'Pt.OgNp!Q'~ hbt017'1 mthoda of 017Pt
W1Jda. theil' alat1on to other ·~ 
ml the ater!al1 necea1a27 to their di pi811t. 
and esplo1tatton. 

J. !be pnpa:raUon ~ a da11J" lnf'ormation b\llletln 
ds..tributlld at tbe end ot each dq whiob ,... .. 
cord• and intmu hlgber authority ot alp!• 
ftcant. eYeDta or that d&J 1n the Brancb. 

J.. 'the PNJIU8tion of a aemi-aonth17 Japor\ to 
the c~s,,. General. 

J. The prepuaUon ot an annual 1'9port cl tM 
act1v1tie1 ot the Bnmob. 

'· '1'ba pnpamt!cD ot lllCh hlatorical etuU.e• __ _ ~•a the Branoh :la c11re.W to mbe 

0COP SECRElJ 
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%. '1'h9 preparation ot ldlCel.l..,.,,. papen1 
......,.., 1U11Um'l•• ot cr,ptanai,uo ... k 
«one, J>l'OBIU• report1, atatr etudie•• llallon 
reporte, S:nc1exe1, en! other aueb lta~• 
or :recol*de tor whioh • z.e.s N'i•• ln tb9 
~~rat1on1 operation, or Uailon of th• 

(b) Witldn D1-d11cm. 

i. ftlins of aend.-monthlT nport of bnnche1. 

i• Gaenl. Apenidon of the fOlll of -1-
aonthlJ" nporta, ....i report•• ant hlltod
eal stud.le .. 

(c) Camd.ttee on 'J.'el'lllmlogr. 

l• Publi.ce.tton and ncol'ding ot the pneeecU.nge 
ot the oCllld.\tee. 

&. ContimlcNa 1!'8'11alon of the glos1U7 ot tmta. 

J. CUl71ng on ot the oomlttee'e aornepcmdence 
withSn the AfSGn07 ml with otber oentea. 

'- Pl'epomtioD ct 1'ft'ie1ona of 'l:J 2°*205 1ll the 
f:leld for which the Signal 8Qc\a'it1 Agen07 1a 
:reeponl1b1e-. 

(4) Frm the Cmnmdina Oeneral. 

i. Pl'eparatton ot a detailed st\'117 ot the liailOll 
whioh has been our!ecl on between th• S1gna1 
Socurtt,. AtJeDCJ' aid the Lon4on eatnb118hllenta 
ot the C0991'11lttDt Code end Cipher flohool. 

(3) Lta1eon ml Tra:f.ld.ng UD!t. 

(a) 'l'ht. unit 1• eoneermt! with th• coutant lnter
ohange of teehldael Jamledge within the Gtmenl 
Cr,ptanalyt!o '.Aranoh1 with other brano!lea, with 
the Na'v71 with tilt Coaet Guard, with the F.m!m• 
Uon tJnit, with. Qoverment Cacle and Cipher 
School• and w1tb the tn1tl"l1Ctima ot pe:r.nn.1 
:In method• an4 ~·· It :ta alao oomerft811 
with the atuq ard rou\1ng of toim-1 40C11118D'U 
and cmp701d.n4 •teiial• 

I l ' 

\ ' . 
•.. I I h '" I 

-''1; 1, 1 j I 
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(4) Reaoarob S.ctloa. 

(a) Reoom:.iend.1, examinea, advances, ml aplOJW prof'lt• 
ahle eryptanalyt!c mans ot attaek on curnnt 
probl••· 

(b) '-'tinteina 1~1~on with Equipment Branch and Cl'JPto
~phle Materiel Branch 1n order to exohanee 1deae, 
adTtce1 an:t opSnlona on pnsent and propoae4 mcdels 
ot cipher mchinoe, lncluding oifax and ciphonJ'. 

( c) Conducts theoretical 1nveat1get1om 1ntO general 
probleme connected with cipher •ohblea. 

a. The function• of the Adjutant are aa tollona 

{1) Se"8s aa pl'Opertt otn.cer • d1ncta •intenance aDl1 
allocation or auppll••· 

(2) Sanes ae ot'ficer of con881'Vtt.t:l.o'l1 socurity. 

(3) Serwa aa autodfan of reg1atered documents. 

3. The Adm!nhtrat:lon Ot.tice ma1ntairis Uaiaon with the tollow1ng 
unltei' 

a. All eect1one ot General Crntana17\1c Branch. 

b. Intell1gence D1T111on. aat other branches of the d1v1alan. 

a. Oove1'DID8Dt Cada and Cipher SChoo11 l!xaminat!on Unit, RaY)', 
Coast Guard, and Rll1tfll7 Jntel11gence Service. 

d. Personnel Bnnoh. 

e. Sllppl.y J\ranoh. 

t. Secmrlty Div:l91cm. 

a. The tollori.ng ia t 11at of the !'9raonnel llllplOJ*l ln the 
General C~io Hnmch Adm1nistrat1011 Ottloea 

tlale Ottietn • 7 
UAC ottlcer1 • 1 
Enl1ated Men • 3 
Enllatea WAC • ..l.. 

r.til1tu7 Peraonnel - 12 

C19Sl.San8 --»... 
Total j'~ • ~ : , 

~.---·~_!~,...__4_,__,....,-~QPS~CR1 E] ~I.. • ,. I 'I~ lr I l - ..., 
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b. Thie 11.t ot penonnel ie adequate to pertom tba ll111lon 
a1slgned. 

5. §a•. 
a. The Admlrdstration otr1ae 1a located in the headhou.H ot 

Hing 2,. first tloor, Operations 118•, and in ~lng 31 Opemtlona 11D"• A 
floor plan of W.S sectlon io attached as Inolosure 2. 

b. Thia space is not adequate becauae leftnl unite within 
the Adm1n1strat1on otf1ce are located away ~ the min office 1D the 
headhauee. Then too, there 11 not enough space 1D the hea4houee to 
adequateq h0ll88 the per80M91 a1a!gned. 

c. 'l'hia lccation 1a not convenient for work and contact with 
the vnrioUs sections ot tlJe General Cl')'Ptanalytio Branch, i.-rticalaz-ly 
the ones locr.ted 1n Operationa "A11• Dgcauae ot th11, th9 •11 qetem 
ls ve17 cmplex, anc1 maD7 time• 111portant mterial, which 11 sent throogb 
the mail, 11 dela)'94. 

6. The lighting is not adequate. 

7. Fllei• 

a. 'l'he following tile• are malntainecl in this sections 

(l) DOCl.89nt tiles. 

(2) Administrative tiles. 

(J) Telegrau. 

b• It 18 believed necessary to saintain a fil9 ot 4ocmanta 
oimilar to that aaiutainerl 1n the Inf'ormtlon Section ot Intomatlon 81111 
tja'Jaon !?ranch, beaauae the personnel of the Docaen't• Unit ue not mf• 
ticiently q,unlli'ied tf'clmi~ nor 1n oloae enough contf!ct with the 
operating unite to pert'Ol'll a detailed job ot cro1e reference ar.d d1.tri
but1on of doouments. The exiltence of the 1>0CU11enta Unit baa aavecl a 
,:reat tieal of tille because or the close liaiaon maintalnad betwen thla 
unit and the operating eectione. 

c. Because of tbe highl.J claaaU'ied material uaecl tor 1'818!'9Dce 
by tho socttona of the General Cr,yptaml.Jtic 'lranch, f!J8l\Y docaant.1 do 
not go through the Inromat1~ . oction of In.tor.nation and L1a1IOll Dranoh 
- these document• are dbected to the Doaument Uni\ or OeneNl Cl"J'Ptianalrtle 
Dnllch. 

2 Incl.a 
1. Ora Chart • Adm Off 
2. ftoor '?lan • Ada- 9ft _ ... _,. . ~ _ . ~ 

I 1 I • r \ -
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ADMINISTR1i'l'ION 

GENERAL CRYPTANALYTIC BR ... NCH, SPSJB~3 

Chief 

Assistant Chief 

Administration 
Administrative Assistant 

Personnel Officer 

....._ Documents 

Adjutant 

Technical Staff 

Planning & Priori ti es --
Officer in Charge 

Training & Liaison --
Officer in Charge 

Research -
Civ:i lian in Charge 

Recorder -
Civilian in Chare;e 
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RECORDER 

a 
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1 1301 
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I PLANNING 8 
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I 
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I 
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I I OFFICE 
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1. Tho mission ot the Re:aance I.an3UBS-B Sect10t1 is the resen:-ch, 
development and exploitation ot two hundred diplomatic and miscella:aeoua 
ayatems from twenty-five governoents using eeven dift'(lrent ~"Wlees. 

2. This section ia organized into seven aubsections, fl.s illustrated 
OD the oreanisat!onal chart.1 Incloourc 1. '!'ho work now of ee.cb of these 
aubaectiona follows ceneral.17 the typical e:xa.'Tlpl.e set forth 1n Tab B. 

3. The Ro:mnce T..anguazes C'ection rr.nint&lna 1.1a1son with t!le follow• 
in8 section.at 

a. Balletin Section ot Info!"!?IBt1on and L1also~ Drl"noh. 

b. r&Uiter;y Intelligence Sorvice. 

c. Traff 1c Amlys1s and Control P.ranch. 

d. Gen8ral r~chine Ci,her Section ot General Crypterw.lyt1c Sre.nch. 

'e. :!~iacellaneous D!pla.natic Sectlo1l of' General Crypte.nalyt1c 
~rnnch. 

t. Govonnent Code and Cipher ~chool. 

g. Y.achine Brench. 

h. Loborat017 :Bran.oh. 

4. :eerpon~i. 

a. The following is a list ot the riersonnel enea394 in work in 
this sections 

T.Yale Of£icers 
, .. AC Officers 
~nlisted :.Yen 
Enlisted ~AC 

- 6 
- 1 
- 0 
• 8 -

i~ilite17 Personnel • 15 

Ci:'lilirms •1'78 

Total Personnel ·193 

b. The present pe:raonnel le not adequate to proper17 perfona 
the !Diaalon ot the section. Additional skilled cryptana:i,ata are needed. 
Thia person!!el has been requia1t1onad from the Personnel Blri Trainlns 
!>19ia1on. 
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' c. There is considerable d1asat1sfaction among the !l81'.aonnel 
in this section. A .uore than u.1ual nwlber of employees in thla eect1on 
bave been 1.D the aection tor several yaara and cannot be raiaed 1n grade 
&ll1 further. There ia a110 the tact tbat J111.D7 eaplo19e1 belieft that 
there is no poat-war tuture to their work, and tharetore feel that then 
1e little security to their jobs. 

5.. Stace. 

a. 'rhe Romance lan6U8"9B Section is located 1n the 8th wS.ng, 
second floor, Operationa "A". A noor plan ot tb:le section ia attached 
as Inclosu:re 2. Thia locat1QD la not too convenient tor contact with 
other sections. 

b. The apace in this section ia not adequate. It would be bene
ficial to 1".ave the adm1n1ati-at1va of!1.ce of th1a eect:lon seerel&ted troll 
the rest of the section, because ot the priw.q naceaaary for personnel 
L'l'Jd adm1n1ei.rat1w work. 

6. The 11ght!ng in ~he Ro•nce Languages Section la adequate, as 
thia section 1e located 1n an em wing. 

7. tnu. 
· a. The f'ollawing tllea ere ma1nta1ned in the Roance Iangua:;ea 

Section: 

(1) Old and current trafflo. 

(2) Collateral code and reference boob. 

(3) Correspondence and other adm1niat:rat1ve tilea, including 
doCUEnts ond technical wrlto•upa. 

b. '!'he• tiles are maintained tor a 19ar, ae a maxlmn tine. The 
length of time varies with the research and use or the material. 

8. The following reports a:re rendered by tbie section: 

a. Da11J technical progress :reporte tor the 'ail.J Intar•tlon 
Bulletin. 

b. !1.onthl.7 systall surve79 • submitted to Trends Research Unit. 

c. f.U.scellaneoua peraon."lal report.a - submitted to General. 
CJ'Y"tana"'yt1c Branch. 

9. Tho rollad.ni; natar!al is used as rarerence mterials 

~~ ~ .i:i.. """' ,..... ... - --;,.." ~ , .. -..-~ 
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a. ~aaage lo~s - ma1ntn1nod tor 2 19a.re. 

b. "D" SUm:nariea • Illl11n~-iined for 3 months. 

c. l'roject ~ - nn1ntrined s1nce the beg1mdnc flt thieJ r.roject. 

d. D1ct1onarlas. 

o. Old trat'!"le - ma1ntc.1ncd 2 tc 3 10nrs. 

r. .,;atorial and 1ni'or.?!8t1on obtained from the Inf'm'ID8tion end 
L1aieon Dr.:I.ncb. 

2 Incla 
le Org chart • SPSIB•lil 
2. fiocr plun ... S:TIP.-3t~ 

~ ... ' , ... 
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French 
Subsection 

SPSIB-JAl 
Officer 

in 
Charge 

Portuguese & 
Brazilian 
Subsection 

SPSIB-JA2 
Officer 

in 
Char~e 

, Production and 
' -. Bookbreaking Unit 

-

SPSI~JAl.a 
Civilian in Charge 

Cryptanalytic Unit 
SPSIB-3Alb 

Civilian in Charge 

Traffic Unit 
SPSIB~JAlc 

Civilian in Charge 

Additive Unit 
SPSIB-3Ald 

Civilian in Charge 

REF ID:A70871 
ROMANCE LANGUAGE SECTION SPSIB-3A 

South 
American 

Subsection 

SPSIB-3A3 
Civilian 

in 
Charize 

Office}- in Charge 

Adnu.nistrative Assistant 

Spanish 
Government Italian 
Subsection Subsection 

SPSIB-3A4 SPSIB-3A5 
Civilian C:ivil:ian 

in in 
Chare:e Charr.e -

Ronanian Swiss 
Subsection Subsection 

SPSIB-3A6 SPSIB-3A7 
CivJ lian Civilian 

in in 
Char.v.e Charp,;e 
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1. H11tqJ1pal J!es;JwnmJll• 

•· In J&D1Jll7 ot 1944, the Signal Secml'1t7 Agenq ne requf.nd 
by law to accept in !ts quota ~r new peraonnel a certain pnoentage of 
negro ~. The majorlt7 of the negro personnel h1ft4 wn ot 1• 
grade and beet au.ited to mnuaJ labor 1n Cryptograpb!o r.it.talel Branoh, 
Ma.china nrench, and to do cuatodia1 wort. There were aontelna4 in the 
poups, howeftr1 perlODI of good aclucotloral be.ckgromd and a high degree 
ot 1ntelllgenoe who were not euited to mamaa] labor an! who could be 
eaS.ntull.7 emplo:ved in tecJmlca1 operat1ou. Bocauae ot the large per
centage of Sao:thernen emJ>lo184 1n the Agenq lt aa dec1ded that trlo-

r.-,_ -
' 

tlon could be avo1dec1 1t the negro personnel could be aet up 1n a •imete · 
seot1en ~ g1V8l'l a special 3ob to do. At that time the o~ 3ob whloh ~-
could be asalr.ecl as a unit oJd which would r1t the state ot ti. traln1.ng 
ot the personnel waa tho han411ng nt ccnr.1erc1al and pt'l.bllo cod••· Thi 
unit •• conaequentlT Ol'glln1led with the m1aelon ot deO<Xllng 1!18188398 1n 
COll!lercSal and public codes and studying comarcial 1:1aeaaees 1n unbollD 
codes fO'f' the !l'..\l'pODe ot identif)o!ng tha eode book uaed. 

b. 'l'h1a unit wa1 attached to the headquarters of "!3" !lrancb 
UD'ler the start auperv1a1on ot B-3. In October, 19441 the section ne 
attached adminlstratlftlJ to the General or.:ptanal,t10 Branch, As U.. 
paased, More pereomiel w1tb 11ngu.ist1c ability were added• o.nl those on 
the job ere- 'fllcre tamll1ar with cf7ptal18lyt1c techn1quea. Theretoro, 
to keep pac• wit.b tbia prowth in technlcal proftclenoy, nn jobs •:re 
ass!~ to this section. These 3obs he.ve ir.cludtcl the ccamdng of oom
oorc1al am private plain text with the object of abooaina neo~ea which 
oiaht hcve :lntelllgenoe valueJ the l'ellel!U'Cb and developmnt of the d1p1o
cat1c traffic of 18't'91'D1 of the leaaer 1mpoltant countriess encl acat ro
cently 1 the dec~lng of a lcnr-grade J'apanese dipl.OMatio O)'B'tfm. 

2. The mi•sion ot the Ccmnerc1al Sect.ten 11 the ident1f1cst1on ard 
exploitetl-m of CO!IMerc1A1 coctea urmd by ccmri.J1rc1e.1 hruses 1n ftrioua 
countries throughout the world and the emination ot can::!Bl"Cial plain 
text tor 1ntel1:1genceJ the solution Giid oxplo1tatlon ot dipl.omntic 
t:ratt!c of ~olgtum, Luxembourg, Bait!• PD! L1berlaJ the dacocU.ng ot 
tmt!'!c 1n the low-Sftlde Japaneee diplomatic 11St9Jll1 .TA.1J• 

3. This sccticn !s o:-gon!Zod into sJx auboect1on1, e.a illustrated 
en the oreenizetional chart• Incloaure 1. 

4. Tho comnerc!al Section mainta.!ne cloae liaison with the toUowinc 
sacttonea 

e. ThA '-fachbi.e Dm11...ch. 

b, 'l'he Information nm Dol1etin Sectlon1 of Intozmt1on end 
LtailoD Branch. 
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nranob. 

d. The Japant• Dlpl.cmtlc 'l'ranelation Sect1on of tbe ~ ,, 

5. rtrionnd. 
a. The tollmina 1a a llat ot the per•miel epl.oJtd tn V. 

c~1•rc!al Seotlont 

Male Ott1cen ., 1 
Civtl:tana •.J1. 

Total Personnel • 34 

b. The above penozmel 1a adequate to perton the ld•don ••· 

c. Then :la the usual d1asat11tact!on 1n th1• sect1oa due to 
lack ot prmot1ona. 

4. The pereormel work on tbe dnJ' and awing ahtf\e1 although 
!t 1a cenerall.7 believed b7 the ott:l.cer in Charge am the peraonnel ot 

the section that the awing ahltt ia ver, inett'!c!ent. 

6. Sq&ce• The Com1erc:lal ~:lectlon :la located in the hea4houle a4• 
jof.ning the f1rat wine, rirat tloor, Operationa "B" t and an additional 
l'OOll 1n the hea4boue bet.ween the t1rlt ard oeoonl 'td.Dg. A floor plan 
ot this section ia attachecl ae Incloaure 2. 'fhe •pece a1s1gned to the 
section is 1Dadequatie aDl reaulta sa the neoe1stt1 trto R nlna tbift. 
The operation of o. mug ah1tt on a pro'blal which 1a ae ..U •• thl• 
ana which call1 for clo• teaa work uona the personnel. 11 waatetul ot 
tbe t1llo and mtfll87 of the gowrment. 1'lan7 problems, both tec!m1ca1 
and with Ngud to personnel, have arteen ••a s.eul.t ct the operation 
ot tbie ah1ft. 

7. Tho 118ht1ng ia eone1deroc1 ooaplet91J' Inadequate ae hu al• 
been expressed 1n other MOtlon•• 

a, 'l'he tallowing !'ilea are ua1ntainac1 1n the C01'1119l'Cf.al t-oot.1on1 

(1) QAA deoodea end undecodad messages. 

(2) Dllplleate maaaaGel of JAB. 

(:;) Index card .1.'ile or collateral intOl'!Btf.oa. 

b. Tiie time that·~ •~r1al 1a kept. ftri•• wlth ita Sa~, 
but all mater1al it apt tor a min!Jmll ol 90 up. 

; :'-:, I ~I 0COP SE~REfl-
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9. ~e tnll Ol'dng :mports are rnnilm:od bJ' tho Cm '19rc!a1 Sections 

a. S19tel!I Report - to 'lrellls F.eaoaroh 1Jn1t of Control Office. 

b. Prognae Repon .. to Ilecoma of Ceneral Cryptanalytic !?ranch. 

c. !ttscellaneou.- pereonTlnl ro1iorts - to Pcrccnnal 0!"!"1cer ot 
Goneml Cl°'.,'Pt.'!&U''·Y"'..J.c I.lm!lch., 

10. 'rho retarence nnterial ueorl by tbs CC>t:Jr119rc!a1 Upction conaiatl 
ot .tnf'ort!atlon tile•• and certain otbor aw.11.able pu.'tdlcatlona. 

U. Organ11as;J.on p llrpr~ lk'· 
a. I. clen'.t' undaretanding of the ~aUcn ot the CCllT"erc1a1 

section am the fla1r ot work through th1tl section can beat be obta!nac! 
it the aeYernl distinct fanct1cns ai~ examined se"9J'O.tel7. 9rheee funct1ane 
U'Gt 

{l) The decoding ot messages in c0111tt.erc1al and public cal••• 

(2) 'J'he scanning ot cor.nercial u4 plriOml plain text. 

(3) ~ iescArch. dove1oJC'iont• and axp!o1to.t1un of the d1pl.o
mt\t1o trattlo ot !3elg1ma, tazeabour;, Ha:'tl,, arxl Llber.t.a. 

(/,) The deoocUng ot mee~'Wa !nth• Japanese D1plmatio 
81Btem1 JAB. 

b. '!'rattle 1n Cornerc131 ar..d 1'2.blic c«.ea (arhitrarll.7 caUea 
b7 the tr18raph Q.AA) 1e reoe1wd m the CClDl'lft"dal Seotlon from the ae
oorda alil 1>1atr1bnt1on Subeectlon of the T1'Btt1c AmlJ'a1a ml Contl'ol. 
tlranch, through the ~rattic t1n1t of the Int.ell~ D1T181on. 'l'h• 
trafflc le eorted 1Zl the .Fil\Ja ttnd rocol'do Snbaectton on the ba•la of 
the countr!oa 1'1'<>11 ttnd to, !rJ gen.Anl eatep!ea, •·I• 

(1.) En9Jl1 to bJq 

(2) ~eutral to 'Rautnl 

(3) Fdl8Jll1' to neutral 

(I+) Neutral to ~91111' 

(5) AJ.l!aa to Neutral 

(6) Nntral to Allie• 

'l'hS.11 oot't 1e uaecl as a tool to decide the order ct dec:acli11g t!ie nessanes, 
priorit;r being given the fir.t rcu.r categories 11ated e.bow. 

t ........ =::"\ ~ ,. ~ t -=. - ..... --... -~ - ---... 
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(1) 

(2) 

(3) 

(4) 

(5) 

(6) 
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Clt1 h'aa and C1t7 to 

'!late ot tbe •••se 
The Code Book Uaa4 

Addft•-
Origlnator 

!4enU.fJinl Cede Oroapa 

The !md.,.r uaea bel' apara time to "'147 •••8't• !a whJ.oh ta. code ta 
not Smme&UaW,- noopiubl•• comparlnc tbe oo4e sroupe agaSnet a Mt 
of perntatlon t.abl•• ot .ii knallll OCll1lm'01e1 co49 boOb. It lt 1hou14 
be lmpoadbl.e to 4.t.nd.ne the coh book the tratn.o la plaoecl ta a tn. 
ot UD1dent1t1e4 •••••• Tbel'9 11 not. a w17 1-rse 'WOlum ot •••lfl• 
in code boob wb!eh are unJmollll. 

a. The •-ae• ue then \Ul'DIC1 ONJ' to the Deoc41rc Sublactlon 
where thq are deccxtec1 Sn accOldance with the pnenl pnaec!eD08 na1e 
eet fOl'th above. 

•• Fran tbe Deco41q Sabaeetlm the me1•ge1 U9 ta•aecl to the 
.Utor ot the c.-rdal lnt.elUgenoe Bulletin. The editor..,. the de• 
oode• to determine wblob •••&a• are ot autftoien ftl• to be l'UD !a 
the CCllll!l9r01a'l Bulletsn. ll••P• wh1oh ua n3eotecl an filed JW• 
mnt:17, while thole ot .- ftlue aN cmblnld WS.tb the .-.n1a1 plain 
tat •••ce• to eonetltde the Ccmll'01a1 Bulletin. (Por more eompl.ete 
4elCripU.oli ot the Blill.eUn1 - pangn.pb U 1.) 

t. Tbere Wft aome m1noJ9 lnett1cienete1 8114 4upliaatlcm ot et• 
toi-\ 1n the proceeelllg &Ill tiling ot thu tntfto1 whleh w1e •l 194 to 
the attention ot the ottioer ln Charga an! whiob are 1*Sng a:amSnad. "¥ 
Ida with a view to oarnotlon. 

g. All p1a1a text Vatflc (ewpt Jape.Mee) wh1eh doee not haw. 
•dl.7 ncop1aable d1plcmat1o e4cll-e••• b •nt to the Cmmu'Oial Section 
~ tbe Qenera1 C~!o Bftmch. It la l'e0e1'ft4 in tbe •ction SD 
the ... manner •• the ocmmerc1al cocle tl'&ft1o d••aribed above. The 
tnttlc 11 ftret caantea in bulk. It 11 then glftll to lftU'81 tJ.'81111-
laton who sort it "7 lanauage. Thee tranalatOh are able to dilt1quiab 
German, French• Spard.ab, Panupeee, ud 1wsu. 11Neage1 in all other 
lanpagu are place4 la a tJ.1e of mllCllllaniau •-aea. 

!:' ' ,: - I ~ ' 4 ,'";, • •• ~ - •-- •:."1 ' 
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t. The P••!J:t11*" MJ•Ua 11 a apocSal publica• 
t1oa 11&1Qed ••kl1' c na ••BBP• prooeued in tbe CGIDJllU'w 
e1a1 Soot!an. Inolale4 in thb Bullet1D 8J'8 ommero!al me.-pa trm 
both code and plain text wh1cb &1'9 JftlWll4 to have ... w1ua to m1-
ta17 Intelligence. The .tenoil• ff# th.la Balletln u. prepan4 1n the 
CC1111t1ercla1 Seot1on and the atenc11a are aen\ to the ~ Seel. on of 
the JntomatSon md Ualam Dnnoh tor dupUaatlon. 

J. 'lbe Or_yptanal.7tlo Subaoctlon ot tile c-.ra.1 Seot1an doe• 
ieaoarcb1 deve1opaent1. and exploitation. ot the t'Nffto ot rm.boasW. 
Bdti, 1J81C1•1 aid Ll'berla. In tbe pl'OOM..,. of t.111.a tntts.o, the 
.e.eetton 1a orge.n!u4 in a l!9nneJ' Sdent1ce1 to that cleacdbed 1D t.ba 
my o? the Ba.nae Laltpage Seetlcm, and 1\ i1 not 'beUewd tbat a 
1I01'9 detalle<1 deacrlption 1• ••••17• 

k. The pl'OOU•lnc ot J•pane19 Dlp1aaat1o tnttio 1n the .,_.. 
JAB le bmlle4 by the nbaeotlcm ot thla IMUon. The r.aaaagea are ft• 
ce1w4 with a 00\"8l' Peet attached on wh1oh 1• written dp1ftaant data 
nch aa tbe c1t1' to clt7 elreu1t1 the ••ea&9 mabe:r, muaap part numbe7!'1 
:relat BJ'GUP•• date, etc. !hle sub•ect1on pertaru two dUtenmt ~oce-• 
on thia trdtlot 

(1) Intercept• wld.ch are good acU4 cow m:e edited tor m• 
prooe111Dg an4 l8nt to the Uaohine Bra."lch tf# machine 
4eoodlng. 

C'""- ,,. •• - - 5 --! 
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1. The mielion <>£ the General Machine Cipher Section i• t.be 
~· and raearch on macbine cipher ..,.tams and operation and 
maint9DIDae ot c17Ptana17t.ic machifttll7• 

2. The Ganaral Kacbine Ciphe.r Sect.ion i• made up ot five eW>eeatlons, 
u Ulustrated on the ol'Banilsat1ona1 chlll"t.1 attached as Incl.08UI'• l, with duti•• •• toll.owl: 

a. Operatilon and maintenance ot photo el.eotronic cr,yptanal.JtS.o 
macb111117, (RAii). 

b. Cz:n>tanal.Jlll• and reaaarcb on el.ectdcal machine cipher• 
and related ~. 

c. C17Ptanalyld.e and research on aecbard.cal machine ciphers 
and related a,atcis. 

d. Operation am maintenance ot n003n and. associated equip-
ment. 

· 3. The tollow:lng are the unite with which the General Kaablne 
Ciph• Section .airitatna cloee liaieona 

a. Bomnce Lan.pages Stct;S.on - tranalation work on S1d.H 
meeoagea 1n German and Frencb, and general coordination ot qateml 
worked. on or being 1nveat.1ented tor machine cipher. 

b. JJ111't.al7 CJ7ptanal.Jtic Branch, Colllllunlcationa Securit, 
Branch, the Rav,y 1 and all uctione ot General Cl'IP~C Branch • 
uee ot RAii equlJJll*lt• 

c. Collmmication11 Sacurlty Branch am Rav - uae ot UC03" 
equipmant. 

4. Bcp.pqant. Branch - deftlopaant ot idea• tor C17Ptamlltlc 
mcld.11917 • 

•· Oenaral. CJ7Pt~ Iran.ch le8881'Ch statt. 

--
! 
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4. Personnel. 

a. The following ia a list of the peraonnel •ploied 1n the 
General llaoh1ne Cipher Section& 

Male otncera • l3 
WAC Officers - 2 
Bnlitlted Men - 14 
EnliaWd WAC • l/t 
M1lital7' !Waonnel • 6J 

Ci Villane -.Jl 
Total Personnel 116 

b. !he above personnel. are not adequate to perform the uligned 
mlaaion. Addi tS.onal mathematia!.ana and englneen are needed to bo trained 
to become apert eeyptan~s. Thia aalditlonal. P•aonnel baa been ncpiai• 
tioned. 

s. 'file Cenenl llachine Cipher Sect1on 18 looated in the ba•••at, 
tilt& 1 and 2, Operatione •a•. !he apaoe allotted to thl• aecU.on 1• ac:le
q11ate, and the location 1• convenient tor cont-act w:Lth other unit.. A 
QOQI' plan is attachecl aa lml.o11'111"9 2. 

6. The 11gbting in tbe General ilaohine Cipher Section ie adeqlate. 

?. Piles. 

a. The tollowlng files are maintained in t.hia section: 

(1) Traftie in Jl."00•••· 
(2) Pile of special part. to equipment.. 

(3) Traffic and wodcaheeta .. SZD, FISH, !P.A1 &WA. PIA, NOA. 

(4) Reporte and boll~. 

(S) Blue prints, madd.nea, 8J)U'e part.a, et.c. 

b. The lengt,b ot time that thla material :la kept depend.a upon 
the .,atema 1mrol"Ted. 

e. The tollow1ng funcUcna and reoordl bava been dlecontirm.ed. 
wit.hill the last. •iz montbaa 

(1) toga on ROA. 

(2) 1100311 aoU'ViU.ea. 

f'1 I 
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s. 'Die !'ollowlng reports are rendered bsr the General ir&cbin• Ciph_. 
Sectiona 

a. Saml-inontbl.7 RAM report. to o-ral CJ'J"ptanal;vtic Branch and 
Recorcler Unit. 

h. Send-nt0nt~ &IU!llllU"J' reports t.o General Cry'Jt..-m&l1tio 8"noh 
and lacord81' Unit. 

o. Special r9!>0rta on qetems with new dwelopnenta • . 
d. stNngtl'& report - wee~ and ~· 

e. ~ reporte on enlisted penonnel. 

9. Reference material 1n t.td.a eection conetate ot .macb1nea an4 
equipment - captured or !Wchallld - plus liaieon am system r~J)Ol'ts wbS.cb 
are .furnished by the Documente SUbsection of Information art.! i.iW..On 
Branch, All ot t"d.s :wtoriti.l 5.s :-tez>t on hand !ndefiniteJ.7. 

2 Incls 
1. Org Cliart - SPSIB~ 
2. Floor Plan - SPsm-30 

' :. " .. 
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1. !he miuSc ot t.be 16.-llamou D1p1Gatlo Seot!on 1a tlae 801.u
Uon, explo1tat101l ard traulatioll ot all tdlMllulou 41plcmatic traffic, 
aolu.Sn ot the .Tapane19 Dlpl.oratia md Romance Languages tratt1o. 

2. Thia sect1on 11 cU-nded 1nto fOIJll sub8eot10Dl1 wb1ch, 1D tul'nt 
are 119P&ftted into units, •• llluatratad on the orge.n1sat1oml cbart at 
tached ca !Jlcloame 1, 

3. The ll11cellanMl:a Dlptmat.f.c SeoUan malntdae 1ta1aon "1th the 
tollow1z2g 'Jll'!1t1: 

a. General Anal.Jell SeoUcn,, Tratflo Aal,.U an.t Control Branch. 

c. Governmnt Code BDl C11>her SChool. 

d• Signal Intelligenae Serdce, !ad!a•lmm fteatn. 

4. Persqtmtl. 

•· The follolllJll ta a lilt of the number ot peraonne1 eJ!lplOJlld 
1D the Yl.1ael.lanaou8 D1p1.aaUa Seo-tlon1 

!'rala oti'ioen - 9 
WAC ottiaen • 2 
'£n1bte4 llltD - ' 
E~WAC .. -&.. 

?:ll1tm7 Penonne1 - 39 

C1Tl1San1 :J.6Q. 
Total Per.onne1 -199 

b. Thia peraonnel le ~ adlQ.Uate to partom ti. llilllcm ._...., 
to the aectton. People wlt.b ltnpiatio, •th9'1at!ca11 mi gaoc! cr:rpti
amlJtic abllitiea are nqu1Nc1 ill order to pU'fo1"JI the rd.adon adeqaaWJ". 
Personnel nth lingulstio tntn!ng haft 'b9en pan!cularlJ' requeata4 ot the 
Per1Cnnel ml Tra1nlz>g DJ:rllllcm. The l'8qQ8ate f~ cler1Ca1 peraon"91 haft 
been tilled. 

o. Then ta the uua1 Dcnmt ot 41a•t!staotlon 1n W.. llllOU.ca, 
due to the fact that beoauae of Civil Se"1ce atandm:da, goo4 penonnel 
cannot be pralOted to ld.gber allocated Job111 despite their ~ 
abilitJ' .. 

,. I • -
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s. The m.aoel.lamoQ Diplomatic Seet.lon ii located !n the ?t.b 
wins, •cond floor, npsnt!ona "'"• A tloa. plan ot tb1a eeotlon Sa 
attaohl4 u Ina1oa1n 2.. TIMI apaoe 1n thi1 aeotf.on i. adequate, ml the 
locat!c:m 19 colMMdent tor work with otba •ctlon•1 •• raoat ot tbe 
lla!aon oan be carri.ec1 on by .. ne of the teleJilcma. 

6. The lighting 1a ?mt aclequate - ad<1!t1cmal wall mitleta are 
naade4 to accomoctate all or tbe dell&: laps. The onl'hee4 11gbttng le 
1mdequat.e1 a!Ml mDf people omplain ot e19atJ."drl. 

7. 'rhe 1\mct1one ot the varlnue aect!cnt of the fAiacellaneau 
D1plOl9t1o Section an •• tollOlll1 

a. German D1p.1.omat!o Sabaaetion.1 SPS"C9-31>1. 

(1) 'l:J.'8Dllatlon llld !teocda trnS.t, SPSIB-3J>J,l. 

(a) Translation ot al.l JDNaagea 1n GI!' aid cmc, plu 
•~ GEZ. 

(b) SoluUoD or •• .._. !n am. 
(e) J.~ ot all 'fte0%da pt1'tlnlnt to t1'118• 

lat!on, alcl to tmnalat:ton, end Jdettor1aal t.tloa 
*111 S'eCOJds. 

(2) 'l'ratlic Un1t1 St1t.riil-3Dl.B. 

(a) i..ccelving and sorting ot all !ncdng tmtttc. 

(b) kGging ot all tam.o. 

(c) Eli\1118 of traffla tor m• Jll"Ol.'9•Dlng. 

( d) Ydntenanae ot tn.ttio tile• 8111 zeeOlde. 

(3) Placement and Daoocling Unit, SPS!B-3DJC. 

(a) Placement or tad eheete ot GEE te om4app1Dg. 

(b) Ocmductirig ot reaearch relat1w to deve1opmcmt 
ot new amaa and advnnce1aent of ".'iork !n the mib
eeotlon, 

(c) Bard deoa4ing of deolphanitl GFB masagee. 
I 

(4) Onrlap Unit, f:PSI!3-3D1D. 

(a) Sol.Ylng ot QEF, pad• en 111 deptb after they !:aye 
been placacl by the J>laeeant anl »aeCIUng Ulllt. 

11 1· I 

1 I I 
I I 

1
1 

1 -- ' 
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($) Srec!al Pam1ntlt1on Un1t1 Sl'SIB-3DlE. 

(a) Oxnrdnation ot mall tram United stat.ea •oldlen1 
c1v.ll!ana, prisoners o.f n.l", eto., eu.QMtad b:r 
censorah1p, of bidden ......... 

(t) ~inc.ttnn of meaaeea and note• m 'VBriOl28 typee 
of ~lrmy ml Ol'JPt1c ahorthanrl i'<*' COllC8alai 
•n.~l1.1Z•· 

(c) Lieten!.ng to ant tftmelating l'800ftU.nas of radio 
telephone ':tO!lVehationa ~. other non-, ... J.'9-
Cordinglil fc«' mateiial of intelligence val•• 

b. Miacellaneoua Diplomatic Subseotion, SPC:rn..:1>2. 

(1) ?:'.r :.astern Unit, SPSirJ-3024. fh11 unit emud.ata ot 
tm dllban1ta - CJmnald.n« aow,,.... ant1 Ranldnc aovem
nent. !ho rar iaatem Unit 1• napon111ble tor the ..,. 
luUon, exploitation ot tntfie -u.nc ma the fore
going gove~llW. plus the •ol.utton ml nploltation. 
ot '1'ba1 tfttftc. 

(2) Ba]Jam :m! central ~ Unlt• SPSIB-3D2D. !Ida 
unit is divided into tbs Greek, Jugoalav, BulgarUD1 
Czect,.oslovak e:ib:..mite. Each of the• unit. la l'OQOllllible 
t~ the ll01ut1on; exploltatlon, ani1 bookb.nMlkS.ng ot ._ 
trart1c f1"01I the torego!JJg countries. 

(3) Pollth U!llt, ~rS:tB-3D2C. Thia unit l• J.'dJX>Ulble fOI' 
t..~ n.eu.h on, eolutlon, ~. 8ld c
plo1tation or roUsh d1plarat!c tsiatrlo. 

(4) Crn>tanal.1tS.c Unit, SPSID-3D2D. thlla unit l• nepontible 
i"or t.be re-rob towal'd• eoluts.on ot qatema ~ 
bt.ndled by SPCID•3D2At OPSIJ3.,.3D28• &;~;m.30z. 

o. Rear taetern Sllbaect:l.ora. srsm-3DJ. 
(1) 'l'ui'k:l.sh Unit, nrom-;JD3l. Th!a unit 111 wapontd.ble tor 

the rP.search tmmnt solut!cn on new 1119tema not yet 
solved. ':he Turldab Unit also decl;>hera, deoodN, 
and traD8latos ••s&g8• 1n a maber of ftllclable eJStema 
tmd tonaJda results to the BulletSn Section ot Iu.f."ois• 
ti.on an! LSailOD Bl'allob. 

(2) Iru1an 4lnc1 Afshan L'b1t1 SPSIB-3D3B. Thi• unit baa the 
aame i'Unot!cn ca the Turldeh tJD1t1 except that it worka 
Oil IraDtan and Atdan tntt!c. 

' '•' 
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(;3) 

d. -:uutha1• suiJSO<fuion1 cron.-31:>4. Active research nn t1Catl\Ar 
8J8W.U is DOt OU"l'ied on. l~on !a ettected wltb the lfcv, Signal 
~ Serrice1 Ir.i!it...:.,tur..1a '.t'hc&trc1 Centrtl.1 il'.iro~u. :i:rl.rJbr..11$, 
Arr.rt Air : "1"<.,-as r·eni~:..n:i c.:enttt'J.. ' 

e. File •• 

a. Tti.e fcallotd,nz fileo nro !!lai!!taina! in thP-- ~0118 sub~1orll1 
(l) Ger:nan ntp:l.cmatio :;'l?.b8!1lct1~n1 '\ 

(a.) Or:lci!"..al t~tio~ producecl by 8'lbscctiot1.t \-. 

(b) Brllet!n co~o ot tremelat:lona. \ 

(c) Translat.1or.i11 et me1sagos intes"Cepted erd read b.V' 
tho un!ted !atates Ceaot Guo'l'd b'aia no:tmn eourceo, 
,.tn:q cl!:lm~sts.ne. 1 

(cl) ~c filoat oUl':NDt and o14. 

(e) OVorlap £4-1.eo. 

(t) SUspenae filea tor ••sseu in tranelatlon. 

I 

(g) record or tmnslatlons o"!'lpl.ettd, s·imdng diapo-
sit!on and buUet!n •rtea. 

(h) nn aolut!t?- ri..ms. 

(i) Doc1no:lta en1 collateral inf'Ol'mtlon_ 

(j) nadic tcl.ephone aid othe:' voioe ncor41n,g1. 

(Jc) Spoc!a.1 emoimtion norl: pi-cbl.e!'t..u, lett.e~s, etc. 

(2) WaoellaneOWJ D1plol'Bt1c St1b80C'tlon. 

(a) i.rrattio tilea. 

(b) ?ecbnical file ot 41 IDUlibel'cd cl:t."ll1f8rs controlle4 
bya c:&rd mtex. 

(') Rear r.alltem &Jbaeetlon. 

(a) ·~n~~,~' ' ~- ·, 
;; _ ; 4 ,, OCoP SECRE:r-
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(b) Traf'tic. 

(c) '?oc!m1ca1 wrttu-up::s :"t.ni coUateral intontaUcm. 

(4) Who'• Who 1n t.&o Near rast. 

(a) Arabic to :-;1!]J.is.t ~ ntzliah to l'J"llb1C VooabulaliJ 
en 3ft x 5" :1.J:de;c ce:d11. 

(4) -;eather Oabaaction. 

(a.) Traffic !ilea ~ "1 ecnmt.17 end ..... 

('b) Teclinicnt. 

( c) Beferencos &!ld collateral atorlaJ. pert!nent to 
weather. 

(d) Correspc:mdo1'1ce perts.Sntng to weathe with qana1e1 
Ol2t81de 1,be Slgnal Occurlty- Asenq41 

b• All d the ~cedbg ftloc nrc m1nta1na« pe~, with 
the e:saept.1.on ot trattic dupes• wbich an d..VOJSl when that. UM!\11• 
?!e88 ti.as been aener.t, cert&1D \-:c>rl:o:iccto t.r-1. ~~ mter!al. • .i.., .an.. 
hav!Dt; aol'V'ed tl:.eii' uuetulneas. 

9. The roports which are rellde1"ed bJ each subaeotion ot the 
W.scall.aneou D1plaatio Seotion are ea fcll#nt 

a. Do.111' 1.n!.'oraitlon ~loUn ... snb!dtt.ed to- General Cl'JlltanalJt 

1>. SC?Iri--fnnthly 'lo~ noport - S".!b.:dttoct to f1f.1Cttllanlou 
Dlple111&t1c Sectton. 

c. r~ s10temo noport. • mlr.littod to the control ott1o9. -

d. l.fi1cellueouo pe;·80mle1 roporia .. sab.'litted to Geneft1 
r.~ml,yt!r. !l!tU'tCb. 

10. The t-allcnd.ng r.aterioJ 1u •?t as reference rea.t.er1al. by th9 
!(1scPlleJ?eous l>ipla?1at1c Ooctioti; 

"• Socret state Dopar".-nt Cablt> Briefs - kopt fer 24 bolft. 

''• 



:;~,~r!p:~71?·~11 -. 
I l j. f \ \ l ~ ~ I I I 

~ U~lt ~ ~~.-:~=I-~· : \·,\~ ·_ 
I ) 

4. fltdo Stunma17 - kept far 24 hCC'S. 

e. :..acellaneous •ter1al. t.rcm. tbr nm. ot strategic Serrtoe1, 
IWJ.tary IntellJ.aance Dined.on, and other aauree•, J"90•1wcl thztough the 
Docwnta Subaeot!on l.n the Gamn&l Cryyf;analyt!c Dranch1 an4 retabllr! 
fm- a ah01't par1tJd.. Uee4 tor intomation oa mater!al cantaine4 1n ••sagea. 

t. SUbsoct1on traf'tie lo~&, indices, un! prooe1af.ng re~ol'd• • 
lmP' r.e:rme.mr.t11. 

fl'• All •o1oe J"OcOl'd.inp ule4 1J1 tbe Spnde1 Exa.'!d.nat!cm U'nl.t 
ot Geman D1p1.,.t1c SUbaectlon ·~ retained th.Ne Aontha an:1 tha.11 de1MoJ94. 

I 
i 
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German Diplomatic 

Subsection 
SFSIB-3Dl . 

Officer in CharRe 

Translation & Records 

-- Unit 
SPSIB--3Dla 

Civilian in Charge 

Traffic Unit 

-- SPSIB-3Dlb 
Civilian in Charge 

.t'lacement and 

-- Decodi"l; Unit 
SPSIB-.JDlc 

Civilian in Char~e 

Overlap Unit 
..... SPSIB-3Dld 

Civilian in Charge 

Special Examination Unit 
..... SPSIB-3Dle 

Civilian in Charge 

REF ID:A70871 
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Officer jn Charee 

I 
!"iscellaneous Diplomatic Near Eastern 

Subsect1on Subsection 
SPSIB-302 SFSIB-303 

Civilian in Charve Non-Com Officer in Char2e 

Far Eastern Unit Turkish Unit 
5PSID-3D2a SPSIB-3D3a 

Imo .... 
Civilian in Charge Civilian in Charge 

Balkan & Central Iranian & Af ehan Unit .... Euro~ean U~t SPSIB-3D3b --SP IB~JD2 Civilian in Charge r.; vi , i .,... ~ .., r.h .. ,..,,.,,. 

Polish Unit Au.scel.laneous Arabic & 
Imo SPSIB-JD2c European Unit .__ 

Civilian in Charge 
SPSIB-JD3c 

Civilian in Chara:e 

Cryptanalytic Unit .... SPSIB-3D2d 
Civilian in Charge 

'" r l I 

I 
~Vee!. th er 

Subsection 
SPSIB-304 

Officer in Char~e 

J 
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1. The m1ss1.on of the Japanese nµ. tary Attache Section i• the 
research, development, and exploitation ot Japanese Ialitar,y Attache 
tratric. 

2. The section is organized in six aubaectione, aa illustrated 
on the organizational chart attached a.a :ncloeu.re l. The tunctione ot 
each of these subsections are described bel.ow in the discussion of the 
work flow. 

'\ 

3. The Japanese :Military Attache Section maintaine close llaiaon 
With the Japaneae 11111\817 Attach• Translation Seotion ot Language 
Branch; the Information Section of Information and Liaison Br-an.ch, which 
ie callod upon tor collateral in£ol"lDation ior uae in solution; and the 
Planning 3llCi Priorities Office ot the General• C17'pt.anal¥tic Branch, 
thraugb which contact. is establlshed with oth~r aectiona Within the 
General Cryptanal.Jti.c Branch and the :intelUgence Dlv.isl.on. In addition, 
clo1e and conetant. llaieon baa bee maintained bet..wec this eection aid 
the .Japanese liilltar.v Atta.cha Section of the Govommnt Code and Cipher 
School. The exchange r4 technical. data and corraspondence directly be
tween the t;J•o operat101111 •ctiona bu wonced out to mutual advantage• 
and was the subject. of special antion b:; the Br.itiah representatives 
at a recent co!abined ~gnll. Intelligence mi:a-vins. 

4., Persormel. 

a. The following is a list of the numi.,)er or personnel ensp1019d 
in the Japo.nese l:ilita.J7 Attache Section: 

~o C4ficors l 
Ci viliana la 
Total Pcr&OJlDel - 75 

b. In adc:.i.tion 1.o the personnel li'°tod :lbovo1 t.hero r..re t.ttached 
to the problEll.. officer:; c...'"ld clv.aianG of La.gm..go :Branch - a total of 12 
peopl.e., 

c. Tt..e pcroonncl of tb.l.s sect.i.on "l',crk on tuo eh!f'tc, ooond a 
third, .Uthough the majority of the spl07ees are on the dey- ehift. 

I 

d. 1'he personnel currentq asaignecl to t.h1a problc are ade-
quate to execute the mtssion of the aection. 1. 

S. SJ?ace. 

a. The Japanese Ull1tar,y Attache Section is located in t.b• \b1r4 
111.ng, first floor, Operations nnn. The rear ot the •ing is occupied bT 

<==..,. .. r -, .. r - :: I' 
I I • 1, If t• 
~ : ' J 
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pereomel of the Japanese 18.lltary Attache Tranalation section, Language 
Branch, who work on this problem. 11 noor plan of the section 18 attached 
as Inclonr• 2. 

b. The space now allocated tc the section is adequate. 

6. Taere is no di!.ficultJ" \,ith regc:i.rd to the lighti"lg facilities 
in the section. 

7. Files. 

a. The Japanese M6.litary Attacbe Section maintains the follow
ing files: 

(l) Raw traffic for Jl.S, JAS-l, JAR, Jh't, JBZ. 

(2) Traffic logs tor JfJ3 1 J~s-1, JAR, JAT. 

(3) OVerlap sheets tar JAS, J.e.S-11 JAT. 

(4) \'iork sheets tar JAB page set-ups. 

(5) I&! runs for pages· current~ under solution. 

(6) !.ascellane:ous res~arch de.ta and records. 

(7) Histories end special technical studies. 

(8) Solved .:nessage indices. 

(9) ~llateral 111atorials, such as Orders of Battle, in
rorl:lation en mlitc-.1'3' oqui.p!l!.ent, and a KAMA ind.ex. 

(10) Technical correspondeme w1 th Govemment Code 3nd 
Cipher S<:&i.ool and within Signal Security Agency. 

(ll) Ackliniatrotivo and personnel correspondence and data. 

(12) Trc."l.sl.2tions. 

(13) C17ptographic toola. 

(14) Technical reports. 

ClS) Record ot message status. 

(16) Ci!'.>her Machine Tapes. 

b. Piled materiel.a are destroyed wheneyer the statue of the 
"IDl'k makes mch e. deatruction possible. IBll prints are salvaged regu-

~7;dr .. ~-,t 
-: I ; I'• 2 ~ , 
:1 ' I I I 
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l.arll' aa k• 1• reoovered. Uoet pereomel corres,POnclenc• and data are 
de""'9Ci after twel.Te mnt.he. Reconred C17Ptiograpldo •teriala Ne 
retatmd~. 

8. Orgniaat:l.on 8bd V:ork Flow. 

a. In order to obtain the beat picture ot t.be organizat.s.Oia aid 
ark now ot tbe .Japaneee llll1tar7 At.tache Sect.ion, it~· naoeaaa17 to 
haft a brief expl.mat.ton of the technical. problem11 v.i.th 'lilich thle 
eeotioo is taced. 

(1) !he Japanese 1Blita17 Attacbe traffic has been eent. 
1n tour diftermt cr,rptographic &Jlltem•: 

(a) JAR •a ono-t.ime pad QBtem which ie in the re
eearch etage. 

(b) J,~1 - a crJPtograpbic vatew. wbich ia si.itllar 
in nature to tho s;atem J.AS -;.1hieb wlll be dea
cri.btld below, lr.it. wt-.ich, b.acauao its wse has 
been limi.tod to uno circuit, ius not been ab
ject. w the we:Jkneeaea wbich bave J*"ml.tted eo-
lution ot JM. ' 

(c) JXl. - an addil.ive qot,cn. ~loying a coDY•aiaa 
aqiare wh.lch r.as used tor mending cr.vptograpbic 
and crypt.ana.l~c intomotion e!:d in dlich all 
messages have bean read. 

(d) JAB - tho principal efapanmo llilitar7 Attache 
:wst.e.-.. t.hlch ;;till be described in more detail. 

(2) JAS is a qatm composed of ti digrapbic and tetr.:.. 
grc.pbic code chart ot 11hicb t.bare haYe bem three 
d\ffe?ent sots; a literral rwud.n& ko,y ot s"::l 
hundred thouacnd letters, tihicb :nar.mal.q cm 
f!l'IG'J!¥ six m>ntha; and .:i comr.-aion square of 26 
26-lattar random Dl.phabeto, tlhich norml.17 changed 
S'IU'3 lO dr:v"•. -;:1th the cm:pnr£&tivcq amall. volume 
of treffic 'Which has been available in this 81'Btan, 
1t could be considerod pract1callJ' impoaoibl• of so
lution. Soluti:)D baa been possible throU{lh the lo
cating ot croea-ke,v and crosa-qstem duplicate mssasee. 

(3) The order ot mlution of tha elaurita of t.he s;vatm 
is aa toll.owe: 

(a) Pir"' tbe OOINWaion SQUN lllLlst be aolvod. 

(b) Seaond, the indicator qatem which g!.v• the page 
and tho position on the page tram which the en
ciphering key begins. 
~ ! - - ... ,:·---t· .JI ',da ' ' pl I 
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( o) Tb11'd1 -HI•• met be owrl11>ped and the mrmS D8 
keTNiPl*L 

(d) Fourth, t.b• oade char'9 mat be recover..s. 

(4) Wltb. tbe v1oto17 of tbe .&111• iQ a&rope tbe ,.,__ 
baT• bt4 cr1Uaal. pl"Obl- ot diatr!butlon and bmt 
bem unable to ..S.ntaln their noral per.lode of change 
ot th• Ol'J'P\Ograpblc materlale. !b• work now ot the 
JapllllM 11111'8.17 Attach• Sects.on i• ~ baaed 
on tb• follow1.ng cmd1tS.ou1 

(a) 4ftlve are 18't'81"al. qat,1118 S.n :research. 

(b) The baa1c ood9 chart ot the CUl'l'Ct. JAS 9J'IWm 1• 
abetant1.U, complete. 

(c) the COllNJ"eion eqaare ot the GU'rlllt aptem la 
.fu1l1' 1'8cowred and hu been 1D effect tor ane 
ar eight ..a, 11bicb 1• tar in uc••• ot th• 
normal period ot a ooanr.S.on ...-.. 

(d) Th• rmm1ng Ja17 of the CUTent keJ' book le 1n 
th• J>Z"OO••• or recov817. 

b. !be 1IOl'k tlcnr of ti. aect..1.on 1a then •• follow•• 

(1) All traffic 18 receiY«l 1n the Traffic Subaect1on 
ot JaJ*l•• ~t.uT .lttaabe Section, fl"Oll the a ... 
col'da and D1.tr1but1on seotion ot trattio Anal1wla 
and Control Branch, tbl'ouati t.b• tub• l"OOll looat.ect 
in tt. ... wing u t.be Japmeae 11111tal7' .lttaobe 
Beotton. In tlli• 1Ub"°'10D; pert.1.ne& data, llllCb 
u th• place fl'Oll and to, tb8 ID891889 ~. tb• 
ind!Oator P'OllP9, gl'Oltp aaamt, and otih_. clata WbiCh 
1a perU.nlnt to eolutiOD OJ' reoorcl lcee.Pina1 18 entend 
on 11....._. carde. Th••• carda conatlt.ut4t a unique 
weap :Lm.!111 Q8t.em which ba• b._ dntl.oped \o 
•8"9 tb• n"4e of tb18 .,.01&1. probl•. 

(2) All t.ratt1o 1• tlwn aent. to th• Reeeuch s.ibaeot1on 
ot t.h• Japaneae 11111 tar.r Attaobe S.Otlon. In tbs. 
mbaeotlon th• t.rattio in tfA&-1 and .JAB 1• under .., 
am it 1• Ntalned. 1n th• nbaect.lon. Th• 1nd1aatm-• 
ot .. eagea 1n JAB U.. ltudled and declpberecl. Thu• •••as• then tall into two categor!.••J ••aaaea wblcb 
are on port.iona ot the key which baYe been fu~ ..... 
COYered, and •••as•• which are on portion• ot the ke.r 
which haw not been reccwered. 
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(3) 11.oscagos "'!hjch tall on :Jort.1.ona o! the key \:hich have 
been fully :recovered are tumed over to t.he Machine 
Subeection. I. ~chine was d8V'elo1led for the dec:cypto
graphing at thi • aystem which has saved thouaande of 
nan hours. In thia machine the letters of tbe running 
ke7 are pqnched up on Baudot tape and the converal.on 
sqµare is wired on a."l !BU :->lut, board. The c1.p.lter text 
ot the nesea39 is t~ed on e. reRU]Ar t!"!'fr.'ll"iter key
board,, tha ::a.chino ~error.ma the conversion, and th• 
decipherment and priuta t.he meaaage in plain code term. 

(4) The •asagea which arc on portions of tho key not re
covered are turned owr to the Overlan Subsection. 
The Overlap SUbaecticn places the meuaages on arerlaJ:m 
and strips the running key when mtf1.cient depth hu 
accumulated on~ portion ot the k~; w pemit 
atrip!Jing. -

(S) Keasa39a which have been deciphered b1' ei:ther the 
llachine Subsection or the OVerlap Subsection are then 
t.urned over to the Records Subeectim, which hall the 
reepomild.lit;r of decoding tba uuagea, preparing 
then for translation, snci keeping the recorda on all 
messages which have been aolvod. 

(6) !he decodecl ••eage• are turned over to the trame-
1.atcrs in the ililitar,r Attache 'l'ranalation Section 
ot Language Branch tor translation. In the past, all 
decodes were t'Jped up :in final f Ql'm and all parte 
were correlated betore being tu.med ov .. to the trane
le.tcra. In recent .months, however, the tra.nalatore 
have been tranalating directly frcm the workabeete or 
overlap pages, and a amall sibaection of the Japan ... 
Mil1 t&Z7 Attacbe Section, cal.lad the Aid.ea to Tran ... 
lators Subsection, haa been maintained to cornet 
garbles,, correlate part.a, etc., for the tranalatora. 

9. This eection, unlike the other sections of the General Crypt
analytic Branch, has a llomogeneoua irobla:l to study. A'ne trafiic 
balng all of the Militaey Attache and technical problem being limit.ed 
to one principal syst.CZJ iilth ver:;r rew wbordinate systems has permitted 
a ad.mple organization which has been out.etandlng from the point ot 
view or cryi)tfinal.yai:J Gild production. Tho tact that \Jiu section ltl8 
been oper.:..ting aa a Wlit for several yoara-bas tui·ther contributed to 
it.a wcceos. Th~ Japaneee i.Allitary att.D.che ~eotion lu 1-o be coQiflndecl 
on ita crga.911.zattonal efficier107 and its technical eftoct.i.veneaa. 
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2. ~at1on. Tb• personnel. of thS.e •ct.ion pvfora two D113or 
dut.t.ea, tii'atioD ms lingu11tio a\d to mlu\ton of onrla:p1. Th••• 
t,,w t-.ot.\on• conatitute the onq organizational breakdOlm of' the work. 

3. 1'lul Japaneee 1Blit.8l7 Attach• Tranalat.1on Section maS.ntalna 
cloae lia1eon 111 the 

a. The General Machine Cipher Slot1on, Gemral C~c 
Branch. 

b. Othe tl'analat.ion •ectiona of Language Dnnab. 

o. The IQfomatS.on Section ot the Information and L1alacm 
Branch. 

d. The Bulletin Sect.ion of t.h• Intozme.\iOn and Lia.1.eon Branch. 

4. 
1
Perpnnel. 

a. The follcnd.ng ie a list. of the pereonnel. eaployH 1n the 
Japanese JU.U.tu,- A\t.acbe Tranalat.ion Sect.ion: 

Male otfioea 
WAC Qffio•a 
lnliated lie 
inlistecl WAC 

-2 .o 
•3 
-o -

JU.litary Pweomel - S 

C1Yil.iana -....z 
Total Peraoranel ·12 

b. '!he pvaonnel 1• adequate tor the 111.•aion of the eect1on. 

Ll-= I ' 
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5. Spt•· The Japane .. Kilita7 At.tache Translation Section occup1•• 
the r•r othe third r...ng, first tl.oor or OperaU.ona •A11 Buildinc. See 
flOOJ'" Plan attached to Tab I. 

6. JJisb,tlpc. !be li&btinc 1n th• area ot th• wing where thla aects.on 
ia locaied 1B adequate. 

7.. FU••· P1lee of all ••18188 which have been tr&nslateci are kept 
in tb• Japaneee K111ta7 Attach• 1'ranalat1on Section, 

8, ije'JlOrt•. The onlJ' recur.ring report nbllltted by the Japaneee 
JB.U.t.m:r Attach• Translation Section is the aeml-monthl¥ Pro&l'U• Report, 
tor th• Cb1et 1 Language Bl'ancb. 

9, ogral. 

a. !he part J>la7ed 'b7 tbia •eotion 1n t.be proce881ng of J1111t1-
J1111t..-:r Attache mssagee 1• explained in the paragralfi on Organisation and 
Work Pl.Olr, Tab I. 

b. One unique procedure ot thi.11 eection ie the aGlignment. of 
lu1let1n munbers to translations wltbin th• at1Ct1on. Since a special 
publication aRi•• (th• D Series) i• •et US.de for .Japan••• Uilit&r'J' Att.aobe 
wa-see, the aerial publloation numben are aHigmd to tranel.ationa 1n 
tb!e aection instead ot in the Bulletin Sect1on ae l• tbe case 111 th all 
other publication am. ... 

. I I 1, 

L lu 
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1. The llilJalon ot tba Japaneae l>lplcmatto Seotlon Se tho roeeuch, 
ctewlopaent anr:1 exploitation °' Japane1e .-,ptopaphle .,...,.. etho 
than tho• ot the Japane• ANJ1 Japme11 llWJt .TapaDe91 llilltary Attaobe, 
am Jaraneae neathu. 

2. For the p1rtonaance ot tb11 m1181ont tba Japem• Diplor.iatlo 
Seetion 1a Ol'g!m!sed in ftw IUbeecUou (1188 ozpn!MUan chart attached 
as Inttlaeme 1). Tho duU.a and naponalbilJ.tlee a1 wll •• the •that 
ot pel'fcmance ot the• mbleotlone are de1cr!bact in tJle expl.anaUon ot 
the work tlaw wh1ob appean below. 

3. The Japane1e D1plcnat1c Section ma!ntal~ cl.Ole Ua1aon with 
the tallodng unlt11 

a. fta Cm::'l8ftdal Seot1m of Canenl Cr~to Dnnch, 
which pertoi;u one ot the teolm1ca1 operatlon8 1n the produetlon or 
Japanese D1p1.omatlc ~I am which 1• deacrlba4 1n peatel' detail in 
the suney ot the Cmm Seotlca. 

b. The tTapaneae Dlpl.cmatic 'hmlalat1on Seotlon ot the tanguaea 
Branch, wh1cb tanelatea all •••P• 1D Japane• D1p1.a.t1o ern'o
craph1.0 818teu. Sea aontrol • ny ot tb1e eaction. 

o. Tbe Rell8Ueb SU.b1eotlOD ot the Japane• D.lplcnat.ie Trana
laticm Seotion, Languap Dn.noh,. whloh 11 ccapol8Cl of enera1 Japt.DNe 
Unga!ete •ho wo:rk 1n the ... Wtnr u the ~c un:tw, 1...U... 
l'ngu111t1c a11lstanoe to the ~·• an4 underte'dnc oo4e a.oan17. 

441 Tbt Japaneae CammeroSal Tnnalatlan Seotton. IAmlmle Branch, 
wh1ah worlm ad~aaent to tbe CZ'JPtana11'1o Uld.ta 8114 ta relJ)OUtJale fe 
the eode "e0Ye17 an! traulatton of Q'8telq wldob ua ncm-dlpl.Olll.tio 1n 
natme. see eontl'ol IUrft1 ot thlll ..UC.., 

•• The Japane• !'ran&IJ.atioll Seatf.on at Vin\ 8111 ru. Station, 
which pertoru ea. deacd1nC on qateu1 e,.nt1aJ17 low grade 1a ..,,.._ 
anpld.o ccapl.-1"1', wh1ah baft been •••1gnal to tbeil bf the .Japa-.. 
1'lp\am.\le Seotton. and whloh .ftJlltlter &ll!N in CClllJJlllng & JIP' .. 
ctto'5.onu7. 

t. The ram SOS't1ll8 Unit of aen.l'81 .&nalJ'da Soctlon ot Tratne 
Amllale aid Control Branoh, whloh le laoat.l 1n. the aame wln8 with the 
OJ"1Ptaml)'Uo 8111 tnmalatlora unite, Bid IO'l'ta ud 41.t.rilr.itee Jram 
tatn.o fltoa tba Japane• ~eat!ona net, wh1eb bu been named the 
Ja:rane• Damestle Natwark. 

I I 
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I• The Bu1leUD Seotion ot tba Intarmation ml tdalllOA Bnmob 

to .. all tranl1at!on1 .. 4ellftftd and fttaa nm the 11!Drklheeta oat 
baJJ.eUn oop1ea an ~ 

h. The Govt!rmmnt Cade ar:d Cipher School and ti. Canadian 
Center at Ottawa with wbcD a 41vlld.on ot labor both :ln n-81'Ch ml ex
ploitation baa been ett.ote4. 

4. Perel'lll· 
a. '1'he tal.1old.na Se a lut ot tht maber at penonne>. employacl 

1n the Japane• Dlp1.aat1o Seotf.on1 

!)ale Otticen • 2 
WAC otftoen • 0 
Enlf.sted lien • 1 
Enl:letecl WAC •.L 
IW.1tary Peftormel • 5 

ClvU1•u :ll.. 
Total Pen--1 -95 

b• In a&U\ton to thi• parsonnel.1 then an 61 peoPJe attached 
to the probl.• bJ tM r.agaage Braneb. 

e. The pencmne1 ot thi1 l9Ctioa wort on three ahttt1, w!tb 
the najor1ty OD t.be dflJ' ehlft. 

c!. !he pereonnel eur.rentl1' ••e1gne4 to the eectlon are !naae
llU'te to exente the total ld1don ot the aeotiont due t.o 1aok of traz.ct 
orntana!Jtlo pereomie1. !he JapuJelG D1p1.omat1o Seet1on ta unable to 
unliertake reaearch mt noove17 ot mDT l•i-e• Dlplmatlo and ConrrmoSal 
.,.tems "1doh contain 1ntellipnce ot -1.ue to the ~on ot ti. ... 
Thia tut baa 1n pacttoe naulted ln a llOCliftoaUon ot the Illa.ton ot 
tlae 88Ction• eo tbn the ld1don 1• OUl'l'Wllt.1y ba.m en what lt !a poad.ble 
to un4ertaka, oonaSdtrlng tbe ehortage ot pebOnnel, rathel' than on thl 
l'8118&1'Ch and ezploitatlon ot all Japane• QBte1111. 

e. It 18 eatimate4 ~tin Ol'd.• to acooapltab tbe total mt..son 
ot the aectlan the tol1oldna additf.om.l perml would be ftqUlftd ill 
the eeotlont 

• 
la 

Xotal v=r 6•1"" AM!t• 
Be.-rah SllbHotiOD a ., 10 25 
Develoi-nt Su1-otian • .J. ....1. .J5L -

'lot.al 8 12 15 '' r I: I . I 
~ , , 

I•, 1 t; • J• \ - ; 0COP SECRElJ 
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'· Ima. Tlaa ...- alloeate&t to the •otlon la adequate al 
!ta :1oOat!CD1n napeot to otmi- uit1 la 80D'9Dlent, with tb9 .,.P-
tton of t.la9 taet that it, 1a 9QU'llte4 bJ' tJae wincll anl OIMI floor flt9 
the Japaneae Dlplamat!c TraalaUcm SecUon, to 'llb1oh tbe ct.ooUDc ot 
tl'llJ"q Japaneaa cU.plmattc --• mat be tabn, ml ri. .._ all 
ecanned NIU tnnalater:t ..._.. mat be ntumad. 'l'h1a pbpioal •JUa• 
tlon naul:ta ill • corMddeable •ate ot ts. anti __.., be...._ t.11$• 
aeettou. A f'1oolt plan ot tb1a l8Ct1on 11 attacbed •• Inoloeme 2. 

6. Tho ~ ot t!Mt •!na• 1e cona1deral !nadtquate .. 
\ 

•• The tallMng ft1u are malDtdned !n the .Tapane• DipJ.o-
!!18.tio Sectiont \ 

(1) Adm.S.n1atl'&Uve mapomtenae am :recorda. 

(2) 'l'eahn'oal coneapoD1enoe, etw11ea, amt zepona. 
lliatadcal ater.1al. aat cunent mterial '11194 In 
...,.. to- the ~ eubmectiou 1• t11e4 !n tbe 
.Adm!nl•traUw otf'ioe. Current materlal nlevant 
to pal'tlcular probla1 1a filed 1n the 8Plftpftate 
aubleOtl.aa. 

(3) Code ~ and technical Cl'Olla-J8terence1 • 
filed 1n the Adldn18tmt1w oft!.oe. 

(4) Techz.Sca1 ~ •to!al• am worbbeeta. H!atori.• 
cal mtedala are tilecl !ra the Admln111tmt1ve offtot 
or atoraaa. Current •ter!ala ara t.Ued m the appro
prkte aub8ect1cma. 

(') Tfttfio ancl decodes. OrJ.slnal.1 in prooe11 92'9 bmlled 
b7 the •PPoFiate av.bllcctlcn. When prooea..a tbq 
ue t11ect 1n the Tntttc Subaootlcn ~ atonae. mpe1 
8" t11a4 1n tbe •PPIOPl'1ate IUbllOcUcm. 

(6) Tmtf!o loa• am 1nde:ma. Haater logs and lai.laea ue 
1'1led in the 'i'ntf:lc ~aect!rm or stomp. Raousary 
additional lop tar parU=lar qatoms ta.¥.G s!ntialnl4 
in tbe app.ropdate aub8eot1aa. 

(7) lhl11eUn eopaa., Filecl in tba 'l'rattlc ~ ar 
storage. 

b. 'l'ratt1e 4upa1 en Jmpt t• 6 montba. Obeolete ~
ti• ~nee ml noord• ue d••troJad we-q 6 montba. r.oma!rdw 
ot ftle• are kept permrmentlJ'. 

o. With ziocimt to the poaa11dllty ot ~1•'11Jg annaoea.-, 
ftle• now -1ntalna4 1D tlJe Jap&DD• D1ploaat1o Section, lt •• 81JCA9llta4 

- I I I I L ' 
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a. Repgrta., 

e.. 'the tollowfllg nporta are preJ81'8d b7 the J&peM• Diplo
matic Seet!l"!!t 

(1) 'Toekl.7 strength report• arill•W bJ' Adlllnltltratlw 
omce and Lmb!dttel to Ctiiot, Gena~ C~nal.Jtio 
~tmcb. 

(2) YO!Jthl1' strength 1'ePOl't - oftglm~ b,r Adllbd.etntlva 
orrte~ c!ll sut-Utted to Chld't Gener.J. c~ 
nr;,nch. 

(3) ~em140ll'tbl.1' Roster of Enli8tt1d A•S.-Dt• • •lg!natecl 
by Adnd.nUtratlw ott1oe aid suln1tted to CbS.et • Genenl. 
C1'1Ptmml1t1c Brc.noh. 

(!.) 'Tee.ly nf.ght-a.'11tt roater - or1glnltect by Adndn11trat1w 
Ott1ee nnd aubnittecl to ~. General CJ7J)ta~ 
Branch. 

( 5) 'fe~ n1sht-eb.1ft auponlad.on roster - od.ef,nated by 
!4.'DidotatS:ve 'lft'!ee1 ml 11111111\W to Cblef t Gtmeft1 
Cr,ptanal)'tto Bl'9noh.. 

(~) Da1l7 tec!mieal ?"OpOJ"t • orlglnaW by Jl.d11d.n111tratlve 
Of'fice1 am l\lbnd.ttec! to General c~lo ~• 
F~ere 

(7) Se!!d.~ technical repart .. orlglmt.ed bf all mb
~ctions of Japanese D1planat1c .Section, anl IUbnitted 
to Mrd.n18trat!w ott!ce ot this section. 

(8) Sem.1.40ll'tbl.1' teolm1ca1 1'UpGrt • Ol'!g!mtecl by A&dnilltra• 
tl~ ottice and sa.lmd.tted to General. CrntanalJtle 
nnncb P.ccoS'del". 

(t:) rJollJ O).'Stems ~ ... oJigtnaWd bf all nbeectloi-_., 
mt aubmlttad to Mainlatrative omee ot .TapP&• 
DS.plcmtlo Seotton. 

(10) !!onthl.)r •v·ateme report - Ol"S.gimtted b.v AdmlnietraUve 
cttlce e.1ltt SDmittecl to Ccntl'Ol 10ft1ce. . / / . 

9 •. qmm1g,tt91el1p1c npr. r 
I / 

a. The tram.c whlph 11 nettlved ~·the .Tapa!'N8 Diplamtlo 
Seotlcm la ot two ~ tJta•• · 

.J~~RE}-' '. 
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(1) Japana• Dlplomatlo and Greater Eaat Aas.a llS.nl.U, 
tnttlc noelved frOll Intermtlcmal Point to Point 
c:lrm1ta, ml b'C9 the Far laatern Dlplamatlo Net. 

(2) Japueee CC£'18rcia11 l.unoz. Qaqzwntll.1 am ,Private 
tnftio whlob 18 received fJ:m tbe l•Jmll• bcneet:lo 
let. 

c. TrattiO which 111 1n one ot the macblrle eipber 81ltema u 
t1U'D8C1 cner 1mne41atel7 traa the '1'fttt1c Subsection to the ~lach!ne 
Subsection. Thia subsection Wens lt1 own tattle, solves the maohlne 
settinae, and deolphere the meaaa,a on the cipher •chine. The aub
aectlon 11 aet up •i:arateJ.T J1Q'tJ.7 because lt npt'eaent1 a wdque 
Japaneee cipher 8)'8tem wh!Gb can be hall!lacl lndepelllentJ.71 mt l*rt.11 
becauae lt 1e belitm9d that additional aeCUl'itJ' appllea to the tact of 
the aolutlon ot th1ll moat aeC111'9 J•l'D'• 818ta, and tor th1e :reason 
lt la 1aolate4 fftm the nit ~ the aect!on. 

d. Trattic which 11 1n e11teme wh!ch have been ocmpletel.J
aolftd la turnacl 0981" to the Decode Sub18Ct1on. Tb18 aactlon 1a Z'alpon• 
sS.bl.e tor the decoding ant declpher1111 ot theee .,.tame. For :reaeone ot 
convenience ant for, beat utllhatian of penonnel,. the peraonnel. (eo1orad) 
of the Camrierclal section of the Oeneral CJ7PtanalJtSo nranch pertcma 
the decoding ot the qatea IAH. 1.lol'8 complete deaorlpU.on of tbla 
aotivit7 is availabl9 !n the 8Uft'e1 ot the Ccmmerc1al Section. 

•• !rattle whiah is 1n qatama which have beell zsrt1all.7 solved 
la turned over to the Developnent Sttbeectlon, where auoh mea•gea as can 
be read are decode4 ct- declphared1 and tho• 11h1cb cannot be :read 81'9 
ad.ded to the c:eyptoeraphlo cleptb to aS4 in tartbeii 1'8cove17 ot uneolved 
elemen\e ot the fl18tea. 

~. Traffic S.n a19tema which haw not- 1-en aolwd 1a turned Oftl' 0 

to the Resea--oh SUbaectlon tor •tud7· 
· g. Decoclea wh1ab ue mde 1n tba Machine su.baectlon, the r.ecode 

Sub•otion, and the Developaent SUbHct1on1 are then aent to the Japmeae 
J>!plmatic !ransl.at!on Seot!on ot language Branob, where tt..,. ...... 
acannea, 8111 tho• which are ot Smportance are tnnelated. 

he All 4ecodea are returnect trm the Japam1& Diplcmatio Tranlla
t!on Section to the Trattio &ibaection ot the Japane• Df.plcnatS.c Section• 
General Cl')'ptanal.Jtio Banch. Here the •••89• whiab baw not been trau
lated are tiled in the Traf'f'ic Subaectlon. ..•lllP• wbf.ch have been tnnalated 
are fQrthar prooe118cl t~ the add1t1cm ot NltWall\ nla7-and Ol"O•• zietezenoe 

' .,.,- ..... 
I ) I - .._ J 
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~ Traffic in ar.rtemo which ue unier ~ 18 tumect O'l81" to 
the Be... Bubeect1on ot the lapem• D1p1cmUc SeoUon. 

• 
'i, 'l'he work tlow ot thir. ~0t10ct1o ?~et trntt1o io ve17 well 

un!er con.trot. Thia 1e cbviCJU81T due to the c<>11plete !JlteSl'&tloll ot the
.on c4 t.bt unite of OeDel'81 Cr,ptanalyt!c Branoht the Tratt1e Ana~ 
and Control Drench, and the Lanauage Branch. The ph,..S.cal locaUon ot 
all ot the un1t1 1n one aroa and the spirit ot cooperation bdmen th.
has ~atlJ' contr!bl1ted to their ettoctivenead. 

2 tnal• 
1. Ori Chart • SPSIB-3' 
2. noor Plan - SJ>SIB-31 

6 
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JAPANESE DIPLOMATIC SECTION, SPSIB-3F 

Officer in Charge 

Decode & Deciphering Machine Subsection Development Research Subsection 
Subsection Subsection 
SPSIB-3Fl SPSIB-3F2 SJ>SIB-.3F.3 SFSIB-3F4 

Civilian in Charge Officer in Charge Civilian in Charge Civilian in Charge 

JBB Unit Additive Unit Diplomatic Unit - SPSIB-.3FlA - SPSIB-3F.3A - SPSIB-JF4A 
Civilian in Char~11 

JAH Unit Transposition Unit JDN Digit Unit - SPSIB-.)FlB - SPSIB-3F.3B - Ci~f~t~;;~~Ch~aR ~i.vilian Tn Ch&rlPll!! 

JBC & JBD Unit JDN Kana Unit 
- SPSIB-3FlC - SPSIB-.3F4C 

avilian in charge 

JBH Unit - SPSIB-)FlD 

Translators Aides - SPSIB-3FlE 

I 

Technical Advisor 

I 
Tratfic Subsection 

SFSIB-3FS 

Non-Coi:missioned 
Officer in Cha,.ft!l 

--f 



• 
JAPANESE 

COMMERCIAL SECTION 
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WING 4 
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JAPANESE 

DIPLOMATIC SECTION 

GENERAL CRYPTANALYTIC 
BRANCH 

SPSIB-mf 
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BIS! : 81-C 
I 
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i. tho !dedon or ti. J•JIUll• c~ 'l'ftnal.atlon 3oot1on s. 
the bookbreaJdng anci WanalaUon of all Japane19 luguap cammel'Cia1 
J'.l81•ee• • that 11, DODllllQIQ' an4 non-c1ipl.Cl9t!c tatt1o - llhicb are 
inte"8Pt«l on the l•JIUl9• DCIM•tlo Net. Th18 aeoUon alao euppl.1as 
0-2 wlt.h apeo!tlo !nt01'114U.on ooncern!nr l.caat!ou of in!~ 
eetab11abnlmt1, pn4uctlon ftgurea, rallrGad line• ml ~a, etc., 
tor uae 1n the st.Nteglc bcmblng ani nlmrtne -..lcna 8111 tn tbe 
econcme atwU.e1 being mde ot .l'•pm'• abll:ttJ' to wage ..,.. In di· 
tton, a acall!l:tnS gl'Ollp 1n this aeotton baa the •Sid.on ot ~ 
!nt'nenees t.ran pl8!n text in TOlme whlcb lldgbt Jleld •terial ot 111-
tel.Uganae value, aat aoannsna au pl8!n ~ •11ag91 In Older to de
ld.pat.e the :.1eage1 that az.t to be tranaJ.atecl bJ the Translation tJnit 
at Vint Hlll. 

2. llecauee ot the -1.1 nmbel' ot peop19 eaploJ94 in th1e soctlon, 
it la not bldcen don 1nto aubaeotlona1 ml tbentoiw aa 011111d.aat:lona1 
chut ls not 1nclud94e 

3. The Japma• CcmneJlCia1 'l'l'fmalaU.on Seot!on 11 ol~ integrated 
with the tollodng unltllt 

a. Kana SOl"tf.ng Uni.\ of 'tntfto Alalp1a 8Dl control Branah, 

b. Shipping Seatton of Jntormtlon am U.llCID Bn.,..cb. 

o. Japa11e19 Diploaatle ~ ot Otmel'81 c~ Dranob. 

4. lln9bl· 
a.. The tol.loldng 1' a 1l8t ot the peraonnel w1gne4 to tba 

l&pmeae CClllt!lel'Ola1 Trullatlon S.CtiODt 

Male att1aen - 3 
WAC ottloen • 2 
1nis.w ._ - a 
EnU.ltec! UC • ..JL. 

MW.ta!7 t:Waannel - 13 

Civilians . -'-

.... -
~ 1 ''1, •1] I~ -,l'o'-

~---'-: -.~1~-.~"~---1-ro-P_S_E_C_R_E~l~---+-~~ 
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5e Snap. 

•• The .Japanese Ccn..•rcial T?8118latlon -.;ection 1a located 1n 
t.be l"C'ar ot Wir.c 4t first t.lOOJ'_, Operat1ona "R". The apace aeaighad to 
this aecttnn la adequate. (A noor plan ot tb1t •ctlcm 1a 1nol.ude4 with 
the floor pl.a of the Japaneee D1plcmat1c Sectlon1 General. Cr,ptaml.1ttc 
Branch lD 'l'nb K. 

b. 'l'he location ot this aection :ta conven!ant tor contact with 
other aectlcna, partioularl.7 the ram Sort!ng tJnlt ot 'h"atftc Anal.)'d1 
Old Control B:ranch, ml the Japanaee Diplomatic Snot1on ot General Crypt.
amlJ'tlc Hranch. 

6. The lighting ln th1a section !a adequate, aa the eact1on 1e lo
catea 1n the J"Oar ot the wing. 

a. The tollmlng ftlea are maintained 1n tba Japme• Com ·erc1a1 
'lnmalat!.on Sectlona 

(1) Pile of ocmpany l'B!D81 am cable acldnasea appearing Otl 
tbe Japmaae Dcmeatlc Hett. 

(2) Three4lft7 t:rarno tile, b7 date, worbhaet number• 
m:d R-llQJllbo• 

(3) Solutloa tile ot t-he .,_... be1ng exploited ~ wh1ch 
bave been exploited. 

b. !be leDu~ of time that the tile• are •intaS.Dlcl wriet 
trm tin. lltmtb8 tOI" dead-headlld ~ OJ" part• ot .,.i.., to s.n
deftnitel.J' tor unaolftll •terJal. 

a. noport.a. '.fbe tollOld.nl npol'ta an renlerec! by the Japane• 
ComMftCiarT:ranilation :Jectlan1 

•• Trlgraph reports wb:lch are prepared montbly ftnd euhdtt.ed 
to the Contral. otrice• 

b. Semi~ pl'Ogl'e•s report aubm1tt.e4 to the Chief, tancue-ga 

9. '1'he rete?nnce materlal ut.Uhed bJ' this aectlon conaiata ot 1n
fozm.tlnn obta!ned boa the Spec1e1 Pro3eots Soct1on ot Ltmguage Branch, 
the Int0l'll1f't.1on Seetlnn of tnt"ormt1on an4 LSa1acm Branch, and the Econcmd.o 
Branch of 0-2. Becau• ot the present e1ae ot the aection, lt is not 
neeeoaa17 to mtntaSD a central ~ ot reference •tel'l81• although lt 
em wt-..rm the aectlon tnoreaeee, it _, be 11ace1•17 to eatabllab a detlnite 
tile of '1'8ference mater!el •. -- - ,:-, · ~- -- · 

<I 
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10. 1 more c:somplete deaor1pt1on ot the work n°" ot tb.f.9 section 18 
to be tounl Sn tt. woi-k t'low of t"e Japanese l>S.plomat!c Section ot the 
General Crntanal.Jtic Dnuuah, Tab r .. 

/\ .. 

' -~ -
I 41.111.:a.fl' 
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i. The ;ndM,don ot tbe .Ta~ D1p1.omat1c Translat!Clll Seotlon b 
the traulat.tod ot .Tapane19 D1plonat1o trattlc1 aDl1 the aasilt!nl ~ 
the GeneraliC!'#tanal,UC Branch ~· with code 1nltruoticm 
... aapa. / .. 

/ ' 

2. tj.a JqPane• Diplomatlo 'hanalatlon seot!on 18 campoaed ot 
tour ~9t1 ... u WuatraW on the orprdlatlonal chart attaobe4 
··~1,. 

2:/ '1'he ,Japane• D1p1.omatlo Tnmalatlon BeotS.on works in cloae 
1w7 with 1~ tollowlng un1t•1 

I I 

/ •· / J~• Diplomatic rJEtctif)n of General Crntanal.Jtlo ~. 
I I I 

,1 I I 

b-. ' ln.t\'.o:rmatlon nect1on or I~ormat!on ar.d LSaieon tmneh. 
I I 

I ~. Bu1,letin Section ot Information aml Lta110D Ilraneb. 
,...i I II 

~ def.a.Ue of Jth!t integration ot th1a aact1on with cl'JPtana].yala will 
bei tauxl lln contnl llU.W7 ot J&p81Jft98 T'l1p1anat1e Beot1cn ot General 
C~c Bfanch. 

' 
I -ll .. 4. ,Pmq~ 

a. The.follDld.ng ls a llat of the penonnel em~ in the 
lapane•1 ·D1plonatlo Translation Seot1on1 

I 

' 
Male otftcere 
WAP OttS.cen 
Eql1ated llm 
E~':lieted WAC 

' !/ I 

.. ' .. 0 

.. 20 
·-2.. 

XJ111tarr Paraonnel • :n 
' 
~ivllian8 •..lL 

I ' 

' •, 
\ 

b. ..The peraoimel Sn tb.1a section la adequate to perf'ol'll the 
mleaton •••~Bft8d• _,, 

I 

5. T• Ja~ae Diplomt1c Tftnelation Section 1a located in the 
headh.OU88• at tb8 bead ot Wing 11 1econ4 floor, Operationa "B"• A tl.OOI' 
plan ~ tide •e~on :ta atte.obe4 •• Xno1ot111l'9 2. Alt.houab the epaoe al
lotted aeema ad,equate, there 111 ao. queation ••to the conven!ence ot 
1ihe location ot tla1a unit 1n Nspect to the other units dth whi6 it 
\VOS"ka moat cloael.7. The tacton which militate in favor ot aov!ns the 
soat1on uea , ·,, ~ 

I l 1 r 
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•· All 1•JlM8• J>lplaaUo 11111•~• whtoh •~ decoded mat be 

· eunea 11m the talllth 1dn8t ttnt tJ.oozt to ,_ ~ ot tbe ts.nt 
wbat ...,,. tl0011'1 tor ._,,,,,,. mt 'tnn'1aUnat anti mat then be •• 
t1J.nle4. 

. b• 'l'he other •aot1cu with wh1ah the t:nmelaton haw oloaest 
operational ocntact (Int0ft8t1on and Dulletm Seotiont of Int019Ucm 
and LS&laoa Draneh) an &11 looatecl Sn tJae tUth td.ng1 t.t.m noar. 

6. The factors -.hiob militate aptl\llt madrJg tbe •otioD &NI 

a. nu. tanalatora prelel' the i-ee and quiet of tba ~. 

b• 'the looatien ii ~t to the .Adad.n18trat1w ottJ.ce ot 
the Language Dnmll. 

? • !be 1.tght1ng in th1a section 1a a4eqm.te .. 

a. D:'•I• 
•• The follodtJa m ..... ma1DtdDett Sn w. ..otlon1 

(1) cur.rant n, !, c.x. and DJ?: senea ot .Tapan1• clipto. 
•tic mela&g8a - ma1nta1md tor 6 manthle 

(2) Dr.Lt11h cablecl tranalatlonl ot Japane• CU.p1.omat1o 

~·--··•P'~. 
(3) Mag!c Dlplaratlc SUmmlr1ea be.ck to 5FebruaJT1945 • 

Jrept pernmnent17. 

(4) Refeftnce tile oonta!nlng mterial.s tor daill' ue br 
th1• Metlon - apt pa~. 

9. 'the tollt111bg apo'l'te are !'Oldered 'b7 the .T•iam• Dlplomatlo 
Traulatt.on seotlont 

a. s.s.~ npon1 • m1111tte4 to the chtet, tuasaaae 
tlnnob. 

b. Per!ocllo etftcleno7 repal't1. 

10. The toJl.ow1ng la a list ot the nterenat matel'Ul uaed hi' tbla .... u.aa. 
a. Ll.t. ot Japam• pa~ 

b. LS.at• ot ciw. .. peraomel. 

c. Railroad st all.ea trca the Intonation ard Lta!aca Branob. 

I' I 

a . 1 I rroP l" 
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a. The organisation ot the apeo1a1 Prob1ema Section la un1qua 
In that each pereon repoz-t. cU.nctq to t.118 MOtion cb1et, :rather tJaan 
the aeatlon be!ng 4ldde4 1nto IU.bl9ct1onl aid unlt•• 'lha Ol'grm2uU--1 
ehart, attRched as InolollD'tl 1, 11d1oate• tbat tbt tunotiou on a staff 
18'lel aft' divided into a catego:li.ea, aid that the cr.n>tanalpta are plaoe4 
on tenu -tbet work toptber, bat whO are ~ napou!bla to the 
Ott!oer ln Charge ot the Sp9cSa1 Problml SecU.Cn. The ad.ftlltap ot thla 
type of -aardlatlon S. that the 01'7Ptanal,.t.a, tanal&tore, and pereonnal 
enpgad 1n the exploitation ot Rua11an tfttfic are not oonaenect w1 th the 
a4mln111tfttlve det.il1 ot thell' n.'b9eoticn or unit, and theretare, tbq 
can devotie thebi ent1n t1ma to their OllD ll!)ec1ftc snbl.•. 

b• Becauae ot t.he b.igb17 olaaslfie4 nature ot Ula wort 1n th1e 
aeotton1 tben are aeveral additional duUea pertoftlell b7 the O:P$dal 
Probl.MI seetlml whiob are no\ pertonad bJ b7 ot the other •ct.tone ot 
the Cenera1 C~yt!e Branoh. 

' 
(1) It J.e the ctut7 of th18 eectlon to t1P9 up the daU,-

b4letln ~ t.he ••8SP• translated,. nther than the 
Bulletln Seotlon ot the Intol9tf.OD em L.iaiaola Dranob. 
Cop1.ea ot the• •••&e• are hmlcarr1ed to the !'eptRT 
Ch!et ot Staff' Millta17 Drtell1gence Sel'Y1oe. 

(2) A file of collatel'&l 1nto:rat1on ia malnta1Dl4 ta thia 
eoctlon, 'lh1ah 1IUU1d ordinl~ be kept 1n the Int--
tlcn Seotion ot IntormtS.cn and Lla11an Br&llOli. 

:3. Theft 1• no Ua1aon ma1ntaSDl4 bet•an tb1a aectt.on aDl Uf' 
other eection ta- md.\ of the S!gnl1 Scou.ritJ' AgaDOJ't exoept tbe Qenenl 
Cryptanalytlo Branob .Ac.hl1.nbtntion otflce. The Speolal .Pro~ S.o\loa 
doea maintain ocntaot with the eact1on a\ the Raval CC1N11Jn2oatiou Anna 
~g9d tn. the etudJ ot Bu~ problml. 

4. Pe£1Cmn91. 
•• The to.\lowlng 1a • lift ot the penormel emp10J94 ln tide 

sections 

Male Otf iceft • 5 
Cl.Slim •.3J... 
Tota1 Pel'lannel • 99 

"'=-· r--
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. 
b. At lealt 1~ expanaion 1n 1er1onnol will be nqu1red In 

W.. aeot!on. l!ovuvor, it :i.fJ believed that an 1ncrea• ot 2¥ ot th8 
perlOIU'..e1 each t'lonth wcu1d prodde for nece1c:.a17 expeneim ml 8'111 
would riot endanger aeeurlty. -

c. l~reon.'"l91 tor this section ueuaJ.l1 a1-e recruited tran -11 
tona, and troa pereena who have a rel:S.gious be.ckgrould. People who an 
grsdurtea e»t laJ"ee un!verelt!es and who l!-a.1ottec.\ 1n econadea eire not. ac
cepted. without .f'urther check on theri loyalty. 

4. In aelectt.ng the pereonml fltoll the C1TilJ.an Tra1n1ng School, 
that a!'O questioned e.a to tJI.•~ 11kellho«l or re•1ning llOft or le11 pew 
manenti_;· on the 3ob. Thia !e done 1n the inteftsts ot secur!t7, and 
cont1nuitJ' ot the work f1aw. 

s. The S!)Gci81 Problems Section 1• located 1n the o!sth vS.ng, eecOll1 
f'loor, Operationa "A"1 sepe.mted fr<m an ac1Jo1n1ng section ~by aonble 
partition. Thi• lccat!on 1e not satletaot017 tor •Sntemnce ot aeC'UJ"lty. 
Because ot the disteuce bdwen thin eectf.on On! the Ad~.r.!stration Ottice 
ot tho C-enoral CrnteMlytic Branch, tho location 1a not comren!ent. It 
le believed that thia aecUon should oocuw the wllole wing, (111 a c10884 
rocn 1."l sO?llo other loaat1on. 

6. The ll31lt!ng 1n the Spec1a1 Probl.eu Seotitm 18 ccxapl.et.ely !n
NlequE\to. 

7. FAt•• 
a. The !'ollold.ng filea are m111talned 1n th11 eect1ont 

(1) Ad!rd.nlatn.tion ao:rreapoatenoe IJl4 reoorde. 

(2) Collateral. 1:d'Ol"!"..at1on tuea .. 

(3) Cryptographic collatenl. file. 

(4) 'l'ecbniaal !mrentol'J'• 

( 5) Traf'tlc. 

b. The• tiles ere all L'!&1n.ta1Dld !D!et!n1tel.1', axcept tor 
the edm1nlatratlon files, which are p1aOl4 tn an ob1o1.ete tile at tb9 
eJd ot the 189r. 

a. 1'he f ollod.ng :reports &re rerdered by th• Speo1al Prob1 .. 
Seotlon1 

a. Monthly man-hour report llUblpltted to the Geneml Cryptanalytic 
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b. Seal~ tecbn!cal. :report submitted to the C.eral 
C~ic Branch. 

c. Occaeioml tecbn1cal aporta on aolutlona mbmitted by 
crwtmmlf8ta, d1str1butad 1nterna1171 and ln a few~••• to the Nav;r. 

~. Syetems reporte submittod to the General C17Ptanal.1'1c 
Branoh. 

e. Ylaeellaneou peraonnel Mporta. 

1 Ino1 
0rg Chart • SPSIB-3<> 
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1. !be ala.tee ot the Jntormatlcm Seotlce ot Wozmtlcm Uld 
Maf.IOD Bl'afteh Sa aa tollona 

•• to Ne81w, leeOll'd eat to d1atr11ntt.e thJ:oughmt ~ 
Seavlt7 AgrtlJl1t oludfti4 40GUll81lt8 aa4 .StdJar •teria19 ot wi. to 
tbe Optratinl 'Wlit9• 

b. to lllpPb- GpN9t1omJ, bac!qpiomd and cl~ lnt0!9-
t:Lon to or,rptanai,.ta and trualatcin. 

c. In ooop1mtloa wltb ti. ao•a Ibo Branch ot tbe Mtllt.817 
1nw11sew Sen!oe to erteot an exchange ot proo••* Wo!mtion wh1oh 
enable• eaoh to haft aallable ..,. wanted. tnroimttoa then elthft coul4 
prodde .i_.. 

a. To pl'Odde an 1n!ex ot lnt01'9tion (exolu11ve ot that n• 
lating to C9N!n eooncme topS.q) appeu!rJc in the S'-pel s..urlt7 Agency 
Bulletin. 

•• To aaquile1 cataloa, d!atnbllte, cu. t• 1NJa1ll!fte4 boot9 
ml other nterenoe •teii.a11 ot wlua to the S!cnal Seourlty Agmq. 

a. The Inton-.Um Seetloa u dl'fidea into tine min anbl80t1cm, 
p1.ua the S1p1 Seaudt7 &ceDIJ' Llbl'ar7, •• lllustratea an th9 arpn5•
ttma1 chut attaehed u Jne1oluN 1. 

J. Thie •otion WOl'b Sn olo• liallOJl WS.tb tbe toUodng uld.tlt 

•• All bnnahea of tlle ~ DlYiaion te tnt .. Uall 
belpftil Sn ~ mt tranelaUon. 

b. 111 o:peating unlt• ot the Signal SeovitT AgeDq u oe
cadcn arile• ta. thea to obtaln ~. ola81d.fte4 doOlllmW • !ntoiw.
tlon cn 8)lfMda1 toploa. 

4. the tollcnd.ng 1a a 118' of the perllOnlld eap1oJ'84 in the Infona• 
Uon Seot!cmt 

rtAJ.e Ott1cea • 2 
TIAC Oft!oen • 0 
'lnlietea Uan - 1 
Enlisted WAC •.J.. 
"111tarT Pencmne1 • 6 

Cl'filt._ :!A. 
Total Pe....,.,. • 71 
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(3) Zmfm\ wa. m n, D, L, .,, CI ....... tJ.1e4 -
eiiillii to tti• top1oe with WhlOh they ctea1, except 
mah masage• ae are t19nai.4 bJ' epeeW•w md'- at 
SJ.gna:. Secm'it.;f Agenq - ,. ~ 

(4) lotnH!:!!"!· All n, D, L. ,, •Id Cl W811g91 nw 
QJ)jibiU-Ci-l~ll' aocOlding to point ot Ol'Jg1n an4 deetlna• 
tiou, Ult 1mder thS.1 by •-P maber w1tld.a the J9&1°• 

b. I\'ocea814 Wonatlan am a!gn1t1can\ 4 ....... , boob aid 
.s.111r rete1'8DCll nat.er!ala are kept pel'Mmntl.J'. 1loDI ot th9 filee ba'8 
baeD labelled ob8o:i..t. beC&1118 of the 111"'1109 tble sectlm IAJzifoma te 
other untt.. 

s. Tho follQldnc %eporte are 1'8Jdere4 by tha !nt0l'm&t1an. Seetlona 

a. 11hot1 Ibo 1a Dipl.cmq ··11C>DtbJ7 ~ diatrlbatecl la 
tho Sinm4 ~eomi.t7 Agency ml outdde. 

b. Specf.al nptMt•• ae ~ .. 

c. Feporta co.mp!1ed fro:2 nater.tals m ti!.o,, nhlch ~!n Sn 
tbe tUe for N,.._ and edclitlcma. 

I 
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1. A• aet forth 1n pangraph 11 ot the OYerall report ot the 
Gene81 CJ7Ptanal7tlo Pl'obla1 thtm1 1e an n1deQt nee4 tor more contJiot 
1n the eetabllahing ot pr1ol'S.tle• oOl1Clll'1'ent •1th an adequate 1'8'tiew ot 
the prcxluct ot tnteroept. A• at.aw. theft are re.U, tvo Pl'O~ to 
be faced whleh an interdepelllleat and an beat IOlwct 'bJ' oould•Jtnc 
them 1n relation to eaob otller. 

2. The tint ot the• probl•• is the eettlng ot prf.or.lt!e1 in 
all field• of the wort ot ti. Geberal Cryptanalytic Problem. The M3G'I' 
itema to be coneid•nd hen are intercept pr!ol'ltie1 tordeeh9cl lntell1· 
gence n .. roh P1'1m'1tie•t ~o1te.tton Jlli,osi.t1ea, and translation 
prlorltS..•• Interoept. ,Pt"lOl'1tiea tazo intelligence, reeeareh ant a
plo1tat1on pl"ioritie• aJ:e depement on two tactore • ~turally1 the in• 
tel.11pnae raquinmlen\•~ ud .. GOl'ldl.)t, the techniccl req~• of 
orypiiamlJd•. Tranalation pr1Ql'1t1e•1 howner, nre dependent .i.at 
ent~ upon 1nte1l.ipnC9 :requ11"aaant1. 

'• ID eatablllhSng pl'1ol"1 tle• tor the• act1T1U.1 then aut be 
eatabliehed • method whel'eby the "llO't'k produced end the enera expencled 
in the proce11 ot ••ting .Pl'lodt7 ltandarda are eona!.atentJ.:r Nii eon• 
etantl.7 1'9'rie1red1 in on.r to determine1 

•• Wbethel' the priority 1• actual~ being f'ol.lalMd. 

b. What the pr1orit7 1• actual.17 accellpl.lllldng 1n U-1 per
eonnel, facilit.tee1 and the relat1Te in~ ot th!a ~ndttun. 

4. There i1 aet forth in the tollow1ng an 0'!1tl1ml of a aecstlon, 
ot a statt, to acccaplleh the1e ob3ectift•• 'l'hl• outline 1e bued upon 
the f'ollowlng cona:ldent!oui 

a. fhat the UUitar,' tntellige1lce Sentce1 while 1n • pod.'1on 
to glve general d1not1ve1 a1 to tnt.lUgence requ.1rement1, canno\ gift 
apot pl'lorlttea requ1l'1ng audden ehanp• 1n lntercept ndasion•, relaUw 
value of two 1pecitio ••saps before thq are tnftllatad, or UT otbaz
t)'p8 ot detail.a dlnction. 

b• Thftt lt 11 neeeeaar.r to baw ••much detailecl direatioa •• 
poaeible1 within the lia1t1 ot et£'ic1ont operat16?1. 

c. 'l'hat the S1pal. seaurit7 Aganq 1s act~ an Intelligence 
evaluation organisation SD that it peri'Ol'llS a contimlotll z>1"009•• ot nalu• 
at1on •ch time a •••P 1• read but not tranell\ted. 

ct. That the 11Uit&17 Intoll!genco Senloe will not. Sm!nacU.atel1' 
be rean.nted to a 490'M llllft1clent to allow it to glw detalled lntelll· 
genae 41:rectS.on to the 81pa1 Seeuri.t7 Agenq. 

• ~' i I 
fOPSECRE]---~--1----~~--~ .. ~-



I 

I 

I 
I 

J 
I 

-1 - -

.... 

e ~· REF ID:A70B.71 --
,,... I i 

.....,..........,.......,........., .... ' 'I 
~~~~~.tOPSECRE]---'--~~ 

1 • 

•• fhat it 1a po111ble, w:Ltb the 1oane1 ot oollatenl lnt--.. 
t.lon auihble• to eatabl.1tlb at lAlu\ 111n.lmm f.nf,ellipnca •tardar41 111Wtb 
mq be applled to prlor:f.U..1. 

t. 'lmt th• 11on aoapl9'1' problem 1n eatabU.Wng pri•ltle• 11 
the balano!ng of technical nqa!!'m&nte plua deterrd.natlm ot what eora• 
etitut•• f.mportaDt 1nte111pnae. 

g. 'l"'nat most of the elements nece1ea17 for pr10Z'l'7 oont.ol 
mat within ti. Agenq and nee4 ~ to be ooc:A'dlnated. 

4.. There are two tanetiona which e.re curreutl.7 being petoi.d ~ 
the TreJJLta Re-rcb. Unit wh1oh would r,,:ra an lntec;re.1 ;iert; ot a pdorltle• 
unit, The• aret Subjeot Matte,. Categol'J' ~tud1'!J11 c>:xl the Rating ot the 
Intell.iaenoe Value ot 118.-pe • 

*• bWIOhP.ef Catetgq §!1!11•1• Theea ara atudie• .-le 
of me1aaeoe bo1ng p11 with a v1eW to d0term!n1n8 the types ot ln• 
tOl'!Ult:lon earr1e4 in each er,p"ograph1o 119tea Nd at tba Sip1 S.81111.'J' 
AP!l0¥• !Illa tunoUon lhoul.4 be a1signed to the I*'lo1'$."81 unit ant 
operate in the follodng .anne•a 

(1) When a new 1ystet1 become• l'Olldable1 a gocx! .ample of 
....... flw all olrmit1 ehoa14 be t:ranalate4 °" llUll• 
•rl..S and at1Jd.ted. Subject natter categoriee ot the 
lntcmation tranemitted 1n the s11tema should than be 
•'&up. 

( 2) No more etudtea ahau14 then be Made until acne ehanp1 
meh aa the int1'eduat1on ot a new Ill-stem oi- the d:la
ctJnt!mJalloe ot an old 17Btem upset• ·i.he or,yptopwphio 
cammmicatione bebnoe of tM ccnmtry conoerne4 • or 
3 m0!$ha later, whiohernr ot these ennt. ooear nrat. 

(3) The• eattgor1e1, eom.M.ne4 with a cryptogte.phio nalua• 
tJ.OD ~ the 8J11'tellt ehcm1d be 11led to determin4l the 
relatin poe1t!on ot the 07atea 1n the echema ot onwnnt ... 
ca~ ot the tOl'dga gore~. 

b• Ji!Mnc of th! ~lli1M9' v-r:t ot 'le1er;p, '1'h1• tunatloa 
ot the Trenda Rea.arch Uni\ eld bf! attac to the :dor!t101 unit, to 
operate • • tollon1 

(1) Read all pibl1ebed riellsfI8•• 

( 2) ltate theH meeaapa accor4tn1 to •1'7 apeecl-on 1oale 
on the ba11• ot intol'Rlatima obta1nablo trca tb9 OUl'Nnt 
lntonats.on apac1all•'• wbo wOld4 alao be attacbe4 to 
tb1ll wd.t. 

(3) 3et up an autmatlo procedure tor a rnt.., on a aoatb1J' 
bads, ot the TBlue ot •-P• 1D eaoh pro4uoing e)'ttaa 
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coapared to the time lac ot ....... ot moat 11lportance 
to detemine !t the:re 11 m17 pla" when ac!ditto.1 
pereonri..el or :pl'Oetl4uN1 .-, be nquired to apeed up 
the proceaPng of a .,..._ w1t.h a high TQ1mae of high 
value •••P•• 

a. The analJ'at• woald read newepaPIJ'I nob •R the In York 
'!'!meet t~..e;y would aleo read the total bulletin, and the State J>epartmnt 
cablea. 

c. !he {'tooeaa ot read~ theee i*• will latep the paolOD!Jel 
well inf ('lrmea on eurrent attalra, 

d. The cme1al point ot their dutie•• how8Y8r; 1ftNld be the 
orS.tical. epminatlon of State neputment cable•. Signal Seourity A:!8DOJ' 
:receive• copi•• ot briefs ot all ceblea go1.'lg t.o or trma tb8 State De• 
partment. F:rm a critical reading of th•• cable1 it 1e poeelble to deter
mine 1n large mea8US'D Rnct 1n good detail the n.bjeot• "ll which the State 
Departmant laolca lntomatS.on. It would then be the dut7 ot thia unit to 
lntom the head• ot production aeetiona that••••" dealing with theee 
aubjeeta ehou1d bit tl'llJllll&ted, the g901aphioal looatlon of polnta when 
message• ot deein4 intelllpnce wmild prollllbl.1' paee, and to gift 1-. 
explanation of thtilr mportanoe. A further nt1nelient of thi• t\mction 
wOllld be the calllng to the attention of the heada "f tbfi pra411otion ••• 
t1ons the tact that. ttae partiaular 1111b~eot •tter f.• ~ tra~ttea 
in a particular QBta or qatema (which 1ntcrma.tion woW.a he aftilable 
traa the sub3eet atter catego17 noO'l'da). Another epplicatiC1n ot th9 
work of this unit would be the noting of eubjefttl wb.\ch lllJ'8 item• of 0011• 
ment aid report• by the :repl'eeentativee ot llJ!Deroua oountd.e• 1D a i-rU.
cular world capital.. A ap'>t abeak of the COUft'hrien 1n whoae readable 
systems the subjeot did not appear, but might reaeona'bl.1' be ezpaoted to 
appear, lliaht 1ea4 to tJie a11U11p\1on ot a crib tor SlmdSate OI' f'tltua 
applioatloa to a a;rata of tha~ coantr,' wh!ah •• un4er •tudJ'• These a:re 
patteZ'Dll of t.be method• in which the Current SituaUon Rooa &ctivit.t•• 
could he bl'O'.ight to bear clirectiv on operat1ou. 

7. Added to the• 1'mctionl! wmald be tlie teobnioal act!Yit1ea or 
the Pl.ann1D(I and PriorlU.a Otfiae of the Gennal Cl"JPtanal.J"tlo Branah; 
perf'ol'tl!ng the aama dutiee ••at presen\• 

a. &leo, a muabel" of the intercept cont:rol gnap would be a lllB!llb9r 
ot thia pl'1orlty staff group. 
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9. It 1• believal that if a. priori.ti.ea unit •re eet up along the 
l1mi1 irr.U.aaW in '118 foregoing, ant! the detail.I of opentlon worba out 
in oomon b7 peraonnel who haft been pertondng the aepaate flmctiona, 
a gnat adft!ltage would result in the control ot the act1T1t1•• concern.4 
with tb-. General Cryptanalytic Problell. 
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