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AS-76 AS-760 22 Apr Studies Involving Multiple Stepping 

• For•arded herewith is a paper listing references to 
multi >le ste;>p1og ii~ reports made bJ WDGAS-760, and a memorandum 
from 1:ryptolo~ic Re1earcn Subsection giving examples of other 
types of mul~iple s1 epping studied b~ them. These two papers do 
not a~cU.rate .. 7 reflEct the amount of thougnt that has been devot~d 
to thls problem, because the feature of multiple stepping has been 
consi1lered i:i many Embodiments that have been discarded later. 

~. Sol.i.tions ~ ubsection has studied the German Cipher hiacb.ine 
SG-41 which involvE s multiple steppinc. Some of these studies are 
now b1,1ng wrltten u1 and will be forwarded wben complete. 
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Enclo•ures: _ 
l· Refer~nces tc multiple stepping. 
2. ~xamp .. es of ~ nltiple Stepping. 
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22 Apr 11 1947 

References to 1'4:ultiple Stepping 

The following paragraph is from a paper entitled "Projected 
Random Tape Cipher Ya.chine (suggested modifications for lltlr. 
Friedman's device). 2 July 1946. 

"A f'urtber modification of this last proposal has been 
suggested, in which the rotor woulQ be in continuous motion, and 
the necessity of stopping and restarting its rotation during 
encipb.erment completely eliminated. The major problems here, of 
course, are the difficulties involved in synchronization and in 
adjusting tne machine to irregularities in the speed of keyboard 
operation, the idea has, however, been discussed with the engineers 
and tne possibility of such a design is being considered·" 

Tbe followirlf& references to research done on .MuLtiple Steppina: 
Cipher devices have appeared in the weekly reports of erojects 
~action of Research Laboratories Division. 

24 October 1946 - Thinking on the MX-507 and 508 has 
been proceedine; alone with the work on toe 519· The main effort 
nas been directed toward evolvitig a tota~ly new cryptographic 
principle, or, alternativeLy, if a rotor maze is used, to cut 
down the number of rotors necessary, and to maintain the necessary 
level of security by addin0 new principles to the rotor maze. 141or 
different principles involving a rotor maze the following are 
being considered: 

l) Multiple stepping of rotors, i.e. instead of a rotor stepp
ing one place or not all, it v1ould step either o, l, 2, or 3 places 
between encipherments. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 

16 January 1947 - 'l'he Cl'cle 01' a multiple stepping device 
with tne rollow1ng motion control bas been examined 

"In a w-wheel device a specified subset of th.a 
wheels move according to the rule of motion, (a); 

• 
a. ·l'he wheel moves one step waen a notch 

appears fo~ toe first time in the effective position of its con
trolling 1111 .. eel, otner'Vllise it remains stationar)'. 

The rest of the wneels move accordin0 to-rule (b). 

b. The w1 .. eel receives at ever1 encipb.erment 
one impulse to in.ova; it receives an additional impulse to move if 
a notch appears for the first time in the effective position of its 
controlling wb.eel. Tbe wt1eel tb.enJK>ves as many steps as it llas 
received impulses, e:xcept tbat it stops wnen it reaches a notched 
position and stores the remaining impulses to move until the ne:xt 
encipherment, at wb.ich time as many of the stored impulses will 
be dischar6ed as possible without skipping a notch·" 
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Regarding t;he above device tne followl110 may be stated: 

(A) If the N1 are chosen so tnat K1'-N1N2 •••Nw 1s a prime, 
tben the c~cle length is L = K"-N1N2 •• •Nw• This is true no matter 
waich subset of wheels are chosen to be ~overned by rule (a). 
(B) If no wneels have consecutive notches only one motion impulse 
need be stored on any one wheel. 

23 Janaur7 1947·- A conference was held with Mr· B2rlow of 
E· & E· Branch concerning principles to be employed in the 507 and 
sos. Be was informed of new principles which might be considered 
such as multiple stepping. Wey~ and means of controlling stepping 
were discussed. Mr• Barlow stated that nis branch preferred tnat 
multiple steppi~ not involve more taan a choice of-· l~ or 2 steps· 
This, unfortunatel~, would weaken the principle so that it will not 
allow the number of rotors to be cut drastically• 

• 
20 .February 1947 - l· A paper uas been \Vritten stating 

and proving several necessary conditions .n1ch ~ust" be satisfied in 
a device navi~ w X-po1nt ftae&ls, with a cycle of IC"' and with each 
setting havinB a unique successor. This t~eory was used to set up 
a multiple ste~ping device wi~h a C)Cle of xw. 

2· Consider~tion was 01ven to tabulatin& for tae proposed 
Cipher ~Us.chine Generator tbe features most essential to the work 
of th.e unit • • 

26 March 1947 - Consideration is being 0iven to a t~pe of 
motio.Q control organization called "planetary". In this type of 
or~anization one or more units of, saJ, two or three waee~s, are 
each• treated as s 1ngle w1_eels in a larger device. bucn uni ts are 
permitted to step tbro~ taeir Clcles onl¥ wnen the1 receive an 
impulse f'rom otb.er e laments in the device • 

For e .xampls, a three-wheel CC:U: unlt of C)Cle length C mie,ht 
step tnroue;h its CJCle only wnen it re-ceived an impulse from one 
or more other waeels which move in any erratic manner (so long as 
t.aey ao not stop detd). These other wueels may have multiple 
stepping if desired; they could be controlled in whole or in p.art 
by the CCM unit, thus giving interlockino motion. The cycle of 
the complete device would not be definitely known but would be 
greater t.aan c. 

I 

3 April 1947 - Investigation has proceeded on two 
further examples of devices v,nose "wheels" are units consistina of 
two or more actual rotors. (Th.is type o:! mot ion control '"as re
ferred to an "planetary" in last week's report.) In oae of the new 
examples one of the 11w.neels '' is a CCllrt unit, v1klich guarantees the 
cycle, even though tae motion of tne wMole device is interlocking 
(a detailed embodiment of tnis 1s beirie. forwarded for com..n.ent). In 
the otner example tc1e whole device maJ be reearded as CCI.I each of 
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(References to multiple Stepping) 

wbose three 11Vlheels 11 is a pair of mutually delay-ed rotors; notches 
c.an be placed on the six rotors so that for 88,, of tae wheel orders 
the cycles will all be greater than 13,000,000· 

A stud) of' C-41 cycles W!Jan the five incongruencea imposed in 
TICOM/I - 72 are not all satisfied LlBS shown t'"at very short cycles 
are possible. By violatirl6 onl~ one of t.1e above conditions 
(equivalent to failure to activate one pin on one wneel) a c3cle 
of 70 was obtained, as compared to a-'ii1n1mum 0T'iris,a20,ooo under 
Ger!D.Bn usage. 

• 
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~•DGAS 76-C 23 Apr::.l 1947 

SUdJECT: Examples of Multiple Stepping 

TO • • CIC, rrojects Section 

1. Ciolic pol3metric. On each motion phase, let all wheels 
move one s ep rebuiariy, plus one step for a newly arrived notch 
on the wheel to the left (the le.st W!leel on the right is con
sidered as being to tne left of the tirst wheel). However, if 
this would involve skipping a notch on C\1i, then C'"i moves only 
one step and stores the additional motion impulse until t~e next 
motion phase, at which time the impulse is discharged. .Arranging 
notches non-consecutively will prevent aavinb to store more than 
one impulse at a time. 

It n1a) be shown that the C)Cle for a device of w K-point 
wheels with t~is rule of motion is KW-N1S2•••Nw1 provided this 
number is a prime. ~oreover, the re~ular step may be omitted fer 
any one or more wheels (but not all), v1!thout affectinb the lefl6th 
of this eye le • 

2. ~edified CCM· tn tbs standard CCM tne middle wheel, C~l> 
steps once on eaon motion pb.ase. 6uppose tliat c~.2 moved as man) 

, steps as ~r-ere were notches in two consecutive positions of Cwl, 
and C\'3 moved as man) steps as tnere were notches int wo consecu
tive positions of cu2. In other words, tnere are two effective 
positions on C\il and Ci.21 and tue sum of tlle nuniberof notcties in 
those positions 6ives the number of steps of' the next wheel. Tb.e 
followine. results have been obtained• 

lf K denotes the size o~ the wheels (26 in the standard CC~) 
and Ni tb.e number of notches on CVll, tne C,)Cle of' ci.vl and C1~2 is 

x2 • The Cl-Cle of Cwil-2-3-in general involves the pattern of 
(K,2N1) 
notches on Cw2, not just the number of notches, and when (K,2N1) 
= 3 it is believed possible to choose patterns so th~t the c~cle 
is K3 • wben (K,2N1) • l or 2 the cycle is K2 or K2 respectively, 
~ T 

regardless of the nWlber or arranaem.ent of notches on C\12• Thus 
for 26-point wheels tnis type of motion would not be good, since 
(26,2N1) = 2 for all values of' N1 except 13· 

3. Piiamidal motion. A device of w X-point waeels, with 
multiple seppln6 permitted on all but one wheel, can be inade to 
have a c~cle of Kw by buildif16 up the c)cle so that the first 1 
wheels have a C)cle of Ki. One way to do this is as follows. 
Let Cnl step once on eac~ motion phase. Then at each settin.; Cn"l 
eithe~ has a notca (+)or no-notcn (-). at each of these two 

I 
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(Examples of multiple Stepping) 

kinds of notch situation CW2 is caused to move a certain number 
of steps, O, l, 2, etc., in such a way taat after a revolution 
of CVU t.ae number of steps of C'li2 is prime to K· If C\•l has N1 
notches, with C~2 moving x steps for a CWl notch and ~ steps for 
a C~2 no-notch, then for each C"l revolution, CW2 moves ~ = 
xN1+1CK-N1) steps• b'or example, if x = l and y = o, as in ordin
ary polymetri2 inot ion, ~ = Ni and the c3cle of m.i and C\i2 is 
K2 if Ni is p~ime to K. 1f x = 2 and y = l, we get J1s • 2N1+K-N1 
= K+N1 ! N1 (mod K), and the c~cle is the same as for x = 1, 3 = o. 
During a cycle of CWl-2, tnere are four possible note~ situptions on 
tae two wneels, namely ++, +-, -+, -- • At each of tnese Cu3 is 
caused to move o, l, 2, etc., steps. •Since the Cl cle of C~ll-2 is 
K2, everJ possible settin6 of C~l and c•Z occurs exactly once, so 
that tae numoer of notch situations of each tJpe is calculab!e. 
The assignment of 0 1 l, 2, etc., is made toe ach notcn situation 
so that the resulting 11 ofi'set 11 of C\i3, after a c;.-.,1-2 cycle, may 
be made prime to K, thus obtainin~ a C)Cle of K3. ay continuiDg in 
a sim.ilar manner, the C)Cle of an) number of wneels, say w, ms:y be 
made Kw • . 

4. C-41· Let Ni denote the number of act:!.ve pins on Wi.. 
Ta.en vie have 

Size of Number of 
'bheel Active Pins .. 

h1. 25 N1 
~i2 25 N2 
\Y3 23 N3 
W4 2S N4 
W5 24 Ns 
W6 24 Ne 

If N1 1 N1 1 N3, N4, N5 are known, then ~or ani settin0 it is deter
mined bow much each woeel shall step at tbe next motion paase. 
Thus t.ae settings produced b~ successive motion phases can be 
written down until tae first settinc; recurs, completing ~nat we 
call a motion period. ~1nce there are one or two motion phases 
between successive encipherments, tbe c{cle (of enciphering 
positions) will be at least half of, bu not greater tnan, the 
motion period. The exact Cjcle will depenQ on the pin pattern or 

• 

~6. . 

Tae following conditions on Ni are necessarJ and sufficient 
to obtain the maximum motion period: ~52.232.242 = 190,440,0QO. 

N1 not divisible by 5 • 

N2 not 21. 

-2-
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• N3 not O or 23. 

N4 not leavinc a remainder of l wnen divided bJ 2 or 3. 

N5 not divisible b) 2 or 3. 

_ The cscle in tnis case is at least 95,220,000. 

L 

liy using N1 • 10 but obe)ing the remaining four conditions, 
a period of' 125, 1111th an associated c;tcle of 70, was obtained. 

s. Polymetric cascade. In a five-wheel device let CWl move 
one step on eacn motion p~ase, CW2 move one step as a notch departs 
the effective pos!tion of C~ll, and c·.,3 move as many steps as there 
are departing notches on Cul arid C\'.a.. 3y proper choice of the 
notch numbers on CJ 1 and C\12, the Cl"Cle may be made K3. The re
maining two wheels can be E>iven multiple ateppi~ by rules which 
prevent lobsters and prevent the steppino of a single wheel. 

* * * * * * 
In addition to the specific rules of motion discussed above, 

there are two general statements as to now multiple stepping may 
be accomplished without interferine, with the computation of ClCle 
lene,tbs. 

l· An) device with a guaranteed c)cle can have multiple 
steppif16 introduced on an~ or all wueels that are not involved in 
the cycle guarantee. 

2. In any device in v1hicn .a.1alf the minimum cycle is 
deemed ader._uate for securit)', multiple stepping can be achieved, 
in effect, b1 having two motion p1l8.ses between successive encip
herments. (This would not alter a C)cle of odd length out would 
aalve one 01 even leneth.) Or tnere could sometimes be one motion 
phase and sometimes two between encipherments, depending on the 
notch situation on one or more wheels. 

In practically all the new rules of motion which are current
ly being devi~ed the possibility of adjustments to permit multiple 
stepping is considered. 

-.:>-
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