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1 or· -;:;;:i;HE1· Of:· 

UPOR'.t Bf !Bl USCIJ COORDIIATOR TO 
!BE UllfBD STATES COllkmtIC.ATtOIS BOAlU> 

)llABtJRES 1'0R l!O'REASlID UCUil'?Y C:JI OOltlUIICATIO'I llDLLIGERC:S 

!BB !ROIID 
111 r 1' 1 r 1 • 

1. Wbat add1 t:tooal measure• ahoul4 be talDea ta protect (l) pro1tmt 

COMII! •ow-0•1 and (I) •v.oh naw aouroe• u •'t' be apeoted •otm to yl•ld 

•11:&1 iutor•:tianf 

f 40!8 mu.ttI'IG UPOW T.ilE PROBlBK Al'fD DISOUS8IOll 

& • Al aei tarl.h in Patacr&pha 1·11 a the boloaur• .. 

COltCUiSIOlS 

I.. It 11 conolwled that 1 

a. A reT1n ot the ont1re problea ot tbe ••ourit¥ ot preaent 

COlitlHt 1ourcoa 1a warrmted in tho light ot tbtt pro•ent aitua.tion wherein 

th.ra appear• to 'be a gradual l•aaenln& at ••ourity i• the taot of a mo:ro 

pre11i~ neod thentor. 

b.. The p~aibillt)" ot •OlDe apprcaoh, in the not clbtu.t futun,. 

to a atate ot n&dability of oo:rtain high-level or,yptoayate• •G• it 

lapltn.tiw that then be n.o delay bs. the "-oxam!.n•tioa et proseat COMIK:r 

ffOUl"'lt'J .. nntl &ad the tonnal&tion. and applioatiOD Of De1f Ol" &dd:l:t1om.l 

•••ur•• wbi&lt. .-, p-ttftDt a .111pat1 t1na ot tho l•••• a\lff'ered ill tbo 

l'9c•nt pa.at. 

o. Ill oomieot1on with all bich-l•v•l COllift probl•9 it i• 

poa•1ble and !:t way bo ad'ri•able to iutttuto 1eoul"ity aafeguarda •uo'h 

u •.re in foroo in oClllmOotion 1'i th oerta.1n h1gh-1-'V'8l COMIIT pJ"oblem 1a 

World War II • 
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-4. It 1• r.o_.ndod. th.a.ti 

a. 'OSCIB direot. tt. 'OSCII leourity CO!mdtt.e to man tblt 

rn1ew nter"d to in Par. :5!, ud to aulsd.t noam:raenda.t1".1U l.l"11S.ng tram 

.. •tuq 1*1ed upon oozaidera.tion of Para. Sb and ZO ot the toregaln: - -
'b. !ha TJSCIB 8ocur1ty cQllr.\ittee be direoted to 1ub1d:b its 

nport to VSOII not later than 15 beceabor 1960. 

T~? SECRET • ACORN 
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EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

FA.CTI WRIKC UPOJr S J'!tODL.ti.:M AlU> DISCl!SSI01 

le llnoe the cm4 ot 'fgrld. War II tlwre ba1 been & 001\tittual 

bl.provoment in the typoa ot oryptoa71toma ~lcyed 'b)" roroign gowrz=ont• 

u4 a ate&d;y t1&hteni11& ot oOllllB'UJlloe.~1• ••our1ty praotlo••- ll&k,l:r>: tho 

produotion of COlill' a problea of oo:mstaatl;y inol'"Oasinc dittioultl.01. 

Thi• b true ••poo1•117 •• riegardl COll!ft deallug._I _____ ....,....... 

I. In the faoo ot tho 1noreae!n.: d1ttioult1.e1 tn tt1 produotloo.,. 

tm demand tor oman bu boo?• •nn greater Md ti. need tor ~···.pro

wotioa of all COMil'f •ourCJGI 1norea1111gly imperatiVll •• Wot onl7 1• tbia 

true a1 rega.rd.1 all o\U'ren.t coimr.r aourcea, but wo muat antioi~t. •wn 

area.tel" ll8od.9 for- the protaot1on of new •~urooa. Por. UU\pl.e. when a1 

a reault or oonoentrated. •trort A1'SA suooeed.ed in aol.rtn: aorta~ .... ___ .... 

!tho rru1ta thoroot war• 1oon. dol'de4 ut beoause ot the .with• 

drua~._ _________________ ___,faoon. atter 1uece1a ia 

their 1olutioa ll&B &ttain.od. ed. w haft !llJW' been virtually out ot touoh. 

I. •• The buio ••••ntials ror et.teotiw •eaurity oent:rol o~ 

COMift haft tinall)i' bean e•tablbh•d after yeAn ot •.ttort and the 

1eourl't7 •itwt.tiq hu been 0""'118ld•rabl7 i•prowd. 

•• 

'It. !btnt 1• a genel"&l appr•oiation. ot the T&lue of COllift' and 

1:1- DBed tor proteot1ne 1t1 1owc•a1 and • nr.w aft tho tollawi»c 

meobani.•a tor bitter proteot1•• 
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(1) l. federal probtctiTG ln (Public law lo. &l~) 

(I) Improved inveat1gat1 ve ma.ald.ne17 

(I) An interdtpartm.Gnt&l f.uthorlt)t' (USC!B) 

{•) .l •1n.;le u.s, produoor ot ~h ... lo"t'el 00.Mili""'l' (AFSA) 

(i) Coi:;mon ••our1ty studal'da 

(5) 8eour1tJ agreo•nt. with wr torelp oollaboraton 

&. a• The 11Ut played by tfSCtB S.n tho t'oregoi!lg iaprew111t1nta 1n 

~ •eour1ty ue notable. USClB D1"'oti'ff •o. l. approvod. on lG lmre:raber-

1948, 8l1d l"O'Viacu:l aa ot 13 Ootobor 1950,. provide•• 

""• ... The !oard will pel"fom aucsh !"umtiomJ u rAy b9 

:require¢ to a.oooD1pl1ah ita objoot!w, but it 'llill plac• 

partioulllr emrhad• upon the :rollori.zlgt 

• • • 
(o) Prcaor1b1nc buio 1eourity atalldArd• and di• ... 

leJl\11U\tion pol1eiea to proteot &11 Camm.unlo&ticrna 

X:ntollif]Snce aotivitiea and •ourcoa.• 

b. The •co rot'ere:n.oe (Par. 11) aatablio:i,.,s, q~ other 

rianding aomaittue•, • Commit.too CQi Seourlty w1th tbt :tollOtdr!:: re1pOJ11i• 

ldliti••• 

11 (b) Seourl,~. Formulation or 1atordoparbactntal 

1oourit,y t.nd d!•eoaina.ti o:a poltoi••• a.n4 oo

orcli:natioa ot other aecur:lt;y ma.tt•:r• under oopiaanoe 

et tJSCIB. 11 

• 1-.. -... ---~..,;..;:~-: .-• .,,. • ·-•• _,..;--,---.,,-....... ~-..,..·.---. -.,_~,..:---:---, -s:-.---.•t-'l.-4"'2!_...,-.. -, -.. ,-. -.-~G-J---;;-t--~-.-· --··-,--,-,~-.. ,-\ .. ~ 
- r .,J, - -.,. • V' )' • ,. ~ "4 1t • ::-·~~ • • •" • .~ "'•}' ..... • "" I' .., L 'Ii ... • - • 11 • ,1,.,: • • .~_ '1 
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•• USGIB D1r•ot1ve Mo. '· &pprowd on 14 J&llWU"".{ 1949_. aid 

..-vbed U ot 25 Octo'be:r 1950,. eat..bliat.1 "InlstruQ'tio.u tar tbs 

C•pa.rl.ment&tic ot CONIIT intonation"• inaludi:a,; oertain 9Preaaut1~ 

ia di•••mi'na~iQl\ an4 utilization ot reault••" 

e.. A.a .. aozmeq,m:noe ot tho to?"e,ciltg. tbort ha• been btatitutod. 

wtthln D3A it1olt a. falrq i-igid 17.tea or ooapartaentation of problem1, 

'" h&tve whioh •ilitatee a.ia1nat teohnioal ettioi•noy in COKI'Rf produo

tion but whioh i• oom1u:red ••••ntial tor e•curity. 

t., a. Jieftrthele11, t.he VSCID Coordinator 11 kaoai~ 1noret.1i11gl:y 

oom>ornod cmtr 'Wha.t a.ppeara to bo a gradual l•H•niJJt: ot the aoaurity" of 

COJmi? iJl tho taoa ot a aoro preeling need thenf'or. Althouih laportant 

Qd ba.1io atep1 baw been taken. •ime tbe •r to eatablilh aecurity en a 

tiraar tO\Dld&tioa. other dev.lopraant• b&"f8 oooun-e4 which ha.TO• to a 

J.ari• ext.at, nulliti•d the •!toot• ot our ad:ftnc••• 

b. Deap1te tbe aeohud.1111 u.4 taotora tor 'batter oontrol, it 

1• not 'bell•wd that the aoourity •ituatlon las been iaproved to a dogr.e 

Yhioh •rran.ta 'brulhiJJ& a.id.o ot all to•r that ourre:n.t and future auoco•• 

on. hich-lewl probl.emt •:r ba :rmllified by leabt;e ot 1nt'oraiation to tba 

Gowrmont1 whoe• oOID.lWUoat1ou aro 11Cll' ba1Jii: or •oon w111 be eucoe11-

tully attaokecl. Ia taot,, ti. bad• tor oor.it1ni.m4 &pprehomlon• cm thi• 

aoor• n•iu 'the 1eme or tn11n 1tr0X1g•I" than be tore• btoa.uae of oel"tain 

.,, taoton 1• the OOJIIft ••oiu-1ty picture. Amon: t'hea aro tho 

tollowing1 

(1) Th.er. ha• boen e. 1teac17 &nd tub1tutia.l inoreaae ot 

"both worker• and oou'Ull9n. Tho l111t or 1nd.ooti.-tu.ted consumer• &lOM 

In addition, 
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TJP ~CCRET AC6R~ 
tmre haTO been 1m\ID9rable 1nd1viduall 'brou:;ht into the tr1iic• ot 

bowl•~• tor acbnb1b1.rati•,, b\l4'•taey, or othtr reuone. 

(I) a.rta.in d1a1ea1D!•tlon ae.tecuard.8 haft cnd'.lally been 

relued. ...te:rial 1• aow 41atributed and •1ateJ.iiod. in a uuaber of a.rea• 

ln. 1f'a1h1~tcm. ov.taide tho P"odUOiD! ageno1e•1 where it wa1 ...,.r permitted 

betore. Ko~ner. diat:rlbution ha• bean authorised to •ddit1cmt.1 eger.otea. 

leatrlot1')J:W oa th:> d11tri'butian ot uterial to. ud maintcnw1c• ina 

eooupiod are•• baiN al•o been oa1ed. 

(I} 1'ho dm1D1•tra.t1w,, ooJltl-ol• and 'budptN".f machinery 

ad prooedw-e• aro auoh that lar,;• a\lll'bor• ot iltdi'ri.dual• au1t 'be 

a.ppr11etd ot numoroU* dei..il• ot CVl'll'l aot1'1'1. ti••. {Tba large a'Ullber ot 

aceno1••· ot1'1ces, beard•· and oOIJllittoos ooncemod with the opon.tian 

and adm1n1atrat1on ot COlfll7 aot1Tit1•• :a.eoeaaitat.1 1!1DWll&rable report•• 

.ju.tifioa.tiona, oto •• whloh aro wry hal&rdoua to ••ourity. tho arrano:»• 

•nta gowrn1:!l.& tba opon.t1 ..... n ot CU. aro aoh ao:re oonduoive to ••oreoy.) 

(.fr) tho di11eminati0Jl ot re1ult1 ia tar too volw.dnoua to:z-

1a:tetJ'. {OY•r i.000.000 oopi•• ot 00.Mift tn.na1*.tiono 1 ropre1e:atin_; 1omo 

1e. ooo ind! rl4ual ileo17Pte4 meH•'9•, were 4111eaina.te4 1n September,, 

1960. Tho handlin; or the German problem proved that COMI'.ltt oan be 

etteotiftly \Wed ewn with tho moat draatio roatrioticne on dbaend.m.ti.on.~ 

(5) th•rtl 11 n.o oYOr-e.11 authoi·ity to iuure obaer"VS.JJ9 o£ 

CCJl!ft •eourity ragulatlou within. o.ft1cea ot COlllft oomiUWJr ageiio1oa 

axad 4>rian11at1ana. Poa•1bq too auoh illdi'fidal authority qd diaoration 

are left to i:ndi'ri.d.ual eou'UllOI" ud produoor apxiol•• to insure urd..tru:m 

app11oaticn ot adequa.te 1wourity •aaure1. (the aeourity oo.ntrol ot 

1.tOllio enera tnrorma.tlcm 11 moro 0011trrt.l11ed a¥i4 r1&14. In1peoti0h .• -.: 
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authoriqr auoh aa t.ha1.. which w.• wai.ed 12! a:nd •uroised by the Ceypto

ara.phl-o Seourity Boa:rd llicht nll be veated bl Uld •nro!1e4 b)' 'OSOII.) 

'7. It 1• obYioue that. lW.l•r the fcre,obg oondi tiona tho lan ot 

pro'br.bilit;y are bound to o~i·t.te to prad.u.oe iJl&d.nrtent l•alcace of 

intOTUtion, •T•n thou:;h the quo•tiOl\ ot loyal~J mq not enter into tha 

plotui·• at all. fho obi.no•• tor tta leaka::• inorcuea 1n diroot pro.rortion 

to the =-ber ot perausus who a.re taken into tl• picture 1 the oliano•• tor 

l.c;11e ot dcoumonta i:noi-ea.101 in di.root ;propo1·t1on to the number 0£ \loo\lmGnt• 

di1aezatnatod, &nd. 1u tho COYil't field tho losa ot a single 4oam:30nt6 

•caatbS£uJ n,udleH ~ it• apeaitio oontenta, !!Z. haw diautroua oCMe• 

wiencoa. I.t tho doouaent should tall into the wro:tJ6 h!.nda it ao15t 

oertainl7 will bo follormd by suoh eo:aae~uoa.o•• upon. our CO!tlll'l' aotivitiea. -
a. Du.r~ World War II oerta.in •pec1&1 eaoin"lty aa.te,ua~ W4l"9 

eata.bl1•bocl ill particular ••;:aant. ot Ue Ooran COMllf problea. Aotua1 

experi•nca With th1J•e aa.teprda aapl.7 d.orao2111tra.ted their teiaad.bil1 ty and 

the pra~t1cabil1ty ot open.ting aucc•H:tully with an extremely l1m.1ted 

nuniber ot operational par•oD.'Ml 1"ho had a retal "neod ... to ... }mort and with 

the abaulute •i:niJDUr:l ot d.1aaem1•1.1on,. ~h&t uporicl:lee proved tbt 

pcs•1b111ty ot M1nta1JS1»i: the utmo•t aeourity under dittioult c.d.roWll-
1 

attm.oe1 and c;c111titutea & oontl"llLdiation ()t tho treqtlen.tly-hea.rd. oontent1on 

tl•t operat.1(1J).lll c!f•otiwnoaa 3~ CVMm 1• inevitably cteteated by too 

•triot lillita.tioA el dla••~tien to oonaum.ora. 

t. It- 1• po1ai'ble to •a.t'•,u.rd OOllIIT by ••Pl1>1in& • pocie.1 dil• 

gu1ao1 •hioh 11111 not ban-:iioap 1ta uaotulno•• and 'Which at. the • .., ti• 

will •&r'IO to hido tb:t eaot •OUl"oe tree whiah it ocmea. 

ACORN 
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10. Tbs l.&tter poea1b1l1-t71 toa;ether wi~h more ri;id l1mita.t1ona 

• di•••miD&ticm. ~be neaeaear;y to 1uure ua ap.1Nit th& dr.1~ up of 

ti. aouroe• ot tht. VS.tal Ultormatian. 

U. a. In oozurideriDg wha.t addi tiooal etepa ahould lie talmn a• 

•o• a1 po.,! 'ble 1 t ia OCID'ft:oi.ent to di v1c1.e tl-'.e whole problem ot OOllIIT 

••ourity into tour pl"in3ipal aegmonta 1 

(1) leourity prooaut10DI applicable to all 1tepa in 

tht produotico ot the 1r1ror-.t1~, 

(t) 1ora.t !>f tho !'1ml pz-od.uot (wblJtlwr or not the 

awra• ot 1..h4' iiatormat1on, when it leana tm produot1on 

lg•1Ul)', ii obviOUI). 

(I) Coatrol ot produotion ot aopi•• 11114 their dia• 

Hllimtic to oouu11tn:·•· 

(.') 8ecur1tr FOoautiou applicable to thl ept>r&tiom.1 

ue or COW:ft. 

'b. lrndor itJ charter 'USCIB preacribee baaic •oo\U"1'ty •tandarie 

&X2d cU.11em1DAtion polloie• and thoretoro 1t ba.e oo;nlaanco ot all tour 

of tbo e.bova-men.tiora.ed ••&1Q1Jnt1. • ,... 
~~ ... \j 

11. •• Tho t18CIB Co":.'f'din&tor ha• Ajuri•diotiOD ovor only the ts.rat 

••pont (Par. lla(l}) ud hr11 lutitute4 within AFSA •• r1g14 ••our1ty 

oon.trol• in the produotian ot COMil'T Wonnation aa praotioa.blo \Dl.der 

tm meohanioa ot pr"oee.H1ng. Cc:iapartaon.t&ticn ha• 'beon espeob,lly rigid 

bi re1pect to the prooesain,r: of tba prinoipa1 higb-le-..l Ol"1ptoayate119 

and it ia dwbttul whttbor further 1tep1 oan b9 tabn 1». that d1reot1<>n 

.... 
' ·-·-: 

.. • , 

a w _s; •I; z. a: ttv• 
. . . ,.. .. .. ·... .. ..,. ... . ·- .. 
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toward. inonued ••GUl"S:t7. JlollDwr,. 'O'BCIB ..,- fi•h to look into th!• 

queatiers and inqu!r;y 11 welcOMd by ttIR.lF3A. 

•• The USCIB Coordinator ha• 'llO juri•diotiou. bonwr, .,.,.r 

the nth.er thre• ••gmont1 ot tlw problem an4 belie'fta that it i• to thoae 

area1, •1p90iall7 (I) ad (a), that U8Cl'B ab.ould now direot it• 

attention. 

o. Tm vSCIB loourttJ- ~ocm1tteo c~ld be d1reote4 to atudy 

those ••z.:menta er UtC problea ll'ld. 1ubmit rocorimondationa u regard.a tha 

creator ••ourit:y pr-otDotion. ot •urront ... nll ... &ntioS.I'loted. ... •ourao• 

ot COMIIT. 

TOP SECRET ACURi~ 
' 
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RFPOR'l' ET THE USCIB COORDINATOR TO 
THE UlUTED STA~S COUllUNICATIONS BOARD 

on 

· ll'.;ASURES FOR lNCfWASID SF.CURIT! ::>F COJ~TJNICAT!OfJ Il1Tf.LI.IGBNCE 

THE ffiOBU'Y. 

l. . What additional measures should be taken to protect present and 

future CO~llm sources? 

FACTS Bli'ARING .UPON THF. PROBLEM AHO DISCUSSION 

2. As set forth in Paragraphs l-12 in the Encloeure. 

CONCLUSI~rs 

3. It ie concluded that: 

a. A review ot the entire problem of the security or present 

C011Th~ sources is warranted in the light ot the present situation wherein 

there appears to be a gradual lessening o~ security in the face of a. more 

pressing need therefor. 

b. It ir:1 imperative that there be no delq in re-examining 

preeent COVIl!'r security :iea.euree and in investigating the possibility and 

desirability or £orrnulatin~ and applyir,g new or· addi tiona.l neasuree which 

may pravent a repetition of the lo8sea suffered in the recent past. 

c. Ir. connection with all high-level C01'1NT problems, it i~ 

possible and it may be advisable to inetitute security safeguards 1uch as 

wre in torce in oonnoction with certain high-level C~INT problem1 in 

i,~ _.)\ i -_ 
'- - ' - ' - .... : . ( l ·~ 
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4. It is reconcended that: 

a. OSCIB direct the USG!B Security Committee to make the 

review referred to in Po.r. 3! and to su.~t reeommend~tione ~ising from 

a etudy based upon coneideration of .Para • .3~ and 3!:_ of _the foregoing 

conelusione. 

b. 'Ihe USCIB Security Comr:dttee be directed to eubmit !ts 

report to USCIB not later than 15 January 1951. 

;·j ', ' \. 
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EM CLOSURE 

FACTS BFARII'iJ UPON THF PROB!EM AND DISCUtiSION 

1. Since the end of World ~ar II there hae been a contin~al improve

ment in_ .the typets of cryptoaystems employed_ by -foreign govcrM.ents and a . 

ete~ tightenir.g of communication security praetices , .. making the . prod~c-_ 

tion of CO!UNT a problem. ot constant~ increasing difficulty. 

2 •. In the face of the increaning· difticl.lltiea.in its produetion, 

the de~d for COJ!IN'l' has become even greater· and "the need tor the pro

tection ot all COLUNT ·eources increasirigly- imperative.· t~ot on.1.y' is this 
Q 

true .a.a regards all current CO!iltf:l' sources, but .we must ·anticipate e•en 

great.el" heed for the protcctiou of new sources • 

.3. a. The basic ee.aent~ale for effective security control of 

COlID!'i' have fina.l.fy been eota.blished after yea.J's or effort arrl the 

security situation has been considerably iniproved.. · 

b. 'lbere ia a general appreciation of the·valuQ of C01f.INT and 

the need .tor protecting ita sources; and we_ now havo the fol1owing 

mechanimna tor better ;proteetionf · 

(l) A federal protective law (Public.law No. 513). 

(2) Improved investigative machinery. .· 
(3) An interdepartmental -~u~hority (USCIB). 

(4) A singl~ u~s. producer of high..:.level. C.OMINT (A.FSA). 

(5)-co.r:im9n eecuritr standards. 

(6) Security agreementi:, with our for~gh_collabO~ators. 

4. a., The part played by,USCIB in.the foregoing improvemente in 

security-is notable. USCIB Directive No. 1, approved_ on 16 November 

194S, and revieod as of 13 October 1950, providesi 

,--..,, .... - J 'l\ r~-:::\ r.:-J ~~ 

'~:.·!.!·JI'.~>~;~:;. 
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••• The Board will per.form such i\trictions ae 

tnay be required to accomplish its objective, but it will 

place particular emphasis upon the following: · 
. ' 

aa * * 
(c) Prescribing basic security standards and di~ 

aemination policies to protect all-Communications 

Intellige11ce acti vi ti ea and sources. It 

b. 'lhe sa.nie reference (Par. 12) establishes, among other standing ·. 

ccr.unitteea., a Committee on Security with the following responsibilities: 

· n(b) ,Security. Forraulation .of interdepartmental 

security end dissemination ,olicies, and coordina-

-ti on of other soouri ty matters under· cognizanee of. 

uscm~.11 

c. USCIB Directive ?Io. 4, approve~ on l4. January .1949, and 

rerlsed as of 25 October 1950, establishes "Instructions· for t.he 
. . 

. · Canpartmentation of· CO!:!INT in.formation", including certain "Precautions 

. in dissemination and -utilization of results."'' 

5. As a coneeqtience of the toregoi~,.there has been instituted 

within AFSA itself a. system of compartmentation or probleme, a feature 

which miU tates again.st technical efficiency in COUDlT production but · 

'which is considered essential tor security. 

6. a. tievertheles~,., ·the USCIB Coordinato~_- is becoming. increasingly 

concerned over wtuit appears to be a gradual les_sening of "the. security of 

CO!!lNT. - Although -imp0rtant and basic. eteps have been taken since the 

war·to establish security on a firmer foundation, other developments 

have occurred which ha'Ve, to a. ·large ext.ent~ nullified the effects of 

-n1' -au, 0 rC'\ "1 • j' 'J_J/ ;q1·1'1<1 \_. 
'I . j 11 'i /} 1 } .J l I I I : I 
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b. Despite the mecha.nieme and factors for better control, it 

io riot believed that the aecurity situation has been improved to a.degree 

which warrants bru5hing aside a.11 rear that current and future euccess 

on high-level problems roJJ.Y be nullified by leakage of ir,formation to the . 

GoV'ernments whose cor:iz:1unications are now being or may be suceeestully 

attacked.. In .f.'aQt, the basis for continued apprehensions on this score 

remains.the same or oven strone;cr than before; be~use of ,certain new 

factors in the COb'!NT s~eurity picture. ~J!i.ong them are the tollo,wing: 

(1) Thare hae be~n a steady and substantial increase of 
. - . -

both workers and consumers. The list of indoctrinated consumers alone 

has risen from,594 in February_i947 to·l,332 -in June 1950. In addition, 

there have been innumerable individuals brought in~o the_ fringe of. 
. . 

lmowledge for administrative, _budgetary, or othe·r reasons. 

(2) Certain dissemination ea.ft!guards have gradually been 

· relued. · t!aterial is now distributed a~ maintained in a number .ot areas 

in 'J.llahington outside th,e producing agencies, whe:re it was never permitted 

before, [..~o::'eover, distribution has been authorized to addition.el. ·agencies, 

AEO, ECA1 NSR.E, RDB, end probably others. Restric~iona on t.he distribu

tion of ~i;.erial to, and maintenance· in, Qecupied areas have also been 

eased. 

(j) The acm;Lnistra~ive, control~ and budgetary oachinery 

and procedures are such that large numbers of individuals must be apprised 

of numerous details of C01UNT activities. (The larga number of' ageneies, 

offices, boardei, e.nd ·coJ!lcl ttees concerned r1i th tlie operation a.nd a.dmin-
. . . . 

. . . 
istration of COfJilJT activities neeessittl.tes innumerable reports, justifi-

cations, etc., .which are very hazardous to security. The arrangements 

g~ernins t~e, ~pe~atr~rt -0!': P~'1e~ much}~1f~ ~~~~~~iVk to sec'rec:v. > 
11 / , . . .• • u 1 ·· .-:i . 1 1 , , r ! I , . I 
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(4) The dissemination of results is tar too volummous £or 
. . 

aat~ty. (About 750,000 copie:;i :ot CO!m'.J':r tr~sla,tions .. representing some 

16,_ooo individual decrypted messages, were dietriblited in September, 

19.50 to consumer agencies.) 'Ihe handling ot ·the Oerzn.e.n problem in '-'orld 

t'Iar II proved that COt1IliT can be. effectively used even with the most 

drastic restriction8 on diseemina.tion. 

(5) 'l'here is no over-all authority to insure oboervan~e of 

COMINT sec:urity regulations· within oi'ficea of CO~NT cons~J;" agencies 

and organizations. Possibly too much individual authority and diacr•tion · 

are left to individual consumer and producer agencies to insure wrl.form 

application of adequo.te security- measures, ('lhe security control ot 

atomic energy information is more centralized and rigid.) Poseibq a 

p~iodio review by U~CIB ot security practices actuallt employed by 
' . . 

activities under the Board's cognizance might be advisable. 

(6) Not onl.1 has there been a Signiti~~t increase in the 

· number of personnel lfho have been brought into the COMIMT picture since 

the end ot hostilities in 1945 but also there has been_ an increase in the 

rate or replacement or turnQY'er. In time of war thie turnover rate 1!187 . 

be expected to beconw greater because of reaseigmnent or personnel to 

overseas uni.ts, 

(7) Since the end of hostilities 1n 1945 end the recent 

advent of new hostilities, the presence ot indoo~rinated pereo~.nel in 

combat areae ha.$ increased the. danger or compromise or CO!!INT intormation 

through capture of euch personnel. 

(-., ,~·\./ .. ~~\--
J , I l, ''' 
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(8) The probability or ircl.nent ml!tacy and political 

collaboration with allied nations other than the British (!t!liTO) lrl.ll pose 

additional and even. core dift'ioult problems in the .maintenance ot CO!ID!T 

eecurity, especially if that coll.aborntlon ohoi..tl,d 1ncludo dieoet"..inntion 

arrJ usage o! CO:tF.DlT material. 

7. It is obvious that under the foregoing conditions the laws ot 

probability are bown to operate against the continued security or 
COlf!NT. In tJl• t'iret place, t~•e cha.noes for inadvertent leakage ot 

iritormation, even though the question or loyalty mB:;f not enter into the 

picture at all, increase as t~• area of dieeeClination of CO!.!INT increaees, 

llince the chances for the leakage increa!eti 1n direct proportion to the 

munber ot Pf'l"llOM Who are taken into the picture and the chancea for 

inadvertent lose of documenta increaee1 in direct proportion to the 

number ot documents dissendna~. In the COJ.~INT .field, the loss ot a 

einBie document, sometimes regardlese or ite specific contents, may have 

- 1 r' • \ . ) • '1 

.! : ' 

• < -1 ,,j. 'i 
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,-- ' ( r '~ '\ 'I 
' ( I \ '~ ' \ I , , 

• 'J 



REF ID:A55710 

I I \ ... ~ 

u ·\:_·/ '\.] - ~~\. :1 ~-·; '.J t.. ;~ 1 l 

disastrous ·consequences j if the document should fall into the wrong 

hands it most certainly will be followed by such consequences upon our 

COMIET activities. Secoruily, the opportunities for acquiring documents 

by covert operations of s~cret agents increase as the number of targets, . . . . 

or offices, to which COMD~T · is distributed~ increases. · · 

S.. During World War II certain special security safeguards were 

· established in particular segments of the .German COMIWT problem. Actual 

experience with tho~e·saf~guarde amply demonstrate their feasibility ard · 

the practicability or operati'ng successfully with an extremely limited 

number of operationSl personnel who had a real 0need-to-know", and with 

the absolute .m:i.ninru.m of dissemination. That exi)erience proved the . 

possibility of maintaining the utmost security under difficult cireum-

stances, and constitutes a contradiction 0£ the frequently-heard 

.contention that operational effectiveness of COMINT is inevitably . 

defeated by too etri.ct lindtation of dissemination to consumers. 

9. It· is possible to safeguard ~OMnlT by employing special dis• 

guises which will not handicap its usefulness· and which at the same time 

will serve to hid'e the exact source from which it comes. 

10. The latter possibility, together wit~ more rigid limitati_ons 

on disaer.rl.nation may be necessary to i*sure us against the drying up of 

the sources of this vital information. 

U. a. In considering vrhat additional steps should be t~en as 

soon as poasible,.it is convenient to divide the whole problem or COMINT 

security into fo~r principal segmentst 

(1) Security precautions applicable to all steps in· 

the production of the informatioii. . r. ' ~ 
' j ~ ~ -- \ 

• ' " ' i • i 'I)' 
' ··,,. -· ,)'.:' '.· • .-... · .. 1'. 5 ' '. I I,; ' . I 

. . I . .:... I '<l I t . I!. ' 
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(2) Format of the final p~uct (whether .o:r not the 

source of the infom.ation, .when it leave.s the production 

agency• ie obvious) • 

(.3) Control or production of copies and.their dis-

eemination to consumers. 

(4) Security precautions applicable.to. the operational. 

use or COUIM'I'. 

b. Un~er its charter USCIB prescribes baeic security standards.· 

and di~seminntion pglieiea ~therefore.it bas cognizance o~ all four 

of the abeve-mentioned segments. · · 

12.. a.· .~e U~CIB Coordinator has operational. j~isdiction over only 

the first seement (Par. Ua(l)) and has. instituted r.d.thin AFSA ae rigid 

security controls in the· produ~tion of COl'INT inforr1ation as practicable 

· under the .rneeh9.nios of processing. Ocimpartmentation hac3been espec~ 

rigid in respeet-to the processing of the principal. high-level.crypt.0-. 

eyl9~ems and it ie doubtful whether.turther steps can be taken in that 

directJ.on toward '-ncreased security. 

b. The USCIB Coordinator has no _jurisdiction, he>Wever,, over · 

the other three segments or. the problem arid believes that_ it is to those· 

areas, especially (2) and ·(3), ·inat USOIB ehould not direct its attention. 

· e •. The USCIB Security Committee could .be directed to study · 

those eegments or the problem and subnit recommendations as reg~a the 
. . 

greater security protection of current ae well as anticipated sources 

or cm.UNT. 

L \_, :.; 
6 /,\, II 1,1 I '., 
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REPQRT BY THE DIRECTOR. ARMED FORCES -SECURITY AGENCY 
TO THE UNITED STATES COMMUNICATIONS BOARD 

"V"ia 

TIIE ARMED FORCES SECURITY AGENCY COUNCIL 

'MEASURES FOR_INCREASED SECURITY ~F COMl!UNICATION INTELLIGEICE 

THE PROBLEM 

1. What additional measures 1hould be take?l to protect 1uch COUiliT 

sources &11 mAY be expeoted 1oon to yield vital information, the dry~ 

up ·of whioh should be prevented at all oost1? 

FACTS BEARING UPON THE PROBI.EM AND DISCUSSION 

2. Aa set forth in Par&Gl'aphe 1-12 in the Enclosure. 

--cor.cws101s 

3. It is concluded that1 

e.. A roviow of the entire problem of CMNT security _ia 

war:tanted in the lieht or tho present aituation wherein there appeara to 

be a eradual lesee~ing of security in the face of a more pressing need 

therefor. 

b. The posdbility of 1ome approach to a 1tate of readability 

of certain high .. level orypto1y1tem11 ma:k»a it imperative that there be no 

delay in the re-examination or prcttent COMINT •eourity me&1ure1 and tM 

formulatbn an~ applioatiJD ,.,f new or additional measures which •Y pre-

vent a. repetition of the 1011e1 euffered in the recent paet. 

l 



REF 

o. In connection nth cert&i:a current high-level COlllJT 

prc>bl!$JU it 19 po11ible and it uy be advhabl.e to institute eecurity 

eateguarde euoh as were 1n .force in connection with oertain high-l•vel 

COllIIT problems in World War II. 

RECODDDA!IOJiS 

•• It 1• recomRended tht.t: 

a. USOIB direct the USOI! Security dona1ttee to 11&b the 

r•Tin referred to in Par. 3!, and to aubmit recoDffndations arieing 

from a co11aideration of Para. 3b and 3!_ of the foregoing conoluaiona. 

b. The USCIB Security Comaittee be directed to aubmit ti. 

report to USCI?J not later than 15 Deoem.ber 1950. 

TAP ~rnff ET ACORN 
2 
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FACTS BEARIN - - -·· - - --· - . PL 86-36/50 USC 3605 
G· tJ.WN ~~- PRORt.Elt.~AND DISCUSSION · . .- - -

l •. The Direotor, U'SA ia _beo.oming ine,.-eaaingly CQnGerned o~r what 

appeai-1 to b9 a. ij!-&dual leaaening or the 1eourity ot C~Ob"INT ia the f'a.ce 

cit e. :more preadng need therei'Qr. Althotigh a number of'. iaporta2:lt e.nd 

baa le estepa haw been taken eince the nr to e1~blish secW-i ty on a 
•P ' • • - • • : \ I 

firmer 'fotind8.tion, other deV-Olo~iJnt_a have ooclin'ed which have• to \a . 

l&rge extent. nullU'ied tbe effects ot cur adva.no.es. 

· 2, Since tho end o0r· i7orld· r:ar 1I there lu.s been a continual 

improvemen~ in the. type• of cryptosyatema employed ·by f<>reie;n e;ovem~ - . ' . 

m.onts and a steady tightening of c.ommuniee.tion seouri ty prt.ctioea •. 

3. Of the tn>9• Qf high-level _ayetems it1ll in uie I '---------....1 
one is unreadable and the othO:r has been re"d rra~nte.rily to a very 

-1:isdtod doe;re•h In the l&ttor caaa, -w-ork hu been surrounded by the . . ~ . 

most strillgent sa.f'o~ua.rda and vi_rtually :no . cliseeminati<in _baa been iradt ~ 

or end . producu •. 

4. UJanwhile thoi-e bal. been t\ ste&0¥ and 1ubit1LJ1tie.l increa1te of 
. - . . . . -.~+~ .. - . 1"~~0~~-

both w~rkera and oonaumere. Th&' 1ndootrinatod. ·~ has risen rrcra 
~ A -

594: in Febr~q 1947 to 1.332 .in _Jtine 1950. · In ad~tion,· there ha.ye . 

\ 
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been innumarable individuals broUi;ht into the fringe of knowledge tor 

adminbtJi'ative, budge_taey, or otlier ree.aoni· • · . 

s. Aeid~ from tru;; f"oregoing, certain disseminati()n safeguards 
. . . 

have gradually been ralaxed. t;aterial ia now distributed aud maintt.i:ned 

in a number of &.reae in Washinu-t~n outsidQ the producing agenciea, whore · 

it was never parmitte~ b~for~ •. lioreover, distribution baa been a\lthor ... 

izad to additional ~genoiea. Re•triatione wn the distribution or 

· matorial to, and ll'laintonanco in, ocoupiad tu·eas ba.ve also. boen oas~d. 

6 • In the face of all thie; the d ainand for. COnINT bas becOlllft 

inoraasin::;ly great e.nd ·the ne.ed for "its proteoti_o11 iJ;1.P!lrative. We have . 

. · .·· .·· .·· .·· .·· . 

7. Since the War, the basic cuential.s for effeoti'va security: 

control have finally been established ai"ter yeai-a/o.t' effort. We now 

. EO 3.3(h)(2) 

a. A federal prowcti ve law 
PL 86-36/50 USC 3605 

-b. Security a~reemonta with our forei1'1 oollabora.tors 

o, · Imprcved inws ti~e.ti vo machinery 

d. An .. interdepartmental authority (USCil)) 

e. Co.r:mon seouri ty ·standards 

t. A 8i11;3le U.S. produoe~ of hibh-level CO~Iltt (AFSA) 

6• General appreciation· of the value o~ COUINT 

(\ 
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8, In addition to tho fore~o~.- thero has been instituted with.in 

AF.SA itself' e,. .fairly ricid system of compartment&tion of problems, a 
. · Lv.. e_~Mt·NI ~ 

feature which militates a~ainst technical efficiency but which i1 con-
. ~ 

siderea oesential for socui·ity. 

· · 9. e.. Uawever, t.iaepite the mechaniama. a11d f ~ctor:a li•ted above, 

it i25. net believed that the· eeourlty aituation bau been improved to a 

ilocree whioh_ wa.r:ranta brll8'.irl.Dl; a.aide or all fear that furthor or f'uture 

auocesa on hi~h-1vvel problome ma.y ba nullified by leaka~e of informa-

tion "to tho Cioverwn.ents 1thoae communiaa.tiom have been succes-f'ully 

e:litaoked. In fact~ the be.s;i.a for continuad apprehsneions on this acore 

remains tho fJQ!<lO' or even s tron.;er than before be~U41e or certain 

sllorto omln:;s iu too COUinT eocuri ty p1cturtl. Amone thom e.re the 

i'ollowint;l 

. (l) Too much individual authority e.nd. diaoz.t.tion are le.ft 

to individual ccnst.UOOr an.d produaor a~encios to itl8'Ur& unlform applica

tion of ndeq~te ileourity :meaoUI'oe. (~he soQurity control of ntomic 

ener(;Y information ie more oentralized and ri~id.) 

(2) Th~:re ie no over-all authority to imure obiJern.noe or 
security regulation•~ (InapeQtion authority auoh at that •hieh wae 
exeroieed by the Cryptographi,c Securi t;y B_oaTd mght well be veated in 

USCIB.) 

(S) There ie far too wide- dUaemination of reaulta. (aver 
.. 

1.000,000 copies .of CJ:.UNT tra.nslatio~, rep:reaentin3 csoiae 16,COO 

. individual decrypted lllOSSe.t;8'*, were dia~ted .in Septellber. 1950. 

Tho handlillg of the Ger•u problem proved that COMINT oau be effectively 

used oven·w1th the in.oat dr'astic roatrictio~ Qll d1•aem1ne.ticn.) 
... , r·· --c ;::-;. -~, <'7'< ' l c .• ({·;\ S'· ~ n. n 
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(4) The administrative, conti-ol, e.nd budgetary naohineey 

aud procedure• a.ro such that h.rco numbers Qf individuals must- be 

o.ppr:taed of numerous details of Cffij!J."T aotivi ties. (The large numbsr 

ot a.genc_ha. 9ffioe1, boarde, and c0llll!littee1 ooncerned with the 

operation ai:W. admin1$tre.tion or CO~UR'r activitie1 neceaaitatea lnnUDl8r

able reports, juatii'ic;atione, etc., whioh a.re_ very basa.rdous t? 

seowity. ~ho arratl{;oment11 gcvernint; '!;he operation of CIA a.re much 

mot"Q conduci ~ t~ .. socl"eay ~) ·· · 

b. lt is obvioua t~t under conditions such aa the foregoing,. 

tho- la.ws of probability ure bound to operato to produos ino.dvertent lealc

a3e· of information.- oven thoush the question of loyalty mo.y not enter 
. . 

. into .th~ fictura ~t al].. Tho chance for loss o.f documonts incroasea 
w.. ~-ek·· iJ/\,~bAt~. . 
~ly, with tho number or documents dissolnimi.tod, .and in the COUIJil' .., 

.field the loss of a sin-gle dooumDnt .• sometimes rei:;ai-dll;las of ita 

epecii'io oontent•,· may ha-.e <lbastroue oonse.quencea - tr the doo\linent 

sho~ld fall into t~oni; haiid1 itr;~j~~ ~~e_r,~i_nlrJbe followed by 

1uoh oonso~enco1 upon our.COMl'NT aotiv1t~e1. 

10~ Durine World War II ·cer~&.in 1peoial seowity 11a.i'•gu&Td• wen 

eata.bl!sbad in. partioulal" segments of the Gtlrman CcmNT problom. Actual 

expericnoe nth thotse sateguar~: ·amply demonetrated their feasibility 

e.nd the practicability. of operatin;;; suoceaetully with the absolute 

mi~iurum or dis1"minatioti ~d of maintaining the utmost security under 

d1fticult ciroumitanoes. · That experienae constitute1 a oonttadiction 

of the frequontly-hea.rd contentiol) that opera~ional effectiveria•• of 
. . .\o-0 ~ .. c-.4~ 

Cm~INT ia iuevi tab'iy defeated by too strict limi ta.tion of dhaem.im.tion. 
. " 
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11. It i• possible to sa.regua.rd COllllT 'by. employin& special dia

guieea which will not handicap its usetulne&1 u.d which at the same 

time will serve to hide the exaot source from which it comes, 

12. The latter possibility, together with more rigid limitationa 

on dissemination may be neceHary to inaur• ua o.zainat the drying up 

of ·the aourco• of this vital information. 
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