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Coo~•l\IATO R, U& ~ ( B 
REPORT BY !BB l!REOioa. :an!f)"fOltCES 'S!CtJRtn__.-AJ ..... GE-1,...im-r 

TO TBB 'OJUTED STA'?ES COM!IJIICA!IOIS BOARD 

VU.SUP.ES FOR ll'CRWED SECURITY OP CClllUBICATIOI nr.rELLIGEIC! 

THE PROBLEJI 

1. Wbat &dditicmal .uure1 •hould bo tabn to proteot •uoh COJIIl'l 

aouroea u '11117 be expected aoon. to )'i•ld vital intona:t:lon, the dr;yin& 

up or which ahould. be prevented at all ooatet 

FACTS B!ARIIG UPOI THE PROBla llD DISCUSSlOJI 

I. A.a •et t'orth ht Faragraphe l·ll ill the Enoloaure • 

COJroUJSIOU 

I• It 1a oonoludsd that 1 

... J. review ot tbe entire problem of C::llillT aeour1 ~ i• 

w.rranted in the light of the pre•ent a!tuat1on Wherein there &ppoarl to 

be a gradual leaaening or 1ecunty in tbs ~oe ot a more preaaing need 

therotor. 

la. The po••ib111ty of •"- appro&oh to a atate ot readability 

of oorta.in hlsh-lewl ol')'ptoay•te• aD• it 1mpe.r&t1w tlat there be no 

d.elaJ' in the re-eDl'dnati')n ot pr•••nt C011Il'l' •eourity mea.1ure1 and the 

tormulati()ll and applioatloxa ·'f mw or add1tioua.1 measurea whioh my pre• 

wnt a repetit:l.CGl. ot tlw loa1e1 aurf'erod 1u the reoent pe.at. 
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o. In ooimootion with oertain cuttont high-level COMIIT 

problou it i• po••ibl.e Nld it may bo advbablo to U\Bt1tute aeourity 

1ateguar&s •uoh u wore in .toroe in oonneotion with oerta.in. high-level 

Cotmr.r problems in World War It. 

IEOOMJIEJIDATIOWS 

.ft. I'b 1• reoo:r.monded tbat1 

a. tJSOIB direot the USCIB Beour1t)r Oomtttee to •ke the 

rertn ret"erred to in Par. k and to •ubmit reoommondatioJMI &rlaing -
fl'om. a. oo:oa1dera.t1on. ot Para. Sb and So of' the torego1~ conolua1=a • - -

b. !he 'O'SCIB Secur!ty- Ccmmittoe ba direoted to aubmit 1ta 

report to USCIB not later than 15 Deoember 1950. 
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FACTS BEARIW l'.JPOJI' !BB PROBLEM )lD DIIJCUBSIOJr 

1. the Direotor • A.FSA ia beooming itte).roaa1ngl.y aoncorned over what 

appear1 to be a gradual leHeniBG ot tbe ••curity Qt 00.Vl'Ji'l in the i'aDe 

ot & sore :pre••hlg need therefor. .llthoU&h a numbor·• of' important aa4 

ba111o atepa haft been ta.1mn •ime ~be 11ar to eetablbh •oourity on a 

firmer foundation., othor devolopt;1onta/ha.ve oocurred whioh baw, to a 

large extent, nullU'1od the etteote iot our ad.vanoe1. 

I. Since tho end or WoZ"ld. •t Il thero baa b&en a. oontinua.1 

improvement in th\9 typea of cr;yptoe79toml employed bJ"·· ... foreign govern

•nta and. a atea~ tightenine; at oommunication aeour1ty praotioea, 

••peoially by t~ ~ Bot an ... / 17 ha.• thi• been~ t __ b \.. n u a 
"1.i~~~ ... v, 

re1ult ot conoentrato4 etf'ot-t' USA •uaoeoded 1D. aolving ,.._ \ oell.MW\iC&• 

..t£.••• the fruits thoreot •re • oan denied ua because 0£ tlJl1 withdrawal 

tram. usage ot alll r1~-leval ay1tcms 800Jl atter •uoo••• in thoir 

•olution •• atta1r..ed. 

I. Of the typel ot htgh-lewl •y1tem1 &till 1n. Ul8 byl ._ ____ ____, 
ene 1• uureadable and the other ha.• ben r•ad 1"ragw.t11taril7 to a ..-eey 

li:mi ted degree. la the lattor ca••, w orlc ha.a been •urrounded by ti. 

mo•t atri~ent •ater;uarda and "ri.rtualfy ::a.o di•aemiu.tion hat been ade 

or end produote. 

4. M&!Janwhll• there ha• been &. •teady cd tubatantia.l 1norea1e of 
~ ~ '!"' ~~-n '4 ... ~ 

both worbra and oonaumera. The Kndoctrimt"ed,.. ~ baa riaen :rrom 

6M in. February 1941 to 1,,3~2 in Ju:JJ.e 1960. In addition, there ha"91J 
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'been ~f'&ble 1nd1ddu&la brou;ht ill.to tho rrs.nce or bC11Jledg9 tor 

adadm1trati:n, bud:«ttar.1• nr otlwr naaon1 .. 

5., .&aide .troa tho toregnS.ng. oerta.in. dh••id.U.tinn eategua~ 

haw gracluall7 been relaxed. Material 1• a"" d1atr1but.d and •1nt.1M4 

in. a uqmbctr ot ar••• ia 1fuhb1,tan aut11de tho produol~ a~DQie•, whore 

itwu neTCr pormitted before. Morecm.r, c:li•tr:l.b\ttion ha.a bHn author ... 

1184 to additional apnaie1. Re•tricti:m .;n the diatributicm ot 

•terial to. and me.intenance illa oooup1od areu ha:ve al10 been olll!lo4,. 

•• b. tb;t face or all thi1, the d•-.nd tor aosmr.r .... beoOWJ 

inoreui~ly &reat ad t.be need tor it• protection iaJ>Gr&tiTO. lfe have 

llOll' been vil"tually out or touoh wit~ lhigh-leirel oo:zmmicaticma 

tor three yoara" I! wo 1hould. regain oontaot and t.hon loae 1 t again. w 

are 11'.bly to bei denied thi• Tital B'>uroa ot intelligence tor a muoh 

T • Sino• the War• t.he baeia ••••ntiala ror orteot1 ve nour1ty' 

oontrol haw tinally boon ••tabli•hed arter par• ot ettort. 1fe now 

a. A. t•doral proteoti w law 

b., Seourlt;y agreemnt1 with our foreign collabora.tora 

o. taprowd 1nwat1gatift •ohiurJ 

4. An 1nterdepart..ments.l authority (USC18) 

•· Cor.-a'Xl. aooUl"i V •tand&rd• 

t. .&. •izl&le u.s. pt"oduoer ot high•lo't'Gl COlfIJl'l'· (USA) 

I• Gtmeral appreo1at1cm. or the value ot COMIJIT 
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e. In additicm to thD rore,oing, thoro he.a boen instituted within. 

US.A !tael.t a fairly rigid 1y•tem ot GCJ?tP&,rtmcntation ot problems, a 
u..... Cofll\1tJT \~i)'J-....{.t,ir-. 

reature wh.ioh lllil1tatea a~ainat teohnioal ettioi~nc;:r~but whioh 1• oan-

•iderod eaaential for •oQurity. 

9. a. JIQ:w ,e1· # Jba pl te tho meohanilma md f aotor1 liated & hove, 

it is not bolleved tbAt the aeour1ty aituati•>n ba1 been improved to a 

d.ogre~ whioh "Q.rrante bru.hia:: ••ide or e.ll fear tha.t !'urthor or tu.tur• 

•uoceas on high-lovel problemti mAY bo nullified by leaia.{;9 ot !nto:nr.a-

tion to tho Govormnenta who110 ooromunioations he."9 beun auooeHf'ully 

a.ttn.olrod. In taut. tho buts tor contwuad a.ppreb9m'1ons an thi• acora 

•horto omn,::e in tho COUI!il' aoeuri ty pioture.. AmOlll thoo e.ro tm 

f.~ 
(l) tzo nmoh individual authority a.nd discretion are lert 

/\ 

to ind! 'Vidua.1 ocn.a\JmOr t.nd producer e.~enciea to inaure unltora applioa-

t1on of ad.equate 1eourity mouure•• (The •oourity oontl"ol or atOillio 

e'JJ/3rg intorma.t.ioa ia more oentralhed and rigid.) 

(I) Th.ore ie .no over~ll authori tr to imtUt'• obeenanoe of 

aoour1ty ragule.tinu,. (InapeQt1on authority •uoh e.1 t.bat whioh •• 

e:aroiaed by tho Cr1ptograph10 Seou.ri ty Boa.Td might well be wated ill 

USCIB .. ) ~ ~~~ 
~ tov ,O• bAtJ 

(3) Theto ia fN' ~"e wf.4.&Adisef.fm.ination of roault~. C<ner 
1.000,,000 oopies of COll.Urt tra.nitlationa, repre•entinz •cime ia .. ooo 

bi.dhridua.1 deor;ypt.ed xioeu.,t••• were diesell\ina.ted in Se~or, liGO. 

!be handling of the Ge:rnan problem proved that COMINT oan be erfeotbely 

uaed even with tho moat draetia reetriot10118 on d111e1dnat1on.) 
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C•) 'fhe adminiltratift, ecm.trol. and budgot:ary -.0~17 

and pracedurea aro auoh that large number• ot indidduala au9t be 

apprbed ot n.umoroua detail.a or CMft aotivitiea. ('rho large number 

ar ac•no1••. otfio••. boara. am committee• oonoornod With the 

opor&ti·.:-n and adainiatration ot COVlllT aotiviti•• uoo••1tate• lmtUllfU"• 

able r•port•• jwttitioatione, •to •• whioh are ftJ7' ha1ardoua to 

1ecurity. The a.rra:a.,."'9monta gowrning the operati0J1 or CIA. are muoh 

aoro oonduoi Te to •ooreoy •) 

b. It 11 ob11.oua that under oo:dit1ou 1uoh u the ro"goiJJC. 

tho lawa of probability are bound to operate to produoe inadTertent let.Jc

ap or information, ewn thoueh the quo•tion ot loyalty 1IJIJ¥' not enter 

into the ploture at all, The ohtanoe tor loas ot dooum.enta 1norea••• 
~~~~ 
eel"te.1nl¥ with the nuubor ot dooumenta di••em1.na.ted1 and in the COMil'.t 

field tm loa1 or a •Ut:l• dooumont. eomet1-1 regardleaa ot it• 

epeoitio oontent•• •7 haw dbaatrout onnaequoneee - it the dooume:at 

ahould tall into ti:::.cmg hand• it.{!!.ij\ .. _ao*!, oor!_ain_l~) be followed by 

auoh oouaquenoe1 upon our COJa'HT aoti vi ti••• 
10. l>uri11g World ftr II aertaln •peoial ••o'Ul"ity aategu.ardl wore 

e..ta.bli•hod 121. partloul&r 1er.-nt1 of the Gttrman COHIJiT problem. A.otue.1 

experience with tbo1e tateguarde aaplJ' deaonetrat.ed their teaaibility 

e.n.d the pzeaotioabilit)" ">f operatinc: 1uoceHtully with tha absolute 

abdmulll or diaae.tnatioa and ot -.1ntain1n,i: t!w utm.oat ••our1t,y under-

41tt1oult eiraumat&nc••· That exparlezl;)e oonatitutea a ocm.tra.dic~ica. 

of tho f'requontq-heard oontentiou that operational •f'teotiwna11 ot 
tc ~~WLtY 

CO!!IIT 1• in•vitabl7 dereated 'b7 too at:dot liaita:tion ot d1•H11&1n."\tion. 
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11. It 1• poaat.ble to •ategua.r4 COllIJl'l by eaplOfin& •peoial 41•

cui••• whioh will aDt handicap 1t9 W1etulna•• and whioh at 'thlt .... 

ti• 'Will ••l"ft to hide tho aaot •our• trca whioh it oomea. 

u. '!'he latter poaa1b1Utf• together with lllQJ'9 rS.11d 1ill1ttlt1ou 

cm d1Heainattoa ~ bl moo•••l'J" to 1na\U"9 \18 aga1ut the. cb71111S up 

ot the •ourcoa ot th18 Tital l.ntor.'tlcrn. 
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