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AR 330-5. 

AR 330-5. 
c 1. 

DOCUMENTS. 

"SECRET," "CONFII)ENTIAL," AND "FOR OFFICIAL USE ONLY." 

CHANGES} 
Nol. 

AR 330--5 ls changed as follows : 

WAR DEPARTMENT, 
WASHING'OON, October 2, 1922. 

7J. How prepared for transmission; by whom opened; receipt.-(Addt."<l.) 
Documents marked "Confidential " will be prepared for transmission in ·the 
same manner as prescrlbetl for "Secret" documents (paragraph 4) except that 
the inner cover will contain a receipt form only when the sender deems it neces
sary, and that the Inner cover may be opened 1.>y some responsible pe1·son other 
than the person addressed when so authorized. 

[A, G. 800.88 (8-24-22).) 

BY ORDEB OJI' THE SECRETARY OF W AB: 

OFFICIAL: 

ROBERT ·c. DA VIS, 
· The Adjutant General. 

16ii9C)0 -22 

.:(. 

JOHN J. PERSHING, 
Generai of the Armies, 

011.tef of Staff, 

W.t.8Bl!fGTO!ll': OOVll&IUlllN'l" PBl!ll'TlNO OfflCll: 11D 

--'i 



" .. f 

:l 
~) 
\ 
I 

\ 

I 
I 

\ 

r. 

REF 

---+~--'"~' ' -- _.,..,...1 . . 

ID:A4127207. 

l\ULITAHY COHHESl'eJ~DENCB. 161 

'i·7i. The 11ost-office a1lclr1!,;s of a11 otli<'cr·s s1atio11 will he given ill his otli«i:il 
lef:IPI'>'. Indefinite e:xpres,,:ion,; of localit.''. which cl11 11ot i11dil::ite wht!l"I' th•! 
let.t.er \\"W:< writ! en, will nut lie u~ed. . , 

{ i4S. In ur;ler to t«:dU«t! the posstliilit\· of c·onti1\e11ti:il 1:um1111111ic-:11io11s foiling; ' 
~.. . . . 

into tl1:1! ha111ls of Jll!l'S011s utlll'I' th:tll tlio>'t! for \\·lio111 I.ht~~- an• int1:ndt!d, 1.!11! 
se•tHlPI' \will inc:l11,,:c t.]11,111 ill an in11er .and :111 0111t·r 1:0\·.,r: t.lu: i1111Pr <. .. •H!I' to IH! 
a sea.It!~! 1'll\"l!l11pe or \\T:11•per :11icln.•s,,:1!cl i11 the 11:<11:11 \\·a.'· hut 111:irked J1li1i11l.v 
"Co11tide11t ia I •· i 11 l'lll:h 111:111111·1' I h:1 t: t 111: 1111t :1 t ion 111:1~· lic: 11111:<1. readily :<t!l'll . 
wl1en the ouf't·r •:on:r i;.: n·11111\"1•cl. Tltc! p:wka;:;, t l11t,; prcpa red will tl11•11 ht: .J.,.1° 
irwlo><ell in :11111t·h1•1· :o;1::1lt·cl e:UYel11p1! or \\Tappt!I' adclr"""''d in- tl11: ordinary 111:111- ;, / 17/ 
1wr with 1w n11t:1t.ion to i11dicatt: ·11u: 1:011fidential na1111·c! of the c1111t.ent,,:. 

The fore;:oing appli1•;.: not 0111~· 'to 1:1111fide11tial c-111111111111ic::ifions e11trt1Sti•cl to 
the 111ails or to tcl1:gr:1ph 1·0111pu11i.,;.: hut ahu to l'IWh c-011111111nications e11tr11:<te1I 
tu 111esse11;;1:r,,: pa\;;!<in;; hdwe1:n 1liff~rent otli<.:es of tl11: sa1111: heatle1uurtt.·rs, 
including the lmrt!ans and utlkes of tlw \Var Depart11wnt. 

Gover11111e11t. · tt!legraph opera tori; will he heltl respo11,,:ihle that all telPgra111s 
are carefull~· guat'<h•<l. Nu fL'<:eiYetl tele;;ra111 will en:r lean! an ullke c:x<:ept in 
a sealetl e11H:lope, properl~· atldre;.:setl. : All lites will he can!f11lly guarded. :1111! 
acce!<i; thereto will he dc11ietl to all parties except tlwRe authorized h~· law to 

\,~ee the same. 
nn. Offi<:ial C:Ollllllllni<:ations will be signed or a111he11ticated witll the pen 

:ind not h~· fact<imiles, nm! if written by order, it will he statl'cl hy whose order. 
Signntures will he plainly antl legihl~· "written. B~· Yirture of the co111111i,,:sion 

· an<l assignment to eluty. the :uljutant. general or aclj11t:rnt of an~· co111n1:1111I · 
tr:ill!<:tCts the husine,,;s or corr<:spu111lence uf that <·0111111a11<l over llis own signa
ture; but when orders or in!<tructions of uu~· kind are given, tlic nuthority hy · 
whieh he gives the ortlt.'r must he stated. In the ah,,:ence of a eomman<ling 
general, his chief. of ~taff, or, if tlwre he none, his adjutant general. In signing 
the conmmnirntions to he forwarded to higher auth\>rity, will add to his sii.:11:1-
ture the words, "In the absence of the --- commander." 

780. An otfker will not he designated i1f c.mlers nor aclclresseel in oftki:il 
c9mmunkatiuns by any other titJe than that of his aetual rnnk. 

'181. ·Pdn1te eorrespo11tle11<:e from persons in the rnilitaQ· :-;en·ite whicll they 
781. R~cinded~W -A R , - .. ~i.-t1uuli;;patc;h ag<·nts of the Uniteel States 

-. • · • • .?. o. 12.~, Pc/J. 28, J.'122 ) . 
[300.33,..A. G. O.J · · 

782. Exce11t, as uun:n~ """ ., .. ~-·-·-· 
Jatlo';i..,;, all oftic:ial .co1111irnnieations from oflicers :mil e11listecl 11w11 or tne ,., ,,._; Ytv .., /. 

outside of the \\ar Department intended for the Secl'd:try of. \Var or for any. 
bnrean or otlice o.f the \Var Department will ,he in writing arnl addrei'\!':ed to 
The Aelj11ta11t Ge1ierul of the Arm~·, who will submit all hu!<iness, coming tu 
him from the Arm;\ whid1 requires aetion in the \Var De1mrtnH!nt ot· hy. the~ 
President aml \,·hii:h\Joes not come within the jurisdittion of chiefs of bUrt!aus, 

'.to the Chief of Staff, t.o he aete(I upo11 by liim in c011fol'lllity to the rules tlul~· 
· p:-1!Scrihed for that purprn;e b~· the President or the Secret~try of \Va:·. 

Correspo1H.1ence of the War Department with the Army ,\·ill be tl1rough .,,. h~· 
. '.fhe Adjutant Genernl uf tl)e Arn1y. \ · . . 

783. Comumnieatiom;. whether from a sulior(linate to a .. , l"U(lel'ior, or vice 
versa, ,~-ill pa,,;s through i11te~1ediat~ tumm:uulers. 'l'his rule\_will not be i11ter·. 
preted ns ·including matters im relatio11 to which intL•rme(liate\«•111111ancler,,; ca11 
llnve no knowledge, an1l over whieh the~· are not _expected to exerdse co11t rol. 
Chiefs of \\'nr Department hm'eaus are intermediate. commanders het\\"een 
. \ 

J1igher authority arnl the officer,; a1HI enlistee! men of their respective corps or 
deilartments, who are >:'f'L'viug under the exclusive control of uiemselves and 

'·r. noor.1-17--11 
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I 778. In lmler -to reduce VIC pos;;lblllty of secret and confldc;1Ual commtintca~ 
pow~ falling luto tlw h11mls of persons other than ,those 1'111· whom they n1;e 
lutenued, tlw !oiender will lndose them In an Inner and nu outer con~r; the l1111er 

\ 

con•r to be a i:caled en\'dopc or w1·;i.ppe1· addrcssc1I in the u:mal way hut 
marlw!I IJl:iinly "Secret" or "Confidential." 'as the case may be, In such a.· 

I manne1· that tiie notation may he most re:ulily seen when the outer cover l!'i 
I remoYL'tl. The pack:;ge thus prepan.'tl .will then be lnclosP<.l in nnothcr sealL>tl 

-. 

envelope 01· wrap11Pr ntlllresscd In the ordinary 1111111uer with no notation to. 
Indicate the secret or confidential natm·e of the contents. ,..._.__ 

'• r -· 

'l 

The forngoing applies not only to secret and eonfidentinl com1uunlcatlons 
entrusted to the mails or to telcgravh companies, but also to such communica
tions enfru'>k<l to messengers rmssing between tli1Te1·e11t: ·omces of the same lteud
quarters, !nelmiing thi) lrnreuus 11n1l oflices of the War Department. 

In every case where a communication of a secret nntu£e is transmitted 
by mail, such communication shall be reg·istered; in evt:ry case where a 
communication of 11. secret nature is ti·ansmittecl between different offices 
of the same headquarters, including bm;eaus and offices of the War Depart
ment, such communication shall be carried by a trustworthy messenger and 
delivered in person to the. o:filce1· to whom addressed or to some responsible 
person designatecl by the add1·essee to receive .such communications. In 
case a communication of a sec1·et nature is carried by a commissioned officer, 
compliance with the first subparagraph hereof, as to containers, will not be 
required. · 

·Government telegraph operators wlll be held responslhle that nil telegrams 
are carefully gu111·dcd. No rcC"el\·cd telegl'a m wlll e\'er lea Ye un office excer~t 
In a sealed envelope IJl•operly ndtlresserl. All files wlll be carefully ,1,rimr<led nn<l 

1 
access tl'.ereto will be denied· to nil p'.1rtles except those 11utho1·Ized by law to) 

\ see th~ s,1me ( 0. A. R. No. 10, liar. JG, WL8.) 
\._ ...• 1.1!1~!_1, A.G. O.J . ' . 

.--
• . . • . . , • • ·1 ttwrized or require1l Lr Arn1r Uegul:1-

782. Exeept al> otherwise sped.ill~ 'u. 1 e111·1ste1l n11~n of tlw A1·111y 
' , t• I s fl'Olll oHkers :\Ill · ' · · 

tions, all offidal eomrnnn1en w L l l f : t.l,. !':eeret·1n· of \\'ar or for anY 
'·. . IJ .. . rtment inte111 et or k •. · · ' · · . . l 

out>'irle of the "m ep.i . . .. 11 1 , in writillg :n11l ·111Mre>::i<e< • 
J' ti , \\'·ir llepartment "• •e · • d d 

btwean •:it· oftlct! '' ·- H. , . -,, \ll'utant Geneml of the Armr. if inten. e 
through military channels, to Ille. -~. f f the bureau if the commumca
for the Secretary of Wa_1·, or to .the c ife o bu1·eau Communications thus 

· t th business o a · ' 
tion pertains solely o e. dl d. b the head of this bul'.eau, in 

. b i·enu will be hau e Y v arriving in any u . 1 h i tervention may be necessar. ' 
connecti_ on with any other oflic~a w hose hn w1·11 send it to The Adjutant 

1 t d action· w en e i up to the point of comp e e •d t i'ssion eoxcept as provided n 
h f r record an ransm • . ,, 

General of t e Army 0 
•· 1 f the Army will snhnnt all hn>::,-

3 The Adjutant Genera o • l) . ·t . 
. paragraph 78 . I. I 1·1•1111·11·e~· ·tl·tion \n the Wi1r e\1.11 -. . ·! \'Ill\" W II<.' I · -~ • . • •. 

ness eomin;! to \11111_ f1 t>lll I ie ' I ·.' l . t· r·rmw within tlw jnri~llctwn of 
. I I" • II 1 \\"hlt'h ( """ LIO. . . •t • 

inent. or .l>Y tlw l'n~"'' eu · '1 
'· • • · · 1 . ·tt>il 1111011 hY him in <:onfornn ~-

. t a . ('lii!'f t•f ~1·nfl. lo >I~ .IC . • .• • •• ' 
dikfl'\ of hnre:111,.., o 11: · • . • • .., Ji,- the l'i·e,.;ilh'nt 11r the ~eeret.1_1 Y 

1 1111 , . 1-,rC"('ril1P1l fol th.it. pmpo.c · to tl1e rn e,.; 1 . ·· · 

of ·war. . . . t· t , •. ·11\1 .tl11• .\rmv will he t11ro11~h (ll' 
1 \V· · Jlpp:ll' men. ' , • · 

Cnrre;;;pornlenee uf tie '11 
·. ·n 1 1t No 1:-r .11111. :11, t!l/R.) 

by Tlle Adjnt.:1 nt Gener:1 l nf the ;\rm,\". '· _,. , .... , . • 

·pn:?.1:1; A. n. o.1 

' 
: , V.. ·-- •.. ~:' \.; ... -.. - ·- . 

i 



\ I 

b;;• 

ARMY REGUI,ATIONS} 
No.330-5 . 

·' 

*AR 330-5 
1-3 . " 

WAR DEPARTl\IE1'"T, 
WARBl:-iGTO:oi, September 23, 1957. 

DOCUMENTS 

"SECRET", "CONFIDENTIAL", AND "RESTRICTED" 

Paragraphs 
SECTION I. Definitions ___________________________ ;,. _______ .;.__________ 1-3 

II. Classification and marking of documents, except mllltary 
maps and photographs ______ .:_ ___________ ~------------- 4-11 

III. Classification and marking of military maps 'and , 
photographs -------------------·---------------------- 12-15 

IV. Safeguarding documents and registered publications _____ 16-26 
v; Transmitting documents--------------------------------- 27-32 

SECTION I 

DEFINITIONS 
Paragraph 

"Document" defined ___ - - - __ -- - ------ - - ---------------------------_____ ---- __ _ 1 
'"Registered publication·• defined __________ :------------------------------------ · 2 
"Short title" defined_ - --- ---- -- ----- - --- __ -------------- ----'---------- ------- . 3 

1. "Document" defl.ned.-In these regulations the word "d0cnment" Wul be 
understood to apply to printed, mimeographed, typed, photostated, and written 
matter, and to maps, drawings, sketches~ notes, blueprints, photographs, photo
graphic negatives, and similar matter. 

2. "Registered publicatiOn" defl.ned.-A '"registered publication" ts a docu
ment each copy of which, because of Its nature or classification, is assigned a 
register number by which it will ~ accounted for at perlodic' int~rvals to the 
proper office of record. · 

3. "Sh~rt title" de:fl.ned.-A "short title" ls a title which IS. applled to a 
document for purposes of security and brevity. It should give no indication 

·of the nature, contents, or classification as to secrecy of the document. It may 
consist of figures, letters, words, or combinations thereof, but must include an 
abbreviated designation of the office of origin. A new or revised edition of an 
'old publication should be assigned a new "short title." 

SECTION II 

CLASSIFICATION AND MARKING OF DOCUMENTS, EXCEPT MILITARY 
MAPS AND PHOTOGRAPHS 

Paragraph 
General-------------------------·------------------------------------------- 4 
"Secret"; when, by whom, and how affixed------------------------------------- ll 
"Confidential"; when, by whom, and how affixed________________________________ 6 

. "Restricted·'; when and by whom affixed--------------------------------------- 7 
Responsibility for marking· documents "Secret", "Confidential .. , or "Restricted"---- 8. 
One classifying marl.."' only; if more used--------------------------------------- 9 
~larking; use of stamP-----------------------------------------~------------ 10 
Reclnsslftcatlon; when, by whom, and bow accomplished-------------------------- 11 

•Thie pamphlet supersedes AB 88~, Februa17 11, 1986, Including C 1, lul7 11, 11117 • 
. 14841°-ai 
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DOCUMEX~ 

\ 
4. General.-Documents which require classi'tication, under the provisions of 

tlwse regulations will be prepared so that the least ·restrictive classification 
consistent with the proper safeguarding of the contents may be assigned. In
sofar 118 practicable. the contents of documents classified ·us secret, confidential, 
or rcf<tricteil will contain only oiubject mutter appropfiate to such classification. 
S'uhject matter in amplification thereof that permits\ of a lower classification 
J1lllY be incorporated in separate documents. The probable distribution shoulcl , 
be considered in the preparation of a document which. may require classifica- · 
tion. The classification and marking of documents wili'·.be in accordance with 
paragraphs 5, 6, ancl 7. 

5. "Secret"; when, by whom, and how affixed.-A document will be classi
fied and marked "Secret" only when the information it contains is of such 
nature that its disclosure might endanger the national security, or cause 
serious injury to the Interests or prestige of the Nation, an in,dividu·a1, or any 
governmental activity, or be of great advantage to a. foreign nation. A 
document will be classified as "Secret" only by or by authority of the Secre
tary of War, the Chief of Staff, a chief of an arm, service, or bureau, a general 
officer or an officer acting in his stead, the commanding officer of a depot or 
exempted station, the commandant of a service school, or a military attach~. 
\Vhen a document is so classified, the "Secret" mark will be placed on the front 
page thereof and will be accompanied by the designation of the authority 
affixing It, or of the authority by which it is being affixed, and will be elated 
and initialed by the officer affixing it. , 

1 

6. "Confidential"; when, by whom, and how aflixed.-A document will be 
classified and marked "Confidential" when the information it contains is of 
such nature that its di:>closure, although not endangering the national security, 
might. be prejudicial to t}le interests or. prestige of the Nation, an individual, or 
uny governmental activity, or be of advantage to a foreign nation. A docu
ment will be classified as "Confidential" only by a commissioned officer. The 
"Confidential" mark will be placed on the front page of the document. 

7. "Restricted"; when and by whom affixed.-A document will be classi
fied and marked "Restricted" when the information it contains is for official 
use only or of such nature that its disclosure should be limited for reasons 
of administrative prh·acy, or should be denied the general public. The "Re
stricted" mark will be placed 011 a document only by authority of a commis
sioned officer. 

8. Responsibility for marking documents "Secret", "Confidential", or 
"Restricted."-Any person in the military service who initiates or comes into 
posse><sion of 11 document which in his judgment should be marked "Secret", 
.. Confidential", or "Restricted" will take immediate liteps to forward it to the 
authority competent so to mark it, following the same proc~ure for trans
mission as is prescribed for the transmission of documents already bearing 
Fncb markiug. This applies also to d0cuments originating itl governmental 
agencies other than the \Var Department. ' 

9. One classifying mark only; if more used.-A document will not be 
marked with more than one of ~he three classifying marks-"Secret", "Confi
dential". o~ "Restricted"; but 'should it through error be so marked, the most 
restricti>e classification used will be obser>ed. 

10. Marking; use of stamp.-Except in the case of printed dbcuments of the 
Wu r Depa ttment or of ·general headquarters in the field, in addition to the 
marks required by paragraphs 5, 6; and 7, the "Sec.ret", "Confidential" or "Re-

~ ' ' 1 

2 
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"SECRET", "CONFIDENTIAL",· AND "RESTRICTED" 1~13 

·io:··:M:arkirig; use· of stamp:-Except in ·the case cif printed documents .of the 
War ·nei>artment 'or of general headquarters In tl1e field,- in addition to the 
m'arks "required' by paragraphi{ 5 and 6, the "Secret", "Confidential", or "Re·· 
stricted;' stamp· wlll' be placed.both at the top and ·kt the bottom of each page 
of all secret, confidential, or restricted papei:s. · It· should be stamped well 
down on the page and in such' a ·manner that the marking will' not be ;hidden 
from· vfow when the sheets are clipped' togethe·r or bound. 
"'11. Beclassiflcation;' when,: by whom:; and how accompllshed._..:When a 
doeuinent ceases' to'be'secret, Confidential;· or restricted, its 'classification may be 
canceled by the:authorlty which affixed or authorized it, or ·by higher authority, 
by writing or stamping "Canceled by · " or "Canceled by authority of 

. . . ,,. (the'. authority which authorizes the canet~lation),' over the mark 
on: the: top of the first page ·of the docunieilt, and this cancelatlon will be 
dated arid ·tnltialeCl by ·the officer making It.· · Aiiy· other classifying marks on 
such a document will then t>e· stricken out. ·If a less• ·restrictive classification 
ls' to 'be given such a document,"the provisions of paragraphs ·6, 7, aiid '.10 
Will be followed. · ;·,-. ... · 

SECTION III ·,. ! " 

1·' 

CLASSIFICATION A!l.1D MARKING OF MILITARY MA.PS:-.AND PHOTO-
, · · · . GRAPHS 

, . . . ... ; . . . . . . , . . · . Paragraph 

~e::s~~~:tlo-;====~]==============================~========~================= ~= 
Reports--~---------------------------~------------------------------------- 1• 
How. issued----.,-----------------..:--..,------·---------'-----------·-----;, ____ _;_ ,·1li 

12. Definition.-Milltary maps and photographs are those 'Intended for use 
1n "connection with the ·training and o:Perations ·of the forces of the· United 
States ;:·vthe term includes other ni11ps and photographs which have· acquired 
a military character by reason of overprints or' notations placed upon them ... 
· 13;!retassiflcatfon.-a. Military· maps and photographs will be classlfled and 

marked as follows : · 
·"" · .. (1) ·Secret. . • .• 

, 

·(a) In the continental United State8,' those illustrating an. aP:. 
proved war plan (including local defense plans) or defense 
project, or any phase 'therei>f. · 

·: .t ( b) In oversea· p0ssessions and foreign territory ·occupied' by the 
;. forces of the United States, those Ulustrattng; an approved 

war · plan (-including 10cal · defense plan8) or defense 
project, or any phase thereof; those· showmg the layout 
of permanent defense works and naval ·bases and the ad
jacent terrain vital to· their defense, and those that serve 
to fix definitely the location of any element of permanent 
defense works and naval bases. 

(2) Con{ldential. 
(a) ·1n the continental United States, those showing layout of 

permanent defense works, and naval bases and the ad
j11cent terrain vital to their d~fense, and thos~ that serie 
to fix definitely the location of any element of permanent 
defense works and naval bases, except that when the com
plete map of a defense area consists of more than one sheet 
only those sheets showing defense elements need be classi-
fied as confidential 

8 

:1 

,, 
! 
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showing ln~·out of militnry nnd r:1n·nl rndio stations, air 
liases, airdromes, nir depots, supply hascs, arsenals, pro\·ing 
grounds, or of any nrcn vital to defense. 

(a) Rc8fridcd. (FormPrly ''For offidal use only.") 
(a) In the continentn I United States, those showing la~·out of 

military :rnd naval radio statious, air bases, airdromes, air 
<h!pots, suppl~· hases, a rsennls, nnd the · adjacent terrain 
vital to thdr defense, including photographs not otherwise 
classified, which from their· nature are not suitahle for 
pnltlic rcl,~ase. ' 

( b) In m·ersea pos"t!:<Sions nnd foreign territory occupied by th~ 
forces llf the United States, all topographic maps and photo
grnphs not otherwise clnssitied, which from their nature are 
not suitahle for 1mblic release. 

b. Hespon:-ihility for the el:i:;sification o_f military maps and photographs 
rt!sts 011 the following anthoritie~. but may be delegated within their discre
tion tu appropriate snhunlinat" agencies: 

(1) The W:ir Departmeut, for maps and photographs not classified as 
prescrihed in (:!) below. 

(:!) Corp.~ area commamlers. and commanding generals of expeditionary 
fon'.l'S and foreign garrisons when npt organized as territorial 
de11:1 rt men ts, for areas within their control. 

c. l\Iilitnry maps and photographs now on file will be reclassified when taken 
from the files for use. 

cl. The precautions prescrihed in these regulations will be taken with maps 
nrnl photogra11hs whid1 ha,·c not been reclassified but which are known to be 
"Secret". "Confidential", or "Restricted." 

c. The provisions of paragraphs 8, !), 10, and 11 will apply in marking and 
classifying maps and photographs. 

14. Reports.-Clnssification and reclassification of military maps and photo
)!rnphs will he reported, when made, to the War Department. T.hese reports 
will con~r full title and legend of the material classified. A short title may be 
11dded for conYeuience in "further accounting. 

15. How issued.-"Secret" and "Confidential" maps and photographs will be 
issued only upon written recci11t. Semiannually, on or ahout January 1 and 
Jnnc 30, issuing officers will require renewal of such receipts or the return of 
the maps or photographs ilffolved. 

SECTJO:" IV 

SAFEGUARDIXG DOCU:\IEXTS AXD REGISTERED PUBLICATIOXS 

Parngraph 
nenernl ln~tructlons ______________ ------------- ------ --------- --------------- 16 
Hei:istcred 1mblications; dt'signation and 8afe;;nanling___________________________ 17 
Safei:uanling contents of ··:;ecrct·• documents----------------------------------- 18 
l:;af<'f!Uarding contents of "Contldentlr.l" documents--------·---------------------- 10 
Safeguarding contents of "Hestricted" documents----------------~--------------- 20 
Safeguarding contents of other official communications--------------------------- 21 
Suf eguarding technical secrets ______________ --- _ ---- - - --- ---- -- - - -- _____ --- _ -- 22 
Sa(t'guardlni; clocuments cllstributed outside the ArmY---------------------------- 23 
Nu ,.Y documents ________________________ ----- -- -- -- ------ --- _: __________ ----- 24 
Ht>port of loss or subjection to compromise------------------------------------- 25 
Heports of destruction ______________ ----------------------------------------- 26 
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16. General instructions.-a. "Secret" \and "Confidential" documents will 
habitually be kept in locked safes or other suitable locked containers when not 
required for immediate use. The most secure storage space available, which 
should be at least a three-combination· safe, will be assigned to the storage of 
secret and confidential codes, ciphers, war plans, defense projects, a·nd other 
registered publications. 

b. Information which would if reduced to writlng cause the resulting docu· 
ment to be classified as "Secret," "Confidential," or "Hestricted" will be saf~· 
guarded with the same care as is herein prescribed for documents so classified. 

c. No information as to the contents of "Secret"' d0cuments will be revealed 
in any other document which is not itself marked "Secret." No information' of 
a confidential or restricted nature contained in "Confidential" or "Restricted" 
documents will be revealed in any other document which -is not in itself marked 
with th~ same or a higher classification. Routine correspondence, receipts, 
returns, land reports of. possession, transfer, or destruction ·.need not be classi
fied if reference therein to "Secret," "Confidential," or "Restricted" documents 
be made' by file number or short title only, with no indication of the subjeet 
matter or nature of the classification. 

d. When a person in the military service appears before Congress or a con· 
gressional committee and is required to give testimony on subjects which he 
knows to be secret or confidential, he will respectfully request that his state
ments be taken in executive session only, and that they do not _appear in the 
Congressional Record or other document open to public inspection. 

e. A person who communicates information of a secret, confidential, or re
stricted nature will at the same time emphasize to the person or persons to 
whom he communicates the information that it is "Secret", "Confidential", or 
"Restricted", as. the case may be, and assure· himself, if necess:i.ry, ·that such 
person or persons are informed that to reYeal secret, confidential, or restricted 
matter pertaining tc the national defense is a violation of the Espionage Act 
(act June 15, llt17 \ 40 Stat. 217) ; U. S. _ C. 50: 31, 32 ; secs. 2181, 2182, M. L., 

.1929). 
f. Clerical work on secret and confidential matter will be performed only by 

exceptionally trustworthy clerks; preliminary drafts, carbon sheets, and work 
sheets will be destroyed. Stenographic notes will·be destroyed or placed under 
lock and key. 

g. An officer will, upon change of station or severance from the military 
service, r.Ctnrn to the source from which received or otherwise properly account 
for all "Secret" and "C~nfidential" documents issued to him. 

h. Messages in secret or confidential codes or ciphers will be handled and 
safeguarded as prescribed in the instructions pertaining t,o such codes and 
ciphers, and in accordance with AR 335-5. -

17. Registered publications; designation and safeguard~ng.-a. The chief 
of arm, service, or bureau or other officer authorized to o~iginate and issue 
"Secret" documents will designate as .n "Registered publication" every "Secret" 
document, except correspondence and communications, issued hy him, and will 
cause a semiannual accounting for all copies of such registered publications to 
be made to him or to other designated office of record. -The designation 
"Registered publication" may also be applied to "Confidential" documents in -
such cases as the originator may determine as necessary for ti1e public welfare. 

b. Every copy of a "Registered publicr.tion" will have assigned to it a regis
ter number by which it will be accounted for at regular in~errnls to_ the proper 
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"Registered" publication; If this ls' Impracticable, the requtred data will accom-
pany the registered pubUcatl~ ,on .a s.evarate sheet. .. , • , . , . . . 

c: Every recipient of "Registered publications" will keep· ilt all times a com
plete inventory of all "Registered publications" In bis charge. He will mnke, 
or cause to be made by. a commissioned custodian. d.-.slgnated by him, on June 
SO and December SI of each year, an accurate return fo the proper offices of 
record, of all "Registered publications" on band. .bas~cf pn'pby1!lcal Inventory by 
two commissioned officer15, it·avallable, one of·whom'.~m be the custod~ · 

.d. Access to the containers,. and the combinations or •keys thereto, of "Regis
tered publlcutlons" will be permitted only to commissioned officers a~d, unless 
otherwise prohibited In. regulations pertaining to codes anci"clpbers, to spe(:lally 
trusted civilian employees specttlcally authorized .by the· ~sponslble chief of 
arm, service, or bureau. Safes c;:ontalnlng "Registered publications" wlll habit· 
ually be. kept locked. .with the full comblnatlob oi>e~atlv~.· whenever they. are 
ilot under the direct. su~ision '. of a iierson 'omc.ially 'e~trusted . with the 
eomblnatlon ·thereof. · · . · · · ·· : · . · · 

e. When the clasalficatlori of ·a "Registered publleatlo~" ls. changed _In accord-~ 
ance with paragraph 11, the deslgn'~ted office of rec()rd will notify an recipients 
of sµc.!1 publlcatlo~ of the.changed c~slfication.thereof. :c·' ,".... . · ·:. · ·, .-. 

18. 's'afeguardhig contents of "Secret" documents.-0. The distribution and 
d!ssefu1nat1on of secret matter wm 1>~( ronfliied t~ the absolute.· minilliuin .. secret 
matte~ is 'exchisively fo~' tJie. o1Bcful USe ot the ~rson to whom It ~ divulged. 
'l'O'mafnta1n'·1ts inVio1ab1iit.Y is the duty aµd responsibility ~t-~ach ~rson buv· 
lDg knowl~dge or CUf!tody thereof, ·no matter bow .. ObtaiJied, .. It, Will not be 
dtscilssed or referred" to. in. the presenee ot pe"r8oiis not. authori~ to have 
'kiiowledge ·tbere0f.' An oiBCer. by virtue of ·bis commission .al~~e 'l.S'·not entitled 
t0' kno~1edge of secret .matter. wormat1~n as. t0 'the cont~~ts. nature,. or 
whereabouts of "Secret documents" wllf'be disclosed only to those''penions in 
pie Governm.ent .service wh~~ ~fficlai ~ut.l~ re<iutre, ~~~ii'. 1~~nv1~pge,· ·a~d to 
such qtber:, respo1;15lbl~ pe~ons of e~U4 trus~ '!-S_ pt absol~~ n~slty wust 
be Informed.' .. • · J • ' • .. ' • • · ·' • " · • 

&. No document marked "Secret" will be taken Into front line trenches {n ·a 
• •' ' ' , t . , 

0 
• I ~ 1 • ' . I ' f ' • • ' • • ' 1 . . I • , " 

theater of war, or to,~ .o~er place fn w,hlch theryr.~ .a1 .$nlla~ danger .. o~ 
capture by the enemy. ,.. , . . ... . ·. .. ... ; · ,,. · ._ . . 
, o. Documents classed as '.'Secret" wlll not ~ ref!';rr~ ~ pr 11.sted . ,l_n_ auy 
·catalog or publication wbi~ is not l~lf marke_d "Secret,'• except that receipts. 

~ • • • . . . . • • .. • • • •: • • • • • 1 ....::·. 

returns, and reports of transfer Of de_~4'Uctlon need_,p<;>t ·~~ ~!~.~s~~cd ~ r~eren~e 
to the related document be made l>Y file number or .~bort title only,_ with no 
indication of the subjeet matter or the nature of the 'classiilcatlon. • .. 
· 19. Safegu~rdtng cont'e~ts ot "C~~flde~tial" docuineiits.-Persons t~' ";hom 
~nfidential inatter ls ent~Usted or disclosed· are responslbie for Its safe c~si<'iil1 
arid security. It will not be discussed nor dlscl{;ge(I' in: the' pr~ence of persons 

• . • I ., ;' J, '.. f ··.:1_.: ' • . 1 '•' 

not authorized to· have knowledge thereof. In'formatlon1 as to the contents, 
nature, or ~herea~uts -~t c0nfident~l docum~n~: ·~ni be disclosed. ~~ly to 
tboSe''persons In the Govemmel)t service whose dtitles require that they have 
·8uch knowledge, ·filid to such other perscms 'or' esl>eclal trust! as of necessity must 
be Informed. ' · · · · · ' 1j · · · 

20. Safeguarding contents of "Restricted" doc·.iments:-The 1nforma'tion ., . . . ' ., 
contained In documents marked "Restricted" will ·not be· communicated to the 
pU:bu~ or to the press, but 1t: may be co~municated to any pers6n known to . •, 
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be in the serYice of the United States, and to persons of undoubted loyalty and 
discretion who are cooperating in governmental work. 

21. Safeguarding contents of other offich\l communications.-:-The content.a 
of official communications, whether or not classified as to· secrecy, will not be 
revealed except to those officially entitled to receive them. See paragraph 7, 
AR 340-15. 

22. Safeguarding technical secrets.-Chiefs of arms and services charged 
with responsibility for the initiation of measures to protect technical secrets 
in the interest of the public welfare (par. 4, AR ~700) wlll base such 
measures upon the provisions of these regulations and Section VI, AR 85Q-25. 

23. Safeguarding documents distributed outside the Army.-:-"Secret," or 
"Confidential" documents which by their nature might require distribution out
side the Army will contain suitable instructions for their custody, safeguarding, 
and ultimate disposition in conformity with the requirements of Army 
Regulations. 

24. Navy documents.-All requests .for Navy secret and confidential d0cu
ments will be submitted to The Adjutant General. Secret and confidential 
documents of other departments, when in possession of Army activities, will 
be safeguarded with the same care as ·Army "Secret" and "Confidential" docu
ments and will be accounted for in the manner required by the issuing 
department. 

25. Report of loss or subjection to compromise.--a. Any person in the mlli· 
tary service knowing of the loss or subjection to compromise of ·a "Secret" or 
"Confidential" document will promptly report that fact to the custodian of 
the document, who will immediately report the loss or compromise to the 
issuing authority. 

b. Any custodian having knowledge or suspicion thnt secret or confidential 
matter has been lost or compromised wlll immediately report the facts to his 
commanding officer, in addition to making the report required by a above. The 
commanding officer will then make a thorough investigation of all the circum· 
stances attendant thereto and will forward to The Adjutant General, through 
military channels, the report of the investigation and his recommendations in 
the premises. 

26. Reports of destruction.-When competent authority directs the destruc· 
tlon of a "lkgistered publication" it will be destroyed by burning, by or in the 
presence of a commissioned officer. The officer witnessing the burning will sign 
a certificate of destruction which will be forwarded through the headquarters 
directing the destruction to the office of record indicated in the registered pub
lication. The same proced1ire will be followed as far as applicubfo in the 
destruction of other secret or confiden tiul documents. 

SECTION v 

TRANS:\IITTING DOCUMENTS 
. Paragraph 

"Secret" documentR: how prepared for transmission; by whom opened; rece;pt______ 27 
"Secret" documents: how transmitted·--------------------------·--~------------ 28 
"Confidential" documents ; how prepared for transmission ; by whom opened ; receipt__ 29 
"Confidential" documents; how transmitted------------------------------------- ~O 
''Restricted" rlocuments; how transmltte<l______________________________________ 31 
Transmission bY airplane prohibited except In emergency________________________ 32 
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27. "Secret" documents; how prepared for transmission; by whom opened; 

receipt.-<t. Except c!uring the process of local distribtltion in the personal 
custody of persons authorized to handle such matter \for trans1nission to 
another person. the sender of a document marked "Secre't" will inclose it in 
an inner an(l an outer cover. The inner cover will be a\sealed wrapper or 
c·m·l'lopc :uhlrc>'scd in the usual way but plainly marked\ "Secret" in such 
m111111er that the notation may most readily be seen when the outer cover is 
rcmm·ed. The inner cover will contain a receipt form which\will identify the 
nd!lressor, ·the ·:<ddressee, and the clocument.· 'l'he package thbs ·prepared will 
then he inclosed ii~ an outer cover, which will be sealed and ~.ddressed in th~ 
ordinary manner with no notation to indicate the secret nature ·of the contents. 

b. So far as practicable the inner cover marked "Secret" will; be opened only 
by the person to whom addressed. 'Vhen the inner cover is opened, the receipt 
form wil! be dated and signed by the addressee and returned· to. the sender at 
the earliest practicable moment. 

28. "Secret" documents; how transmitted.-"Secret" documents will be 
transmitted hy an officer messenger or courier whenever practicable. \\'hen 
it ls impractieilble to transmit secret documents ,bY an officer messenger or 
courier within the continental limits of the United States, they will be trans
mitted by the sqnder by regfster.ed mail. For transportation to and from_points 
out><ide the continental limits of the United Stutes when officer courier is not 
nvailable; they may be transported by State Department rotary-lock pouch; in 
the event that neither oftice'r ·courier nor diplomatic pouch is available, the 
re;;ponsihle oflicer may desigimte as couriers for this putpose citizens of the 
Unitl!cl States who are deemed worthy of special trust, such as officers or offi
ciuls of ,other Gov&nment departments, or musters of vessels under United 
States registr~· .. Commanding officers of ports of embarkation will arrange for · 
the s:rfe transportation of documents forwarded to 'then'i for transmission, 
entrusting them to the comnmnding officer of troops on an Army transport when 
thi;,: is practicahle and will not involve undue delay. 

29. "Confidential" documents; how prepared for transmission; by whom 
opened; receipt.-Documents marked "Confidential" will be prepared for trans-· 
mission iu the same manner as prescribed fur "Secret" documents (par. 27), 
except that the inner cover will contain a receipt form only wheri the sender 
deems it necessary, and that the inner cover may be opened b:; some respon
sH1le person other than the 11erson addressed when so authorized by the 
addressee. 

30. "Confidential" documents; how transmitted.-Documents marked "Con
fidPiltial" when transmitted by band will be entrusted only to especially trust
worthy messengers. For transmission by mail or express within the conti
nental limits of the United States, "Confidential" documents will be sent by 
registered mail or insured express. For transmission to and from points out
side the United States, they may be sent as prescribed in paragraph 28 for 
"Secret" documeuts. or by registered mail on vessels under United States reg
istry, provided they do not !iass through any foreign postal systems or the 
postal systl'm of the Philippines. 

31. "Restricted" documents; how transmitted.-Documents marked "Re
stricted" may be transmitted by ordinary m:rtl, express, or freight to· any 
point. Wben transmitted by hand, they will be entrusted only to reliable 
messengers. 
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32. Transmission by airplane prohibited e~cept in emergency.-Except in 

emergency, "Secret" and "Confidential" docunients will not be transported by 
airplane (as distinguished from carried for use). When so transported "Secret" 
documents will be securely wrapped, and weighted if necessary, and will be in 
the:a~tual custody of an officer not engaged 1in the flying of the a'irplane, who 
will be responsible for their security. ·'Confidential" documents may be trans
ported by registered air mail when in the opinion of the responsible officer the 
emergency demands such transmission. 

[A; G. 312.11 (4-15-37) .] 

BY ORDER OF THE SECRETARY OF W AB: 

OFFICIAL; 

E. T. CONLEY, 
Major General, 

The Adjutant Gener(i.l. 

9 

U.S. GOVERNMENT PRINTING O.FFICE: lts7 

For sale by the Superintendent of Documentl:l, Washington, D. c. 

l\IALIN CRAIG, 
Chief of Staff. 

Price 5 cents 



I . 

.-

DOCUMENTS 

ID:A4127207 
AR 330-5 

c 1 

"SEC:::BET", "CONl!'IDENTL&.L'', AND "BESTBICTED" 

CHANGES} 
No. 1 

WAR DEPARTMENT, 
WASIDNOTON, ./ul11 15, 1931. 

AR 830-5, February 11, 1936, ls changed as follows : 

25. Beport of loss or subjection to compromise.-a. Any person In the mlll• 
tary senice knowing of the loss or subjection to compromise of a "Secret'' or 

LD ·j "Oonftdential" document will promptiy report that fact to the custodian of 
~ Jiocument, who will immediately report the loss or compromise .to the 1ssu1q 

'Authority. 
" b. A:D.y custodian having knowledge or suspicion that secret or confidential 

•: 

matter h&s been lost or COJJlpromised will immediately report the facts to his 
commanding omcer, in addition to making the report required by a above. 
The commanding officer will then make a thorough investigation of all the 
circumstances attendant thereto and will forward to The .A4Jutant General, 
through military channels, the rep~ of the investigation ancl his rec()m• 
mendations in the premises. . 

[A.G. 812.11 (11-16-.36).) 

BY OJIDEB OJ' THJI: SECB.IC'l'ABY OJI' w AB: 

: i 

OFFICIAL: 
E.. T. CONT.-EY, 

M aJor Genera?, 
·· The Acljutanl Genera&. 

158628-37 

•.•. IO¥E•••lllT PllllTl•O orrtc111111 

MALIN CRAIG, 
OMef of BkJff. 

Jror sale by the Superintendent ot Documents, Washl.Dgton. D. C. - - - - Price 5 cent. 



@fi(-?""µfvt~~J·L· .. REF\rn:A4127207 .. 
3-2:-30. . 

•AB 330-& 
1'.....3 

ARMY REGULATIONS}. 
· No. 330-5 · 

WAR DEPARTMENT, 
\WASHING'ro:oi, Fe~tJ.rtl 11, 1936. 

DOCUMENTS 
I . 

"SECRET", "CONFIDENTIAL", A~D "RESTRICTED" 
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. Parngraph1 

SJDCTioN I. Definitions------------~-,..--------~-------~-------------- 1-3 
II. '.classification and mnr)dng of documents,_ .e~cept military 

maps and photographs--------------------------------- 4-11 
III. Classlftcatlon · and marking of mllitnry maps and 

photographs-------~-------------~------·---~----------- 12-1~ 
IV: Safeguarding' documents nnll registered publlc1ttlcni;~----- 16-26 
V. Transmitting uocuments --------------------~-~---.------- 2n°-31 

SECTION I.· 

DEl''INITIONS 
Paragropb 

"Document" defined:.. ___ .:_ ____________ -- -- _ --- --- • -----. - ... - • -- • _________ ._.;___ l 

"Registered publ1cntion" deflnnl----------- ---------------- -- --.- ----------------, 2 
"Short title" defined----------------- --- - --------- --'- ---- - --- -- --- -- ____ ---- 3 

1. "Document" defined.-l.n this pamphlet the word ''document" will be:un
derstood to apply to printed, mlmeogrnphed; typed, photostated, and . .written 
matter, and to maps, drawings, sketches; notes, blueprints,. photographs, photo-
graphic negatives, and similar matter. · . · 

2. ''Registered publication" defined.-A ''registered publication" is a docu· 
m~nt which, because of its nature or classification, ls assigned ,a register 
number by which it will be accounted for nt periodic Intervals to the proper 
office of record. 

3. "Short title" defined.-A "short title" Is a title which Is applied to a 
document for purposes of security and brevity. It should give no lnclicntlon 
of .file .ne.ture, contents, or classltlcatlon as to secrecy of the document.. ,Jt mny 
consist of figures, letters, word's, or combinations thereof,. but must Include ·an 
abbreviated designation of the office of origin. A new or rc\'lsetl edition of an 
old publication should be assigned a new ."short title." 

SECTION II 

CLASSIFICATION °AND l\IARKING OF DOCUMENT~, EXCEPT l\HLlTARY 
MAPS AND PHOTOGRAPHS 

. I'~r,ngraph General __ _. ________________________________________________________ "----~--- 4 

"Secret"; when, by whom, and how atflxc<l _______________ .. _____________________ l'I 

"Conlldentlnl"; when, by whom, ond how nffixc<l ___ :_ _______ .--------------------- 6 
"Restricted"; when and by whom affixed______________________________________ 7· 
Documents requiring to be marked "Secret", "Conti<lcntlnl", or "Restricted''----~--- s 
One closslfJ'lng mark only; ·If more used-------------------------------------"-- 9 
Marking; llHC of stamP----------------------- .. ------------·-----C------------- 10 
Reclass!Gcatlo:1; when, by whom, ond how nccompllshrJ___________________________ J1 

•This pamphlet supersedes AR 330-li, Feb .. 12, 1935, 

46384°-36 
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4. General.-The classlftcatlon and marking of documents as to secrecy wlll 
be conducted by the originator strictly In accordance with'. the principles :set 
forth .fn ,paragraphs 5, 6, .and. 7. Every effort will be made to word. each docu
ment BO that the least restrictive classification may be assigned consiStent 
witb the proper safeguarding~ of the conte~ts. The probable distribution to 
be given the document must be considered by the originator In order that 
widespread dissemination · may· neither disclose information whfch must be 
safeguarded, nor place such a burden upon recipients that proper safeguards 
are ne:;lected because of too great a volume of overclaselfied matter. 

3. "Secret"; when, by whom, and how affixed.-A document will be classf
fled and marked "Secret" only when the lnforniation It conta'tnids 'ot 'such 
nature that 'Its disclosure might endanger ·the national 'security; or cause 
serious injury to the Interests or prestige of the Nation, an· individual, or any 
governmental ~ctlvity, or be of great ·advantage to' ii ·'foreign nation. .·A. 
document will be classified as "Secret" only by, or by authority .of, the Secre
'tary of Wur, the Chief of Sta1l', 'a chief of an arm, serVJ~, or.~bur~au, or an 
om'c:er commanding a corps area, a tactical division, or' ;a higher tactical ' 
unit, the commanding officer of a depot or exempted station, the commandant 
of a service school, or a mllitary attach6. When a document ls so clnsslfl.ed, 
the "Secret" mnrk will he placed ·on the front page thereof and will be 
accompanied by the llesiguntion of· the authority affixing it, or of the authority 
by . wW.ch it is l.Jelng afilxed, and will be dated and initialed by the omcer 
affixing it. 

6. "Confidential"; when, by whom~ and how aftb:ed.-A document tvlll b6 
classified and marked "Confl.clential" when the information it contains· 'is ~f 
eueh nature that its disclosure, although not endangering our national security, 
.might l.Je pI'l'judlcal to the Interests or prestige of the Nation, an individual; or 
any governmental• actirtcy, .or be of advantage to a foreign nation~ A dOcu
ment will be classified as "Confillentlal" onJy•by a commissioned· omcer.· .The 
'.'Conti.den ti al" mark will 'be placed on the front page of the document. and 
will be accompanied by the designation of the office which the omcer·holdS, J! 
any. 

7. "Restricted"; when and by whom aftb:ed.-A document wlll be classi
fied. and marked "Restricted'.' when the information it 'contains is· for omcial 
use only or ot such ·nature that· Its dJsclosure should be· limited for reasons 
of administrative privacy, or should be denied the general' public. ·The "Re
stricted" mark wnr be placed· on a document only· by ·authority of a· commi.. 
slOned omcer. . • ' '. I 

8. Documents requirliig to ·be marked "Secret", "'Confl.denttal", ·or "~ 
etricted."-Any person •.n the military eervlc<l who Initiates or comes into pos
session of a document which in his judgment should be marked "Secret", 
~Confldentlal", or "Restricted". will take Immediate ·steps to .forward It to the 
authority competent so to mark It, following ~~~sa~e procedure for tran&
mlsslon as ls prescribed for the transmission of documents already bearhlg 
sue.ti marking. This applies also to documents originating in governmental 
agencies other than the War Department. · · · ' 

9. One classifying mark only; if more used.-A. document will not be 
marked with more ~ one ot the ,three classlt7ing mark&-"Seeret", ·~
dentlal", or "Restricted"; but should it, 'through error, be so marked, the 
most restrictive classlfl.catlon used will be observed.~ · ' 
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i;tricted" stamp will be placed both at the top 'and at the bottom of each page 
of all secret, confidential, ur restricted papers. It should be stamped well 
down on the page and in such a manner that t:he marking will not be hidden 
from view when the sheets arc clipped together o'r bl}und. · 

11. Reclassification; when, by whom, and ho'w accomplished.-When a 
document ceases to. be secret, confidential, or restri~ted, its classification may be 
canceled by the authority which affixed or authorizJd it, or by higher authority, 
by writing or stamping "Canceled by " oi, "Canceled by authority of 
_ _,.__ ___ ,, (the authority which authorizes the cahcelation), over the mark 
on the top of the first page of the document, and'1 this cancelation will be 
dated and initialed by the officer making it. Any other classifying marks on 
such a document will then be stricken. out. If a les~ restrictive classification 
is to be given such a document, the provisions of paragraphs 6, 7, and 10 will 
be followed. 

SEC'l'IO:"O III 

CLASSIFICATION AND MARKING OF MILITARY MAPS AND PHOTO~ 
GRAPHS 

. . Paragraph 
Definition ___ ~ _____ ------- ____ -- ________ --- -·- _______ ---- _ --~-·- -- ---- ____ ____ 12 
Cla$slfication _____________________________ ~-------~------------------------- 13 
Rep0rts _______________ ~--------------------------------------------------~- 14 
How issued-------~--------------------------------------------------------- 15 

12. Definition.-Military maps and photographs are those intended for use 
in connection with the training and operations of ihe forces of the United 
States; the terrn includes other ma11s and photographs which have acquired a 
military character by reason of overprints or notations placed upon them. 

13 .. Classification.-a. Military maps and photographs will be classified and 
marked as follows : " 

( 1) Secret. 
(a) In the continental United States, 

proved war pl:rn (inclu<iing local 
project, or any phase thereof. 

those illustrating an ap
defeuse plans) or defense 

( b) In o\·ersea }J08Sei::sions and foreign territory occupied by the 
forces of tlle United States, those illustrating an approved 
war plan (including- local defense plans) or defense project, 
or any phase thereof, those showing the layout oJ permanent 
defense works and naval bases and the adjacent terrain 
vital to their defense, and those that serve to fix definitely 
the location· of any element of permaueut defense works and 
naval buses. 

(2) Co11fide11tial. 
(a) In rite continental United States, those showing layout of 

permanent defense works, and lllHnl bases and the adjacent 
.terrain vital to their defense, and those that serve to fix 
definitely rhe location of any eJc,meut of permanent defense 
wor!;:s arnl navn I hnses, except that when the complet1:n1ap 
of a defent<e area consists of more than one sheet ouly 
those sheets showing defense elements need be clm;sified as 
confidential. 

( b) In over;;ea vossessions and foreign territory oceupied by the 
for<:es of the United States, those not classified as secret, 

3 
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(b) In oversea possessions and foreigri\territory occupied by· the 
forces of the United States, those not classified as secret, 
showing layout of radio stations, aviation centers, afr fields, 
supply bases, arsenals, proving grounds, or of any area vital 
to defense. 

(8) ·Re11tricted.· (Formerly "For official use only.")\ 
(a) In the rontinental .United States, those \showing layout. of 

air fields, radio stations, supply ba~, ."arsenals, and the 
adjacent terrain . vital to their defens.e, . including photo
graphs not otherwise classified, wl!kh from their nature 
are not suitable for public release. 

0) .In oversea possessions and foreign territory occupied by the 
forces of the United States, all topographic maps and photo
graph!! .not otherwise classified, wWch, from their nat.ure, 
are not suitable for public release . 

. b. Responsiblllty for the classification of military maps and photographs 
rests on the following authorities, but may be delegated within their discre
tion to appropriate subordinate agencies: 

(1) The War Department for maps and photographs not classltled as 
prescribed in' (2) below. 

(2) Corps area and similar territorial commanders, and commanding 
generals of expeditionary forees ancl foreign garrisons when not 
organized as territorial departments, for areas within their 
control. 

o. Mllitary maps and ,photographs now on file wlll be reclasslfied when taken 
from the files for use. 

d. The precautions prescrtbed in ,these regulations .will· be taken with. maps 
and photographs whlcl,l have not been reclassified but which are known to be 
"Secre~", "Conficl,~ntlal", or "Restrlc.ted." . · 

c. Th~ _provisions of paragraphs 8, 9, 10, an~ 11 will apply in marking and 
classifying maps und photographs. . 

14. Beports.-Classlficatlon and reclassification of military maps and photo
graphs wilt .~.e reported, when made, to the War Department. , These reports 
w:lll cov~r:full.-tltle and. legend of. the material- classified. A short title may be 
added for convenience in further. ~ccount~ng. 

15. :How issued.:-;-"Se~ret''. and "Confidential'• maps and photographs wlll be 
~ed ,only, upon :written receipt. Semianqually, on or about January 1 and 
.June 30, issuing offi,cers wlll require renewal of guch receipts or the return of 
tile ,maps. or photographs .involved .. 

i -

'i j, . ~ 11 ·. 

' " I 

4 

.. 



, 

REF ID: A4127~.~,!330-5 
"SECRET", "CONFIDEN.TIAL'.'• AND "RESTRICTED" 16-17 

$l!lCTION ' IV . ' ' 

SAFEGUARDING DOCUMENTS AND' REGISTERED. PUBLICATIONS ·. . . . . . , . . ' . . . . . . ~ . . 

·=·: · ... "Paragraph 

General lnstructtons---.---'-'---"---..--------------------------.,----,--------------- 16 
Registered publications; de!lignatlon and safeguarding ____ ,_--------------------- 17 
Safeguarding conteiits 'of .. "see~et" documents ________ .:_ ___ _: _________ ._:____________ 18 
Safeguarding contents' of .. "Conftdentlal" 'documents ____ _: ________ .:_________________ 19 
SafegU1lrdhtg: contents of "Reiltrlcted" 'docu·ments'------------------------------'- 20 
Safeguardhig coii'te~ts of other omci.ai commimicatlons-"-----------------------'--- 21 
Safeguarding technical secrets-------------------'-----------·------------------ 22 
Safeguarding docunientfl. distributed outside the Aruiy_.:_ ______________________ _: __ ·2a 
Navy dhcuments _:_~-:_~_,:_.:__;_ _______ ~---------------~--.:.----~---------:________ 24 
Report of lose or subject~on to compromise _________ :_ ____ _:_:_____________________ 25 

16. Generai instiuction~~~- .. ·secret" ·and "Confidential" documents will be 
habitually kept hi Ioeked ·siifes or other suitable locked containers when not 
required· for lmm~iat~ use: The most ~ecure storage space available, whic~ 
should be at least a three-combination safe, will be assigned to the storage 
of secret' 'and conftdent~al. codes; ciphe~s; war plaiis, defense projects, and other 
registerea publication's. . ; . . . . . . '. 

o. No infori:;nation a.s to. the contents of "Secret", "Confidential", or "R~ 
stricted" docimien'~. will be revealed. in any other docum~nt which '1s not in 
it:Se1f mar:kl!o''witli the same or a higher ·c1as8ifi<!'auon. B:owever, documents 
referring t~ -~ "iiestric"tea;,' project;· but ·which · Cio riot contain teehnica1 infor-
mation regarding it, need not be marked· "Restricted.',. · · 

c. A perSoli who commurilcates iriformhtion concerning,' or contained in, . a 
~ ' ' • · 1 ' I ' "" • I " • ' l I • ' • 

document marked' "Secret" · "Confidential" or "Restricted" wlll at the same . . ... , ., ... -.:. .'. . ' ' . ' 
Ume emphasize to the person or persons to whom he communicates the infor-

. ·.!,;r j • •" • • '. . • 

mation that· it jS "Secret", "Confidential", or "Restricted", as the case may be. 
d; Cleflcar'~ork 'on secret an'd' coritldehtial matter will be performed only by 

. , •.• 1. •!:1)':¥i ,: .... :.· . . 1. ;'' . . • 

exceptl<;>~~~!.t}r~~~wor.~hr clerks ;
1 
p_re~iminar! .1rafts and work sheets will 

be desfroyeo. Stenographic notes-will be destroyed or placed under lock and 
key, . , . ., . . 
·' ~-l An officer wlll, · tii>on change of station or severance from the military 
service, retUm to tlie ·soriree fr6m: which 'received, or otherwise properly account 
for all "Seci:et" and ·~Confidential" documents issued to him. ' 

r;' I" ! . , I , 'J' ': ; '• 1~· • 0 : • • • • 

f. Messages in seci:et or confidential codes or ciphers wlll be handled and 
safeguarded ns ptescribed in the i~structions pertaining t~' such ~odes and 

. dphers, and in acc0rdan~e witii 'Army n~i:-u1ut).'on8:' . .. . 
. .,. • • . • . f r) "\ ' 

17. Registered publications; desigriation"and safeguarding.-a. The chief 
of arm, service,' or bure~u or other oftlder authoriie<I to origin.ate and issue 
•·s~ref;, d6cUments'will" desfgna.te. as ii "Registered i~ubllcatlon" every "Secret" 
•• •· • .. • ,,, • . t, • '• ' '· • • . 

d~ment, e~~i;it corresp<?n.~-~~c.e . an4 c?mmun!ca~lons, issued by him, and will 
cau8e a semi'annual accounting for .·an copies of .such registered publications to 

· be made -to! :hlin;·:·or': to'' ofue~ desiinated office of: record. The designation 
. • . . ·1 . , ' . . . . . • . 

"registered ·publication"" may also be applied to "Confidential" doc'1ments in 
.such caseS aithe or!gina'tor niay'_deformlne as necessary for the ·public welfare. 

··t,. Every "Registered publication" wlll have assigned to it ~ register number 
by which it will be accounted for a~ regular Intervals to the prop~r office of 
~rd. The clasSitlC'atlon, the regl~ter nu\nber, tlie· short title, lnstrtlctions. for 
its u1t1ritate dlsi>osai, and 'instfuctions c~vering th~· returns required for its 
. . .. · .,, . · n . t: • .. ·~· . · · • 
accounting will be placed on the title sheet or inside front cover of every such 

I i 
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office of record. The classiflcntlon, the register miµiber, the .short title, the 
office of record to which returns will be made, instructions covering the re
turns for Its accounting, and instructions for its il.ltimate disposal will be 
placed on the title sheet or inside front cover of evecy such "Registered pub
lication"; if this is. impracticable, the required dai:~ will accompany the 
registered 1mblleatio11 011 a separate sheet. ' 

c. EYery recipient of "Registered publications" will \keep at all times a 
complete inYentory of all ''Registered publications" in. ~is charge. He will, 
on June' 30 and December 31 of each year, make or cause to be made by the 
custodian designated by him an accurate return 'to the prtiper offices of record 
of ail ''Registered publications" on hand, based on physical inventory by two 
commissioned olficers, if available, one of ~vhom _will be the eu.stodian. How
ever, semiannuai returns will no longer be made on ','Registered publications" 
which have been placed in custody or storage for historical purposes. 

d. Access to the containers, and the combinations or keys thereto, of "Regis
tered publications" 'will be permitted only to· commissioned officers and, unless 
otherwise prohibited in regulations pertaining to codes and ciphers, to war
rant offiecrs find. to specially trusted CiYilian employees specifically authorized . 

. by the responsible" chief of arm, service, or bureau. · Safes containing "Regis
tered publications" will habitually be kept locked, with the· full combination. 
operati'l'e, whenever they are not under the direct supervision of a person 
officially entrusted with the combination thereof. 

e. When the classitlcation of a ''Registered publication" is changed In accord
ance with parngr11pil 11, the designated office of.record will notify all recipients 
of such puhlicatlon of the changed classification thereof. 

18., Safeguarding contents of "Secret" documents.---;a. The distribution and 
dissemination of secret matter will be confined to the absolute minimum. Seeret 

\ ' 

matter is exclusively for the official use of the person to whom it is divulged. 
To maintain its inviolability is the duty and responsibility of each person hav
ing knowledge or custody thereof, no matter how obtained. It will not be 
discussed or referred to in the presence of persons n'ot authorized to have. 
knowledge thereof. An officer by Yirtue of his commission alone is not entitled 
to knowledge of secret matter. Information as to the contents, nature, or 
whereabouts of "Secret" documents will be disclosed only to those persons in 
the GoYernment ser,·ice whose official duties require such knowledge, and to 
such other responsible persons of especial trust as of absolute necessity must 
be informed. · 

b. No clocumPnt marked "Secret" will be taken into the front lines in a 
thentl!r of wnr or to any other place in which there is a similar daJ1ger of 
capture b.'· the Pnemy. 

19. Safeguarding contents of "Confidential" documents.-Persons to whom 
confidential mattPr is entrusted or disclosed are responsible for its safe custody 
and sccurit.''· It will not be <lis.cussed nor disclosed in the presence of persons 
not authorized to have. l~nowledge theriof. Information as to the contents, 
nature, or whcrl'ahouts of "Conlidentlal" documents· will be disclosed only to 
those persons in the Go,·ernment service whose duties require that they have 
imch lmowlr·dge, and to such other persons of especial trust as of necessity must 
be informed. 

20. Safeguarding contents of "Restricted" documents:-The Information 
contained in drn.'ltments marked "Restricted" will not be communicated to the 
public or to the press, but it may be communicated to any person known to 
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be in the service of Uie United States, and to persons of undoubted loyalty and 
dis~retion who are cooperating In gov'eri11iJental work. · · · 

21. Safeguarding contents of other official com'rounications.-The contents 
of official communicauins, whether or not classified as to secrecy, will ·not be 
revealed except to those officially entitled to receive .. them. See paragraph 7, 
All 34(}-tis. ·• . · • · 

2·2. Safegiiarding technical secrets.--Chlefs of arms and services charged 
:with1 responsibility for the initiation of· measures· to protect technical secrets 
'in tbe Interest of the 'public welfare . (p'at: 4, AR 600-700) will base such 
'measures ~pon the provisions of these regulations and Section VI, AR 85(}-25 .. 
' 23. Safeguarding documents 'distributed outside the Army.-"Secret" or 
"Confidential" documents which, by. their nature, mlgh.t require distribution out
side the Army will contain suitable instructions for their custody, safeguarding, 
arid ultlmnte disposition in. conformity with . the requirements of Army 
JteJrula tl~ns.' '·· .. · : · · : · · · · 

24. Navy documents.-All requests for Navy secret and confidential docu
ments will be sul;mitted · to The .(\djutant General. Secret and confidential 
documents of otller departments:' when In possession ~f Army activities, wHl 
be safegµarded with the same care as Army "Secret" and "Confidential" docti
~ents and' will be accounted· for' lii"tbe manner required by the Issuing 
department. ~ ' . ·" ' . · ·' 
. 25. Report of loss. or'~ubjection tci c1

ompromise._:__Any person in the military 
service knowing of the loss or suhjectlon to compromise of a "Secret" or 
"Coufldci1Ual" d~~inent .,~Iii. promptly re1)()rt that fact to the custodian of 

.J . ,. . . 

Uie document,, who will immediately report the loss, or compromise to the . . ' ) . . 
issuing authority. 

·SECTION V 

TRANSMITTING DOCUMENTS 
, . Paragrapn 

''Secret'" documentR; how prepared for transmission; b7 whom opened; receipt______ 26 
"Secret" documents; how tran•mltted __________ _:______________________________ 27 

"Contldrntlal'" documents; bow prepared for transmission; by whom opened; receipt.-- ~8 

· '"Contldentlal'" documents; bow transmitted-----------C---------------------- 29 
"Rcetrictell" d<Jtuments; bow transmitted-------------------------------------- :io 
Transmission b7 airplane prohibited except In emergency'...________________________ 31 

26. "Secret" documents; how prepared for transmission; by whom opened; 
receipt.-a. K-.:cept durhig the process of local distribution Jn the personal 
custody of persuus authorized to baudle such matter for transmit.ision to 
another person, the sender of a document marked "Secret" will lnclose it In 
an inner and an outer cover. The inner cover will be a sealed wrapper or 
envelope addressed In the usunl way, but plainly marked "Secret" In such 

.m1pmer that the notation may be most rencllly iccn when the outer co>e~ is 
remo~·ed. The inner cover will r.ontain n receipt form which will Identify the 
Adclre!>sor, the· ucldressee, and the document. Tbe p.'lcknge thus prepared will 
then be lnclosed In a·n outer cm·er, which will be sealed nm! addressed in ltlle 
ordinary manner with no notation to ln1llcnte the secret nnture of the contehts. 

b: So fa~ as prnctlcuble the Inner cover marke
1

d "Secret" wlll be opened ,;nly 
by the person to whom addre5sed. When ;·he inner cover ls opened, the receipt 
form will be tl11tcd and signed by the uddressee nnd returned to the senller at 
the etirllest practicable moment. 
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97. "Secret" documents; how transmitted.-"Secret" documents wlll oo 
.transmitted by an officer· inesse~ge~ or courier' whenever· practicable. When 
,. , · • ; '•·\... • r • . ,: t.r · , : · · : · . ····· . • · .' · 
, ~~ 11!. ,~P!&Ct~~ab~e. .. ~o t~a~sm!t ~ret d~timents. b~ ilii _ ?ffice~• mes.senge~ or 
courier within the continental limits of. the United ·states, they wm be trans

. mitted by reiistered mail: 'For tran~po~tatlon 'to and .·froht"polnts :outslde' the 
continental Uinits. _of the United States,_ when officer courier ls not" a~ailable, 
'they niai be trarisi)orteci'by. Stat~ Depart~~iit rotary-loek .po~Cb; in' the"e.vent 
. that 'neither officer courier nor dipioniatic pouch' ls ·avallatile,' the· re8ponsible 

• . . . . ··' · •. J! . ,· . . . .. • 
of:lcer may designate as couriers .for this purpose citizens of the Unlfed 
States who are deemed, worthy of si>eclal trust, sucp as officers or o'ffic'lals of 
other Government .Departments, or. mastei;s of ·v~ssetli tin:der '.United .St~tes 
registey'. Commanding otfi~ers of portil of "embiirkatlon ~ui arrange for .the 

:·safe tranSportatlon :o·f ·d0cument8 fon'V(liile<i'"t~ tl~em foi; trail11mlsslon, entrust
ing them to the· commanding officer of troops ·on 'an 'Army transport 'when this 
ls practicable and wlll not involve undue delay. . · · . · 
. · 28. "Confid~tial'0 d~~hmenbi; how prepared for tr~srius~lo~; by ~hom 
:ciPen'ed; 'recelpt.~Documerits riiarked "Confidential" wlll be prepared for trans
"misslon in the same uian~er as prescribed for "Secret" dacuments (par.· 26'>, 
.ex;~pt ·that ~ ln-?er cove;;~,; ~11} co'n\al~-i a ,i:EicelPt form oiiiy when the sender 
deems it necessary, and that the inner cover may be opened by some respon
sible person other than the person addressed when so authorlzeci' by 'the 
• .' I J'_• ~ '• •• • '.. • • • • 

.~ddre~. . ._. · . : . . . , . ., , . ., 
2~ .. ~'Confidential", 4ocumeµts; how tran~tted:-nocumeiits ~arkt;d "Con-

ftdentlal" when. ti.:an,sinlt_te~ py han~ wlh be ent~~sted .o~iy to· especlaily · fr118t- · 
worthy messengers. 'For trUnsmlssfon by ma ff or 'express'. ;';"lthln the. con· 
tlnental limits of the United States, "Confidential" documents .. wlll be sent by 
registered mall or Insured express. ·For tiansmlsslon to and from points out
side the United States, they may be sent as prescribed in paragraph 27 for 
"Secret" documents, oi:-. by registered ... illnil ~.on ves!eis under Unlte<l State~· 

· regt~try; pr~vld~d they do not pass through any foreign post~l systems. c;ir the 
.postal systems .of the Ph111pplues. , ., . _ .' · 

30. "Bestrlcted" documents; how transmltted.-Documents marked "Re
stricted" may ·be transmitted by Ordinary mall, express, ·Or freight to any 

·point. When· transmitted_ b! ban~, they. wll~ 'be· entr.~st~ ... only. 'to "rella~!e 
messengers. · 

31. Transmls~lon by airplane. prohibited except in emergency:-Except ln 
'emergency, "Secret" and "Confidential" docutuents wlll not be 'transported 

. by airplane (ns distinguished from carried for use). When so transported they 
wlll t>e securely wrapped, and weighted If n(!C(>iosary, and will be ln the actual 
custody· o'f an officer not engnge<l ln the flyini; of the airplane, who wlll be 
responsible for their security. 

· c.a:. q. s12.11 u-3.-3Gl.J 
BY. ORllt:B o~· THE SECRETARY OF W AB: 

. OJiTICIAL: 

E. T .. CONLEY, ·• 
Major Gcneml, 

The .Adjutant GeneraL 

, 8 
U. I. GOYUNIU:NT ,RINTING O"IC! 1 1111 

MALIN CRAIG, 
Chief of Staff • 

For snle by the Superlnt<'ndent ot Documents, Wnshlngton, D. C. - • - · •• Price 5 centa 
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SECTION I. Definition ______ ----------··--------- --- -- -------- ---- ---- - - 1 
"JI. "Secret" documents ______ .:.________________________________ ~ 
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SECTION I 

DEFINITION 
Paragrapll 

"Document" defined---------------------------------------------------~---- 1 

· 1. "Document" deflned.-In this pamphlet the word " document " wtll be 
understood to apply to printed, mimeographed, typed. photostated, and written 
matter, and to maps, drawings, and photographs. 

SECrION II 

" SECRET" DOCUMENTS 
Paragraph 

"Secret": when. by whom, and how amxed _________ _:~------------------------- 2 
General precautfons to protect coritents---------------------------------------- 8 
How prepared for transmission; by. whom opened; receipt------------------------ . • 
"Secret": when, by whom, and how. conceled------~------------------~--------- Ii 

2. "Secret"; when, by whom, and how a:flixed.-A document will be 
marked "Secret" only when the Information It contains Is of great Importance 
:md when the safeguarding of that Information from actual or potential 
(•nerules Is of prime necessity. The " Secret " mark wlll be placed on a docu
ment only by, oi by authority of, the Secretary of War, the Chief of StatY, a 
chief of an arm, service, or bureau, or an officer commanding a. corps area, a 
tactical d_lvision, or a higher tactical unit. The " Secret " mark will be accom
panied by the designation of the authority affixing it, or by authority of which 
it is being affixed, and will be dated and initialed by the officer affixing It. 

3. General precautions to protect contents.-a. A document marked 
" Secret" is for the personal information and use of the officer to whom it is 
officially intrusted. He will be personally responsible for its safe custody 11nd 
will exercise every precaution to prevent urmuthorized persons gaining tnforma-

• This pamphlet sup,eraedea AR 830-6, December 80, 1926, lncludlng Cll, M&roh 10, 1988. 
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gii·cri:. No Pl'!"SOD who hns i11formalion ll!' to tlie eiistencc,' the wbcrcnbouts. or 
the contents i:Jf a· secrf't llocnment ~viii disclose any. information whntcvcr rela-
tive theret~), except as pr:;scril.Jed ubove. · 

b. No document nwrkell "Se~1:ct ·,, will I.Jc taken Inti) front. line trenches In a 
theater of wnr, or to any other place in wllich tbc::e· ,ls a similar danger of 
capture IJy the c11c111'·. \ ' , \ 

o. Documents classccl a:; "Secret" will not be referred, to in any cutaloguc 
or ptlbllcation which is 1wt itself m:irketl "Secret." · 
.. 4. How prepared for transmission; by whom opened; receipt.-a. For 
t1·ansmlsslon to another person, whether by mull, messenger;. or otherwh;e, in
cluding messengers pasd!!!; Lctwceu the IJ:·ancbes and ·offices of the 'Yar 
Pei;mrtmeut, or between difrereut uilices of the !;atne heaclquarc.ers, the sender 

. 9f a .document market! "Secret" will i11close it in an. inner and an outer cover. 
The Inner cover will lie a seale1l wrappel' o:· envelope addressed· ,in ·the·. usual 
way, l>ut plainly marked "Sccn1t" ·ii: sud1 marrner that the 1wtadon may be 
most rcaclily seen wh;.·n the outer cuver i::; remoyed. The inner cover will con
.tain a receipt forn1 which will icleutlfy the alitlressor, the adcl1·cssee, and the 
~ocurucnt. The package .thus prer;ureli will then be indosed ln an outer cover, 
·:Which \\;ill· be scaled and a\ldressecl iu the ordinary munne.r with no notation 
to indicate the secret nature of the coateuts. See paragraph 15. 
· 'b.: S~ far a~ practicah!e the imier co·~cr m~rked "Secret" will be opened 
~nl)r by the officer to· whom adlircsscd. '\i'hen ti.JC. inner cover' is opc~ed. th~ 
receipt form will be dated and' sig!ied by· the receiving otlieer and returned 

. to the sender at the cnrllest practicable rnollle11t . 
. 5. "Secret"; when, by whom, and how cauceled.-\Vhen a document censes 
to be secret, its "Secret" marking may be canceled by the autliority which 
affixed or authorizecl it, or by higher authority, by writing-or st:unping "Can• 
celed .by ," or "Cancelecl hy authority of " (the 
authority whic:h authorizes the cuncellation), over the" Secrc1t" mark on the 
top of the first page of the docunwnt, and thh1. cancellation will be dated and 
-initialed by the offieer making it. Any other "Secret " marks on such a docu
ment will then be stricken out. 

SECTION III 

" CONFIDENTIAL" DOCm.IENTS 
.. Paragraph 
"Confidential" ; when, by whom, and how affixed _________ .:____________________ 6 

General pre~autlons to protect contents-------------------------------------- 7 
How prepared for transmi""ion ; by whom opened; receipt---------------------- s. 
"Confidential"; when, by whom, and how canccletL _______ -:------------------ 9 

. 6. " Confidential "; when, by whom, and how a:ffixed.,-A docwncnt will be 
~arke<l. .. Confidendal .. when it is of less importance and Of l~ss secret a 
nature than one requirin;; the mark of " Secret," but which must, hcvertheless, 
be. guarded from hostile or fndiscreet persons. Except in the cu~ of printed. 
documents of the Wur De1mrtment or ·of ;;eneral headquarters in the field, the 
'mark .. Confidential .. will l>e pluccd OU\ a document only by a commissioned 
J·~tiicer uml wlll be accompanied l>y the designation of the ~ffice whi~h that 

I . . 

~~fficer hol<ls, if auy. 

2 
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mark " Confidential" will be placed on a document only by a commissioned 
officer and will be accompanied by the designution of the office which that 
officer holds, if any. 

7. General precautions to protect contents.-Intorrnatlon as to the existence, 
the whereabouts, or the contents of a document mari.ted "Confidential" will be 
disclosed by a person possessing such information only to those whose duties 
require that they have such information: Ever:; .r.erson to whom confidential 
information is intrusted will be personally responsible for its safe-keeping. 

8. How prepared for transmission; by whom opened; receipt.-Documents 
marked "Confidential" will be prepared for transmission in the same manner 
as prescribed for~· Secret" documents (par. 4), except that the inner cover will 
contain a receipt form only when the sender deems it necessary, and that the 
inner cover may be opened by some responsible person other than the pe_rson 
addressed when so authorized. 

9. "Confidential"; when, by.whom, and how canceled.-The ••Confidential" 
mark 'on a document may be canceled by the authority which affixed or author
iz~d it, o~ by higher authority, by writing or stamping over it "Canceled 
by ", or "Canceled by authority of " ,(the authority 
which authorizes the cancelatlon), and this. cancelatlon wlll be dated and 
initialed .bY the officer making it. Any other "Confidential" marks on such 
a document will then be stricken· out. 

S1!X71'ION IV 

"FOR OFFICIAL USE ONLY''. DOCUMENTS 
1 ~ffl~~ 

"For o!Dclal use only"; _when atllxed; how information treated___________________ 10 

,.10. "For official use .only"; when aftl..xed; how information treated.-A 
document will be marked " For official use. only"· when it contains Information 
which is not to be communicated .i:·o the. public or to the press, but which may 
be communicated .to any person known to ·be in the service of the United 
States whose duties It concerns, or to persons of undoubted loyalty and dis
cretion who are .cooperating in. G~vernment work. The information contained 
in documents marked "For 'official ·use only" will be treated accordingly. 

SllX11'ION' V 

. " RESTRICTED " DOCUMENTS . 
Paragra~ 

"Restricted " documents described--------------------------------------------- 11 

11. " Restricted " documents described.-A document ls marked · " Re
stricted " wh~ it contafus information regarding research work or the design, 
develop1Dent, test, production, or use of a unit of military equipment or a com
ponent thereof ';which 1t is desired to keep secret. Such information ls con
sidered as a1fectlng the national ·defense of the United States within th~ mean
ing of the Espionage Act (U. S. C. 50: 31, 32). The treatment of such i..lforma
tion and the amxt¥ and .cancelation of the ~arking " Restricted " are prescribed 
1D paragraph 4¥.a, ~ 85!>---25 • 

3 
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SECn'ION VI \ 

!IIILITARY MAPS AND PHOTOGRAPHS 
Paragraph 

Deftnt tton ___________________________________________________ . __ ---------____ .:. 12 
C!Asstflcatlon________________________________________________________________ 13 
Reports----------- ____________ ---------________ --------__ _,_-.-------,------- l• 

How Issued------------------------------------------------~--------------- 15 
12. Deftnltion.-Milltary maps and photograpbs are those. intended for use 

in connection wt th the training and. opera Uons of the forces of the United 
States; the term includes other maps and photographs which have acquired 
a military character by reason of overprints or notations placed upon them. 

13. Classiftcation.-a. l\11lltary maps and photographs will be• classlfled as 
follows: 

l 

(1) Secret. 
(a) In the continental United States, those illustrating an ap

proved war plan (including local defense plans) or any 
phase thereof. 

(l>) In oversea possessions and foreign territory occupied by the 
forces of the United States, th.oBe lllustratlng an approved 
war plan (including local defense plans) or any phase 
thereof, those showing the layout of permanent defense 
works and na.val bases. and the adjacent terrain v1tal to 
their defense, and those that serve to definitely ftx the 10ca
tion of any element of permanent defense works and naval 
bases. 

(2) Oonffdenti.al. 
(ci) In the continental United· States, those showing layout of 

permanent defense works, and naval bases and ·the ad
jacent terrain vital to their defense, and those that serve 
to definitely fix the location of any element of permanent 
defense works and naval base8; except that when the com
plete map of a defense area consists of more than one sheet 
only those sheets showing defense elements need be classi-
fied as confidential · 

( b) ln oversea PQSSessions and foreign territory occupied by the 
forces of the United States, those not classified as secret, 
showing layout of radio stations, aviation centers, supply 
bases, arsenals, proving gr<tllnds, or of any area vital to 
defense. 

(S) For official uae onlv. 
(a) In· the continental United States, those showing !layout of 

radio stations, supply bases, arsenals, and the adjileent ter
rain vital to their defense, including photographs riot other
wise classUled, which from their_ nature are no~ suitable 
for public release. 

( b) In oversea possessions atid foreign territory occupied by the 
forces of the United States, all topographic maps and photo
graphs not otherwise classified, which, _from their nature, 
are not suitable for publlc release. 

4 
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· b. Responsibility for the classification of military maps and photographs 
rests on tl.J.e following authorities, but may be delegated within their discre-
tion to appropriate subordinate agencies: · 

(1) The War Department for maps and photographs not classified as 
prescribed in (2) below. 

(2) Corps area and similar territorial commanders, and commanding 
generals of expeditionary forces and foreign garrisons wheri not 
organized as territorial departments, for areas within their control 

c. M111tary maps and photographs now on file will be reclassifled when taken 
from the flles for use. 

d. The precautions prescribed in these regulations will be· taken with maps 
and photographs which have not been reclassifled but which are known to be 
"Secret", "Confidential", or "For Official Use Oniy." 

14. Reports.-Classificatlon and re.classification of military maps and photo
graphs will be reported, when made, to the War Department. These reports 
will cover full title and legend of the material classifled. 

15. How issued.-Secret and confidential maps and photographs· will be 
issued only upon written receipt, which will describe the s~bject matter with 
sufficient clearness to fully insure identiflcation. Annually, on or about Janu
ary l, issuing officers will require renewal of such receipts or the. return· of 
the maps or photographs involved. 

Sl!lOTION VII 

MISCELLANEOUS PROVISIONS 
Paragraph 

How: transmitted; to whom delivered-------------------------------------·---- 16 
Facts as to character thereof to be communicated with Information______________ 17 
Documents requiring tc be marked "Secret" or "Confidential"---------------- 18 
One claBBlfylng mark only, 11 more used---------------------------------------- 19 
Marking; use of stnmP------------------------------------------------------- 20 
Safeguarding document& distributed outside the ArmY---------------------------- 21 
Report of loBB or subjection to compromise ____ .,.,._______________________________ 22 

16. How transmitted; to whom delivered.-Documents conbtining secret 
matter to be transmitted by mall wlll be registered. Documents containing 
confidential matter wlll be registered when the circumstances warrant it. 
When documents containing secret or confidential matter are transmitted by 
hand, the transmission will be in trusted to an officer whenever practicable; 
otherwise particular car~ wlll be exercised that the messenger ls trustworthy. 
In any case such documents will be dellvered in person to the oflicer to whom 
addressed or to some responsible person designated by him to receive them. 

17. Facts as to character thereof to be communicated with information.
A person who communicates information concerning, or contained in, a doro
ment marked "Secret", "Confidential", "For oflicial use only", or "Re
stricted", will at the same time inform the person or persons to whom he 
communicates the information that ls "Secret" or "Confitlential" or "For 
official use only " or " Restricted " as the case may be. 

18. Documents requiring to be marked "Secret" or "Confidential"
Any person in the military service who initiates or comes into possession of a 
document which in his judgment should be marked " Secret" or "Confidential" 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in paragraphs 
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4 and 16 for secret documents. Tbls applies also \to documents originating In 
other Government agencies bearing marks by tho.se agencies which· Indicate 
that they are to any degree secret or confidential. 

19. One classifying mark only, if more used • ..l..A document will not be 
marked wlth more than one of the tour classifying ~arks--" Secret",." Contl· 
dentlal ", " For otDcial use only ", or " Uestricted " ;\ but should it, through 
error, be so marked, the most restrictive classlfication used will be observed. 

20. Marking; use of. ·stamp.-Tbe secret or conflheot1al stamp will be 
placed bOth at the top and the bottom ot each page ot all secret or confldentlal 
papers. It should be stamped well down on tlie page and in such a manner 
that the marking will not be hidden from view when the sheets· are clipped 
together or bound. · · 

21; Safeguarding documents distributed outside the Aruiy.-Secret or 
confidential documents which, by their nature, might require distribution 
outside the :Army .will ('.Ontaln suitable instructions for their custody and &ate
guarding in conformity with the requirements of the Army Regulations. 

22 . .-Report of loss or subjection to compromiee.-Any person ln the mili
tary service knowing of the lose or subjection to compromise of a· secret or 
confidential document will promptly rePort that ·fact to the custodian of the 
document, who will immediately .. report the. loss or compromise to· the issuing 
authority. 

[A. G. 400.114 (ll;-14-84).). 

BY OBDER OJI' THm SECBEl'ABY OJI' WU.: 

OFFICIAL: 
JAMES F. McKINLEY, 

Major General, 
The .Adjutam Generot · 

6 

DOUGLAS MAaARTHUR, 
General, 

Oh'6f of Sta.ff •. 

a. I. &OYIR•llllT PlllTING OPPIC.11111 

For sale by the Superintendent of Documents, Washington, D. C. - - - - - - i;r1ce Ii cents 
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CHANGES} WAR DEPARTMENT, 
No. 2 WABHINGroN, March 10, 198S . 

.AR 330-5, December 30, 19'26, is changed as follows : 
12. Classification.-a. Military maps and photographs will be classified as 

follows: 
• 

• 

• .. . • • • • 
. (8). For official use only. 

• • • • • . ... 
(b) (As changed by Cl, December 31. 1927.) In oversea ·posses

sions and foreign territory occupied by the forces of the 
United States, all topographic maps and photographs not 
otherwise classified, which, from their nature, are not suit
able for public release. 

[A.G. 812.11 (6-30-27).J 

b. Responsibility for the classification of military maps and photographs rests 
on the following authorities, but may be delegated within their discretion to 
appropriate subordinate agencres: 

• • • • * , 
(8) ·(As added by Cl, December 81, 1927.) Milltary maps and photo

graphs now on file will be reclassified when taken from the files 
for use. 

(4) (As added by Cl, December 31, 1927.) The precautions prescribed 
in these regulations will be taken with maps and photographs 
which hnve not' been reclassified but which are known to be " Se
cret," "Confidential," or "For Official Use Only." 

[A.G. 812.11 (6-30-27).J 

17. Do~uments requiring· to be marked "Secret" or "Corifideritial."
Any person ln the military 8ervlce who initiates or comes into possession of a 
document which In his judgment should be marked "Secret" or "Confidential " 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in paragraphs 
4 'and 15 for secret documents. This applies also to documents originating 
in other Government agencies bearing marks by those agencies which 
indicate that they are to any degree secret or contldential. 

[A.G. 312.11 (2-2~3).] 

19. Marking; use of stamp.-The secret or confidential stamp will be 
placed both at the top and the bottom of each page of all secret or confiden
tial papers. It should be stamped well down on the page and in such a. 
manner that the marking will not be hidden from view when the sheets 
are clipped together ,or bound. 

• 'fheae ohangea aupers¥e .01, December 81, 19ll'7, 

: :: . . _1118263°--88 -:" 
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20. Safeguarding documents distributed outside) the Army.-Secret or 
confidential documents which, by their nature, mii1;1.t require distribution 
outside the Army wil~ contain suitable instructions 'for their custody and 
safeguarding in conformity with the requirements of the Army Regulations. 
. 21 ... Beport of. loss or su}ljectio.~ to compromise.-Ani

1 
person in the mili

tary service, knowing of the loss or subjection to compr?mise of a secret or 
confidential document,' will promptly report that fact to the custodian of 

' ' ' \ 
the document, who will immediately report the loss or compromise to the 
lse~ng. authority~ ' ' : 

,CA~ G. 312.11 (12-2s-32).] 

BY OBDEft OF THl!l SECBEI'ARY OF w AB: 

Omcu.,~: 

JAMES. F. McKINLEY, 
' Brigadier General, 

DOUGLAS MAoARTHUR. 
General, 

Ohief of Staff. 

Acting The AllJutant General. 

2 
U. I. GOVERNMENT PAINTING OFFICE: 113! 
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"SECRET;" " CONFIDENTIAL,'.' AND '\FOB OFFICIAL 118E ONLY '' 

, , Paragraph11 
8JDCTION I. Definition ________________________ ~"..----------------------- -1 

; II. "Secret" documents ______________ ..),....;______________________ 2-6 

III. "Confidential" documents.----------7------------:..---------. 6-9 . 
· IV. "For ofllclal use only" documents-------------------------..; · 10 

·v. M'.Ultary maps and.photographs-----~-----~---------------~ 11-14 
VI. M'.lscellaneotl8 provtstotis ___ . ______________ '"----------------:.. ll'r18 

--·-
SlllCTION I 

DEFINITION . , 
. . ParUT1'Ph 

~Document·~ defined-------..:-----------------------------------'--------·--- '. ·1 
• 1 . . 

1. " Document" deflned.-In this- pamphiet the word "document" w'ni, be 
1lnderstood to apply to printed, mimeographed, typed, photostated, and written 
'matter: and ·t:o-maps, drawings, and photographs. . . . 

Lt..! 

• SECTION II 

" SECRET" DOCUMENTS 
Paragraph 

"BecNt"'; when, ·by whom, and how at11xec1 ______ :_ ________ -'------------.:_____ · •2 
·General precautions to protect eontents _____ .: ____ l.--------------------------- 1 ,. : 1·3 
How prepared for transmission:. by whom opened; receipt---------------------- .- 4 
"Secret" ;·when, by whom, and how canceled------'--------------------------- , G 

.. : . . • . j : • .~.. • 

. 2. "Secret"; when, by whom, and ho'l!V afilsed.-A document· wlll''be 
marked " Secret" only when the Information 1t contains •ls of great Importance 
and when the safeguarding of that Information from actual or potential 
enemies Is of prime necessity. The "Secret" mark wlll be placed on a docu
ment only by, or by authority of, the Secretary of War, the Chief of Stair, a 
chief of a branch or bureau; or an ofllcer commanding a territorial corps area 
or department, a tactical division, or a higher tactical unit. The " Secret " 
mark will be accompanied by the designation of the authority .atllxing it, ·or 
by authority of which It ls being afllxed, and will be dated and initialed by 
the ofllcer afllxlng It. 

· 3. General precautions to protect contents.-a. A document marked•• Secret" 
Is for the personal information and use of the officer to whom It Is .ofllcialiy 
fntrusted. · He will be personally respons.Ible for Its safe custody and wlll 
exercise every precaution to pr~vent unauthorized persons gnlnlng Information 
as to Its existence, Its whereabouts, or Its contents. He will disclose lnfoniiii
tion as to its existence, Its whereabouts, or Its contents only to those whose 
duties absolutely require that they have such Information; the number of socb 
persons wlll be Umlted as much as the necessity of the case permits; and the 
amount of Information disclosed wUl be Umlted to that which ls absolutr-!y 
essential to the proper execution of the duties of the persons to whom it is 

• This pamphlet supersedes AR 330-5, J'anuary 22, 1821, and Chan_gea Bo. 1, 
AB. 330-5, October 2, 1922. 

213lfi 0 -27 

I 
/ I 



AB 330-,5 
S-6 

\ 

\ 
DOCUMENTS 

REF ID :A4127207. 

tion as to fts exfl'ftence, Its whereabouts, or fts contents. He wfll disclose ln
formu tlon as to its existence, its whereabouts, or its contents only to those 
whose duties absolutely require that they have such· information; the number of 
snch persons will be limited as much as the necessity of the case permits, and 
the amount of information disclosed will be limited fo that which ls absolutely 
·essential to the proper execution of the duties of the persons to whom it is • 
given. No person who hns information as to the existence, the whereabouts, or 
the contents of a secret document will disclose any information whatever rela-
tive thereto, except as prescribed above. · 

b. No document marked " Secret" will be taken into front line trenches in a 
theater of war, or to any other place in which there is a .similar danger of 
capture by the enemy. 

c. Documents classed as "Secret" wlll not be ·referred to 111 !!-DY catalogue 
or publlcatlon which ls not itself marked "Secret." 

4. How. prepared for transmission; by whom opened; receipt.--a. For 
transmission to another person, whether by mall, messenger, or otherwise, in
cluding messengers passing between the arms and services and offices of the 
War Department or between different· offices of the same headquarters, the 
sender of a document marked " Secret " will inclose it In an inner and an outer 
cover. The Inner cover will be a sealed wrapper or envelope addressed in the 
usual way, but plainly marlred " Secret" in such manner that the notation may 
be most readily seen when the outer cover is removed. The inner cover will 
contain a receipt form which will identify the addressor, the addressee, and the 
document. The package thus prepared will then be lnclosed in an outer cover, 
which will be sealed and addressed in the ordinary manner with no notation 
to indicate the secret nature of the contents. See ·paragraph 16. 

b. So far as practicable the inner cover marked " Secret " Will· be opened 
only by .the officer to whom addressed. When the inner· cover is opened, the 
receipt form will be dated and signed by ·the receiving officer- and returned 
to the sender at the earliest practicable moment. 

5. "Secret"; when, by whom, and how canceled.-When a document ceases 
to be secret, its " Secret" marking may be canceled by the authority which 
affixed or authorized it, or by higher authority, by writing or stamping "Can
celed by " or "Canceled by authority of " (the 
authority which authorizes the cancelation), over the "Secret" mark on the 
top of the first page of the document, and this cancelation will be dated and 
initialed by the officer making it. Any other " Secret " marks on such a docu
ment will then be stricken out. 

SJIXlTlON III 

"OONFIDENTIAL" DOCUMENTS 
Paragraph 

• Contldenttal "; when, b;y whom, and bow, aftl.xed------------------------------- 6 
General preeauttons to protect contents---------------------------------------- 7 
Bow prepRred for transmission: b;y whom opened; recelpL------~--------------- 8 
"Confidential "; when, by whom, and how canceled----------------------------- 9 

6. "Confidential"; when, by whom, and how aftlxed.-A document will be 
marked "Confidential". when it ls of less importance and of less secret a 
nature than one requiring the mark of "Secret", but which must, nevertheless, 
be guarded from hostile or indiscreet J!Crsons. Except in the case of prlnt.ed 
documents o~ the Will' Department or of general headquarters in the field, the 

I 
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7. G.eneral precautions to protect contents . ..o-Informntion as to the existence, 
the whereabouts, or th~ contents of a document marked " Conftllentlal" will be 
disclosed by a person possessing such information only to those whose duties 
req:uire that they ha'l'.e such informatl~n. · Evel'y -person· to whom confidential 
information Is intrusted will be personally responsible for its safe-keeping. 

8. How prepared for transmission; by whoµi opened; receipt.-Documents 
marked "Confidential" will be prepared for· transmission in the same manner 
al!; prescribed for "Secret" documents (parag1'aph 4) except that the inner 
cover will contain a receipt form only when the sender deems it necessary, 
and that .. the inner cover may be opep.ed by some responsible person other 
than the person addressed ·when so authorized. · 

9. "Confidential "; when, by -whom,. anq, how canceled.-;L'he "Confidential" 
mark on a. document may be canceled by the autho1ity which affixed or author
ized it, or . by higher authority, by writing or stamping over it "Canecled 
by ," or ". Cance~ed. by authority of, ' . " (the authority 
which authorizes the cancellation), and. this cancellation .will be dated and 
Initialed by the officer making it. Any other "Confidenti!ll" marks on such 
a document wlll then be strtcken out. 

. SECTION IV' 

.. "FOR OFFICIAL USE. ONLY" DOCUMENTS 

1 
Paragraph 

" For oftlclal use only "; when affixed; how Information treated----------------- 10 
• . . l 

· 10. "Fo~, 016.cl~l use. only"; ._when affixed; how information treated.-A 
document wlll be iJ1arked " For official use only" when It contains· information 
~hich ls not to be communicated to the publlc or to the press, but which may 
be .communicated to any person known to .be. in the service of the United 
States whose duties lt concerns, or to persons of undoubted loyalty and dis
cretion who are cooperating in" Government work .. The information contained 
in. docu~~ntJ;i ma~~ed "For official .use onlyn. win. be treated accordingly . 

• • j .... ' 

; . , . . .. S~ON. y . ·' 

MIL~TA_RY;~~rf AN~ I>lio±_oonA:t>IJs. . . . . , . .r 
· ~. . . . : Paragraph 

Definition .:_:.· __ :_,__~_;- ----~--" __ ,_.:._:. _,:_~----~.: ______ _: __ ·1 __ .: ___ .:;._·.:_~;,· __ ~1 ___ · 1 11 

CJasslllca tlon -~ --- - - - - - - - - - - - - - - - - - - - - ------~ --- - - --- - - -"'--- ---------•-----· · 12 

::::\~s-;ed-_-_-:_:_:-_-_-_-_-_:_-_-_:_-_~--~------~--~--------------~----~------~----~~--~;----~--;::;-_-_~----~~-- ~! 
· 11. Dednition.-?illlltary ,mups and :Photographs are those intended •fo'r use 
in conneetlon .with the ·tr~lnl~g and ope1·~tlons . ."of. the~ force!i o~ the., Unit~ 
States; the term include_s· other mnps and· photographs which have acquired 
a military Ch~racter by. reason Of O'°erprints ~J," notatlonljl pla~d Upon them. 

12. Classitlc11tion.-<i .. Mllltary mnps a11Cl- photographs will.~ ~lassi_fi~~\as 
follows:.. ..: \ • , ; .- , :1 • : , ··., • . • _. ·• . • , ·.:; 

(1) Se~. •. 
(a) \,n the contlnc~tal · Unlteci '. St~te~. :tho~e ,;~~~t~~t~ng ·~~ '~{; 

\ prc1ve<l war plan ( iududlng loc!ll defense ~ns) ,o~. &DY. 
.phase thereof. . . . .. n 1 •1 
\ 

•j • ; 
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( b) In oversea posst-sslons and foreign territory occupied by the 
forces of the United States, those Ulustrating an approved 
war plan (includin~ local defense plans) or any phase 
thereof, those showing the layout of permanent d,efense 
works and naval bases and the adjacent terrain vital to 
their defense, and thc•se'that serve to definitely fix the loca
tion of any element of permanent· defense works and naval 1 

bases. 
(2) Confidential. 

(a) In the continental United States, those showing layout of 
permanent defense works, and naval1 bases and the ad
jaeei1t terrain vital to their defense, and those that 'serve 
to definitely fix the location of any element of, permanent 
defense works and naval bases, except that when the com
plete mnp of a defense area consists of more 'than one sheet 
only those sheets showing defense elements need be. classified \ 
as confidential. 

( b) In oversea possessions and foreign territory occupied by the 
forces .of the United States, those not classified as secret, 
showing layout of radio stations, aviation centers, supply 
bases, arsenals, proving grounds, or of any area vital to 
defense. 

(8) Por oftioial uae only. 
(a) In the continental United States, those showing layout of 

radio stations, supply base!;, arse~nls, , and the adjacent ter
rain vital to their defense, including photographs not other
wise classified, which from their nature are not suitable 
for public release. 

( l>) In oversea possessions and foreign territory occupied by the 
forces of the United States, all topographic maps of the 
scale l: 62,500 or larger not othenvise classified. and ph9to
graphs not .otherwise classified, which, from their nature, 
are not suitable for publlc release. 

l>. Responsibility for· the classification of military maps and photographs 
rests on 'the following authorities, but may be delegated within their discre
tion to appropriate subordinate agencies: 

(1) The War Department for maps and photographs not classified as 
prescribed in (2) below. 

(2) Corps area, department, and similar 'territorial commanders, and 
commanding generals of expedltio.nary forces an~ foreign garri
sons when not organized as territorial departnfunts, for areas 
within their control. ! 

ts. Reports.-Classificatlon and reclasslftcation of mll!tary maps and photo
graphs will be reported, when made, to the War, Department. These reports 
will cover full title and legend of the 'material classlfied. · 

14. How issued.-'Secret apd confidential maps and photographs wlll be 
lssued only upon Written receipt, which will describe t11e subject matter with 
sufficient clearness to fully Insure Identification. Annually; on .or about Janu
ary 1, issuing officers will require renewal of. such receipts or ihe return· of 
·the maps or photographs involved. 

4 
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SECTION VI 

MISCELLANEOUS PROVISIONS 
Paragraph 

How transmitted; to wl.lom delivered---------------------------------------- 111 
Facts as to character thereof to be communicated with information_____________ 16 
Documents requiring to be marked " Secret" or "Contl.dentlal "----------------- 17 
One classifying mark only, it .more used ___________ :___________________________ 18 

15. How transmitted; to whom delivered.-Documents containing secret 
matter to be transmitted by mail will be registered. Documents containing 
confidential matter will be registered when the circumstances warrant it. 
When documents containing secret or confidential matter are transmitted hy 
hand;· the transmission will be intrusted to an officer whenever practicable; 
-Otherwise particular care wm· be exercised that the messenger is trustworthy. 
In any case such documents "will be delivered in person to the officer to whom 
addressed or to some responsible person designated by him to receive them. 

16. Facts as to character thereof to be communicated with information.
A person who communicates information concerning, or contained in, a docu
ment marked " Secret,'' " Confidential," or " For official use only" will at the 
!'ame time inform the person or persons to whom he communicates the infor
mation that it is "Secret"" or "Confidential" or '.'For official use only," as the 
case may be. 

17. Documents requiring to be marked "Secret" or "Confidential."-Any 
person in the military service who initiates or comes into possession of a docu
ment which,. in bis judgment, should be marked " Secret" or " Confidential " 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in para
graphs 4 and 15 for secret documents. 

18. One classifying mark only, if more used.-A document will not be 
marked with more than one of the three classifying marks-" Secret," "Confi
dential," and "For official use only··; but should it, through error, be so 
marked, the most restrictive classification used will be observed. 

[A. G. 312.11 (3-9-26) .] 

BY ORDE!! OF THE SECRETARY.OF \VAR; 

OFFICIAL: 

ROBERT C. DA VIS, 
M a.jor General, 

The .Adjutant General. 

0. P. SUMMERALL, 
Major General, 

Chief of StafT. 

WASHINGTON: GOV1lB~MB1'T PRINTING On'ICB: llltT 
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CHANGES} WAR DEPARTMENT, 
No.l w ABBINGTON, Deooniber 11, 19!'1. 

AR 380-5, December 80, 1926, ls changed as follows: 
12. Classification.-a. l\Iflltary maps and photographs will be classified as 

follows: 
• 

• 
(8) 

• • • • • • 
For official use only. 

• • • • • • 
( b) In oversea possessions and foreign territory oecupied by the 

f~<.-es of the United States, all topographic maps and photo
graphs not otherwise classified, which; from their nature, 
are not suitable for public release. 

(.A.G. 812.11 (6-30-27).] 
b. Responsibility for the classification J>f military maps and photographs rests 

on the following authorities, but may be delegated within their discretion to. 
appropriate subordinate agencies: 

• • • • • • • 
(8) (Added.) Military maps and photographs now on file will be 

reclassified when taken from the files for use. 
(~) (Added.) · The precautions prescribed in these regulations will be 

taken with maps and photographs which have not been re
claRsified but which are known to be "Secret," "Confidential," 
or "For Oillcial Use Only." 

cl. o. a12.11 <6-SG-27>.l 

BT OBDE8 OP THE 8BCBETABT OF W AB: 

OiTICIAL: 

LU'l'Z WAHL, 
Ma/or General, 

The Adjutant General. 
1e11u 0 -2s 

C. P. SUMMERALL, 
MaJryr General, 

Oh(ef of 8ta;(f. 

U. 8. GOVEll!'IMENT PBl!'ITl!'IG OP'll'ICID: 1918 
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. ParagraphS. 
SEO'l'ION =i. NftDitioD_::<~.::.:.!:.:.'._ ________________ :.. ___ :. ___ ;____ 1 

'it.' ,;·secret' ... ciocument& ..::.:~_!.:. ________ .:.._~ _____ :.::...: ___ :.._:.:...:._ . ~- · 
Ili. ci Ootitldeiitta\ •'.1.dOCuiiien&L.'..'....2:::!.'..=_'. __ :._.:.._:.:_ ___ ;..___________ . 6-'.8 
1'v. "FC>t·omciai'use obiY';•' documents ________ ._ ________ .: __ .:._:.. ·t: •·9 

V. · MlaceJlaneoQ& provlslons_.:.·..:._:.:__: _________ .:__;... ____ .:~---- · i~l3 

. .~ECl'ION . L : 

DEFINITION. · i. 
. . . . Paragraph.. 

" Documl!n,t " .~.4'11.ned----.--:-:--:-;-------.,.----.---;-----~-----:-:-:--.,.-:-::---- . . ~ 

•·'t. "Document" deflneii.-Iri·this pamphlet the··word_ ·"'document" will· be 
understood to apply to printed, mimeographed, typed, photostnted, and written 
matter, and to maps, drawings, and photographs. 

SECI'ION II. 

, , ".~.EG~ET.J',:Q~NTS . 
. , • - . • • , 1 , • • • . • • • • • . . • • •... Paragraph. 

" Secret" ; when, hJ wbom, and how aftli:ed----------------------------- · · 2 General 'precautions to protect contents __ _.._. _______ :. _____ :_ ________ ~:.______ 8 

How prepared tor tranSm!BBIOn; by whom opened; recelpL-------------------- . · 4 
"Secret"; ·when, by whom, and how canceled _______ •~-----.,.--,,--.,.-,.,.-::-.::-!"'.-;--:-. 1 ,.,,,~ 

2. " Secret"; when, by whom, and how afib:ed.-A document will be marked 
"Secret" only when tbe lnformatlon· It coµtains ls of great importance and 
when the safeguarding of that information from actual or potential enemies 
IS Of prlme necessity.- The H Secret " marl{' Wni "be placed OD 'a' "document Only 
by, or bY. authority ot, the Secretary of Wt\}-, 'ihe Cblef o.f"s~; a"'chie~'<>f an 
urm, stair corps or department, or an otllcer commanding a territorial depart.. 
went or corps area, a tactiC8I division, or~ higher tactical unit:' 'Tiie "Secret .. 
mark wm be nccompinled. by the" deSignattori, of the authorttY ~ftlxlng l.t: or t)T 
authority of which lt is being atllxE!d, and will be dated and initialed by the . . . - .. ·' . . .. . .. ·- . - .... ~,... .,,, 
officer affixing it. · . J. . ., , • • __ . ,, ..• ; , .· . 

3. General precautions to protect contents.--a. A document marked "Secret'' 
.. • . ·.. - ¥· - . • • • •• 1.... ; .... J 

ls for the personal information and use of the officer to whom it ls otllclally 
in trusted. He will be personally ·responsible tor its safe '~ostody . and . will 

• '• ~ I ' . ' . • ·., ,. ._. 

exercise every precaution to prevent unauthorized persons gaining Information 
as to its existence, tts ·whereabouts,. or Tts coiii"iii't:S.' ·:e:e· wili (d1Sc1o~e--fu.:forma
t1on 'as to Its .existence, its" whereabOuts, ·o.r t6!°contentS 'olliy "fo' thoSe .. wh~ 

• ~ • •• • l.J •• • ... .. • -- ..1,.,_. .• .. , " • ., .• ••• • ;, t .... , ... I ,.._._,. 

duties absolutely require that they have such lntormatJon; the ·number of such 
persons wlll be itroited. aS .~ucti'a8 the' n~iii of the ease iiermit8';' aii(('tb.e 
amount . of Information~ dJScio&ed 'Wil) be itinlted tc) . that whiCb. 18. 'abSoluteiy 
essenuai to the proper execution' of the ciutie8 "of' ilii;'penions to whoni'l't ls gi~en. 
No .person wbo haS lnformatlon as to ·the exIStence, the wheNabOuts, or 'iiie 
'Contents of a secret docum~t wlll disclose iuiy lnfarmatlon whatever ~tive 
thereto, except as prescribed al>Ove. . - . . .. 

86705°-21 
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b. No document marked " Secret" will be taken into front Une trenches tn a 
theater of war, or to any other place in which there ls a similar danger ot 
capture by the enemy.. . . 

c. Documents clnssed as " Secret" wlll not be referred to in any catalogue 
or publication which Is not Itself marked " Secret." 

4. How prepared for transmission; by whom opened; receipt.---0. For trans
mission to another person, whether by mail, messenger, or otherwise, including 
messengers passing between the bureaus and offices of the War Departn1ent, 
or between different offices of the same headquarters, the sender of a docu
ment marked " Secret" will lnclose it in an inner and an 'outer cover. The 
inner cover will be a sealed wrapper or envelope addressed ln the usual way, 
but plainly marked "Secret" in such manner that the notation may be most 
readily seen when the outer cover is removed. The inner cover will contain a 
receipt form which will identify the addressor, the addressee, and the document. 
The package thus prepared will then be inclosed in an outer cover, which will 
be sealed and addressed In the ordinary manner with no notation to indicate 
the secret nature of the contents. (See par. 10.) 

b. So far as practicable the inner cover marked " Secret'' will be opened only 
by the officer to whom addressed. When the inner cover is opened, the re~ipt 
form will be dated and signed ~y the receiving officer and returned to the 
sender at the earllest practicable moment. 

5. "Secret"; when, by whom, and how canceled.-When a document ceases 
to be secret, its "Secret" marking may be canceled by the authority which 
affixed or authorized it, or by higher authority, by writing or stamping "Can
celed by ," or " Canceled by authority of " (the 
authority which authorizes the cancellation), over the "Secret" mark on the 
tOp of the fi.rst page of the document, and this cancellation will be dated and 
initialed by the officer making it. Any other " Secret" mnrks on such a docu
ment will then be stricken out. 

SECTION III. 

"CONFIDENTIAL" DOCUl\mNTS. 
Paragraph. 

"Coa1ldentt&l" ; when, by whom, and how a.(llxed_____________________________ 6 
General precautions to protect contents _________________________ -'----------- 1 
"Confidential"; when, b7 whom, and how canceled___________________________ 8 

6. "Confidential"; when, by whom, and how afilxed.-A document will be 
marked_ "Oonfidential" when it ls of less Importance and of less secret a 
nature than' one requiring the mark of"' Secret," but which must, nevertheless, 
be· guarded from hostile or indiscreet. per$Qns. Except in the case of printed . 
documents of the War Department or of General Headquarters in the field, the 

. mark "Confidential'.' wlll be placed on a document only by u commissioned 
officer . and will be accompanied by the designation of the office which that 
·omcer holds, lf any. 

7. · General precautions to protect contents.-Intormatlon as to the existence, 
·the whereaboutil, or the coDtents of a document marked "Oonfidential " will be . 
disclosed by a person possessing such Information· only to those whose duties 

1

, 
require that they have such Information. Every person to whom confidential 
information ls lntrusted will be personally responsible for its safe-keeping. ! 

8. " Confidential "; when, by .whom, and how cancelecL-The "Confidentlai" 
mark· on a document may be canceled by the authority which affixed or author-

. lzed It, or by higher authority, by writing or stamving over it "Canceled 
b7 1 

," or "Canceled by authority of " (the authorlty 

2 
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which authorizes the cancellation), and this cancellation will be dated and 
initialed by the officer making lt. Any other " Confidential " marks on such 
a document wlll theu be stricken out. 

SECTION IV. 

"FOR OFFICIAL USE ONLY" DOCUMENTS. 
Paragraph. 

••For omclal UBe only "; when a1ftxed; bow in!ormatlon treated-----'------------ 9 

9. "For o11lcial use only"; wheri affixed; how information treated.-A docu
ment will be marked" For official use only " when it contains information which 
is not to be communicated to the public or to the press, but which may be 
communicated to any person known to be in the service of the United States 
whose uuties it concerns, or to persons of undoubted loyalty and discretion 
who are cooiierating in Government work. The information contained In docu
ments marked "For official use only" wlll be treated accordingly.· 

SECTION v. 
MISCELLANEOUS PROVISIONS. 

Parai;rapb. 
·Bow transmitted; to whom delinred________________________________________ 10 
Facts as to character thereof to be communicated wltb Information_____________ 11 
Documents requiring to be marked " Secret" or "Confidential"--------------- 12 
One classifying ma1·k only; it more used------------------------------------- 13 

10. How transmitted; to whom delivered.-Docuwents containing secret 
watter to be transmitted by mail wlll be registered. Documents containing con
fidential matter will be registered when the circumstances warrant it. When 
documents containing secret or confidential matter are transmitted by band, the 
transmission will be intrusted to an officer whenever practicable; otherwise par
ticular care will be exercised that the messenger is trustworthy. In any case 
such documents will be delivered in pe.rsoh.to the officer to whom addressed or to 
some rei:.1Jonsible person designated by him to receh·e them. 

11. Facts as to character thereof to be communicated with information.
A person who communicates Information concerning, or contained In, a document 
marked "Secret," "Confidential," or " For ofticlal use only" will at the same 
time inform the person or persons to whom he communicates the information 
that it Is "Secret" or "Confidential" or ••For official use only," as the case 
may be. 

12. Documents requiring to be marked " Secret" .or " Con:fl.dential."-Any 
person in the mllitary service who Initiates or comes Into possession of u docu
ment which, In his judgment, should be marked " Secret" or •• Conlidential" 
will take immediate steps to forward 1t to the authority competent so to mark 
It, following the same procedure for transmission as ls prescribed in paragraphs 
4 antl 10 tor secret documents. 

13. One classifying mark only, if more used.-A document will not be 
marked with more than one of the three classifying marks-" Secret," " Con
fidential," and " For omclal use only"; but should It, thl"ougb error, be so 
murked, the most restrictive classiflcntion used wlll be o~n-ed. 

[312.11, ~· G. 0.) 

BY ORDER OF THE SECBETABY OJI' W AB: 

OFFI Cl.\ T. : 

P. C. HARRIS, 
The Adjutant General. 

PEYTON C. MARCH, 
JlaJor Oenerol, Chkf of Staff. 

WAllBl:<GTON: ~llRNldliNT PRINTING OJTJCB: tin 
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.. · ·, ... : \ _. ....... 

~~~~~~ ~:::i~~~:~~=~~=i~~:-J~~~~L~~~;=J=~;~==;j~~~id~~=~-~:~~~11~~~ 
--· ' IU:<Restri'ctions·:on~'.use" .. c)f :{elegraplii cable,,.;ahu radio:..:..:O~.c_{i=_:~· . ::&-9 
j; .'.,I •. ' IV; Insttuctioii's:ito'-: writers.!~:.=.<l_{~.:'!:!~-L~--;~-~~~:::., .. !_L_~~:.L~1~·-10-11 
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(''(~--r·A.r_- E.j.i•~fl·. '"~•\·•"" 
,,\ •. \ •• ll.... J .... , ... '.,. 

lfqi.q ::;1S MESSAGE CENTERS 
[t ·------------ .. --,-·--·-·, ... ·~ .~j·.,•·~r·~·, ''•I" r''",/ 

~:!~!~:.~~.~E:::r;:~~i~~;,,;, -;,~:;;;~::; k,i:~ ~;;E: ~:',;;,;;'~~::;;: 
S<td~~r~p.q,~ip~er~--":-:-~-:-7,--:--;;::.-::-~~--;~--:..;-...:=~-;-.-:.;;;:.~~7~:~-~~!. .. ~--;--~~";;~-=-~:1~:--..!".--~.~~-~-:~+~'l~ .-:) 5 

(';2.;·o~gani'zationi and "diitiei;';S-Mesiiage'l!centers,'.ia~~-:mailltairiedf·at "tlie' War 
Department, .at each corps area headquartefs')'.!'.ahd :;at''-otnet 'points' when 
necessary;. : -~They are• charged) witli''•t:tie" receipt;· fransmissfon:~·aiid.I .. defive'ry 
of· all dispatcnes r.eceived or" serlt ··uy-~ ·telegraph,:cabie; ;fadio',: .. or :·other speCiaf 
means at their disposal.'. They "are lai801rcnarged' with :crypfdgraplifo~'i.'ancf 
decryptographing sucli ''officia_I di~patclies. 'as fuusff·be .trlinsillittErd'.· ih~ 'crypto
graphic form. They are organized by and operated under tliE'dfrection of the 
Chief Signal l Officer•,for:· the .. <War"Depai:'tmei'lt'~a1J.d'' of' the ·;signal ;·offic~;; \of the 
headquarters .at other places, wb'.oAvilF·'declife 'the' best'"iivail'ai>ie means for 
transinissi'on1.;undei:'~ 'general 'instructforlst f of '.the'.''CoirtliiariUing' ofifcet .. ; \' ' 
•: •3 .. Operation;· relatioft1 to com'zhaiiaer·~ai::t"d 'staff7.:.l..a~·i:pufpose.~The message 
center exists primarily• for. service •to"the '-commander': and' his~'staff and fur
nishes this;SerViCe bY~!- ~ c· .. · ,-, .rrt--1 1 -~ <· r\~F"'"'t :. · ·~~~ • ~:· -.u,~; n< ·~:.. '::'•:--::. ~~ .\; 

-.. ~.: .. (1). Coordifiatilig' the' use':iof variOus·:,ligencies' !of Slgriai' coinmunica-
. tion. J :n.··. ::, ·.:. t .. , ._, ... " , 

J :ire;.., (2).'.Expeditfousl;{'e!feeting:;the '.transmissfon aiid t:leiive~y.' of hlessages. 
. . ~ .!~-lj;7!1J!_~..j, 1·:.: ~~ ... ~l~~> .. ~:.;J:J 

*This pamphlet supersedes AR 105-25, September 1, 1934, including Cl, June 18, 1936, 
146467°-37 -~ , 
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·µ~ J0!).,.;._25,.: 
:~7 SIGNAL CORPS 

(3) Keeping only such temporary prescribed records as will facilitate 
the fast and accurate dispatching of all messages passing through 

,~ .-, th!'J .PJ.~~sl\lge.p~~ter. f··'C ·:· .. :;:'.7i" :,.rnL:. 
b. Exc'epte.a . auties.:........The .message center is not organized -or .equipped to 

perfo~h1.'' sten8graphlc. or: ~lei-ical work pertaining to 'the differe~t sections of 
the staff. Message centers will not be used -as-offices of record nor will they 
be employed to prepare additional' copies' df 'inessages for multiple distribu
tion or to pei:f<:Jqn. the l\lbqr, incident to- CQnsolidating :outgoing messages. 

4. Economy'' in" routin'g ·aispatches.-'a.-Message.-centers are 'charged with 
directing traffic so that the greatest. economy is insured the Government con
sistent ... ;with prompt delivery of dispatches. To this end .Army and Navy 
~oril.n;'~I:dcation channels will be utilized whenever practicable. ·~.:;'1 ;, "•'.: -.:;·;: 
:~ b. In direcfai:i'g--traffic t~-p'Ofuts -;hlc£1. .. <'.~;~~~t b~ rea0hed,:bY .:Army or 
Navy radio.-iii.spa.tches' flhould- ,J)e- r~l;Y.ed,.by•leas~d_,wire•:Orj commercial wire 
~~_radio- from- th~ p~u:i.t i'u' the _Army- o~ _ ~avy ·radio: net affording the lowest 
refii~ rate--to tlie 'desti~ation. Whenever two or more commercial wire tele
graph or radiotelegraph companies -are - accessible, dispatches will be deliv
ered to the company operating a telegraphic circuit direct to destination; pro
vided that when two or more compani~s· o~~rate direct circuits to a particular 
destination and the rates charged are equal, th~ traffic will be divided equitably 
between the companies concerned i~sofar· ~s possible. 
~<?5." d~d-~~ ~~ cip_l:i~!~'.::::F.o! i!).form?tiq.n )ll_iJll._.reJ'.ere11ce. tr> .. classification, and 
handling of secret, confidential, and restricted documents and .publications and 
·· •11 • 'f · •, "'J""' · . • I r, .· ·I ·1 ,.. , ;"'i~· ' I 1 "N} ' .,. ,• l '' .' ~-•1 , -·- ,.,_ ',, i.\d1'.)' , •• 

the empfoyment"of authorized'codes'and ciphers, see .AR 330-0.and 335-5. . 
;:.:...:·:.::; .......... ~ 11.,!_,· ... : ;~r,,~-::...' !.t<n.· !\1:. • . ,· ti q ;,')",C.'..\ ~'IH" .l..'..l.1'. \{,.!. -· 

. SECTION III ' ; 

RESTRICTIONS ON USE OF'TELEGRAPH, CABLE, AND RADIO 

;~:-:-.:.'.-.::~ ... :"" : ;"; .e; .. ----:.:_ Paragraph 
1fhen!l~~,authorized-------------------~----------------------------------- 6 

~:~:!!~t~~~=~::~:~~=~===·============~==~=~;:,:·=)~~~~~~;~:-;=.=;;;~.~==~~~~;=~,=~~·~~;~,:>;~ 
]?ress messages over field wire and radia cfrCUi~s_'.' ___ ::_:.=--:-:-:-:-;i-:--:-~:-..--1-t-c\--~--~:: 01 .< 19_ 

~ 6. Whe~-use .. authorized.-Dispatches by-telegraph.- cable;·oi radief''will':be 
~~At on,ly 1 wh~n ~he~ 1 4!llay: ,,consequen~~1upqn; .tr_ansigission~ by. .. maih.w_ould.:be 
prejudicial to th~ puJ;lgc ,inter~13_t.,,,, ., ·.;,! · .·•: '- " i· : ' .:; '.; • J:<'/"< ..... 

. : 7. ·;i>robfoi~ed_ disp~tcheS!.-a.:.Dispat{!he13 of the .following cl.iara:cter,, will not 
l.>"e sent by, .t~legri;P.~•: cab.le; or, r.adi(), :exc~pt ; to .,commanding officers, or under 
special :aut~IJ!-'!za,tiop. fr9µi J).rop~r. military,. authotj._ty :: · ·. .,;t j •, '· •· .. 

~::. . . .'. (1): :i;i;i.~9.i;in~,~;og crelati.xlil t() :r111mbe~s,: movements,. or oper1,1tion" of 
4l·>t ~,,- ; : •:"·t!00p$.\. :..:: .. ';! .~.,. 1_i 'J.'~· ,' .f1u;; ""~t· _r~, ·.:_:.,,Jr;; · 'i' \ ,,~~ ' .. L'".A::f:::. ,1,· ' 

" , . : ... (~). :~etai;!s .. i;ega;~diJ:!-g . fgrtificatiQ~~. •:armame~ts,; .or·1experiments, made 
-,;; .. : :: in connec~io.n 'Yith.militarr1,1ffairs,. ... ·.•::,; · .. ,:11 :; :·w;·;"'':'' · 

(3) ,O_Qinions _on miU.tary 9perati9ns. or other' military: matters relating 
:, .:.:~;:-,t'l •. : to :,my .par,t .of;th.~ :,Ar:my;- ... ()!". :ot}}!_!r ,command ~ith·,_which .the 
-"?·,~: · r·: ·.·.i!!divid~al is,~e!'vigg,"or to:any _a-µxiliary,forces .. · . .;,,;_ ,. ·r ·• 

b. Dispatches containing the following will not be sent in plain. language;;, 

·~-
. (1). Remarks, recommendations,.or statements of derogatory··nature con-
- .. ce~ning an indi~idu~l. ....... ... . . . . . . . ... L . 

. .. , . (2~ Imr>l.ications t~!J.d~l}.g , t() , reflect_. upon. ~he ch!lracter, or "professional 
standing of an individual. 

<J •• \. 
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::_;t 3)'-· Resuit of :Board b:f~Ilici.urry .. tiilder section 24J:i, :Nationi1 :Defense .Act . 
. :. :(4) Action taken upo'n'-genera1<court-martfarJcasesn1nvo1\\-ihg dismissal 

'- «::"1'···or confinemeilt'ill a·-penitentiafy;•r: ... : ''-~ " h L• " · 
- ~ · . • -. ( 5)"' In>time cof war'. or· threatened 'e:inergehcy," cases· t·uhde'{ a above. 
· c.-:·LetterB and t'ele[Jraph me88age8~·r:ivhent:i£sed.~A dispatch will' not be sent 
bf'telegi'apb'.;when::a Jetter' wiil; serve ~th((same purpose,. alid'·all telegraph 
messages '\Vilf'l:ie given the. classification (par) 11)'; ·which 'wiliitesult in the 
lowest chi'irge·.io·the'Goveriin\.eiif.iii•all casei!':Where tb.e!'service~incident to such 
classifica tfbn' ·will meet. tlie; -needs' and .. f~qiifrem~rits ''.: ot. the' 'Goi>'ern~ent. In 
determining the foi'in of"' dispat~h' '.fc:)·'use; 'due considetation1~·:wm be given 
the, difference" in time between-'the. zorie 'of 6rlgin'and'tlie' z6ne' J':ft'receipt. The 
term "telegraph messages" us·ed above applies to dispatches·transinitted either 
by wfreitelegraph .. oi•'bidiotelegrapb'! ··'For' reghlatfons' gove~ning payili~nt for 
dispatciies:transmitted by co:irilli.i)rciaFlefograiih> ;;ee~·AR3~6i0o:';: 

d. Dispatches of the followinif'chad.cter' or those' co'ntafniilg' ·matter of a: 
purely personal nature are not considered :~s ·;offi~ial' bhsiiiess and. will not be 
accepted' for 'transmissioh 'except' as~pres~rioed~:i.n 'paragraph '8 :' . . . .: 
-'· '· (1) 1:A_pplicati'o:rii;norlor"inqilfries"relllt'i've1tb1 i'Elaves· 'of· absence or· ·exten-
c:r .. .,,. '"\; <··siOiiS· thereto~· ~· ~;. :· c·-· :"·: 1 '~: J--:~;.:·~. , ~ r • _ ... ,! ··~ · l ·~ 

(2) Requests for sleeping car or 'hotel reservii'tions··or ,.a~cofu~odatfons:' 
'·"."'."I : • ( 3 )' IiiquirieS •or. iiisthictioris ;re la ti~e,- th': Shipment'· Of prfva tely" 'own'ed 
;-r.•::· '.·'.··: . ID.'61.fot's' or Jiousehold'·-goods~ .:rt:· .. - . :. . .. ;: ''l·1 ·,,. : 1'. 

·;(;:· • '(4).Relating 'to paY'ment of salarY Jr expense-vouchers.·-~' · ::•: ,. :i. 
8. Personal ·messages . ....:-a.: The sending of personal· messages· over Army' 

poinMo-i:ioiilt.~radio -ciicuitS' wi.th'ini:tlie'1co:b.tirientaf· ui;ited state~2is' prOb:Tbited. 
The sending of important'' pefsonaVmessageS'. :to!'andYfroin JA.rmy~ ;Navy,· lnid· 
Marine Corps personnel over Army, ;fiel<,l '\"!i;~ and field and oversea radio Cir
cuits is authorized, provided such :hle~~ife's:..::_ 

(1) Do not intert,~r~JWHhr Qovem!ll~l!t.jbus!J!ess: transacted over such 
,_,._, '-~ ·: .-:l circuits. . · 
<· t (2) -Are brief, clear, and confiried to the subject-matter:of '.the· eiµergencf 
t· - which ·requires their transmission: ... --· ·.:-r":w 4 '~ ,., '1~.l~#:'iq:.:~ !H'.J 
,. ,, ·~ ···- .. _ .... __ _ _ -~·~·tuY:;· .,b t ·1~ f'.'~ .. '1_;.;1A 

i.b· Scoi>_e -of' 8~rvjc_e. - .__ ~. -. c•:1· . .c~":J J : i•r. J.LJ!lC 1:.:.l 
~.::;. (1) The_use of the Army Circuits.referred to in a.above.for transmission·. 
<.t of- personal messages is ·authorized to assist service· pers.olinel"in 
:,: '.. · · • the· transaction ·of ~urgent ·personal b~sine13,s,. W,~~C:b:.:: ~66,~d·: µ~;i;; b~ .' 

-----· anticipated ancCfransadefliy. mail~ -It i~ 'n~t fot~i'i.deli' to r~piac~ 
. - '! 1•: ,; 1 •·'.( mai.I seivicK"i'C(mse(J.'ueiltiy; greetings, congratulatofi'messffgeS:Jfe-

current business messages-such; ii~ recurrent 'stobk: 'inark~tf'tJ:kiisacl 
tions, and mess'ages~ the ~'onteiits"of w1&1i.1'are obviotlsiy"trifllhg1'in 

,. -" ,,,~y: :>:'clilffacterilwilfiiot be :iccepted. , in col1tiadistinction,Ufu~~;s~~~~ ·re
garding serious illness or death and replies·1fhereto;' iiicfoding' ex~· 

. ' LI:: ;:'·1 'pi:essiOnstof'condolenc'e; iiiict:inessages pertaihin1ftd aiI~tn'i.ei:its;'in-
01' ' ti ~,, ' : 'teresf paymeiit'i3', and) o'tlier., unfbre~eeri financial a~d bbsin'ess inaf3 

.. ters may be classified as urgent personal business~ .•:Tlie·w~iter #i.lif 
;J ' l · .. '.! '"'' certify Oll· tlfo'-niessage'.. that'.' :in emer'gency; 're~uires 'it. This- cer

tificate will.not be tran~mitfed:· :Ih d.orititfril cases~ the ~Hter' must" 
-, < (;t r7:c'sliow'thfit:1tlie' niessage"is·necessary.: .. ~" :. ·.·:;.-;.:;,t.;.:.,:,. - ; ' .. ;: . 

(2) A persorial'message~ from1'a""comnl.'erciai conc'erh-::·wiii;tb~· acc°Jpte\l· 
'. i .. ;.·; . "only:'when ·fr'is; in' f'eply1 ~to' 7 a"''mes§'age ·frolli ser\;ice"·personnel 
.~ ''.1i' -~· :: "requestiligi·such 1replytc!.i.:rcJ ·:~.L · .. : .. · ;;rec: H' v/'. "' . :. ·r ... .i: ~ '. 

-- ---------J' 
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~~J: ... , (il)_;_,Qv~rsea: ;radio ·:cirpuits. t~rmip.a~El:·iIJ.. :tµ~ continental· UnitE;4.. 1 States 
i, . -i: ,.:.- :. ·.·:!it I :Waffi!hingt()n; .lD. · .c,,. _and .S:rn. F;rancisco, Calif. ·.:WJ1Em m~ssages 

to and· from person!fel-~ah•o.vers,ea: staticms ,involve;• transmission 
. ,·; ...... between the Army .radio stations at. either of these .. two·.points 

-:,·: , • • 'c ,, ai:i°d.other.'.p~i~ts .withix'i.the ~onti.~e~tal United States, such ,trans
L' 'c •. , .• " ": ~r~i~siqn:,: ~ip b~ re~tric~ec;i ... tO•j't}J.~l·,m~ils, or. cp~me~cial tel_egrap~o 
:. Li :· "r:.·. ,Sipparly:,- perspnal. mess:i:ges ·to and .fro_i;u ,transpprt_s __ at .sea ,will 
i.::, ,, ,; L. b~ •.• t~ansm~tteg by. iµail or p9mi;nElr_c~al. telegraph" bet~ee_µ -radio. 
>i. .; ,.J:;: ,, ~~~io~~ _at,-Wa1>h~nftol\, :Q. 9., san _Franc.isco, Cf!lif,, or. Governor-'s-

··• ... • ,-Island, N. Y., and--other,.points.,in the, continental-.United. States. 
~-·:·~- . ~ ; .·:·1u~n1~~f ~i;- c'ommr~~~al weg~ap~ ch;rges will_ b~ _prep~~d 'iiY.. t~~: 
.# • , .,sender.,,, · ~i·· . ,,,: · .,. ·., ·~, tc"·: · ..... u·•,,1~' ..... ~~'~ 
~t:; ' --~12 ,P~rs~n~( lit,essag~s';Vl'.lll .be accepted .. for_ tran1>missioµ.. fro~, the ~COJ!'C 

tinental ·United.States to. oversea stations only when the destination, 
. ·1.' •. is_-~D. ~r:mi,:Po~t.o~,~. ~a".~t~statiol\: · · .. · ....... ;. · ;·· ~ 

. fl-. J?er~o~al m_essages. in co~e. ~r c;ipl:).~r.-.~ill .. not be accepted ..... .1~:. . . ,. . 

d. Commandin~ offi(!e.rs are r~:;;~9nsip~e,t.1?at:t.J.if provisions: of·:this. parag~ap~; 
are strictly interpreted and· that the. personal message ,privilege is not abused. 
In 'the ca~e of the War Department Mes~~ge · Ce~ter, ~n-e .Chief .Sign~"i officer is 
charged _with ,this :res~OnE)ibilit~,: , .• 1 ..,,, •. c" · 11 -.. . • • • • ........ • 

. 9~ .. Pre.ss II!essages. _over field.: wire r;and 0 i:~dfo -circuit§.-a .. W4en, :military 
business 'will not be interfered with, press . messages. may. be transmitted free 
over military field _wire and radio; cii;c'ii~-t~. \vhe~e:, C~ItJ.mei;('.iaJ facilities.,do not 
e,xist ..... · ... .. - . .....: .: ,- . ._. t·:- :: . ..... "'~ _. ... . ··r· .~~ --. ·· ~J.·-~·~" ·~ L.: .. >:'-= . ·-
.: b •. '¢he ·:1:'~e ;o~ ,<;9~e or, .c:i:v_he,r if!-. ~uch,JlleSE}a_ges 1 i(l; fo_rbidden,:e:x!!ePt WfEll}. Jp.re,: 
s_c;r~bed by _t~e-~epera~. <,!()lll¥:1~nj}n~;~n ~JJPY.Lin;_tqe .. fi~l~ ... iu(• c;. • ':· • ,.·;··· .·, , . : r 

. , ...... l ,1-_ '>{£'1 :}. " 

.•. , ~.i.: ~: <-.: l i-1-, 

,,~. , .,, ., · t · ;·;-,.1 ... · INSTRUCTIONS~TO; WRITERS. x;:•:. ,. :. <.'.: (. \ 
-- . ~ it·.~ - r~~ Paragraph 

~ff 2~;~1t::~i~g~m~-~~~~~=~~-~~~~~~~~~-~~~~~-~~~~~~~~~~~~i~~~i~:·~~~~~~~~-.. ~- _j~ 
Autbenticatio1i ..:-~-~'.: .. ::...-.!....:_'*_3- __ ;::_ __ ·_r_.:.: _____ '...:.!_:...::::....,_...:::_J_.~::._: __ ::_:_ _ _:_!...._'.::._:_ __ _1_, ___ _:~ 14 

~~~~~~~~{Fe~~~~~~i~~~;~~h~;~;=;~=~~~~;~=~~=:;:;;~~~·3=~~===·=~;;~~-~~~~f .:====== ~~ 
10 ... Preparation ;of messages."-U. Whenever .. practicable .the blank form 

:f~rnisli.~i:>y'th~ sig~a1,c'~rps.w'iil. be ~sed..:1 . •.• .. • ·," .... . :,; • • ··; 

~ '.l;, .·1Y,' 0~4s :.~n_g~ iiq:p?r.t,a_nt'. t.o .th~ ~.~~~~ ·_wgi~be p~itte~,.:r . ,. . 
. c . . )V ()r._ds ~J~~tea,(!. J .~f ~gur_i:;~~ ~~ll .PEl., .usef!. ~~· ~xpre~sing numbers except in 
".17eather :~e:p9~~.B!,ess.~~~S-: .•. ,, .: ·'.' ": ;-. ·_.. , .. ;· , if' · i · . , , . 

d. Following the rules of .commercial_ ,practice; -punctuation· marks should be 
si)elled. out' i~ all ·-c~;es : when it is· 'd.esi~ed' tha:t .they,, be tr~ns~itted in the 
bodyof.the.mes~~ge:···· ··- · "1 •• : •• • :».·;.:,· ... ·· 
·· e. Deta"ned -provisions relating to the. drafting of messages te> .be, transmitted 
hi. secret code o{ di:v:b.e~ are .emb~died' in·AR ·335-5,. ·:, · .. :. ~. ·, 
' 1i.' Cla~sification of m~ssages::_M:essages a~e,.classified as follows to indi-

cate _the relative .order in.which"t.b.ey sh.ould,,be tr;~~~itt~d ;; . " ·. ' ,. 
~.a:_ui:;ent.~This cla~sification is'. r~~tr.icted to. i£.mtary '.an,d--:naval use only 
J._ ...... ·~·--· ~ J., •. "-""--- ~.-· •• - ,,. ............... ~ ... ~·. ' • 

and is used only in combat or when combat,.~r~al;()l!:_!liJil,Jllated, -is imminent. 
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Urgent.messages .. are sent-immediately upon receipt,. or immedia:tely-after:urgent 
;n:;_~s~age~ -previously receiv~d h~V~- been ... tra~imitt~(I .• '. Th~y '.a~·;,gi~eµ c~tjght~of-J 
way over all messages of lower classification.- The "urgent"::~Jassifigation.l\_as 
no counterpart in domestic commercial message classifications .. ·:. r !J'~ ••· 

b. Priority.-This classification is used to designa_t~ message_s, w~ic_lk must 
be given precedence over all routine and .deferred messages wait~ng. to ):)e- sent or 
delivered.- Messages bearing .'.'priority" claE>.>ification are filed" as full, rate:tele
g_r3m~ w~~n tr"~{is:fe~;~;i to ioll!m~rc~al companie!l ,for: transrn:i~si~l.!~· ,¥~f'isag~s: 
'fW; J;ie_ handle(1:;un\}er_ this classification when. th.e word "p_riority;'i'cis, plp,ced ,in .a·: 
cqp.spicucms pl~ce. on -th_l:l. iµel?sage; form,;. Its_ .us_e should: !J.owever: ):)e_; ~onfined: 
tp, extrem,ely urgent matters .requ,iring expeditious. 11ctiqn~ ;-· -.. , .;:;.:· ·'; ':f- .. r; -. , -, .. 
·. c_; ·-?outin~.c:-;This ~C~!}SSificationcovers qrdirn1ry., fa_st clispatc_h~s,,cust0:marily 

handled with the greatest possible expedition and delivered at once ul}6i;i_re(!eipt;· 
Messages under; .this-classification take precedence over ·deferred messages and 
ar~ .~rans~lt!~d ~1n~.~-t4~-riqf ~ll~g.. They:~re P,led. ~s day :ietters or ,a~ st~aight· 
teieg~ams;,, whic.hev~r.·is (!heaper,. whei;i transferred to. c;!<m1meri;!iali .companie!l 
f9r t_1:ansmis!:]i9~. -~ll messages not otherwise. marked are .transmi~te4.,as_ rou~ine 
m~~sa~:es .. ·. :~·-i ... .i•',~ ·~" "111~·'~ ~. r.. ··~ .. ) ~r.... ,·:· ... ;,1'~·"1' ··,··, ~.~· ~· -1 

¢, _ Dcferr<?_d.-This _c1a.ssification ,covers ~el?~ages;tthe. delivery of,--whicJ.+ ··may 
b(); delayed u_ntil th,e; beginniyg:_, of o.ffice hours i.the followi_ng mqrning. _ :~'.J)_e= 
ferred" messages· are filed :according to the ,classification which, results, in the 
lowest ch~rge to -the· G~v~~~~~t ·when .transf~~red to co~~~rclal: c~~panies 
fo~ , tra;;siµissiol).. ! .:Mess.~ge; ~ill be ::handi~d under this cias~ific~tioi;i wheU: the·. 
wor(f ('deferred:'_ ,is! ph1ced. in 1 a, c9µspicu().US plai;!e on. the message . form, , Se~. 
Pl!1:agrap)l.,1,2,.4R,3'.l-:--610(). ("'.-;-; ·,.;r;·_l'''i ·.;-Ju-.•::: ·,·.1 :•1., · .;_. ·-·•·:...• 1"''" t·IJ:•:- er 

Messages to be sent in code or cipher .-whl~h,-,Q.o.- not!J~qi;i~r~ 1 actipµ .byAhe; 
a.(f§ressee,pril1p,J9,.tl_i.e !J~ginning of -tl;ie ·'Yorktl).g11dij.Y .f.ollpw;ing tJ.+erd?-Y.rOf filing 
will be-classified, as.'.'deferred'.', messages., .- ,. .. •::: _ .. ,·, L> ··.;., , 'J _ 

, J2~; t 4.ddre~s-es -~nd, sig~!j.tur~~-~~., W;he,re dispatcJ.+es are sent1(j:o ~~ffices sue~ 
as/'C'.oll1:ma11!1i!J-.g · O:lti,~er, -. Fprt Slocum, N.,1;' :" ,: or. "Quarterm!l_,ster; ·F;o.i;ti 131QGU1!1;' 
N:· : ~/~,_ .th.e. :!l.ddress.e~ µse<'!-- ;will be- as, given· ap,o.ve -rather ,tb._an ·.as: ·!'~lent. Qql. 
J9Jle~,:·~Jtfipo1-ti;;v,,,,,c .. _o_~ .. F9rt ... l'?..loc;~rn.,N.:-1~/' :: 8 ,1 •. :.i,, •:·,",_! :: ·~,, .r -:.;:. ,., · 
·;;b. wp~i;.e ar.d.i~p:;itc_h. i§. sel)._t, tc;>;:,a -suqordtp.ate:1!P.···aroffice-or. ~Pmn:ian(!, -the 
dispatch will be addressed to the commanding officer _ofAJ.+e10:flic_et,or;:_c;!omm_an(f:) 
T:he p.aipe Qf::~he .. 'l11tJOrQ.in?-t~_.JYil!-.be .given in tl.!ecfirs.t·,par.t;of t!!~·PO.dy,,q:f the 
message preceded by tl;te,.ww:<I. -':W9.r::.:_ ... ]jlx~!.llP~~ ,: --~· ciispatch ._for .i.¢ftptu . .J:oh1;( 
Doe, Headquarters, s.~COJ1d OP!'P~~Area; '\W~ll: b«; {l_ddi:eiised ~',!Commanding .Gen
eral, Second -Corps Area, •Governors . .-Island, ,N.:;Y..\:'l· For Capt.- J~hn. Doe, etc. 

- ,.., ,, F ... • • • • •• ' "' • • _,, • - • ~. • • • • <' 

(in_-bqdy of:.Q.ispatc]:t). _ .. · --, .'~[')' -, "-1: '·"'· ;~I,: ... '.::, o': _.,:.,·.,:• 
· ;Q. l)ispatches::wi,11 ):le sig11gg .wj.tb._: th'? .surrnp:111:l .;Of. the_. sen_d~r;'. Where the 
sl!q\3;:t;!l-~\.~!()I!e:-i_s :n9t_:._§luflicient::tP:, e1.!ab1e-,th~· ad<).,ress.ee.:.to _est11pli,sh the official 
P.<;>,sition·of;.:t,he_-!len_der,'.Jt ~Jl!·, qg,f_Q!!.Q'Y.edJ1y f.!J:!Ch··_es~en.t~!l-1,:;iddWonal informa-
tion as will fix definitely the official capacity of the sender. . o ;;~~' , 

. -<!, )?,isp!l_t~h<-)~ sent :to: pr-"§1gggd" ·PY 1_.Q_fi!cers:-.!lf! _ il).\}iy!dgalf>· ~ill :be _sufficiently 
comp~ete-:to prey_ent delay Q.rcco:t;tf~si_Qn.~·.) ::.'.•';;· · ,, ,1;,:': r:'·:<.:~:-:-
:,.~· ,De.ta~l~d .. pr_ovi~io11s relati_ng ~t<:>.:the- :ad(lresse;:;~, 1tnd sigi:ia tures . of messages 

to. be .ti;~nsiµitted: ig, cryptograP,l!ig_ forrp.; are, e!l).boqie!l-in ;AR 335:-5. 
· _-1_3. ,_q9nso~idaJiQJ}.~ .<?..f iµ~_i?S!J.g.e~-~In. case;• se,ve_ral ·ll1:essag_e_s ,are Jo be sent to 
t~e.:i~::t~.e adqre<is in .t4e ·~Our_se ,9_:f1!l _,d;iy's.1busin_e_ss; they .~P,o:µJ!:l,, _if practicable, 
be consolJ_qat.ed _ _into_,pne ;rn~!>sag~; 'f,h_enev§r.:s.u.c,ll. .C!QnSQl!dat~c;>n ·W~ll reduce the 
cost of the service. 

S: 

--~-~------------

''"-,._ 
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· 14~iIAutheritfoation;~:Tlie sender of an oflciaf dispatch ·wnf.certify: as'"to: 
itSloffi.ci1il'clilfraCter OJi:fue ·niessage form as'. fOllows·::·:• l' ' · '!i.: '.. • '. .. '· 'Li. 

.!:Offi.ciai:busilless:'·•::·~··r•·_.,: ·;'.··: .. ':, ·r .d .., ...... , 
Signature.,:: )1;:...::1 ~~· ... ~ ' 1 :/ .·.:_~~· ·J_ ·;iJ·~~ 'T: !' '; 

-·~·"Typed' or· printed signature. ; -; "~;· .:) : .:~ · ,.·. · · .1,. 
.:•:'·-~Grade and afin,.service, or bureau ... ._,;;_·_,1 ~V ·'f;.-. · ' · 

~ :iJ:; Wl'io: 1nay autheriticate.-Subject to the restrictioii. contained· in paragraph' 
16,: and to the '.further· restrietion as to the availability: of'fu'rids (par. 4, .AR 
85-6lOo)1,'1a1commissforied officer, or a watrant)officei.;when',no officer' is present, 
may :certify! a -message•for transmission :W·G'over:lli:ilent expense·,- ·but a ·person~ 
other than those mentioned· above must present' to 'the agent of the telegraph· 
coiripaiiy."·a: letter' or. cardlrof' identification. froni ·his-·supei'ior ·officer· authorizillg 
hini to ao~so: .'.· :i : ; ~ '.i~.;· '~ ·_ ~:,;~·~k.·~·,,c .... ·; ..1il .. l_. 

c; Messages: of travcling or transient .Governm1ent 'r"ep~esentatives will be ac
cepted by the,PostaVI'elegraph Cable Coiupany.wlthouFresfriCiions'as·to when 
payment wiil'be made.· Messages transmitted ·viii' the.We.stern ·union Tele-· 
graph' Corhpany:to the·lionie·'statioil of. the' sender' or to the he:idquaiters 'of' 
his department at Washington, or in reply to a paid Government message,·may· 
be sent Governmen't .. collect.':·· Other messages transmitted · V'ia the'' Western 
Union Telegraph Company may be charged at pointiof. origiri to'tlie -local ·fe1e~
graph account of the War Department office 'or station; provided authority,for: 
incurring .;such·' expense has been previously 'obtairie& from. the local War 
Departfuent' ·representative. If· this -authority 'has '.J::10t been ·obtained or· no. 
office or· statiOn -exists at point of"orighi, 'it'will be necessary for the War 
Department representative or agent to prepay such ·messages: at Government: 
rates"and 'seclire reimbursenient later .... ·h :0 •/•r:,j ,. .. 1i''.I< ~\, nt ·•;; ''. ;, ·~ 
· · 15. Specia:r cfelivery.I.!..li. <Whenever speCial •delivei.'Y.'is necessary 'fo';exi;>eciil:e 
the delivery of an official dispatch, the· persoi:J.l!filillg1·th~·-di'spatch 'for tfansmis~" 
sfoii'? wni 'indorse,· it 1'!'specia:i:delivery ''ch.arges ·>paid.:" 7Similar~~action' will· -be 
taken whenever ·-the: place"of' delivery.Tfs,.IJeyond :thi!lestabiisheu' ffoe~delivery· 
limits, :e:icept wliel:i! me. d.eliiy ·mcideiif ·to -the (d.~iivery"of the :message. ·by· nian· 
will not be of a serious nature, in ·which ,fase: .. ffie~· dfspatch':'wm 1 be indor'sed 
'.'By mail '.frolli"'~",Oindicatirig 1the··naine·r of• 'the• office" rrbm which the 
dispatclF'shonid·he)niaile'd~ ,·-.. · · .. ., · .. , .. , ·: ') ... ;_-;· n:' ;1.3"il'>'.l·· .. ' •. ,·'·A,:. "> 

b. :The speeiai·delivery "charge should be included''in :f:he: charge' for the regu-
lar tolls and presented for payment-fa the'·same manner;, ·1.; ,,. · F ; .. -.::" 

• -'16. ·oversea' dis!iafohes~:....>i(t: Oomliiercial 'radiog?.ams~and cablegrams. · . · ''•;{,;: 
•. . . -(i) ,Dispatches adciressed:to oversea- sta1iorisvfor:·transmission 'via> com~' 

mercial radio or cable cfrcuits, except dispatches' pertailling to the 
:. Bureau of: Insular' Affairs, .:wni be . subniitteii by tlie 'chief! of the 

- . l rar:ni, ·service; or:btireau; :or 'Otlier officfal.coricer'ned to ·The ·Adjutant 
. ,. '·J. : . General for approval; ·corisolidatfon;· and delivery' to •the ·message 

center. : - .~~·-: ' ~ · ·: :.i~ . ,:; 
1

• .: .. : •• .;~.·-· • ... ,~ ~-' 

(2) Dispafohes•froiu oversea stations or-officeG for·transmission•vfa·com~ 
mercial radio or cable circuits ·~fo; tlfe' WarJ Department;' :except) 

<:,,dispatches. pertaining·- to: the ·Bunia·u :of· fosular .Affairs, will be 
.'submitted hy.'th'e originator to the,cominander· of1the oversea force,· 
" or' to . tne"· officer iil' charge of the oversea office;· as ·the case inay 

'., be, "fot approval, •consolidation, ahd ·transmis'sion to The" Adjutant 
:General' wiio·will make·-delivety thereo:f'to ·the ·addressee. · ·· w 

6· 

HJ 
Q_~'· 
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(8) Dispatches requi 
circuits will bE 
series for each 
by the sender i 
paragraph to c 
Paragraphs wil 
each message. 
the body of the 

b" Dispatches to and from 
Dispatches to and from the 
served by Army or Navy r 
commercial charge, will be 
consolidated. Dispatches dE 
service, or bureau will be a 
AR 840-15 and will be be I 

nothing in this paragraph s1: 
an oversea force from issui: 
to be authenticated by or all 
his representative prior to tr~ 

17. Radio messages to an; 
shore, shore to ship, or ship t 
through the ship's quartermai 
the proper superintendent of 
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E. T. CONLEY, 

Major General, 
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(3) Dispatches requiring transmission via commercial radio or cable 
circuits will be numbered by the sender in sequence in a single 
series for each addressee. Such dispatches will also be divided 
by the sender into paragraphs according to the subject matter, no 
paragraph to contain matter relating to more than one subject. 
Paragraphs will be numbered consecutively in a single series for 
each message. Dispatch and paragraph numbers will be placed in 
the body of the message and will be so transmitted. 

b. Dispatches to and from stations served by Army or Navy radio circuits.
Dispatches to and from the departments and other oversea stations normally 
served by Army or Navy radio circuits, transmission of which involves no 
commercial charge, will be transmitted singly without delay and will not be 
consolidated. Dispatches dealing exclusively with the business of an arm, 
service, or bureau will be addressed as prescribed in paragraphs 21 and 22, 
AR 340--15 and will be be transmitted directly to the addressee. However, 
nothing in this paragraph should be construed as preventing a commander of 
an oversea force from issuing instructions requiring all outgoing dispatches 
to be authenticated by or all incoming dispatches to be routed through him or 
his representative prior to transmission to destination or delivery to addressees. 

17. Radio messages to and from ships.-All official dispatches from ship to 
shore, shore to ship, or ship to ship, when charges are involved, will be handled 
through the ship's quartermaster or agent, who will clear his accounts through 
the proper superintendent of the Army Transport Service. See AR 30--1160. 

[A.G. 311.5 (3--10-37) .] 

BY ORDER OF THE SECRETARY OF W AB : 

OFFICIAL: 

E. T. CONLEY, 
Major General, 

The Adjutant General. 

MALIN CRAIG, 
Chief of Staff. 
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SIGNAL. CORPS 
rr-·_.~''"-"l!{l':f"l·:ic>'I: 9'-lrr::" 'i'·J;i r+ l·a~ .. ~-- 7'' ;---•-. '•n· ... ". "'F ,.,,, 'l:.\H ci,"T 
L":~;~~:i.~; ~~~~,.~!Jti;ij1q:RA~fi:·;::,c;.:4iff~._ '~tf~Mw:~.l!l~~I.9,:¢.:~ .. 

'" •,-,: 

f'1'..-;--;:.... ir:--~1n ... "':'i""f-,.a. M".[• ~-~,,..."~?.""J f-f' -:-('-:>.-rnf,· ... l' • ..e)~'-r- ~ .... -.n.-.;+r.r•~;~p~~~lh'··H .-i .- . . ., .. CHANGES·1···-' ~--,,. . ---"-~-.. -·'-'•·,":~ ~--'~ .,, ....... ~.,. ... WA'.R'DEPARTMENT, ... 
)'~;)•ror··('"'"":;.~ -f1D~vp· .. ''.')tlOtJ - .-. ·~ ... , .. re-,· 1 n •n: ,...., '"'"''"~'"(" ot~),'"'·".lfi'il:!t~ ·-Zoi!· 'H ·· 
~-~<i'.'1 '. '.~ .. -,,. ~~ ... ~- • -~ :~ -·",· "-~·.: ~-ry"' WA.s~rna';i"9'N,_:QJ3J()11~er 30, 11938. r .. ~~c-,.~?.f:JV"" ~ '·~il ~c..,~s;tl!;.J...,h~~ .__,.,s%~i0v,~ );.;;J . .._ .... er .z-".P. __ ,. -.. 1.--)'JL.::a_:,Jl.L c:~,;1L:~~.t ,_. ·. , · 

r., '! .AJ.~1AQ!>;-~£!; · Jyly. ,~,f.iW?7;g-!s..r.~4!lng~q ,~s_;foll_o'Ys..c:;n.:'! rYo: -s'I:; i.!'.:l 'i:hr 
~,,_1q .. .uWJl.~n··w~~.:a,..ut_~q~z.eq;~;J P.~§P!l tche31,;bYJ t~l!fgr:.i.i:>hl :~@l~;ttW)radio will be 
s~_gt on1Y. ~):!.eqs§l!94°rµped;ti~u.§ }!1.~a:J:L.S 0J_,co.n.im-11:tt.icgi.t.ig!l:!§lr!l_quired for the 
cQncl.t!9t.Q..qf •_Q:f!icia:I~lbu~~~ss,: a_p.c1:io tti_ewlelaY.-CQJJ.§!)_queI}t ::,up_og~~tr~nsm_ission by 
wail:woµ!ML.e. pr~juiJ.!ciaJi.to.:tl;le P}J'!llicjp.J~rg§t_;:·:·r:;;n '. brrn.:\f.l!i.'2:." ~;:;:.: 

b. Messages fron.i 1:1!19fficial sources. may Jle accepted.<.aml.:.t.r_ansmitted as 
<,?ffi.ci~I,, gu_s_h1e.s_s,' .proyici~!l::; tllaJ'.l tli_ey.r; 11.re_:: iµ:tr_ep!~i:.t<uL:filc:i.l!-1<?m~.ss!lg.es11 or are 
sen_t~ill!J~O?llPlta.nc_e,,with'.aruoofl:iclal.r~qu~el:!t f<;>riin,~qrma:t!op, or3;t~e submission 
of recurrent reports. · . . , :i;Iq9'.L ;;')ua -;:,111.t;:;::;ur.;;I 
.T1a:s:hC[rA;tG; 31115i(,10,...15;:;38J:·J;q .'.fu.:.n,, .dgmn:.ril aHu•.rr;:: olbw.r. P.'.,!'."IS70 (0 

,.'17 :CProhfllited:-:d.7si;ta'.tcliis!2 fJ9:ita;J !.i:~asn!.tf!o!> s.d:i Jit eti:rrlm'.rr:; 
:""l o;=J~-; .~ee· is 2:troc.r:.n:'.:i-.::t :!:q.s2c~ .c:.t tb.cr•q ,.i':In'.J ,O'J?~14H·f~I as2.f.l.'l~ • 

b:: e,rnet'ter8 P(J,U~'fei~r"aif11?·:ni..e8sliues~·1w11;ei{ u18red~i-"~2d.ispafC1Fwi11 not be sent 
by'te1~graPh.1 'W-iiell1a"Tettet.r wi1P!Jer'Ve7fh~+ Jaffi'eP-purpose;'iuidl:airrt'~1egraph mes
~aifeiflwilfibe11/i-Vefi9the'' cia'sJiffi!aITOfi~'(p't.1-.:t1:i')qJ:tii~'li''W1fJ."resUif'"in the lowest 
rr::. 4-r-rft -1-tti:'"!:\V~ '"'"~·:r~ ..... r,_r..,... C:}. V."'.-Vifcil'\ :-J:Q.'+ µ~:.f'Jl'":,...,.M'Q""\ rf;r"O:'t"c:".:C'irL".· .. 
charge to"·the Government in all cases where ·theL service 'incHlent to such 
cla~'siflca{iori "iii1Fmeet3Hle7n~efiSuanq.d' feqmr~rHent~.fo'fT·tfiW' Gove1nment. The 
pul-po~'ti "'df ~ui:h~fas~ifica'Botr'Ts 1:fo0inlli~ate Sfb :.ttb'.e<:nfe1~age'It;effier personnel 
th.e.tr,fatfi:'e'"0¥&er')cff7p-}riStit'i06Fffie'"rtl~~fJ~g~ 1Wfrb.<Ir"es'\ikct0 t3°transmission 
ab.d deii--irlJr.y~~ Li:iF:CilseSl?ififeV~t si~Elid'p~bhi.ptness1of'.1&B<lnfby·'the addressee . 
is reqtii~e~ '."sli(;fl''.f£cF slio1ifcfI:b'e' ihilicfa'.t~r<ifll'tll.e1 TII:ft 'Of 'th'e'I(\message. In 
'd~t~~iit'in'indlit'°foritr'brt cla~sifit'atib'J.~Jf d:iSPat1b. t'd U'se,£a.\).g conSlderation will 

"t"".,._,.... ~:.;. .--..•Q-,.,, 1 .:'l f.-.f-<irJ:~~rr:t...,') '\?w'lf~~-i'!l')0'; n:-f·;- ":r.V .. Jq'i":T fl:t r;..~,._;.r"n~"i" 
be· given the'differe:rice hi time between 'the ·zone of-origin arid the zone of receipt. 
The term "telegraph~-'ifi~~miiei~· 1~'uTe7t2'di'.i'oie>1~p~fi1~ ;t31:'dfSva~che~ transmitted 
either by wire telegraph or 'tadiotelegraph. For regulations gcK'erning payment 
for dispatches transmitted by commercial telegraph;. see-iAR1i351"-6100.D . .l\J 

d. Dispatches containing matter of a purely<~P.!:!rsonaUnature:~ar~:~i1ot.Ccon

sidered as official business and will not. be accepted for transmission except as 
prescribed in paragtaphr !1;1'.J?Dispatclieso;tof 5th~s;following·Icharacter.nii:e'1 con
sidered as personal messages when they are initiated by individuals for •their 
own convenience; however, replies to such messii:~~~m_ag~) e~t£~wm11-nding 

8?-"i1·1'i1-ff$ll1i~~f.!!-~~:ve <J\0~£\~;~ r; l~n,.,.11if J.~1;r2WJ}a1.2f~R~§}J'X 9;?,1,lt!.rJ !p:.oeilll~~:??-3~\t}ed 
through the facilities of: 1:,~~J.1,:r:ffeiril~/?\~rl'i,~~e,~:1~1l?-Ji1.4.~~r}:\;~~13'1;~1~~p~1 ~~h 
Iect fn cases wh~re commergial refile ch>:.arges are·i~?olved: ¢ - c, 

sci J·!rrur <J'.·)rr!'Y ~s:;G.' .;r:;: !lt~,1~!:;1r> ot !:-:'tau e:l n.:ii:.tl-)m~~r,r:> clrl~-.'l:J\l'loh'\* .o 
, (2). Requests for hotel reservations. or accommodations. . 

~{0 J -~·.~ ~LJ VJ 1-',ll.UL..:·i/ ~~'.:.. ·i;i:!!:H.Ll. LJt/J'J::.1.l .. J.U !)Ul~ tj.lllJJJ{J'l 11-i ·1:..ilU 9:lll~bS39-'1T! iil)--.f:g 

-r;r::,;;* tl:l'':l.'7 t::'i'l scf I:;q no'tin'>ili3<::;f) *··tji"Io.i"!fi" ;!'r!i'rnsG B;,~Ja,:sllI .f'l9'!•Jrl!'.•fJ 
';;cl :rJff,;1%:c3-E:~J-<l<t.~fa38J~ho t.tl ;:i.::u~n;~sfa:t e:t.i:rr Hi;l t::.il :osin:r.qmo:> fo~o·..-s::: 
:;J~:r:i:'e!3l2l:Hz.!.m-es.~f!:g!ll!:i-;7.b a'b~.:::I'~ olbs:·1 !!9.dw w b:for.iu3 ecI :tom:rm o!b·: 
-uc:> *,:: .'li fJ'Y->.3iQ* :::I "ziho!"Z1t" fnow s:L* a9rlw noE .i!'Jiliaa;ib ail!I wrm.r fo.~)Illl~ 
:::1 nsill:?..t~Ar~ p.tj~t·~~~i:;a5,nmf1:::icgp_!in_!!,c! t~!§1!1;>JestE!-~~rc:r~11.l!:.i~i.ngqt12Lu;:g,El~~ 
-:·~:r" ;r,, a·Ic:P~~~p_aj b'!J:~JH!'.~.s·:!:JO.t:af:isqzs -guhi!Jf,S"I e"Is-i1;iu jrrsi}HJ v;foros·1iz9 
e:::aso J:i7582~=39<'3.aio ~:m :'.1 c'":s e.rU -:o:i. eidian:or,,:::is"I ed Hhv as'§a:::2sn u'{:H·rn 

.:J> \' !!(i.:>lZf.i':.'l'.{ s:l3 .fJS"IIUp:;;"I el e!.frz"I f.::ifn<lfil!!tCO f:J'~G.r.J. Y 
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b. Scope of service. a~;;·.:::"-:::_; , Ii ~V.:81~8 
(1) The use of the Army circuits referred to in a. above for transmission 

ofli)e}~·~%.ii1;kisfage1 i~~'1i'ifthci-i~c1•~01;if·toU"~list'ffs"e"rvice personnel 
'1'"<:'•F'in,.the,.t,~::p~.sa.~Hon of urgent personal business in emergen~iE!§. aAq 

, ,. ":·· ~ ·-'.- i.~)~?' ~iit~1-aei;L to. r~place mail service. Consequently,\ t~~iil:4e1nt 
·'·. . •"" ~brisiile1's me(§~gg~~<'hriiiday or anniversary greetings, and m~s~lges 

which are obviolisly«Bifiiitg .i.n~cliaradeiTwill(notibe acceptooMin 
~': • : ·. r ~. i. · :: contradistinction; rm.essages Jregarding-seri0'u's•1inness~.·or!i'death .and 
·' fC; '.•:L'.' ,:-:>; treplieS ·tliereto,i'ificlUQin-g; ext)feifSforls(·:(}f''ci)ffdoieiice;'!<alfd ·messages 
'<' rwi;:2r;rr;1 1.peftaiilingjf6•IallotmeJits/<;foteresf1Ipayrhents;:and-Ootlter ~unforeseen 

financial and business~:matters•ima·y, betclassified.1:itsrurgenhiperscirtal 
P~ f:::..;~~1.cr.:r .r:~busiiless.l>S:~:j, .. 1?:l.1 o( ~Rr..1: t-'r.~'lao;-.:: T!j~:J.!.J:orFJ rr~:-Y;;Y ee·gJ3sasJ.ii -'~ 

·nJ> ·; 0 (.2)';.;A:C:pefSOiial5'niessageCf:i'()ill; a?'comin~rcialti"concerti~Will· 'be~ abcepted; only 
:co.(.--o :·NLJil9 Cwhe!F itOis o!iff!repfy;:to 'a".personaJ~:messagel'from) serviCeCpersohnel 

requesting such reply. .s:i!C1.Si :)·11ci'•'i!J:;s·r 'lo 
(3) Oversea radio circuits through which pe:i'solial1;;erVice~is auth:orized, 

terminate in the continental United S!~S~~d~~a!Ya.§J.l.jR~t2.lf!":P:1C., 
.-, and. San Francisco, Calif., and, in case .of transports at sea, also at 

Ju';·.: c'f :on I~~V:~r.z:.C!T,!'<!s~;A~;,,:i;r,. 'Y;:1\i~h~~.,~.~.g.ul~r1·~~:ii,~i:IV1ll~1~.~e pi~~P..~~i~ed 
~~ .. ~,1:r rt 1"~ -:::·: :t>~t:~~~lh~~r,~~~PRr~ts!,~J\~d tff~t~~t.a.~iqn·--; !t.~!~Hv~~~.~~~-;~~f!?~~l~·t,piev~J 
:1;.:s'Tf.•! :.i~· HisfJ~ltM'El.9r~;v~,d.rf\-hPpj£t:Rt1~n,~ry:·c~~l-P~;r~!f~ec:1:;"';i11ti19°.1lPVifrj.~J 
Ihr-: nt :!rn:},e;t~~r.i;tgJ:l.!}W~.P.flntf~.f~orh~~Uvp:r;v 1~0 j\l;~ft!~~~~,!!n e'f8~P~t tg~.h~n 
~.~·~.: . t•r-:;111h·C!~~f?,81 ~H~rr,)t~~\1~9-,d,i:~~s~,1 9f1:~ucq.J~!~r~1<?_~a}~!P,-l~s~i\~,e i~~}fL~ft~.i~~?..-f~i~ 
fo ::;.rw:::·t:.11: «:~ Ph~i~i;.}~_El_,]?8ffit c~.f '.~~~f.!!;A~P.~~i:!oR1~!:i9e::~ff~f.!~~ ?,Y ~tJtE?r:q~c~ 
, .,:, .) i::lI::.:H -;:..;iot,}02~\te}~p~q_l?-,e t~wJ1tw.s,sP.~oy~d~d11~!t,tn.?.:. cqll'.1.I_R~r.fl~~ 1gl;itr?:~~ 
e;-. -;:;'!!:ifJ"; r.r: ar~i~ 1)_o}y~4}~~~~R:1,ecJj9iD::.-'YJ!~?. tp!]i.d\1..sE2~of,_;il}P~ ~~<;,iH~i~~: b}~ 
;; i. .9·p~c:-;.r;:._ol(.~~! •f.9 ~~eptAJl:Y._er~-:to, 1,tP,~_ i:,~dr.El~f>0eE,, t~~, !leJl~er ,ofJ}te.,J1;1e~r 
r ha co-;; .. ,,. !;S!l:_?"~, !l~~fl,.~-~r ~ ,?Ji«Ir~~~ ~~.a,~~R,~,:~F ;~!l-.n~ t1va1l~:p,ort .a~;~~ll:. 1'fHJ1J.l,r 
:::ii r·n : ·, '"' i:rq;u.ir~~r t:t\>1: .IPitP,a!dJ:l:_e , i;~<?~s~~~Y,: r ~?,¥;?mrRJ.~~' .,ql,>;~:i;g~~1 J ~t /?;I\~t 
r·} ~1:.r~rc:~-::i·l; ~~~~9P~-~?Jti3~ ~~!~t~P.~ s\r,\~ye.r!~8f ,tp.~ff2;~~~fl~~:;;~":Jl'.1j 1 • r11~1·;·t sr!·.~ 
1n':'l·~l,£CI :.:·rtir;r,_~-:'{-,-q ... ~n'iit:·{n~ ti .. ,~-,''.J. ~fl~u·_-g.-:-r:.Jtnij'LJ~ ·10 th·J".::- ... 1~.1 s·Jl·;1 7/) J~-1.d'i!-> 

[A. G/.31l\5((1Q711?-?~).]J:.i:•:'.t 0;qf·)~ ir:.:.>J"Ui.110'.> '/;•I fl dF.i1 .t. r.T; ,'."•!•1tm:1<iiJ 'IO'i: 

-cr<lOJrP.reparatioh;.ofJmessages:.t•11u{'. £, ·,_u ""H!11;.n ·!r'irr1nJ.lG'.J ",:rl· 1:;rprtI .n 
·~~: ti,1·~~-:r; Ii•.:· •. ~l.*m:ujit 10·~ :*·>tr!3'-:!Hl c:cf *L";~ !f';; .... il$ ·~·~r:ni:;L'\~ -·*'l~_P.:Jo Ll~• fJ!*t9Iltt:! 

-.',c.1Either;words~or·,figi:iresrmay£oe used>ill ·expr'essing numbers.';•1 ril b :·ii1'.1c::nq 
·.1Jr,;f __ 111 -re~. c.I 1u:Jl•ifJrd "l{d b~x•~ilici C'IJ3 'f\•U!i £-.srl"Vl' C:•-S-'12G$.0.1: L~.':liil::.'1sq il!'.': .f.:::11f9.bi'.a 
~II~.:.i.rq::.(~6?31¥.5 (1o.:'.i5"-38):.jla~ero: .d'.lr!a oi esClqe>: ;,~7swcu~ ;c!lueln)vnoo Jts·o 

r,eJ:f :t:"cI~s~ifitfJ;, tffii'{1bf iitt?i~~~is.r n'-M~Fl'sag~'?/iire! •J1a~sill~ti0 an~11~1~s1 f& jirira.·i.ca:rn 
'tlrn:relatlvgordelfilWHlcl?th~'flfili'o\ilcFbgTtra'.iiS'rrlitt~;d::to as:u .. .t::iJ"l: ertr :l!;].UO'Hi! 

* * :.h0vrovp.i: O'l..q !?S2."!£fO ~lri~.r.r !.!iti'!$rr.r.n.io~ ~:'Y~!i-;:" < ·JaP.~ rr~ tas! 

o. ·J>riority.-Tbis classifiEation is use'd to designlite message~ which .mu~t be 
given precedence J'f;;'P~ii'Wllitih'\;1 afid~!d'e~~rF~d:·fh~S'~iige§'~aitiilitJ M>sent or 
delivered. Messii.ges bearing "priority'" classification will be °'filed with ''com
mercial companies as full rate telegrams in ca~e~"rw'h'e~){r~N'silihfsion by 
radio cannot be effected or when radio §tat'iori's are-c10seCl'.DM~ssage§J\\,m3be 
handled under this classification when 'the word "Priority" is':placed in a:" con
spiciioilsd·prac'e' i'oif!tlie'1m~s'sage~~6rfu.01 its. iise~slioii1d;·:11owevl:lr[ ·be~·conflned to 
extremely urgent matters requiring expeditious·actioii:0 Originators of "pri
ority" messages will be responsible for the use of such classi:fl.cationdn cases 
where commercial refile is required. See paragraph 7c. 

2 

1 
...... 

I 



.f 
'~:~·. L, 

·~ 

REF ID:A4127207 

TELEGRAPH, CABLE, AND RADIO SERVICE 
AR 105-25 

c 1 

c. Routine.-This classification covers ordinary fast dispatches customarily 
handled with the greatest possible expedition and delivered at once upon receipt. 
Messages under· this classification take precedence over deferred messages and 
are transmitted in order of filing. Such messages filed with or received at a 
message center for transmission to another radio station after such other 
radio station is closed at the end of the business day will be held and trans
mitted to· destination on the first operating schedule of the following day. 
They are filed as day letters or as straight telegrams, whichever is cheaper, when 
transferred to commercial companies for transmission, except that in cases 
where delivery at destination prior to the end of the business day is not 
feasible, they will be handled as deferred messages. All messages not other
wise marked are transmitted as routine messages. 

* * . • 
[A.G. 3il.5 (10-15-38).] 

BY ORDER OF THE SEG'RE'.l'ARY OF WAR; 

OFFICIAL; 

E. S. ADAMS, 
Major General, 

The Adjutant General. 

• • 

3 

• • 

MALIN CRAIG, 
Chief of Staff. 
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ARl\IY ~EGULA'J:IONS,} 
No. 105-40. 

WAR DEP ARTMENi', 
\VAsHINGTON, November 1, 192i. 

SIGNAL . CORPS . 

. ·OP,ERATION AND MAINTENANCE .OF U~I';l'ED STATES MILITARY 
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1. Application of contents of this pamphlet.-a. The regulations contained 
in this pamphlet will govern in connection with military telegraph lines main
tained and operated by the Signal Corps, excepting: the ·washington-Alaska 
Military Cable and Telegraph System. · · 

b~ Yvhere message c;enters have.been established, the provisions of this pam
phlet relating to Seetion II, receiving department, and Section .IV, delivery de
partment, will come under the control and operation of the messnge centers. 

c. At posts and other military telegraph sta\ions· where telegraph connection 
is obtained by ·western Union, Postal, or other commercial telegraph circuit, 
the. regulations of the commercial ·telegraph company . concerned as to the 
handling of their business· will apply.. In so far as applicable, however, the 
instructio'ns contained in this pamphlet will be· adhei:ecl to at all military 
telegraph offices. · 
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2. Administration and control of telephone and telegraph lines.-For con-

venience· of administration au telegraph and telephone lines are divided into 
classes·,. and unless otherwise specially ordered are placed under the m;1tror ·of 
officers, ·as follows : 

a. Under post signal officers: Lines complete within the limits of a single 
l11ilitary post . 

. 9: Under .department or corps area signal officers: . 
(1) Short lines constructed· to connect single posts with a commercial 

telegraph or· telephone office, and having no other stations upon 
them. 

(2)· Lines connecting two or more posts in the same m\litary department 
or corps area and all other lines which are complete within the 
limits of a single department or corps· area. . 

· 3. Telephone and telegraph lines'under charge of signal officers.-When 
telephone and telegraph lines are placed under charge of signal officers, they 
will be held responsible for their construction; maintenance, arid operation. 
Commm;iding officers and others will see that the special duties of these officers 
are not interfered -with, and upon proper application will render any assist
ai:lce in their power. The lines form parts of one connected system throughout 
the United States. They serve military, commercial, naval, and other distant 
interests. The disabling of or interference wit~1 any part may cause complica
tions not possible to be contemplated in the immediate vicinity. 

4. Military telegraph lines of a force operating in the field.-'.rhe signal 
officer of a force operating in .the field or of a district ·under military control, 
in carrying out his general instructions, will formulate necessary regulations 
for the management and opefation of military· telegraph lines under his con
trol. General rules should be 'reduced fo writing, be clearly defined, and 
_impartially enforced. 

5. Reports.-a. MonthLy.-(1) Officers in charge' of sections will, not late< 
than the 10th day of each month, render, in duplicate, to the officer in charge 
of the system, a brief report on the conditions and operations of the offices 
and lines on their sections. The Teport will state what general repairs were 
made' during the month, with appropriate recommendations for continuing the 
line in ,an efficient state of operation. A "Monthly line report" will accompany 
each report, one copy only being necessary. 

(2) The officer in charge of the 'system will, not later than the 10th day· of 
each month, render to the Chief Signal Officer of the Army a monthly report; 
which' shall cover fully the operations of the lines,· interruptions, and such 
other information· as may be of interest. 

(3) Officers in charge of military· telegraph lines who, under regulations 
-render statements of this line and other line accounts covering telegraphic re
e:eipts, will furnish to the signal officer. of 'the department or corps area. in 
which the lines may qe located, or to those officers especially designated to 
have charge of .those lines, a copy of their monthly· statement of this line and 
other line accounts without vouchers. 

b. A.nniial.-On July l of eaGh year, or as soon thereafter as practicable, 
each officer in charge of a section will render, in triplicate, to· the officer in 
charge of the system, an annual report which' shall give a full statement of 

.·all work accomplished· during the fiscal year, .including extensions or better
ment:;;, with pecommendations for the future maintenance or betterment of the 
service. This report shall give the total .number of days of interruptions to · 
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·sage or messages pa~sing through his hands arid addressed to any other person 
or -persons, or in any other. manner acquired by him by reason of his trust as 
such agent, operator, or employee, or shall trade or" speculate upon any such 
information 'so obtained, or in any manner turn or attempt to turn the ·same 
to his account, profit, or, advantage. . . . 

15. Fraudulent attempts to obtain information by· persons not connected 
with any telegraph company.-No person not connected with any telegraph 
·company shall, by means of any machine, instrument, or contrivance, or in 
any other manner, willfull3• and fraudulently read· or attempt to read. any 
.message or learn ·the contents thereof while the sanie is being sent over any 
telegraph 11ne, or shall willfully and fraudulently. or clandestinely learn or 
.attempt to learn the contents or meaning of any message While the same fs in 
uny telegraph office, or is being received tlter,eat or i_s sent therefrom, or shall 
l1se or attempt to use, or communicate fo otlwrs, any information so obtained 
l)Y any person. 

16. Bribing agents, operators, or employees.-No person shall, by the pay
ment or promise of any bribe, inducement, or revvarcl, procure or attempt to 
IH'OCl1re any telegraph agent, operator, or employee to disclose any private 
message, or the contents, purport, substance, ·or meaning thereof, or shall 
(iffer to any such agent, operator, or employee any bribe, compensation,· or re
ward for the disclosure of any private information received by him by reason 
-of his trust as such agent, operator, or employee, or shall use or attempt to 
llse ,any such information so obtained. 
. ·11.· Willful or. malicious injury to telegraph, telephone, or cable lines.
·whoever shall willfully or maliciously injure .or destroy any of the wor);:s, 
Droperty, or material of any 'telegraph, telephone, or cable line, or system· 
operated or controlled by the United States, whether constructed or in process 
()f construction, or shall willfully or maliciously interfere in any way with' the 
workingJor 1ise of any such. line, or system, or shall willfully or maliciously 
-Obstruct, hinder; or delay the transmission of any communication ov~r any such 
line or system shall be firied not more than one thousand dollars or imprisoned 
not more than three years, or both. Sec. 60, Act Mar. 4, 1909 (35 Stat., 1099; 
Sec. 836, 1yi1. L(nvs, 1921). 

SECTION II. 

RECEIVING DEPA H!;I'MEXT. 
·· ·. Paragraph. 

Mess~ges .t() be on proper forms-------~----------~-------------~------------- 18. 
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Address of sender to be recorded ____________________________________ _: __ _:_·___ 21 
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Assistance to be rendered the sencler_ _______________ 2________________________ · 23 
<changes in messages, misspelled words, et"------------------------~---------- 24 
Unsigned messages ________ -- ___ --- -- - - - - - _ - -- - __ - - - -- - ---- - ____ · ___ --- - ---- 25 
.Repeated messages ----------------- ------- ---~---------- __ ;----------------- 26 

~:~~=~~st~~~~~-~-~gd:~v:~~;,~~·=============================================== c ;~ 
Time of transmission and delivery not to be spcCified------·------------------~-- 29 
.Profane or obscene messages-----------------------------------------------, 30 
])uri.ng interruption to lines, messages to be nccrptr<l "subject to. delay"________ 31 
J~ntry of messages on receiver's register______________________________________ 32 
How to count words in messages _______ _' _________ _' _____________ ·_____________ 33 
Messages sent by error to wrong destination .. -----,-------~------------,------ 34 
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: 18. Messages to; be on proper ·forms:-Each· message for transmission will 
be written upon the form provided for that purpose, and when· not so written 
will be pasted to such form so as to leave the printed heading in full view above 
the message. · ' '· · 

19. Importance of address.-a. The importance of the address can not be 
overestimated.. When the address· given seems insufficient;. a better one should 

be requested. 
b. Code. addresses on land line or domestic messages are . insufiicient, and 

therefore wiil not be accepted, except when otherwise authorizetl. < 
c. Official telegrams for delivery in a theater of operations will be addressed 

to an office or to an officer, but not to a town or location. \Vhen an officer is 
- addressed the ~rganization to which he belongs will be given in the address. 
·The central telegraph office, or other office designated for the purpose, wm be 
furnished' with a complete list (which will be kept up to date) of all organiza-. 
tio~s attached to the hea'dquarters in which such central telegraph or other 
distributing office is located. Telegrams will be forwarded to final ·destination 
-\vithout avoidable delay. ' . . 
. d'. Official telegrams for deli,;ery outside a theater of operations will give the 
specific location of the' addressee. ' . . ' 
· 20. Address of :µiessages for Signal officers and. operators.-Messages for 
the Cllief Slgnal Officer· and other Signal Corps pel"Sonnel of the' system, officers 
in charge of line sectibns,· and operators in charge at different stations, will' 
invariablv be addressed to " Signals" and riot to' the officer or enlisted ma11 
by:,nii.'h1e.' wp.en. for an· offi~er. 6£ the· Signal Corps· or soidier not in charge it 
should be addressetl to the individual (slirnmiie only)', followed' by the wont 
;: Signals." . o'n domestic c~nimercial lines, the wor_d " Signals" ·as a code ad-. 
dress will not be used. · ' · · 
, 21. Address of ~ender to be recorded.-The a_ddress of the sender \of a mes-
sage, unless it be well ltnm~n,.wii'i be req~ie~ted: and recorde_d iti ~lphabetical 
or(\er, by date, in a book for tliai: purpose. '.Any suJ;>seq!.lent changes in ad'rlress 
:wm be carefully recorded,_by date, and t)le for~1er address canceled. . . · 
. 22. Messages to be timed, etc., by receiving clerks.--'Ea.cch mesf\age w:m be 
timed and .checked by the receiving clerk, who will see that the place from, 
month, and day are correctly noted thereon; he will also carefully. read .each 
message before accepting· it, and when- necessary will make it plain by rnargiirnl 
notatio1~ before it is sent to the operator. Messages bearing back dates will 

· not be accepted. 
. 23. Assistance to be rendered the sender.~The receiving ciei"k should give 
~ny aid or explanation necessary 'to· enable the serider .to pi·epare. his niessage 
so that errors or delays may be avoided, . ' 

24. Changes in messages, misspelled words, etc.-No change should be 
inade in any message, but misspelled or abbreviated words. may. be courteously 
referred to the sender for correction. If the sender declines to.make the correc
tion, the message will be accepted ·as written, the _provisions of paragraph 33 
being adhered to. Messages containing purposely. misspelled words prepared 
~ith a view to avoiding full payment will not be accepted. 
· 25. Unsigned messages.-If ·a· message be. offered without signature, .the 
s~nder's attention should be called to the omission, and if the sender then' de
~lines to sign the message the receiving clerk wlll write in _the place of. the 
~ignature the words "Not signed." These quoted words will be_ transmitted' ai1d 

copied by the operators. 
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26. Repeated messages.-If ttie sender request"'. a repetition of his message 
the receiving clerk will insert in the check the words "Repeat back.'" The 
words " Repeat back". will be i,nclucled in the count. 

27. Request to report delivery.-If the sender of a message requests a notice 
of its de!ivery the recei'ving clerk ,v-m insert in the check the worus "Report 
delivery," and include them in the count · 

28. Messages requiring an. answer.~Receiving clerks. wiil, place the let~er 
X ·immediately a_fter the check in .each message requiring all' answer and oper-
ators will transmit and copy it. · , , 

.29. -.Time of transmission and, delivery not to be speci:fied.~All ~~ncerned 
are. particularly cautioned against making any promises, r~spect,ing the trans
mission or delivery of a telegram .within a specitieq limi~ of time. '.rhe assura~ce 
that d1~.e diligence will be exercised is proper.· Neither will operators or others 
certify to the correctness of any _me~sage. "· . . . 

.30. ·Profane or obscene messages.-Messages containihg profane or obscene 
lang·uage will not be accepted for transmission. · ' · 

. 31. During interruption to lines, messages to be accepted "Subject to 
delay."-a. If. a message be offered when communication is known to be inter
rupted, it will be accepted only if the s~nder choose to le~v~ it f~r transmissi~n 
."·hen.communication is restored. Upon.s~1ch a message ~vrit~ the words" Sub
ject to delay,"_ and request the sender to affix thereto his signature or initials. 
If he refuses to affix his 'signature or initials, the message \vill not be accepted. 
'J:'.his ·requirement will not be waived. 
.} It is not necessary to transmit the words \' Subject td delay " in the check 

of :messages accepted during an interruption to the line. · 
. 32.: Entry of messages on receiver's ~~gister.-a_: Office~ \Vill enter by 

number on the receiver's regist~r, l!~orm 135, or on the message .center register, 
as the case may be, the tim'e. anq in the order of their acceptance; all messages 
accepted for transmission. The personal signal of the recefring clerk will be 

.. enter:cl immed!ately before or .after the time of filing in the spa~e for that 
purpose· on the message blank. · · 

b .. A c'areful comparison should be made bet\veen ·th~ Teceiver's register anll 
tele$du~1~ ·se·nt each day before closing, i! practicabie, ·to see that an ·messages 
ac~epted during the day have been duly transmitted. ' · ., · · 
.. 33.'·Hp~ to count words in messages.-a: This rule t1pplies·to ali do~e;tic 
·per~o'na~, commercial, press, and Governnrent or 'official niessages,. i. e.,· tnessage; 
to points in ·the :United, States, Alaska, Canada, a~d Mexico: 

b.' Count the following words, figures, etc.: . . 
(1) All wo1;cls, figures, and letters in the body. · ' 
(2) The word" Collect" in the check. (Coimted·but11ot charged for on 

commercial lines.) 
· (3) The following extra "'ords: 

(a) All signatures,.\vhen there are more than one, except the last. 
.Cb) All,"·ords after the last or only signature. · 
(c) All extra w9rds in an address .. · (Alternative name~, alter-. 

native street' addresses, and such words as "personal" or 
" attention Capt. Smith.".) .. , 

(d) The 'vords " Report delivery " and 1
" Report back " in the check 

o.: Dictionary words taken from one of the follm~ing languages'. namely, Eng~ 
lish, German, French, Italian, Dutch, Portuguese, Spanish, and Latin; initial 
.letters, surnames of persons, names of countries, counties, cities, towns, ~villages, 
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'states, or Territories, or the names. of tI1e Canadian Provinces will be counted 
as one word: Abbreviations of the names of countries, counties, cities,, towns, 
villages, States, Territories, and Provinces will be counted the same ~is if written 
in full. 

Examples: 
Excursion (English dictionary)-------------~---------------~ 1 word. 
Herzlichen Glueckwunsch ( Gei·man dictionary)--------------- 2 words. 

·Nous arriverons. dimanche (French dictionary)_:_ _____ ~---~--- 3 words. 
Dolce far niente (Italian dictionary)-------~----------------- 3 words. 
Mijne groete aan mevrouw (Dutch dictionary) ____ :_ ___________ 4 words. 
Todo esta perdido (Portuguese dictionary)_:_ __________________ 3 words. 
Un cabello ·haze sombra (Spanish dictionary)----------------- 4 words." 
Errare ·est humanrim (Latin dictionaryl------'--~------------- 3 words.
G. W. E. A. (initials)----------------'---~---~----~---------- 4 words. 
Yan Dorne (surname) ____ c_ ___ .:. _______ _: _________________ ._~_: __ 1 word. 
McGregor (surname) ____________ :__:_ _________________________ 1 word. 
O'Connor ( su'rname) :_ ______ . __________ :. _____________________ .:. 1 wo1:cl. 
De\Vitt (.surname) __________________________________________ 1 word. 
\V. H. Brown, jr ______________ , ____________ _: _______________ .:. __ 4 words. 
United States (country)_: ______ ..: ______________ · _______________ 1 word. 
Red Hill (county) ___ .:_ _________ :_ ____ _. ________________________ 1 word. 
St. Louis (city)_;-__ _: _______ _:_: ______________ _: ________________ 1 word. 
East St. Louis (city) _______________ _: __ . _____________________ :. 1 word. 
Red Bud (town) _________________________________ . ___________ 1 word. 
Soutll Orange (village) ______ :_ __ ~ ________ :_ _______ ·.:._, __________ 1 word. 
New York (or N. Y. )' (State)---~-:-______________ _: __________ . 1 wo'rd. 

District o{ Columbia (or D. C.)--"------------------------'--- 1-word. 
Nova Scotia (or N. S.)· (Canadian province) __________________ 1 word. 
Prince William Sound __________________ .:._~------------------ 3 word.s. 

d. Abbre;iations of weights and measures in common use will be counted eaci1 
as o~e word. Figures, decimal points, punctuatiori marks, and bars of division 
will be co~ntecl, e1ach separately, as one word. In groups consisting' of lettel's 
and figures each letter and figure will be counted as one word. To redtice 
liability to error; numbers, and. amounts shouid be written in words, but the 
message will be accepted as written if the sender refuses' to. make the change. 
The sender's attention should be called to any punctuation. marks .appearing 
in tlrn body of the message, and told that if he desires them transmitted they 
will be inclu;Jed in the count and charged for. In ordinal numbers the affixes 
st, d, nd, rd, and th will each be counted as one word,. 

Examples: 
Lbs. (abbre,'.iation of weight)---------------------·-:----;c-----. 1 word. 
Cwt. (abbreviation of weight) _________ :- _______ .:.· ______ .:_ __ , ___ 1 'word. 

Hhds. (abbreviation of measure)----------------------------- 1 word. 
10000000 (figures)----'------'--------------------------------- 8 words. 
Ten millions (amount expressed in dictionary words)---,------ 2 words., 
4442 (figures) _________________________ :_:.: ____________________ . 4 words. 

44.42 (figures and decimal poin,tl-'-------------------'---·-----~ 5 words. 
74! (figures and bar of div'ision) _____________________ :. ______ , 5 words. 
A 1 (letters and figures) _____ :_ ___ _::' _______ , _______________ . _____ 2.words. 

42B618 (lettei·s and figmesl---·-~-----~----.'..--'-----F 1,--'--~-- 6 words.' 
~ ·' 
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· Examples-Continued. 
'1st' ( orclinal nqrnber and atfi~l------------------~----~-~---- 2 wo{·ds. 
10th (ordinal number and affix) __ ~-------------------------- 3 woi'cls. 
"" ('quotation marks) ______________________________________ 1 word. 

() (parei;ithes.is) ~---~-=--------------------'----------------- ·'l wonl.' , 
No. 185 West 22d St----------.-------------------'------------ D' words. 

' ' . 
e. All groups of letters, when such groups :ire not dictionary wm·us of one 

Of the eight languages above enumerated, or combinations O'f SUCh dlcti~hary' 
words, will be counted afthe rate of five letters or fraction of five letters.torr 
word. ·when sµch gvroups are made up of combinations of dictionary 'words ·of' 
one of the specified eight languages, each dictionary word so used ""ill be. 
·~oun.tecl as one word. 

· (1) Ex[_tmples:, 
Ababa (artificial group of 5 letters)-----------~~------ 1 woru .. , 

. Hhgga (artificial group of 5 letters) ____________________ 1 word. 
Egadol (artificial group of 6 letters) ___________________ 2 words. 
Ccgh~9 (artificial group of 6 letters,)_.:.._·~--------------:.. 2 words. 
Dutimerodal (artificial group .of 11 ietter~) _____ .:._~---~~ 3 words. 
Gghrccexqdi" (artificial group of 11 letters)-----~-.---- 3 words.' 
poth~ ·(improperly combined)------~-----------~------- 2, word~. 
Itis (improperly combined)------------------------~--- 2 words. 

· Allright (or alright) (improperly combined) ____ ~ ___ _: ___ " words. 
Havyu (2 dict~onary \\·ords lJUrposeJy, mutilntell aiHl im:' 

properly combined) ______ .:._~------~---------------- . 2 words: 
. Firstclass (impropei-.1y combined<-----------~---~----= 2 words. 

Carlots (improperly combined)-----------------~------ 2 .words. 
-\Varrisk (improperly combined)______ _ · · · · ··• ~vords. 
Billading ( iln1~roperl~ combinetl) ---~--=~-============== 2 ·~vo.nl~. 

( 2) Exceptions : · 

•; ~:~::;;;~;~;: Cc~ ; C : : ::· : C : :::~ 
C. 0. D. (or codl---------------~---.:--------~---'-~-~·-- l. word. · 
C. I. F. or C, F. i. (or eif or cfi) ____ ',. _________ . _____ ~-~- 1 word. 
C. A. F. (or caf)-,----'-------------~------~-~-~_;~---~- l word; 

· 0. K---.,--------------------------------~---------.:. ___ 1 \rnrd: 
Per cent (or percent) ______________ ,_:_ ________________ . 1 word. 

f. To facilitate· the· cheeking of messnges by recei\-ing overntors. iii cases 
where irregull}r code words are· counted double,· domestic messages containing 
such words will bear a double check, as, for instance, '.' 21/17 O. B."-the first 
group of numerals representing the number .of· fabricated words ~nd 

1 
the ·last 

the actual number ns writte1i· by the sender. . . , · 
[!. It is important that the message shail catTJ~ its original count throu"hout 

its· trai1smission ai1d that its· progress shall not .be ,clelayecl' .by .cii1estionf~;i- of 
U1e check between operators ... '.rherefore, the employee .with whom the rnessa"e 
is filed shail imlkate his count ,Of any compound word or combination of worc~'i. 
concerning the count of .which there may .be dol.1bt ·on the part ~f operators" 

'in the course of further transmission, ~nd his count of any group of ·sepn~rate 
words which \lre counted together as one word, by underscoring the wor(] or'. 
words, and ":'riting the figure indicating 9is count imdei the· underscore. When . 
a .combination written as pne word is counted. as more tllanr one word, he shall· 
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also. indicate by a vertical line the point of separation b~t1Yeen . the words sepa
. rately counted as one each. 

·Example: ' 

Carload postJoffice --1-,- .-2--

WarJrisk ·rear/end 
2 --2- .: 

Ne-\v/year percent 
2 -.1-

any/one 
--2-

h: Official 1irnssages handled free over all lines will ·be' checked "O. B." 
· W~hen a charge is made over the other lines, they will be checked "Paid GoYt." 

01; "Collect Govt.," the number of 'words to be iliuicated. · · 
· i. For ~:adio and cable messages, see regulations gover11ing those classes of 

communication. 
34: Message~ sent by error to wrong destinatioh.~When an originating 

office learns that a message has been sent bJ,· error of the line·to a wrong desti
·nation, it will at once forward the· message to the proper address as a new · 
·message, and notify the office to which ·it has been improperly sent to file it 
without checking. ' 

35. Ofiicfal messages· returned to sender after transmission.-Whene1·er it 
becomes necessary to return to the sender an original official iuessage after 
transmission,: a receipt therefor will be ·taken ori. a skeleton copy, as per ex
ample. The skeleton COPY. will' be filed in its proper plac·e in the telegraph 
office records. · 

·Example of skeleton to be made upon return of an original'official 
to the sender after transmission : · · 

message 

Number Time filed Check 
1 4.20 p. ill. 24 0. B. 

Smith, 
Gondrecou'rt, 

1.Bu-7.20 p. rn. 
H-M 

(Date and place:) 
! 

(Signed) Hart. 

Received from (name and grade of soldier) the original of the tele
gram described above. 

(Date and name of person signing the receipt.) 
·36. Extra dates and forwarded messages.-a. If a 11erson leave town befot·e 

the arrival of an expected message, and it be·forwarded to him, the message 
as_forwarded will show, in addition to the name of the place from which it is 
forwardec~ and the date, the name of the place froni wllich it was originally 

·sent and the word "via,'.' which \Vill be counted: 
(1} For example: If the following message was originally sent from Puris 

t.o. Nevers, and forwarded-from Nevers· to· Gond1~~court,. it would be checked and 
Ila ted th us : · · 

·12 0 B, 2 extra, 
_. Paris, 

viu Nevers, October 24: 
JOHN DoE, ·aondrecourt, . ';. 
·ll~~t me next Monday ~t ten. o'clock in the forenoon .. n ·l~ . 

RICHAR~ R~E •• 

_, ___________ ~.~ ------- ---- ---

[-~~.· . ...::JI_ ,I 

' I j : 

1 
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(2) ·In this message the, words "Paris!' .arid "via" will be ·forwai·ded as 

part of the. message. 
b. If the message .to be forwanled is a back-dnte message, the original date 

will be shown in figures and counted. 
· (1) For. example· (assuming the same.messuge us ·above, but' as a bilck-date 

·, '. 
message): 

14 o·B, 4 extra,.,.. 
Paris,' 23; 

via Nevers,. October 24. 
') 

JOHN DoE, Gondrecourt, 
Meet me neXt J\fomlay at ten o'clock in the forenoon. 

RICHARD ROE. 

(2) In this message the words " Paris, ~3" and. "via," four words, ':'ill tie 
forwarued as a part of the message. 

c. Messages must in every case show _the place of origin, and no employee 
. will be permitted to act as agent for the sender.nnd by so doing change the 

\ ' • .! 

point of origin. / . . 
d. Messages received by mail for. trm1smission by. telegraph will also be 

handled as nboye. 
~!i:CTION . III. 

OPERA'J'I~G DEPARTMENT. 
. . . . _Pl!;l·.agraph. _ 

~~~;~~~f ;t 11~~mi~:~~==•-=-m==·~••·-=·:~-~••=•=·••-~,=~=--~•:=_• .11 
Number sheets, comparison of numbers, etc_:_ __ ~---------~---·---.-~------------ 42 
Sent messages to be examined for evidence of transmission---------------------: 43 
Transmitting repeated messages ___ .:_ ___ ~ __________________________ _: __________ · 44 

Messages to more than one address---------------------------------------~-- 45 
Cause of delay to be noted and reported-~--------------~---------------------· 46 
Messages delayed by interruptions---------~------------------------7-------- 47 
Duplicate transinission--------~~c::. __ ,-'-------------------------·----·--------- 48 
Messages i:o be sent on date of filing-.----------------------------<------------ 49 
Relay.oflices to clear before giving good nighL--------------------~------------ · 50 
Order of receiving----------------------------------------------.----------- 51 

· New numbers to be given postponed correetions------~---------------.----------- 52 · 
Canceled messages----------------------------~---------'---~--------------- 53 
Operators not to refuse messages---------------------------·----------·------ . 5·4 
ContcntioI\ for circuiL-.-'---------------~----------------'---~-~-----,----=.--.,.- ,55 

' . 56 Operators' signals--1--------.------:-----~-------------~-.--------~---:.-----" .: 
57 Chief operator and operator m charge----------------------------.---------

No, admittance' to operating rooms--------------'--~-~~~-------------'----'~--'--
Wire tests-' _ _:: ___ _,_-----------·--------- - ---- --- - - - -- - -- _: _____ ---------- __ _:_ 
Ground wire ____ ------------.--,-- ---- _ -- -- - --------- - --- - ----- - - ---, -- ----.-· 

g~.~~s~~~r%eric~-Ji;--;i;~=====~=============~========~====~==========~======= 
~n~~~u':~::;~rid-batt~~i~~========================·==========================· 

~EEt!£~;!~::e~-~~~~~~~~~~~==============================;============; Ser,rlce messages _______________________ .:.. _____ ..:. ___________________________ _ 

Service message c-Ode_~-------------'--,--~--------~-~~----------:----~'--~--

'-58 
.59 
60. 
61 

\, 62 
63 

'.64 
6:5 
.66 
67 
6S 

• 6D. 



i1 

I 

I 

Ai,t '105-40. 
37-40. 

REF ID:A4127207 

. SIGN AL CORPS. 

37.· Office. calls.-An operator, when calling an office, will ·sign his o";n office 
call at short intervals, and will also sign it and his personal signal in !inswering 

. calls. AU -calls must be answered promptly. When not promptly answered or 
not answered at all, the time will be registered by the calling operator on the 
back of the operator's number sheet. He. will. also immediately report the 
matter to the chief operator. _ , _ 

38. Speed of transmission.-a. The sending operator will regulate the speed 
of transmission of a message to suit the ability of the receiving operator. 

b. The inability, of an inexperienced operator to receive rapidly will not be 
deemed a sufficient reason for failure to transmit a message to him. 
· 39. Order of transmission.-a. In sending a niessage observe the following 
order of transmission : 

(1) Message number. 
(2) Check; 
(3) Place from (and date, when a back date). 

Hour of signature on field Jines, or time filed 
other clay-rate telegrams . ~n lLnes primarily 

Address. 

- (4) 

(5) 
(6) 
(7) 

Body or -text.· 
Signature. 

on G()vernment and 
cominercial. 

b. No alterations will be made. In case of a relayed message, any ap11arent 
errors should IJe_ brought to the attention of the receiving operator for verifi
cation ·b~fore transmission -to the next office. 
· _ c. -AU' figures and words in the check of a telegram will be transmittell. 

:l~he nup1ber -of words given _in the check -of a message accepted by the receiv
ing clerk will. _under no circumstances be altered by an operator. The 'inaccu
racies will be brought to the attention of the -receiving clerk for· correction· 
p~ither will a check on a relayed i:1essage be altered without the _authority of 
~he se~~l,ing office. 
-' - d. Sending. operators will not transmit the -tities "Mr.," "Messrs.," and 
(!•ESq.'! -when--they appear in the address of a telegram. ' 
·: e. The prefixes "Mrs.," "Miss," ·and arty distinctiv~· title ~uch as "Gen.," 
"Hon.;" etC:, ho-ivever, should 'be transri:tittecl ~\;henever they form part of the 
'address. · 
' f The suffix "th" when used in the_ address of a message is freq1~ent!y' ren
dered "8 ".; for example, 242 ':Vest .9th St., rendered 242 West 98 St. To obvi
ate errors of this kind, operator!'l will 'not transmit "th" foilowing a figure in 
the address of U: i'nessage. 

g. It is not necessary to transmit" the words " Subject to delay " in the check 
of messages accepted cluTing an interruption to the line. 

h. It is important 'that great care be exercised by _both ·sending ancl receiv
ing operators ill handling inessages adclressetl to suburbs of cities bearing the 
same name as that of the city, in order that the destination may not be. made 
to appear as a part of the city proper. Careful punctuation ill s.uch i'nstances 
~s essential. 

40. Numbering,messages.-a-. The sending operator will number 'each mes-
1>age to the office to which he sends it cand will write after the nmilber the· 
call of that office, followeLl by his own signal,: the- receiv,ing 011erator's signal,. 
and the time of transmission ip the ordei: 'named. - - -

b. In transmission of a message bearing· a back date, the date of forwardibg 
will .be indicated by encircling thus @, which will be· indorsecl immediately 
after -the time ,of transmission. · ' , 

1 '1 
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- 41: Acknowledgment of receipt._c_No' telegram will be regard~d as'' trans
mitted until acknowledged by the usual· signal, but if a number of telegrams 
be sent In succe~sion, the acknowledgli:tent of the last' may be regarded as an 
acknowledgment of all. : 

42. Number 'sheets, comparison of numbers, etc.-a. The number sheets 
~ill be elated and :the names of offices win be written out in full. 

b. It is of great importance that message numbers be correct and 'be accu
rately recorded. Operators .at both ends of the wire shoul,d alw'ays act upon 
the theory' that missing numbers indicate lost messages and should c;i-11 the 
attei1tion of the chief ·operator to each case. The receiving operator shoulU 
never mark off a number· without first seeing the message which bears it: 
:Sent inessages shouid be carefully examined as often as practicable to ascer
tain whether they are:properly timed and the numbers correct. 

c . .:At erich. office, before closing-, the- operators· will examine the numb(O)r ·~h~ts 
and exchange number reports of the day's business with other offices aml° im
mediately correct any errors discovered. : When· ~navoidable, a' service message 
'''ill be sent .the following morning; comparing' numbers.· This message must 'be 
answei·ecl' oi11y' when -the coinparison is found- to b~ incorrect, otherwise it win 
be filed unaninvered. - ' 

43. -Sent messages to be- exainin.ed for evidence 'of transmission.-a_ At 
each ·office it will oe' made-the duty' of some one to scrutinize before filing for 
record all " sent " messages, to see 'that they bear the proper indication · of 
transmission: The utmost care must be 'taken to prevent unsent messages from 
being placed with those 'vhich have- been sent. .Both "the sent 'and received 
messages- should be compared '''ith''th'e 01}erato1"s n~n-iiber sheet to see that all 
messag~s have been- properly accounted for. ' ' ' · · ; . 

b. Whenever duplicate numbers a're discov~red, a 'description' of botl{ mes
sages shoulcl be wired to the distant office, '~here an immec1fat~ search of' the 
files will be made with 'the Yiew' of preventing the' loss· of one of the m~s
sages and adjusting the numbers. The di:tr)1icated number will be nmde l. 
For example': -If: tivo messages bearing tf1e number 50 are tra1-lsrnittecl, ancl 
the fact is not discovered until some 'time afterwards, the one last sent will be 
made No-. 50l. . - ' - . 

44. Transmitting repeated messages.-Sp~ciril care wiii1be observed in sellll
ihg and receiving a message requiring repetition. At the office- of origin ang 
at each repeating office an operator, upon receiving ,back a repeated message, 
will carefully. c.ompare it with his copy, underlinihg o~ checking each werd, 
and, if the repetition be found to be correct, he will '\'v1·ite on the back of the 
foessage the weirds "Repeafocl J;>ack 0. K.," 'vith his personal signal and the 
personal signal of the operator who repeated back the message. 

45. Messages to more t·han one address,___:_a, When a message ~s addressed, 
for 'exami_lle, 'to "A or B," 'for delivery to either, it will be transmittec1 as a 

. single rnessa.ge: ._When a me_ssage is ac1dressed,'for example, to ;,A and B':' or to 
several 'persotis fo1; deli-i•ery to_ each of -thern, before transmission begilis the 
sending operator will inform the recetving opera for ·Of the. 11{1mber 'of addressees 
on· the inessage. . ' ' -

The transmission will be in the following order: 
( 1') :0ffice chll of sending office: 
(2) The che~k -(aria-date ,.:hen of a back date). 
(3)' Time filed.) · 
(4) ·The body'a.nd signature. 
(5) The numbers of tqe messages and names of allllressees: 
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b. Each message will be given a separate number, and a separate message will 
.be deHvered to each addressee: Nothing should appear on any copy delivered 
to indicate that the same message was also delivered to other addressees: 

46. Cause of delay to be noted and reported.-a. When for any reason an 
operator can not transmit· a message prorpptly, he will note the cause of delay 
upon the back.of the message and will report the facts to the. chief operator or 
operator in charge. . 

b. W.hen from any cause a congestion of business occurs, chi~f operators arnl 
operators in charge should put forth every endeavor to expedite the forwarding 
of the more greatly delayed business, and to this end an exchange of messages 
should be arranged alternately between the relay offic~s. 

· 47. Messages delayed by .interruptions.-a. When messages can not be 
promptly transmitted on account of an interruption of the telegraph line, they 
will be handled by, radif> or other. methods· forming a part of the system, unless 
.specific insfructions to the contrary are given in each case. 

b. Whenever through messages in course .of transmission are stopped at a 
. relaying office in conseque"uce of an inte1:ruption of the line, and they can be for
warded to destination or to the next relaying office by mail with greater dispatch 
than would be the case if held until reiJairs to the line ~re effected, they \Vill be 
mailed to the operator in charge. at destination, or' to the next relaying office 
where comlnunication can be had to destination. A copy of each message for
warded in this manner will be retained by each relaying office so forwarding. 

. c. At the time of mailing, the forwarding office will enter each message on a 
messenger's delivery sheet by number, commencing witl;l No. 1 and continue 
serially during the interruption, and mail to the operator in charge at destina
·ti~i1, or the next relaying office, who will, upon receipt of the messages, acknowl-
edge receipt of each by signature, time, and date. ' 
~ a. '.rile operator in charge at ~he mailing otlice will be. held responsible that 
all messages mailed are promptly checked up. Immeafately upon restoration of 
~ommunication he will send a service message to the operator iJt charge of the 
rell,ly office, .or at c1estination, giving the numbers of ~essages mailed, viz, 1 to 
15, inclusive. If any of the messages described have not been received at the 
'relay point, or ,at destination, the operat.or in charge' at such point .will service 
the mailing office, giving the' number, a\}clress, and signature of the last message· 
received. This service message must be prepared with the greatest care and 

'n~mbei·s accurately compared·; an error might cause the loss of several messages.· 
· e. The mailing office will immediately send by.telegraph any missing· me.ssage,s. 
The opera.tor in charge at relay. point; or destination, will sign on the delivery 
sheet for all messages received by mail and will return the 'delivery sheet to 
the nmiling office, immediately after receipt of the message, without awaiting 
the restoration of communication .. -

48. Duplicate transmission.-a. If to correct an error in a message or .for 
any other r~ason, a second transmissfon becomes necessary, the sending operator 
\Vill begin the second transmission with the word "Duplicate," which word the 
.r~ceiving operator will write conspicuously o'n the form above the message. A 
'new number will be given and new marks of transmission will .be recorded 
thereon. . . · 

1 

. . 

b. In such cases the date of filing, as wen as the date of duplication, will be 
transmitted and copied. (See paragraph 40, concerning back dates.) 

c. This.rule does not apply to messages which are duplicated immedi'ately on 
requ~st of the receiving operator on account of some. cause making· a second 

• (I !' . 
transmission neces~a~y:. 
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· 49~ Mes·sages· to be sent ·on date of filin:g.-a. An office which is not kept 
open all night will, before closing, transmit its messages to their.'destination or· 
to the nearest relaying office. · · ' 

b . .'The relaying office will forward all messages to their destination before \· .. 
closing. If, for any reason, any be left over until the next·morning, they will be 
transmitted· before new business, under the original da.te of filing. The date \vill 
not be changed to tliat on which forwarded. The date of forwarding \Vill, how-· 
ever, be indicated. (See paragraph 40.) ~.. · 

j .50. Relay offices to clear before giving " good night."-Relaying offices· 
will clear all business for offices which do not keep open all night before giving 
such offices "good night," after which messages therefor will' not. be accepted 
from the public at the relaying office except with the understanding that 'they 
will be transmitted under date of the day following. ,Messages for such I>Oints 
from other offices will be accepted in the usual manner. , 

51. Order of receiving.-a. Copy each message as transmitted. Enter ·on 
the blank after the number of the message the call of the sending office ai:td the 
receiving operator's signal. ·Immediately after the place from, and back date, . 
if any, enter the date. ·;.. 

b. Verify the check by counting the number of words. Make sure "the. mes
sage has been correctly received; 

c. Write the time received in the lower right-band corner· and acknowledge 
receipt by giving· the sending office an " 0. K." followed by personal signal'. 

(!.. See that copy is legible and not liable to be misread. ( " · 
· e. Challenge all words that appear· doubtful, .and when. confirmed by the send

ing operator they will be underscored. · 
52. New numbers to be given postponed corrections.-If for any reason a 

message can not be promptly completed or correction made, 'the number arnl 
time of receipt will ,be erased and the sending office will.assign the number to 
the next message transmitted~ When corrections shall have·beei:t acco~plishe(I, 
a new number and new time. of receipt will be given; 

53. Canceled messages.·-a. A telegraph blank upon which a received- mes
sage has been written, iil whole or in part, must not _be destroyed under any. 
circumstances. ·when .a telegram is to be canceled the wurd "cancel" with 
the reason and the operator's signal should be written· across the face of tlJe 
blank, which should then be placed on a sent business file/ ,_ · 

b. The operator who, cancels a telegram must see that the number is filled in. 
The canceled message will be filed in a jacket labeled " canceled business " and 
placed with the day's business. 

54: Operators not to refuse messages.-No' operator will refuse to .receive 
any message offered by an operator at another office. Should there be any doubt 
as. to we ·propriety of a message, it will be accepted and a copy submitted to 
the officer in charge of the ·system.) · . 

55. Contention for circuit.-Contention for circuit is positively forbidden. 
.56. Operator's signal . ....:::.No operator will change his personal signal withou.t 

the consent of· the operator in charge or chief operator, nor will any two op-
erators in the same office use the same signal. ' 

57. Chief operator, and operator in charge;-a, At offices :whe~e officers ~re 
in charge, the senior noncom.missioned officer detailed to. perform the duties 
of chief operator.willbe d~signated "chief operator"; and at offices where there 
be no officer, and the senior noncommissioned officer in charge performs all the. 
functions of the office, he 'ivill be designated "operator in charge." 

15 
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· b. Unless otherwise i_nstructed by the officer i'n charge, the .operator in· charge 

of an office will be held accountable .and responsible to the. Goyernment for. all 
property and supplies whatsoeyer in his office or 'belonging thereto ; .. for all 
money received, and for all hansactions involving the payp:ient of money in the 
regular and legitimate businesS' of the office. 

c. Operators .in. charge of stations will keep themselV.es familiar with the· 
condition and needs of their stations .. They will report to the officer in charge 
any acts on the part of the men serving,with·them which.may,affect·the efficient 
operatio~ of: the office. They will a_lso make· such recommendations as \vill 
i.ncrease the efficiency of their stations. · 

58.· No admittance· to· operating rooms.-The operator in charge or. the 
chief operator will refuse to admit. :to the operating room any person not an 
employee unller his own direction; except .,~·hen ·permission to enter ·has been 

. given by the officer in charge or other·C()mpetent authority .. 
:· 59; Wire. tests.-a. The operator in charge at a. testing office will make early 
morning tests of the wire·s and. wiU see that the necessary orders. to ·linemen 
~re given and. acted ·upon without delay. He \\'ill ·make :every effort to· have 
the circuits rea!'ly for business at the opening hour .. 

b. Orr account .of the. importance of niaintaining uninterrupted communica
tion, when giving directions to linemen, care will, be taken to 19cate definitely 
the trouble, and to .state its nature as accurately as possiti1e. ' . 

c . . The word "wire" will be recognized as giYing the right of circuit at all 
times for testing purposes. . . 

< 60. Ground wire.-'l'he ground .wire at .intermediate offices will be used only 
in the ~vent of an il(lterruption of the circuit, ai;id then only tp notify the chief 
01· testing operator concerning the interri.1ption and to receiYe his instructions. 

6L O~ce diary.-The ope1:ator in charge .or the chief opern~or will. keep a· 
daily record of all interruptions and incidents which occur in the working of 
the iines. In inaking entries the time of tests, interruptions, removal of faults, 
etc., will always be stated; also,. all information that .may. be of value for 
future reference. Offices will not be referred to by their 'calls. The date of 
opening the office,. with name of operator in charge, .will be the first entry. The 
name of each operator on duty will be entered in the diary daily, showing the 
time. ~ach comes on duty and time relieved. 

62; Cprrespondence. by wire.~ci. ·Official correspondence by wire will be 
limited to matters of an· urgent nature that will .not. bear the delav -incident to 
the· Iii ails. The mails shall be used for all corr~spondence that wlll not suffer 
by dela~'· ) 

. b. The transmission by wire of messages or notes free of charges for friei1ds 
' arid acquaintances of operators .or•other employees is prohibited:· 

_63. Office hours.-a-: ~\.t officew·where- there are two. or more operators. on 
duty, meal hours will be arranged so that a sufficient· force shall· be on duty at 
all times; · ' i · ' . 

b. At offices where there are two or Il!Ore•operators 9ri duty the hours of duty 
will be so arranged that; under ordinary 'circumstances, seven hours shall con
stitute a day's work for each man. · • 
,. c, A reduction of one-half lhour will be. arranged for night work. _ \Vhen 'nec
essary, these hours·of duty wilf be extended to meet .the demands of the service: , 

cl. On Sundays and· holidays the h6~rs of. duty will be Teduced whefr prac·· 
ticable. 
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64. In~trume:hts: and b~tteries.~a. ·Before closi~g an office temporarily, -~r 
for the night, its instruments will be· cut out, care being taken that the circuit 
through the switch 9r crit-off .is complete. 

b. The inside of magnet bars ~n relays and the underside of sanie on sounders 
as well as the ends of iron magnet. c9res, shoulcl be examined frequently and th~ 
rust which forms removed. . . 

c. Switchboard plugs and plug holes· should be kept bright an~f clean at· all · 
times so as to insure. good connectioi1s. s'witchboardS' shoulci be ·watched very 
closely in moist climates, as the copper strips that connect on the back of the 
board corrode, and this co~ros~on forn1S a mineral .solution by the chen1ical 
action of the air wh~ch, impregnates the woodwork and is deposited therein as 
metallic copper, which causes.more or less of a.cross between the strips. Cases 
.ha:v.~ occurred where the efficiency of the line was badly impaired from- this 
cause. When such a case in a switchboard appears it should be reported to ti1e 

_ officer in _charge 'for. replacement or repair, as the case may :require. .. " 
,.-· d. The lightning arresters should be kept.clean and free from dirt or moisture . 
.. and will invariably· be .examined after·a thunderstorm. · · . 

,:l l . e. No battery will be permitted to freeze, for while frozeii the current is· very 
,, mrn;l~ impaired qr altpgether susriendecl. . Fieat. being" a prom~ter of chemical 

action, a battery. while warm works most. vigorously ... Batteries .should be kept 
in 'a cool, clean, and 1dry place. (See Signal ·Corps Training pamphlets Nos. 7 
and 8 for adclitional ·inforn'uition relative· to batterie·s·.) 

65. Testing ipstruments.-\.vtien ·the importance .. of the office justifies, 
mem1s will be provided for making regular tests of the electrical condition of the 
lines. Reports of·the t,ests will be sent to the officer in charge :of the' sy~tei:ri. 
Detailed instructions for making thes.e i'eports' will lie given on the blank' form 
provided for that.purpose.' Instructions for making tests may be. fom1d in ,Signal 
Corps Manual. No. 3. , 

66. Special sign;ls arid abbreviations.-a. The following special signals are 
authorized: · · 

1. Wait a moment. 
4. St.ai·t ·me, or, where. 
5. Have you . anything for me? 
7. Message for you. 
9. Important military message, give 

way. 
13. Do you. understand? 

18. What is the ·matter? 
·25, Busy ·on· other wires. 
_27. ,Adjust your magnet.. 0 

30 .or N. M .. Circuit. closed or no more. 
44. Answer ·quick/· 
73. Accept compliments: · 
92. Deliver (eel) . , 

Operators will in.all cases give way f~r sjgn;l 9; am1 for "wire." 
b. The followin.g abbreviations' are Fit_~----Filing .time. . . 

authorized: :B'm ______ From or originating poii1t. 
Ahr_

7 
____ Another. G. A ______ Qo ahead.· 

Arn; ______ Answer. . G. _E ___ · ___ Qooc1 evei1ing. 
Blaclc _____ .Full rate telegram. G. M ______ Qood morning. 
Blue.:. __ .:._.:-Day letter; "' G. N----~-Good night. 
Cable ______ Cable message. Govt__~ ___ Qovernment. 
Ck ______ Check. ~. - · G. S. A~~----Give some a~swer. 
CoJL _____ Collect. Ho _____ ~Hour of signature: · 
Cy:.. _____ Copy. Msg.:.·_:__:_:_J\iessage. 
D.-H-----~Deac1Iiead. · N. l\1 __ · __ ..:~No niore: . 
D. P. R------J?HY press rate. N. ·r.' R~~~~~~Nlght1 press r~1te. 

1 ' 
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N. L __ .:_ ___ Night letter. 
Nite ____ ~_Night message. 

R. P ______ Reply paid. 

O. B ______ Qfficial business. 
O. K ______ All rigli't. 

' Sg ______ Signature. 
Svc ______ service message or service 

10pr ______ Operator. . 
Our ______ Our message date. 
Qk.:.. _____ Quick. 

department. 
Sgd--~---Signecl. 
WcL __ _: __ word. 

w o------Who. 
Radio--~---Radio message. Yr ______ Your message date .. 

67. Te.legraph alphabet.-

~forse. Continental. , 

a. Letters: 
A ........... ~· ................... . 
B .......•........................ 
C ........................ • ......... . 
D ................................. . 
E ....... ·-· ...................... . 
F .......... : ..................... . 
G ............................... . 
H. : . ................ : .......... .. 
I ........... · ...................... . 
J ............................... .. 
K ................ r.. ....... · .•..... 
L ........................ · .......... -
M ... · .. ,.· ........................ . 
N .... _._ ................ : . ........ . 

\ ~ ~ .· .·. ·_:::::: :: :·:: '.::::::: :':::::::: 
Q .... ' ........................... . 

:.-~:::::::::::::::::::::·:::::::>:: 
T ................................ . 
U ...... :'.· .................... : ... . 
V ........................... · .... . 

L:i•-•••·----•••••-••-•••••·••• 'b. Ju;,;e;~l~.: · ·. · · .. · · ·. · · · · · · · · · · · · · · · 
1 . . . . 

'2::: ::: :: ::: ::: ::: :: : : ::: :: :: : :: : : 
3 ....... ' .. : ..................... . 

. 4 ....................... : . .. ! .... . 
'5 ....................... L ......... . 

{:: :::::::::::::::::::::::::::::: ----. 

t:: ::: :: : :·:::::::::: :,: :-:·::::::::: 
. c. Punctuations: 

Period., ............ '. .. · ... ! • . . . . . . . _____ _ 

Colon ...... ; ........................ ___ _ 
Semicolon .............. ; : ...... , .. 
Interrogation ..... , ............. '. . . ____ _ 

, Exclamation ........ : .............. ___ _ 
Fraction line ............ :.-... · .... · .. 
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Morse. Continental. 

c. Punctuations-Continued. 
Dash .......... ~ ......... : ........ . 
Hyphen ... ." ........... : .......... . 
Pound sterling .......... _. ......... . 
Capitalized letter ................. . 
Colon followed by, quot~tion ........ . 
Dollar mark ...................... . 
Decimal point ........... : ....... . 
Comma ......... c •••••••••••••••••• 

Paragraph ........................ . 
Underline (begin) ............... .. 
Underline (end) ............. , ..... . 
Parenthesis (begin).' ............. · .. 
Parenthesis (end) ...... , ........... . 
Quotation marks (begin) .......... . 
Quotation marks (end) ............. . 
Quotation within a quotation (begin). 
Quotation within a quotation (end) .. 
Apostrophe ...................... . 
Shilling mark .................... . 
Final signal 
Footnote (begin) ................. . 
Footnote (end) .. : ................. . 

----- •'.';,.• 

- - - - - -!-
Spell "dot". __ , __ 

68. Service niessages.-a. Service messages will be giYen preference in every 
instance. 

b. No service message shall be delayed for any cause whlttever; nor shall any 
office decline to furnish promptly and explicitly information called for in any 
received service message. Such requests and replies should, however, be as 
b,rief as possible. 

c. Copies of such service messages .as appear to have been improperly sent 
will be referred to the officer in charge of the system for inspection. 

d. A reply to a service message must in all cases be addressed to the office 
from which the message is received. Failure to observe t)lis·manner of corre-
spondence may cause delay and annoyance. 1 

Example: If an office receives a 'service message from New York signed 
"Service," the reply to such service must be addressed "Service, ·New York." 

e. ·whenever services are sent or received, a record will be made on the back 
, of the message to which they refer by all offices concerned ; the date and iiame 

of the office' serviced will be indicated. 
f. Whenever a service is amended a_nd forwarded, the word "amenclecl" will 

be inserted after "svc." in the check. . 
u.' Service inessages employed for the pu.rpose of discovering errors or that 

contain the message number given .the message in question will be co1l.1pared 
with the' file copy at each relay office. If no error be disclosed, the number of' 
the message· referred to in the service message will be changed ·at each relay 
office to agree with that Of the next relaying point· or other telegraph office to 
which tlie message is to be sent. If ~n error is discovered, however, the seryice 
~essage 'vill be stopped and reply made to' the inquiring office . 

'r 
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. Example No: 1: 

:·(Message· from Noi11e to Seattle.) 
5.Si 5 

.ToHN _DpE,- Se'attle ~ 
Abbey Icicle F1:ri~k Brac]ley G:allery. 

·RicHAllD ROE. 

(1) If, lipon delivery. of the· message, the addressee clainis an error ,in the 
last word, Seattle would send the following service : 

Exampie No. 2: · · 
No'l.rn. 

'Yr. 5/7/8/,Doe fifth Gallery. 
SEATTLE 8. 

... (2)· The first figure in the service denotes the number· of the message to 
S~att~~.; p1_e se_con~l figure ti1e date of filing; and the third figure the dnt~ of 
sending to Seattle.. ' · · · · 

\ ' ' (3) Sitka compares the service with his 'tape copy and if no error be: uppar- · 
, ent" he ainends the service by . cliahging t.he number oniy and forwards it to 

Valdez. · 
Example No. 3: 

NOME. 

. Yr 3/7/8/ Doe fifth Gallery. 
SEAT'l'J,E 8. 

.... ( 4) If there be no erroi· at Valdez, the service ,,.ill _be amended as per ·exam
ple.No. 3 and forwarded to the next relay office. It. will be observecl that the 
ti~·st number in the body of the service must be ch.ang~d at eacl~ relay office so 
that no delay will occur in locating,.the message. 
· . (5). The rf%Y ofi,ice first discovering the error will stop the ·service and reply 
as follows, supposing Valdez s~oppecl the service, as the word in question reads 
Galley in his cop,v. · · 

Example No. 4,: 
SEATTLE •. 

'Noine's 7/8 :poe' Galley. 

i VAL))EZ s. 
h. If an error be disclosed upon the. receipt of a reply to a service message, 

t.he office making the inquiry will start a Jetter trncer for .. tlle purpose of plac
ing.the responsibility for the error. 

69. · Service mess~ge. code.-'-· 

Codeword. •Meaning. I Exa,;;ple. 

Cancel,. . . . . . . . . Can.eel and· file ..... ':· .... : . . Our 41; New Y cirk (date), Briggs, 
.sgd Hooper, cancel. : , . :. 

Colaft.. ... :..... Collect there; addressee out .'Yr 12 (date), N!'nv York; Jones, sgd 
.,. ·. i of town. · · Frank,·Colaft. · : 
Collect ........ -.. Collect there; payment re- ·Yr,75, Chicago (date), Weld, sgd 

· fused. Patterson, collect. . . . . . 
C<:>lunk ...... .- . . . Collect therEO; add:r:essee un- Yr 31, Buffalo (date), Henry W. 
· I known. ' I Gerrish, 21 Monmouth Street, East 

· . ' . · Boston, sgd Gerrish, colunk. 
Dld .............. [ D?livered 0. K----··:······· Yrs 117of31st, Wilson, dld. 
D. F. S........... Disregard former service..... ' 
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69. :Service message code-Continued. 

. ' Code word. 

Dup ............ . 

G.B.A .........•. 

Gone .......... . 

H.A .... : ...... 

Meaning .. 

Duplicate quickly from orig
inal; word not understood.

Give· better address. Un
known at address given. 

· Not in.directory. 
Addressee is said to have 

left for .... (city). 
Hurry answer ....... · ...... : 

H. C ......... ,.. . . Hurry press\check .......... . 
Locked ........ _,_ Place closed. Will deliver 

soon as open. 

Missing ......... :· Missing number; describe.' .. 
Moved.: .. : ..... Address8e .has moved from 

Notoad ........ '.· 

N.S.A ..... '. ... . 
Ornord ........ . 

R.F.O ......... . 

s: 0. s 1 .•••••••• 

s. Y. s ... -- --- ---
Try., .......... . 

Undeld ....... _ _,_ 

;Unkn ......... . 

address given. . Pres~nt 
local address unknown. 

No {telephone}office. advise 
telegraph ' 

disposition. 
No such address ....... : ... . 
Onginal not received .. 

Have delivered duplicate 
with explanation." Please 
trace. · · 

Repeat from ·original. Me.s-
sage not understood. , 

See our service ....... -.- .... . 
See your service .... : ...... . 
See your (insert number of 

service message). 
Try to deliver it. · . 
Undelivered. · Addressee 

said .to h'.ave left. . 
Addressee is not known ..... 

Unclaimed., .... Returned by (hotel); ad
dfrssee failed to call for. 

I 
1 NOt to ho used in radio wJrk. 

SECTION' IV. 

,·Exufuplc. 

Yr ~l, Armour (date) tenth, Abl1~~' 
dup. . · , · · 

Yr 94, N. Y. (date),. Wm. Newcomb, 
31 Broad Street, sgd Foss, G. B. A. 
' 1·· 

yr 25 (date), smith, sgd Jones, gone 
Denver. · · 

Our 83 (date), Price, McCormfck, sgd 
Jones, H. A; " 

Transcript 30th, H., C. 
Yr 94, Hartford (date), Conkling, sgd 

Franch, locked. · · · 
(Service messages reporting nondec 

livery to business houses ttJat ar? 
closed for the day are unnccesc 

. sary.) · · 
Yr.16 (date), missing. · 
Yr 32 (date), Brown, sgd. Thomp~ 

son, moved. , 

Yr 90 (date), Qhicago, Swift, Bos
ton, sgd Swift, ornord. 

Yr 204· (date), Boston, Smith, sgd. 
Henry, .R. F. 0 .. 

' ' 
Yr 42-(date), try 37 South Street. 

Yr 38, St. L~uis (date), F. H."Weh-
ster, 'sgd J am'es'; undeld. . 

Yr. 73 (date), H. A. Small, 245 
. Tenth St,;'sgd Will, unkn. · . 
Yr 5 (date) Buffalo, Kirk (hotel), sgd 

Hoff, unclaimed. \ . . 

DI~LIVIDRY DBPARTJ\IENT. 
· Paragraph. 

Preparation· for delivery __ · ___ ;__~ ______ : ____ . ________________ ..:________________ 70 
Messages addressed to more than one person:_. ____ ·-~----------'----·------------ . 71 
l\Iessages requiring ·~nS\".Cl'ffi--'-

1

----- _<'.::.. _______ ---------------~-----------'------ , 72 
Messages not to be delivered to unauthorized personll--------------------------· 73 

';i:::~~!:r~e~;v~1~~~i~y r;~~i:~~~~=== = = = = = == = = = = = === == = == = == = = = = ====== = = = = = ==== ~; 
Nondelivery of messages __________ :_ __________________ .----.--.-----------:..____ 76 
Notice to addressee of nndellvered messages ____ ;_ _ _: __ ~-~-·-------~---~-:..------~- . 77 

~I;:::::i:f z~s' o~o~~:o;;_~~-~~~~~~~~======== = === = = ==~ = = = = = = = == = = = = = = = = = = =·= = ==== ~~ 
Filing away messages _________________________ -- -~-------------'----·-- ---'-- - 80 
·Destruction of messages ______________ -------------------------·------------- . 81 

21 



REF ID:A4127207 

AR 105-40 .. 
70-75. SIGNAL COB.PS. 

70. Preparation for delivery.-a. To. permit ready reference, number each 
message consecutively for delivery in the order received, commenci~g with N~. 1 
each day. The wire number should be used for this purpose at all offi~es wlnch 
l1andle Jess than 100 deliveries a day. ' .· . 

b; Eacl1 message for delive1'y will be numbered, copied, and inclosed in the 
proper envelope, which will be sealed and .:Plainly addressed. . . 

c. Messages received.for delivery will be entered on the delivery sheet, Form 
136 in the order of their receipt. - ' . 
· a. Instructions. from the ~ending office in regard to the delivery of a message 
should be ·carefully observed. If the address on the message received be at 
~ariance with that .registered in the book of addresses, the address of more 
recent elate will be tried first. r . . ' 

71. Messages addressed tq more than 'one pei:son.-:-When ri. message ad
.dressed, for example, to ".A),' or '·' B"' )s receiYed, it will be delivered to either 
one· or tlle other of the addressees. (See paragraph 45.) It should not be 
delivered to both addressees. 

72. Messages requiring answers.-a, Delivery clerks will observe t11e ch:cks 
of all messages for: delivery aI\cl plainly write the. words "Answer requested "_ 
upon the envelope of each message_ b~aring the .letter "X" in the check. 'l'he 
messen«er will be instructed· to make diligent effort to obtairi such answer. 
Should 

0 

he fail to obtain it, he will be ~specially careful -t~ rep_?rt the reason 
to the delivery clerk. (See paragraph 28.) · 

IJ. Messengers will in all cases be supplied with ·the proper .blanks on whi<;h 
-·answers· .can be written. They must always. ask the person to whom any, 
message is delivered if he wishes to send an answer'. · 

73. Messages not to be delivered· to _unauthorized persons.-A message 
must not be left with a janitor or porter ·of a -building for tlelivery by him, 
nor be slipped under a door, nor left in a letter box, unless the addresse.e has 
filed a written request for such delivery. . 

74. Messengers to obtain receipts.~a. A -messenger will ob.tain a receipt 
•on the delivery sheet ,fqr e!lch message delivered, which receipt will include 
the .:i:tame of tlie person to whom delivery is made and the time of delivery. 
'initials only will not be· accepted. A messenger will in no case receipt for 
·an addressee except when the addressee has .authorized in. writing_ such action 
or when the niessages are to be mailetl. In the latter case the time of mailing 
will be indicated ·and· the messenger's full name indorsed on the d~livery 
sheet . .__ These messages will be put in the post office and not dropped in street 
o~ .~ffice letter ,boxes. Request for return after a given time. shoultl be inclorsed 
on the envelope of all messages mailed. 

IJ. Messages delivered by messenger to a connecting line will be treated, 
the same a1T if delivered to an addressee. 

75. Messages delivered by telephone.-a. Messages delivered 1.Jy telephoµe 
will b~ entered on a delivery sheet and the time, name of person receiving t~e 
message over the telephone, and name of clerk transmitting the messag!'!, 
with the word "telephoned," wilLbe indol·sed in the proper place on 'the delivery 
~sheet. The message will be held for future delivery by messenger 'Or by mail. 
-If the addressee should call for 'the message in person he will be required to 

, sign bis name immediately under that of the person who received the mes.sage 
"over the telephone. If such delivery be at a later date, the <;}at~ of delivery 
. will be indicated. 
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u: The utmost care j;hould be taken in telephoning messages., Before. sending 
'the inessage; , ascertain the name. of the person'. at the recei.ver, and ·nevE(r. 
·send· the niessage to any person. other than the addressee ex·cept when 
requested to do io by the addressee. Upon completion Of the transmission, J:he 
·message Sh9uld be repeittetl back to make certain that no errors have occurred. 

76. Nondelivery of messages.-Wheri a message can i;iot be delivered be· 
· cau~e Of wrong or ina!lequate address, or because the· addressee is not known, 
or for ·any other reason, a record of the facts will be mad_e upon"the envelope 

. of the umleliveretl message, and the sending office will be promptly notified by 
>telegraph of the nondelivery; the servic(_) message giving such notice ·will ·con-

· tain the date, acltlress of the message as receiYed, and the reason for the failure 
of delivery. On receipt of such notice the sending office will compare addresses 

· t!nd will correct by telegraph any error that may be found. Pending the cor
·resp.onclence as to ",better address" the receiving office will mail a postal card 
notification (Form 137-A),. inclorse on back of envelope the date of mailing 

: such notice, also. the date of the notification to the sending office. Should the 
'post.al card be returned by the Post Office Department it \vill be securely 
·attached to the· message and filed for record. If the delivery be accomplished 
at a subsequent date the sending office will be notified by bl:ief_ service message. 

l ' . ' 

'77. Notice· to· addressee of undelivered messages.-a. When a message can 
not be delivered because the addressee's place- of business or: residence. is 
closed, or because no authorized persons can be found to receive the message, 
·the messenger will 'leave a notice (Form 137.,--B) at the place of address .. ·The 
·undelivered· message. will then be returned to the office, with the _reason for 
nondelivery indorsed upon the envelope, and will be delivered as early there-

. after as ·possible. Should subsequent efforts to, accomplish delivery ,result 
in failure, a notice will be left each time as an evidence of the fact that 
proper effort was made to make delivery. The stubs of Form 137-B will.be 
preserved. If the addr~ssee be reported to have· left town, a notice on Form 
137-B will, nevertheless, be left at the place addressed.'. A postal card .notice 
will also be mailed. 'l'his. is to insure delivery in case the addressee ~·eturns un-

. expectedly or. at a. subsequent date. 

. b. If the addressee calls for the message while in the hands .of t,he messenger, 
or if for some reason at a later date applies for a copy of the mess.age, he may, 
if known or prop~rly' identified, be permitted to see the retained copy and, 
if he desires, make a copy thereof, but a receiving blank will under no cir
cumstances be furnished, nor will a second copy be made on a receiving blank 
by anyone connectetl with the service. Receipts will be· taken for messages 

. delivered in this manner. 
78. Messengers' books t~ be examined.-'-The delivery clerk will exarnij'le 

the delivery sheets of messengers on their return from each service, and at the 
·close of the day, to see th.at correct delivery has _b·een made and that· all proper 
-. notifications have been given. . r 

·79_ co'rrection of errors.--a. If, after the delivery of a: message, the ad~ 
dressee claims that an error has b.een made ·by the telegraph, the operator in 

. charge will, by service messag:e 'to the sending. office, ask for a duplicate of so 
'much· thereof as may be necessar:v,. The result of the duplicate, even though 
no error be disC!osed, :wm be communicated to the addressee. 

b. Upon, receipt· of a serv,ice', message requesting repetition of. a message, or 
·any pal:t thereof; the sender ·should be consulted if possible, with· a view to 
· confirm.ation or ·correction. 
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o. If for. any ·rea~on a n1anifest error in a· message can. not be immed_iately 
corrected .it 'vill be delivered with the words "Delivered _subject to correction ';' 
plainly indorsed after .the check, indicating the cause for such del!yery, :;;uch as 
\vrong check or omission of some portion· of the message. , Wlien a corrected 
copy shaU have been. obtained it will be marked "Corrected copy" and de-

. livered to· the addressee. · 
80. Fil~ng. away i,nes~ages.-a. Care will be taken in pi·eserying a~d filing 

away me:;;sages sent. and received,. ·They will be filed daily in a wrapper or 
other satisfactory filing devic~. .' 

b. At the·close of business each day the messages will be sorted and arranged 
· alphabetically in respect to stations. A,ll messages sent to or received from' 

each ,station will be kept together in the· order named. 
c. A message which from any cause has failecl of delivery will be filed witll 

other business;' it wnl not be destroyell because Of that or other reasop, nor 
will a request to that effect be complied with.• 

81. Destruction of messages.-Copies of all message(> and cable tape sent in 
plain language\·will be destroyed by fire when one·week old. Code and cipher 
messages will be similarly de~troyed ·from \veel;: to -w~ek ~s they become three 
_months.,.old. The destruction should ]Je .wit}lessed by .the assi'Stant operator ip 
charge, who will certify. to tile fact that he so witnessed 'the- destruction. 'J'he 

·certificate will stnte the period covered .by the messages ·llest~oyed and ,;m then 
be sei¢t to the officer in charge of the section 01· officer. in chn rge of the system, 
as the case may be. This rule does not apply to conunercial telegrams, _which 

-.will be disposed of in accordance with arrangement made _with the local tele
.graph con'ipanies. 

S~:CTION V. 
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82. Obligations not to.be incurred.-Operntors are .prohibited from confract-
ing debts or obligations 011 account of the Governme~1t except wl1en n11thciriz~d 

. to tlo· so by competent authority. . - · 
'. 83. Economy in us'e of supplies.-a. Qperators and other employees ·are ex
pected and requireLl to pre''~nt loss. aml waste of fif:1tionery,_ office suppl.ieR, Jine
repuir material; fnel, oil, etc. Public property and labor will not be clivertell to 

. any use whatsoever not aut\1Qrized by the reg1.1latious of the service. , 
b. The use of instruments, battery, line material, etc.;· for 'any purpose 11ot 

. directly· connected with the operation a,nd maintenan~e of ,the military tel.egraph 
lines is expressly forbidden. 

84 .. Care of:typewriters.-a. 'l'he typewriters _fur.nish~d ;by ~h~ Sign~l Corp:; 
-are of standard manufacture. and therefore expeIJsiv,e .. '\Vi th· prope1· care they 
should Inst :f'.oe,mnny yenrs.' The lac~ .of oil or its. pr,ofi17~:i_!.1~e is perhaps the 
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cause of n1ore nnser~·iceable t)·pewriters than nny other. · The machines should 
be cleaned and oiled daily, the Yery slightest application of ·oil being all that 
is required. A .woolen cloth slightly oiled is the best fabric for polishing the 
-parts nnd -preYenting rust. , 

IJ. In adjusting, the tension; it should be remembered that the lighter the 
tension ·the longer the life of the machine, and lilrnwise the less strength r,equirecl 
to operate .. A -light, even, and regular touch should be practiced. 'The books 
of in'struction furnished by the various.manufacturers pf the typewrit!'),ts ~J10ulcl 
be carefully:renLl and the information contailiell therein. put into practical use. 

85. Blank forms.-a .. Bln~k forms in ample quantities will be furnished1eacli 
station annually or as needed, depending 1111on ex~sting conditions, on requisition. 

. b. As new forms are added or old ones discontinued, the printed schedule 
(Form No. G7) of these forms should be corrected accordingly:· Obsolete forms 
should be destroyed. 

c. Operators in charge will be held responsible for the proper· supply of .their 
stations. A deficit or surplus· will be promptly reported to the officer in charge. 

tl. '!'he printed forms ,;,m be used onl)' for the purpose for whicli they are 
designed .. Under rio circumstances will a receiving blank or message envelope 
be furnished except in the proper delivery of messages. 

86. Stationery.-a .. An allowance of stationery will be supplied .annually by ' 
the Signal Corps to each telegraph office not located at .. military posts. Offices 
'nt militaQ· posts will obtain the necessary stationery from the post quarter

rna8tel'. 
b. Operators in charge will be held responsible for the proper supply of their 

sfatfons. . , 
87. Repairs to interruptions.-a. Repairs will be made ns soon a~ practi

cable by the repair man on duty at the station nearest the interruption. 
b. The operator in charge of a station will not be required to make repairs 

except when the other men are incapacitated. He will, however, assist the 
linemen ill every possible manner. (See paragraph 59.) . . 

88. General repairs.-General repairs and betterment work will be made as 
occasion demands. Provisions should be 111ade sufficiently in advance to have 
all material on the ground and properly assembled before the detail leaves the 

station .. 
89. Monthly reports.-a. A monthly report of messages will be rendered on 

the back of Form 105, modified to meet local conditions. One copy of the 
report will be forwarded to the Signal Officer in charge of the system and one 
copy retained at the station. 

b. Operato~s in charge of detached sections will also render a monthly line 
report covering. the conditions and operations of the offices and lines on their 

· sections, including informatiQn as to general repairs made, ,:vith appropriate 
i'ecommendations for continuing the line in an efficient state of operation. 

90. Offices temporarily closed.-If for any' reason it becomes necessary-to 
close an office temporarily, a notice will be posted giving date, time of closing, 
and probable time of reopening.' , . _ ,. · 
, 91. Radio stations part of system.-All radio stations maintained and oper-

" ated by the Signal Corps are considered a part of the military telegraph _system 
of the department, corps area, army, or other tactical unit in which they may 

·J)e located or assigned. 
92. Settlement of other line bills at military posts.-·a. The following from 

the tariff books of the' commercial companies is published for the information 
and guidance of all c_oncerned: r' 
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1 , 

92. 

·".\Ve are a(ivised by the Chief Signal Officer-of the .Army that in some· cases 
Signal Corps men at military po~ts in the United States have been delinquen't 
in rendering their returns to the telegraph companies and that some managers 
liave 'permitted ~ignal Corps men to del~Y. for months the settlement of thei~· 
telegraph_ accounts. The Chief Signal Officei· of the Arm'y requests that all 
managers requrre accounts of the Signal Corps for. the preceding month to be 
settled not later than the 5th day of each month, and if si1ch accounts have not 
been· settled with the telegraph company on or before that· date, the officer in 
charge of the system hi which the. Signal" Corps men serve be notified on the 

.. 6th day of each rnontl). by telegraph of such fniiure on the part of the Signal 
Corps ·men to settle their telegraph accomits." 
•· b. Managers dealing with Signal Corps men should act in accordance with 

these instructions. 
[300.33, A.G. 0.] 

BY ,ORDER OF 'l'HE SECRETARY OF: ~V All:. . . 

0FFICIAT;: 

P. C. HAlWIS, , 
Tl~e- £1dj-u.tam.t General: 

'"·.'. 

I• 
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;JOHN .T. l'J;;RSI:IING, 
Generai of the A.rmies, 

Chief. of .Staff.· 
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ARMY REGULATIONS} 
No. 105--25 , 

WAR_ DEPAR'l'MENT, 
11 7.·JHJ:-J!?. w ABHINGTON-; Bepte:mber 1, 1934. 

;: 
r. 
i 

OIGAH ffi.7A /\/:UD f:--,\ / r;-r;~;, !,..IT~ r,r.-1 ~;·~;J ~O µ,Xf!"T~'f)If'Td:·:.S: 
. SIGNAL CORPS ·· . 

' 
TELEGlt, :A:PH;-cA:BLE, AND' RADio· SERVICEr':' :'~u_ ?:~·'.-:-

·• -- - - --.--- ;··-'·11·:- 1~r~.,, 1.~lrd.' 1 1&":.'.f, 

: =:~~-~~~:=~=====~=~\~-=~=-.~--==:,ii .. ~.:;:,-~ .. :~;,.; ;;~~ ·;;!~;~;~-.;,'..;~; ';·:~-~-:P~~:i~~i~o 
\ '.. . 

t:SEdrro~o'l~gSupezyiSion .!ll~t.'!:'l::.f_J_:.r1t.::::i.rtl;~~.D!U..:.:::.:!"?~1?hQ.dtrrr~~Bi.t_-r~~lI .-?1--a 
eel tJi!ro7Il.liRestrictiotis" orl~·UBei. ofo-~elegraph~<ca b_le[.fai;ld !raaio~if.Y!._~!UQ ~P¥-7 

III. Codes anq ciph~rs ______________ twu~.!!!.!._'lil•l\!i:!_'.l!f:L.!!.U.':!t:.!~·r!1g:;,11 
m~7 1si:IY~r.Instructioiis1 to ·IWJ'iters:.•l.0'0:~,_:;f!_ __ L-.:o?"-'.!f::.:l:..11.:r:1~o __ b:r!L.fl1~:6 12-1s 
'tO ,P,'t9':JiJ~c ~;liill!HHf!f~ "):") t?j i~\'l~:z.r; 1 t.:fJ.<' i 'T() :~I:lr~-: l'~lc!~0~-'~{q . .i'. t;d .~il~,~.: ~;If inf! 

: ·r_i{·r0tt-tu.c\ 7.Vi~·tlr'-'1 'iJq,,-·,! ·~·o<t l:p~trJ:--:..i:rorHL,.1; fi;l<1"/~~ ~1sf .Jf'I . 

. t=.'rno1j lo- r.r~a!n!".:c.{o 'i0 :,,-rnc;l! ... T~··!SE'VfiO:Nni· f'.J 11.ri;_r~·n cr•.1ii.r._ca·101n;: ·{ ~) 
'•f1r..'!1 RJ1tsrui1~trx9 ·w ."»::··~'::t\rri. ,:::oi:in·1r:Ln't ~:0Hnr.;!lc?~ l'.1lr.;:;;H f~) 

· . .;.:·1i SUPERVISION:H".:r ,.,,;J'.l';i;r,.1::- r.:i 
~rriti;fo·1 a'Ht:lnru 'f'nirn~ i :::'lilfo .,y .;w:tu·:•;q:) ·1,1H!1!i'r1 flu .moiulq0 lll'.aragraph 

·:::~~~~:t:!~~~;;1J~J~~ii;;;~~=±;~;~;~~~;;2~;;:~;~~~~~;~;;;~==-~==== ,. ! 
·~·'-'lJ:i!;!f'J:il.llf nrnlq ili 3:!9'1 S!i ~IHi !Il"•{ :,mvm!:OI <>r'J 'glll!H.CJHO~ i:.Sh'.>1J::[j·l\i .C1 

1. General.-The supervision of t~legraph, cable, and radio service ~Qr~1µi~ 
,AfJH1.? i~~l1J_§J~%!'1as~s .. ,9,~~tt~~f~e ex~~P.t0~fOPJ;.t!!~d9_r~sqi~~~n.l'Q1'.. i::orip.s area 
commanders, is a function of_ the Sigrl~l.19.R!"Jli;i;r-:;:i n~ '3;;lr:·;<:~mu;; 

I i;i ~-l, ~7.Ef~!}g~,, Cr!l;t~~.s,:--:-;Mfi!S_fll_g~11B~~ ~~~,-,ai,-~, 1!?-!}NJ.~!n~n!l.l:J' ti.J.~'.IIW ar; ;Depart
ment, at each corps area headquarter~£!fJlU.d,-,~,h1otA¥r.t{P'?JI.lY:::t~hen necessary. 
¢~~Yr: ~re; .~:;t.~~~~ ~~t_ti ~e, ~~ip_~~ ,t5a~~m\s.f!i!JnQa~<b<l~liv;e.l'Y.JiQf l!!l qii;ipatches 
received or sent by telegraph, -cable;'. ra~o, 9r other specilib'.!!1.?ans at their ' . 
,~112\!.I.!}•. i:-6!\t:.~7~re,, a~o ,cAarg~\:1 1 'Yiµi1c.1'.l,;!l~q%rJ\P.pJng'J_!!-!JP 1J!m·yp~9g;mphing 
such _official dispatches as must .. ~~..i~~r!lti}lm.t~t~di;\n;tfry,pt§grl!ph!c form. They 
are !>1:~~~z~i<t,~¥.i!\Jl<!.ope~~lk,~p<;J.~r1t~.e <Iir~L~n·~Qf ·!!}\')1 ~111~~-r,S~gri~l ,O_fficer for 
.th,~1 'Y!!-f;1p2~ai:;tIBE:!Bh .ru.td1!Jf $t_AEi -~icy~~ . ~fl}R_e,i: ~!-tp."1~1l~ag.9µa.r~x:t? _,a,tr _ ot.her 
p,~,c~~· :'Yl"tWs WHlA~l~e,,•!fW,;.i,~,e~t r.~Y\lqllb!~,_ 1e-el!-.~J;fg_i;\-AJZ{lIH!.mle;sio_n' )!~d~r 
gen~ral instructto,WJ.,?( ~~ ,<;<?J;i:P:n.\l~R\~g ,_p~~~!:·<nl{trrR e,i ri'iiH')'r.[:i ~,;frn'i J<-"·F·o 
1' .~.'., ~QYOffi¥H9:1'1~~~4ID-~1·.~!!P .. ~~~:\l-~s,-~) ~~~s,af5l1,,~~~!~JZB:1!li:e1ctiarg~~ with 
directing traffic so that the greatest economy is i~ured :~!W•:{]_qvernment con-
-~1s.~~J~,'rij.Mi-0J.>f.OlflJ>t.,~,~l,iJ~rrn<?f1p~~lli1-..!SP~~·i;r~i ~NS\~H,1r.~~i.art.C!rN,~J/Y ·radio 
~W!mLni.siH0Hi ~~~ll:P51~,;s~1Ha~·e.< ~~V,~." 'YR~B~,Y~F:--rP.l\~!!~!~~llJ~·- t.ti1 , "''" . 
-J~!!tl IR, il,i;<:,S!iH_gjti;~.tH~iS<h PJ?!n,~,-~f,ich. <-~1l1?-Ph\Je",i;~~i:J.i&d.: bf;,:f~liJ!io., Cli~atches 
.~o~.\~1 ~~ · ~!11!.'l!,d 1~~"' l~\i,se?,J8r r.c;oip~3~·,sia;\1 t'l".;ir~ ~rn.9'l\th.~ )n~J!!i~.st pr~cticable 
point in t~~s~~%o:H,e~:A?wn,m~r~,i?-l'!Hl1-~!!;f1"9.Lhe 1~~ei:t~'t.~!Y, 'fl1ep, transmission 

,b_y_, rJ~~i<?,Rr;~Rx~rp.wrnt-P~''Rl'i~ ~!'..1..\!~iW, 1lR.t-flew..ml?L~, oJ",illr..,.a<;t:!£~Rle .. i ~-1J11n~yer 
two ,o~ more commercial telegraph co~p~Hl.~ .;._~nl_Ha,_c~-~~\12.~~ti d.~~P.aJclwsir~JlJ 

1~1._<l~l)v~i:~~1:-~~ 1.th,1:(1 '..~oi~w.a,nr.,, ~R1fg,, ,'\Y~,n,. trp,n/lmtt11~h.eP.J.. l!I:~ .t;~o~~Mhl!XIXEnse 
to the Government. . .hi><r~Qj; ~OH "'' <\ - u-.-; ;q i<lct.t -\JJ.[fj ·r.t:'~lj:·: '·1·~ -l ;;:i~ .:.:ir1• 
7 -;_o. i!tt!f tl(r.8. ~ CJ1'~"tel~ll.1"'Y!l!'t~~~<tll,es.;" .~~-.iu~.4::Ph~!s~~~~'~il! nghl[e !lent 
,~r11t11}'i~1CP!}, ,~_pe,_nr !\· ,_l~Ft.~~:~·)f.rn, ,~er.y~e;,,tl~~_, _s~II}e.J.j;>.-grv~.9p,.dl'.~.a: .iday n;i~§~~ge 
~fle~r.a,; n1!~%;¥111l~~¥~u~H! ,!!e~~! i;t\l1:'1.',ai:f!t:lYi .!~t~S!:wJwi;i,- ~1.J~ight.s~~tJ~.r -,wm 
serve. In determining 'the form of dispatch to use, due consiqeration wP,l;!J!l 
gj.YifXU.t~~r <W'fet~<ifu;~Jt , ~.iW\'l ,1;>,e~:w_El!ln~ the J_<w,.~ .'!!-. ·PfJg;!9 ~i;td.1..fu.e ~\01!_~,pf; · rnc~ipt. 

J.I,~'1 ,...,.~') •-:f ·r':'!'f"ln flP. .,..,rtfftfl~ITTNff\!) Jr\•14ft•·~.} ,!i"t -;;ill h·~-:-fj~1'.~.?.: 
0 This pamphlet sup&raecles Alt -101>-211; . Deoe'mber 28,- 1928, molUding\~S; Novemb~ 

18, 19.119. [: \ .. 

7932s 0 -S! 

j 
l 
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SIGNAL CORPS 

RESTRICTIONS ON USE OF TELEGRAPH 
ff 1~:'.{!() JI.A 'fWia ' 

f 8V"!OIT.AJUD;J:.fi. Y1£H.A 
l 0.£-GO! .o~ 

CAfiLE, AND RADIO 

Paragraph 

~~~~;~=~ m:I:~f !~~~==========~====~~=====~~~~~~~=========== · i 
cK~~~·~f~J~sages over field -wire and rtldiOCiFCiiflS::. __________ ==================== 7 

C-!4· 1.Th~ll-~1!~~-a~thg!'iz§d-=Dispatches.JJy_telegraph, rcable;r~o1'Jiradio·1wHKoe 
jS!,)Dt Q!!1.LJ:Y.ll~l1ilt!l!! l<'l~la,rsJcof)seqqents.upon'> transmissiorii'.byt,~ail!:Would be 
JP,r~jrn}!_cjgLt_o_.th.!LP!J.blic_Jnter.est. ________________ aw1Iqb brrn B9bo0 .111 

er.-!!;:: !'Ii>!iJl>ltll.~L Jli!lRa.t.ches.=a· _Dispatch esro Of nthe j f ollo \v.ingt;icliafiicter will 
. not he sent by telegraph, cable, or radio, except to commanding officers, or 
under special authorization from p~ilitary authority: 

(1) Information relative to 11uwJ1~r.,~.FJllovements, or operation of troops. 
(2) Details regarding fortifications, armaments, or experiments made 

in connection with'.CniilififfY.,<."'affUirs. 
c:qm;:H~•(3) Opinions on military operations or other military matters relating 
! ----------to.-anY--part--of--the--Army--or--·other-·command-·wiHi--whi1cli9t'tJle 
s --------- individua1· is-serving;--octo-·1nry-ai:1xili!ffY. ~fO:rces;:--- wi9rn~~ 9 ;;neii9M 
8 b:··msva1cnes-coiitaiiiillg-Hie-·ro110\viiil;--\vil1-i"ioTfi':i'8~~f"i~ t'l~{ii9a1:ii.gb~~00~ 
era\1m•~ 9'.llnsa 0IL.n·1 brw ,s1J£l'J ,il'IJlTg9J9j '.lo noiai-rwqrrn sr:!'l"'-Jl.l'15n9P • .r 
.c:.i1n aQ(iD)\ Remai'lr"M>a~ecl'nnili'enaat1oils;rr"0if' srdreiREfi\'fsa!()'f'r'de\\3gafb'H' iYatu#e 

concerning an individu'iil.l r:::ml8 srli '.to noti:){u:f.l: E ai ,?.'fsh.:rnmruoo 

.j"IJJfPCT(2)i".iinvl'ic~tgofisrriei\'diW. to.rrefl~t1~upoll'"fifi?"cnara~re'P 0r:gi'ir0£ifssi&a1 

.~~:aa:issa nslJtanififi~ofifaltcin"'div'hrual?'Hll'rnupfJ!!sd r:&--i.r. aqrns wns ;tn .. hwm 
,;:.1r':;t:!c:.(3~ I:Resu1tr.'Jo"fLBfla~allof1(;in7lufffi1Und1ef9'S'e'ctrcM -r:t4w iN&ffoia13"f>eieH~ 
·;:~J) ;tn 2rrc9A'etJnbsqa 1s1Uo 'lo ,olbi:n ,sld11:> ,dqm;_;sbt yd ja92 10 bsvL~1 
2::rii!g.:npf)l<J'Ac'ti'on [fiiJi:enrrhpon"'P.g~.iferal 41lurtlinaHi1t1 caies"'IHvO!viti'o. di'S'ffiiSJJ1 
..::;n'!: .LJ:·.w1 ol"Icofffin1ffiientai'nl'ajilenifenntiar~. faum: BB imJ'.ltnq;aib rsbIBo 1.b.m: 
-o:o'.i: .'i9'.)f(i5) I1nrl:flli'>Ei't5p wa1- '.r&rtJl.1-ea1\e'Il€dieh'J.~rg'eBc~fl,case~'Una&rt'a7 ~bS've! 'i:tlt.\ 

'.!e;s.o Perso1~a:ir:rm.~ss~ges!Lt? Thit't<se?cti1ig ff~ :t'6fhmpt'rrah't';;l;ief1~ilai7l meit
'.sages WylloffiC'iiiFI'p~rsonheFover Alf'M•flffiei_d jf'ei~gfa~h,Ofiliid.\) w'fte", al1d7'fiei<Fakil 
oversea radio circuits is authori¥e(J1t"Pl-ovfd~'IlSiJ'Cfi r£ts~itge~'ltbu"Ijattl I.D~s!!s;_i 

ri.!!71 D'(-l)C.'Do 9not !iifltei:'fere"'i 1\Vifh~ G{n'ernifielft'Il:h~sffieJ~•'t'l'arishcYeli0·ove'f. s'Jch 
-;:w:> :ln'>rrr.!l.19cii~ui'f§t;"bsw2p:i ai \ll!Oi'.1-0~s Jt>c'li.ll9'.l~ o!!S tr:dt oa '.lill.ll·ij 1111U:>wlb 

olbm 1{2•)1:Ei0'1nofH'cbntain 8b~l re'!iue~t'~i·rt~oF'rtfati'tln'?a<l\ii~/"d¥0qUo'W:ThriS:9fie'f, 
. .J;airiillg1r~Ws'l:ocks~ bond§~! of'1)£iiitff ~u~itleS;ri1ceife ifiOt°b'ry'Ptfffiisua-i 

a9.1I:>1nqatb •01cases7,d Me'JsagessJ!dUt'fil'g1 t'0'>1£i'i"geti.Y~t'tJ. i£rlvi1-'tlilltilli.}ift'e'i::? rffT. 0Gsi
"'ra11'.lil'.l.s'HI :lrm;§Siu(in'2luaffig f>adtua~leio'f'clergnpo 1 \'mry"l<lfJJ'1 s'ell PSl;Oflk~ 1J1nfds~orfii.. 
uoie;;lmai:mj oHie'Y s!Jcu'rftfes') e~J!/''usftaiiyl:t,'({I(!(I'rfsi'(J'Jreciio:'i's Op~/i'peJ.l~:! ni jpfoq 
"9'li!11F~M peMoii3:1JfflH:Hb') ~~ffce~:fr6Gfl 8Ui-s'ell ~i:hW&lta'tfiiP't~f'filiilll.t'i\1-"af' t'ffe 
!pi:>iht'-''iffJ~iit:f~> inlBit!l'e')'UnffEfd rst:\.'{es~o:> dt[1n;191sj h:b·rnmmc'.l 9'!0!!! -rn ov,rJ 

sarc?ceain'martaif{g dfficfilf81tintlPfileli:rfcJM?i'iu'Kibi'tionvfeP'FeS'erfCatif'~s 0&rtr'Jii'11:l.-ge<d. 
with the responsibility that this privilege is not abused. .insruawvoD srlJ c:i 
jn 7; ~:Pr~ss . illessi'ge1W'6~ei'-nJfa1 !'Wir_~"'hH'::lf'~id~i~ilt'ifis': Iota~ 1:\Th"'eh' 11n'ili tllry 
'Dusme.«s -~m ·~0P·J5e·!fllferferelf11fvitil!'b1~~s"'Pm~ssag'esttrrlaf' b1J!4f'ailflhl'me&1Jt~k 
'ofer ·:rnrntafy~field ,vrf'e"ana.1:tpbtffoueif'cU'Hs ,{!He1!e rnmmei-'ciairriaiifitThs3 do9 got 
'eiist'.:" aob.uwbfoilo'.l e.ub ,sw o;t rb:J.cqafb '.to rn·w"r srU ·;pfrrlm'.X91sf:l nI .s n::is 

Jqii't-1'11e·:nsef'of ~coae"or ciI>iie1· 1n "s'uc'h !iiltss!il?;eJOJ.1 ':foH:hd'ae'Jrf'eX'&rv't!J ,vil.irl'l>r'e!. 
scribed by the ·general commanding an· army in the field 
C-:·~UflimVO"'kt \e,".J._. (!J'.14.~f!!OU':' ii.~!:,ti.~ ;_~\~ ~-;.1\;4ilt::JQ(.i ,o..:;....,Ut,.:. ..ti..il. u;;;iv..,"J'76ffPf, ~af.dq.tr.sq (l'.fJf'J_' •:• 
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TELEGRAPH, CABLE, AND RADIO SERVICE 
i:l'i:l.:X> JAV.018 

o. Words in.stead of ftliµres '.win be used in expressing numbers except in 
..Ji?athe~ur~p6ft tiri~~s~~~ij_>i·11H;1 _<Jrtt oj _j'.J9i.drJ/3-.'Jt'l~i~r.s1Hi;-n \!ll.!lt 01\'l•,- .o 
:lfd''ilF"'t'l•.w .. iriro t·,li;!HM1·rn 12., Ml t o.t "'ct''11·ol :"ict'"'t''"'" ""'H r~l' "ti·it o-t '1r>t;.. x;hvr •1lATfi!!l . o ow g e ru es vJ. commer a , pm ~ punc.,1a on mar .... •s on u' .,., 
'F•'l1"1.)!~ cu ti11'1a;"11·1•·•lirln 1;1i"·,·11i,.t" ,,!ld"rri,:.J:•d··;•tli"'o thth~r ... i;:~bh11.f!!.,O•\ . "itt. · lld" riUth"' r;Jj'hA~ spe ""' ou n a cases w en . .u:i esu-.:: a · ey e wa.nsm e · n e · ~ 
-0i1tiii{~m~;ikg:~;s·1ou to riorHiurafH,'"t:l" ·iur ~~l!3dJh1 n ·(rb".rS!l r.tJiiu ;~nsas1q 21 
S!'i :A''11'•'•"·.n "'tdi "i 4li''"d'''l""d'i""". •Wiiff0te'11'Jr.nft,'fe,,,.J .,·,d::-1;1-r 'b.nlrh·ir.>[tntli-<l'•t·''ld~ f; ~rr.l _ e. . . FrYP ograp e . !a _ogre,ms, ; egrams; an en egrams a ·-~ o' Dv• 
·.·i·""i" .,,,, t't''if•f "~1, it"<• 'th' '"if.tu "lJ:m·1• fi"thr,·1n·• 'k"i. '"'-+a·"r !4l ·1·1'""rn'"'""th"r'Ia'.""!li"f' requ re ac on prior o e uce;•nlllng·,o e wor ng · ay iO ow g · e ay. o 
.flung_ will be filed as "NITE" messages. In order to'iniHrfei fli~ureffintioiiS!bii 
•••f. P .·;1 P.'t1\~7 it~:tr- 1-;.,~"·i" 4 t ·tpc.ufT1r•rri·,~n 1 ...... rih~1.~·t .,n. T>nlJ4-r.•t t \}n '-:ic,.,...11~..,411/T "'' tliIS class! catio1r o.f tlie message· tlirougpout the course of transmissio1i:-wlietlier 
H~Ul' c8infil~ictaY 16t0ihihAf.~¥!ruil.esn'Jf~'W6fu.biiflk'a'€1~~ tli~"0c'i'assificiitIJD.9jd'esiW 
.cirj!;i' rrt.''NNl1 ~·;,').~$1'1'fb"rf,fu:t n f·t•ed· i>9H (rtli~~'II'.fi"' t0 ""' ""d~" ~f~ th"'hb"~ !lfl f!th"~' t,,..,,...,,"'CT naw.on .u~ '" e ser as e rs ··wor --o e vuY o e message, 
Tile 't{{.Jr.'d'l:l;;r:NiT:lil:,;[ will ii6t'1Be 'jcWPt"oi:taviiea MLiil:ld i.lITicr! srh ro .oo df!.fl'I1! 

v.n;~ 1 r>rtliii'eW1pMviSfoD's"r~1r!till'i to 'ihe·~ara"ftillg 1Sf •metssa!ie-si'fb tie tHffisiiifit:ea 
fip~~t !(;b1JeniJr ~i)jh'e~2 'arei embodl~d~ in9i/b'retTOt1'confldentlalV'ih°sti.4ieti~ 
BreparkCi.~ iill'd.'JisSU1Jdcih0tii~1 'Clitef 1SfgnJfl officer~'.> ud v;ntn .oU rfq1l'11l'.lI9'l.' noinU 
70\3;:; ~iid.\\~ssJs;~\:{d'1sigifahlrl\s...1Qi.. ~WlferJ1di.8paf'Cil~ are17Jent(1to 't"mc"es!f!ueii 
'11~ v.r clrrn.Iiian:alni'office'r;!if 8ttr~nol!Uffi!';':N:i. ·~98f1 ""cif:faft&masteP?il'ortirsracum.t 
N;y;"~ ilie0 .raia<i'resses'1usW ,Vf.if oJi'asrl!ifven!!ihoVe rot~t'rtitifaIIrras '"Li'eUtP'Co'il 
.Jofi'es;:fiir1ln~i:rff 1cro2°E'oft siirc'urii, ·:N'.Y:'"' '.to :tni:oq :in 2jaJz9 noitir!a w e'.lifto 

111'b'!1wt!W.~1 itndiSP"at:CW'l's 1iefil. ·t:o•rai1su6~rd.iD'af'e ?ifi !R'1F·tffi.ce90r')coiii'llfati'atfffh1 
dispatch will be addressed to the commanifiHg1:bmc~r-ai)fctH~'>offic~'.)of ~'Wriirlili1fcl~ 
Tlie)'Ilame1oiFilie"su&rhiliate'1whi 1~iVi~fvefi"iYi1<'tiiW ii¥8c :Pa'rt:'Hfiuf eirs&a~ of 'the 
·nie\iSage;ti)r~e~f'n:V)uvJ1 w<>i4J.'t "'For!~ ;iilJ~a'.iat>rn:rJA. ra1atatch'J !Br'tcai5f?r~oliii 
b1oJ; i 'iiea&~uarte~.rr·s~o~'d'J 1Cori;\'~~Are'8', will' 1b~1-J1idress~ t :. Coffilli.ilnd.Hig deh1 
'e'f'M,ifrse&liil coiiJ~ufil'ea./ooteriior1i •fs1anci~il/;y?ni c:Fc;f.'1 clfi;it.'1'Jo1.1Ilu:'.D'oet'}1\&!. 
I(fnrbody'}oriifSPa'tc':tl>'!o ·~·1c;·1if0n ~Hit 01 j1fihbnt icisfl 910 Huli"1 jc;sc:z9 ,?'timil 
'ltro:' Dlspa~ches 1 ..Vifi' bei1eigfi1ed'f*it:h'1~ili~l•~n;fun'(;U6frrtiie'-O~ji'der!O Wtiefel't'He 
11lihifrili.~''nfone'l1s')ff6t ·s~ffidelil:'It() eil~tifejtliei;add~essee-to·establish ffie1'bmclil 
position of the sender it will be followed by such e~~btial additl'onia:J. 1E:foFIHli'
'ii~n ·aJ wfli'tfii' aetH1ite'1yf'tlhPbffibiaflcJ~Hcit'Y ortii~1 seii<le:f:Ub-II:bocra 'l1n' .11 

d. Dispatches sent"w10r9signeu<fby't'Offic'lfr'ir!l11-fudiViduailVivi1FberrS\ifli.cieIIf1y 
rompleter'tO''prevex1t8{101i:iyOb~Peo:ll:filsionP'I~9hfn') . .si-.aa.rfo:t£C~db .!l33'ISV0 :r I 
rf'Je'.1 :oc,;W:n~1Fprbvf~foiisnf.e1afilik')% 1th09~1iar~{r~JanSJ.l$afore~ rg:r7 me~~g~ 
to be transmitted in cryptographic form are embodied In secret or coiifilfefitlal 
1ll'strU'cffions 1 vi1evai-~d r~Iili~·ISsu~a~l:iy1irne ciHed,igh'iiF0ffi2er. n:•lnq1Y1\w11)<\. .d 
on t4;!j c6lis'l>lit:illtion1rtf,fu.ess£ges?.J....1H (~ase'lseveraiuni'essages'ili~e'lt'of6~' tsJRt et:, 
i:li'e'· aam0c 1J'darisst1n"the'l1cou~ s:tra.'Udfl'y's,rb'Jsiiiess? thW sYiotm? tft vfact.Tcafil&, 
·fie''coilso1iC!ated·•1i:tto9l>iie1 m~s~ge0w'h'enciveft'such'1'COn"soffrikffon will'lfeduc~rrt:ile 
'cost! o1';'thkserilce?qaifJ 'Hli l•l -rsrfm;rn 9d'i'-. .\lSHl-.1~i1t'.)'\~ O~ o\ B"t00-ltnt°V1 .'> 

DilJi5? :Au:theifhdatiott.r-1JG. 'Wll~n"1sfai'idahifl:Fotfu'l';:N6! i'ianT<Jo'Verniii~Je rre1E1-
gram>· is used the sender of an official dispatch will authenticate it:2fir!::ffi8 
-upper right-hand corner thereof as ioH6{Vs'l1;!J·1t '-HNi ·,!)~'tl!l'\l'.l't ~n·J0"1q11t •. b 
.ncqvr9·s1gn'atli'f4?- o1 jaqm1·rnq;;G ·mW :nU moTI: 29rl'.linqalb !!li'.lift0 (.t) 
Hivr .e·1Typfud·1c;I-·1prfuteaes1g'Iliiturlll 01 ;.,;rrHirrJ·rsq a9rMnQ»ib j1pno 
'I 0•il:io 'IGrade:w<f ·ro /l'.lbna ,row srll '.to iP,irb erlj "l<i fo>:l:lilI!d.crn oo 

. -'1 l°b;fJ Tliel seiiderf!Oflafi I()ffi'cfar d.rspat~li· on11fifiY <bfher'.:'fofiri £-wtfio certify as to. 
' Its official character in the left-hand lower·~c'6rner"therOOI ~ follows: 

-9C(>rrftlal ~ousirless":'~'l'HO 89')!ll0 'IO auoitnt,i mo-rl 1'9rf:Jj.nqPU1 l!Jl•iillO (~) 
·rnrn~nisi'gnii:fifro!H sift o:I -grrjni.nj·19q a9rl::itnqaHJ ;tq9'l:!:9 ,tm)lnJ'l!.l•l 
. srll 1o Typed7o'Fpnnted>!sfgrfafiire!t11 1cl fJs:l:iimdua sd IHw ,wrln'il:A 

9rl1 <:J:i Gi1Rderlan'lll7arfu11s~Hfoe~Ibrifiure!ili? 9!H o:t ·10 ,9'.)101 e~a'197o· 
-w:iD tr:rrJrrtfJJ, sr!T 01 L."Dl 1•:l:u':'! ~·Ll llfl:::: !.i:'!0'iqf1R :ro't ,9d 'tilifl 'J3£:> 

.ee.9<;<?911Jb.c 9!1! ot 't::l9'.I9fjj z1lSliI9b 9:;!nm mvr on ;1 ,iS'19 

., 
' 
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al :iCT<Jn,; <:r£:)(iruuu ~alea".l·zq:x:s a1 .~!I S\i l!m e.<rIIr,;:il 29 f,u,,t::.rit r.J!'1n"lf c1 
o. Who'. may ~aut1ienticate."'-SUbJect .to . the restriction contamed m para-· 

~ . _ _ .. • . ..:OS~0t1{~~q;-I ;rI-Ot.i•)1 ::t··H-:"!f\9-W~ 

;t,aP.}L671~· -8.'1~n~0uUt7iiL1151ft~- .~.N5.;~\}0P.1i2.~~ffio1~ :itv~t,\r,~n3r,; ?.ktW!t?l\-(PJ!r. 
4 .cA:R 35-,6100) · a. commissioned officer >or.r a" warrant· officer .:wlien no ):ifficer 
~vy th.u lli .lJ~JJl.tn~un·l-r uu '(.::i"ll.J J!J.UJ JJS'.A:J~:JO .;JI J!. G.~1~-N atii~:.i•J .i!.!"f 11! :tr;r; 431-!~q~ 
is· present" may certify. a . message 1 for •transmissioll' at Goverp]?.e!l~,; exv.e,i;is~; · 
but a erson· other than 'those. mentioned.'abo\'e ;must present to 'Hie 'a'g'eiit 'J.e ui~ 
... vu_ oB .... uJ.1 t.t•uAir@.u .. uJ:.1 ,,ult -"~w~ . .uH:.....lS-.! ~.lfi·1Lli.! .}.u-.t u,:;)r1(1_H-f1:t' urt I., (J..1-.:. .t-'i 
telegraph company· a letter ·or card· of, identification -from his su~rior ofllcer 
.a.v '·~" ~i .. b: /...tt~·uv~10.::.- '(,l.i!J C.\!J.·.;/.rv i"! \.;.iJ.11 .rv <!Ul.!llliC:.~ ~!.l.l -: .. p l.1;..a:!q U:tHSJH # tlL?P.VY.i 

!fNtlll.lf}ti1,IJg,hJffi t 01J';<l9j8S:J "Iefob iiX .<:'7JJr'2l'.·3cii. "t[TJV. " 811 il9ffL od J/Jw unilit 
u;ft..,:,.,¥,$s~lt9~~1u?J.,u!T~'.1~1\n.!? nS5 ~~D11:~~Jll,;(~?.1e,f£/1.112!J,h &rBrn~eJl,tH; t!-Y:~~?."Jlill 11liPfl. 
1J..S.£itT?te,1uE~:.i1¥Jld.i.:i;'8sSru !ttlt~nmui:r9z,91e1&J0"''.lm_\t1!,o,'1~1E.1mti:,ist\9J?.~1!l\~,n~P~i '\~~n 
B.~.lll~~~ ~~Yif11J>e.:;JE6d.f.:li ,~e!ff>,a,~~sfo~tatt,~J.l1iSte1,a,v:}9'dAh~c1 \}i~~ter&"Illlf,lon~~lfti 
graph· Co. to the home station.!.lJ.J. 1(_H1~;,i~!l,pf,~,1' cRr :1!~2. tMl he&<l<i'tfil'.t~f.¥~.v!-Jf e\li~ 
.!!fP,!1t.\:131.~11!l l}S JY't~,1l}!H~ .. t.q,IJ:. :.~rnL11r.1;rPJYe1t? c~ Rl1i~•:Jgl?';.~fJ1Jn~~L1~~~fl&~u: 1!\aY ·. 
P!ul~~_gH;Q_?Vfil:l_lE1,~H!.r<cy11~:J3·j<:W,ie5i ~~~-mw:rtJ.i tz?ll.1 81l~1.tt~1 i.Ja2 n1e· ~;wB:;~e~R" 
U~ion Telegraph Co. may be -c~~J§'r,1} a,t._P3i9-1\t-.qf::,_91j;;jn~1t,or;tW:~,,loS\.1Ai ~r1l1¥nlR~ .·· 
1}$SQU£l;_;f1R~ Jih.e..i!)-W:~H! R.~%~%t%i&fi.\~e .s$!!'.-.. 8J~5~'m?;;J.lr<oY1.!:1eILc,~.,~'31.J>Rt~'d0r · 
J,!,i<;~£~Lns1~~c}1:'>.J~F!~,ei£h~,s, 'q~e~, .~:tJI~R1:1J!~r~9!?~B~I1t1d:>t1;e,m~ ~SBl.lLi.lmi!1J6 W~J ·,, 
pjpa_~twm_it,· ~Pf~~S.\lqtJ!X~h J!.:>JHi~19~J:ljh,?Jitf1 111.1~ IW~1·~~~?,;·9·?HM.if1~~ ?1:Y~?' 
office or station exists at po~nt of or_i.!?!P.; J~ ~·~H~ ~'1lte~t:;~sa~~T,~OJ;!:-t.l1~aJX,9'£ 
ll,~P!)f,~J,¥.f.P,FcSeP.~e~.g,q[~th~~ iS't i~B~l}.~,tgrr!JrepF _!3HSJ1 r 1P~8~.!1;¥,f~,.ba~~ G,2,y,~~~m_wnt . 
. t%~~J,l!:,11,g ~3c135~~seJmbl_l5sE}~~HJ: ~lf,.~'N.:urrmto:> ci1!:t oi uw:cs·rbn1i o1 mw !h:l1:;ni0 
ctf:l ~:; ~P,%i~~ri'lll ".i'l~!i·~fl: 'Yt!~e11,~v1-r.~.~e~~.a1 iflHtty,~1;~lii8.-:.1.1~e~s,a,r~0 tQ- ,C::fJ{t~t;IA~e 
1!h~td~,1ie3Y,£i ~PA?~~}H1 /~i~BMSlb,~'lle ~,i;y~n. ~HUl?r t~N~i d~~pl}l;,<;l,1:~91£; t~l'!"1/.1.\~< 
-~tB!} ~VJlhr!HH!PJ:8s '.itr:~;,~p_~j,akd"eJ~rn~:v ~~~,l}J£~\lj.lB'Y4i'.U<.:;~.Y~~~l}-J~SURJla~'1'ill{)\l~ 
,!,.11~f e,,.(l~hfiRF.J;~r J!}t.'J p }ll;C~ o~ Ji.~~h ~rr:1J.ll :!i~~~p.,di)t}le, r$,S}~b~,Wll~.9 Jm_e_;;?.~ 1 W:H'. 
limits, exc~pt when the ·delay incident to the :delivery o~{t~-:P,}~s11se·.:~~dn;11l}l 
cm,n~?.trl;i~ 0~1~r.~~}-01tf!...;nll:tu%Lf.!1.'1':Y'Ji~l,l;f~~~"~hEt::~'~sP.<lt~~- 'YJl\. q~_:i(;.<}.~.~Elec!: ·:r.BY 
m~t~Jrem. ::-:.-?;-u~~~"&-w-u:;-5~J~W~~ig~ tig~J~\1~ w~~!:~f1:t9-.e 9.!fic~1 fJ:pµ1£'v~11is~~~}?-~· 
.f'.!.i~Jm!fiJ:,i i.~RJlllJRit.!l~ rffi~.\l~.~b n:;aa \:d f!.~.;cim;~ qrf rn,, ,t~ '1!,fic,oo ;)pi '.it• ~oiJ:~nq 

b .. The speciaFde!:\I)~to:-.,cJittnrn f,Jl91Q,<1,~b.&dPSJ~r1!¥1'!;.>:\.n iit}{I}.; S~l~F.~~,f t'l}: !JtI.1.9'., 
{!'..~-\:;t;fo.t_q.n~i:..alf.<_h:i:n: .. e§fillJ~P,.i,~9.f JlJl~~xp_,en,~jri"jh~:-,~!\,W.e· .. :Wa~anft;,: a9n!lt.n(!ala ·.ti · 

1'7. Oversea dispatches.-a. Cabtegra.ffil?;;~l1\\c,r,al}.Ao~r,~.ms1 t_o.,"..c?}i:tfW11~~~·Yt1E'.',Ei.l} 
&J~.tloIJ!h ''.:.iJl ~g.~ 1mu~1,P.l:.r~H1!?YeJ.J,l,~)~~~3Re1;.r#1 .• ~cC\.}l~HSrcJ!~,,~c,§~I;J~~~c.s~e,~11,Q!i ~ych··. 
~~,qffiJl.:11:\~!(;;:) lO i9'!!H'l. fi{ lmtflcum~ ~,;n arrc'l: :_;;i\)'i:n~!~~q~. ') !I~ !• :1~i.r~t',lf11'°7i:!:ld C:.i, · 

b.· Paragraphing ;:13~l/;ri:!J~~~;f'lifnp, 18o P,f\:~af~·aJ.1!V,..,_1 ~.tlq1 11 ~W1~1!:_t,~1£\l;oTI1cJ .. bJ!~M 
J!.e!£1iX.i<6~P.olJY9·}He<-~~~d.£Fni~~?.e:P.H~~~!1:.pll!i~.!l$~..9.~~E!.!~r!0i(th,%fillN~Ja.W..~tt~~:.1 n<\ 
J.!!1,Lli.¥..W.I?Rrt9, · ~2.PJE-rn 1_1.1,l~tte,Ez!:~J!!M .. n~ ''t%Il1°1i~ ~~!1L1J:91!,e1:;s11pjssJ~fi t'.f,h§~kP~,r~~ 
cl:ff_.al?,I;~ri'§!l~IJW ·P,,Y}R.,~~m~-~.:rS.91l~fC:Wtb;~!~1'Ji;tnae~.~n~lfl!·sJ~!"Je%ifRr.r,e!ls.!iir<ffi1'!'.§a~g. 

c. Numbers to be tra<nsmitted.-'-The, number of the disP~.!SR'"l~!1r!Jr1thf,)"IH!_18· 

J~~J~ cir1Jlt..f}j·R.l\ta~gfar.p~ !l1~~·er.~0~~1~~1}~i;tma§IT?!ttw1 .~s .• v~st2b1!h~.c..~'1ti~ ?J;:the 
1,~~g~i ;:;j.G:>:1ood:iun lli-;r ~ li:1frg.lio. Iil»lflo ·an' :i:{)' ·•sfi1;63 odj L>Saa at· (m.'J"rg. 

a. _APP1;JVal require,rl; how trannn;!f~l}j1. Bil io~~9{f1 :wf!'Ill'J Ofi!Uf·_jri,at:t: 'i~qq-u 
. . (1) Offi:cia~. d!!lp:itche_s frorii the W11:r Departn1ent_ !<U.!P:.B.?P..~a.!H"erscas. 

. exc.ept, _dispatches pei;taining to. tJJ~i.:~J!J'.~!l_lli:,!2.~r!11~u!~r:.Al1'.!l!·rs, wm: 
. . · be subll_litted by the. chief of. the nrm,- service,· or bm:~a;\~;7,gr other_' . 

. Ill r:£ "(!11 i;f) offic;j.a\f~.Q..11c<~.1i,I}~~. ·t9uri:,~1-.1~§!~ill,~N:S «}};,.~~,ml J!?r'i\:\PI?1;m\eF a~d;id.~liv- · 
· : a'ir0 er:11 to message.,_cepter,11;;;~,o(bnniP:i'si "!ll. rd "'"ir,i·:tnrf" 'ilbr:t·· a-4! 
c2) Offl~ialdi;p';f~E~s 'ir~~n;- S

0

t;tions ~~. ~flice~ over~~:ts~\~,,;;tA~ ;W.~i&e· 
.partment,' except dispatches "pertaiilihg to the Bureaurof;;>lnsular 
·Affairs,"wHI be s_ubmitte<l"by-_tfi~r!WP.,!:!~XMMJl!t1~~~t~;_i!~~r of the 
oversea force, ·or to the ~ffi£.eJ::rLn ~.<ji~,r~~:2f,:t~!.t·.i;>,~~~ea~2!!1£~, as the 
case may be, for approval and transmission to The Adjutant Gen
eral, who will make deliv~ry thereof to the addressees. 

I I. 

TELEGRAPH, CABLE, AND RADIO SERVICE 

AR 105-25 
17-18 

(3) Official dispatches pei;taining to the Bureau of Insular Affairs will 
be transmitted directly by and to the chief of. that bureau. 

18 Radio messages to and from ships.-All official dispatches from. ship 
to s~ore, shore to ship, or ship to ship, when charges ~re involv:c1 will be 
handled through the ship's quartermaster or agent, who will clea: his accounts 
through thP. proper superintendent of the Army '.rransport Service. · 

[A.G. 311.5 (5-,-25-'-34) .J 

BY ORDER OF THE SEC:IlETARY OF W' AR: 

.()FFICIAT,: 

JAMES F. McKINLEY, 
Ma.jor General, 

:J'he Adjutant General. 

DOUGLAS MACARTHUR, 

7 

I 
l 

General, 
Chief Of Staff. 

U.S. GO\'ERNMENT P!UNTING OFFICE: 1935 

· ·-· of. Documents, Washington, D.C .• • • • ,. • Price 5 cents 
)'or sale by. t11"i' SuQerintendent 
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~~;:~:N. ~i·. ~!~:v::~~~e0ti~~}~i~~~~=~:~~~;~~S~~f r=~~==i~~i~~=;====~=~~~agra::~) 
r nt:'Iiestrictiohs; on 'use of te1Jgiar)li; eabl'e, 'an

1
d radio.'..--~---'-~:..::· -,~·()'.:.g 

· · IV. instructio~s' 't6: 'writeni_~_:__:_~~·-·.::~-~:.'.-'.--~·-.'.~.'.:.:...: __ -·~ ____ :_ __ ~ · 10:-111 

~'>:({ ~.'I ; ·.,.,I.,... ,. I">, tj4 ,c.;...·,.,..• . .,, i' .. '..t ,,•. ,\ .,,_ c~;J~·-·,: 

· .. 
!'' ,.)· . 

.. ··:.:i , .. ' · · · '·::: ;·· .•. · :' suP.Ei:Rv1sfr>:N :·:-r · "'~ ;'• -. ·t ". 
' , • • ... : ' ; • ! ' ,· - ' • ,.., • ,, • • •\. 'f ,- . ~~'. 'f 

Geherh'.1~;..:~~~,~--...:~·~_:-~_:_ __ :_~:..· ___ ·:_'~~-'l-~~._·~~-2~~~~~·_:_·_~_·.:~:.-~~-~~---~~_:_:.:~·--·~=f?..~g~!l,V~ 
. . ~· r·· . .' t • • .• r j .. r.-: ... t. • •. "~~ff t. ( .. 

1. _.G-~·nera~.-Tlfe siir,ie~y}s~o~,_ ?(~elEl?r'aJ:Jlc',' C_'.lql~, ;!llf:~i.l1<!0 ~SElr~'.ice f/:/r t~~ 
Army, including places otherwise exempt from the jurisdi.ction of corps area 
commanders, is a function of the '[Sjgnal;~~o.rv.s . 

. ,~:L 

" .. ~ MESSAGE CENTERS 

~~::~~~~,~:::~·1::f ~iii~f ·~~-,,~-;::~:.:::::~=~-{~:;~~~~;:~;:;;~-~t·.~:~ 
COdeS and _cipb,ers:._~·.:... ___ !._-:;!.~-;_;.:.;....:.,:: __ ,_....::-;-'~-·;.:2!.......:,-~.s·_;. ____ .. .L!..:. __ ,...._:..,;i.~:.:.!'...-..:..:--:...:~--;. .. :..:_.:----:-

1 
•• ·: 5 

'·' 2.>'orga:riization. aiia: 'tl'tities.-Message centers"ai:e";maintaii1ed: at ·the War 
Department, at each corps area headquartei-ii,1'-'and '•at: ·'other ''points wheri 
hece'~~ai-y. 'They art· cJ{arg'ed with' the· receipt, traiisfuissfon,0 and. delivery 
of all 'dispatches· received" 01; sent b·:Y' telegraph, 'cabre;:·radio; or other s'pecial 
means at their disposal.: "· They · are., also·- ch'arged -\vith 'cr:yi:>tograr:ihiw( -arid 
'decryptog'raphing sucli- official dispatches ··:ts must 'be transmitted: ii~ ;'crypto
graphic form. They are organized by and operated under tlie direction of the 
bhief Signal Officer for' the'· War-Departi11~1it" ai1cl' of .:the 'signal officer' of the 
headquarters at other places, ·who1\viil 'i:1edii:ie:'the ·best ·avt1ilable means for 
h~nsinissioh' under' ge:b.e-tai · i.nsfructioiis of the 'coh{tnai1dini ·officeL ' .. _.. 
· '3. 10peratio:b.';· relation: fo 'co~mandcr'·and 'staff.-'-a: Pui·1fose.-'-The message 
center exists primai·ily:for" ser,;ice cto· tlie· comiilander' a1id his' staff and fur-
nislies 'this"'serfice'J:iy;_;r:· ~ J • ·,; .r~.• I,,.' 'I •.~:;. :,,: ;,:.';,..:.'.·. , . 

. ;·;i'.:' ! '(l) Coofdfoatirig'~'the·'t1se'·of 'variouS': ag.eiides" of·'·si.gnal'?communica-
tion. .! ,;/_,~-.~ ··~ '.'l' f·!>.'.'"' 

:. f'; · (2)' 'ExpeditiOus1y·:effeCtfag' 1the•'t~:ansmissrdD.rand 'deli'\;~i'f~of 'messages. 
, .l:~!~!·! . .:.~L~1 .• ~ L., .:1..'. ;:' • ..::.; •• ···:· 

*This pamphlet supersedes AR 105-25, ·septe.mber 1, 1934, including Cl, June 18, 1936. 
146467°-37 .. 
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(3) Keeping only such temporary prescribed records as will facilitate 
the fast and accurate dispatching of all messages passing through 

. the .message center. ':.i- -
1 

·· . · • · ·.,. 

b: .!f~~c~i»tcd · ~~1ti~s» ,., ~}~e '.}ressage center ~s. not or%'a~iz:d '. ,?.r · ~~ui~p.ed to 
per:form stenographic or clerical work pertammg to the d1ffe1ent sections of 
the staff. Message centers wilf..-not-..be use.d. ,:1s offices of record nor will they 
be employed to prepare additio1ia:l'copies"of messages for multiple distribu
tion or to perfprip. .t:he, la~QF ,i_qcid_ent_ to; consoJ!dati~g•:~')t_g~i"J?.~, messages: 

4. Economy' hi 'iouting-dispatches.-a. Message centers are charged with 
directing traffic so that the greatest. economy: is insured the Government con
sistent with prompt delivery of dispatches. To this end Army and Navy 
·co~~nnication channels will be utilized whene~e_r _pr~c~i.C:\11?1~.,., ·r " 
~ b. In directfng traffic - to>- points . which ~annof be.i, reache<l, by . Arrriy or 
i.la:~Y i:.a_qi-o, dispatqhe~ · sh_ou~4·» !:Je, ~·ei:i-y1ed. J,iy ·. tea.se~. ,wire or. co~1mercial wire 
or· radio from the point in the Army or Nq.v;;; .. rad1? n~t .::tfforq1~~g ~he lowest 
r'efi.1~ r7i.t~· to the .desti~;ation. "viienever two or "more commercial wire tele
graph or radiotelegraph companies· are-accessible, dispatches will be deliv
ered to the company operating a telegraphic circuit direct to destination; pro~ 
vided that when two or more companies 'op~rate direct circuits to a particular 
destination and the rates charged. are equa~, .the traffic will be divided equitably 
between the companies concerned' iiisof:ir' as 'possible. 
/°5. C°6des an<l: cip~er~._:--FOf. _ in~or~f!:ticm ~vi th !e~erence to classifii;ayo~. and 

:handlin"' of secret confidential and restricted docpments and pubVcation~ and 
th~ ero;ioyment 'of aht:ti.'orized.6ode~ ahd':cipher~, se~ 'A:R 339--f> :i1id ,33(/'--5. 
_j_;f,'_j, ~- t • , f.' ,~ )''J-;\•rJJ 1 ~Ii~ fo~I•·, 1'1 

1
} 'l \",''''1~1!'.I ; • :~ r ,"l I "·· .' 

RESTRICTIONS ON USE OF' TELEG.RAPH, CABLE, AND RADIO 

_. 1 • " '." .. :': •.• _ Paragraph 
W'ben use.authorized---------------------------------------------------~--- 6 

_f ~::~~2~::~!!:~!~~~iii~=s~;~a~~i~~~~~~-;~l~i~~-===;i~==i~;~.;f~~=~==·=~==~=.2~=-=~ ; .·:.,,. ,· ~ 
~ 6. When .. use authorized.-Dispatches-by -telegraph, .cable,-or radio.<will'·oe 
sent only when _the, d<;!lay; cqns"'.qu_ent .: upqn_ t1:ans.mi_ssion, by ·~nai_l w_ould ___ be 
pr~judicial to t~e public •inter,ef!t,. , 1 : , .... , .. • . . :. . • : .. , 

, 7.: Prohibited. 9-ispatche~.~a; Di~p13tches. of the following character :Will.no! 
J.ie.,~eut ~Y. teleg~aph,_ cable,. _or ._ra<J,io,- ie:s:cept to cmnmq.nd_ing officers, ·?r 11nde,i; 
j>pecial authorizatioµ fro,m proper military author~ty :_, .. _ .... , 
,. , ., (1) Informatiqn . relati".',e to- . numb~rs,_ )ll_ovement,s, or· ,.ope.rat.ion: 91; 

. troops. -. .... J • .,. ., ,-. ·i 

(2) Details· re~ard.ing fortific~Fons,. arip.am~nts,. or_ experi,men~s !11nl1~ 
. in connection with .. military affairs. .. . · ; " . 

1
,r 

(3>° Opinio{1s .o~ military»operations or other miiitary matters reiat~ng 
. · .to.m~y part~of the Army· or other,comman_d_ wit~. which}he 

individual i.s servi~g, or. to aP,y auxiliary fore.es._. . , , ... ,. 
"b. I>i~patches · co1~tai~i~1g. the following. wiil not 

0

be sent .i,n. P!q.in ._languag~~~; .. 
_,.. (1) Rem~rks,.recomme11~ations! or statem,enW::ofr\1\!rogatory ,nat~1re con-

cerning an individual. . 
. (2) _Implications ,ten\lt1~g :tq ,i:~ilect. UP()l\ · thjl .,c~aracter, _or:· prp~essional 

standing of an individual. · 
. : J ·,. I... t'. ' . '\ ~ ~.~ ..-: .. '• 

2 
·<.,." 

TELEGRAPH, CABLE, AND RADIO SERVICE 
AR 105~25 

. 7-8 

( 3) ·Result 'of ·Board· of Inquiry. un·der 'section 24b, . National Defense Act. 
( 4)' ACtion· taken upon: generai court-ma'rtial cases 'ii1volvil\g dismissal 

: or ·confinement in· a· penitentiary. · 1 ._. · • • 

(5) Ill time of. war or· threii.tened emergency, cases under a above. 
c.' Letters· and telegraph· messag·es; ivheii· used.__;A: dispatch will not be sent 

l)y telegraph wheri . a 'letter will serve the' ·same purpose; and : all telegraph 
'messages will. be given the 'classification. (par. 11) which' ~ni: result in the 
lowest charge to the Governmeiit 'in·· au cases \vh'ere the serviCe iiicident to such 

;classificatiO!i will ineet the heeds' and i·equirements· of tl:ie: G!frernment. In 
·determining·-tli'e form of dispatch ·to use,' due· consideration' will be given 
th'e difference'in tiin'e•between the zone of·origii1- and the .zone of receipt. The 
term "telegraph messages" used above applies to dispatches transmitted either 

-by ·,tire telegraph or fadiotelegtaph;· For regulations' governing payinent for 
·dispatcl1es traiismitted lly commeidal telegraph, see AR 35-6100 .. 
· d. Dispatches of the following "character or 'thOse contafoing mattei; of a 
purely personal nature are' not considered· as official' busiiiess- ::ind. wl.11 '_uof be 

·accepted foi· transmission except as :Prescribed in paragra'pli 8: · ' · · · 7 ' 

· · (1)' .A.pplicatioi1s for or inquirie·s ·i·efative"to.leaves of.absenc'e-o'r 1e:iteii-
: · .. sions ·thereto.. · t" · · · .. • ., ' 

(2) Requests for sleeping car or hotel ·i·eser,;atfons. 01" acconuhodatfo:iis. 
(3) 'inquiriesJ'of cjnstnfctions' rela'tlve to Shipment of privately. O\\;ned 

· iriounfs "or:'household goods. · '· · · ,. '""': 
( 4) Relating to' p:iymerit' of sal:iry 'or' expen'se votichers:· · ·:: ,,,_ ,. 

8. Personal messages.-a. The sending of personal messages over Army 
·point-fo-point 'radio 'cfrcuits·~itli~n tlie c611tiiie~1tal;1Unite,d States is p~'ohlbil:ed. 
The sending of impori:an't ·personal' iness:iges to ·arid' fro1n ·.Army; Navy; ·ai1d 
Marine Corps personnel over Army field wire and field and oversea radi6 cir
cuits is authorized, provided such me~~a:ges-'-

(1) Do not intei;fere yvith :9overninent busil~ess transacted over such 
circuits. 

-(2) Are brief, clear, and confined ito·the subject matter Of the emergenc·y 
which· requires their transmission. . , . 

b. Scope - o(serv'ice. - - · · . . . . 
(i>. The- us;; o.f th~ .A~my ~ircuits referred to in a.above.for transmission 

of personal messages is ·authorized to assist service perso1inel ill 
the transaction of· urgent ·personal i:wsiness.·,which ;coufo no(be 
anticipated and transa-cteifby man: It is noC inten.ded to replace 
'mail serviCe; ·Consequently, greetiiigs, congratulatory messages~ re
current business messa:ges 'such·:as recurreilf stock market trans·ac
tions, and messages, the contents of \vhich iu'e ·obviously trlfling in 
character; will not be accepted~ In c01ifradistinction; messages' re
garding serious illness or death and replies· thereto; includil1g ex
pressions 'of condolence;· Ulld: messages. pertaihing to allotinents, in
terest payments, ;;ld 6the1' unforesee1i :financial and· biisilless' mat
ters may be classified as urgent personal busiliess. The' writer will 
certify on the message that ah' emergency· i;eq.uires it. This· cer
tificate will not !Je transmitted. ·ri:i· doubtful cases; the writer must 
show that the message is necessary. . . ,. 

(2) A personai ·message from a., commercial concern will be accepfed 
· only·: when· it. is· ·in reply' fo ·a message from service per~onnel 

requesting such reply . 
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. ' 

' .. -(3) Oversea· radio circuits .terminate -in the·, continental United States 
- ~t-~~shi~gton.'.D.c.: and San,Fra~1ci~co, Calif. - .When ~essages .i'I 

- to and from personneh at,,9versea:,st~tions .. inv.olve transmission 
bet.w~en the ~rmy radio ,statio11s at, eithei:. of _ .. these t,wo points 
lJnd. p_tJ-1-er 'P.O!nts. witl.1iI1 t~1e ~on~inental.;l!nited States,_ such trans
mission _will be_ res_tri_cted,to the i:µails 9r .comrqercial telegrapl;l. 
Similarly,. personql . messages to m}d :from ti:ansports at sea wii1 

- · b~ tr;~s~nitted -by ,n-iail. 9r .c01nmerc~al teleg_raph 1 betwee~ radio 
statioµs at. Washington,, D._-0., San- ~ran9isco, (Jali~,, or ·Go_vernor's 
Island,__N: ·Y,,. ;.md oq1er points ~~1 the contingnta}~,United State~. 

All mail or co_mn1Crci'll• telegraP.h charges ·will' be prepaid,, by the 
.,. sender. ..,.i: . · , ., 
. ( 4! Personal messages -will be .-accepted for 1 transmission from the -con

.· tlnental United State~ t~ ove;sea stations'.only 'w:l~en the destinati~~ is a~1; Arwy .1)o~t or il-_~'lY!li. ~ta.tio~. . .-..- . I . ·. .. .. 

, · c. Personal message~ .. in• code. or cip~1~r ~vill not-.be,,accepted. 
d. 'commm;ding. a'f-fice1:s -~re re~P!Jl}Si,b.le,, prnt the Proyisions of, this paragrnpl1 

. are .strictly interprete~. and_-~th'!Lq1!".·Per~opal mess,1ge privilege is not a6nsed. 
In. the case of the War Department Message Center, ,the .Qhief_ Signal Officer is 
-~_h.a.rged.with this respo11-sibility. • .. ;, .,_,. . -.: 
! • 9, Press message~_ over fieW y;;ire. an(\, radio- .Gircuits.--,-a:.; When· military 
business will not be interfered with, _prE!i'!S messages, !may. b~. -transmitted free 
over military fi~ld .w~re _and radi_o _ cir~JJit.i? where commercial facilities. do not 

~exist. . . ~ ~· . , ~ ~ .- . . . . ??. 
'..'.·b. The use of code or cipher in.such messages.is forbidden e_xcept 'Yl~~n p~;e
'.~c~i~f1d by the gen~·rnt~-~1111\1~'.~.dlng an° l).rmy in tJ,i.e fi~i~. -- / ·:" 

, I· · ·' · ·, I ·1.!·;' · '"'· . .. ·.1 ·:·, ';.1.. 
. ' "' ·' . . SiiufloN IV 

... · .:-:'-. ·~i '.1' •'• .•' 

l: •r; i . INSTRUCTIONS' ·TO \.VRITERS' • ' " • · 
. , .. 1: ! i Paragraph 

-~f ~?]~~~:l;::~~~~;~~~~~~~~~;~~~~~:~i~~~~{~~~~~~~;~~~~~~-~~~:~~i.i~~-~~~~~~~~-~~~~ .·, ~~ 
.!Authentication~----~·!...\_ -- _!_ ..;,._;_ .!i~..:- ..'.. .::.'....."i.:.:._ 1:..-~ ~·- .!.:_..!_'~ -- -- __ :....J_._i_ ---'- ..:.·-~--- _ __ __ 14 
! Sp~c-~al deliverY--~~ -;--- .:_ :_ __ ~ -.- --"'- -~ - 7_7~~~ - --'- - ~~- ~--.--·- ~ -- - ---- - -'-- ------ - 15 

~~;,~{~(~e~~S::e~c~~s~i~-f.r-;;~1Ts-lil;~=~~~~==,~==.==~===:==·=========.===.=~============ i~ 
· 10 ... Preparation . of .. messages.;-:-a .. \.Vhenever pn~cticabl.e th~ blank form 
.furni~hed by the signal Corps will be used.. . .. ,. , , 

·:-: b. :wo~ds- no,t .. import;nt to the.sense. ~ill be -~mitted. . 
~-; c.)V,mds' ~!l;t~~d :of figu;es: wil~: be used __in -e~p1:essing',~umbers except in 
weather report messages. ' 

. · a· .. F'oiiowln~.-the ~ules of com~e~cial practice, punctuation ma_rks should be 

. s~~ll~d. ~~~t. in an ~as~~ when tt' i:;> desired that they be transmitted in the 
; body of. the : message. . ! . 

· . .'. -~· Det~iled pr~Yisions .relating to. the .drafting. ()f ~essages to be transmitted 
. l~ secr~t code o~- cipher: ~re embodie.d _in AR 335-5. 
· · '11. Cla~sific;ti~; of ~les~i;tges . .,:_l\'.Iessages are classi!-1-ed as follows to indi
rcate the relati".~ order in which they should_ be. transmitted:_ 
· . ·a. Urgent.-;--Tpit?, d_assifiGation i!l r~strictedr to milita_ry and· naval t1se 011ly 
and is used only in combat or when combat, ;real .or simulated,: is imminent. 

- :1 !· 
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oUrgen,t messages are sent immediately -upon rreceipt,' or immediately after urgent 
messages previously receb'ed have been fransmitted.-"They are' given :right-of
way over all messages of lower classification. The "urg·ent:' classification has 
no co.unterpart in domestic commercial message classifications. I 

b. Priority.-This classification is used to. desig1iate· inessages· which must ' [ 
be given precedence over all routine and deferred:rriessages waiting to be· sent or 

·delivered: : Messages· bearing "priority" :classification• :are filed as. fuU rate fele
~g~ai:ns. when transferred: :to commercial· .compaiiies for transmissfon.: Messages 
;i\vill ,be htmdled ·under this classification-.when the \vor'd f!pi:iority''. is· placed iii. a 
'conspicuo_us. place· on· the.message form:· 'Its use· shoulcl.'ho-1-;;ever .be confined 
rto extremely ilrgenLmatters '.requiring··expeditious action: ;·: . · : 
: r; c. ,Rou tine.-Thisi.classifica tio!1" cove1's 01'dina'ry" •fast r·dispatches customarily 
handled with the greatest possible expedition and delivered at-once .upon recefpt . 

-·Messages under this classification talfo --precedence ovei' .. -defe'rred .messages:and 
,are transmitted in order. of:filing .. · '.rhey are 'filed as da'Y letters or.as slraight 

1

• telegrams;. whichever _is. cheaper, when ·:transferred to 'commercial· companies 
for transmission. 'All ·messages not otherwise marked· are· transmitted as routine 
fnessages. ·· ·~ .... r\·_; ·''· :f: ..... , .. · .. t>"'1.JLii(<..: ·:· \·. ~-.!·_... ''"· 1 • 

__ i d. Defen:ed:----,Tliis classification .coyers ,messages, the1 delivery ;of.. which• m:a'y 
. be delayed until tlie~.begihtiing :ofroffice hours"the:.followfog•:morrifog: "De
-.ferred"1inessages are. :(iled· according, to the classificatfon• whicht'results in the 
·.low~-st charge to tlie Go.Verlime1)t when· transferred to·;comme1'cial companies 
. for transmission. Messages wilJ be handled under. this"Classification when tlie 
-..word "''deferred':: is:·placed iii-. a ;conspiCuous• place· on the:~message form:.:":See 
,paragraph'12,.AR35-:--6100.; . .,, ._,;:~·x;; •• t :. ;-.,; .,,, ·>·,-·, . .-·.-:1: · ...... _:.: .. ,·:·-'· 

Messages to be sent in code or cipher'.which do- not1ll'equire ·acti(m·.by'the J 
! addressee prior to the 'beginning of the: working· day followilig 'the·. day of.cfiling 

\o.willbe-.clasSftied as·"d~d'.\.messages.:'.' ,·:· '1._, 1[J r.::_.; :-_ ::•: :--.i ·:1. · _ 

•_ .. ; 12 ... Addresses and"'signatures.~a.•:Where•dispatches·'are sent-'toi offices ·such 
-.~s·,"Commanding Officer,· Fort· Slocum,' N: .Y.",-,or~'.'Quartermaster~- Fort' Slocum, 
1N.:..Y.", the addresses.used .will• be';as~given' abov.e .rather than- as. "Lieut.: Col. 
; Jones,. Infantry, C: 0.,-,Fort-Slocum;- N.' y_;•: , "'J · ··~- • ~.: · : '-' _,,-._, 

'..>'.,b. Where. a· dispatch :is sent '.to :a subordinate .in1• an --office. or. command;"tlie 
dispatch will be addressed to the commanding officer of the office:or·comman'd . 

. T_lJ.e. name Of• the snbordiliate rwill be.:g"iven'in ·the first· pa~t ·of· "the-.body 'of 'the 
message preceded by the-.word "For.". ·Example: A dispatch'for.Capt·JJohn 
Doe, Headqmirters;: ·second· . Ccirps. Area, will 'be.· addressed-: "Commanding-" Gen

·_eral, <Second Corps Area, Go,:ernors -Island, N.- Y.'?_--- For• Capt."Johri'. :Doe, etc . 
::(in--body of.-dispatch');· .- : ·" · --_ , "<; .: :r,_, ··'.1: · .. ",, 
·-·" ,c;' Dispatches wilL:b'e 1 signed" with the: surname· ofi the 'sender. Where the 
-: surname ·alone is· not--: suffiCie'nL to·· enable. the ·addressee 'to· establish the official 
:.position .of'.' the sendl'fr;'.itc.will,beifollowed'.by• such essential v.dditional informa-
tion as will fix definitely the official capacity of the sender .. 
· d: ·Dispatches sent to.._oi;: signed> by: officers. as individuals will be siifficiently 
.complete to preve11t ·delay or confusion.":• ,_,,; , J· .. ~ .; .. · ' 

•.:' c. Detailed. provisions relating ·fo the addresses "and signatures of messages 
,to be transmitted in· cryptograplli.c:fo'rmr are'.embodied in :AR 335--5. 
· · ·. i3. Consolidation -of -messages . .,....:In case seYeral messages are to be sent to 
the s'ame ·address iri· the course of a: day's"busiliess, :they shotild;· l.f practicable, 
be consolidated into one message-.wheriever such'·consolidation will reduce the 
cost of the service. 
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; .14. Authentication.-a. The sender ·of an official. dispatch will certify as fo 
-its official character oh the message form as follows:· 

Official. business : . 
Signature. 

·- , Typed or. printed signature. 
:Grade and arm, service, or bureau.· 

.b. Who may _authenticate.-Subject to·the restriction contained in paragraph 
16, and·. to. the further· restriction as to the.·availability .of funds (par. 4, AR 

. 35--6100), a commissioned officer, or a- warrant officer when no officer is present, 
may certify a message for transmission at Government expense, but a person 
other than those mentioned above must· present to the· agent of the telegraph 
.company a letter or card of identification from 'his superior officer authorizing 

. him to .do so. · · 
- c. Messages··of traveling or transient Government representatives will be ac-

:;cepted by; the Postal Telegraph Cable Company ·without restrictions as to when 
payment. will be. made.· Messages ·transmitted via. the Western Union Tele
graph Go1hpany to· the home· station of :the1 sender or. to. the headquarters Of 
his .department at Washington, or in reply tO a paid Government message, may 

·be sent Government· collect.:__ Other· messages--trrinsmitte'd- via the· V\Tes'tern 
. Union. Telegraph Company· may· be. charged at point' of: origin to· the local tele
, graph accou~t of· the War Department offic~ or station,. provided authority·'for 
incurring 'such expense has been previously ·obtained from· the local ·"War 

;Department representative., :If, this ·authority has not oeen. obtained or. no 
. office.•or station exists at point· of origin·, it will be· necessary for the ·war 
Department representative or agent to prepay such messages .at Government 

· i:ates ·and' secnre"reimbursemerit later.· ". · 
15. SpeciaI.:delivery.-'-ar. Whenever special ·delivery. is necessary to expedite 

'the delivery of an official dispatch, the person.filing the dispatch for transmis
' sion ·will indorse. it· "special-delivery· charges. paid." Similar actio1i will' be 
.taken wherfever. the-.·place:: of· delivery· is .. beyond ithe established free-delivery 
limits, except when the ·delay. incident• to the delivery of· the message by .. mail 
will not be of a serious nature, in 'which· case the dispatch will be indorsed 
"By mail from -.-· .-. -'',,,indicating· the· name of the office 'from which 'the 
dispatch should.be mailed: "· -" 1 .. _, • 

b. The special'delivery charge should be included iri the char~e for the regu
· lar tolls and. presented for payment in the same manner. 

l' 

16, O,versea dispatches,-a. Commercial radiograms. and cablegrams. · ' · 

} ;'• 

(I), ,Dispatches addressed to oversea, stations for transmission via com
mercial radio or cable circuits, except dispatches pertaining to the 
Bureau of Insular_ Affairs, •will· be submitted by the chief of the 
·arm, ser,vice, or bureau, or other official concerned to The Adjutant 
General for approval, ·consolidation,: and' 'delivery to 'the message 
center .. 

(2) Dispatches from_ oversea -stations or offices for transmission via com
mercial radio or cable circuits ·to the War .Department, except 
·dispatches pertaining to the Bureau :of Insular Affail's,. will be 
submitted by the originator. to the commander of the oversea force, 

.. , or· to· the officer in charge of ,the oversea office,· as the case ·may 
be, for. approval, consolid:;ttion, and transmission· to The Adjutant 
General ·who, _will: make delivery thereof to the addressee. . . 

fl !"" 
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( 3) Dispatches reqmrmg transmission via commercial radio or C'able 
circuits will be numbered by the sender in sequence in a single 
series for each addressee. Such dispatches will also be divided 
by the sender into paragraphs according to the subject matter, no 
paragraph to contain matter relating to more than one subject. 
Paragraphs will be numbered consecutively in a single series for 
each message. Dispatch and paragraph numbers will be placed in 
the bocly of the message and will be so transmitted . 

b. Dispntches to and ft:om stations served by Army or Navy radio circ-uits.-
Dispa tches to and from the departments and other oversea stations normally 
served by Army or Navy radio circuits, transmission of which involYes no 
commercial charge, will be transmitted 'singly without delay and will not be 
consolidated. Dispatches dealing exclusively with the business of an arm, 
service, or bureau will be addressed as prescribed in paragraphs 21 and 22, 
AR 340--15 and will be be transmitted directly to the addressee. However, 
nothing in this paragraph should be construed as preventing a commander of 
an oversea force from issuing instructions requiring all outgoing dispatches 
to be authenticated by or all incoming dispatches to be routed through him or 
his representative prior to transmission to destination or delivery to addressees. 

17. Radio messages to and from ships.-All official dispatches from ship to 
shore, shore to ship, or ship to ship, when charges are involved, will be handled 
through the ship's quartermaster or agent, who will clear his accounts through 
the proper superintendent of the Army Transport Service. See AR 30--1160 . 

[A.G. 311.5 (3-10--37).] 

. By ORri°ER OF THE SECHETARY OF WAR: 

, OFFICIAL: 

E. T. CONLEY, 
Major General, 

The Adjlttant General. 

7 

MALIN CRAIG, 
Chief of Staff. 
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-S\l~~· {ge;,w~u~~!!£2!H<?.f tJi~, cl?lJ~.l!t~F~}a~l .M~'lP!J.-c~w1P~.!1Y.) c.cw~grn~_a i!:l~...:tRe't!;l!l 
.!1Jl:t;4.l}p;g 1 g~-u~hl'..iJt.:•b~sip~sr;\c;:W~!l ·~PPl~:..;" \CJ: ;>Cf!'":~;L. :rn !:">: .. .r{ 7,JJJ r \ ,1 i''.8 
. :~ ;~:;r~~mj~~.,s.~r!:1-Ji9;i;i.,a~~ cop!,:i;pI. _q!; tE}Iepp.o~e ,ll,I).,<;i:cte~.eR-:i;t.:.Ph. tlig.e.~:.~ JJ;,?rte<!l!
.,y_e,~!E;i:1C~;~f_. !1.9.WiIJ~§lJptH~~ aJ:.l;: t~te~aIJ;h (.!)D9, ~~l.ep}?.grn~1r lin~s- ~r~..,dixJde(h i.I!t.o 
.«;lH,sS~§ HIJ,<:},~i\llli£~S! 19Q1.~r'Y!~ .!'~i.allYi:i' opJe~e.d,;-;!}~~ ]:J~aced,71J.n..deg g1~: c.011t.rql 
pf .. officers,.,as ·follo:ws,:.~- '.'d {)j ·-r-r"'"; ~'J r ·frn:{' ot ,,..:.T, ,.,,,, ·i(· <'· ;-r .. "t '"" ,, 

_;;'.;~:; .. if~~e~:,p~~j ·~;~;;z rf!(l.!Q~s.,::ftiµ~S,:.~~~pl~t,e .:wi~~J~.rthe1~lii;nit~ ·.Q(~ ,!>_i~gie 
.P~~t,:c?-~P,:19.Ptls~~g.,ip..;:;: -:n 0?.I..(!3: c:t f:i "..::-1-::1;:-~ r::-:J :~~~?.'"l.1."!";[ /~~~r~···.n11 !f'J~;.' "li~'~( 
., 1 }J;,-U,nder.,corpsiar:eac:sigrwl•Officer:_s,.; ·-,," > ·•"J:J"lt ·•o r-i';"·c;~ Ti.ot'}»[• ": ·, oi i~ 

·· ·' .. "·<'iY 'sb.ort- ii~~~ ~~;,~st~·~ct;ct· t~· -con;e~t sin~ie .po~ts, "c~~ps;ro-r:rstatlons 
-rn -r:l ,-·:rn::~i.t~:·!l ,~~m.1,n._i.~Jci:;tl; t_!1l!'gr~ph)•oi:;: t~Jeph9ne1co:f!i~e, a:nd•gh~ying~n<> 
·nr 1 1, ( ,:::•::'~ ~JJ!~l) t,~)~P~,~~~i orrMl~gr~PJ;b!SJ~tJo!.1§ ~p_igi_ect~d Jlier,e_to:~--.:;.:.·3·;,·I'i :: 
I''. 1; ~A.2hLiti~R C.?~ne~!Jn.g.:t;·wo,9rr'~oxe:pp§}:S;!C~IllPl?; &r~st!lti~~s; in the si;ime · 
r:0?Le~ 1·9(:lo· .. <i'.~V~:Jl~e_?:.·z9·.rI1{ .... r? f.F!0- Pf~L, ·;r! -;:.:.1: .lf~~r 1:'·ur~ ;:.!,rri~:--p2 :"Jt.:'?,~~r·1 ·1,) · :"~:: 
J ir;·it ,,_(~) ., All:r.ot)l,(:].r ·!.ip~s111V~tc~~<.f!r~i:-~Qmpl~~~:·witpin:; the,; limits, of-1,m 1single 
Y( I~ r· .'JiJ ~y~<;Pi:P~i~r~a .. t)f)f'~j u~~rf:· ·:c ;)-~~·.~r:r.1·:: ... : -~C. t'!•~~_f'~if·~1•: -~~1:·::,. (• .';~~ ·~;; 

:~-,;}~ tEJlecpAo~E!1c~l!-S ~~J.~r;r!:l:PE:rUi;ief:!ri\~nql'.l~·1Qh\l:l'g!l::_of.;sign~l1:officers:;-,-'.-When 
telephone and telegraph lines ar~_,-ffe)~£.~(111JJD.d_ei;1.G!H!-Eg~r.QJ;~sign_i;tlf officers;. they 
will be held responsible for. the construction, maintenance, and operation of 

• This pamphlet supersedes AR 
which has been entirely revised. 
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such lines. Commanding ofilcers and others will see that the special duties of 
these ofilcers are not interfered with, and upon proper application will render 
any assistanc;<ii?"tbf~ifl~'W1l. j!A\, {8:11ul'l'J,rJfJt•Hr Y.l/IJJA 

·4~'2iVnift~iY.1't'tiiel:Al:Pii1H~~7 of a force operating in the fi~1a?1 Tli~ signal 
ofilcer of a force operating iEi.t~~ .~.~Id .o~ ,9f"'a.gistrict under military control, 
in carrying out his general 'instructionsf will,·fo'rmulate necessary regulations 

,~o..r ,f.1,~,..p,.an.a!wm,~r+t ,an4. ~Pt{;)t.~,~9;n "oti ~!~.~~;~ryJ.[~lWf~~h rlirWF\nq~ioN~ r,ce.~te;,~· 
'General rules'should'"oo-:red~u,<,~<;1_ t.<>" ~ptu2g;; :"®.,!:!}i:;arlyi.;deflned and 'impartially 
enforced. t::<:.!.1.11..h..:. .r~ ;j__4~ •• d .. 1J ..... ~.1..1u. .&. 

5. :Privacy of messages.-a.. AJL~~unications by telegraph or other meth
:<f9.s::~tll be treated with the utmost secrecy. No part of a message will be 
1diSCJ!.'?Sli!4 _ w:itl;l_.any9pe, _nor_.will_its .. contents119eni:e;v.ealed texcept, to the i:sen(jer 
~or addressee,. or-the proper 1o:tficers0o':fritherGovernment wh'el:nnakii:ig '.in:speetfons 
1ht tJ.ie-·offa:e·-or -when·pro'i}eri.~" suo~:i:hie'a1.'tB"ir&iuce 1a! niessa~· in"coill't'.<1~ 1a~ 
~ o::!l:?=~Di~s:?Ke~ ::~<>J~P..~~geqt~~~~v,A~;~~~J!f~~!f.jJ.~i~~',P,j~J.'lt;·'r,~~~-P,~;1#7 
iproper _au.tl)corJty,_ and.under_no .. circumstances .. will .. the.con_tentsaof~any message 
\be .divulged - .by ,. 1an'yone ·,~except- ·to . the<'. •pro'peri i:a:utnoi'itie's :ir throtigh·rnofficial 
Chai:fllf;Is'ft1F: rHi·r1 h·d v tHH12 .1011 Gt""0'1·J.1tJ ·{,<l Jtt1f1J·ntJ..1~!ui Pi!' •. :h.!o 01 r·jqm 1.tJn :tU•)f.lJhurtfrI 

fl (). - A' i:fri va te-message,-·after 1t-has 'oeen.·· ilelivereil;· becomes -m~q.m~~ f~'ft'1:s. of e ------·~ ... .--------------- ... _ .... _____ -.~--·"'-----C ,_, t,vJ.~'-'· , l(., ,.., ....... ~ ... ~CJ\; f #JP__. ... P ~._,,..Y11 ........ 
tthe -~g£f_i::essee. __ After.1r:W ·message.,has;· been:4deliv.ered \to i..a: .telegraph•ncir.1 tele-
,phone- company;· the -responsibility- rests-with -the -company--concerned?:bufJ lfo 
7~o case- will· eveir·the-fact-of·the·-receipt··of-1cmessage-·oe·-divulged:1'~¥c~ift 
lfo the-proper-aiitnorif:ies~---------- --------------------- ---------------- e .. fJ,,. "·'" 

r."'iir Governllien't1'-'te1®apli'-operafors ·:rwni:I·i:>ti'0heid •re8Poiisnmtt rna1£: ("ah ·leie
·gfafus~;a.re c'aretu11Y gui.frcte<'E 11 .Au fiit?s;i -w1w b& i direroily 1 ~dr<lJai tan~ r.li&esk 
•tlierefo! "'ivlll b'el Mnie(l\'Jfo' alt I '.parties i:eicbpti throsecf 1ui'tho~i'zei'P l:)y :raw 'to0 lrek 
the same. .m'lt<W.~ rlr1w1-g<Jl':l'1' hrw <>I<ir'.) Y;'HJ~ifJlf. 1Hf?.nfk. 

·<i~e.n 0'pef'aun·g1 pers1.mnet wni'I nl:\t Bngiliate mes's\.l.ges ·ex:~'etit' 1 serii~e"':inM'sa~es. 
-11a. c;FalseI"orl iforge'd'K:fuess·M~~es:LNo'· agenf~iu,J,.Pera'tori 'ibr'lltrRpfi',y(feo iii. 'litly 
'teiegraph foftice?1ol." otlfor:perso'o!,1'sh'iiIJ:~ 1.fn'owinglyJ 1ft1d '\vmrniiff!sen'd~-tiy ·t~rg. 
·graph to any person or persons any fals'e'r'Or lf°ofged)'ili:es~ag€lfpurpoH\H.lf'tb 
·oe'..ifrom-sucJiiftelegraphu~offl&;', f'c)J.-'llffo:ci::i anylroilier'l person~ !·tfr:~sliaiftr-tvtllf{ll}y 
'deliver f ;\jf l>catisec'cfoi f b'e',•'deli ~ereC!' 1 •to 11any' ~·perso\il any J suciitif:iJessiige'?:.>'falsely 
ipurvortin'g fO'Lhav<.l} oeeri rec'eivea:..i::iy-• teiegrapli, ~n&·e:rafrau 1a11§-'I'fletson or'I\<lr
sons furnish or conspire to furnish, or cause to be furnislled, 'lfo-"an'ft'such 
rugent, to1'ierutor,tibrMempioY'ee, ftb' 1 oe«sent1'ofc telegriiph lfo·''.to l'ie'''so; deltvered, 
. any such message, knowing the same to be false or fdrged;~Pwith0'!tne·• lriteii
. tion to deceive, injure, or defraud any indivHi'uul} J)aftnersnip)1'ifr1 corpdratfon, 
;"or1the~:public11•1t:;:, ,, ;::oq !11 :.:ni:>. j')<:,11 t;' ')1 1; ,;'Hf n:.:n-;~ i<:mH .tw1r:c:: (1; 

wr7:»Usingfror approprla:tiiigJ iilformatidn· i:iyc•ageritii, .'.'ope¥ators, or em~ 
ployees.-Noiagen'.t, loperator) or<•employee»iif?tnf't:eleg'riipfil office• shall, in any 
,way; use or. appropriate any:rrnf.::irluatfonoderrnw·by6!ii'ro·~l'rom anf 'PriV'tlte mes 
sage or messages passing through his hands and addresseil'to''any other person 
or_:ipersons1 or· •iril auyi otheivmailn'er11a'Cquifedl:J)y'1him1'by 1foh'so1l.l·'Of (ms trust· 
as such agent, operator, or employee, or shall trade ·oi:'•sped:i.llite upon any 
such{ fnfonnalioii:' so ':obtained;:Ifor'!ilitrany.3.!fiiantfer'.l:tutn' of ''atteni'i:if"lfon tf:lrn 
the rsame,:to his'.•accciunt;·?.profit?or'advifi:itageTrn 11:mil ''"t·ru 1 ··;; '?rm (l"l"'r.1,,1·.: 
:lo anl:\'1~·1',~!0 D1Hr .~.''HiJ~1i·1:initH.lf ,ei.ol1·JtJ·.rt~rtO:J ~)d1 'Hf! .t)h.,.{.~ffl)ff.-''·VI f>f"id ~:d fH·f! 

,(~':\U tC. '\tfftt 1 ~ o 'i}rtil.>l!fo!f.:-) ~B(L~ -\:t T3';m:o7:.W .Gt..'-i10! 5.b.. ~ . .;irir-·_,~.:.c:ua "~Lrqm.~q elnT * 
.. JJ~~.irll "t'!l.tJJu, <w:Hr e.,..,:;ll n:o1n:vr 
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OPERATION, ETC.,£0F;OWILITARY~ TELEGRAPH LINES 

-mB: ;Fraudulent cattempts1,to1 obtain; infor.matioii by«personsi.notficonrie( 
,w;ith •'any.ritelegraplx ~company:;.' N 0) persorn·n9t conne<;ted:::with\ ,any . telegri 
'.~Ol!lpanY.1 sl;!all:ci by, me~ns•;ofyanyt machine; instrumeitt;tior;· contrivance, 1•or, 
any other manner, willfully and fraudulently read or attemphto'l1re~dna, 
message or learn the contents thereof while the s,~ro~ .!s b.~;n_gr?gi:iJ; .Q_:ljer ai 
telegraph line, or shall willfully and ~~a,u,';_lu~~!}f., ?f.- ~!'-n~~sti~f~!,}~~~~{ ( 
attempt to learn the contents or meaningr6ffany message· wliHe tlie same 'js i, .-r 11. ,,.,, rr ·n f P. q n . . ,. 
any telegrapli office, ,or is being received thereat, or is sent therefrom, or shal 
use or 1ati:E!nlfit to use, or communicate to others, any information so obtaine~ 
by 'f'a'Ii~' Pb'rJ6ii:\ '{) . . , 

' 1' T''f'l"0 
9. Bribing agents, operators, or employees.-No p~rs~n. s~ap, 'bf tre pay-, 

ment or promise of any bribe, inducement, or reward,'~ptrJ¢~~~. hr \li.ttempt to 
,\H:\ 1"''~•\) "t':.\t\'I \f 

procure any telegraph agent, operator, or employee to• cllsclose any ·private mes· ' 
sage, or the contents, purport, substance, 'b1F1If~ihiHtiii~l:~oi,1''6r shall offer to 
any such agent, operator, or employee any bribe, compensation, or reward for 
the disclosure of any private information received by him by reason of his 
trust as such agent, operator, or employee, or shall use or attempt to use any 
such information so obtained. 

10. Willful or malicious injury to telegraph, telephone, or cable lines.
·whoever shall willfully or maliciously injm-e or destroy any of the works, 
property, or material of any telegraph, telephone, or cable line, or system oper· 
nted or controlled by the United States, whether constructed or in process of 
construction, or shall willfully or maliciously interfere in any way with the 
working or use of any such line, or system, or shall willfully or maliciously 
obstruct, hinder, or delay the transmission of any communicaUon over any such 
line or system shall be fined not more than $1,000 or imprisoned not more tban 
three years, or both. Sec. 6fJ, .A.ct M<J;r. 4, 1909 {35 Stat., 1099; U. S. 0. 18: 116; 
&ec. 824, M. L., 1929.) 

11. lVIessages.-Messages will be handled in accordance with the provisions 
-Of chap'ter 6, Basic Field Manual, Volume IV. 

12. Procedure.-a. Telegraph lines which are complete witbin the limits of n 
post, camp, or station or which connect two or more posts, camps, or stations, 
and which are used for military purposes only will be operated using the 
·procedure prescribed in chapter 8, Basic Field Manu~l, Volume IV, 

b. Lines connecting posts, camps, or stations with 1commercial telegraph sys
tems will use the procedure in use by the commercial company with which the 
line connects . 

c. The procedure to be used on telegraph lines of a force operating in the 
field will be prescribed by the signal officer of that force in conformity with 
paragraph 4. 

13, References.-a. Arm.y Regulations. 
(1) Signal aomim~n.foation.-See AR 105-15. 
(2) ·wire and 1:a4ia oommmiication systems.-See AR 105-20. 
(3) 'l'elegraph, cable, <J;Ml radio servioe.-See AR 105.-25. 
(4) Commercial telephone, telegraph, and electric time service, qrmeraZ.

See AR 105-30. 
(5) Reports.-See AR 105-45. 

b. lnstructions for the operation of the Washinl"T"" '' 
and Telegraph System andothe.?W<>~ 
directly to tbn"" ~ ~ -
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SIGN AL OORPS 

such lines. Commanding officers and others will see that the special duties of 
these officers are not interfered with, and upon proper application will render 

,..,,,...,.,,,,~'It <'"1 f IT/._.. f'"'11Vl'l'l' 1"-J'''>TLT '[FH' 
al}~~\SSlS~\1?:?.~~~.~*··te~~~~~~;~;-~- ~Yi {CA~ A~·u·-·""'~· :~~'r 1.U"~.n. 

·4!'cMilitary' t'elegrapl111ines7 of a force operating in the :field?LThe signal 
officer o~ a force operating i~-~-~~ ,~,~ld -,?~ ,9,f,,~.,Jistrict under military control, 
in carrymg out his general mstruct10nsf ·w1ll"formulate necessary regulations 

,~m: ,~)I,~- ~a~.a~~.~f~t.an1. ~P,~~~1f~~nr.<:>f, ~H~t~~Y,}~Wff~r>l;l.,~ii;_e~~ u,__n~t1:"..N\\CS~JJ;S}· 
'General rules'should~be~reduced to· writing; 'oe· clearly defined and''impartially 
enforced. a.£'.':l'iI.:'. :t-J<:i.A.fa;X:.:i:~-:..· 

5. Privacy of messages.-a. A.!!_~m_!!!.!!.nications by telegraph or other meth
;:<?9-,~r~111 be treated with the utmost secrecy. No part of a message will be 
idiSCJ.!.SSed _ \'\Ci_t)l __ a11y9ne, _nor_:w:ill_i ts .. contents 11!>e.ci,:ev.ealed texcept, to the r.senqer 
S'or addressee,. or- the proper rofficersco'f.:therG·ove'rriment when: niakiiig.'.irispecti&Ii.s 
Pof the-office;-or-when·pro'i;lerly' ~u!:\i)'&riae'li"'f<'l'rirbcfuce 'a'! ril.essa~1 i'n'b5U'i{0~teT 
~ b~~~~==J!i~=ssltJ[~; ·=~oy~i.~~~E'.t~<?E~.P-~i.::.~~1~~~~!!(~~'!f-~~84·~~·1P.~tiiJ~;;' 1~J~~]?,t~;$'7 
iproper _au_thor_ity,_ and_under_ no .. circumstances .. :will . .tbe .con_tentsnof3any message 
'be .divulged--by "·an'yone"rexce:Pt·"to , the~'•prciperi '-autnorities:1ithroii'gh·1ooffiCiaI 
chan.D.eis·p1n dJj .-, h·)~ i•·nHn? Jon ~,,0·11A1 ~t.J u11t11·nL1.(llui ri:Lij:~ ot ?i(tfft 1.tJn jn!>IHhu1:·.i·~1 

8 c: X-pi'ivate-message,"ai'fer-1t-has 'oeeii"delivered;·,becoiiies -fh~(j.p~~ '~'ft16. of e ------- ------------------------ ---·------l ,_, l.'-'•"J.U•.• r_. , ............... _,.!!.:; I .J _, 1·•p ~ ..... ~Yi1 ...... 
tthe _!!Q.dJ'_esse.e. _ .After,c11; message,, has; been:qdeliv.ered \to i .. ff ,telegraph•oor;~ tele-
·Iihone- company,- -the -responsibility-rest's-with ·the-company-·concernedi"lbuf!lfo 
'Il:o case- wni- even--the-fact-of- the· ·receipt--of --a-message--be--divulgell!"~xcept 
\1 the-P'foJ.Jer--aittliorities~---------- -------------------· ---------------' '·nr._,,,, 
i .,; 'Ii!' Gcive'rnfueHt1::telegrapli'· opera(ors ·:wili:f be0heid 3respotrsitil~j fli[if; caii {ele
·gtams"'l!are c'arefu1iy-~ guariiea~ ,r All files'.) wnF be i ca'rerfiflf t 'iun'r'd'Ja• 1 an\i "li~beS's 
·filere·iol'will b'e• dei:iied!'lfo• all'''partresr:exc~p£itiloserf1i.utb.o~i'ie'cPO:V ·law 'tontfib 
the same. .m'l1'J".(~ rl:11.n:g•Jl9'£ hmi •1[d1·'.) '(.'H;~ifill mlanIA 

·'l'Je.n 0pef-aun·g1 person:fie1 wni 1 not c\ngiiiii'.te iiies!iil.ltes ·exhei:>t'lseriibe'HfaMsa~es. 
-110. &FalseI··drl ;·:forge'd'iCfuessa1ges:L:NJ'·1l'hii"t;iuol>e'tatt-r; ·;'cJr'lt~rilI>f6ye~0 iii 1ail.~ 
'teiegfai)h roffice?1or'l otJier.r personf'sn:ilf, :lfilowill'glyJ an'cl. 'wmrfiii§f1seil'd'ltiy ·t~'f&. 
•graph to any person or persons any fals'e'''or lj:()fgei:P'ffi'es°t;age1fpu'rporfi!Jg1ftb 
-l)e'.lfrom-siidiHteiegraph'-'+office, ~oFJI:ffofui~ anyfrot'tiei" personr 1 ·(>r~;:sliaifnM11fiilly 
·deliver 11 \>i' hcatise• 'toi 1 bet"deli Verec't: 'to i~an':f · perso\il ai:lY' J sll'ciitir:iifessiige'?'J'faiseiy 
Ipui-:iJorting fo Lhfrvei b'eeri receiv'ed:.. b-y • tel~grapli, !'iJ.lJ·r 7s1lil.n 'liny1'i>ets6\i 'Or' 'P~r
sons furnish or conspire to furnish, or cause to be furnislied,"fo·li'iifi'Y'J·su~h 
'agent, --oi;J'erutor,tior.>reinpio:Vee, rt(i·f oe''seri."t1··0Y:-telegr!iph lfo.-"i:o iYe'l'so; deli\-efed, 
any such message, knowing the same to be false or fcirg\:td-,~"withcl:.tlie" in fen-

. tion to deceive, injure, or defraud any indi'vidUal~ partnersliip;1·(frl cotporaffon, 
ror1the~publicn~;, :::i ,-. ;;;r>•J. o·~-:11iP. J'>~.11 ,_;: 'Jt ll·cm r1>:11'.>'> «:miI no1!1/, (lJ 

M7:.liUsirigfror appropriating' illforni'ation· bf-''ageiits, -'ope"iliitors, or em
ployees.-N 01 agent, !operator) 'or: •employee'' iii' 'any' teleg'rapnl office' shall, in any 
tWa·y; use or'. approp'tiate anyiiD.fcirlna'.tioiiOderi'•ied'·bybhlm'c'ffom anf'·priV~te me~ 
sage or messages passing through his hands and addressed'tci''!tliy other person 
or~ipersons: or"iril any' othetivmaiin'er11acquifedI:jjy'1him1•by 'Ifo\:J'sorl.L'Of< his trust. 
as such agent, operator, or employee, or shall trade ·or·1 sp'eciilate upon any 
such/ informitlioii~ so '·ol:ltained:;rfor'!inJiany<'l.rmhnliefL:tutn' of ''attem'1'it'.ll£6 tfirn 
the•same;:to · his·:account,'~profit;;'Oi''ad:Vaiitage;·rn wmil Jio ·i.•r;; '"I] -~flH O:'f•»f·:•,j•,; 

S:o .. rnlt'n'.;!o iJirH .":.Jt1i;'J. ;Jninur ,td)i1·JJrr1;...:rro9 '-Jd1 'J{)-T £Jr.rr.~irur:,..~1·1· [1l'irl ·:d t!if! 

-------~--------- -----~---·----- ----·- -
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OPERATION, ETC.,fOF;(l.vJiILlTARY~ TELEGRAPH LINES 

.. m:B: J!'-raudulenbattempts1,to fobtain1 information byi'persons1 riot[1conriected 
iw;-ith 1:any;r,telegraph1f company.-.,+N Ol person1·n9t connected;::withl ;any . telegraph 
~co1P-Pa~y1 sl;!alli,, by 'me~ns ;·ofyanyi machine; instrume:ilt;i ior;· contrivance, i·onin 
any other manner, willfully and fraudulently read or attempb~to'i1readriaiiy 

message or learn the contents thereof while the ~~fl\~ .!s b.~\n_g r !'g~J . \)_'ljer any 
telegraph line, or shall willfully and ~ra~9u;~!lf,. ?f., ~}~n.f~st~!l,e~r.,,~~~~l or 
attempt to learn the contents or meaningJ[of 1any message· while the 'same.is in 

.r 11-""fr!·nr.~ <1'. n . . " any telegrapli--office; 'or is bemg received thereat, or is sent therefrom, or shall 
use or 1atfehlpt to use, or communicate to others, any information so obtained 
b l'"'';J' '" ,,,, ~\\) y any person. . 1 . r'r'PO 

9. Bribing agents, operators, or employees.-No P~fsqn s~aJl, 'bf rp.e pay
ment or promise of any bribe, inducement, or reward;'-·f)~i?~~W. br 1iittempt to 

.\n:\ 1..r·.,,;.) •t,H\,)f. • 
procure any telegraph agent, operator, or employee to• disclose any private mes-
sage, or the contents, purport, substance, ·6't'lli'eihiHl{t:li~r~of,1i'6r shall offer to 
any such agent, operator, or employee any bribe, compensation, or reward for 
the disclosure of any private information received by him by reason of his 
trust as such agent, operator, or employee, or shall use or attempt to use any 
such information so obtained. 

10. Willful or malicious injury to telegraph, telephone, or cable lines.
Whoever shall willfully or maliciously injure or destroy any of the works, 
property, or material of any telegraph, telephone, or cable line, or system oper
ated or controlled by the United States, whether constructed or in process of 
construction, or shall willfully Gr maliciously interfere in any way with the 
working or use of any such line, or system, or shall willfully or maliciously 
obstruct, binder, or delay the transmission of any communication over any such 
line or system shall be fined not more than $1,000 or imprisoned not more than 
three years, or both. Sec. 60, Act Mar. 4, 1909 (35 Stat., 1099; U.S. 0. 18: 116; 
sec. 824, M. L., 1929.) 

11. lVIessages.-Messages will be handled in accordance with the provisions 
of chap'ter 6, Basic Field Manual, Volume IV. 

12. Procedure.-a. Telegraph lines which are complete within the limits of a 
post, camp, or station or which connect two or more posts, camps, or stations, 
and which are used for military purposes only will be operated using the 
'procedure prescribed in chapter 3, Basic Field Manual, Volume IV. 

b. Lines connecting posts, camps, or stations with commercial telegraph sys
tems will use the procedure in use by the commercial company with which the 
line connects . 

c. The procedure to be used on telegraph lines of a force operating in the 
field will be prescribed by the signal officer of that force in conformity with 
paragraph 4. 

13. References.-a. Army Regulations. 
(1) Signal communication.-See AR 105-15. 
(2) Wire and radio communication systems.-See AR 105-20. 
(3) Telegraph, cable, and radio service.-See AR 105:-25. 
( 4) Commercial telephone, telegrapn; and electric time service, generai.

See AR 105-30. 
(5) Reports.-See AR 105-45. 

b. Instructions for the operation of the Washington-Alaska Military Cable 
and Telegraph System andothe.1War.-Bepartment•message center will be issued 
directly to those agencies by the Chief Signal Officer. -----------------------·-- ·- - ---- --·- - ___ ,_ ____________ --
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~:o:O!~Signali .corps.' Gen_er~J Instructions! arid·.'Standar'dc. Methodsrr.Coveriilg COn
istr.uctfon, :Maintenance,•. and,· Operation~ oC:-Wire-:iand'.;Radio:'?.:Gorirniunication 
1Systell).SJ£are·.'Jissued ._,iu-;rioose=l'ea-f' form::i.tor interestedtipersomiellibya tliei!<'.:Jhief 
~ign8:I-·~0fficer.t~:-.r ·1t 1'._ ;a ::·:~~:i '[I~r:f!~Il~rrrr.t+ fJtJ.l ·,, iL.1~11··J c",,~·f£1CM ~C1[:io :~nn 

.-~~-·' lCfA'. G',·3u::r(ii-io-29i'.-i' .;:·!J '1f~L:::.'l' 'lor;•;sr.':i '~.'~<,\1;n •dt rrLlJL'!o q;_:_:-:::~':i'1"l 
-:1 i('" .!:~~ 1.L .. -!' ,~ ·:, ... u f') 10 ltl.!'..GSI!l£:111;·d: 1 fJU£ ~·.ur~JJ:w,7 H~:! .. ~ ·1~: ,:•tf'l~ J1\n-: ·/(~J 
i"'ii ~1Yn?~~ .... ?lf ~~lfJ-/;~R~.t~J -~!~l~".~~ditl!:SfiI ·t~! ~ ... :1-<~;u~') ;•jj: 1.1·:.i;J! ~j" -:··;i;,~~Jn 
~;,..L 110 ,r f<l,~-~ . .l!i.~ :ta~~~ :) ~o 1'Lr:J t::.LJ brrls·1u1 .£·:fa . .§lJ.i~~~m.~~H~.' .. ·:r:._:'1~··:;; 'lotl!?. 

0·,1i:n~1fo <0a aoi.turn·.w'!:ar i;::..;i ,a'.Isri:iu oi 9jn'.lin:JJuzmo, • .. o ,"JG.l.I o:I j~,~"ff!l/j!f.l,.;o or.,.r 
0~w{f • ._.<!J" S,,~'!-lha 

.QFFIC~L.1: -·~·· • . • ·'" •· ,• ,. . • • .. 0 .• ~ , : • 
• 'l;~ •. ~ '-·~ t ••. l •.. u~ i1C% ... ·..-CJ 1,~~-- ·-&)~\,_r:,L.(i!:i!-) 1,.0 t"..i. ».nJ.·.~1o ,:::-~n~::_.i; ~~idb-.8: .C 
.···>· , . -~9·-: H.,.BJ1_ID,GES,, ... "-'"'' ~- ··~r.«·c· ·r'-u· · ,--•:-1,· -~~ ~'' , ~'ri 1-... • t .. •cr ..,, -'..c.(,_;J,1,..1,... -·l •. J~,J .. ,t.'t1 ~" ~·l·~'"' .lu ,Jl...i,';J .• ,,._;;,,).,;j.J J. ~~;·.i 1..J ~,l..1o.Jt ~.'.J ..... J.J ~· ··.:. ..••• 
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SIGNAL··~cbRFs'7•"1rri<1 i~nsn«n1 c :"11u;;:'.: ur.1 
.9a~yr·ndjo ·10 c!:qm.~·;b1 ·,:d ,y;unA srli ·zo:t. w1:.;ea11oiu gi:iHi:ll~dHE'1T .\) 

.~ia1~£19 ;e1d?,!fl:~- oq~ .'t? 1;;~'.E:N:Eftt.Ni.'lt:p!tovl:sioN-s s,rn 'ti) notl:"Joi..,ib ~·J'I' ,1\ 

.. . . 1 1;;~._,1 .L • ., . . . ;' .. • .ohn1~j- fl91bnti!) _r.9·,:~n!qm9 ~wn .rnm 
1 ..• ,a.~n ' !Jlrr~a0• fr:u~iaap t!:J.H!.:W"t-1,~; ::'.'• ~- ·,;::',"J'..wrl. orl1 fo rmilr11ifnoo'.) 91:J; .\ 
' .~:h"i111 h.r;•1sO: 7111;/ s1U mo·Il l:l'!9.~no· ~l.i fl•;dJ'6<"YICi or! ·r.!;m <' H !-! '· .J rt'.>mt"lli i.l·Paragfnpb 

··~~~~s~7~~e'·~-h'1ii¥ri~~to%c~~=~~~i~~~~~~~·~~~i~·~~=1~~~c=:~='::'~~=°-=~~~~~·::~::~~~~ .t ~ 
Uni·t sig:qar!-dffi·~~rS~~~..:~~~fI~.?_?~~0_? _ _:':_~~~1!~~1]?_~_1_~-·~~~~:::'.~7:._o_r!::-~-~~~-~~!~-c:_r~~~1_!~1',1;..3 
-p6St:"signa1~'offi~ers-.'.1~·:'i!!I _ _;;;2l!iiJ~rr.9~1'.L.N)1n __ -fJ-;JlJ.'!l_Ur..;:i_~t'!..!".fdf;'!f.!-,;]b~"'..t!_~£f.'..l..'._.~1 4 

; Eligibility_of. the Signal Corps for;;var!O.us duties:!.-":.!!:!~2\-h'-''-~'.-';'-~--'"'-'+.:..;~n-'~'.-'''·-\'.!£;;'.-..,'-aoi5 
- - •. ' • . . • .; .. ,, . t· -1..' ' •• 

_InJ!l9';•: ... 'l'l'W:l~r;r 1:rn1top1 1Jm1 P,!if(Wff»j9ifq_ .'l.o •. 'r,ffp1:JR f.im t;••.•"""W'' nq rt"\' .. S 
:a·11l~-; Co.ntposit~on.,.,;'J'4.er _Sign~}; P~rp;{(~]?.g!lr .~9n~Js,t r,ofJ)o~e.1Ql1i~~· 1fligµaJ ,Q!!lc~J 
with the rank cif:;majQr:g~n~!.-111, thrE\e, l!uiids.~~; fo,!t~r;;gl,l_~ls>f!i.r;~r~Jp.,F~\l.es;;f,rom
cQloneL to.Jse~on_d lientgnant~ tndu§i:ve;;:±.,nd, .µy;~: ~l}oJl.SJln~d.> ep._k~~.!~.cl;\ffi~P.· §l:!l<;h_· P.!1rt 
of whom _as the Preside1~t'Jll!aJjJ..qir~c.!)be!ngl fRr~ed, ,jnt.Qj t:;1s.tica!mp~t1:1;,9r'g:m!~~g. 
llsrl).e: i:J;\a~, mi:~s~r:ibe.11 f.'~.ec:e£3; : 0:9tmf..UJ1(3 L~;t:J.9/fJi:t(,3!.I;; ~~q,t.3J'J.1i, .);,'l(!,§·1 g,11i<J:n;<!e<!,1·bY 
act Jitne '.q; /9,20 (.jl Stat: "168) .;,·.'fZdfi.:1Q~ 1p,.: ~1J.,;.j-S~p.,ji§.<f<;·:.4."!;1M,•·,:£;,j92!},;1 U:1!4 
·by)act·:~Pr.ih3.,,19/J91JB,u,ll: Np.;2,, W:•rlJ£,31fJ.9.@:-· A .!l--:.:c;soifl:o JimgL~ · m:u · .G 
'[t2:r:Du:tiesr1o':t1~t;h~ .O.hi~f, .&'!gn.5;:! ·-..Qmc~'r,,.",!ii· mWtton 1ti:tc.sµch,1!!tl1~rqgB!!j)E1r~§ 
.ma:~i be prei:;dibed;;·,t1le,f,JJ}\eJ:,3~~J.gi:l€ll t<J.ffli;erJr~Y.i~h_:ha, ve,ii.wm~gtat.~ 1,ch~J.g§~i u.y.dJH" 
.tJ:ie directi~n2p~~ the,'..Secretii:fY. 9f....tiW~r; 9 .. J0rthe f9J!<;>.'Ji.µg;;rmD I~rPd2 'nritnl.r;Jm>'.l 
-1,:an Th~e developm·e,nt;.:proc_1:!r~xp.ent;· stoi;1.1:.g~r1is_su~t€ln<l).r.epi;ti!f,Qf,s!•m~1. mete_q!J?r 
Iogical;-land cry,ptographic equipn:ient) an,d~s11ppl!1:,s.:n1' '.rr:m ! .iw j9n 'm7r )'i."tll! 

1;i:rb. )Thecdevelopment,~proc{1remgnt;;s.tQr.age; a.ricitissu~off.all-~1~~.t!'i~!J.! 1 app_arjltg~ 
a13sociat~d·1with · P,irection,'fi.1,1d_inp foradet,erm~µi_ng.) tlJ._?,i 1Q.c~tio,ih9~\Ja,,1Jm~t~ti.011.s, 
:aircrart,j1a?d3marinet~_raft:(a'n<;I1,ofoa~l9th~;·.~~7g~r_~~al0appf!.~1!M\1~ 11s.spcJµt~i!_1 ~iJg 
range findmg. . , : .r:-.rof!o~. ~n ;,9ilnb '.lfib9Q?. Li 1;;7 h')i]'.!Ur:it'! v .Jn ~·i 'lc•C.Iii'l 
J e,c,1iThe .procurement,· storag(!,~and:Jssµe Qff phgtogrJlphtq_\suppli.e.§;aµd \qlJipment 
exce~~ that requireq for .. ;,•m\~') '.t.'•. riolfo'.10£, 91!t :,inm~h<ri 1'.1·1c:t:i rm·. · - · .. 

. .:•)Y.(,l·).uPhot2graphic :~ndH~ineJJi11tograpgifloWPf:~ '.ffia:_!le !r9Y:J.: l!ixi;r;a:_f~( ~:) 
'.io rroU(71):1G toun~~ p.hotQgi~phYn.in,o !;.Oi:in~ctiQ1!1J;~ith-;c:: !:\i!Sf ~!hr,0P~!'a,t!9!1 and 

·. , ... , . ~aintenailce: ,. . . , .a·r9rlf!b flru1 r,ci;Jo'.> .· _ 
(3 )- .Such oth:r specialipµppose§!.JlS:l!!ll!Y.q_QR[P.ec.11.li!;l!';: tqJ~ll~;li;,\!ll~ir~~ents of 

'!\Bipl. hr;:; ano.ther;;J.q:P.Jor;1s~.r;yice~o fro!fm9r1\) f:rrn :i.>ri·w·w'l0~'1 ii1) 
il. Th~ preparation an~ revision of all books, pamphletS,s;€l!l,Q.:1in~j;ructioi:J. data 

requiredi(pyaJh.el <Ari!i.Y:l to· w.ak.e:-iprpperc.11~?~ o~, ,al];, gq11i Pm~nj;,,a,I,l.d:~l!PPl!r;t tus · de
yelope_d;~pro¢ur~_d;~a)ld"!issu~d4by, ithe.;SfITTt~l J..Q.qrns.,i>.:.<:: ·J ;r'lv'.) 'i •it v:d 

e. The. preparation, i;itibli6ation, revision, storage, acCOlJ!!-~fng_,fg~,1and distribu
ti9.I.lr.Qf~aJL~oqg_s· ap_d cipJ!~rn~i:~q1Ii1lfill:.'.bYJ~J.1g . .,~r,wy·,::;.!l.U.<!J!l·~tim~1&!i:i'Yi;tr 1tp.,e inter
~~ptio11,of gn~mY·"ii:11di.Q.,!l_1,1.<lrF:~l!e trnffi~.,tl\~.::!.qrnt~ol! o{~~IJ_~HlYIFJldiQ, stations, the 
s.ol uti6'n)Of Jipter_cei)_!.eil ¢pe!J1Y.1~Q!l~J!!ng1~1P~~J):W~§!§~f~!l· .~].l_q-JfiB<ff~tory arrange
ments for the employment and detection.E<J~1.i;;e~.i;e1;~;~£l,5§,1,,~,x:£.~PL§rich of these 
dJities,aslheema~, d.elegl!!?d:i>nlJ!l!t:§!g~i.!.k<!!'!i<;g);'!fa.i •11!1 'l:o 1tr:l1frn~rd1<~ lB} 
'J:of-'i~h_E)J!.tinsJaHa:ti.on;ic.1Jutp1t.~l!l"!!l~. ,.!!A<'!.a·gPer3:.t.!Q.n,; 1g{,...all_,'.µiiJ..~t~J:Y. signal com
munication ·~yste,ms and ~quipment, including military <;,;1)2\~.~t_~lephone, and 
telegraph lines, radio apparatus and stations, except the routine maintenance 

*This pamphlet supersedes AR 105-5, Marc& 15, 1933, including C 2, July 1, 1937. 
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and operation of fixed fire-control communication systems and fixed airw!lys 
and airdro~e.c.ontr~l-sys_tems and radio aids to air naii~!].f~Pd:t~l'..·t-Jt_,fq_5;::;2,Y)1 
and·· tb.~'l'i-i'.~tali~t1~il,",'u;~{i"it~nance, and operation of 1 tempora;rY<;~Y.~tEl:11S used 
by. ~~-~b~t t\:;:o'ps"i~ufii:1d. 0 op~rations as provided in A:R 105-15, over whkh he 

will exercise general supervWi~N~fJY·JA!![.;:J,I~ 
g. Transmitting messages for the Army, by telegraph or otherwise. . 
h. The direction of the §!~!.H~b._G,OE.Il~s.a~rl.t£~t~<ll1.!.rol of the officers, enlisted 

men and employees attached thereto. 
i. 'The coordination of the training-of-the-personnel assigned to signal duties, 

under: such instructions as may be prescribed in orders from the War Depa~tment. 
1 1· ·The· ·general- supervision --coordination;-and-standardiza~io_n--of :iin"~faill.o 
•· 

0 

~-- ---· ·---- __ .. _ ··-- ----·M~littO .tr.,..,.~17" l9itl~) IJ._.t in ~~'J13Ut.l 
operations··and-the · eiififfcement Of re~_uh:1:_t!OI~ .. s __ c_~n_<:_<:r~:n_g .. !~~a-,S,~ffi\~·[q1r::~!?. frI\J 
~: k.~.The ~ aEisiiliiiiexi.C ~of =~iil.~}~tfoii;i.~i!!.ili .. Q.=f:r.~qJJ~!l~!es, __ pq~er .1,,type,,,g_f i•emJs: 
sions,--and- schedules .. for- all- Army.-radioi:istations:m1 8ffJU'.) lnulji& 91Jj lo v. li:!Lil)lil3: 

l. The procurement and supply of photographs and motion p~ctures directed 
li'Y''fue Geii1irai; staff: and'lin jgenera1f !ill:rpnotoira:pliic' i!tndl~inemat'ographiC' w~rk 
o'f''the·l\'.tmytn0Fspecifically···assigne'd1f6( other armst'ot 'serv.iee~s} lfiwr oili ;Urn 
j·" 'm. rThe . assig}1me'nt'> oii1desigmi.tion'Knumbersbtci ,-aum:Krmy lsubmarihe ~ ,c·om• 
lnuilicatfonlC'ables0itndttheike"epiiigl Of"records ·i:hereof;lrr9!J!HLl'lq u;iJ :rn mocfw 1o 
\liin?· •.r11e 1·perforn1aii'Ce ~of~'a11Botl:ler"drities Ii.ls dally« pertaining !to1<military1 si·gnal 
C!oinmunicati'on 'otiier·"than.ias»'provide<i- for-above.<:"\' .>Bl'?. H>_ 1Js:1n. ·*- ').1t11" i·)~ 

3. Unit signal offi.cers.-a. A c!lieftsignaF officer: wilitlbe·'.(le'tailed''for\·ev~ery 
~ex ·ecHu\:>riacy;force;"aiitl af:Signal Gorpsroffic& asr:u-D:rt signal officer.Jwill~nor,mally 
·oldetailedlfor'1eilch rcorps ·areaJiifild'.1everyLtactical9.\init91Urgetr!than'Ia •brigade 
containing Signal Corpslitfo'op's!1 ·When .ffo' ?Un'it sigrlaf'._•officeH liasubeell"tifo 'de• 
tailed' 'ill orders . itne1 Jserii<fr:•SigJ.fa:l~iCot.p§Cofficer1,present(for:i:dutyJ;with tlie' Com
mand will act ~s such. The•'·iinit1signa11:iofficer.1.wm betrar:·meinb_er. of<1the1'.s'taff 
'cffl •liis : comm:i:iiding lfofficer!" :·i:Ie•1,wim 'be>tch:i.·rged;'T•under, 1the 11dfrectiond'of .<his 
com\:i:iandib'g::officef,o with f the1 coniniaiid-,Hhsofari!,as : re la test~to!.'opehitiohs;: ofcsig" 
Ji!J'Fr tfo'dj;isl'.Jiot' assigri:eCY r1or' :'atfacfiedrf to! l subordinate. runitsrl c 1The"nunit1signal 
officer is also charged with specific duties as follows: -rnif•uft 9~um 
1 n•)111qi ('l'l' Wctihg Irasr?. adviser,utorlltne ~comniander-ll•an'd , ·the1r'.staff•nonrl'signal 

matters, including the location of commandt postsw;~ J!ll.!J jq')'lX'l 

( 2) t"ifiepa'ration !"'of.Bsignal'li'op~fatioh'i"instructions 'landG'sig11al''annexes. 
imn rr~3·)1;·;pfeparation',apubiicatio11/°st0rage,1;accounting:ifo'r; a'.ndi:rdistri15lition of 
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(9) Supervision of such activities pertaining to the signal intelligence, 
pigeon, and photogral'Jhic services as affect the unit. 

(10) Insuring that the instructions of the Chief Signal Officer relative to 
keeping technical records and the rendition of technical reports are 
observed by all Signal Corps officers of the command. See AR 
105-45. 

b. The corps area signal officers are also responsible under the policy of the 
War Department and the instructions of the Chief Signal Officer for all matters 
concerning the Signal Corps in their respective corps areas, including such 
matters in those posts, camps, and stations not within the jurisdiction of the 
corps area commander, but within the territorial limits of their respective com
mands, and excepting only those functions directly under the contrel of the 
Chief Signal Officer. 

4. Post signal officers.-The post signal officer is a staff officer of the post 
commander and in addition to any other duties which may be assigned him he 
is charged, under the direction of the post commander, with the following: 

a. Supervision of the maintenance and operation of the post telephone system, 
the post telegraph station, the post radio station, the poiit small-arms target 
range communicating system, and all other signal activities of the post except 
those placed by competent authority under another officer. 

b. The preparation and submission of requisitions for all supplies required in 
connection with Signal Corps activities of the post. 

c. Direct supervision over all personnel engaged in Signal Corps activities 
of the post, and responsibility that such personnel is properly instructed in the 
performance of its duties. 

d. Responsibility for the keeping of such records as a.re required for the 
proper administration of the Signal Corps activities of the post. 

e. The making of such recommendations as are considered necessary for in
creasing the efficiency of Signal Corps activities of the post. 

5. Eligibility of the Signal Corps for various duties.-a. Detachmentlil or 
units of the Signal corps will be exempt from detail for any other duty, outside 
their own organization worl{ and training, except when in the judgment of the 
commanding officer the importance of the duty will not permit exemption. 

b. When detachments or units of the Signal Corps. of 30 or more men form a 
part of a garrison, the officers and men may, in the discretion of the command
ing officer, be required to perform the necessary guard duty to protect the 
storehouses, sheds and parks pertaining to the Signal Corps, provided such 
property cannot be properly guarded by including observatio:n thereof in the 
duties of sentinel posts or patrols already established. The necessary police 
duty around such buildings and property will be assigned to enlisted men of 
the Signal Corps, but they will be exempt from the ordinary police duties of 
the garrison. 

[A.G. 321.92 (4-4-39).] 

BY ORDER OF THE SECRETABY OF W AB: 

OFFICIAL: 
E. S. ADAMS, 

Major General, 
The A.djut£wit General. 

MALIN CRAIG, 
Chief of Staff. 
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SECTION I 
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GENERAL 

= . . '· . Paragr~ph 
Purpose---------------------~---------------------------------------------- 1 
Definitions.-- ____ .:. _______________________________________ :._ ___ _: _____ ·__________ . 2 
Secret ;niatter __ :._ ___________________ _::_ ______________ ~------------~----'-·------- · 3 
Confidential matter ________________ ..:.. _____________________ :. __ _'_..' _______ ~------ "..4 
Restricted matter ___ ..:::. ______ ~----------·.!, _________ :._ ______________________ :._____ 5 

Classification of,information from other governmental. agencies--,---------------- 6 
One ·.classification only _________________________ _' ___________________________ .:__ 7 

Overclassification ---------'----------------------------------· _ _: _____ ~ __ :._______ 8 
Respgrisibility _____ ..: ________ :._ ________ ._ ____________________ ..':..:. __________ ~----- · 9 
Cancelation or change of classification __________________________________ '------ 10 

Loss .. o':" s.ubjection to compromise----------------:--~---------------'.~-----------: 11 
Ri;pro~uction of class~fied m_a~te~-=.--,,,~---.----------------.--~~-------------- '12 
Right to possess class1fied_m1lltary mformat10n----------------------~----~-----~ 13 
Requests for_ military information ____________ _: ____________ _-.:_ ______ .:.~-~--------'-· :14 

._Dissemination of classified military information-'-~-------·---~~·-· ___ . __ :. _____ ~C.-..'~-: 15 
Testimony before Congress ___________ ------ _____________ -------- ____________ -~ 16 
Legislation pertaining_ to War Department_ ________________ _: _____ _:. ____ ~--------- 17 

'. ·, . . \ : . . . . . . ' 
1. ,Furpose.-Military ·information is of varying degrees of.· value to for

eign gov13rnments and therefore requires the .exercise of varying degrees of pre
caution for its safety. For the purpose of providing the necessary variations in 
safeguarding the several types of critical information, the classifications outlined 
in paragraphs 3, 4, and 5 have been established. All military information, d_ocu
ments, development projects, and materiel other than that classified as above. are 
regarded as unclassified. 

2. Definitions.-a. Aircraft.-The term "aircraft" includes an weight-carry~ 
ing devices or· structures designed to bf) supported by the air, either by buoyance 
oi; by dynamic action~ .. 

~- _Air space .reserva-tion.-An air space res_ervat_ion is the air space located 
aboYe an area on the surface of the land or water, designated and set apart 
by Executive order of the President or by a State,. Commonwealth, or Territo_ry, · 

· *This· p~mphlet ~upersedes AR 380-5, J~ue 18, 19U,' including section II, Circular No. 231; 
section V, Circular No. 242; and section II, Circular No'. 252, \Var Department, 1941; section 
lV, Circular No. 35; and section I, Circular No. 109, War .·Department, i942. ~ 
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over which the flight of aircraft ·is prohibit~d or restricted for the purpose of 
national defense or for othe~ governmental purposes. 

c. Classified military informat~on.-Oiassified military information includes 
all information concerning documents, cryptographic devices, development proj
ects, and ~ateriel classified as se~ret, confidential, or restricted, as well as the 
items themselves. All other military information, documents, development proj
ects, and materiel are regarded as unclassified. 
. , d. Cryptographic material.-Cryptographic material includes all documents 
and devices employed in changing plain-language _messages into unintelligible 
form by means of codes and ciphers. 

e. Cryptographic security.-Cryptographic security is that branch of signal com
munication which deals with the provision of technically sound crypto_graphic 
systems, their proper use, and their careful safeguarding. 

f. Document.-The term "document" includes printed, mimeographed, typed, 
phostated, and written matter of all kinds; maps, photomaps, and aerial 
photographs and mosaics; drawings, sketches, notes, and blueprints, or photo
static copies thereof; photographs and, photographic negatives; engineering 
data; correspondence and plans relating to research and_ development projects; 
and all other similar matter. 

g. Engineering data.-The term "engineering data" comprises drawings, blue
prints, photostats, photographs, mathematical calculations, formulas, processes, 
and all similar items that can.be reduced to documentary form. 

h. Foreign government.-The term "foreign government" includes any recog
nized or nonrecognized government and any faction or body of insurgents 
within a country with which the United States is at peace. 

i. Materiel.-The term "materiel" comprises military arms, armament, equip
ment,. and supplies of all classes, both complete and in proce_ss of development 
and construction, models that show features in whole or in part, designs, 
mock-ups, jigs, fixtures, and dies, and all other components or accessories of 
military equipment. 

j. Mock-up.-A mock-up is a model, usually full size and constructed ·of 
inexpensive material, made for the purpose of studying the construction and use 
of an article of materiel or mechanical device. 

le. Paraphrasing.-To paraphrase a message is to rewrite it so that its meaning 
is the sai:ne but its phraseology is different. . ' 

l. Photomap.-A photomap is a reproduction of an aerial mosaic, composite, 
or single vertical used in place of or to supplement a map. 

m. Registered document.-A registered· document is an important secret, con
fidei-i-tial, or restricted document or cryptographic device which is assigned a 
register number for ·use in accounting to the office of record at periodic intervals. 

n. Reserved area.-A reserved area is an area on the surface of the land 
or water designated and set apart by Executive order of the President for pur
poses of national defense, admittance to which is either prohibited or restricted, 

o. Short title.-A short title is a designation applied to a registered docu
ment for purposes of security and brevity. It consists of figures, letters, words, 
or combinations thereof, and usually contains an abbreviated designation of 
the office of origin without giving any information relative to classification or 
content of the document. 

p. United States.-The term "United States" as used in these regulations 
includes 'the Canal Zone and all territory and waters, continental or insular, 
subject"to the jurisdiction of the United States. Sec. 1, Title XIII, act Jund 
15, 1917 (40 S'tat. 231; 5Q U.S. C. 40; M. L., 1939, sec. 218?;). 
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q. Visitor.-As used in these regulations a visitor is any person admitted to 
a Government or commercial manufacturing establishment engaged in classified 
work or project-for the War Department except-

(1) A person employed on the work or project, or 
(2) A person directly and officially concerned with the work or project . 

. 3. Secret matter.-a. When classified secret.-Documents, cryptographic de
vices, development projects, or articles of materiel will be classified and, if 
practicable, marked secret when disclosure of the information or features con

. tained therein might endanger national security, cause serious inJhry to the 
interest :or prestige of the nation or any governmental activity, or would be of 
great advantage to a foreign nation. 

b. Examples of items classified as secret: 
(1) ·War plans. 
(2) Documents relat\ng to the design and_ development of new materiel 

and containing information of the type described in a above. 
(3) Codes, ciphers, and. cryptographic devices used to transmit secret. 

information. 
( 4) Certain military maps and photomaps. 

(a) In the continental United States, those illustrating and identi
fied with a war plan, including _local defense plans, defense 
projects, or any phase thereof. . 

( b) In· oversea possessions and foreign territory occupied by the 
forces of the United States, those illustrating an approved 
war plan, including local defense plans, defense projects, or 
any phase th_ereof; those showing the lay-out of permanent de
fense works and naval bases and: the adjacent terrain vital 
to their defense; and those that serve to fix definitely the 
location of any element of permanent defense works and 
naval bases. 

(5) Information concerning items of materiel and methods of assembly 
classified as secret by a chief of a supply service. 

(6) Photographs, photostats, diagrams, or models of any secret docu
ment or essential part of secret materiel. 

(7)· Troop movements-see section VIII. / 
(8) Information which _will indicate the strength of garrisons in over

sea departments and foreign territory occupied by the forces of 
the United States or information indicating the composition of 
units or the total quantity of specific items of equipment pertaining 

. thereto, except that mailing addresses will include_ organiz~tional 
designations. 

c. Authority to classify as secret.-Matters may be classified as secret only by 
or by authority of the Secretary of War, the Under Secretary of War, an Assistant 
Secretary of War, the Chief of Staff, the Commanding General of the Army 
Ground Forces, the Commanding General of the Army Air Forces, the Commanding 
General of the Services of Supply, an Assistant Chief of Staff of the War-Depart
ment General Staff, the chiefs of the supply and administrative services, a general 
officer, the. commanding officer of a depot, post, camp, station, or independent 
command, the commandant of a general or special service school, the chief of a 
military mission, a military attache, or a military observer. 

d. Dissemination of secret matter.-The dissemination ·of secret matter will be 
held to the absolute minimum. Information as to the contents or whereabouts of 

3 i 
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secret matter will be disclosed only to those persons whose duties require· such 
knowledge.· It is exclusively for the official ·use of the person to whom it is 
divulged or issued, who will be responsible for its safe custody and security. Its 
inviolability is the duty and responsibility of all persons having knowledge thereof, 
no matter how obtained. 

4. Confidentiii.l ; matter._:_.a. · When classified as confidential.-Documents, 
cryptographic devices, development projects, and articles of materiel will he 
classified and, if practicable, marked. confidential when disclosure of the informa
tion contained therein, although not ·endangering the national security, might be 
prejudicial to the interest or prestige of the United States, a governmental activity, 
or an individual, or be of advantage to .a foreign nation. 

b. Examples of items classified as confidential: · 
(1) Regulations governing joint action of the Army and the Navy. 
(2) Documents relating to the design and development of new materiel 

and containing information of the type described in a above. 
(3) Codes, ciphers, and cryptographic devices used to transmit confidential 

information. 
(4) Certain military maps and photomaps. 

(a) In the continental United States, those showing lay-out of the 
permanent defense works and naval bases and the adjacent 
terrain vital to their defense, and those that serve to fix 
definitely the location of any element of permanent defense 
works and naval bases, except that when the complete map 
of a defense area consists of more than one sheet, only those 
sheets showing defense elements ·need be classified as con
fidential. 

( b) In oversea possessions and foreign territory occupied by the 
forces of the United States, those not classified as secret, 
showing lay-out of military and naval radio stations, air 
bases, airdromes, air depots, supply bases, arsenals, proving 
grounds, or any area vital to defense: 

(5) Technical information, such as research of processes of manufacture 
which may be a distinct military asset and not a matter of general 
knowledge, and other technical items of the type described in a above. 

(6) Photographs, photostats, diagrams, or models of any confidential 
document or essential part of confidential materiel: 

(7) Certain reports, orders, or instructions pertaining to individuals, such 
as those relating to investigations, special assignments, and others. 

(8) Information and records compiled at the request of the War Depart
ment for its use in the assurance of adequate provision for the 
mobilization of materiel and industrial ·organizations essential to 
wartime .needs. Bee see. 5a, addetl to act June 3, 1916, by sec. 5, 
act June 4, 1920 C41 Stat. lfi4; 10 U. s: a. 1193; 'M. L., 1939, sec. 
1925). . 

(9) Shipments of machine prepared and manually prepared monthly per~ 
sonnel rosters' and W. D., A.G. 0. Form No. 303 (-Report of Change) 
for organizatio.ns and individuals outside the continental limits of 
the United States. Rosters and reports of change included in any 
shipment ·need not be individually classified. 

· (10) All information relative to specific qu·antities of war reserves. 
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c. Authority to classify as confidential.-Documents, , development projects, 
materiel, or .technical information may be classified as confidential by .any com-. 

missioned officer. · · · . . . . · 
a. Dissemination of confidential matter.-Confidential military information will 

neither be discussed with nor disclosed to unauthorized pe,rsons. The contents 
or whereabouts of confidential documents, cryptographic devices, or m~teriel will 
be disclo~ed only to those persons in the Military Establishment whose duties 
req"Qire that they have such l~n<?wledge and to such oth~.r ~erson.s ,,9~ es~ecial 
trust who must be informed. Those to whom confidential mformat10n is en
trusted or disclosed are responsible for its safe custody and security. 

5. Restricted matter.-a. When classified as restricted.-A document, crypto
graphic device, development proje~t, or article of materiel will be class~fie~ and, 
if pri:tcticable, marked restricted when information contained tperem rn. ~o:r; 
official use only, or when its disclosure should be limited for reasons of admuns-
trative privacy or denied the general public. · 

b. Examples of items classified as restricted:. 
(1) Certain parts of·mobilization plans and reg!llations .. 

·. (2) ·Documents reiating to the design. and development of new materiel 
containing information of .the type .described in a above. 

· (3) Procurement plans. ' . : · . · · 
( 4) Codes, ciphers, and cryptographic devices used to transmit restricted 

information. 
( 5) Certain training and technical regulations. 
( 6) Certain Army extension cour.ses. " .: 
(7) Certain documents .regarding engineering principles and design de

tails, composition, method of processing or .assembling, which are 
~ital to the functioning or use of an artjcle of materiel. 

(8) All military ~~ps, photomaps, and aerial photographs in the posses~ 
sion of the War Department or to be hereafter. drafted, developed, 
or reproduced for the War Department in the contineµtal United 
States or in oversea possessions and foreign territory occupied by 
the forces of the United States not classified as secret or .confiden-

tial. . 

1 
(9) Photographs, photostats, diagrams, or models of ·any· .restricted docu-

, µient or essential part of restricted m>lteriel. / . 
. (10) Strength,.returns for all stations within the .continental Um~ed States. 

. c. Authority to classify as restricted.-Documents, developme:µt .. proJects, tech
'uical data, and materiel may be classified as restricted by any. commissioned 

officer. . · :. · · 
d. Disseminati~n of restricted matter.-The informa,tion. coµtained in restricted 

documents and the .essential characteristics of restricted.,materiel m:}Y b~ given 
to any person know; to b~ in the servic~ of the United States and to persons of 
undoubted loyalty aµd discretion who are cooperating i;:t Government work, but 
win n~t be communicated to the public or to the press except by authorized mili-

tary public relations agell'cies. " , . 
6. Classification cif information from other governmental agenc1es.-In-

.formation obtained from the Navy Department, other governmental agency, or 
friendly foreign .governmE;.nt will be placed in the same relative classification as 
that in which it is cii.rried by the controlling agen~y. 
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7. One classification only.-A document or article of materiel win not be as
signed more than one of the three· classifications, secret, confidential, or re
stricted, but if this happens through error the more restrictive classification 
will apply. . 

8. Overclassification.-Documents or materiel requiring classification under 
the provisions of these regulations will be assigned the least restrictive classi
fication consistent with the proper safeguarding of the information or materiel 
concerned. Overclassification will be avoided tiince it causes unnecessary delay 
in the transmission of messages and depreciates the importance of classified 
information in the minds of handling personnel. 

9. Responsibility.-a. The safeguarding of classified military information is 
the responsibility of all military personnel, civilian employees of the War 
Department, and of the management and employees of all commercial firms 
engaged in classified work or projects for the War Department. Classified mili
tary information will be discussed 'only with military or civilian personnel 
having a legitimate interest therein. 

b. Commanding officers, administrative officers, and procurement agencies are 
responsible that military personnel, civilian employees of the.Military Esta?lish
ment, and the management and employees of commercial firms engaged in 
classified projects or developments for the War Department are familiar with 
the pertinent provisions of these regulations. Clerical and technical work 
on SECRET and CONFIDENTIAL matter, to the extent practicable, will be 
performed only by duly investigated and ~pproved personnel. . 

10. Cancelation or change of classification.-a. The authonty making the 
original classification, or higher authority, may cancel or change the classification 
of a document by writing or stamping over the mark at the top of the first page, 
"Classification canceled or changed to ----------• by authority of (Officer author
ized to change), by · (name and grade of officer malcing the change and the date 

thereof)." 
b. The authority making the ()riginal classification or higher authority may 

cancel or change the classification of materiel by appropriate letters of instruction. 
c. In the case of messages which have been previously cryptographed no change 

in classification should be made unless the text has been carefully paraphrased. 
11. Loss or subjection to compromise.-Any person in the military service 

or in its employ who may have knowledge of the loss or subjection to compromise 
of a secret or confidential document or article of materiel will promptly report 
that fact to the custodian of the document or materiel. The proper commanding 
officer will then make a thorough in,·estigation of the circumstances, fix the 
responsibility, and send to The Adjutant General, through military channels, a 
report· with. his recommendation in the case. 

12. Reproduction of classified matter.-a. Agencies entrusted with the 
printing or reproduction, storage, and issue of classified documents will be 
informed of the applicable provisions of these regulations. The authority 

. directing the preparation, printing, or reproduction of classified documents will 
be responsible for the disposal of the notes, manuscripts, type, plates, stencils, 
negatives, and wastage incident thereto in a manner which will safeguard the 
secrecy of the information being reproduced; 

b. The commandants of the general and special service schools are resp?nsible 
that the printing or reproduction plants of their respective·commands release Iio 
classified information to personnel or agencies not entitled thereto. 

(I .\1 
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c. The Commanding General of th.e Army Ground Forces, the Comlllanding 
General of the Army Air Forces, and. the Commanding General of the Services 
of Supply are responsible that service magazines or journals published under their 
supervision comply with the provisions of these regulations relative to security 
of classified military information, and will submit all material fo.r such publica
tions to the \Var ·Department Manuscript Board for review and action before 
release. 

d. ·Whenever correspondence, documents, drawings, prints, photographs, or 
models 'pertaining to secret, confidential, or· restricted materiel dis'&lose informa
tion regarding engineering principles, design details, composition, methods of 
processing or of assembly which are vital to the manufacture, functioning, or 
use of the materiel, they will be appropriately classified. 

e. Information contained in classified documents ·may be referred to ii1 other 
documents which are unclassified· or marked with a lower classification only by, 
or by authority of, an officer qualified todassify as secret. . 

f. Preparation ot press releases based on coded messages.-Ofticers authorized 
to· prepare information to be made public ·will constantly bear in mind that: 
such material · may be ·of great value to the enemy signal intelligence service. 
Information received .or sent in cryptographic messages will never be released 
verbatim but will be carefully paraphrased before release to the public. 

g. For additional instructions relative to the discussion of military, political, 
diplomatic, and classified subjects, see AR 600-700. 

13. Right to possess classified military information.-a. No person in the 
military service or employed by it is entitled to classified military information 
solely by virtue of his commission or official position. Such information will 
be. entrusted only to those who need it in the performance of their. official 
duties and to insure teamwork and efficient instruction of personnel, ·propm· 
planning, or proper maintenance of equipment. 

b. Photographs of classified features of military equipment or of other classi
fied items will be made by members of the military service or by civilian em
ployees of the War Department only when necessary in the conduct of their 
official duties and if made will not be developed or printed in commercial estab
lishments or retained in their personal possession. 

14. Requests for military information.--a. Requests from private indi
viduals or firms for classified military information .will be· referred through 
channels to the Commanding General of the Army Grou~d Forces, the Com
manding GeneraJ of the Army Air Forces, the Commanding General of the 
Services of Supply, the Commanding General of the army or the service com
mand concerned, who, if unable to make reply or if another agency is interested, 
will refer the matter to The Adjutant General for appropriate action. · 

b. Requests for military information by foreign nationals, including repre
sentatives of foreign governments, such as military and air attaches, will be 
referred to the Military Intelligence Division, War Department General Staff, 
for necessary action . 

c. Applications for information or records compiled and furnished at the 
request of the \Var Department for its use in the assurance of adequate pro
vision for the mobilization of materiel and ii1dustrial organizations essential 
to wartime needs will be referred to the Under Secretary of War ·for necessary 
action. The service of any process or subpena for the production of any such 
record will be reported immediately by the person on whoin it is seri.-ed to the 
United States attorney for the district in which ,the service is made ·and, at the 
same time, direct to the Under Secretary of War. 
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15 .. ;Dissemination of dassified military information.-a. Except as regards 
information to .be released to the press by authorizeu military public relations 
agencies, when class.ified military information is disseminated under the ·provi
sions of these regulations to persons not subject to military law, they will be 
informed that it affects the national defense of the United States within the 
m~aning of the Espionage A~t and that its transmission to an unauthorized person 
is prohibited. See also paragraph 18b. 

b. Publication of articles or books.-The inclusion of classified military infor
mation in any article or book published by .a member of the Army of the United 
States or by a civilian employee of the Military Establishment is prohibited unless 
specifically authorized by th~ War Department. For additional information ~ela
tive to publication of articles, see AR ·310--JQ, 600-10, and 600-700. 

o. Oral discussions of classified ·military information.-Either public or private 
discussion of .~lassified mpit[\ry infor:rµation .by members of the Military Estab
lishment with or in the presence or he:,iring of un.authorized personnel is strictly 
forbidden. · · · 

16. Testimo~y before .. C~ngress.~a .. When a persqn in the military service 
appears before a committee of Congress and is .called upon to give testimony 
which :he knows to be confideµtial or restricted, he will respectfully request 
that his statements be taken in executive session only and not appear in the 
record of hearings, the Congressional Record, or other .document open to public 
inspection. . 

b. When called upon to give t~stimony which he knows to be secr~t, unless 
he has previously been authorized by the Secretary of vVar to give such ·testi
mony, he will respectfully state that he is not autl;10rized to discl~se the .infor
mation desired, and will iµform the appropriate member· of Congress that a 
writt.en request for the specific information should be transmitted to the Secre
tary of War. Testimony of a secret nature, when authorized by the Secretary 
of War, w~ll b.e given only in. executive session under the conditions cited in a 
above. , · 

c. With regard .to policies and facts which the public interest does not require 
to .be kept secret, confidential, or restricted, see AR 600-10. . 

17. Legislation pertaining to War Department.-a. Recommendations t~ 
the Vvar Depa~tment for legislation. will be classified as secret, confidential, or 
r:estricte~ until released. by the Secretary of War .. Prior to such release, no 
rnformat10n as to any, legislative recomll\endation_ will be revealed to any indi
vidual or association not under War Department control except as ma:v be 
requir.ed by. law. · . · 

b. The nature and content of reports of the .,Var Department on bills referred 
to it by committees of Congress will not be disclosed to individuals or .agencie.s 
outside the War Department. 

SECTION II 

DOCUMENTS 
. . _ . Paragraph 

Marking of class\fied docnments---.---------.----~----------------------------- 18 
Transmission of classified documei1ts __________ · · · · -19 

~~0~~~~ ~r;1:s~~~~~n~~~:!~~~:~~~~~~-~e~_o_r:~==~=========.==================·===== 2o 
Heturn of secret and co;1fidential documents--~---==--===--------------------------· ;; 
n:stri:ction of classified documents ________ -: _____________ ==================----- 23 
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18. Marking of classified documents.-a. Manner of ma.rlcing. 

AR 380-5 
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(1) Classified books or pamphlets, the pages of which are permanently 
and securely fastened together, will be plainly and conspicuously 
marked or stamped secret, confidential, or restricted on the cover, 
title page, and first page. 

· (2) <:Jlassified communications and other material not permanently and 
securely fastened together, except as indicated in (3), ( 4), and 
(5) below, will be marked or stamped with the appropriate classi
fication at the top and bottom of each page. The m'~rking at the 
top will be so placed that it wili not be hidden from view when the 
pages are clipped or stapled together. 

(3) Classified photographic negatives, drawings, or tracings will carry a 
legend of the proper classification in such position that it will be 
-reproduced on all copies made therefrom. Photographs made from 
negatives not so inscribed will be marked at the top and on the back 
with the proper classification. 

( 4) Contracts for the manufacture of classified materiel will be plainly 
and conspicuously marked, not typed, with the.proper classification 
on the first page. 

(5) Classified maps and· photomaps will be appropriately marked under 
the' scale. 

b. Additional marking of classified documents issued· to authorized civilians.
Documents containing classified military information· furnished persons other 
than those of the military and naval services and their civilian employees will, 
in addition to being marked secret, confidential; or restricted; bear the following 
~~: . 

This· document contains information affecting the national defense of the 
United States within the meaning of the Espionage Act; 50 U. S. C., 31 and 32, 
as amended. Its transmission or the revelation of its contents in any manner to 
an unauthorized person is prohibited by law .. 

c. Special marking of secret docmnents.-All secret documents will show the, 
authority• for the ciassification and the date affixed. 

19. Transmission of classified documents.-a. Secret documents. 
·(1) Between offices of same headquarters or station.-AWie>idquarters com

manded by an authority qualified to make the' secret classification, 
the commanding· officer will provide for the ·~ecurity of interoffice 
transmission of ·secret documents. 

(2) Between posts, camps, or stations.-Within· the United States and 
its possessions secret documents will be transmitted by an officer

. messenger or courier when practicable, otherwise by United States 
registered mail. When an officer-courier is not available, such 
documents may be transported· to and from ·foreign countries and 
the Philippine Commonwealth' by State Department rotary lock 
pot1ch. If neither officer-courier nor diplomatic pouch is available, 
the responsible officer may entrust secret documents to reliable 
citizens of ·the United States, such as officers or officials of other 
governmental departments or masters of vessels of United States 
registry. If Iio undue delay will result, commanding officers of 

· ports of embarkation will entrust secret documents to the com
manding officer of troops on an Army transport for delivery. If 
none of the foregoing means of transportation are available, 
commanding generals of service commands and commandi_ng · 
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officers of exempted stations are authorized to transmit ·secret 
documents by registered mail in a United States sea post office, 
provided they do not pass through any foreign postal system or 
that of the Philippine Commonwealth. 

(3) Preparation for transmission.-Except when personally delivered by 
authorized personnel, secret documents transmitted from one per
son to another will be inclosed .in an inner and an outer cover. 
Typewritten matter in the document will be protected by a cover 
sheet, or by a method of folding, from direct contact with the 
inner cover.. The inner cover will be a sealed wrapper or envelope 
addressed in the usual way but plainly marked secret so that the 
notation will be seen when th~ outer cover is removed and will 
contain a receipt form which will identify the addressor, the ad
dressee, and the document. The outer cover will be sealed and 
addressed in the ordinary manner with no notation to indicate 
its secret classification. 

( 4) Action upon receipt of secret matter. 
(a) Prior to opening a sealed package or envelope containing 

secret documents, the seals and wrappers will be carefully 
inspected to determine whether there has been any tamper
ing. If any evidence of tampering is noted, the facts will 
be reported immediately to the issuing authority, who will 
initiate an investigation without delay. 

( b) The inner cover marked secret will be opened only by the per
son to whom addressed or by personnel specifically designated 
by him. The receipt form will be dated and signed and im
mediately returne.d to the sender. The inner cover will be 
destroyed by burning if the subject matter of the inclosure 
has been in contact therewith. 

(5) Transmission by aircraft.-Secret documents, except those used by 
Army Air Forces personnel during flight, will be transported by air
craft or by registered air mail only under exceptional circumstances 
when in the opinion of one of the authorities designated in paragraph 
Sc the emergency demands it. When transmitted by military air-· 
craft they will be securely wrapped and placed in the custody of an 
officer other than the pilot. When the flight of the military aircraft 
is to be made over water the document will also be weighted. 

b. Confidential documents. 
. (1) Between offices, posts, camps, or stations. 

(a) Except as indicated in (b) below, confidential documents will 
be transmitted by an authorized messenger, insured express, 
or registered mail to any point in the United States and its 
possessions, provided they are carried in ships of United 
States registry and do not pass through a foreign postal sys
tem. When confidential documents are to be transported to 
and from foreign countries the means described in a(2) above 
will be used. 

(b) Confidential documents pertaining to military intelligence may 
be transmitted by ordinary mail when in the opinion of the 
forwarding officer no serious consequences would be entailed 
by their loss. · 
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(2). Preparation for transmission.:__A confidential document will be pre
pared for transmiss.ion in the same manner as a secret document · 
except that the inner cover will contain a receipt form only when 
the_ sender deems it necessary and may be opened by any responsible 
person authorized by the addressee. 

(3) Transmission by aircraft.-Confidential documents, except those used 
by Army Air Forces personnel during flight, will be transported by 
military aircraft or by registered air mail only when in the opinion 
of the responsible officer the emergency demands it. 

c. Restricted documents.-Restricted documents may be transmitted by any 
authorized messenger, or by ordinary mail, express, or freight to any point in the 
United States and its possessions, provided they are carried on ships of United 
States registry and do not pass through a foreign postal system. Restricted 
documents will be transmitted to and from foreign countries in the same manner 
as secret documents. 

20. Routine correspondence, receipts, and reports.-Routine correspondence, 
receipts, or returns, and reports of possession, transfer, or destruction need not 
be classified if reference therein to classified or registered documents is. made by 
file number or short title only, with no indication of the subject matter or 
classification. 

21. Storage of classified documents.-a. Storage of classi,fied documents not 
registered. 

(1) Secret' and confidential documents, other than registered documents, 
will be stored in the most secure files available in a room that is 
kept locked when not in use. 

(2) Restricted documents will be stored and handled in such a manner as 
to insure a reasonable degree of security. 

b. Storage of registered documents. 
(1) Registered documents will be stored in the most secure space available, 

preferably_ the equivalent of a three-combination safe. If a three
combination safe is not available; then the documents should be kept 
constantly under armed guard. 

(2) Only commissioned officers, warrant officers, and specially trusted 
enlisted men and civilian employees will be permitt\!d to have access 
to the containers of registered documents or the combinations or 
keys thereto. / 

(3) Safes containing registered documents will habitually be kept locked 
with the full combination whenever they are not under the· direct 
supervision of a person officially entrusted with the combination . 

c. Cryptographic documents.-So far as practicable, cipher tables, alphabets; 
and keys will not be kept in the.same container as the code books, documents, and 
deviCes to which they apply. No SECRET document will be taken forward of 
battalion command post. 

d. Daily inspection.-A:.t every headquarters an inspection will be made each 
day immediately before the close of business to insure that all secret and con
fidential documents and cryptographic devices have been properly put away. 

e. Security in fieZd.-In tactical .operations, actual or simulated, the com
manding officer of the unit concerned is responsible that all documents are given 
the maximum security possible under the circumstances. No secret document 
will be taken into the front lines. 

f. Security aboard ship.-Where a ship's strong room is available, classified 
documents in transit will be stored therein. 
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22. Return 'of secret and confidential documents:-upon change of station 
or separ~tion from the military service, an officer will return to the source from 
which received, or otherwise properly account for, all secret and confidential 
documents which have been issued to him. 

23. Destruction of classified documents.-a. Secret and confidential docu
ments. 

,(1) When competent authority directs the destruction of secret .or confi-
dential documents, they will he burned by the custodian thereof in 
the presence of a disinterested officer. The certificate of destruction 
will be signed by both the custodian and the witnessing officer be
fore submission to the officer 'directing the destruction. If the. docu-· 
ments are registered, the certificate, signed by the custodian and · 
the witnessing officer, will be sent to the officer directing the 
destruction, who will forward it to the office of record indicated 
in the registered document. If the headquarters has only one com
missioned officer, the report will so state. Exceptions hereto may 
be authorized only by the War Department. 

(2) Preliminary drafts; carbon sheets, plates, stencils, stenographic notes, 
and work' sheets containing secret or confidential data will be de
stroyed by the person responsible for .their production immediately 
aft.er· they h'ave ·served' their purpose or will be given the same 
classification and safeguarded in the same manner as the material 

·produced from them:. 
b. Res.trictei documents.-Restrieted documents will be destroyed in any cOI,i-

venient way which will render them useless. 

SECII'ION III 

REGISTERED DOCUMENTS 
Paragraph 

Authority to designate-------------------~----------------------------------- · 24 
Additional marking__________________________________________________________ 25 

Re'hsion or reproduction----------------------------------------------------- 26 
Notification of change of classification_________________________________________ 27 
Inventory and report of possession-------------------------------------------- 28 
Reports of transfer and destruction _______ 

7
____________________________________ 29 

Prescribed forms ---------------------------------~-------------------------- 30 

24. Authority to designate.-Officers auHwrized to originate and issue secret, 
confidential, or restricted documents. will designate as registered such secret, 
confidential, and restricted documents issued by them as they deem necessary in 
th.e interest of national defense. Only dOCUf!tents of emceptional importance will 
be registered. 

25. Additi_onal marking.-,-a .. In addition to the marking secret, confidential, 
or restricted, the title page or inside front cover of a registered document will 
ordinarily show the register number, short title, office of record to which returns 
will be made, and instructions covering tJ:ie returns for its accounting and for its 
ultimate disposal. If. this is not practicable, the required data will accompany 
the registered document on a separate sheet. 

b. All references to registered documents in semiannual or transfer reports, 
ordinary reports of destruction, or unclassi!ied documents or correspondence will 
be by short title only, and such reports or correspondence need not be classified. 
Any correspondence or pa~r which refers to a registered document by a title 
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other than the short title must have the same classification ,as the registered 
document. 

26. Revision ·or reproductio,n.-a. A new or revised edition of an old regis
tered document may be assigned a new sport title, but, where this is undesirable,. 
the old short title followed by a symbol which will differentiate the new edition 
.from the old edition is permissible. 

b. Reproduction of a. registered document is forbidden except by authority of 
the office of origin. 

27. Notification of change of classification.-When the classification of a 
registered document is changed, the office of record will notify. all. offices to which 
it has been issued. · . · 

28. Inventory and report of possessio'q.--;-a. Custodians will keep a complete 
inventory of all registered documents except those listed inc below and will make, 
or have made, on June 30 and Decemb.er 31 of each year, an accurate return 
therefor to the proper office of record. . . . 

b. In making a semiannual report of possession the following de.tails w.ill be 
observed: 

(1) Each item will be physically inspected and its register number checked 

(2) 
against the inventory. · . 

At headquarters having two or more commissioned officers the CUSc 

todian and one other disinterested officer will make the inventory 
and both will sign the report. If the headquarters has only one 
commissioned officer, the report will so state. 

c. No semiannual report of possession will be made of-
(1) Training editions of code books, cipher alphabets, or k.eys, or of non

registered cipher devices accounted for a,s ordinary property. 
(2) Registered documents which have ·been ·placed in custody or storage 

for l;listorical purposes. " . 
d. Whenever a registered document is fom;1d which is not charged to the finder, 

a reasonable effort will be made to determine the .office to which it pertains. If 
this is not found, the document will be forwarded tl.trough military channels to 
the issuing authority for disposition. 

29: Reports of transfer and destruction.-a. When a re~stered document 
is transferred from one person to another, or if the custodian .. remains. the same 
but the organization's designation changes, a certificate of ,transfer in .triplicate 
will be made. The certificate, containing an acknowledgment of receipt by. the 
receiving. officer, will be dated and signed by the transferring officer. 

b. Immediately upon completion of the transfer, the original of the transfer 
certificate will be forwarded direct to the office of origin. A_ copy of the certifi-. 
cate of transfer will be retained by each of the officers concerned. 

c. ·whenever a registered document is removed from its.proper place of custody 
and issued to another. person, the· custodian will require a written receipt. 

d. Registered documents will not be accounted for as prescribed for oi·dinary 
property in· AR 35-6520 .. The forms described in paragraph 30 will be used in 
lieu of shipping tickets, ·memorandum receipts, stock record cards, etc. 

e. The issuing authority normally designates'.V\'hen registered documents will 
be destroyed and upon such notification registered documents will be destroyed 
as indicated in paragraph 23 and report of destruction forwarded. 

30. Prescribed forms.-a. War Department .Form No. 32 (Record Card
Registered Documents or Devices) will be used for. recording . all temporary 
transactions involving an individual registered document. 

13 
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b. War Department Form No. 33 (Record Card-Registered Documents or 
Devices-Station) will be used by each officer making a consolidated record of 
all transactions concerning registered documents. It serves as a check to 
prevent the undiscovered loss of the individual card, War Department Form 

No.32. 
c. War Department Form No. 34 (Semiannual or Transfer Report of Registered· 

Documents or Devices) will be used in transferring registered documents and in 
reporting the semiannual inventory thereof. 

d. Other forms authorized by separate branches for special purposes ·such as 
report of destruction will be employed where applicable. 

· SEOrioN IV 

CRYPTOGRAPHIC SECURITY 
Paragraph 

Authorization of cryptographic systems _____ _:__________________________________ 31 
Restrictions on use of authorized codes--------~-------------:. __________________ · 32 
Personnel authorized to perform cryptographic duties____________________________ 33 
Cryptographic security officer-----------------------------~:.__________________ 34 
Sources of danger to cryptographic securitY--------.,---------------------------- 35 
Responsibility for classification of messages---------~-------------------------.:: 36 
Drafting messages-----------------~------------'----------------------------- 37 
Selection of cryptographic system _________ ., ____ :. ____________ --~--------------- 38 
Paraphrasing· messages ------------------------------------------------------- 39 
Method of handling outgoing secret messages------------------------------------ 40 
Method of handling incoming secret messages--------------------~-------------- 41 
Method o.f handling outgoing and incoming confidential messages---------------'--- 42 
Method of handling restricted messages---------------------------------------- 43 
Confirmation copies of cryptographed messages prohibited------------------------ 44 
J?.isposition or destruction of registered cryptographic material------------'---;----- 45 

31. Authorization of cryptographic systems.-.All codes, ciphers, and cipher 
d'evices intended for use in the military service will be authorized only by the 
w'ar· Department. For forces in the field in time of war, this authority may be 
delegated to theater commanders and to oversea department commanders for 
special use within their theaters or departments. 

32. Restrictions on use of authorized codes.-a. The use of any authorized · 
code, cipher system, or cipher device for cryptographing personal messages is 

forbidden. 
b. · Messages for other departments of the Government and for commercial 

firms engaged in producing war materiel under Government contract may, when 
necessary, be cryptographed in War Department systems provided the text as 
supplied by the other Government department or firm is paraphrased before 
transmission without reference to the originator and also after transmission if 
delivery is made to an agency other than a military establishment. 

!33. Personnel authorized to perform cryptographic duties.-a. No author· 
ized cryptographic system will be employed by any person who is not thoroughly 
familiar with the provisions of these regulations and an instructions pertaining 
to the cryptographic system to be employed. 

b. Secret messages.-The cryptographing and decryptographing of messages 
classified as secret will be performed under the supervision of a: commissioned 
officer. For the specific qualifications of personnel who may be permitted 
actually to perform secret crytographic work, reference should be made to letter 

J 
instructions on this subject issued by the War Department. · 
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(1) At aII headquarters of divisions and larger units the cryptographing 
and decryptographing of confidential messages will be· performed 
by personnel as prescribed for secret messages. 

(2) At all headquarters of units smaller than a division, messages classi
fied as confidential will be crytographed or decryptographed by 
personnel of the cryptographic section of the message center. 

_d. Restricted messages.-At all headquarters, messages classified as restrictedj 
will be cryptographed or decryptographed by personnel whose duties normally 
require the performance of this work. • 

34. Cryptographic security offi.cer.-a. At each headquarters maintaining a 
message center there will be, a cryptographic security officer, who ordinarily 
will be the officer in charge of .the message center. He will be the custodian 
of cryptographic material and will be responsible for all measures necessary 
to insure cryptographic security. · 

b. If the cryptographic security officer believes that, in view of his knowledge 
of· other messages on the. same or like subject, a message has been incorrectly 
classified, or if he believes that the regulations governing the drafting and 
classifying of the message have been violated, he will request the originator to 
make the necessary change in the message or in its classification. If the origi
nator does not comply with the request of the cryptographic security officer, the 
matter will be referred to the commanding officer of the headquarters concerned. 
for final decision. 

c. Cryptographic duties at any station where there is no regularly consti
tuted message center will be performed by the originator of the message or by 
personnel especially designated by the commanding officer. When cryptographic 
work is thus performed, the files of literal plain text messages and of cryptograms 
must be kept in different locked containers. 

35. Sources·of danger to cryptographic security.-In order to insure crypto
graphic security· the following principles must be observed: 

a. Cryptographic material will be given the most secure storage available and 
will never be-left unattended except when deposited in a three-combination safe 
or its equivalent. See also paragraph 2lc in this connection. 

b. Care must be exercised in the drafting of messages destined to be crypto
graphed. The originator of any classified message is responsibl~ for strict com-
pliance With the provisions Of paragraph 37. I 

c. The classification of messages must receive careful consideration by the 
originator since overclassification and underclassification are equally to be 
avoided. When a message has been classified and sent, all subsequent messages 
referring thereto must bear the same classification if any reference is made to 
the original message by subject or serial number, except where the originator 
underclassified the original communication, in which case the proper higher . 
classification will be used. See paragraphs.6 to 11, inclusive. · -

d. The selection of the prope·r cryptographic system is a responsibility of the 
cryptographic security officer or the custodian of cryptographic matei'ial where 
there is no cryptographic security officer. He 1'should be governed by the· pro
visions of paragraph 38. 

e. If time and availability of personnel permit, the cryptographed text of mes
sages should be checked prior to transmission. The check should determine that 
the ·instructions governing the system employed are carefully followed. Par
ticular care must be taken to assure that no plain text appears in the body of 
the message. 
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f. The handling and filing of both plain and cryptographed text should con
form to the procedure described in paragraphs 40 to 44, inclusive.' 

g. Paraphrasing is resorted to as a protection to the cryptographic system and 
will not be used in such a manner as to permit loose handling of classified mes
sages. Paraphrasing ,is employed only when the content of the classified mes
sage is released to the public or given a W:ide distribution within the Army, or · 
when it is necessary to repeat in a different cr.yptographic system or in a differ
ent key of the same system, all or portions of a previously cryptographed mes
sage, or message sent in plain language. 
• 36. Responsibility for. classification of messages.-a. Within the limita

tions prescribed in paragraph 42b the originator of a message is responsible that 
the classification given to it conforms to the definition given in paragraphs 2, 3, 
and 4 .. He is also responsible foi: the proper marking of the message before for-. , 
warding it for cryptographing and transll1ission. 

b. A message will invariably be classified and marked scm-et, confidential, or 
restricted-

( I) When it contains information which is secret or confidential except 
when marked SEND· IN CLEAR as indicated in paragraph 42b(2). 

(2) When it contains µiatter the transmission of which in plain language 
is prohibited by AR 105-25. · 

37. Drafting .messages.-..:.a. Routine reports and messages which must be 
given a wi~e distribution, or the contents of which have been or may. eventually 
be furnished the press, or which contain extracts or quotations from a newspaper, . 
magazine, or. any .other document available to the public, will be pre~ared so 
as to permit their transmission in plain language or . will be classified as 
restricted. 

b. Standardization of the content and form of such documents as field orders 
and operation instructions is necessary, but when fixed expressions are repeated 
in a message the results are exceedingly dangerous to cryptographic security. 
Hence stereotyped phraseology, and set form .of expression, especially at the 
beginning or end of a message, will not be used.. Examples of stereotyped 
beginning are as follows: "Reference. your," "Reurad,". "Reference .my," etc. 
Necessary references will be placed in the body of the message; ,, 

c. Words not important to the sense will be omitted. Conjunctions and 
prepositions ~ill be reduced. to the .minimum, and every effort will be made. to 
avoid repetition of words. 

d . . The originator of all classified messages will paraphrase such portions as 
are quoted from-

( l) A message in plain .language. 
(2) A message in the same or another cryptographic system. 
(3) A newspaper, magazine, or document available to the public. 

e. Punctuation words, such as stop, period, and comma, will be avoided when
ever the meaning is clear without them. Punctuation marks should be spelled 
out when it is essential that. they be transmitted.in the body of the message. 

38. Selection qf cryptogri,tphic system.-a. ·Subject to modification as out, 
lined•in paragraph 34b, the. classification. secret, confidential, or restricted given 
a message by its originator governs the cryptographic. system to be used in 
cryptographing the message. · 

'. 
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b. In order to prevent the cryptographing of identical subject matter by means 
of different codes and ciphers, once the message has been._ cryptographed, all 
subsequent messages on the same subject will normally be similarly crypto
graphed. Only a higher headquarters concerned is authorized to change the 
cryptographic system employed. If a change is authorized, reference to. previous 
messages by their reference numbers will be avoided. 

c. The mere acknowledgment of a cryptographed message need not be classified. 
d. When the same clear-text message is transmitted to several '"addressees, it 

will ordinarily be cryptographed but once and sent to all addressees. If this is 
impossible because all addressees do not have identical codes or ciphers, the text 
of each message which must be cryptographed in a different system will be 
carefully and differently paraphrased for each system before cryptographing. 
This paraphrasing is the responsibility of the cryptographic security officer who 
should furnish the originator copies of each of the paraphrased· versions. 

·39. Paraphrasing messages.-a. In paraphrasing, it is not sufficient to para
phrase only the beginning or ending of the message; the entire message will be 
subjected to the process. 

b. Paraphrasing consists in applying all the following processes to the message: 
(1) Changing the sequence of the paragraphs. 
(2) Changing the sequence of the sentences in each paragraph. 
(3) Shifting the positions of the subject, predicate, and modifiers in each 

sentence. 
(4) Ch.anging from active to passive voice or vice versa. 
(5) Substituting synonyms or equivalent expressions. 

c. When paraphrasing must be resorted to in connection with·messages having· 
identical or nearly identical plain text, effort will be maP,e to change the lengths of 
the paraphrased version so that the cryptograms will not resemble each other even 
in that respect. 

: .d. A paraphrase· of a message will be accorded the same· classification as the 
original message. 

40. Method of handling outgoing secret mes:;ages.-a. The procedure 
hereinafter described will be followed at all headquarters, except the War Depart· 
ment in which the procedure will be as determined by the Chief of Staff. 

b. The originator will prepare and number all copies of secret messages, send 
the original to the message center, and retain one copy for .temporary file. Other 
carbon copies~ all numbered an.d bearing the following notation, may be sent to 
local officers directly concerned : 

The making of an exact copy of this message is forbidden. Only such extracts 
as :ire absolutely necessary will be made and marked secret. This· copy will be 
safeguarded with the greatest care· and will be returned to the originator without 
delay. · 

All such copies will be· carefully accounted for by the originator and will be 
destroyed when returned. 

c. The original plain-text copy sent to the message center by the originator will 
be cryptographed at the cryptographic section of the message center. In message 
centers serving tactical units one copy only of the cryptographed message will be 
made and it will be sent to the trans~itting agency. In the zone of the interior 
the number of copies to be made of the cryptographed message will be determined 
by the commanding officer of the headquarters .concerned. All work .sheets used 
in. cryptographing the message will be immediately destroyed by burning. 

. ' 
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d. The original copy of the literal plain text will be marked SENT (date) and 
returned to the originator who will place it in his· secret file for outgoing messages 
and destroy the retained copy by burning. Only one copy of the literal text. 
will be filed in the originator's office. 

e. The transmitting agency will send the cryptographed message, retaining ~t 
least one copy in its file of outgoing messages for final disposition in accordance 
with local regulations. 

41. Method of handling incoming secret messages.-a. The procedure here
inafter described will be followed at all headquarters, except the War Department 
in which· the procedure will be as determined by the Chief of Staff. 

b. An incoming secret message will be copied in duplicate by the receiving 
operator; the original will go to the cryptographic section of the message center 
and the carbon copy to the files of the receiving station or message center, where 
it will be disposed of in accordance with local regulations. 

c. A cryptographer will decryptograph the .message, making only one_ copy of 
the decryptographed literar plain text, which will be marked SECRET and 
delivered to the addressee. The cryptographed version will be retained in the 
files of the message center, where it will be disposed of in accordance with local 
regulations. All work sheets used in decryptographing will be destroyed· by 
burning. The cryptographic section will not retain any copy of the plain text in 
its files. The placing o·n the message blank of any marks or notations even 
remotely connected with the cryptographic system or steps in decryptographing 
the message, such as underlining key words, indicating groupings corre.sponding 
to lengths of columns of key, etc., is forbidden. 

d. The addressee may make and circulate a limited number of literal. copies 
for the information of other officers directly concerned. These carbon copies 
will all be numbered and bear the following notation: 

The making of an exact copy of this message is forbidden. Only such extracts 
as are absolutely necessary will be made and marked SECRET. This copy will 
be. safeguarded with the greatest care and will be returned to ------------
without delay. · 

A"JJ such information copies will be carefully accounted for by the addressee 'and 
will be destroyed when returned. Only one copy of the literal text of the message 
will b~ kept in the addressee's office. 

42. Method of handling outgoing and incoming confidential messages.
a. At· administrative headquarters h(J!l)·ing fimed message centers.-Whenever 
practicable, the procedure to be followed in the handling of messages in confi
dential codes or ciphers will be substantially the same as that prescribed for 
those transmitted in secret code or cipher, except within the War Department in 
which the procedure will be as determined by the Chief of Staff. They will, 

·however, be marked and safeguarded in accordance with provisions of these 
regulations governing confidential documents. 

b. In tactical operations, simulated or actual. 
(1) All mess.ages not classified as secret will be regarded as confidential 

but need not be so marked. The procedure to be followed is pre
scribed in FM 24-5, and in other pertinent regulations and instruc
tions issued by proper authoi:ity. All radio messages except those 
noted in (2) below will be transmitted in cryptographic form. 

(2) When the tactical situation is such that time cannot be spared for 
cryptographing, and when the information to be transmitted, if 
intercepted by the enemy, cannot be acted upon il! time to influence 
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the situation in question, a commanding officer or his authorized 
representative may order the transmission of a message in plain 
language. by a radio station serving his headquarters or command. 
Such written messages will be marked SEND IN CLEAR over the 
signature of the commander or his authorized representative. 

43. Method of handling restricted messages.-The procedure to be followed . 
in the handling of messages in restricted codes and ciphers will be substantially 
the same as-that prescribed for those in confidential code or cipher, except that 
the number of copies need not be limited nor need they be numbered. 

44. Confirmation copies of cryptographed messages prohibited.-The send
ing by any means whatsoever of confirmation copies of the plain text of messages 
transmitted in code or cipher is strictly prohibited. 

45. Disposition or destruction of registered cryptographic material.--a. 
Whenever a person who has been issued registered secret or confidential codes, 
ciphers, cipher devices, or documents pertaining thereto, has no further need for 
them, he will report that fact to the Chief Signal Officer or in the case of the field 
forces in time of war to the signal officer of the headquarters charged with the 

. issue of such documents. . 
b. When it has become highly probable that cryptographic material will be 

subject tq loss or compromise, all documents and translations of messages will 
be destroyed by burning, and the cipher machines or devices win be destroyed 
beyond use or repair, and if possible, beyond recognition. 

c. When cryptographic documents or .devices have become unserviceable through 
long use, request for their replacement will be made to the issuing authority. 

SECTION V 

MATERIEL 
. Paragraph 

Authority to classify _________________ _:______________________________________ 46 
Notification of classification or reclassification__________________________________ 47 
Responsibility for safeguarding technical information--------------------------- 48 
Classification of information from commercial firms---------~-------------------- 49 
Dissemination of classified technical information________________________________ 50 
Iiivitations for .bids and contracts---------------------------------------------- 51 
Consultations with responsible manufacturers------~- .. -----------~-------------- 52 
Responsibility of Army representatives or inspectors------------------------------ 53 
Responsib.ility of Government contractors-------------------~------------------ 54 
Tests of classified materiel.: __________________________ _: ____ .___________________ 55 
Public ;display of classified materieL ________________________________ :_ _____ ~--- 56 
Release of information or sale of materieL------------------------------------- 57 

46. Authority to classify.-When.ever the chief of a supply service responsi
ble for a research project or for the design, development, test, or production or 
procurement of. an ,article of materiel or a ~omponent thereof shall determine 
that the maintenance of any degree of secrecy regarding them is sufficiently 
important to the national defense, he will classify it as secret, confidential, or 
restricted. 

47., Notification of classification or reclassification.-Whenever the chief of· 
a supply service in charge of a research project, design, development, test, or 
production of a unit of materiel or component thereof shall determine that the 
materiel should remain classified after issue or that a change or cancelation of 
classification is desired, he will notify The Adjutant General, whq in turn will 
inform all concerned. 
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48. Responsibility for safeguarding technical information.-a. Chiefs of 
supply services engaged in the preparation of plans, research, and development 
work, or new design, test, production, procurement, storage, or use of classified 
materiel are responsible for the promulgation of such additional instructions as 
may be required for the safeguarding of information in the offices, establishments, 
laboratories, shops, or .Army posts under their 'jurisdiction. 

b. All secret, confidential, or restricted models, exhibits, dies, machines, and 
other ·similar items which are to be loaned, leased, or given to a commercial 
organization will be properly marked to, indicate classification when practicable. 
If such marking is impracticable, the commercial organization will be specifically 
notified in writing of the classification of such items and of the pertinent provisions 
of the Espionage .Act. 

49. Classification of information from commercial firms.-Information ob
tained from civilian manufacturers concerning proprietary processes will be 
classified as confidential unless otherwise authorized by the firm concerned. 

50. Disseminatfon of classified techniCal information.-Classified informa
tion concerning technical projects or developments may be imparted only to 
persons in the military ancl naval services of the United States, including civilian 
employees, who have a legitimate interest therein, and to .American citizens of 
known loyalty and discretion who of necessity must be informed because of their 
cooperation in the work, project, or development. 

51. Invitations for bids and contracts.-a;. Prior to furnishing a prospective. 
bidder or contractor with drawings, specifications, or other pertinent information 
concerning any project or projects of a secret, confidential, or restricted nature 
and annually thereafter so long as such documents, etc., are in his custody, a 
general secrecy agreement reading substantially as follows will be signed by the 
individual or by a responsible officer on behalf of the firm or corporation concerned: 

In consideration of the receipt of drawings, specifications, and accompanying 
inclosures, models, or materiel, and information disclosed orally, concerning 
projects of a secret, confidential, or restricted nature, delivered to the undersigned 
prior to or coincident with the date of this agreement and listed on Exhibit A 
whreh is attached hereto and made a part hereof, or to be issued to the under
signed subsequent to the date of this agreement, the foilowing terms are agreed 
to by or on behalf of the undersigned individual, firm, ·Or corporation, and any and 
all representatives, agents, employees, or subbidders or subcontractors thereof: 

·i. The undersigned will neither supply nor disclose any information regarding 
the drawings, specifications, and accompanying inclosures, or models or materiel, 
or information disclosed orally, referred to herein to any unauthorized person, or 
incorporate in other projects special features of design or construction peculiar 
to such drawings, specifications, and accompanying inclosures, or models or 
materiel, or information disclosed orally. 

2. The undersigned will not permit any alien employed or to be employed by 
the undersigned or by any subbidder or subcontractor to have access to the draw
ings, specifications, and accompanying inclosures, or models or materiel referred 
to herein, or to engineering principles, composition, subassemblies, or assemblies 
which are vital to the functioning. or use of the article or to the work under any 
contract for the production thereof, or to the contract trials, without the written 
consent beforehand of the Secretary of War. 

3. The undersigned will not make or permit to be made reproductions .of the 
drawings, specifications, and accompanying inclosures or of the models or materiel, 
except as specifically authorized by the contracting officer or bis duly authorized 
representative. If reproduction of any drawings, specification.s, and accompany
ing papers, or of models or materiel, is authorized, the undersigned will promptly 
submit the product obtained to the contracting officer or ·his duly authorized 
representative for censorship or such other action as he may deem necessary. 
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4. If a bid is not submitted on a project of a secret, confidential, or restricted 
nature as to which .drawings, specifications, and accompanying inclosures, and 
models or materiel. have been issued to the undersigned,"or if a bid is made and 
uot accepted, or in case award is made, upon the completion of the contract .the 
undersigned will promptly return by hand, by registered mail, or by insured 
express, such drawings, .specifications, and accompanying papers, or models or 
materiel, together with all copies thereof, to the office from ·which the original' 
copies were received. 

5. (a) The undersigned agrees to bring or cause to be brought to the attention 
of ·all persons engaged in tbe. preparation of the bid, whether sub:giitted or not, 
including subbidders and their employees, the following provisions 'of law: 

.Espionage Act: Subparagraphs (d) and (e), sec. l, act June 15, H>l7 (40 Stat. 
217) ; sec. l, act March 28, 1940 (54 Stat. 79; 50 U. S. C. 31; M. L., 1939, Supp. I, 
sec. 2181). ·· 

·Sec. 1, act January 12, 1938 (52 Stat. 3; 50 U. S. 0. 45; M. L., 1939, sec. 2187a), 
and E. 0. 8381, March 22, 1940; 5 F. R. 1147; 50 U. S. C. 45; M. L., ·1939, Supp. I, 
sec. 2187a. 

·secohd War Powers Act, 1942, sections 1402, 1403, act March 27, 1942 (Public 
Law 507, 77th Cong.).· 
. ( b) If the successful. bidder· on. any project,. the undersigned agrees also to 
bring or cause to be brought to the attention of all persons engaged in the per
formance of the contract, including persons employed on subcontracts, the provi-
sforis of the law enumerated in (a) above. . . . . .. . . " 

6. The undersigned further agrees that no information in connection with any 
secret; co.nfidential, or restricted project will be giveri to any person not in the 
contractor's or· subcontractor's employ except upon the written consent before
hand of the contracting officer or his duly authorized representative. 

' . I 

b. The execution of t:P.e general secrecy agreement required in a above with 
any individual, firm, or corporation prior to the delivery of any classified mili
tary information, and the annual secrecy agreements e:i;:ecuted thereafter, will 
constitute· authority for delivery to such· individual, firm, or corporation from 
time to time of other or additional classified information pertaining to any secret, 
confidential, or restricted project, without the necessity of executing a specific 
secrecy agreement in each case. A receipt substantially as follows will be 
qbtained when the addititmal classified data are submitted to those who have 
entered into such agreement. 
. Receipt is acknowledged of ---------~----------- and it is recogi1ized that 
thes~ data are classified and come. within the purview of the secrecy agreement 
signed by -.----------------- on ~------'-----:__, 

. 5.2 .. Consultations with i·esponsible manufacturers.:.__~he commanding offi
cers of :arsenals and depots and .other officers engaged in work on Government 
contracts are authorized to consult with all interested manufacturers or their 
representativ~s, inventors, and other persons concerning technical matters in 
which they have a legitimate interest. They will, however, inform all such 
persons of the classification of the projects, works, and developments. 
. 53. ,Responsibility of Army representatives or. inspectcirs.-a. Army repre
senta!iv~s. or ,inspectors of the supply service .are the local representatives of the 
War Department and will take the necessary measures to insure the safeguard
ing of classified information or projects in the hands of the contractors or in 
process of manufacture in: their plants. 

b. Army. representatives or inspectors wi~l 'adyise contractors as. to their 
responsibilities and the practical measures to be taken to safeguard secret, con
fidential, and. rest~icted matters and will act fav'orably, if practicable, on any 
suggestion or request of the company tending to pres_erve secrecy. If at any 
time condit[ons. :at any .plant, or any action of a company or .its .employees, 
jeopardize tpe security of c.Jassified matter pertaining to the V\'.'ar Department 
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or violate the provisions of the Espionage Act, the Army representative or 
inspector will request the contractor to take prompt remedial action. If ade
quate precautionary measures are not taken.immediately, he will report promptly 
to the chief of the supply service concerned and, if the situation requires, to 
the commanding general of the service command in which the item is in process 
of manufacture. 

c. When Army and Navy inspectors are on duty at the same plant, the Army 
inspector will coordinate all security measures with the Navy inspector in order 
to avoid conflicting demands upon contractors. 

54. Responsibility of Government contractors.-a. A private individual, 
firm, or corporation which enters into a contract to engage in technical work for 
the War Department becomes responsible. in matters _within his or its control 
for the safeguarding of all secret, confidential, or restricted matters that may be 
disclosed or that may be developed in connection therewith. A clause to this 
effect will be included in such a contract, but its omission will not release the 
contractor from his responsibility under the Espionage Act and other pertinent 
laws. 

b. Contractors are responsible that all classified projects allotted to subcon
tractors or agents are fully protected by a similar agreement. 

c. Whenever for any reason a contract agreement or subcontract has been 
made which does not include a security clause but later is found to involve 
secret, confidential, or restricted matter, the supply service concerned will take 
the necessary steps to insure that the project or work is properly classified and 
that the contractor, agent, or subcontractor is informed of the classification 
and of his responsibility in the matter. 

55. Tests of classified materiel.-Tests of classified materiel will be ade
quately safeguarded by all responsible officers. 

56. Public display of classified materiel.-a. Commanding officers are re
sponsible that all classified parts, components, or features of materiel are prop-· 
erlY. safeguarded during maneuvers, drills, parades,· ceremonies, assemblages, 
demonstrations, or exhibitions open to the general public. 

b. (1) Photographs of equipment while in process of development or those 
revealing processes of manufacture are prohibited unless authorized 
by the chief of supply service concerned. After an article of equip
ment has been issued to combat units, release of photographs is 
permissible unless specifically prohibited by the instructions issued 
therewith. 

(2) Requests for permission to take photographs of classified materiel, 
projects, or processes of manufacture will be referred to the War 
Department through the proper chief of supply service. If authority 
is granted, it will be_ with the understanding that the resulting 
photographs will be submitted to the War Department for review 
prior to release. 

57. Release of information or sale of materiel.-a. Domestic sale, divulging 
information in connection with negotiations for foreign sale, and foreign manu-· 
facture of items of Army and Navy materiel and equipment are not permitted 
unless the War and Navy Departments are agreed that military secrecy is not 
compromised thereby. · 

b. International traffic in arms. 
(1) The State Department administers international traffic in arms ·and 

military materiel coming within the scope of the Regulations Gov-
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erning the International Traffic in Arms, Ammunitions, and Imple
ments of War and Other Munitions of War. 

(2) The State Department will not release for foreign sale any item 
coming within the scope of these regulations until the War and 
Navy Departments have stated that there is no objection to the 
release on grounds of secrecy affecting the national defense. 

SECTION VI 

VISITORS 
Paragraph 

Classification---------------------------------------------------------------- 58 
Authority for admission ______________________________________ :________________ 59 
Responsibility of commanding officer, Army representative, or .inspector____________ 60 
Responsibility of Government contractors-------------------~------------------- 61 

58. Classification.-a. Foreign nationals.-,-For the purpose of these regula
tions.foreign nationals include-

(1) Representatives, officials, or. employees of a foreign government having 
an official status. 

(2) All other foreign nationals and citizens of the United States repre
senting a foreign government, firm, or corporation. 

b. Unitea States citizens.-All citizens of the United States not included in 
a above. 

59. Authority for admission.-a. General.-Correspondence and communica
tions relating to visits will be routed direct between the various offices concerned. 

b. Foreign nationals. 
(1) Foreign nationals (see par. 58a) will be admitted to Government or 

commercial manufacturing establishments and experimental labora
tories engaged on classified work or projects, and to military po.sts, 
camps, and airfields only on written authority of the Assistant Chief 
of Staff, G--2, War Department General Staff. 

(2) Application for such visits will be made through the appropriate 
diplomatic representatives except in the case of foreign nationals 
employed by citizens of the United States or by firms or corporations 
owned or controlled by citizens of the United States, for whom 
applications will be submitted by their emploiers, approved by the 
commanding officer or management of the establishment to be visited, 
and forwarded with the recommendation of" the chief of the supply 
service or appropriate commanding general of the service command 
concerned to the Assistant Chief of Staff, G-2, War Department 
General Staff. 

(3) Applications submitted through either of the channels described above 
will include the folloiwing information: 

(a) Name in full. 
( b) Official title or position. 
(c) Name of plant or plants, posts, camps, or airfields to which 

admission is desired. 
(d,) Date of visit or dates between which visits are desired. 
( e) Purpose of visit. 

For foreign nationals employed by Citizens of the- United States 
or by firms or corporations owned or controlled by citizens of the 
United States the following additional information will be required: 
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(!) Nationality. 
(g) Length of service with present employer. 

(4) Prior to authorizing a visit to a War Department or commercial 
manufacturing establishment engaged in classified work or projects, 
the Assistant Chief of Staff, G-2, War Department General Staff, 
will secure the recommendations of ·the Navy .Department and the 
chief of the supply service concerned. Members of the armed forces 
of Canada and Mexico may, however, be admitted to Army posts, 
camps, and airfields near the borders of those countries for occasional 
visits on the authority· of the commanding general of the army, 
defense command, or service command having jurisdiction over such 
posts, camps, or airfields, without reference to higher authority. 

.c. United States citizens.-Subject to the .approval of. the .commanding ~fficer 
or the contractor, United States citizens, except those representing a foreign 
government, firm, or corporation, may be, admitted .to War Department or com
mercial manufacturing establishments engaged on classified work or projects 
under the following conditions : · · 

(1) Casual vi~itors may tie ad~itted ·provided no sec:et, confidential, or 
restricted work or project is shown or discussed. 

(2) 'rtepresentatives .of other United States Government agencies, manu
facturers, or their representatives, engineers, and inventors cooperat
ing in War Department w\:irk and having a legitimate interest 
therein may be shown .such works or projects as are co.nsidered 
necessary and desirable by the responsible chief of supply service. 
Authority for admission will be in writing. . 

(3) Accredited reporters, photographers, and other· representatives of 
publicity agencies may be admitt.f!~.,.to ,manufac~uring establish
ments engaged on work for.the War Department provided classified 
matters, proj.ects, or processes of -~~nufaci:ure are not shown or 
discussed with them. News item~; photographs, and ll)..otion pictures 
resulting from the visit mus.t . be submitted to the .i\,ssistant Chief 
of Staff, G-2, War Department General Staff, for release prior to 
publication. 

60. Responsibility of commanding officer, Army representative, or inspec
tor.-a. The commanding officer of a ~i.lit~ry manu~acturlng ·.establishment or 
the Army representative or inspector at a commercial nianufacturing establish
ment is the local representative of the War Department in all matters regarding 
the admission of visitors, If, iii his opinion, the situation at the· time makes the 
admission of· a visitor inadvis~bl~, he is empowered to postpone the visit and 
request instructions.from the office whic.h authorized it. · 

b. The commanding officer or Army representative wil! make a 'report to the 
Assistant Chief of Staff, G-2, .War Department Ge!!eral . Staff, through the 
appropriate chief of supply service· or commanding .general, service command, 
giving the following information concerning foreigners ·who visit establishments 
engaged in classified projects: · · 

(1) .Name, official position, apd nationality. 
(2:) Authority for the visit. 
(3) Matters in which the visitors showed the greatest i.nterest. 
( 4) General nature of questions asked. 
(5) Expressed object of the visit. 

. ( 6) Ins'pector's estima. te of the real obJ" ect of the ~is.i.t. 11.·111 '' -
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(7) General estimate of ability, intelligence, and technical knowledge of 
the visitor and his proficiency in the English language. 

(8) A brief'list of what was shown and explained; 
61."Responsibility-'Cif' Government contractors.-a. Contractors or subcon

tractors engaged in work for the War Department must place such restrictions 
on the movements of persons employed or entering their plants or offices as 
will give adequate security to secret, confidential, or restricted matters in their 
possession. In view of the wide differences in organization, arrangement, and 
·physical make-up of individual plants, no specific rules are practicable. There
fore, local conditions at the plant and the classification of the project will deter
mine the security measures to be adopted. 

b. The following general procedure in regard to visitors at establishments or 
plants eng;iged in: classified projects for the War Department is prescribed: 

(1) Visitors will be accompanied during their stay at the plant by the 
inspector or Army representative, a member of his office, or some 
responsible person who is specifically informed as to the necessary 
limitations or restrictions, the scope of the visit, and the information 

' which ·may be furnished. 
(2) Unless specifically authorized by the authorities mentioned in para

graph 59, visitors will not be allowed in any shop, laboratory, 
drafting room, or section of a plant where secret, confidential, 
or restricted materiel is located or whei;:e classified work is in 
progress, nor will they be permitted to take photographs. · 

c. (1) War Department contractors will "submit to the commanding general 
of the service command, chief ·Of supply service, or Commanding 
General, Materiel Command, Army Air Forces, whichever is appro
priate, to whom their plants are assigned for continuing protection, 
at the end of each month, and upon the completion of the work 
or· project, a report of all visitors who have gained information 
concerning the classified work or projects. ·These reports will 
include the following information: 

(a) Name, official position, ·and nationality. 
. ( b) Address. 
(c) Authority for visit. 
(d) Whether authorization for visit was wlitten or oral. 
(e) Whether authorization for visit was received prior to or 

simultaneous with the visit. 
· (f) Number of authorizations received for which the corre-

. ·, sponding visits were not. made, .with detailed information 
1 · in each case. 

(2) The commanding. general of the service command, chief of supply 
service, or Commanding General, Materiel Command, Army Air 
Forces, .whichever is appropriate, to whom their plants are as
signed for continuing protection, will submit the reports to the 
Assistant Chief of Staff, G-2, War Department General Staff, 
through the appropriate chief of supply service. 

SECTION VII 

AIR. SP ACE RESERVATIONS, RESERVED AREAS, AND RESTRICTED 
AREAS -

Paragrapb 
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62. Air space reservations.-a. Establishment.-Air space reservations over 
~il~tary instal~ations or reservations over which the flight of aircraft is pro
h1b1ted or restricted for the purpose of national defense or for other governmental 
purposes are established by Executive order of the President of the United States, 
or by a State, Commonwealth, or Territory. 

b. Ter~~tory o! ~awa_ii.-Section 3, Afr Commerce Regulations of the Territory 
of Hawau, proh1b1ts private and commercial aircraft from flying over or crossing 
any part of Diamond Head and the fortifications of Fort Kamehameha and Fort 
Weaver. 

c. Philippine Commonweaith . .:..._Flying by any aircraft other than those of the. 
United States and Philippine Governments within a distance of 6 miles from the 
perimeter. of Corregidor Island, Fraile Island, Carabao Island, and Caballo 
Island, Manila Bay, and Subic Bay, Island of Luzon, and within 2: miles of the 
perimeter of Cavite Peninsula, Manila Bay, is prohibited by section SO Air Com
merce Regulations, the Government of the Philippine Islands dated October 15 
W35. ' ' 

d. Re~ponsibility of commanding of{icers.-The com~anding officer of a military 
r:servat10n, post, camp, station, .or installation over which an air space reserva
t10n has been established is responsible for the surveillance of the designated air 
space and for prompt report to The Adjutant' General, through military channels, 
of any illegal flight therein. · 

63. Restricted areas;-a. Designation.-The commanding officer of a post, 
camp, station, or installation is responsible for the designation and proper safe
guarding of restricted areas. If local conditions dictate, he will mark all ordinary 
entrances or approaches to such areas with a sign reading as follows: 

WARNING 

RE:STRlcrrED AREA 

It is unlawful to enter within this ------------------ without written per-

mission of --------------------· 
(Area. building, etc.) 

• (Authority) 

b. Procedure in case of violation. 
(1) The commanding officer of a military reservation, post, camp, station, 

or inst~llation will cause any person not subject to military law who 
enters a restricted area or building to be detained, warned of his 
rights, and interrogated by proper authority. If it is a first offense 
and there is no evidence of deliberate intent, the offender may be 
warned against repetition and released upon the surrender of any 
unlawful photograph, sketch, picture, drawing, map, or graphic rep
resentation in his possession. Otherwise the offender will be deliv
ered without unnecessary delay to the nearest United States marshal 
with a written statement of the facts, the names and addresses of 
the witnesses, and such pertinent exhi)Jits as may be available. 

(2) When an investigation reveals that a person not subject to military 
law has entered such a restricted area or building, custody of the 
individual not having been effected, the commanding officer will 
promptly forward in writing to the nearest United States district 
attorney a report of all the facts, including the names and addresses 
of the witnesses. 

( 3) A report will be made through military channels to the commanding 
general of the service command of each case brought t'o the attention 
o~ c~:il au~hority and wi~l i~clude a brief of all the facts and copies 
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Paragraph 
General------------------------------------------------------~----------~--- 64 
Rail movements ------------------------------------------------------------- 65 
·Embarkation_ --------------------------------------------------------------- 66 
Mov10m<0nt of V\Oss.ols ______________ .__________ __ __ ____ _ __ _ __ ___ _ __ _ _ __ __ _ ___ ___ 67 

Overseas---------------------------------------------~---------------,.,------ 68 

64. General.-a. Movement of troops or individuals, or any group or class of 
such movements may be classified as secret, confidential, or restricted by, or by 
authority of, any officer authorized to make or authorize secret classifications 
under paragraph 3c. All information relating to movements thus classified will be 
treated as in the same category as the movements to which it relates and ail 

· movements so classified will be governed by all the provisions of .this section. 
b. Officers and men will avoid talk or discussion of military matters while in 

any public place and will view with suspicion· any person asking questions about 
military subjects or discussing such topics where there is even remote possibility 
that the information may reach the enemy. 

c. All persons connected with the military service who receive information of 
proposed inland or. oversea movements, classified in accordance with a above, of 
organizations, detachments, or individuals are forbidden to make public the details 
of such movements. 

d. (1) The names of organizations, ports of ·embarkation, or ships to be used 
in troop movements, or the date of departure, arrival, or embarkation 
will not be disclosed. 

(2) When it'is necessary to advise relatives or other civilians of approach
ing departure, persons connected with the military service will not 
convey any information in regard to rail routing, probable time and 
date of departure from or arrival at any station, names of ships, 
ports of embarkation, or the destination of organizations. 

e. Commanding officers of troops or individuals affected by the/provisions of this 
section are responsible that such troops or individuals are instructed in such 
provisions, advised of their applicability, and warned of the danger involved in 
leakage of information concerning troop movements. . 

65. Rail movements.-The marking of cars or baggage to il"idicate an oversea 
destination, the date of departure, or the name of the ship is forbidden. Baggage 
for oversea shipment will be addressed to the commanding officer of the port 
or, where a port of embarkation or debarkation has been established, to the port 
storage officer. . . 

66. Embarkatiqn.-a. Adniissi~n to piers . . 
(1) All persons not on official business will be excluded from the piers at 

all times. 
(2) Only official photographers will be permitted to take camer~s within 

the limits of the pier or overseas. 
(3) Arrangements will be made to have farewells completed before arrival 

at the piers. No members of families, relatives, or friends of those 
sailing will be allowed .at the piers or the~eabouts on the day of sail
ing. If any such persons are found there, they will be ordered away 
summarily by the guard and report will be made of the officer or 
enlisted man with whom they were seen or with whom they attempted 
to communicate. · 
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b. Movement of troops.-At ports of embarkation troop movements will be 
made so far as practicable without attracting undue attention. Troops will be 
held at ease, bands will not play, colors will be cas~d. and no noise of any ki~d 
will be permi_tted. 

67. Movement of vessels.-In harbors, vessels loaded with troops or supplies 
will be moved under cover of darkness, whenever possible. If vessels-·must be 
moved during daylight, the commanding officer of troops will hold his men below 
deck or within deck superstructures to prevent attracting attention. Signals by 
flags or whistles wiil be limiteq to those necessary for safe navigation. 

68. Overseas.-a. After arrival overseas no information will be given con
cerning names or destinations of organizations, names of-vessels, data concerning 
convoys, routes pursued, measures taken to avoid attack, dates of arrival, debarka
tion, or departure, or number of troops or kind of cargoes carried. 

b. The disclosure of the place of execution or acknowledgment on a legal instru- -
ment by one in or with the armed forces overseas is authorized providing the 
military necessity of secrecy of strength and 'location of troops does not require 
suppression of such informatfon, providing also that such disclosure is necessary 
to the legality of the inetrument and the execution of the instrument cannot be 
deferred without undue hardship, and providing the information disclosed will be 
of no substantial value to the enemy when and if it may reach him. 

SEorION IX 

EXTRACTS FROM_ PERTINENT LAWS AND REGULATIONS 
"" . · , Paragraph 

Military reservations, unlawful entrY--------------------------------------- 69 
Espionage Act----------------------------------------------------~---~-==== 70 
Photographing and sketching of niilitary or naval i-eservations prohibited __ __:_______ _ 71 

_ ~~:;~~~~2r~~l~:~~;~:~~:~===============================================~= H Laws and- regulations governing international traffic in arms---- 7:'i 
Photogra.phs, etc., of military and naval defenses--------------===========~====== 76 

69. Military reservations, unlawful entry.-Vi7hoever, within the territory 
or jurisdiction of the United States, including the Canal Zone, Puerto Rico and 
the Philippine Islands, shall go upon any military reservation, army post, fo~t, or 
arsenal, for any purpose prohibited by law or milit-ary regulation made in pur
suance of- law, or whoever shall reenter or be found within any such reservation, 
post, fort, or arsenal, after having been removed therefrom or ordered not to 
reenter by any officer or person in command or charge thereof, shall be fined not 
more than five hundred dollars, or imprisoned not more than six months, or both. 
Sec. 45, act March 4, 1909 (35 Stat. 1097); act March 28, 1940 (54 Stat. 80; 18 
U. S. 0. 97; M. L., 1939, Siipp. I, sec. 816). 

70. Espionage Act.-a. Unlawfully_ obtaining or permitting to be obtained 
information affecting national defense.-'l'hat (a) whoever; for_ the' purpose of 
obtaining information respecting the national defense with intent or reason to 
believe that the information to be obtained is to be ·used to the inj~ry of the 
United States, or to the advantage of any foreign nation, goes upon, enters, flies 
·over, or otherwise obtains information concerning any vessel, aircraft, work of 
defense, navy yard, naval station, _submaripe base, coaling station, fort, battery, 
torpedo station, dockyard, canal, railroad, ~r.senal, ~amp, factory, mine, telegraph, 
telephone, wireless, or signal station, building, office, or other place connected 
with the national defense, owned or constructed, or in· p{.ogr~ss of construction 
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by the United States or under the control of the United States, or of any of its 
officers or: agents, or within the ~xclu~ive jurisdiction of the United States, o~ 
any place in which any vessel, aircra~t, arms, munitions, or other materials or 
instruments for use in 'time of war are being made, prepared, repaired, or .stored, 
under any contract or agreement"with the United States, or with any person on 
behal:\' of the Un!ted States, or otherwise on behalf of the .United States, or any 
prohibite_d place within the meaning of sectio11- six of thiS title; or (b) whoever 
for the purpose afo_resaid, and with like intent or reason to believe;'copies, takeR, 
makes, or obtains, or attempts, or induces or aids another to copy, take, make, or 
obtain, .any sketch, photograph, photographic negative, bl~e. print, -plan, map, 
model, fostrm_nent, appliance, document, "".riting, or note of anything connectea 
with the national _defense; or ( c) whoever, f?r the purpose aforesaid, receives 
or obtains or agrees or attempts or induces or aids _am)ther to receive or obtain 
fro111 any person, or from any source whatever, any d?cument, writing, code book, 
signal _book, sketch, photograph, photographic. negative, . blue print, plan, map, 
model, instrument, appliance, _or note, of anything connected with_ the national 
defense, knowing or having reaso_n to believe, at the time he receives or _obtains, 
or agrees or attempts or induces or aids anoth_er _to receive or obtain it, that it 
has been or will be obtained, taken, made or disposed of by any person contrary 
to, the provisions 9f this title; or (d.) whoever, lawfully or unlawfully having 
possession of,. access to, control over, or being in trusted with any document, writ
ing, code book, signal book, sketch, photograph, photographic negative, blue print, 
plan, map, model, instrument, appliance, or note relating to the national defense, 
willfully c_ommunica_tes or transmits or attempts to communicate or transmit the 
same to any person not entitled to receive it, or willfully retains the- same and 
fails to deliver it on demapd to the officer or employee of the United States en
titled to receive it; or (e) whoever, .being intrusted with or having lawful posses
sion or control of any d~cume'nt, ~riti_ng, code book, signal· book, sketch, photo
graph, photographic negative, blue. print, plan, map, model, note, or information, 
relating to the national defense, through gross negligence permits the same to be 
removed from its proper place of custody or delivered to anyone in violation of his 
trust, or to be lost, stolen, abstracted, or destroyed, shall be punished by imprison
ment for not more than ten years and may, in the discretion of the court, be 
fined not more than $10,000. Sec. 1, 'l'itle I, act Jnne 15, 1917 (40 Stat. 217); 
~ec._;, act March :es, 1))40 (54 Stat. 79;_ 50 .U. S. O. S1; M: L., 1939, Supp, I, 

sec. 2181). 
b. Unlawfully disclosing information affecting ndtional defens_e.-(a) Whoever, 

with intent or reason to believe· that it is to be used to the injury of the United 
States or to the advantage of a foreign n~tion, C0ll1r:;~nicates, dQlivers, o~ tr~ns
rnits; or attempts to, or aids or induces another to, communicate, deliver, or 
transmit, to any foreign govei·nment, or to any faction or "party or military or 
naval force within a foreign _country, wheth_er .recogi;iized or unrecognized by the 
United States, or to any representative, officer, agent, employee, subject, or 
citizen thereof, either directly or indirectly,_--any document, writing, code book, 
signal book, _sketch, photograph, photographi~ negative, blue_- print, plan, map, 
model, note, instrument; appliance, or information relating to the national defense, 
shall be punished by imprisonment for not more than twenty years : Provided, 
That whoever shall _violate the provisions of subsection (a) of this section in time 
of war shall be punished by death or by imprisonment for· not more than thirty 
years; 11nd (b) whoever, in time of war, with intent that the same shall be com
municated to the. enemy, shall collect, recor~, -publish, or communicate, or attempt 
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to elicit any information with respect to the movement, numbers, description, 
condition, or 'disposition of any of the armed forces, ships, aircraft, or war 
materials of the United States, or with respect to the plans or conduct, or sup
posed plans or conduct of any naval or military operations, or with respect to any 
works or measures unde~taken for or connected with, or intended for the fortifi
cation or defense of any place, or any other information relating to the public 
defense, which might b~ useful to the enemy, shall be punished by death or by 
imprisonment for not more than thirty years. Sec. 2, Title I, act June 15, 1917 
(40 Stat. 218; 50 u. s. a. 32; M. L., 1939, sec. 2182). 

c. Conspiracy to vfolate preceding sections.-If two or more persons conspire 
to violate the provisions of sections two or three of this title, and one or more of 
such person's does any act to effect the object of the conspiracy, each of the 
parties to such conspiracy shall'be punished as in said sections provided in the 
case of the doing of the act the accomplishment of which is the object of such 
conspiracy. Except as above provided conspiracies to commit offenses under 
this title shall be punished as provided by· section thirty-seven of the Act to 
codify, revise, and amend the penal laws of the United States approved March 
fourth, nineteen hundred and nine. Sec. 4, Title I, act June 15, 1917 (40 Stat. 
219; 50 U.S. C. 34; M. L., 1939, sec. 2185). 

d. Harboring or concealing violators of law.-Whoever harbors or conceals any 
person who he knows, or has reasonable grounds to believe or suspect, has com
mitted, or is about to commit, an offense under this title shall be punished by 
imprisonment for not more than ten years and may, in the discretion of the 
court, be fined not more than $10,000. Sec. 5, Title I, act June 15, 1917 (40 Sta,t. 
219); sec. 2, act Maren 28, 1940 (54 Stat. 79; 50 u. S. a. 35). 

e. Designation of prohibited places by proclamation.-The President in time 
of war or in case of national emergency may by proclamation designate any 
place other than those set forth in subsection (a) of section one hereof in which 
anything for the use of the Army or Navy is being prepared or constructed or 
stored as· a prohibited place for the purposes of this title: Provided, That he 
shall determine that information with respect thereto would be prejudicial to 
the national defense. Sec. 6, Title I, act June 15, 1917 (40 Stat. 219; 50 U.S. C. 

36; M. L., 1939, sec. 2186). 
f. Places subject to provisions of this title.-The provisions of this title shall 

extend to all Territories, possessions, and places subject to the jurisdiction of 
the United States whether or not contiguous thereto, and offenses under this title 
when committed upon the high seas or elsewhere within the admiralty and mari
time jurisdiction of the United States and outside the territorial limits thereof 
shall be punishable hereunder. Sec. 8, TUle I, act June 15, 1917 (40 Stat. 219; 

50 u. s. a. 37). 
g. Jurisdict-ion of courts-martial and military commissions.-Nothing contained 

in this title shall be deemed tO limit the jurisdiction of the general courts-martial, 
military commissions, or naval courts-martial under sections thirteen hundred 
and forty-two, thirteen hundred and forty-three, and sixteen hundred and 
twenty-four of the·Revised Statutes as amended. Sec. 7, Title I, act June 15, 1917 
(40 Stat. 219; 50 U.S. 0. 38). 

h. Jip·isdiction of courts of Oanal Zone and Philippine Islands of offenses on· 
high seas.-The several courts of first instance in the Philippine Islands and the 
district court of the Canal Zone shall have jurisdiction of offenses under this A.ct 
committed within their respective districts, and concurrent jurisdiction with 
the district courts of the United States of offenses under this Act committed 
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upon the high seas, and of conspiracies to commit s 
section thirty-seven of the Act entitled "An Act u~h offe~ses, as defined by 
penal laws of the United States,, . to codify, revise, and amend the 
and nine, and the provisions of ~a·:ppr~~ed March fourth, nineteen hundred 
hereby extended to the Ph T . iI sec wn, for the purpose of this Act, are 

1 ippme slands, and to the ca 1 Zo 
cases the district attorneys of the Phili . I 1 na ne. In such 
have the powers and perform th d t· ppme ~ and~ and. of the .Canal Zone shall 
attorneys. Sec. 2, Title XIII ac~ Ju iesl~rov1ded m this Act 'for United States 

71 p . , une D, 1917 ( 40 Stat 231 . ro u s a 
. hotographing and sketch. f T . · ' " ·~ · · · 39). 

hibited.-That whoever except . mg fo m1 itary or naval reservations pro-
, rn per ormance of duty 1 nection with the national ·defense shall k . or emp oyment in con- . 

photograph, photographic negati~e, blue n;i:~ngli and willfully make any sketch, 
representation ·of any navy yard 

1
P t '. Pan, map, model, copy, or other 

' nava s at10n or of an Tt 
camp, station, arsenal airfield or othe .1.t ' Y mi i ary post, fort, 

' ' r mi I ary or naval reser t• 
used for national-defense purposes b th W . va 10n, or place 
vessel, aircraft installation equ· Y t e ar or Navy Departments, or of any 

. ' ' rpmen , or other property h t within any such post fort . w a soever, located 
1 

' , camp, arsenal airfield yard st t• 
P ace, or in the waters adjacent th . t ' . ' ' a ion, reservation or 
· ere o, or m any defensive · m accordance with law. h sea area establrshed 

, or w oever, except in performa f d 
ment In connection with the national d f nee o uty or employ-
any sketch, photograph, photographic n: e:~~es~~ll kn.owingly and willfully make 
or other representation of any vess 

1 
~ f, . uepnnt, plan, map, model, copy, 

· e , mrcra t mstallation · t 
property relating to the national def b . ' • eqmpmen , or other 
tion or repair for or awaiting d l" enste emg manufactured or under construe-

. e ivery o the War or Navy D t 
government of any country whose defense 'th . . . ~par ments or the 
of the United· States under any contract e President deems vital to the defense 

h 
or agreement with the Un"t d S t 

sue country or otherwise on behalf f th U . 
1 

e ta es or 
at the factory, plant, yard, storeho~sZ or :the~rted States o: such country, located 
subcontractor, or other person or in th t place of busmess of any contractor, 
be punished as provided herei~. Sec 1 e w;;rs adjacent to any such place, shall 

Notwithstanding th.e provisions ~f ~:~ionu~ 2:, 1942 (sec II, Bull. 31, 1942). 
Secretary of the Navy is authorized d ' he Secretary of War or the 
t 

. ' , un er such regulations as he . 
o permit photographs, sketches or th . may prescribe, 

his opinion, the interests of n~tion:l edr frepresentat1ons to be made when, in 
th b 

e ense will not be adve s 1 :ff 
ere y. Seo. 2, act June 25, 1942 (sec. II, Bull. 31 1942) ,. r e Y a ected 
A~y person found guilty of a violation of this 'Act sh.all ' . . 

pumshed by a fine of not more than $1 000 or b . . , upon conv1ction, be 
one year, or by both such fin d .' Y imprisonment for not more than 
(sec. JI, Bull. 31, 1942). e an imprisonment. Sec. 3, act June 25, 1942 

The provisions of this Act shall a 1 in . . . 
other places within the territory or~P 3': d" t:e Ph1hpprne Islands as well as in all 
June.25, 1942 (sec. II, Bull. 31, 1942)~ris ic wn of the United States .. Sec. 4, a,ct 

This Act shall be effective only for the duration 
mined by proclamation of the President S of the present war as deter-
31, 1.942).. ' , · · ec. 5, act June 25, 1942 (sec. II, Bull. 

72. Air Corps Act.-* * * no ar 1 ,' 
ing or constructing aircraft or a. f iens emp oyed by a contractor for furnish-
United States shall be. per~ittedirtcrah t parts, or aero'nautical accessories for the 

. · o ave access to the plans 0 "fi . 
the work under construction or t . . . r spec1 cations or 
written consent beforehand of th~ ~:rt1~1pate 1Il the contract trials without the 
10 (j), act Jul11 2, 1926 (.U Stat. 787 .c;~ =;;YS o~ t~~Ode(~)artment concerned. Sec. 

' • • • J ; M. L. 1939, sec. 1942). 
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73. Protection of diplomatic codes.-That whoever, by .virtue of· his employ
ment by the United States, shall obtai'n from another or shall have custody ·Of or 
access to, or shall have had custody of or access to, any official diplomatic code· 
or any·matter prepared in any such code, or which purports to have been pre
pared in any such code, and shall willfully, without authorization or competent 
authority, publish or furnish to :mother any such code or matter, or any matter 
which was obtained while in the process of transmission between any foreign 
government and its diplomat.ic mission in the United States, shall be fined not 
more than $10,000 or imprisonfd not more,than ten years, or both. Act June .10, 
1933 (48 Stat. 122; 22 U.S. 0., 135). · 

74. Wire or radio communication.,-a. Unauthorized publication Qr use of 
commitnicatioris.-No person receiving or assisting .in receiving, or transmitting, 
or assisting. in transmitting, any -interstate or foreign communications by wire 
or radio shall divulge ,or publish the existence, contents, ·substance, purport, 
effect, or meaning thereof, except through authorized channels_of transmission 
or reception, to any person other than the addressee, his ·agen't, o'r atforney, or 
to. a person employed or authorized .to forward such communication to ·its des
tination, or to proper accounting or distributing officers of the various com
municating centers over which the communication may be passed, or to the 
master of a ship under whom he is serving; or. in .response to a subpena issued 
by a court of competent jurisdiction, or on demand of other lawful authority; 
and no person not being authorized by the. sender shall intercept any communi
cation and divulge_ or publish the existence, contents, substance, purport, effect, 
or meaning of such intercepted communication to any person; and no person not 
being entitled theretO shall receive or assist in receiving any interstate or foreign: 
communication by wire or radio and use the same or any information therein 
c<;>nt~ined for his own benefit or for the bene.qt of another not entitled thereto; 
and no person having received such intercepted communication or having become 
acquainted with the contents, substance, purport, effect, or meaning of the same 
or any part thereof, knowing that such information was so obtained, shall divulge 
or publish the existence, contents, substance, purport, effect, or meaning of the 
same or any part thereof, or use the same or any information therein contained 
for his own benefit or for the benefit of another-. not entitled thereto : Provided, 
That this section_ shall not apply to the receiving,. divulging, publishing, or utiliz
ing the contents of any radio communication broadcast, or transmitted by ama
teurs or others for the i;ise of the geperal public, or relating to ships in distress. 
Act June 19, 1934 (48 Stat. 11Q3; 47 U. S. 0. 605). _ 

b. General penalty.-Any person :who willfully and knowingly does or causes 
. or suffers to be done any act; matter, or thing, in this Act prohibited or de
clared to be u~lawful; or who willfully· and· knowingly omits or fails to do 
ar{y act, matter, or thing in this Act required to be .done, or willfully and 
knowingly causes or suffers such omission ,or failure, shall, upon conviction 
thereof, be punished for such offense, for which no penalty (other than a for
feiture) is provided herein, by a fine of not more than $10,000 or by imprison
m~nt for a term of not more than two years, or both. Act June 19, 1934 (48 
Stat. 1100; 47 U. S. 0, 501). 

75. Laws and regulations governil}g international traffic in arms.-a. 
Special provisions in regalf'd to military secrets.-Under the pro.visions of Part V 
of the Laws and Regulations Administered by the Department of State Governing 
the International Traffic in Arms, Ammunition, and Implem.ents of War and Other.· 
M_unitions of War, 1,939, the .Secretary of State will not issue a license author-
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izing the exportation of any arms, ammunition, or implements of war considered 
by the Secretary of War or by the Secretary of the Navy as instruments or ap
pliances .included among the articles covered by those terms as used in this act 
if, in their opinion, .they involve military secrets of interest to the national de
fense. The articles. which may be so considered are those falling within one of 
the following categories : . 

(1) Articles, the whole or any features of which have been or are being 
developed or manufactured by or for the War Department or the 
Navy Department or with the participation of either ~f those· De
partments ; and 

(2) Articles, the whole or any features of which have been used or are 
being used by the War Department 'or the Navy Department or 
which either Department has contracted to procure.· 

b. Included. among articles developed by or for· the War Department or the 
Navy Department are those which have been contracted for by either of those 
I;ie'partments, or which have been developed in accordance with Army or Navy 
specifications and submitted to either Department for evaluation for procurement. 

c. Prospective exporters of arms, ammunition, and implements oof war should, 
before applying for a license to authorize the exportation of any article falling 
;within ·the above categories which may possibly involve military secrets of 
interest to the national defense, communicate with the Secretary of State in 
advance of the proposed shipment in order that he may be in a position to ascer
tain for· the prospective exporter whether or not military secrets are, in fact, 
involved therein. The articles upon which a determination is requested should 
be designated clearly and specifically, the type and model designations being in
cluded. ·where applicable, :A:rmy or Navy drawing numbers should be given, or 
aetailed plans and specifications submitted. (See 4 F. R. ,1518.) 
· r'76. Photographs, etc., of military and naval defenses.--ti. That, whenever, 
in the interests of national defense, the President shall define certain vital mili
tary and naval installations or equipment as requiring protection against the 
general dissemination of information relative thereto, it shall be unlawful to 
make any photograph, sketch, picture, drawing,. map, or graphical representa
tion of. such vital military and naval installations or equipment without first 
obtaining permission of the commanding officer of the military or naval post, 
camp, or station concerned, or higher authority, and promptly submitting the 
product obtained to- such commanding officer or higher authority for censorship 
or such other action as he may deem necessary: Any person found guilty of a 
'violation of this section shall upon conviction be punished by ·a fine of not more 
than $1,000 or:by imprisonment for not more· than one year, or by both such fine 
and· imprisonment. Sec. 1, act· January 12, 1938 (52 Stat. 3; 50 U. S.' C. 45, 
M. L., 1939, sec. 2187a). 

:Any person who uses or permits or procures the use of an aircraft for the 
purpose of making a photograph, sketch; picture, drawing, map, or graphical 
_representation of. vital military or naval installations or equipment, in violation 
rof the preceding section, shall be liable to the penalty therein provided. Sec. 2, 
act January 12, 1938 ( 52 Stat. 3; .50 U. S. 0. 45a / M. L., 1939, sec. 2187a). 
· On and after thirty days from the date upon which the President defines any 

.vital military or naval installation or equipment as being within the category 
contemplated under the first section of this Act, it shall be unlawful for any 
person to reproduce, publish, sell, or give away ariy photograph, sketch, piCture, 
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drawing, map, or graphical representation of the vital military or naval installa
tions or equipment so defined, without first obtaining permission of the com
manding officer of the military or naval post, camp, or station concerned, or 
hig)ler authority, unless such photograph, sketch, picture, drawing, map, or 
graphical representation has clearly indicated thereon that it has been censored 
by the proper military or naval authority. Any person found guilty of a viola
tion. of this section shall upon conviction be punished as provided in the first 
section of this Act. Sec. 3, act January 12, 1938 (52 Stat. 3; 50 U. S. a. 45b; 
M. L., 1939, sec. 2187a). 

* * * * * * * 
The provisions of this Act shall extend to all Territories, possessions, and 

places. subject to the jurisdiction of the United States, whether contiguous 
thereto,- or not and offenses under this Act when committed upon or over the 
high seas or elsewhere within the admiralty and maritime jurisdiction of the 
United States and outside the territorial limits thereof shall be punishable 
hereunder. Sec. 5, act January 12, 1938 (52 Stat. 4; 50 U.S. O. 45d; M. L., 1939, 
sec. 2187a). 

b. WHEREAS section 1 of the act of January 12, 19'38, 52 Stat. 3, provides: 
"That, whenever, in the interests of national defense, the President shall 

define certain vital military and naval installations or equipment as requiring 
protection against the general dissemination of information relative thereto, it 
shall be unlawful to make. any photograph, sketch, picture, drawing, map, or 
graphical representation of such vital military and naval installations or equip
ment without first obtaining permission of the commanding officer of the military 
or naval post; camp, or station concerned, .or higher authority, and promptly 
submitting the product obtained to such commanding officer or higher authority 
for censorship or such other action as he may deem necessary. Any person found 
guilty of a violation of this section shall upon conviction be punished by a fine 
of not more than $1,000 or by imprisonment for not more than one year, or by 
both such fine and imprisonment." 

NOW, ~HEREFORE; by virtue of the authority vested in me by the fore
going statutory provisions, and in effectuation of the purposes of the said act 
of January 12, 1938, I hereby define the following as vital military and naval 
installations or equipment requiring protection against the general dissemina
tion of information relative thereto: 

1. All military or navul installations and equipment which are now classified, 
designated, and marked under the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as "secret," "confidential," or "restricted," 
and all military or naval installations and equipment which may hereafter be 
so classified, designated, and marked with the approval or at the direction of the 
President, and located within: 

(a) Any military or naval reservation, post, arsenal, proving ground, range, 
mine field, camp, fort, yard, station, district, or area. 

(b) Any defensive ·Rea area heretofore or hereafter established and existing 
under authority of section 44 of the United States C~iminal Code, as amended 
by the act of March 4, 1917, 39 Stat. 1194 (U. S. C., title 18, sec. 96) .. 

(c) Any airspace reservation heretofore or hereafter established and exist
ing under authority of sect.ion 4 of .the Air Commerce Act of 1926 ( 44 Stat. 570, 
U. S. C., title 49, sec. 174). 

(d) Any naval harbor closed to foreign vessels. 
(e) Any area required for fleet purposes. 
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(f) Any commercial establishment engaged in the development or manufacture 
of military or naval arms, munitions, equipments, designs, ships, or vessels for the 
United States Army or Navy. 

2. All ~ilitary or naval aircraft, weapons, ammunition, vehicles, ships, vessels, 
instruments, engines, manufacturing machinery, tools, devices, or any other 
equipment whatsoever, in the possession of the Army or Navy, or in the course 
of experimentation, development, manufacture, or delivery for the Army or Navy, 
which are now classified, designated, and marked under the authority or at the 
direction of the Secretary of .War or the S~cretary of the Navy as "secret," 
"confidential," or "restricted," and all such articles, materials, or equipment 
which may hereafter be so classified, designated, and marked with the approval 
or at the direction of the President. 

3. Alf official military or naval books, pamphlets, documents, reports, maps, 
charts, plans, designs, models, drawings, photographs, contracts, or specifica
tions, which are now marked under the authority or at the direction of the 
Secretary of War or the Secretary of the Navy as "secret," "confidential," or 
"restricted," and all .such articles or equipment which may hereafter be so 
marked with the approval or at the direction of the' President, E .. 0. No. 8381, 
March 22, 1940; 5 F. R. 1147; 50 U. S. O. 45; M. L., 1939, Supp. I, sec. 2187a. 

c. Chapter 1 of title 2, Canal Zone Code, approved June 19, 1934 ( 48 Stat. 1122; 
48 U. S. C. ch. 6, note) has been amended by the act of December 12, 1941 (55 Stat. 
798). This amendment confers upon the Governor of the Panama Canal the 
following powers : 

"* * * the Governor is hereby authorized to make, and from time to time 
alter and amend, regulations prohibiting or restricting: . 

"(a) The making of any photograph, sketch, drawing, map, or graphical repre
sentation of, within, or upon any such part or feature of the Panama Canal, or 
any such area, object, installation, or structure within the Canal Zone; and 

"(b) The possession of any camera within any area or areas in the Canal Zone 
which the Governor may designate: Provided, however, That no regulation made 
pursuant to authority contained in this section shall apply to activities of the kind 
covered by this section wliich are conducted or performed by persons in the 
service or employ of the United States in the course of their official duties. * * *" 
and makes punishable by fine, imprisonment, or both, violation of regulations 
established thereunder. Pursuant to the foregoing law, the Governor of the 
Panama Canal has issued regulations prohibiting the photographing of certain 
areas, objects or structures, establishing areas within which photographing is 
prohibited, and establishing certain areas within which the possession of cameras 
is prohibited. See Part 28, Chapter I, Canal Zone Regulations; 7 F. R. 2.135. 

[A.G. 312.11 (8-15-42).] 

BY ORDER OF THEl SEORETARY OF WAR : 

0FFI01AL; 

J. A. ULIO, 
Major General, 

·Tlie Adjt~tant General. 

DISTRIBUTION ; 

A;E. 
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G. C. MARSHALL, 
Chief of Staff. 
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ii1Jv· ):;(!) ·~-~1.:.-.J~;.:"1.1--:Uou; !Jun i-'rii.:prr~OJ\.>di} :to ·1.lr~~i:!f.•, ;~'!..11 L~ .... ~'Ji}:JP!': ··•'. ~ ,1 

'.lii:'.1;·11~.H:iflmr,.1'·:· S:f".: :;.:.,~r:,G~N,:E~.A'L_PRO:VI_SIONS;: ." ... : '·'"". ,;; .,;!. 

'.~f ~~~~;~faf~~~~~~~~ii~~~I~;~i![,;f;:"::;_~;~_~fo,~f~:~Fl 
Eligibility of the Signal Corps for various duties--------·~~-2..:~·-.L--:'_j~-~:_,_:::..~.L~-l .. 5 

'l'lSO Coin.IJo~ition.c..tlTfi~1 Slgi1ii:!''Cci'ri;i~i ~slil'iih:o1nsi'stof ori~~'CJ;ief -Sigri£f. officer 
\-h\itli ·flie:'rah1i:"o'.f: ·m'aJoi· k~her-a1:· thr~e•}1ilii1'i'i1:ed: • offi~efs"iii: gra~ies·'fr\5hl1 'Joi'oi1ei 
"-fa5:;·~ec~11d i:u~iltenalit; ihclii~iv'ef c·and'- five' ihousi[~d' eriliste(f' men.:·:such;'pa~t '-~f 
t..\\i.hon1; ·as0 th~·'Pdisiderii:'i-'inhy1:'cirr~i.Jt;;b'eing"' f;){·'med '•infci tacti~~f- uriits' ·o~g;anized 
L'as 1:l€1fifo§!i.ire~C:i·ibe.lFfsei/'1s;;'ria;i'icniliz dcfe1£8iP'dci:'as· 'Un'ie'~ilea 'by' act 'June'14, 
<}92(P(J41·ifuai.'1·frJs;:r-rf."'8;...i(J.H10:' f:r.Y.I.fs~'J.i}0sJc:-:47; Ji.· L.; 1929).L ' ~1 ~J'· • !·., 

-1Jr.-2fi'·Di'.ities/0£: the';dhi~f Si'gr.ii\.f':{):fficier;li..:fri additi'On 'tb such ·hther"d.uti~sr as 
i.'jjfa'Jf"b~<.prescr'illed;~the'l:chi~f'signal "bllicer \v'ml;iia ''e"hmri_e~l.id{e" chai·ge/ imd~r 
·1mPiufecdon )0N1fo:-secrethry of.:w'ai:;:·o':f 1 f111etfim~wfog·: ·;: J.:;r:·"'~ • .: ·icu :·c,.:o·•:t 

a. The . development, procuremeilt:? ~fo"i:·uge~ ·:i1J(i~ is~ue 'of. 'slg1iai :;nd: meteor6-
f10;;.ical 'ei:iuiiiii\~nf·hiidLslfppli~s:~·n"'.:.:t>_ ·t:.li.! ·..:J ·i?1 .:: .... : ... 1 • ~r. ·.-"'!:" (!:) 

~- The deveio:Pll1eiit;.::i}foc\i1'eineilt~I~forttge!r~ncFl°ishe·O'f all electr1cai .apparatus 
as·soci:lted. ~vi"tli:cui~eetioff-fit1"riiii'i;-·tM·llethmfoi11g the tocuHbii' of i·acuo"'stations, 
aircraft, and marine craft .. a'nd of'a·if'.1h'eleiecti:i'ca:i ·;ippar:ati.{S. ass~ochrt'ect with 
range findino-. ' . ' ·.f.!..:.iq.;:r:z..<)f'",:l ~!i: .. ~:-}l.1.:.~"'.;: ,:· ___ .,:,._ ~ · '.\; ~ -~":·_ 1·:. :J ·. · 

-zl •. 'c:'.Tife'Ifiro'.;clfreiui{ni;::sfor~·g'e,J\:in.d.~issl.W/1di''ri1iot6havb.ic ;s\ipj)fies~- '- ·: 
d. 'I'lie prepara:tion and revision of all books,' pamphlets, ~}n::(ilistruction data 

1'fequiieai:.J)y lfh~ '.A.filly-· to~1fuiikg:p1:op€~F~~~e-:t(if· ~fi 'sighh1ftc~ri1;ni1'11ic'rition and 
S?ne .. teoi-o]OgiCa1!.~{]i-iiP1ilellf::: r ~:. ~ .::i..i:ri:·o~ ~~ -·~-!!.~ , ·L:~ -· f.f . ..i .... ~ · ... ~,, .. ,:~: 

6. The preparation and revision of ~ll codes ahd;·d.f;1Z~i.;s-\equired by the 
:w.~1n.Yi· ari& iiihi.Je'· ~f ,,~:aF'Hi~ 1iit~~cebti~ri·'of"ei{efn·~;-{iic1io 'ahcl\vi~·b tdmc, tile 
.~goiiio111~tric i6c~tim1 ·6-f_ &I1eifi)Pr&cl'i:o ~foti8n~: 't11"6. so1titioiP 0Ffo(1frcepted enemy 
~cone {1ITa ~ii:lli€'r~ n~~sS£i?i~s~~-~~iJ1 1A-bb'i·attifY~!:f1':'1~i-lhg~1H~iitsrs_··fH1~~::the eu1p1oyment 
and detection o·f secret inks. .~.:h:.r: '.i.J k~~~1"'-"~;;q; .uoti;o::.:.»L:;.: 

5 ' '1t.~'Tfie! insti1 ll~tion,: ·maif(te11tlii¢e, •1i\:i.\J!'h\:i'k°'i1l,ti~n'r:to?0aff3filuita'i'·y' !sfih-ar com
'3.fi1ull(ch tfoll'C::Sj;Sfell1S· i~ud fteqUiPIDent~;ill~fl!dHi~· 8.!iJ\'i1i illr~~ 1,_,Cab I~,~··lelephone, and 
telegraph lines, radio am! meteorological apparatus anC:('fo1t1Siis, except the 

,:r'O\itiri~·'in:i'il}'tena1(e~'::;-na'10i:>e'(>if1q'l'i 6f'1i5t'Ja)1nf~c6'iit1:9i ?oi11.ilihi;.i~-;;,ti6.;; systems 
·'a-nd:.: m·e inst:HiiltioiW'lliaifit~ii:ftnc'\W'an'tf-;oiJ~btili[f:;;fr:te'MpW:lIP)·.:: systems used 

by combat troops in field op~rations as provided for in .AR~io5~i5,' .over which 
0he1'\·Hii'eh~rci~e1 gcnei~l s~perH~io1i' oi'liy}"1!;; t!i ·;r;~ J;cii'I ~: if[, I ' ':A; 
'>'.Wg:JTra'i!'sh'!flfi1~~!;\n·e~~sft,;e1{'for tl~e '~b;in;' 'tiP'Jtdf~Jgph; or'• ~tl~e.;~wise. 

' b .o *.. • ' ,,. .... 11ei •. f z: ·- -1i.~·T'he ·(H're'ffifii? o'f'it'.11~0sig1ia1'·cci'i:r;,; ~intf 'ti(e' conh'oi' o(the :91hcers, enlisted 
men, and employees attached thereto. . ... :•-.; ~., · 

* This pamphlet supersedes AR 105-5, December 15, 1926 (including 01, May 10, 1929), 
which has been changed as follows: 

Paragraphs 2 and 3 changed, 

,.1 .... ·,, 
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SIGNAL CORPS 

i. Coordinating the training of the personnel assigned to signal duties, under 
such instructions as may be prescribed in orders from the War Department. 

j. The. :general.• i:iu per.Vision, coordination, and standaYdiza tiohf [of i'alflfadio 
operations 1'and;'tl\e •enforcement of regulations concerl,ning thefs!fi11'e .. oi1 

k. The assignment of call letters, radio frequencies, power, type of emis
sions, and schedules for alCKr~iy:'raµi9. st~ti6Ils. 

l. The procurement and supply of photographs and motion pictures directed 
by the General Staff, mfd<:-in.~genefal{ all\J)lfot'i)gfilphic, and cinematographic 
work of the Army not specifically assigned to other arms or services. 

r'.,,1ni: ·The assignment of designation nurnbers to all Army submarine cables and 
l the ·keeping- of records thereof whether -used ·-for · communication"'or'-" power 
~~purp~ses. _· ··· _··---- ~- - _ .. -_ -=~):·- ·=--~--~~·l·~~~~)-~~~c~i:~ ··~.:::.~~Q~)d~ 1~;1t;·i~.'~~~~; 

n,_ ~11 othei:<!1:l~~es_ usuaUy P\)1't!ol!n!ng to l.I!il[tary s_igqal . .cQmi11:unic~tion, other 
.:;than as .. provided.for .. above. _____ -·«iilriu ,uuhc·r 101 ?.rpo') I;:rt;~\~ ~ill 1,, ·r.Hfi<H'gif[il 

. 1• ,·;~\' iU;V;ft:;ii~gn,i,t,l. pffi,;~.~r\'\.,1a,.,/\,'.>cl]}£:~;, s\~\W~ >offi£l,'.,l'.f::>V,!~r!·be .}lf!t.~il§Q:ri~9!J ~yery 
:!)~I!~\Yt/91-p,i.,ry~·~Rr,~e qnd"q.,S/gHa.~ ,Cm:.P,s1o!f\<;~.1; ~;~rl'Hit~i1"W~L19ff.i.<;ef:r}Y:i.1Lp,qq-p,f}HY 
: pe ·:9-~tai.J.e,c.t,f~F, "~:,tel} , f~~P.~ lf;HP 1 !1!14 e,v,t?rYiut\.~c\i,~it.lnV.i:iit ~9'rn.Eli:, ~l}l\n; ,:;t;r.~~igl!:,ge 
l F9f!~~i.i:i~.l/g, ~igpa;~}/.?1'.P.~ t1;9,qP~; ircr"X.Jte~1N9i JUl,l j ~·.fl~gn,q!1 ,<;Jfl}£eJ1 hl}I?• pe~n~ S,9, ;d~taJ}!';d 
./n. Rr,q,er~,, \~W .~~rfi,o~ .. \?i~H3;\· ;\;orm.,·rJlicf_r11 ppg~~1!t. \f?fo1c;"lut_)J(;1v,ithtrtP.E) .. ~Rmr~rnit,d 
will act as sucl.\ ·~~r.~~ .. ~m\t ~/¥.n,(_\l,p~jf~f~ ~V~:!:L ~(/,l..n.'.¥1~lll},Jfr. ;9,f~ t.l:J-f\.S,tlf{f) ol,~/s 
-~?i~tWHP?i~~· RffiR~~·i ,-ff e11~\l.\, )./~ c,.q11q~~~ct·fL.uEd.~fo 9~~ <t!£~CtiC!1!":10~ .. h~S,i\;\W!tl\gnd
·;~n~ off.ic~,i;.-;'Yi.tJ,i,. ;\h!l_, 1f,9]ll.!p:;t,13,df];i)t \'9Jif.~7 ll'!-,1li,;J;!:,lll;t~fi. to_i1 op~!l!-J}pJJ,s,., tof'.c.si\5.!f.~l 
troops not assigned or : ~ttfl.9&.i;?; r t.91 :~uJ1o;r,d,iHa tfl ~µJ t~~ ., ., ~hfi!J ;un,~ tns/g1gt!r RiIJf!~r 

~!,~1!1~~~ .~11ttf.~ef!:1E,ict~· 1~P~hf P. .. ~,: cJ.Ht~.e~,;~~\·~9J!0~r~tji~r·rIJr·,o·rq .11r·JI1Ir ~': i•: ·· ilJ nd'f .\) 
(1) Acting as adviser to the comma11Air~; 1 (,~/'.J-.d;,rF1?-e,,.~t.!!-~uRl} r,i;;~g~~l 

~.r: :Tr!~:. ru, ! Ii · ... 1l~.~t.t:1·',~'; i~1~1,~_4i,nEt1 ~l!~:.1~R£,~~i?,~·>9J·l'~Bm~~atlf,~'>·P9i~.~~- .. 1: i iJf~T .0 
::::· 1i i ·~ ,(2); 1ff~~~r~~~?t;. 1 .9~ .s.~9~.a1~I?.~/t1'~·~~qn1,~¥~~liHSJ~i?H~i5tJl_,4iBi~~~~ ~lJH~~.~~~n 

.:,;-,, 1.J~),.,,P.,1~eJ>l;l:f}}f,i,q~,?.~ ';:~<;J.,~~ .. 3;f1,d.9ipl}~rs:o [HIP. Ht:'I'> c;11[·rnrrt-' !111H ,ikl'l1iJJ 
(4) Supply of signal equipment and supplies. .'-'.'Iii>rr't 9-~'.flt:'l 

(5) 1:)$R\l;f,~~er.~,, ~~4. Jt?.Prr.:i-ti,ir,i;i"~pf )l.~~g:1;\a,~:tti:!a~,i:i.te;n1J-HP~ ,.i~n\lnri:pair 
•:l•:; 1 :;.ih•.111;,~?-,c~~}~~e.s,.h!1[·1rnJ:c{ .~;!nod !Ir; 10 rrnic.i·1·i·1 fJ1rr; rrort•n;:q'l'HI sr[l' .t> 
1 0 _,., 1 ,c ~~})r ?r'f!S~Bi.cf.l; 1~n~p~ec.~~P·I\vo~J~i:,g1p}l\<~l~uiBH11.¥f1~, j wt~:P.,iH l};i;qit~ .. f PF1e,~9;r:~J?,~d 

by the commander, and recommenda ~~Rl}f> 1 , r;e.~l/:~ijl'.!>,i~C!it~~,~, ,c,11,:i:e 

:J1rr till ·, rri,,1~~d.-:":·ti~+f.~tf,qn· ~·,110•) if1; ·;u u1.i...il7q·1 fHu; Fo't1;·rr.:1 :~i,! ')rl'r .~ 
. . : · .!<'7~ ~~?,h;~~,q~h~.1,l:P1e~y1~8,~~p,i(rvi~P.1t;.}!Pilt~~ ~~~sp,i;~P~~ l.?!1~t,h.er;cp~p.,~~~5~?!, 

~:11·: 1 : "\ 1 • 1J' j'.1·. Pf .1~ 11,,s,i1?:~~~' .~P~fl1~~R_:qFJ;8~ c1}?-R:·1c~µ.:-J.p;~11.~.' 1~~t91.~tj.in~1 t!!'H.~P;iyg, 
J1r 1,,.,.'-r~!·t:·1 ~~,si¥'nn3;.~~t~1:~~P~~lcl~:U7~V1:,-fH7§},r 11Ji~~!z~_t,i_01:1-~r'·'?~ 1 s}g~~~ f}RH- 4-~9._~-

. nlunication per'sonnel of units. .;.;Atri :l'.n, .. ·, ·1 ,, r: .. ::•1'1)S[• '.rnr: 

r,-t 0 -\ :· · :<~?r. 18'!1~~~y;~fi01}1~0~ <~11~ JR~1~~~,~atfRN' ?.AtrfN-J?r1.~~.~7.e,. l~l?t~ ~~P.e;r~~i0n.· 5>~\the 
hr,.; .'~ r-~. :; ~r ;f ·~ ~i~~~,l ::?0~~~'1!~1lra!~~~ ~R:r1~~e~,. ;~~'~tN-~~n~, i~he. 1E11~~~~grl, .C{~~~~f,;1 Rf· 
·_1c, k~' ·",'> . ~~~:.P.~1t· ,•; ~ jJf;'1H'Uj!: 1!.1; ·r ~1i'1r,•:1•1n: fHri. 11:Ji1, ·.'ln11 Ll!f'.'I:"~''}, 
~.,, .• .,,. <~Ji:¥.~:rrrris.~?¥c Rt,m8!J.,.,11c~.~v:t\ie;_i;i, P~~·;~a}1}~.1?-~11tp._.~,he, JD;t;itew:ol?g~,c;!l_l, 
'i•;·_ ~'..t >.~re s~g~jl:}.,i,~~~l~tge%~•:·P,~?~q~! .a~,d,i;~~~tRP:~\l:P~j_<;;,~e,r~ce;; ~.s a,ife'it 
,:.1;r1>·r ·c.,1·•11 ·;:·th,~:jlf~lt·,,, 11 ~ 'In'! !11,\)i ': ·/1 ..-r: ~nn:11t~I'J'r1> f 1 ·i.t J • ·Ji,' ~1 L~ir .. 'tt') r,•{ 

(10)' Insuring that the instruc~iop.~. <?I', t£~ ·SJhf,ef 1 ~i.glN\L of?.c~rJ~lM~ye,,to 
,. ,., L .. f1rRinR, t~~~i.:\~cat, re~,qr?,'3. a,nd .~py ~-~1~(\i.t,ipn 011 te.chni.<;:,iJ ~.l'.P.OFt~,,are 

£ ._,. : , r ,: ,,,. ·~ .j,~~s%~eq> b~.1 M,~ , ~jg\la\, (Jo~p~ ,.9ffi~~1:'i, of, ~hy0 com1lla,nq. ,:S,ee. 1,AR 
105-45. 
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b. 'l'he corps area signal officers are also responsible under the policy of the 
'Var Depnrtmeut and the instructions of the Chief Signal Officer for all matters 
-<·oncerning the Signal Corps in their respective corps areas, including such 
matters in those posts, camps, and stations not within the jurisdiction of the 
corp,; area commander, but within the teriitorial lilllits of their respective com
mamls, and excepting only those functions directly under the control of the 
Chief Signal Officer. 

4. Post signal officers.-The post signal officer is a staff officer of the post 
counnnnder and iu atldition to auy other duties which may be assigned him he 
is charged, under !he direction of the post commander, with the following: 

a. Supervision of the maintenance and operation of the post telephone system, 
tl!e po;,;t telegraph station, the post radio station, and the post small-arms 
ta1·get range communicating system and all other signal activities of the post 
<:·xeept those placed by competent authority under another officer . 

11. Tlle preparation and sublllission of requisitions for all supplies required in 
conueetiou with Signal Corps activities of the post. 

c. He will exercise direct supervision over all personnel engaged in Signal 
Corps activities of the post and is responsible that such personnel is properly 
inst ructerl in the performance of its duties. 

d. He is responsible for the keeping of such records as are required for the 
vroper administration of the Signal Corps activities of the post. 

e. He will make such recommendations as are considered necessary for in
creasing the effir:ieucy of Signal Corps activities of the post. 

5. Eligibility of the Signal Corps for various duties.-a. Detachments or 
m1its of the Signal Corps will be exempt from detail for any other duly, outside 
their own organization work and training, except when in the judgment of the 
commanding oflicer the illlportance of the duty will not permit exemption. 

b. When detachments or units of the Signal Corps of 30 or more men form a 
part of a garrison, the officers and men may, in the discretion of the command
ing officer, lie required to perform the necessary guard duty to protect the 
storehouses, sheds, stables, parks, and corrals pertaining to the Signal Corps, 
provided such property can not be properly guarded IJ;r including observation 
thereof in the duties of sentinel posts or patrols already established. '.rhe 
necessary police duty around such building.s nnd property will be assigned to 
enfo;ted men of the Signal Corps, but they will be exempt from the ordinary 
police duties of the garrison. 

[A.G. 323.341 (8-31-32).] 

BY ORDER OF THE SECRETARY OF WAR: 

OFJi'ICIAL: 

JAMES F. McKINLEY, 
Brigadier General. 

DOUGLAS l\hcARTIIUR, 
General, 

Chief of Sta(f. 

Aol'ing 'l'he Adjutant General. 

3 U.S. c;OVERNMENT PRINTING OHICI::'.: 19!3 
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SIGNAL CORPS 

GENERAL PROVISIONS 

AR 105-5 
c 1 

CHANGES} WAR DEPARTMENT, 
No.1 WASHINGTON, August 21, 1934. 

AR 105-5, March 15, 1933, is changed as follows : 

2. Duties of the Chief Signal Officer.- * * * 

* * * * * 
e. The preparation, publication,- revision, storage, accounting, and distri

bution of all codes and ciphers required by the Army, and in time of war the 
interception of enemy radio and wire traffic, the goniometric location of enemy 
radio stations, the solution of intercepted enemy code and cipher messages, 
and laboratory arrangements for the employment and detection of secret inks. 

* * * * * * 
[A.G. 311.5 (5-25-34).] 

3. Unit signal officers.-a.. * * * 

* * * * * * * 
(3) Preparation, publication, storage, accounting, and distribution of 

codes and ciphers. 

* * * * 
[A.G. 311.5 (5-25-34) .] 

BY ORDER 01!' THE SECRETARY 01!' WAR: 

0.l!'F'ICIAL: 

JAMIDS F. McKINLEY, 
l1f ajor General, 

'1.'he Adjutant General. 

79329°-34 
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* * 

DOUGLAS MAGARTHlJR. 
Genercrl, 

Ohief of Staff. 

U.S. GOVERNMENT PRINTING OFFICE: 1934 
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* AR''".i33~5 .. 
1-3; 

4IP1f,'i !'_l:E9'U!'~'!'JPN~J, ,[ .'. 'l''• oj a 1 r ( ,, ,1.1 ~n,W;l\¥ •. J?)IJ~~'t-~:W~T~,,:·,h• 
.rr", N«:>,.330-;!'l\; :. ·r .. l<r ·:~ ~:i;. ·;·'' [·;~;: i:~·:~ ~!l!!.~~qTqN, :Qrce~be,r, ~q,,.J9-?Y·".-:. 

nocUMENTEriit.i:·'~'":'·'. .,. j., •• '; 1)]~'·1:';1 '" 1 

.. · i'.•·,1 ... J., '_.l.i>i :~1:-,. ('. · 1.·1:ii;t H1 H'· / ,. "·· '.: .J~~" ~ .. ,· .. -~ ·i ~!. : 1 ··it ;,)_:._t 0:- .d 

·~,SECRET,'!:. ·~·.·CONFIDENTIAii;•!r AND ·;~''FOR'' OFFIGIA•L ·USE : ONilY; ,;; 
.' 1 ~ . .:. ti.~.. • '.·' !.,'~Lt J ( i! '.'..) 

i·r.r~,q~r;n~', ... ~.u~ c1 .":'/> .,·i::."'i ":"f, ·i_ncr 1~:·a "i'l'~;~~·-:! 1
• ::;;; ..J.' : ... T_; ~-' ·.-> ·pa·ra,JaJ)hs 

S~oN I. Definition ________ ·_:_,!..,'.!':.:1.!;;.L.::_.!!...-:_::_!...::..:L.,_i~:..~.H.:.:...r!.....:~1~::...·.!.L .. __ i_:..:._.~_i_:._~[rL.· ~ '1 ! 

·;0'~I .r-I-I;~y_;.secret "-~documentS7.!~..'.!:rl_..:.!.'..:.d·:...: 1t-.rr3f:.::...:..._'.fu.~.:.._..:~~..:.~~~-:x:r_~'!..~·"-·· 2-5. 
~!!i /1:.II'I: 1 .i.'t'Confidential~:' .1<do~Ume~tS_:i.J!J.L:U'..!.L_!J.!!.:.::!'.l~·-~i~.:..'1·1:L~l_:!'...::.... .. _J •t ~9, 
'f .""'" ·;· ,Jy. t\ For,~Official :use1 olily J'?trdocUments:.£~t~l-··~H!~.:..: .. ~:.:!..._:..1· .. ~:d 11~~·:.'Lt~~-Y; 1 ..i1'Jt01 

., . . ':·,<· ,V:!:?MHitary•;mapi;i and',photographs.0.!.•_JL'.'.!J:.!'.;.tJ[•_L•..:·_.:!.'..'£.~L:.&f!.}.!1_1!:!:;11:+14' 
• :;·, 1~ YI:r:MisceHaneous r;pro.visi<insi':!l!.:!!!L'l!:u_:_..!~.'.::r::!:.!_'.'.._;~~.:l:.!.l.:.~2;;2£'.i.il'_: · }5£!.181 

:)·/,'l::~r~ 1 ;1~r1~1:,)::;:· :'.:, h>l~;;:c~~~·;~,;::; l~')c\~~~\;'; ,:t':. ·:f~~'. :;·~; ."~ !;'~~ ... '.~~: ,:t ,~:~\~~:::; l :.~;,~'.~ 
; tli'"":; '1o!YiC_i -.= ... r:.li ~rl'.r .. r·.!)~i,~H:SECri:ONVI~~ 'r!..~:': •;r~·j il . .'.':/ l\: ')"J '~.llJJ; ''i :;:'tut· 

r.·'"~· Ii·-* -"""" ,J"'' ,, .... -1)1~-t .,,.., .. """~:1r.-~ -~ f·. -~·H~ •. ·~ ... i J.E,/ U~>it~d '1.t'I111 ~·q!q:.rl'.:.L ~ ~,t!,,..., 
"· .~· .. •"·" ·'' ·,··:·· ,.. ··• ·DEI!'INITION 

~T2-7C:~ •j{' .:1.; li~~ .... ~ ~ .. r;~ ~·1·~1..L! gd H'Jtl.l I!i71 1iC'Tf}'1i:YUJ 2.l"Hl.1 .. ~ru~ ... -·k~ ~i.:rr ·i>ttfh'iW~Sii;: 
·~ -DOcument l!l dCfined·:....!..!r..-"-! .. :.!..~!-~:..!..:..:_c.jI.!:'!.-~..::...::~Jl(._"l...!:~:.:l.1.!.!..lJ!J._l 'JUi. )J:!_.r.;!.~~-~(j _tll::l n ):u 11 

1 "D ti-,,"d":fi" 'if'' 'f'8 thi ti:· "' 
0hi"ti ~h U"~nlncf ;pJ)"J' ~i.I:t t';t,r'.li!]iiii{·" 

: , :. , r~f~~~m, : .,: }~~ ,'.•. n.;, . SJ?,i:,lll_f?., .. ~r mi'f ~311,.J.j');•~~u~el!,,,+ 1¥2. • • ;) e 
understood to apply to· prmted,' mimeographed, typed, pliotostated, and written 
~' - ,., , .,. l ~~ •·, " '• ';!1:.: ,._[-. tlf d"'v..,.f .L'· 'Jv. '·!~JHJ f.l.iOflV{ OJ "J!,.')ijh_) f)i!J ~·__.. ~t.\L.~.', 

matter,"anc:I to maps; dra:w!ngs; and 'photographs. , : , · .. .. , ,, . ., .. 
!1c_,..;t-r.! 'f 11f:.-.J:: ~~:~· -.·f!J.;,;.·~~J"i '::~ff.' 'r.U hYH-'!_11<. .1u1n, .f,l:i11•.b.t:/f ltJ.v1 HL .. -..JJ. ._t.~., •· 

. ..·;.r·SECTib~ttt11i1:a,k;1 J:.::;_ii'.i.r. 11 ~Hi;- :;c ~1f...i,:!:Jj •;_;·.f. nj 
;,.~;.:-ir_;~; IJE·ur 1 ;r1~_ ... j •·.: ~i·· t __ •· .. ><r:.r,.-;~.-: ~ ... o.::.r·~1r:n ~!t..::'ri:\rr.~t~ ,.t..Jl·_.{'.-ry ;~'t .J~·.:•1_$r~ \ >: 

• • 1 •:.SECRET'! DOCUMENTS,.,)g•· ·,·a ,,1 .•,, . .,,1., ,.,( 'I· 
.r.,:·rf·;r •Li ·r"1 1 ~_1'J.;. •, '.J #'.l· vt''~:v~- ·..1 :~l1. '(<'.'-'l ;; .. 1: .L.:~.:.l .. : .• :.L.-·~ .- ~L·]:-ai'B.gi·aplt 

" .. Secret'~ ; .. ,W,-hen;i by:•:whoni; and \hbw·~ Rffixe~1.L.:....:·~l!.!.·.!Ll_'ZtL~LLJi_f.,~;_t~q[:1!!.!.,_.:_.a._:~ ti9:~i:i.2~ 
G.e:p.e~3.1"'Ps~~ff!!tions_ to. p~otest ~.Q.I?-t~~~~~-~.:..~--;-:-;~ . .:-:.:..~.;: . .:;~!:-...!~~..::.\---.:..-;:_-=~-=--=-.::-=-~-"1::..i i.~;_:3; 
~o~r f.r~,~~~7~,fo.i: ;t-1a1!.s~~!?S}o:-9,; .p.~. 'Yh_o:~tro~e1tr-~), .1:e~e!p!ti-~-:-=i""i•i\;-J~.-~~-.r-:i·:..z."-:-;-.--~;-t~1 ... H_.-~A.1.J 

Secret , when, liy whom, and liow canceled--------------------------------- -·~ 5, 
i'::r, I""~~tf' .- ·>J Pl·." z!1..'iLr! .. 1·:.<:J·~ > · -.i, I:.,.:: .. ;,,,·.1~-~'' ·; !1.l•l _.u t:J~:1;r! J~d.n O::!ll.i J.·1 ~I~·' 

, ;~· i'.;' c$.e.~r~t ':; y.rh~;i;\~ 1b}'>. ~;om, J•fl;1:l:d:,how;:_a~x-e.~:T~ ,,.d.O,C1JffieJ1,tJ ;wiJljjbe" 
marked " Secret" only when the information it C~J!~!li.1,1,S.'.,i'! .Q~ gl,'eat~impbrtance, 

and when the safeguarding of that information from actual or potential 
·enemies is of prime necessity. The' "Se'cref!• mark will be placed on a docu
ment only by, or by ap.\110rity of_, ,the. ~~~ri:;t.\.\:ru.~f:;~))r,t5 ... the Chief of Staff, a 
chief of a branch or bureau', or an officer commanding a territorial corps area 
o~., d~p~~t'ment, _a _tactical _division,_.or .. a. higher..tactical ·~m1it ... i~;Th'e".!' Secref.l' · 
mark wilL be. accompanied by the designation-'~of:<.th~":atitho'iify'='aflixing ·it;:· or 
b'y authority of which. it· is being'. ·a.ffixed.f. aii~ ~wiid)e,~dated' iiu"cf' initial.e't:l l)y: 
ilie offiCe1•·affiXfng if.- ... --· ···-·;~· .. it.· ·~n' :""' 

1 -i·\·l-... " "':''!.' . , '''-"~ 
· 3.; !General precautions to prote~t\\onteifts.~a~ Atl6ct1illerit riiarke<:i"" secret'" 
is for:.'. the •personal. illfoi·niiltionc ahd'"use'..cof <the: office!: t~ ';,.Jh1on'i''it"is ·~ffidaliy. 
in trusted)' ~He'· will be•' pers6nallY·'i:Jsponsi&ie;,'for 'its·L~a1:te''-ctistody' •a'nd" ''*Jfr1 

exercise every: preca udon: to prevef:tf"iifia utliO'rHi~diipef,.sol:\.~~ 'gWiriihg 7iJ:i: drHia'tl on .. 
as'.'.fo,:ifs1 existen.ce;'1it-ii:Where'a·i.ihuts; 'or .ffs'coiWeiH~~ '".lie' wiiV cii~~1J~i{in'£0iiiliil'-: 
tion'c3:s<to0its· existericef· itS·wh'ereiibo'uts; 6·r ·:if~1co1itei1ts ~Ji)• t&':tW6~J "wliose-· 
duties ;afisoluteiy requir~· tliat'·tliey hlive -sucff1ili:fcltli1ati6rt ;1'thfi ri~llibeP1<>f'.si.1cti· 
persons will be limited as niuch ·as the necessity of the case'~i.le'rir\.its';'·!ihc'i"tll~' 
amount of information disciosed will be limited to that which is absolutel:r 
essential to the proper execution of the" duties of the persons to whom it is 

* This pamphlet supersedes AR 330-5, January 22, 1921, and Changes No. 1, 
AR 330-5, October 2, 1922. 
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DOCUMENTS 

given~~'Nl)lfp'¥~$ii\IWJ10JI/a¥'1nformation as to tbe existel:fc~fthP~iiJf"~[;gh~H~SJ/· 
tiie1~o1iteBts'\if $a~se~~et'1ff()'cllhlentV~m disclose any infbrmatici'il\tlia'itver rela
tive thereto, except as prescribe~J·~·~~~NIU::>OU 

b. No document marked " Secret" will be taken into front line trenches in a 
theJJt&r.rn>f f!F-!l!". Qr~t.onanycot4e_r;rplacevin. wJ,i.iChitliere'Jist:a'Llsihii:lai' (:"danger:rof' 
capture by the enemy. 

Dt.<!;n:{!qc,u!llent~ classed as " Secref"will not be referred to in any cataloiue 
o:i: publ!.c;..l!.ti.9.!LFJ1i_cjl.Js .no.t_ itself_markecL~'..Secret.:; ________ uolii! i(l:iCT .I 7.t.JL TXI:.'. 

(;4; H.o~_ P.l'.!JPJlX.e..cl. _for_Jransmission;._ by __ w;hommopene'd;9·reeeipt:'-~ a. For 
t.i;a;µsm!s_sJQJL to _!l!l.9.ther _person, __ whether ~by,..1-maHiome:~seriger;:for l'othei\,vise, in
cJ11ding __ I!J~§.!l!'mgern_ .nassing __ b.e.tw:een')r.the0Jbr:i1Jches;rnnal.i:6fficesi'tfo'f . tli'e War 
I;>ep!lr,t:g:i_e_I!_LoJ.:.»e..t.1~egJJ_dlJ'.fgre_11t_omc~!loj.\other£Hfme h~adquarters;J:tlie sender 
oJr a:;\].o.!'11.ill~I!t .l!l!lJ.k,,ed_ ~' .. Secr.et'.'._ w.i l L inclosei·it>.hi ~anc~inner) anCl9mi I6uter cover. 
The inner cover will be a sealed wraprier or envelope addressed in the tisuai 
way, but plainly marked " Secret" in such manner that the notation may be 
most readily seen when the outer ciYverJ!i.S)removed. The inner cover will con
tain a receipt form which will i~fl~Htf 'l!tW('/U,ldressor, the addressee, and the 
1,~S~f!?i~lf.t The package thus prepared will then be inclosed in an outer cover, 
~hich ~!.llJ?f_§f!lJ~Q._11.r!cl_ad.d1·.essed . .in .. the .. ordinary_manner;:;witli1 nolinotatiori· 
to _indicate the secret nature of the contents.ii See paragraph,.15. · ·:X " • 
"H: U1\1: "jJi9HIU!JO}) ·· .H'JlJ7/ DUJ .t~10qnURJ. C:l! lJ.t.- ·.1.J.:J.L..ii.., .. :J ..i,j.LD.!!UJ:)O •4 
· b .. . So :l;ar as practicaOJe the mner cover mar keel.·'.' Secret.'' will be ov.ened 
:ft~Th'•'t{ "11.B .f'l~J BJ8(1JQflH ,buq·t;i ,U!J1HJI-UC\,O~.ufJ1111 .u:.:t.J,t!iil1 \.1.J '(.JfifI).'. \.}..J J.,, .. I)" ,...,~··. !J 
only by the officer to whom atl~JSr,11fi.Joi}~ll.YJ\i ~~JnlWWR.1 ~?r\§fo i§j q_~~N~~·.' }]Nii 
receipt form will be dated and signed by the receiving officer and returned 
to the sender at the earliest practicp.J:lle;c!!l.O_rggnt. 

5. "Secret"; when, by whom, and how canceled.-vVhen a document ceases 
3'f'~'·f'f.'l'l0U "'1'l'.l.}1~Y""'" to be secret, its " Secret" 'marking 'may be canceled by the authority which .... JJJ \.)fiJ1! .I. 

a_mxed _Q.i:..J!ld!lJQ!"!~\).<LH,_or _by_ higher_ authority;nby Lwriting•:owstaniping' ~·•Cane· 
celed by_____ .. - ,'!-or--'LGanceled--by-•aulli"6fity9l()f1 n! Rrtfllil!Cl'l'![h•!n-(t'hiP 

... • • • ... rrli •-u1•1 • rv''1"'r.?.') r~0dw vii · r•otq~•tm~:un~ft. ·~0'.1 il'l"J1'tri"f{ • ..,o!J authority··which- authonzes--the' cancellat10n), over 'Jlie"" Secret" mark .. on 
0
the . 

• , _ __ ··---------L1Dl9'..h.i~') wm1 L>Ull tmfJhW '{.O tCI:n.1.r t J:.1.>.r.;u 
top of th'tffirsr·page-of"the -document, and this cancellation will be dated and 
initiliJ.ed l)y.~the~officei·-mnkihg!it.WtAhylJo'fhef"ilS&Cretcr, m'i\"firs ori' ~tlch9~ 'ao&
ment;;Willflthen9be stri~kenlrouf!'.l ii aoi:l11810'.l:i1i •)Ut :t'ltl'.'I i;Irro "}~'i:)')o!" b0Jfrnm 
T;:;~r•'.>10tf '.IO 11mt:>i.: mwr1 uoilnmrn'tui lndi 'to ~~air1·11:r~3':1:··· -;rit E'>fi':r fmn 
-r",»D n no fJ<YJJ:JfrJ ')U l!iw a111m SFJCJ.!!QN •il:H!T :i)i-.•;')'>';!! !,L'Ii'!f[ 'h Lt !i':ita~w1 
J: ,11.i.rn J.o 19i:n ~:lfD'"CoN1lfr>:E:N)f1;riJ .. 'l!noo'd11E'N:tss 'd w ,7/ ·1.rno 1Hsi.1 

sum :.rri:o'.J Lihn:llTl'lt n -gnifmammo:i 'fi'.>llio rrn ·ru .:rr':·w.! ·w il'wi.:·1d Paf:igii~il'.l 
"'Confldeiitlal:'li;rwhezi;i:by Jwh'cim~:an·d•JhoW: .affixe·a_Jt_Q.<.::<17ib_l~'.!l!:2.!lt_1J_"U;:.!.f.!:'.:i.!!'.fl';!i '6ll 

G~9ei-~~ ·P!-:~Cf!~t~o~~i!o;rP .. r:s>iecJ:nqo11ten.t~-£;£::-:-t:~~~£-~!!J.j_.!.7'-~-µ;-l~~~..!!!!.~.!."'~·.!. .. _~..!L_Ul·.!.r ~:·rn7.r 
How. prepared: for transmission ;fby whom opened; rcceipt_ ____ . __ ,__._,_ __ ~----'-'---< 1• 11 'l .8 f 
"''; .• p'P";,1J!f•• 1r;.•l_j!J f'H 1 .. n IJ•UJ ~.1-.l:::tA.UJ·J~~.u.!.' .. dl 1-1 II UJUlU .... , ~Jl...t•.>~ ..... 9· 

Confidential ; when, oy whom, and liow cancelea ______________ 'jr~lffzn!iT'Fi!iiio •mt 

,.a .. ;.\' 1 C?ol!P..c\El~HB;~ 1~,L~_,lt4rh ~Y,-Yl'.fi:.o.Rl-i tlti~dj~l!,cny1 .~:@x_e_d, ".i A1 ~P~.~w.<om t1J\·ill.1be 
~~.rkeq1 ,;' <?,oi;i.P,<;I.~.i;i.,~i,~1;;1 '}'.Jl,~/}oi~ 1 ;~s l9f01~s~11µp.v.o,i:t1,1;~e11a:1;id:,;9fJ,)es.s ,se;crett a; 
n,~~~r~1 t,h,a~ 8W~1Ffq.Y},rtn~1 }h~1,l}llo1£!si8~o'(1 ,li)}pr~!;;jr}?.\1.~::Wh!c}:l. :wµst»:l!eve.rUieless; 1 

b~.1g1;1,1;lJ~c~Hilf~qm1;1:.?.,s~.~!~,,.qi;rlIJ-5t~,s,cxmi,t..-rE~r.sgR~··!.)·1axgliP.t:,,ilf:;F,hg·rf;_a~1;fa9~ PJipted) 
dp~~Wl'il?:ts .pt, [~9~ 1 v};!LJ; I,\ep.a~«tm.e,x;i..t;.d~r ,,_gf. ·~\)~.t:rn-11 ~.e,iiggv,ar:t~r~All >J.llE!. ,p.glcJ.,otlle.~ 
~!H/f ,;· 9Rlf!}d~y.tig1J~ ~".iH: }?~}i PJi,i,ce,Q., ?,!1.n~'.ls!J9WR~n.tlio~JYwlrnt~J <:9I11U:issj,onedj 
~~f,~;1' 2 ,l}n,d,riEmi tw_,; a,c.<;8P.W1P!l~«~·,i qr.ir,t:\1~-1 ~!!.si~_mi,ti,qH:io~'.{~l,J.,\),,·Pf!_i.G~ uwlg~h,;,tl1at1 
O.~~ef;.H?l~Jl1ilf.-i!~f}Y,,;.;,:') 81U 'l:o ·~1h:wy_19rr 9IU an 1buw '°'a i;9timH od lli 11 awl<:~:n 

, "1'..,i11~c':: d if:ild·a tmfj ot ba:limi! 9d IfiW fl9a0[9aib HOiJ.l.lll"I01Ul '.iv JltrJ();1m 

ti. u;ol!'lf 'JJ P.UOP'I9(1 ')Uj lo <10Uuh 9Ii:l 'lo rroi:lrJ:)9Z:9 '!'IGO'Hf r:J!] t•t faltH'lf<~•) 

bus ,rar-.~ ,sg ;:'.Inrrn.et ,<1-0ee SIA a~b~aTsqui.! ,~:ilt~'':arno; a:.c1:i: •:• 
.!:~G'l "s ·z~H.i'o.;"oO ,U--0.S~ .. r: .. a. 

,. 

.. 
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" " y " , .... i·2· ·''SECRET,'''' CON.FIDEN'.l'IAL;u:vA~N<DJCJ(F!)R OFFICIAL USE,ON1;' . ,,,,.,_. 

,.,,,7, vGener.a:lep1;eC~1!!!C?J..1!'1; tg.pr9t~c_t;9ontents ... =In;fo1:rµaUon1a:s tQ)tlle existence, 
tr~~._·fa~i~~-~~~t~HQ!'1.tl!e:lcw1t~l!t~eof.fla:'.d?-c,wntntJ.markeih1'1G.onfidential '' will .be 
.disclose,dni?Y·ia ~rno.n; p9ssgsstng,1sw~h 1fnf9_rmat~on1.onJy·1t01those whose duties 
!;~-fivfr~ ·t.Mt:i,t:t.i(}Y'!<Ray,e fll1Gl1;r.tnf9 .. nna.J:_l9µ,·.'.)r:~~e.1'Yd~rson9t~, who'.11 con~dential 
i;J f O£Hl ~ ti,qp.,.!s-1tn 1;.:r;µ;? .. tt;,g, ffVi\! ~peril!7F~<m;:i,lly rne~p9 n_st~ leefor,} ts ~afe-keeping. 

· .•n §, ! :g2,wz.pr~p~r,"!~bforitti;!J,l]._?_mJ.§.filOJ..l; >EY LWgO,]]l;r..OP?.IJ.~.c! ;.:~;eceipt. -Documents 
mzt.i:KegfibC_qµ_ficj.~rttJ!!H''liWHkb.e,1ni::i;v,,arE!dirf9:t:;tr.anJ>miss1onHn the same manner 
as prescribed for," Sec,ret ". documents (paragraph 4)><;e)';<;ept . .U~!Jt· the inner 
cover will contain a receipt form only when., the. S\)nd!!r1i !leelll~a:it, :qf!!;essary, 
~,~d·i1.J.:Pt:t! tB!ll An,g_e.r ~cp;y~r .1n11;Yt('be.:.i19pgJ!edJ rl!Y.s S\JJ!!.~:> r~~po1_1sible,} person other 
than0tpe person·,!!.d.dresi?ed· 'Yhen SQi !lUt-hori)'lec:l:;-j1 iH-;.r~<JCrt'Vi\"f . . . · 

~;;~:,r/~q2,~fi~.e,Rtj.a} l/i; ~h.~;n.sl;>Y:i~h<;m;i,,) ~n~hh<?('l'.11'..i<:'.~-~ceJ~~L .. ;, The" Conficlential" 
, ~a,rJ~ &.!!,~ d_\l,CIJ!P.~:q~11µa;!1.l?e1qance)~g,.l}y'lj'}.)e1!l.JttP,.Q.i'HY.!.'.Whiqh affixe~ .or author
.i~ed) i_k::.<?f'.ciRY;·J:/.}g]}ei;:;!l~thq!:~tY..,rl l!Yi7 Fritipg ;Q!-'J<l!!ta1pp_ingflov~~ it ".f)ance~ed 
by,y,.,,· ,,;uu •wu . .'0J.<2!'°cr 'j,9!1;!1S~.l~g, QY:u.!l~tMr~ty ,'lof, 'J"':l ,,_; ,;,1 " (the authority 1 

;hich .. authorizes "the, cance~lation).·,u.11,µd.f~Jhts.'Jf!f!nC~lJ,a,t\Q!lo Will be .datecj. and 
)-''.t.l.J,l;_._" ·~, __..~ .>#J··~· ~··~ •! •.•• ~ ... J , .... , .• "' ......... """ . . . • - , • 

i~itial~d by the officer making it. Any oth~rr.itQi>nfig~nt~al" marks on such 
a,do.cumentnwill thenc·be-.strickeµ~olltn· amJil:l;.o,,~,1.1 I'-'X1'.i"'il 111 (ll} 
·,~).; '•\,,{ "• ,.J.L.<,.~' fJ\, ., ... u..t ~ A.J•I• ;..J..('j..J..J,,j.'J-

t!ti'~j'JC~ eH L~ . .11~t·-.:;.nL. :inrr .~201ft ,r.9S~ir6?~.!I.fv' n~fi ~o J~9"1t)~ ·. 

'l'1i·!Il~ ,c'WL~:J"' !IO!.lni·n ,r~r:roi:tn13:·C!bl"! lo·· Juov;t:i ~111!-:<1l!f;> -. 

o:J w-li .. 1 .:>'1!1 \1fiE:'OR QIJ':!UCM.·fj; l)'SE0·.@.Np:\'.ii/9{El.OQ:UMENTS 
, . . . ·' . . .. .•:.3n'J1•:f~ Paragraph 

" For official use .only." ; .when affixe~ ; h.ow ,inf~rpia~i?i\'J-Lea,t~~-;u•'.:';-:i'~~:::•-;-\'f;)" 10 

· "n 1 O. o~' ;For rofficial , use,. onl~J~ ;~ 'Y!k~n.r.~fl!~e.<!;uh!?..°W) i1].J9r~1Jtt~Qi;t trea ~ed.-A 
doc~~e'rit :w1

ili '.be· ~a;,:-ked .:i,~For ~fficiaI-11se iQ.nlY .. tfo~l!e_n:J!t.contains information 
. · J ·. J _,I l..;• l•t L,.1>' • ..J"•·• ..,_, · •. r t'"'""+•L;. ...... .._,., !' •~ '--•-''- t.: "'.! 'o'f. _,... t • 

'Y!1.i.C.H ~ll:P9tt<i!l·.1g~~c.~m~nnt£l}j~<;l ,!,Q.H!.~{PIJ1>Ji~ Qt tQJJ)l.eip_r_e~s, but which ~ay 
· !m'J~\lffiµt:itnJc~~~d ,~t .. <5J~!!Y .1pgr,so.zi1).g10.157}k\tP ,'!~er1il].;1tl!e cs.er,vice of the Umt~d 
States whose duties it concerns, or to Per.sQ.I).~::;9:lh\n11\19ub,ted loyalty and dis
!-'1f.~ti~.i;t W!Pn~~§ c,_q<;iPef!tting~'.!!1 1G:oy;!!_:t;]lw._~11.t .yy.Qr.~; 1;',!)he.·:inform.atjon c.ontained 
in .documents .marked-.~' .. For ,.officialr;:µs~:,9J;!.J:\l '\,Jw.ilhbe·~tr.eated. accordmgly. .... ..a>""''-'" "-"'I.._,._._... <J>•~·t• ..... ::.;..1~.il'.1 _,.,,..,,,.,. 1-~,-~ 

~vi .. Alq r_.1A,;.i JJJ!t:ea.td:.! L ~1·;;-1e1;tt )tJ§ 1!.:;iL'u Y' 4 Ju::t~:-'1 : t ·:L ·.~ 
,!j'.tLh:U ·rf.Jlit .rro.ri ,e:;.irhr ,oeiliaa.uP:9~2~n,J1iJo t<ta P.ci•1~1J 

~,,.1,-._fnrr ,.JfrflJI\ *"'l of1lw?hr:;:i ~Of" N'P 

MILITA'RY:'MApS A~J:? ~Hq'.J;'OGR:AJ'H~"''tf" .,-·•.c·~·:r i 
~tt<rn·moJ')ri:.~ flfrn "?<r.urr1 V:"I.n1rl!m xo rtoU.L~i118~r~:.-1 !>fJ1 "'-• .... ~~·> , ... -!.J"'J?al·ag:fiiph 
Definifion"!.£~Lt_1rUitJ~L-~·.:!.r.·~~::I1_~~!._?.Bff!_iud_~:.:t1lU!~fJ.~IJl1.J..:~l!..~~!!.'2'!_2d-.!~!f~• ~i:-.1 /-fl 
Clas.sification --------------------------~-::;.~~..!:_'..:.·~~ .. ~~-~}..~.tr:!!..~.:!·.!.~d!!~1-~:!:..\!.'Z.q!.::!!.!.!..:.!-..!\: .lq12 

/l~~q8s~\i'tj1_f~---?~~---~~~!.5'.:'}~v_J~~~---~~~---~'!~~~---~~;~~:~;;~~~;~~~~~;.~~~;~~~---~::~ !! 
f1r:V""':J?.~~ni~i~R;->t\.H~H.t:~~s.¥1.l!E~iua..:i~l1 !Pli.?t9~~r£.RlJ.~E1}!'!'l ~h.9'l~. ~~!~!l!Je~:::·~or .use 
!p1.1f.?PWJS~J.R~ ~.\~~1 . ~l.}~0 traJ~H}~:;:;!p511;9yefJlt~.'?H~ci1.P .. fJ t!J~1tf,q.r.~~~ 1 &f the Un~ted 
~.~5~s ;HHie, Q~~J!Hii~n.c[.i,ije~Bp,tM~:c-Wa!?§ ~1$~iiP£Pt\>gW_Ph~.~ 'Y/:).icp. :<~_a~e acqmred 
a military character by reason of overprmts .1<ti:..tH9Sagq!}§ P!!JS.e.Q. upon them. 

12 Classification.la. Military,,maps r.andfJphot9graphs 1 w,~lLbe; f!}!l~SJ!'i!lQ};as ~O"Jnl!"(r ~l!!fj t:.i.jll!H ·:.·d• UuTI ..c.o .1.,v~ ... JJ:J.1 ... u.r:.i..u .JJJ. .: .. 1.u .t.·--:_. .. _a...._~.:: ("•: .. ~ .. , ;-:; ... "'.r· ~,, 
~?U~~%~ ·9:::91IT .. :,;:>!!'.! n:fi'..>C: '!ll ,,, !ldi oi ,cIJ!lfil ;1~id rr ,f,:,Lo ,.,,, "'· ,,,., '··' + ·_-· , 

~ (1) Secret. .bfri&wh Ini'lMnm 9dj '.l:o .O.i!.:-gB! f1:'I: 9,U;; !1<11: '1970'. !'.J."'.'.' 

, 1 f' i· ,, ~,i.- .(~) 1tli1iq th~11 sol!S~mln~l},1;;1 £.11iJt<,h S,Wes,,. i~q9,s,e_j!IJI11trn ti.J?.g'•:an .N!.p
:~~i:Tr' .;,,, 1 ,' "· •. j ~·~i(!i;IlrYYt1d ;!~ll,:i9gll}_1hr( !E,slu.<}.i~~g;j;:!9Si,tln9~{!lJ;l,Se,(PJi,tn§?f.Pr.,,any 

~ , ( dn .0 rr· phase.,thereof.~1~ \'.lfti1n:ifJi e·meni yJl;Jl' ot v:~:i:rrn•;b ·j1~';i·,:·1m-
-t:tl.J-i u :1 ;J; :.· \.} , lJ.LJ.,JJ ~u.n. ·"'" ~-. · . . ·"' • .. , • ... .. '" 
-;:, u:·w1·;1•; 9!1: ·~o pj:_tl•:s'.:')'.{ Li:iu..i :tu fo".7: ,-;-y; s·u1;p9•r Ill ,7 m·nfon J-ll'd >-"' ·' Y.-:·· 

.fl!;r1Io111d nrlqfimott.>!J'z ~;u t-.q .. 1Ju c:.~:l 

.3 
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REF .ID:A4127207 
AR·:;33o;s 

I~l ... 4 ~ t ~-~~1-ri·J :~12J . .-11~· 1 011:1·-if.1 .ranoCU.MENTs ::_ · 'r :"~ :;. " '1i,:o~> 4 
l t ( \·!'J::-1: L~~-~ ii.; 

·'''." 1" l'·:: :•u)f':'( b) '·In!·oversea•~p-OssessionsI and'' ·foreignt terrHorY,9oeclii;>ied- 't)y .foe 
" ·· :n f "ir.!":.wi';•trc1f6rces~ofr:rnetiu:nited;J~ta'tes, ;mose ·-musfrating(a~n>8approved. 
,··.i:•1' -.~q;:·11 ?·:orlJwar '\plan"',O(inclu.din!pfrocal~Ideforise • plans) or··:.'a:fiy;,•:phafie 
!·.I l~d·uc. n':>, mn1I·rr thereof\" tliose7~showingllltJie'\:,;fayoiit 'ofr.:permanentt deferise 
. .:~!; i'T. '.))f-"1l~:~ ~·~works~ 'a'n'dii'naviil -1;bif ses·:raudcir tb'.ei''li.dj acent ;terrairti. vifiilit rd 

r1 I ~·>rrW~?Cf-o-.iqfo;nthefrJ defense,0 an"d ''tlirise~thaf!serv~Tt(ildeflni tely-' fix::ui.e'·· loea
:t·J <.1mim ')mi1>1. riri J ition'.>of· iany: re1ementr1of •-permanent ·rde'feiise 'WorklP a'nci "Ha val 
,'r:!f~.rt 11!.U 1J~CH :!<:?bases(-*' 1f.-prl~iet1r.q) P.\1'lJtrf}.,r.f~.~ ·~ ~Y.::'.Y)f~ ·\. ·rO~ fJ~>~·~i·.:~«!.lJ"P · r'J{ 

,v·n '"~(.2)L @bnfia61itidl!Dl1'H f.lrli H••rfo ">;i-J.O m·.i•>'J: :lq'.<r•:,1·1 !: .uir;Jrru:i l 'ivr •;.;·1u•i 
'l"r!'l<' iruw;:<:q( a:jcl,J:n":tlie'l coiitineht'ail r"B·iiifed'Y.Sfates, ·':'u1ose ·:sno\Viiig·l 1ii.:y·out11:of 

. · permanent .defeliseH:works~ •an\i1 naval· 'bases" :ilia "tiie:Tfi:d.l 
"f;:ti.J·1L>itrn'J" 9'1.i'jacent1~terr&iii'.tvitaP to'Ith'efr·,uefense;' andf;ti:ios'e· ithat"sef'v~ 
· ,,~,, iir: u :w Ip-,~rnn 1:t<:J"r:fdeffrifreryHfix·Jftiel.focation r Of .:'~nY' re1efrierit! ~·oi 1 Jierrrui'ilenl 
. ':•:1·,.Tn'.J" ji. "J.9'7"defeiiser.works ·a.nct..i.·nava1J bas~s,»excevt' 1thiitf ,vJ.\.eri"tli~ dciml 
\ij·r••:!ir.lfl ~Hft) "-pJete·map Qf..la '•(lefengefar'ea COii'SiStSOf' nlOre'.than-Oll~e-Sheef 
;, 1> '' 1>0.tJJf1 0cl m·11 oiily itfiose;slieets :s~·owing 'de:fetlse')eleineiifs 'rie~iN)'e1Clas~ifted 
rI~n11 no viJr.ra ""1.lisrcOiifiil€:lltiaI:;r~ 11'1 ·~uA :a ~~11iJrr!r ·A <i:~·· 1 •,1~i ·-::d ~,9fn!HlJ 

(b) In oversea possessions and'l'f6'relg\:i'.lte'rritorf bb1c'upied'fiy0 the 
forces of the United_ States, those not classified as secret, 

' , • '{ i. 1.iU .. 1.J~\':1 • ' 

showing layout of radio stations, aviation centers, supply 
~-:£''. »bli.s~,hilfsenii.lS,;.;provillg gi-6,tinds;'ror ofYiiriy area vital .to 

•1«· ·~::"r:" · . defense. ·· . . · 
'H ·(S)·.··For·-offioiCiz-J[8~1.!:'~ftly~1 iJnL·J~".ttol _1;'ltJ: fr .. z;H.t n:u·:~.:; •· ·i.'· ·; ~,·:11 i'.·

1 ,r~ 1 'l'J·J. ~ 

"·- -.f: ~J .,mt fat.'-l'ff'..: tliel coiitine'ntiiPl·Uriite'd" si8.i:e's;:cmose f slfo~ng·,.ia'Yout i: of 
" :il.c!a· 'JH• i . ..::..lni 'HracHo!:istatiohshfoi5ill:VIbaAfEisl a:r'ifeila''is;~a·nd tlie · 1~d'j~ce'nF'feJ!1 
' !; •' ; .;,; 7 .• 3!Fl <' :•fain):Vitai fo thefi-<:uefense, r~iicliidifig''.photi:igraphsrnot JttrJr~ 
.. . w· J 'l'iJ '., • '.:•(.'\Vise L'ciassified, fwhfofi>,:frofil•.>ltheir '.:nature -'"are·:hot'"suJtaoi~ 

~, .i ... ·1 J'1 ·1i 1 n·u>f D·fo1---1'.p'"ubiic't·re1e·a·se·;x1 ..::1 "IO .-!fl'.r9:JH\.'.) ,_,; r'.)lJn:.., ... v.u1i•11 t q_;·~:~~! 

. ' :,-, ''.' '"'~b:). Tn~!oversea pcfs"Sess!Oiis!~~ndllforeig-ntHfrrifory occupi~'d ·of 'the 
'.;· :

11,.,,," :i : "·' ;forces•11oflime" UniteCJ.<fSfa"tes,•l'alPtopcigrai>lifo ... mapsnof 'tb'e 
scale. 1: 62,500 or larger not otherwise classified, and photo
graphs not~ oth~~~~e·- ci~ssified, which, from their' nature, 

. ;;.1}.~~\R?h1~~}~~?f!l; ~qr,"lp,_u~Hfa:~lep,'\%.,1". i :!, 
••.. b., ~1esponsib1lity for the classification of military maps and photographs 
~ests Q.~: ~fl!!_f9l,lo_w!!lg_ llutQ.qrWes,_but_may .be .. delegated within.-tlieir ... discre; 
tion to .. appropriate-subordiilate-agenCies-: . . ::. --··· - ·---· , --· --·· - . t>oii.~~ftl3~JJI':> 
z: f (1·)- -The~ ·War·· Departmen.t-for ·maps- and .. photographs· n·ot 'elassifie'<i ~·([~'· 
·' -· - -·vrescribecrin-(2)'-beloief.-~-------- ·-------------------··· '"''"~' w 0

" 

c, •:: . ' c2)''<'.lorbsi are!:/ def>ar'tm'ent';'1'afid • simiili'.i •'tefril:1:Hki--co1B.hli\£Ja.1:!1s; IJnd 
i ':"ii Ii .. ' L '•:; '.Commiihdiii~ l generai~;I()JilrexJeclf tiotl~rf 'Ii or'C~1s 0li.'lia f o~~ig'i?'gii'rri ! 
WJ ;' ':';;!.\ . I, SOllS ,!"'nen'l'nof~/c)'fg~ni~e'd' ·R's' terrltbr)al"[d~~:htii'i_'Jdts '"for'; a~e~~ 
~. ·.~ 1 ';~.,··:r Witlih1 tneir~'"'~Oiiti-61.rJni .. .ri:1:"t') 'r'u 'ir.,··~B·rc Tfl ·:·.I --·1.:-:1-r~ ·r.1t·fatr.1 :..;. 
''13." ·:Re:PCirfa!....lcHissifi.cafi'oli0ilndr':rec1assl'ti.bitio~; 1br~milifary;i£a&~ ':iii~..., p1~dt:o-

graphs will be reported, -wheri mil.de, .to the War Departmen~. These: rei)bh~ 
will cover full title and legend of the material Classified. · .,. ,.,e._ .I·-) · 

• 
114!' How' issU:e'dl.....'..:SecreCarid~ c~nffd'Jlidat' 'm~ps'lan'd. i 1ph'6tdgr~phs will be 

issued' onlY'ui>on 'writt'enfrecfu!ilt~:\vliici{)wfir;aesc"rfue:.t11e";~ubject matter with 
sufficient clearness to fully insure identificatiorl'.'!"'.A'il.hi:i'iiii'§',t on or about Janu
ary 1, issuing officers will require renewal of such receipts or the return of 
-the maps or photographs involved. 

AR 330-5 
''SECRET,'' '' CONFIDENTIAJ.,'' AND '' l!'OR OFFICIAL USE ONLY '' 15-18 

SECTION VI 

MISCELLANEOUS PROVISIONS 
Parngraph 

How transmitted; to whom delivered-------------------·--------------------- Hi 
Facts as to character thereof to be communicated with infornration_____________ 16 
Documents requiring to be marked "Secret" or "Confidential"-----------------. 17 
One classifying mark only, if more used-------------------------------------- 18 

15. How transmitted; to whom delivered.-Documents containing secret 
matter to be transmitted ·by mail will be registered: · Documents' containing 
confidential matter will ·be registered when the circumstances warrant it. 
When documents containing secret or confidential matter are transmitted ·by 
hand, the transmission will be intrusted to an officer whenever practicable ; 
otherwise particular care will be exercised that the messenger is trustworthy . 
In any case such documents will be delivered in person to the officer to whom 
addressed or to some responsible person designated. by him to receive them. 

16. Facts as to character thereof to be communicated with information.
A person who communicates information c~ncerning, or contained in, a docu
ment marked " Secret," "Confidential," or "For official use only." .will at the 
rnme time inform the person or persons to whom he communicates the infor
mation that it is " Secret" or "Confidential" or "For official use only," as_ the 
case may be. 

17. Documents requiring to ·be marked'" Secret.'', or " Conftden:tfat''.....:..Any 
person in the military service who initiates or comes into possession of a docu
ment which, in his judgment, should be marked " Secret" or " Confidential "· 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in para
graphs 4 and 15 for secret documents. 

18. One classifying mark only, if more used.-A document will not be 
marked with more than one of the three classifying marks-" Secret," "Confi
dential," and "For official use only"; but should it, through enor, be. so 
marked, the most restrictive classification used will be observed. 

[A. G. 312.ll (3-9-26) .] 

BY ORDEII OF THE SECRETARY OF W AB: 

OFFICIAL: 

ROBERT C. DA VIS, 
Major .General, 

The Adjutant General. 

5 

c. P. SUMMERALL, 
Major General, 

Chief of Staff. 
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REF ID:A4127207 

DOCUMENTS 

AR 330-6 
0 1 

"SECRET,'' "CONFIDENTIAL," AND "FOR OFFICIAL USE ONLY" 

CHANGES } WAR DEPARTMENT, 
No.1 WASHINGTON, Deeem.7Jer 31, 1921. 

AR 330-6, December 30, 1926, is changed as follows : 

12. Classifica tion.-a. Military maps and photographs will be classifJ..ed as 
follows: 

• 

• 
(3) 

* * • • • .. 
For official use mily . 

* * • • • • 
( b) In oversea possessions. and foreign territory occupied by the 

forces of the United States, all topographic maps and photo
graphs not otherwise classified, which, from their nature, 
are not suitable for public release. 

[A.G. 312.11 (6-30-27) .] 
b. Responsibility for the classification of military maps and photographs rests 

-On the following authorities, but may be delegated within their discretion to 
appropriate subordinate agencies: 

• * * • •* • • 
(3) (Added.) Military maps and photographs now on file will be 

reclassified when taken from the files for use. 
(4) (Added.) The precautions prescribed in these regulations will be 

taken with maps and photographs which have not been re
classified but which are known to be "Secret," "Confidential," 
or "For Official Use Only." 

[A.G. 312.11 (6-30-27) .] 

BY ORD!m OF THE SECRETARY OF .WAR,: 

OFFICIAL: 

LUTZ WAHL, 
Major General, 

The Aa;utant General. 
1a151•-2s 

C. P. SUMMER4LL, 
Major General, 

Chief of Staff. 

U. !I. GOVERNMENT PRINTING OFF'ICE: 1028 
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REF ID:A4127207 

?AR 2330::,,:5 
aTV.:3:11.'.UOGcr ' *SCC2 

'IO :l!n:>98-.'{f!:'lA srl:t sb!e:trro h!:>:t1Jdh:tal!J i:':t.::c.crr;:wof:> -gn!ii·.;c.:r1:::'.l:<:'. .C~ 
rrol::trrdh:kff: o·rilrp·3'I :t.C.:~lm ,9'I!l':tDJI 'lhrl:t 'l.'d ,L:')l.civ <1:1.asL:'.iaoof) fol·i:::'~;.::, .. ; 

b.cr.z. ""o;a!n '.lt::ra '.le:\ a1:01~o!ntfc:UJ.\i'ENTS•J.l:'n~~ r~1w :m:_.~a s~:~· -:!::.,:~: 
~an:~;t.sir.r:~c.:.{ \4!"'-"':·.S erL io E?.s.'1..Jill.;.J~.i..1..1.i~:.:i.:. t..:..l" ~-1l1;.r x:rzrr....--.1.clrr ... ~ .l....J. "Ji!.b!!> L ,__,N. 

,f.sEcR'.ET"';, 1Wl(5"oi\r:Ff£:E:NT'iXI:il~.A.'N:S tW¥o:Rr'.1o'F':Fl:c!XLbtfSE'1:;bN:t1!- '? 
A:O :tC':l..!.::";.:J d :" 031LIC'!.CI£.i!O~ 01 .uo.d-.ostouu •it') c.~.:a c1.:..:: :ro ·~un"o!!.~ ts~J.."t_..! ;.J· ··tJ-~°4' 

CHANG~s~f!10 cri~· o:t :!"on:l :tn.d:t :t'Ioqen: '{;L~e;:.a:w-:q wKR':'fiEPiRTMENT1.f::'..::I!G:3 
si:NoP·2 o.iprro'I'"mc:> w <-201 srl:t :t'Ioqs·• v;!d'.cibwYSl:r.iJb'?o:RfMar'Eh'!f0~0f93i:r-'i 

AR 330-5, December 30, 1926, is changed as follows: -1:'.~~wrli:.n Y'J~::;:;.;:;~_:.£ 
t. (~&-8!:-SI) !I.SL& .v .!:.. 

12. Classification.-a. Military maps and photographs wi.11 be classified as 
follows: : ut.Vt '!IO 7J:ti'Iill7::i::C'.l aJ:..TT ~;o l':{lil!O Y:.:! 

• ,£:'111,,'TS:L"JAM 8£1.·Hmoa: .. .. • * 
''°''\ )h')o'\) 

- .. )3) Fpr~«!fficial use <>nly . 
• \1\1\C.\ \0 1 )L~v 

* * "' * * * : .:U~Df~iO 
(b) (As changed by c 1, December ,31M927.f.p~'='1nc·oversea·"<posses

sions and foreign territory occtipied.'i.by.\Jfl1e(.'fofces of the 
United States, all\::topogbphfc'J}mapW an'iJ.~:photographs not 
otherwise classified, which, from their nature, are not suit
.able for public release. 

[A.G. 312.11 (&-30-27);] 

b. Responsibility for the classification of military maps and photographs rests 
on the following authorities, but may be delegated within their discretion· to 
appropriate subordinate agencies·: 

* * * * * * 
(3) (As added ·by C.l, December 31, 1927.) Military maps and photo

graphs now _on file will be reclassified when taken from the files 
for use. 

(4) (As added by C 1, December 31, 1927.) The precautions prescribed 
in these regulations will be taken with maps and photographs 
which have not been reclassified but which are known to be " Se
cret," "Confidential," or "For Official Use Only." 

[A.G. 312.11 (6-30-27).] 

17. Documents requiring to be marked "Secret" or "Confi.dential.''
Any person in the military service who initiates or comes into possession of a 
document which in his judgment should be marked "-Secret" or "Confidential" 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in paragraphs 
4 and 15 for, secret documents. This applies also to documents originating 
in other Government ag'€ncies bearing marks by those agencies which 
indicate that they are to any degree secret or confidential. 

[A.G. 312.11 (2-24-33).] 

19. Marking; use of stamp.-The secret or confidential stamp will be 
placed both at the top and the bottom of each page of all secret or confiden
tial papers. It should be stamped well down on the page and in such a 
manner that the marking will not be hidden from view when the sheets 
are clipped together or bound. 

*These changes supersede Cl, December a{i' 1927. 
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DOCUMENTS 

20. Safeguarding docu:n;tents distributed outside the Army.-Secret or 
confidential documents which, by their nature, might re:quire distribution 
outside the Army will contai~,.,~/tf.t.ab~en~ns~;ructions for their custody and 
safeguarding in conformity w:itif tn~liJ'e4ui~~m'~nts of the Army Regulations . 
, 21. Report of loss or subjection to compromise.--,,AnY.. person .in-the mili
~ ~ "(,~'~1110 :?A.Gt'?' .U\ !.~~·1~ '!' (h ,,.)_« r·.l 0 UTl.·A.. ·' ·.¥..k\J.'s,;t/.!tt-iu_i1.'"1.t ... · . .;.-,; .... ,. t-~~.!'L.r.,~-u -~ 
tary service, kriowmg of the loss or sul:iJection to compromise of a secret or 
confide_pJJ.'.1k~9r1FP~t\.t,!-::"f.iJt promptly report that fact to the cu~tg9.!i:t_~19j 
th~.;4_Q,c~W.~~t1'.)~~9.·o~j;!rl.mPt~diately report the loss' or compromtse go,0t!J.e 
issuing authority.' . 

: 1o-Y70I~ul GC b9~IT.IU!!> ai lj£<l! /J3 't9Clli'~ ~~'CI t0-(~~E ilA 
[A.G. 312.11 (12-28-32) .] 

C!l f;<.,J.i?.'.1!it') 9<i [[.i•;, Jr!cri:T~•Mo~!:! DUB aq:nm: ~·ujiii!f1 .Il-.u:iit;;'.J!?Z:-.::;;!() .S:J: 
BY ORDER OF THE SECRETARY OF w AR: '. m"!oilo'.l: 

0 
DOUGL~S MAcARTJIUR, 

OFFICIAL : .) "' 

-n;::;'1):14M-!JlScF;.; 11VI~:I:~L.l)J~x;, 'l'i6fll ;:.i9CT .t 0 id f)');}ll!JI'.!) aA) 
si:fi'. 5·0 cY:i!Jrjgg_tf,je1:r_~G~.nerp.~;~o '"-ro:lt"t·r'.):l r~is.-ro'i flan aaola 
10a ;,r'.q:;1ge10:..:Llpt~'(lg, T.11;.e,rAdjut_q.nt:,G.f}n·eral: ,E9:t.n18 ue:HaU 
-jf:;a .70.'l U":!l /Y.!U)D!.C 'l!:IJii.1' 1UO'l::i cll:>Jdvr J12[tlz;;r;I::> sai7770£ito 

.ean9J9·1 ol!dnq w:!: ~ldfl 

[.(\'$!-Q}~l)) rt.Ctn .0 .A} 

;;r.;c·r 2';' yq>olo1\•> Il;.1.!:l ~qn.'.:'I 'l'Ldiflm '.J:o 110HmiH?8!lb !lili 10'.t "!;Hli:di:Jaoq<J')H .o 
ct c:ai!'lnc.::1 'I;:o:r11 ui0:1tn i::.~:ti;..:abb ed ·lnm ~rrd ,usHrmdtu;; -;.iulwolio1 ~1:0 c:::i 

:·a'.:[:>rro~n e111nib·10clud 9tnl qu"ItFJ!! 

I~ 

-r1~oc!\i l.l>-'!J ·~;· :..i 'lT'.l:li'.:;:,: (.'i~(J.t. J;_; 'lCdlliq:i.;:':{ ,I 0 v;d fdl~:.r: >:A) (8) 
·:~~lli s·j il ~1~ 1r91I.Jt rrc;1l·rt fJ~~;i;...:~I·11)1 ~:d IEv1 •;Iil 110 '2C!..t. r ... t~rr:-:".I:J 

:·y .. u J.'J1 

!~4_.:;i·rJ~:':~'.:..!.r e:rri.>Jn;;1:>~(ri • ... ::~: (.i~~Ut ~rt; ·r::-t~~.t..l):>')f! ,.t 8 ·-;tf !J'J:·VH ·J~) (£.) 
r::..:\:r:1;.~0~0L~~ fJn~; ~'i-J'...'! ;: :L--t 1 .. ·9:r:d -stl l!i.v1 i-iuc:1nfrr.:t'1'~ !:P)[!j n:: 
-t.;~ 1

' ~:c..; rJt .crif')fiiI ~./Ifi t;~)ir( ?l j:rd b':lfli ::P;;~~J1 £!•_.r .. d joa 97Jl1l ri'.J~r~·;1 
··.°"frr\) ~·J\J r.e~~C'.0 ·_oti: u '!O '\!!J!~r;·)Ciiuo!J ~. ~1 t:i:;·1~ 

[.(';!:!-i\&-i,) H.S:.t8 .H .A] 

-''.> · ':;~2'.'°.',.'l0" 'IO ";'::;-.r:i;i8" bs1hn.!:": :::d o:\' ;:;.'l'.h~a~?·r 2~'::rr<.'J:>oG .\·r 
1; \ • ...- ;'~~. :; •· JlJ o·~'t.i: ~.:;:':!c4::.1 -:•t) ce:tni~ifii orl~ D:>~· .. "r:d ·,,~'!H1i111n 'J!.U ul noi.·1-~~! ~a;~ 
~~ '.1·~t.'i·; ~i. .. :!:.;:) ·~ ·ro t~ j9·:~./! :, f~9:,!"lnrn sd I;iur:'.!?l ~:r{~':0 .. ;tut ·=~r! ~i rb~1i11 :h .. i:;tr~D1J0h 
:'·; :.1 O; {."1 itl•J:ef;· tli") ~-.u;·,1'\("J!tJ; (Jllj OT~: L""Ir:yr:o:: 01 ... t~.)J ~ (";J~EJ'.:!fl!Ci S:i~-.~ Ifl\7 

·~tit~::-r·~ .. :Il'.:J .c! f;slfi'.4·1:-:t;t .. \ L1: rB no~ .... ~iLU;.!f!J3"I1 1' ~ 'Y~r;h~'.:)J":UI ~-rL"'~ ... 11 -,..iui•;ro!fv'): ,tt 
'~r:·:~;;n:~2:·xo 2J ... __ .)l::-:-~.-;0b r.1 ca.Ln e~fic.:.~f.G ~1: .... I':' .?J1- 1~!lcrJ·)cl:J :t01·JSd ·:<)1 c:r [;rtu !~ 

_.:.;;_-·;:·~·; !.... :'.:.;.i:h~ ; 1 :..::::J!:~"! ~~:.: 8'" 1:~.st: ogL!.""r..:sd s:;i~.c:~·~n l.r;.>.:w.:rf.i'.:;·.:o·~ ·10rlio .r.l 
.L:±:,·o:ohiJ:L:o~ -zo ~'5'!~93 ~:i:rns:, ~..il!:: c:l" s'l.o '{: . .;::; :"-:~i eS.::olbJil 

c.<r::-1::- '.'.> H.!!rn .n .AJ 

1.:( r:.r:: ~!!"-.: .~:-~ £;;:~ ·:::·D::Jo) .. .1.0 le..rJ0d 9£.1:;-.~'1!J1:i'i~ io ~)"'"") ~"J.U.b.i"i.sl'! .9.f 
··~~·~b::..:·:.:;o ·i.o ~::·z!::~.2 :_.-_' 3.o :,,.'~.u~ ~:J~Sl ::·~ .:noJ~cr.f e!li brr c;r::r ::.d"j' Y.n r!iod .bn!>.a:q 
.tJ f::L..: nl f~;u~ J'J"!~..: Qr.a· !!O .'"S'C"'Cb ll3W .CSCi!L-~:ta od fl.rl.~O.i'1 ;J:;: .tJ·1;q;,:q f:ii;i 
2:i:·::.ri:3 o.r;;t :.,__;_!•:7 \ . .:,:!'\t c:ro·,~2 .-:9b.Bi.rI ad :tcr..:: .F: ~VI J!'.!i::~:.."lJ!l 0£11 ~· .. ..:.G:t ·.:Jfl!I.~L.7 
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.1:: .. :.;JJ ~:!' · ilr~o ,:• 1fi'.JJ .. u), 

1:·r·J I-'.~.~ "'1{·, ,r~·r;vLs91~~~·.; ;:'7 tqJ·r~tJ:.:s·~! o·J·tu! i:.1,U 
• .. i_1 :,·,,1:i·::i•;.:·,, ·1_~}·· .t1~~..s_j,-1?il::1 ... ~ ; .. ,j ~i .. r or··f~;_...~.::i :1 

!o 1~l~u1n_:r '~L-~ ; i~-,: .. 1 ._:r.,_o· .... r;( tJ·;~c.: ~:,.tru.i i01ii JGlit eTlrr1;7, •,:!c}1- ric:Jda 1si"'af1 L cal·:'° 
A:i:tMY1RE)GUL!\.'J:'!Ol'l"S} , .. ,.. . ,. , _ .. , -W. ,AR'. J?l\)PARTMJ!!NT,,. . 

J.J • •. •_, ,c lu.:..~n .._,,.._.,...,. ~' 1 "·" '{,J~~ ....... J..,;,1 b.i...IJ 0J .. 11J.Ju1 t:. ..... 1J ... L ..... • .... ~ L!i H .!.' 1 ·«~. - t)~ .. t-

'lLLI1f'~'?; :l~<Jd?i.i;· ;;~;L c~ ;,;;l;'..Hl ,.~·m·;,.f~~¥J~0.'~~~·:,~P<~Rf~ J,.f.~1.!t~,s~~:·a-
~1f ji t..:.ru,f·lf Oj :?: ... :,~o;..:;q·[,_12-, :1... .:~<1••f1 .-_ .. r; ~~ 1·, '. .... :..~:;., ·.!.;;ri_(i"!(i_ oJ-~ c·; Ii(.?i.:. dl~ 
.,~ ~J'" •• ;:~ .. ,,,,, ... ,1 n ·• · -·" .~·. DOCUMENTS .. -.1, .1 .. " . 1,,. ,. . t-~ .,.,, •. , 
--<J 1n l-l•-''\.l.1.o.,;,r.A.~-1,.#\ ;:,.;..J 1 ....,.1._.:;rJ.,•~.1 ... :~ -..1...:...;, VJ t..J.J ;.~v~.1~-~-,.J.u! ~ ,.J,. -tU~-1 i..C ..... 1 ~I! ,,,;~· ·•~.· I~ 

-::; .·d ·t[.,', .\·~[;i·: ~ !_1 (,: ••• ht.',.");"''. ~.Hf, ·~;!; )::dJ (t;·W .1:·1~:,!r+~.::. j:; t }L""'} C r ;\·: • ·-.-.,!,'' qrf{ 

" SECRET " - " CONFIDEN'l'IAL " " FOR OFFICIAL USE ONLY " .AND 
' .; . . . · "REsT:aibT'ihr·;·:" .. ~.~ .. 1 ,.;; J•,l .• '.l- • ,,, • ·i ~' :Ji;_,! 

.LJ hi :·.:!1~J[J5)'1J : .. r..:u. j'1}'." ! ~·~fr.\:~,.,;.:!....\..! J...~·'-" J.~'LJJ2~ .~ ;;.::,·~.\:"~'11 ~;J!;.j..:.;:'.; /,. :JTJ.." _.; 
2u ·1~dnHi> i~;I!: .. ,~~l .c ~.I ~,~-;il':. ~ .. l.: ~- ! ·z·~:f 1 \ -1 •• 1:~ uJ :i_;J • 1·1 :·.r \., ·~.:1-: ·,:). l * 

· • ·;:L."'i~ :;~;, ~~e~E~~~~ 

~~7~.~;)£i: :~~:~~l?;f~b~~~~1~~~~~~~~=~~·~;~~~~{;~~~:=~;;.~~~~~~~:~12~~~~~.~iJ~~) 
, , - !!L ~. Qo11fid~nt~~! qocµn;iel).ts -.---------~~----,--.-----,-~-,,,..,.,,.-,---,.-:-_. ~9 · 
intl ~'-'rv?":C~~F~j. ,~-. !i.~. c .UJ.0-r"-,, ·'"-• '11.lU!~": ..... L:~J>.:i.: .... _ ........ .l .,!...,."2,...,;..~J.~'-~l .. ,.JI.;.-!. ~!.· 

-nt ·t~!._:.v,~·~rf1tJ" 0f(i ~~<'.}~~. ~~~.o~ f ~~1'. ~?f~~~J~~-u-7.~.~,l·f~~--·:-~IT::i~£f-V.;-""!TO:~~I1u:JH .. ~~ . ,. Y •. " Restricted " documents.:. ________________ .:. __ _,______________ .. 11 
~HI .,:'I j··~:..·J.:HtJ J ll.>i L~·.1·,'!!.. ~ .L.Ji~.11 i.'1:i':f..i. t..il' Ht<~YdJ:.,~; l;t._u .... S,l:'i •._"l!,;.·. i.: ... :~.:;!.::,ti.t ~':r.ri;7r,: , . VI. Military maps and. photographs ____ ~ _________ _: ____ _: ________ 'r.l.v-15. 
!~nJ .. :..; 1• .. !]•.a.pu~J~1 .. ".JHH.!"" .. ~ ......... • ·:~ 1-'.-~1 •'> .. L-.Yi~JJh) :1~~·:.,.:.1~ -..J '""t ·~-~.JC ..1 ~.._."1~:_.: ·,ar .. ,· 1 

1-:j ~;L' Y,P;,u.~i~g~1ll~1WJ1m .Rr2y!~t?.1!s,,r:::--;.,.n':.:;c:.--"'-.-::-;:,;--::;-:7::,.,:;::1-T;f<,- .J~~~ , 
:=-·1.l f~i ft:l~B:-.rf1b.C·9f!Vf!'YII'fJ 'h'· ' ... ~ ·'~:::/~77 f\·:'R!.tB il s~~ i.f~·:, )-.; ::cJ ~~.J.cfii iJ~·.;. ;.;.;:n\".~:f 
:-- Jf r.roi11~:tc·u:. J·~) ~L·~i ·"· .. :lLI.;rr. ~.)o~ u.l u f3'J•)sa n [)11~"1.Cfil ~fn~J.~I~ ~u~ .-:·:;./1 li>!:tiJJ 

hi"!l -.i:cvuo ·1<:l11!2 91!T . r.c·1ow.::·1 n1SECTION1'.l1t10 e-U :(!Jff\7 O:'?'J<l ~[\ri.c:'.t:I ~2fl:U ;:~I 

crit hru:i .~J~&c.::t~ir~~);) ('ra. :1c-2::.:G·_i:It;:~; t;:i.'.3·\'~;.is:)[;Z' Hi\v !J:Jtr!v; !i',.:r')]: ;tqi·:-•.;s.·1 .G Lt!illf!•)!J 

;1s:'o~ "1S:lrm rrn r•t f•0?.·)['.}r:: sJ !''.ElEFll~ITI0~m· :•u.::a v;:'.::11'.>ury m:Li' :ifr-'.l!JUJ:>ori 
G·.~:l;Jort OU .d.H~ '.n~l'H !hl ·~1!).1jii.L·~ :H.i:t at ·~J_";:: '.)~l:~ .. ~; 'fhO:'~ ~· ~~~~:_~ 0d H.!=:~r~} .. 1:.~.R~ " Document" defined ____ :_ ___________________________________________________ .. 1 

, ,(, !. 11:.:._ ·~-. ;.•1:'ii.IJ. , ; .--;. .' J.1J1-~! •.: .. ,-; :'.JU [ Jn ~·ttG!l!)· j~·1:1~3 !1!'1 fJ.H'·'.J tHlli !)'j. 

o•.l;.Y.ttDocuirient''!0defih'ed>s-In. this. pamphlet the word•l\'idocument;'~ will6be 
uriderstood .to iapply .. to _priilted; mimeographed;· ty,ped;:.photostated; and written 
inatter;;·andc.to·1mapg, ~drawings, and·~phO,togi'aphs.:: :,.,;-:-} '.JI.I [;i·;: £1'.l'~l ~ql:;_:;~ 

.:..·Li9J.L::O!H SJ.".:J~:":l:-:t!·:~ ~~.:.:H·!_-.;} ·~,J"j JiS '.!.':;JZ!.:J~·; !:;'J!J t',,.) 

l:,!.-;.;·L'/;'.1 ~·!": . .J::!:y,) .t. !:Z~\:---·.".·: -----··.§Eqi:If!~~:/t~. ~~~1d.,J· ·\;·_ ?,::..<··:, ~T{ S~t.~.:2- ,, ·.~ 
it'J'~:.·; · ~,~~·:;J:~.~:nt :,t;, ·.:( • .r.:.: Yi '1 ~ ·1 ~. "1' • ·- ~ ;· ... 1 ~_) u. ... F "' ... ·t"·a \::-'"' , · 
.[! ·~'· ,.,;., .,,., lf. _, .,'.'_SEIJRET;:·.odctiMENTS,-·:; ,, . .- u/·.:-~~ .. "'..· .:: 

~·:; ., f~::::~~·~4~::· ---~ ~·:·:~ _ ~: . ··~ '. .. t.t! .• ! ~- .~. l'~·~.· .~ ~_,-,~~~~ ~:-.·-.. ·: .:~--~~~·~ ~~~j f~ta·~~AJ~~ 
Secret ; when, by whom, and· Jiow ·affixed.; __ :..:...:.:.·,;,.;; ____ .; __________________ ·~---~ .. 2 

Geiier8.I pl-ecaUtiOiiB'"1fo C"pi-"otec't' .cOntentS1t:::..iJ.rJ:...~..::.:._:....:-..:it_!1:::::::.t~~£;J!.t.~£.:::.::.L::._'.!:!:..!!ltL!!8 

~~;9;~~~~;;;.~r:tt;1~~~!~;q~~~-w~~:~~i;ii,~!~2~:.:~.~'~;~~~;~;.;;;;.;=;~;~;,~~~;~~;;·~'i 
2. "Secret"; when, by whom, and how· affixed;:_:&.' document~1wilb.be 

marked " Secret" only when the information it contains is of great importance 
and when the safeguarding of ~i{h{:i.IifoRnation from actual or potential 
enemies is ·of prime n$~~s~tY.r ... ~M :: .~7~r,~~::.~~.i:.lf,,~t~t be placed on a docu
)llent only by,' or by authofityr of, the 'Secretary "of' Wifr, the Chief of Staff, a 
.>..!' •. • ~J)'G'1:.r.::L . . ~ 

£11iet _o_:t_a_i;i _!:!.r.~ •. §.~r..YJ~~· _q,r. _1!~!'~~~· ,Qfo.al?: cf?,fl!,c;er SRP?!?~!J.din,![~.a 1 cory,~_ .a.r,~,~!.J a 
tacticaLdivision,_or_ a higher_ tacticaLunit, __ The1.':JSecret.''._ mark,,:1'1'.ill:b~ accom~ \ 
panied··by--the· design a ti on- oHhe "a,1;:~~~,;!tY'.:~~~i~g :~~;}:':~,y.:.a ~~~?~tY.~?,~;~h~c~ · .. 
it is"being··afiixed, :and will ·be-dated an'<i' initia-led by' the'ofiicer affixing it>' ' t 
.;;:'3}l·Gerieral1·"'.pre·cautions to; ~I>rotecLoconterits:~,: JC Jdocuriient-:"Crriarked · 
~!.Secret\" .is::fom.the ;personal information alidt:use' of; tlie: 6fficer1to :::whoin·~it;-is 
6ffiCiallY-'·intru'sted: !l'He"wi110be' i:Jersoiially1 responsible. fill' 'i_tS'!Safe. custody;-and 
will~exercise7everf~precautioll. to .prevent unautli"orized persons gaining 'informa; 
,;;:'j:A .1...'·:fi r::-ri ill 5"1' .. ..'~.c;:.,·"" :· ;~ !:~.~·.ttJ;:l )..'.) ·;J Si~:.;t,;~·. · ... ::_sG ·;·s·,~i ~i.{J ~ ~ !·:J~..1.'J: ,:f;!l:):_. 

• This pamphlet supersedes AR 330-5, December 30, 1926, including C2, March 10, 1933. 
;, 
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tion as to its existence, its whereabouts,_ or its contents. He will disclose in
formation as to its existence, its whereabouts, or its contents only to those 
whos~duties absolutely require that they have such information· the number of 

.,.;.T:1TM'f'H~'I''HI fl'AYl f ;.l:t,()l'J'A' I rr·:tr.r<r '']flH' 
sncj:J. 'pers.ons·\vill oe limitea as much as the necessity of the case'peb:ilits and' 

-t·.f.«\ .l:I "-~u·•!l"'il. T"""'or···v~1,IJ'/ I ,. Ot>' ,.·;f ' the amount Of information disclosed Will be limited to {that which'. is aosolutely 
essential to the proper execution .of .the duties of the persons to whom it is 

;,,1•11114• '>'I Ji&fT 11' )..,. "'Jf given. No person who has information as-to the existence, the whereabouts, or 
the contents of a secret document will disclose anY. information whatever rela
f.tur1h" l;:.(1110 S:~lJ JJ-'.XtH7f}'fi' ·'bO'II" •" .:XAY'i.:li.'.rnCHtlVLGO n "'L':!J:.J:W~~a n ive ere o, excep as prescn ~ a~·.Z.j~<rFTlp,;;s:., - • .... 

b. No document marked " S<ilcret ""will" be"taken into front line trenches in a 
theater of war, or to any other place-in-which there is a similar danger of 
rtrfn ~·r.1 n-v;'T 
capture by the enemy. . .. . .. 
.£ g., Documenui--cla:ssea·as·" Secrer"--wiU-fioCoe·referre·d·'tirjfgfti(fy ·btif1Bifri~ 
~ublicatioxnvhiC1i"is·not"itselfiiiarRed""-se·cr·lt!r;9mmob ":t9·i,9 c: · · .u 
H-'4 Ho-----------a-·f·---t- ··----·--··---- ~111:in:h•t·lnh "lcitn!'dr1n1mn ~· nr c:r . w prepare or ransm1ss1on; uy w om opene ; rece1pt.c._a. For 
Vfnsmission.-·tcniilother-person~-w!if~tH{Jt'b'y' ~~ii!~ni~~~.Jpfli.~0 oJ..0'at~e~{Jise, in
cludin1Cmessengefs-passing"betweetctne~-aftH~9ii\:10 ~~rvit~l?1~if5.'~mc¥s of the 
iV,IJ~Departmenc·or-·betWeen-mtrer~~'tn6m1!~W%_1Ufiiif8illie~b'~1J~&{1a:}t~rs the 
s~derofTdocumeriCmarked-""Secrer"-wm"iW~1M21ft 1#0i.fif1llti~~1 Jifhdlh'h ~uter 
cover. The inner cover will be a se,!!,le.<Lmapper or envelope addressed in the 
usual way, but plainly marked " Secret " in such manner that the notation may 
be most readily seen when the outer<:coveI•3is removed. The inner cover will 
contain a receipt form which will identify the addressor, the addressee, and the 
document. The package thus preparedr5.vil1Cffi'en be inclosed in an outer cover, 
WniCii'1win be sealed and addressed in the ordinary manner with no notation 
t~ inaicale-me-seffeCiiafifre-cif"me-cofitents: ·see-·p11rifgraph"IG'.n~0 ":trrnr..:u:> .. H" 
c:!b.!iSo farr'.asopracticable the· innei:rr.coyei\rimnrkedfi:'f£Secret''ir.Wilh:beJ.operied 
onIYi·by the. <;ifficefato)_wJ:t<;>lnQ~dqress~d:;;~iW,h·en µie1,inn_er.:tcc!Y~J.'.r;is1Jopened;3,the 
receipt form will be dated' andqsigp.eddQYi>the,ei.:.eceiving ,officeroaridureturned 
to the sender at the earliest practicable moment. 

5 .. "Secret"; when,,by whom, and~hOW-Ti?anceled.-When a document ceases 
to be secret, its " Secret" marking may be canceled by the authority which 

~')-,.,.1r11-r11r 1 11un Hf'p'a':rv1r~ u 
~xl°!ro?f authorized it, or' by 'higher authority,'·by 'writing or stamping "Can-
£eled._.~r_ ______________ : ___ C!,i:,_:'. Q!ip_c_e}~~-• l?Xiri,\ll!t!t0rJ!~ ,8.!11\l' ·cu .:rnrv ; .. 'j'.)cm1e 
':luthority_ which.authorizes .. the .• cancelation),;;:o_v:er, the1o'·H3e.cret0~1tna:r~ on~t~e 
top of-the-finlt-page- of-the· :·document;t:andntliis ·.-cancelafion1Lw\illn'.be~dated and 
Mtialed-·by"the··officer· making· it.-·-.A:ny::i'dfB.er? "rS~cPe£ ,,[)"m1:rksi oiFs:Ucli ''J· iio~~· 
m'en'tlwill1then·:be• strickenrout. i;-JCu! bfffi .u:rorI":< ·:i;d ,rm!lw <" :h;rn0~J." -~~ 
9')1.1·;:i·.:,r:rml :in9·.•;:: '.to c ! .:c;fnt;:o:> il l!Oi1iS.'."I':U'I•1i 9,:t a9rf7r v.Jrto ":t9nna " !;9.J'!f'm 
LcBno;;nq ·.;:,; I;;ut:;1: n.w~·c r;ot:!sn~111?i:rfPN1lJJ Xl) grriUwu-:<o:l:na odl c:::iw f1rtn 
-u!lof> .>i rr-::i b9:inlq 9::1 JU7 }!·mm "t'lT9:J8" 0dT .rth:n')")'>f.l 9mhq J:o :-.~ U"«norr•1 
fl 

,.,~1•-• "' .. ,,,,... r'j ",CONFIDENTIAL" .DOCUMENTS d -·-. ··-
) ,J~IJ.• ~ !O t9uil.,,J !'.} .1 tlJ...i V'f Ji) Y.;Uu!H:.J~C..f 9:u \.Lu 'lJi"JIJ!LJUrl 'i 10 /ld yirro i..u,~r:J: 

n ,r-<;...,,.. i. .. rs--<rA,.. ! ,,.·r .. .......,";;f'( • '"'). J \ , -Paragraph 
"COnfldentifi.l'"; wileri;.>1:lf•wh6D:i, 'a:iia~h'ow1affi.xecf!;:'.'t!!!: _ _:i:y_~'.!_'!.._~!_9.'!.:!f:!'.!!.UI.!L)9_J!!lt.ia 
aenera1 prec'3Utiolls.tt61 PI-Otectt.iCc>IlteilfS ___ iJ.!1.!Ll.!"~tl!:!B!_~'ld~ld'_Q_~1-.1t.oJ~l~!fa_t.r'~6UJ:J£7 
~o_w: 1prep_ar,\ld ;f ~'!.1tr.an~'!'if!s.Iop .: &Y.1Fl!.~!'1\?Pgy!!.,<! .:: 1~e.c!!_i pt;..:-~=::-~;~: :';h;-'_'-&-;:'l-1'--'-;;+fr;,.:an.~ 
Co~£1~!!~.il!! iy&Jthvb~!~h~~' 1~¥41i~.Pll'1 'i~llEel1~.IuU-~ri'-ttivt->1;Jr;-~iJ:;.rrtrn-grrI-Jii-;~: ,,~ 

~•'.l6:!s\!1Co:i:Lfidentiiil ·~;. when~tbyi,whoni;iandt:_how; af!lxe'd;_.~A,~d_ocU:ment;,will';be 

niarkedHt\:.Cmifide:iilialli~:l whe111r..itu.is1 Of•iless·1°ifu.por,tance:1.(lnd :t o:fh'.1less "se_cret~ a 
haturei1than< one'.·reqilirihgitliecm!!rk of!~~JSecret '!;dbtit·1which muskneiei:theless; 
oe; guarded:;frorµ ;hostile1 or.:,indiscreet person~. o:iExcept·.'.llm1th.escasea of;_cprinted 
documents of the War Department or of general headquarters in the_field,_the 

.e::r.;: ~or do'.:.s~I .~o r~.:.Jfiafctt.! \tSC! t03 'I0l'r~1J::Al ,t:-O!?J n c.::flc::;:cqi;o. tcir!q_ro:-.'lq ~clrr~ o 
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mark "Confidential" will be place.d on•·a·;.:document only by. a commissioned 
oflicer and will be,

1
accompanied.,byC1the ·designation of. the. office which that 

officer holds, if a~Y. 'Jf . .1'Hr1<YJ.l•H·l vu; ..... - ,,..'., o,·;:i .iut.L!.i. 

~~7(!\IGeneral precautions to protect contents.-Information as to the e:x;istenc!), 
·~e wliereabours; o--r·u1e··c<mtenfironi-aocumenfmai·kea ·"co11fiae"iiTliiI"1"1~iii"b6 
t.• < • --.····--- ·····-··------- ··-- -----·---·---·· ·------· ··----- •••• -· ·-------------u. ..... bJ1 nJ .... ,..r •• ,, 
piscI.Q_se.d _bY. _a_p_er.s.9n .. P.Qsses.sing .such_in:formation _only_ .to .. those _whose :.duties 
require_ tha t .. they .. ha ve-such •. informa tion .. --Evecy. -person -to-· whom-·cbnfidentfal 
information is intrusted will be personally responsible for.its safe-keeping 
~1--d·g' "lH~Yt H'1DU'JtfH 9d'.•o,f·11 /Jt~rg hlfiiH ·:;'..''.

0
11;.q1.r Jli 1 l~ e tl'..ii.:. .- H~.Jllt.l! .. -·-· • .-:~ .. hJlJ'-...._·;~ ".G.t. 

. · ow. prepare ·. or ransmiss1on • by; whom oP.imed · receipt.-Documents 
!'1~·n~FJ 1tffi ll· ~M)J')'f.t.~.: ,;·-tdJ. ~ D ·~~:o[ 1.:r7··!ro no~, ''.f~LH ~·u t:Hn "Ji';1 HOi.1:J::H''Uf" lLi 
marl{ed · Confidential :will be prepared for transmission in the same manner 
~~~pf~~~~ib~d1fo~:? sbcfgty.\\'~.&d~~inti'hfJ~:' 4): ·~~~e 't' 

0

th~t't1h~1 i~~e~'~oi~~'. ~ill 
.fu!1rtt 'I'H!fJ .11' Yh'11-r :...;r.t::J;:to·t. ,;,. l-:11\rr~~.l-Jt=• :o1 •.1"--r.?~ J.a ·c~i:>.~ti.ut:.• "1:lJ''t)•;fH1 :~ 
~£nt,ai11,,a. r:~~c~Wt; Q9f,~ ,Rf!r~~~~R ~~ s~H~~f ~~Wl1ihJt ·.n~c:~~~H~:.r~Rd,JBa:C1~he 
nner cover may e opened oy some responsible person other than th~ i~WF.~~~ 

addressed when. so authorized. _ . -~·.,·('.) .~ ( lJ 
9. " Conti.den tial "· when by whom and how canceled.:-The·" Confidential " 

~=f!! ··l~~ ';.".Ll·;T1 .. ~·1u1 d1\'!l'f J.~n . .-tt~.i tY•J!r:IJ Jf;]J!Jf1UH· 1~ ! .. !d ft.A. (..\)) 

~~!~k.,~n';~ -~05p~~~~,~~Y1 ,~~P-.1iWP.~i1ciftf1 t~fr~pt~wp,t~.!.~~.~~1h a:ffued or author-
ized it, or by lilglier authority, by writing or stamping over it "Canceled 

.:11y··.t~1 , ~p;_ -in 
by . . ", or ~·Canceled .by authoritY. of · · " (.the authority 
')1 1 t "-'!l !)'J.l!:_i'._'·!)IJ '(.'.i!i'i:.'o'i<-1.! {J:1f,;.t1X tJfU~·r'''.°'.'H~·'.• )(.}'1'f ;:·,;·"rn,·I() .n.T {\_,) 

~~}Sf i1'!1W9rJN~~;1.t~~·ri\!f~c~:1~FiJnJ l:'l~n~,,.~~~ R~pce1laJ.~~~ 01will' lie .dated and 
imtrnled oy the officer makmg it. Any: other." Confidential " marks on such 
·"'"!_1»11T 1r:.:1 ·.0. ( ~·trnJt., ,.,._ !f'·.•f'u '.! ~~"0, .., .n.:.u,a:.Ht1) I!Jlitl -, v .. -: 
a document will then be striclfon out. '. c • .. 

S:.l'.!~!t'Jr1 Fi'.:il1Hli'lOq '.,L\,l 'f!f('~(r~l ~ff1 U(llT.'i,Hft! 930(1:1 \~1.~ 'J7':'1\~i 

o"t 1 ~!i, (d~'L'!91 j~13::n•)11; rtrh fy-rn p~· ·i;r: t c'1rr; . .&11.n p.,;:.b::ra 
~-f~~'li f.H!.1 z~l ·.~i.')S!:IIH9!.i·~rt (J'i'°i(>:.·, 1c.~r~?f! !Y,, ,-J:.-rr:JJ.Jb •if'lf.n 
j"'I'·~·' i)tt1 µ/•10-·1 n:"'t:)-. .. h ''n.-..r.·1u·1 .. ""',, ~'" ~f1nn: J'' ~'tfft 'iil 11oi·t 
"'' - - ' - . . "FOR OFFICIAL USE ONLY" DOCUMENTS 

J..Yll<.t 
, • " . _. ~ , ,- ,l,'Jllragraph 

." For official use only "; when affixed ; how information treated::.';.:!.;:..CJ..:Ol.l!J.!.~~--:.:::.___ 10 
!Ct (4•Y H; ·~'~h"/~~J;'J c~:u~:J /~~~'.J:}f' J)"l.~tfr.U I~jg~·;1t+;~:!~} S.:.~·j f{l f\)) 
oJO·:,:'f ~?Jvo~.~~~ 1;W~;:·~n~Y,~'.~;.~f,!l,J?:r ~!lflh h.q;v~'rii1":.fRr,:tnation treated.-A 
~S~R.~~~~·~w~p)Rr m!\f ~e,qro',\-~?l ·!-ifH~/a,l, iu~E'. ~p.nlX17r ,'Y£e:g;"~-. i;§n tains information 
~;t!~1~P:J~.,~,o~;tol!?~,$UP11J.Jr!;i<;_~t"lq,!R .. !Ret1;1.Hb!!£. oi~tlfn!!%nr~ss, but which may 
J.3.~.);0W.W'1~~<(':lte~,it,O 1!l;1!-.~~d;i~r~o~3 kJ1;?1Y~ Lt.22 ~.hlPn tl;i;~r;,s~i:;ylce of the· United 
~~,,~e,s :~J19~e, · du~l~~i ~h ~,~n~~.111J•:::9fq tg3 mr~.9'W 'i~f,111rnio;g.l;iJ\!d loyalty and dis
Cf~.t~?l,1 1~hg. ,!}re .-o~?c~l?~E!lJi:n,.~; in~,Go".l!r,i;i.9;wnk~'l'})).'~.Y' r!Ae.,~~!)rma ti on contained 

. in docu~ents marked " For official use \lt;.l_Y; ;·,,~~µ}'.!~ ~r¥11;~ei:l accordingly, 

·'· , -· ..... n:.. _,ie:~·":IiEis1.\it1c..rihI>'.,,· i>0c:U:Mi:liNT~f/ 1:· 
~.i ·r .. r·.i.:! ·., :_;~ ~: "'!·'l 1 '. 1 ~.l ::it•::·· ·~r:.·;:-..· ·-~~'.'JU'i' ~;-·)E;f.'.I • . Paragraph 

"Restricted " documents described------------------'----.::..::::·.'.:.OJ_______________ 11 
. .(i"'~r~r.. ;".;\\ h: ~:;:.: 10 ·t • ....-f',r! · .. "'~~·1 

i .. 1 h ·~ ~estfi~~~~ ",,Ao~u;.:ie~~~' ~e-~9~b<:4:I•1J~il qgsu;gent,1 )sz ~arked " Re
stricte,d ·:: when.it contains,information.,regarding research.,work or the design 

•;,.:J ,1.J';'! .. '!" .. .. ~~: l 1~; 1t .... H~._-;4_,; ,.~,: i>'_i ._ 1
•_;.. 11, t~.i- h·~-J(" • .; ... _ ,• ,, I 

!\~v_e!OPJUen.t,, te~~. pr~du<:t;,iq11, 1 oJ,"·. ~e. of .a, m;iit- ofmilitar.yc equipment or a com-
. Uf,,,0 Jr1 Ji (..;,!{11/A~(_, l~j <.,..Lil.;._ •• ,1. , l ... "' t J•.l..) 1-'- -41- .. :J-· ., _._ 

P.?H_3!1t- ,th~i'.7of·rIYh~~p.1,i~ i~;·e,~~sfr~·~.:to1i~.e~p s~smt.1.r•~uch, ~nf~rmation is con
sidered as filfecting. the national defense of tlie-United .. States within the mean-
~~~ of, :t~~ :El~J?iop.~~e. ~.ctiV.; ~·19· 50_:.3!r.3#f'.''.~~~:t~~~tmeu! ot:.~uch informa-
tion .ai::id the affixing.and canc'elation.of the.marking.'\ Restricted" are prescribed 
. 'f'fq." 1 • 1 .. :,:t :~11i'l j · L .•• • ... :~.·Ii ti...i..:. • ... >.J..•1': "'--, .• ;1 J,, - , .1 ,,,..,..,,.._v.J. 

. ii;i."paragraP.h; 4.1h,.AR 8~,· 2l'i·";· ···.:.. r, ,,,1 .,., ·le .. J. --- ~r'r:rr-, 
~.J • .; .. .,...,.. .'.f. .. ..:. '--·· ~1 t' ~ ... ....i~, • .!._,.- .-. - _,;.' ~-'-~ .,._,~ •..,I · ._, _ <:.J·-. i-, 

.?~:LJ.l.o:1 0!1LltHI ·1t. ~ ~>Jt~ ... !ua J;;c i.;~:;; 
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Ill oversea possessions and foreign territory oceupied by the 
forces of the Uhitea1:rstii'tes, those not classified as· secret, 
i:;how~~g~M1c~?l1Jd?~ ;i;l}~!fr~~~t~P.J?'Jt.aaviation centers, supply 
bases, arsenal.S, proving groundS, or of any :area vital to 

4, 

r j \ 
t 

4R: ·~33Q~5. 
l~lS: 

r;J>.;:, R~§P.QJJ.Si.!>i1Jtyar119r•c Jihe~· C~!lssi!ic.a t~~1,1 aotTmilJt!!!'YJ ;_maps, :1an_d: p}lotograplls: 
resJSi[QJ;l, th.e ,_J9llO:)Yillg~!i u®grttie,s~ b:g.tnma~ube,. delega_ted<. ~itffin; 1th_eir-C.diS!!re:-, 
tion to appropriate subordinate;,agel).!!te.§,:_: ;) J:" ., . : ;,., ~;r •. : o) c;., ·,_.:"t :i·,r:t 
w i 1or( 1•) :·Th.e ;:W~r.::Pep_artmeI\t forrr!llaps !ln<l pho_togrlJ.Pfl!:!lLl!Qt:I!!lasslfied' ras 
-ilull')" :· i0P!.'escribed·Jna(2)1Jqelo'Y.!·> '..Ju:/ <itlt 3:> '.Jfi() r: .:r~:l •.riC.'.:I rlih7 fr::.~ •::.1 
Jig J: 'lJ(2),j(JQrpSJ!a.rea1caIJd' [Sip:lilar:);territor~al,:.:Commanders;J1and;:!!Omp:landing, 

. ll~n·;· :d:1 generals>cofr expeditionary cfol,'ces. ,andt,foreign g[!rrisonsi:-:wlleI).;,nQti 
G' I I:".'! qm Prgani~ed/aS1 te,rritorlal..!]._epap;men't§; for;areaS:;Withffi rtheir;:controL 
f!.C;' ,.J\1ilita:n"1mapsJangrphotographs•no:w; on~fileJwill be1 re~lassified,when tak~llr 

from.1the :files;forause.;c~ '.l;' ,;. ; !;1.l; r:o 11wou fl3·11 I· ;qf!w:!:~ !:'; Illrwr:.; 1! .2;·.i~'1I'•1 

f.Jtd! t~TJ;i.e9precautions nprescribed ·.in these r.egulations1:will: ·be gtken:: with: <maps; 
and photographs which have not been reclassified but which.[are.·known·:to.A~ej 
'·'rSecretJ;;.!!.EJ9nfidentia:l ":,:or:'.~For::OfficiaIJJse. Onl~.l'.YJi.l ·~, : .. :J'!:»1:-;.,;.;:~ .!.~\ 
ml~, JReports~.~ •. 91assific!'ltionsand:·reclassific~tio,n· ;of 1milita:cy,;maps ;and::photo:; 

graphs>iWill;lbe :. r.eported, 7when ,;made,_·,to •theJWari !Department;_ •nThese; reportsi 
Will cover0full ;title f!nd:Jegeild of,the:.matepial .. classified:Ol.cr.i•fir!O:> ni ~.,tl'.,.IJ:11;:; 

-Hl·.~. !Howi' issued,-cSecret·:!md-.:,!;onfidential;;;m!lPS·cand ,photograph!:J:.:.wUl;::.:be 
is;;ued· qnly: upon:1.writt~n0receiptf'iwhlch•:-wm .describe .the~: subject m:itt~r. 'l!iili. 
sufficient, clearness,,to fully, !ins.ure· iden.tlfief!ti~n:~ 1 ~nnually;,: :e>nc()ri ab.ontJ'J anµ; 
iµ,-;y:,;l;;Jissuing. officers.jwlU require :renewahiof.,-such':receipts.::orothe :r.eturit~o:f, 

the maps or photographs involved.. .>1;i!·r .>iJ;..rn 

SECTION VII 

M1scELLANEous .. IiR:oVis'fo"Ns;"'ci 3.:::.'1· ._,_,) .:::i. ) -:rr 
,HUJ-JTjJt .. t:,£\ !'i~~!:~~;,'~J: Paragraph 

How. transmitted: to whom delivered----------------------------------------- 16 
Fa<;1(~;;'/-/J, t/>..l ".~wl!;~~ster thereof to be communl.cated with information______________ 17 
Documents requiring to be marked " Secret" or "Confidential" ---------.-JT'<Ji'•i'. : ,18 
One classifying mark only, if more used--------------c;-,,-,-::-:f,-,,,:::-;-:v.-•<·-"'iii;:-,-:-~-;.-.:.- · '19 
Marking; use. ot stamP-----------------------------·..:.:-_.!.-~~'-"-"'.2L_,,·.:;_!'."_.!.:._~J.!.__ · 20 
Safeguarding .doc~ments distributed outside the ArmY-------,l\Y~""'.)l.!._._,,,_·.,.·.::.:'.'~------ 21 
Report of loss or Subjection to compromise _____ ;!:-:r~v~t"J~-i;;-.:-~~it~ .. "7~-,:;-"'~;,':_---------- 22 

16. How, transmitted; to whom delivered.--Documents containing secret 
matter to be transmitted by· mail:-will. be registered. Documents .containing 
confidential", ,;miltter will be r~gister~a . when . tlie , cir.~iimsfan~e~· .warrant it. 
;w~en\i9Cu~~n~ containillg ~~ecret or confidei{'tial platter are ·.frari~mitte<,I. by 

~~;harid;~i:lie";transmiSsion. will tie hi trusted . to ·an,. offi.cef "whenever;; practicable; 
('.othet\vi;e .particular care will be exercised that the messenger ,i:k(t~~ht~rtniv. 
:~: 1,nJ~~:~~as~ .. s)i~ii:.documents will.be.deliyef.ed!~ii:i~p.erson, to the· o:µicer'.'.f6·~~~ 
... adar~s~ed. or to soriie. responsible person' a~:signilted~ by· him: to: receive theµi;.p; 

" '' • f ' A '• ' < • ~ j c0 • •,' • • ti ''~\ '~ /. ,;J • • • • ' if· 0 .; 

''1·17: Facts as to character.thereof to be c6mW.Jii:i.icated with faforma~ic;iri.-
A person· who communicates information concet'ning, or contained in, ·a--docu
ment marked "Secret", "Confidentia-1";.'t'•For .. official use only", or "Re
stricted", will at the same time lnform the person or persons to whom he 
communicates the information that is " Secret!' or "Confidential" or "For 
official use only " or " Restricted " as the case may be. 

18. Documents requirfag to be marked "i:jecret" or "Confidential.":
Any person, in the military· service who initiates'.or comes into possession of a 
document which in his judgment should-be marked" Secret" or "Confidential" 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure· for transmission as ds prescribed in paragraphs 
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l!J-D: A~t!-?J~!J}_r t"d · · · ·t"ir ·Th.· , .. · i· ~· i-· · t · ·' ,.,." ~ -

L·-~~~-.~v "LVL ~.,L e · ocnmen s. · is •UPP iesi a so• o!'..documeiifsr ol'iginating«in 
otheri'.Gove·rnment• .agencies: oearfog'•niarks oy ~:thoi:fo,Tagei:lciesf[which: indicate! 
that they are to any degree secret or confideiltial'..tr.:cf.h"I«l'irn ~,.,.,;-r.J•r1.;q.11 u:l :"•iJ 
'; '19;'10ne:' Classif.yiiig1;ma:rk' only/.rif.!'fuore .use·d:· a'11docuillent · wm·. not be 
marked with more than one of the four classifJ;irigimar:ks-'-~':Secret ", "Confi
dential· ";:<.''.:Fo'r:;.()fficia]lLUSeJ-onlyo~'; 'oi-'.'J~'Resti'icted 'I: ;"i:butYshould:'. it,( rthrough 
error, ·be' so:-marked; the·~niost!'Jrestrictive 'classification' u'sed'lwill>b"e observed . 
. ! ~20;i' lVIarkihg';11·use'.:'ofl!:stamp'~=Thef:'sedet"i or'r'cohfiueqtfal •·:stamp will be 

placed .botlvat :flie .top :and~ tlieiocittom ofDeacli· page iofi•all•rsecret-!or c0ritide11tial 
papers. It should be stamped well dow'u on the page and';in•:such1:a 'niimner'J: 
that ·.the'; ma:rki'ng will r :not" be' ·hidden .frori:J v'iew ''W l1en I the r sheets:Jare·. clip1i"ed 
tokether·-·or Oound.!i:.:; 11 !~1 .1:. 1:i !.''·'·j,;_ :-'rir·)·.-1 1~:1~; .. 1 ~i- \Vr;ir 

1
r: :Lft,' .aln!.i~,n:!t"'.r~·: t""'·~~ 

21. Safeguarding docii1ll'ents distributed<• outside .. the:· Armyt-"-Secret . !or' 
confidential <''documenfS'.:whicb:p; by;iithefr; :naturep.'mighto::. req'uirej distfibutfon 
outside· thel'Army)1willl·contain1.siiitable instructions .'for. theirr:custoaY:.and'•safES 
guarding in conformityJwith0 the >requirements· of :the ·Army ·Regulil.tions!•l:J taw 
!'::'22!i·.ReportTofHo'ss or> subjection: :to; cfompromiset.".:Any-person\ inr,tffe -mili
tary set.Vice knowingYOf .th'e''.loss 'or r subjection\ to ·:compromise(•of1 a;' sectetrori · 
cClnfidentiall document· WillLpromptly .:report. that•lfacf;to the8!Ustodia:il ·o'f;ithe1 
docuni,eilt~ wlio·,willi tinme<lfatelyl·report .. the ·loss•;or compromise to:t'the.·issumg. 
authority. /1•:·d•'i<ri; ,.[,~:.,:,:. 1;01!•t 10 r.'!'J'" '.:id 
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DOCUMENTS 

4. General.-Documents which require classification under the provisions of 
rpyr;rrr.-,~·J'~ ... ~,., n 'Tf.~ f!-ol\f(t-r."'r. t·T,1:-;74'T """"Tfr'T"-

these regulations· will be prepared so that the least- restrictive classification 
c0Jr¥i~te1kwitii1'fhe proper;'sa'fo'gU.-i~ding of the conterlts may be-f·~~sig''.fled In-

,." .• •[/fr~'"} .,rr~rr".' ~......,{ • 
sofar as practicable, the contents1of·'docinnerits'elassified as secret, confidential, 
or restricted will_C\H;ltaj_n ~mly §Ubject. m.att~r_ apprqpriate to such classification. 
Subject ~dtfutin=-·a:;Kp1IB~ah6ihn~':re£Y tifo.'t'Iier'iliit1s'J~f '~--i~;:~r ~l~ssification 
may be incorporated in separate _dp~_uments. __ The probable distribution should 
1be.:considered in the preparation of a document which may require classifica
~fion. !;Dhe-classifica ti on -and-marking--of-·documents-will'' tle1 'ifi"-Al;cotdaric'el with 
paragr:f'pl:is'15f 6l1JancP7:H t11·.w•:··"h 'ia ~11i;'.1N.rr fwt: rroi 11:1,..»~r-rnI'.1 .F 

H5: "S.ecret1•.;-whe11,--by-whom, and-hcrw; a:ffix'ed':+-A'.l'document will be classi
fied andllmarkeuc "Secret'1•1·on1y: wlien•lthel inforinatfoi:i::rti1containslii1; of such 
'llature-that-its--disclosure--might--endanger- the :national" security, or cause 
tseri'ous-'.i11jufyi<fo1tlie !inte'rest:;J:'or'JprE\'stige lOf·'th'e<Natfon','f fo,!:;indi\ridual, or any 
tgovernme'n.tal--activity.,--or.'- be--of - great~tadVa:fffa'ge~itO'; 1an'-f0fefgn7' nation. A 
document will be classified as "Secret" only by or by authority of the Secre
t,ary, ~f War, the Chief o_f Staff, a·chiefofan arm, service, or bureau, a general 
\~t~~.i:-:··o~' a_n __ ~fficer acti~g iii his ~,t~~9,.; t.!1!! ~ommanding officer of a depot or 
, exewpted ,station,_ the commandant of a service school, or a military attache. 
"when'~ document is so classified;/the'l.'Se·cr:et'Gmark will be placed on the front 
1p_age~·tifereof ·;11a will be accompanied by the designation of the authority 
;,affix:ing-it;-or-of-the-authority · brwhich· it· is ·bein1"-a,!'.fix~d;. ~nq 'Wiii1 ~!1'~~·f~:a 
·and-niitialed-by~the-officer -a:mxiiii,nt:-------·· -- ··- -1 ,n, !; "'",;;r. ii uu•:. fl'};,_~'-,"· .. 
r; _ -'·-+•·, _., --- --- _ _ ------ _ .--· .. --· . _ .. ~ •. _ _ _ . ... _ -- _, Hltl·Jll ~Ill. ;1•>ti<l 

6. "Confidential"; when, by whom, and how afiixed.-A document will be 
!"cia~~ifiedf !ta·ifa:1~a'.~k'e.ii)''ldb'bfiil~nti~f ;;:·~·he'D:'''tb.eG inJ'cfi·hikti8n'' i:t-'9ddritaii8' nl of 
'sli'~b'.~:iiaflii-"e t'iiif itsjdi~c1Jsi:lfe! a'rfh~\.i~ii' rwe ~h<liifig'~~ih~Jtlfg'Hliti6d~r · sieJ~Ji!itY 
~fu'1ii1t b1({>i:e]udi\?i'a1;t;buth'e9ffifkrestsrbr"'r)W;die ·6i 1 tli<tNh u76li;,11:'nfirfdivrnVJi;:\j~ 
any governmental activity, or be of advli\idige 'to :ad!o\:~-i~n>l'ftl1'iich1:!r x''db'~{ic 
·meiit wi1i tec&iaskifie'd i;is-1 "c&lifid.eflna1.,,.;'<l~f~) b{·\FJ~6iilfn'i~~i~ti~d.'?Jffi~~;~ ·rrhe 
:"coil'fiaen'tia\." 'ilihriiWi1f:'Be.1iJ1aceli ·oh: t'.iie~'!r«'MFi'ia~e~ti rt':iie':ao~\ini'eiit'.1j 1 Ji:·im 
~d 7.o "ltestndt~ci'i;'' '~I1ell' ''and b'i''{>V:i::i.0n'i' a.ifi:U~a:.J.r..A1 ~c1Jc\iJiJritl\'viff l"bl1 bl.~~-~l'f
fied' and marked "Restricted" when the information it ·t6iitahi:~ I i~··ior offici!i'.'1 
ru.se' diiiy1or Oi s\'i'6i:l.7•iul'tlir1e 'tha't ii~ 'di~~i'6~t~re'·sJijh1l{b~ iihlitJd ;;!Sf.131:eas'6n~ 
•bfliadiliiHistrativel i;i~iva~y, 1 1:ir ·si1hu1ci; b1~''Cieiii~(l 'i:lie 1g.'en:e'til'f: Ii~1bii{" ·'TiiW'"R~
-shicfed'" jiiaHFvvil1'·li! ::P1acecf"6~ 'ii ~?cuk"eiil' 10·ni~ 'iJ';V1 i\ii:ii6i'if~ :hi 1 ~: 'cci~ki~-
Jsioll~d-romcer:sH, Ju<J ,11)~.,,..,._~,o ?.fI£H~r_.r,·u.~n11r) ·.c -1~~·,i;;n !.: -_, _iJ t'-·~ .... a;::r1 :to , · .. ..-JT~):J 

Ll•:s~· 'R'espl:>h'sftlility-'! 'for.'"'matkiri~ ~· :ciacilm:~I\.is ··.-:s;~tet;,; 1 · <icb"ii'fi'l~ii1tik1';~·;uoi
"Restricted."-Any perso!tf'iii ifl1flfuiiffary1

' s~tfi~({:{vlici lhltl~tesl\h't :'(!Jih,g£,' {fi'.i:b 
possession. of a documen~ which }1;1 ~~~r}W!,fment should be marked "Secret", 
"Confidential", or "Restricted" will take immediate steps to forward it to the 
·~ lltR2r,~!:Y11fOJ11P.!iSe.RtJ: ~~.1tQ:rffii;t~k;(i!; f!JlJo;wiAg•7 g~~'. :!'am~J p1:9g~d,1Jre: fQr.:: j;ran!l
mission as is prescribe<;l Jo.r, }1l~\J!r,~y,sp,i;;;ri.i!!~ ,q:fl i<J.Qcuments already bearing 

1,;;~~.l!,p·I]}asking. This applies also to documents originating in governmental 
:agencies. other_ than .the.-War--Department. ·---- ---·- --·- .. -------· - ----- .. ·--·--- lnn!'ca 
;-, 9.- One··-classifying-·mark-·only; ·if rilor&'iu:ge'<l.n 11 'A '<lo~iun'~nt'.:~4ni' ~oC.i'J)~ 
;marked with 1nor-e-'than· oiie- of-t11l 

0

tli~~~ .. ~~i~~~i~iiri~' ~ark's"'u,;sbc~~t'.\·;· ·'i<;\~ilfi-
t ---·-- - -·· ..•.. -- - •• ----- - -·-· ........ '_.,._, ..,, , U•---.. - l ·•• 

,9entiaX\ '.PF>i':J:?-e.s.trirte.d'"•; tl:Jut1should· rit· through.,error ~be.?so rmarkedi' the•·most 
<restrictive. classification-used .. will--be observed:' "''""'<I ; " · L' !.1i:r·• " • •r0 

a [ 10;· -Marking; ·use-of ·stamp;"-'Except· in·the··case'-6f ·pri'1}f~a" documerit~. of' tK'e 
Wai'-Depai'tment -or of . g'1fri<frii . h~~dqii~~t~~~ ''i~~ ·'ti;~ "fi~ld' i~ 'additi~~' t~ 'th~ ' ··-- ·- ~ - -
:U:tlJ~S JFqp.i~•.e\1; .bY: pg,r;'},g,i;agq~I ~.:..6, ~a-~_<Lk t)!eot!3~c1:et'~;.~'Co_nfident~ar:; or. :'.\'Re-
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"SECRET", "CONFIDENTIA:L";'.JAND "RESTRICTED" 10-1_3. 

sfricted:1
• stamp:.:will be,·place<l·both· at'1the:-top:m~d· a~ the bottom of each page 

of, •an•·.tieci'et,: con:(idential,« or,-;restricted: <p:;tpers.1.'.jlt, flhould be stamped . well 
down on the page and iii'such, ·a-.nianner that!the,marking·,will not be hidden 
from view .when the she~,ts::are clippi:;d togethei;•.or.iboun.d .. :.,,, ,·-,)",.:I ( "! 
·· -11.o1Reclassification;1:when;:. oy .~whom, Jaud'.·how, accomplished.-When a 
docu_ment ceases·to :be· secret,.rc·onfideiitial, :or1resfricteg;1its, classification may be 
canceled by, the.authorif;v.:which1affixed ·or. auth.oi;iJ:ed ~t; or ·by higher authority, 
by\ writing or-stamping; ".O!_mcele!l'by'.- • ,~., )!»or .~'Canceled by authority of 
~'--'-'-,~-.-'-:'-; 'i 1 .(the authority :;whiCh · authodzes.:the <:;imcelation), over the mark 
on the top of the first page of the document;,.;alid. this;.<;ancelation will be 
dated;aild',!nitialed·lby1ther·officer making~it:i·:~Any .other. classifying marks on 
such; lJ. '.document ·will,· then:,be'.!stricken ~ out.'rt°olf "a' rless .restrictive classification 
is to;be:giveil, such:•atdoc·u~me1it1 fthen'lro.v:fsio11s·•of :paragrapgs 6, 7, and 10 will 
be followed. .c:.:: .;,, .. :'1:':,l".r; .,, •: ;j'.•', '~l!·;; ~H 
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CLASSIFICATION AND MARKING·.(}~. ,,1~'1I;L~~ARJ!,,~I.~~~, .. ,ANif J::i:rorqi 
::;: 1 ·n":,fi::;:,!if:~. ·fA_•;1. i~:~,1·:i-:.t•_ 1: .. :x,I>!}.f'~ft±f~l~~-_. l;:·1t~~;.~,: .. ~ ·.~.~,)·/";,~!·r:.:· -~·~))•,, L._ 

. . ·, · . · . .,.,,,i. ,· l"1 • •• ~ •-. ·.n··~·~····e Paragraph 
Defimt1011 ----------------~----~-------~----'-'..--~--·-~--~'---'---·.:.·.:_.J_,_________ 12 
Classificil.'tion..: ~-.!. .!-:.: i __ '..!:_-:_::._'t'_~L2.:!.•~·;.cD..:'.l _~..l':! .:.'_5....'.f!~:.rl':.!.0.!J..:.:.:.:.:.:.:.:. .i ..:~...,_~..:.'...; :J_·t~l.J_ J~_ \__ __ . 13 

~~~ri~;J;;J~~~~_-!_~~--~-:_~~-~~~;~~~-~j-~~~~~~-~;~~~~=;~~-~~;~,~~;;c,~;~~~~-~=~.;~~;;;~~;=~=======· t; 
td ~.t D.efini tion."'7"1\iiHtary: 1ma ps _and · photpgp P,l),s • ar<1 .those:jn ten.d~d' lfor . use 
in connection with the tra,inlng and operations of the f_orces-' of ·the,,if;JIJ,.iteQ: 
S,ta t.~s ;: :the 1tep:11., i11~l u.des 9.!he_i; m.~ ps and• 1pb,otograpl,ls ''1'.7hich" 1ha ve· l:);Cqµir~,d . a 
!11ll~tal'y-.:cJta~acter ,t/y're~i'i9!1 of',ov,erprii1ts:or notatip11s plared ·uppµ:them,r in,l 

13. Classification.-a. Military maps',aµd;photograpl!Si wilJ: b.e. cl!}ss/fied ;and 
rn~.rl\~9->~§..fol!Q.\V~;:- '~ !'~ j; .;: Li. .. ~~-~!~;~.,.'~ .• }~ ... -~(!."'i,'';'t'_~ :.~; f '.,;~ \·;~v .. ·1 ~)rt.r· .. J. ' 

(1) _Secret. · : lll.i". ~··:·.-:·1 ~,._:"'-'-it::.~'·::~·,-.- ·:h 
-~:rlri: i•-iiJJ :'~a)· ~_11,,th~ 'contj.n~llta,_l ;,;{J)1i_t_e!l fi~tjltes; > tho;;e, mustraJ:j1l,g.'4_a11~.Jlp
;;: 11p;•; '>'i9!iT . t!!~PJ'.9Y!iq~~ai;JJpla1J. u(-ingllp;l!ng,,local ;,d<(fense,,ylai;is) r.orr d~!.~i;it?~ 
t.'u "lh'H -,e· t '1-<·-1 projectnpr_1 :~ny,,,ph:;ts~ .. therep~.·r:·~~··,; )''·~· ;·' q 1:.::'t ""l''"'' iii 1.' 

( b) In o.v;ersea posses.s~ovs, ,aµd£fQr,eJgif·:teJ;ritory .. OGC_upi!)d'.1 QY: tQ,~ 
( T "ft·r < c<r ',;'.'.' .. tJ~;Jort;~s~of: 1;,lie: vnit.eq_ ~tate.I'!, '.'thQ.Se.-;ipµstr.~tJnK: al),;\!lPPro,v;ed 
::·~:., ; .-~1 '.:'; ~.il: 7 11 e'Y.~r-1pl~µ) (i!!S:!tJ<li11g;lo.clll qet~11s!i p_I;i;nsj;1oi;;.!l<:.feitsfcPtQjeGti 
r0 !': 1 ;r~c:·1. :l!I ·; .. 1 :;;!o_r.,~!1Y plwse;th_er!igf,.J]lgs.e;:~~Q".'!!lg tb,e'.lay.o~ttof:pe,rman~11t 

defense works and naval .LQll)'!eS·;;(ll\~'·ith~_:iµdj~c.~mt::t~r_ra,iµ, 
vital to their defense, and those that serve to fix definitely 
the location of ~ny,.el.ery.ent of permanent. defense works and 
naval bases. , 

h ;~·~2)'\'60kfi,1Jblifi.tff..:-If:J-~'l\~ I~X}fJ f.l ,:· 1~ HT;,~·r.1 :'i:~J·)GU D/~iCl~LA.~-~ t):,;r;l.i'..)~ 

11 ,,,;_, '\"I" ·r, , ~a) In the continental United ,States, those ~bowing layout of 
1i,: permanent .def~nse .works,, and .navaLbases:and·:the:adjacent 
7 ·' - . - .. terrain -vital"'fo" 'their 'defense; , 'and ·"fhose'.1 tli:a f ", serve1'.'f(ji:!'fix 
i> ! - - - - -definit<ely:·t11e-roca;t,iqP,~ &','.~n~ -~1e'illfn't :'.8(:P,e"r'&'.~nh,'i1;f'~cl:g~~J~~ 
\":!' ····- ---~ ..... B . .UL .. i),1 -~,,f.,.Lli.· ..• 1 lV . .,11,11,. ,....!HJtht.I~"-·" 

C', wor,J;l:I? a!1d naya.! .b.l!-.1:1~§,, !)Xcept,.;that1w,h~1;Hl1e,!301FP.~.e.t!)1,f:\WJl 
J"; . _ ,.c.--.-· -· oL.a._defense<rarearuconsists .. \·:6fJ more :1than"'.one rsheete1:,oillY, 
~~ · ·- -,- ·those-sheets-showing-defense-elements iie'e'd·:fie1 clas'sified'"as 
<·- ..... -- -·~ ------ ·. Cohfidelitiar:·-··~1ob.·.J:-J1 :..,,·.~.;J Jn i:;:>iUt.'i·1.1r.i!fi e.iH!tmr;)t'b ~_i:rn-.. ·rn;._,~r,.:1 
~t.;:: . -··-·· A- •• .~ _. - _ .. _. : ___ •• -~-- • • _ • ---·---~--------- _____ ....... _____ :.. ____ \...::JiI·J!"ur1-:..1', , ~.: l!.\11'1 

r1.:: ..... :- __ .J ~ t ... Ip_ QY~X=?g~ ._PQ§':;?~§l?lQ:t:is .. ~.n.Q., -:fq~~Jgl!.; te;r;rito..ry o~~~pj~Q.> by,;,~Q~ 
n::. - ..... --- .. --- .. forces~oLthe .. Uµited.States,..those,-not .. cl:i.ssified• :is 1secret; 
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'J-;"··1 •>; • 1" ,H ); ifShOWing fayout'•Of Inilitai·y·t1ai1dlff1aval r::tdio·•statfons;•.air. 
! ·": • .. ,. ',·1.· ·' ' basesr afrdromes; :ail'· depots;·· supply .• bases;• arse1ials, .proving. 

:;; .. ·' ! "' .1 ';'·grounds; or•'oLaiiy area .. vital to•defense.• ·. · ·• "::.-;" 
(3) Restricted . .. (Formerly "ll~or official' use· only.'') · , .-... ;· ·' . :•; 

•:: · . ·--.:· ('a) iin· the. continental .. United "States;.·those;.;showing,,-layout •of 
'I\', :.' :, ,,..; "' _. ........ military and naval ,radio•istations;cair ·bases;· airdromes, aif1 
.-: ·11· 111 " · ~ ,u;. ' .depots, ·supply' 1bases,: aisenals,r··and: the; ·adjacent !;terrain• 
~-' «.: i_,.. di. : "": -_ 'vital' to ·their· defense,- incli!ding .phot9graphs•'.not ·otherwise 
-"":;-.1 "" ,._.,., ·classified,. which• froin·:1their·:nature are not! siiitable--for· 
.. ·> ~.< i - ·I-,;. ~',:; _:.pubHC ielease;"._r,~:!~H~.:~ ~l.:..~· "t.1 ,,. •. ~_; :'i", i·, F'·I -1 •• ; to 
' . _,;·1 :; 1 :: .:( b )' In: oversea ·possessions! and· foreign"ferritory .occupied, by. :the 
· : r1:. r .1: ~t • • •:, ,;·,•forces··of cthe'Bnited State§;;an:topog'raphic maps:and .photo~. 

';I ;Fr,1 · f .Z' c:graphS'JnOLotherwfse,classified;'.which·, from•:their ri.atufe·,are 
not suitable for 'pi1blic release. · · . ~ './. ,, 

b. Responsibility' for the classi~cation;···of military ma.ps and photographs 
res,ts ,oµ. tµ~ .followtng aµthori.fies,, but may_~ be ,.delegated within their discre-

' . , • , ,t , .- l , , _. ·t- , l I if ) · .. \. f r; ' ' , t • J > ' '' • • J 
tion to appropriate suborUiriate agencies:~· .. ·-•·' --- '·· ·. : ·.· ·' .· ·' . ·._, __ 

. _(1) The Wq.r Department, f6r:'m'lt~§l-and photographs ·not classified as 
~ t_ __ ·_ ~ ~- P.t:~f?C_rib~s"!.i!l <?J R~l.o_'Y· ----~ . ., ~: _, .. ~. '. ... , __ . _.-1 "\~r~~; .1 

~·t ___ (2) .Corps area commanders, and commanding generals.of.expeditionary 
·--··forces- and·-foreign ·garrisons when·-not organized ·as territciriai 

·- .. -departments; for areas within.their contro17--" · · -- .. · ... ' .,; ... •.:. 
· ·:o. 'Military.·inaps arid photographs- now 'bn' file:will 'be;recfassifiediwhen til:k~n 
from:~fhe fileS·:for~use. · '·; ~ · f!;i.t;.,;·;·~ ·.-:: fj!:...._· ,r,_1::r~··1 ,,.;; r11•"7 f•\.: .· . ,.·) ·:!. 

H d.•!J'he precautions prescr.ibed«irhtJiese regulations Will''bet faken 'With'.·inaps 
and ph·otographs -which have· n·ot been recla·ssified !but which·; are:'khown,,to; be 
''Sectet'~; .. "ConfidentiaI?':f or··~'Resi:·riCted.'~- 1 .:- ' ... ~:·~:· •• t 1~ _,. • - • .,.. '.: ·-,~~ .. _. ... -:.~. 1 .. ~- .~~_.. 

e. The provisions of paragraphs 8, 9, 10, and 11 will apply'irif•markfoglaiid 
classifying maps·and photographs. ' ... ~'. . i) 

· .; 14l• :itepo!'ts:-'Ciassificatiori ·a:rid 're'Classification of. military maps and photo
graphs> will (be reported,-;.when•tniade;·ito<the :war -Department. These reports 
will c?v~r full title and legen&·of'.tlie material 'Classified; ··A short title may be 
added fol' ·cohvenience';i'n"frtrthefJaccoimting.' ·. '"'. · ""'"''~"" ' '. "'} 
'. ·-I?:. How 'i~s.ue(i,.:..: .. :-'.'Se'cret?''an~ ·'_'Cohfideritial", maps~and .. photograplis will be 
issued <:only .. 'upon ··written receiptt ~ ·Semiaiihually,1 otc:or·: alfout January 1 and 
June'-30;-issui_n'g 1officer's wiiFrequfreirenewal'iof·"such 'receipts or the return of 

.tlie maps·oi''phcitograpii:s .. involved.lC'; I' l·w ?.•bl'ii ,,, : :'L'..l 
,.~; .!:'r' ·~: .:·, 1J1 r: .. 1~,~ ... :.,1~ 'J''.,J~j .~~l:.;t !J.:'a9·I~;, ·ti~;1u ,·.; I.~::i. .· 
~u~ .,;~·r,_,,1~: : .. ·~~'.'--.:.~.!~ .:t!»JI·:_.t>~it1'Jtj ~~.~ \SE<Yrro·N~JV ~o l~uitr.~·r·l 1..::~ t 

. , /3:1· L'; rJ,; .:!«J .. 

SAFEGUARDING DOCUMENTS AND REGISTEREJ?,:PJJ,BLN_,\TI;ONS 

.,~~~. 
. ~,. 

c 

AR::3_3Q:.;-5. 
"SECRET", "CONFII)ENTlAL",";.AND "RESTRICTED" 1~17. 

16. · GeneraL instructions,_:a.: -':Secret'.i (ind; ;/.'.Confidential" .documents .wm 
llabitrlally.:be,kept.in1Jocked .. sa~es.~o·r other. ·.suitable;locked .containers when .. not 
requited for.1Jmme.diate. use ... ,; The. most secure storag~.;space. available,: which 
should .be :at,least;fa:,thr.ee-combination isafe, ·will1be.1assiglied.'to; the;· storagei6f•: 
secr~t. and:_ confidential codes, .ciphers,. :war· plans, 1.deferise. ·projects;. and other: 
registered publications. .L•Jlle. '.i•" .... •--i:-. c; i:o r: .. : >('•"' '.'·~ 'ir" ;, .\:;s';. 
ri b .. ;Inforination ,-WhiCli'would .if ,reduced to ;w.riting"cause •the, resulting.'docu· 
ment tir, bet classified i as l"Secret,'.';.':Col).fidential,'-' ~or y.Restricted'.I·~ will ·be >?afe· 
guarded; with tlie· same: care;as js herein; prescribed .. for. documents.so .. classified. 
i: c.'<N 0 informa tio'!l ·as_ to l the' con ten ts; of:." Secret!' •.docuµien ts: 1will .be: revealed: 
imany.lotheridociinient which -is, not 'i~self "inarked;l~Secret.','. No infopnation of 
a:. confidential• -or: restricte'dl. nature, contained·:iiiu'fConfi<fe11tial'~,,or' "Restricted", 
docuineritsiwill.·b~·.'i:ev.ealed:in any other.:dqcument'which.is .not;in itself ma:rked 
with the :.s·a~e' or.' ipliiglier.;"clas_sification . .,;Routine< c·orrespondefJ.ce; · receipts, 
returns, ·,and 1r;portsJ;of· possessibn;: transfer~ or ·destruction meed :not be· dassi
fiedd.:fl reference 'thefein·.to '!~Secret,'} ··:confidential','! or· :•Restricted'.!::docvments 
be:ma:de ,by: file mttmber1:or, shorti:title · only; .. with' no ·;indication:. ·of,,the subject 
inatter'or·nature'0Lthe.:classificatio1L:· ii;'~·· .:.; .• r ,,1~,; ::: ;e •·. ·.•·!~ .-.·.:·:·;'-':., ; ' .. · 
-~;:a: . .Wheni a:,persomih· . .the.•military .. service appears'.d:iefore> GongreS§b.or a·con~ 
gressiorial>'cofumittee and1 is,,required . .fo'. giv~ itestimorty,!ori 1 subje~tSl·"'.~-~ch/he 
knows· to be secret· or'.confidentia'l;:·he;•W:ilh respectfully:!request' tliat J'ns· state" 
ments ·be takeri in executive session'..only,::aridtJtliati.theyrno ·not appear!in• the 
(Jongressfo:iial <Record or 1other· document opei:t:"to~publiC: inspection; '..i r1•,' ·,.; • 

re; e.!iA>person·1who ·.communicates informatiow•of:Ja,.secret,; ~on_fidential;;or .re~ 
stricted nature will at ithe .sanie •time: _emphasi_ze ,.to· .the ,person·. or ."persons· to 
'\vhom ·he. communicates·-the::informatfon _that· itlis;·!~Secret'1; 1/~Confi.c1ehtial'', or 
~.'Resfrictedi\" as i the': case .may 1be,': and assur'e'.:hiinself,;;if.-;necessary;.cthat: such 
person.•or persoi:ts;·are :informed. that'tto·reveal-1secret-,) corifidential,.·or: re~tricte_d: 
ma fter.tper.tafoilig-! to \tlie ina ti opal defense . .is . a:; vfol\l tron of ·ithe:.;Espionage-;Act 
-( act•!J,iu:ie ,15;1:-1917:'.l (c4011Sta t'.«217) ;:iu,, S:),C . .'50,:{31,' 3~ ; IS~CS. 2181;· 2182,i: ~· :~:; 
1929) Jd C\~~1:t!tJL:rn; '-~.-;~ •::1ue-·J~;t;- '£.; ·~·J;.:s,...'J:·~q ·srJ ,,.;;- c.1 :_. ,_! »_.:_y; :... • /"'· _.~:-· · ·: 

f}·JiCierical:'.work.!on ;secret.and ;confidential:i:r\atter.'.':'will',be :Pe_rforme~ only ·bY. 
exceptionally-~trustworthy <Clerks ; .. pi"elimiiiafy drafts;tcarbon sheets;.:and work 
. slieets :will be~destroY.ed:i cSten'ogra phic1 iiotes, .will1.l:ie· :destroyed' or placed; under 
IocK•1and·-;keYJ·.·t:!lil )l';:l .. . -,•;i,J:1--'~ t;.L,t~i;4.;;· ;J.:-.J:o ·1-.:~vtlll 9-.1~··1 {"' .~·· •.i .. ~dr .). · · ~- ~· 
f 0g:t1AnH officer will; ~ 1-ipon> change I of. . station'., or<:..severimce ;.frorp. .. the'1 fuilitary: 
service: return to the source from which received or otherwise properly"account 
for.;all.d'.Secret?'i'andr:'Gonfidential" .doci.i.meiits:issuedr1to him.~·- ... :•' ·'· '· - · 
'l,1h:',Messages•:iri1secret ,or,,'confidential codes ·oriciphers .will be :handled.:and 
Safeguarded aS prescribed in the instructions perfainingt!tO ''SUCh COdeS I apd• 

. . . .,.,R. 33" '5 _,..,. "' ,., _,,, ,.,~, , .... ;· ...... ,,~" ,.·- '' . 
Cipners;-'a:il'ff•in"\ifoco:rdance-w1th .n · v-: ;~..... _o ~~· ... ·:-· · .--·.·-'- ,_ ··«:~---" _- ... 
v,.117~ DRegistered.'cpublications; designation ·and·1 safeguardmg.o.,;.,.a.; The. chief 
of''arm' ~ser.vice/.or. bureau'.;or·. otlier· officer 'autli'oriied .. tdforiginatei .and.issue 

' · · · ' · · · · d 'bl' t·· " ' · "S er t" \!Se'Ci:'et'-'ldocuments1will''designate as•a:!!Reg1stere •.pu ica ion· every,_, e e ,,_ 
dociiilienh' except· coi:r'esponden·eer'arid 'c'ommtlriicatiOn"s; is~ued "by ·him; rand 1wi:1 
-· · "se ra:rsemiarlnualf accountirig •for :a:n·copies of ·sucl"l>registered· .;pul)lications ·to 
~: ~ ina'de·~to"; liihi } or, w1_.o'tlier .designated·' office; <of::1record:'' u The -:-desigtlati~II; 
"Register~d publication" ma:y also be app~ied to "Confidential" docul11;~nts,m 
scicli :·cases as't'!ie·origiriatcii"~may"de'termirie 'as'lnecessa'ryJfor:the public welfare. 
•Hib. •EveryJ·cbpy:rof.1a> "Registere-d 'publi~ation';• will~·Jiave· assigtte~' to}t ·a1 :~~ipsc 
ter :niurioer'-by'Iwhfoli :.w:wiil: be 1 'accounted~·fof[. at' regular ii1tervals to• tlie' proper 
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office «cif,srecord. 'Tlie: cl!i'ssifi<fation, tlie·: re'gi'ster-numb'errrthe: snort" title, Cthe 
office:·of; .record" to•. which retili:hsi•will< lie made; {.in'strhctioris''-covering'. the re! 
forris• fofJ its accounting;: ·and. instructions! foE''its, ultinuiteii disposal :wm, be· 
placed:,oll'• the1 titleJ sheet.ior: inside ,front! cover: Of: ever.yilsuch;:~\Registered 'pub; 
licatimi";' if ·tliis ':is;; im'jn'acticable;1;the:1req1Jired 'data~ . wrn;::accimipany :the' 
registered publication on .a separate sheet. · ,.• F-:,:, .-·.-~;;,;,,_'. ;Je-;•;; _:·.i ;·c 
·r;c,, 'Every• 'recipieht. of; '"Registered ·publicatiOns'';:·wm::keep .-:at: :all·r times: a 
complete liiweiitory! of .all ·i\Reg-istereikpubiications?'. 'in:,his, charge:~JHe .:Wmr 
on"J;une:·.30cand 'December.' 3'1;6f. each,_ year,;iimikeJOr!.Cause .. to· ,be ::irtade1b·y~,the. 
Custodian 'designated by. him 'antac'curate-reti:lrm to!the' properJoffice§LOfcrecord 
of aU: ;'.'RegiStered publicatiOn's" ·'on. hand,:. basedl '011" physicaldnzentoryf1by;<tw6 
commissioried·;officeril( if]aviiilable/,one: Of· whom :will;;beither custodian:i!: How;" 
ever,::se1hiannmil:J returns•~wm ·:no: ·longer <be i made :oh:. '.'Registered. ;publications'; 
which "have .been" placed1 in~cusfody .,or::stor·age.·for>-li.istor-ical1 purposesg 11.'.hr 
·ht. :'Access. to the .containers,: and the·-combihations .·.ori keys~ th()reto, :of .~Regis" 
tered'" publications'~ i\'\dll be p_erinitfod: only fo' commissioned ,officerS"afrd; ui1less 
otherwise: prohibited:.fa:;i.egulritions. pertairiingnt6?. codes:1ilndaciphe:r:s, ,_to. iwar: 
rant officers and to silecially trusted· civilian ;employees·; specificallynauthorized 
by~ the ·responsible: chief;iof.:armn service;r or:·Jbtii'eau . ..,1rSafes1.cont!liningrf'iRegis
tei'ed•;Spublicationst' 1;winnhal.iitu:illytiQe( ·kept ".Jo~ked; r with the' 'full;:combination 
operative; .\vlien'ever-'.they~;are:•1wt:. liiider:rthe:•~directrsupervision· ofi a, persoti 
officially: :entrusted •with· .. the! coinbinat_ioh·•thereof; .. ';,; !O'J': "i 1rr 1 •. :•i~ " ; r lf''.Jm 

e. When the:classificatioh'-ot a1 ''.Registered•publication•; is changed ·ih--accord~ 
ancer.with. paragra ph.JH;ithe:;desigmi ted10ffice of...record 0 .wilh notify ;alhre.cipients 
of such .p1Jblication "of the changed(classificatiomthereof.' . !ft,, ., · ·; 1 "t · "·1 ,,1 
·. :,18.'.!Safeguaiding.:conteiits: of1 '.'Secret!'' docufnents.;-,-a:: ·The distribution· 1and 
dissemina tio.n iof ·secre'tim'atter; ,W:iU·:be corifined·to tlle :absolute 1minin;mm: "i· Secret 
inatter<isr exclusively<ifor.:c tlie 1officia1.·,uset ofrtlie person.,fo ;:whom,,it 'ii? ·divulge_d, 
To\rnaintai11 .its: iilvi'olabiHt;Y.'.i's' the .dutyn.fnd responsibilitycof:.~ach•:per~onl:l:lay:;, 
ing .khowleuge:;.or ·.custody~ thereof,.J.101,niatteri how1'.obtained.r~ ;I~t;will":n:ot ; b!'! 
dis~ussed or referred to in the presence of· persons not authoriZed to. 1b:av;e 
l~Iiowledge thereof; JAii.I:'officeribyn'irtue .'of1his 'Commission·.alone,:is !Ilot;entitled 
to"!knowledge.~cif. secreb matter" 'Jnforniation: ms ·;to •,the: ::conte11ts;; :nature,-.;or 
whereabouts1 ofi ''.Serreg• :doci:tii:fents::-wilbbe. dii?.closed ohly,0to~those· per~~ns)in 
the Government service whose official· duties require such knowle!fge/,1and'· tc) 
sµch;:other•:-responsibleLpersons:i of !especial;, trust· :as, of:,absolute necessity;,must 
be·.inforll!ed\·;:.·!., .. ,if'; ·.:Ii:l"1:;.f,9,J.,,;'l'l111::ii!.l11 ;~o-r'i: r,:,·w;:~ :.dt ut H•rr::n ;'l:;il~'>:<i 

b. No document .. •niarked~1~\Secret\'1,.,,wilb be"_lt!iken'J1intoi'the1,front::i.UnesJ Jnr: a 
theater r:of. ;war.! or: ito mny'(l other ,place in' ,which (,there jisca::-i similaf;i,dailgei:1' of 
Capture.) by .the:·enemy~1ttlrd~J~'1 .. 1tr'-iJ•1ii'i ';.;.n.~, '\d f .!tt r:·~,t~~ ~:H·"'}'"_.q ~.:;; _;~.1.~ n,."l'. ·r:·lr•,!-1 

19. Safeguarding contents' of "Confidentfai"1Idocuments;""P,ersQns1.t9,·:whq!II 
co hfidentfal •ma tj:ei' 1 is~el!tr.usted1 or disclos~_d2 are ;resp:onsi ble1 {or1. its Jsaf e "cu stq_dy 
and, security: j,. It ,wil1 mot :;ber discusse_d: f:hor ldisclosed •.inrthe preseitGe;·of per~O!lS 

, iiot..:authorized 'to)fha:v:e nmo:wledge:·,thereof:• 0Infwmation·1 a1?;:tQ.1;tlJ.e-, co,nt_e_nts: 
iiature;·or.:1whereabouts: <;&r~_Gonfidentialj' ~documents.o'Yillrbe; di,sclosedno!l}Y·ioto 
those :personS(~in; ;the· -(}pvernment Ser,yice[lWh()Se ·,<;luties:,·r~qUi).'.e! !tha t-itlleY r]!a Y,E} 

· such ,knowledge;' and;- to suchiother,personsr;<;rt ef>pecia~;tr,u_st as ofi l}eGessitYJiWX\S.t 
be informed.-.) ~~t!.ii'.._·)·.:.·.1.rrol):~ •1i ;J~Hr1 1r~1 i;:f .. ~·~ .. ~:~ \:.nu;; t·no.;tr:~ll,~;rq f;~n~1 .. ·:.i~~~r~ 
·"·20/ 98,af eg:uarc1i.ng,t1Co~t-~nts.1:i pf·< .\'Restricted'~ ,,9-oqu~!l!\t,s;~Tl}e .iin~o:r:matiQ!l_ 
c_o:r;i,tai11_edi ip.j dQ.CJ1fP.eµts_. mark_ed: "Rei?tti~te.d'.i ~HLµo~,]:l.e· C!HP.m~~~*at()<J.·1,tp .the 
pu!;>lic1 or1,to1Jl;le 1pr.ess; ·b,utr j hl!l.IJ.YICher.~oPJ..I!l:µP.-~CJl te_c1i ;to~ _a~y.t,p,e.rsp:n 1 ¥JtC!W.l1 ,t.C! 

6 
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;b.e,inq_the_-servic~ '.()~;-ithe-,Uni.ted:States; ,ang ;to,; per_sons~of-:undoiib'fed:loya:lty 'and 
fd,iscret~o1i.:1who.iare1:cooperating1inl governmental-.iyor_k. '.·i1;f• ~1: -.w:~ .. :--.l"i\r.:;..:_.: 
c+ 2):; ,:_Sa;feg.u_arding cqn_tents,·of -..oth:err official :comm,tmications."':".'The ~on tents 
J9.f ~Qfficia.l ·.c}lmmunicatiops, 1wliether Jor rnot · classified.-:as·,to .' secr:ecy,. '"iH iiott.be 
·l.ev~a}t;i:he.x<;ept:,to ,thpse Jofficially,•1entitle'dsto1'receive·, them:> .Seef 1pa1;graphr'J,, 
!~~J31Q-1~.J~!l'*~_..u. (}"":~·r;;t1t ... ,_r,·!~Iq ?r~d ... :r:'.·.r .I:;;:i,.-7 ~rH n.r !: 1 :~\ Yi•:>r.: t:·.~t·fr;·ir;t'~ 

~122,-;;Sa:j)'guargj.µg,,,t_echnical•:sec.rets.-.Ghiefs-;:ofr·anlis;:and '.services ·charged 
r'Xi_th;:;r:e§P,9!1flibPity •. :for .. t.be ,'ini tia tionG of i measui·esr to;·protectuteclf!'iical":;secrets 
;i~1.,t:\l.e.'7i.it.e.\fst:: .of ,tJ1e•!·P:uplic:·,welfare!!J(par:Jr:4, ,:A:R ,600::-700.);i will ,basei'.Stich 
rm~_a§p~~§· ,up_Q.1~_1Jth~uP.ro,yision01; of 1these1 tregula tions1 and· Sectibli: ·V.II :•AR·,850.:;-25. 
:-: 2.?;n!3~l~gu_!!:r4lJJ.g;;;{l,Qcuw.ents) c;ljstrib.ut.ed.1oi.1tside othe ;:Army.:::· 'i'S~cretil!·or 
·{;:QQn.fJ!i~P.Ha!Jl! clQ.Gl1rnentsJ.;yhichfbY11their.inature( mighf:reqilire ·distributloh .ot1t
~fi1Q.~,.t]le,ATJ?Y,i;\,\tll c.onJain)SUitable1·instr,ffctio1fs:fontheir;•cu§tody,1safegpar·ding, 
~q._,ng9[J\\lt.!.111.l!teo;.d~spo_s~tio_nMn cconformityrttwJth'i'.!t~e::i i'equfreinents1 Iofrr Arniy 
Regulations. · .tcr;-J.I'H!t 9 r,r1;•1;-r:c:; '<i t··'.llIW·J ·>ll 
r;:> 21':;~;N l!::YY.:llgiJc;u;!µents.,~All-requests rfori N avY. E?ecretr;and•J:coiifidential .docu
.J..lWAts 'YjJ.l: •1b_()_,,[l_tJl_!mj,tted 1tor 'Dl}e11:A(ljuta~1t-gGeneraLnSecret<: al).d rcoi.ifidenti:il 
·~!°JC!1_IN.~1Jts ,g.f 9th.el" d_epa-r.ljrn.e.11tsm:when ·inc:.ipossession1.oh.:Army,••:ictiv~ties,;1will 
-~!:! 1t>Jl;f~~P~.J:(l.ed~~»:!t1.i::theJJSa_Ille.[ !'l]:re ·:as :Army,n'l Secretlh and'.>''Qo'nfidentiaU!1 'docu
tffi~RX¥ 1ll:J1.<'!: t'Y.i.Po Plh:a.cs..o.uu~e.cl:'rfor!'•in .1the1 mannertyrequiredubyJ1Ithe:l issuing 
&~P~:r,:tg~,E(1..1!·,);:, 'l'J'>ffiO r1•)(·rr mt::t?. .IY>:iil!U t;.'Jj lo utitrril I,;jn'.JJLl.luo:> !..di o!Ji'.:•im 
Hi ~ft)1~~.PR!it1ot·1~g~~ Q!',Lf'l!lP~!i.gti9n.,:,Jo1tcopipromis,e.=a: AhY,1pers_on1:il}<Jtliel inili
JefY,~~.~'.rJ1is.e1 .\u1qw.i..i.!g.co! :J:h!Ztlf!01SriQr ·sJ11;ljection;,toJ•coinpromise·rof~aii"Secret'!_;ror 
~:goIJ:f!d.~w.!:!~J}~ IJ.g£~1Pl)}1t·JF..illrcPrQrnPUY1'.)r~p,or.t dh;:tt1faGt1r-to' ther<cl!sfodial}~~of 
-~h§ ~<'!Vi111E.~!1~· :iWh.91ri\Yift,dl!!Il!!'\9~a1J.elY.:ur~port11the, iloss .orn coinprorhlse lto;ithe 
~.~~ll.il!.g ·!lJltJ1.9r!.tY·;-,:,7 'J;i <l'l!)):;innr ·w .~trnmi·zi;tJ!.l.b :l!t'-'Pfl .,,._,rii'i.J •1,_11:tn h ;..< ,;., 
1n~b, .:AI1Yi·1~.u¥,J;qdi_l!,l).l •!w .. v;i_pg, : l}:l!Q,\Yl_e_qg,e :tor,, s_uspici gnU tha tr :secret. 1ori1cqnfiden tfal 
,w:,itter;..t, h,!/-.s.r _!Je~m l (!s.t,19! £QIJ!P.1'.0ffiisec11:wHMmrnedia tely,1.reportrthedacts; to 'hiS 
B8HW1~lHf}Tig.::<?tfif.~r.1i~·11!<W.!t!.o.l!ctQ rnakjngi1th~1reportr.requii'ed•jbyi'a!ab,ove:r1»The 
commanding officer will the.11;1.!J!~k..ena.·Ltl;lor.o.ughiim;estigation .ofl all'f.the1cifcrim
.ll!~HC:,es,._:~-.:tt~.1..1.9-J!n!n.tf!~r.~t.o-~a.l!d.\':)yv§,U:_:fo:tzward~ ~o.fl!her.Adjufaht'JGeileralythrorigh 
m.UH\lr_yJ:,cl,1~,I}}f.e.!s.-rtl,l.e ~r_~portLQf:itherinves_tigation and· his•,recomniendationsidn 
~8~.! P.:t;~.wJs~§::i''uqr."~:JfJ uj~·1'..,JRH Lfil il(.HJi'I:Jo·1~q ~u 1'Jaurau '1L..J!H ~1~1 !1l ~fJi~ <~~r 
'i'l~.1?:.;.~po1_J,1?; _of ..,4~~t:@c:;!i,_oµ-., :,,}YJl~n t CQrnpe_ten t-;a u thority1!dii'ectfs the'idestr.uc
·1li8l};..9~ t,l,1j{.ft,eg~§fern(l1J.?.l_.lb!!.ca5~Q'!1'!1it1W,il1'1bejdestroyed by;1bui;ning;·by or .inPtlle 
.:p,:rfselwei<?.:f!; Ih~<?RJ1!1i\l.1?~one\!.,<,iffi_gei;.:')·,'.rl;le, officernrvitnessing:1the)burning1will •sigu 
a certificate of destruction which will be forwarded through the headquarters 
.gj;f_~Ct~i:i_gJ !):}.~ dA~i?J:rncJJQJ:!'.tO,j_th.~ .[offire.1 Of r.ec6r!'ltin di ca te,d1 iil.Ltlle! registered.::j>ub
Jif;J} tiOJH luJ'!'~~'' _s1pµe~ !P,t'Of!.~9-Jlf~ln'Yill:i be',f oHo,we~cfas:.•farmaswapplieable 1 ,iin~th0 
.g~.~t~11cHgn1g~ ;gtP."'!'>..s~~r.e.t Q!' <!,O_:gq_dect1..tial\ido.curnents.1c{~ .~·wr\IT'J '.«JU '~ilj·ww 
v.d :}n'X"i ed ili·.a E·i.t'1·:!4.irr:tub •!Ju!l'a".Ji>I!nd'.)n ta·;i.c:ta h1Jlrr'J r>1.::· ~1; ejir;!d L-rrrr~a 

-.iuo c.Jainq re01'l: f,;.1.i: oi IJof .. :.:lf!!P.O:~KCTJ()~ V.B.:rr:qxa fJJ;J;r:r,l ';o r:i;n f:'n ,t,:i~~ ;·;: 
·;,-;'.!' 8£ lfcrm~c"Icq rd P'l1Ih·x;91rr r.n :1.aoa 1ofl' vr.m ,,_9r[f ,i;c> ts;·:~ friJiYr J ,,;' i (;i;i<J 

1~~ f J' u;· F THANSMITTING DOCUMENTS , . f: .... •• ,.,, 
-~!:n t?.!J1H t:4 }') sU "':~ )fl.u t-.i<J~<· .. ;'.:i .. I .uU .1.uiu.f .u'l'1~1;.~~;:, .... 't.r'·' "'.O .~-J1l!1fllH·,O) .1 ... C),~7(.t 

"s"·', rr-~t'" .. ~d"""fH-t 'Ttlt r":tli'.);\I"'" r~'\n~tn!j. °!7fTr Ji;~fr~'fr~f p.). .. _(f •}f)f( ur} V•Vi:t f~r:f\i'J"i"J~!1:ragr3::P~ 
- ecre -. ocumen s·;· ow prepared for transm1ss1on ;-'by whoJU. qpened; receipL_.::._•_:· ·27 
"Secret" documents; how transmitted ______________ /::''.!i:LlD'£T!LI_~!_·2i:f!J.~_!~:~•.:f:~J..'.:1_~;~!"128 
~~£2nfi<!!l!'t\a,l[hd!>,<;1!..m..'."!1.ts ;.(~ow, •P!~PllE!lrf_or~transniis~icim;: by;,whom 'opened ;:'.recefpt_J B29 
~9q:µfidenti~J:'. docq.Il!ents.; .how. tra,n~rµit~eq __ ·..;-----,-~--Po--.!..':...•_~ ___ ..:..·~----!..-'-=" __ :.:_J..:.;..·_L.; :JO 
''~estH1tetl"~Citlciun'.~ntS~;. hc;W" "frallSDifttea'~~-'-~~v-~~-~~\- -~~~·:._~~·~-~~~': ~-~1-_v.__~~·:--~~~~-~. ~: ai 
Th~_n§ilifssib•n bY.1.8.irPfaner·prOhibi'fe&!eXcePfHfji ellikrgkn~y·_!~~J_J!~1~~~:::~-~::::~~--_::_11 " 132 

. ~-; ·.: 3!.:'J?.: •'.H;. I 
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c27....:.:31 '' :;:·'~'. 1:1rr;.,: ,;__' f'Z:.DOCUMENTS l ,::)'.~" 

·27;·· :"Secret" fdocuments; -hov;c prepared·'.for '.trarisniission;-•by whom '.opene·d; 
receipt-a. Except during.;the' ·process-':of:: local; ·Qistribution •in the· personld 
•custody of1' perso1is. authorized ;to: handle:·csuch~!ma'tter f6i .. tra1is-missioii.' to 
•another person, ·the 'Sender -Of a" document imark'ed ,i•secret": will 'ihclose 'it 'in 
"a11·i_nn~r;1and· an outei;cover,: ·:Tliel.irin'er.~cover:·.wm bei;a .·sealedrwrappei1 or 
enve_lope addressed in the usual way but plainly marked "Secret"···ifi''.s'Uch 

'manner that· the fnotation.:ni'ay1inostl-readily ;be.1~seeri·.,wlierr :ti:ie· 'outer' cover' is 
: removed, · :Tfie· inher ccoyer' will' 'Contaii:r ·a' :receipt' form w hi chi : will iidentify :flie 
:i'lddre.ssor, the !iddfes'see, lirid the' documerit>.--Thei·j;iackage thus':prep:ireci •will 
.then be· inclosed1 ·in' .aii\ outer; cover.,. which' will< be ·_se'ale°d'' and. addresse'd"in:. the 
ordiharY:·manner .with ·iio ·no'tation!to: in'dkate th'e·se·cret hature·of' the ·contents. 

-. : ·b. So•fa:r :as:~pract~cable'.the: inne·r; cov'e6 marked 'l'Secret" wilP 6e· opened only 
by'the person, t6J whomraddressed111 :wheh 'the' foner'cover: is opened, 'the ·receipt 
-.form will be;~a ted·;a_nd· signed ~liy i the.1 addressee and l retUriied' to. the sender! a't 
the earliest practicable moment. .,,, · '·; · ::,- :;. 

-:·'.28. 1"SecreW:·~d6cuments;I 4ow~ tra'nsmitted:-DfSecretw documents- wili- be 
;transmitted by .an «officer.Jmesse'riger "orf.\:!ourier wlienever1 practiCabiiF When 
!it ;is,•irirprii'cticable :to'. transmit-, secret; documents'• by'. ·an'· officer 'ille:Sseii.gei'' or 
-courier witMn·.tlfe ·continental li\:nits-::6f >theYUnited' States;' tliey'i;ill 'be.:trans'
:J,Uitted by. 'the:sender by;registered. mail. _.-•For{t:ransportatio1i ·to '.aiid fioin 'p'ohits 
outside the continental limits of the United States when officer courier;is''iiot 
·iifailaole;:ithey· may-b'e transported1by1State•Eiep·arfmehf fofarY.'1ocl{'.p6ucli ;:'in 
tiie·:event"thakneither::officer ·:courier),-nor 'di1'>fomatic 'pouch"'is' avaifabre;:th~ 
:responsible :officercinay ;:uesigiia t'e':'a:s 'rcouriers 7for f this· 'plirpos~' citi:iens'. \)f efiie 
cUnited States ~ho: are deemed' •wor.thyrof.fspecfal!•ff.ust~~sucli[·as ·officers br offi~ 
cials of other G_overnment .departments, or masters of vessei's'1'under ;uitited 
:States :registry. ·::;Commanding •officers' of 'iior't's~of' :embarkatiofr:will-·arrange "for 
,th'e safe,,fransportaj;ion·:~of·" 'documents 'forwatde'd t6 'them-·lfor •'tr:i'nsmissfo'n', 
·entrusting them:lto tlie·~ominanding!·offi,cer!of- froopstciJ:a:u11.Ariny tr:fos~orfwlien 
-this.is .practiCaOle and wilhnotiirivolve•uhdue1deray:•'•J Pi '-' ""iii' · .,,,,,,:,:', "'" · 
1·.,29;i:'!Confideiitfa.H?i .diic'uments ;' liowtiprep'ared''forr.fransin:ission ;: 'oy« wliom 
01>ened; · tecei pt.~Doci:Iinents marked: '!Confidential'!' will bei pr~'paied\ for: 'ti'tliis· 
mission· in the. same manner as prescribed for "Secret" documenfa•~(par!r 27)t, 
·except: that the· inner ·cover. rwmc;coiifaih rau"i-eceipt'fOtiii." orily •:wlie'n"the· s~rider 
deems ·it necessary, rand that :.the1~1ilirlei:'.fcover'·may:'.6e' opened 'by' some respoht 
Sible ".perSOrif' other.: 'thaiJ:« . .the'~person" addresse(lL•1whefi" ''so '.afitlfoi'ize(l" l:)y-'"'the 
addresse·er·:1ri ._.,rD t~-:=~uo·rtl·; f1~t~;.n:7'!C·1 L3rf Fl:?;r tI·:1i1Iv1 tH·~·i·!q;·~.·,{~ !~~ , 1·\j ... --11.1,-,;ry J; 

• .:; 30.:, ~'Confidential'!' docuni:ents;~h'ow hansmi tted:...i...Docu·me:tits 'riHirl{e'd"'"CohL 
fide~tial'l(wKeJJ~transmitted1·bY. han'Mwill' b'ei entrusted~'ori1y-:t:o~ esr>eeiany' trii'st~ 
worthy messengers. For ,,fransmissiorti"1byI>fllail' or :expressAvitiiih:itiie•· coiiti'
nental ·limits of the United States, "Confidential" documents will be sent by 
registered mail or. insured express:r For"fransmission to and from points out· 
side the United States, they may be sent as prescribed in paragraph 28 for 
"Secret" documents, orrb~v~~kiil~i-~&1' riifil1'b~ri·~fe11?ii~der United States reg-, 

~~ff~;' j>~~'¥.~~~~ .. ~~'~!.: .. ~? ~!??i~7 P!}s,sc:JR~.BP~H., !11}!• ~9r3.~~i I!C?~.ti:tJ.~y;~t~n.w · or,.t~e 
postal system of the_ Phi~ipp!n~s........ . .... Int 'lt.:~i::;·w ... - · ·' •·; .... ,,_., "+ .... ,: "" 

i: ~31. _ ,~<.Re~tri~t~d" 1•documents ;·1ihow·1.transinitted."-'-Docuineiifs 1 ·riili'rk"ed :·0 Iie! 
's'fricted" . may- be -transmitted--by ordin~r•fimaii71 exp~es~:· 'oF" f~ei~iit I t1<:'. a2Y. 
1·:-~. _ ~ -----·-·-. ··- -· _ ~--t1·;\1'!r.:.,n_~~·-·T..-.,-rllb~~.(t1•· 1 .'f~• ·• ~.11 1 : -"'-

R?m.t: · --~~-e?-' ti:_1:u.1~~1tted __ Q? 1h,~n,_d! pie~ ,.-'YJq,,J;>~.1~ntpwt~41 : gnly .,t_q: .i.:fil~~N~ 
messengers. 

• ~ t 
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32. Transmission by airplane prohibited except in emergency.-Except in 
emergency, "Secret" and "Confidential" documents will< not be transported by 
airplane (as distinguished from carried for use). When so transported "Secret" 
documents will be securely wrapped, and weighted if necessary, and will be in 
the actual custody of an officer not engaged in the flying of the airplane, who 
will be responsible for their security. "Confidential" documents may be trans
ported by registered air mail when in the opinion of tlie responsible officer the 
emergency demands such transmission. 

[A.G. 312.11 (4-15-37).] 

BY ORDER QF 'THE SECRETARY OF WAR; 

OFFICIAL: 

E. T. CONLEY, 
Major General, 

The Adjutant Genera.l. 

9 

( 

U.S. GOVERNMENT PRINTING OFFICE: 1937 

For sale by the Superintendent of Documents. Washington, D. C. 

MALIN CRAIG, 
Chief of Staff. 
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:A · ·.i;;,1i ,;, rt~!.9,R~,'t'i1,c:~~_,'?~:F~p,~~:'f:I-4J1J1;;;~·N,_~uf'1H~~'!'~f9~:E_l;i;>"iJ11s11Tf1f;/v; 
rlnil:rt,'~:J.i~; ~~!::(f(}·:r.q' '-:·r)~ c~....:~i-c;i:;_-1' r1;·.·tt1· · ·~r,f,·-:·i<\ ~··:;a;.., tb .. ""!.::.r~ ·'..,.. ,!1~!~ ~:''.fJ~~i'!r? 

~ : ... ~i1§:;·l;-.·d -h~~;i~;.-~1;J j;.'·,~ro· lo ~~·~L;,o·, !l 1:~ ~·,~ -c.:.~J 1.6 ·,,_;.,.t• ·.:·_vI b~-:P8.~iigiaf>li8~ 
Sm:ri0N.:a1 i. ~ Defini{iOns: _.:.._-=~ . .;~c_:~!;..::~ .. :D.::..J;.:i~_.J.J.:..\~~~:.....::_·:__L::.!.~~:::_c·:t:."t.1:.:::1 ~ · ·1 La 
~;}if'• 'lo:'i•I. 1@assification.1and' ,riiai·kirig of.ldocunien'ts;•.'except" military :J;. I;::,!1 
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4. General.-The classification and marking, of docm:J:!ents as to secrecy· will 
IT'V' ,..fi·mt:""_1'.r't'{(f o·1-1r f?r!l'OJrY"I ~ ..... :"~...-"'q '1'1L<.f·1' 

be ~2~,au;~e~:~fS~~ o~-~~-~~o~ ,!!.Wetly in acco~dance 1 witli ~~~;,?'fi~_!.!iples ·set' 
forth1rn-paragraphs 5,•S:'and 17f"Every effort will be made to<word·e&ch docu-
ment so that the least restrictive classification may be assigned consistent 
with the proper safeguarding ~:fi'fli;l cdrtt~nt~.ff The probable distribution to 
be given the document must be considered by the originator in order that 
widespread"'dis~~hlf'b:ii?1ciJ11hi'Jfi iie1i:lleir;ri1§1di6s~'iimi~h'na'tlBri2~iir~h must· be 
safeguarded, nor place such a burden_upon_recipientS that proper safeguards 
are ,neglected because of too great a volume of overclassifiecl matter. 
:,: ~; ;-,8-~~r.e:e;_:when, .by:_whom,. and .. ho.w __ affixed.=A.document)•;will be;~classi~ 
fied arn]11n:mrkedr{'Secn:it'.'r!onlyJowhen 1;heainformationoit3'.conta:ins .is of such 
nature _ tha L its disclosure .. migh t_ .endange1: !l t~e]ciia.tional r:S;!)curi ty, or ca use 
serious<·injury,

1
to:<the \interests or, pr~tigenof therrN a tion·, l an1individua:r, or any 

, .. government[lL .~ctlvitY.,_.Qr __ be __ of __ gr.eat _aas.antage fto •r.a-g.for:eign nation. A 
/ d~o:cumen t_ :wil1 •bet .classifi.edHasd~~~cretll:ii.only,1 J)y:,uorJ:.iby~ca uthQt:) ty:;'.Of, \the Secre

/ ta;ry;'of_W_ar,_t)Je _Ch.ief~of .. Staff, .. a ... chie;!'._ ofr,an1:a1'!Jl, s~1wice;eor:1b:ureau, or an 
\[ ·officer commanding a corps area, a tactical division, or a higher tactical 
' ·unit, the commanding officer of a depof ·m-· exempted station, the commandant 

of a service school, or a military attache;•2:.:.When a document is so classified, 
the "S8cret" mark will be placed on the front page thereof and will be 
accompanied by the designation 0'1.V'fhe'Iamlioficy affixing it, or of the authority 
t\y 1 \vtiicli it is being affixed, and will be dated and initialed by the officer· 

itmxip:in!::====--·.· · = :: ==:==:-=~ =~=====~ ==~====~=~=====i:~:. ;1~;-:;-~~;;:'~~r~~ri ·~;~~:~'.~~;'~:: 
1: 6. '.'9.~nfisl.l\I1tiaJ''.;. wl.io~~!t l!Y.: !V.l!Q"!!?-, .11}!~ ho:w_ a~e_<J,__.~:cd()c~me11tuwHl.:be• 
classified and marked "Confidential'.'. when the information ,it contains ,is of 
··' ·, ,..n 1\r·,,-,. --·,:-..{.~il'fl~)~'n" 11•rn·r1 9H~· t31J~1.\f!Ji;a .. ~.:11 Ji:---,,:_i9!IH9JJ '7£:t;i·L"J"'IJ\...:.' .J 
such unature that its disclosure, ultliough not cndangermg our national secunty, 

1 "i:;~i ·ben·lf.'t ·u'JiH1i"g' 'th~ i1rit~7Jsf~)a&cu;f~~f{:,'J · ·~f 'rlib""N~uik "Jli11ihd.i~i!J.~~i; !g{/ 

l
l ~~'LJ.t~ .1~fRrn-~'!~' .. 1ou·T ,;;-Jf!f"1~n.a1rt 0;·n1a .\911·;t.£~c· 't!"'l.t'i!fi'! .. J ~,ia.nur fJ lHH~A~,i~:l'J·'"'il 

1
_, any governmental actrnty, or e o ac :'rJh~§~ '!?d,11 ,.,ormt~I1 .. 2~1 ,\~;l~oa j[e~?,11,~; 
'! ment will be classified as "Confidential" ·only by a .commissioned officer. The -~" )f)t". .... rt 1 , .... -,,·rn~11u1JG i')9"fC}JP.LV~'1-- {\--J)O.fiflf',b .t.;.J.C.f!_.:~.UCifTi(ftliJJ.)Zd~-j?.J.'S\'.:l.::l't\ ,·:: d 

"Confidential" ·mark will be placed on the front. page o · e ocumen .an 
~' fo 1i:>~-'ac~ofili 1iilff~d' if th~ 1~e~i1g;;'a1!Ybrl'1if ~1b~- ri:ffi~e 1which,;tll'~ ~ ~ffi~~fi{~1ci~!''ff 1f'3 ;ri·rq .9f.l' olt.-d>'l1''''~l '.JW~,,·,~," Jil "lflI ll9J!.li •-""; ·~d HlW "l! 11:1<'1"' ';.t. ·;.C:J!ulJf'. 
any. [> ....... "-· 'h ,,.-,•P•> 

,, ~· "~~e'*~~ct,z,d';;;.i;yfien: .ap~ ~;v .. ~Mllj·i~t!-1~e~::;:-j.~.~~rnmg~1t~ 1til\r~~1~c;l~~~i-
• fiea>1ai~d1 1iifarked' "Restricted" \'vheti tlie. information it contams is .for official :·rr:t.!J·:;~.:'1.f o.~ .H:... 1'tfJ 'l,i .' ~-rJ·;,ry~f1.t)ff', ,,.· 1 1'!

1 '}.'~ 1'1 ·,:1r-.c~.r~·.d10 •n,t JLi:JfiJ!'.'J0C· 

1 
~!1~,only %.?~,.~1!-g~._.r.atur.e.)~~~'1t2 ~t~ r1·1si.~W~f.~:,~~S?l,~1; ?~iJc\W.1A~<:tg~ •. fiei;~on~~: v 9fc"a,d~\/:\i.~t~~w:e ,!Wv·~,cy, qi; ~;l?~\~1 ~911fug5n,:~d }~i .. ¥e.~.7t:N., 1Pl).9,1.%:t ~ge:J,.:: ~; 
stricted" ·mark will be placed ·.on a document only .. by authority of, a commis·. 
t•,\, .1dt.."•'H1<::DSC!C~'J'l'IO ,_ .. · .• "·· .!!·;.'. w1Q?.•!\lll';,·1 "' '11':·11,1;;.:--~ · •"-'!'• ·1·'.Jl 

s1one officer. n -PiJ -t~od:.•·~. ;'->"" "" r, 3,i.""'lr·". (.\/r iy, 0 ,:frl 11 ,.:t•·'~'! · .•" ;,r-) 
8. Documents requiring' to b·e riiarke'd ·11secret"; "Confidential'', ·or "Re-

stricted."-Any person in the mili\lJ:r~ •. s,e,i:_~J.~e who initiates or comes into pos
session of a document which in his judgment. should be marked "Secret", 
"Confideii't'.far1; :or:.;•1Restricfed~~. Wm''fakeJimnieaiater steps 1-toV.1 oFwarif'1t<:{o 1

:tfte' 
authority competent so f<:FmafJ['it:Z:!followfD:g~·tl'ieisaille procedure for trans
mission"' as is prescribed for the transmission of documents already bearing 
~uch- marking. ··This· apfllie>nilso - to ·c1ocu¢efi(S~ origipa.png.-iii--g~\i~rn¥tilit~f 
'< -- ____ -··-..,--- -------· - --·-. ·--J.iJ_,lU, / .,., ,.. J.l . .-VU.r '{,U ,.,. ,<I " • J t 

ll.gen~ie~ otl}er. ~NP~ the .:w_ai; .. Pemn:tml;!lt.,,,,, .. >i:rr, ,, .. ,_.<tw -nf .11otin ; ··;r.J.tn;i<:i·r:•>')" 
- 9.-0ne. classifying._mark .only.;- if- more ~usedi"-7.'"A' document' will•'1"iot· tlEi' 
iharked-wi tli'r more:tJiaii1 'one!'of''tll'e'·fiireet~classifyfrfg=:m·arlci_;••secrE'.t'.' ,' ""Coiifi; 
dential";- or ·"Restricted"; buCshOtiHrTt;-ri:li'foiii[liir ~h'o\':.:PJ:~'s'&,'.fu~N~.~;~,N~ 
~'.os( ~.~J!:[c(iyig!~~~!fi.:~l!ffoii-u~ea:..wJ.ii;~ g~ser~~q.:~;.1.;-i'.0 ::,~r .. .-1 ; ,rni,e~,;i , , . ..,,'.,.!! 
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•,;!lO;~iMar'.!dng.; user bf; stamp·- ··'E'- t . · h . _ 
:Wa:r.·Department;for·:of gener~l •h'~~c~p .' mtt e·::aserof'-'priflte<I d&uments of the 
markS''.·liequired.-by, partl&raphs' 5 .. < d~U6a1' ~rs ml the ·field,'.i:in addition to the 

t 
· " · an · · ·!the i"Secret" l "" · fi s J;ICted't·st?mPt•will be;;plac d·b.th· . ' ., : , .... ., "0on dential", or "Re-

f 1 
· e .. o ·at. the .top and •a:t•"th ""lb' t 

.o a l secret, confidential or re t ,. t ,, · ·. e o tom of each page d . • S IIC eu papers "It'"·h'" · 
own on the page and'Jiiasuch"·a'. ,ma"· .~.. , · ·:_ :.s ourn be stamped well 

:f):om:,Vi,\)W When •. the ~heets. are~·clippe~~:~~ t~:.t. ~h~· marking':.\VHii·no£ tie/hidden 
oi~.•l ln1Reclassification" : h" .. "' b. : • oge er ;or:•boundl_; :;:~ ( ·. i 

'. " . . ,1 .. :w en,.n Y·Wliom .. a··n ... , "·•· 
dP.1""11.ll}eilt~ceases'to~be::secret"cefnfld~ t' i~' a_n ·~. ?~';;accoril:plis_hed.-When a 
can~~led•:by,ithe1alithdr1·t"y· ·wJi'.1'ch' m· nd1a :"or re.s.tr:1ct~'dtit.sf'cl. assification may be 

· · · " :a xe »or· autI " · · · · 
by writing•or:stampihg•"Cance!e'd b : ..... ~· . · ..... ~o~~~:u;it,<•orl.by higher authority, 
.7·;: '. .,. ; ·;; ,;\i{l(.the .authol'itrwhich ~a~~ho -~: .. ~h :·-OrJt'Gan-celed by authority of 
o_n-,;t!l·~"(top ,.o_~;;th~i· fi.i.:~Lpaiel !of 'the "do r~;~s: ,;:1.c~ncelliti~n'.~ ,(over 'the mark 
.g._aJ~.<h@ndainfrialed l;Jy<:the- office;~ni ki, _c_ .m~~t,1. ,and> thi!P~ancelation will be 
such a docun'Jenf will' then•·be'•s' .. ka ,ng1t1t.L An:Y·~other•:classifying marks on 
is ·t JJ" • • · • • · .nc en· out. cJilf·'aHess"rest ,.· t,. · ...• )>r.'. ejcg.,t.yenns.tlch-;:a·~ document ti . . . . _ · ~. ' . nc ive classifi~ation 
wJIVbe :touo)ve'.d;[5 :
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1 
.• ,; ie'. pr~v1 ~1~~~.z o_t;iparagrap~s:, 6t'7!Jand-~lo 

;t . , . .~·, .. ~ .. ·" , '1 ··" . , • ~ V,s: J 11L_ • ·""~•;.JOuJUO .~.7 ... '".rJl•.<1.1 :J.i!-f n:1 \__.r .,.,.~ • $- .• ... ('.,,, •• 
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1 .\·.l\;I!.'4IT,~RY; MAPS.·AiND PHOTO 
CJ

1
•.•.;1rrJ.,.!r:. .. •.:c~ 21.:;:1 · .;]"!'.~JjJ;;v.,. r~5 1..r GR·APHS. ,,.t-. ·• ' . -.. . - ... " - . ... .. 

t~J ti~~{¥~!~~¥f~t~~~t~~~:~~~~~r~E~L~I~~~f~iiifi~~~] 
in Y maps and photoo-raphs ·are th· ·· 'i.. -· " · 

. 11c_o_nnectiow·_with1tthe' train'n •. d . • · "'. . " ose ntended 'for"iisei St t . :·. .. 1 g .. an .operations,1of,· the' f · ...... ,. . .,. 
. _a .!'!S ;1.the:-:te:rni includes1rothe ,; ~ , . . . : ?:ces'pf· the•' United 

a military 'character by reaso rf.ma~. a~d .. ph~tographs 'which LJi'ave :acqi.lii'ea' 
. 13 "GI . . . . . n o overprmts:obiiiotations""r· ·<l" , ... ,.. • .. 
•;c. :1;, ass1ficatiqn1"""a:;M:mtary.,ma·s an , . . .. , . ~,Pace. :upon •theinJ· · 
marked ·as foliO'ws :' . · P d· photograph~ ·wilM;ie''Classifiecl and 

. ([·' ~·~ ... i"~ ··:J.t,,rb• r~ -r- '\' . r · ... · ·· 

·'.'.;,1,·'! ''1.:-Seqr.et.'°{1I:tilin :; iJ•,i1~~r<':>crfYJ"~ 'H'\ r: •i:!;..,;:·;~,; .~['.)" '"'"':., .. w..!;_'· -~i~J- .-

.;j• ,--r- ,, "- • ., ..::·c· ) I . . U-.tJ.J. .o .... Jl --- ...... ·.rorr£J'1j • ' 
. , • .... ·'·"" a "n, the.-coritinental :,unitei:J)·Sfatestv "· '· . -.. ' ~ , ... 
t ... : ·ci:i.w BL1; .. w . . proved''wa:r 'plan"·(. 1 d' , .' t~o.se·1llustrating1 an ap., 

. . . . project. ~· ·' '1-~~ u mg.-locaKdeferise plh:ns)· ".or'de'feiise· 
•... 

1
,., .•. ;,.-d ···(b) • or a:iy phase-thereof:Ds'l!r't r" ,,J,,·~·- ,'r·-•C" .1,, '»[. 

"'u 1 1 .; " (JJ' f ifn1 oversea posse"' . '• " : · · ' • ' • '" , , ss10ns .. and fore10'n-.. te ""t . ~ " , 
~·:,~ J l'I!ii.11!'.:~ JJ.forces.of1thetUnit'd State,."' .~~ory-occupied by~the . , . ·. e " s, t those nllustrat· · · "' . 

£>•::.:;-; <W:I :11,; c."w.ar1".plan ~.(.including· loc' ·1. d''f •. mg:'an•approved• • · ' a · e ense" 'pl'a· ... )" J • , .. , project . · · ·. · · ns: •· or-' ·defense· 

f 
' or any phase thereof; rthosk=-'sh'd'\v.fn·g· .';th ":~1" . , ' 

o ·permanent defense works and , . . e .ayout· · · naval bases ·a d th 
Jacent terrain vital to their defen . n e ad
to fix definitely the location of anse, and th?se. that serve 
defense·works and naval bas Y element pf permanent 

(2) Confidential. es. · 
(a). In the continental United States those h .. 

permanent defense works~ and' n. a l "bs owmg layout of 
· · ' · va · ases and th d 
Jacent terrain vital to: their defens 0" a • 
to fix definitely the ·location of e, and .those that serve 

d f 
. · .·any element of per t 

e ense works .and naval bases e manen 
. plete map of a defense area co;sis~~e~: !hat when the com
. only .thoEe sheets showin()' defens 1 ore than one sheet 
fied as cpnfidential. " e e ements need . be classi· . 
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::1!:, 1c,· ~:trr:.11'.:~_b,): .J;,n.:;9vers.e11; p9;;ses;;;i9ns;·~nd''foreign::ter:ritory ;o_ccilpied'ibf<.the 
!>;11. . . ~ n·:iic: )Jw r1: fpr<;.~s 9f -;·the :UI1ited.c ;,.States; '·those. not ·'.classified "as ~secret: 
~s5:L"· '_;.:i :·~1-::, ,,,~;:);Sh_o-1:vip.g-;lay9ut ,of) r;idi·9·-stations;c:agiation ;_celi.ters:~air ;.fieldsf 
':'.J;;;~'..i c') 1, ·; -~ ut;; ·;;, SUPP,,ly,•bases1 a_rsel).als;l proviiig!group.ds\ Or"of :anY,; arfa ,yital 
f;'.,.'i '!1:h1trru1·1. c.i. ·tph_defe:µse .• t:· ... ·~·:·~ f./··~;·rt.:Q:'t. 't·- ,!~;i::n~.(;.P:::')')· :1''!).;:-; d.n 1>; 
;:-,),'.·id3J .Re__stri;ete(l:,i;flfopJJerlY,r:'-'For.officialr·use•ronly.'l}·r. •, ·•:: AJ t,:; ff?rt} 

.(a) In tjl._e_rjc9nti11en_tab~United ·States, <.those .showirig Iay6ut 1.:o:f: 
., · ;"i· ... ii: .'"?_;k;:a-ip Jfiel<J.s;rlradio stations,,;;,Supply; ;bases,;iar8ena1S;i•:and.tthe 
:1· · • i rm ~.1'.if. ,"-"'_adjacent)-)terrain:,.,~ital;;tor~their .>defense;dincludiiigi~pliotcP 
,v; :-<,Ji.:;; 11;1i;;;r; -.,graphs 1nqt .. othenvise1:.~lassifiea;11wpich'lfrom~ltheirl··natur~ 
:':t1 -'~t'•:'J:l:!'<,rn -.r,r:' ';'./',ll;re·not:suitable for-.·pUbl!¢ release,'1" 1 ~·;if!!JF•j;-: "l•)· g·!l1 I'<J \d 

·. ·· r.;. -: ri·~ 'i".l ( b). ;In) \ov:ersea-:i possessiOns·; and foreign: ferritory •.occupied-by-the· 
· -; 1 ;: ;; h'i1 ;.: ~ .. ·1~;forces of;th~ ·United! States,~wU't_9P.Qgi:aphic. '.IiJ.aps 'iind ipii'otO'.: 
, '· , .. -1: ·,·; ,-."'i·;;., 1~ -•graphsJ<no~l.othertw!.seiiclassifi.ed\' whlCh;' froni:Ltliefr.Lhatur€!{ 
•, ·; ~;-;"'>'.._·:-~<.; !,,'r\<~'ar.emot.<'suitable ~Ort public. release!'!P 1' 'v,· ~c•0:.ar'..lt•'.1 r: 1>· Wl 

i'Ji.ll·L!lgsi;>pn.sibi_lity, .. for .~·~he:-;cclassificati9n'J'of _!nilitary •maps•· ~ncl ~-pllotogrilplfs 
rests. on the following authorities, l/ut ·ma;y be ·delegated. withi11 th'eir di'scr~· 
tion to appropriate subordinate 3...l?<tnc.~e,!j_-;tx"'1 

· (1) .The War Department for maps and pl,J.otographs not classified as 
.n':"o:·.~cr G~fitescriooei ili;,<2Pbelow.~:.) fl.1; 1-r"!.1/f u>-~A v,Ol'l'AD''.U_::.,::.fu:'.'J 

(2) Corps area and similar'~ierritorlal comm~ders, and commanding 
•_'.:1r" .. " 1·•·1'' generals of expeditionary forces and foreign garrisons when .not r __________ :_~--··-·· ·--- ---·---· ·---· ________ ..,.., _____________ ,... ____ ~--------,. ---· ·1- .. J1~·1~v·1 

. ;, r __ ..... -· -~-q;·_a_~1'.1_ed ____ a.__s __ Jen:~tQr_l_!l_i __ g~par:_tm~!l.tl.'l. __ J_or ___ al'.eas .... within .. iltheir1 
1.; ___ ._ __ , .. control.. ____ ~----··· _ ··------------- .. -----·--' --·----- .. ;;.lroq6 • .r 
·' ro. Military·maps and phot~graphs·now· on- file-wm--be· reclassified. wh~ii fujf'grl_r 
~r:qrn:thedj.l~s;for µs,e:: "i'" ":.,:_::;;• .. 1 :ff r,.1r· ~r1!.l!~ '(')!.:tlli:tt.-.r:·Jl.i.(: u~\..: .:'.! 
f. d:. '.!:'_h,e !1P.re!!a u tio!:l!!i prescribed "in !th~e regul_~ tioli.s :willi:~i.faken'.•with rma psr 

f!µd :ph9.togra,p~h~[·)Y.W~h~:h~.v.e;·ppt· J.ie_en ·reclassified 1but~W.nicli are'knoWn: ito 'be~ 
"S~cr~t~, 0.~~q9n:Q.9-~11t}al!i;j:~Q:ri-n'/lt~t5tricteq.n;·;:., ... ; t~~~:-.:!~.-1 i!i :r!:JJ ... JJ".l£c1!' v;'.t£J11;;_. ,1 

;,f!·r Tl\\l ::pr,gy:isjpnJu of ,pa_i:!l~p_ap)ls; 8;29, ,iq.,~1and, ·11' wilhapply.t.:in:·marJdng.'and 
classifying maps and photographs. : ~·1/olfo't i:lfl ~ .. -~ .... m: 

14. Reports.-Classification .and reclassification of military .i:napsl,and)photo
grapl1s .. wilt19.~JJE}P.grted,f)VJ,\.e_l!rI;l!aqe; :toc,the1;War:JDepartment. (;;These reports 
ly}ll1c;:0vei;,·f~l;tjtje,gJ!911\lg@d,.of th.e::materl_alf<e,lassified:·n1:A.: short title may be 
added for .convenience in further)(lr~ouJ!ti.ng.; '//!fl-.,.. .;"" ;i '.\i: 
•,.:I, 5._ r,;HB'~'":~.ss1!e4::w''.S.e_~ref'. :and· "Ponfjden_tial't:maps~and• photographs will be 
j,Bfl\led ,.onlY;; · )IP,Q.JJ:'.writt,e!). rreceip.~;': Semiannually,P oh1 or:~about January 1 and 
Ju!1.e:3Q, it?sui11g1Qffi~ers:.1"Ci'!ltrequire r~neW.a1r6~· such1._receipts or the return of. 
t}te. i;riaP~;qr pl:_H1.tograP.1:Is,Jnv9lveda.i; -'l~Ju:iq ''{Ji."'!: '-'9 .~:.::.i[nu 

... rJJ<~ o :;· baJ~, '.-".r.~:.<r ,r;~·1 ;rr : t:.t Q."as·l0.h ~~f!flfILt:f'~C~l lo 
, ,,.. .. ·-· t1Hfl 03orlt :\ ·~1 .. ;~rr!Jh);' ·~~:!!: ):J r!"'di·r ~ . .r;-;,.:-:J. tnD'H·: 
, ,.'°'',.It.LI':.."~· ~0 :L;~)J ... -.r ... ~:af. lo .r~···;J ... )·,\~~ srrt .!l1'1··Jq;t1r1 ·~D. 11i 

.~~ ::r·rf [,nVBC' fHU3, Jjli1'0'.·7 tj~.=urnlo{) 
• . , ..,\.!): \iH\\J,I\·1()') •:£) 

-:·, ·:r; )' :;i ;>rx:vn)d};! 021:)1.~t 1~');;: "~ ! .. ,:1u:TJ n~ju~.l'1t.iitt0· .... ':lfl~ .ol {.:}) . . . . 

-·,'( ~· ~! ,.tU!! aea.eJ Lv:i.t.:r1 n :r .~;,-Jf·;.orrr ~:1.C:-{r .. }!1 :if!~anrrr·:~!;'~:l:. 

~~··~· :1_,·.~ ~~.1-((~ c-: .. r r'J fJft!; ~:-;;;~n~:-i ·-: · • 1 o"l LcHv r.tlh1J~i0J 11.::9:'>£t 
jr;~~;~ --~J !' 1· in :fa:~r.1 1 ;1.tJ var. ::; ~:jc~~o.J ·:J:,~j __ ·~f•.tJt:i:ii'1!..t. :r..iJ. .~.: 
.... ~1 l,,:· ·: 1.i rr·uJ,-: ,:t;-.rfl :t·,.::;z9.-it:'·i~'t.!i {:fJ:.J.£.rr,JJ1~~1. ~::~ r~y.,· ";ra·i.t:;.o 

:Jr~11· :'.!. ,;' 11t:.I·; ~fnf"""I 1i.-, .~J~~·>_u,,.; ;~ 1.:;1: !.".~n9'1J'Jb !~.).t PFra •)J')r1~ 
--i:o~~ll~..1 cu u:11Jrc ;:~fiiJif!~:ii~) ·,;~;·~.::~ ;f1 ~i•1f·.;,1orL: Bl0)f1? '.: :.:•1\J ''l.f:io. 

.!..r:.Una(1P.r-o; 8f! [bsil 

n n: 
I ·· I : ' I ------ ' 

;- - ~ t 
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t!8.R~~33,°*5 
"SECRET", "00NFU{ljl]~'{!.il.~?;r1AND "RESTRICTED" J2.0"'1213 

!}1.e iP. .. ~h~.~HiYlS§o?,f tl}§·cYJti-te<l.§J:.l1Jgs,a!!!!(iJ to:.v.e.rsqP.§i:i.Qfnl.:Y.!gQubt~_!i1J9yaltymnd 
,~J[ic,r,eti?J!.:'.Y.!18::,~~11 cpyp,eJg.t;\pg.1~I}1 gg!er:gm,ep.~a}:>W.91k,;o/Jrrl:o rm 7.ct fJ·JJjihl~F !:l't:I 
'To ~b.~.~!,~gP!ltSf;i,l!5 ,c;2n\~t>,e!112J!l~~ g:ffl:s~a.l ~c;g,n~m,.i:g1ig~ttcm§;,:;.'i'he,1~onten_ts 
.9~ c~1P£~1i111 !i9P11F.H-Bi~~1~2H.§• 11':,l;i~!ae-s &I 1~0~:1~J:;i..~s~~9H:i!!.tlJ tt!h S£!{!1Je£Y;i i~tll·i If.Qt ;(l.te 
~r':Y'(M!:'1 ,J~x~wit0t1° rS&?,sei:iEfJicj¥ll~ie.11t!tI~g.:; !<.>J ~S!iiVf!111Jrnnt·; J.§.~~:'.P!trl,lg1:}iP.!J.; rJ:, 
.~~L ~1<h=1~ .. w e;t !91'!.'lO'.l 'I9!}iao J.fOrlVl .•~jJ;,;S !nj1crU $rl1 'to 3Hfflii [<)1{!J,J:ii!!U'.l 

j rr· -2~· )~~f.~gu~.r.~ltW 2!~~9l:i~11!,q~}1 §tc.~~~ ... u,G.'!1-i~J!!i· ,gf v_Q;!!!!;l, ·.1111<1n J3(;)!'YJ~e11;.i.cl:!a:rged 
:{J:l If, r-m~r,01~,;;.~ ~il,iJ?:J 1!9;;" !,h ~ ! ilf}._!,i,~1joyiJ9Jrr 1n,sii.~urg,~ · t~Hlrn!eq1i.'.Jt~£h i:il C.t! lo, sec; re ts 
Nhi!n~ Ut-}rr:i_st 1RtJ:s.tEt P.,1LW}~m\vel~Me ..... ~r:iar_.i,1? 1A·Y. 8§0Q,,7.QQ);'"'Yill:;1b_a._se;1 su.cl}. 
Rf et;1 ~Rr:~~.; u ~.?~·.mShP.J0d-;!si£1?~ C!~ tl,h,~s~ .!.~~~ Ja !L Ol\'! l l1R41Sgc;ti~I!1\VJ .- :?-!Yi 8.50-:2\\.1 ~ 
wn~~,;; ~~trR'Bari'~All~r 4'9S);l.:gi.~n:te S\i§!t,~]?Ht~?, ?11 t:?~.:t.~h!l;E.lr:An1~Yl!m:~~§£.ret'jr<or 
~·19,on,t;,qeB t\~E-r'i1°mwep, t~ 1~,W~.~: ·h..Y 1&etr:It1~ t%e •'.!m~i>11! r~m1irg r~!.i.§tJCtbu H<l!i~ .11µ t:
-~~<te,Jli.J ~~£-l;Y,'1.rTIWns.Snt~in1&Y;i,~a9jerj3JH';~.C!Y:11.§1.;f'lruth.\!Ar s.i,1~!2~1·Y·L~gt:f~gµ~Je!i_ng, 
~\1n1 ;,'3lHJ11.ii-.. tSqafl.t~B0~i£f9H 1m ,,c;0n\£t.~ity.:> ~!Ph ~¥~JJrr.:..eg\1Ju!ill?.~AU!..t <?.for:4-rJ:DY ' 
He:rnlations. .'l;:>f-::fJ s:./:lw 97foYril jorr mvr flm: 0lil1J'l['"J"'t'l: •11 
tm¥J;, ~t} v?h,,42£Effi8P.,,t.t'.:""'i"v~ll :.r~<I\l~~s.\~ ~9.r.ul'{!l:YJ'.'1.S.§£1:~t, :m_(l,;s~gfjg~nJJaI ,dq,cu
!~WN~ ·1\Yi1\1;,q1:0~R8~Ltt~~1,, to, .,'£1l/'_,1,..;\<".j,J:!~a1?:_t)u ~µ!?rH!:9ILs~esmL :md:e .G9P9-!:l~P.ti.;i:J 
.~<f~Ul!l~JWl ~J~I!?J,4~fafle13\mw.~n~~JWHf.lf··iP.~)P8S§\),SS}.9,n1.CJf:1 ~rt»Y .?-.Gtiyitie11,i::WJH 
.p,y, ,~~~eg,]1'.}I'H%!r~v1p2HPl~·.~liny:~~.CJl.7:.e. q,s Aq1;i:v,'J"§.~<;re!'.)·1;ir;c1-~J.9qn!J..d.en.t.ilil''-.t~9.CJ1~ 
!fl~n.~O'l,'I !J.Jl1o:;Wpj 19~1~~81CO"l]pt,~,chfg5.,E;t. ·Jtll~1!ill,il!J.~~!1Jjr~_myr,~;!1.!JY.•~1·J:4ej1iss}Ji11g 
,S1,~prrr,.tm 1m~~!·:ouwn 01' o'.idw f)91'2:'!7f,;;r, '"0;;:1:ir; 01I:l m,dj ·19rJn uoc.-r9q eu:a 

25. Report of loss or subjection to compromise.-Any person in th~yIJJi1itary1 
!31W:•3ic1_1!.~l1mY1.il2fo!9!w9~WJ.lo;>,§l3:Rh£mRj~~q9pri tt?..1£Q!!1P..l'.Q.IEis~.fl.Qfa:t.rii.S.e_cret~.~or 
:;9R1i111q~p,H~K[d'1%u111w.t r-,'Y;\J.bHf9IfJl]t!Y1vrevgr.tr ttiJl ht.!J.£.hc.!9.Ah~. icustoJlian , oi 
l}m.J <'l?s.l-1nmn,k1;w~.2e·~im immg\'\i.f!:te,~Y,. !:C1JO!".t:nt.¥J;·rJos_~1r.or .c.olllprpmJse t.o~the 
~~~ujn~~a~tivmtYdrrsur'u,,01> "f1:Ua::ibfr::i1,~" nJ'.tr:l heHnTJ sdt '.to aJimil fol.'1'4m.) 
-wo ,!J1;ic~.r moil D::r.o o:i r.0:tJOurr;,rsfuctl6'N'. V""a01.r:x9 !>&Wc:H! 'l'l HHm f)9·Ju;:,i;;0i 

·rn·1 IS: 1fr1wr.~r.·1'}ry c! b!>ci·s'.l~9"Iq en Jn:i1:l elf ·;,r,•11 v,3r;t ,eejllJR tYc>:!1'.U odt 9flja 
.;>.9tr::!8 :u•if!U 'Ief1m1 TRA•NSM•IT[''INGLDOQUMENTSlo ,r'ln·: 111:J!:lof.J ".l9·r'.>·::3'' 
9rJj ·w pcrr9i3T?. f.r.7?.C•1 m>i:.no'l: ·urn rlglio'.!di !.l?.r<~ jon oo ·;,"9rJJ [J:;fli·'o·ic:Parai;raph'. 
::secret:: doc.uments :. how prepa~e~ for tra.ns~ission.irP.~f()Y~?.ffi'~P:,'f!,~d !~,~e~.etPJ;::--.-;.:-~-:;t.;.216~ 
s;;.~et .. ._.., ~.o~ u;;ie~ t~ ,' , ~?}v,,1tf ~~81~d!t}9~;-;:.47,-;--:-r7.~-::~-:-~:TF.;::f.-r·rr;:--._~-~-1-·T;-17.-~-:-.-~-:~-~l~21 

"C:onfid,•ntm-1''· do·cumentsl: 'bow prl'pared·for7transmission ·; ·liy"wb'dm oP-e·n'e'll'; 'r'e'cefpL'.. ._.28 
'\,Confidentiftlj'i9d0cumf'~ts·;·11bOV.• £fa.nsruffte·d.i.=.:.0_..:-.:·~-l~!.tJlJJS.f'."_fi~'ll_~:_;_~Lil!.:!.._~~'.:_;~ 1 ~·2·91 
'~~1~~ ~}ii 9!e 4_) ! d'?_ 9H gt e9.t..,s~ ;!J!1.9}Yl Jrl! n:s111_!t ~~ d -Z;-":-~~-;._~ !..: !f _ ..:¢_!~~.:!l':!' ... ?_.!.1'1.~.::.t_u!?.!.Ld ___ J .. i !301 
Transmission !Jy airplane prohibited except in emergencY---------,---------7'-:-"-.~.;.:''"<;'' ;;_:t1 

1112~;'"','Secret'JLdO_cuments;:h,_ow.:preparecf.for transnliss1Jnr;·.l:)y:whoro opened; 
l'.e_c_eipt . .,.,-a:l Exceptri during c. the:npwcess I10{1·1oca11>'ilistf.ibuti'on• · in'"the -.: persiHiaP 
C,~lStody.; of . .,perscms !a U thorized:i!toO]han'dle!'JSUch'> ma ttei':5 cfcfr i itransmis~foJ:i !: f(fi 
ai;10ther-· person1'itli'e,1se'nder, -;:ofl<ff 'Jdocuii1en tl • inarkeai.lJ" Secret•1 · wiri'.-iifc!Osc: it r in' 
an1 inner..,and ,annouter lcover: ~The'Iinrierncovet·:wm ·bet a1t8i\al'edl£\vl;ap'p~r :.of.> 
envelope addressed in the usual way, but plainlyJfmatlfedi·"Secret"r'in·:r8ucfi1 
manner that the notation may be most reallily :teel;)-.\When1the;.outer, cover is 
removed. The inner cover will contain l',..1:~seipJ !O..W .:~tl.t:l1:1wJll:,i<'!~11.t.l~~ythe 
addressor, the addressee, and the document. The package thus prepared'""\vill 
then be 'rnclosM'l'.jbl:l:1lifoi1ter coYer, which will pe sealed and a'ddressed in the 
ordfl:ia.'r:Y inah!l.gr)with no notation to indicate the secret na.tJire, 9f).thi:i:t:o~tJA't's. 

b. So far as practicable the inner cover marked "Secret" ·wm ·be ..,opened only 
"'y·<o.•·1 . .\) •. ,_, "'i' 

by the person to whom addressed. When the inner cov,er,'is opened, the receipt 
form will be dated and signed by the addr~'lse~;;Afi.J•).li,iU:dled'rd' the sender at 
the earliest practicable moment. 8 

... ;r :•·J•-~!o u:11ntJ'.<:J ·t~ .. t::::i· •:•1.1 i,;. u 

----·---------~-:-::-:~r-::;,··t~l~~~·~·~·.~~~~ {d 91~9~ 
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.. 
c:::21.+~£'Secieti.~l"docu:nlents;' liow:: transiliit't~d.. hr. •• sJ~rile ,ra.ocub'ients'ri*ni ;J1e 
'transmitted by an : officer:Zmessenger::ar "courier'='Wh'eneve'P practi~ahie?! iswii~h 
tit• is:: impracticabie3toLtfansiliit ~secfet. acfcum0ent:S~ 1ffy'Tail ?o'ffi.~er"me~~~ngJP. or 
ci:mI"ier!::wrth1n •,the' c<>htiiientai '·Iillii ts.: of 'thtt·tin1te<l .. sfat~s; ~ti\.~y''-Wii11 b:e·''tr'atl~-' 
.ihittea:1offe•registeredl:fu3'n;:,:lFor' trin'sii1dhiit1o:ri:·t~·;·~fid;fi.~ill0Iio1D.'t:S7out81d.e1 ···iii'e· 
; continental limits. of . the. United States, when officer courier is nof'1'a~~llab{e,. 
'.tney:ifilay~sbe'tranSiiOrteditJ'y 'state: :Departlileiif ;ofrif§fr~k':"p<i~cli ';'~in the ·~vent 
<that'crieftlier';officer::coui-ier hof· dipiOmatic"poiiC'h'its (~vaii.'a6i~,''i:iie 1 respori~lbi~· 
'officer". mafi "<1esi'inilte':13'.s ;:c-ouriers r:'Mr !;fi:tiB;·i.Jurl:idseI citlzt;ris ~ ot; tii'J "tiii.u~d. 
· sta:re&:who ~are'. 'dee·fiied"'' -Wottlfy:.;<):f · ~vecfai' · trtist? such',. lls-'l)ffi'C~i-s -r<c;r-' offi~ia1i·J 6'f 
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SECTION I 

ESPIONAGE 
Para· 
graph Page 

Unlawfully obtaining or permitting to be obtained Information atl'.eot!ng national defense ... _. 1 1 
Unlawfully disclosing !nfor:tnatlon affecting national deleuse ____ .. ___ .......... ----------·--·- 3 2 
Seditious or disloyal acts or words In time of war _____ ......................................... 8 8 
Conspiracy to violate preceding sections._ .. _______ ........................................... ' 8 
Harboring or concealing violators of law ............................................. -......... 6 8 
Designation or prohibited places by proclamation............................................. 6 8 
Places subject to provisions of chapter .... ---------------------------------------------------· 7 3 
1urlsdlctiou of courts-martial and military commissions ................. --------·--··--·------ 8 4 
1urisdictio1': of courts or Canal Zone and Philippine Islands of offenses on high seas____________ O 

1. Unlawfully obtaining or permitting to be obtained information affect
ing national defense.-That (a) Whoever, for the purpose of obtaining in
formation respecting the national defense with intent or reason to believe that 
the information to be obtained is to be used to the injury of the United States, or 
to the advantage of any foreign nation, goes upon, enters, flies over, or otherwise 
obtains information concerning any vessel, aircraft, work of defense, navy yard, 
naval station, submarine base, coaling station, fort, battery, torpedo station, 
dockyard, canal, railroad, arsenal, camp, factory, mine, telegraph, telephone, 
wireless, or signal station, building, office, or other place connected with the 
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national defense, owned or constructed, or In progress of construction by the 
United States or under the control of the United States, or of any of its officers 
or agents, or within the exclusive jurisdiction of the United States, or any place in 
which any vessel, aircraft, arms, munitions, or other materials or instruments for 
use in time of war are being made, prepared, repaired, or stored, under any con
tract or agreement with the United States, or with any person on behalf of the 
United States, or otherwise on behalf of the United States, or any prohibited 
place within the meaning of section 6 of this title; or (b) whoever for the purpose 
aforesaJd, and with like intent or reason to believe, copies, takes, makes, or obtains, 
or attempts, or induces or aids another to copy, take, make, or obtain, any sketch, 
photograph, photographic negative, blueprint, plan, map, model, instrument, ap
pliance, document, writing, or note of anything connected with the national 
defense; or (c) whoever, for the purpose aforesaid, receives or obtains or agrees 
or attempts or induces or aids another to receive or obtain from any person, or 
from any source whatever, any document, writing, code book, signal book, sketch, 
photograph, photographic negative, blueprint, plan, map, model, instrument, 
appliance, or note, of anything connected with the national defense, knowing or 
having reason to believe, at the time he receives or obtains, or agrees· or attempts 
or Induces or aids another to receive or obtain it, that it has been or will be 
obtained, taken, made or disposed of by any person contrary to the provisions of 
this title; or (d) whoever, lawfully or unlawfully having possession of, access to, 
control over, or being lntrusted with any document, writing, code book, signal 
book, sketch, photograph, photographic negative, blueprint, plan, map, model, 
instrument, appliance, or note relating to the national defense, willfully communi
cates or transmits or attempts to communicate or transmit the same to any 
person not entitled to receive tt, or willfully retains the same and falls to 
deliver it on demand to the officer or employee of the United States entitled to 
receive it; or (e) whoever, being intrusted witl:i or having lawful possession or 
control of any document, writing, code book, signal book, sketch, photograph, 
photographic negative, blueprint, plan, map, model, note, or information, relat
ing to the national defense, through gross negligence permits the same to be re
movl!d from Its proper place of custody or delivered to anyone in violation of his 
trust, or to be lost, stolen, abstracted, or destroyed, shall be punished by liro;
prisonment for not more than ten years and may, in the discretion of the court, 
be fined not more than $10,000. Sec. 1, Title I, act 15 June 1911 (40 Stat. 2.17), aa 
amended by aec. 1, act 28 March 1940 (54 Stat. 79 ,· 50 U. S. a. Sl). 

ta. Unlawfully disclosing information affecting national defense.-( a) Who
ever, with intent or reason to believe that It is to be used to the Injury of the 
United States or to the advantage of a foreign nation, communicates, .delivers, 
or transmits, or attempts to, or aids or induces another to, communicate, de
liver, or transmit, to any foreign government, or to any faction or party or 
military or naval force within a foreign country, whether recognized or unrecog
nized by the United States, or to any representative, officer, agent, .employee, 
subject, or citizen thereof, either directly or Indirectly, any document, writing, 
code book, ·signal book, sketch, photograph, photographic negative, blue print, 
plan, map, model, note, instrument, appliance, or information relating to the 
nationaf defense, shall be punished by imprisonment for not more than twenty 
years: Provided, That whoever shall violate. the provisions of subsection (a) 
of this section in time of war shall be punished by death or by imprisonment 
for not more than thirty years; and (b) whoever, in time of war, with intent 
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that the same shall be communicated to the enemy, shall collect, record, publish, 
or communicate, or attempt to elicit any Information with respect to the move
ment, numbers, description, condition, or disposition of any of the armed forces, 
ships, aircraft, or war materials of the United States, or' with respect to the 
plans or conduct, or supposed plans or conduct of any naval .or military opera
tions, or with respect to any works or measures undertaken for or connected 
with, or intended for the fortification or defense of any place, or any other 
information relating to the public defense, which might be useful to the enemy, 
shall be punished by death or by imprisonment for not more than thirty years. 
Sec. 2, act 15June1917 (40 Stat. 218; 50 U.S. O. 32). 

3. Seditious or disloyal acts or words in time of war.-Whoever, when the 
United States is at war, shall willfully make or convey false~ reports or false 
statements with intent to interfere with the operation or success of the mili
tary or naval forces of the United States or to promote the success of its 
enemies and whoever, when the United States is at war, shall willfully cause or 
attempt to cause Insubordination, disloyalty, mutiny, or refusal of duty, in the 
military or naval forces of the. United States, or shall willfully obstruct the 
recruiting or enlistment service of the United States, to the Injury of the service 
or of the United States, shall be punished by a fine of not more than $10,000 
or imprisonment for not more than twenty years, or both. Sec. 3, act 15 June 
1917 (40 Stat. 219), revived and restored- b!l act" S March 1921 (41 Stat. 1359; 
50 u. s. 0. 33). 

4. Conspiracy to violate preceding sections.-If two or more persons con
spire to violate the provisions of sections 2 or 3 of this title, and one or more 
of such persons· does any act to effect the object of the conspiracy, each of the 
parties to such conspiracy shall be punished as in said sections provided in 
the case of the doing of the act the accomplishment of wl1kh Is the object 
of such conspiracy. Except as above provided conspiracies to commit offenses 
under this title shall be punished as provided by section 37 of the Act to 
codify, revise, and amend the penal laws pf the United States approved 4 l\1arch 
1900. Sec. 4, '.l'itle I, act 15 June 1917 (40 Stat. 219; 50 U. S. O. 34). 

5. Harboring or concealing violators of law.-Whoever harbors or conceals 
any person who he knows, or has reasonable grounds to believe or suspect, has 
committed, or is about to commit, an offense under this title shall be punished 
by imprisonment for not more than ten years and may, in the discretion of the 
court, be fined not more than $10,000. Sec. 5, Title I, act 15 June 1917 (40 Stat. 
219); as amended by sec. 2, act 28 March 1940 (54 Stat. 79,· 50 U.S. 0. 35). 

6. Designation of prohibited places by proclamation.-The President In time 
of war or in case of national emergency may by proclamation designate any 
place other than those set forth In subsection (a) of section 1 hereof In which 
anything for the use of the Army or Navy is being prepared or constructed or 
stored as a prohibited place for the purposes of this title: Provided, That he shall 
determine that information with respect thereto would be prejudicial to the na
tlonal,defense. Sec. 6, Title I, act 15 June 1917 (40 Stat. 219; 50 U.S. O. S6). 

7. Places subject to provisions of chapter.,.-'l'he provisions of this title shall 
extend to all Territories, possessions, and pl~ces subject to the jurisdiction of 
the United States whether or not contiguous thereto, and offenses under this title 
when committed upon the high seas or elsewhere within the admiralty and mari
time jurisdiction of the United States and outside the territorial limits thereof 
shall be punishable hereunder. Sec. 8, Title I, act 15 June 1911 (40 Stat. f19; 
50 u. s. o. 37). 
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8. Jurisdiction of courts-martial and military commissions.-Nothing con
tafoed in this title shall be deemed to limit the jurisdiction of the general courts
martlal, military commissions, or naval courts-martial under sections 1342, 1343, 
and 1624 of the Revised Statutes as amended. Sec. 7, Title I, act 15 June 1917 
(40 Stat. 219; 50 U.S. 0. SB). 

9. Jurisdiction of courts of Canal Zone and Philippine Islands of offenses 
on high seas.-The several courts of first instance in the Philippine Islands and 
the district court of the Canal Zone shall have jurisdiction of offenses under this 
Act committed within their respective districts, and concurrent jurisdiction with 
the district courts of the United States of offenses under this Act committed 
upon the high seas, and of conspiracies to commit such offenses, as defined by 
section 87 of the Act entitled "An Act to codify, revise, and amend the penal 
laws of the United States," approved 3 March 1909, and the provisions of said 
section, for the purpose of this Act, are hereby extended to the Philippine Islands, 
and to the Canal Zone. In such cases the district attorneys of the Philippine 
Islands and of the Canal Zone shall have the powers and perform the duties 
provided in this Act for United States attorneys. Seo. 2, Title XIII, act 15 June 
1917 (40 Stat. 2s1; 50 u. s. a. 89). 

SECTION II 

PHOTOGRAPHING, SKETCHING, MAPPING, ETO., DEFENSIVE 
INSTALLATIONS 

Para
graph Page 

Photographing, etc., defensive Installations regulated; penalties------------------------------- 10 4 
Photographing, eto., from aircraft------------------------------------------------------------- 11 6 
Reproducing, publishing, selllng, etc., uncensored copies______________________________________ 12 6 
11Aircraft," "posts," "camp," and '4station," defined------·----------------------------------- 13 6 
Geographical application ol law_______________________________________________________________ 14 6 
Photographing, sketching, mapping, etc., military or naval reservations, properties, equipment, 

etc., as unlawful._------------------·-------------·------------------------------------------ 15 6 
Perml~slon to photograph, sketch, map, etc-------------------------·------------------------- · 16 7 
Penalties for violations. _________ -------------------------------- ____ ·------------------------- 17 7 
Application to Philippine Islands_____________________________________________________________ 18 7 

Effective date ol sections 781-7&5-------------------------------------------------·------------ 19 7 
Regulations under Public Law 627----------------------------------·------·------------------ 20 

10. Photographing, etc., defensive installations regulated; penalties.
That, whenever, in the interests of national defense, the President shall define 
certain vital military and naval installations or equipment as requiring protec
tion against the general dissemination of information relative thereto, It shall 
be unlawful to make any photograph, sketch, picture, drawing, map, or graphical 
representation of such vital military and naval installations or equipment with
out first obtaining permission of the commanding officer of the military or naval 
post, camp, or station concerned, or higher authority, and promptly submitting 
the product obtained to such commanding officer or higher authority for censor
ship or such other action as he may deem necessary. Any person found guilty 
of a violation of this section shall upon conviction be punished by a fine of not 
more than $1,000 or by imprisonment for not more than one year, or by both 
such fine and imprisonment. Sec. 1, act 12 January 1938 (52 Stat. 8; 50 
U. B. 0. 45). 
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a. Defi,ning certain mtal military and naval installa.tions and equipmoot.
Executive Order 8381, 22 March 1940· (5 F. R. 1147), D. I. Whereas section 1 of 
the act 12 January 1938 (52 Stat. 3; 50 U.S. C. 45), provides: 

NOW, THEREFORE, by virtue of the authority vested in me by the foregoing 
statutory provisions, and in effectuation of the purposes of the said act of 12 
January 1938, I hereby define the following as vital military and naval installa
tions or equipment requiring protection against the general dissemination of in
formation relative thereto: 

1. All milltary or naval Installations and equipment which are··now classified, 
designated, and marked under the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as "secret", "confidential", !or "restricted'', 
and all military or naval installations and equipment which may hereafter be so 
classified, designated, and marked with the approval or at the direction of the 
President, and located within: 

(a) Any military or naval reservation, post, arsenal, proving ground, range, 
mine field, camp, fort, yard, station, district, or area. 

( b) Any defensive sea area heretofore or hereafter established and existing 
under authority of section 44 of the United States Criminal Code, as amended 
by the act of 4 March 1917 (39 Stat. 1194; 18 U. S. C. 96). 

( c) Any airspace reservation heretofore or hereafter established and existing 
under authority of section 4 of the Air Commerce Act of 1926 ( 44 Stat. 570; 
49 u. s. c. 174). 

(d) Any naval harbor closed to foreign vessels. 
(e) Any area required for fleet purposes. . 
(f) Any commercial establishment engaged in the development or manufacture 

of military or naval arms, munitions, equipment, designs, ships, or vessels for 
the United States Army or Navy. 

2. All military or naval aircraft, weapons, ammunition, vehicles, ships, vessels, 
instruments, engines, manufacturing machinery, tools, devices, or any other 
equipment whatsoever, in the possession of the Army or Navy, or in the course 
of experimentation, d~velopment, manufacture, or delivery for the Army or 
Navy, which are now classified, designated, and marked under the authority or 
at the direction of the Secretary of War or the Secretary of the Navy as 
"secret", "confidential", or "restricted", and all such articles, materials, or 
equipment which may hereafter be so classified, designated, and marked with the 
approval or at the direction of the President. 

3. All official military or naval books, pamphlets, documents, reports, maps, 
charts, plans, designs, models, drawings, photographs, contracts, or specifica
tions, which are now marked under the authority or at the direction of the 
Secretary of War or the Secretary of the Navy as "secret", "confidential", or 
"restriCted", and all such articles or equipment which may hereafter be so 
marked with the approval or at the direction of the Presid~mt. 

b. Chapter 1 of title 2, Canal Zone Code, approved 19 Jiine 1934 ( 48 Stat. 1122; 
48 U. S. C. Ch. 6, Note) has been amended by the act of 1 December 1941 (55 
Stat. 798). This amendment confers upon the Governor of the Pana.ma Canal 
the following powers: 

• • "' the Governor Is hereby authorized to make, and from time to time 
alter and amencl, regulations prohibiting or restricting: 

(a) The making of any photograph, sketch, drawing, map, or graphical repre
sentation of, within, or upon any such .part or feature of the Panama Canal, 
or any such area, object, installation, or structure within the Canal Zone; and 

(b), The possPssion of any camera within any area or areas in the Canal Zone 
which the Governor may designate: Provided, however, That no regulation made 
pursuant to authority contained in this section shall apply to activities of the 
kind covered by this section which are conducted or performed by persons in 
the service or employ of the Unitefl States in the course of their official 
duties. • • • and makes punishable by fine, imprisonment, or both, violation 
of regulations established thereunder. Pursuant to the foregoing law, the 
Governor of the Panama Canal has issued regulation.s prohibiting the photo
graphing of certain areas, objects or strnctures, establishing areas within which 
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photographing ls prohibited, and establishing certain areas within which the 
possession of cameras Is prohibited. See Part 28, Chapter J, Canat Zone Regula
tions (7 F. R. 2135). 

11. Photographing etc., from aircraft.-Any person who uses or permits or 
procures the use of an aircraft for the purpose of making a photograph, sketch, 
picture, drawing, map, or graphical representation of vital military or naval 
installations 01· equipment, in violation of section 1 of this .~ct, shall be liable 
to the penalty therein provided. Seo. 2, act 12 Januar11 1938 (52 Stat. s; 50 
U. S. C. 45a). 

12. Reproducing, publishing, selling, etc., uncensored copies.-On and after 
thirty days from the date upon which the President defines any vital military or 
naval installation or equipment as being within the category contemplated under 
the first section of this Act, It shall be unlawful for any person to reproduce, 
publish, sell, or give away any photograph; sketch, picture, drawing, map, or 
graphical representation of the vital military or naval installations or equip
ment so defined, without first obtaining permission of the commanding officer 
of the military or naval post, camp, or station concerned, or higher authority, 
unless such photograph, sketch, picture, drawing, map, or graphical representa
tion has clearly indicated thereon that It has been censored by the proper 
military or naval authority. Any person found guilty of a violation of this 
section shall upon conviction be punished as provided In the first section of this 
Act Seo. 3, act 12 January 1938 (52 Stat. S; 50 U.S. O. 45b). 

13. "Aircraft," "post," "camp," and "station" defined.-The term "aircraft" 
as used in this Act means any contrivance known or hereafter Invented, used, or 
designed for navigation or flight in the air. The expression "post, camp, or 
station" as used in this Act shall be interpreted to Include naval vessels, military 
and naYal aircraft, and any separate military or naval command. Sec. 4, act 12 
January 1938 (52 Stat. 4; 50 U.S. C. 450). 

14. Geographical ai:rnlication of law.-The vrovislons of this Act, shall ex
tend to all Territories, possessions, and places subject to the jurisdiction of the 
United States, whether contiguous thereto, or not and offenses under this Act 
when• committed upon or over the high seas or elsewhere within the admiralty 
and maritime jurisdiction of the United States and outside the territorial limits 
thereof shall be punishable hereunder. Seo. 5, act 12 January 1938 (52 Stat. 4; 

.50 u. s. c. 45d). 
15. Photographing, sketching, mapping, etc., military or naval reserva

tions, properties, equipment, etc., as unlawful.-Whoever, except In perform
ance of duty or employment in connection with the national defense, shall 
knowingly and willfully make any sketch, photograph, photographic negative, 
blueprint, plan, map, model, copy, or other representation of any navy yard, 
naval station, or of any military post, fort, camp, station, arsenal, airfield, or 
other military or naval reservation, or place used for national-defense purposes 
by the War or Navy Departments, or of any vessel, aircraft, installation, equip
ment, or other property whatsoever, located within any such post, fort, camp, 
arsenal, airfield, yard, station, reservation or place, or in the waters adjacent 
thereto, or in any defensive sea area established in accordance with law; or 
whoever, except in performance of duty or employment in connection with the 
national defense, shall knowingly and willfully make any sketch, photograph, 
photographic negative, blueprint, plan, map, model, copy, or other representa
tion of any vessel, aircraft, installation, equipment, or other property relitting 
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to the national defense being manufactured or under construction or repair 
for or awaiting delivery to the War or Navy Departments or the government of 
any country whose defense the President deems vital to the defense of the 
United States under any contract or agreement with the United States or such 
country or ·otherwise on behalf of the United States or such country, located 
at the factory, plant, yard, storehouse, or other place of business of any con
tractor, subcontractor, or other person, or in the waters adjacent to any such 
pince, shall be punished as provided in this Act. Seo. 1, act 25 {,;me 1942 (56 
Stat. 890 ,· 50 U. S. O. App. Sup. 781). 

16. Permission to photograph, sketch, map, etc.-Notwlthstanding the pro
visions of section 1 of this Act, the Secretary of War or the Secretary of the Navy 
is authorized, under such regulations as he may prescribe, to permit photo
graphs, sketches, or other representations to be made when, in bis opinion, the 
interests of national defense \Vill not be adversely affected thereby. Bes. 2, act 25 
June 1942 (56 Btat. 391; 50 U.S. C. App. Sup. 782). 

17. Penalties for violations.-Any person found guilty of a violation of this 
Act shall, upon conviction, be punished by a fine of not more than $1,000 or by 
imprisonment for not more than one year, or by both such fine and imprisonment. 
Seo. 3, act 25 June 1942 (56 Stat. 391; 50 U.S. 0. App. Sup. 783). 

18. Application to Philippine Islands.-The provisions of this Act shall apply 
In the Philippine Islands as well as in all other places within the territory or 
jurisdiction of the United States. Seo. 4, act 25 June 1942 (56 Stat. 391,• 50 
U. B. 0. App. Sup. 784). 

19. Effective date of sections 781-785.-This Act shall be effective only for 
the duration of I.he present war as determined by proclamation of the President. 
Seo. 5, act 25 June 1942 (56 Stat. 391; 50 U. S. O. App. Sup. 785). 

20. Regulations under Public Law 627.-The following regulations, promul
gated by the Secretary of War and the Secretary of the Navy pursuant to Sec
tion 2 of Public Law 627, which appeared in 7 Federal Register 7307, are pub
lished for the information and guidance of all concerned: 

MAKING OF PHOTOGRAPHS, SKETCHES, ETO., OF MILITARY OR NA VAL 
SUBJECTS 

Pursuant to the authority conferred upon the Secretary of War and the Secre
tary of the Navy L>y the Act of Congress approved 25June1942-(Public Law Number 
627-77th Congress), "to prevent the making of photog{aphs and sketches of 
military or naval reservations, naval vessels, and other naval and military prop
erties, and for other purposes," the following regulations are hereby pre-
scribed: · 

(a) Sketches, photographs, photographic negatives, blueprints, plans, maps, 
models, copies or other representations, may be made of any area, place, property, 
or thing, described in the Act of Congress approved 25 June 1942, (Public Law 
Number 627-77th Congress), only upon the expressed permission of the Secre
tary or bis authorized representath·e having jurisdiction of· the subject matter. 
Such permission will be granted only if the interests of national defense will 
not be adversely affected thereby. 

(b) The authorized representatives who may grant the necessary permission 
are: ,' 

War Department. Any Commanding General of a Defense Command, Theater 
of Operations, Department or Service Command. Director of War Department 
Bureau of Public Relations, or any Commander of a post, camp, or station. 

Navy Department. Fleet Commanders or Commanders of any major subdivision 
thereof, Commanders of Sea Frontiers, District Commandants, the Director of 
the Office of Public Relations, Commanding Officers of Ships, Aircraft Squadrons, 
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or Stations, or, an officer of the U. S. Marine Corps having a command equivalent 
to any of the foregoing. 

SECTION III 

RADIO AND WIRE COMMUNICATION 
Para
graph Page 

Unauthorized publication or use of communications________________________ 21 8 
General penaltY-------------------------------------------------------- 22 8 
Violation of rules, regulations, etc________________________________________ 23 8 
Powers and duties of commission_________________________________________ 24 9 
War powers of PresldenL----------------------------------------------- 21'.1 10 

21. ·Unauthorized publication or use of communications.-No person receiv
ing or assisting in receiving, or transmitting, or assisting in transmitting, any 
interstate or foreign communication by wire or radio shall divulge or publish 
the existence, contents, substance, purport, effect, or meaning thereof, except 
through authorized channels of transmission or reception, to any person other 
than the addressee, his agent, or attorney, or to a person employed or authorized 
to forward ·such communication to its destination, or to proper accounting or 
distributing officers of the various communicating centers over which the com
munication may be passed, or to the master of a ship under whom he ls serving, 
vr in response to a subpena issued by a court of competent jurisdiction, or on 
<l.emand of other lawful authority; and no person not being authorized. by the 
sender shall intercept any communication and divulge or publish the existence, 
contents, substance, purport, effect, or meaning of such intercepted communication 
to any person; and no person not being entitled thereto shall receive or assist 
in receiving any interstate or foreign communication by wire or radio and use 
the same or any information therein contained for his own benefit or for the 
benefit of another not entitled thereto; and no person having received such inter
cepted communication or having become acquainted with the contents, sub
~tance, purport, effect, or meaning of the same or any part thereof, knowing 
that such information was so obtained, shall divulge or publish the existence, 
contents, substance, purport, effect, or meaning of the same or any part thereof, 
or use the same or any information therein contained for his own benefit or 
for the benefit of another not entitled thereto: Provided, That this section shall~ 
not apply to the receiving, divulging, publishing, or utilizing the contents of any 
radio communication broadcast, or transmitted by amateurs or others for the 
use of the general public, or relating to ships in distress. Seo. 605, ao.t 19 June 
19S4 (48 Stat. 1103; 47 U. S. 0. 605). 

22. Gerieral penalty.,--Any person who willfully and knowingly does or 
causes or suffers to be done any act, matter, or thing, in this Act prohibited or 
declared to be unlawful, or who willfully and knowingly omits or fails to do 
any act, matter, or thing in this Act required to be done, or willfully and knowingly 
causes or suffers such -;,;;nission or. failure, shall, upon conviction thereof, be 
punished for su~h offense, \fpr which no penalty (other than a forfeiture) is 
provided herein, by a fine of'_not more than $10,000 or by imprisonment for a 
term of not more than two years, or both. Seo. 501, act 19 June 1934 (48 Stat. 
1100; 41 u. EJ. 0. 501). ~ 

23. Violation of rules, regulations, etc.-Any person who willfully and 
knowingly violates any rule, regulation, restriction, or condition made or imposed 
by the Commission under authority' of this Act, or any rule, regulation, restriction, 
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or condition made or imposed by any international radio or wire communications 
treaty or convention, or regulations annexed thereto, to which the· United States 
is or may hereafter become a party, shall, in addition to any other penalties pro
vided by law, be punished, upon conviction thereof, by a fine of not more than $500 
for each and every day during which such offense occurs . . EJec. 502, act 19 June 

1934 ( 48 Stat. 1100; 41 U. S. O. 502). 
24. Powers and duties of commission.-Except as otherwise provided in this 

Act, the (Federal Communications) Commission from time to tl~e, as public 
convenience, interest, or necessity requires, shall- • "' "' 

(m) (1) Have authority to suspend the license of any operator (radio) upon 
proof sufficient to satisfy the Commission that the licensee- "' "' "' 

(C) has willfully damaged or permitted radio apparatus or installations to be 
damaged; or 

(D) has transmitted superfluous radio communications or signals • • * 
or has knowingly transmitted-

(!) false or deceptive signals or communications, or 
(2) a call signal or letter which has not been assigned by proper authority to 

the station he is operating; or 
(E) has willfully or maliciously interfered with any other radio communica

tions or signals; • • •. Sec. S03, act 19 June 1934 (48 Stat. 1082), as amended 
by sec. 5 and 6 (a and b) aot 20May1931 (SO Stat.190, 191; 41 U. EJ. 0. SOS). 

NOTE.-The Rules and Regulations of the Federal Communications Commission also pro
hibit the acts mentioned In the above section. 

a. On 14 June 1940, the Federal Communications Commission issued a formal 
notice to all class~s of commercial radio operators reading as follows: 

On 10 June 1940, the Commission issued a warning specificall! i:ddressed to 
ship radio operators and ship station license_es against the transm1ss1on ?f sup~r
fluous unnecessary or unidentified commumcations. The purpose of this notice 
is to ~mphasize the importance of strict compliance with the previous notice and 
at the same time to call attention specifically that the provisions of statute .and 
treaty prohibiting the transmission of superfluous, unnecessary or unid~nt1~ed 
communications apply to all commercial operators as well as those commumcatmg 
from ship stations. 

The General Radio Regulations (Cairo Revision, 1938) annex~d to .the Inter
national Telecommunications Convention (Madrid, 1932,) to .w!11ch this ~?vern
ment is a party and the Communications Act of 1934, specifically proh1b1t the 
transmission of' superfluous, unnecessary or uniden~i~ed C?mmunications. The 
Commission intends to uphold vigorously these prov1s10ns of law and treaty and 
will hold all commercial radio operators and station licensees strictly accountable 
for any violation. 

b. On 21August1941, the Defense Communications Board issued a formal notice 
to all persons engaged in the wire or radiocommunications industry, including 
manufacturing, reading as follows : 

WHEREAS on account of the importance to national defense of the plants and 
facilities of the communications industry it appears desirable to restrict free 
access thereto; 
.. BE rr THEREFORE RESOLVED that persons engaged in the wire or radio-
communications industrf, including manufa~toril)g, b~ ~equested to .tak~ all me~s
ures necessarv to ensure that access to premises contammg commumcations equip
ment or facilities (other than the premises necessarily open to the general P;tblic) 
be restricted to employees, federal, state or local government officers actmg in 
their official capacity, and other persons considered necessary by the management 
in the conduct of its business. 
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BE IT FURTHER RESOLVED that all persons engaged in the wire or radlo
commun~cations industry., including manufacturing, be requested to exclude rep
resentatives of any fore;gn gover?ment, persons, associations or corporations, 
from access to the premises contarning communications equipment or facilities 
(other than premises necessarily open to the general public) except only upon 
express permission granted at the direction of the Defense Communications 
Board. 

o. On 25 March 1942, the Defense Communication Board issued Order Number 
3, authorizing the Secretary of War and the Secretary of the Navy to take ap
propriate measures to safeguard the security of military and naval messages 
handled by means of radio communication and wire communication, as defined 
in the Communications Act of 1934, under the jurisdiction of the United States, 
reading as follows : 

WHEREAS, the Defense Communications Board has, by EJ.O. 8964, 10 December 
19~1, and E.O. 9089, 6 March 1942, been authorized, if the national security and 
defense and the ~ucces~ful conduct ?f the war so demand, to prescribe classes 
and types of rad10 stations and stat10ns for wire communications and facilities 
or portions thereof which shall be subject to the use, control, supervision, inspec
tion, or closure ln accordance with such prescription, by the Department of War, 
Department of Navy, or other agency of the U:nited States !}overnment, desig-
nated by the Board; . 

AND WHEREAS. it is necessary in the interest of the national security and 
defense, and for the successful prosecution of the war that the Government 
of the United States safeguard the security of all military and naval messages 
handled by means of radio communication and wire communication as defined 
in the Communications Act of 1934, under the jurisrliction of the United States; 

AND WHEREAS, The Defense Communications Board has determined that the 
national security and defense and the successful conduct of the war so demand· 

:'\OW, 'THEREFORE, By virtue of authority vested in the Board under E.o'. 
8964., 10 December 1941, and E.O. 9089, 6 March 1942, the Board hereby authorizes 
the Secretary of w.ar ~nd the Secretary of the Navy, acting jointly or severally, 
to take such steps, rnstitute such measures, and issue such regulations and orders 
as shall be necessary to safeguard all military and naval messages handled by 
means of radio communication and wire communication under the jurisdiction of 
the United States in order to ensure that all such communications be trans
mCtted rapidly, securely, and inviolate and further to ensure that no communi
catiou of ~purious origin, purporting to be a military or naval communication, 
be transmitted by means of radio or wire communication. 

25. War powers of President.-(a) During the continuance of a war in 
which the United States is engaged, the President is authorized, if he finds lt nec
essary for the national defense and security, to direct that such communications 
as in his judgment may be essential to the national defense and security shall 
have preference or priority with any carrier subject to this Act. He may give 
these directions at and for such times as he may determine, and may modify, 
change, suspend, or annul them and for any such purpose he is hereby authorized 
to issue orders directly, or through such person or persons as he designates for 
the purpose, or through the Commission. Any carrier complying with any such 
order or clirPction for preference or priority herein authorized shall be exempt 
from any and all provisions in existing law imposing civil or criminal penalties, 
obligations, or liabilities upon carriers by reason of giving preference or priority 
in compliance with such order or direction. · 

(b) It shall be unlawful for any person during any war in which the United 
States ls engaged to knowingly or wlllfully, by physical force or intimidation by 
threats of physical force, obstruct or retard or aid in obstructing or Tetarding in
terstate or foreign communication by radio or wire. The President is hereby au
thorized, whenever in his judgment the public interest requires, to employ. the 
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armed forces of the United States to prevent any such obstruction or retardation 
of communications: Provided, That nothing in this section shall be construed 
to repeal, modify, or affect either section 6 or section 20 of an Act entitled 
"An Act to supplement existing laws against unlawful restraints and mon~p
olies, and for other purposes," approved 15 October 1914. 

(c) Upon proclamation by the President that there exists war or a threat 
of war or a state of public peril or disaster or other national emergency, or in 
order to preserve the neutrality of the United States, the President may suspend 
or amend, for such time as he may see fit, the rules and regulations applicable 
to any or all stations within the jurisdiction of the United States as prescribed 
by the Commission, and may cause the closing of any station for radio com
munication and the removal therefrom of its apparatus and equipment, or he 
may authorize the use or control of any such station and/or its apparatus and 
equipment by any department of the Government under such regulations as he 
may prescribe, upon just compensation to the owners. 

(d) Upon proclamation by the President that there exists a state or threat 
of war involving the United States, the President, if he deems it necessary in 
the interest of the national security and defense, may, during a period ending 
not later than six months after the termination of such state or threat of war 
and not later than such earlier date as the Congress by concurrent resolution 
may designate, (1) suspend or amend the rules and regulations applicable to 
any or all facilities or stations for wire communication within the jurisdiction 
of the United States as prescribed by the Commission, (2) cause the closing 
of any facility or station for wire communication and the removal therefrom 
of its apparatus and equipment, or (3) authorize the use or control of any 
such facility or station and its apparatus and equipment by any department 
of the Government under such regulations as he may prescribe, upon just 
compensation to the owners. 

(e) The President shall ascertain the just compensation for such use or con
trol and certify the amount ascertained to Congress for appropriation and pay
ment to the person entitled thereto. If the amount so certified is unsatisfactory 
to the person entitled thereto, such person shall be paid only 75 per centum of 
the amount and shall be entitled to sue the United States to re~over such further 
sum as added to rnch payment of 75 per centum will make .siich amount as will 
be just compensation for the use and control. Such sui{ shall be brought in 
.the manner provided by paragr~ph 20 of section 24, or by section 145, of the 
Judicial Code, as amended. 

(f) Nothing in subsection (c) or (d) shall be construed to amend, repeal, im
pair, or affect existing laws or powers of tbe States in relation to taxation or 
the lawful ;police regulations of the several States, except wherein such laws, 
powers, or regulations may affect the transmission of Government communica
tions, or the issue of stocks and bonds by any communication system or systems. 

(g) Nothing in subsection (c) or (d) shall be construed to authorize the 
President to make any amendment to the rules and regulations of the Commission 
which the Commission would not be authoriz~d by law to make; and nothing 
in subsection ( d) shall be construed to authorize the President to take any action 
the force and effect of which shall continue beyond the date after which taking 
of such action would not have been authorized. Sec. 606, act 19 June 1934 (48 
Stat."'1104), ·as amended by seo. 1 and 2, act 26 January 1942 (56 Stat. 18; 47 
u. s. o. 606). 
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SECTION IV 

OFFENSES AGAINST POSTAL SERVICE 
Para
graph 
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26. Stealing, secreting, or embezzling mail matter, or attempting to do 
so.-Whoever shall steal, take, or abstract, or by fraud or deception obtain, or 
attempt so to obtain, from or out of any mail, post office, or station thereof, or 
other authorized depository for mail matter; or from a letter or mail carrier, any 
letter, postal card, package, bag, or mail, or shall abstract or remove from any 
such letter, package, bag, or mall, any article or thing contained therein, or shall 
secrete, embezzle, or destroy any such letter, postal card, package, bag, or mail, 
or any article or thing contained therein; or whoever shall steal, take, or abstract, 
or by fraud or deception obtain any letter, postal card, package, bag, or mail, 
which has been left for collection upon or adjacent to a collection box or other 
authorized depository of mail matter; or whoever shall buy, receive, or conceal, 
or aid in buying, receiving, or concealing, or shall unlawfully have in his posses
sion, any letter, postal card, package, bag, or mail, or any article or thing 
contained therein, which has been so stolen, taken, embezzled, or abstracted, as 
herein described, knowing the same to have been stolen, taken, embezzled, or 
abstracted ; or whoever shall take any letter, postal card, or package out of any 
post office or station thereof, or out of any authorized depository for mail matter 
or from any letter or mail carrier, or which has been in any post office or station 
thereof, or other authorized depository, or in the custody of any letter or mail 
carrier, before it has been delivered to the person to whom it was directed, with 
u design to obstruct the correspondence, or to pry into the business or secrets 
of another, or shall open, secrete, embezzle, or destroy the same, shall be fined 
not more than $2,000 or imprisoned not more than five years, or both. Sec. 194, 
act 4 March 1909 (35 Stat. 1125), as amended by act 25 February 1925 (43 Stat. 
971), as amended by act M August 1935 (49 Stat. SOI), as amended by act 7 
Aitgust 1939 (53Stat.1256;18 U.S. 0. 317). 

27. Certain letters or writings nonmailable; opening letters.-Every letter, 
vvrit!ng, circular, postal card, picture, print, engraving, photograph, newspaper, 
pamphlet, book, or other publication, matter, or thing, of any kind, in violation 
of any of the provisions of this Act is hereby declared to be nonmailable matter 
and shall not be conveyed in the mails or delivered from any post office or by 
any letter carrier: Provided, That nothing in this Act shall be so construed as 
to authorize any person other than an employee of the Dead Letter Office, duly 
authorized thereto, or other person upon a search warrant authorized by law, 
to open any letter not addressed to himself. Sec. 1, act 15 June 1917 (40 Stat. 
230 j 18 u. s. o. 343). 

28. Using or attempting to use mails for transmission of matter declared 
nonmailable by title; jurisdiction of offense.-Whoever shall use or attempt to 
use the mails or Postal Service of the United States for the transmission of any 
matter declared by Title XII of this Act to be nonmailable, shall be punished 
by imprisonment for not more than ten years and may, in the discretion of the 
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court, be fined not more than $5,000. Any person violating any provision of 
this title may be tried and punished either in the district in which the unlawful 
matter or publication was mailed, or to which it was carried by mail for delivery 
according to the direction thereon, or in which it was caused to be delivered 
by mail to the person to whom it was addressed. Sec. S, act 15 June 1917 (40 
Stat. 230) aa amended by sec. 9, act 28 March 1940 (54 Stat. 80; 18 U.S. O. 345). 

SECTION V 

TRADING WITH THE ENEMY .ACT OF 1917 
Para
graph Page 

Acts prohibited-------------~------------------------------------------ 29 18 

29. Acts prohibited.-It shall be unlawful-
( a) For any person in the United States, except with the license of the Presi

dent, granted to such person, or to the enemy, or ally of enemy, as provided in 
this Act, to trade, or attempt to trade, either directly or Indirectly, with, to, or 
from, or for, or on account of, or on behalf of, or for the benefit of, any other 
person, with knowledge or reasonable cause to believe that such' other person 
is an enemy or ally of enemy, or Is conducting or taking part in such trade, 
directly or indirectly, for, or on account of, or on behalf of, or for the benefit of, 
an enemy or ally of enemy. 

(b) For any person, except with the license of the President, to transport 
or attempt to transport into or from the United States, or for any owner, master, 
or other person in charge of a vessel of American registry to transport or at
tempt to transport from any place to any other place, any subject or citizen of 
an enemy or ally of enemy nation, with· knowledge or reasonable cause to believe 
that the person transported or attempted to be transported is such subject or 
citizen. 

( c) For any person (other than a person in the service of the United 
States Government or of the Government of any nation, except that of an enemy 
or ally of enemy nation, and other than such persons or classes of persons as may 
be exempted hereunder by the President or by such person as he may direct), to 
send, or take out of, or bring into, or attempt to send, or take out of, or bring into 
the United States, any letter or other writing or tangible form of communication, 
except in the regular course of the mail; and it shall be uqfawful for any person 
to send, take, or transmit, or attempt to send, take, or transmit out of the United 
States, any letter or other writing, book, map, plan, or other paper, picture, or 
any telegram, cablegram, or wireless message, or other form of communieation 
intended for or to be. delivered, directly or indirectly, to an enemy or ally of 
enemy: Provided, however, That any person may send, take, or transmit out of 
the United States anything herein forbidden if he shall first submit the same to the 
President, or to such officer as the President may direct, and shall obtain the 
license or consent of the President, under such rules and regulations, and with 
such exemptions, as shall be prescribed by the President. 

(d) Whenever, during the present war, the President shall deem that the pub
lic safety demands it, he may cause to be censored under such rules and regula
tions as he may from time·to time establish, communications by mail, cable, radio, 
or other means of transmission passing between the United States and any foreign 
country he may from time to time specify, or which may be carried by any vessel 
or other means of transportation touching at any port, place, or territory of the 
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United States and bound to or from any foreign country. Any person who will· 
fully evades or attempts to evade the submission of any such communication to 
such censorship or willfully uses or attempts to use any code or other device for 
the purpose of concealing from such censorship the intended meaning of such 
communication shall be punished as provided in section sixteen of this Act. Sec. 
8, act 6 October 1917 ( 40 Stat. 412; 50 U. S. C. App. 8). 

SECTION VI 

FIRST WAR POWERS ACT 1941 
Para
graph Page 

Censorship of communications ; penalties and forfeitures-------------------- 30 14 

30. Censorship of communications; penalties and forfeitures.-Whenever, 
during the present war, the President shall deem that the public safety demands 
it, he may cause to be censored under such rules and regulations as he may 
from time to time establish, communications by mail, cable, radio, or other 
means of transmission passing between the United States and any foreign 
country he may from time to time specify, or which may be carried by any 
vessel or other means of transportation touching at any port, place, or Terri
tory of the United States and bound to or from any foreign country. Any 
person who willfully evades or attempts to evade the submission of any such 
communication to such censorship or willfully uses or attempts to use any 
code or other device for the purpose of concealing from such censorship the 
intended meaning of such communication shall, upon conviction, be fined not 
more than $10,000, or, if a natural person, imprisoned for not more than ten 
years, or both; and the officer, director, or agent of any corporation who 
knowingly participates in such violation shall be punished by a like fine, im
prisonment, or both, and any property, funds, securities, papers, or other 
articles or documents, or any vessel, together with her tackle, apparel, furni
ture, and equipment, concerned in such violation shall be forfeited to the United 
Stlj,tes. Sec. 303, act 18 December 1941 (55 Stat. 840; 50 U. S. a. App. Sup. 618). 

SEOITON VII 

COORDINATION OF FEDERAL REPORTING SERVICES 

Para
graph Page 

Unlawful disclosure of Information; penalties : release of information to other 
agencies------------------------------------------------------------ 31 14 

31. Unlawful disclosure of information; penalties; release of information 
to other agencies.-(a) In the event that any information obtained in confi
dence by a Federal agency is released by that agency to another Federal agency, 
all the provisions of law (including penalties) which relate to the unlawful 
disclosure of any such information shall apply to the officers and employees of 
the agency to which such information is released to the same extent and in 
the same manner as such provisions apply to the officers and employees of the 
agency which originally obtained such information; and the officers and em
ployees of the agency to which the information is released shall in addition be 
subjected to the same provisions of law (including penalties) relating to the 
unlawful disclosure of such information as if tlie information had been collected 
directly by such agency. 
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(b) Information obtained by a Federal agency from any person or persons 
may, pursuant to this Act, be released to any other Federal agency only if (1) 
the information shall be released in the form of statistical totals or summaries; 
or (2) the information as supplied by persons to a Federal agency shall not, at 
the time of collection, have been declared by that agency or by any superior 
authority to be confidential; or (3) .the persons supplying the information shall 
consent to the release of it to a second agency by the agency to which the in
formation was originally supplied; or (4) the Federal agency to which another 
Federal agency shall release the information has authority to collect the informa· 
tion itself and such authority is supported by legal provision for criminal 
penalties· against persons failing to supply such information. Sec. 4, act 24 
December 1942 (56 Stat. 1079; 5 U.S. C. Su:r>. 1S9b.) 

SECTION VIII 

OFFENSES .AGAINST OPERATIONS OF GOVERNMENT 
Para-
graph Page 

Falsely pretending to be United States officer------------------------------------------------- 32 16 
Purloining, stealing, or Injuring property of United States or property manufactured under 

contract for War or Navy Departments ________ ·-------·-----------------------·------------ B3 15 
EmbezLi!ng arms and.stores. ___ -------------------------------------·-----------------·------ 84 16 
Injuries to fortifications or harbor defenses; jurisdiction of offenses committed within Canal 

Zone or defensive sea areas------------------------------------------------------------------ 35 16 
Unlawfully entering military reservation, fort, or arsenal. _____________________________________ 36 16 
Unlawfully entering, remaining, leaving, or committing acts in military areas or zones. _______ 37 17 
Possession or control of property or papers in aid of foreign government designed or Intended 

for violating penal statutes treaty rights, or obligations of United States; or rights under law 
of nations ________ ---- --- ----- --- --- ---- ---- ----- --- ---- --- ----- -- ------- ___ -- . _ -_ - ____ ----- _ 38 17 

Robbery of personal property of United States________________________________________________ 39 17 
Embezzllng public moneys or other propertY-------------------------------- ·---------------- 40 17 
Receiving stolen public propertY----------------------------------------- ·------------·------- 41 17 
Injuries to telegraph llnes ___ ·--------------------------------------------------· ------ ·-------- 42 18 
Falsely making or forging naval, military, or official pass-------------------·------------------ 43 18 

32. Falsely pretending to be United States officer.-Whoe,·er, with intent 
to defraud either the United States or any person, shall falsely assume or pre
tend to be an officer or employee acting under the authority of the United States, 
or any department, or any officer of the Government thereof, or under the 
authority of any corporation owned or controlled by the.:United States, and 
shall take upon himself to act as such, or shall in such pretended character 
demand or obtain from any person or from the United States, or any depart
ment, or any officer of the Government thereof, or any corporation owned or con
trolled by the United States, any money, paper, document, or other valuable 
thing, shall be fined not more than $1,000 or imprisoned not more than three 
years, or both. Sec. Sf, act 4 March 1909 (35 Stat: 1095) as amended by .act 
28February1938 (52 Stat. 82; 18 U.S. a. 76). . 

33. Purloining, stealing, or injuring property of United States or property 
manufactured under contract for War or Navy Departments.-(C) Whoever 
shall take and carry away or take for his use, or for the use of another, ·with 
intent to steal or purloin, or shall willfully injure or commit any depredation 
against, any property of the United States, or any branch or department thereof, 
or any corporation in which the United States of America is a stockholder, 
or any property which has been or is being made, manufactured, or constructed 
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under contract for the War or Navy Departments of the United States, shall 
be punished as follows: If the value of such property exceeds the sum of $50, by a 
fine of not more than $10,000 or imprisonment for not more than ten years, 
or both i If the value of such property does not exceed the sum of $50, by a 
fine of not more than $1,000 or by Imprisonment in a jail for not more than one 
year, or both. Value, as used In this section, shall mean market value or cost 
price, either wholesale or retail, whichever shall be the greater. Sec. 35, act 4 
March 1909 (35 Stat. 1095) as amended by act 23 October 1918 (40 Stat. 1015) as 
amended by act 18 June 1934 (48 Stat. 996) a& amended by act 4 April 1938 (52 
Stat. 198; 18 U.S. O. 82). 

34. Embezzling arms and stores.-Whoever shall steal, embezzle, or know· 
ingly apply to his own use, or unlawfully sell, convey, or dispose of; any ordnance, 
arms, arumunition, clothing, subsistence, stores, money, or other property of the 
United States, furnished or to be used for the military or naval service, shall be 
punished as prescribed in section 35 of this Act. Seo. S6, act 4 March 1909 (S5 Stat. 
1096; 18 u. s. o. 87). 

35. Injuries to fortifications or harbor defenses: jurisdiction of offenses 
committed within Canal Zone or defensive sea areas.-Whoever shall willfully · 
trespass upon, injure, or destroy any of the works or property or material of any 
submarine mine- or torpedo or fortification or harbor-defense system owned or 
constructed or in process of construction by the United States, or shall willfully 
interfere with the operation or use of any such submarine mine, torpedo, fortifi
cation, or harbor-defense system, or shall knowingly, wlllfully, or wantonly 
violate any duly authorized and promulgated order or regulation of the President 
governing persons or vessels within the limits of defensive sea areas, which de
fensive sea areas are hereby authorized to be established by order of the President 
from time to time as may be necessary In his discretion for purposes of national 
defense, shall be punished on conviction thereof In a district or circuit court of 
appeals of the UnHed States for the district or circuit in which the offense Is 
committed, or Into which the offender Is first brought, by a fine of not more than 
$5,000, or by Imprisonment for a term not exceeding five years, or by both, in 
the discretion of the court. Provided, offenses hereunder committed within the 
Canal Zone or within any defensive sea areas which the President is authorized 
to establish by this section, shall be cognizable in the District Court of the Canal 
Zone, and jurisdiction is hereby conferred upon said court to hear and determine 
all such cases arising under this section and to impose. the penalties herein pro
vided for the violation of any of its provisions. Sec. 1, act 7 July 1898 (SO Stat. 
717), as amended by sec. 44, act 4 March 1909 (35 Stat. 1091), as amended by 
act 4 March 1917 (39 Stat. 1194), as amended by sec. 19, act 22 May 1917 (4'() 
Stat. 89; 18 U. S. 0. 96). 

36. Unlawfully entering military reservation, fort, or arsenal.-Whoever, 
within the territory or jurisdiction of the United States, including the Canal 
Zone, Puerto Rico, and the Philippine Islands, shall go upon any military reser
vation, Army post, fort, or arsenal, for any purpose prohibited by law or mili
tary regulation made In pursuance of law, or whoever shall reenter or be found 
within any such reservation, post, fort, or arsenal, after having been removed 
therefrom or ordered not to reenter by any officer or person in command or 
charge thereof, shall be fined not more than $500, or Imprisoned not more than 
six months, or both. Sec. 45, act 4 March 1909 (35 Stat. 1091), aB amended by 
act 28 March.1940 (54 Stat. BO; 18 U.S. 0. 97). 
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37. Unlawfully entering, remaining, leaving, or committing acts in mili
tary areas or ·zones.-Whoever shall enter, remain in, leave, or commit any act 
!n any military area or military zone prescribed, under the authority of an 
Executive order of the President, by the Secretary of War, or by any military 
commander designated by the Secretary of War, contrary to the restrictions 
appllcable to any such area or zone or contrary to the order of the Secretary of 
War or any such m111tary commander, shall, if it appears that he knew or should 
have known of the existence and extent of the restrictions or order"and that his 
act was in violation thereof, be guilty of a misdemeanor and upon conviction 
shall be liable to a fine of not to exceed $5,000 or to imprisonment for not more 
than one year, or both, for each offense. Act 21 March 1942 (56 Stat. 173; 18 
U.S. 0. Sup. 97a). 

38. Possession ·or control of property or papers in aid of foreign govern
ment designed ,or intended for violating penal statutes, treaty rights, or 
obligations of United States; or rights under law of nations.-Whoever, in aid 
of any foreign Government, shall knowingly and willfully have possession of or 
control over any property or papers designed or intended for use or which is 
used as the means of violating any penal statute, or any of the rights or obli
gations of the United States under any treaty or the law of nations, shall be 
punished by imprisonment for not more than ten years and may, in the dis
cretion of the court, be fined not more .than $1,000. The words "foreign govern
ment", as used in this Act and in sections 156, 157, 161, 170, 171, 172, 173, and 
220 of the Act of 4 March 1909, entitled "An Act to codify, revise, and amend the 
penal laws of the United States," shall be deemed to include any Government, 
faction, or body of insurgents within a country with which the United States 
ip at peace, which Government, faction, or body of insurgents may or may not 
have been recognized by the United States as a Government. Sec. 4, act 15 June 
1917 (40 Stat. 226); sec. 22, act 15 June 1917 (40 Stat. 230), as amended, ·by 
.~ec. 8, act 28 March 1940 (54 Stat. 80; 18 U.S. 0. 98). 

39. Robbery of personal property of Uniter States.-Whoever shall rob 
another of any kind or description of personal property belonging to the United 
States, or shall feloniously take and carry away the same, shall be fined not 
more than $5,000, or imprisoned not more than ten years, or both. Sec. 46, act 4 
March 1909 (35 Stat. 1091; 18 U.S. O. 99.) " 

40. Embezzling public moneys or other property.-Wh9ever shall embezzle, 
steal, or purloin any money, property, record, voucher, or valuable thing what
ever, of the moneys, goods, chattels, records, or property of the United States, 
1>hall be fined not more than $5,000, or imprisoned not IDO!'e than five years, or 
both. Sec. 1, act 3 March 1815 (18 Stat. 419), as amended by sec. 47, act 4 
March 1909 (35 Stat. 1091; 18 U.S. 0. 100). 

41. Receiving stolen public property.-Whoever shall receive, conceal, or 
aid in concealing, or shall have or retain in his possession with Intent to convert 
to his own use or gain, any money, property, record, voucher, or valuable thing 
whatever, of the moneys, goods, chattels, records, or property of the United 
States, which has theretofore been embezzled, stolen, or purloined by .any other 
person, knowing the same to have been so embe~zled, stolen, or purloined, shall 
be fined not more than $5,000, or. imprisoned not more than five years, or both; 
and such person may b~ tried either before or after the conviction of the 
principal offender. Sec. 2, act 3 March 1815 (18 Stat. 479), as amended by sec. 
48, act 4 March 1909 (B5 Stat. 1098; 18 U. S. 0. 101). 
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42. Injuries to telegraph lines.-Whoever shall willfully or maliciously In· 
jure or destroy any of the works, property, or material of any telegraph, tele
phone, or cable Hne, or system, operated or controlled by the United States, 
whether constructed or in process of construction, or shall willfully or mali
ciously interfere in any way with the working or use of any such line, or 
system, or shall willfully or maliciously obstruct, hinder, or delay the trans
mission of any communication over any such line, or system, shall be fined not 
more than $1,000, or imprisoned not more than three years, or both. Act f!.1 
June 1874 (18 Stat. 250), as amenaea by sec. 60, act 4 March. 1909 (35 Stat. 

1099; 18 u. s. a. 116). 
43. Falsely making or forghlg naval, military, or official pass.-Whoever 

shall falsely make, iorge, counterfeit, alter, or tamper with any naval, military, 
or with wrongful or fraudulent Intent, shall use or have in his possession any 
such pass or permit, or shall personate or falsely represent himself to be or not 
to be a person to whom such pass or permit has been duly issued, or shall will
fully allow any other person to have or use any such pass or permit, issued for 
his use alone, shall be fined not more than $2,000 or imprisoned not more than 
five years, or both. Sec. 3, act of 15 June 1917 (40 Stat. 228; 18 U.S. O. 132.) 

SECTION IX 

FOREllGN A.GENTS AND PROPAGANDA 
Para
graph Page 

Acting as foreign governmental agent without notice to Secretary of State----- 44 18 

44. Acting as foreign governmental agent without notice to Secretary of 
State.-Whoever, other than a diplomatic or consular officer or attache, shall act 
in the United States as an agent of a foreign government without prior notification 
to the Secretary of State shall be punished by imprisonment for not more than 
ten years and may, In the discretion of the court, be fined not more than $5,000. 
Sec. 3, act 15 June 1917 (40 Stat. 226), as amended. by sec. 6, act 28 March 1940 

• ( 54 Stat. 80; 22 U.S. 0. 601). 

SECTION X 

OFFENSES AGAINST EXISTENCE OF GOVERNMENT 

Para
graph Page 

Criminal correspondence with foreign governments; redress of private injuries 
excepted------------------------------------------------------------ 45 18 

Organizations carrying on subversive political and civilian military activities; 
definitions---------------------------------------------------------- 46 19 

Same; penalties----------~-----'-----------------,---------------------- 47 19 

45. Criminal correspondence with foreign governments; redress of private 
injuries excepted.-Every citizen of the United States, whe_ther actually resident 
or abiding within the same, or in any place subject to the jurisdiction thereof, or 
in any foreign country, who, without the permission or authority of the Govern
ment, directly or Indirectly, commences or carries on any verbal or written cor
respondence or intercourse with any foreign government or any officer or agent 
thereof, with an intent to influence the measures or conduct of any foreign gov-
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c~~~~Es}' ' w AR DEPARTMENT, 
. . ' w ASHINGTON 25, D. c., 25 September 1948 

. AR 880-10, 20 ~eptember 1948, is changed a~ follows: . 

sh:~· f:l~lsely ~1aking or forging naval, military, or official pass.-Whoever 
ffi . lely make, for[5e, counterfeit, alter, or tamper with any naval milita 

or .o cia pass or permit, issued by or under the auth.ority of the United Stat ry, 
'.or witp wr?ngful or fraudulent intent, shall use or have in hi 1 es, 
s11ch pass or perm't h 11 s possess on any 

. •.. . i ' or s a personate or falsely represent himself t b 

;~l~~v ~1~:r~~~et: ;~~: ~~c:apass or permit has been duly issued, or sha~l ;1~~u~~; 
_·.- _a19~~: sh'au ~e fined not.morev:h:: U:2~0~~Yo~~:P~~::n~~ ~e:t~~1!:~~:~ f~~-h!s use 

or both. ~e.c. 3, act~! 15 Jipie 1917 (40 St.at. 228; 18 U. -S. a~ 1.'JZ) .. ' e years, 
. _ .fA._ G. 380.01 (2o Sep 43).] (C 1, 25 Sep-48.) . 

BY 0¥DER OF THE SECRI!J'fARY OF WAR; · 

'· ' 
.-QFFlCJAL:; 

·'·- . J. A:. ULIO, 
.•. , . ll[.ajor General, 
_,. _ . _ ·The Adjutant General. 

; ['rsrn1_nu:r~<.>N:: . , . ., 
'·.: •. , :1 .A .. ;_~. 

i1 

·.?· ~·: 

, 549941°-43-AGO130 

G. C. MARSHALL 
· _Ohief of Staff. 

'. 

,. . 
I 

~ 

I 

{ 
I 
I 

I-, 



f 

I 
l 

REF .ID:A4127207 

;:· fi. ·, .. 

•• i . .• '. • ~H:1 ~;1'-..: ~-.. !') {) 

._,·,·~,' r'• •I •\..j·~!.'i° ~-

_.,,. 

' -i}!'.;.·,; ·\~·.', 

1:.rr ..._ ..... _. 

.. ,i ......... ·' 

,: ~~t }:.~ ··. ~. .~~ \ ·• -;_i-l._ 

.~!' ._ . . ~ .. J~~s~~ .. ·_ .. :l: 
' I : 

.. :. r 

n 
1\ (1 
u 

SAFEJGIUARD MILITARY INFORMATION 
AR 380-10 

45-47 

ernment or of any officer or agent thereof, in relation to any disputes or con
troversies with the United States, or to defeat the measures of the Government 
of the United States; and every person, being a citizen of or resident within the 
United States or In any place subject to the jurisdiction thereof, and not duly 
authorized, who counsels, advises, or assists in any such correspondence with such 
intent, shall be fined not more than $5,000 and Imprisoned not more than three 
years; but nothing in this section shall be construed to abridge the right of a 
citizen to apply, himself or his agent, to any foreign government or the agents 
thereof for redress of any Injury which he may have sustained from such govern
_ment or any of its agents or subjects. Sec. 5, act 4 March 1909 (S5 Stat. 1088), 
as amended by act 22 April 1932 (fl' Sfat. 132; 18 U.S.O. 5). 

46. Organizations carrying on subversive political and civilian military 
activities; definitions.-For the purposes of this Act--

( a) The term "Attorney General" means the Attorney General of the United 
States; 

(b) The term "organization" means any group, club, league, society, com
mittee, association, political party, or combination of individuals, whether In
corporated or otherwise, but such term shall not Include any corporation, 
assoclation, community chest, fund or foundation, organized and operated 
exclusively for religious, charitable, scientific, literary, or educational purposes; 

(c) The term "political activity" means any activity the purpose or aim of 
which, or one of the purposes or alms of which, is the control by force or over
throw of the Government of the United States or a political subdivision thereof, 
or any State or political subdivision thereof; 

(d) An organization shall be deemed to be engaged In "civillan military 
activity" if (1) it gives instruction to, or prescribes instruction for, Its members 
in the use of firearms or other weapons or any substitute therefor, or military 
or na,·al science, or (2) It receives from any other organization or from any 
individual instruction In military or naval science, or (3) it engages. In any 
military or naval maneuvers or activities, or ( 4) it engages, either with or 
without arms; in drills or parades of a military or naval character, or (5) It 
engages in any other form of organized activity which in the opinion of the 
Attorney General constitutes preparation for military action; and 

(e) An organization shall be deemed "subject to foreign control" if (1) it 
solicits or accepts financial contributions, loans, or support of ,any kind, directly 
or indirectly, from, or Is affiliated directly or Indirectly with, a foreign govern
ment or a political subdivision thereof, or an agent, agency, or instrumentality 
of a foreign government or political subdivision thereof, or a political party In 
a foreign country, or an International political organization, or (2) its policies, 
or any of them, are determined by or at the suggestion of, or In collaboration 
with, a foreign government or political subdivision thereof, 01· agent, agency, 
or Instrumentality of a foreign government or a political subdivision thereof, 
or a political party in a foreign country, or an international political organiza
tion. Sec. 1, act 17 October 1940 (54 Stat. 1'/Wl; 18 U.S. 0. 14). 

47. Same; penalties.-Any violation of any of the provisions of this Act shall 
be punishable by a fine of not more than $10,000 or by imprisonment for not more 
than five years, or both. • "' *· Sec. 4, act 17 October 1940 (54 Stat. 1204; 18 
u. s. 0.11). 
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SECTION XI 

WILLFUL DESTRUCTION, ETO., OF WAR OR NATIONAL-DEFENSE 
MATERIAL 

Para
graph Page 

Destro7lng or Injuring national-defense materials, etc______________________ 48 20 
Making or causing national-defense material to be made In defective manner___ 49 20 

48. Destroying or injuring national-defense materials, etc.-Whoever, with 
intent to injure, interfere with, or obstruct the national defense of the United 
States, shall willfully injure or destroy, or shall attempt to so injure or destroy, 
any national-defense material, national-defense premises, or national-defense 
utilities, as herein defined, shall, upon conviction thereof, be fined not more than 
$10,000 or imprisoned not more than ten years, or both. Act 20 April 1918 (40 
Stat. 533) as added by sec. 5, act 30 November 1940 (54 Stat. 1221; 50 U. S. 0. 

105). 
49. Making or causing national-defense material to be made in defective 

manner.-Whoever, with intent to injure, interfere with, or obstruct the national 
defense of the United States, shall willfully make or cause to be made in a de
fective manner, or attempt to make or cause to be made in a defective manner, 
any national~defense material, as herein defined, or any tool, implement, machine, 
utensil, or receptacle used or employed in making, producing, manufacturing, or 
repairing any such national-defense material, as herein defined, shall, upon 
conviction thereof, be fined not more than $10,000 or imprisoned not more than 
ten years, or both. Act 20 April 1918 (40 Stat. 533) as added by sec. 6, act SO 
November 1940 (54 Stat. 1221; 50 U.S. 0.106). 

SECTION XII 

INTERFERENCE WITH HOMING PIGEONS OWNED BY UNITED STATES 

Para
graph Page 

•Prohibited acts-------------------------------------------------------- 50 20 
Possession of pigeons as evidence of violation of law________________________ 51 20 
Punishment.---------------------------------------------------------- 52 20 

50. Prohibited acts.-It is hereby declared to be unlawful to knowingly en
trap, capture, shoot, kill, possess, or in any way detain an Antwerp, or homing 
plgeon, commonly called carrier pigeon, which is owned by the United States 
or bears a band owned and issued by the United States having thereon the 
letters "U. S. A." or "U. S. N." and a serial number. Sec. 1, act 19 April 1918 
(40 Stat. 533; 50 U. S. 0. 111). 

51. Possession of pigeons as evidence of violation of law.-The possession 
or detention of any pigeon described in section 1 of this Act by any person or 
persons in any loft, house, cage, building, or. structure in the ownership or 
under the control of such person or persons without giving immediate notice by 
registered mail to the nearest military or naval authorities, shall be prima facie 
evidence of a violation of this Act. Sec. 2, act 19 April 1918 (40 Stat. 533; 50 

u. s. 0. 112). 
52. Punishment.-Any person violating the provisions of this Act shall, upon 

conviction, be punished by a fine of not more than $100, or by imprisonment 
for not more than six months, or by both such fine and imprisonment. Sec. 3, 
act 19 April 1918 (40 Stat. 533,· 50 U. S. 0. 113). 
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SECfION XIII 

WAR OFFENSES 
Para
graph Page 

Relieving, corresponding with, or aiding tbe enemy:________________________ 1!3 21 
Spies----------------------------------------------------------------- 54 21 

53. Relieving, corresponding with, or aiding the enemy.~Whosoever re
lleves or attempts to relieve the enemy with arms, ammunition, supplies, money, 
or other things, or knowingly harbors or protects or holds correspondence with 
or gives Intelligence to the enemy, either directly or indirectly, shall suffer death 
or such other punishment as a court-martial or mllitary commission may direct. 
Aot 4 June 1920, A W81 (41 Stat. 804; 10 U.S. 0.1553). 

54. Spies.-Any person who in time of war shall be found lurking or acting 
as a spy in or about any of the fortifications, posts, quarters, or encampments of 
any of the armies of the United States, or elsewhere, shall be tried by a gen'!ral 
court-martial or by a military commission, and shall, on conviction thereof, suffer 
death. Act 4June1920, AW82 (41 Stat. 804; 10 U.S. O. 1554). 

SECTION XIV 

MILITARY AREAS, ETO. 
Para
graph Page 

Executive Order (No, 9066) Secretary of War Authorized to prescribe m!l!tary 
·areas.-------------------------------------------------------------- 55 21 

Executive Order (No. 8972) protection of certain national-defense material, 
premises, and utilities from injur7 or destruction------------------------ 56 22 

55. Executive order-Secretary of War authorized to prescribe military 
areas.-The following Executive Order (No. 9066) is published for the informa
tion and guidance of all concerned: 

AUTHORIZING THE SECRETARY OF WAR TO PRESCRIBE MILITARY 
AREAS. 

Wffl~REAS . the su~cessful prosecution of the War require!!! every possible 
protection agarnst espionage and against sabotage to national-defense material 
national defense premises, and national-defense utilities as defined in sec. 4 
act 20 April 1918, ( 40 Stat. 533), as amended by act 30 November.1940 (54 Stat 
1220), aud act 21 August HHl, (55 Stat. 655; 50 U.S. C. 104): / , ' · 

NOW, THEHEFORE, by virtue of the authority vested in me as President of 
the United States, and Commander in Chief of the Army and Navy I hereby 
authorize and direct the Secretary of War, and the Military Commanders whom 
Ile may from time to time designate, whenever he or any designated Commander 
deems such action necessary or desirable, to prescribe military areas in such 
places and of such extent as he or the appropriate Military Commander may 
deterll;1ine, fro°:1 which any or ail persons may be excluded, and with respect 
to which, the r1g~t ?f any person to enter, remain in, or leave shall be subject 
to whatever restrict10ns the Secretary of War or the appropriate Military Com
mamler may impose iu his discretion. The Secretary of War ls hereby author
ized to provide ~or resident,s of any such area who are excluded therefrom, 
such ~ransp~rtat10n, food, shelter, and other accomp:iodations as may be neces
sary, rn the JUdgwent of the ::Secretary of War or the said Military Commander 
and until other arrangements are made, to accomplish the purpose of this order'. 
The des!gnation of .m.ilitary areas _in any region or locality shall supersede 
deslgnatrons of proh1b1ted and restricted areas by the Attorney General under 
the Proclamations of 7 and 8 December 1941, and shall supersede the r~sponsi
billty and authority of the Attorney General under the said Proclamations In 
respect of such prohibited and restricted areas. 
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I hereby further authorize and direct the Secretary of War and the said Mili
tary Commanders to take such other steps as he ~r the appropriate M~litary 
Commander may deem advisable to enforce complmnce with the restnctlons 
applicable to each Military area hereinaboye authorized to be designated, in· 
c:luding the use of l!'ederul troops and other Federal Agencies, with authority 
to accept assistance of state and local agencies. 

I hereby further authorize and direct all Executive Departments, Independent 
establishments and other Federal Agencies, to assist the Secretary of 'Var or 
the said Military Commanders In carrying out this Executive Order, Including 
the furnishing of medical aid, hospitalization, food, clothing, transportation, use 
of land, shelter, and other supplies, equipment, utilities, facilities, and services. 

This order shall not be construed as modifying or limiting in any way the 
authority heretofore granted under E. 0. 8972, 12 December 1941, nor shall it 
be construed as limiting or modifying the duty and responsibllity of the Federal 
Bureau of Investigation, with respecqt to the investigation of alleged acts of 
sabotage or the duty and responsibility of the Attorney General and the Depart
ment of Justice under the Proclamations of 7 and 8 December 1941, prescribing 
regulations for the conduct and control of alien enemies, except as such duty 
and responsibility ls superseded by the designation of military areas hereunder. 
7 F. R. 1407. 

56. Executive Order (No. 8972) authorizing the Secretary of War and the 
Secretary of the Navy to establish and maintain military guard and patrols, 
and to take other appropriate measures, to protect certain national-defense 
material, premises, and utilities from injury or destruction. 

WHEREAS the United States is now at war; and 
WHEREAS there exists a serious and immediate potenUal danger of sabotage 

to national-defense material, national-defense premises, and national-defense 
utilities which may menace our maximum productive effort; and 

WHEREAS the Congress of the United States has in recent enactments 
recognizetl this danger by enjoining efforts to injure, interfere with, or obstruct 
the national defense, and providing severe penalties therefor; and 

WHEREAS it is considered necessary in ·the interests of national defense 
that in particular situations where hazardous, dangerous, or other unfavorable 
conditions may from time to time exist, special precautionary measures be take? 
by establishing and maintaining military gua~ds and. patrols or other a~propn-

• ate means to protect from injury or destruct10n nat10nal-defense materml, na
tional-defense premises, and national-defense utilities; 

NOW, THEREFORE, by virtue of the authority vested in me as Presiden~ of 
the United States, and Commander-in-Chief of the Army and Navy of the Umted 
States, I hereby authorize and direct the Secretary of War, whenever he deems 
such action to be necessary or desirable, and th~ Secretary of th_e Navy, whenev~r 
he deems such action to be necessary or desirable, to establtsh and malntam 
military guards and patrols, and to take other appropriate measures, to protect 
from Injury or destruction national-defense material, national-defense premises, 
and national-defense utilities, as defined in act of 20 April 1918 ( 40 Stat. 533), 
as amended by act of 30 November 1940 (54 Stat. 1220), and act of 21 August 
1941 (55 Stat. 055). 

This order shall not be construed as limiti~g or modifying the duty and 
responsibility of the Federal Bureau of Investigation, Department of Justice, 
with respect to the Investigation of alleged acts of sabotage. (6 F. R. 6420.) 
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SECTION xv 
MISCELLANEOUS ACTS 

.. 

AR 380-10 
57-59 

Para
graph Page 

El!giblllty for award of contract restricted to citizens; employment of aliens__ 57 23 
Protection of diplomatic codes------------------------------------------ 58 23 

57. Eligibility for award of contract restricted to citizens; employment of 
aliens.-Only citizens of the United States, and corporations of which not less 
than three-fourths of the capital stock Is owned by citizens of the United States, 
and of which the members of the boards of directors are citizens of the United 
States, and having manufacturing plants located within the continental limits 
of the United States shall be eligible to be awarded any contract under this 
section to furnish or construct aircraft, aircraft parts or aeronautical acces
sories for the United States Government, except that a domestic corporation 
whose stock shall be listed on a stock exchange shall not be barred by the 
provisions of this section unless and until foreign ownership or control of a 
majority of its stock shall be known to the Secretary of War or the Secretary 
of the Navy, as the case may be, and no aliens employed by a contractor for 
furnishing or constructing aircraft, or aircraft parts, or aeronautical acces
sories for the United States shall he permitted to have access to the plans or 
specifications or the work under construction or to participate in the contract 
trials without the written consent beforehand of the Secretary of the department 
concerned. Seo. 10 (}), aot 2 July 1926 (44 Stat. 787; 10 U. S. a. S10 (J)). 

58. Protection of diplomatic codes.-Whoever, by virtue of his employment 
by the United States, shall obtain from another or shall have custody of or 
access to, or shall have had custody of or access to, any official diplomatic code or 
any matter prepared in any such code, or which purports to have been prepared • 
in any such code, and shall willfully, without authorization or competent authority, 
publish or furnish to another any such code or matter, or any matter which 
was obt,ained while in the process of transmission between any foreign govern
ment and its diplomatic mission in the United States, shall be fined not more than 
$10,000 or imprisoned not more than ten years, or both. Act 10 June 1933 (~8 

Stat. 122; 22 U.S. O. 135). 
SECTION XVI 

LAWS AND REGULATIONS GOVERNING INTERNATIONAL TRAE:FIC IN 
ARMS 

Para
graph Page 

Special provisions In regard to mllltary secrets--------------------------- 59 23 

59. Special provisions in regard to military secrets.-a. Under provisions 
of Part V of the Laws and Regulations Administered by the Department of State 
Governing the International Traffic in Arms, Ammunition, and Implements of 
War and Other Munitions of War, 193D, the Secretary of State will not Issue a 
license authorizing the exportation of any arms, ammunition, or implements of 
war considered by the Secretary of War or by the Secretary of the Navy as 
instruments or appliances Included among the articles ce>vered by those terms 
as used in this act if, in their opinion, they involve military secrets of interest 
to the national defense. The articles which may be so considered are those 
falling within one of the following categories. 
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(1) Articles, theiwhole or any features of which have been or are being 
developed or manufactured by or for the War Department, or the 
Navy Department or with· the participation of either of the De
partmen ts ; and 

(2) Articles, the whole or any features of which have been used or are 
being used by the war Department or the Navy Department or which 
either Department has contracted to procure. 

b. Included among articles developed by or for the War Department or the 
Navy Department are those which have been contracted for by either· of those 
Departments, or which have been developed in accordance with Army or Navy 
specifications and submitted to either Department for evaluation for procurement. 

o. Prospective exporters of arms, ammunition, and Implements of war should, 
before applying for a license to authorize the exportation of any article falling 
within the above categories which may possibly Involve military secrets of In
terest to the national defense, communicate with the Secretary of State In advance 
of the proposed shipment in order that he may be in a position to ascertain for 
the prospective ell:porter whether or not military secrets are, In fact, Involved 
therein. The arUcles upon which a determination is requested should be desig
nated clearly and specifically, the tyjie and model designations being included. 
Where applicable, Army or Navy drawing numbers should be given, or detailed 
plans and specifications submitted. See 4 F'. R. 4518. 

[A.G. 380.01 (23 Jul 43).] 

BY Oru>ER OF THE SECllETARY OF WAR. 

OFFICIAL: 

J. A. ULIO, 
Major General, 

The Adjutant General. 

DISTRIBUTION: 

A;lll. 
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G. C. MARSHALL, 
Ohief of Staff. 
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iSAFEGUARDING~·:l'i.ubiTARY;.JNEORMATION 
:Alt.238.0.::!:'5 

"1...:5 

~/. q .• 1Vi,'l:it.or:~.;;A:s iused.Jn :these regulations· ;a .visit9tils any"'person;admitted to 
"a~-GQ.vernment:\ or~cqmmerciah manufactu.ring: .est a olislim'ent ·engaged. in'. :chi sJ;ifie<l 
~.w:or:J,r~,or)pj"oJect'.;for. t:lie. :War~.D~pa:r.tmept-iexcept<:;::i,:, ~ .c;1 :; Lk :>Lia 'J;.1:' :~ <.' .;< 

• . (~) .A ~er~on 'el!l:i;iloyed o~ _the work .or proj~ct, 01; . , . ·• '-tltl(If.l tr.:·' i~~i:t 
'.l:·!' ;;.u !t2)11k:iierson'l\CitH!cfiY' rit~1 ·<lmciai1'y ·'dCiri:8~fliea'-witfr tile' work 'or project . 
... b8>~i~; ~,.~1i1l;-irlf1'i't 'J'~·11~r SJ.> L .~'f.l~: ; 1;.:f : 11..t ~h~;:!: · ·: ,··1 ·.·J'Ct)<"t· ~e-· B..:d}:.,L·a~t··1 u:q 
re: i:ei .. ~esp,011~!Wltt.Yi,_,. ,a.,1?;'hftf s,~,{!YH1:;i.rp~!?-.g of:t~ia~si~e,d1ffiil,it11JY~1.~.1tf ~r~~ti5w,iis 
the responsibility. of all militaq::JW<;1'§9£n~l, .ic:>f,AyPJ1!~.1~1?:P.~oxe,,~ 051.,th.~ 1 :..W~a,r 

.. Re12~J.t}!t~~t~11~lfJ · ;Rt,;·~HfuJ!],a;M~.e:qi,~iit <,a.wt -~~Pl!?Y!iE(~ · ~f....:.~!Ls2fum.~r.;;t~:I~ fi,rms 

.i~R!laJL~dJi!~,· ,sJa~~ifir,~~iW\?JK~m; .. ~prpject~c!;f 9.1.:, tl;i-~ ~Y. a!'tcl?.?P~E.tws~,t;~ , 0Qla~sJ,Y.~d 
~m.VV~r:! ,j;?fm:,1l1Ml~J;l;:/.~i1~1 l?,e ·f'US£JtsS.\'!,<;,l..;~%1Yi1· ~it,h Hmt111;s;,p1-;, .cJvn~a.n 1P,e.t:>Rp11~1 
'flt,tiRg b1.ilL~gitjrn:tiJ,~i!Jt~~3~,;t:,1l_~reH1!1r.!'1cH< •;c-;;rrni'Ji.3 ltf~;LJ1 1:• ~·rn;~-; .f:· Hinti:rn~ 
hI;1~\·P'l!Pr:J¥Mi!M .8}RfrJfa}11~~1V~tra~!v.~ol.ltI!!",er:~•.i ai;t,d_.p;;g,gi;i~ei:n.ett.h~$fl!!C!~ft ~,re 
responsible that' military personnel, .c_ly;~li~H ~.J?ilP,l<,JY.,e~s. 9fs~l,1,<;i;'W,l1.r.i :9,pP~f~wepJ:, 
and the management and employee~1-9f. \:~ll:litn!;~C,i~hf}~·rp.~,._!!}}g~g~.4;,t.~:~<:la~~tfied 
projects or developments for the· War Department ar~:·:fi,t_:z;i;iiJ!IJf{ ~i!9 the per-

Jti~~flt:::P~9~Y}\s~qp~n2fit~:SY~~ ;£e~H.!{l~~?!!~;b · L:r: o-; ·~~"-11 ,tf_,.~ , :;iIL9rr.iij~, ,~I tff J 1 
• 

~.;v!f,gIJ.,t ntorl'!J.O,f3,S,~f?,~ g~af,sij}r,d ~9iP~!!l.::t;r~in:\9r~ljt_~fJm . .:i.:,ai.Jio person in' the 
jmtJi~a5r.fT~x,r~,if~)9r;·,ggtPl_,9i:,~g:,£Y~J~t. :}~ ,~1:\\1n,e.~ t<?,;<;las.si~~Q5 :gi.,H!,t31_i;y t!13formation 
solely by virtue of his ·commission or official posit!_q:q;11 §.UShrt!nformation will 
be entrusted only to· thos~drlf;t£,~:g£.~1dd~,i.nc1rJR,e·Y~!'f.<zfR1~1t!rer,of t!Jfil' official 
rHRtieJhlrn?1J,q_fin.~~!.~ t t~t:.W:~W~}·?:.%1-J etpsJrnt, }!?:~t,ru5'J!oq,10£:,..p1ersonne1, · proper 
,S~~RjniJJ!?9Cf~r.Pff!J?Sf !RlfiJb\~P/tn,£i~t.·9f··~I1-!!111P1J~I?-la i:t: .• ~ ~f!!J;: ··: ~ · 

b. Photographs o~1,_9J!/:~~i1fi~di.J~!1tSfSS .gf ,.WW,\i;t.rY ,equjp~ent or of other ctassi-
,~e<t~!ijW.\trJVi~J>,~,:i;i:gd~;, ~:!;·, II\.eW&~.rs,,t?!~SJW,.~fli~'.1.l'Yi,,~W':i<le t.~1'.· by civilian em-
1P,Jo~i'm~F> 9f ,.,J!W 't~.\l.FtP:IB:i-E~P:leitL?PlY ,;y]:!en,:pes.,e~~NY: \I). the conduct of their 
cR:JR,C}fil ~Jt!j,<r~ ~~~,'l~J5DJ1,«:l~fW•iB8hH~ ~(i'll~toP.~q g,r,.p,r}!l~.~?- in commercial estab
:~-ll~!.:\B~nJ,S..t0~i !:~~P;tP.e~<t.1!.-it~~lt P%~'?11!!-lr!{0~~.ir~swn, :1'.i·A.r1 i.l 

4. ·Dissemination of classified.military, foformation.-,-a. When classr"fied m1·1r· f.idJ f}•JU t ~1:'1.lll l ', • j.'U J>L'.ti <1'H\H' OLH n ,11 JJL:.n.. l.<.U• "o,,;_ .>.lJ , · • 

jb~~~Y !h,~~?P~J}fbo~~~~1,~i_:~e~!,R}l;te,<J:; U,IJ.,~f)F tflft;P!PV}fi.~O}},~fJ?,f these regulations to 

1:ger~?,~.Jt,.?t ~s,,,11?j1~t · ~~jffit}~ta~;}a~~,11}.l,!(.Y,"W!~Ii bt;J i~9Tffied .that. it affects the 
national de~e~"~~fo~rtfY.PHtf~d&ti!:,t~s 1Y.i.~~!1}~1thft.Il;li~~ffi111f of the Espionage Act 
and that 'its transmission to,an unauthorized person is. prohibited.,, .. ,: ·' · 

y.;,,1.;,;1U')~:·a .• 50 dl;l_UJ.:Jlll .iJ.lbiii 1·~1..:J~.,,_..;1!\ .,, ,:;!U'JU .-1.1..ll,'- J~u.v .. . •PJ .. ·•·.1·.~ ....... ·L'l..lo. \t,.r' . 

b. Publiaatioi~S!r .<!c,r;/(ff/'&,t'lf ,,1JJi~f!f.?:!l iPq,r,sq1}1,11,l:;-:::!l1'7Ji~1,q~)!f5joµ of classified 
.WfMta~y; !.~f0ff#~YS111~1hd\.1fY:r!Jr~!~hh1i~~PJi~~rH:!,R_Yi,1~c.i.~~ffirSr;PfvRh~ f'~~ruy of the 
United States is prohi~[~~2:jHfileN,:-~,e~Lfi~:).}Jf ~EHWt~e,4, \>X !fie War: .Depart-

'.mr,pt; , ,f8.r ~~dff~.ll?H/Hi; iHt0i:~etiql/..f,~~~It~i.Y~) ~q.)pn}lfi~qt~~nb0f, -,arti~l~~ • .;.~~e .t~IB 
310-:-10, 600-10, and,600:-,700. r· '"f, • . ... '"' - .. " • t". ti" . • - ' ;·.i""l'f'I ro Y. .. l~!J•;f ... :;•·J~.A •. Ll•J<"::Ld~ .. Hf3l1 ;_·1!t _'1.J •. •':1~·h!J)<;-: 8t1J .i .. ~ (;.:.,l.0 Jf.!!l 'I;{( '.1.C: 7,(~ 

·c .. Oral discussions of,class1.flced military intormatzon.-7E1ther:pubhc or 1)r1vate 
ff.!·i~)fr"il:f ,1J1~JH.L1Li•:J~;. ... ..t "'lt t.J fall .LO Jt·•.i~ J.U .J..1 ~ .. _1 J .. ;•.,.v,.1.:- .·._ u.,;;..; ~.u .4~ ... ->,. _,, J."',1-.t..:_J ;;...~. 
ijiscussion,of, clas,s.if:i.ed, m/1itary,_inf()rmat.ion gy nwm!>ers of, the ruj,litary ser:vice 
~J.llHH.wtl!lJtO t- jrj I ; 1 HJ,(J .a.\.J I 11• J J J. t Jl ...__," u~ ..... -V , ..,,,,_.. r "'~ , ,!iJ. • .. • 11'" .L -'. !J ~' -, .i.1 • • ·' 

with or in.' the 'presence of: unautl1orized personnel.;is strictly; .forbidden ...... . 
'lo '.L'J~ .. 10:~1 1; J.0. J...:1'J..q1~rnu ... ·~·1 '""~-·· . ilu.J1J,, \I- 11..t 1L_..·.;. t~··~~ .. t_;: ..... a...-:._,~ .. · J ... -~ '-·~ t,...i !< 

.. • 5: Requests for .military infor~~t.~~n,10a_.;,¥i~~~e,st~< f~<.?P\l .. PJ~'W~.~ _in_dj:Y!,d.u.a\s 
{IS, 11{!?1f nfx?rttf}:fJ!~~fr~'\;.WH!-.t~r~, ~i;i~oiw_a_ti~ifi;;~i!~i· be.1G'·~fe11.;e~('Jh,rmH\'~. ch:;tl!-~els 
~t?,:.9~,7: ~ir~~"~~E:O') C9,WJll1}f dRf ~i.;f ~l?Mt. ?,~ :th~,_.·,~f,W;: C!r-,s~ryis.~._q9n,,<;~;D;ep,,~1V:P.0, if 
~,~mmect.8a#a1$.uo~\P,lr ,,%jf ·~r-0H1,r,5 ~¥.~Hf~.·t~ .~1ttxr.e.~te,cJ,.,J~.i..~1 lr.~r-~: tJw .,JH,a,t~ll,r 
Jg,'4S~,e ;h~jl}ta!f..t.!9''l.1.1r.1l'H.l<£1i-.U~~,1;_0:v.i:ta,te:1i:iS~!.?nr'.. ;<: · '.<.,'.~ . .,i ,,..;,1,f · , >v ·~ i,·j:r:1• :-; 

. b. •Requests for . militarY. information .by foreign . nationals . including. repre-
yl)•:-1.-?,rr.o ::d!lr:$ t.~j~ "iOI ~.;:1~·~.i.h'(~ttti"t :·; .. ""n·o 011 . ..- lt,·•~J· '-'l .~v .c·- ' 1•: ,,,,,,.,,, '''- Jk ·:·-- ... 1.t.-a , , 

r~r6!~1!,t}v~~;; 0~0 f<~,r;<;t~~t.F8;';~1?.11l1~~ts,~ ~:q~h:,,~~ J:!il.\t~~:i\ \l.~~ .. air·; att'.1.C:.lf~,~dYill..:~~ 
referrecl to the 'Military ln$~b1.}~.~p0~~ PJXi~iJ,IfaJ\'~5 ;i.?:YP~t~31S\!:-gl"Jl..~EaJ,~~~!!· 
for necessary action. 
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:>l 6;;.'0ne'~classi:fic_ation ~only'.'. ~,A .document.:or artiCle•:o:i':iniatei'iel :wili. not• be
fassigned .nioi:e·;.than one-: of. 'tlie. thr_eei cnissificatioris..2..:.secret; <·conff,denUali .or~~re-. 
stricted, but should this happeli',furough~terror'.:'the:~more; restrictive.~classifica-
tion will apply. . , .• , .... _.,,l 1(: :; 1"'.7 ·} • .it r;n l1<l•infriw~. ;«•~' n 1,i i ~,t 
;f~ '!· .Pv:~.~cla~,s~:fi~p.ti?H:~r Dq_~um\'!~.!.~ .. c:;ir~;;1~1atfor!~~ 1 r,~qu3i;ip,~:rS~.~~~ifi:£a!~-?P under 
the pr'ovisions of -these regulations will be assigned the least restrictive classi

' fication consfste'ht ~ith f·the prop~f s'afegi1ardl~4of :1J1e'~iilfo~~&tion~or=iriat~he1' 
:'concer'~ea> OV'e'rdassificaticii:i wiil •tie'fav'o'iCledY.'ID" 1

" ·~ ~!!: 'k ·~ '1l'.• 1
:a:1_v] .')'. c;•H 

f s .. Secret maiter.'-d: Wlien'.· -'class'ifi,id isecre't:..'..:!.bocufuents, fcrypt°b'graplli'c: d~
. vic~s.' : i:l'eveioi;im~iit ·.project~. ·or; ardcles'fi <lf' m'filerieF· -wht 'be' ,Jc1as~ifieci ; ·and., 
'.if· practicable,' marked' sebret. M1en' 1disciosu're ~=Jf' :tb.~ 11illforhlatrot1<'o~ 'features. 
contained . therein might endanger. nationai~'ise'cui:11':?;~1 r~'ahS'e'f~·~ri~us "ilijury· 

£fo th~ Jinfores'UOt ·prestige1 of. tlie~riicii'ioil':'b'r:'a'iiy 'go~errimental "3'.c't'ifity; 1or"-'would. 
·be''ol"great· adva'nfage fo ··a:· :foreign: natii:ifl.l .:::rrcr<''?.'."·~'. '('.i :!1:1.' Y~' ·!.·'" ·.,' 1 "f' ''.1.r .. 
.;:'.~b:- E'wamples 'of items cia~si'fiea/ds'·secret~"'sl•'ti!H(!) iJUll :,;,:,G"."\!lff:w•. ·i•It f>Ci.ll 

-1c:·r ·~<:.·, :(ff'vVa'r·piahs: .. c :,;_·-::""·" ·;'!.:.<: . .i:.-.:--1\1.~..r.••· 1'~" .. -~:11;1_r .... _ ... ·:A_.:~,,. :1,...-1'.l 

(2) Documents relating to the 9-~sigO:ra'uii\ie.vef<f~U::.e'nt'ro.f''il,e\,V"l!,ijitert~l 
• ., .. ~ - /. l• _,_ ·-· ,··· . ,., ... -~ ,;• ,. -"1·-· .• , -.") .... --:~''·"'." ··~~ - . ·~" ., ,., 

•• · r·· •.1-· -:and· containing information•of the type described in 'a above: 
:; • 1t , .. r:·: 'i< 3 > · co'd.es, · d'iiJ:he±s,: an.a ~H~tograbiiic ·{~evice~hisEi'd?tO' ti~Iislli.\t-P~e~filt 
:r-:~· '; 1:lJ.; 1 :--.:---t.tdnfdFlliatiOii;;i•·y·r r·.1-.•::..~r"_ ··.r Hqh~".lj'.'T·V11 ?.•J. l~' ~r~J·i __ ~.- -~{J ~!l'.~-t 1-~ 
':;'· c,(O 'fr('!,) '(Jertain..:millfai_!y'fuapsiahd~pJl({toiliapa"•".(ij ·j -cif.,;i f;'.li';il ,;11,~"!l~l 
""Jr.c':;.o: ,,,. : .. 1r:·: ·ca> 'Irr:'fi1ei~d:nibll.entil' uD.ite&I'rsfate's,'' thosi=t'i1ffistrafin'gn":in'd. 

identified wiiii' ·a- 'war 'pian,'rinCit'diD'g- '10'dFdef.ense
1
'i;i1iiiis, 

-i~ "· .: ) ;•' : > .. ' . defense pr'oj1Jhs. or"'any pha~e''tlier~of!' ,:;. cr;j .· ~, .. : :' •• :I . 

-; .. •·) i•f:"11'1! · '.'' (b) ":tit· 'oversea posse~si6n.s·"an£':i'oreiku:iferrH~r'Y.'·•occ'l:i])i~l~·jjy · 
·;~ .... '.· 1 :rm'»,u · ~· · · tiie'~'forces''roctiie ·unitea·"·stafes · 'tb.ose ini'istilatiii'g0~n 
·'.!d"J f::<::·._., . ..,.::i0. •"· !ap.'ptove'ii' war .,pria'.ii' ':i.hclUdihg:·. io~ai' 1defehs~· p'i~i:i~ def~tl~e ' ' \- ' - .. 

projects[1of aJ.liYfilias(tb.ereN \' t~6.s~ 'sli!J,Wihg'' the. ijiy~oiit 
-~!i,~1 .IJ ~e '. "'> '. ; : ~·f' r: ''Or·f)e'ti'nab'eri.tndefetise ''-tv<lrks.8'and .J:nay:ii n ~tls~s ~< il'I,id '"the 
O:t <'.JiO l:'. f .·L, 0 ' .. '.'! "j °iifdJaC~n1t" terraii\. ·vitai1 to'1!fh"e'ff ''ij~f en1•£e ; < 

1~hfr1'tfr6se 'I tl~·J t 
-.{;,·,~· .. "~-·~ ·: :·-··1 ::'•serf',/to'1 fi~ de"filii'tef:f·'th'e'';1o~atiori ;d:ft.1!fRY. ;cei'efu.eilt .. bf 
;.-. , .<:'.''1• ''!J'l~ .... ?f-.'\" ,,.r:I :";··-,. "''· r1tr,....-.t -''t·.,._fd''f. \i·1. ~'.1.·l" .... ~k·;: ,;~.~.~~d~-J •·11, l+i. .. b''. :.-.. ,·.") .. ) Ji.:•J-l L}:( 
,..,,,.,,_. .. "··--- ~'-' J permanen e ense wor s an nava. ases., . 

< 5) 1il.fohllf.lfi.o'n' concerning· itelhs' 'cl! lria'ferie1'l~i.1a· llie'w6~s: <lf ··a:s~kAilii~. 
L~ .. ~~: -'·!~;t~ ·~:·~ J.;: ·C1USSffieLd:i'a§-s.Cet~Ci'~by··'a \~ili~:f of .. atm:~J~r .. "'s~rV1Ce\.\l' 1 ;;.~,, .~~" ;,. .t'. 

".,;1 :,,, ·o 1ce'> PliotograpHs:' piloto~fa'f~.';:p'iagraiii.~', · or~·;:n94~1S-=of 1 aii.i' 1s~i;1:~{d~~v
r~ ... . : . . :: ; .ii 'lilerit 6r <isseii'tia1 :fi~rt d:Fsecre't'Ill.a'teH~i:·'rh·" ··' ... ,,,;i~ ,._,i'.i', 

1~j'c. '.'A. uihority 'to"·'czas1it'iit ·a~rrsecret: ~ i\iai:'te'ts' bai '~e: ciil81iiti~d.r' as 'ls'~crei· :'hiii~ 
-··~\ p:·..-1 .. '\· •.. ,t· 4·~ ·., _\~ ~ ,.·:-;, 

. J:?Y or: by a~th?rity,, ?.~,th~: ~~~r;E~r~, ~f . . :Y ~~; .~~,~· ::~~-~s~~U..~ Se~~et~~:y~ ,9f:'l W.{lr ; 
'the Chief of Staff; or an Assistant Clii\'!f of Staff of ttfe War;:Depar~ment. Gener;il 
"'staff~ a'c:bfo£: of' arm/se;·v'foe; or 'ii1#&a'U'; .. ·ai 1 g~n'~i:~i'rirffi~'d: ;· t'ile~:cdillfuall'.qii?g 
officer :o:f ·Ii· ·Cie1o(' post, ·~ahWi:u 'c)1: "'~tatio:il ; !,I tit~ ~'eoitll{~ri_<latit' ~oi: ~.a 1 

ieii.era1'
1
'<'ir 

l'~peciai:se~vice' sch6bf; ~or 1ii'"lliilitaryatt~blie'[":' ~ .• ~ :1_:-Jn.,, .. -:;cl.. :- f?".'>~!J~·-'..: .: " ' 

': ··a: '.DisseminatioR'-oY~le.cret' .ni~tte'r'.' 1 ~Ttie·'di'sse'ffirli~tion o':1%~c~1et"':hia.hiF~iil 
"'be 'h'eid•!to "tiie' abso1llte"'niillih:tuiri: ·~ :1ri:foftil~ti6tl 1i.M 1 'fo"'ti1e>''cg{it~hi:·~~ l(j-f ~Heie-

. - i .r .. ·, • . ., ... -···~··:.-~ ···~· ... ,·,,.t ·~t- ~r··r··•\"' ····-•!1"\ ·r :;. 'f'l- "Jff;··, •';'}l '" or 4 ·t•ii"> 1
'f 

. abdufs 'of· secret matter ·Will be 'disclose<,l only· to' ~hqse pers~ns "w,b.ose. d.u:ties · 
, ~ • \•n"····.~ /.:r,~u-~·(1 ·· •;: ·:•,,. ··'"'1'.' '',;

1 l ··ir:t~~fhj.l- '-i:1'!.
1 

01 
require such knowledge. · It is exclusively for the official use of the· person 

-io·.:-whomt'w is· ·a.ivii11fo'ci1 rof fssil"ea:,: ~Ho 1~iii 'i:le1'te~p6riS'i~1~ ·f pl'"'its ·~a..f~,. '~iis'fbdy. 
"a'nd';'secii'riiy: 1 •;I ts"in~iO'ialHiit~·J i~ :tlie'. citity'11::ii.d'.1'r'esi'>Cillsibiii'ty

1 oI> aiC :[i'et~lfh's 
-t'.· 1.7:': lfk-~•.i.1·u~:..""l ~d·'~'''~tJli-'"i·)f ·,· 1 <.1 r 'fft• .. fiif-n · fbt-t·:i 1 \\~~l 'fUJ!L.;J . .1. ·~"'LJ n.1 .iJJ';l~l'J..! 

•lia:ving • now e ge · ereo ; no ma er ow ·o ame . ' .!wl ,,);.; '?,I'>';·<,~"l')!r 'J:()! 

Pi 

·:. AR·~3S.0.;:;5L 
SAFEGUARDING MILITARY ;JNFORMAT·l0N.a g;;,:10;,;: 

· · · 9:J Coil:fiueritial · omatter.,..;::.a. · iW:hen '.Clas sifiedk ,ds .i :confide1itiak:· Documents 'J 

-.cryptographic· deviCes, development projects;r(and ·articles :of;;ni'ate~lel,,i,wil1 ·b~i: 
classified and, if practic'able, markc'a~'confidentiak~hen ,disclosure· of,;·the iinfor-

• n:~ti?:i_i co~tained .. thel.·eillr.:although• •;i19bendaiigering •. the-; •. :,nationa:1;- ~e¢urity, 
mrght!,~e: prejudiciaLto:;,tlle. interest oi;. prestige .of :the'· United1,States;:. a: 'gpvern
mentat -activ:ity;!or"aniiilditidual, ~or .. be• 6f adv:alitage:to;a f,oreign,;nation. · .. '. 

. b. Examples of items classified as confidential: .+.IJiJl!°i! ..!i:,•t:i'711T :o·,"'.; (''}· I. 

• ·.' !%~ ! :·u._( 1 ); ; Regulations ._governing· joint· actioll' ·.of ,the ,Army. and: lh'e · Na:Vy .-
·~ (2) Documents relating to the ·design and developril'ent;of,:ri.ew 'niateriel 

.:. and containing.finfoqnation'•of,~ther.-type !:describ'ed.,iw dcatove. 
· .. : (3). Codes, ciphers, and cryptographic.:devices·/used. torfrailsri:iit con~ 

• ..i• .. •, l. ''·fid t'• ·1·. f . t' . . .• . . . ' ,!~t -Hf.~-·~ 1 ~ ~ j .. en 1.a· ~1111 oi;ma ·ion~~·~, ... -:~_.i!l~ .. .1'~~·:.n :~t~··:-- _i::·:·d;· ·t); J·tr~.i ~·~ ~ . · · 

'· ·~'.W. -.~·~i:( 4) \~erfain_militaryomaps:·aµdophot'omaps:c·. ; l::('.(jfl:W', .!'lilRJ 
" · "· ·; ... ·';':.;:'.Ca ).::·In~·the·,c·on.tinental ,,United ... States,;!those' sliO:wing fay-out of 

·., ·' '·' - : • • • -.~ !_ • ·:the permanent·. defe,nse;iw.oi;ks; and· 'fiaval;.bases 1ari.d. the 
'_!'J;J · . .i:rh .. i:fr•f''611h·10:1J ·ad~ac_ent frterfain·. ·''·ital rtorAheiro~deferise,l'ailq 'th~s~'. that 
· · 'tf:: ·,.~.-:1' ",i'l'fJ\i ~ •.,,,.,,>.:; serv.e. "to\ 'ifix;. ·definitely·i.the' 1;locajion1 'of · any, •element· of 
· •' ·i~.n ·;.:.~1~y.1•:, :.rr~~t:i.' nep:p._ap._en.t defe_nse1~orks,an9-•p_a"a1' bas.es; except that when 
· -f<::l'-''·;"e,;1'.;wb~1 ·~:·r"th_e,co11!pJete1 ID:ap~ of;a: defen!S~".a:rea:co)lsists· of more-'than 

·:' • ', .. · hi,.~1 1 ·:·:'.;,,,op.e,;·s.1J.e~t;,:orl1"Y1,,tl:J.qse 1.sh.ee.tsn:·sho,wtng; defense elements 
. 'lii:l \(Li. ;:.1wJ!K'. v..:~p.eefl)be ,_<;lassifl.ec~, a~h&Qnfidenpial;.;, . . ·, • J l~~r," 
· -i :;_.~.:·le;, r,~fJ: ~;q;(b.) :.ln1.9.Wi:~ea 1 jpo.ss.es.s.i.ons •ap(l ":f9re,ign. ;tefritory 'occupied ·by 
·";:ii. ""''·:·.:·:r: J'<;,: .,. th.e_.,;fo_i;ces.·of. :the 0U_I\it~d···State.s,:•:those not classified as 

. ':. '.· . · · ... :. ·. secr~t, showing lay-out of mgitary a1;i:d· !lavat radio' stations, 
·iJ::; ... ::Y 1:1:;: 1r"~',1 ·l,j1: ~Jr ,.l;>,l,l,f,.lei;!.: ~ir~lf.Ol!les, :,ai;r.. (lepots,_1sµpply" bases, arsenals, 

· · · · ~ : · · ··' Pi:Q.".l11g. gr<;nwS!E!.tt<~IC 1:1P.Y.r' at:ea·~1vHal;etoj.defe11se. ' · 
: :r ·~ 1 (.5) ·: Te~~nical :info~~~~~9P.,r $l!CJ1 t_,~S .-.r~~-~µTcJJ.J.~9t~tP.tQ~.~sSe$ ofs )llanu· 

1 

~· '-rI:i:: l _; ~~·;.,~·:~•J.llS~l1.W.\JY9-~~-h,t:m~Y l;Je;·a_.:dil'lt~!lcj; ·niiJitl).ry;,q:ss_et;,a11i:l ,~otca\',.matter 
'i,;•,£rd~;;.i.,,;'illit.; Qf1;g~J,Wr!i~:,;·l~:q.o~}'!egge;::_:iI\d1i..Qth~r; tecP,ni<;aJ~:i:~~-I)lS·r,()f ,:the1 typea 
· ~ _ ... ·' ":descrrbed m a above,... ". · · · . : .. ,. · . · . .; ;;!·m 

· 'fr.'1~::; :lllcMi ):t~~9t9gn.w11~ •. ;Pl}<Jte>st# t§, ,·(liagr_a,Il).s;1 or ; Il).Odels; of.\ any\~confid~~tial 
-:r,3if· ·i.M · 'U1.:<.i :;~!'loc;'.!-rnent:;.9i;:·r.!!E>.Sgnt!ako'pigt·,of,, cQ)].,!i.dt;!nti;:jJ·:W!!:t~ri~i:,~i :;:;,:,;.:;,; ~)0 ;:. 

ao!'li3~ --~:n, ·Q~rtarp;repo:r;,t§;~ or.ge~,:. :9r. ;_i:g§.t.ruc,tiop.s· p~n:taiging;,joiJill-_dtV.i(l.uals,:.t 
r< t'~::'f':.tJ\;~·: ;...~'. :fo ·.Sl!CA;!!:~ tµ,osQ..,r,el!l:ti.11g tp. ~Il-:Y~stig!}ti_.qn~,-:§JP~4!aLa.s~jg:q.weri.ts;ra:P.c:l.J 
': 1 • ~ •• • ;~L·:-- ?J~e:r.s·.i.1 ·:-·ID:\a\-;;.~ ,ii·: £~'!J_ ..... -{,0•1 i;·.1 ~\, i'" .i~;.1t«:~·~1%J!1'f,i;,,,~ 7~;:r>or 
'. ··'i;£;:..A:'f!{IJ:9!J.iJJ!· tp ,~c_lg,_SIJ.if1J:ri(!;fa «g-n;IJ!Ze.11-Jia~.,£P,ornmel!t..s; :d.e\:.elopment · pr_oject~, 
. 11'\~t~peJ, :2!:; ;t_ec;;tmi,c.a.J,-;iin:t;,Q.i:l!lat!o11urµ_a,y·.-i;Jljl,~!as.s.ifi,e,d as co..nfi.de.nti.<~l.;bY, a:q.yJ .c.om~'l; 
m1ssroned-1officer.;.·,.,, .. ,, ., ... ,,, ~,,, .. ,,..._ ... r • ... "". ,.: -"· ,,. · •• , ... ' · .... 

·•·•" ":· v •;E,. 4 ~- .J.-i Jc••-<J 1.1.1 .... ..rlJN:.L .. l~· . .a-·~ :,\1 z.J.~ '=o.l. ._n/ (:;o ... 'j' !•i'. ;J9'J"J.~ff; 9:.f fl_'f7J' 
'.d. Di.sseminati~n of· con~dential '~iatter.-ConfirJ.!!:nti.'.ll~ 1llilit_ary,_;>j.nJ~Jflll~tto11·.: 

'Y.Yh~~ltll~!'.Jtl_~. d1s,c:gs~!)d fE1t.h,,p9,.r ·,dJ§.C.lpsejl.:tQ.lJY.~Jlt.h.or,i~ed_ pers_oils•:T.t[~:Q.e :con-
. t79_t§!.,~f. .. Jl:'h§li~!lb,9U:t~r~f. cgnfid.entiat goc,1,1!ll~J?.-ts; ci;yptogr[!ppjc.,devices,:· or :Jl1ate- ; 
',·J;~~l: i~'!ll '~l'l_n9!s<:;l?s~jl 19.n~·Y ~ t<> · ,tl.1o§.E!x:Pf2rso.l!.s· !inJ.th_e ~Gov;e_niinent;.,seryice.jwhos~r 
f d..J1J!e~;1reqyif~. tP.~.t · JP,ey y!W.Ye»§l:_11GP.'. ~nQ.w,:l_edge ~and; .to., SIJCh_ ;oJh~t:, person's:: .of" 
'~§P.!l£1,l!l,;trµs,t")V!,J,9:gi.11stibE!:>il1fol'.Il1e,d ... ,,r_T.P...9se 1to.r.w.h9p;i./~011fi_d~ntial information1 
IS: entrusted Or disclosed, are responsible for"itS safe custody and ·:security.1 ; 

i, ·el.Qi. "..Ej:~trj.~teg .,m.a.tt¢r.,;,.a. W?i<.irt :cla~~i'fi.<Jd:as',restr.ictgd.i":"A, document; ,crypto- , 
g~gp]!i~:ggyic,e;' deyelgpi;:q.ey,t PF.oje~t;._or ~a'i~ticJ~ · q:f -rnaMriel /will b~_classified· :a~d; · · 

· if tPJ?,g:isa,9.lE},',;i,n;p;Jr~d .r,el}f[ir;t.e,d; .,w,hf!l·;informa_tion. ;contained~ thereinl is f o~ · offi-

' .· ~!;::~!:'.' ,.1:, :'.:~ .. · !,.:}'~•·:·,'_: ,> _:-·<~(::~'.. ~~ .. '·'~t~" '."'.'.; ~.;; r ~ ''.' ~;l ~:-u ~;;;:: ;_., .'i :r~IJ(• :;' t 
t") :·.J"'' ... .t.li:tf .... .,,,as -Ov · ... J ··~·~llt..>I} ~~"..• •.• ~HO ... i-:· th):J; 'Uh1.i.·! !;'..u.rJ~1W. -!"~:. " ... (,.::.- );J.L°j)=)i 

i! 
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SAFEGUARD:CNG MILITARY 'INFORMATION:3 

cial· use' only;·or when.its1discloslire\sholild be liliiited-for: reasons of:aafuinif;tra- • 
tive privacy.cir~ denied the~gene1~al;public:u·. rr :Ji~ k;:_:oi:·."'·'~ ,;.;'>"1 .. ._ ·, 0: 1 11:~ '.'.'1't'.'.-1'1'!.'.";:J 

'··'b::Ewamples of!iteins· Classified1a8>.restr.wte·a::·;;;!•l .'3l•!'<;;)•;f." :: "l .~;~!l r::•{)l;w.t1 
,y;:·.iir(·1:) Certain:part's ofcJi:Jobilizationplans_,andl'regulittioris. ~ir·:.•tf.!t·;r,') ;ml:lnm 
•'.I ~\'t(2). Documerits''.relating ~to •tlie;- designi:and'"Clevelopnient!'<:if·Uiew~ materiel:! 

.~ "· containing inforri:lationiof :ther.type/descrioedl in .arcabove.: ":-.•: IrJ•::~~;< 
(3) Procurement plans.. ·,. ~ '. ~~H,,-\. ~\·.!i.t< .. '- :,~Jl .'.; -.,: :.r .. ~\,i,:. v-:· ..... :: \o ~'. '»-\ .. • .. · -"i "5 . 

. ·r( 4Y Codes; ciphers, and •cryptographic1';dev'ices-.used• ·t<:L transmit .restricted 
r.,:·~:·~:jr.f v: ~information;~":·~r.··~· :~,;;, ; ..... ~:~· 1_'e.SiY2 ~~-1~· -.:';..>;. ::·•·'"."HL,..: ... ~ ~ · '.) 

.. ,,,,.'.. (5). Certain .trai~ing and•:technicalt.regufations.: .~i .. ':".:, ;-,;_ 

··'··, (6)c-Certain Army.extension' coutsesr.t't.'."J •ll!.J ,. ·· .,,·_'.; :. ' \~l 
(7) Certain documents regarding engineei:ing.;principles:and design de-

tails, composition,.tmethod ;of•t;processing:.oi': 'assembling, .\vhich are 
ju ~ .r ._!;.I. . .yital::Jto the filnctionfng· ohiise! of ari"article~'of•inateriel. 
:,t;J .,(8) ·Certain:: military: maps,,and:,photomaps;:..Ji'I9fl 'Lii 

.u.:.; S'~oi~ , (a) . In the .icoritiriental ll'J.nitedl · States;rrthcise·: showing lay-out of 
;:., :IL.'l.l·""- '1 -.!t 'militai:Y.:;and'.naval-.radio' stations, "air"bases, airdromes, air 
u,;i:"i. j ,,1;, ;:1"·· ~ .. ; depofa;. supplyribasesJarsenals, 'anu.ithe· adjacent terrain vital 
m.,~.r :J'«A , • .• , ""''•toi.theiridefense;'.ineiuding; photographs' tnot otherwise classb 
>;i"r~:· ,;:f'.l 0.-"1·:.::<' tiedi'whicht'.are·Jnot11suitabfe1•for;.public:•release; and 

(:(b) In oversea: p'ossessionsi a'.n<f."foreignliterritory occupied by the 
\'.;< r ~:.->it_!~h ~-:. '(Io:tlforces:of :the' Ui:iite'cl'.• states;· •all'Jtopographic bh'aps and photo
Bl' ~ ,t:L:.idJ ~n" graphs •. not· 6tlierwi.Se· :cfassified ·.whic:ti:~'are not suitable for 
t:;un~J ·1": ~~LL rd l:.1o:·t>ul5lic; re1ease:· :-.. ~vt.:-~~.si:· :-nY~.~:.~t~~ ~::,~:--.,~ .. 
, :_; • .;(9) Photo'gi'aphs\ ·photostats1~ diagrmns, 'or. nic>'dels ~o'f· any. restricted docu

.f'nient f·or~ essential". part.:of i'estrlded'1i:iiaterrnnr,' 
•mr.-U(lO) All:inforniation>·relative •to >-war reserveS,K'h.:lt .'.c · :n:· ;;,'.' '" ! 
"iC!t.A uthority ~to 1czas8ify~as .Histri.Cted.:.l.:.::Documents/de'Velopment'projects, tech

nical! dafa, ''and :-matel'iei.-.:illay bet;crassified .a.$'.'resfricted'i'byi<any commissioned 
officer. , . .'<'l'O:'~' ~. ni ~. ~, ' -~~ 0:1 

. i. d,~;•DissemiinatiOri; of tr.estr"ictifd niattiJr . ..;:!]_rheliilfcirri:latioi{c6ii fained= in li•estricted: 
documents and·:·th1N~ssentiai-/charaCteriSticst:bf'r·restrictea··iliaferiel will not be 
corhmunicated ;to'.-·tlie' .public oor'.·toi tMJp'ress',• 'b'i'it•ln:iay' be r given"t6 aiiy person 
linown':to- bc.niPthe':sei:-vice·r'of'. the ':United l States •arid; :ti) pers'6ns of undoubted 
loyalty and discretion who . are cooperating in ·Government ,:work'.! · 

,: 11: i:Classi:fica ti on· '.Of informatio1r -from . O'ther go:veriimental' ag~n'cies. '..:_ Ih
formation obtained>'fro:inl tlie LNavjiJ',bepart'iiienf' or'.!'otli-er :gbv~rn'mental 'ageilc'f'
will be placed in tlie same relative classification as that ·in whiCb/·itLis:<'catl\ 
riedlby'theJconfroiffaig. agericyJ ._<,;')~ ,,, l>"";l 'I ,,it:·:;~,;;_;: ·,. '," : ·: ... ~:' ,':'_ /~ '.'.'. 
-.12, :Testiriicm:y ioefore• Cl5ng.ress~2U;"ll.Wlien '.[il: pei::soil riti''the "fuilibiiy servicer 

appears,. before. a-· coniinitt'ee' :of-~Congtess'.: a'miDis'"called' upoii ~rfo -gi've": festimo'nyt 
which•"he knows':fo.J•be'ii.:onfideutifil«ot·'resfricted, •he \will 'respeCtfully !ili!iu~st1 
that ·his• ,statements lbe" taken.hin <executiveI sessfon, oniy· .. aud :not appeaT'in'

2
ilie') 

record .of· beafings;)' the·:eongressioiuW'Record.f"l'cfr:'otlier 'document ''opeil' fo i i;ii.i.Olic': 
inspection. M.·.1 ,_,,.i.c.r:~· ·/w>i tH · · i <-':1Ql!r;;·1-::Y;·:» · >.:;-. .:-.,;;-. "'' '>:,rn.":rn. Pi 
·-rb;: When~ ·called' •upon.·to: give~testllii6ny"whiclr\he• knows'. fo.··be~ seeret,::unie§s 

M·hmhireviously' been .autliori:ied :J:iycthe Seci'eiarY: Of'.War to";giv'e~su~h)'tesfi!.'J. 
mohy;' ne willi respectfully' state.that he."is: riot· 'autho'ti'zed:to ;discfose :tffe·illl'orma~i 
tion· desired, and will inform the appropriate member of Congress that a written 
request for the specific information should be transmitted to the Secretary of 

·,,, 

j' 
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·1:rJJl'1I .'foi;,;. cl!,.'l!classification!~tli:e~commaiiUingl officer.twm.:·.provideifor the security 
'":--:~·.' ,;.,~· ·· · •. of•,inferoftice frailsniissiori ·of'.se<!feti :documeritsY:iJ: " '1 

•.. .. ·':.'<(2) Bctiveen"'.posts, camps, or stations,.c...:,W.ithinllithe\JUniteditStates.<an:d :: 
11tu::i!iui.,0.EJ·~Jlnt!cdtsEpossessions\ secret documents.<will~bel\transmitted l)y )an officer
.':!} ( h .... w.;}:l ; 1:J :i.nessengef.(01t ~oiirier when'.pr~ctfcable;rothei.Wise;by. United' States 
f.Jrm ;:cl111°'.1.·i~'l.l'jregistered1 Iiuiil'.: •JVihen~ aiJ.;rofficer.~courier:lis<-notr available, such· 
laj'\'011. rc;i"v:ot udocumei:its~mfiy:1be .trapspo:rte(l;ltor_and'(from"'foreigu· countries ·and'· 

-; .:1::tpJ·.:io". ::the:l;Pliilippiiie!;Oo!Jinionwealthuby~Stafe1;Department rotary lock 
9 cr :fihr · ;;:.;9J.;,11.pouch:·iJ'1f'.rieitherfofficer~couriemiorr(J.iploriiaticip'<:iUcli <isiavailable;· · 
-u:..of1 ;r!•'.l'.>Of' ;1 !t!ler~responsible,, officei;i may~centr,ustt '\ecretsdo<;ume~ts to reliable 
·r.lun m1 oJ: :t~_1 \~{.Citizens;:of.-tlie: ... United·, States, •such~1as !ojficerst,orJofficials of other · 
'lLW v;u bri:19q() go:vernmental \depar-trrientsc<)r:mfasters'Of"-vesse1s·of United. States·' 

registr-y:L Hf ~no:- u,Iidue:tdelay:r,;..willere~ulf1fcomJ1landing ·officers 6{ 

9~01Lt Jq;':J7. y .~Ports·rof.~embarkationc.wm \entrust i:~ecrehdocurrieri"ts {tq1 the coin_. 
fxi:l'H)(J<:lW1i '3d ma·nding.·:~offi~ergo:£ troopS'l'.OP. ~. a,no'.:Nrmy · .1fansport foi.·· delivery. 
fjfjj Hi: Ilri;Iw y,f•Ifl noi;te·of1the1·for.~goingi'·meaiiS;.-:O:lEtrirnspottatfoh. are available, . 

• JJ: 1:1b£1m1wf> cQrps c_ar;ea-:ico:rhmandeFs!:iritl' 1coI.JJ.manding• :officers1 of exempted sta
v.1m '{c t::·hil«i:ti@S · are:iauthorized'Jtortr'ansinit-~secret".1documenfs"b3h'registeted · 
rd j;:rioq yon o:lll!a~~lin'.:a-.UQ.ited-.LState's\;sea:post~offic~; provided<.ithey:dd~:notr.]:ia:ss 
.cmts1n'l J~ Jl-grro·itlJ.r.Qugpj.any,:fofeigrii.:post:il'J.sY:stein~~or"'ttiafiofr,the(·'PhilippiiieWoili: . 

!QQJt\YSJll~h:j1.j;J .. 7/.:,li;:lT\ '1(,.::-..;Jlrfll {jl1 ,i)91•rn·~·:<sfo 'Il:!'',!it<l~d-~(:. ! .,;t)J:{ ' 
,:::~nebm}qGH i f:.repg.r.q.t'[Qn .. fQJ'l tJ:p,11srrz.'i.s_sipn:_.::.Exc~ptLwhen•{personany;'delivered'. by 
:tt•!I h'!J<;rr rmi:h1Jl!lt!wrJ21e\}"·'.'.1 p_er:;;on:r;ie1:; :s~cret Jdocum~nts")1transmitted'idi;oini'lone 
·;ori:i i: I: : ... ~ .L .;P!'!!.!JO)}~tq, iagoJJieJ) ;yiU:.be <inclosed: in;an~ ·in'ne6;and 'antouter;·cover. · 
'IO."c;,::r~·t:!!.i ·j.vilfi'P.Y.P&,~riJte11;1J.1QJtfrr:.in·1thejdocµJnentJ;w-rJl1beDprotected~:by; mfeov:er 

sheet, or bY a method of folding, from direct contactJ.with~_tlie 
iun "'hi'.M'l'..::.oh !n:r:igr1.:~R:VE(!'.· ~\\'!'4f.'_in_ner ... coxer.;.,wilh b'e,fa':;;sealedowBtPPer; ofifen

velope addressed in the usual way but plain:ly marked\Jseeret~so 
,<:JftCJJUrI:JufJ L•;·r<tli>;t,t3tlle::g9tli_bi9n' ·.w.mrbe::>se~~~'.w.heiibth~' route'ryco.Ver( rs ren;10ved .. 
<·r~{.itlfJ fq(;in ii}~~q•)'f~U.Lcont:l:i!l; l!~rRceint:,for~:.:.which~willdderitify the. addressor,., 

1-::-._. .: ".·: . ,, ;,, t~e addressee, and t:be :do~ument.'1Q•TheJouter c~v:er will be s_ealed: 
-;.:;1:;xrilm rr C'.''1:~ qµds ?!19-I:~>Jse(l)IJ::th.R · .or(}ii;tary.r-ma:nnerc:Withi:Iiot.notatfon to indi~', 

' cate itsJ§~g!'~t c1a§s_iJ:i_cati9n".:j;:;o<:;;•;1 "' 31r.;m: .u:J >::.· .... 
::1 , · "-'( 4) · AcUor1. upon recevzit of ·searet.<m.a.t~er..ios. \13'i::ij1<':t>;y, '11:· \,·,11i:n>~ ·.Ii , 
J.,, ... . • . . . - . ' . .. . . ' . . • . . - - • 

-lJ;i7~ :.ti.!;T: \~"J~,(pJ ·1):!9.rc;.t.o 10P~l)ing.' au s_ea.Ied);package :or1<,envslo'pe.•c.ontaining, 
. , ,-o) 1~· .1+(1:tr<r· l:lmc~e~r~t 1do,cni:n~nts;·t~~1sea~~ .aP~l[;~t~pp~r~l\w~,1 .. b,_e;. carefull~ .. 

lJ£>~:.rJ1:i ;;~f!H!:>9g'! ,blrJ'.~J,J.sp,e~t~~ :'t9~ determmenwhether-~tl:):er.eJ~~~·.been any t_aµipei:;, _ 
911i1r' isl. 1i:5i]i-u 1~ 1 ;Aing;.);Jfr,a\}yievi_clenceiofatamb,edug fs,m,Oted, 'the fads will'. 
-~~Jr.ii:i;':i:>. ;Jtl.t «o ·<t·-.if pe~f~ported:in°iJ:Ued.iatel;Y;ito.~th~c·is~uing.~auth!?~ity, w~o ;wni' 

'·· .i " • ' initiate ·an investigatiofi,Iwithoutidelay:~;.'lol:i · · · • ' · 

IN'.~~~ii )~.';9{"p.~(;~liJ ;i~~gP!~iler: ~over, ~a1'Jie,dijs~~~etJi~i,1~'.~b,.~'~?'~n.e'd · qnl~ .·?;· th~ .. -
;i:Yili~(.af!,t ·1f1lWH t<>.ll 'P.ef~!?nJ::ttoi-.whom, addressedn'or.1n1JY·1rvei;soD;nel specrfically . 
• 1:c;H~m;it'1r;'1·: .. (i.j' J.t1~'.d.~sJgn:i.:teq.' by;_Jhir:t•>. 'tl'rlie·,~,re'ce'ipt_, fol'ni: :wni lie dated' an<l 
...:i:',; 1/:;tq; 1~ ,.,;,\.i[!_; . :i.·J[,si~ne!i \~md)Jl!1l1.edia~~ly ret~rned\to;·.the1 s~ft(ler:~q~The'::·inner 

( .. : • 4 i . .. ... • . . . : J •• .... • ~: '. . \ ' • • ,. ' .. ' •· '"r· ~ ·' . ~. . • .-. . . . ~ 
,:-:ln-'rrur01:l.1 .'3ll'l!).O H')lc .. ov~er1 Wlll1•b.e;;d.~st:roy_ed2byJ;burnmgu1f:«the1 SUbJedlillatter 

'" '"' :· • • ·. 
1

' '""'of the incl'osufa··1ias been.,inncontactritherewith}.')!-r:;11 1_,:.i:r1 

t.t:ln9." -1 ~~(~ >;rr.c/disfiuisf J.01iJ~bi} 'd.ii6:M..t: ~;~$ecr~f d,'o~ui;Uen ts;.. e~cevt .tho'se ~~sectuby 
. ;( o~ ... ilar< :t~T·>~:'.A.i~·1 O\°i~ps :n~rsonn~irci_uriI)gJ flighfy,t.Will-1be .. tr:frtsp0fted!byi· alr~~a:llt . 

I • t r 1• • , 
4
1 • , • •• • , •• • ·,. i l , -· ,t. . , '·· • · 

": _ .·o~y/_r. }•;.ci · ~~lY:;l1J1¥e.tr.~xcep.~io?fal,tdrT1lmfJtans;es.:i~r~he~, so1k1:a~spor~i;dt~tn~Y. . 
· ·~ ··· .... wiWbe securely wrapped arid placed·iil-the custodf'of an" officer· 
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Y.:frHJ'.>'M ::ir/j ·mlotherrtl]an\the>:)iilot:;uiWhenuthe•fiighbis;:;tofbeiinacle over water 
.,. the,.documertt wilhalso be!weighted! :;1Hlm!~:,1X ·;:., 

I.u;,b.tOonfi.f!,entialJdqcumerits:n-'-.~;10i-'.<1!1. ,.,,. ,r:t~i':.-,1·.}· ,~.:;,,.,,,1 11;,·,;;1'.::;l:l 1.£) 

-':9'l;i!Q. f! <,.(iJ;;)J B.et,v:een:.office,s;t vostsi;~carrips;> Or!·stations.::::Conficlentia'1 documents 
e~t1·j';!. h•i :;t.T} '(1ma,y:7,ber~transfuitted·:1J:/yi<ahy 'JaUtho~ized~mes~enger, insured ex
i: ~3 ;;';i.nlr!iVr! press;~1or,tregistered:-maH to:iany point ih,'the.iJJnited States and 
l.H.::n ~:')i'Jtarrn•J .r;ips"p.ossessii:mspprovicl,ed1tpey;:do:;riot;JpasslthrougliJa foreign postal 
:;!:>of ·crnJn ~ r.:r:systeip '."and t:ar.e \Cil.rried1,iiwshipsC'of i:UJ!~fed!'States registry. · 
.<Jf:J ::i!i:s ·• d·~) rIP.reJ!.anat.ionri 1forrntran.sm~ssiom~~1~c'onfideiitiaf'.> document will be 
o'.d!lIJ 0 • £ (Jj aJr;eprepared l'fOrl transilliss!Olll in'Jtff0) same·.tmannerJfas a secret doCU
'!';;:'}r; ·~" 1:-lni•);,]::ment,exceptr.that~the/in'nei·l cov:er<1:Wtn;cO'ntain:i:O:.;receipt form only 
ar;~ t H·. '.,. :.~ 1 ;'J :; w herr.i;the ~sende1'Jideems .:;it':necessary ! andllmayl"1be'. opened by any 
:tr. ,f,~i'J'.,, ·, ,_;11.responsib.leupersoi:i.'muth'oi'ized!·by;· the '.addressee:'j'i 
-ll·O'J ·;1ir (3) •'Ttransmois~ion:i(by:t1ai?;"c:ir.a(t!~~nfidential'1.'dOcuID:ents, except those 
.v.:rrU':ll•. 'N1· )'.US?t1'1by ~ciri,corps :personnel .auringJ;fiight/.bwill! be transported 
,sfdr·Ft.:vfl 'l'HJ rbyJ n1ilitai;y;1aif~raft<ror< by1iregistered~ aior niU•!l only when in the 
• n:~H J1<•1!1u;;;;;c<: ) opiniofrcofi:lthe1ire~ponsiblerwtpcerr·the'1er\lergency'> demands it. 
b'.~'.Cd<Restri9ted11docuinents:.: l Restitictedt [docu"µiehtslim~yt:be tran'smitted . by any 
1aut_horized1 :r:gessehgerr~«'lr{ by~t<irdfo~ry:·~ina.n~ •:express'i('Oi~"freightHto · any point in 
-the'.Unite!l!iStates1and~it~:',fl-O~sessions;•,provided1,they•'cio:·not·pass; through a foreign 
postal system and are carried on ships .Of United Statest!re·,;isfryl 

·1,1l l~:niRati:ine :corres~-~mdencefre"'c~i~ts;l.•and:'.rep:o;fts:-'-"i{o~tirie~·cbrf&spondence, 
!receipts;t;orl!retums;r.and~repoi:ts·1of posses~ioh,titrarisferr:or• 'destruction need not 
.be1rclassifiecloif lreferen~ .1therefo~ltO'c'.'cfassltie((i orJlrf;gister'edl'(lod1ments is made 
·by,·<filei nuiriber. 0 or·, short~'.titie11oriJ~ipwi thlfn~tl~iidichtfoiit.'of..-;th'e ~sifoject matter or 
tclassificati'onJIIQ'.J .'h'.;'lIJJ 1m.nl ;~:;(.ti.!J]r.', \o' \JO{{f9JJl J.; '.l;lf '.iO , l<n,!3 

-II•20:1 Storag~7?f•"classifi:dl db'c-unl.ents.~a.'.tIStorage ·of :cza.s8ifi6d documents not 
r.eg'ister.edf!,;Y·wrn .~r1:rir;Iq jLJt.! t,JNt 1ilU8!J J!If rrl J, ;·''i~)·1f•f>,~ "~w1,_,•1 · 

fX:)70r1Ht ~l)',1Secret-3an'~ confidential:docufoeiits, otheritlian·:r~gistered documents 
;waa~nril>H wrt -#ill~!lie~ st?rec1~inf~thilrm'ostH;ecui·~· ·~res·1avaf11ibleliii a room that. i~ 
f>..llfn3 ed Jli'.jf '"!kept• lockeu•;wlientnottjtJOuse!rj firU: ',•~',;-..;~·;l1l11: cH11 . . 

.. iJ11.;i o:J· 1(12)'t•~estricteci: .docu,.tile~ti\wmji.ie"stofedr'ahd'hriniliect•iiit such a manner 
as to insure· a 're~isonabl~':'degreerci:f security;li <,;jj,', 

b. Stora.qe of registere.d.' doohriients.l<J'>:i~.,, ·\,, i\\i'l'>~·1 '"'""' ,rn\~uP.o. ( l>) 
-gni11fc,trrn('l)'~~egistered d6?ument[r:.;vmibe ~toredrip. tJl.e·rm~qst sec'ure space avail- .. 
·v;r1:11G:rn:> '>1 n; able,·/prefern:biy, tlieJequfralent;-Of::ai.tliree"combination safe · 
-'..~; :lU!lS \(2') 10nly;~commis~~oned)l?fficersFwafrai1t fofficefii,liand specially t;usted 
fI.i:v1 1Jh.'ll :;ci~ ,enlisted' my'ti9•ap:d·idvilian'lfeinproye~sl'. wiU1ibe permitted to have 
Hi''.' .,~:-:-r ;1H-.r access:1t0rtt:yccontaine'rsi:of ir~gister~d1,rao:cuillents or the combina-

. tions:orf·ll'eysrt11ei·i!toiottn~·ites-.i1ii · rr;i etr.Uirrr 
oih .:l:l ,/(3) Sai'e;;<.contail:iii'ig'!.registeredrdocunf~nts-willrhil.bituaH~ be k~pt locked 
"l~rm».i·;_,l. f3nwith,,the-rfuU:1coinbina:tiOn. w11enevetJtheYrrire not under the direct. 
fmn k11Bli f,·;. supe~visiont"orra> per~~i1 ':oftjCfallf 'enf,m.i~foo:lwith ·the combination. · 
10c:L.01;yptographic •doou.1nents, :: 'So ·.faJi1,as~.1pi'a~ti:cabie;•fCipher tables, alphabets, 
and;keysJ~•iTillenot,:b&ikeptoii11tthelsainei'coritainfa·Yfas' the'rcode books, documents,· 
and devices·1to1whiCh:lthey"apply.,:J:Jrl ,,_u!i' s·lr.ioo!.Jirf <J1li lo . . 
v.crdfoDail1/riitspe_ctvon., :'At1 every heaiiQ.l.ia~'te·r'sHin.i in's~ecdon•:'w'in 'i:ie\ made each 
daydinmf)diirtelyi,before 'thei ·crosei·o'el ousiness!!tociiniu:re:'rnaP aiit.secret and con
f!dential·_dQCumehts· and (cryptograpliicl'devicesl,l]a:vE!\beeh'l:properly put away. 
19'.lillll UV 1tJ" \;!:J0ic.U:J mfi. 'Di k;'.JJ/11 l'.J11: .r>S\i1Jl;'!'r7 'V:h ll!!J':~ <id· fH·11 · 
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i>S(f;>iSeourity:lini rt lie) (lewi;::.,,,In:Jtactical:coperations, ,actual' or.· simulated; r,the ·_com~ 
manding officer of the unit concerned is responsible that all documents,are:.givel). 
the~:maximmn+ security) possible; :Uiiderdlie" circumstances; '.o No1:secret1do.cu,ment 
will be taken into the front lines. :;<1H ·J·•n1f<1 '•NJY .r; f.1~,;.,!,;.t.;.;•: ~·' :··•n·· .r,: 
~· 'Z l. n!EUtum·:·of.>secfret an·d~confidential '.docume~ ts;.~· ~Upon,_ change'..Jof1:sta ti on 
i:ir:iseparatio~'·frcim: the.' lllilitary'.l'ser.v;~ce, ,aii.l offic_er.::\vilH returnd.o') the; source 
froll'·which received,. ·Or otherwise properly account for;i alli1secret;1al}\l; con.fi
'dentiai\'.documentS'which·ha:ve~been-iss.ued·.·tOJ h~ni.1 '.<wq'"1. :Ji:•' ac:tfl"'! .il::1 .!C. . .' 
lll22.b1Dest~uction!!Of;; classified; dQcuments.-;:-a.11Secret y_an,<J,y C0.1!ffid,_ent!<!!:lJ.1.rf:O.CJ.t..- . 
)• " ' . ' 

·menis:t.f1 rin. t'>, .· '. r~:.:r;·. :!'o _,_:· ... "tJ:: -;'"'·:.:c. ~:E1; ~.·:..: OffF~ ..:ro ·;r:ibJ~~ r1~_.)~1 10· {Jl'.~~ ,, 
· ; :. (1) When competent authorityr Clirectso the1.-,destr;uctio':1'.l'?f,~seci:ebJ o~ 

i: J';H.!V/ .j!i;,; h confidential:documents,~·they .wil!;be;.burned ,in, tl].e,•pr~sence.J.()f·.1an 
. <'-'. . : " 'officer; who will submit a certificate of destruction to :tl1e;·l;l_ea_d,
'.~Qd[I' ,_.J ,','l~i~i;z·~q~~rters 1coilcern~d:i If· the•gos:um:entsr.ar,e. r:eg!st~red;,;,~he certifi
: . " . . - ~· . cate will be sent to ·the-roffi~eri dil'.ecti1lg11cthe1;.clestruction, who 
S;.i) · o:ouhio-' FJ_ ~will1forward,it :to the1 offiCeJ.of recor.d.jngi~~(~d;. in1,1t~~~ re~istered 
···JJ:~- ~J.rl~ ~~.~·flE'iL ,J(Ipc~m~rit;- fl '·i·~~T~;tnl::.i~> -r·ttth; !~r:o. f ~~j .c.i.r'.lf~<'~~-}~;; . .. • 
1:f'f,J: _;.1;itJ;(~)>rPrelimiilafy .drafts, tcarbo,n· sheets;t,:plates, \.ste~cils, .ste,iiograp~~1c 
,... ; ... :~~t,, notes';' andcwork-1sheets·'containinglsecr~t or·1~01Jfid~ntmf data -will 

,..; ·~ -, , " . be desti;oyed,s~y~tliei-.persoµ:!.r~sponsible.';for · th~il.-,r!P~~~uc~ion 
.:;;"}" 10.~ ,r~:.s· 1 10 immedi~{ely;1after th~y,,liayerserved•rtheir: Pt\i1.Jo~.e:·sn: 'YJ.11. be give:i 
., ~i •;'1Q::YJQ,. T-:~ r r: '.the sameJ:classifica:tion::: a·ndfJsafegµar_dednin)3tbj:iusanie · manner as 
-'.n•:J::i 1<,. oe:l'r>11:'lthetmateii,!llc proclucet'F ftofil7them.'t;1,rr·,,~~·. b'.l'.f:91<::';:')1'J. (~) . 1 
: b. Restrictea doc·nments.-Restricted.,,doc.umel!ts;:will .. :b.e·1,cJe~trnyed .1~ any. con
''venient~w~y rwhichcwill 1render itheni_ useless: 0r'r%h JN!'l't' .!-,:iq t II -;w,.·r:':JdVI ,.'.i 

-'f:~'.£ n~·r.::;::~-- I. ·1. -:-:'Ii,:'.~ ~:·1 .ti•wr;t·:fi ~1.tf)f'II' 'J." .l.~r,' :'."t)\)c. <)f~!t:f".U:.J!l}" 'l ;,-,f)J:ft 
nu~mrc ·']•ro-:r~' fr.~:"w-:-1. ·- '.l. •:-r '.m~E~J'.J:\l.~11n1. ;11it ,li;,;; .. r ::::-rt i;f ; '.iJ-S :i'° ,,_.tdJ;'/ 
- . . , . , ,nn11f~~<"!!11ih qn~ ,;H•v11f~ur. :i•(1Jnprf •,l!:f ot .!'l }[1.1.r~1.i!) 

. . REGISTERED DO'CUMENTS :;· ·. ·. , . : ·~ ' , 
r;;.f11.1~ b~:"::\1:il~~".n~-i~ .?! . t.rc~rf!~» .:·o ·Ji.-~·~·tt 11: · i .!f!:t !1, 1..:4 '- i '~~ -~~1-:--:1~ .J.?!jf.'I.( ~<c ~:.oq:,P~ra~fhph 
g-tf~J, · .r/tw·r:. :"0: trt.:r ")!!'ll~tJi··.-~:ld, ~1s'l:·1_r~·;t ~(: ~t:·.~ftit'J""'' ~ ,.,1~,ftnrlf{··~·t .'~ 11:;-,T3fl.~'.23 
i~i:!.th ~!i( tr,, t.0 , ~~l~~~ii.:.;,J r.-i,1 ">: iF:!i ~:;:~;>-:-" ;;;:::-::~r,;-,\ ~ ;;><i-:i;,-:- -,iit";,!-~1~;-rr~1-;,~_y;~91 ~·~ii T f1 24 

·~JJl~;~~~~~ffii~~~~~~~~Dp=~~~~~1]~~~r}~~.~~~~~~~~~~.~i~~~~.5~g~~If.~~.;~f~~.i~~~,~:\~1~ 
·••::-.t'-' '1').1:~1\H 1.f~··~·''- '1.:'·~'«.) }.,.t.•;:'l1.,'.l,/,'<l,',1.\1J )-U:J\ l J~ .... Y(.f;.vJ.~, • .i vl .. u I ~JfllP~Ji23 

:;~;:rtib~~ ~~~~~].;;Ic;.:;s.:::3:.-x~.:J~Ic]~,;:~~~~p~I'J1i!~,3=-~.zL10~1=~~~~111)1=§£ii?~~29 
.... 3.f..'"" ~-0 f.l')RfC .... ,,. .. .,,. •:11 : ji: ! .1.. ·1: )w?.~1 '.'/I ,.- J!lr.Jt{lJl:•{l' J-:r1·.1·.·-f~!" .. ~S- J! ~I!)1'~Jf1'3-rt if ."\ 1z3 Autliorify t6 designate -Officers authonzed to ongmate and issue secret 
'.iClL~-;;,"1 t1·1Jt' J't • #. t ' . ,. · • -'J.-1-H·.!Tl.. :r;qf~i·;:J ,'? J;. .fJ"!'·•·,\~> •J" -~ii''·-H{{i ft~;if?t?! rtJ(i'i \;"t}.!fi 
·or. confidential documents- .:will 

1
def!igna,ty as, regisp,ere,, . sue. ls.esr.\o\_ ap. ~op. · 

·--•H".-"1 "d' : u·,i fL .·:· «i '1f' 7-mtm \i8::t'1ley· {1~~in:.nece~1:if in -the~futerest' ,of 
·&rPti·;tWu:a'(J~<if~~~~·~·-J~;iuy,ea~::ni%~t,s·'J,,1.~;cepti'6ii~l.'intlf~~:t£:i~61JJfiif'iie1 f~d/,;i{;'e/z. 
na on e. · '.d~~H .... :·,oH J•'-~:7/f~ 1 -i!:· • .1f·~r1~1·Jt.i-'u~ ·;.)! ./rr.c11fPH1,-1- :...J~nn·H···~" 0 ... d 

r'1~94;aifM14~t~oi:ia1. ~~i;k~p;g.:_frJk}It,.,~.~WJ.t~o1tf;t~<.~~~r?fdna·~d·~m~;f1~ft{r~~!1p1r."?aW/fia·~~lny-
•• • 1 'th t'tl " "d front cover of a reg1stere ocumen wi or m ri r.t~ai-,i -. e,. l.,.e,p~g~,,..pr .r~lS!. _f,~ .. ~~ ·i"·t···'t' ,,,. .. ~ :1 .1.~u~ '• q·\ J.U .,.., ~ m~:.1.ti.1;.·- ... ·1::1:;r·-l}t J 
J"h' '"·''t·11'· • ·! "t''· . b'e·r· s"hort'fftle Gffice Of recorcl·to Wliich returnS·Will 15e 
.(iS 0\Y~ '\~ .re~l~ ~~.~~J;ll J._' .~·,,..!_:;(fl! ::.J.'~ s·:;··· .... J ,;t}'f. ~.i't'i.i'.<lf )~. :·;r/ti"):!c,•;rivrJ /If'! 
·' '·d.1 .. ,.,~ d. " t - t' o e ··n" the return~ for its accountmg and .for its ult1-

: ?Ja .,~,'~-1!-~ ~;t1!}~ 1 -~"?-P .10,~~ ~.~~~r1 ~t=\r; .. q ·t '"t -.:·~-r J-J:• c:. !l1 1:· y;:~\fcJ;_ 1.-·ortrr !:'t°f 1n 1r::.;·=·s 1 i:ii'~te.disposal.- If this is not practicable, the reqmred data will accomp~~.Y t~e .. . . . . . . . . ... . - . . .•. ,o .. 
regwtenid;.dpsuipe:Q.~rltP"a -s~p,arnj,e .~lf rt:t:t::' . ' ·~ 'o}J . -.~ .. '.>''1 , ,,,;nrr:i ~rr,,6f, . '.in\ 1 .. t) t 
. ;>;b 'Al! . efere'nces. fo registered dociiri:ierits 'in semfann'ual or trans er repor s, 

• ·_.::tJ1~;_·".f1lJt1~Y,...f -1;.;/.1.:·:•·!,\ ... ·:·1· r'~'•f' _.)_.:~· d;'.t .' L •. ii' .. ~, ;:!J, t.i "" . ..'- ~ t/.~1.\·..r...,t it_ *':O .i.nnr:rHrJ:;rlr'''J. h~··..c.:.11 · o_r
1
dinar.Y rei:iprti;; of destruc~~~:P,i,,?-f.r¥Df~~s.s}ti;':~ ?PSflIJW.1t~<i0;:115°~~~~r~~~(?f: '%} 

be. by sho.rt ·title only, and such reports or corresJ;)ondence need ·not· be clai;;s1fied. 
...\~y correspondence or paper which refers to a registered document by a title 

•. - ,. . • ' 1· ·' 

' ... ' ... 
~111 ,, 

I 
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other :.tliariYthe-'short·ttitle:jmusLhil. ve .. t.he f.sa:me;jclassificat~on ·,•as 't!iei·regi15te1,"ed , 
docilment.r:·:·;_.; . .d.1..i!Jti~J· ~L.,, :; .. :~L r;:~::1.{f1{··.::;~:YI~T?..i ·i..:t-;:>!J.uCJ ~ill!! •JIU -~\1 ·i.J~rF£o ~'~Uibil.Ofii 

:l0 25;J'.RCvised~redition;:::.A.> new; ror1 revisede1edition (Of,'. art o!d! ·registered1do.c.ument 
should be assigned a new short· title. . ... ,::J: :l.·.:·:i ~;1:: "~-~,t ;n;J.u! ;,J m-:r 
uoz·a;. N otificatfour;.of· .:change ~·:061classi:ficatfon·;;.: When sthe:; classifj.cation .. of . a
regiStered! do'cument< isf:changed~ the •pfficet1ofr~recoi:'d: will notify r.alhoftl!'!es ~to 
wliichfifiha's>'been.fssued: .,i1 ;,;'.··•:: ,:L·ifJ-O':if ::;•;i\'J·!Jf{l;; ·,,}· ,f,,,:,1-,·;d''. ii·~Irh9· ~,~.;,••'!; 

27. Inventory and report oLpossessiOn( .:a":.€ustodiaris'.will.keep:a{co:mpl.e.te 
·iiivehtOi:'y' of~!allt· registered' documents·iexcepfl tho§e .• listed·.: in;_c. 'belo.w;~a-nd ~~ill' 
make, or have made/ ·on June .30 and December ·31 of each year,· an· ac.curate 
h~tufii»theiefor.· fo•Jtlfe .proper; offic'e·:o'f .record!)[;;, ~!:u.•~ l:rf"·.>. ;~':lf.i71 ~ n . . ' 
W<b; '>Iii'. •makin·g·i al s'emiaimual'_,report "Ofi1possessioni£thei:foll6,\Ving> details will . be 
·Observed:i: ol ::t·}·_.Jr·.1t~0:r~~) ·~1;._)·~ttt~}!J .( ·Jin··(L_..; IE T c:.!.·11 ,·1~Jt)5J;.1 · 

.f;:; t·J'J" ~J:'(1}/Each; itemtJwillt''be: •. pliysically ·irispectedyand•;'its.·r,egister number. 
cli r1 ,noit::irr·rj1:·checkedcfagain1'it"llie;.favenfor,y; :fn:i..:i. ''l'c.· £':'.? •;!:. ~} · 
t·~'i'.l ir:liJ"' (2)'.f Ati J:ieaciqiiaitersi~having.t1fwof•oi· (rooi:e",:comniissioned officers the 

custodian and one ,c)ther<disinterested ·officeru:wm make the in
dJltF~~:~::iu,•fa · ,~fentoiy ,aiid,lb'oth; will sigrLithe ,r,epor:t. ·Jf. thelheadquarters has 
rn·; '; ~::C ;_ :'.:k-.6iily1' one conimis.sHnfedfofficer,'hthe:repoft. wilHso state. 
J•~;c:;N o: 'semiannual- rep·ort of :possessiori\willlbe ·piade: oL'!' •;0.1 ~;· .~ 
r;;i. r.~ -sct Fl} Ti:'aini~g:'edftioi:tsJ'of"codef,bookiWcipher,;alpnabets;• or keys, or of 
;.1. ""';n ..;n ;:.:.urnonregistered.: cipher~dev-icestacco'iihted·}for.:ai; ordinary. property. 

( 2) Registered· documimts i''whicn. havef.bee_nLplaced 'in-':custody or stor
.. L.'.;'l ·":;: r.7 .l1•·-,age.for''liistoricaEpurpdses:::.i:."1:·1~:>:1ff •. . .-: .r,r.; .,!·' » ~ .. : '· r:,··a .:1 

·a. Whenever a registered document/ :is. fourid 'I.which Iisrmot:rchai;ged 1 foi1the· 
finder, a reasonable effort will be made to determine the office to which it per
tains. If this · is not found, the ci66uiifeiit'· -\Vm be forwarded through military 
channels to the issuing authority_ for,_disposition .. , 

.t"'l',1"' ,. ·r)1~<_i (J ,~;,'~'l;. ;-~ •.. r. 
/lll"~!f;,,,fltePOl't Of transfer,..:_:a,: ·wheri 'a registered T dOCllfilent is transferred frOfil 
,one.person to another, a certificate of transfer in· triplicate will be made. The 
, ... .,, ··-- ----·-· __ -·---..... ----····~,--- ···- _ ·--- .. ____ --·~ --~J1~rr·•\'f•'; ,·rt ·.Jl··,,r·rr·"' 
,certj.fi~lJ.t~.~9}~~Jnjp.g !lP.. a~kljowl~dg1_1?.el!tcof.F._e~eJp_t )JY_~I:t~- !~!'.!~iv;~¥&',_otp,.~¢rq ~W 
•be dated and signed .by the·. transferring officer .. ___ " ... -~:.-~. __ . __ r ~i;;~,, ! ".:,.-,:;, 

~~ b.--Immediately-li.pon-completion ·of·. the: transfer~: the''origina1·:oficthe1:traiisfer 
1&rnm~a te will "be· forwarded mrect' to the ·office n3;:-:-origin'.,, A..·· copy"of7tlie";cef . 

.. _. . ____ ............ ;-- __ ...... ·---- ... ;·----· . --··--- .. --····· ----- . _ ... n: 1.;:1~ .'t, J-~00"t.Yi. 
,tjfic.atf _.of_ tr;iµ§lf!n:_w:P! _b~:..:r:<?.t4iJ~<! ~!JY _~.as]! __ q_t_tp._e'-offic~.:rs. -~-<!_nc_~n1~q. h ,Ji::·,"-·;!":. 

c. Whenever a, registered document. is removed. from its. proper place of cus
:-/1 l ·- 1 " !r~~~·~- ~ .. :r: r~ :-.a·. · .:~ •:·· .-.•:.~·•·'.: 1•·;•11t t· tq•):d ~ .. --.:.;}.r.r .. ~ ... :~ .'i-t •. ;·, "'!: -'-r; ·:. )"!t! 
tody and issued to another person, the custodian.will require a ·written receipt. 

:' '29. ':Pr~s~db~d Lf~~J~' '~a'."wal'b~'ik~t~~l\>t 'i_i,i{rn':i··N'o:'132:) (R~~ord C:i'rd~ 
Jn 1rl-.J"t...:-:\ "''L ··r ,"1 ;, :~· ··.':t '.,"':<:~:' '17~·.r.f."41~ f1'1ttf.t ~f~-! :!"•. ,t .".'1·-:"l1··; .. ;·~ ri-·tn·~i· 
Registered Documents · and Devices) will ·be used' for recordmg all temporary 

.'>•'1-\;.JH'.~-.1::~1 ·.i~i •. \"-\ .• ·' •'i·:..-~.~·~·.'jfi"'''·; .~·>;·r,:~ ~.;1 n\-r:;<__..,i.H'.1":,·\\ ~ •)\:.j .' 1f .. ,.,.·\ .. h i.:...i!•';i'·1:;11 
transact10ns.mvolvmg an mdividual·regiEtered document: -

··1\.·'U'·".·.!} ·. :1'-Y··"t"'.'I, . ·lr..-~a\..•1.\~-. (T ·~~_. 1 '••!tP ii; r-.-,. ___ ·o--;.~·- •.. ~- r•·-·~:--~fi·.:• \. -"''1 
._, 11 ~:'.~ 'Y-~5 ~~P.~~!~f-~~. ,~?{!1\+'1" o .. ,.p~ :~ ~~~?.~~, ·g~~~ ',', ~e?r\s~ere.!1 :J)?5upitnts· -~P.~ 
~.1f?ef;}~fS'7~~~~10~>.; ,~}n., ?~ ;.1{~~~ ~Y, ~~~~, ofJi~,y~~~~mf .3; ;(?Jls_?.lf~~t.f~t :~p~r~, ~f 
all transactions · concermng registered documents: ' It· serves as a · check to 

-11 (f ~._, ... ·1:,,. h•- ~ "''il •t:t(J-·--·· r7r ... ·.i: !~..-"I· 1-.;)•:-..:· .. r~t -:~"'"'I''.r·r·"·"' ~ .... 1i ·•.,. ... ,.,.. ·•i ;.,,, ..... ·~r 
preveri.'f :the 'undiscov.erea "loss of tlie individual ·card;"' war I Department' Form 

-$.! ~/rt!·"·l'f··~:.J'="' lUVT rit" 1
) ·~q-,x:p1 v~ -~ ... f-' nt{j,...,..1iJi.·1·..-..-r· ·l'f\If f,f f· J "l-1 '· · "' -.,(b r..j "'I:"' 

N0:·32:·~·;~ ,.Y ... ••' ~· ~i· • • ~- •• i .. ~ •. ~.-~~:-~~-.-.;,·~~~~:~l~;:.i ;. :" ~ 4 .1°rr~~ ,.·:0 ;-->f::~r.··,~f•~~.~.~: 
··'c. Wai' .Department· Form ·No. 34 (Seinia:llriuali.;or·Ti·ansfer Report Of)Regis· 

... rb:.£f"_c;.r '.·:1~/J-\;~{t 'H) l ... , ·.~3/•:;'.'~ ......... ·-:·;~_., ;':'!J-~-Q!l hq;r1~l;·_')·"l:T fli° ;·._1;i '"t;.· -·· ;-"~ J:-:, (\ 
tered·Documents ·or Devices)· will be used m·transferrmg registered documents 

lnj·_r ~;:.,. ·· ..:o:c ~'"~:3:f ... L"' ·i:~ 1 nn·::ur1~ .... ,,~., ; ~ •·· ···J."t..:1' •it) .$'Y-11J·;!J·.JF~ih '.1.:l .i.·1·1."~q . ..i ~r1r~rt1.i)IO 
and m reportmg. the semiannual mventory thereof.·.-•-;. . : · . . · · 

.).J'Jhi~....: W-!.i ''J. J;.'t"' ·~ ,.:;H ·.-;.!..~·-'nfi1;.: • .::{~ .... 1"l· : · ... n ~ ... ·::"",1tr9, 1!:·)•J:Ft i-_1ttC .... 11·.!..·1; 1!:/tfl -:-·~•n'~ ·fl t:•t4 
'.~::.f~i· ~~ '(,lf.i :h!).ti:u~c·h .J:;~,:~,~~1-~;~'Sl ·~n oj ;. ·;::)·~ .. .:': .C.;11i~1 "r!):i.:.:.~ 10 .

1

.-'.: •• jt,1r,.l;~t..'.)TH,':) h'I~~;~~ 

.l12 " ' 

S'.A:.F.EG.tJARDIN.G:..M1rnr.r'.irnY~>ii,NRORMATION~ 
AP.;:: 3go:;,:;5.: 

30:..:33: 

f.rJ~;::::·.d:t:~.J<;~ ·~_:;_; ~.·J·; .. ·.~~vvj· :.:.:rtli:SEC':rION:.I~ j!H~~,~·;·/~i: .:;:- ,., t .. J ·,l) ,h~,: t ~;.;:; 
'.. ~;~{ '1(, :•t.;rt; ~\·-~~ t-;._i,,; ·; .:'' >L: ·/· ri :l ':_,. ~ .. :_, "frJ. '.!•·. ~l ;· .'} 'u:1 ·~·;: ::; ;;3.:_~: , <:.i -~;:, ·;~tL (, • . ) , .. 
... -.,·. , jj ·~- ,, . ·i:; ,.,. · CRYPTOGHAPHIC .. SECDRl'.rY. ,., . . . , 

:.·;f;;fj;a~i;:~~?:Ji~;i~z~:~~~;l;~~~~~;i:.:.;:._;;;;;i:~;;):;!.:i~ii;~~;J;~c~~~;f!;jr~f~ 
·~'Personnel authorized to perform cryptographic duties---·.::L.:.:.. __ .c:.'i°~;.!..:c.-;;-:!.!,.o;'--~:-':-~~!r.~32: 

• . ~~~~µl~~r.;~~~i~~u-W~~l~~~~;;;~~\G~;;~~~~~~~::~~.;;::~;;:.:~~~~;;~:,~~=.::~~=~~~;,~~~-~.~~. ·Ji. 
Respons1b1ltty ·for class1ficatlon of• messages_::'._'..!_.:~:...:.:.::. __ ~_J_::_ __ ::.:.:._!.::.:~:..-:.:.~'.'::.~·---:.:..: · 35 
Dia'fting ~ ~ -m~·ss·a·geS.:.:.:..:.--:::. ___ .:_.:.::1~·.;. ~ :J_.:!_.:..~·:...~ .:t.·1.G!:l.<".:i _ '...: _~1_ ~ :J l _!.:~ >J~ '.!:...'!._1~.:: ..:1-_ '-;.'1.r.:.. ..1-~X.!.l~1i::.:~j _;: • · 36-t 

''~!~~~~~~~:t~~~~!~:~!.'.~.~:_~t~~~~~~~~~·~~~~=~=·~:~·~~;~:;~;~·~~:~~;~~~:~.~~;.~;;~~j-~t:~ 
M~~l.1,~<'.1-of 

1 
h,~n_dli,~g .011~g~npg. secre.t .m~s.sag.e.s,--,--.;---:T:--.;-.-;;;.----.-,.,.::;~-:---- 7 ,.::, __ -;;:.-- •· •. 39' 

Method·-of ·handling iric'oiriing-secret·niessages:'.~-j_:,}:.::..L,!:: ____ ..:::_~':!;=~~-::.:..:~:.·_~~:::::...:- '40 
· Met!lod ioi':h:andling !oufgoiligcand. iiicomirig'.confidentia11messages:.:!._•.:.Le:-::_c..:..I:.Jic.3~'.:.· '·. 41:• 

Metho_d. of handJing restricted. messages..,--------------------:-.-,;..,·i,·.:.l'-~.5~/;,-·:.C,:_;;.c-.l"-.:.:•1 .4~1 
q~1£ni:~~tj .. ~l\ c8~~e-~.,o.~ :<;~·~P.~?g~~H~?'t-·.I?-:tsl~~~~-l~1~o~~~bit~1d~7".:--.-1t'iii~.:-:~~j-r--~~~-,~{--:~::~~ .~43 D1spos1t1on ·or destruction of registered cryptographic material:...;..· ___________ :_ __ .:_ ___ .:. 44 

, ,. , . j ' ,.- •• ,...,._ • ., ~)r ·'J.tr..l'-, 

.1§.9·I·;AH ~hpr!,~_itti<?l).:J>.~ 1.c!Y.Pi,c:>g:rll'PJ:!.!P · ~ys~~m§;IT':+it;~()!1e~.:1ciB!1~r~:, !li:tcl_:;~iPP.e;' 
devices intended for· :use in the miliJ::al'Y.-:i~!'mY,ice.lw}H,;9,~ ,!lu.~J.wrf*~!lr.oniY; ·bytJh~• 

- ~:;t.y~_I?~Il'.~J.try.snt:i t FRrrifRr~r,,~1;i.n·:t~~,f\~JdA~!till)g; 9! · J.V~r:)~~s ;a.JI.tlJ.9.rJtY'l~m~ be 
:·.delegated to the commanding gen'erali ·GHQ, arid may be· delegated to· theater1 

• 1 <;Q~FH1J1,d~).'~r, ,i,t,nd.; ,t?1,·;0.V~J,'(3~a ".:!!ePJ,l;f,~Jl!.e~i~r.:<:<?}'!!mlJ.n<'!er,s ;· fQ,r, r_ilPf)~h.11,r!JS~;i:~~h.i~ · 
their. departments. · · . · · · · · · ' · · ,t·;i-~~~ .,. ,-c1· ):c 

. ;..3.1,. ~,~~i;!'a.n~.1 ~~~- -51~· ~~th;q;i:.iJ<ecJ.,sgd,e~tt.9J'l;>.iJ'l<,i.eP::~ .· .• '.pl).e.;.u$¢J.Qf:·.!l»:i:11-~ ~h.ori~ed 
code, cipher sy~tem,:~.<i~ r..GlP~<1r ;_. q~yjf:~.'. !9.r-,srJ)pj:,og!'~PlJ..i!\g: ·P..~i;~Ql.1til LI,I!;~~sQ.g~~·~is.t 
.forbidden;:_r: y'u ·"iorf;~ ·'.i:; :,, .• i.i··i; .•i,·--.m"Jt O:b ··r.· .. ,,. ·'I·~ <'.JfJitt•'1f·P ,..fi~· T 

':32'.~ Pe~soii.nel 'autho~i'zed t~ · ~erf'o·~rii ·'ci~Y-Ptogr~;liic ·driti~~-_:_a,, · Se~;et~1~~s-- \ 
S,0!J,f,.~~i)J;'.'1!'l',1 ~~Y::PM~X:~Pffing~:.!lHs!fages'r~pt§g,:;aP.lJ.i.l!gsP..f·r.@e~~~g~§l:.~(,fo~si_~~d.:::~a;· 

. 's,e,srepjgvt!\i i!!!'l cP,~!:{ori,n~~:i.'?Y!Y..( l!Jlcj.!:)f :.prn,,Ql_r~gt .!ll]P!):i;yi~~!fr.9!; !J.;iCQn~µ,i_issionett 1 
q_tpg~r,97}J~i~,W~fer.l!:.W~i,tl~~f t_)ll.~i~~!!~~I oJ;iw;s·i;~ J?~:..<Jo!1~ J>Y1i.co.mip,t§:.si~m-~9i qfficeJ,"_fi,i 
b,p,tHlJ.Etn<;oB~H\~diWr ~Y!_c~i;i}P.!l:~d!!i·.h_Ul:\<!is_gret_i9n _ay.tP:'?P.~~g gy,,~a~mfi,.Jn: wr!ting;i: 

tits : pe~grJlmHc.~;,·!JY: i:::icc~P.ti91WJ!:Yi>irfl~ag!~ :Wll;~tl!!1.~;<.:~ffl<;e.i;i;;,,: e:i).li~t~Q.,.,men,< 1 Qr1 

c~EfH~;i:t;;~.ffiplqY,e~~·:·-.::,~· z,.,_,l :i·;'l, fiui; ·.u~1Hfa,1h \rl ·1,f!'•::~;:;rr' Ili\i ~a,{rg~..rr L .ii 
·;:1.b. Oon,fi,dential niessa,(fes. · ,.,;, ,, ' 1 

• ;• ··11 ,f:.Pr1ir···~t; ~lr{1~~ c.,,-.: ·r. ')·~-~ • -,r.1:.r · j' 
'" "· (i) at all·headquarters· in tinie of·pea~~ ~~a\1{ ii~iuq;~i~.e~~ of'~l~i~i~~s, 

~r,[9~'I!)- h:(;,·.r~r,p, .... '-" ·:·1 ~~'"';~··~--~ :>i .,.:~jr~r·.-:-f·:·,·.,.,.;,·t~·..,._ ... ·kr(f.·i ... n~-~·-~~·y·~i- J 91l·'if.'·j ':':' 1 

c: -~· ., '"' · . : and larger runts m time Q war, th~ <;>ryp_tographmg· and decrypto
.... ,..fJ'f.)~ 9P,rT.-. .·r·1.\f{r·· .. f-~· ·;:-f-i: ·-·:n·,cf,·.'1--/\t•L1r) .. :•,I (J-1-.···J 'l'-~..<'d1-r<T,{W.,rf'l':r,<- ~· . • 

· ·· · .- · -. ·graplimg· of confidential messages will b·e ';performed· by the per-
:·tf.l!H. ;, _:;_<' · ~sb.ti~P a~1pt~i'c'iiiliea'£ilr seE~ef'f£1J~s~~;efs."''t;,;;ti~;L':i.<> ";i.:.·.:..· ' · · · 

·, · r)n:1t1(2iJ'l!~t3'ii1'h~a'dcl.ha'tt'tr~: '6'i. 'tihits'; ~·mai\bf! ifiiari ·;t\iivi~i~h1'1ii-'.tinie · of ·wai·, 
'"-'.· ' · '-'-messages classified as ·H;ii.ffi:i§i.ual.l~ni'1:li~1 'ct~:~t6~~1i'bhed 'or de-

-I' _n.. .. •prt:\"i'1f fl'J?.r~-1 t .. f n"·:i.i· ... : .,.,, ~u,:r:~1.·t· .. ~·:rn.-r .. '-H'.·:· ... _...11ni_., r·~~:-11~1· .• ;,, ~"r Jt'',)ri··'" ll"{) · ·· 
·"" · · · ·- 'cryptographed' by personnel, of. the cryPtggr;iphic section· of the 

:i·. • . '. • message center. .•.£-.;.,1){ H.6. V:ti 1;~Jh:>1do11 !<! 
•-...-,j,,.<-h-tr'.lr~ .• ·•'"'f ·~ 1 ~.,1··~ "':!- r;. .. ,...._<"•"ti'.} aJ "l"lf"';'~~f~ I',....,.(.;~:-·.,-· ·'>1(·'Jf f'"')t:-'v' j:._} 

•: c. 'Restricted·messages.~'At all "headquarters in· time b'f p·ea:ce, messages classi-
' fled ·asrnestr..icted ·""m bercryptogiaphed' or.~decrY.iitograp~e~"by•rpe~rsonnel:.;w!iose 
j~utie~;·normally·~eq~irei th~.i.perfOrm~~cei:of. thi~fwo~k'. ,~~U.iit~~;, ,(;;~ '."1: ,; ~ r,:i-ri'·:_J 
. c'J:3~: .. ;_Cry;ptograp.hiF·;security:,o:flicer;-:-':;a.•, 1.A.t'l'each1rheadquai~ters :maintaining·. a I 
l'ffiessag~ tcenter·.:therer,1F~' be· iucr:v,p'fogqtphic ~seclil'ity' officer:nwhof•ordinarily,1 
w:ilUbe !he1.~officer• inc:ch11rgei of, the .rmessage7,center.r rHe'·::_will >be .the:~cusfodian.i 
of•1CrYI:itographic·-matedal-.and :,will·' be. resPQnsible fo~: all :measures::necessary! to:: 
insure,,cl'y.ptograph!c,.secui'ity:r.1L !ell Ifr,7 l!OfJ!.:i'.WP ,1!li ,mi'!!.'>:n·r ;')!i~,.r;•1 t:·i ":'1111I 

~1.b~:flf 1the cr]7ptographic~security, 'officer,(belieY.esithat;riiJ. ~view, of.;Ms *kiiowledge,: 
of other messages on the same or likc)subjeG,t;rn;rmes~age! has1 be'ericincorh!ctly.i 
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cl~sslfied, or if he believes that tile ;reg1ifations· g~·~·erning' the drafting ·,~nd 
classifying of the message. have been violated, .he will request the originator to 
make the necessary-char!g~ii~ t:hi?"ine~sage; di.;' ifd't~1~fiissiflc~ti~n. If th~ orig-
i,9.jlt~~:~d.~i:s ~?!.so:n~1i., wHh ~~e- i:eq~~s~ pf t~~ac.\Yp,~p~r~PN.~. s~su,i:.~tYr.~<?P.Js~r,,· 
tJ:i,_e 11/-a tter . ~ill .. ~e r_e_ferr.e_d Jo. ,t4e _com.µmnding; o:fµcer,"pf, the:i headquarters. con~ 
Cefned ."for. final -deC'ision ... ...:··-------~E'Ji f ~rf1 !J;lh ·.i 0 ,jf: r.·1; '1.; ~o)'~J' ~· Y 11!:..:.1.:;01ijf;.; t ·::·nnn-;(J~i 

;::c. · Cryptograp:(i.ic·duties-at: any ·station· ":"hern~~r~ i~:i}'~;·r.e-~iiI~fly ''~?Ii:i3ti~}~~e.a; 
in:ess~~e· cepte(~m be - ·-p-~rfifr}ii~.d bjJl1~ ~prigJ}iiito?~-4i;ti~?m~~-sage, <>x:.,~Y~,'P.~r:1 
sopnel esp,ecJaUY. ,desigJ1ated~ by,_._. the .. com~an4,ing:~o1Ilcer., .. W.hen;r,cr:Ypfographict 
1\'ork is. th tis pedormed,. the files of Ji teral plaili-te:it •lhessages•and of "cryptogi:'ariuil 
niiist· be kept-in 'differerit·safes; ~-·- .. .. : . -- · - -----;----:-::---·~-- -c~;;d ":." ;,~, '' ~" ':r: c. H·~ 

• - • T. 1,~~-~Jf'.~·-j'lE)l"""'"'"';'1.l·•"- ....... 1·)·1· r-l ... I_;'{""\~. 

~~4~-~our~~~~ ?'f __ ~_an~:er:"!o :li:~Y~~·o·g_r,a:Q~ii;se§P.riti~·, L~'.fu~t~t .~~~f;m:'is~;P,~8~!~£( 
S.Qurce.s .of dang0r . .to."cry.ptographic .. secm:ity,11arise: from\!Yiolations: of·.ropriuciples; 
governing. the-follovv:.ing;-.: ... ____ , . .:._; __ :,:_:_: ____ ~~<-;..:L;i:u: ri .. 1~fo. ·• 'r.,;;.,u.J i» 1\',•Jl'>'l 
1; ~. The~physical ·sechrity: of ,i't~Wfii~~(l':l~(~.'Pii~;f1{~},iaog'iigrf~ii'ii,ng.tto'.tli.J 1 '(£f'Y,~t&,·~ d" 

11 
.. __ _..· ...... ,.._.1_ ...... ...__ ......... J- ..... •~·.f:!).1 •. -i.J..:)1.,...,_ {t.,\Iil),'(.•;..i 11 t J.~i..~~-~ J.S"\- ftilJl~·· , .... H~ p,_, t,J),_.~..-_,,;~.u. 

grap re system. . . . . . . . , · 
'!' 'b~r!Th'efl draf ti:n:i 1of ··.fa dioghn;isp:' ca blegf'riiiis~· ian'd.q fel~gf aill.'s ~ anli'~'thefr '1cla1'Si ~ 

fica'tfoll a}; :§eofet/con{ideritilr:l;~'fo'Jcjiestri<fteu}llii.H c)jfa Ul id,; '.co'- ll!jJW•,;) '"~)f .• •'..f} 

~~ 1 c.1 !.i'Jie-~seiecfibn ~6JO 1 me: ·:~:Pec.ific~rcr§i;if(;gtaiiliic."sysfelji: 'l:an'd; tiier1 ·a·c'fu&1 ~f'<fhI>fM 
grapliillg:)-1 i>:.AJ.µ~:;;i::~} ~.:;(( ·~~1-(I l>f'ff: · ,i~_Ua·' t;.t_.-.r:itr.c~· ;Z1Hfir-'-.;' .. ruo') t.,1:;- oJ ]).:; ~ t!~~rJI._1!;. 

nf<i_JiThe ;<liarfdlihg,;'and '·filing' 'of ;1l~f~~~lf iparapifr~se:'~nd .:cryptogfap~iC'!versioris'l 
of messages. . . '· ~ . ·· ' · · ..... ~'.!.·.' l!'j.,1.;,f:Jh :!tidJ 

ri'e:' Th'er.iireparation! ~fJiirtfor:&a:tii:Jn.l cotiies'J~hJi:-press•reiea·se.s1:ih wliiCli' tli.e :~&n
tehts· ·0:1?cr;iiptog'taphtc m~'ssage~i·are-'fo'iliilluniEat'ed'•fo"<6thers.«11»; ,.,,, ·nh:.1 t) ,';fw1 

·- . f. The seiection of a ~~ans of :tfa~smfsslon ~nd the: method's used iiJ.is~!i(ifog;t 
a:'lli.essa·ge;~1 .~1-· ,.. ':h1!., tt.~:~q;.~~tH·q·~-i:a_ i.~:r10=0:str-«,,j ~.bc~: ... ·:.t:!.i.U.tl Ieri·1.;.Jt.::;.'? .. ~~ 

•:. 3.5i· :Respo~sibility,f 6r:c1assificatic!ihl·~f1m~s~~ges:"·• ~!1iwitb'in :u1e hbli.ta fioi:ls' 
:Presci·ibi:?d · iii''para'gra1M41b'.' tlie l.<>riiii'nat'or '.iof ta~ rii/;Ssage·1 ist'J.!espoii!!nfi~·,-fo'i,. it's' 
classifica'tion;:' u..hiess•:Speciiil' Ii:ist'ruc'tioµ~}: goV:~rniili · ~artic\i!ar>~cases; h~ ve-""i:;e;;ip 
'iec~ived from·· 'higher a u'ufori t:Y. 11·li&'tfo:!:l-1scl 1-~es~onsibfe''ior t:lie:':firoiler'ma~liihg! 
.of)~h·e··tiies'sage~oeforE!·•fotw:iraiiig'l,'it p5J'rJ(fpt6g~a~hifig::afid.·ttansmissi6ii:~,q Ml 

b.' A message will invrirhlbly be cla~sified ·and marked secret'Jor'[·con/1d:e1mail 
.under. the .foll~wing circumstanc~s:. · :·. ··::: · ··.~·J1:,.,i-l: •• · '·• · ,•.»~1,,di) .5 

;,~r!i ):!.:i~\d~1 °id 'r,...·;6J J ra.::ll,~1·:££ :ii~ U1rB '_;.,£~q lu £\l:aU -·!lf ·~:':i~ifi. ,_ ... pL ~!·:1r it~ Jl: ( ~:~" · ·, 
,..,,_ 1 '.}~2 ~~e~tJti1f~.p.tt;~.y~.J.n!:?.r;i1:%~9n,. ')VQlfA . Ls. ~i;r5~t ·fl. s~nfid~nua1 except 
-~ :o, ~~'ri: y;r 'YJ.i~NiRFir~e.<J.18!1/NP J~n2,_~lff!'f;-;:;t.\>&ili~H~~e •s/.gi;i.~tur,e:·~f the send\)r. 
· · The originator.~W~!\,,PJ&f~0~%-1 ~21~S,'J§,ip.~:i;t!K C!lflPAR on a mes
;u~·,1 l•, , ii;: fl}ffe. ,~W.~!, i ""he1n nf,l}P.~~~tlt..Sf·. fJHP~Wi~~-W:\}~.,·;11f. ~~Rreu~fil:P_~rtance 

~' :· · . than. the disclosure .. of content. · . . ., , · , , · · 
-~JJ~ '};. i: )< Ot.,,'!.~C 11,-T) ":.}q lll n nq-l(\:._l ~h\H',., f 1U t19ltf .. ..f,1'..- ··- ... L !.-·<H[ . 

· . · (2) When it.contains matter the transmission· of which in. plain language 
~t !.:. 1t{i l_iO' '}'H1 :J!tip.t~' ··.;_111qt,TJ 'Jhj HJ t'JUU\rr7l~I.:. • .. U. ~ .. ·.n:.n.;~L;q_\ 1·· 

. , is proh1b1ted liy .AR '105-25. '· ,· '. ..' :"·'.' , ) ._.:. 1.,_··. ,;,1 .. ·, 

.,,, ~- t;,<~.),µ '}'71;~ff t£e;,~l ~Pi.~~i 't.,s~y.}p_s,,~11,[)t}.1,1?:.e; 8f ~~n_t~~ '~~~t.r1gf}l-'..f!J:P~p:!~Si?P.· 
!.:36F,,Drafting.::lfu.e·ssage~.·:::: a:<!Routine, reports iahd>;imessages '.,whiClic ·must lbe1 

'given a wide distribution, .or.-.who·se: foritentsi niay:1evelitually,>·he ,fhrnished'theh 
- press,i ot,,.which coritaiUDextracts3or~quotations3f.rom'ia.•.newspaper; :n:lirgazihe;lor 

ai{y 1.other,)doc·um~nt iavailabie)'.to :the:,·publid-,will'· be· prepared· so. as" to '-permit1 
their;, transmission' Jitr1,plaih ·language :or: will ·.be ·ciaiisified ·as' restricted!": ·wlieh'r 
SUCh'.·mati:er is;:rele.vant ito the 'coritextr:of( a« coiifidentialcor.«secret•lmessage~anilo 
must be quoted verbatim, the quotation will be madeiin~·a:<separate.·messager,in!! 
a:;!estrictedi:.code> or,1.'ciph'er?JJai.Jd1,·,the'.~confidentialtror.·isecretcm:essage1 will1state 
t:qat,Jhe;:quotatiom.-isl b~ing.-seut:sepa.:rately:lif ~!' 91.w;; £1ui 1!u b'J)',!is~ ..... !! ·:arito lo 

" 
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·• S:A.FEGUA'.RDING 'MILITARYHNFORM'A'.TI0N-l 
AR': r3go:,,5:.. 
'41~5~ 

-fb;Cin/·tacticai> operations,) 8i1nulated·• or :a:ctuiil,, :.'All messages.•hot:rclassified, 
as secret•,will,.be .regarded as confidential but need not oe>;'SofmarkedJ-'l':'The:, 
proce(lure\to b·e·'.followed· is· :prescribea<in '.Basic '.Field1:Mimua1;:.V.oluilie:.:-1v, and 
irl'<•other. ·;_pertinent ,reguliltions' 'a11d~:instructioris1 is.sued; bi ·proper authority:: 
Tlie~policy. regU.rdmg'transniissiolitofrmessageslis.:as.ifollows: !; . ; ·_._.;,·,w: _,:"'-~ ;(1 

"Cl';Jk, ~i?' tiilik 1~f 1~n'i~~~eri~i)·~n'..ra'cffo. ~~~;i;;i'ii~s 'e~l:e'i:it ti~i6~tn'M~a1 ·b~10#·1 
o! ctl·v:;~ .i,.· .. r:1 ... ;:~;·1 :jf'J, ·•1 -~ ~.'-~ '·-~· ·i:, j~-~. ''J. . 'iir·;...:-· :·: 'f"f)f' .• !·11 ··-. r. ·~ .... i-. 

are transm1tted'm cryptograpli1c form. ·~hen t1ie t~ct~ca1·,s1tu,at10n-·is-
. \ . · ' ' · ' t I ' r'(~ l ~- • Ir< ~, ¥' .--, I · I If ~ ' 'f' t I ·. 

lo •. /m!'li Ula~ ti~~ .c~P.!;!)t r b~., ~pa~'.~d,. f qr i;.~:r:i;i~o~rapJ.:\!,ng;; '~p_d,~ ~?~~ J;he. inc· 
a, .,formatioii •1:J ··tie,."trfinsmitted; "if; in't'erce'ptea"bywthe"'Ememy;~ cannot 1 fie 

~qol~~T·U:. 1."1)-·.1!) _::·~1-i_,r~4 !E.R''· ,;;-r·;. '\"· ,.•1~i.;:··~- .. , .·~·· .<·12'-~ ..... _.v~qt.\"r::·~.;~>~;:.. J.,TU "N :q 
· ·acted upon m time to mfiuence the· s1tuat1on in quest1011,. a command-

i:o :J{:~~'-·'H)t --~ t'.~J'.'• ir'r•.,~c~·~ .. q:::· ,1'·(.;.·, :~,1·· ::-..'~t .i: ·ic..1...1V·\·1c "'·. Yh ·"~;ri··,·. · ... ,C"' 
. 'in'" .officer or liis :wthorized represen_tatp:e marorder·.~9.e. ·transnn'is10n·· 

-fir fr 6'.t~~'.'files1ia/i~ ·fn· 'pl!ii)'.i" ii('rig~ag~'. lbf 1a!r\ldlq'' stat\o4u servirtg%ls ''llead.t> 
ei:U 1H. r;~t~"!J;~{go~filafld::1-'~'Se~ pdfhgtap:ti:r'35b'. •.,'.0 ,'"i.' A 'cYiu, .;?.,; :·•:\ . .;-_,, fi'J 
.n-:;r_t:)i~~~~rr1;;~.~-·. ~: !'. r~}ttrt ::~.~ ... :._ l·~ \~~·~ · :x·-i .... ~(:c;i: ,--· .... :, 1:-rt;.t:n(~~ .. ~~ 1 "'.:l~J.!~I~.:L,. H1: .. ~~. 1T, c::~;J.fo 
I;1'J~. _ ,iyr~tho_g;, ot'.'4!J.n,c_Hil}K res,t;ic;}E;J_d l}}~S!).l}~E!_~:"'Tl~?. 1J),l'.g~~~V,r!'l .~o ;l](.l}g!J~ny;~d 

in;tJl_e .. h~J;!,<l_ling 1Qf _m,~~~l1g\ls ,!P,.!:',)*,icted.r£Od_e_s &n~·:S~PE!'ms,,w~J.k9,{( S,lf]l§tfillti;.3}\Y'l 
1;1!~..:~a.!lle,;,a~. tM.J .. PJ.'.e,si;rJ.1!'1<!:.~Q~ !~\>~f!· L11 .s9q,~gg9_tjp.l.;~P.<J1~,'.<?f J!MWH• SJff'.~B~}P.,~.~) 
t1}_~J :t;ll}~]WJ::<?FLCOp~~SJI!,~~d,_1).C)t pe~.li¥1,~t.()g~;Il9:'i J}(.l~~i~1!~~1PS~t£P.IDPSru~:1 J.i'.J;J:l 'i"\ 
:ii~'·.t~9_op.fiJ'.Wa.t!o.n &QPi~s JPJ .~!·yptg~rl!:nP.r;i.<}:n,i,~~~~g~e,,,,s; n_whi1!H~f\¥-Jih~;,o~tit~!r1 

ing by _a:py,means whats.oever of confirmation COP.!~~9.f;;!!Hl~M_,a,~s_;;f.5aH_!!pt}Sf~~,,~p,i 
co:deLO.li ;~_ip~er. t~. st_ri,£Uy PJ'Ql!i.Wkd:;i ,c::.iY.r:::,L:o1fo.rJ..»~t'inl :.;)' .r..:o.l:tuD:~:::~;11n '.el• 
J<4Ai-'.:.·I.?i~pg~~ tto.n_. or· <;l~e'!~l!c,ti?,n :&f:. 1'.~!:fi~t~}'.e,<;J.;uf!'~J:ll;2.~r!fp,}l-t~.2Pl~!.e.1a,~;;; ,/f.-.t 
Wheney~J':•!h·P_tff§<?n.::WhQ,:J,la,,s: tJe!'l.!l:(is,~y~d,r~gi,s,tsr..\l~r.~~Eteh9r;s9rt(?.~~~!~~l,£0}&1» 
clp!;l,er:~.:; <;iP.fl\lL:.(t~vice.~i:: 9.r:: :!'l_\l~l!ffi.e:g!:,s...;,:e~.r,1:,1!,iaj!J.~r:~P.~E.et~~' t J,\~~;l1Rf~tu,r,,,l:J!<;:r -!1J$d 
f9:r itJ;\~!ll;fJJ,l.f;)r ~};l'.ilJ'. r\lP!l~t -,thE:!. • ~~c.~, ;~Q, &ne·194!~h~ig!1aJ,;:9,:IH.C..1'.Ii · ~£ ;}RsHH:l:; C!l;l',X,j 
Qf~tMJ!i~J!IJ.:fQr<;\)I? ,to,,:J!!e:~ig1:mto:!!i_~e!:,,P!!,9·:c1'.l!ri'·.r; L1H «t.1.<:J!N.111 id; •ti <,n<.1;:~irr 
'.l:cb;ii:)V,l.i~A J&i-P.!i.S.~·Jl_e<;,qll!~JJJ:t~~lilY ~rW'?~~plf,:_-;t1li.tJti.':P'.Jl,t0~riw~Lc -0W,\lt~J,}g.l, }:~JH~ 

l)_e, s_µl;lj!l<;,tJtQJ lfill§:'.Q!:: <;,Q;rnP,F.9,,Nis~Af,\l.IJ. ~<;JC:i_Iffe';',11,t,~ . l};~\1;$t~&J?-¥,l~tH:/P.s,;Rf.tJHe~~~~l(fa 
will be_ g~strqyed. by~. bµi;a!.lfg,;.1~.P.C!fath9 S~I?~~R1 1;!1.~!:4Jns~i ?'& 1?.~~i,~l'l3l11~~n:~ ?L~l 
<!~$.t!:Q~~Q.r~~Y;.~~C!tQ.S~J··9Srr.gpaj~:{·ic~ ..... ~ ~~~ .. ~·.!..:-~::;~· ;..; li.~;· ·!.lJ.tJ ·tot:· ci11..:Hn~tv1s.i:· ··.:~, :~ 
-r.Ck• W/1~!.1.c !.£1..:YP.~9gi::i:I>li~~·i .. (iocJiw.ents'. ·~or.< .4SY~~~~.-.. l;l,a,xe .~:~~.~?ffi~;i u:a~~~vi<;,e}lp~fti 
t_l;iJ?mJg~Jg~g!1u~\).:.:!:!NJ1~5A;'?~.::·Jl1e~5 ~~:ti.1.!!cc~~f.~t_. ~Y,b,~~ ,V!l.lSedJ~i\JR~ ~~}.1;\1;1~> 
a_utggrity,.1 YJJ311fJ~:·::r::~ ~ '!.i lJ° t ~:.:tr.-: .!,:.\-;:: ·~ :'. :1 , .. "r.~,.~·Jn::: · ..J!:t iJt:;:L·jJ1i.>;ti.u2 ·\~u .. f ·i-:.f£ 

~ .. --1~~ • :r- .~SE~:~ON;~~Y.J j~) riL.~t _:_,JJ ~J~ ·~·Y;fitu ~hf~~ui;~yttYi. 
'.'"h•/~'. l . - ·. 1•: t '• ,.·. • '. • f "-· ·· '• .. <.,;•.'.••I ,; . 

----------'---· -------- li''l:Hf9'.l-l.d .. MATERIEL:.'! •}l.j Jo ,ITO.itm:9H1~-1Ii)'.I nl 
Jn!ft1:,~..:~1 0'J. •!'fl·:•; ~ '' . , . Paragraph 

(Jn:t:>r1te n 10 -A'tithority.-to classify __ . ___ :.; __ ,. _______________________ ~·:.,-!.~·-·-·.:_.:. ___ ..: __ ~~-o:::..·~::--- . 45 
, .N·C:tifi}f~ii6ff1ofrrJllt~sifitat'ioA{: otr:feciaS'SffiCafio6ni:r:::_!~~~~~].1~·!~-;.::;==~=i=~7'-~.;..:.-~ ... :;-.;:;:::::~--: . 46 
~~R~'Spttl~hbi~if~j:_for::t~sareguardin'g 'fec~'~icaIJinforniationJ __ ~!!~~£:£r:I._y.?-~~h!!.~.f~~r._-:.:~-- · 47 
· · ~lassifi_cUtiOhL6~ ~p.~o,rl!1Q-Y.iqp.l '.!1:9FQ c~~!ll~~i:tt~?-·1--..f;i.r}p~.::--a$-1-:~-f~Jf,-B:::-r..;.:.~-~r~":".1.--'lu--:.u:r-;::~~- 48 
· Dis~em!nation·:of .classified technical information ____ _: __ .:_ ___ -:'-'-.-~_-;:~~iEJi(frl'J·i-;;."':';-~. 49 
1·Inv1tat10ns for· bids• and ,c_ontracts_,_ _________ ~--------------,,---'-----~-.,----·----- 50 
. CdHJJl~&tib~~1 With; rflSUJli'S{~ie "1£iiinUfac~·r·erS...:':~J.!~~·,)~~\J __ D;,:!.i1~!.~¥!.fLg!!_..:11~:_!L.!~- ___ 51 
.J ,.," " ..... ~. ,•~,.,(.~ -!· -: -··., .... ·.~ - -t -t' "' 01

' ~.t • rp 'tr·r:r;·Jt(.>•f~, nrl• <r;r("fC.·~-."l"'<"'T 52 
Respons115Jllty~of .Al'lllY· r_epresen awes ,or."ms~~c .,9'~.-~--_",--:---.~7'-_--:--.--:-;;.-.+--·-'-----~.~-

. Res~?~si~ili!Y.T:of~:.Gover?m"lnt,, cqnti:~ct~r~=':;-;--;7"--.h-,o:~";"'"'-,..-~">~•~C-:;.:::--7,,-.,-,f-:\-.:,v'~-:: 53 
1.I~.§t~.:,P.1~tf!P:~~fi~<i 11laJ~fi~}r!-7;-,-t~.:-~j-1,-,-;~"J-: .. -,,~-t:=-:n~-r.rj•,-:-lf0::;;-iJ-•rµ1.}1s-u.r-i1IfrJlF:;-··it)!1Ifi-- 55~ ! Public,·display. of ,class1 ed'ma. d'I~ ---.~~-------·--.,.-----c-----.-----''--"---'--'---~-------' 
Release of. information --Or saiet.~o:r: 1ma:te~iel~JJ_t2~L1l::~E:.-.1.9--?l~~_1~~-~..:~[~~~\.:•JL"i22"~!.?-- ... 56 

, .. ~rrt~:.i {;U·J:t ~,f .. b:1v(Jf::i1i.') i~~i'."J. ~~1:" HJ"fi'"1•;t~ ·i1 ,.._ !Ji~n f)~IT!~~:.rt'l~Ou ~·~rf'£ .J5 
" '45.~•Authority;·_to class1fy.-Whep.ever .t1i~. chief of an arm or ser.v1ce .respon. 

"'fl.:..i..-;: 'lv b-':.J'H;;,, ... tu...-t ;;-r! ~o "'Llf; 7(1 'Jf\ ·10-t')r~·1 Pftd·" ··1r' ~i~1•Jl.H~t 'i,.~"J'. tV:d -H~7n~d'' t• 
fl,ible ,f<;>r.'a · res~arcJ;l.,pr,oJ~t 9}' fC1f ,the d.~s1~•~,,';'V~lopn;ie~ ,~te~.; rr .. p~'? .. uc IOU 

O;_:'"~o"~ ~e~eh'f'r~~-aii 1~riic1e··Jj; ma't~rie1; .o-i a ·cJfri'poii{ni: tl\.erJJf?'slliln· deter. 
-1.itPv..i l!u ,u1:;1'.li1 vJ D·YL1· J.'j. :"'ri•·J,"11f! .·1~)- ~·V~J.t·{~ ·.n.\ ,H-~.rn,;~~, 1 ~1nt ~.;>C(L"t;'::T 

fmi!le· that:·the maintenance of anY. degree ;of secrecy regardmg. t1iem ·1s suffi· 
;::J.lL :l.J.u..n E:;:..ud.!.u'"Jt~d.;.; ·1\."t tc.•.Jt(~,;,..u 4J~=~~idt1~ ,J.!OJJrt..vqruo~ ,· . .;i{!' . .J.ti!'.Hl t1.:.il'l9J~l~H') 
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·.: iiuggestiom or'.:requestwfithe ccompany tending 'to 'preserv.e.:.~CJ.'.ecY.·1 _:If;iat. any 
tipie · condHions 'at any _plant,. or _any,Tactim,1:·~of·.3'xcompany,)OJ:l·Jits1 ell).pl_oyees, 
jeopardfae~·the. ·s'ecurity: ·of· cla_ssif!ed•,matter ;pertairiing1,tg. Jhe·,.w,:a:r,:JDepartment 
or::.vfolatertM: ;provisions• ;of· .tlie1:Espion~geJJ:Act,J:·the: ;\rmymrepre~EintatJve · or 
inspe·ctor,,;,will.request:thei.contra~tori.:to,~take,,prompt. :remed.i.a;l. action·: .. If .. ade
quate · precinitionary 'measures are. not taken· immedJately,l·"lie .. wiii _report 

· 'j_)romp·t1y.'.toi the! chief,~of · the\_arm·~<br · s.er:vice co_nc~rned ~an;d,·; iJiitlle . situatfon 
requires; to 'the' co!.llmanding"general: of. the cor.Pstarea Jn •;Which~the ;item is in 
pFoc~sS.:of,.1n'anlifaCtu-re.!Il \~d ,'-&;'i.11 L~t~' 1.r~~i'!.. "'."'iC' ·1~;."*J fu .. ';t ,!.:~ L'L:'"·,.! ;~~t .t j r :-(t . 

· · · O~!.: Wheri.:Arriiy .. ~nd.-Navy;iilspectors ~ate on; duty', a_t· the same ,pLant,-;th~. Army 
ii:J.s~ectoi."wilL coordinate: all; ~~curity measi.lr.es_ :with. tl!e1N~VYrin~pe~tQr ii).; order 
to a.void cont!ic'ting. demand~n.U:pon1 contrac~ors. r, ~-;,: .• ,,,~. "' . :•d ,_,~ · t~s :c ?.; 
L53:1titespoi:i:sibili tycJofj· Governineri t .. con trac.tor_s.-. ,a" •A", PK!vate _; ii;t!'lividual, 
firm~'-or,:.corporation :WhicK'.ell'ters•finto a: .contr_act; to;·e.ngage .in· technical· work 
fortt:he\Wa1tDe1)artnieiit ~bec()mes: i;esporis(ble .·in ma{t~rs:iwH)lin°.,l}fsr ~~jt_s con
trol 'for ·;the:tsafeguarding';of.fall secret(l._confidentii:tV9r •restricted::·~atters that 
mayioeI discfosed. :or ,that .. i:n~y !~e · develop~dJil!· co.n~ec_t~~n th~r~witl;!.£ri::A·i~1a1ise 
to "thiS effect·!Swill. bBAnclttded~iili.suchryil-J;contr:'wt,:rbut:;ritsJ omission~11wilf not 
releii'se the<contractor froni'-hisl'fespon§ibility,Iupder(,the Espio~age '_A:~t. c ' 

· ,;.;b.i'.©ontractors~:are:,resi;ionsible3thatnall~ classifieq1pmjectsHallo.tt~d1 Jor;S)lbcon-
fraci:otsvor: ageni:srfa;re.:fully.i.iprotl_lcte_d·~by .·~a· ;similar ,agreemen_t:·r:' .1;; ~'1 '..,, ... 1 ' 

J;o, Whenever. Jfor•:anyifreasoni!a •. COl).fracbagr,eei;nent; or;"subcontractti:-has been 
madeit.which: does.;~iiot< ·include: w: sectiritY:ticfause ',buti latei·;,is: ··fotihd;: to jp.volve 
s~cret/i cohfideiitia:I, ~or. restricte(I; matter;i.;the.1 s~pply,,·ar~ ·.or·. se1,;ic,eilco~cerned 

· will. fiik'~,'Jtl1e'.rnecessary1Jsfep's· 'torinsU~fetithat.F.the .1'>ro.iec.t ·.or work is pr9perly 
Classifie'd.iarid · .thatr the1.co'ritra~tor; ·agent,iJor. 1 subcontr~ctor. uis informed·. of the 
ciassificatiOw and·•o~;.hiS·resporisibility,'.in: ihe .matter.'•:: ,,:,g :• ;.;o:k•li~ ~:./'~i:: 
:~~54'. r.TestsrI·ofvcfa:ssified'.>ri:lateiiel~'-:;-;Tests Qf rdassip.ed, :materiel· •. \v!llt;b.e ade· 
qifatel'.yJsafeguar.dedt:;byr_anilresponsible~·officers. c:.:: 'J.-, :.-1 B:rli "11rr,·1.,:1 s·)c· . . ·u 
,•'5fi)-.'!Pui:ilic:""displayJ·bf&rclassified) materiel.-,,a. 1Commanding,1offic~rs-'.ure re

. sponsible::thi:tt:iall cclassified'rpabtsf' cbmp<inents,,~or' features.~of;:in!lteriek:are. prop
erly ·safeguarded_,•dming.vmanefivers;tt:df-ills;cparades;'~cer;emoµies,, ia_s~~blages, 

-denioristratioris,i or; exhiliitions. operirto:th~!generahpublic.,1 ... \ ,r, l :, "t: .. : .\; 
·. 'b.·i (!l:)~iPhotogi"aphs'rof .equip:g:ieµt.: while· iin:,: process<rnf:>Jdevelopmentjorr those 

~:;w?fJct · j11";J~~1.lirifi)i?bceif~esr:6'.f'fu.~ifii'fu:'i;tiiJ.!~:~r~ 1pt8hibif~<f·'i1Hi1s's''}i\1fhorized 
by the chief of sup~f;11it}Ji.[16r:i:~ei!'1k~0c6HJ~rlieli:1 •'.l.Aftt~·-aJ'·arBc1e of 

.;ii:!; Wl iI.Hr 'equipmen'f1llas; beentissueci~to .c6:rilh11;hl].J1its,d'elease· of! pnotogr,aphs .is 
_:iri'.'lmr.·1~i'~~;;peiihi~sible. ninless;:speciflc!lllY, .prohibited ~by~:the~'instructions 'issued1 
.risil:~ ?.~) tfltli~f~W~th~t.:.rr;: . .&:-:.~·:~-1"!~·tc: :::--. ;-t:·f., .... t :!ir11nn~ ot f_.,.,,~i'::.rrltn:: r- ;r~ ~~>"r: .... \ro~ 
ni a'(2)i.'Reqti_ests!"fdr :".permission ntoi,. tal\e1,ph'otographscof :;clasi;;ified·:.materiel;' 
sbr;'.'! ffo · i'piojects' orJproces~esrqf :nilfrn1f~ctl~re·iwill''be:tgferr,ed,..to :th,e; War ,De.,· 

· · .. ;'.pii,rtme11Fthrough,~the 'PrQper_i;;cqieflcif'.) sµpply!larmirnr. ·service.''-"!Ifl 
-!;·J(yy.- v,c~authority:>is'igrant~d, 'itv;WilL be.~w~th ,tpe·ninde;rstaiidiiigcth,at :the~:re
·HJlC'lW~/'!~siilting 1.pbotograplis•>will• be: subrh!tted'ltO 1he.War.:I!>epa;tmentrfor.1 

f/l.:f(•n!. ol. frevieW:''prfor~to':lrelease) :;an• J.f!w ')cr~~-:h::, •U.l'!J:rpO: ·;~ .. r r,i!;· 'i:o ,•wiJ 
•f'ss e;f:tt r;) ni•nr~· ftt 1d t-t'Y.c·[c·r'l "i' i•ytr.;r:(''t:r11.l}'):rr•_rrr'' 'ht•"fl'r'i' :r•a:•". r :><l' 

. . e ea.se o m orma ~~J?:~~f... ~~' ~.o,,.;~~ .. ~~;.~,;~~ 'f,?~~~ 1~ Tst;t e,_ .1vu.J?~~l.1 
inforinatfon in com:iection 'with"'negotiations"for.~foreigu siile;"foreign· sale;·a1id' 
i~i';rfu{fu~h'Uf a1Clti~~· ~f'.Tteri{~?{i 1Afiriy ~'iid'''N-'a;,9 •1x{lfi:e~i~11 liiiit f (itiiviiien Pare i'Iot 
-fiO.:..:- •• :~o;,·f-:;t'.~ .!! .~l.ltfY~.fl~,, ·,)'f itQ'.'.":.J f)f; IH r.~ 1 ~:::::-;i:om fJ!</; .·>-•rrrr Srf1 i."~ff" .•·•'df!:,~: > ....... ['·-t~ ··• r 

I/lezH1 1Jte.~11UI1t}.~~~1 ,.We:t!: ~~t\dfr 't• ~h.Pdr;'b'N1~Y.Y 1P~P~fil:mi~t~.~&fi)"~~f~~-;1f,~ \ 1!1W ~r?ft 
secrecy 1s no compromise ere y. · · · · · · " · · · · · · •-. ' ""· "' 
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al'J~b,o"l):_itenndtional.draf{ioHn 1arnis:::::·(,1~ ~jQ;1r1 d .. :i;fr,j:::ef ::;ai1U.l~f''!r!ii:;m : ~:h··, 1 ;,,;: 
(1) The·: State Department administers: fintei'ilatiol)ali-,.traffic:.ilin;::arms 

10 ,foj.Ja')lli.LY>'.l- and>:m~litar.v;fiinat~rie1 ~~coniirigirJwi.thin~.the'~scope!Lof) tlje) Regula-
tions.;Go:verningtJthe, IIite1'natronaJ •, Trllflic iw;:A:rms,1 Ammunitions, 

-nmm1 ,r,~i:::nw:and•rimplenients;ofiWart:and Other1>MunitionsaofllWifr.(S'.l 
-i!l'T':'l::Xoo:> i('2)tJ:.mhef Stateo;·Depa]:tment: willt:not .trelease:-for,~foreign\1Sale any item 
J<m'.;tri! fltnmiJl;~pining;.-,withih fthe scope of· these TegulatiOiJ.su:i.mtu-. the War and 
f·:J1sDl'.'lif c'J -011; "Nav:.y·:il~ep::irtments ·, ha'ief'. stated •cthat 'j:here::.i:issri.o .objection to 
10 'J:'II:I 'l!l1 1!'.! • '!the" release;fon,~groundk ·of I seCi',ecy-':iffecting.:the·mati6nal- defense.· 

. .!jr;.it~~i'JJ, iri s6 ·Z]f1 r.J~~~· ·~v1 ·J.:,~ . . ~Ji,. i.:JnJ-.. ~ .. 0'9i·rl~ · 
io es·1itutu~J:.rJ~~qY1-1'"·{.r:.1r.t!l" ~J< · ,~.~: .. f?11f9~'!S~~~Y·! ,::. .~d1·";(t:•i LJ"Jtllie1t.:,,1.A t~:) · 
-r1·~1:cfot;:9 ~'.ui1u.1n:;'.f.:11c~rr· "'t r,::;·:;:L ,r·:: .- .. .- ".' ·, ~·s• ·.-,4::11 'lti'lU:-frrq 
t:;;m::a::~'l f1sfJl':o1q .tr.s'(T.L;:; ·: ~s~.!'. '-: . . ,-:".',~~1.'.f!?RS'l ~-' r, vJ:r'.')';...~!.lc\ ;;Oi!9m 
~[C1/~fifi~ifti~~#.?.__~:_~-~~~~~::_~~1_!~~i01 ~r:l :..1r;; ~:"!·) )l'! Al> ·, ,.J.i· 1~! .. 0'If! ,B1'9ilHfH Paragraph 
t;;AUfh'O~Ttf!fd:PIRdiliiSSiOil~:.~.::_~12;_·1_}Y-; .. ~~.~~I~~.~~;.-:--~-;i3rtJ-f?I·!.,-h3~~ti:.i?.1fi__________ ~~ 
~Resp'orisibili fy, .of coillmrin'ding ! office;~-.A;;:;;,::: ~~; -;~;~;t~-ti~;,:-ni~-~ :iti;P:icf 6?E.J= =~ == =~ === 59 
·;~~~!?on.s .. ~l?~.~ij~ ~:fJ'.1~?1:~f.¥~~~-t1f<19~~ra~.t.o,rt3~:;~.;;.~~~:;..;:...-=-~-f;.;:::.-":#~~;"-~.~~-i.h.1~~~-~-.:..~-=:...7:-- · 60. 

57. Classification . ..:....'a. ·Foreign nationals.-For the·'.purp8'selJ6f) these remla
~~ti6iis::fofeignfnatfohiils.iiiclude-&. •-'":11·.c:, • ~: ,,;.:,_:.1::.::r:.::o:i :to y:i'lda::: Ge c;;;c .cr .e"i.:i 
10 :liwm('J.;)Ithepre·seritativ~sP'Offici:irsp cfr··employeeS''Df 111:f0reignrgoverliillent-rra:v
-rl·Jf1!1;i><~ :~ll 1 'i.i:ig1an:q)fiiCiaFtstattl§;t''1 •: Si • . _ .. ;·1~::;'f'.i 'HJ ~·1ijl.:i:-_c;;::-:rl):~' ·l,ru:11, 9J!t 

6111;}fot~2)~1.Af11·other: foreign•.ha:tio'ii~1s·'~n~ · Citi~ens; !of='tJie«uiiir~d.·t~(ateS" ·-~~iire
cdj <:''l.aJ;Hl 0Wsenting• aI:fJreign-governfueiit? firfu;tbr· corpof'ation.'L• f!.,i :::lrrihn 9:;') . 

-s} b'i.11urUted 'S,t.ate8~:-ditizen8. '"AIF,.citizens· ot -tli:e•:unitea; States iiot~iiiciuctedhii:J. 
a ~boye. . · .. : 1_1 ;.~.:r .. · .:;-;J..r .. ~'h···);J-;·._;·;1:1 rr1.tfi~!.Yort9n~r~Rnt.:t':lf;iJ·· 

s~\458i -'A.utp.-ority.'.for admissfon."--'d.·•Generd(_:.Coffesporidenc~';a'ri"drt~ommunica
~1tlomifrelli'ting'1tci1fisits• wilfbe route'd' direct -betweeri.!the-'various offices conceriie'd. 
.. rrh'.b.i.fF.oTeifJ.n/:t#,}i~ .. ~011..llzSJ"'t .'::J.(J ~·:; 1.i ,,;~ ,1.:.'.>f!/'.f _,~ •. »e ~ .i ..... -:i::::· ·~ ;,r;~ ·~~!> r·:~rrr:~ ~-t1.u.h:rio"fff'l"1 .. 

: f::t:1'(i1,)'19F&reigii·.i.fiatfolia1s ,,(~e~··paht'51ii )' :·\vm i°bti., a:dliiittecf;t~~ci·ovef"iihi~rit. 
dr' commercial<:mahiifactui-ing .establishmeiits'i anade:xfehm~iltal· 
laboratories engaged on' Classifiea c;w'ork~ '(ir'."IiiJfc/je-;;il;!.:bniy . on 

.Jao:i~.~ritfen·lautlioritf 1 of 1 tiie'-Assistant' Chie~rof.ristaff/ra.:..2r!\'var De
partment. General Staff."t'Tnei:r·:applications :will~be made lthr_o~gh 
'the appropriate 'diplomatic"f:f.epresenfativel ,atla.,:,·wi1i:l ib~Iude·_ the 
foi1owii:igiin~ormatidri': :· .. · '1?1l• ·"o .JJ·;ii11J'.''.''.'°frj\fJ::. :·,jr .Tll "" 

xo 9;;!h~Jv10mt fB::>i.'(ti));Naine in'.~ftili!l._:.-.r .-~: ;£r/1 ·:;:, •;; ,11.i':l~t.i'fL1':6!i iU {Y'Y 
-0am1:;i(b~ ioifieial tii:le''or<.positi<iri.'i ;·di i'.11; .. ;:oi ·1;;r slf1 

( o). Nainetof:.p1i:tnt~'Or•plants 'to ·wnicli 'admfssi0b:1.is"-desfred 
-rrn-:-: ·in;.• ".i.' .-:·;:-ij ·>i:"(d) 1CDate-of'. vi~it;:0r·1aa'te~·-betweeD.: 'wliichf~isi ts rare: ·desir~CI 
rr10H!il'rt-i1)-r rr~~ 7JB P(e.)..1Prtrposer;bf..:'V.isif .. · .. I-.:~, .r ~1r-": ~-;:/i- · _. ·~ Y/'r. ·f.:1 'fy~;_;~·~~iu ::";c(~Jte~ 
"1; ?..sd tG (2) ·Bi·for! t0iaiipicfrizillv a',visit,:tOi•a/\<Y~r-:Depa:r:tille~t"'orT·eoinhierCia1 
J! "·. I Lt r, .. ) ; )!If! man1:1f:ict~·ri:ilg' ~sfablishmen Verigaged.v.i#f :ciassifiedDwbtIViir; iNoj
LH !> '; c;.:;: ., ~c:::t:, ects;'<tlie '.Assistant' Ghief' of. i Staff·,: G-:-2;tiW ar 'DepartmefitlGenetal 
·!-J1')rf.'..' .:,~rlrLU'Sfaff/will 'Secure' the· r~coiiifuendations7 of;itJie .. Nfi vY:>Dep~~tmefit 
·"Iotd'• .Tr!''' ·?1:i"t'>and .. i:I1e·:~hiEi.fioflrthei:suppiy1 1ar;k:oh se~viCe 'coiice'tiled..ir,:,,, ,t; ·il · 

c. United States.· citfaens.-Subject to: tlie. app'rJvaF:of'-'th'e't"<~om'inaridiiigt offib'er 
·,9r 'the~r-coiltracrnr;.r;i:Jn:rt~d.< states: Citizens,.:.·exceP't;'th'Ose'J repriisefiti'iilf a'-foreign 
govetlimeiit;t fii.'1Ii',r!Qi~1cori'io'tati0n;. may 'be~ ::iairiitted. ·to'. :\var~·~Depa'i'tllieiit; or'.·eom

!·:1i: \J :~un!q -s.rU in ""::~\;.~ ·11 Y 1 t ·/ ~:·ff;~t · r··Jfu·':'~.tr-·c, .• ~.:--; '--}~t ;1,i:.~· /': ··1ir'.:· 1· .. i.J.: 
t1:rr1,r:; "!.) t":f:.1?10 G:Jf.f i l ~1R:]1-.-t..H ~ .1.• !J.,..·.ti: .. J!i~.~·, ·;~~ ,.lftJ".t;:.4·1d J1otJ~tF~.t~i 
v:·,;;:::~::>s;lr 9£1! c;t ;rn .f;:Jw'Io'.i:ni 'ZI!<:);}r'J':l;'.;1 :1 ');.7r Il"'1'f~HI 9Jdlcnoq::u-. 
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.· V.sA:FECWAR:DINmMrnrr1m;y,·_J:NF.OR1\fA'TION 

xnercii:tl manufacturing establishments engaged;. on Classified l"WOi'li; .. ,ofr.projects 
~ under,'the.fol!o:wihg,1condition:s·:,rrs1f,: :,,,,__1~1> ·i,,·H·! .. , "';,C: ' .,;'-':; 0 _t, (J > 
. ;";;; .:..'.", ( 1.) ·1CasuaJ1visitors,-may1;h~;1admitted ·:ifro:videdhnoLseeret; confidential, or 
,i;ri,;: l; · :r;fl,~:.'.~ restriCted work~or ,project.is.showri'o1: discussed.':<t!:l~i 

(2) :.,-irepresentativesc.ofi•other l Uriited':States rGovernment 1 agencies, manu
. 111,,;i 1.1:;; cLcfach1rers,';of their.!represenfatives;rengilleers;1ahc1 inventors cooperat
: fo,,, ,:,;'.'. t.i!:l- ing,dn~·rW.ar;tiJ;>epai:trrierit. work'. and rhaving.::ni 'legitimate interest 

(iJ 'llif i'J'Ji.<l:• ,thereiff,·may :bei'shown,: such ·'works,tori,pfojects :as are considered 
1 ~>.:~':.o:ihiJ ·. lc!tnlilecess'ary"ahdfdesjrable; liy• tlie:.responsible-'chief :of supply arm or 

service. Authority for admission will be in writing. 
(3). Accredited reporters', :'phofograp.liers, and other representatives of 

: '· _}?i:t-~licity agen~ies mn, ~f!~~~FD-itted to manufacturing establish
' hlents engaged on work·f61• the· War Department provided classified 

~'-'· n.isi.'~ . :niiittei:s, projects, or ;·processes of manufacture are not shown .or 
,;ti..' • , · .... h_,_,.. ., _______ ,.;. -· ..... _ •·• ·- ·• -·1'1"' . ---··-""·--··-,.. -- --··---~·1,,.·.;_1:,1i_t ·I"'..} 

·. ;,i,; _ _ .. ·---~n~i:.~~s.e.<! wg!_J_tI~~~-·- _ ~~!"-~J~ell!s,_v.!_i9;2g:r!.lP_h.s, anP.F.J.otion .pict~rEl_s 
0 (;.; _: ____ .:.~. ·'.resultihg,,from :the1:visit4must·:be ,submittecbtoithe '.:AssistanLChief 
·· c.1 -: .. - of ~~taff,- -G-2;•-War ::nepartineJiti!'Ge1feralf Staff;':fdr reiease.''f>i·ior 

· ... uio~j .. :.'/f • ·· _..,·,H · to,pll91~~~~1011.ft1 ·Iu~:!~ ..:.:\·.l'\~,.,i.,l ~ U·1~ .i.\!;' ··\,, ;t;, .·!'I--· ~.u.0J:5·!"':..iii.·. :. · ·! ~.:, .~·;-; 
' 59. Responsibility of ·ccimmandi:hg ·officer~. ApJ!Y,.)):'.~pr:e.sentJ1Jiy;e,;,qr·~l).SP,!)C-

.. t9r;-'T..i!:u1'.h.e. ,cop:p;i;_i!.lnQ.i_n.g 9ffice,i:,.,of, a,.·nitl}tfifY,i·Ipan11Ja.c.tur.ing :e1:1t:Jbl~.s-~ment or 
the·~rmy representative 01' inspector at 'a'·cow.w~1;<ja,~@JlJ.nl!f_ac_tv1ing establish

-wg;it U>i~h~~lq¢!l.l'i~P1:~§~nJ:!.lti.Y.e,o_fi_~th~Yf H._P.~P\\rtm~.nJ,in a.JI nm tters:. :r.~garding 
the admission of. 1y(~~Jtqr:s,wJf, ,il"l·.h!s; qp\ni_o\:i,:·the_!s}j;µati.on at,tP.~.Jjme makes the 

· ~~dplis§ton; ot ~ yis.i:t<.l.:t: iI1\l,QXt§iribJ~, !Jg ~s..1eJ!lP.<?.w.~r_edJM!O~j:ppn.~1th_e yi_~~t:~n!'l re-
. quest instructions from the· office which authorized it. -~· ,, ,;:·'.: \l 

·-:wJl~.:<:Whei~~or],m!a!1!1J.:qg1n!!ic.~r:r or.4.rn;iy: rerir:~sen_tativ~·~iH ·fi?.gk~:_a.;,i;~p9_rt tp~the 
-.$.~~ist,Q.Jit t~l)J~f ;.Q;fJJ·~taff,:r.iq,,.g,.,,JV:ar ,D,~p[lr.J:rneilt)r.G~pernl St.li\f;:;1;1;1}._r911gl}rrtt.he 
. appropriate chief ·of' supply arm qr service,' giving tile fol,l.CJW:iilg,.~nfQ.1;!11.atiQ.n,,~on-

j £~nim15 v~<?Jei gn ~r:s·~:W_ll..0,1 v!sJ t;»~sta ~ li~hiil~.i;i ts,_,~p~ag!Jd,J.11 ;.c;~as13,~fied·;.p t~Q j 7cts : 
Ji.J:!h!ir•;'.0-}z:Ji!aw~. ·9.f.Ii,ci.~J;lPQ'i~J;iqg, ·HIXdt~att@i1EtY., :i:Y 'l!""::. ··o 
1 ,0 'f. 1 '.H(2 )J,AµJ!J,~rify f.Q!"r.t.~e ~!stt.-'<H~ in)· · bsP •1'!:,1•i> F.·J ;._ .. , ,1,.mr;, :l 
· .9u .,;J ..,( 3):. Ma ~t?Xs~ili:rWN.!!!t_ith.et.v:i~ito.r:s. s}l.omeart!J._e, gr,?g t~_s,t; ~iqterest. 

· tl~J •Jti·1;iM;),.dlel).gr.!11vP[l.lJtite"iQ.:f1,g;q~stt9:qs;asJse.~J;.;; l ;rr:i•·)i.) 1 r:; :,; ;·ir.rr 
..1!.U 1:.iri(§,.)_.< E.1--Pre®gg bpfo~j;;:,of._tl:g~,;v,is!t1'.}m~!,1it1 ffhb•i"· ·1'~'1 .,,q· 

( 6 ). Inspector's estimate qf the real 9)Jj,e£t: Q.flJ:l!~:vt~it-.7Q;l'J: 
(7) .General ~stiµrn.te of ability, inteIHg~1w.e; :>\P.~kte~P.µical knowledge of 

the visitor and his PL~P.J'j~PC}Yr~n:,j.hE; JPpglJsh ~ap.guage. · 
.Iis:(L&);.:.i\.):>i:i~1H!~t:p~ :W}1?.t-.M;!J:S,fi4<?;wn:a.-ng1e__xvI11].n_fill,.x '" ·, 

.§9_;ir~..espqp.~!1> .. mty'Ji9JrG.9Y~r_i:gneµt~:"oitti:actor§_,~;f_Don~ractors or subcon-
tractors. engaged in work. for the W;ir D!3p_a,_1.;tiµ,en_!; :t;n_!-lst~p\a,c;e such restrictions 

iQ!!ntll.?;L.l,Il9V~Jnents1191bp_er:so_ns0eJ!!Ploy~<}~·:o:t;; e;~teripg :thE?iri {llapts <Jf.' offices as 
-~V~ giye:·!l_qeq11!lte 1:1r:rw1itYfit\l t~_eGret;;~c.9.Il_f\9oe_i;iJ:i!"\,I.,-pr:~rns.vtGteC1·:)1latters in their 
JP9$S~~'?i()g') :::!P1,-y.i~w:,Qf". tJ;i~":Fi.d~.: _mff~re .. l!.~~S~< in; ,9_rgai;t_i_zati9n, ~ a,_rrangement, and 
j@YJlJClJ:{::.igaf.~;!Hl g~1i,n4_iv,JJ1..Y.l!l1:r!!l!P.-ts;-~:q9· SP.\)Ci~c. f]J.Ies. 1a_r~ .Pr:acticable. There-
fore, local.W!H'.llti91!S !l-~·t!J,~ Pl!JllJ:·~_!ldJt}::l.~;Sl!J.§§ifi_G:atiQn,,o:iktP.e,p_r.oject will deter
·~J]!e; t.t,H~:~~r.~rt.tY..:~m.~a:;iu~§s1t.P,.b~.1?;<.lPPt~d,. ;· b<Jt;~c".i--.~· ... ~\ '''l .,.,,11:·?. ' ,r-.. 0 :> 
.in;;b.f"cTh~ ~olJC)wing-,gener~1l_1prp.~f-?d.l\~a,,i!l-.>•J.:.E)gard.,to,~vif?itox:;;_;at..ef!tl!bJi.$hments·:Qr 

· ~l_l}.aptti> e11gage!}~·}J?.';class~fi~d .prpj!f~t8-: f!J.r th_\): Wai:. ,l)._eIJarjlllen.t~is; pr~~c~lbed.: i 
· · . · (1) Visitors will be accompanied' during their stay at the plant by the 
' :-. in~pector· or Army representative, a member of his office, or some 

responsible person who is specifically informed as to the necessary 
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·-"!.dlnl •'iti L!.fr; .Nava1J:A:nimu~1ition· .Depot;»HingliamioMassacliusetts. 
' ·Naval- AmmunitioriYEiepot/Fott'{I:.afayet'te, !Ne:W.riYork. 

-!"JJ'.l•J d ·;1;;u:.:>11•;NavaW:Ammunitioh <Depot;'iTulike; I)enniai:k;i:.NewlrJ ersey• 
.·:i:· .• 1,:JwH.r.ii:;I. ,ipG:Nu.:v:a:l Aminunition·••Depot,;.st! 'Juliens· CreeR::1rVirginia . 
• t:nl:ta:;ifJ2:..t;),; ;:;·:, Na-v'ai•;'Ainniunition: Depot;JH:a wthorne;'.Nevaua:l1 
ul <'r •l»Mr 1'>.lNava!l r:Ammunitioiil·Depotr Mare> .'Island\·. California . 

• <:li<rf~'.i;c,. :)•N avalUAm:n11inition·1·B.epcit, '(Puget\ Sound, ,Washington. 
: .. ,:.:i10 .::;ci'l·i;;<l.NiiV:aP Mirie1iDepof;i·:Yorktown,frV:irginia:·1 ;«)Ci 11i~r UJ .:.1 

·10 ;l·ru-.r cr''J '.,,, 1:Naval".Uorpe'clo1Station(Ne':<ivport;\!Rli0de. Islaildl·J 
HO f:!H!J w1n1 b~rN a:VaNUorpedo s til!tiohf 'E:eyport; ii\¥ a sliington.<l' .. r 
!!\<11 r:hoip:t b~'NavaH•Ordhance> Plant-,· Baldwin~ 'Long;.Islandi' .New York . 

.- 1 :
1 :Naval Fuel Depot,:.jsa:niDiego,1lCaiifornfa~ 0hib!!l' 
ThatJ.par.t;:of.~.the11i!eutiai:wisiaiids;uAlask'a, with their terriforial 
; waters, lying west of the 167th merrnian, ;west longitude.· 

(3) Executive Order No: 8251; September _12101939, dedares the airspace 
j!H, tal;;t<l. erU abbvel'therCariiil· :Z~nel.-!iriduding,J'the tt~i'ritorial• watets~:within the 

. srlf LlW-'V!!tl ;flireecirtne1maritreti:icJundary1at ea~li~end\'of 'th1;N:;Janal as a military 
: aidpkce ;:'reservatfonii'.ito 'tbe·11knowir-las ·the'·•'\Gan.;il Zone Military 

. 'i Reservation," 'and sets-forth the'' regulations governing the opera-
. 'tiori of privat~"aiicr~ff" t:tiei'eiii!:'.' . ' . . . . . 

~~,.: <1)f,1·~Y; •. 'Ex~s}1tiv~. 9~ .. <J.~r ~,<'>,.., 5;zs;t,_,,~~br,u3,i;y1~7 .. ,+?3.0,,~~e .. ~\r,s:P~<;er: over 
· '·'- -"'' "'eaJh o'n11e 'roliowingl hafb1;rs, 'de~1itredi close·ci."J;iorts' by Execlihve 

f\r•p~··r• ', oj-d~r-'No: 1613, ·septei:nli~¥'_2~ •. ·i912,-_was reserved and set·aside 
~t;~ ~ -~ :· · _ ~- _!!!._r_·_ g_?;_e_r!l_i;i_~1:~~~-!'~1R<?.~e~ : .. a~- :_i ,_~:~~~~i~e~--~.1:',~~- 1 ~i~~in,, ~.h~~? 
~" __ ,.~--;~--~rj.y~J-~llJ-~~!f!ft_J1J.:~2!19_t. qyt!io.!'!~gg ___ t.Q._!la_viK~t~ __ ex~eP,ti; by9 j ~pec_,i~l 

. ·. · " authority of the.United States Navy Department': . 
:"~)~\-.'~.~'~"'"A•:,··· 10~£~1gas,1\.F~c;;,;:d~: ;,,~::':>':~· t:-.~ ",-:;.~'.,':/,:~::~·:'.:.~:.: .~.~:.': ::, .. ~~~,~ ·,~~·1;~. ·.-. ""' Great'Harbor'Culebrii.'"'"" -:• ·· 1 ~.,,,, .... ,,., ''·. ,_._.,., 
>·n:·,:v•'-;; · rr.ci,(\~£1.P 1,.. ,.,.!'-" • ·('r••· .:-~P . ·- ,_ ·', .,f; • f ~ 1 ,....-..· t·~t; :r;, /.J'"'.''J!J., ·,: •t.,,':T I I.) 
"· "! ·.',: ... ·'·:" Guantanamo'NnfafStatioil.Cuba. '. ........... , "" · · 
v;:w1_rr!~':c 1'.i.'!< ;:F~~~i'ii&~i:i"oPH:a'~~if' · ,.·~ .. " _ t-t.;:!.1101 .ri11iJ0'!0 
,/1'J'Oi .. \'.~}f)~f~-:';-·a11' ._~ ... -rf.1 .. t r.~7"_,t 10 \.>:f·~1!JrOfj fl.ff~ ~P::~:..::;i~t!.~t,'J 

i~:Ht:im:,~"::r r.t-<·s!:1fi:l3a~'.) :Pliiif ili~/isi~iiii~~~~ :.•:i:·:ii:::~•f':~· ' u• 
· S-.--,.Q.t- .~ ,....(, l.,_(.1•~.···" '~"' :R.'°'~ . .,~·- '-''"f•"IT•lt:j"~.-f "':flf F··1·.~.,·1 "-":'° ,.,,. 
;···· .... '· .:Kiska,'A.leufian· Isfands'. . • '." • 1

• • ·• ·---- • .... 

-rr:i7{"'~. ·v.ri ·?:::'f> ~'-'t"!r.· "~· : ::~·::~s~; t.+.~" :·; 31ix:!,:1-1c1•!ii1'u -,,, JilO' "f "t,.;n"! f:('. \h T . 
-fo't ·l).,.f1'f);v?J'1! ,-~ :~ .. ~1!;a,~i'r'• 1e.~/onL ~ : .. i}f.. ; R,f P.1.~[ce •c:; ~~~ l!:r~?~s o · . e ern-
'l~?Ho <?tr.~~~~JY BJ?~~f b.1~.s,,y,n.r:~t~ .'.1:f,d,,: c~lf~~f,q~~~. , !).~!.er~~!, ~~om flymg over 
or crossmg any· part of 1D1amonu Head .and the fortifications.of Fort Kame. 
h h d F t w:l~qr:;.·~.··~·,-r .. }t· "''"! /:, t:fi1 ... lo j,'"~;::;J .. ··.i~it::;~ ':f-...1. 

ame .a an or ... cav'rl· .. ,., .: .. : ·-· ... ;_. ~,.: ,,.·-r· .. , .. _c ·~t· .... ir 1:,(j.:- .. -; 
c. Philippine Oommonibealth.-Flying by any. aircraft otlier· than those of the 

.. , -.. _ ,, · I"' ')'.t' · . "' ,. · ·:·"""· -.. · · .· t"'' .·• · .. , i. 1·r·.r1"·~ -, . 
United States. and Pllilippf:Ile· Governments within a dis'tanc'e ,of six miles from 

.. r•r'l•.7:r ,1·--, ·>.~J.f''.'-i f.··· ·"i.''"\{;f•.ffl',lr'!-~ '\,($'r,::.• .• l:.1..1.. ' 

th~ perimet~r- 9fp~~[~9}~9r ~~J~rq;·F,r,tJ~lf~-~l,~J?.~~,.,Haf~~p!lf1i I~la~d, and. ~aballo 
Isla~~·}4a~.IJa:._B.~yb~J1~ .~J:lp,~~7}3,',l~;:. W~~-~-pfr,~,'}Z.?.~:.;.an<!_o.;;~thm two ~Iles ~f 
the ·perimeter of Ca':1t~~·rem!1sul~', Manila. ~ay,' i~ P.roh1b1~ed by Section 80, 

;~··.. .·ff':,.i.. •.. ~·.',..ll.- ,i.)t),j. '· :!'../" " ~ ..... •. 
·Air Co!.lm1erce~,R~g);liau.~ns,, m:e .,Y,~yer~1m.eµt· ot.J~~'"P1!1~1pp~ne Islands, dated 
, Q ·i: b •, f5" 1935 ,.,,,,,.{., .•V :. .. , ,·~','.!.I' J...I, :.•!._,:;•--'"·"·" ... t • • 

'"l'~i~ ff~\_) ,·'·l/! !- • •'U!~-- !ji"'1' '_l ."1'.j'""·~'' ~-,~:··1~·~-~-.r ... ~·.-,;•·1 '.l'-

' d. "Responsibility of comnia.iiding' Officefs . .:.::.TJie-·commanding officer of a mili-
- . ~ , .. . . , ', '. l r-1 ' , • r·~ . 

~·~~fl~-~~8;~i;~!li,io~',:-·P~s.!;;~~a,m1!.~ 1 sfat~?.f: W•:·ill~JUI~~-!~~~· /v~~, ~hich an airspace 
reservation has been establlshed is. responsible for .the surveillance of the 

~~Nl~?/?gt.eii; ~j_r~p~~.~-r· ~~d;l~~; :J3:~,<!~p5,;f~P.~r5 • ~p ;:Jh?~.A~it\(~~Hi. General, thro\ig~ 
m1htary_.<;h.?:nnel.~1.,of.· a?Yi ~~~g~.l flight_ tl1~i;ei~: . .,. .. •. ,,. ., .. -. . 

• UOJ~k-~-·"•• , ,,.~}).1 .,_..<t"' • • ;.,,/.J:- ·· ,t•,,,.-~,JJ.'.1.., \•1. l . .,, .,,,} ..• ~' . 

..... "· 

-· J ' . -- . J' ·" .. ~ h.,· I rT ' .. , 

AR,-::3s~5. 
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.commitfed, ~or~'.is;! abOut. to. cofiimit;. 'an offense:: under'. thist!ti tliltsli~ll ~be !punished. 
1by;'.a.t fih~~'of-'n~t·'.more'.tlianJ$10,ooo oii · by:'.1fiiiiiisonmerit · foi·not'i:ri:iore: tlian 'two 
ry.~irs;co!·- oothr'>:l'Se!J:° 5, 11'itte.:1-,• «.iat· June 15,.19.l"I ::~40 'Stat.::219) :;:50;2u.1:s:re:;:s5:1!J 
1~· e.e·nesii;nation,;:(ff .p1'ohibitea places bj/ 'proclarndt-io'n. : : The"Presidel!t< in-.'.time 
of war or in ease of nationaf'eillergency::may· 1oy•.J)rocfamaffon 'designate:;any 
~place? 6ther.:cl:lfa1i'-those:-o set· :forth 'ln-" subsectibni· ('a1r·:·@ se'ctio:n':one..:,lier.e6f," in 
.Wliich-.ahythihg foi<·the h!se of"'the ''.A'riny'-orl Navy.f·is ;being-prcparedi.or":con
'striicted· or'stored•as• a'.:' prohibited· place:·:for the: p'ur.posesl1of 'this.,,title ::'J!.1;ovided, 
/Dhatlrhe.~:snall · 

0

determine '.·that" information:' with: respecL·:;tJiereto';,; would ·be 
rprej\ltliciaF-tot'the'-n-atfonai•:deferise. · Bea:· 6,' •Title I~ ·aCt •;June(1.5,'.'191·7 (i,O~Stat. 
·2I9p;1!50 u:•S;1C:"36;"M\ L~';t':1929;~sec::2186.lil T1rf1> '·" ·,. ',.c'.l\l! •):I ,m.;J;w~ ... ,;·~ ·10 

< •!J1'1Plac~sJ'sub'iecf ''to!::provi~iO,ns. ".of.· thi; r·Wie.~The~ pro'vision-s•o of 'this» title. 
;sh,tin:··e~tend~ t~·:i~.1PtTerritorl¢~r,~:possession~t;rand;. places:r~ubje~tJ t~r;ith~ dilris· 
•diction' •of the'll:Jnited Sttltesi whether or 'notiicontiguous;· thereto: dand !·Offenses 

. ' '· t· ·- ., . .·· ' ·· .. , .- • '.. : 

1unaer: this;titrer.when comtnitted:·upoii the high.-.'seas:or •elsewhcre•:within !the 
la dmi:i:a ity.i and rm af~ ti)lie• j urisdictio1i :of.~ tliff: U tii ted':S ta te.s. ;anCJ.::0~1 tsid~,.t:µeHerri
:to i'ial' limits iui:ereoHsliaH. be punishable hereunder. <;:Sec.:~S;ii'.l'itle: I; ;,act.• June 
.t5; 19171 (40'Stai:<:-219.)i;<'50'D;; s.:.o.;3,7;.<1 ~-~, •":· 1n1i, '. :1ir·: . .,oftr;'};~,:·r if''·"> ·.-''I · . 

• '. ... ~ • ~ T " • • '1 · /.. I • 

·u:· 'J urisdictipii';Vbf ::'courts-'martial · :w>Af., 'military; commissions_.;-i'cN othiilg.~ (!OJ!-

·tai'ned • ii1Y>tl).i~ ·~~~j:.fo; .sJ;iaU:be-,: deemed~ to"-liniit ',the"1 jur~sd\c~iOm of .. the. 1general 
·courts-illaftal~liinilitary $commissions·~· ,-,o:r:i! na val"J?courts-mai:ti'a:l• hunderi ,sectii:>n"s 
'lliirte'en. hu'ndred( .add 'fohy~two1•;thirteen rhundred'1and;•forty;three, •aJidr, sixteen 
·h~ridred~'atiilbtweifty;fou~-~ofrtil~ ·Revi~ed ~fitatutes as ;ameU:ded~cI'Se'iJ:,!7;J Titled, . 
·a'cttJitne115,r~191.7?!r40'tSt.a:t;'.2J9.)':'j:·50 41;; S."C;.138. '~c•:r; i·:·J. iio,h:.:d. -;o ,!11 U::'.::P::in. 
11· 1;11::. :uiri~dictiO~'-ot ;i!ou:rtsl of. :aan:av •zone· and: Philippine"! slana.s('o'f.1offensf!s:. ori · 
·1i'igh1'seas.~The' 'Sevefalt'couhs 6f·. fi~st'"inst'ance' in: the).Philippine 1Isla.nds':·and · 
'-tlle .;distriC'V ~buh>IOf ithe ·€ana~' :.zon'e. shalli :ha ve-•jurisdiCtio:O:. ·:of~~'ff enses1 rnnd~r 
tt:f{i~•Wcf<'comriiifted''·Wit:tiiii~'tlleir;res'pective 'districts;·,and~concurr~~t·.durisdi'c" 
ttr6:0:Hwfth • tlie'Y district -:com'ts\rc)f\:t:he-1 Uiiited» Sta ttfa; 'of> offerises'~u~der~thisi ,..Act 
'cbfuilfitted 'ti~bh 0 tile :hign i:se;s;· ::i~d Jof r'conspiraCies• to. conin:iitr su~h coff~nse~, 
:as. d'eiined 'by~sectiori"tliirty-seten1 of•·ther;:Nct entitled ~'Ah rAct .. i:ovcodify;) r~~ise, 
\ar:ld. :amenai-tii'e·: peti~r:1fr1w·s f"ot-the: Uhitea .• States>! .. ;appr~tedrniv+arch1 four.th, 
ni~eteen hundred and nine, and the provisions~cif.• said~s€ctiqni fo;·;the ·purP(l~e 

;of::uiis·.-Act;0are',m!rebyJfextendei:li;f6i»the'1Philipplne (:Islaric(s~~and: to~'.theJCanal 
'zorie: 1 »-in'. ·sucli'Jcas·esf:th'e1 disti'ict attorneys< of:!lthe'.•Ph,ilippinedlsfan(!.s:;and •of 
(tlie'''Canar Zoner~h'all"ilatef the powers' and':perforni (the!·'dutres'-1pr6v1dedc in r~this 
~Act for·/ull'itea.:rstates.1attorneys::·1•sec::·21::.Title:'XN 1; ~~~"t!-:J~n:e is;1 anr. ( 4o stat. 

'I.. ' . '. • ,. : • ... • • • . • ' • • - ~. - •• ' .l- ' ' -

'23.1}1r:5o)~urvs~i <J~~ 39~' :·.-.n"!.c>.x ·ro I:,~\1•t!;"-.1·) :~::rr·1 ~1;?"·;·trra .~.:I) r.:s-:-·r!r'" yt...,f:i 7.:;~ny 

·ir7o·; The Mft1 Corpf:rir~ctf.=*1;·1~fv;*">•no'?[lietls employedllbf,;;_'a•tcontractor•.for 
. fufiiisli'ihg. 'Ori cohstri:{ctirig r'aitcraft, tor. ifircra'.ft.»paitsr' or.aerona u tic;l accessories 
~for ;i;h~ £ Unlted .. 1 State's snall ,;be ;per.mitted···to!;have:·acc~SSltto'Nhe:-.plans ;or :speci
fications or.-the work under construction o'r to partfcipafe ·iil.the"contract .trials 
·witliouPth~ wrftteh ~bnsl:\nFbef<ireband:1:oi~th~;.is~cretaryr of •jthe.:departinent 
Jcoilce'thea'.;,~;.s~ci'10"''(,j).:.'~i.ic~::.r1tift~2;.;1926,i'(44.,stafa.780); r10· U.1 SAJ.1310: U)l; 
·M· :'."L· ''1' 90>9.:.s~eC~t20.,,111=.(~')~~ ~)fl~· -r.<:·r,,\'l.:°\~~~ti"ri:r;5._,·A ··co"rti"1r ., .. i;:.r f11.r~· -,:.,,. ..... 0 .... -:, .. h.0

1 
-.. ' •• w, • . ¥• ' .................. / ... ·' ··- ··.· ~t·• • .t ... J->; 

h• 71(:. Profectionlof,\aiplo:riiatrct"cod'esr' :That1who'ever,:'.by :Virtue; of' his e:µipioy
r merit~lby th&· :Uni ted'!states;tlsh~ll ~'Oofa:ill'from\1~riother·;or .. shall :;have 1.ctistody; of 
'6r~raccess f t<>flofHHian~ hfr'Ve ;had ,ifii:~tody;~ of 7or': a'ccess,:to,. any: officiai~ ·diploma tic 
'fode'-' or'.' 'any:matJ~r prepiiJ_:eir:ui~ any su'ch'=code; or- whiCh•·purports:ito .. have 0 beep. 
fprepared!.'Ifii~ anfl.tsi.icblr.code;> 'andi:i·sha:lli willfully;;7~withou6·atitl.!QrizatiOll~!Or 
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'.coihp.et .. ~.; n.· t;~~µti10~iJy.;t.JpubiisQ-.~.:o~ ;fi:r.~l~hc-·t··oJ !l~o-.t.P,er1 ~~Y: •.. s· u.· ch .. ';:iN~ ... e ... ror, :m.~tte.r, 
•or ·any/ma,t,ter,;,whi,_c]?.1wV:S:oQtai11eQ:1w.,hile in,t_h.~.,proce.s§ of-: tra,11s.~iS$ion, ·bet)"'eeµ 
any~foreigµ;:;gov:.~rnrne'µ t. ::a11d)·~ ts;i.diplq.rii_a t!c.' i;llissi<:>il (:llr uw united· !$~a tes.,i-. shaV 
:be;.finedJ(not[·1llore~~t)la,n~ .. $io,ODO.l·:oi: ".imprlsqQeq <not; mor~ t);la,rF; te~t :'Y~ai;s,.-> or 
;l]oth:rJ.rAc~·June1.10,:19~3;o.{4§ B,~at.:J~2)·£:12-2;ffr_f;_,j0.~,·135: . ·1 '.,(• r""" · r:; ·;c1 ., ... : '1:0 
_;1 i 72:,·;W;rei:?r nradio. com~vntc.~ t!()~;:~··,~Y 11.a1!tlJ,or,i~ett. PJt.blica_tion- on~ u_se :l()f 
·<;.()nimunicati.qns.,:No~persol!::,receiy;~~~r:Qr'l),Ssii?ting in~rec!".ivJng,,;o~ .transmjttiµg, 

.. 01wassistiIJgfin tr:g1s,mitting;i:apy,!i,nt_ei;:~tat~1.or, ~ornigi;i. · c,0mpi~wtcatio11 ·by yYi/,'_e 
:()i' t:}dfof shaU ... divulge! or. publ~$hnt]!~ ;;E;J:Jst.erice;::cont~11t1?.: subs_tl!11ce •. pm:i;io1j;, 
.,effec~1\:o,r 'fuean,ing 1.tl~ereof,,. except\tl,tro.1;1gl;! ,a\lth.o.rizeQ.p~_l,tan]].elf!_• of ::tr:~n.si;n,i:;isio~ 
or rer:eption, to any person other tJ:lt!-IJ..<.J!;l~~.;i,d~J.'eSs~e]. llis· ag~i;it,•:·0.1:1 attt;ir.~ey:, 
•or! to~ a~·person( 1"hiploy~d,16i.' '7authori?"edtto,ofor~ar,di S,lJCh.'1CQmmunicat!on '<to~ its 
-dest~nation;•:.. or:'.t_o:uproperr1~acco:unping;;,,or&.clistril;mtirigr·.officeJ:!S, of:;tl;J.e;{·:yari9us 
,comrilunicatingJ'ce1wors·: o;v!':rli;w-hirrrr.t_he., ~om:i;nunica tign: Il1&y:,»be·· passed;r: .Ol' .;to. 
!the .master rnfra1sh'ip ·under.·whom •he~ isrserving;: .or . .in· response ".to~·a" subpena 
-issued.r by;ifa; · cou1;t~.of e1c~mpet~tit1 ij~ri~d,J.6ti~n';i·:or:;l~11 ~.dem?:n~i;~{~ • .oj:he~ . .l~Ft~l 
;authoi.'ity ;i.mid-:ih9::.person ,n()LpE;ing authorci,zed by th_e: .se11(!er.:shal}, :i:t;ttercept 
a:i;iy communicat.ion. and divulge or. pti.blisl~ ~~~<e~iste?-ce; \ c,oµt~]].ts,: .. :s:ubstar:ic~, 

: pui;port; .:effect,.;o_r;:meani ng, of; suc.1?-r!l! t.ercept~d: ~commtw!ca ti on, ~t.o-- any., .per ti.on ; 
f and:no pe"rsci"n noti.being-entitledJthel'.eto; sl;l;ill•·r~cetve"qr. asst.st•i11· :r.ec()jying~:!j.µy 
tintersta te:•or• .forefgn~<;Om~unfcationr by~.w:ir~~OJ.'.;; l).'.a_«;li~hal?,d ·;US~ ,th~rSf!I]].~,-Or,,any 
iinfo;ination .therei1!~ con fained. for1·hcls •.ow,nijb:en~:fit·:o1:1·fo.r .tti~ l;len.~fit,r qf1 i_t::t}9t,he,r 
.hot~!eiititled 1\therefo:;9•and· · 1 no·~ person J·having -recetyed·;~suc;Jl:··J;t;1Jei,<;ep~e.(l ·, ,cqig
munication: or h~~i.ng b_ecome :a:cqttainted f)witJ,t::rt):).~:;c9nt,eµ,ts;-1.,sl;!b.s.t~11ce;1.P.ur,

. 1po_rt;c effect; cor. 'meaning:,()~ l thel samcr;o:t; :.a!lY.: parl!c tMreoj', 1 ~I19.wing,. tl;t,at t:mcb 
.:information cw3.§r1S6u6btained(. shall".;di~iJlge~ QJ:\ pn_bl~~hLther.e~ist,,ence,r.1,cw1t,eµJ~, 

·:substance;~.purport;, effect;;·or;,meaning :of tl!,e,~sa:wer.or ,a.JJY.',Pl\rl;-; the,:re,of;3:or <ps,e 
-ilie. same} onany~dnfOrmation-rtherein;-,conta:in~dqf()r rlJis i ciwJhJle11.efit .. :or :~gr~ t:P.,e 
. ibE\n~fif~of. iin.ot.her ::i'ioti entitled··< there.tor:JPt.opid.§~dJ')mt ·•tl;l.i§;;_s~ect~~n :·s:µall:,n,qt 
apply,~to rthe1 receiYing,c .. divulgin:g ;i ,publ_ishl!lg, ,'c;>./.''1J!tiUZ,~I1g .ot_J:\e rci:rpteAts t qJif'~.:QY 

•. :r;a:Uio· coii:iinunieation 1br6adca:st;r·or1'l.transmJtte_d.).ii-·~piat,eu_r,f! ·9!!'. o.!P~J;~rJ?r) tJ!.e 
,use-ro·f the:•general: pyblic;<,or! rel,[ttlng·rJ:g sJ:!.ips~tn··,d!1?.tr.e~ti::':rfQ{!/ir1gi.:;{9, !f!N1 
')(:481Stat.:'1103) ;r4"ti U:·S:\Q; IJ.05:·::;, l' .(f'7'l!i(: ui:f h.r<•} ,sr1.\1.1 fHI!\ h;;·~f•f'.'I': ii~ lJ'Mit! 

r 1: •:b:)Gen'eral pmial.tJJ:: .... Any@ei;s_ollJ,Vl'ho·;wi!l.fi!HY~ia_i;id,,k~9:\Yiingly·; qo~~~?r~f!,aps~ffi! 
1or fsuffers: :fo:;: beH i:l_oµ~; rany;, ac.t,'.1 .m~tt.e.M»OJ.' .it)J·].J1g,') il).:I ;tl\_is~ ;4ctbprpl:\ibit~_4rd2..r 
'"declared;;to;be'<unliiwfulrLor11wlioDwillfully,.~and, lq1pwi1\gJyi(QW!t~1 ,o.w ~~\1s.~to.1,dp 
·.'any a~t, \matte~: '.or~'thi~g :inUhis;•Act:.:r.equir~d'!'t91&~;:d9n~.1{..o~,.'o/,Ulfu!~Y an9-
knowingly causes or, suffers such omission' or failure, ~J;t[)-11,j) lfP.OP,J C9J,1V!~ti.9J.1 

~th.ere<ifp·b'e.;punisqeq.r:~o,1.·,Jsp.ch offen~~r. fo~ ~whic?': nO.iJ,J?IU\J~y;0 (other tpap. ~:for-
1!:feitur~)'i is I prO:v:ided rher~i!'H<)by,(1a1 fine; .g.f; ll'?t, _rµ9r_e;, th!l!J.1 $;i0,QOQ; o.r.r !iY1:i¥JPJ.i.S,<?,ll.
c inei;it for• a.rf~rm'lofonot1•more~ than1:1tWOJ:Y,e!lrn.rior:tib<?~~:: Apt. J~un.e,:1.~.: 1!]3_4 -$-~§ 
;·Sfr1.t; 1100,):;14"/i.tU. rS. •0:•1§0'1.~'. f:•/ o:,t .·:·'.) r.oiJ 1 uTl:j«C • ·:·:hnr ;f··1.-7 'lt:~ ·:•; ,,.-.. ;l',,;r( 
. t:..i«7::J.l : ::La:\vs ··and'.' r~gul~t~onS;J go:v.,erp.l~g'.)JI1Jern,f!,j;Jo11al 1tJ,"Jt:fAc;::. iK, arm,~:,,· /1'• 
~Special~ prov'isioii,s~-in ·.rWJar:a: UHni,i[i,tar;y~·/!.epref/!-,:;. \J1~d~r:, i!,he1 p1:ovi('lio.ns,. ()f1~~~r,t 
V o~ the Laws and Regulations Ad,mi:qis~~red -b:f the Dep~r:,t_~!'l'.1t _qfA3t~t~,-.G<{V:· 

··erhing, I:Ilfei'national 'J.'riifficdni:A.rp:i_s;7Ammui;ilti9n,:>!!L<!rJmpi~n;!,e_!lt§,qf .~ar:·and 
: 1ot11er'.•M u,nitions·!ofic :Wa:r;·.-l93S; JJhe.i S\'!cre.ta.~Y [!J!'i St,\lt.t; ~wil~"go~ r1s~u.E: l!;rtli,q~i;i,s,e 
'aiJ.th~titiiig;:tlie"expo~tat,ion;:;.ofo ~ny ~ arll,is;.~~rnmug! t!QI),lf O_J1 f".i!llP}l}nj.~pt'i' _qf, f .W/1.J: 
1 considE;red I by 1the~'.Se~retary of, yv ar~or, J;>y, tJlt),] ~~cr,et!l:!':f-> Q~ . t:ti,,E; JN!!-~¥1 .. as, .~nstr.t!
. ·;ments.or;lappliances(inciudeqfari10ng the articJe,s <;oy.e,i;ed,:)gy,,,th<?13\l, tei,:m_~·J!S·l.p,sep. 
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rii;l this.i act-,, ifJcinLtJ!eir. 1 QPiniQn,11they,~ 11nv(),l~e)milit.apy '.secr.ets r,of['interest tolitl).!'l 
national defense. The articles which _rµay..,b~i so., cQn.sJd~r.eduareHhoSeJfalling 
witWn one of t£e followin~, categories::, * * 

-r')HP.:i, . _<;1); ·.Articl,es, .tl~~ ·tWhQle,)_!)r:.)al)y:,·fea.tl:lr.esi of w)lich)have·, l:]een ·:or-.are,being 
'I:.Hf;Jrtv1 ,-:JtLd~velop.!'_d_;or_arnai;,tufacture_d;by" or1;fOJ)jthe,9W,ar. Depa:r,!:m.ent <?riI,the 
JTO('ffJ .';•.':tilrarrN ~ VY::rP.ep_;:t)Ct_m,eJJ,t or,;1W:ith1 Jh.el!pa:r;_tjci pa tiOil) Of 'J•eithernof·g.those 
-riwt '3'".i~i";,])epartm.~;Qts,;,. .!1I!dc1IJ nii:iw "·r•;riws«h '.'(· fl•.% d-gi1I !;r1t ·ie10 '.IO 

"f: 11i::tl,(2~1~.<\.!".t~cl.eJJ,crjJJeJ1Wll.Q~e.:.QJI a!!Y .;f,ea(]J_reSJOf; w):\ic}J' ha:v,e;1b.eenr.used!)Ol"Ntl'.e 
being used by the War Department or the;.Navw•J·Depar.tment•o..r 
which either Department hu.s;tcQl).ti;rr.ct(Oq to::.1prqcure_:,,,,!!rn)\, 'l:.i"\ 

b. Included among articles developed by or for the'GWilr1:Departmerit1 or the 

Navy Department are those which hav?::i~~gn •. rgo§1~~~~"~~15o~H~~"'~i~f,'f~i:ud~~-l1rt
ment or which ha:ve been developed in accordance w1th Army or Navy specifica
tions' dJ~·JJu'tinilttMfl·o either department for evaluation for procurement. 

·~~J:if.J~p~Bti\:~ exporters of arms, ammunition, and implements .of ,:war • · J1.xus·i;.:•1 .i' 
should before applying for a license to authorize the expoi;tation, of,any; article 

' .c,,111.E ... ttr .. ~ .1..·.s 
falling within the above categories which may possibly iuvo.lve military secrets 

.. ,1..v\':"'"l~Hh' p~O\~)\.h 

of interest to the national defense, communicate. ;witli. the Secretary of State 
' • • ,'.\"l'\:')~'\...., '·) .1F~rHr~ \)t ... ~·q\·t·. • . 

in advance of the proposed sh1pment m order that he may be m a pos1tlon to 
ascertain for the prospective exporter whether or not military secrets are, in 
fact, involved therein. 

74. Photographs, etc., of military and naval defenses.-That, whenever, in 
the interests of national defense, the President shall define certain vital mili
tary and naval installations or equipment as requiring protection against the 
general dissemination of information relative thereto, it shall be unlawful to 
make any photograph, sketch, picture, drawing, map, or graphical representa
tion of such vital military and naval installations or equipment without first 
obtaining permission of the commanding officer of the military or naval post, 
camp, or station concerned, or higher authority, and promptly submitting the 
product obtained to such commanding officer ·or higher authority for censorship 

·or such other action as he may deem necessary. Any person found guilty of a 
violation of this section shall upon conviction be punished by a fine of not more 
than $1,000 or by imprisonment for not more than one year, or by both such fine 
and imprisonment. 

SEie. 2.-Any person who uses or permits or procures the use of an aircraft 
for the purpose of making a photograph, sketch, picture, drawing, map, or 
graphical representation of vital military or naval installations or equipment, 
in violation of the preceding section, shall be liable to the penalty therein 
provided. 

SEO. 3.-0n and after thirty days from the date upon which the President 
defines any vital military or naval installation or equipment as being within 
the category contemplated under the first section of this Act, it shall be unlaw
ful for any person to reproduce, publish, sell, or give away any photograph, 
sketch, picture, drawing, map, or graphical representation of the vital military 
or naval installations or equipment1 so defined, without first obtaining permis
sion of the commanding officer of the military or naval post, camp, or station 
concerned, or higher authority, unless::such photograph, sketch, picture, draw
ing, map, or graphical representation has clearly indicated thereon tbat it has 
been censored by the proper military or naval authority. Any person found 

flrtl ::.~1·;to .. :.-.11fjfl" l~l3tir1t\.l:r:.:i.:- 1:: .to 
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cguilty ~·011·.;~:frrviolatfofi~ ·oI :-:tfils f•section>'siuilJ::~hpon' rconvictiOn •. be~t puriislie'Ci ··as 
~pioviaed"in:the;Jfrst'·rsectfon' of• tlil.s"Actlf;>'i.<:::i·~;~.~}tt.· .... !".;. _, ··"'~'"":i• ·~··'-') ;.;:i 

·. * ·'" • ,. ... {\ *' I : ~ ·*~.~}-;f':i:~·J--).·,,~ ..... I.~:,;.~:;.~: ~"\~: ~() ~f;' .i:~r::r.:~r .. · 
~!.:sic: •5, ::'Ti:it)'·:provisfons!1of 'this'·'.A:ct', sliallll~xtendttfo Call ,Territories;~ posses-. 
'Sio~s,' andt::.piice8' sti.bject::io:,;u;eYjurisdictiont'of:"the OUnite(r ·States, whether 

.fc9n.'tiglious:>tlierefo orJ'riot;'"il'nd •offenses; under this'f.A:Bt:when' c6mmitted upon 
or over "the. high seas or elsewhere within the: admiralty •aii:i:i: :dtaritime juris

:dictionrof'the '~'Cl'nited~ States and"otitSide tlie 1tEirr1tbrfal'• limits: ~tliereof:s:han be 
~ • '• h''bl ,_1' ,...,;. ' - . ''t .. ._,.{I .~ >fl -.). r•• 1' I • .. ', '#'{.( •-c .... lo ~- '. ' • • - •t· u • ,pun1s a e.,1ereunder.&~ .-xc Jl • .l=-•'. .. ,. ,., , .·- .. ·: . ,, ,.,, __ .. 

Act Januar.j/.12,,•.'J9fJs» (52"JStati>:3): .. ,. ·::11:~.L.'J·:~:11.z.:: .:)c· .:~ ~ .::;\1 

~u1 '.I~ r~:G·i1nd5~39> 1-< ·r··:i. · ) .. r; :i. '~>r..,.;, ~ r:0r.; .. ,. • " ,,· ,. r rr''J:.·\: 1 
' .... ; • • : '. t - ' • •• • .. ' -~ \. . • '. • • : ...... •

4
• • " ~: .' .... -~ . - • .. : • 1: .... _· , •• "·- •• "· • . ' , • , •• 

-j'1·· 1
: .} "J"...·'.i""'i~ n(f ·;r/t JJ·~j~}_1.·L>~o_., .rt'····! !J"f.~r.,, t":-l':h7 r ':lrl~ t1-13 J!.ili.i.r.1tJr.~\9Cl vvr.i:: 

BY ·ORDER OF THE SECRETARY m• WAB: ' ·. • · . • ' ' ; ; . :·. :- : 
-;~·'"t l!l'J°Ft-· ,\{1.·1;t1. ·;') 'r(r:.'l ... '-... 1.ni~.-, i:..-.·;:ar,rr.•1 .. :!. ht :r:-~:w)!9;:·"~) t.t-''.'l <.··~ 1 .:1:,: .u· 'J1; 

1
:.1.· .. ~·fc 

· · · ·: ·, : · .. · .. · . . . ·• ·. MALIN CRAIG. • . ·-. .trt~:\:' :}~~···~~.trr .~p-~ 1~9 .1 t.1. r::~ ·;3,·J1.J·: ... _1 :J~.~1.···~;,<;:;:.>_::~;.·11': oJ d.t· tdi~id:110. ~w~t~r:.u 1 4: 
"Ir,v0.,. !.1.''-' .. ·:L9rr;C'.!lHt..:,'l · uu~ ~r:v·tuur .. t"-~,~~ ~~--;PJ . .' . .,.,t )J i 'i'...,:J'!~""'~ ... ,, 1.,, · f-:-~-!r4-:.; ~· 

· FFICIAL · • . : " " " . ' · " ' . 
,q':o'1'1'' ~-r. ·,.,, .. ,,r·tf·~ iflfr••,' ,.:.,•1, ..... •f· 1 1.r·~r.·, a·,\, ;~·;,· .. ,.,1·r J~ ·;·J~ ~ ,.1·~ ... 1,·,,,q ·,1,·r ... ·tI ;-~i·,.t·;;"1 
".· "1 E. s: ADAMS; , ., '. .. . "·:.~· : .• · • · .. . -.·:. · · . , .. ~.: •• 
t:.J·:~·('~ v-i::·M!•r .. :.1: f)7G1 r1'J.,~ ~ll~c:j ... ::cn v,r:: .. i: L:_:'': _jH,T ~· )l",..:~~~·).J ,.'1 ·:t'l'1rl.G 1 ~:1:· • _r._~1iv1 · . .-:rr1.4 ~U1 .. -. . ' . a1or enera , ,. . · 

1 
· " ... , :... . ; • • .•. 

':-t~1~! :_;~;. V,l.f,f~.,T . ..,h~ u,pJ. ·'jJf'? ~a·'!/"l [f: r'r:r;· ,·) rr·:?i:~!','il H.1.J~)i?J..1: :' 1 f.:i' ;::,· !;"i_:· :;!u .. ) 
· • . . · · .. e n.u,Jutant eneral. . . . r. • · • . • 

t.:l .:~f;t:J!r·u~r c ff;:· c.u ";~~ .. 11 .0c. .-r·; .. · r -:~~>!d .r~ 2It!.(1:r' .. 41~..: L~:·-.cr~~;'J<.t 111.d: •·• ":~ ,, !JD. 1"1-. 

i;l :nu ;;1':'.!'J:fa ~)j,Ltlru :\;~ ,~.;;c.s.:~)!)J.Y, ·;· :·,,\0::; d~it lc>11 :~~;.:.L:: ".·., ~: :'.: ,'/,::;;~~ .' 
l~~ ··~·""'"•J'"r .. .ri 7' .~:;_.(:.,..~_:_ --s...,r;:ai.0 .!J . .t""vr t krr-' ·-·< .. :.iilrr".._.~:o· :).;9 ........ ~ ...... ,~~:.n;{~ ... l~'b"" ' 
•.. ~- '":·· 1; ."' .-·1 ·~-' .... ,t·; .... _,.· ·:· .--' .-~· --\ - ~"·i ,."~- .. 
-i!it,.-.: fH~J-:r f:l.'.rt ;~'? '~1£.ff.~f.l !1#: 111 .:t.:.. ':!~li:..•;, ... ·.~ ·-uti .t.·:::tt·~·>"J~:n. lJ..!tO; •:·:: i ... r 1-,.·r"1:!L~~ ,;,1~r. 
:.;c; i. ~1a·;)i~~-~.a: HfHt::Jt3;t·n?:rr ~:l.E:1ir~ \1".jl 't!if 'jL. !~.1 .' p.: .. :; ·~, ~-.'.:~ bilofj !ti~f;i• _tr~ f '·'. Hl.. 1ff.~~ v~·.;; d ~ 
ni . ji ;: ... r,clnrf'"' ~~ Hi: rt~ .ff ·~~·1. ;7 1-JlJ. cl'7Jt!.;I ,:j :.>,j·~(:rt:'H;ii1;· -~._J· U<ii~:;1if1 ... /. •.,;~E) l.;-~·r.sr1·i~,· . 

', '.' •' , I. • , ' • ~ '' . ' : "•~ • , • , i, r . • ' ~ • t ' ' . . . ' ."" ' 

-.1.yr1.'..i~·?;tt.r·>~ .h··.lldqn~r~.~10 ,qf1~ ,,;_·r_:.,.-.. ;:rz.-~~J -:.'1'l.:·J·_h,T ~·~f~.)~-.;..1..<;: ·L'~~i~~~tY1· .... ~,.,.~ _,,ii~ ~;.,_fut.:t 
j~:·1.1J .1nr1.r:H~7 .i!r):a:~tnp9 ._,,1 P1#:.:t.1~fJ1~;....·1~.r ·'< .•\!~ ;\rrr~ -~:"G~·Itrn ')t:-.,: !f.:::i-1 ·;~~; ~·-d· 

:~~t~~::~:::t S'.;'.::.~r:::~L,:;; :'::,~:. :'.:j3~t:,:£~:~,":. :;~%~~',:;: ,~;··:;,~~~:. 
S~ \(~··,r,.1li;,;". f)f1'i::} fl~rl;9~· :~·rll .-;:1{J;,::':-~ .. 1'J·i~ L1·1~:J VJ!Hl ~Jff ... , 1.";U~1; ·~··,f<.1 ~'J.i, ~ ··,.\ 

~;· .. ·)1·-~ .i:;o· 1~} t:irt E :.:tf- !;;i:r·.ibn"fl ~~· •. 1~1;,ii~1\·1o'J,1~0~~;·-'rr.D,1~ LV'i~h_,'"1 .""::-~1 ](~ tr·._.i·~·nr)rJ 
th1.f} !f9i,;~'r.[-'ori ?~f-:~ t··.1'H9'( $k10 rrl.:r~1 ?'.'Or.J. :lor~ 1.o'.t jJ!•:u1"::: 1' ·.\~ :~r.: 11.'. ·!.., 1•• ,0

1
r? nY..<l 

· ·. · .. ~ · · ·..,· · · · · ' · ':,, • ,. :-1...,,.:qft·-~i.rt;'" •. 1; .h!...:r.; 
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REF ID:A4127207 
SAFEGUARDING M:ILITARY INFORMATION 

a. O,r.ypt"ogr.a,p1ii0.'E1iiafer.u1'l . ..:..Cryptographic materialJ iinclUdesJallXd"ocuriiellts 
andtdev;lcesiremployedv;ill'p_changing plain-language me~sages iiitoe;nnitltelligible 
form by means of codes and ciphers. 
, e. Oryptg!ftqp_hjg:;'_~~OUJ'itli.~:]fDt515t9g"f@liiG:i§e~ritY~:J~:1tJi'ij'(H>I.aJt.9!13of signal 

communication which deals with the provision of technically sound cryptographic 
.~.Y.~~~lP.~?,.fheir proper use, and thefrcarefiiCsafeguarding. 
(:; tf·I DQQ~??!.6-1!'.t·::-:-X,l:t_~_ t~i:..1!1.~'!J-o_cun:J,~p_t"_ !gst1!<!~1?.-P.!:Ll!.ti:!J.,_m,iN,e()gr_11p~~d.:c.t:~me.c!~ 
pQot9st.f!taj,_ aJ:l<} yyi;it_t~n __ :ip,_~tter __ gf __ aJl_ ~Jnd§i_; _ ~~P§, __ P}?-R~Q.1P!!cP.Sil 1;1:11d aerial 
pgo,t()g!'!!:P!i:S _a_I!_<L.1llosa_i<;§I; drawJpg_s, !'lJse!cl!g§,,,~I10,t~~·'.J,a£ldbl;>liJ1PP.i;,i.i;tts,,1QX photo
~tat~<; _copies tl!~i:.e!JJ_;_ .P.J:.totogi:!!:P!fs __ DJ}d __ P.li~t<?g!,"l;LP.J:li~h:i:i.~g_~tiy~~ ;) ~I!gineering 
p,~tai; <;o!'r~SP.()ll§e!1~~-~.!1A IJl_ap;'l_ !~lat_i_~g Jo !'~§~!!!::~ll-!!!!§_sle,v,~l()Pm~ntl/projects; 
!J-.nd:·,Jlll <:t.~~;:-~i_!!:!!l.!l_r .11:1_a~!~£- b-$<. ~ ~--~<flifnt~ .:R~· 
ttiU:;;Jll?J:[!}'{l;(Jf!f;l'fl;~,d;q,Jr:fu, 'Ji'I}~: t~Rm-1I;e~gi,n,e,~r;ipg3fi:oiJ:t!i!r~o1!1Pl'_i§?:~ie.<!~IJ.~!.°-gs, blue
p_i;iI;iJ~,_ ph_ot9stl_~J~,_pp_()tOg_!"~PJ~S__,_!!!,~t}!f2!!1.!lJi£~J <;!llC.E\:;tt}_qp.~,1rfo1:ipul_q,_s,. m:_o~esses, 

~P4'l~ll sJ_!_!!~l~!-~1:_.e~'.'!_ t_l;lf\tS!Htr:l,J?r rsHHS~~1.totR-.<?rn~<'lp~m·:y;1(<?IJll·1tx;[ .ZI 
h. Foreign governnient.-The term "foreign government" includes any recog

nized or nonrecognized governmentandany faction or body of insurgents 
within a country with which the Uhited:TStates is at peace. 

i. 111ateriel.-The term "materiel" comnrises military arms, armament, equip-
''' 'PJ7.' "'• ment, and supplies of all classes, botli·"co'Iliplete and in process of development 

rfonorgn·111'I 
r-na construction, i:iodels that_ show_ ft;att!r~s__i~ _w:P,_o_l~ _q_i,:_Ji;i __ P.i!!:t,,n<f£S.tK[},§; 
mock:ups, jigs, fixtures,_ and dies, and .all .other _components .or,,.accessories>-of 
militar.y equipment. - -- - - -----•uoli1 ili'<O'tu! ·~111Hllrn !Jqfti86llb 9-B"P.auq ot jtf;;lll 

:_ j. -M ock-up:=--A-mock'up-is ·a-modei;0 \\'sually1 fiiW1~i~e ball~"12:1onFtrlrc'le'dii'f'"i~~! 
1~ _ ·- . -·· . -- _ -. -- __ --·------- -------·-----flOfj•HiffOJ 1P "/'ffll!UIH '101 ~.it:.·,;i.1 }1J.,[ 
§Xpe_n_siye_ ma!~~~~l, _ m!!~e_fo~ _ tl_i~ purrios_~ _of_~t_µgy_i,_~gJk/L c.9.rtstrn£tic;m.a.!!9 J1!>.? 
of an,,article of .materiel. or_ mechanical. device. _____ ------------- noft.c~tll:i ,1.1fr1·~·ro 

i) k.-Paraphrasing. ---Ptli'ttfJh'rftsffig-fs-the-changing"'Of--'tlie,·woFd:::Order; 'or words 

~-h~le:i-~~~?f ~- mess_~~':-':'~~~~~t~~a:?_~~1:~""1:~e'"_1:1_e_a_i:i.?.:~=~~:~~K~ 
ti:~· !:1!:<!.to!!1:aP.-::-:~- p_hot9w_1%i~ r!l:irrnP.t:9d.~<;.t~q!!it9til;l!l -~-1PE!!!l·xfil9~~Lc,1,C.9!llP.()f:>Hf; 
or single Y,ertical .used .in place .of. or. to.supplement .a .map:-..g110CJ~qct~a..%· 
i:r m.- -Registered -docunient.-A--registere'dl~doc'Umenf is~trnorlr'confidentfai 
~lbcument or cryptographic device which-·is assign'eW1'il' tegl'st'e~ _[1:8~tl~~~8fli'r ~ui~ 
'• [ ~---- _ -· _ ----- ___ . • _ - - •. _ -- - ..• --- ------·- - --- "l.._•J:tf :.l •lJ!l!f-. .- J~b .\0 iJUl r1lU1H)'ll{':Ot 

i.ti ac~ou~-t~J!-g_tf!_t~~-~~c-~ oJ_re~ord_ ~j;_p~i;!oiH.<;,i!!l1:~!-":Y~lJ~-1o A,;nr.cb 10 noiJr,Jq~)flJl'.J 
p,. Reserv~a area.-A re!'len·ed area is an area_ on the. surface of. the land or 

wfol· '1·1 !.>f.'"1hfr.•Jtr.:)·~·1 I :>-=!fP ~o ··-.r.tf'\tar:t•.>•fL;LlUI'. (Jj) 9J1;nh·}r-'( 'f•'.t'-.C.f.£'1.")r.:.(~IT.'1~\...l • • I 
water designated and set apart By Executive order of the. President for pur-

• • .' • : .U3JJUYJ I t..'"I.\~ •'lfff.1.')J '!:(ft..-...t1ol. 

~;:s~~, ~f-,p,~ t~~n~!i·~~~R~!!c,.~d1Il~(tl}.~0Cfs !t191 ,w:\l~~fl-,~~t 1e~,~h~E·,1Wol[;\?_t~e~, ?t:\ i;~~Ui~ted. 
o. Short title.-'-a short title is a des1gnat10n apDlled to, a registered document 

'fiJ-f' ri{ili-~o~ks'(bf;ill~ui'itVfin"&">1Ht~vit1f. ~··fi 1:~~~1~i~'1~f'dfi~'li~s:' i~ft~i~ '~~~as~,:~~~ 
·combinations thereof, and -a.i:i. abbreviated designation of the office of:~~ig'i~ 
Wfft{?JJ;S:<gi1vi'ni'>r[~ytrhi¥bi:~atilltir,· ie1_ 1_i_1v"e~1 iJ· ··~ra~~ific~tioJil:rrif~ ~orit~fif"\)f ·tbe 
cf';·~·~. ""J(\,1'!HIJB JS_.: JJ.tU;_n~:~.u~~-t·~"J/~~~.ror·''"fA ,"';.''!'. ·.i~:.:.u :t'..Hl]>Ut! :.HI _!:U .t' .. ,;-in .\.!.J.-., 

·rg~~m~~ ..... ti"1"•11"\'"X: "10 .ri1t1<!·.-J·1rf)f.ii!.~ r ";11 •t\J 1nl)i:l:'.~.n~ 9£~:! ~'\ -~B:iJ'!o·evi:trr 
• p •. Uni(ed States.-'-T/ie term ''.Umted States", as used m this Act includes .the 
r.~l"'fr.: ~.fl,. rn !);o;,·1_rr:T :rh •;0·1 f""'!91i)f"'f:'"'1'1 "10 u·;r1~·(:c·;rr .{1 J~W1·y11n LO Jll~~Ju 3.Lt.J U!llnv-r 
Canal Zone and all territory and waters, contmental or msular, subject to the 
jurisdiction of the United_ States.,. ·'',Sgg.~·1:; rI'iWf"xflY 1~18£1,'J,~~e~'if; "'i9]:('t}~ 
·~0 hr~[· ... ~ t1'1}" LU•'"if}··:·u1 .•. r:-;.' Irrrr L:'1t1•~;.p.1..._.•-,-- .. i\tH\n~r;,·\\.),~O' ,,.\\J~lH·~\\ ~Y.~n\?\·,,lHJl\J .~ 'J-
Stat. -231) ; '50 U. S. O.::l;O; M. L. 1939, sec. 2187. _ r . · .1 " · rr ·\fl'ln .. ~f.';'",l.'Y~~' ),...,_')(} _;.;·-;. "II".:~7.lj ')trlr~J.":'" ...... c. .. 11 ·1:·) ,:·.J;1'JllHJ:1(J!J ;~1.Hf!19~tf1,')~ n:OI ~~ir>.1.0I ...... J; 

.: Gq. :.~in~~!"· ''t1A~·::il}·~~~'l.~~, ~l:ie~~,·W~'~l~~<?i~~l')~')xJ.Slt,~rr: ~li!Ji~.~~'.,Pf.J,S9IJ-,~~2Wi~e~ t!~ 
a overnmen Qr commercial '.manufacturmg .establlshment .engaged in classified 
+rr1 r-k~ .. i!·.rv1-.i ! •. it· -,,f·"nillt"n';'.)~""w .frr__~Dr·,1; 1 ~_r.ft·.t.U~ \7'.~gu!Hfil ·: .;r.i,;u .ll.tl. .o._.. r 1·.;:"'1.u...:1.:.1 :•w:JJ1 
wor ·or proJec or e ar , ~par,,~e~t ~;x:cept-;-; ,,,. , , r.-." .-j • fJ•T"' _. ,,. ... 

(1) A person employed oii\li~w6~~ ~f'pr'tij~Jt;·O'i ~Ii. .,!I" mo , -- · .:ii'.l.i." iq 

-c~;i P.~:,A_,p,~~~81;1,: ~~r!':fF!Ygr.~.ljlft~,<?,~~i~.~1~.t S9A<:er.,i:!$~. ~JP:.b!!i~o~,Y.'?.r!f r.9.f"'PJ;Qj,~_c_t. 
•1n!Ut1'!t~ ,VJ; r,.,f".l'f'su In.r,i; ,~": .n:;: 'i~':m:.'L! -:f'O! .oT·Z"'.·:-:ftJr,. :;,:, ,·!~"! r;~~'!"c.~r ~oa ,(,°!"l ~aiu~1~C ;"!':I 11'3H 

.. Y!:'.\ ~:.-.r=-~ rzr· ... r::\lD:.C ~r,.-.,":7.,T ~6'? .!'T:~ ·1 ·lr..1~·t~02'i aoi!'~OD b.r:tJJ ~Ot>9.t t:t' 1J:O.f'f'rj~.' 'J".l!I 1.>:~VJ" .~G! .'1;1: 

1--.t!......--:- 0 ij~Hl15;f. 
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, ,£;2;cr Responsibilicy . .-'-a. :The ;safeguarding oftila_ssified~miutafy ci;nformation 'iil ~ 
the r,esponsibil~tY of .an:·militftrY,rpersonnel;.@civilianf{ei;nployees1:ofdhe; ~V:ar 
rBepar:tdme.nt,: a

1 
nd\ . .r:fiof-dthe :mk'anagem:jn t>tmnfd:-'. emt·hploiyWfeS) o~ '.!all,rt· ~ommt·erc01ial') fitifi-mds ~ ~ ~l 

.e_ng11,ge. :!lll.'.\C 11,ss1 ') ;·1~0i' :>,or)~pro ec SJ Ofl.!. e ·, ar !'vepa men ·i:.• as~- e --.,, 
rniUtar~:,,informat}on ,WilJ;ibe1.discussed-1"~m.ly!rwith:1l!lilitaryt. 6r:!civililin'.IP!3rsonnel 2 
having a legitimate inter~st therein. . ., . .:cr'y;·1 rn ;;: 'f!fll.~ f;> 
"· •b. ;.Comman:clingro~~ei,s;;;admin:istrativf. officers;•:and -procur.~me_nt ,agencies .are ~ ::J 
r!);:;popsJbleJt'Q!l;t•,mJlit.ary.l!person!1e1;;civilian· emplo:V,-e~iwof-;:the).War,Depa·rtiµent; '"'j ..J 

_1g1d;ith_~·.-management•and: erµployeesro{.; commei,:cia) ,fii·mstiengagedi:-im'.classified fil 
projects or,. developmen~s for the ;WarnDepartment)'are!',familiar•{.witli'<.the,•.per
.t_i!le_µJa1x,0~'.isin1s1 qf1tl:lese!r,egnla:tions: .: Ai-:,,:.,ll~:i.-11;:,•\'~: .. '>'-' "'·;:t:_, '::.. ~;: . .,,~~":; .r: 
,1>13,._ ~Jgtt1it.<:> ,ppssess ,cla;ssified military,;,inforll!-atioµ;;~ at ;·Nortpei:soft in9the _\' 
m!!it[!:l'·Y. f,l!)r'1'.!Ce1'Q_rl'r_employ_ecLby itris,>entitled J.to'_ classifiedcrililitar.yidnfOrmation p J 
~()J.ll,lY! by,1,yJr_tue ,ofj :l!is 1,;ommissionwt1 iofficia·l\1position:u-gSuch1linfotmatioin~will ~d 

_ <1_ Y~Keµt1:µst~.d,·1PJ1lY ~ to1:'.JbQ~e_,_,wJ}O[,need• it; 'in"'the.t perfotman<;enofa:theirj official . ~ 
:i;:. duties and to, -insure teamwork andnefficient::·insfruction};,of1rpersopne1',c;•ptopef 
~ planning, or proper maintenance of :equipment., ,r,:.~\'1•\•: "''-'"'~ \.' f.-'1''.""'. ,',\ .>) '\ ~ 

b. Photographs of·classified:·features of military equipmenbor ·of'.otner. classi- d ~ 
(.... fi,!)<;l;:i.t~i;n-s.7FJ1Mie,@_a.d,e ;by-im_, embe.-r8-~.of,J_the!,mi_li_t!lr:VL:ser-.vice1·or,; byf ~~ilian em-Jg,_ 
~ ploy~e~:i.O~ tJleri\Yig;;·B,ernrtqi~nt, 1o!llY1 w:J;i~n·r-necessl!_ryiJin· :the• .eond]JCt · o,f their ';) 
i-, _ojfi~ja1 .c!Yti~s,._a,nq;iftiµa_de:~:w;ill,not,be1develop_ed·or1pr~~tedc_;in: ~oni~erc_fal estab:- ~ 
J, lishments or retained in their personal possession. , .<-·~,it'!UI"·-''"' _ ]._ 

. J ~l: Dis~emf inatit·?n ?f·d~lassi~e,<J,t;:;d:militd~ry1t01,in~orm~t.ion?~;;fa:t'h'Wheh <_Cla1sst~fied 

I
I J lJH,,;tta~w1m1 .. ori:mu911 is, ,1ss.emma_ e '··~m er,: ie;;prov,isions o,r . e~e regu a 10ns 

,tQrP.~fSC!IJ..fl ;n()J; S,u_l~jgc~~t.oJ:tn.iJtt_ai:y .la,w;r:_they· wi~lvbe~·irifornied that ·it a,ffects _the 
national defense of the.'U,!lite.<l ~_t11,t~s--i,within_,tlie1,me!lning~of- the ,Espionage Act 

I 
~ ~IJ.d 1tJ;l.~i~d~!?, tr•t,tIJ.,'lll!i,s.s.ioIJ._;r,!.O-.a~uthorized pei:son:is<,prohiBited.} ~ ~- 11 ~ 
r'Cl rrr,b. ;/?i.Y.bJfq11;,t~Q!" ,o,f,,_q,__rti<(lgsf:Ji~fil--rlet'Ron'f1lJl."-7The (inclusion of classified 
~ - milit~r~:_;Ji;iJsitpi!lqgg_;_iµ apy,_EarJi~l~'Jpubllsh_eq by-.a memb~r·of the Army of the 

l 
~ ~9. ~fiµe~}}~irPI9!11!/!t~l ·1Jgl!),si:;;:;sP.,flGHically;authqrizeg~:by the War Depart

.mi;nt;1rr.E.'O£,_a,<;J!'lit_i9µ111, in~Q.rll!-a!~<m· rel11,tiveJ to t:publicat!on-_;of.: articles see AR 
l-' 8W::rlq,.&t]O;;JQ_,_r,at:i\:li.GQQ::?:QQ.i~ ·1w.t: CJI ri:;i'.r lliW'J')i :'"n:;tfrn, _ 
1 1r<f:i:Q!Z'!.~Cidi.s_2u1_sf:.g_nl!~9f.,9J11;s~ifie.a __ ,_"!J'ti,litq,ry;:infgrni_ ati-on.-,-Eitber P,Jlblic or private ~ + 

discussion of, classified· milit.?,rY, tinfQi;i:p.at_i_on, ,by"nnembers,;bf/ the military ser-~ . 
'• ~J·Fi.~!1 '.9F• lnu!he.1J1~iz,~31<;~ :_Qf:Jm.ai;ith()i:~zed ,pe.rsoµnel>iSJ<strictly,Hor~iUden. 

5. Requests fqJ::,1!1~!1HarY)!1f9rma:t!<m,-ca::•n,equ\)sts· from 'private indivi~luals 
.or,tfiPIJ~ ;!<![. <:,J&.~sifi~-' ·~pjgt11rY1 iW:.m·m~Hon ;wilhl:le :·i:ef~rr~d· .;thi;oligh~ :channels 
to the corps area command~r>iO.J;i.<;h!~~,:,Qf:,tl;lti a:i;~ 10rjser.viceoconcerned, who, if 
WH!:,bl!J.A9Jt!TI~!'eL:!!lPJY~;()~r Jt: ap.«;>.the~- 11g~]lcy ,'i~·jµteref,lj;,ed,.~_will n'eftl~·1the,' matter 
,t,?, 'FlW"A<J:iutP:~bQ!!.IlerAb:f.Q.r <J!PPronr:~at~> a~,t~on:';o'.·!, 0!!; ;t:i ':,tir:>rf1rr;: -;d "lo ·:-i 
'fu9aR_.tq-g~r:J~1~0,i:.~m!F.!!ll:'.Y,i i1:y'qr_rn!ltiQn, py-;foreign 'rn1ti!:)nal§;.rincluaitlg r.reprEi-, 
~.en.:Sit.tlY.!:S<)i9f .jJ.r;i;~gµ1,g9wrnµiepts;J§JlGl;l ; as militar,y31and•:aii'rn t_taches;i'J'willt be 
r£.r~rr~,1,r._t,9,;, tlW :._~ili~!-"Y,, I~J:..l:)!Hgfill~e~ Di:visiop.;'kWar Bepart_m~nt_.rGenei'Ili i:Staffl 
fo~:P~~~~~,3;~Y f'.~.._cJ!Q~· 1£1 .. :i:.1.r~ 1:~ !S1£-r::r .. -: . ~~~. 1n ;~i:ia:;i.nr.rr:--5> r;rlt i G:p-!·· ~jp, ·: •:") .c:;r Fl? 

c. Applications for . .information or records compiled. and furnished· at;;the 
r,~<;1,,ue,l'lF;:,Of;;tlJ~:;}YJlr~;Depa;r:t_i;ne_!lJ:-:f_o_r "it11.'-Uf:le.~!n1,the,rassurl!:nce~o~"'adequ:ite, pro
~Jsi?p..,. f9r ~t~~,,:, mobil,iz;a ttqn f',Qf r;fill:l~€rt~tr.and_d!J.dustriah orgaliiza tions t esseri tial 
Sg;)IY;i:tl~~~e.xie~<:JS.s'Y!.l} !J~,-,rnf~re(i_to t,Ae,r '{Jnderr;Secretary:)of:iWar: for necessary 

. ~\£.~!PJ1· -.c2';h~1~seu_ic~,rLQfJ:l~nY.1t pi;p~e~s'l QJ":< ;s:gppena ::for.0t;he ~·.production oft·.any 
~i£,1J~.f~c~~~,. WW ·}m. rnP.?J'J§.q;Aµim_eq!~.~elye,;!Jy, thec;p¢l"S0ll)~0JlOWhOni it is ~served 
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;fo ;tlie.;•Unrted ;State1r;.:attofoey;;· for; the:: district :"in: ;which-.tlieiiservice: is<; made· 
an·a; anhe•sam~ tifue;:cffreetiitci the>Uftder'Secr_eta·rY,'.o'f War. :fJ :i;;:tJ · '" ~::.:;·n ·:..t.'J' 
?n6,t: O:UeJ :classification. only:.· ~.A,1 docume'nt)cor-):Jarticle:·cif fuaferiel. ;,.vm·.lnot:'ltie 
assigned: more'<tlian" olie of .'the : three:: .classific~ tion:s '. '. ~secret;:.•confidenfi a-li 1'or:re' 
8tricted;<;.but '.'should• this niappen: 'thrJmgli' error·1the;iniore restric'tive1[classiflca" 
tio~ will apply. · .. : .nify,,;·;1 .la>:•c'.L\l ~~ninlthi3l fl ~Wi7£rl 
11·; 7 .. Overclassification:·-:: Docmnenfa or-·:m.a:teri·e1:rrequiring~·classificati0b<hnder 
the:iprovi_sions 'Of' these:..regulations. willl :beJ assigned"the'.Jleas'ti:resfrictive reiassi~ 
ficationfcoiisistent ,with;Jli'e ;p:toper,.1safeguarding'.·ofrtne·:information!'or niater-iel 
~oncerried;'.: :- 0v~ieiassificatioh:'.wiUllbefiavoided:it· ;:;'t dr. ;ro:·Jb\l'::'.;·, -: . .-;<>'{u.llJ 

8-. Secret matter.-a .. ·When. classified, secrli't: . .::.Documeiits1> crypto·graphi~:; d'e'-
1vlces• l· dev.elopnient.:;,projeets;rrorsartjcles!tof fmaterieD wilP'be ·crassifiea.: a'Ilcl, 
if' ':Pr,acticable;:;:riiarked',\~ecre't1 when:. Uisclosi.l1'e ·of ;rne::informa ti on . or feafiires 
contained:;~tMreini:>niightroeridanger rl:iationa:l>''security, ._ "dnise .;serious:: injlh'Y 
toi tJfo .. interest1·01~p~estige ·of: theJnafioii or,:any• governmental ·activity;< of:lwoulii 
be:of:rgreat~:advapfage:<to'•a1foreigil;riaffont.<~ '.·~:1»:~c\,:.l1 y;~·' .t ,.: fwn ~';;ic"· 

b. Examples of items. class·ified';a.s:si3cr.et. ·~.._ 'C':l:p;t':'LFli~.r. ', ::n·.; • .[ ·in ·' :;irwnf:·: 
-;· .. : ', (l'):~iWar ·pJahs:":,t:i :

1
_,": v, <;·H!ir:• > ~:···,,.,r1w/i:.f:".fllr"':;;f) lo 131lqmnotou9. .G 

-m'· 1:"(2)·f.·Do.cilments,;relatingJ:fOrrthei:aesign·~a'nd:'development•1 b£!JieW.:.filaterihl 
·; ·: ·. ·,·i ·tuiand• ;coi:itaii:iing..i information7 of 'ithe'ltypi!'.:descril5ed'Tin'·H above:•t;C ~q 
-11~,:i·") (3'.);•;(')odes~ ciphers:111nd1 cry,ptographic~ 'deV.ices./used°' 'to'.>'fransh:tit f se'c'ret 

· .. information. . .rr·tf.:: :;· .. r(•7 ~f '."·.:·.~;Ai ·.J·;:r~ ~;! r.:·'!J;3:t .. : t: ·;-''. ;--; .. co: .. : 1 ·-~~l' 
fo,[l;; ·: ;(!4) <(:Jertain,-militaryr:-maps !·and: .pno'tomapi: :~r: .d':l 'le; r;ci,:;;:a: r:;;:F ·_:T'.C .:• 

PD0·:~;r.•;;i:. I ~(a); Iil' :the'?icontineiital 1.i Unitea::~:Stafes,''l tiio..;;eiiiilllisha'tillg1l
1
aild 

·::' ~ ·.':. C-:: :, .. , ,1'' ·n·dentified•:·with1a:•:war·,pfan;I'i1idl1di1ig'.')Jdc'Wli ilefehse'"j)liins', 
J.' .r, •;: J·.''~ '::~;: .. : ::.J ;. i:lefense project's,' or 'any· phase tMreof.'~L!i J.o %r.·5·~0l; I !~Mi!f:t< 

· (.bF 'fii;.'ov_ersea::: possessions' r;and; foreign ,.:terrifo1'Y: l occupi'ed 'oy 
L:ilir.c:"!> '.>c :,,,., ··~tlie ·-forces .. of· tlie "Bni.fe·d._ ·slate'ii,'~tl:)o'se ·nhlsti·atirig·''an 
'JrH 1:0 ·· ,,'. ~::i <>·approved war' plai1/'.lindtiilih:g;.1o·ca1 rcfeierlsei<plali.~, ~aei'~'Ilse 
-:::~;('..'.;: >w·-... -:;1 '.projects~·'.or»anY:»iihase: tliereof.; itlicise!·sifowirig'i<tJ:i:e iayloi':tt 
}T,,~ SS'!! ;,•_.:Ji~ u; }'.'Of'"peniianent:;l defetise"I. works'• ifnd' f1aval> ;;bases"' and:::tJ:le 

. adjacent te;rain vital to their de:fe'iise';"-and.tb'oS-<itiiaf>'SerVe 
'it r;·: i" . ., ,· ~ .. ,. :·: ·H6 :.·fix---.definitely, the" l<'lcatioii''dPairy1<erement'' oi ·1'periii'ane:it 
--~.-., -<.:1~f'.~:~;ci "~( t ·;defenSer.works" an:cti·.uaviicbases~t.~nr~ .'1')~;!·::·.'JiJ .;;.v 4-1:1 '.!:'.~~::r;u,f>. 

· .; ,;:( 5): .riiformation:~conce:rnrng ~items '.ioFmat~rreFr:<tri:d'foetlio<i~ ~of 'ilssemoi§ 
L l'·,JJ'~;, .·;~,"> ~-Classifiedt'.asi:: BCCl'.et{by."\a-chief!lof<ta'.rfil:'or'.1;\sefvice?:': i'J'. ~·J.»€l·1'i .iJ ·· .. 
11:q,:.'::. (6)cf'.Phot6g;aphs;'' photosfats,rdi!t:g:ta::ii:i's1l or'-'hlode1s'1"Ji a'lly ·~;e'cret, <l?~u'!. 
:i .~•:·,. /;'·ct ment:or."essentia:l part Of.'secretimarefiel~ 1'·-' ''.':·1 ·"-' •· ..-

1 
· :i'lll"' ···< ,. 0~ 

-; .. c~ oAuthority":.:to 1classify: as~ secret. ·~·Matters:.1may · b~,.:~1assified~:'£ts isecret'(~iiiy 
by oi: by autho~ity of .the Secretifr.y1 of:war.:;fitb'.e 'Undef''-Se'crefafy"of ·war';' _ah 
Assistant/Seeretary'.;o:tl:>.War ;.£,the''Ghier of iStaff[loi: an1JJ.Af~~istant Cbief)oftSfaff 

. \.. of the-..~ar.::r_:iepart111eritiGenera~: Sta.ff ;_.a ;c~~~~:~f~-~r~f~ser~,~~e/'0-.'the'.·~~.: f!?.~~~ 
v"'- Gu. a. rd.!.,Bµreau ;;::a •general ·.officer;· the1·,commandmg4 o~ce:_' ?!. a '..!1~~?~;,, P?.s.~1 , 

amp, ~r-stati~ · the commap.d.ant of a g. eneral ·or. special.: ~erv1ce. ··sc~o.ol.~o. r. a. 
ilitary0att3:Che:':' ·:~i.;"' i1?f~l.~~: V"i :~~)~ClJ9'~ ~1C qci:i'lHfi'iO:t!ll ·1t>.( (..< oU: .. JI!~.~· -42 .. J '1 

-c :d: ,Disseminatio'n: of.-;.setYret· :matter.=The ''diss~i:iiina:tioii ~'of! :sefr~t"~iittkf' '~fil 
be~held·: to. ~~e:-.~~~oJuteiii.n~nirimin~ ''.~nfof-rnatr~n ":-~~r;~'J}:~~~i .~o~~~~tk. ·~!Xw~~~~~ 
abouts ·of ·secret. matter.r.w1Hobe·«IisC1osed ·only to' 0those ·persons .. whose 

1
dubes 

~:equire such :.knowledge.'~'!It fis~eiClusively::fiir"! tlie,.-'offi.Ciaf'9\lse<of '.tfie Mi·'.~€~ 
to ·:whoni it isr divulged "or"issued, "wno'"'wili-~·be':res]JOb:siOie, ~P~ 1it~s~fe';custo'd.Y 

./A.,._ 

' ' 

•; 

• 

:ARi1380,,-!5 
SA.FE GUARDING nimrrr.AR y l)1NEORM~TION l&-9; 

a_n.~ i'.<se~~ri ty:i·1iJ: t8' rfoviolabiiity• <~is~·thel 'duty~ and;.~responsjb~lity. \:of'. '.ail·,\ persons 
h.a:vin:gc~n~wledge?_thereofr:.no·:matter,how,~6btained.HN fJc f'~uc•;:liJ. si• ·"01l:lt•Jn: Jih 7 

··:J90C~nfl.~ehti11I:;tinatter,~\.a: ,WhenJclassifie(L'/aso•donfidential.,,.D.ocumehts, 
~ryptogr11;i>h,~c! d~vices,"-Ydeve.lopnient:J!proje(;'.ts;?.:and;)artiClesf).ofJimat~rieirrwm1 be 
'classified:1and;dif·. praCticable;'J ·marked' .confid,eniial~ .wben;:disclo.sure/ of. rthe I: illfor
in~tiO~·~(Coll tai~~d•hth~rein; >iaithougbo.Jnot .i:e:pdangering ;!;the ;Ha tionalrt securit;, 
might1~be .prejf!dicfa1'Jto~th_~ .~n~erest orJprestige: of~tlle 'United• States~t:ai·gov.ern~ 
·mel}ta1:1~ctivity; or-an(in!lividual; or .. be~of~advtiiitage-to(i, fo~eignjnJl'.tioD::t .• or. 
·~''.1b:1 ·1JJxamples21f1i~erri~!classifie<l«isicoiiflaeyitial·:i:r J:1·''•I•?:)fo -.,r~ f/>.r7::'f1 !.)f1im·. -n·:· 
·i.tlo . -r~;( l")r Regulli.1ti'onslg~verning: joint: ·liction..,·of, the•.IArmy'.: a:nch;the' >N aVJy : .. ;r;. 1;· 
~:l'~.du.~21):!.<Documents; :t;elatingllfo ,tJie"J:design- andLdeveloj:lment> of, neWoJ materiel 

.. · . · ,. · · al!d. :o.nt:iining ·information.!.6fiJ}!e11type.,described-.in'1~ ·{ibove:1 9:/:.'i 
. , ~ 3) . qode~. c1p~ers, and cryptogbiphic1. devices:>used·,to ·. ti:ansfujkconfiden~ 

. ' ... ', .. , -. S~aI._iJ:tfof·~ati,on~ i) .. ;r; ;u!' lrf r:oi!;,:,ifrrJO{il '~v, ~:i-:icq l.ltJ!}IS~J (J): : 
b1:1'.?;!•!~~-)N.9,1?rtamnmi11tar-y.,fuapi;:1an!l'"Ph(Jtoinaps.::;r1ii i•l'l .r :.-:tn9t .. .;~ntr (~;) 

· · <.:'\(a )i; I'.111th~,;:c·ontinenta;~• zj:llited!JStatesr)'ith~_~e 1ishow:ipg lay-out of 
, , .·, , the .Per:pmnent.d~f~·,nse. works :;.!id,nii·yaltbases:and<;the:Udjacent 

~91:11:-'?~;,; .1iN~nJ1V terrain'( :v:~,titl1!if~ ::itlieir\tdef~p~e,{;,aD.<i,;tl:toise1 :that ·i$erv:~ ti>' fix 
· · definitely 'the location of' any _element>;ofuperman'ent 'defense 

. .. " ' . - '.' . . • ~ l , ' . . • . . ' . :. 

. ·~ . ' works andma:v:al,i:,bases;liexcept;<thl!ti:W:hen :the-.complete map' 
i' .. . .. , . . . : .?f a_ d~f~nse ~i:~a consists of,lmore"th?n"ope ;~heet;. <mly those 

·9~ . ll!Jrn9v };'uu. f.9f1i::heets· showmg0.:pdefen:se;;:·.ele:mentsriineed "be· .. classified as 
,>·1~; 1'iJ:l;;' ;r;nl!of.Il~con~den.~ial::i')G'.'fr ~o ht11IJ%1 ,r,:.:l'llr.~::6:.:ro .:~',: :.t · · · 

; . , .. ;(!b~~~~!1rro.v.~rsea•~posse~f?~ons·. an<;]:1.foreign-,territor.yJ1occupied ,by the 
' ; ., ' ., '''. fprces.: <?f' 't)J.e1rJJiiited:r States,;•thosernot;·(clit:ssified RSI secret 

~_u, :t!-fc:_Y.d ~·~lw?!:f~s11pwing.~~aY1i'fi#!Jo~1r~mt;i-ry:1~and1°n?v.al.;radio) statio;;~; · ai~ 
;1';. :"'l:n.0:111 rh .J.'')-~fbao:~s:' afrdr?~,e_~ll;air, :a~pots, l supp~y.:rbas~s, a.rs~~a~s. proving 
11,,1y f_1!, .-r t:,.)J )ll;'l'JJ!i grounds;rnr.,any.ml'.ea;v1tar. tO'· defense;;~::fi ' 
-1i>0·JJb .(~}vli;~,~n?ic~{~~gr~l,i tion,: ~ucfi~~ssrese~r~h:of.1p1~o~esses of· ~anufacture 

, ... r . ,~1.u>y:luc;~:·~ay;b·e:•,'.li~ist_i.~~tr,1;iii~Hary; assetiand·;nottta matfer of gen~ral 
01!1 •. ~? :J'Jrq~1.k1.1on;:Jedg;e;:9and~J~therf:technical~ itellls 1ofothe ty;W, :described in. a 
--~•1orl:r.h1:JJ1 o:<.aboveiri'.·:~:n;o'.1·1.; Ifo ,':fl:ll1:li'.(,r;·~.i:iir(~7 ~::o, :·o 1~')'.P'.': . · · -
·10: ~r_1h_if6 )rr Photogra p~s;1i1photostats;:i'~iagranis,tooro1modeJs~_of _,;,ny

1 

'confidential 
.. . ... document or _essential part of confidential· materiel.. . 

·JJ'.lOf> J(•J1)·H~erfai~1;:repo1,fs,Forders, ,ortim~tr'uctions>pert!!:il).hi{to·indivJduals, ·.such 
· ... as t_hose relating,foiinvestigationl?;i;special".ass~gnments'.. and others. 

; (8) Infonp~ti?.n and r_~co~ds icompiled·.;:i.tt,the requestio~·•tlietW,ar.:Depar.t
·rl'lS1 •!1?'?' r >1:!11ent'.1f\>r~~itsf.n~se;;in;,theJassurailce.nof .. ad~quate1 pro:vfsion·":•for ·the 
Il'i-~O!,?~iO!(!!O'.:illObiliz~tiOil\·.6f)·i;:na~erieh~ilildLil1dUStr._ial. cfrg~hizati(jn~:° essehtiai:1.to 

:._ .. ,. :_wartime· nee~s. .see. sec . ._5a, added to' aqt Jtme 3, 1916, by .seo!fi5; 
f)<t)"iTb';/·r. rrf ,.actJurie14;;r19'20. (.411 1Stat~-"164)i ;"10 fU!.!S .. 'i0:"1~93;1'M.· •L.; j939 ·sec. 

• J lfi '1995 . .. ' . '' 
(.'-1 .. J_o:- •,• /.T : ·-·~ !.~f{! fy_;j•\J,~.';;+1')''; \,· ~'!1it?tl~t'J-1\'f'•f~·" rf~f1Ji9? . .-') .grf+ f•,flf; ·-·~;~~)'"jH~T_:-Q~} 

no~:i:r (lt)..riID,~Qrmati,,ol)'.J_w,hic!J. cw:ill1•~n.dtca!e1 the ·st,ren·gth.s :oft garrisonsiiin•·ov.e~
fJ'!i'JJ:re!1p1;r :t•:S<;,ll;·1. dep~rt~1~11~s an~l;:PC!i;li?e~,sio.ns,1; an?i:> the'· :A1li:t°iitic 1oas!fs,~br; info~~ 

. . , _ . . .n;i~ tI;o.n' inq1cahng~·th!:! ~ compo~itio~o?11 i1mi t~:ior, ~lje• total• quanti,ty· ;of 
-11J-:-·<:s•o,rr;':l~i;lPe<'.)f!c,·ite~s;~q!. •,eql\iP~ent::perta~ning>~t~~r.etq;oiexc;ept;;i.truit. 'inail · 
\'~r,<:>-gc I1.tu'!apdress~s·Jwill-.ii:iciudenorg11nizattonal designatio:ns:.,iJ.tC,., · ~;:o'i! :m<'r, 
·;;t'.c;)r-4;u~1J,.orit111 f;..Q~~()la,;sify•c.a_s:.:cwkfi.~~nti?:~· ~ ... Documen:t_si ~de:velopment '.;projects; 
m~t~neJ,. o.~. techmcal mfo:i;nat10n. ir,;iy- be classified as co~fide~t:ia]::iby,mny,.:com~ 
m1ss10ned officer . 
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9:...1~ . •.· . SA.FEGUARDIN~tMIJ~IT·A~Y;•rNFORM:ATIOY 
d.J.d. 1D~s.senunati~n1 :1ofuWQJt~dential imatter.;---.ConJidential nm,Hitary. ~information 
will neither ·be disc.~ssed with cnor+dfsCiosed;,to;.unauthorized rpe_r:sons;-;i:.Theicon~ 
,tentsl'or,,whereatiouts\ofo~onfidential .documents; cryptograi6hicidevlces'•or~mate
·rielli.will f·b'e'•;disclo"sed·: obly:,to;,thcise, petso9$, iiic•tl;le ·~ce·'·whose 
du?es i require.othatJ:tiieyi·.-have ,silch,,knowledge na°'d.t.toiisuchi otii_el" .Per~tm~. -of 
especial', trust• who miist ;be·oinfori:ned . .icThose:ito'.~whom' ~confidential! information 
·in,.:entr~stedi:ot. disclosed-/are) reis'pons!ble· fori:itsi safeocustody,(and security: 
' rn. Restricte~; matter,.,-'a;J.Wheni classified. ¢:s:ire8tr.icted.~:A µ9CU~enf,';c~yp
tographic device, 'development project, .Of; article 'of:materieLwill·be:classified and 
if practicabletn1arked,r.eiltriited ,whem infotn:ia tioh:cont.11ined'.Jherein. istfor offi~ 
cifll,.ilse-· only, or; when .its·,disclOsureishotild, be liinited,for reasons· of {administra-
tive privacy or1denied·the general lpublic.: ·:~'; J ·'.•i'j;,::11; '<\!iili.J:)r;•i:} r~r..' 

-1•b~1-1;f1maniples 1 oflitems•classified~'as .. i'es_trioted:;'I'J f>r;;, ,•.x·~tr:,:'J ,:«~no'.) 1~,; 1 · .. 

(1) Certain parts of' mobilization plans and .regulations.' [r~li 

(2) ·Documents relating.'to·: the'c.de;>igu:iandadevelcipmentiof;·Iiew; .•materiel 
. ., .i•••r'iL~ -;::·ci:mtaining.Jihforn:iation; of itlie fy.pe described :in 1d!. above. · 
1,1 · .•;t,Ii(3)'!Pi'ocuremeht;plaris~·:;"·""''" :;;•1'.;'bl; trn~;·:i.'h•• :iri.1 . 
Y.Ji ot (.4) :Codes; ciphers;:and·cryptograpliic<dev'ices· used··to- transmit restricted 
e:.:1ff~~-t)!J j'1Lr. inform3.tiOn.·,u1.i:J~9 ·t;a;.:; ~~ n~Audof f:b1rt "'.~fs1·i:.:~·~1> 

ilf'.11i r1i(5)1~(!Jertain .tr.ainirig.and:.technical.reg'ulatioii.s: .: ; ',.·J .. , 

r,-., ,!J1 't(6)> (i)ertain<A:rmy:extensii:m courses; 1,·,-. a "'<f<<t>oJL ,; ; • 
1-w L·1l(i7:):1Certain idocuments,;regardin·g·Jengineeririg principles and design de-

tails, composition, method of processiii.g .. or,\assi;embling, which are 
'-' 1; l ·ca fHi'J L vital,· to ;fhe,functioning .or use :of' an· article ·.of; materiel. 
·'.1".-m (~) ~flitary'.,riJ.aps~a~photoriiap~·;~-~ ~~Z'~r.0"4i ~. 
·rn; ,::EPur:;. (ra)::In lthe .. continentaliiUnitecl, States, ~~those;·showing lay-out of 
~~1\i'/ll'..'Ci ,;::;::Ii;, .. ,.n ,µmilitary.::rnd,.na:val• radio .stations; air· .bases, airdromes, air 

depots,,.supply; bases,;arsenalS, ·and ~the .adjacent terrain vital 
r wi:J11l:rrrtnm '.in ;;·, •. :to--theii' .. defense, .including. photographs' riot! other.wise classi
L~TlH')°Q 'i1) ·1,;ttnrr: ;-,fi.ed1whichrare notlsliitable :for"public·,release ·l•and 
-u ni f)-,ciil'.l''.!l(b ),~j[ri: oversea qiosses·sions-:'.·arid ·.:f61,eigin.territory .. ~ccupied by the 

forces of the United States, all topographic'imaps and photo-
1uii1t<,;1L:iw:i vm: '.hgraplis "not~cither.wise'. ~classified nwhich1 i are~·not:· suit&ble for 

.f<iipubliC refoase.:11,.,·J ~.; j•iL'c ,,,!},,;,,, 'I 'iO j»~<h .::r.,, 
1f'.J'TM .~:~9)f;•Photogr'aphs/;photostats,.·diagrams, ,or. inodeJS:·of :any' resfricte'd docu
.<:.•>rI o f)fill ,fment.or.7essential.pa1,.t:of1restrictea•matei:iel:n ·'l" u.:: -.·; 
. .,; 11,C'>C(lO)i!AHlinforination refative' . .tol:war~·reser:ves .. L .a . LJ'.: .... <.\ 1'11..: , .•, 
:·rio. '.•Authdnity1to. classify'ws:r.estricted: .:Docb.ments;JdeV'elopment. projects tech
'.nicaE;dat_a;• ancH 'nuiterieh may: be'.J classified>'.asl restricted: by. ariy., commis~ioned 

·.officer. '~'-'-~b\~~\ ·,i~ ?il~~\l, ;~.}::. :,y~· ~·'i;J.J~~ ·,_,~ '.'"',;," ·)·~·c~ .i •. ~ .')· .. ·,·:.:~':~~1',., 
· :•r a. Dis8emina~io1i ·o'fires.tiictea 'ina~ter~The Iriformation' contained in restricted 
documents 'and tlie essential characteristics of restricted matiei'iel ·will Iiot be 
:co:i:i~m-~ic~t~clj;t~: the_ :~u?li~:?r •tot tµ·~:·press;<:_but .iuaytbe :given./to: anyJ person 

. known .. to:·be, m the1ser.v1ce1 of"the<•Umted .oStates and•1to;persons•"of ·undoubted 
loyaUy and :discretion ·.wllo'are 'coopei:atingiiniGovernment;work.;: '.a,r 
!iFJ:l. I Cl,assificat_ion i of,1ihforinationi fr~m"Irother 'goverlimehtal,agencies . ....:. In-

. formation obta_ined 1,ftom' the Navy:tDepartment ~·other .'governmental· agency 
:wm:~beoplace .. d i~•ithe .. :same :relative:c1a"ssifi,cafion ~s thafa i~ which iCfs :carrie3?· b~ 'f> . 
the COJ:itrol11n.-g1•agency.Jo :fl; b;;ltI· 1.·H · .'1 \;:r,i .:..tJH,,;;.~_G!Lc.-. I•.•,;:,rL_.J '--~ J>.;I·,· ·::w· . 

. . . '. . .. 6' ,;,.~ l('t"' 
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fl0:12.·r;Testimoiiy >-befol'.e ·.Congress.,...,,.a .. !,.Whem:ai persoiP.•in:\ t:P,e :military, ser.v.ice 
appearsLbefore a[ co mini ttee.'.of.:rCcingress f.a11.d~ is:ccaUed• Jupo"1ir:tor·give r.testimpny 
which1"he_•·knows .)t01 b'e·l~onfi{!.eI.It!al~ ·or ~restricted\nhe! iwil.J. 'tespectfullyf·request 
-.that liis;;statements::tb'eitakennim execU:tive·Jsessionn)nly_·,and fnof. :appeari ··in~!the 
record of hearings, the Congressional Reedrd, or· otlier doctlmentlopen',tospublic 
inspectioii:i:t'miiiru 'lo rwl<.• ~i:wib •;:[4 ~; ::·ri:in[•::t :~rwi.t 1rr1i<:u•: Irim1JHJ1i.•" ·rn':l .1\ 

b. When; called· upon 'to giv1f;testin:iohy 1whicn•1h(!;knows to':iber.secret,. unless 
•he~ has':;previorisiyl. been authorizeu1by~:tife· Secretary.f"ofJW ar to)?ghlecisuch .festi · 
·mony; .. •he will respectfully!State that M-.is •not ailthoi'iied"to: ufsclose th'e• ihforma~ 
;ti OJ:!- desired;;:.a'nd:will: iiiform':the'IappropHate,inetnbei.!tof .Con'gress-that1 a~ written 
·re9uest"'for1 the specific information«snould· he transmitted . .to:'.tb:e"Secrefary :of 
~Wavi· Testimony 'of a secret.nature, when authorized"by ·the .secretar.y. of:War, 
will be given only in executive~sessiont.un·dei:Hcthe':conditions:cited"in· a;:above. 
't!:C! With1Jtegard)fo;ipolicies!i1r1d;' facts';which,'.the 'public.1ihterest"doe's1 not' req tiire 
'.to bei•kept secret;,:copji.dential;·.or: restricted,'Jsee·AR'600-10;'. .:,··!1:·;r!'..I ,,,,. c-. · . :. : 

13. Legislation pertaining to· the. War ·Department.--::a. Recomn:ieiidations 
to the War Department for legisliitionr willr'be clas~ified as secret, confidential, 
or restricted until released·by the Secretary of \Var. Prior to such release, no 
information as to any· legislativi'fe~Ci"'riiln'ena~hon ·will be -revealed to any indi-
,,~~auaf•;'Or association not 'under. War· Department. control· except. as may· be 
~~q~~!~~-~~~~~~~=·"•."" ~ -- -~ ~-~- -·- .-.- ~ - ~~·--~--~~:..~.·-~;,~~·1;:'~·.~1.:~·~~:~:J~1

1

:.~~~·i~
1

;~L\'~
1

~J1~1.J· ~::~· <::.::\i.: 
11' b._ The nature :and. content. of rep9rts; of , th er Ward)epartmen bron:-bHls; referred 
tto it by committees-of Congress will·not be disclosed·to\individuals'"or·'a""encfas 
'outside the War-Department. , -·· ".r:rr•" 1.:.a.»::111 .. ~ ,b"fl .~'''''"· k~ . .,,, .. ,:: 
~:.: 14.- Los!for suojection-to conipromise.-:.:.:.:.A.ny J~'1'..'~~~i~Jh~l~ifi\d~;rs~~~r~e"~1 
in its employ wno 'may have 1 kn'o~•ledger;of~lli:e"Io§'s%r't~ul:lj~cti'(nf.'fi)~lcoi:liprddiise 
-0'f:-a"lfsecI'et~fof 7coiifide"ntial (focumeflt or''~r'tiCiii't°f inatefiei Wiiti'prbtiip'tiy report 
'ti:iafifact·t61the"cust()aiati! of'th'e;.'docurilei:if"d'r trn.at~l.iel. o:rrTJ:i'e''Pr6Per commanding 
.officer ~wilP:then'i inake> 1PthOto'ugli°' 'iiivestigiitio~J:!f"of''tlie'.< ci~curD.stances, fix the 
responsibility, and send to The Adjutant Geilera17tj;Jifo\igli: 1funfta~y channels, 3 • 

freporf.twith::'his !;recommendati0n~1iit the',...case'.'.') P:;i·;.Liua r1 • "'''.' ;,~.; 1~"!11'.) (!t. J 
Iu.'15. < <Reproduction1ofJclassmeci.:-matter.:.:Gt:~A'ge'nci~s"'entrilsfea'with the print
·i1rg.::or ·reproductiOn;'storage, f afld' issu·eJof' ciassifie'd aiicumellts' will. be informed 
'oftthe appiicable •pfovisfoiis rbf,"theserregi:il:i tions;"') ~. ~)-; ~ j n !ll".11. 1;', It 
9d:b.aThe commandants: of· the l gei:teiialTan'd~·speclliF service ;~cli0ols'.'Rre responsible 
that the printing or reproductior(prn.nts •ofttli'eii'rrespective1:eo1iiiiiands .release no 
classified: information to persohiiel or'' agencies'fs' i'i'<if"eii:titf~d}'iiiffetb. i :·) 
f;ri c:r:chiel'stof;:ar.nisf;and 1setvices :a:re- 'tespoiisible'l.tlillt"s~rv'ice fniagazines .'or jour~: 
malS published·:under'."theii•:~supervisfonr coniply··witliOtlfe>i.f)rovfsions. of these 
:.1'eg'li.Iations relative to'.osectfrity 'of .classifiea 'iiiilitary''iri:form!i:fi\fn:·»r 

d. Information· contained in classifiedi'doc\.linents',may"'be'Lrefetred to in other 
«locuinenfs ;which:1aremnclassifieu• or' marked~'With; a: i(hver: CI3:S"sificatiofr"'only by, 
iori~by,fl:i uth'ority~ of,:. ari Sofficer ,qualifiedHd'Classify~ as·(secret:w~see'. paragraph Sc. 

e. Whenever. corresponden~e, documents, drawings; ".prib.ts,!:tpliotographs, or 
·m0dels-)pertaini!lg 1to-.s~crt:!t;:corifidential;' orLi:'estrfcted: materlef:disciose Thforma-. 
tion regarding engineering principles, design details, composition; methods of 

-processiiig. ·or.:.;of· ;;a.sseniblyri.which ;'are . v'itaDl'fo' the~ ·n~an'u:(acturei;{·:full:ctionfog, 
·.orluse-ofothermateriel;1 they•iwillr·be>approprfately· Classified!· '.i11i:-;). '.t\' . trrr;n:-u'.'11·· I· 
, Iii f: 0le:i,:icaJrand1;teclinidtlr.!work: on.;secretLanq: confiqei:itUii"matter:lwilli'J.\e' per'
formed only by trustworthy personnel. 
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!A~~~~~!:,.IS Si\~EGU.>\'.RDINGl.MILITARYvINFOkMATION 

rJ:Jlg:r Prepara'tion: of; p~ess· r~ieases.~basea on-coae1tmes\aues.:..L0ffl.c~rs: atithof iZcd 
\9<prep~te;inf9rmation:to)!O~'!i1ade~p~blic,;w.µ1.consta.nfh',·bear. in miiid~that•su~l,l 
;'11?-at§riel;"may'. b~"of great~.ta~ue'.·to·.:th~ ·eneinY,.~~ignak, inte~l~gence • serviCer l'!n~ 
formatiom-received or .. sent:in1cryptographed•:;messages '.:Will)be!,paraphrased prior 
;fo,t:releasect~ rthe;;public:) ·:·)fi,tu •.i.t) .f'"W~i~l. <ruf;;<f,:'"1~•r,,)) 'er,; l ·2~(' \ l'.'.'11,i .}fJ })'' • .. ·. 
·. ·h .. For' additional instructions relative to· the discussion of milit:iry;1•p,0litical, 
;~.iplomatic, .and<classffied .. subjec,ts,.iseer~R<6.0Q.+700:·.~ <'.i r I':>,."' ; .. ,r;"'' W"f1'f · ·'' 
.. ~ :;16. JJ~ncelatioµ 9r'. ~h,ang~;;of, ·classl:flcatioi:j. . ...:..,a .. , The· authority;·.maki.ng< the. 
origiri,al:_.classific_atio_n;1 'ordligl\e1:i·, ~utll.9i:,ity;J ll!UY; cancel. or:: chap.ge the classific!!-~ 
it~_On:·.\lf a·, d\)cument•by.' :Writing ,or,:sta111pil}g1o~~r::the:-mark' at'·the .. top' .of'. the first 
page;, i~fil.H~ti~n~led"i'o~~chfillged;..:.j;~d,i.~.,;~.,,_".i=c.;''I or.".<.''Classifi-r ,catiOnrr.caµceled ·.or• chai;iged· ·W.)J°i".f.,.'-:".::2-'-."-'.!!!!.J.'..'..'..'-.:.-",.Jby JU uth0;rity,; Of,''.: adding 

~9- .the_ dateJand:::the:tlnitia.ls;of,·the.omcer;making•,the. change. i:J • .t·) ,..-s·.<~,: ~;::· If'.:: 
~,.)'l :n 1b..:;U'he~a uth0;rity·. ,making .. the ·.original; classification,· or .. :qighe·r· ·authority/ may 
f""'. cancel C!r change the. <classification ".of;, materiel ,:by,;fappropriate, "lettersi ·o'f 

r!PstrJI~tiPn:o..:rol') .';; .. n--.:t .. ~":->G.i;.J·1,~q.:i..'·: ·;,r:r,'r;I elI-;· oJ :·r.-~!.d-::,J·:r;~~ 1··~~; .. ; "r:·l ·~n-" ~~f 
,\\t 1.'.T)~J'f\,tr::~ ,';·y:.~~J1'. ·.I;?;"~ J~Dfll~~i--.b '}(SECTIONl)iIIItJJ~:~·~ '.1.P: J1:-;ffr!'·~u:_~ .. ~~-:. •tijv:a ~ .. h~t ot 

<'!." ~-'i;'lf~~rr 1l·:1;:'.J \Jj ..... ll.,c ·1p,{ .. ·-:--. ~'"1.r:·-,.,., ....... 'ri-~ vii :·"''' ~.· .. ''-'J ii:-- ·r ·.- ',· ""Yi•:" 

'' ,.:,~ ~~,r·: ,>1;·t-f ·~,~. •'7~':'.· ;,--- lf~~r ,t.f!. 
1

n 1D.6,CU~~ENTs_~ 'l-:·~- ,;·"J~ ~ \~' ~:j~ ! ' .: •• ' • .•• '-" :.1 . " :. ,,·· ~. ( 
•I ..•. lu ·"1,..._..J l,t ._I J. .. .t.I. -1 .... 1.'T.._,. .... •!,JI.'-'•',. , '• "">J ~t - .. ~ 

·~~~~!~s;i~:1~~si~~~sfif:~~:~~~~~;~~=~~~=~~!~~=~=;~==·=~===~==~=~~:j5=~=ci.;;~;r:.{i 
~~:.~~~:.;:,~t~~:.~~~~.~~Q~g~~:,~~!:~::~:~--~:~:~~t:~~~:.~·~:~~=~~~~-==~=~==~·~1~

1

:::~==~=~=,.-' .~~ 
Return of secret and· confidential documents----------.-,.--;,-:·,r,-;TI•·-=--:----.. -:~·-;...- 7.l.t--:----;-;-;· 11~f 
Destruction of classified documents _________________________ _: ___ _:~------------- .. 22 
·~,1 ··1~·,-.-,,-·~~.,..--~nHL·H.i t':,J . .- .r.;i J1:•:•·,t.• .. ~ 'l•l..1.-~· .:-..~> ... _.;.er+._• r;:" ..... ry .•'J.._1t~·r,. ,..> ~--",'::'C;...~ ... ~.; 
,,,.iP:J.Y.r.~ik};~g,9t;,p}t!:fis~fie}l.;_~g~uwe~ts.-:a.; Man:n,er .9.f. rr,i;fl:i:.kiriu. ~· ::u:'.: .,,~i .rd 
j"f>"'YI ~l)mqM~i.H~~ b.0;0~~ ;!lf ppai;nphlet;r:,. t!1e pageJ:! _o~. 1\V9.~~h,are .P~r:m~u~µtJy 
~. r• 1;'. 'l '1 ,,, ro;~:; ~~.\:h:.~ecp;rl_)ly :f,l}~~~E-.e!;l..;tp~"'~:p.ei; ,, ;w,ill r pe., p1ainly and coµsp}~llQ~lY 
~.H :•[!: ,r·.~'.>nR'l-J.l;t;lW\l~qr.~!'!~a~ped,,,s,e9,:,et,_, cgnJ~~!f11-~ia,l, or, ri;s_trict!fa .on J:P.e f!.<W.% 
~; /:;l':·uillf\~9 v~Jt.1/~fP ... ~g£,J!J.P.P.:ft~~·~·!Pf!g~ .. : ··~:· ''-'"'~"" ~J"·~· ai ! ·· ·. ·~ ;. , t'~··i~t~i&;.~.u~.r~·./· 

( 2) Classified communicatio!f~~ _:;t_nd.;9tl).~r..:,m.at~ri1].J. not ,.permanent1y;,, ,::md 
-:Jnl~<J 91rt i::H!'.erni:~lY1 tf.a.s!gi;.i~c11)qg~the_r,. __ excep~ 3af!. ll!dic11.Jed: ·il.J. , (3) ;:c-:(4) ,:.and 
f;'.>rn·i:o'.t.iri· ~d "~9)1 tl~!6Yfoim!!.l J;>t·:µia,r~eg.>o:r ,stampe.d,with·;the appropri!lte classi

fication at the top. a,_n<Fb,ottom, .ofc.~a_<;h .'.page: , cirhe~ ma_rkin.g at ·ithe 
!, !t: i·"~""· '1'.L ,,.t9v,1w,m .. pe_;§91 p_laceq.,t_h,a.t '.it!~Ul cnot ;b.~ ·:p.idden,fr.om:wiew; when ithe 
Ot' ,; '!";j,';'.f ,;,P.a.g~J:!. a_r~, ~l~pp~(]_;·,Or_;s~ap}ed toge!her; '.')cJ'.;·; ,. • ., r ·~11 t' .:!•. '· ·c1_ ' .. ~ ;; , .i 1 ; 

(3) . 1Ql;isswe~dypJ:!Qtogr~pgic,.:l!.egat~yes, dr.!l"Wi11gs\ or ,tracings wilhcarry:1a 
-'l!Hit % ~ii:i .. !~%'§H!'l·.,ofcrili.~ "PF!lP~r1:cl;issjficati9.ll,i.n1 such .position ithatdt will: be 
{;"lou" '.in ~-'.HcrnP.r9Q.pce_Q.; og;ia:ll ~OJ:!i~s.m;ldl') ther~from .. 11Photographs,mad~ from 
. ,- . neg11J;ix;~.§;'mJ.t..<.f;lq._t11i;;c1:i,Q.e_<lswill J:i~ l]larked.at ·the top and on the b.~ck 

·w:J 'o · 0 ; .-,') li'.\'Jt:p.~,_tp.~ ,-propg_r;.cla!'\sl!J.~;i_tiol!.:;U ,:•1 ;r:i :l' 1 •. ,. '·: l:!O'.i 1; · ,. ,.,,,.;n'h» .. \) 
,';:.l ;o..J4),,PJ9i;i_tra,c.~s_, for,,t4e, Iµa_nµ{!lctu:re~ of) Classified• .materiel :Will .be ,plainly 
. ·.: ,~~5,,n;i,·1_;;" ;i11d:~cOJ?.tlP~cuot1aj.Y:~a~:ked,)!n?t ':type9-, ·;with,the propel'. .classific;ition 
:L,'• ;;J(J!i··~niY/l.Qnit~e .. :fi~~~ pagg:,/1nf,_, ~11~.i.l~r~ ... ~u~> /i•:.11~!-)·.r.~·~'F,i:.-- .... -, -:-.·,:;._;~ 1''! .~:,· 

-Ji;i·'.!:~'.ll~);: 1 9l_a§s~fi,~d 'lllaps; and·iphotomaps· iwi~E:lbe:>appr.opriately ·marked; ~under 
:;..·l>Pt~f~:d1-.,,·u JUeJs~al~!f~J : !lid';~) i:t;h-.'·,h ~;..,-J··:·~:~!·i.·.: : "~:t 1:·: .. ;i ··~·:bf•!.:~.:·.: 1:·1;; 

.~,.b; ,,:,4jl/k~H.01W~!'f(tf11f.icin.g"of ,classi'[iea aocw.merit.~ 'issue!] .. ;to authorized civilians:'7' 
Documents containingi:·.classifiedJ. milit_ary,: jnforriia tiOll"' r£urnished •persons:: other · 
.t;~an:· j;,hQ.l!~ro~ JtMAn}liJary,,and. ·na:v;aJ::.sen\ices• ahd'.'th'eiri.ci:vilian . employees will, 

. .. , . ' . . ~i';i,U!!Ot:f!9~~ 1lHJ ;c J.1.1!·' ;\~ '',t · · '{ i ;({; ; ;· ... ' 1 '101 
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~hi'< addition· •to•being markedr secnet;~conttaentiai~-,ori restr,:ietea;Ibe!fr. the following 
·n6tatio'ni:,,.J;·."·;9"'' bl..mc·r :1' .,,.~ 16 r1·,;H.'''1•Jl•ri r.uqr~·n {fi no-:i:nq .. 
11::-T'ilis ~agbJilikll~ c~nf~iils '·iiiio~~1~troii · 1fi~tiri~1hlig hlit'iO'"na1 defense ~f the 
:ifmtedr·stafes'wtt:b'in tlie"iiieanihg · df~tlie1Esp16na'ge1rAct\ ;50'>U. S. C., 31 and 32, 
asmnien'ded':! ~ .. itssfransmis~ion or;Jhe ;i;e'v:efatioil! ofiiJsrcoiitent~ in any manner to 
an unauthorized persoii"is proh~g~t;_~d-,l;>YiJl,aF:·.';trib'.> ut u<o:i!: ::.nr( · 

7.•f c[JSf/ediai Lmark'Ert'i/ of• sec;'~t .. abctiin'eii't;;=-s.x.i1" secret.I do~\ifu:gnts WWi 11 (show tlie 
Ulltlii:ihty:fot'the'clfissific'iitiJd'and1th'e'lda'fe"!affixed: 'l'?Tc!f; vrpo'.'{ "!l \. . 
u91ts. i:.Tfai:ismission"of• clitssrn.e·dj 'd~cU:fueD'.isJ~a'. ::searet'1do'cu1iie'hts. . , 
::i3 cl1:1 ·(-1;riiBetween:'.caffi.6ers .~iJi•:tne''.'iiam'e '.heaaqiiarte)rsi1or wi'fati~~,.~At b.e11d
" 'i"/':'.\_.. ; T·+;liq~ar'ferS;'COmriiaii"ded' by->'aO:·~ihitiiorityi.lqtia'1ified::to ::ffiak~ the secret 
T·"·•'" :r,1; :,., >cfa~sifici'ttion: -tlie!:comiiiafiding"ioflfcer::wm 'pr.oVrn.e;'fJr the security 
u' i·,t i"ir·1·1·1,tJ.cjflii:i.tefoffic~ trarisihissi<>n '.{)f.rsecretJhoci:lmeiitsr:I 1i~·;(:h; . 
. ' (2)·~B.eti6een 1p~8t~,': camps/i.of·staµon8 . .::.:..."Withii0tlie'••Unit"ed States a:t;J.d 

· . ·: · : . its possessions secret documents will b'itfraii'shiitt'eci. '; b"y~;·an''officei-
. . . - . . messenger or ·coiii'i~r''"7hen ·!ifiicticati1¢~<>otnerwise: b"f Uni fed. .'states 

]J '7; '-:1 U9W rj')fr'egistei:ed. 'iilaiJ:l11 ·°tV·hehjJani officer~~cii.hi¢r J(is,:J1Rot i :available, .such 
:' · -·,,,q;- .;i . r:i· ' 1rdocuin.ents• .inayL be;··traffspo'rt~d r'.to'' !irrdU.'ffJ°fii -fdr.eign countries and 
fr•ti> : ~j, ;.'8 ~tJief1Phiiippi,i:i.e:1 Coii:nnoiiwealtfr»by:JSfat~t.:Department rotary lock 
ii·1hT:~( 1:1 ri~:·pouch~'<f.If ·ii'eitlierWfficer~~ourier ·ifotI<diPfohlati~ pouch is available, 
~.YtJ:J'~ . '1 .·1ict fhe'lr~sponsibie '\>fficer may !eritrtistl'<secret ~·Clocuments to reliable 

' . . .. . .'.'citizens. or' the United st"ates,· such'' a's' offi~efSWor. officlals of other 
;:?fl; ~.rii:1'!-.t gove·rnmenfal '"di'lp~rtfu:eut§ 1<5r•imasf~r8 1 ·of·'-vessels' ·of' .united States 
fil,;;:rif(? ~ir;;: regi~rry-;' '.Ihf.'IIio;fr~pci.ue UelayjwilJ.:f'~~suit! corti~anding 'officers of 
~::.f ·'.u.u,r7 '::~ ports' "'(jf~eriibafkatibii :wiiil( eiif'rust1•secretHdOCtlIDents to . the COillr 

. m·~nding officer oltroops ~D.,iai'.ArmY. trfansvorti,ror delivery. if none 
.: '!l! ~:fl . ~; .'' "of'the •foregoiJig)means\of·Jtiuisportati9ii"arel_ava:ilablt)i corps area 
hYl1ih •O t3)~om~an·derstand< co'mili.andiiig .officersJor:fexefupted"~st.ations are au
u;!.[·,~, ·;;•.10 r1th0ri~ed:to .trarlsmit'secret cfocumenti'(byrregi"sfer~·d.>mail in a United 
.,·:Jh:c..rr:~ r "C1St~,tM1se·a:tpost; office,:::Provided.:th:ey '.dq•rtotlpa~sitbrough ·any foreign 

postal. system or that'oMlie:P~i;I.ippine'Conu;rionwealth!\ · . ,. · · 
fi-J· 1r A\.31)' :P.t:epar~tion'!forr.•.'tralism·ission.LE'ic¢ptc\wlfen :pei;sonauy.'lielivered by 
-1;:.r.; '!;J' fnl"lauthoriz~d personriel,i;'.secret'Jdo~i.1meiitsttr'ansmitted'fr6m one person 
1:1.i r,,. 'fl .;;:.H ,to an6ther:1willi bet iriclosed· inl:arr inner 1and•'.anl outer.tcover. .Type-

. •· wiitten·.:m~fte~'-in~the::docuinent· wm•-,be<p;ote~teddbY,J,B: 'co~er sheet, 
'f,fiI; .~ii !';·'·~!01:1byia method: oflfolding;l,from 'dii:ecf•con'tact1with' the inber ;cover. 
"t :i rdi;c; , r.; u The! ihlier. cover. wiJk•be ! it sealed'1w-rapper ~or' envelqpe"''.addresse'd' ih 
•: 1l:·::e:1<' 2;the us~~lfwayr;but:oplainly marked· s·e6rd1s61 1that:,th~':!notatiori will 

.·r,•1tt>l;•·1· be,:seen\ *h~·n· :the-~u ter'.i.cover 1is Ji:e~oved Janel .wm. •cori taii;,i.a: re'ceipt 
' ,)i{';~l:"·l::;,,rrform'.i which-:wm·-idefltify ,.<:t:qe: .fiddressqi·,r:;th~• ·adqres~ee;.::;and) 'the 
.J~ti ·: lh:J'F · •r:~; 'document:, . Tlie 'outer '..Cover', willl beT<sealedP and rnddressed•iiri 1the 
· ;; IJ'!" ~ <it : : ! !·,ordiniJ.ry.mann~r!Wi th' no :no ta ti on tci in di ca terits~secret classification . 
1c:J1£JL!'i (4), :Action!itpon .receipt: of,. secret:matter.u :;ltlt j~u:l:o '.!O ·ut!r:rnn sfr ·,:·: 

(a) Prior to opening a sealed package or envelope; .containing 
'i\1;; ·,;o~ lu!;~(ll; ll 'l'r.i secret,,doc.umerits;'·the::lsealsU"and rwrappers 'lwill-::.be·;.carefully 

inspected to determine whet,her there has been any1tairiper" 
,t,~nemiJ';o~> !J,J'I:;t, ',Jng!:. ;If an;f. evtdence:'.ofo ta'.riiperiiigr..is; .noted;r~tl\e :facts will 
!l? tmH muu·1 c. n! £be: reported'~immediatelynto1;the.iissuirig authority, who. will 

initiate an investigation.:.without::delay:;r ;i,j Ji:t>·~ 

': ~fi~!Ltt~ c (i:)H!': i"li _; '0 1!!1r~_::.rr fJ·:i. ~ I'". /i'.}~~~ J.:ii .iJi~.:,· tl.tUJ1fi(l-'0li t·;.;'.'Jl"f}.:,~l (~~) 
::·~{ !!t'.'.' ·._ ·10 S': .. :~, 1f) ·1itJ P.P'Cf~i:.T: 11, ,.YHJ3Ui (J~ i<'i. 

320925°-41--2 ',9, 
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7'1,i>rolfo'.t -:r! t ('.b),,~Thef·ii11ier1 co:ve'n\inarked·c1secret1 will!·. be1 opened,1onlyJiby;Bthe 
person to whom· addressed or by personnel specificallyudesigc 

. · .. . hated by;. him .. The receipt form. will be dated and ,signed 
'.;,!ff ):u f)ni'J°'(~~H JLJP.uu1,1} :,;rJJ e\U.i:J,1J.lJ JJ.Ol~'uHl: . .>.1\1i. #"ltf\i.!l•\•~f IU~'HUflJ(J,,f "''HJ1.l. 

,l.; i!"-" .ts .. ": y .:;apd iµime~4~.~t~1y1.i:~t11r_~e1;ht2Jh~..;s~nd~r. rraB!!rsnJ:!.EJ:r:.C:9V.~Jrmn1. 
o, .-· 1 :.J 'If'~•- ,re ;1 ! : ; ~ ;be•destroyed• by, bui·ning if,Jhe subject; ma ttei:J of thelinclosure 

· . . · . · has been in contaetP.fliefeWi'tliJc(',1CJ: ·-:! flO ·l'.F;CJ fi:;Nr1odi1~.ncr11 on 

wi ! m ,.(:5 )u'.I',ra11§1.ni§.~ign;; ~Y 1 !Jj~·cr.at.t ...• ;~()c:r~t ,1d?c .. i!ip:.e,11t~,~ eJl;~.ElP.t ,itlW§~J:~,~()~·)by 
Air ·Corps perso1w.e};gi,ir!i:iiri:f!.igJ:l.t,u:wHh1reJ'tr!l!!§PQr,t~~ot>Y1.lair,~ra,.~t 

.. 9i:3})y .. r,egis,ter~-d,a~:rcmg.HL9Ph'.·:.l!i;til~.r.;g~:-~eP.t}qn..ak.~!r.Qumstgµ_G_es·.yvp.en · 
_ ,£.:.i.~ :,t.~- ,.·iµ.tge opini9rho.f,p_ne,9f tl:rn,,~utb,griti~s,4~~!~at.~<J,,ip.<>pfi.r11g,raph Sc 
j:'r .• _. ,.,,. !Hil • 1 ,,t:ti~ ei;nei:g!lni;yz1dl(,WQ.~(i.fl 1J,t. it~~e1*.;•ITA!l§.ffiJtteQ:1J:!y1 gi.Alitary aircra~t 

· '? ,[-:,;,; :t: ,,,1 1 tJ?.ey,~ill P..\! S!l<;µr~!Yr)1\'.r~ppgq 1!!m!-.pJa<;gg i!'.}, tl.t.e.:s.u§t~dy of an offi.cer· 
other tl;lap:~!J.1.e:;p}JoJ:./r:iWh.!lP. ,.th~ ,fijgh.t1.Q~ t)l~JlJ!iJH~r;i:«iaircraft is to 

r.t•,. L n: .~ ; b.~;.m!J.di:1gve_r1 :.w~ter_.{J:lcg~ !'.!o(!um,en,t ,.~H.Ii a_ts,o.01;l,e .. 1v.!'lig11t.e_d-: ~ 1 . 
.,,1.,,b,;;Qu1_ifi.d!JrptiaI> ifp_ciwl!}nt_l!J · n;" <Jj1h1lW'Jvh J';l,.,: .,,_· , .. :oic>:"" .1cr '· ·1 · 
,i·,.l~; Id .(,1); ,ftf'tl!!.f<!Jt.«~fnC<j!S,~PP,~ts, '.<!Cfn:':P,~· ;orn~tati,<tM:7'T 'it} "i .;;, '.J•,' snt 

1 ;;_i 11 .~ · ,,,, :;i/•,J .(q,) i1lJ;"C!lpt 1a.i:ii:!~gi~g._t.Elili iµ, 1:(b,.):.;,bE;!Jow;1~9.i;i.fig!li;ttial..;Q.9cuments will 
f)un , frc.trmo'l H):c;·:l.!e_ JJ;~.:q.;:;n;it~teq,1by,.~a.i;i.,,~11thp,ri~gd.,,n,w.s~e_ngei.;,dp.!lured express, 
;'. i. •t .,.1,1; 0 ., !r<'Jt•r r·i9X1 ,,r_?gi;'l,t~:r~dv_IFaJlf~9·:,l!PYC1'P.9.iJft~!_nr1it!J:~u.1Jnit_e.d States and 
,r.}fdnli~'TL P;. r~-9rr;.Li !t1?nP.9!l..S¥-~..sioi:;_11, ·.mg;yWe<l.tl;l!JY·;dQJnt;it •passritl!rough a foreign 
c'.(irJJn ot :-b"•"··•:.P.OStal·r·Sy§t~tµ1 ·taJid \!lJ:e: ca:i;i:~ed. in: .l~(h,i:p!l«,of)Jl}nited States· 
'11'\dl'' Jo !;L.L/J) ·:t~r~gj~t:fY.• .~1"* i£·'J.1.r2 ,~1~t1 1 t~-! ~s lir(J ! .. .i.it !.~11 ('E:::;.i r~·) 
: . ., 

1 
j:'.; iJ·: i ;u 7 / b<) .. (Jo_nfig~ntial:•,qQ~\l!Jlrnts j / J!\)!t~J_~i._Qg l J tQ. . •:qJ.tlitary; . ill telligence . 

1•· ""'J'.lii!o T',,i;i•u:,J)ll.ay l,lerrtr.~ni:;µ1.,i,tte!'f tbY gpgjpJl.ryrrmaH :o/,hei:i~ JI;! the opinion . ,, '" » ., . 1 ! . pt l'!t rr::,. ·Qt .. the. ·:fi;n:wa;r.di_ng,t.ofll.~er :n.0::1s.erJ9usi•SQP:Segµen,ces would be 
orwH U · .v.·1'.)·11!-.r1 u~nj:ailed:.bY, thetr,lQSS•n. ,;un·t~ ~" ·t )'):;:" -.•t'J :,•.<c: 

11"" i; ,., ~::;.), · f,.r,l}p,a.r.a.~io'(}: f;or"~m1i§1n;{ssiq?1-.+.-A,ccinfidenti~L·.document will be pre-
· rm ':l'lc; .;u~iJP_ai·eq·jj'pr·;tra11smis;;\on_, ii;i."the:same, manner .. ias"a\isecret document 
!J·~.lt.:~J n ,'J.! uexcept:that·:th~1)J'!ner,1cov.ir JVill cq11tain;a• rec_eiptrfQrm only when 
;r; \: )"< i'i ·n: r: (tl)._e:s_en(ler:~eems.Jt•!leC!)ssary11ai1,.d,mayJ be 1opened, bY,1a:ny responsible 

, perspn.,authori~ediil:>Y,the'Jaddressee ... t .,o ·1':1::-f: l"';;•nr'. · 
-r,rl .o::1cf3h: Trg;~1,smisslo,ni:7w,·ai11craft.;.confidential· docuµ1ents;:exi::ep't t):J.os~, used 
nn;;•; .. ·q srr<; .u;by1:Air.1.Cor.pS';personnelcduringdlight,r:w.ill! be:\traiisported by mili· 
-)•F,T .i"J70!lta:ry,1.~ircraftnorJibyj registered ,air'. mail :onlY,iLwhen dn the opinion 
;; "l' :.i «:1'm!l ;of'.ithe:·respon.sib~e: :ofiicer->1the1temergency·,demands lit. r . 
. , c" R~stricted·"do:cmnents,.,,Restflctedr7docliments:nilay;· be transmitted by any 
:authorized. ,messenger, ·:ohby;ctordin·ary. mail;;(express,. or' freight 1 to any point in 
[the UniteduStates .. and) its1,possessicins; ·provided:• they 1do;inot -pass through a 
.foreign ;postaL,system rand far~),carried1•.011>'shipsi:ofnBnited i?tates,. registry. 
(.Hf 19;,. Ro,u tine: correspon.ci.ence;N'eceip'ts, ':and, re'poi:,ts.~Routine"correspondence, 
·receipts;·.· or•11eturusr and·· reports· o:f;:possessionp transfer, or.'.destruction need not 
.be l classified1 if, ,reference:; tlier!iin• to tclassified•, 0·r,negistered~-1 documents is made 
by file JiumlJer Or Short' title. Only',,';With ... no indication \Of· ·the.1;subjed I matter 
·prr.classificati_ob:.-·h~l ):" •);.~,.~~·,1:n ;-1;!'~)::1 .-t ;::-u1.1·;~10 0.1 ·,~···1(I (;)i 

•; ..i20;·1 Storag·e,.of :claJ?§ified ,documents~:.~.~ a:·.'Stor.agei of classified documents not 
, ' 'I •' 

-registCre<!':Tn na-'-Ht -;._,J.:_; .. L i0 ·.1 :-;rq:~f:i\1 ~;rthT.t~J,:.,f, '"' i"l!' .:..L.::~.1 

Uh, .~;.(-11) :Secrebjand;.confide~tialt documents;wther than-:-registered documents, 
Jfl'll ild',r ;1,:

0

1Willt.1be storedfinijtheJ~ost:;seciire1files~availabie in a room that is 
.. kept locked;i'when'.rnot·;ina'ise:;:rj~Jvrl ,, ;: ·.·' ::i.:i -;.' . 

. (2) Restricted' doc~meilts will be stored and handled in such a manner 
as to insure a reasonable degree of security. 

II I ... ,. 
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SECTION £llte!~t't{,c'\'} ~"l\')\~ 1.i\',-t-i \' r-'\J '.1·.~.-Y·.)\~~1 .(i 

-11'17.r:! t;J1lqr r:w:i!.~ .;1.0[,c .,;~t tri .os·l:o)·e 9ti ili.:ir ;.~r91.r~1·q,!) '1·•1o:l:J):\9~~ In. 
.:'ll• ,, u·P1.u:<1,Eo:l-~IJ.JQJ~;rEJJt!W:JrJ?R,yJ!¥,£1!,N~§c·i:1?;;;·ic1 /lfrli 

J..;t~iib~ify -<fJL~kTilniW_:~~'.."~~i~1!~~~-~~!'.:':}~_·_'.:~~~j5~_·j~~i_:~;~~1!~~~~~~:~~-:i~~~r;[~:ra~~ 
A"dditiob'i1 .)n~I'king~~L.~~-tt!~_:?;;J~~l~~~~-!~¥1~~1::..i_}~~{)_._1!~£1~-k~~!~.:.'i. ______ . __ , 24 
ReviSea~~editiOn ~~-3j~'~·..::~~:)_b_.i.l':l'~..!.~~_!19_:r _ _].!.\.:..:::-:~i!::!.!d!~..t.r.r.!.~.~) __ CU'I!: .. ~i"it_~~5.;.~'!!~--------- 25 
Notification of change of ~lassificati0~-=-·-;~--.~-~~;~:;-::r~;.;-.f7-;7-:;~;::£--~.:;-.=-.s:~A··~-------- 26 

~~Y.W~J?r!rr~:rtd:- t~e~8~t. ~If~· ?~~sr_~SjJllltTfiffw:I~.:iiti_:i;E~FJJZ1~,;-.:-;:i ;--~11-~J;Jl;()~ ~::, 1.Li1--t.:; .--- :, 27 

~~r.~r~\bt~!~~i~~~·~J~,l~l~~i=i~f!i=·=~y~~~)!fr~·=t~:liG~I~~I~·f =~~c=l·~(1=i01~{===~=·==~' ;~ 
.11f'ft~:;:71f.;;7(J') ·~~t ! 1··J:-"t.,f ;·:e:i~.f:""ihlr: •,dJ(.i."J;i~')· 1 ·.Jl..:l;:~~- h ·V '.•·•[·: l'{'l 1~~f[f~~ • , 

23. Authority to des1gnate.-,--Officers authonzed to origrnate and issue secret 
cir ''~'oWfi1Ci~11fi:t1 1 'a.1o~·Jiiilf~ts.~ '#iii', ;Jg~{gri.h t:~· 'tis 'ieu i~tere'a ·'such., sk~ret'·\ 'ahd Y:orifi
iiJ~!i:i~1Ta~~ri~~iiik :rnsiiedi' 1 byj~~dfii ·aJ''tt~Y.~'<lk~ill' ff-~essa1rf 0iA' "tli'e · · int~?~~t~Jgp 

•.:i·r~-.· ·7:-,,. 1.!:l:·J· ~., i\J t .. :,.'"'J. ·3f\ ,·.~·1 

national defense. Only documents of exccption'a.l impo1:tance :ivill be-register;ed. 
i !~24 . .9A'd::diti'oriai'ni~~ki~:,-:;.1~cf. 1 ~1~i'addi~1ori. to 'th~~ ·m~1;1rin'~("~gg;,~t· · ~i~ '.c3~ctJn~ 
.. 11:\•! ''•I'!-, )j'''~· Ol-) "1f' 11J ••?;:··:JI {)_j 'l~ ...... fJl;_.lff'.J. .!..'.>' ").\') (", IJ ')''(}t:-:•'l•t -.,~•~lt·!'I ,f'f•~/t ;(1''(\ 

tial, the title 'j;Jage or i'riside front cover of a reg'istereff doc·ument will-ordinarily 
shoWYii{~f1r~·g·ist·ei;~rihmb~r~, ~ ~ho~ft ~~i:tid,i \iffiCtf 1Ht· :r~~61ici·jto~~hiCll 'f~tfr~ll)s ·'~iiflbtf 
:.f•-' , ''Hf ~·.; .... '1 1'!• ~-: '"l;~ J~ ,oJ_I• '.., , ·i.LUi.t~'~·.'f!''"1 .!''."'.~'1 : 1 ·: jft-.':1~i -. ~"1\i < V 'p~·\;l'):-\'(\ /' 

~~.% ·-~~F w~~~v,~t~8% :?.rn~1~%::~?.~J~FPEP~A?r ::~ t~ 1·~c~p]Jll~l.~~,.,~!f1Lt~r :i~~r:µ,W-
1H~5r; ~}~P,0~.~~:-,~}~ ·~pis)~,)~~~ ~l~:?{~~ali:.~· ~~~ • .y~q)f~~~~;~a~.~;.?~?fJ:NNSfflP~,1C~, W~1 
registered document on a _separate sheet. . : . ·:;: 11 ,,,:~:.. ·~ril friHt !:'"'":.;: ":d ·i'-:; 
, .b. A~l. ~e~.~re.n,c.~s. to.~ regi~t.~1:e.d .. 9,oc;,mµ_e,I\ts .. m s~piann1J~l n2; t.ransf.E;J.r~ ,J.'.epor,.~s. 

orc\.lhad' rep~ts of 'aestnictigii;"'or· iincrassified'' do'c1Ii'fiiii'tg ~rc"or1is~6ndence"wiil 
b.~·;b:y lsifO~'t tit1e~ -~h1~1, ~hd1 sU~ii ~i=p16itS ·~~ .. c6~:r~~~b~Jci~1Ac~~\ie~a~;~tJ b~ 1 C"iii1~§it1ed.1 

.,!]If'/) ·Jc!.. ~~·. :,:.,::., :l.~ .'·:4 1. 1nr:~·~ ):~· 7,t'tS«~)":;t" !-!...:::~..,..,., ;'1.J(flO '..1.:.J ,t!T;J· ,·, ·. i'.:Jll'.\'/ ,PHrt t 

Any correspondence or_ paper .J~!.C~\ ~~f~~fl~ tg ~..;i~~~fiif~1~:~.'Aos.17~~P.L!J.Z ,:;}}~1~ 
other than the short title must liave the same classification as the. registered 
doC~tlin~nt~"·, 1' 1:(', _, 3. i.1~ \~I''\)•" .q--,a:tt..!.9.1..<l.!f..J~) i: . .:.:.·:..- ~.:.; ~~ .C'J.r ... .J'J .. :/::..St..i..... ,•. 1 

25. Revised .edition.-A new or revised edition of.an old re istered doc'i};i;.'~nf 
-r·1 1 ;- •to··~>'·'.<'. _.,· '·'·_;.:Ai"Il~ . .:'\l} '·.C-t •• 1:.~/HH '~H'.!t.i.ti.Jr!;-s ·r1";Jt r, ... ~'l'Jg• .. ~·LVJ c . .;,.J 
~n,ou~~ P,.~;-r~~.~~~n~~.a ~e'(i9~~?.~~ ~~tle .. : ., 'l.0.rit. ,;;H:::;.:•! _ .'.). l<.kr,:'.">i.( 
_f ~!!-. ~-?tiJ)ca.!~~1;\,f!L~~liB.a~?E(,, ~~: ?~a~~if!-c~1~~R'}}j:-';V£ei: .. P;ie, _cla~.~}fication of a 
registered document· ·is clianged, the office of record will notify all offices to 
·V~.'.lL,J: .'-}'-It ,,J'4'•'.;;J.:..1;.""l ')' .,i ~. J...lJ••lu )0U ~!l.J 

0

..t... .L~.J· •...• G)) iu .. J'l '"'.) 

'Y,l,i.~ph r1~•:P.~~t~~Yn.?.~su.,e~:i:::f./ilt, ·1·J')J_·a · !.rf: ~:j !:•!.. · ~:.:, i \·. ~ ~;·1 ;J~ 
; 27. 'Iriventciry and report.of possession;-a. Custodians will keep a complete 
1' _.,.. .... !" r"j !Jl'J 1·.' ~·"'J"1f'"'l11Li\ H·JU~.r)', ~1t ·-<').'li.\.J .'..)L•i l1J >1I _;•"...t.>~IL'1.!. llld 

faventory of" alr:registered documents except those liste~1 ,!'.1:£.?.·}?,elow and will 
make or have made .on June 30 and December 31. of, each ·year, .an accurate 
/1~·)·.·~~ ~r;.!~·:!r· J! '"1.18 .:]11·.Ji~~JJ'-:; .c::-;jw(1· t.1-~··,·,,Fl LOO.!...b'J t(_\/:.'-'.H.; • ... ·J.•;:.t: ... !!J':,.:'i"_., (;,f 
:{;tum F~~J,"ef,?i:}'l1:~fo?rP.E?,J?i~r '.1\1,~~e .. ff!'. f.rS?·1i:;r.cr.:> aLr,,·.:' ; . ,.-:{ h;. n 

\ r ?·' J~)~.~~i~~J·~r.~rr~!f1:~11~.1-ft~pgrt; ot,~s~~e~~i_on_}%,tog,o)'!'.~~!13. ~~tails will be 
~~~~rv~?i· 1 ,.1,,\l >.:· ui:·, ··o .~;~J!:1 .r·fi{f.'"-'(t-1r?: ·il.:1·i.~·-~ ~r-(<h~-~.-)rfJ ·-.-~/>: 
~.:!:;~i .,,Y~.r~~~f J.tr1J.li,;,''~%-.?e1 J]h,z~igl~f; 1 ./ff.fll.e£t,J~:; a,_i~i.t }\~. -r(gister number 
· . ch.ecked agams~ the inventory .. u .. ;(; ;, n(l r,_,)•r:w• .. r 

-L 1:i "' ,f.7\;·f5 :·f~,~~~ya;.}ef~w ~~YiR~·i· t~:.'.P_v .%: ... ~~~e-~,omwt.sstwie~~; ~P!F.rf.~ .~he 
. ' - . custodian and one ot~y.5i·~,ie1p~~E~s~~3;•.?~~.W'. · 1"~H,,,~~~~e,. ~!;~ .i1,1; 

ventory. and both will sign the report. If the headquarters has 
only :one commissioned officer, the report will so state. 

·c, No. semiannu,al report of possession will be made of-
(1) .Training editions of code books, cipher alph::,ibets, or keys, or of 

nonregistered cipher devi.ces accounted for as ordinary property. 
(2) Registered documents which have been placed in custody or stor

age for historical purposes.' . 
d. Whenever a registered document is found which is not charged to the 

finder, a reasonable_ effort will ·be made to determine the office to which it per-
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tp.ins.r 'U. this: isr;not:·.fou~d; .Jh~1;docmµent ,;wilh l?~ for:w:ar<;leq through military. 
cha11nels to the issuing authority for.i.di§PC:SiJion; ct ll'..11:.·,,~ ~L:f:!;~·;~o:~ ;·;-) _ ";· ·l:C 
r:~B:;-;-Rep·ort: pf 1:trnnyf e?-'~_;;,-a.1 }Vhen, .a r regi~ter~g' document~ i!!;-transferred'. from 
one1;pel(SOnrt0::ano.ther;ta,certi:ljcate qfctransfel'.1'.in·1triplicate wilkbe;made;'.::The 
certVic11ter:contahiing; !_ln:acknowledgm~nt•.of re~eipt ;by ,the r~ceiV.ing'officer; ·Will 
?~ dated' an,d•:sigiled ,by ~:the···trqns~er.r]ng, officer, ·'.;,-:(.''":o:'.'i ;:t "';iI· :".~ L/'.) i"w·; 

1 .~· Immedtately;<illP.on ·cqmp~etHm:of ·the. transfer;·~th~r~l'iginal -.of .the !transfe;, 
~.ert.ifica te will b~, fon.varded direct. to tl;e ojli~e, of orig!n., · ~& copy<.· of 1 the1 c~r
tlfkate:of;transferJ}Vilb•be: retained i;by each::Of the,.officers';coricerned. r i, 
_,,_c, <,W.henever.~a.' t~gist~r"ld; doci1ment 1is(rem6vedr fr:om; its:.proper :plade. ·of ens: 
tod;Y·Jand! if!.Sued11to< anot.het. pe·rson;iJhe· cusfodian:· wilL require i'ir •w,ritten receipt. 

29. Pr~scribed ;forms.-a. Wan.OepartmentY·Form '.No:.P32::'.(Record· Card
:negistered,!Doc,u~en'ts' •or. Devices~' ;_::will':: be •'used" for : r!;)cor\].ing'{ alL .tfinporary 
transactions; inv,oly.ip~ an: illtlividua11.registered 'doctimenb ,. i:;:,;:· ;D"': '.}_ '· 
•).<.ib. '1War"•Departnient:«Form .. No' .. 331 (Record1·Card-+Registered7.;Documents or 
Dev,~ce~---:Station) will be used by each officer makingla~cqnsolidated. record of 
all'' ;tr~n8"lCtions ,rconc.efning1 ·, regi!jtered. r:docunients;l;.'.:.,-!te'.ser.ves;; as:; a . , check ··to 
p_re:Venj:;nth~/;uri_g.is_covere~ ·Iosirrof:lthe.:'in'di,'idua;l1 C!'\!'<l• 'W ai~7Depattrhent ··For:rii 
No. 32.. . · , .... :l·co~ "::\;\I+ ~n ,.,.~n-rr1r't·i-1'·1 ..-.r'~:: !'"~(r"·r."".,. ·."'fr-o···f•·· r·;i· .. ~··, 

• 'lf'ii.i t:\V. ar . niwartm~I! tT! Fo~m: r No. , ;4' (:se~~i~rin~al~;Ci;:;ri_.~ansf·~·~ ~Re~~H'.i~;; ng~i~~ · · 
t:e~e~:' .J?ocunien ts .. or;iDeyiCes )Ywilllbe·:used'1 in transferring:•registered do cum en ts 
andHiru1repoi'.ting tlier sem!annuabinventor.y. ·.tliereof .. wn:• !!~ .:·~:Jt'.:., : -;·: ;. i-~

·;:~:r?.-;:r.;·~:ix. ~:~"t~;~·e;)ui:_!In .~?)'.t 'i11Jj. 1·~~1~:~;i.·.~·,: ·vr11·.~<i~. !~>:~!~.'~·~~~ ·"~d1~f~:r.1~l\ ~ ... , .~: 
•• 4 • • ._ • • ... ~}<~CTI~~ IV· ... 7)i~.1.fl",'.;.J~~~i!10f~1'17.:!~ 'J/t) ~ .. ' .. l~ ··! 

c·'.~b;:!"'r~c:x;I Ghl ::,-, "'ii!-)~~.,1 p:tut1;{t ·?~>'19!1.r_.·:' ".t:"J[°',., ~1·1:·1l!::Yi~. ~~lq,'~_i::.~~!ti l:_l'._\ t ~t ~;:: .·~ 
~rih,"t"V:.1i·li'.t'3<.l 'J!~I! ~YJ;!J.I;l..F'fq(}:i:t,AP;E:lJ.<iJ!S~CJJ);q\I'~:t rw "1:!:".i'c. ".~:Ir:' '., 
h.~i! . ~rtft}•.i1~1 >:.~i;t ~tT~·;,·1~~, '"'''~ errci t.:;t~m~'I .silt 1i:J·· ··:::£;~;:>_;·!·~tr ~-· r~ ~.:. ··, · ,~~~·~\~.r~R'.~ 
Authorization of cryptographic systems.:~. ,.,. . - •. - • ·. . : ..... 30 
Per~Qtiaiuu~e~ of·,fillthoriZ~a·. c'.Ode~s -fO~t:idd~ri=,~~==·=~-,'J--::-·-:-T-.-A~-~ 3.i:::--;lll-~·:---:-;;-;; ... -i~·; 3i 

ill~~f ~]~f §~~~1~~~~l~~~~t~r1~Y~~~iJ~~; ,~l;;~~;t~!! 
Selectwn{of·cryptographic systein-~.:'.:1:_'.~-:1~'!!::2:: __ <!!:~_·.:.:o_!:_~~r~.:.:-~'!fl.<1·:_'_a0J•" '· '· l "37 

~1~~;;.m~~xr;f r;~~~~t£~;;~~::~;~~;!;!~.~~1;;;~~~~1;~:~~~~~~f~~~~~~I;~~~:~;~~~,~i 
l\fethod of bandHng ou.tgoing and incoming :;~?P/lPY-1{tjqJ !f.~.~~?-Jf<~S--~:-.. .,~-;-·_~-~;--~.,~:-;.~. ~4,~ 
Method of. handling restricted messages __ :..'....'.:'~~~-1-~t_>_~~~--~':-~~~':'..~'.::L "-' ", • • .1 · · ·42 
8onfifma tion~ci'itiie's ~.or!cr-Yi>tograplieat<"mess'a'iesi i>i'ohilifted_c;.:t. .:.L;:: '..".fll~_Es:~~~ :;~·C]' f. 43 
Pisl.losUion o'r1 destruct.io'n ofpregister~d cryptograp.liic.~niaterii.iI:"'~'-.'°.:'.~"-'"r";:.:._'i."--d~~":IJ.44 

. · · . '" . ' • --t~i~r--0-Uor· / f.fj" -r-rrt~·: .. · · .') 
.30 .. Authorization of cry;ptographic .systems.-A.11 'codes ciphers abcf cipher 

''.'f.i~J· .•.J ~.,._1u:.;•p-q·. l;iJ.J1P' '.._ttt~·'_;.•J .v >'' ,.· 1J' ..t.c) "•>:rr·- '.J~ ,· :'r· ·1· ·v · 
. \)) devices in'tended ·f?r/t:ise in me. military. service ·wn1· be a~S~<?f~~e~,;?t~,1.~:.~~!-·-t~e 
~o' JJ\J~Q,·;¥Pre:ggf{Hn~:···<'ff..or,:f~r9e~ .. 1.1:1.!.~~ .... !1~~.9Ar,t .W~~; 9f;:1':'.1r:I,.,tN~:a,l1~1:fo5it~ 'Till 

be delegated to· the commandmg gen~riq,, !}J;IQ.,,.::in<l 1,µiay· be .. delegated, to 
• • , •' , 0 1 .• l} •~\ \•.I •• ,, ~ ) \J\l.i) ~I \ 1 l , _.· ' , I, . .1 

t~!i~W .~l~P1miiBPei;f ,,,a~:~ ~orr1r,v.~~~~~' .,d.~pai;~m~nt .<;~P.jlm\l;i;tdfJK~:~~or. ,8Pe.c~111 .. use 
w1thin·the1r departments. . 

err~ 1'·i!8e~~8~3-~ -1t~~',<!~ ~itP.?-~i~~~. -~?,4.e,s ,f2r,'!N.1~ep,~~· -'r.~~:H~ of'~~;,~·~~!~.o~\~ec1 
code,· cipher ·syste~,' or cipher device for cryptographing personal ,m~ss~g~s· .. ~s , 
forbidden · · · " · · · " · .. · ,. · · · .~ .... ··. · ,., · ' I 
-!)'32.\lP~~~d;£~1' ~\li:h'.~:Ji~~d.-t~i ·~ir~~iih r~nrr: /~.''i~\'if d':iti'~!-;n~:'" 1 

· •ir"' 
1 -l 

ii~a:'~HP1:~~-i:'a[i1Wb· ~:l~t~riii ~iH'·b"ei:~ilij)1os~a·i!?~1~'b~is~~ ';v~J, i~ .n'c>t 1~o:l~i%Jff / j' 
·~!1'.1'_'1.f"l.!.!1.IJ.JT!St.f ..!l.l'-J.'l,;1,'1 v 
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s1'.t'FEGTJARDING 1M!LFI'ARY ·!NFORMATI()N1 

familiar. withrtlie .provisions of; tJiese ·regulationsi·andi:a.Jll··instrucHoh:s' pertainfng 
to the cryptographic system to be•employed:rc~· •r,l!'Ic.JJ!l;; ;;uiLJ::t?.i •J<:! n: :.;!•Hn.ah 
m•b!'t searetl}mes'sages(':· :The:.cryptographing r:aiid. · decry.pfo·graphing~·of- '·~essages 
elassifiei.l :: as as'ecFet :Will>\:be'cperforfued.' only ·undeH:the.rdirectosupeh·ision• '.of~.a 
commissioned,· officer: : '·For,' :tIJ.e'~specific! qualificatfons1 of.J personheli•whOJ iiiaf 'Jbe 

! permitted actually to perform secret> cryi>tographic 1:Work', 'reference:sli9uld1 be 
·; made;to:letter~instrtictions .oh this:subjectUssuedlliy fher\War•Departinen turru.~ .. i1 .. 

·'!·c: Gdnfidential· 1iiessage8:0 J:v t1:>fn•· •; F ot 1·:·:·1::-. ha'.n;:-:,·.t·"I •3li !!'·:.r 9"l!:~~:}d'«;·J 
· · (1) .Atr~H»headquafters•Mi limeJ.of peacerancl•·at>-lieadquaf.ters·rofidivisidris 

-':tJ·) · 5.o ci:)Jl r ft~ndilarger t unitsi ih9 timei'.of~ hfar,'Lthe1'.cryptograpl1ing1 andJ:Clecfypto-

I :~ 
li 
11 

II '' 

:i 
11 

I'' I, 

I 

I 
l 

I 

!' 
!' I 
I 
l 

! 
i 
I 
11 
Ii, 

\ . Jq;-;y-; (. !61 Jig~aphi~g·r_of~:coiifidential~~mess::iges ~Winr beuperfoi:medi: byl personnel 
··-irsd .1 .. _.,_,...,,ta:s j)rescrilied .for>"secret:m:essages. ·1 it;-; ·. 1i--.P.i;1:ro:, · bs1G1.)' : ;::!: .c:.:.: 

l'j11:: '·•. ~2)1 A~: 11!J1headquart.ers::,of.mnits(!snia1~:r1tha_ii ~1 diVi~:~n1;inCtime', of :Wai': 
( messages 'classified•'1as.rc6nfidential,rw1lb bei cryptographed1rorude. 
·16 ain9 urrr';vcryptographect.:..byi,rpersonn'el\ oJL 'the,_ cr.y.ptographic, r s.ection;· of . the 
·~,~' J-1·.1o•tt):l !J!:{DJesSage1.c€ri.f:~r:L!~jtl ·.,.~~!-·in '.i{')l/./ /~; t r /·, ·,fj : ;.J J l; -,, .{ l"fC.1 J.'~ :·~ ~ _,__· -, \ .... ;-, ~ iH' .. i 

• ,1 ld::Restrictedi messages.:::. At;aH1 J:ieadquarters,;inrtiIQe :of ·peace, <messages·:classi~ 
fied a.s~restr:icted~ will: be ,cryptographea\<:ir.Jdecryptographed:<.by:l .personne11.w hose 

Lluties ·normally- req~ire tlle ·p:rformance o~ ti1is wo1:k. · · __ · ' · .. __ . ·::: f";, 
· · ., '33:l. Cryptographic, secur1ty.1:officer . .,-;-a; At .each,,•. headquarters:· .mamtamm,., 

ai ,~essage center;~there.1,vill~ .be:· a cryptographic .security. 'Officer, i1who; ordinariJ.y 
will be the officer in charge"; ofitlie·,µiessage;icenter.;: 1He, will l;!ei.thei:custbdian 
of cryptographic ·m'aterial and will be responsible for all measures necessary 
to insure cryptographic security: "I '.'u1i1~C! · 

b. If the cryptographic security officer believes that, in view of his knowledge 
of other messages on t:he'.lS[1illi{.'or11iketsiibject?'a :m~ssage has been incorrectly 
~fa~1§ified or if he believes "that the regulations governing the drafting and 
cla;siM~g of the· message have ·been-violated'; ·li~ ·wni'1requesFfht? o'fig{iiat!Jr'~~ 
r:· _ -~ -· ·---· ______ . --·- .. ___ -·· _ . _1"i1·t·td·p11 ~;--~j"''. ~ .. ~ .. ,.•!o•J.Hr" '"'·"·-') u~u .:1,,11'1 t.. 
make· the necessary change m ,.t~H .. m~~~.~~5!1,,\ff, ~p., A~1 <tlM~1..!i~.:;i.tH?1:·r·1·~~ .•.. tJte 
~;iginator~dqes nof .co.iiJP,!y ~-wft:fi :the_ ren.ui~t. of_the_cryptographif •Securi_ty,,offi.cei': 
the matter- -will- be- referred- to the comma:iidingi officer~:of~ithe oheadqu'a:f.ters9corir 
;·_ · . • • ..:. ·-- ·.. _. __ • __ .... _:9~C:.".')F1 ·''~· H ... i~.~t-~,:~z !-.· .. J~ •;...-.~ ~tiP'1h~:~'.tp~·/l 
~erned· for ·final. dec1s10n. Ro·: w, 1 , .... 1;.,1,-,,r 
~ '.: c. ·crypfographiC "duties ·at:· any" station. wliei·e.· ;t}~W~; -~~~:~R~E~g~,l~ItY,~,£<?!?-~tb 
.t~ tea-message~ cei5Jir.~ :\YHL~e. cper(oi~ejf Jii3ii~-. origlna'tor .of )'!tlie>:message. or,-, by 
perso~ne1::~specially ·designafed . .by -the :commanding officet~·c:tWhe1itfcr.yptographi~ 
'work is thu~·performed the fires of-literaFpiairi texf'messqges aiidiB;f1ci!y1Jto'ii'~~s 
f ~' "' - - -- - ••. - • ____ ...,'}·'}' ,1-u·~9cr. fufjI":lf:;-•tJro~ .. -~!If!lIO,ii.1 f)U'> :.;fHJ~JifO 6Hll.ucr.HLI .H) tlt).d l'SI d: 
11}.USt lie kept_1n_~1~~~~~t }o_c_k_e'!~c_o~~a_1_n_i:i:_"..:~_a'1·> r.·<B<>m f, ... t:>iij:.~~ -:;>rtilfJrmrf 1o fJc.M_9Ul 
~ !· 84.=-~Qu~·~es~ p( JlaIJ.ge].'_ j;g_ .!<rYiPt.Qgp1!p,l!,i,_~~S.~<;].gi~Y.·:;u;lpy; .;far tth~,:mQst:iPJ'.Oh~c 
sources- of- danger- to. cryp'tographic1 .secmity arise'lfrom> y.j<)Ja ti ons> of priiici ples 

governir)g the following: · · · '· .,_ ·t . 't· /:. "'' 
·.~ ~rk/ 'Tb.'e1 r. p'iiy"Sic~'i • ''8Jl!hi·U§~ 0r·t-e'cb.n'icJff <!iJilr£pli(:~fla1fa n:pePt'atiling:_ · t? .. ;_the 
'·~'ft Pt) .. ,rnr" ·'"·)·~: t'{Pqn, :J'J, 1h",f ~.f".:i~"('c4··:._1 r~~i;;jlh:n: fl£1l rrr 3 '!!. \ul lY,; 1 ~'!'_,~~H ~) ,, '~>:.l 
ci:;ypto_g~aI)hl<;_ ~~s·f~'. .. - •· . , .. 't t \·I· :t oi'l ,; ·•'"-'i"" «o'•' ~"~"'""' . . <: ··r··,·:.''" 
H! 1f 'i'nW1d1-'i\:mng of1'rd'di~r:inis, %abl~granis, 1and ·telegrams and their class1fi; 
,,· h'l-+-:t£"~~··~'~·""'!',...... cu·r:t·.~ 1 ~.r1;-) .tr'! .. •c-t'""d-:' :·~11!)f!t~~.rr·1:x> ·ud1 ot !l~hi~~Jfqh St{ 
cation as secret confiden .ia.;· or res rte e . - . , . . . ·' 
')"'f f"''·"rr ··1.r)~ '·v.:')h•!i' .. rN°'lf ·) .lf'iC':;l!fi' ~--~n .. ,h ctr.:o::i;~,q~r; .. hffi .1"lf"'\r"t ::.-1'.")bf!1:d"'"!fftt·h·'·) "1~a'·cf't"u°'·fa[l, ' c The -·selecti'on ·of ·'the spec1 c ·cryp ograp ic sys em an . ~ . ,11 • · · . . ,, . . ~jG';fUJ':J .. tj0l.> ·r.1 ,J. •.J ILfl.J. 'd 
cryptographing._ ·,T ·" "' .• _,. ... , -:~-· 70,r~ -~ ,,__ - ,,. \•r" ~CC' J.P. 
iic:~a.11Thgihafici1i.D.1g';~icP fiJinlWf' fi{e}"a.1, r.::Bariirhrf(se, :'aild'. crytJt?gr~phic;v,~ersL~~ns 
~r wJ:-lr: :"1!-)rtr I ·::·to&'!sq ~ · .t~~ • ,_:;:·1~~:1\!·:-r~ ·.··J.L S:J!».'':jJ 1~b<J1.J ... o ,1: ~· .. ... i:J 1~n.<:• .. :J '. JJ .~') 
of messages. .a:i(· ~.1·-.l1 

·· c The ·inclusion· of· the literal ·plain text· of cryptographed messages .rn 4oc-
~Jili~&1~ "iio.tliaif'.fJi'fi~a 1.N/&:r;1fc11~~iii~at/.1fi'f6t'niiiti3b.;,;~5iw~:~aArf P'i~s~: Fe}~a~\s rHl"Iltl!')~[l HHI ·,f ,~,;;,r .uo :1'.."1I '£ilil 1ft tJ9'~thl'.flf9 911 lliVI UI!JJ?.'(,ct '.J!t1l{.sloll1q~·u L'3H 
w1tliout paraphrasmg. 
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34.-37, 

r; :lf.JThe :selection:ofm! in:ean1>Eof,trµ.nsmission andc.:the .methods used-,in,,sending 
a message. . .';· .• t .. ,: . .-u 
,w,The;.,fciregoing / soi1rces· ,of,;.danger :are.;cov.ered'i:in1·detd:il :inr~other1 paragraphs 
of•itlfe-se regulatfo~s.J~ ... : o:t Jn'.2:.~ I.,ru; s.•tr1i> ju.ti .t:n.i<~L·~:},:,0r1;....) c~:; ·)~'..-.it;Ii~.t"J ... ~ f:! ,. l: 
·,'1'35~1JResponsibility,;for.!classi:ficatioU'i6f niess_ages:~a .. Within:ithedimit{ltlons 
prescribed·,-in~paragraph:i4Jbf;the_ •i,originator,c.ofi· a· .message. :is ·responsible;, that I 
the1'Classifica~ion if given ·1to it.- conforms,1to ;~llieJ'.de:fini tionJ:giv;.en:lin J ;paragraphs c/7 

s, 9, ii.iid.' ·w:. H:~ is aloo ·responsible for the proper marking Qfri.th~;l'IneS!lage t 
bef6rel'fo~whrdi~iihit;fon.cryptographingoand1-tran§.illission.1'; .. t:w·ri.i'.q<>::,.,g .b'i: {; 

b. A inesrage wilUinva·riablY. be :Classified ,and.'1m3:rked ::secr-etwconfidential,l!or · <"?, 
r.estr.~{)fe·d~; :.i.:-1111_,,:l.~~10 ,;};J~rtfr1,~'Jd{1 T.·f ~·i!~Ji~~·frhT~ J~~!·;--~· jj c;.»1.i;~>}•tift~~.:·~.1::f 1r1 • .J fY7 
.:;·;~'··m11(l)>riWheriiiif~coritainsi infoi·ma_tiomnvhich:.is· secr~t,,or,::confidential .except 
"111 C'f !l'J~.,;when markedLSIDN]} IN: Q:jiE.t\'.RiaS.tindicated.:in ;pa:ragraph 4lb(2). l 

(2) When it contains matter the transmission of which in plain la~guage } 
'is prohibited by1'.A:Rt.105"-25.10 ·,., .,._,.,,JJp•: 1 ,,,r" .1.11,~u..:.1 J :J.; J 

36. 1>rafting't.roessages.~a.-<Roi.1tine··reports"and·:messages,,wliich(.ri:mst b~ 
given!:laXwide ·distribution;,or,:'whose' contents have·,be_en;:or may.,everitu:any be 
furnished the ·press, or whici1 contain extracts or quot~tiohs;.from:a newspaper,: Q 
magazine, or an'y .. ;other."document«available to cthe~publicf ;will'cbe;"prepared so ·1' 
as to peqn,it their.o:transmission::;iu. plain'1,Janguage .:or.,iwilllibe;:Jdassified as · 
restricted. lf~·I'.i Hu 1 1!>snuu".) t:.-!. oJ J~·n·. ·M ... c. t:d J-:H:u '!.;ti.-.!;· ... :~~ i ~! i~ ;: .u·_ rii;r .~ 

''" b£iiStariClai'diza tiOnlo:flltnercon tent ;and.:forin :ofJsuch ,;(locuinen tS· as •field ~oraers J 
ali'dt.\coperation' .' f'ii:lsti'uct. iohs\'jis£i~eces8a. r.y. ':rt~ut'~"«'Ii,eri'(,~x.ea:;:expiession. sl~a:r.e _ire: ~' 
peated in a message the results are exceedmgly.idangerous)to1.cryptograph1c se-"' &
cµrity, riE:e.nce1\stere0tytieci,;!~hraseo1ogy~a:~d:~s·et .form'-'ofl e'xpfe~si.o~\:,~s~e'cia~ly ~ ... J 
at the beginning or end of a message, will not be used. Examples'toft1stereo: {;JIJ> 

, /.· typea:::J:)eg-fniiing"'are·'as-·f6llows::i;;·.~·nefere1ice 'your;?! ·~R'eirnad~''':°'!Refer'eiice .fuy," ' 
\// ef~. n:Necessafy :fefereiices,.twn:1,:•be-~placed iii·lthe 'body' of:•-tl1:e.'-i:nessirge:-1n·1'.;'i·: .l 

•"''c'.!·Wofds"nof'-'ilnporfil'tit '.:to:TtM" sense will' be'' omitted.''i-c•()orijiinctions:-::and "b 
p' repb'§itfO~~~~ w'i'il~be- reduce'd: tci';thejmiriimtimf 'aildievel'y.-eff~~~ ·~~i~~'.;b~::~~~e ~~~ \"' 
avoid repetition· of words. ' ~ ·''- ~ · · '~ ~ · / , JA · 11.: ~ 
1·1~:; T~~(o:ig~,n~to~·-of_ ap :l~s~~fied me.~sa~;:.:,~il!«pa:,ap~~a~e/su~hi:p~rj:i~~~:~s .~ 
:are'quoted from..!.!.'.1i:fl •. ,,1.,. ~f,~·- ·:. J,.71 ,,.L·_,,_,~" :1.JJJ•O«vr: 'L•t ~ ...... 1;,,,j,3 . '! 
srfl ,,;(i~)n°LC'ttfo~~itg'J"inf.>"p'iaili;ian~g\iAg.~e'.:~ · .. J , __ .~, "'' ··• "r,~-,n; "'' ;!··.: ::r:•)·!·~ 

. : . . • ··:.~r:1l .. 11"::<.:.:.i.r;/ iOJr Gl .. 'l'.10 -. 
· (2) A message in the same or another cryptographic system. · . 

::.tl {,[.;,;( S·)''A ; ne'iv~pliper;•.: inagazii:ie,l:•or'l'd6c~nieiit'...ava.~la~l~~~~-o· ::n? :·p~olic:. if/. < ' 

e. Punctuation words, such as stop, period, and -comma, .. will, -be avordea 
wlieri~v~r· tli~ 'iiiean'.irig· is·::c1ear · withcnl:t1·:theili!) .·Piinctifation-•marks'r1shohld 
oe spelfea' oi:if'when'J:{t ls' esse'ntfal,;thift 'tJ:iey:~be'·transmitfoa·'.l'.iriJltlieJ b'ody.!:;of 
t:h~··~mesS:ii~e.-'' ~i...i·J· '.l;}. ·J1111 ';.1.,;-r·) !-·1c0 ,.•ii.ci!r Ih!J.iJ'J:;S f'.'Ji·r19r~ P.':i-tJ 1 i•_-.; S;APiVi·.!!Jru 

su37}Iseli!~'Hoii ofI:C:fY.Ptographic'·systerrfr.::. ... :a:. ·:suliject·J to' 'fuodifica ti on· ·as~out" 
I• {Gii{dfl:lii'-parrigruph 33b;- file· classiftcatloh':Jsecrct;(ciYnfident~alr o.r 'restricte'IJ, given 

al'.hressag(PJ:iy' its i.irigfod~or igJvernsT.the fa{vpfograpliicT':§ysten::i(to'"be 'used' ;in 
Ct!yp'fbg'raPD.i'ng~the·n:l~sSag~;.i4'it.:1 tt~·r~·1~ i;i. ~.::~ ;, : .. ,,.,}~.-:-~ :::.~i:'~':~; rr' .~ .. :.:··,r~rri .. : 

b. In order to prevent the cryptographing of'identical."~ubject matter•byfmeans 
o'i liitter&ni' cbd./:{S' \i"ria:ii~i:Ph'ers? orice) t'm'!:'iliessaie ·h'dsr·been::cryptograi5MCi,,.:au 
~tibs'eQ.J~nfl Ilies~tlgesJ'&i'tli~e:s;Hhe ·sui:ljec't ~wm' 'D.orrliany: l:ie" ·sinil.iarfy. lcrjpto~ 

. iHH/J.i'fied. 1:onTY-''a higliet"head.'\iuart7'fs'1 cf>ficeri?'w·:;is::au:tli<'lrizei.l t<:r~cn:aiige· tlie 
cfyi;ltogta1.fliic -:..system employ~d!"~ tfi 'a''i d1ange:-is~ 'iiiithdrfzed)'i·re{efence· ta 
previOU8 rness.ages .'by ·tfifi.lf:lfefe/·eti!c"e"Jtz.irJ°lberi .:Wifl ~1j(;j'. aVdiifea:'' r '.!:: if.H'l'J >;[(} 
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37...39 SAFEGUARDING ";MIUITARY, !NiF.ORMATION 

') , c:'>.The11iniere1 ac~riowledgmerit; o~l,'.a_.r~rypfographed."<message!1:need c :not .\be 
Classified. . • ,<;p ;,;:..-!.-: .r .-~ 
i::1;4,.iWhen( the' ·same IC1ear-textt;mess~·ge:·ii's ;trans~itted , . .fo:f,several··iaddressees fj it wiil ordinarily be cry,tographed but once and .sent to. all .'address~es: ~ Ifdthi§ 
·is .im:possible~lbecatise· £h .. -~dd_ressees:1cio,,.~ot~~liave~,icienticanrco'de~~(9r~'cipli'ers, 
.the J text c'OfOeach '.message·;.which '~must;.bhcryptographedi1in·. ~<.IdiffereiJ.tr:systell! 
will.;· be;: •carefully 1_-. :and; 1,differen tly:: iparaphrased "· for i1£each t; usystem"' 1,before 
cryptogra'pliin'g.·. ·,.u! ,J·r::•n. ·r·~rr•)1Cf s.cl:i' '.lO~. ::if<fiilm1:,.-;->, r-.1 •\ -:i ;Ji< ,(11 h~.n r. ,J 

38. Paraphrasingtmessages~'=4-a~r,To.,priraphrase- a· message.:Js 1.t~ ~rewtite,u;so 
that1ffs>nieaning';is .the saine'1but1its ;pli'r'aseoiogy is'rdiffererit.r!::r s·;i1, .. r~:;:;~ •. :i 

b.- In paraphrasing, it ii(ri~t sufficient ·.to paraphrase' only the beglnnihgwr 
e~ding :of :-,the ;:message ;-·;tlie re'ntiref i:nessag~r1wiilli be;:subjected~;.to'\thq !.:process. 
• ( :c•: (\.Paraphrasing ,:consists;: •in·" applyiilgJ; iHl ,tfie~~follo:Wing ,processe's to the 
ll!ess~ge·: Hi!:ir.t rri 'ii~i;; ,, ::u ~•uL111l.1n1~~-;Jl~J'· r-;;h ";'::·i!f~,:q: ~~ri.l:.:i~T'J.'.) ·:~.r1~"'l~J',''l. <:~·~ 

(1) Changing the .sequence 'oi'the~;prir·agraphs;fl f;-.1.:i•~:-.lr>"': .-:! . 
G:.l :l•m.(2)rf.Clhanging: the LSequ~ncewhthe ; sen fence~-. in;,:_ each::.p~ragraph:' ... '; 
f::j ··~t.: (3)r •. Shifting ·the, ·positions of , the • subject, '.;.pr~dicate,.;:and £>lllOdiflers. 1in 
,· .... :rf1~q1~v1·jr: .reachL.Sentence .. ;_,.: _..,, " 1

'::; ... ~_.· 1,:. 'J;~.t: :~ · J:_;,:r::rr "IO t~ .. ~s.·1'-:.( ~;·ii: .i:--.. ::r.{:·r~rii·J~ 
·"1 )1!"·1.(t);1.<ilhangii:ig from, active .to passive-voice.· or: vi_ce_'._;versa.v,;<.fl ·::1 <'" ;:" ;;D1<I 

?. '' J,ai:.(5k Substituting .. sy11qny,ms.·ilrcequivalentr;expressions. ·,;'"I-'' ·J:t<t·~ ~·v ' , , '· 
d. When paraphrasing must be resorted to ·in ·connection wit~ .\messages 

having Jidenti.cal ~ or,.nearly,;·.identical:plafo1 .text,; ,_effort•·:~i.ll:0be . ma.de ·toj, ~hangc 
the lengths. of the;pai:aplitased' version .s.o. ,that,tl;).etQryptograms1 'Yil!-.129hr~seml,>le 
eachi.o~her:,eyen;in.1that .. 1:e~pect::.~;1 ,,.. •'"''; ' . .'.' ;_Jr!'•",i ·;·1) .;~·!;:'."'' • '! ·~·)!!·';~ 
,~ 1 e, !:,!\.;par~pprase. ~o.f. a• ·mes~age_ ~will ·:b.e · aceord?.4 ,:,tp.e-. s:;ine' cl_:i,s.sific~jion !l.s ;.tJie / 
oyigl:p.(ll~:g:iefj~ag~!~~--::-· .. : ~-·~j r,~: .~2!.!. .~:'. .,'' ',. · .. t'f ~ :~o ,;[]/. ;o; ~11J·1~ .. --·. ! ).~J: ,j') 

',·3~. !~e.t.lw4".o~•.µandlil!g ·0,11-tgoing,is.~cre.t.:·m.es~ag.e.~--;:-Cf·sTl,J.e·g]'.igiµatoi,:,·~ilJ 
p~epa~;:;~Qd '.·number .N_all copi?S.; of; seGr.et(1m.e:;;sl!g~.s, esend, J.he. o_rigip;i_l ); to .tlie 
rrie.ss~ge,:<;~u~er; rf!.ncJ,.:r.etain i o~e c9py foi: tempqra,ry )ile .. 1 .. , Otl;ier "car:qon>'!;OPi.es, 
aJl ;.\1.U:q\befegc an(!: ;bearing-ii_h~ 1foll~m~~!!g; llQtati_on, > nlf!YJ. be se.p.t~ to T l~,C~~~ pf_fic~r~ 
directly concerned.: · · · · .. •.·.,·.·.·,···' ''(J ..;, "~·~---" •• :.,~!· 

• .., +,:. 1.J-.J-..1i,..~1,., .'-14•JV l 

~.·The :makirigWof:"an«r.exact Jfopy·'o~·?this ~message• isj forbiddel\.·~·· Only·· such 
extrJicts as are absolutely necessary will be ma(le and marked .. "secret.'~. Thi,,; 
copy will be safeguarded with the gr.ea.~~.11t.,.care. 1aµd ivig be 1 ~eturned~ t6 the 
originator without delay. ··? ·····" J.J< ·"~· (. "<"' '"' · · ·~'.' · 

-, . • 11 .. r•::..,:.·~ •)'_ .. ,~ ... -,"·.~:-·· ·.;-""·~?) ·:~rpria.~ '!f) ::. -__ 'ii f.(! 1:1: ;..~{,:-',"';i)'":~ ,\ c~·l 

A~l su·ch:;~opies '"'.ill: ·:b~: .~itr~fJlllY, a.Q~~~n\t_ed,d.0.1'.:.;P.Y...i jh~~·,<;>;.l&'~l).!lt_qr J!ln,ct ,will be 
, destroyed:~w':tleP.:•returµ.e_d. r .. ,., v, ,; i"I "'O).:; ,.ft ···h' .,· .... ·. · ;· · ,.. .... - •. - " 

; I li:ii.The,;.o)Cigina_l'J'Pl.aii;t; t~xt. c9py:;§ent•iQ 'th,e. ·!ll~~~ge ~e~nte~.~ RY f!J~ '~~:igi.~a tor 
·~.il~')be.r cpypt9gr~P,h~cJ,:.afat!ie':;,~rzytQgr:l!PAiC::.~~~-t~9A of t,he. 1 lJ1f!jS3:_g~, c_~;i.t~r~.· I11 
rn·essage centers serving tactical units one copy only of the cryptogra.phed 
!f!e'ssage: wil~~ ]Je.-,ll}~d9i i.~C!ti!r <Wlll bg ,~~µt,c.toJ~t.t~.-. t~a,nsp~!t}i~g fl;_ge?_c.JJ'~BJi1.1; lh~ 
g;gng · ?:ll ;the_,· in;te.rJo,r..,tl).~;! .w1ip.b~r-:·9f ,~CQP,it)~•J;.o.:;«!?.e J IIJade,.c 9t itl~e , ,ci::y)?tog~ap'1ed 
me':ls11ge 1wm.· be,,deterip.il).,eq.,-by ,;,tp~. ~!i~m~µ,qiµ5 -.Q.ffi~e~-;~J t~e-,Jte~d~u_art.er.~ 
~ohcer~ed. All work sheets :isei;l. in. ~1'yptog~apl'!~g. tJ:i~ .,,n~e~~lt!?~~-1',V,il.l_. g~ 
~!!l!lle9-1~tely_ de§..t:t;QJ;~.9-;1bY,·)l]ni;p.,i:r;ig'.(] ;>;1!;if·cf."Ci)10Jfl'f.'J'> c,;.,' ·l ! •,: • 1,_: o: ·;:;!:w r .. !) 

.fJt_C.,'.E.xf;eptin·:t!l~t~cal 1:uµi~~ !~~rqrigi,:r;t.f!l: COPY,; qf .. tE:e.:l.it~r~~ plai~ \El~J .. 'rill ~ 
ma.r!fe!i -~IjI1~·;r1 ;(d!!te) ,!!~lli·r"tun;ie,d:;t~i.UW. ~~~fi;iaj:g~ }Ythq. ;will :r;>lJlc~,1 ~tr }p. _h~~ 
§eCrt)t.1 fil.~ .,fQ.l'. QL!tg<;>JP.gr1 :r;n~.~s!l:g.~.tl'°~E!h ~e.s.,t,rRY.'If-1&~ ,fetaip.ell SOP;fr)?Y ,J;>,~rn~i:ig: 
J;~ tactiG::J.l;·units-,Sh!!.,P~~~µ-\e,xt ;C9P.Y;:wW b .. ~ fi~~q 1,l_lF;the i;ii~r::~age ·~!l~t.~~'.:_, O~l~ 
?_ne c?py, of th!'l11Ate.Htl, t§;t ~':Vi.11 ~~;~W.l. ~~tom~. 9Jf?in~ F9~'.s e9lc_!.!; ~ •), 0 ~H1;: i; ;1 _,;:; ;.1 < 
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HL'd. The 'transmitfing:>agetl°cyfwiff:~1fd' tlie'cfyp'tograph~d :mess:fge, retaining at 
·i~asFone c'opfinrits1fiie'of ohtgoing1fuess~ge·§' for'final disposition in accordance 
!\Qf.tl{.I0Ca1;.~eg.JJatJ.0llS;:-::>:L'~;-~ ~)!!~· lll!?.: ~~·~·· :r;r·.-1 ~·~~: !;:-:< .~:-.._ !:.' 1/~\71 r:'"'.f,~ 

e. Iii-'i:3'.ct!icafoperatio'ns'wheri ftlriie' permits,'isecret~niessages:wfn nornially be 
·carrieU J}y. ·iF'staff1officer1 'or·'speci!iJl!:foessenger-:operati&g "as lf' direct~·agenf of 
the' ti'!1nsrnittini(office.·' LMessagesl so' h'aiidled wilVnormally :not be :Ci-:yptographect 
·Se<rret mess~ageS ''maff'oe 'tra'nsiliifte(lU'.bf"eiectrical' -or~ . other. Cfueai1s 'available 
,fo')' th'e··messagevceii:teri wheri:· tile .:frfue 'of· fransmi'ssrnrl.'.rcan:bi:i: 'reduced I thereby. 
. br40: ';IVfethoO. ~of i.Jii"aiidliiig!'iiJ.'c'oming' secret: messages'."2a. ''An'.' 'incoming seeret 
lhiesfage wilFJSe ·c6pf'edlfo :'°duplicateLbyi tlie·ireceivirigi'opefator j!!the'roriginalf will 
go to the cryptographic Section' ·~ol;tfthe n'i.essage'} cente'r/ 'and'-'thel • carb10ll•-'C6py 
fo :tJ.le • ;1il;~S, °._f. the'.fre(;eivifig- ~tiO:il;Tor.: ineSSllge · Centerf!·Where it0 wtfl1' be' d}spi:Jsed 
,()f,fii·accotdance~with:10cal regufatiohs,'.lJ U.":'. :<L" 1 1:1!i7 ':I,., ... _. ·:.>-r"i!');f;'' 

·w~b!~ .A:.•tcryptographerJ.:will9'decrypfogdph · tlie··.message; mali.ing 'only:ronecopy 
•of ;the ~decryptographedAitetat•.plilfo lteif; wliicli: :~m lie ·marked·· SECRET· arid 
delivered to the ·addressee. The ;cryptographed· versiohl.will· beriretained:;in":.'the 
•files·: of tlie -message· center;.wh'eret W1Wi.ll-be·;.disposed•rof.,iu ... accordance- with 
llocal" regulations. <!J'fAll'.. work~ sheets' ;used•!infcdecry;ptograp_hing ·.will he <destroyed 
rby 'burning;." }The ··cr.yPtographici;sectioni ,will not retain"anyc·eopy ;of.;the;<plairi 
text in its files. The placill'g.con·;theimessage'':tilanl~<.of•:any·~marks· orrmo'tations 

1eyen fonio'tely':·:connected•·.w~th ·.tlie• cryptographic· syste:i;rl:: qr·;step~·:m·:decry.pto
graphing 'Ifhe dnessage; 'SiICli l'aS SUllderlining,~key· · WOrdS,"' .i.rldicatiµg;: groupings 
corresponding to lengths of ,columns of key, etc., is forbidden. . 

c. The addressee may make andVcifCii1a£€ a ·limited number·of literal ~opies 
for the information of other offiGrm ;_!l\~;~~t!;r conc~rned. · These carbon copies 
will all be numbered and bear the following notation: . 
rlq.::.i~ 1 ffi . 

il·'.· Tlie making of an.exact copy.of..this-message'-is-forbidden.- ~·Only such extracts 
;a_sare absolutely. necessary, will beJ;lla:de and:.inarked SEORETI~~.Thil;,copy will be 
safeguarded with- the greatest -ca1'e':and will->be 'i:eturnea~to -'..:::.c..:..:.'.:._:..'..'..'.:.!tl"'.:..:. __ :.,:_ 
~ithoilt-delay.-:· "''.... .:.· -· -·· -·· -. ·-tc1· r·: ·iHi:.> · •l•. ·;_• '> !1!1.nl ;j('.jf;.."_t· •.• - ~.· i!. ;~'. -:_: .• · ' .• 

C:i:. • __ ..__:_ __ .::.:_ ...• :- ... _ .. - __ -· .<h;j!r.L .. .'!; .1'!< 1..-->--i.~1~·1:;; ~- ~·tt_.-::?:· · )v ;,;~ 1 · ::.. : · 

'All such.information _copies. will_ be car.efully _accounted for;, by j:he ad.drcssee;'and 
.\!i~l-be ~estroyed when returned.- Only-cone«copy -of·the"literaHext' of·tte:message 
\vin~be·kept·in the· addressee's office." ·•1><ni ·;o '_.._,. ,. ):1 «·~·,'P" 'lm.,.:. l" v;r:~;<..wt· . .. ,: 

~:~ 41~-:iviethod or liandling outgoillg~ana·'fn~6iiiin.'g ~gii:fi'a~nti~i~~-e~Jfg1·~.~J. 
alt adniinistrative ~ i~eadqttarters .hdv~1.U." fim.erf ·:nieiiaue.~c~~ters.~ '}\tb';-;ever _prac
fticable,--tlie procedure to be followed·fo· the'·handling 'of.'-niessagesi'irilrcolifii:l.ential · 
.c;p!l~s. oi;, ~iph.~r~ 1wJ.!.lr.l?e!sj:i'(>st~ntig.l!y,:Jh.> ~i.ll!!l.'!J,S.t.tii.t .. Pr_e§£~f!:Je~);Q!JJ;Ji._013_e trnns
rrn~tteC!: iq, lse.~.r~tr~Qd~;9r..: ~iph.e,11. ';) r~ey,'.\_Vi)Jr ;hq~ev;~r.1.ll..\t·mar!'.,gd~!!!J,(}, ~f~gua:rdw 
.i.A ·; )!Cq9XQI!~~~,) 1~th i ! ·PIQY,i§_i9n~1 Q~ ,t!J..e.1.1e. 'lff.e@l~t;iq_J;ls:: gqyEl_1:n:!Jlgr!!iQ@!i!'l.e.¥t!!,l,l 
.Q.9.~:UJ:p. ... ~llt§.;r;..} ~f!it;j r : 1;'.{ "~~Y.,·~:J97• }0 ~ff_f(-!qb ~{£lfl ·~{' ~!'ilJ;jj:_Y~l:(lfHfl," ~.-. 1 ~i0' 1 i"J !-;t ·.-1.l 

-l'i:~; ,Jti tact_icqJ. 01ier,qtigr,is, si.1ri:¥laf;§d,!.Q.fJ·JJ,.Q.~!taJ,m,f:l"a silj · ,-:1 jii:;:r'.'u:ir·!! -cI!r·.,:'} . 
. (1) All messages not classified as se<iret wpl be reg:n:4id~a§1<;c_o_nfi!Zent~t 

ro ):<,;;!:; S!!J ·,l/utr:i!ee.d·.n<;>;t_:be;:§Qirnax!>:!)cj..-z0'J2).l_El,;!P.!:9.f.(lcj.]!!"~.lJ:9 Re1::(<;>Jlo.wed'. is::;.pre, 
.:t~·1:l ,:i•i"t ·.:t91~~fi.J?e1;hJi;i.JI',M;.~t§. ,p.i!!'J.,-jn othex Il~rH!!e11t-)re.gu!_l!;ti.qqs a_I,!di::..il±_lltliur;
:tndf, 'n~~'<":·r:· >.tiO!l/:?;•!llsued:'bYs pro~r; ~j.i,thority;_'I<:Nb.f~di9:,gie~sl!ges~~e~~ept·.1tp.ose 
-.C:s:iiim .'r• ,,~9.J:~.cl ·ln J2h b_e,lowr.will:.]J_eArJll!§rnHJedii~;,cryptpgi:a..PhlGl·:f9.1.Jl:!.•: 0_,~'.. 
ll.i:. ui.:11(~)i-.~l!~ :.th.~::t!,lcJJcf1.l .sit;_ua.tio.n1.is su~h ,1t]la_t:c.Ume .G.mrnot::l:le;.;§pazeq,.:fQr 

. . cryptographing, and when the informatto.ndo.:1~eJrtr@§IJJ1.!tted,iJ1f · 
'.!:o ~1<JiJ:l:.J .&-iJ1ie.i.:<;•;m.t~d~by 1J.l.ftJ~pe)lly, ,c;aJ1J1ot.bs)a.cted(upo!t:i11,t~rne(t.0Ji_1_1~ue.nce 

-c.i~·b;<;J) fJun t!!~1.ll!tw~t\@I.iil} ~que.§J:i.@, t:f,!•1:e.9igmal!4i.P.ggo:f!i.cer,,,._QX7l:µs !iUthqrJzgd 
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,l r; :~., cirr:ij·:.r ,i;ep,i:.r:~~Eta,ti.~~ :rp.ft:fq e!9er.11t4,~rJ"!'~W::¥J.i,~~i,o,~!io£;;\l)~m~§\~\W~ ,J.ll•:I>~ain 
s>:· > '""'Ym JTJ3:1:1@!1g~11l!Yi il);!'_l!dlg~ sJl}£i£IJss£i;~1,.1g6ll!.§ :!lf~<).q1111rt,~rsl&J" <i2!1j~~R<;\' 

Such written .messages will be marke.d SENJ?J1~N;,Q}':!)JA~.~9verr~~ 
':l;; ')<£:re•:..:; fligpat)l~e,:of,1tl]_<;!;~9µi,m11.1l.de\l Q~rl\ifl;~.V.t}u~!J&e.<!,1i;epr~sE:,nt,;iJ}v,eo: "'. 
:' ,0 4_2,.,. ~e:th~<;l.'.; o,f ;h~~d!~i;ig¥. r~s.t~:~ct.ed-Jt!ll~fil!li.lg~Jl·T<Tli~,;:pro.<~<:!J..ur~, ·t(? :'J~.~M· 
Jow:e~; ~1,1.; tp.~ i·Jla11dltng .. of·r ~essage~ ;in!'. r~s.tri_c_teg,~~o!l~i:?. '.an.d. · ,c!ph,,E;r~:'lFHb l)_~ ~ SJ!b,· 
. stant\al!y Jl!e 13ame,as tpatr P.i:~scribed·!fof'.>~'llol1~:-,t!.1;~con:µd.~_~t!ak!iP,4e_q~i; c~p'!J-ei;, 
.l\KCept[th,a t ,the. !:J-lllI).b~ei:.:.o:l;_;!:QPies .n.~ed. qqt,l:!~ ;Frq.!t~d1:µ9p ll.~!!<1~(1:u~~1Q~··Pl!IDP.ere_d. 
Jo:·.43;: f_o1).fi_rmatJ9n,.cop,leJ5,;;Qf;g!Y.P.tograp_!1Elc'!Lllles_sag~s lpp;>]l.i]::ijt~.ck'-'-~'h,e .1:?,epd
ing• by-,m1y•meaJ1s;wh.a~so2v~';.O.f(.conft,i;_i;gattq,n:c9pie~,pt ;tP,e ,p)~~ti 1&,X:ti.O.f· m~§~!!g~!l 
tr~H;tsmittedyin, cod.e:o~· c_i:pl,l.e:t:. is .~t1'.ictly. pr.gh!_bit~d.;·t· ""' '.~~1~ ·~ 
~'3{4r;iTJi;:;po_s.itio:\l,: '!Jr·t cl!lq.1;I:\19tiol).~iof,,_.regisioei;~!'LJ.ci;yP.togr_~pb,~c :ma t~riaL.-:~· 
Whenever. a person wl;lo has been ,issued" regi.'it~i,:.e.<I set:!r~t::'ornc()pfidential GOdes, 

. <;~P!1ers,.ci:Qher (l..e.viGes; qr;;do(,!urpel1ts pe~tf!!pii;i_g_-th.ere.to;~h!}srnp~·j'.1,l_rtp.er;need:for 
them?;,M::__will rep0rt1that fact ,.to. <tlie ,Q_l_def!'S.ignat- Qffice_:r;,.,,o!:rirt~th.Et:·.(!aS_e ,_of; t)l,e 
-field'.for~eiin;time:;of ,w:ar1t0. the sigrnq1of!icei;:d:l:f~Q:',: .!"l'l~4il:h1; ')tC -'t '•" :,,· '!sh 
ti t;b.- WlmL it;lias, -becorrie.~hi,g1Jly~}pr6bablef. that "cryptographJc:·material 'will- be 
.sut;ijecbto :loss·1or coniJ!ro~isf:l;~·allfJdocuments::iand·: translations .•of 1messages; ·will 
,b·e .. (l,estroy'ed ·J;>y .. burniug,i1and the Gi'pher,nnachines~or;_'.dev~ces!.Will b~1.destroy~d 
;}Jey.ond-useror·repair;·and!if..possible;,.beyond•;:t'ecogni~i0n:i1; •i;'"!:' .>~:<~ ,,!i ·~' !:i:-:t 

-o: q,v.·Wlieu:.cry12tographic· do(!umen ts·o_r :df:lv:ices)Jiil v.e19eco.memnser.vi(!eable through 
.·1~mg~1use;: rnq-C1esti.'fot t~'ei:i-:replacerq.entiwill'.lbe imade;to. tlte'l<issuingt'aut}uirity. 'j 

.O.~~;f~if;"!~~J .':'J •• ~J9 (~.:9:'J )o i:~H!\1l:Jl0:) :.~~> ... ~LlJ~Jji!'Jf r/~ ;?ff~t,~~'Jf~· •·. 'iJJ') 

~ ··~~_;G!l: fr~i..o:"\.;··r.~· 1.> .... "A~rr;rr~~ l:n·tfr:i:r r; ~~1:~'!~1·;\'bt!JJ !.YJf1a:a tlnro 9J:-'-{'.J•.,1~tt.c o~;? .~) 
~.:~rt.OJ :;i)~:·1·r:) .... -.·~·~.";.." ..... ' ~iYJt!.#i$')tft"} '1'!-t·t•'."f:i1 :;,~r•;-;r:';') •r:-Jiio '.t:0 ;:r.:-~i:;.-"'"p~·a! •. <; ·..11~·.i 

·:.crutJH~~I~~~i~~i ~}ta ·;i:~'d j1.1.r1~ fJ:;:i:;tfu;.uu u•.: .r->· Hiv.~ 
· Paragl"aph 

~~!f!~~~{~;;~i:~;~~l~~:~~zi~:1~1~~!i~1~~~~;t~~~~f~~t·;~i~~~t~i.=~~·~~~~;~;1~tLi~ 
Classification of information from commercial firms_-;----~-------.-------;:~"'.sLc--~.:-·~Li1~ 
Dissemination of classified technical information _____________ · __ ·_________________ 49 
ariv.ffattonsJ.'for. bids aiid~cOiltracfS~:!~!::-Y!J.!0.5!'..urt..::~ri_JD~it_l.:..1i'i!.fl~!.1!.f;_rJ~'.!::?:~:!~i.-~~r-~ rr50 
~~~p.;gsuH~ t-tons1

: ~vl tl-1 _.tJ~§P.9J1.sl b~~: µ}Jl.Jl uf~ctu_r_e:r.s~1 ::.._.!;.-_; !!::..~.=..~;.. ~:!.".;-"~ .;~;.-~ ~ .:~_~;c'T:'-~7 ~--;~~~- f H 5.1 1 

Rc¥ponsibilitY. of Arn1y ._repre~ntatives or .ins~ec.to_.~~:;;-:-.=-.::-:-~:=;-{;!-;;:-.J.:.i:;-u~-::-i~J':!S.;_sd-~1.:.~~ 
~esp~ES:i~g,~!lr:--:o~. q_o~~~-8;itpent. ~?~!r~~!~F~-i--:-~..:-~r--:-~----:,-F."'"~-::;:.r--~---i::-:--__:::~1---1 ,·.,. u3 

.·Te.Sts ·of~ Classifie'd··illa teriel£.0_0_..:.!_,,..:::.~:.~~-~-=--~g~-~o... .:::.~~~!r~-:_5.!.-..::£~~~.:'"_::~; _ _:£~~~ .:.~~'.::'.'.~--~- :1 54 

;~~~~!~~1~~;r;;~~%~i:;!:a~~:~~~~t;~~~:~~~~~.~~~t~~·~~~,~=;~,~~~~~~~=~=~~~~~~~~,;;~~; 
-;.-,·45! !Autiiority·,fo1·e:rassil:y!.:Uwfienev!'fr''ttnelcii'ieflc>:f·:·arr•'iir'ili.7<>r~seiv'ic£'resp'on'
rsible "forla< research• project· :'(i:f'·fof1\l:fei«:lesigh";' deveiopnientj'.':!tesf/'of'!'.prociu'Ci:ion 
l-0r'l:pr%u1"emeri£~ o'fJ"all\ atticle1IQ'fi~ina ter:iei, of a'irco'rrfponentF thereoffishall!'-0.etet
mine that. the maintenance of' any' degree- of secrecy regarding them: '.i§'!csuffi
ciently important to the natioiiit:l~'defense;:i»lie'':wril> classify :jp a:s i8'ecrep;1corifi
~aenuai~>or-'resti:foted7:i'3'.? w l!iw ~5·1:Y-)~ C1rr f,,,:ir>:i<nh J•H;· "'•rric.,.Jm eA · {.::; 
-.iI4.6.l NotifiC-ati6n' o'f 'ClaS-sifi:catfoll.l'or-·recrassi:ficatfon.''' Whenever the chief 'of 
-ani:ai_!miloJ.•1 ser~viCe;;ihYJcJlargei'J(}f, '~9!fesea'rchi1prbject,l[d~sign'}'ldevelopment, test, 
:-.or i:p-roduction -'1:if·~a'•i:ihitLo'f rni:aMrie1th5f r.'compon.'eYit' tlier'eor1sha110Cietermine that 
the maMneir'slioiil'd0fe'inaihf:ciassifled'laf.fe1ffiSsueJorJ tliat raJ- cha:ti'ge or cancela
·;ubn)'of><Classific~.tioii . isi..desited, r1ne"'wfnnnotif.ylcTb.e·)t\'.djhfant 1<ieiiera1Tlwho in 
'iturh>wilPitiform:1an<conce¥ned!oiJ1i ,,i;:; -:.:JJ "' f;11;;- .~u"1l'1 ".r;;imq "".') 
-i;';r471,tliRespdnsibiiityA,iofJ!lsafeg.hatdiiig· ;technicaii iriformatfon<:!La. Chiefs of 
iarllitand sef-vicesxengagediirfftl'ie'·preparation~rof .:pians,l:!:fe>Searctl;t and develop-
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;me:r:it::w:o_rk,1 ~r;fnew;;:design;·;·test;~ produ~tion;: procurement; :storage,'1.:or ~iise'- of 
C}USSified>matJeriel "are~reSp0IlSible fof>'tfie':Promulgatioh 'Of fstlch:J' a'd(Iitioffal I lilC 

. ~tructfo'lls ··~J~ima'i!ib1? ~equI{·e'(fl':fdr sf.i1e"~a'ig{(if:l:r'dill0 ''oi;L'illfb\!al:i'tioi:P :irilitiie 
·Jn' n_.Hi·J. "l.':J • .1·i ;.u1.tq1~1u1~,J ~ .. fJ .J:,1qrr /-::_. ~ .. 1 c..t u'l.li'rihgu:-:i-:;:J 1'1 -''-' rl ·,.~.~ :'1'<.: :: 1iL 

fJJR.S~§~ 1e~!.aW,i~hW.~P~.s, i1:1!W.!Jtoc.~e~~ ~P,.gp~.;o;r&i;my tPR~.ts,1_.i,lj_l<!~r:. 1U.1.~~r,Jy.r~~distif!H· 
._,,. b.t~.A}_lc;seg1:et;r confi.d1;.nti(llr;19r,rrestricted.cmo·delsi <extiibits;ridies,r) m'achinesj' and 

. -otb'eii1simil.ar'::ftems''wh'icli~iare(•fo ·be .1oaI:ied\ <ieh"sea, lfo]<giverr,'?tb'!lil:.C~ollilil~idal 
organizationtwilJ be properl:v marked to indicate classificatioh11~IYeht'.:Piliretic!iiJie' . 
,,,.rHi.~l'tiJH ~Lt'.,JJ J:.i.. .. ~.";.iv .. f'J .,;•1

.-' ·l ~,J .•1 ~~·· ;, .t. fU (Jt f'"")':;·T!.!.~ lt'..JU: v·•J:iil.idtJ '.JL ..... ~n •'-' 

Jt1~u~Ji ~~JJq:9~,1s:~H1Pr~a,i;:t~!il1~lf,1 .th~ ~CQW.1P~:i;q\~~,?rgap]~.atJ9~ :.\v.Hl ;Q.tl,§P~~if\<;ttllY 
noti~.~d i]l· _,wi;iting,,qf-:>the ,.classification:·6finsucli~itemsr;and·f.iofr;,the ;pertinent 
p'rovisicins•of'.the:-Espionage•iA:ct:. . i"' oi;i; 1 o}. '.:r1~1!:'•!.1: 'ICl!1'.u'..'l ;_·!"A_ !J}~:;ar)f!f'-~ 
1048;•~_c11issffic~tilHf1Cl:f~ {i{f ofuf a tiCilr". ~~Jri!: c9ilin].i.r(;ii~ tr=is.: u, r~!f o~AlJtiQ~ 1:6~-
t
-. .C • ~. •,•r l}J .1.ll.~ ,ti ... :-;., .'..J,f.,,, .Httl '.!. \ ,;1..i.l. ,.(..._ 1111~ .. u 

.,,a!!-1;-~.;~r~.1~ -.~>.v~l~i:ti~;_;r~e,n.u~a,c~u,r~r:s .i~w:ic~r.m\l_g! l p1~qpri,~!~RYi uPl'.9£~s.s.es, r,W,11;~ be 
piassjfi~d ·u:s c1:mfidc1itial,unless·otlier.wise ~uth'Orized by".the firilir.concerhed. ,•:"'"Ii! 

49. Dissemination of classified -technicali'.inforni"atfoii!~ eJllissifie'c'!"fofofniit"
tion concernii\g' "tedUni3.1•<:' £roj~~t~r' 16fl ciW~1o~~eh'iS l. Jlai~Be1rfln~~r't~cf' ~~i~ to 
~1J {.~!· ... ·.:_,!'"'}•' .... "'1·.:._..: .... ..::nouq ~ t J .J~i:it •. r1·1 v.n·1 .1i\' T;JJH 1 .al..-4'.J:1::.ud !..'HJ .l_\. t·• > 
;!J,~~'S?l1S :~n~t!i~:mllHlfr-Y; p,4rPav,al .. seJ;,yiC,ef! o,t th~.l U);i,it1'1d ;§ta~s,Jnc,1-g<;!ipg,s;iyilil!.1! 
~.!JlP~oyees:, :who. have .a:rlegi_timate, inte!'e!St:;therein,.:iand' :to; Ame:t'icamcitizens: oj: 
known. loyalty and discretion wlfo•'tf ine'ces~ityjmusfroe "itiformed'Joecau~e''of 
tJle~r-'~bOpefdti6n 1iii!-tH~ Wlltkr 1·¥0 -~~t)ior4 crJvero~·liihn~t:;; i·f!J'~· i. :·~r.r~ : 31 ~1!)El!I 9 tr\: .U 
!.1.:50'.1 'rri ~it~ii~ni' f ;;~ £ici~;:;~!a' ~~n:·iri:t~t's; >'H h5 P~io~·:t'c: fri~ni~~·i~r-:t~ur'i!gs ·' ~m~ J~·...,,.-• .u·.-· ·-~ J ... ., ,,._, ~:o.t,;.-.1 --''f;J J. ·~··-·':14~-< ·-·~,,,,~""~·· _.,{•_,~. _.,,i·~-"--' 1,.-g .... _I? ..... ~ ........ 
bidller oi: cpntr.ac.tor ,with:draw!ngs, Jspecifications, :9r: other-. pertinent informatio1i 
concerning any project or projects of a secret, confidential or restricted nature 
!JJldrl ff/Cv,JJll·~·1 [tfhr ' ..1.df'tfilJ~J. ,Jft•1·u.i.;~~f..t~

1 t: V.:>~·~·1BP fJ.t'' . -. ~ !,JIJ 'ill J.101 u,.Jtr:•J -:.>a J A\ ' 
an annua y erea er so ong as such documents etc: are in his ·custody 
-IJnn n~ r·r1~a1.1~J ·~1 ;; :r:..r . ./.l!i nf.:~11 :- .) I .~ ,-j --.rori ~; n.01 f li"l· ·r1 ·1~,;..) ·. 1;' -!.ffHt ~1 t:ri UJ ·nnH1 Y.Jut 
a, genera· secrecY. agreement readmg substantially as .-follows will .be sigried 
1W'tn~TJ<liYidllai·3P'o:f:?r:~lfvO"Jsit1~ 'offiiii-'}5£ Hi~ 0fi'rih ~r" c!Jif _j of Atib'ii1 1~giiJ1~rri·J-d'~ 

• fl:.,~·~l. 1!0Jlf;"10i.._f.Lt:.! "..tO ~t·"I'l'!X tt·~!Ji.H71Ulll lt.1~1~ OJ :...'f'l·/.~Y31J ~~·.'"' ~ll'l01"1:1Jl ,J1J..:.1.J~UO~l 
· '~uln 1COI)_§i_d~r.atj~m· ofJJt~e.1rl,lceipt :of;'dr.awingso;spedfications,;.and, accompanying 

iHS\<;>,sµ,~~s, ~,i,no~e~s" .~r ty.~te1:i~1,, ,l,1!1d. }11£or.wati,o,~ . .,qJ,ss_lo~gd .f2f,ally,3:,cq~c~.rJ\i,~~ 
proJects of a. secret; confldentml,. or restr1ct'ed nature, delivered fo the. undei
i'ligi1ed1 priob.1'!o 1 or 1 coin'cidenf'With tlie1"da'd{' of •'t!.lis'.'·n'g1'eeiheli('!ind '.lisfaCiL"'oH 
:ExJiibiti"A::li which is1attached"heretol':uidrmai:leia part iner·eofj~ or:1t0i•beJi'ssued 
to the undersigned subsequent to the datej1ofothjs-,,agre.ement;1.the)follo.wing'.terms 
are agreed to on behalf of the undersigned individual, firm, or corporation, and 
anY, a'nd'.iall •representatives,,,agents,- employees, -or':csubbiadetS' 'orlsubco'nfractors 
thereof·;:'.J..J"l'J'.P --:1u "Ji, .,.,. !T.irrq &ill nhlti'N ~mo::> JJ,.JJ.; .'d!•a?.1;u 9"1Jl stnb t:&'.l>J1 
· 1. The undersigned .. will .. neither .. supplyt nor disclose-any.-information::.regaidin:g 
tj1e dra;wings,. specifigations; a,nd, accompanying inclosures, or .models or mate
"rial, ·:o'J:I illformiitiourdrscfosed"'orailyf "ref'eHed'to''b.ereih: to1anY'11.nautilofiZed 'P'er
son\rtor.~incorpor&te·'in 1omer. •projects'.lspeciar :teatmesl•of'•ae~ign <or 1·c0Iistruction 
P.e.c_gli~~' t9, such,,d_ra wing~.:spei;VJc~ti9ns; a11d ·f!£comp~IJY~ngtinc~_osur,es;, or models 
RI ~'!li:~Mr,~el, ·~t;;iM2,r,m;it~o.1},.giscJo.~!'!,~. 9!~11~.<fk ~>:•I: .. ·'w't<•'-l?"i . ",,;; i"h:r ,~:,;, )~ 

2. The undersigned will not permit any ahen employed ·or to oe eniployea -jjY' 
tileP.ufi'de1:sign'ed oP by7 'anyJS'ubbidder or"!siiocdntriicfoi::::to 1iavef.l:iccess1 6Y;Jthe 
drawings, .specifications, Fand-~a'i;companyingf inclo~ures;1 rorlimodels'l'or·1materiel 
1:~J.~!'i:e!l:nt.C>'.. h.eseiµ-,;: Pfo J9 e eJJgi,ne!!.r tng~ prig!"!Ple§, "CO!IJP.O§ttillnl' ~ubasseJil blies;:::. or 
assemblies which are. ,v.ifaL to,..tlle .functioning ,or 'use of the -artide" withcn:it the witfften' cofis'ei:!i:'b~:i'Clrehari(( Jf'fiie 's'ecr'eti:iry''of'War~; ·•'J "''"~'J'"l"'"'1 'J" ,. .. : ""-"'•;,,,; 
9 ·tsi'1Tfiel undersigned'will"iiot mak~'\5r p~r'fuit!Ifo ·be'ffilade'1~prodhctio~1s''of·'llie 
<lrawin"gs~especifieatiOns~t andtcac~ompariyingwin.Closur·es n-Or 1 ofg1tlie1;models ~cit 
materi~l, except as specifi<;~lJY,:iJa,uth,qrJz,ttd J>Yntl.!f.;,.C-9J2tra.t;'.t~~g,~Q.f!icer1 o_i;; ~iJU!I!l~ 
m.11!\or,1,~ed. 0 r~p~~~-~,U~!\tive; ,,,~i, 11 rrprpdi;tR\}q.n .. )~~ ·1H1Y. 0 9,i;:;i,~mg§,';',5spe~~(ic:iti•;ms, nnd· accompanymg papers;·or' of models or"matenel,""is ·authdrizea· tne'under
S:igned~Will proilij;itly' subiliif.flhe~prodiicFobfiiin'ed 1 tO~the1'coilfracfi~lFifficeiN'ir 

.:: l;i.ist ,duly,:; a utliorize.J.l '. tep;resenta five; foifrcensorsl).ipj :owsuch•!other ,ractiQh~iase(lie 

. may deem necessary. · _ -· ' .. . . 
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suggestion or request of the company tending.; to·,preser,ve • se·crecy.n :~If. at any 
•time· conditions·: at· any;lplant,.:.Or?•anyf•action ·,of., a .:com:pany·,or 'its. einployees, 
j ~~pa~cii~e;;tP.e · s~curi ty) of ~.classified· •m~tter,;pertaining to· ti,ie :,War Department 
.of<J~vJolgtl:l: tP..e··.P.!'.O:.V_ision.s ,,of·rthe·•Espionage,.Act;:, the:7Army,1 representative or 
inspector will request the;'Contractor<:to take· .prompt remedial action. If ade
,qul!-te'i',P!'e~a~vtio_r,i,ar~\:::;m~a.sures·· arer• not.· taken;. immediately,·: he;·~\vim report 
.prQmPtlY J9,1_tl).~-.-ch~ef .ohth.e arm:·onserv}ce'. concerned·. and; if·•the situation 
tf.e@!rn~. r.t.<r tll~ comma.n.dJng\:genera};o~ the ·.corps ·a.rea ,in• w~ich: the item is in 
Iff9..G.~~~j Q~1111Aa~~vf~g.tu1;~;(:·:1::'.'~f \·-~··: .. q ... -~ ~I~ ·-·~"1 r".' f:i _i''• ~- ·:; .r n .~t.'k> 

c. When Army and Navy inspectors are on duty.at the .. same plapt, the Army 
inspector will ~oordi~1ate all security measures with. the Navy inspectol'. in order 
to avoid conflicting demands upon contractors. . . , 

53. Responsibility of Govern:hi.e!1t"'~ontract~rs.__:a, f>. private indivi~nal, 
•'fi'till;1•(Jf'corporation which enters into a contract to engage in technicaL.work 
)~· . -~-·-· . ~· ... - ·-·. - , • ... - -~ • - .. •• -·• ~·-··--·-'•" •- ··-·•I-~ • l: .~ 
:f.\H' Jp_e __ ·w· {Ir .. D_epartment b.eco]Iles. resp.onsible in_ matters. ,within;. his ;01\ its. con~ 
,troLfor. the safeguarding .. of ·an •secreti'confidential; cor'restricte(l :niatfors"that 
%~y-'-be disclosed or that.'may--be developed ih' 'c6nnectiO:H'1.'tliereWitii'.iJ::_A:'·c1ause 
~o'.rtN~ -:ef(ec.t~wm: .be· ·included· in- .such.· ·a. ·cont.fact;"' but -its:: omiss~om <will" "i:wt 
release the contractor from· his responsibility under !the EspiOnage':AcL :;:: ,\_;, 
~1.a;b;.~;Qo.~ti:act()ps;·:;u:e 'l'.esponsible·,that all .classified 1projec.ts~allotteci t'o::subcon_
.tract9i:s or agents are fully. protected by a .similar:· agreeniei;tK:~,) ::-•; 
•}~'!P· · :Wh.EEne_ver,,·:fo.r;;any: reason· :~;fcontractr •agreement.f..or:'isubconti·a'ct ~has been 
made which does,.:not!;·in~lude .. a,{se.cvrity1·.cla11se'; but"later. ·is; foum1 t.o involve 
~~~ret, 1~9nfidenti!J.l,~~ 0r ;restricted' ;matter,.~llie. supply'. arm'· or· .service<:·c·oncerned 
.will. take the.necessary steps to insure that the project or work is .properly 
,f!.J~s.§!~~·d~and,.th.~1;:-Jh~-..~oµtractor;,.ageriti ~r:,subcontractorc'is· informed. of. the 
S~M~~gc{lti9n ~!l.QCJ:.;9f.<4J.s· :i;<.;sp9nsibility in :the matter: Hi'.7 ~Jl•:c· ot ~::ri1nb·i Bn:::; 

54. Te.sts .9f_. classified materiel.-Tests of classified:,inateriel wjlhl:ie. ade
·J1Jl{lt~!Y,, safegl1a:r,de!})tPY. '?11 respopsi,ble. offic~rs.·) ; ·:··- ,:, .. :, ::·"";-·).I (i.) 
-i:.~~~·;[~~'!?iic ·display. ·9f? .cl{lssAfied ma teriel.:-;:;:a.1,Commandingri officers are re
·iiP9IW!!:>!~A.hl!~_,a)!-':~Ja~sV!~1 par.ts,;compqnen~s; rori :featqJ;eS•.of ,materiel are prop
-,qfJY.; ,fi~iJ,e_g_llai;q~d ~Ipring: ~ Wl!-neuvers;r: dri1ls, ;parades,~·, <;erem9nies,r assemblages, 
.demo.nstrations,,,or exhibitions open .. .to:·the g~neral pflblic., :" .,, . ., .. r . 
;~~:~,.;{)j~. £~oto~,~~i:PP.s_; ;~! :e_quipm~~ t ;~W hi(e ·in~p1:ocesis'; of: dev;el9pmen t or those 
: .reveaHng processes of manufacture are prohibited-:unless authorized 

... . by .the. chief of supply arm or service, concerned/ After an article of 
c:·. , · " eq~ipment irns been issueq.t9;coll1Q~tru~fts;'.,rele'ase:·of .. photographs is 
2.)or:Z::.:11. ,-» ·P!W,I:qi~§H?!e ,pnless i!'Pecifica.lly_.,proh.ibi_ted> byr,th~. ij:i~tructiong,. issued 
.~1·::'i£,..·)~·j :)' . .'.';t9 .. ~!~~it_b .. ~r!·f.'. ,_.;, ··._' 1". ·- 1! •• ··~· ~·:·.·r .~ ~ t .·~·'!0: 1>li! a 

, : (2) Requests .for permission to take~,photqgr.apl~~::of: cla~sified materiel, 
, "' .. ,.;~·- ·,. l!.f.<?jl:lft§~~oi;,-pr<;l_ces~es o~ iµan.i,ifa~tgr!.l)W.ill°: be referred,to'th~~JVar De
Lu•~l ·,,,. :: i.P.:.irgn_~pJ ,~_1!r<;Jt1g~1. t\\~.;;prop~r:..c,hi_ef;·;of supply»:arm · or service. If 

; :·;":l·~S ·i;_ •. ~?!~q!:L~Y·i!'!·:,gr~p.t~d,;.it ·wil!_,b~J-"'ith5 theaur_1der,stan,ding that the 1·e
~!T·; ... ;:':'.:,:.:-;s->:· s~~tjp_g ,p]ipt9gr\!phs .. ''=ill A~JsubiµjtJed.,to ~.the:iWar;_pepartment for 

.revi.~'Y r-P,~iP.1:\· t~~-r~!e~.~·) ~-:~\D · 7 J rI(:.J:~ a!';: .~.~ .... ~~-: ·f ~ .. ;;:; ~ }: ; ·r: 
, 1 R.!?!.> ~E'.I_~,l}!l~tH.t !nfo:rn,ii;t tion, o~ .• s.ale: ~f · µia. t_~;i:i~J;"C:q,;: ·Domesti_c; sale,.., diviilging 
,~~forPlatf o!,l.,1 ~£ .. ~()nqe~tiql)., L°\':i tJ~; !1.egot,i!!ttqpi'l_: fgi; ;f();re!gn: i!laJe, ·~foreign [ salen a1,1d 
-~8.t,e,igR, rpJl~)!f ~.c.~~r~· of· itel)lS ;9!'; ;A;nn.v. a,n,d T.~1!-:VY:1Wll:Mri~l: ;i.n.<l ~quipll1en t are. noj; 
,p,~!'ll/lF_~eq0 u3H~~§ . ~.l!e.:. W ~r; .!J:!Jdrtlf a yy,:_ DeP.a,1:tm.~n ts ,,are .. agi:eed>r.tha t: military 
secrecy is n<;>t compromis_ed thereby. : anuliii)tlo~ -gitl\7vf!o1 ei.11 w7JII!J 
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•·y .Ib •. lnt'efflational tra:f/ic~.in· :arniS!O. f ~J~~ ),1 '1 •. ' ''.: r\·,)·: S!ff '.i.o· ;t;;;q: r~)!-l'f .... , I ff!)iJ;:'J: ~~~\' d 

•' ' _,. ·: · '·('1 '); The State JDepartm~nt-: adininisters : internatiOnaI fra.fiiCJin »arrils~•and r· 
.. 1 1:. ::~ ~--'I: military: materief coming within tlieJscope 1of!the)tRegtliations::'GoV:
.. ,,., '· '.·r, 1 

'" erning;,th1f,Internati0nal11Trafficiiw'Arins, :~rrimunitions,i ~ndftifupl'e'-
. : ·<:'>1 .. :i.

1
. ,r ... ·!ments1of.1:War.and~·0ther·:Muiiitidns of.•War!i ;t1•m11n 1Hw :mj:t!J<l".rii 

t·. _ · : (2)' ~he State •Department!. will inot release»for''foreign ''ffale:l:'any::>item 
', : . . ":coming . .within .. the, scope-,of. these ·reglilritions',iJ.ntnl:rne Warllafid 

,11..( .'·
1 ·. 1 ·>1; ·!•Navy» Departments'ichave .lstated:Lthatn.'there·"isi n0.1 objectioliiYfo 

. the release on grounds Of secrecy, affecting:rttei.nationaP' defe'iise: 
:~~:,!_ .... ": ~1~.; ::-.;.·".frt ~ .. £.iRE.·~.::t ~ • ~~.,..~!.:; ! .. , .. ~'T1. •. ·:~rn1'..:,...: 1 ~j ( ~,~·.rn~ buu ~r.~n·ct.;. n ;rr.11t :l 

·«' 1 j ·,uJ·~ :.:1.:.~ 1 ~ (.' 
1 ~J-i·?~/ ~j~~.,r ·~.§~OTI9_~.·\iJ:·1•:J:.' 1!1· ')Jl •. 11._,·:o·.r: J!~·:; 'thi:!'."J:-.fd 

. " • :·.i·\ ~·H,;'dtl•i•) U''4_J ~i)[[J~I.z-"!''"11i ';_~f:f!•)f!_!!1lf•J !Jlo·:-;~ (.i1 

~i.,·: 1 <·, • :r~ '!.°';' · ·/~ .· · -,~":.r·~!o.=·· .. ':fvS:Irrq~~<rf'.ts tc;..: ~,., --,:tJJhl'i· •1.1:oc:.<.:eJ-I .8G 

-~~:~~!~~~t~~:;daid~i~&~~~=~~~;~~~~~1~ij~!i~~~~i~~~~:i~~E~s~_~i~~~~{i~~;~irr~;~~ 
. Re~pon~!b.11It:y: qf,cgmman.di11g ~J.fice_r,;~·'.lr!ny1r~presentati.ve; .. or,•ii:i'spectorii.!;:~_,_.~c:-'.!c.>'t fv·5D 
Responsibility, ,of,. Government contractors_· · " . . ·: . " , --

•. ,f: .v ... : .-· · · · J. r_..v1 • . •'""q· . ;.;· . .!,.;> ... 1i-1!/•\•"""=--::\r-.,: .. l.:-r-:1-:•:1~i·-T-,--;:-'-;:;~.;::[:L,--:,-f~--;:JL .. ® 
,57.' "·Ciassification~~a:· 'F'oreign-,:natioil ais. ::Fd'r :ithe•;purp~se ·:ori these <regula

tions foreign~·nati9rifils~.·incluO.e+-~riF~;:~.d(_,;J.:.·r:.: ... ~.~ i ..... r,1IJ ·io1'HYL:'rU'J ~111.:? u.:t.:.:919~ 
· «u~: :., (1)' Representath;es,:officfals;1for :em:Pfo.vees'101" a :foreignigov·erliment~liav'ing 

· an officiaLstatus,.,;;::c'. tt r;:·; .:u;:;:1~•-",;I ·:'.I•:· '»i: ~t.rr~,:fl ·n) :-.'Ii::t1:Hl'.l'J 
w:' i; · .(2) All other.doreign nationals} an·d''citizens "of.1 the• Uii:ifed'>Statesf-tepre

r r .: ~ Setiting a· for'eign governmeil't~ .. fir-ill,.!Qr.Cofpoi?a:tio·n. -;" {l 1t~)i t!V? '1l>!HU 
b. united: States citizens:·-;:au citizens: of"tJie: IUiiited States; li'o't; includei:P'in 

q,_ above. · i :; -,,· .. ~ ~~ 1 • ,.~:r tr::_:t ,.~·t hf'.t :.·.~ ~::1 t~ ·: i:•: ;:<:::.~ .H o~Ii 1·;1:-tt. Hiir 

: .' 58. Authority· for admissioii;,......:(i~ Gener.a1::..c:.::cori·esponderic-e:arid 1 commiiriicil:
ttons -relating to visits will be·routed'dire'ct b'etween:the·va1'ious"c~ffices'ciihcerue'd·. 
,;~b; FOrifi[Jn 'hdtionals.i•'~;.: .... fr •.. ·• ·· - ~ ;·. • .:-·· .. ':!,.r~r .. 0ft.~ri .... ":'"!.J i:J ;;-··~ ,_':,,: ~ =--.~ 

(1) Foreign nationals (see· par.• 57ci) .. wm:be ladmift&rtfo'lGoverhm'enf!fo· 
· ~· 1 ·, ·

1 
;, ;;r ;·JJ:~oi:nmercial:·mairnfactiidrig'. ·establishments 1and:re'xp\bfimehfaiI Iaifo"ra

-«m • · -.1". ; ';·itOries engrrged "on·· clas'sified'Jwot Ieor · .proje6ts t'oiJ.lyll onAvrii:t~nl!auL 
·.· ·· · '": · :·· "'~ thoi-ity;;-of;•1the)r?A.ssistan'£ i·.riJhief1· of +r Staff;Jt'Qrr2/ Wil:~ HDepaftrii.~iit 

General .sfaff.r .ITheir ... applications ; wtii•·ii:Je/c·riiade'"thfotigli)htl{e 
.; :;,c. ·~·~ !'appropriate" diplomatic(representative':and ·wnr•iiicfoae·tifo :fo'Iiowin" 
1.~··~···1•.t ·id • ..:..., ;jllfor.ri:iatiCin':·n~ :":.~ ~.!'1f1.!·•.td:.nd,1;+r 1.1·:~!--'.::·1. ·_.p ';'h.ii.. •• u·¥·.yl 

0 

.co •.!···'·" • :: ·1.~ (.a) Naine ·in;; funi: '''" 'Hi m·ir ,._,.; r;p, 1u i''il;.) ,1;[-i iii 
· d ~~t.J: .<viu,f'r '(·b );~0filciah~title.1o:dipositiori:::::i· "i hc";d '·.1! :r.~I•\:1irr•J 1 

'.,· 1:;, 
1
. :.::-it" ,,,.,,-(c;); Name~ of 1c~Ianfi•or.:'.fl1aqts-'to vViiich ,·hcrmissiOh is desired. 

. · . . . (d) Date qf visit or dates· between ·whic:h.1• visits1.iare desired 
ri ;l·;t·-1 :;· 1 i:4-ui:t(~.)> PurpOs~/rof,;Visit.'1Ju1 !...-·.! fJ.,f· .. j{f..1(·1~,t! •t:t1 ~,~ .. 91;:.1 '~~: U~) . 

.0 r:: _(·2)"1Prroi-. to·:lluthoi;i~ing;·,:c vlsitr'.tc>' a'.) W~frl"Departmeilt.'or- commercial 
--' ~·- t. ::(' manufacturillg estiibiishment·.i·engageci ;;iiJ. '!cfassifie'd' 'Work or proj-
-.1' "· ~ i: ... u' :ects,rrth~i:t.:ssistant'·ChiE;f<f of i·staff,·1 G!!2,nwai- «:D'epatthi.ent General 
"' . :•;1-;l;.t .1.:.:sta~f1\fi,!VIsecure·, tlier·recon1mehdati6ns"~o'fctfie ~Nh~y.· Department 

. and (he chief of the supply arm of':service'coh~erneqd'.L"•·, 
'ac. i United. States· ·ciiizens.=Su'iiject;:,.to~'tinf a'dprovai!-'o'f" the'"conimaiicii'n"'g' ofil"l 

th • . o , . , • . • cer 
oro.: e: ~ontra:tor,.!..United1 :iStates:lc!tizens,irexcepfJttlio'sei:i:ep'resenting· •i{Jlj'0~'ei'\~ 
gov~r~ment;:'firm:1 o·t1co'rporati0n-;·,yn!iy'Joe aamitfea<:to'iwlir 'Depa"rti:lleiif! 0~ico&~ 
mercialt rii.anufacttiring'J.establishmei1ts./' ei1ga'gedfl()ii classifiiici wotJi:U of ci1fojectf
under the following conditions: .'?,d'n~rI:t i:c::.!cu•x«rmo:i 'Jou id i·1~J'.!'.:l'•·< 

22 

( 
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-mr:rr u(l1).·).Casualnvisitors1may ·be admitted ·.provid~d. nchse_cret, ·confidential, or 
·"'.'H:!nwd~r 1restric;_ted work·or•project is!shown orrdiscusse'd.. "''.'>',: · 
,fi.1.flrro-:k2)i:Representatives .of,,o~her. United· States. Government agencies, ·manu
"~ ,,, •[10·.r ifac~ur.er.s,'..or,thei_r.representatiyes,;erigineers; and: inventors cooperat-

.1,drning. ;ini1War~ Department:.iw.ork:::and Lhav,ing a .rl~giti.mate interest 
'i'.;'Ji,b ~ll'f):)f, thereinr!may.-b:e11s~gwn:'.\l1JCh),J'\\':OrkS<Or :project§ 1as7are considered 
;I·1ov1 9Llt '.in necess11·ryrand:~desii;able:.by.rthe::r.esponsible • chief .. of.l supply arm or 
noHeanorur .ser}'iG!'l·v-rAuthority~foriadmission will·J:>e in 'Y'rit~ng.~ ·w 
Jilv 1:1:t(3-b:Accl'.edited ... rep9rt!!rS;•· photographers;\ and:·i,othen·:•representatives of 

publicity agencies ;may1: beJadm~tted,ftor manufactur.ing establish
ments engaged on .• work·. for :the: war':Departme:µt'pi;ovided .classified 
matters; projects, or processes of manufacture 'are not shown or 

. discussed with them. News Jtemsrph9!CTg:raphs,. aµd motion pictures 
11.1n1e:ii;:?./, 'HI res1Jlting )~rolll'. -the :visit.. must, be•:.§UJ?mi!ted ;_toi ;the Assistant Chief 
~IU 1l;n;o·A1 · 9f,i Staff;, .G-:-2, :War; Diipartment .Ge11eral ;;Staff,:. for · r~lease prior 

to publication;~,-::..:::~:,, t=l~'-'. :;)r:··~!:J::l '..t.t:. :r ~·· ~--~"':·:ll~,·1:~:~_1, . 

59. Responsibility of. commanding officer, Army representative, or inspec
tor.-a.' The commanding officer of.·aummtary manufacturing establishment or 
the Army representative or inspector at a commercial manufacturing establish-
m~h"'fJis1 \:faTihgai f~p~ese'Atati;e oltb.eLw a~' Departri{~iit '1n-'it11: m~t'tehr reiatili~g 
the admission of visitors; . If, in hfs·hpiliion, the situation at the time makes the 
f~~~i~¥f~~ of _3:_~lsit~r _i11ai:ivi~~~~e,_?.e:_~s_~ei.?po_w~~e~ Jo I!?~tpo1;i.~,:!~~ .. vi¥it ,3:i;td re-
•.quest instructions frorµ,the.office whi<;h .authorized.it ... _ ·- .. - .. _ ; .. ;'>·'i• b·:i··t<; t .l. 

b. The commanding officer or Army representative will make a report to the 
·A_I~si~t'aht? 'ch'i~f" ~rst~;tf~ ! G22;~·w ar ... 'D~i1~~t1:ii~il-c d~~e~ai:-siafi( thr~ugb.J. t.~he 

.·~.)lJ\\) ')::.),,}.~··);::,r_.u \':' \' :11,, . ·~'-:<; · H\.'. ,), • , •"'.·':.~\ \.•' . ,t~J 

-WP.~mPfil\~~-.~~i~f,,of ,,~~pply, f'c~W or~s~~l!8e; r~~t~~~ ,_th~}oll<?~i~g infg~m,a}}on con
'cerning. foreiggers. who visit establishments engaged m. classified ,proJects: 
~wJm..,(1)1'N~~e ~ffic'i':i{'''i:-siti~t. '~2<iiiaH3ita1itY.: 11"1

'" ,:i,. ·~' .... :1
" 'v 

!JUL /1'•,, ·l 1·_·1~.·~~ .. "lf>t .. ;1P., ........ t 1J:.~11~-L .t.:> H.uon·t1Jq nn.c ,'~l!{1.d~ .. r .. J ..... 

·19 b~:i1Lt),1;~·,Ut~~r~}:~;,.f%~h.e,;vjsi~i;;. ; ,;,~r nl l.\r;·--t.n:l ,,,!~ ,.1: . .r- ;'"· l 
< 3}3~:¥.at.tir·~ .L~~1}i~N~~ .I~s: t?Y,M.fkq}"d·,z~, ~~l~r·~1 t~~};JPA~~,est. 

... · - (4) General .nature of quest10ns as e . ... . , ~ . . ., 
-ff:}~.,z1.[ V.( 11· .. ·J~..J•{_.-_v_; C.' 1i.l-'1J'.lt.,.: .... ··" .;t _,., ..... !..If'. :..t.:.r .... _{Jl,1 1v ~_·._..u~·,.: .... ·~ '!'J ·~ ·i 
"'~ . (~)_ Expr~ssed.,ol/j~t of-t:b,e ':l\llt, ., 1 · ~.,,r,.. · "" ~ 1 .... .,.,;, · ~ft1 ,:,r..__,fli+, S,ll 1 rl.,.0 ~ .. : .... .L•.:.t•~· l,.J ,l•.Jf·~·..i..n~ -' ,Jr l·l~ .. /b•'\. •t"'U t th·/ .. i.f'...,..t;.-...J .... . 

::011 ,Jf!) ~!n~Pu1£.~9~r~·~Wt\l~?'a,t~.~ .,c,, el.~!\,3 ~;)~,.. <! · ,, e. '.'.W\: r::::; ·•'f :· .' · · 

: (': (7)' General estimate. Qtc:~.?f!~.Y.·.<.tn~~m.~e~~.~· .JW~ut~~~.n~s~J~knowledge of 
· , the visitor and his proficiency m the Engllsli language. 

- .v'''.:.:.;J"1h ~J,• r "'J.. fL . .,'TO~ t!!.:.Jt'l~:·5.-. 'T~!l.ii'JJ.-0,.r'"~ 

(8) .A b~ie~ :i~t~f .f.1:1~t. ~~~'~1!·,°~;5\.~n.a.:~~p!,~m~f1 , r~r;;, 1:-1 
·60 .. Respons1b1hty of Government contractors.:;--:;a. Contractors or. subcon-

.. · .H!Lll~'ltv ,.1 1 r~·;: r.._..-,J·~~;-_ ,t ~ .~·i !:JJ_'1:~1.)Ji.".ll· .... Hif>.i1.f·.~.1J'·/. , , 
tractors engaged iu. work for. the War· Department. must. place ,such. restrictions 

.\rJn!itl-Y.:.. \1·J.fJ ,._,1Jl,' ~··.1 ,··Jl _t .... • .fJl •. ~tJ·J,J u.1.;;.~··: ,., .,. • 
. on. th~, "!lW:V~I:µEjnt~ qf persons; erppl?r,ed or .~~term~1.t~?~r pJan,ts oi: .offices as 
will gi/exadeqi.iaie'~ectr(ty 'to secret, confideiitililf or' i'est'ri[ted';matters in their 

. '' ' ·:·t.·•cl.' ... :JU ·.lf':JI".. · .(.~--~..,. ·1
0
.•,(".f .;._•·)O!h1~·~-· _.·~ .. ~i·l 

· possessi?-¥:n" ll\)'..~eJ..1,~fr:W~«f~~~.., d_iq;~f;~~~~~,ift~'' ~~ll!r~~1fiR,<Jn;1,%r~ngement, and 
phyE?ical_ make;up, of.1:µdividlilfl· plants, no spe~~.C rules _are practicabli;. . There-
, IOJb~li~j .,;.UH·•r::.• h·,t,.,;_. •· •.i1,, ~ .l.~t J.,)I, .. ,,J l•-1~ "• ·u .iL •'-' t· 3Jti '"· • 
fore, local conditions at the plant and.the classification of the.project will deter-

. mine the security. m~as~res. to. be a'dopted.. . . · ·''.:J. '"i ·~ '_'x:'.kL. 

• ~~·b~, Th~:.fgfr~~i~: gen~J!ki I p;oJea~WeJfn i!~g~r(i1 ~6uy}~~~.?,r~: -~l~~~tablishments or· 
plants engaged in classified projects for_the W,ar Department is prescribed: 

, ·"''-''. iur,.1;. ''y· ·J lfo11n•;1'· ~ d.i,,,1u,, . .H•t• • : ••• ~d'· d, .rH;,, '1.f.1t"1'I• .. '{;•"t'1,._: .. tlGth' l t b th . - - (1) isitors ·WU be accompame urmgr ie1r s ay, a . e pan y e 
I ·' ,Ll.,. .... ,~''1'hVm¥t

0

J~"'§i·'A'.'rmy-reiirmMJt'i.;:e, a.li~ehfi:ief'of1 his office, or some 
" .:,.J;··cfJ•J ri·-'r:•J._ ... ,.1.Lt..i • ..l~fl.1i.1. ,111.' ''·' .... r:tn!d' ..tL1.tJ i£;'1.~ · ·-
, responsible person who, is specifically, mformed as to the necessary 

.:~.11hiuit:iti~n%jorv~~Jt~icfign1s, 'tii~f~op~'&ftl'l~;,?i~it; 'alid .. the information 
·Tl:,' :~I~hi·~}i'"iuaY iIJt/1f~Vni~li~a. f:~~q·J{;. .?' ~•!J'l~Ulfil£1!. .. -•. 1 ... , ~;,'. 
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Naval Ammunition Depot;JSt7;Juliens Creek, Virginia. · ... 
·Naval Ammunition Depot, Hawthorne: Nev.ada. · 

' Naval Ammunition :.DepoK· Ma~e· Island, ·.callfornia. 

-·eq r:'):iil't:1 , ~\\Yi1£AID:~~ni!~<?.I1·D~~o!'.. ~~~e~r/~i~~~a.1~!a,.sn}nf,~?~y:·:~: "; .J. 
.·.Naval ~~!,!,~,!;>._ell!?!:.' X<:rr~~o':V'n; V~rgrm~. ; . . . j. 

, . Naval Torpedo Stat\on, Newp?rt,. Jl1!i;>d~ !~l_a~d.". . , ·1 , ·1• ::; ,. 

. . , · N~val Tor:Pedo Station, Keyport,.~!ls)?.\:i;1gton, \ ., . 
,, . ,. . ., Naval;!Jrd~anc\) Plant, Baldwin;i'Long IslandnNew .York:;-\ .. ~ 
,m"!m ':l".\n:-i .. /l~~·avat!'Euel·::pepotr~San Diego,;'Galifornia~.r,'.lqi;r".1 'l:.:fJ. ( l) 

0 
t ~ "Jt,:rrn~ ·.'"·IThat;pa~t ·of . .the:,Aleutian· Islands;r:Alaska" witliJtheir territorial 

;;Jfj ~~t ~::t~F" i 'waters;r.Iying·;west ... of.;the ·167thcm.eridian, we~tilongitude. 
:~n ·;n.(3~f"ExeclitiV:e:· 0rderJNi:m8251,;·Septeni.ber 12,-:1939, ,declare.$'. the airspace 
R1ii?:1dil~~r' ;0 abovel.theJ.0anaJ.r:Zone;; including~the:.territofialpvatets' within. the 
bn, .. ~ .;:::r '·';, . \ 3'1riile·,.marinel'bouridary ··at eachaend· ;of ;,the; Canalr:is a military 
.~·w:t:JI; ,~['>:! airspilf~i:resety~tion;~to; b~~·kriown'·as: :the. \'.Canal'.:,Zo-q!:) ·Military 
..,.,i110 .:11.:<>Reservatibn;'.' and'.sets:foi:th tli.et:Jegµlatio:µs!goyetning}the operation 
oj \'.flfS) ";'I!lOf·')prlva~e:?a~rcr'af~fthereii:l·.~. :··~1, Ui'!'. ·f:;h•·t~f'.' 9£[·;· ".':' . . 
~t.I; '.lo (:4')1tBY .:Exe,ci:1tiv~e. Brderr No:~:5281,· February':!17, ~1930,:·theI'airspace over 
:ln~uit:.;::; .i:fai.each r.ot:~the rfollowing• ·harbors,:·declar.ed 1 closed: ,ports '.by Executive 

· · Order :No. 1613, September12S;.!l912, .,.;vas~·reserved:.arid,set aside for 
'l.:"rni:;Jm o:i ~go:Yer.ntii.ental .. p~poses.I1~.s1ra··.prohibit~afrmrea Gwlthin· Jwhi~h civil 
91!1 :t() ·inotP-iaircra:R\fare ·not··~·utlioriied~ to navigat€ e~ct;pt;·bi ·.special authority 
n:·;r '!:l'lifh :of(rthei;;United~rStates·~Navy!•.;i:iepq,rt~erit :~011 !1;;;"

1:•.i.f:ri 1 

:ul·;j1<i;1 rr.-tnrn Tortugas;>,oFlorida!l •r~ ;.>,c;1;-rw Pt [~·ft.\T:/i v:tq!1H1·1·; 
-I1:~ 01rn •«'+lli uGreat ~flii:rbbr;iCulebi:a::;.'l II~-. :to J·so,;~, !'· · .-.:su:oi iJ: 

. .Gu~ntall.'aino Naval ·st~ti~n, .Guba-.111.l·.v or11 ~o :.; ,ty~i{ 
. . ,' .. • ~ ... jf ' - • . • • • . .. . . • .• 

il'!1Jl .. Bf1'!f'!'" s<1HP.ear1!0Harlior;;;HawaiL<:r.rr-'. <1q 13,1nr:t ·~:i !l:'~(I ~~~v;:n l.,H:~, 
·~;,l~~·Qd~rrr1 nib.Guam',~i·'.ll:~.; -:·'~ ( • :i;'.~•n''<:i e:;iD?:rb::.'l 1·-..:J'.J.i·~a.cqa;i:r;) . . . 
~'1''.'.iif:'Viq ·r\1,\ '.l.oSubi_r;>.Bay;~ F.hilippiiie!Isfands.t·n.I fl siml:in! Jli·a .IJHil 

. Ki ska, Aleutian Islands. , .,;;i;ror' C'.).1 ~ ·.:<~ .J.iU 

b. Te·1:~ito1·y of Hawaii:·~section 3; Air Coi:µme~ce Regulati?n~ of the T~rrl.· 
tory .of :Hawaii, prohibits privater\i:Ii'd ~co1n~~rciai aircraft: ,from flying over _or 
cros~ing a~y part , of .D~amo.l!d ~efd anq ~11(}or~i#c;atfons of Fort Kame-
hameha,and Fort ,Veaver." ,,, .. , .• ,. · "1

{·•·
1 "-).,,.-..J .' .. ,., 

ll< ;'J." ' , .. , . • . ,. . i~) c.;J?Ji..ilippine_ .oo"!tiio~l'.alth:,-::·:·F:.ly}p.g_ by any_ airc~'.fif,t_-:o_tl1e.~_._t..~~1l. ~h~~~1qt,the. 
1United ... States. and Philippine .. Go;v.ernments .within I a._ dis.tan,c;e .ofv6.• IlJ.iles1 frOII1 
<tiie perimete.r-· of···Gorregidor ·.Island, Fraile ·Island, Carabao- Island., 'arid»(Ca
~i:i~n~-rs~atid~.-M:a~ila· Bay; ·and. Subic Bay;-1s1alia-.o;i:·i.uzon;-·aild' 'witnin"2''.Iijiie~ 
\)f 'tlie· perimefer ot ca. vite -Penii:tsuia~ ·Manna ·Bay,- is -:Prohihi feu ·oy .. ·secti'on· so, 
Air·i Bomfuerce Rkgti.1atrolis/J'\tlie1·croverilinenerofi<tlie ''PnillPpihe-.;I§land~ <lated 
:€Jct'6i:Jer' 15;"1935. '7.'i:'.J!f!:U J(• Ur>i',>, -,·,%iO '><.' l!l'.:l bil1i!l ffr;y Li/'!11 fJFL ".''" •ifj:) 1\ 

Jwd/ 'Reirv'Onsibilitii;<rr: c<f»im&)nrlingl offibers:.u.r.tile 'Coinn1li'n.aini' officer "6£ ·a ·mm~ 
"ta'ry :i'eservation';r i;>os-r; • ciini'i:ii · s1:ati0n'f' orl 'insbiirauon'IoveF~hich~arrlairS:Pace ;:res. 
erva tion has been ·established is responsitile"forrltliiPstfrveillance-:"'ofq;ue'· desig':. 
-llateac'aitspacerandtfor~·prom'~f-reporflf3:.Th'e1A.dJlitanirGeneral', tlir6iigli military 
'chan!le1s:"of·'iiny megaP::fiiglit:<thefeill> .~rt:9'f(l:ll ,:;;~r,~svo ·.<(' ::mdni :,·: · ~ :.:-'" : ... 

62. .J.tesfffofoW are'as~~.!l..a!ijDes'ignati<in!' "The t: C<nilmandibgrroffice!· rof.' a i·;pbst, 
.-Ca.nip, istafaonP ofl<:fust'allation '.!is 1'respon'siUfe!:far:·tne '.d,esignatiori'!'.iihd r proper 
·safegu1lri:lingnof~rest:ri.ctea arefis. 91i_if Iocar:lcoifditions 1mcfate!lhe1~wm mark an 
ordinary entrances or approaches to1t§ficb?al'eas wittliaTsigrl-:ireadihgJaS follows! 
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.. ':!j_ - ' • ,:': /) .:n»Jl·.rtWl.<\i~N'lNG noW.'r!it;ctI' ,,. l ''-"t1 
.' . .-:~.;:,..v:~1';_ . .,r;,J'H\~f·;·: ... ~::~r .:l<i-;~,~:i f~0fi!f.r!Jt·r~~;:- ft;;·;.~~:T._ •. , 

.·.:, _,,;;:[:>''. ,hHrV'"'[ll.E,.S.TRIC,?:~·A:\tEA; 1H!u:ru41:i:n:~ f-:':'.-:;\11 

It is unlaMl.ii'f~ -~~I~hifiti;iiifi~l~· ~t~~_:i_':~::!':'~~·--{~~~~~ . .- ~ithK~t written per-
.. ·c ~(-~i·.i"f)1Z\f.: :f£1~U(A_"~f?a; bllfidfu~, etc!):~ }p1_nl~ . 

mission of· ------=~:-:.':!'J~;~Q_f_:Q~t~=;.~.\·;;1t,:, ,·q·1~ . • ~, f~ ~r .. :}.A •:t~"'~1f/1~ {r,·7r;/,t 1. .

(Autl1'6fif;Y1)'(: '.(;: .~~·aF:--~7~~.-1~i·~:'1-;1~u f1'.·~:rfi0'1. ~J~V"f~~~ . 

b. Procedurcih:ciise·ot>,vj,olationr·,1f>f!i:·t .. :tr, <1'.';. -a~·~rndwO fg".·P.Z: 
(1) The commaridingifo'ffi.cer,;·of '.IC~militafy ireser~ation, post, camp, 

r .,;·; "•: 1 •• , ) ~ -::~sfa ti on;: or;: ,install a tion:i will'; ·catiseir ·any :l pel,'.sonr:'i:hot subject to 
,'.f;·r•t •,military ,1aw.'·:whor' entersr ~a" ;restricted·:ra~~a·jior building to be 

O:>'•(~ :·';• r.1[j cletafoei:1, ,'.warned' of<this·:~rightS,l.:.iandifinter.fogate'd···byjproper au
~,,;j :1j;;J( .- f'thority'.:,iI:fl'.'it',is acfirst;offerise-'and•tliere1is'."no3evidence of deliberate 
\,~q:1if:,:~ .i·· _intent;'~the:Offender:·•may·be; war~ed•;againi;;tuepetition: and released 
\"'.'.i ;1r!i ';:: 1 . upon· the surrender "of;:a:p.yi unla wfukphotograph;;:·sketcl:!, picture, 
1101b1':1!'1 ., '.• drawing;:map;i or'.(graphic representation 'in«liis·"possession. Other-

wise the offender will be delivereo,without:•.unri.ecessary delay to 
.,. •." •1":•· ·~::·the·. nearest ,Unit_edrStates, i:narshar with:.-a wrtttenl'statefuenf of the 
,..; ;~;· ,.,~; ... :'facts,'ltlie.:names:·and addressesiof:•the·witnesses;•:arid:.such pertinent 

._,...,. ·--' n"" J · 'exhibitwas···in·ay;.be,available;:•.rrtn .. '' -, .' ~,.; .<1/! 't<Of;-:rO 
ii·:L'J ((2) :1Wlieiii an inv:estigiitioili-reveals -.that' ar personc notosubje.ct to military 
· '"'i'"l '.' ,:,:•law. has:ientered lSL\Ch a restricted\ arem.or 'building;.icustody of the 

individual not :having" ~beeno, effected;~!the1'.c6uiinanding officer will 
promptly forward in writing to the)heal'est<Nniteff States district 
attorney a report of (111 the ',facts;)including ~the: names and ad
dresses of the witµesses, .1;,.•', .':'. , t1 ;:;:·".: ( :-•;;r;n:iJJJ;uP 

(3) A report wiU be made t11roug:b..;milititry.·:chanffels ;tolthe corps area 
com:.riander of each case brought to the attention·~of civil authority 
and will include a brief··of':all .the'facts and"copi'es·,of all pertinent 
communications. , .. "'1 l.i,-7 ,eJLi;li':Hi . .;:·J n: 

.. f".i'"l.:-"t.!} ~,;~ "'~ :-.":"; 1.•1Ic.7 .. '.~1. ~~;~f>'llb ;, ,' t ·ri "'\ .t~ ~~1:ri:..13f-'.:._:_;1· "/\:·u 1.1 "1 •' '\··~'. , ••• \\~r .~ .~1 
~~.., ~.:.r;~/o ~i .. 7 ·:i, .• tro.-,::i ·r~t/"iJ'J.~:: i~i~·1§~¢J'!'?~ ,.YJII):•:;· 1 i ·~ .. ~iOit,.~.·:ttt Jj-•;·u;;:1 ·~o -.... l'~S 

. . ... , l .. . .. '. ·1.. . > • •' ~- ' ... ?"..,.. . • ._ ,_ ' . " t. ~ .... t 
·L .. · Jl,J 1 t ,(t $''lH,_h~·)~lfi·;flJ ~'11 ~frt 1 "! .. I:·)'"', !)n:,;p~t·H l iq l'!G.~t ?:£1''1 ~JrJ .. !~v4f'J 

· · TROOP MO'\EMENTS IN WAR.-,.:-" -.' b . . ' •.. 1 . • 4 :, ;;') '11,~ !'fQt.!_ !I ..... f'j '-1ti}f\f 

~:~f~~i~~~;;~~~~;it~·dE~~~-~~j~2:~i~~1~~~j~~~~~~~~;i~i~t~~i~~;r:~~~~~;.~~~ 
~:0~~W~k~i~;~~i;~~~;;;;~~:;:,i~i~,:;i~~,;~;~~~~;i~E;t;:i~~~;;;,~;~,~ 
;· ,~;3_, ~~p~ra1.T>i:f.!.:cjl;~hg,<prgii,siRI1SJgf~!l1i~-:S~.c.ti~I:\ ,a!)i;>!YLPJll:t;.i.n tim.e f!f )~y~r.,u, 

b. Officers and men will avoid talk or discussion of military mattel'S while,.in 
a_ny .p_ub!i~ ·PJ\1£~, ap<t'Y.m 1Yl.~;~ :w!th_'s,µi;;:PiC\'gn ,[1,nY! pers.wi_, a~:jripg: q;G~tl~n;:;~q;t 
:Q!ilit.:u;y· ~uqj~gtr;;:,(\~ r,disc;u~sing; 13.i!:<.;!!:J<?P.iCfo ~p~r~rt.lf i;~§,i;>, ey,~rtir.'m1£~~ •. pgssibg~~Y 
.~l1at_th~jp:tqr!1fati_o11..,iri!l·Y1r§!l_;Gh·1th.e~~m0\m.~,F9'J R• 1t~r•1trd11h,'l rr.c<ttf 13crr fi(1i1r:v·:.» 
-.;;·1 g;;;;\lA .pers,0111:1 c.onnect~d. ;xF.~tg ... !~~)g1iJ!tar-Y:·s~i;yic;e, ,!f l:W:! r\!.G\!}V:~ ,0i~for,Il1cllti.9.ll. 
of proposed inl\ind or oversea movementf!:~,,Qf i.:_grgD;nJ~atipns; ~etM.h:rp.en.t:3,:::9J" 
,ind~viguals -are .f_orNddeµ-.tQr-!lfak§JP~l?A~G. ;tl,l~,idGt\li!~ o~.;imc;4 w,9x,emeµt§ . . 28 
·- · d.

1 
(l))·The--riµip.i;:s~, pf .organJzations,-,d>p,rts ; of i;~:i;nba~~a.~i.On,, o,r11'.§l!iilt§! J911 l;l~ 

l; · ,: ·rnur i ,used: diJ?,n troop ~·IµOV~!llent~;c?f ·1tl:ie ·'~ate .gf~. departureec.ap;iya~,19r 
: r,;.;l\"1'. "';;epib!trlp!tlq!l, w:ilt~q-t be,,Q.isq!o!JecL~j . in·, ii. · . .t! .,.,., t ,~., :~.' ;1.1~ ·•·,!wllrro 
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8
iretch, ·ph9tograph; :photographic· negative, _blue. prip.t: ;plan,' map,,_niodel, -instru

' ruent; appliance/or note· relating to: the-national defe.nse;·willfully,;.communi_cates 
oi tiansmifs'::or·,'attempts ito:· communicate• .or, transmit.:the:'.same/:to:~any ... person 

· Dot' entitled ,to. receive2ik·or •wilfully. retains ·.the:.-same;,and fa~ls· tq ."deliver. it 
on1.demand. to 'tlle,officer or:•·employee::of. the United. States> entitled\ to. receive 
it';\ or ( e). :Whoever;\,being intrtisted wifil, orl havillg la wf\ll\possessioh'. .or\ conti;ol 
of any ·document, writing, code book, signal book, sketch, ;p!1otograph, '.,p}:toto~. 
graphic negat:ive;~blue.~print;. plan;"map;,:inodel',~ note; or: _infsrrµiation,\1rglating. to 
the l national';ueferise;,_tlirough,, gross·· ·negligence . permit's :the£•Same~to .. be1 ,removed 
from·:us· proper .place··of :cusfooy or:delivered::to· ·anyoi:le>ill';.vfolatioil' of:his trust; 
·or' to-.be'.lostrrsfolen;::abstracted;. or destroyed, shall .. be :punished-:b'y•_imprisom 
ri.1ehh'for'. not rillore'.,than·:ten.·.years and· may; i'il~the.:discretion.of >the·court;; .be 
finedlfn:ot•more'ttian '$10;ooo . . ~:sea .. -t;~Titze,.J,;'aat· Juner15/'1917 ('40 :stat. 21:1.>:; 
50;·.u. 

0
fD 0:•:31. ;,'.JJL L~;i:1939, ,sea:· ·21s1; .sec. 1;.·;acr··March:!28;

0 
19'Ji.O .(Rublw;rWor 

443; 76.th .Oon(J.}.: .i. .. \. .. -'·"'" ,-:.'.~'\.. ,..'\. •
1
.'.:, '.X .' i :::.. :,3 'Ji'. " ( ~\~·. 

~ • .:-:l)t Unli14.VfulvY-''ais'Clos·in(Jll'inf or.riuit io1i•~aft.ectin4 iiatiop,al" defense:- (·a )·.':Wll.o
.. ever;~ with -intent:.•or'~ reason: to . believe: that :.it is.:to. be nused .. to ; tlie:'.injury.;, oll 
thee bnitM sSta'.fes:'.~ordo ·, tlie.•. advantage: of''.a-;foreign1 nation} communicates; 
delivers,; or r transmi ts;i lOrl _a tteinptS ·:to, !or i:aiUS' .or:;.-induces.•;a116tlier .• to, -.com; 
rimnicafe, -deliver, !'or: transfuit,~ .. to·: any; foreign •gi:rv'erJ:i.ment;;:or to any' faction 

. or ipaity.:orimilltary··or· naval: force1"Witllin: a;;foreigm colintry,'Y:whetber ;r.ecognizedi 
or, unrecognized by the United States, or. <to· :any ·repi'ese)'1tative; 'coffiper, 

7

ag()p.t; 
employee,i:si:Ibject; ,·or citizen •'.thereof, 'either~'directly,::or,:i ii1dii'ectly,~any. do.cu
inent;";.:writing,> code :b'ook;;'signal "Jbook,\.sketch;:~.flhotograph, ,pliotographic mega; 
tive,iblne: print, iplan,.1map:1•mode1',• .note~ instrument;1,appliance; or.:iiinfo:r.mation 
1·elatihg :to! tlle-.nationiil '.defeilse;,~sll:ill: bwrptmtshed.~bY,1 imprisonment for.:··rnit 
more· than .twenty;.j:ears :~ .Pr.ovided', ·;Tnat 'wlioeyer shall .:V:iqlate1tli'e c proV-isions 
.of .subsection· (a) of this section iii' timei of, ~!lr.i.:shall:_be' punished!. by,. death 
. or. bylinipris,onn'ient·.for. · no_t_lmore ·than •.thirty: ygar!i,; and~( bh w:11o_e.v~r; Jn. ~ime 
., oLwar,swith 'int~~.t:.thab the:; same ·:shall 'be1communicat~d .tQ,:,tl!e·;en~ll.lY;. sh~11 
.collect,o:rec()f.d-, .publish;.t.:or .. co_rn.mu11icatJ'),', or·.· attempt: to;:~licit <.aJlY iI;i.f<?:rW?t!<;>.11 
withl·r($pect~,to:i.tl:).e mo:v.em,ent, :nuµibers, . (\escrlpti.on, !coµ<;litioµ;: or,·dispo§!iJioJ! :9.f 
, any ofi;thecarmed· :foi:ces, ships; ;aircraft, ·or ·w.ar :ma_t~r_ialsi of the TJgJt~d · ~ta.!:§15• 
9r ,with 1 respect'.lt()' Jhe p}ans ::or.'. '.Cj)Il.duck or : l?UIJpgsed. ;P,la}l~: :o), _CQ_!ld1}ct .Qt: .f!.P.-Y 
. µavah:o:r~:miHtary·;operatj.ons;'. or,1wit)1Lr~pect to_) a_gy; wprks :~Qf, D1ea,~u~eSiJJ~!ler.: 
·Jaken>;Jor ;•or·~~connect<:;q ·,With, .or; i!-}W!}d§d n~9r ){he ,';~Qrti~{a.t~Oll·li<Jr :_,g_~~~"<e.J•Of 
anY:~Pl~c~,'..i or.:;~y..' pther,\-iI).f()rma:.ti9n·1·r~JatiJlg~·Jo ,tM..:i P:!1Plic,:;Q..~f~I!§ie, :wh..~c;h 
migh_t ,be,, useful: ~o :the enell1Y;:~spaH'.'~ pnl!tsl;l_~\}·Lby,:,:.dea,,tA 'l.or: by 1J~Prisonll1e])t 
for,not more.tharntl!ir.tY years: ~'.Se<;.:.t,2,_·T.ifJe}>,:ac.t·;Luf!.e;'15;<)._9,1~7 ~<¥J .. St.<Jt. ?18.):; 
5Q_([J:;;S.tG.~):~r2·;rf!I;·L;;)9,99.;\s§p,·21,,8~. '.;:"; . ". :,q ;),;, .. -, ... ,c f'. ;Ca .,,m·i::.~ ;:c:, ·-~ '·":: 
: :0.~,06Jf:Spiraw,~to ~V,iolate: preceding ·sectio,ns.~.If· !:W9cor.,m()J.:e';P~!'§l91!.SJCQn_sP,i,r_<i. 
to violate tbe provisions of·sections two or three ()f tl:J,is titleranP, 9l.1Ef..9r\w.qr,e o~ 
such, persons :·dq.esl:ariy_, act1ito. effect;, tl;le. object of--tM -col).~p!racy;; :.ef\c]r_,_· of' the 

. parties~to~;suclUconspiracy, ~hall:-be:; pun,is,hed as· i.n sgi~:·sei;ti<:Jl,lS .w·oyiQed :il.1:t!lt.l 
case·1ofothe,_,doingt of tlle:i-a~t: the a.ccompl!s)1rgent ·q~;~whicl:J, Js rt)}e__,.wbje£t·: ()~ 

. ·sttcht.conspiracy:.C: Ex:cepti'.as! ·~aqo.y;e · pr()yidf?.d;-~c9nspira~tes,yt() ,,c9mmJt. ,Qfe!?!!se.s 
: u~der: .thfs., title •shall r.ber:punish~d}as: ,pr_oyidedctbY.t ·§~Gt.i_on"'tP:ir.ty~si;y~n_;jofd1W 
»-¢t" to 1:~odify.?.<,rev:ise', 1¢~d»a!lle11d t).1~· p~µaJ Jaw:s :.o_f \tl)..e, VHit~(l ,State~t ;:ippr()y~q. 
March fourth, µinetee~ hundred. an.d. nine.' Sec. 4, Titie J,l. a,<;t.:..f Uit~0:.1.~. 19.1.'1. 

(4Q Stat. 219.) ;:5.0:U. s.'C. 81,; M. L., 1989, sec. 21~5. 
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··1di •tJI ai:bor:ing,; or..;;conce_al.ing ; ,violators·: of .;·law;:: :W,hoMer·, '.hi;ttl;lor~J or !,c;o,nceais: 
any; I)erson«~wh9'f1hei1knows1 ·•iot. has>lreasoriable ;grouhds"tor believe •.Or!f§Uf?pect; 
has ;·committed;; or·· 'is ·about.;·. to. icom~i t;:~an:;rofferise'u under~' .this ;;title; tShallt b.e. 
punislied··, byj· iniptisonment'•foriiiiot:more t!iari\lten·1yeafssand··;may,, :-in::lthe) diS:; · 
cretioll' of· the .court, ;be' fined·'no:t more·<than.:$1.0;000:; Bec:'.5,:;Title, I;iiact.~J,ime 
15; til.911:.(40i'Stab 2_19.)0;::50 ,u.·r,s:r O:i 351;,:sec: • .12, .. _act ;Mar:ch .. 28;01940: J(•Pu.bl,icf 
No: .. -J,43, ·76th- Cong(). •f":·i . .:·~ .·:o:Jt~ \.:::, :t" .'Ioou ;;-,,., .,_:111 ;;·1·.; .·iii -Hl'!f: .,. ; "E~fJ, ·;;o 
· ~-;·e; JD'esignati6n. 0P.<pr6hibited»pldces1:by,rpr.oc~arna;,tion:. ·;The ·President inrlt~m~ 
·Of· ;war1~or. ··:in·; case-. of: Iia ti6nal::-:emergeiicy . .cma.y. by: proclama tion·;designa te1 an~; 
·place oHier' than. :thosel set.J~orth iiil isubsection .~;( a•)<1,of'hsectioi;t -,011e·, ~er.eof:tin 
'which t ariyt_hing . •fo'r 1 ,the: use, of· the .-Army1 or> ~ ayy,.·is ·' beiµg;J.pr.epar.ed .,or c(!Olh 
sfructed · or.:stored ·as a:·pfohibited' pli;ice. for :the ,pu_rposes· of ,this. ,title:, P,r.Qvid.l?!h 
'.r1haC he i sh:i)l' determiner; that·)1inforinati<,m :~with .:·re~pe<;t,r thereto ·ow,o.uld~'.,lJct 
preju'diciall tot1:1:Je nationai ilefens~: .Sec. ;6,'>;T..itle;l, ,act, IJ'(lne'.15,~ 1917,) (40 .S,ta,.t; 
1!19); 50 U.S. a. 36; M. L., 1939, sec: 2186." · .{.i:••'''J :~'!:11· ,\:~,;. 
·f f,','Places-subje(}t: t'o11 provisio.n8';•,ot. 1·~this\ \title.:;T:The;.~pr,0yision!>l1.(\f, ·this_ tltle 
sha11 ·1exfend . to : all ,'Territories;· possessions;} a·nc'!:; places .r subject,:, .to :ther juris; 
diction:~of.:the· United; Stl)'.tes ·:whethe1\'.Qr, not; .contiguous 1thereto,"1and1;offenses 

. under ·,this·'title·. when•JCOinmitted! ;upon ;the · ·h~gh1JSeas·ror,1;elsew.here · 1;withi-urJh_e 
adiniralty. ·and :maritime::jurisdictioivof: the •.United· :States and .outside the~.terr-i;: 
torfat~limits •:tliereof, ·:shall•· be1 puniShable. hereµnder .r, ·:Sec:: .8,:'Titlei · I;·1:agtul1ine 
15;•1'917«(Ji0 Stat.' 219)i;£50_ .U:rS .. 0: :37: ,e~.J. ·J~·. i.1s1l ., i ,.;t \;; Ji .·>.lit; 1.-i•1'01u .,,> 
:.•g.':JJu'l'.isd.iction '-ofl courts.martial· aiia .inilitO:r.y ::ooinimissi01is . .;-,,;.Not4ingiJl~on; 
tained :>in-.;this ~titl.e . shall, be r.fdee!hed::to ,:limit lthe l ~urisdictiom qf .the 1ge,neral 
cotii:ts"mar.fial: 'military• .commissibns; 01; ·mavabcour_ts,martia}, midgrcJ•Se~tions 
thirteen ·hunclred·J and.ifortY:two:·;thirteen ihundred . .'arid ,forty-three~; and ·;sixteen 
hulidi·ed·:·anditwenty-foifr of the:RevisedrStatutes· as. amend~d . . tr:Sec . .-7;1;.Titleif; 
act:;JuneU5~11917 (40.-:Stat.1219).; 50· U .. S. a.:3&•L··1'!. e.L-~ .:.,, (r;) ,.,:1;y,i <u ... 'lo 
·.,:-,{,} Jurisaiation· o{'coitrts wiawnal Zone•and PhiUpp·ine•Islandsr,of ioffe1ise_s· on 
1iig;b seas~Tlie I several' icourts '·of.,first: instancec:in,.the :Philippine ,ISlands varid 
t,h'e;:distrlct coilrt~of: 1 thetCaha:L·Zone• shall!!have·,;jurisdicfion:Jof offenses;,under 
this ·:A.ctrcommittedl:. withil11'theit'.'.'respective:-districts;! and. concurrent· pjurisdic" 
tfoil:.;wifli::ll;h·~ clis'triCt"court~;:tof1.me ·1united")'States: of ,offenses~under .• :this :Act 
c6nn:nitted;riipon ·1 the11hf'gh!.'seas~·~andOof 1COllSpira'cies;;fo 'COiullllt SUCh'i offenses; 
:i~(defined bj section.:thfrty,·seven' ofqthe.'..A.Cf:tentitled• '\.Atf'.•Act-.to, codify,0revise; 
llnd::1afileild ';the· penaiiJiaws• ·or '.tile ND'riitedi States;~·" appi·ovea:'.>March:1fou1th\ 
.fifn~teen' ·huiidred>i aim: nin'e, aiidttl:ie"i;irovisi(i'tisuof isaid cse'ctionf i.for.J the> purjiose 
cif' this .'Act, ate! 'Iiereby-~extehcted: ,fo'the·spHilippiiie!1Islanas,';an'cl'lto!lthe Ciuial 
Zone;' . 'JD::•su'ch leases-· th:e"\tlist:ricf a't'toh1eys lof th~e,'.!'hilippine,.Islari.ds· and sof 
the Canal Zone shall have the powers and'.perfortif,tliel~ilutfes'.;"ptovide'ci.Hn',tliiS 
:Act'.'for>Uiiitea:•stateso:a:ttoriieysJ~sec; · ·2;:Title ':...YIII, ·act ;Juiie •15;.'1911_,(40)Stat. 
°231·) ;·:DoY•u~~!'S~ :o!~39:;~i. ; .. :k>1 f"°) 't)'I.rL ~ .. ~')·(~~,..-j a.!J....t:L'1'_.-~ ~., t:L.o:;.:.::',u1i! <;,J1 L..;1:~1 ..• 1'1 '--'f 
.1"'fo.· '.The":Air--·Co11is•1'1\.ct!l....'.'~" .* :.;'*:1 .no l alien's• employedr1by:',a::contractprJfor 
furriish'irig'or"coiistrtlcting.' aircraft; or• S:itctaftip:i'r.ts;: or· aeronautical accessories 
'for :rneiUnit'ecl' States-'shaU be .perriiittedi'.to havet~acces"s to1 the''plans tor .... speci~ 
fiCations (i:r. -tlie,work?0under•constr'.uctfon·1or toc.:Pa:rticipate•inT the::cori.tract> trial& 
with out~· tlie~ ·w'riffencrc'Oil.sent{befor'eli:ind: ::off1tlielrSecrefary _.of >the . :deparnieiit 
~oncerned: ~1Sec. 1101:.cq.), dct'-'t1ul'iJ''2: :1926! (0441 stat.«!'180).r; 10 :uris:(e.irs10·' (J)i;. 
kf.:,·L.t7:f939;~!8'Cc:\~942. ;;~lr~r~-. t.. .: 1 '- ': .':t:!~'" I :_:;J .!'..1--:~--~:.>Hv< h·rt:t~~--~r!tt ,.tL·.t1· ~'..i L,-.;~;~i 

.t.~:\' .. · ,_ "~,..~" ,.,\ .u~ -.~r .. ~\ .'t'.. .-J ii\.~ i\!\c, .\\'J!.' vu 
(1 '!' . 
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:;:.n.: .:Profectfon: of classified:pla1i's' and ·specifications;-"-'(ay No'aliens.employed 
by a contractor in the performance; cif' secret; .confid'ehtial? or\ :restricted . GoV.ei;n~. 
merit' "contracts slian: '.ber p'ermitteff. to· ha v:e; access! to tJ:ie' .. plaris ''or.tspecific:i tioiJ.s, 
or~ the' work:fi:1hder such contracts, or: to-participate in the confract ~rials;:unless1 
tlie :written conseht<of'-the 1 head~ of the·'GO'vernmeht deparfinent.<cop.cer.ned :has1 
first. beei:Jlobtained,"and any <persorr who willfully viOl;ttes: qr through .negligence. 
p.:..ermfrs::rne •violation of the: provisions 'of' this :subsection .shall be. fined .not 'more' 
than $10,000 o't'iinprisoned·not<more.than•five years, or.both:(:,,,:. f.:;1 !. '. 1 ' ,'.l:O:i'J to: 
-f1(J):.):gArly~alien' wholobtains· employment :ori. secret,• confidentiitlr.·ori<i'estricted· 
Gover:iiment\contiacts~. by.1willful misrepresentation ··of' his·: alien- status,. or :,who 
makes; such· willful' misrepresentation while seeking 1· siicli' emplbyfuei;i.t;1'sh'all-' be·, 
firl'ed -not· more1th'an' $10;00()' or 'iinprisoried •riot ·more thai:i.·five:.years, or ·.both. ;, 1' 

~:: r ( c)i·'Fdr:tliEkpurpose)of tliis:•section, the· term' "person" .shall 'Dff·'C!)nstrued' .to 
iflclude Ain iiiJ.clfVidtial\ '·partnership, assO'ciatfon\' J Corpor'ation, 'c)r~oth'1frl•busiµj'!SS 
enterprise:.OSec:: 11(ac't,..Jun.o•.'28i: 1940;: (Bull:' No:·,15;'1.W;·•Dr/.194.0) .': (·:':i' ! 1 ·"' • : • ': 

.9{72:' · Protection~ of~·diplomatiCico'des. ~Tliat ,whoever; .. oy: virtli'e' 'of· hi~- employ.; 
irient!bf-th:eiBnited' States, 'shall ·obtai'n .from another1or, shall l:!ave~custody.of or. 
access[t9;::or~sh'a!Nhave··:liad'.custody:of Or access~to; any officia:l·dipfomatic·code 
orJahyimatter. prepare'd.;.in. any. 0 such:code,· _orj~which· purports;fo ·have ·been·pr~ 
pared fa:; afty:.-such . code,' .and., shall :·Willfully, '•:wi thOl!•t' authorization 0,l'o! competent 
auth6iity, '.piiblishror ifuhiish .fo· ·another; any, such,_code;or,· matter;\ obaily 1matter. 
which was obtained while in the process of transmission between .any:'foreign 
·government. and' its diplomatic· mission; fa t_he. United, States,/sliaU·.be 1fined not. 
morei.tham $10,0QO:Or;impris'<ined~not :q:iore :than· ten· ,years; ·or both. i'J Act· June 10, 
1938':i(.!f8•Stat,t122):; 22:U::S,i·O: 13§ .. :L.· ~; ;-:: .,,,, -~i _ .:'£ '·~: .. · :m~·~ 
' 73,: Wire· or radio communication.-a. UnaiUhori?ed.. publ.icp,tion or use of 
'communications:~ No:2persofi·receivingt or·;assistingcin · receiving,) for, transrp.itting, 
or. assfsting,iiit ti:ansmitting;iany ,inter.statew·r. foreign;commupications by wir~. 
or ·radio': shiill'rdivulge: or';publish' the existence, contents;; slib'stance, purport, 
eff~ct;i o:r1 meaning.;the:i"eof;• 'except·. through .authorized :chanp.els .. of: tra:risniission 
oh;r~ceptioii,.·to1.:iny ·'.person, .other 1thail :the .. adclressee, .ilis ,agent,.:or'.att.oriiey, :or 
toc.ai•person employed'Ior iiiuthorizedi twfor:ward. such". comiiiunic\ttioili to .it'! desc 
tination,:·1oro to. properi; accounting /ot_: distrii:Juting· officers Of.;'.the't\various com; 
municating': centers· iover .. 1which: 'the :communication may;1 b/,passea·, :pr:·to .the 
nia'ster ·of; a· ship!under whom he .is ser.virig, :or, in responseno!assubpena .issued 
by./a,~cou,rL6f:competent\jtitisd~ction, o'r,;on~ dema~d:.of .other 'lawful:authority; 

. alidr(i:Jo;iperson,not~beiilg ;authorized;bydhe sender. shallctihtercept any commtmi; 
· catiotifand_· div.ulge: or; publish ;the, existence; .conjeilts},sub,staµce;·'ptirport, ~effect; 
·~r · .i;nearii:i:ig1 of,,su,chjiiltercepted; comm uni ca tibn .to .. any· .per.13on ;: and no·:.persow-not 
being entitied thereto shall receive or assist in receiving .anyl:intersta:tetor;for.eign 
communication1:by1-wire2or.~radio11and Luse "theJ·siime:or. any ,infgr~Jl.tiOJi '.therein 
~·ontaii:Jeu; :f iirrhis :owri :beri.efit;or ;for the benefit. of· •a:hOth'er .not entitlecl.-thereto,; ·and 
noi perSOJ!£liay.iiJ.g1Jrec,ei;yedf [Such in forcept¢d. comm uni ca tfori .. or !having :becqme 
·acquairited4with '.the<cont~.Ilts;:.silbsta:nce;wurport, effect; or.'.nieaning, of the same 
or; any~pftrt thereq6:gnowi.l!g;th~:tt such· inf ormati.on• ,was':s6,_obtainecl;l l?haJl divulge 

: or.1j'pubiish'1theJ1existen.ce, •contents;Isubstance;:1purport;-!effect; or! meaning_ OfLthe 
same-·ortany·;part, thereof; or·.usedne.1s[tme. or.. any,.infor:ihation~tliereil! contained 
.for. i1is1~owiJ.:1ben~fitj10r:,f9i\..the ~b.eneflt;_of anot,her'.not[entitled ..thereto:. Provjdea, 
·mifattthis1sectfon :shall :not,apply·,to the:reGeiving;1.cli v:ulging;- publishing;, or 'Utiliz.r 
:·i~goti!etco9tents;;of;any,,Faflio. cmµmunicati~n:cbro11dcast; or transmitted. by ama. 

1: 
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feurs··or·'others:for~ the; use-: of '.th~ :geneJ~h.pubHc;ro.r'irefating, to; ships im .dJst.ress . 
.tictJuiie '19; 1934: (48.{fta,tf:11.031); it!;:U.;.f?. G-:_605, ;":·'-~·:.' ·:'>i: c;J:! :..: sn;:-. ;-r • .:cs: :: id 
,r:~:il.Gen&l:a-~AJenalty:~Any person:'.,w~or,.1"illfully,: and ·~no~il}gly d{Je_s; or, caus~l?r 
or ~sllifer~::to.1 be11.done• any m:ct,t;m.a.tter;Go.r' thing;)in~;this:1Ac.t •pr_opibJted· or; .de;, 
clafed'. to~"be~mp.la wfuI;:sor. :wh9;·'Yilf~tillY:'an:d) knqwingly:tL~mitilr.O.r> fails.':to ::_<lo, 
anr:ict,";maJt~r;!'or. :thiriglri.n1 tp:is'l:!A'ct, ·requir~d: Jp -;:be doge;uor' •JYJilfullY.1. a.)l_dl 
knowingly;'catises .'.6r!'.suffers~s11ch <.o:tnissionr:or.1fai]ure; .sha!HJ!ttpon ~;t,:_onyJ_<;_tjQ)l· 
ther!"of, be punished for,.si:tch,'Of'fen_se;·for·:which\UP:•Pena;lty: :(othex \j:hap;a fqi::-) 

. fe i tu're)-;: is ·pro.v:ided :herein,,' J;iyx-a: fi~e ~of 11rn:~t-r:1pore: tlian'l $19;000 :~r!. by ,::impz:i~9n-
ment ·for .a·'.term·· of ·~ot ·more; .thanutwo.1years; or1·both~ri;;'.A;Qt'..f~IW:1V;r.~!!$4 _ ( 48; 

. Stat.lr1100,)·;: 47~·U\1:ff:l0lr5:01;:·1:,- .. ·:. sfM:;; ;,-); t,;LrJ.;_n~o:'r•:l;;,. !r;};t!~t '! >.;., • .. ;1.:ur 
. . 7 4 .. •La 'Ys' and.;regula tions gov:erning• in ter!J:a tioI!aJ!tr.af§.cJ ~11. 'ia,.rm§ .. --;,,g,. :SP.9.i 
. <;iarprovisio11s;iji)';eoar<l'.~o-.mi~itary $ec,rets,0Unde~"the provisigI!s ,of1P.a1:t> V of.the 
. L:;iws;arid7Regulati()_ns;:A.9-m~~is~ered' bY.:.H~e •P!;)part)llent o_f F3.trute;:.Gpxerniµg.Jnt~J:i 
national. Traffic: '.in 1:.£\rlr)s;>;'ArpiJl uriition,1 :ai1dqinp~emen ts1. of·, W ;ir qnd~ Otl;ler;LMµ.i;ij:; 
t:iori1l, of YI ar; -· 193~,'!the,'. Secr:etar:yw~ 1Sf;lte·.:w.ill-:n<Wissue~a: 1licensecauthorizi~g~the 
exportation. :of ':any arms,··amniuni tion;•·.<:!r rimplern:ents . oft :warf;consjdered·:b:B!the 
S¢cret!1ry: of;.,_yvar·en"by the Secretary of theLNavy•:asrinstrumefits.:.or0 appliancefl 
included ·among the article11 covered<.by ,those•terms,,as use·d,in·:this Act;-if'in.Jtheir 
opiliionV:they _involve·tniilitary.:secrets.fof' ·iii.terestfto"' the ·national •defense. r ,The 
ar_ticles ~hich: .1pay1 be so•con.sidered are those falli:hg',withiil ·one •ofJthe,{oll;wing 
catego:i-ie$:~~.;/..,rJq·:,.,:' rc;;.:::~r.;fi.'1'i~ -.;., :i 1 <.::J~~if ·~,_.~or~ .. ~!!1\t .r;-.'·L~'.:.Jo 1.,:»·t/ f:•.)if!·u 

. "'. ''! xn(·l~) ·:Ar,ticles,,the \vh'o1e:.1of. any featuresi:of:,which::Q:ave 'beencor"arer;being 
\\\ ''!'~'"-• h~· developed pr '.manufacttired:.by, or.ifOrflthe·:wa:r,.Depaft.qient-ior .. the 

Navy Department or with the cp:irtieipatfoii· o:f::'.either~Of_.;those 

~\i.)··~-·~ -;·{' ~:'"'Depf\;"i!l:m~nfs.;·.·1all0.:·.~\~·,:1 •• :·i--; .. ~!~~:·'.':r~~ · ::•:·) ...... ~.!:i ~·:.J ·:~1:~-: ..... :}~ . 
. :;:· ;! t.'.'f.;(21);tA'rticles; · tliec.whoJe". .. or• any ;feat)!.res: of ·which: ga:V.e-beem:,used; or; ·are 
,. ;<--, "'.'.i .:"1r;:beii:tg-.used;by_!the~ War<;Department:qr,.cther;Nav:yi E>enar.trrient 01; 
·,"«1:-7· .. 1; ;··,·which: i:?ither:;Bepartnient; has, co:ritracj:ed1 tq:.iprocure;_;!,, 0.i~Jn·r ·11• 

'.' bmlncluded.:among· art.ides !·developed: bycor'forzthe:.,:Wav :D~par.tment, obtlie 
. ~avy:·1Depi1rtment;;a·re :those: which ::have ,been ·.cqiitracted .. for .. byc;.ei_ther::depart, 

meht;; \)r 'Which\ h:iv:e _beemdeveloped-:inulccortlarice 1.with :Arfuy,; or ·Na vy ... spe~ifica+ 
tionlii and'isubmitted tc;> ::eithe:r; r-Departmentc for;: evaluation·1fo:r; procurt;!ment:r!t 
U· -c. •Prospective _,,·~exporters .i;of l::arms;·r: ·ammlirlitfoil,'7, and<;rvimplement§.:;~of~fLw:ar 
should, .<befQte 0applying1fgr:~a license~Jo':autho'rize itheiexpoi·.tatio_:ir'ofrn'by ·article 

.. falli,ng: '\vithincthe ab6V:e ·categories) which· mayl'.possibly,•invol:vecmilitarycsecrets 
· of'!interest·to: .the,;natforial •'defense~ cofum.Uriica'te;>:\Vith ;_tlie· fSecreUi.ry.;(ofi.St:ate 
. ih:~auvahce: of:the1pr'op"osed1 shipment'.in):'order.;tliatidiermay• be:.fa:'a• fl.ositiori~to 
. ascertain:: for· the' prospec_th;e ·:expor.ter:-whether~ or~:n·oth:Ililita'.:;:y,:,:secr,ets;•are,. in 
f3:t~t;:t0.v:olve'd~ '.the.i'ei'n:~(": ·~~~t.~ .. ~:.:~;.:--::. £,; ·: :~··! =: .,, .,, • ~~ 1:"f ~;s·~i .:tcrt?. :·1 :::>·~s~H ~~ ... 1. !~c ~1 ~::!~:;~~ 
"· 1 .75~•I·Photographs, ·etc.;·of~milita1:y .andin:a:val;:defenses!:~ a.r>T·hat,1'.!whenever; 
for.the· 'intefestsf of '.nationaltidefense;; the~Presideiit1sh'alhdefine ''.cerfainlVital:lhilh 
tary;·a~d}iriavat·instalfations:.;or .. equipment\~as· requir.ingi~protection.Jagalnsti the 
general'!:cli'ssemination. of:' inrorniation· ... mla tivel~thereto;1iWshall ·.oe.1.uiil:iw'ful·\to 

• make' :any! 1phot.ographp:sketch\f•.picture~. dra wing;.r.ID.ap;.':orr: graphical represen ta, 
tt(ig'.ofi such'· vita:l ·m.mtarY: mndrnava1 rinstallationsiwr ,equipmenLWithoiIL·first 
obtaining. permfS:Sion'; 0f~ tne-~commailding:~officer.2of'l'the;):tnilifary.Gor\,na vai' !post; 
camp','~'<}]:" station' condfrned;>t Or}higher. autllor.ffy>and•.lpromptly. :submitting the 

.pioauctr.obtaitleo1:to. such~conimandingi!ofl:icer tor ?higher-·authcfrityJ'for::cens'orship 
or.>such1 othernactiotl as Jier,niayJ'd"eemLi:lecessary:)<:; Anytpersoii, fou1idliguilty, tof •a 

32 
(''!' 

SA.FE():U ARIHNG'iMIEITARY;JINFORMATION 

:AB/~.380:,,:5 
,75 

,_violation of{1this section rsh~ll upon~.conv:iction-rbei.put\ished:· o:ra. fii:le":of.; :riotimore 
than $1,000 or by imprisonment for not mor.eithan one:,year;;or by·l56th·rsuch1 fine 
,&~g.-:_iPJ.p1-:i_~,Q,~~µt~-o·-,rq ,f.naa: . .:r.c ,~·>Jq tflt~!··r,'l.1Sr.."_, ~;J.,. r~'- J_fl ~t_·{:H:11t< v,~;...:_,. ('·; j 

SEJo. 2. Any person who. r;uses 1or .:.permits. orLp1'ocureS'~t):lenus.e~rof·)a.iU aircr:i:ft 
tQnr.t!\e P.Ul'PQS.eJ~9fi1makingt1a.11·photogra:ph,;~sketch;1 !picture;r idra wing;r•.ina:p;} or 
1rr:mliJ.<;!!l:,i;.epr£!sEZ.nt:;i;ti9l_l,.of i.VJtal/.military ort naval installation!'?tcm ·e·quipm'ent; 
in violati9H:f.loh11;hpJ'1P!e.c.ed~ng .rsecJ;i,on.:' shall>'. ber.:liab!et to foe!i:pefialty.- there!Ii 
m;c;>,y!d~.<l;n il0rl:'!idJ1ji;.9 •.t9)1;.T1all W • tl010h 1'.: tl uoli JJ7'f';·:'ri S'>flq ·'.Ii r: '·'.' .\ \") 
,U\~Ei'J.'!13~ Q!J.) !.ln4.t a_fter,Jthii:tyj,-Oays· ·fr.om,;tl:le) date iJ1pon\owpich.ithe ·Presid~nt 
defines any vital military or naval installation or equipment /as 'DeihgCw:ithi.ri 
the category contemplated under,-.the· first,-section'1of,Jthis :A:ct;[ it•sha:ll~be.uill~w
ful for any person to reproduce, p~1blisJ;lws.eU;i2or·1 give:;aWJlYL any·,.pl;J.otograph, 
~~t~fl., -pict_u!~; ,4r;i)Ving,, wap,1 [0rjgi;aph ical, r.epresentatioh)of ;the:cvitaJ, inilHary 
Ql,' Rl!.f.l!:l: ipst~Hll.tions ,_or:1;equip.1p.ent1 soJ.d.e:f\ned;nw.ithout ·1first1 oOtainillg pep'nis~ 
sion of the commanding officer of t!Je.:iriilitaizy.ror -pavaH post;rcamp; ·.of· station 
~<!9-S~J!1~c;l;:1Q~ ,liigµl?rr,a µthwitYi, ;,u_1)Jf)ss·:s_uch1 photograpll;r ,sketch;-; picture,• ,(:lraw
~l!g•~<m11.p • .sor1cgr,a,pJ:ti~ll'.~ r,l?P.F!~Se\1ta.tio.nJhas 1;Iearlydndicateq~ thei.-eon,:that •it. has 
!?§!'!!l:.rseJl§Pr:ed·r,bY,·~ th,f!' pr<Jp~r, mi\it(lry> Qr1i•naval1: authority:: r Any;iperspnr._fciu!Jd 
g-gil~J.:rJ21 <.Jl'l}vi9Jgti0,11j·;Qf.~_thj:i! \:leC!tlQn};.Sh_ll,11 µpon;r ,conviCtigll)i berf,pUiiiShl'!d' as 
P/;91".;i,<Je.9::in111Je-:fix .. !'?t1 se.c~ion .. 9f 1;1;lis *.<J!mr:;:·."u ,LJB;i>.,,r:b ·.rnr; ~'.£'.' .J ,;;:' ,•p;;?i 
~·.R V.t~.nT'i !)[fj· 10 *rjf'J~fl'J I\~ ·7.:it ~1~) ~IJf/{ *1v ""f.'Tc;>:~I:J:~t{ e.dt in C1 1 =?~t·y··~·~1;) 'JCU :t:fg r ') 

"l<'.IS*1·.u.Pi9 ?;'![,e I?~9~~~t'4n~;.:?~- ~W,s A·.gf s?,~}}11~:i'~~pd 1tp ·~H.; [\:~,ri:itoyies,",P9~§!"~
~}..g~f br;n.~·,',J?1:t~~~ .~J!1?l~0t· ,, si t9_~,..i~lf.f,~:;dLc;tiw1 ·!lf;1 !;Et;,:IIIJ.ite.fl <~!il:t~s. a~li.~tp.~r 
contiguous thereto, or not an~; i<?f'.Le,l.J;~~~: 1m~eb ~hJ~,.~~.t-, WhflfoC().,lPR.J~tte,~. y~on 
or over the high seas or. elsewhere within .1the.,admiralty. and maritime ,'jur:is-
""t.tlPll 81'H)lf1:»""! .P~l, •.'l 1 J·11J.1 ."'.1"·.1,..w.11 .. i.H~(I .... ·,1t1j J...l.•?.N' I•} ~~· ""'''· .._ J.J..,.l .. f.;'~' ) ... J. • ..... 

~~5ttf~~s.f .1We :~~1i~~1Q.,,,~t~tt~i:~,~~-09/i11ts!~:!htl~~ 1t~r~-~toy_\?;~ ~iW~~U}1erno~ p~.a}l.:~e, 
pumshable hereunder. . _ 7 ;···c"'",.. "'' .,.. ·,l1 • r, .. •· .-- .. · ·1 T' ~ J' •• '' .. •· ·'" i;:)UJ. YO 11'.J1~·1•·t'1"\tl ... 1.~ ~,1.B .1~~ C.1. a1l..l ... -,uJ .J> lJ • .., •. .-..lJ -"'" "',. . .. f• .a.~, , .• i~ ~. 

l!o.t. J.1art,. ,12,_ 19_.~8 .• (a2,Stu,t.JJ.) ~' ... ·,- ~u·l 't'(• -~ "t'1··~ .;.> .... · .. ,., .,. ,, .• 1·» ,.., .... , " " 'l') ' r 1• 1r, ,-i,,,, qfi •· J J' • .. :;, ..... ... ,_. .. , ._ :-<.. . , .i.-' -.,J,,, 4 • .. .... ... .. , • ~ . . .• J.• ..... 

1,~o.,,~~lPN:J!lA§ '\1Rl:~pf1:,q~/1W. ~c,h?,f,1-I,a11i:iaf.~:1~, !1,9~8!,_~2 ~tflt; .. ~.:PrQv,w~.s,:. , . " 
~ s'~P~fo w3e~-F~~; . .ir-r:,t~~i ig,~er~~t~. ~~,}~l:l,~to.1:1.~I ,def~~~!;): .. t~1.:. :ei.·.e.~~d~1i1F .,s1;ia11 df.J-

fine certain vital military and naval installations or equipment as, requiring ,pr0;-
tection against the general dissemination of informa~~~11;relatjv.e._t~~r~Jq,~~t sh~h 
be unlawful to make any photograph, sketc~,.P,i~ti}1r~~1,prawi~g,_.,J!1!lP'<,01;.1€t~·tlp!},ical 
representation of such vital military and riavar installations or equipmen't Without 
first obt;Ihlrt'f'Jkfrh'iss'ibn''6f the commanding officer of the milita~y or naval post, 
carrlp';'1'1>ri'SJlfi8~' concerned, or higher authority; and pronr6tly sub~!ttiµg the 
product obtained .t? such commanding officer or higher auth~3jtt;:(!~rje.irsO'rship 
or such other action as he may deem necessary. Any g.~r~oA,:f9,u,p5'.l. gmlty of a 
violation of this section shall upon convicti~~.,!?~-1?.!l~!sf-.ir.dnlf~;-~l~JJne of not more 
than $1,000 or by imprisonment for not more'thaii ~on~ ·year,' ·or by both such fine 
and imprisonment." 

NOW, THEREFORE, by virtue of the authority vested in me by the fore
going statutory provisions, and in effectuation of the purposes of the said act 
of January 12, l!J38, I hereby define the following as vital military and naval 
installations or equipment requiring protection against the general dissemina-
tion of information relative thereto: / 

1. All military or naval installations ,:i:p,d equipment which are now classified, 
designated, and marked under the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as "secret," "confidential," or "restricted,'' 
and all military or naval ·instaHations-.. and:·equipment which may hereafter 

i 
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be so 'classifieQ.; designlttM:-rand,1inarked·with'·the 'approval" or· a't::uie mrectio1i 
of.:,the.:President; •and •located within•:;.u fr;~r •· ,l 1·,:· .. • Jd'i" "' i;d ·;o f.:D,r~ r.ma 

(a) Any: military or naval rElservation, post, arsenal, provif1g··:ground;r1r·aage', 
mine:field,?.camp~ fort;•yard; station, district;'or'area: rh: ·:·• ·. ·:: --.1·A. -~ .<:>J![~,' 

.. , 1. ( b)" Any:;1defensi~e·1sea'!area··heretofore~or.l1hereafter established •and existirig 
tlnderfauthorityI;of1 section 44 ·of' the Uni fed "States briminar 'Code", 'as 'amended 
by.thei ac:Hofol\~arch 4:.19i 7;139::Stat.'J1194rr(rn':S. :c.i/-title1'!1S::fseci''96):' ''.ui:v c1i 

, . · (c) Any airspace reservation her_etofore'. or hereafter established atldf"exisC. 
· ing!imder atlthority,:-of•section:·4 of,,the:-4:.ir Commerce!:i\.ct1'of'1926· ('44' Stat::·570, 

U.;S:C;,:titfo49/sec;;l7.41);: .,. ·0H"f~f11.r:•1J 111 .. ,1117 ''" .v.•1.1E:n:'. J·~frr '{;'C ''J•.t)llfi 
. .-~ ('il:)·:.A:ny:inaval' hilrbor',c\o'sed' • toi forelgrit vessels'.;r!rr ~;,, i.ff:rW1flW ";'IO·::,f'JJ;!) od:t 
,l; ... (,ei)1rAny .ar:ea< requii;ed•.for:·fleel:"pur.pcises:; :'.T'.,f1·-~r;" t'' n 1;;7;,- <:iui 1c't, !rr'l: 
71.( fJ: 1Ariy~ 1comfnetclal 1 'establishment. iengagedr::in f'Ni'e ':C1evel0pufen:tt:>{Jr I'ri:aiiu: 
factur~ ·of;-.:rUmtary:· or :~nafa1·•.arm!'!;hhunitiorts,:r:equipn:lertW,.'deSigi:is)i: ships} or 
yessels for·.the·United: States<A:rmy:·or'Nayy; :1·• 1'1~.:rrn ~"""'::'.•·~:a:> ~<P ~·,-, ir·.1il'I 

• .-•2:-"AlHmilitary; OI" iiavaltairc1'aft;,w'eapons;'amm:u'tlition:·veniclM, ships)':-Vessels; 
instruments::' engines:"0 inanufacfuririg :.machiriery'; "to"oJs,"1. devices~"of ''any llother 
equipmenYwllatsdever,, 1n'~the·•possession 9f..< th'e' :Ariny;· or' Na'vy;;:rorrill·rufo•:co1ll'se 
of exp'erimentation;';developmen~:,; tnaiiufacture~ or'~deliveri ifor"•the 'AJ.·mY:i'or 
Navy, which are now.- classified, designateu; a'nd '."marked "under'-·tlie'1'a'utliority 
or at" the directfon of the Secretary . of' War or the Secretari' of the Navy as 
"secret,''.--"confiaeilh:ii:" <'d~ i•<restrict'eci!'; alid 'ail' ~u'ch:"a~hHe~; rt't'iitelia1S'18or 
eq'liivfuenf 'wlii~h riii~y 'i1e'r~after Si{ s~ 1~clas~ifted; <Msikn~t~'d. anli'' lh~til:~d .:~nli 
tile appro~aF'Cir1anne afr~cti6h1 of"tiie I>i:esid~nt:·.r• " " .,., ,flt;-,, .. ,,, P.r·•)',~:.r~r•?'} 

- ;it'iM1:.:iJffi·craf fu.mt~ro/'dr-ri3'vai'·~bo~'ks!"i>ai1i:\b.iei:s,: do~umei\ts,:·if~iii:Wts:'q:iri1a:P7~ 
c:hafts;i?pfa'iis(rttesighs; tn'O'aei'S;rarawiri;iS;~:'pii'otogfa'pHs;' cd°ntracts;'LiJr 1~p~J'tl}gft'! 
tions, which are now marked under the authority oi; .at:'the 'd.iJ:!~~tich:lE~:f 1rtli~ 

. q. • .... ;i: \ ' \ v I) l ' i .••. l \•' '\. 

Secretary of ·war or the Secretary of the Navy as· "secret,'' '"confidential,'' .or 
"restricted,;;r' arid; :a:fr 'such :~':irftbles. 'of 1 ·~eiilip'm'eil{:·~hihflfiriii'f li~r~1i:fl:e~ "lie· I} so 
..... , t: .. , .... ~r- ... •1··-,r·1-<Y ,,,:-1 i ··"' ·,a:r· .-,, ,o· .... ·rr ··:\ ·.;;:·,.-,. ... fcrt 0 r;t .!·i· .-~ ·~'l?"' 1J>~v.~ "<nrf:,u\ 
marked~ with' the·appro~al or ·at th~ direction of-the Pres1gept.. . Fl. O .. No_._ 83Sl, 
.,. ., .. i,)2·'.,1··9-'io':I] . ·;::,.JHJl(lf:) 'HC ,,fl,Jl;Bif!ltBnl r1;7J'I! l1:1r: "T'(!lf'll'~l Jr· fl'f liffi:h~') <;l!'i 
.Jxt arc t "" , ·'ft . . . • . • . . . , . ~ . 
jf · • • ·:[<Ml(l:1~1'.2.1fl:(5:!f:!4i y_:1, HL.1'ill\Ht 'Jo noi:l;;rrim9-:~¥~ 1 • ·:1w1•.; ~ .,, , ~ .i.J• rtr('.·:, •J1i.r:bs ~ 

i<(r'"".!:". "1'} .< ... 't'f~ :prl?7"'. · .''3·~·.,,f-r. :I)j');f.:-:: ,L~rin'!1~0-1Gr1~~ 'lil 1 1· ·Jilf,1~r. oJ Jr'1Y.l''Jfrur !30 
BY ORDER OF THE ·SECREJrARY OF'.W AR; :· . · . : . · ·· , " • •· 'i,•·1:.;.-: '°Jj~'r:-·n:FF·. ~; .-,111r-:rn1urt .. ~q_r l!;7n.•r ~·rin ~£ir:h 1 -'Lt ·~··1i~r 1!~~r1 Jo norJt:.1Jt9~~·1q~.'I 

' 1·-• 1 .. .,;. · · · .•. G., C. MARSHALL .1 · _. "' 
f~"-:.•:•r :tr ... -~-:·.·· ,-,·.:;1 1·:·~, rt 1u ·1~'J)10 ~t!.l•HU?rurno-~ '91.L.J t.1 1._nl .. ..i.1u.11.":1 • .:.ju1U:L.l; ?to .'8:'Tn 

. · · 1· •. · , .,. • • • 1 •·• ~·~~ Ohier-i·of Staff.-~ 
'::; > ·.-·JJ .·;Jrtr"{f_,fr ""!; +"."" rrr 1)1.J .)fir, . ."'°t:.J\"i(?"~( Tr_H "1S1: .. ;~H1 ~fa , -:.;111-;l"JL'fr.I Jl\Ji..; •. :... ~ ''.h,; rl.-,.!f.£,.,·) 

~;.9.~~P~~~ =:.-0~ p-"fJ"u1a.I·h ,-. <t9d!tld ·;·-. · .. i~·1~i~:o'·'-u:,lT)11~:m10:~1.~ ::LF18 (.1 i ;j•;t~l~ndn jbr.;bo·1q 
.: .. ' 'E S 'ADAMS . . ·· · 1 · .· . • , • . · · 
;. ~I) ,--,r~h; ~ '•"':'~''1 (j~-~·;1.;·7 -ra,::1 ........ ~, -~:s~Y>ft !.1.l~::) 7,!;[.•) ~~ H!l !HH:t~:1 '19f1:1~ Ji·1 11·~. 10 

- ' Major General, '. · . . .. •· · · · ·-1 1 ·1 " · 1· • ':'.' ":•\ .. 1U '. 1 :· •• -{'· .-: ..... ,\ .)s .. :l·r.:~·r: ,,-1 nor-J:>rr,,,, , ~li~U!l ~' .. n.3 (t'..-:1J:Y-}~ ~ f.i .1:0 ur1!1!1 017 
The Ad1utant General; · . ~ . · .- • . ~t'" l'. rt ,~~ttl ~~·.':J'1 1!:t·•'.·" ~1.') ,..-.1;.•. ~ ' .... ·c~> r..J:ri: i;,11·:-r :,::,•: ·ic l .. D .. :~~arrt.-:f1q 1 .. 1.:. "'?'• 'J.O \J Nt q; 11-H! 

":;;J'Jfri 1e,1hr'ro1 f>illi 
. ' 

_ ....... <.:; ·0 . .-r;· ~~~ :'::Y: !~7· r:r3jr.:.::'IT '7'1f·:ri~Jrn2 ·-1,ri'·~ ~o ~ut·{[·~ ·~r; ,C"R~·.~:;::-1.F~·::i.'T- ;';'/1.o'J/J. 
->°' .• r-.r:'.ti ~-!J ~~) .:~~: ;,.:1,·1:1 !~Jt :to r10Hrri:1~9):9 {1~ ~L'!~ ~-t._;r·:-·Jt<\•.ar.1 ~.c1o:iD:rn1~": .. ~r1fh:1 
::r"" : .. - .. ~r,;--· • .. ,~['l-:iJf~·1. !"··~·, .. ~!;: ~ ... r;i., .. of!O~· !:ldJ ·,~a1C:':.~t1 ?t;-~.~r-1!~ I ,~~~~x /';! 'C~~~ .. r;nnt; ~o 
_ ··--:.-:·m~.?Pif"' ·,:1~~!' .. r~r!l' -~._. •. i,1:; 1, 1:f·h•.,•y•1-,1q ~':~b.fJJr~J'i ;•t•:f.0~:frtpt) ·io H'Jf:~~·-~1(..GJdf!} 

' · ; oJ;:.:"i~J~ s. ·Hi.j ~·1· 11niiHr,~1n.l11i ~;1 rrl)l1 

,;; ~~ia~,;:t,,::,::: :L:~::: :::~;,;"EJ!~~','.;~·:~~~~;0::: '~;.;~;y~;:'.E,~ .;:;; 
? l :·:-~rr·1rt -1:;::::~ ~ .. ')i_i)\:i' t11ri~:·s?GoyERN;;EHT.1PRINT!HGtOFF.1cE;,1941 h.~V.fJ;t ~·o. ·· .. 1"d.flJ:i'\ I!1; i,nn 

.For sale by the Superintendent of Documents, Washington, D. C. - • - - • Price ·10 cents 
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SAFEGUARDING MILITARY INFORMATION 

CHANGES} ""' WAR DEPARTMENT, 
~ No."1 - ""' . WASHINGTON, November 5, 1942. 

AR 380-5, September 28, 1942, is changed as follows : 
19. Transmissi6n of classified documents.-a. Secret documents. 

* ( ) T * . ~ b * . ft S* d • . . .• h * b 
5 ransmissw~ y aircra .- ecret ocuments1 except· t ose used y 

Army Air Forces personnel during flight, will be transported by 
aircraft or by\registered air mail only under exceptional circmn
stances when_ ii}.~he opinion of one of the auth~rities .designated 
in paragraph 3c th\ emergency demands it. · When transmitted by 
military aircraft they will be securely wrapped and -placed in the 
custody of an officer 'o~er than the pilot. When the flight of the 
military aircraft is to J:)\. made over. water the document will also 
be weighted. · \. 1 _ 

• • *. . *\. * • . • 
BY::~;· :;~~~E (~:~-::y(~~,1::~:5, 1942\.) . ,· 

OFFICIAL: 

J. A. ULIO, 
Major General, 

The .Adjutant .General. 

DISTRIBUTION : 

A;E. 

493310°-42 

G. C. MARSHALL, 
Chief of Staff. 

U.S. GOVERNMENT PRINTING OFFICE: 190 
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AR 380-'5 
c ~ 

SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
No. 2 WASHINGTON, December 14, 1942. 

AR 380-5, September 28, 1942, is changed.as follows: 
5. Restricted matter. 

* * • * • 
b. Ercamples of items classified as restricted: 

* * * * * * * 
(8) Certain military maps; certain photomaps and all aerial photographs. 

(a) In the continental United States, those showing lay-out of 
militai·y and naval radio stations, air bases, airdromes, air 
depots, supply bases, arsenals, and the 11,djacent terrain 
vital to their defense,. including photographs not other
wise classified which are not suitable for public release; 
and 

(bj In oversea possessions and foreign territory occupied by the 
forces of the United States, all topographic· maps and 
photographs not otherw.ise classified which are not suitable 
for public release. 

(c) All aerial photographs not classified secret or confidential. 

* * * • •· 
[A. 0:. 312.11 (12-1-42) .] (C 2, Dec. 14, i942.) 

19. Transmission of classified documents . 

* *' .. 
* * * * 

c. Restricted docun'ients.-Restricted documents may be transmitted by any 
authorized messenger, or by ordinary mail, expi.'ess, or freighf to any point il! 
the United States and its possessions, provided they are carried on vessels or 
aircraft of United States registry, allied registry, or such vessels or aircraft, 
although not of United· States or allied registry, which are controlled and 
operated by the United States and.do not pass through a foreign postal system. 
Restricted. documents will be transmitted to and from foreign countries either 
in vessels or aircraft of United States registry, allied registry, or such vessels 
or aircraft, although not of United States ·or. allied registry,. which are con
trolled and operated by.the United States. 

[A.G. 312.11 (12-1-42) .] (C 2, Dec. 14, 1942.) 

BY ORDER OF THE SECRETARY OF WAR : 
G. C. MARSHALL,. 

Chief of Staff. 
OFFICIAL: 

J, A. ULIO, 
Major General, 

The Adjutant General. 

DISTRIBUTION : 
A;.E. 

500869°-42 
U.S. GOVERNMENT PRINTING OFFICE: 194% 
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AR 380-l> 
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SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
N\). 3 WASHINGTON, December 22, 1942. 

AB. 380-5, September 28, 1942, is changed as follows : 
10. Cancelation or change of classification.-a. The authority making. the 

original classificati.on, or higher authority, may cancel or change the classifica
·tion of a docun~ent by writing or stamping over the mark at the· top of the first 

. page, "Classification canceled or changed to ____ , by authority of. (officer author-
i,zed to change) , by ( na.nie and gra.de of officer making the change and the date 
thereof)." This paragraph will in no way be construed as a limitation upon 
_paragraph 38. 

* * * * * 
[A.G. 312.ll (11-l:J~-!2) .] (C :{,Dec. 22, lll42.) 

37. Drafting· messages. 

* '* * * • 
b. Standardization of the eo{1font arnl form of such documents as field orders 

and operation instructions is necessary, but when fixed expressions ·are repeated 
in a message the results [fre exceedingly dangerous to cryptographic security. 
Hence stereotyped phraseology and set form of expression, especially at the be
ginning or end of a message, will not be used. Examples of stereotyped begin
ning are as follows: "Reference your," "Reurad," "Reference my," etc. Neces
sary references will be placed in the body of the message. · The use of words 
and 'phrases as "padding" at the-beginning and/or end of messages tends 
to produce stereotyped phraseology and is pz'.ohibited except as specifically 
prescribed by instruction for the use of certain cryptographic systems. 

* * * * * * * 
[A.G. 312.ll (ll-Vl-42).] (C fl, Dec. 22, Hl42.) 

BY ORDl~R OF THE: SECR~~TARY OF 'VAR : 

Q~".l<'IClAL: 

;r. A. ULIO, 
Major General, 

The Adjutant General . 

.DISTRIBUTION : 

A; E. 

502528°-42 

G. C. MARSHALL, 
Chief of Staff. 

U.S. GOVERHMENT PRJHTl1'!(; OFFICE: 1942 
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C4 

SAFEGUARDING MILITARY INFORMATION· 

CHANGES}. ·WAR DEPARTMENT, 
No. 4 . WASHINGTON,.January 1, 1943. 

AR 380-5, September 28, 1942, is changed as follows: 
59 .. Authority for admission. 

* * * * $ • * c. Uniteft States aitizens.-SubjeJt to the approval of the commanding officer 
or the contractor, United States citizens, except those representing a foreign 
government, firm, or corpoi:ation, may be admitted to War-Department or com
mercial manufacturing establishments engaged" on classified work or projects 
under the following co.nditions : 

* * * * 
.(3). Accredited reporters, photographers, and other representative,s of 

publicity agencies may be admitted to manufacturing establish
ments engaged on work for the War Department, provided classified 
matter, projects, or processes of manufacture are not shown or 
discussed with them. News items, photographs, and motion pictures 
resulting from the visit must be submitted to the War Department 
Bureau of Public Relations for review prior to .publication.· 

[A.G. 312.11 (12-,-17--42).J (C 4,.Jan.1, 1943.) 

BY ORDER OF THE SECRETARY OF WAR: 
G. C. MARSHALL, 

· Chief of Staff. 
OFFICIAL: 

J. A. ULIO, 
. Major General, 

The Adjutant General. 

DISTRIBUTION : 
A; E. 

' 

504400°-43 
D.S. GOVERNMENT PRINTING OFFICE: 1942 
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AR 380-5 
c 5 

SAFEGUARDING· MILITARY INFORMATION 
-, ":· 

CHANGES} .. WAR DEEARTMENT, 
. No. 5 . . w:~SHINGTON, January 23, )943, 

AR 380-5,Seiitember 28, 1942, is·ch'anged as follows: 
57%. Protectio1i of shipments via commercial carriers within the United 

States or its possessions.-a. Selection of shipp.ing method.-Disclosure ·of in
formation pertaining to classified m:ateriel·will be prevented during trans
portation by one of the following methods of shipment, to. be determined 
by a co=issioned officer. of the service, force, or organiz~tio:O. authorizing 
its movement'qualified to make such dassification,. by: a·_ higher authority so 
qualified, or by a•military attache. . •: 

b. Protection. as -.for .. documents.-:!£ size and quaJ!ti.ty permtt, classi:fi.ed 
materiel may be handled in the same manner as .Provided for similarly 
classified documents in paragraph ,19. In· cases where_ materiel. is of such 
size or quantity. as· to create suspicion of its character and entail additional 
risk w.h!'ln. ,t;-ansported ·in the same manner :i.s documents,· another in~thod 
will be.used. " . 

·c. Railway e.xpress service pr.otected by carrier's guards.-Secret or confi
dential shipments may be shipped via Railway Express Age~cy; lnc.or
porated, afte1; advance arrangements have been mad~ .fo; carrier to guard 
materiel from the time it leaves the hands of consi'gnor until delivered to 
consignee. Notwithstanding the gener~l prohibiti~n .of iri~urance on Gov
ernment shipments, any classified shipments may be shipped at their actual 
value and notation of such value made on the bills of lading.· .(See AR 
30-905, 30-950, and 55-155). The. officer deter~ining the method of ship
ment will certify to the officer issuing the bill of lading the valuation to be 
used. · 

d. Ordinary railway express service protected· by military guards.-This 
method of shipment may be chosen for secret or confidential materiel as pro
vided in .a above. In such case the principles of regulations governing 
guardillg of freight shipments (see par. 8, .AR 55-155) will be followed so 
far as appropriate for express service, with the definite exception that guards 
with express shipments will be furnished with transportation requests. The 
number of guards detailed to protect the shipment will be a minimum con-
sistent with security requirements. · 

e. Air express via commercial air lines protected by military guards.~The 
provisions of d above will govern generally . 

. f. Rail freight service protected by military guards.-See paragraph 8, AR 
55-155 .. 

g. Ordinary motor truck freight protected by military guards.-The prin
ciples of paragraph 8, AR 55-155, will gov13rn. Only one g·uard will ·be used 
for short runs unless more are necessary. 

h. Water freight service protected by military guards.-The principles of 
paragraph 8, AR 55-155, will govern. w·hen vessels are used which have 

fi08311 ~,-~:;: 
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arrangements for carrying passengers, transportatioJ requests will be issued. 
When vessels are used which do not have arrangemknts for carrying public 

. 'I 

passengers, carriage free or' at a reasonable charge, with appropriate arrange-
ments for meals·, will be negotiated. · Ii 

i. Straight or mixed troop trains.-Classified materiel accompanying troops 
J 

will be adequately gua.r~c:d by or_ganization_per.sonne~. 
j. Guards.-Guards sufficiently armed will. be·· proYiided in accordance with 

paragraph 8, AR 55-155. Neither carrier's nor military guards will be used 
for the' sole purpose. of preventing disclosure of i~formation of restricted 
mat~riel. Guarded· service may be used on any shi~ment when necessary to 
prevent physical sabotage. ·when Pf:!Ssible; .where J1concealment of the ·~rm 
is not· necessary, submachine guns, ··automatic· rifles, -or .rifles sho.uld be 
provided iu--preference to pistols. , 1 . , · 

[A. Q, 312.11. (1-19-43) .] • 1(C 5;.Jan. 23, 1943.) 1.I 

58. Cfassification. I · I . 
c. banadian -n:tiOnals wi~l be consi;ered as an: Lc~~·ded :~e ·same p;ivi

leges as citizens of the United States with· respect to the matter of .visits to 
Government or commercial manufactliring establishments and ·experimental 
laboratories en_gi.ged on classified work or projects. /- " . ; . 

":' ' 

. [A.G. 312.ll _(1-19-43).] (C 5, Jan, 23, l943.) i'i· .. 

BY ORDER OF THE SECR~A.RY OF w A.R :' 

OF~'ICIAL: 

J. A. ULIO, 
. Major Gen~i·ai, 

The Adju.tant Oenerai. 

DISTRISUTION : 

A; E. 

l'G ·c. MARSHALL, 
:! . Ohief ~f Staff. 
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AR 380-5 
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SAFEGUARDING MILITARY INFORMATION 

CHANGES} 
No.8 . ~ 

WAR DEPARTMENT, 
WASHINGTON, February 24, 1948. 

AR 380-{i, September 28, 1942, is changed as follows : 
14. Bequests for military information.--a. All requests from private indi

viduals, firms, or corporations and Federal or State agencies or departments 
for classi!o.ed military information (except those requests.defined under band c 
below) are governed by the provisions of AR 410-5. 

* ·* * * 
[A. 0. 312.11 (1-21--43).] (C 8, Feb. 24, 1943.) 

BY OBDEB OF THE SECBETABY 011' W AB: 

On101~ 
J. A. ULIO, 

Major General, · 
The Adjutant General. 

DIB'l'BIBUTION : 

A;E. 

21l-3 7691 ABCD 

* • 0 

G. C. MARSHALL, 
Oh.ief of Staff. 
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SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
No. 9 WASIDNGTON, March 16, 1943. 

AR 380-5, September 28, 1942, is changed as follows: 

12. Reproduction of classified matter. 
0 • • • • 

o. The Commanding General of the Army Ground Forces, the Commanding 
General of the Army Air Forces, and the Commanding General ot the Army 
Service Forces are responsible that service magazines or. journals published 
under their supervision comply with the provisions of these regulations relative 
to security of classified military information, and will submit all material for 
such publications to the Bureau of Public Relations for review. and action 
before release. 

• • • • 
[A.G. 812.11 (2-17-48).) (C 9, Mar.16, 1948.} 

BY ORDEB OJ!' THE SECRETARY 01' W AB: 

Ol!'FICIAL : 

J. A. ULIO, 
Major General, 

The Adjutant General. 
DIBTllIBUTION : 

A.; E. 

21J-3 7681ABCD 

• • • 

G. a MARSHALL, 
OMef of Staff • .... 
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SAJi'EGU ARD ING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
No: 10 W·ASHINGTON, April 20, 1943. 

AR 38~5. September 28, 1942, is changed as follows: 
66. Embarkation. 

• * * • • • • 
b. Movement of troops.--'-At p~rts of embarkation troop movements will be 

made. so far as practicable without attracting undue attention.· Authority to 
use bands during embarkation. of troops is left to the discretion of port com
manders where, in their_ opinion, the playing of a band will not jeopardize 
the security of the move_ment. 

[A.G. 312.11 (3-13'-43).] (C 10, Apr. 20, 1943.) 

OFFICIAL: 

J. A. ULIO, 
Major General, _ 

The Adjutant General. 

DISTRIBUTION : . 

A;E. 

523314°-43 

G. C. MARSHALL, 
Chief of Staff. 

U.S. GOVERNMLNT PRlHTING Of'FlCE: 1941 
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SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
No. 11 WASHINGTON, 11June1943 .. 

AR 880-5, 28 September 1942, ls changed as follows : 
11. Loss or subjection to compromise.-Any person In the military service 

or in its employ who may have knowledge of the loss or subjection to compromise 
of a secret or confidential document or article of materiel will promptly report 
that fact to the custodian of the document or materiel. The proper commanding 
officer wiil notify the office responsible for its issue, by the fastest means 
available, of the loss or subjection to compromise of a secret or registered 
item, or confidential operational plans, codes, ciphers, and weapons or equip
ment of vital importance to current or future operations, and will then in the 
case of a secret or confidential item make a thorough investigation of the cir- . 
cumstances, fix the responsibility, and send to The Adjutant General, through 
military channels, a report with his recommendation in the case. 

[A.G. 312.11 (21 Apr, 43).] (C 11, 11 June 43.) 

BY ORDJ!:R OF THE SECRETARY OF \VAR: 

O~'FJCUL: 

J. A. ULIO, 
Major General, 

The Adjutant Generai. 

DIBTRI!lUTION : 
A; E. 

~33970°--43 

G. C. MARSHALL, 
Ohief of Staff. 

U. S. IOVIRHJUNT PRINTING OFFICE: 190 
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SAFEGUARDING MILITARY. INFORMATION 

CHANGES} ~ WAH DEPARTMENT, 
No'. 12 . WASHINGTON 25, D. C., 26 .June 1943 

AR ·380--5, 28 Se ember 1942, is changed as follows: 
61~ Responsibili of Government contractors. 

* * * * * * 
c. Rescinded. 

[A. G. 312.11 (11 Jun ).] (C 12, 2() Jun 43.) 

BY ORDER OF THE SECRETARY 0 

OFFlCIAL: ' 

.J. A. ULIO, 
Major General., 

The .Adju.t.arit General. ' 
DISTRIBUTION : 

A; E. 

53708.2. -43 

G. C. MARSHA.LL, 

Chief of Sta.ff. 

('_ 1-S-

U.S. 50V£RNMENT PRINTING OFFICE: 19'3 
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1. Purpose.-Mili tary, iniprma Fon .. is ·. o;E, y~ryil}.g; d~gr~es ; of; rvaluE;!; ~,tq,., fQr. 
-~ig.µ ,goverµpeµts ·.111!~ .ther~fpre.:.i:.~guires ,th()1~;~rc;.is~ .of ".arying .degr~es,;p~ pre· 
S3;~tio1,1 for ~~s. sa~etY,, ·For tP.~.pµrpose.of p;roviq~l).g ,the ;r:iece.s~aJ!y yari!lti(!ns)n 
safeguarding the .several .types of ·critical information, 1the .classifications ·outline.d 
i!i'~a[agr~ph~;3;~ 4, ·~;d;~5 h;ve:~~~P-;~~t11J!l!~~.~~- .A.ii .• iµiHtary Lnf~rmati~n~ do~u
.pi,ept.s1 :djW~lqpwe._n~,p,r?j~c~s,. a.nd,i;n~teri~l !?the.).' t_hap.:th~t. cla§!s.ifi.~d. !l.s l!P.Qv.e ~r;e 
reg::!r!'leq .. as ;unc1a~sifi}~~!'l-, ., ·· ·, . : : •:, • ri i .. r ~. :.r·~;: r, i. ·. . .. . , . u : r : . . 1i-. f. -r '.'. ··~,- · 

-i: .2,,, ~.~:fPJ:it_~~s.,,-!l; 4i,rcrqf.t.T:JTh,e~~.~r:gi. -':'aircra.ft" rincludes. aU--:weight0carry
ing .<!~v;i~.ei;i·,Q~ ~truc.~ur~I'? !'l~!Jigm~,d;to l)1n:;µpP!JJ!te!'l ~Y· the air, eitJl.e!-':;bY ·b.uoy_an,ce 
O_r 1~y q~n~~jc~~-ct~pp.~{i(: ··._: e-!:1 ·.,. ·n ,,_ .. fi>:r~:.G iJ'H . . ·<:~·t;· . .. - -f:t· .• :;i~~f·)~i ·~·"i 
.," q.,.A,ir-.'ppaqf_, r.eserpqti.0..1!·t::~_,gi;r.~spa~~:ri:fser-Y_~~i0n,- .if!>.th~ ·.air space,rl.ocated 
above an area on the surface of the land or water, .de.::?.ign.ated :and,.set,·aP.lJ.r:t 

. b.Y:E:Jl&~pyv~":q!-',ge:r,:iof;;th~ Pi;esidim.t«!r l;>Y:'.l!. ~§tate;"Com.rp._onwealth; or·: Te1:rit!;>ry, 
•. ·, j "•~, ··. ·:; ., ·~·. '"··'\ :·.,JI' ·•., ~j·;~>\ :; J.·~ I~ "·)r,·1'. ... j ;•;; ... · :;.:1 :..r..;,:'Jji•·,_.:{ 
~. *this pamphlet ~S./IJH'lrsedes •• ~R 380~~., Julie 18, ,rn41, i1.1cl:U~ing: .s.e~,tio?).I, 9/F~u.l.~r !:'fo .. 281; 
·section -V, Circular' No.' 242; ·and section ·n, Circular No'. 252; War Department, 1941; ·section 
Iv,· Circular No. 35;: 'and .section i, \Circular .. No. 'io07.•War:Depa1·trnent, 1942: ·;~.} ·;· •. \'' ,; ·1· 
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SAFEGUARDING MILITARY INFORMATION 

over ~~~ch; ·P.Ji.t: .. ~~~~ ot!!Jrcraft is prohibited or restrict_M.r~<?r J_t,9\:)_XP.!lrI><?!!.~£9.f 
n~t!qµ~l.::.d\)!~ps~J(P!:>f,or. ,on~~F~,_g?:v;ernmental purposes. { <.-<XlH .n :~ 

c. Olassified military informatfon.-Classified military information includes 
all information' concerning·. documents,' cryptographic· dev:icesndevelopment proj-
ects, and' m~M~fei ~1asSifie~ ~s 'se~r~( c~D.fid.enhai, . .;.~~ .. restiict~'d. "~~-~en as the 

~ items themselves. All other military-informatien, documents, development proj-
j. ~t'~ct;s~·lirid materiel are regarded as unclassified. • ~· 

4
') • .. .. "'"' 

I
, ~ · ~'" -~· OriTf!.to{;raphic-niater!iiz.~-~-~!!.fl_t_o¢:a_v~i~ !?~_t_er~a1 · ~ii~\}i~~~-:~1l <i~cJMelits 
: , and_. devices employed in- changmg plam-langu~ge messag~s ipto ~ unint~IJigible 

Y 
~form bymeiins ofl':odes-and -ciphers: - ·- -· __ .,, ' .v·i ·~ · '"q· ~ -~ l.' 

l! ; ~~ ~: ·. Or~pt~~f{i~~~~ securi~~· - ~ _Gry_Pfog!~~~ic se~urity' i~ ~h~t ·~1:~~~\~of ~Mia1 com-
11 ~ ~~mcation wli1cli deals w1tli the prov1s10n of techmcally so,µnP,. cryptographic 
kl· Jsystems~ tlieii"proper use, and.their-careful safeguarding.·-~" -~rn• 1 

•
1 

·-

, ~:, t."; Doou~eftt . .i'..:Til.~nti?~m.· 1 "doc;:{fukn't;;- i·ii'citides' I:>rin'UJ;·-nfihi~cii~fpli~d/ typed, 

~
~p_!fo~tated;·-·and·-writte~ · matt~r~ -Of~~an .. ki.n·~s; ·~mrl.Pii;,··~-~%J~#,~P.~~-· ai:td ·aerial 

I 
· ~photograplls-ana·-mosaic~';' drawings, sketches: 'ilotes; ilri'a-i)1'Ueltrinfs, .. or photo· 
. . static copies thereof; photographs_and .. photographic negatives; engineering 

II data; correspondence and plans re~ating to_ research and development projects; 
r and all oth('r similar matter. .:. VIOFJ.:I,; 

11 g. Engineering data.-The term ~·~i;i,i:;~v~e_r~ng data" comprises drawings, blue-
lj prints, photostats, photographs, mathematical calculations, formula.s, pro."cesses, 
1 1:and· all'·similar items that can be reduced to documentary form. 

I { . h: F?reign·{lov_er~~:_n~~T_he .. !~r_i:i~~~_?re~i~~-¥?v_ern~e_~!'~-~~n<:_l_ti:~es ~a-~Y.', :~~?~¥-
1 ;;mz~~-- ~!'..- I_lonrecogn~z_e.<!_ gov_~nm_i::q.L~!1d -~l1Y.._~~ctL<!.l!_s>r __ QQ~Y _o;L ii;ism;g~µts 
! , within. a country _with which the United. States. is_aLpeace .. - ~-;·er·! • : h r,., ... ·' 
I (' i .. -M ateriel.-The term "materiel'-'- comprises -military .. arms; arm:fment,, equip'

_ment, and-supplies of -a:il' 1c1asses;"botiil'comI>1ete 'and iil'li'roces~ 6:f deVe1~~fil~nt 
'.and' coi:tstructfon;-mo'dels-tJ.iiiC show feafores-fii--wliOii/b~, i~::· I al:Cd.es{i;s ;, _ ..... ·---· _,,_. ---------·-------------··-------- ---------- ~.P,. . , ..... g ·' 
r.mock-ups,: jigs, .fixtures, _and dies, and .. all other components _or _accessories,•of 
Ginilitary-equipment.- --·--··-··-· ---- ----!-•ullc: .. ·i~·1:;h .o r:·r,,,~, 10 .;;·1·<r'o·.2<'.• 

'. i .i: ~M.ock•itp:~A ·mock-up· is --a model;-· usually-rf°iiiY 'size'. atl<f'bonstruc'tecf''oTf 
~[n.~x:Pensive · materfal, ma-de foi"the ·rrurpose of',stiidyi'ii'i"' th~~ i{~li~htctio~ ~na'.c.U:se 
·:of a~ article of_mat~rfe1 or illeclianic~L<levi~~:· ~-·!~~: .. :,.;: .. ·.__.;· ;,; ·: , . ,. ·,:,.')1: 
;: ;· le. Paraphrasing.-To paraphrase a niessage is to· rewrite' if so· that its meanihg 
~'.i.s the same but its phraseology·is· different.-·- . - · · -_: ··•· ,. •! ,,., '.'d · '. ·nc ·. · :.· 

I J l. PhOtomap,.:;,:,A · photomap iEf a: "reproduction'' gt<-'a~. ae~itai'. ~6~a'ic; ~om;~~it~. 
"·or I Sfrlgle ·vertical £used ·ill pf:ice1(J"f Or; tc>'-supplefuent' a' map:j'.(: . --_<'.'C . •-'-. .! 
,; 1 m;, Regis'tered 'document.;:,JK iegi§tered7dO'ctimerit· rs. :in iim:Potfaiit' secret, Ifbfr. 
'fidentfa]: . Or resfriCtea (dOciimenf-"oJi 'crypt6gfaphic 'device' Which".. is'· assigb~dTa 
. reg{ster ninnber for-userfo .accotinting• to "tliei office 'of ·record'.'at p'eriodic:ihfoi'vals. 
· : ·n. Reserved -area:=A · 'reser-vedl'a'.rea is 'an area· 'on ~t:tle· su'rfdce ·of' lM·'Iafid 
'of water desigil.ated:~aiid set:apait~by cExeclitive''order'cif the·Pre-sident\'!f(;f1pur
poses of national defense, admittance to which is either ·prohibited'or•:restriCted. 

-·:: o-: Short title:...::..:A 'shoi·t"tftle'J"is .'a lQ.esfgnatfon· applied: t()-a·~registered: dbcu
'ment'-for purposes of· security and brevity.' cftfcohsists of figiiies; letters, word~. 
or combinations thereof, and usually contains an abbreviated '·desighiltion 'Jf)f 

ithe. office :of oiigin without'.giviiig -ali.yl·illf61;matfon··refative. to· classificaiio& or 
'content of:the-docunient :.~ ·,:~· ': ·f 'J,:,- ~-.1 '· .·:'!"-<,;ii·•···'· -'·M'" 1 .. -. :•vch 

·~· p .. United States.~The · termL''Bnifed '-States'' fa i:is'ed"in ·these· ~egulation's 
.~~elude~ pie <;J~na.I z,?!le ~n~ _,ap ,tl:)Fie.t9~y an~ 1 ~at~r§i, -,!!9ntinentaf_-?J;."imrµ1ai, 
'subject fo.· 'the judsdiCtion ·:of the. United Sta'fe~C Sec.: 1,. Title XIII- act :Jund 
·• • ··•. ••· • -• .. !'' ' •• t. .• .J", ~.n'. • !•••· ~"~~··;•~"'I .... ~ f', ·'-•- ' ' ...... _., 

15, 1917 (40 Stqt .. 231;.5Q;U.,S.70.~"40.;;M.:L,,d939, sec .. ·2181) .• : .e:~ .,_,.! . .. ;o ;~·.( 
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''"'q.' Vi~it6r:_:.:,;ii;Vi.1sed,fo' tbese'Yegtilliti'oiis 3."'vislfoY;is· :any :person:· admitteo.·:to 
1fl' dbverriment or commerCia1; ma:nu'fa'cfofini'estalilishilleiit:eng:igeCi in'·ctassrned 
~wbrk" or' project tori the'Wai" Departm~nt;excepf-_;··\ .. ;.,; ;.:-.. ~ .>~,·;· . ' :_; 0 ",\L' -'-' 

.':(•' •• ' 
1(1')''.-.A' p'ei's~n· employed "on i:lie'·'·woril'or projec('o1• ".if· :::· ' ' '; ,: ' v) .. 
(2) A person directly and officially concerned witli the' ~c:irk"orYproject: 

. ts: ·sec:Mt niatter>\' a:·'wlien 'cz'a'ssi'fiea se&ef.__:DoC\i:rriei:ifs,· ;ch:Ptbgrapilic 'de
'vices; 'dJv~foi:iilienV prcfj~ds; or ·artid:JS'' of materiel -will· b~. ciassified- ail a.;. ;if · 
practic~ble; marked· :secret" -~heri: dis~l~sure~'of1 the .fofo"fillatfori '.cir: f~at\fres' co'ii'
'.fained ' therefo' 'miglit'• endanger '. na tfonlir §ec\fri ty, C~ use ;'sefiolis • irijhryT;fo 'tlie 
iiiter~sf 1-J~ •prestigefof -the'. nation' tr :<a:I:iy~ gove~i\:riienfal activity,"b'r 'would be. of 
great advantage tci a foreigil'natiori'~·i"~' :. · · --,: '·' ·· ;;:. ·• .-. .:. · .. ·. f· ' .,; ' 

b. Examples of items classified:·a&:.fecPet·.; · · -. ' · · ·;· · '.~r :i-r, · · _, ; _! 
(f.) "\var·!ia1is.'I'''''"· :c .,, ···•r::r; "_;.:; :. ·::i _,,, ..... ·~!: 1 ::, .~· i' 

.. , ·. :. ,,,, (·2f Do~unients' relating to· tli~ design, ahd~d~:Velopi:n'en£'of' new' materiel 
· >'"'Ul~nl:J 'contalning'inform!itfon r of the-typk,'des~rihed' in 'a above. 

~~tJ ":0~s )"JGiJdes.' civiie'rsFiarid. :·crYfitograpnic: ,de~iCes 'used. to: '.fraiismH secret 
information.-· ., ·· ..1_.,.· ;) 

(4) Certain military maps"aiid.photomaps: · ·":'< '::':· ;r>;;·;:'') \.•, 

'J<H ~" ',fJ-'7,'.".f(a)l.1Jii~fthei'con'tineiitai! United' Stafes; th'oselilhistrating and identi
):·~·>:'~ ·i·: <!1·· ''"'1 "fi'ed''witfr.•':i. War plar( ·iiiC1udillg· 110ca:r-defense plans, defense 
., ._,+ .-. -~' .,.,, firoj~cts;·or<'aiiy:j')ha'se'·i:hereol:.1·:-.- ... ,_r,; 
.' :ro:l, ·, . H hL (b)''in OVerSea l:possessforis·ian(l 'foreign '"territory occupied by the 
r,r.1 i · :· 1i'. .r;.-·; ··• forces o:f' the United' s'tatei:i, those illustrating an approved 
. < i - ,·. :> .L· :r: .• :. waf'pl:fri, illcluding"'local 'defense pians; defense projects, or 

• · ·:·.• c,,·. ,.;;;r.J~::;J.J' ' ' iiny.pb'.ase:tlierec:if ;·tliose1showing-the "iay~out of permanent de-
fense works and naval bases arnf'tb.e 'adjacent terrain vital 

·:"~· ..• , ... ,-,,;, '':t&;·-meir'·detetlse'; ari'd'·th'osen·that,·serve to fixJdefinitely the 
"".. ·,,. ';-"'~nt;~::i1o'Cationl'Of any' elefueilt :·of'liiermarient.':defense works and 
·.i:; . :;.._~; ~· r. o;~,1·7 riii:Varba'Ses.; ~cHrL-- ~'· t·.r, ·:~·'" ~ .-; r:f· ·.-!: 

·-;-.i«·•l .:·(5)'•Iiirormati(foi c({iicefhing If~ms' oCinateriel anCl methods of assembly 
classified as"secrei· by a ~~hief -of ·a· supply se"rvice. 

t''' ·:. -" ( 6); Phot0gbi'.ph·s;r1 pllotbsfats;·. diagrams; · or'. . m'odels of 'any . secret docu
.r.- ""''''" _; i<;iilent'or .. essentiar'pitrt'of secrettih'aterieI: - .,.,: . ·J. 
.• .lG!: '(7); Trh'op"'Iliovements.':c.!.see se~tiori vuvr 1 • 1 -~' , ... ,;: :,:;.,. (.• ·'. 

!r.ljv!Jir.'(sf 'Inform"ation<?'Wliicli "will"indicate · tli'e;·s'trength.·o:f.:-garrisons in over-
sea deparfmehts'.'and:'foreign-!ferrffory "occupied .by ":the forces of 

1I·1;J '. ,<J·:: ~:~·ifli~ 'Unit-.\i1''Stiifas ·or;· illforihaHon· :indicatfog1•the "C'oiriposition of 
... ,,_. :: ) · w: ··'Units"of theifotaFquantity-61' specific itein's''Of eqiiipment pertaining 
-:!'iJ.-:; ;(! "1.:·Ti tliC'refo; except· tliat"maJiinraddfesses ·will· incluae ·organizational 
']!lt • 1·. ;·;)10iaeSiglliitiOii's: 1 1.J :tu - ~ .. .-:r1r·,_ ~···l· _l'f ~ ~ .... ·L 

c; c>Au'tliiSritfjtio ciassify as.· iedVet:!.'.-Matted; inay be,ciassified: iisisecret only by 
·or J)y'aUthoritY of.tlie Secretar'y'Of'War;lthe'Under Secretary 'of War, an Assistant 
Secretary ·of War:·\fo•e -'Chief·' of''sta':ff,' the\~Comn1iinaing Ge"nera:r of the Army 
Ground Forces, tlie Comma11ding General of the Army Air Forces;. the Commanding 
Geiierai:onhe'Sei"vices·of>"Supp1y;:a:n .AssiSti'irit en'ief of staff of'the war'Depart
fnent ·aeneral-'Sfaff~ the;cliiefs"oflhi! 'suppiy-ana·:adril.iil.istrative services, a general 
:-Omce~ •. the' ~oirimandi"iig; o:fficer'·ofJ:a·'depot1 1post; cam'p,·~sfatiOn, ~<fr independent 
command:~·tiie'lfomfuandanf«if'a''geiieral' or~special<;serfice-:s'chool;:'the chief of a 
military mission, a military:·attacli~,t,orra.-.filnftafy 'oliserver.1": 'm~r,-::: 

d. Di8semffiatioi1? oPsecfe't'1fiatter::.:..:...Tlie •disseminatiOni of--secret matt'eh' will be 
held to the absolute minimum. Information as to the contents or whereabouts of 
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i:;~ci:~t ;~a tter-«wi:!l ·; bE!, .t:liE).clos~t:I -.onlY. tQ •. tl;tQ~e .. P~r.~~.l:!l§l '\Yl,lqse (]:qq~s .rj:!gu,ir~ i:;uch 
],>:nowli;!(lg~. ' :It ii; ;.e~cl.usiy~ly for. ~t~e: 91f}<;i;t.\, 1~1s~,. of'. tl).e: p,er:~on. to:. ~ho.m,.}tl i~ 
divulged or issued, who will be .r~,SpC!!P'lil;>leJ'_o.lj_i~s@_afe .. c;ust9,dy 1,tng~se<;utjty,: ~rH_s 
inviolability is the duty anq._i;espQ.r:tsi_bili~Y.·?f-~11 per~ons.havi,ngcJmow~dg~ thereof, 
rig ipatter-.how o.bt~in~d;, .. , ...•. ,"''"··"' ,;1; 11 ;.,:-;,, .;. : . • ·; .. ,;-, JI, - •. :; ;-_ ;.: • ·. 

, ff.1 •. : ,9~n,fi;d~n,~iaJ _ i:µ.atter,,-c:-:a--.W,7~~-n. :cJr:.~sified .. a~~· cgnfi4~~tiq!-~J?~c:upiepts, 
crY,ptqgr,aphi~ .. q.ev~cesiti<'.leveJopRJ.~I\t 1Pr<;>j!!c;!i:;,. aJ:?.d .artic~~:;i of;rm.~t~;rj~l,hw,i!l _,be 
.cl~ssifie/l,m1P,,, if P:t:ll.<t~c!J.bl~, JA1,trk.e,d PR!!.ll,~e.n~ial ~hen.,disci~~vr~J,'!~ ~he.in_forP,J;(!
·.tion -~ol\t_a,~pe!l t:p.er~iJ:?., !aglJ.9ug1J,;n9t~en~~µg~r,i~1gJp.e natioi;i.,:;tl ·securi.~;r._.migl,lt bf 
prejudi.ci,a) ~o ,tli~ .. iP.~~r~~.t o;r, P!'e.stige, o~ tMJJnit~q:S,tiites; a :gove;rn~~!lt!lJ a(,!tiv;!tY.• 
or an individual, or be of advantage to a for~ign,nJltio:µ ... 1 1: . t ... -. ._. 1·rr1:: '!.I , -, 

l>. Examples of items classified as cqnfi.d:,e.r1/tq,,Z:,. , .· 1;;-, .. ,.,,,: -. : . '"'' ·'7.i.;!\ :,, ' 

(1) Regulations governing joint action of the Army and,, the Navy." 
)r 1t;; •. ·; (2), Doqy,~en.ts .p!'la,ti11g;;tP. tJ;l~,A~sign, and,,,Q.~velqp~~~-t',q~-~~e~,.iµateriel 

S-'tlrl~ ;tnq <;9nt_a!niJ?:g.!,n~(/f!l.).!!ti.OP. ,9+,tJ:!,e_ t:\"Pf0,~~<;nbed. g1 !f1ftpove. 
''1'.i'.)" . ( ~)- <)qdes,;£ip):l~r.s, :!!n\l;~!'YPtog~aJ?}l;!~c ~~yi<;fil!;,U~!Jd t.<;i ~rap.~m,!9coµfidential 

information. . ._a: . .,;:• . •. j'i~J 
(4) Certain military m!!P~ ai;td,P.J;l?tRm\lps,.,r·; .,:-·:1iLrl HL; ·~·. ;~ i 

-i·iw•hi >·, . ~.(a).-iin tl).e.~coJ?,tipent.~l! V.n.!te,d. ~~l,l.t~~.; ~Q§le;t§iP9iWi~g 1lay-out of the 
c<.:;;.,Jc"' .; .. ·; -1 .•• r_pe_rma,i;tE!P.t.,d~f§nJw ~!v;ks 11n\l naval ,bll;sgs and the adjacent 

- terrain vit;;il tc;>·itJ1e}r,.:£l~feJ?.Se,.,and;0t11:os~ that serve to fix 
··rli .. 1. >:•,·, .:; --. ,d!':finite~y.the;;locat.ioI!-·9.f any.,elerµent of;:Permanent defense 
1,~-.0, .• ~., ~-.; ~· 1, "w9rl!:Jl .iind,nJlV.!)l,'.b.a~e,s;:except that whep. the complete map 
-..-1 ,,. _._ tc·,c_: . "·; · .of,.!1 .d.efgns~ a;rea ... c()p~ists o.f Jn~re_ tp.a,n, c;me sheet, only those 
.,.1 ,. _. 11ro; ,:, •. -. ,, sh~~ts,,;shoJVing;,!'l.efense .el_~rµents _ n~.e~_- l{e classified as con-

i:, 1: ,- ,, .. '.'I'i ·t;.;~"-.J:;f!4eJJ:.~ila~ •. u·. '.·. ~ :d i'";·,:!~1: ~ .. j.t / .... ,~- :;~· .:.~;\ 
~ ·;y -~ : .!''· ~i(b.)., IIJ. ov!}r.!Jea;.P()SS£;!SSi()I)S;:;;t~<t.~w·e.ign;,t.epri~_Qry occupied by the 
~- 1 1 ,,_;.,r, J ,_ :<s·.t~ ',fo.rce_s,-.of .. 1the,c:Un.it!'!<!-. J:\tate~, JJ::tos.~-i n,Qt,;classified as secret, 

shoyving lay-out of militar:V.".an_d,: ~~v:;il. radio stations, air 
r,,. , t t , , -., ,_[••:bas.~s.:: airdr:9me;s;1 airafloe;pots,• .flupp_ly., J?ases,._.a_r}l~nals, ·proving 

-,.grotmd,s; ,01:ra:qy .are_a,: vi.tai t\)· qefeµ!le .. :, ') .. " . ,. : , 
• , • 1 ·HD Te<;.h.nic!ll inforn;,i,ation,.~Sl!~lJ.. :as r£;!sear(?h._-9~ pro~e.f?~es-;Qf;·:p:J.f!nufacture 

which may b!'·.a, A\s.ttnct .military.~a~sEtL!;tnd_,,~,ot(a;iwatter of general 
knowledge, and othe.i:J!'chnicl!l item!:Jc:OfJJ;leJypeAessrib~d i,~ a above. 

_y · ··( 6) ,,P,Mtogra,phs, · photost;;i_t_s,,,,q.i;igra,m,i:;,.,.oi:1 -1m,q!'le.I.E!,iRfo.?,nY.i ·c~P,~dential 
.: .-•. < ,,;:'.document:.o.r esse;nttaJ.nai:t of .con:gdep~!al-:mate,r~!;)l. _1_ , 
" . , (7).·Q.erta\nrrf-lports,·orgei:~d9r inst_r:uct!qns P!!i:taini_:qg:.t9 iJtqividuals, such 

1-i.- .~., 1·,as ,tl~ose rel,ating t9,irp1est.igati\.w_s,, ~P.e,qial -as.si.gn~i;!pj;s, and others. 
i'1,, ,_;" (8) .·Infoi:w;ition !!lPd :r;ecords.,~o.g:ip_i,led: 1atl'the ,requ_es~ q~ t1le War Depart-

. ment for its use in the assurance of aqe.qu11te. _pro~ision for the 
·.;:I ""' •1 , • JllObiliz'1tioi;r.,of-: II!at.~rie!: a,n_q ii;i!'),q~tri~li <;>,rganiz;itipI?£!.H~~-sential1 to 
:•:•1 i'J''···"· wahime -w~e.ds.-·:· S~fh,S<?C, 5~,; 1a.dded~fo ~act Jy,ne. S, {~16,:;;,l>y .seq. _,5, 
-4an 1_ :~:fi , .,apt •June 4,, 1.9.20,. (41. Stg;t;:i "l{J .. 4Jt;:f.O;,TJ.' ~ .... 0 .. 1J.9~·~;,11f,- !i_., :f.~§.9, :ses. 
':~.•ii":1' ~~U11'>-:r.p') 1925}•.J" t ";"~L 'f:;i.L'"t:.. r,r:: iv .._;)'1'.1, 1 £"1:1 ·· l;~ •. ~ ;,.1 ·,·;:::/) ...... Lit.~ !.JJ"l· ,_ ,J:• ·1;,1'J.f1 

. , :: 'T .. (9 ): · Shipments, . .of wachine ·prepared. !l!1<hmaAl1ally · p~epareq .moptj:lly ... p~.1.:~ 
r:. ""'"' 1: :-~;sonneH·@ters.a:µ~,W;;,·D.,·:4-;·G.-Q.,for:II\.N9. 35J3; (),'t_ep?rt o~,C!!a.i;J.ge2 
,, .. - ,,,:· .~; ; ::r .f9r . .ornai;iiz~tiQp.s ~nd iwii~!~u~ls'. 9ut;;t!l!)1 t,he;,s=ontiµ_eJlM, H~it~;,pf 

,. . "c, ,_!.) "· tile. JJ11ited. ,States.;;:;Rpst~rs \!l;ll,!h·reP,Ofts~ pf ~,cha,_nge ,Jncl,l}~~d ,_in,t~U¥ 
shipment.11ee.d,IJ.Ot·;):!!) :i:Qdi.Y!!lua\Jyi.clais~ifi!;)d. fi ( ·? J·" . :·" ·'. ... : 

s· · . ; : (101)., All info_rmatio1;u rel\].tjv_eJt.o s!JPfcifj.c qum;1ti_ties · of. w:~r, i:~serres, • . " 
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.;•rcD·AuthoYity :to1<classifyr:rast'Jconfidential:" '.Documents, - de'veliipmeiit ·projects, 
ma teriei;i,oi: .. technical'- information<. may :be classified .. as' confidential by; aitY: com" 
miSsiolled·6fficer!1!'-·~·~c.s·r '.:·~1 .. ;_: s:Ji ...-i,.~'::i -~~~ .. : ::"? p:r~-·:::.··-~ ""lLl 5'2 ~::" ~ ."· ·1 1 ~·· ~ 

d. .. Dissemination of confidential matter.-Confidential military infornl.atfon wUl 
neither be '.discuss'ed«:with:nor 'CJ.iscfosed -.to :unauthorized '.pei·'soris:i32The contents 
or. whereaboutscof~confidentfal!documerits;: cryptographic devices~' 'or•nia teriel will 
be idisclosed rorilynto'.l'thosei per.sons Linuthe,.Military · Establishment ·wllose~ unties 
i:_eqtiire;.;that·;they. . have "stich>'kriowledge :and tci·: sucli · other 'persons .. of ·:espeeial 
trust :who:;:-musLoe ~ipf6rmeu.: .'Those· to whom - confiden 'tial~ info'rmation tis:' en: 
trusted or disclosed are responsible'·.for.dts safo•custody'-and '.8ecurity;:1.'.'."ud•;·t· 1 

t:; 5. • ltestrfoted:matter.~.': When class'ified :as· restricted.-'::A.' d0-curhefit;'! crypto
graphic i de:Vice,. development' '.projeCt,' or· article ·of ;ina tei·iel wilEb'e i cfassifie(l. andl, 
ifr·pr'l.Cticable,".'•marked restric'ted'.•when ,information co'ntainea"therein·:·rn:.for 
official U:Se:wrily, or. when, its .. 'i:lisdosuie sh'i:mid 'be liriiited.:.for.'..r~a'so:iis lo'f· admiiiis; 
trative:privac·y:·or denied tlieigenefal public.;··~:-.:L'.)'1".l ··.i !C'.:; noh:rir.it>l•·' T.L.i 

l>. Examples of items classified as restricted.: ·:·ii1 .: ... .,.,,+;,'. 9t· .i'i 0 t~·:[ !! ... ;., -

Yu; : ··'(1:) ·_Certain parts.·of .mobilization pians>and. •fegulatio:ll's: ;;": ~::-' '''~~·"·-1 .-\ 

.r:.; -:: (2)' Documents .'relating' to.i the 'design 1aiid · deveIOpiri~iif." of new:ririateriel 
:» ,:-. confairiirig information· of·tlie fype·descrioei:l.Hll'raf'"aboye. ',' : :tr ~c 

;.:;-;;-, "('3)~cPfocurerhent:'plans7 .. ·r'Ff.:'::. '!(":: CT1".,,.,_._,_,~:.;-._·. · .. ~ :~;,n·,,1 _ "'-'· 
:L· ~-. (4')'•Codes, ciphers,<·and cr:y.ptographic 'devices'used:to :fransmiLrestr'icted 
:;.:. IlhT .~'"<ldriforination;'"".~t ·"l<.t · .. ·; ,: .. ~~1t · !.~ .: .. :··.'f/..,.~·:c:r·~.:.:_:~} ?:·a.;::_".''.}~_.·: ... \ 

(5) Certain.trainingrand technicill' regulations: ·: ·.J: ·:. • .. '·"·)Fl .h'i;·r·1 .. > _, 
·:::,- ~"(6)-:,Certain'·.Armylextension:cotlrses/·' ::a '-"::'" :1r-c -:·1 ;::.:, '.~ .. ·;:C' .~t. 
11••i:t: .-,;( 7): 1.Certain;a documerits,1;regardii1g:, en·gib:eerh:tg· 'p'rinciples1::ail'd·' design "de~' 
' :" ' ;,:.·:.- ··,\tails,qcomposition,·:.method~of ;processing or'assemlillng,'--'Wliich are· 
-·.-.'"" '-.y·: .~vita:l• to"the~:functioning':or .use cif~,an'article of;'fuateriel/ .,;;_ ·"' .. ~:' 
_ . , , (8)'· AU 'I!J.ilitary·'inaps;• .. photomaps·, ''U:ndl"aerial: ph'otographs! ifi "·the) posses~ 

sion of the War Department or to be hereafter drafted, ·cfevelilj;iedi 
·,,:c...i ;_.>1·.;!lr:or repr<iduced;1foi:'.the·'WarI Department::::iri.Uthe ccintin~l:ital ·uhited 
."'}~ ;-,•r~"wi 'States":or: iri .'o.vei;isea «P'ossession:s~'and "foreign~'terii'tory·;occlipied 'by 
,,, .. ir·:;_.--' ,:" ".-.the·f9rces>.of'.:the:.;Unit~d-. States· riot 'classified-as s'ecret'•or: ·confi,d'en
.£1.:, ·;i··~/":>:l·tial.\._::: .. :·: .t ;~;; ···a1f .. it.JJ -.. ~·t ~ .. ~·;-; ·: · . .i .~d 1·t·. ·~'i3 CT!Jij:i~Ji~;~·..: :; c~ 

~">!'; ·~,(9 ). !Photographs, photostats, diagrams; .or models of• any:z-:restrieted docu
, ,0; :.:•;ii''!:.·~ ment\or essential.part of resfrided materiel,'.,·/,~- t.Oi..;r: L:' ,;._ ·: · 
J:': [;(lq)H.Strength.retliri:ts for<all;sfationsiwithin th'e continental'United1States7· 
: c.t1A.._uthor;ity .tg. cl_assify as "r.estricted.~Documents, :·developinertt·:projeds-;:tecli~ 
J!i_gal .. da~a; and: materiel: may, be.· classified .. as: restricted ·by.< any .. coi:rfo1issi0iled: 
~:(fi~.,?_1\::_,;(.il!·., ,~_-."···~·~l: _·,~·. _.1 ;·; "'c ~ •. -;-· '~·~· : .. !./·~ ••!: .~ -,;· 'tT\.~iW~1·:;~··,.·,:~·~ 

· d. Dissemination of restricted matter:;---,The:ihforn'lation·contained"in''restficted: 
<loGurri~.p.ts and: the _essential ,characteristics of .. -restriCted:matede1:_D:iay·,oe gfven 
to; ap.y,pe!',S.Q!l.J~n_own ito"be in the service~of ·thegUnited, Sfates.an:d;:to ~persons'~!: 
u_ndoubt_ed 19y~1ty,,_and .dis~retion.;ivhO- :are co<ipera.tingin' Governmeii:t•'wotli;~'.but' 
w.m., not lJe .. comm:µpjc>tte_d to, the: public( pr .. to~the .presS' except iby,<authorizeci- 'm:n:i.!1 
t,:gy,,pu'!Jli.G,_rel_a_ti9p.f>~!lgen~jes.,,, ·;.,.,« :-:· '.tt1 , .. ._,, : . :0i"-·~:_. ..: 1-;·· ''i '~i•i''-·;,.,_,,.,. <;,-" 

c-ctl· ;<nas .. ~i:Ac.!l-tioµ .O~ii;iµ-fq_rl'.ll,a~ion. from .otlierf.g6vern:ii:i:elital. agenciesf:''In~ 
formation obtained from the Navy Depattm~mt,{otheri:governriieritabagency~ ·or 
fxi.rn91Y,.forejg'!l ·go;ygrJJ..m.()l).t-.;will ,be.pJaced· in. the-sa:rii:e..,rellitive' classiiicatfob.--as 
t.l;t~ t,,~~::.wP.j.ch Jt:i.S: ~itrr!ed1py;:the controlling· age_ncy:.~;;~:, .. , . .:., ··: · ;_.'ILi rrt~fi·_'. r' i_ : .- 1~ ~ 

.t..Ji_,:r~:· 1' :,:;ftL:~) :.ull ..;~-'ir.- ... i.-:j~;·. ::;1 L-•f.tt03~r:..:..J t_q 'u:- 1 ~ -.. ·1•1:ri.:1 .J__,fl~v-;.-:~~:.J 

5' 



fll •) 

REF ID:A4127207 
:A.'a .. 380-,-5 

7~12 SAFEGUARDING ';Mftl'1'ARY-JNF0RMATION' 

,:,J7. ·One .class~fication, only:.-::;-A' document{orrn:rticle;§f materiel "l,Vilkriot •be;as
f!ignec\_-·]llor,e 'than-.:_oµe. of the. thre.e• classifications;.:..secret,c: confidentiai;')'or. ".re" 
striated, but if this happens through error the more restrictive;~classification 
~U,1,apply._ ... t .r:~ -::.i. . .!·J: I·,·· ' 1 ~f.~:.'·1·· n (~: •. --. . ~· .. ,l:H.: ',.;•',$\ ·~·:~1-,j!) ~\,.· 0:(. r ;·.~~ .. ' '. '. -~-~. ~ ... 
F. 8. i,O:v:erclassification . .;---Documents .or ,materiel ·requiringi:classification. :under 
_the provisipns ·,of .. t)lesei regqla tio1\S1 wip 1be :assigned'~the; least• restrictive "classi, 
f!c.at\9n .. co~sistent-.1. with.! .the proper· safeguar,ding•of.'.j:he iliforma.tion '.or-materiel 
~9I!Ce_rne(i.; Qverclassificatipn .wpl be av:9Jded;since.iiLcauses unnecessary ·delay 
in· t'!ie . tra~_rµissiQni ·of. -mes~ages· and depreciates. ;~he·dmportalice •.of: classified 
information in the minds,_ of .-_haI1dling.;personnel:._.,,:- ,~ ?· :'1 ·: • ::"'· .. ;r, "L . · · · • "r:, 

., {):· :Re,!,!p~~sibil_ity.""7a.- /!'he_, safeguarding :of. classified.military~· hi.fOrmationl is 
the .. r.e.spom;ibility::~()f .alLll).ilit_ary['.)personnel; -~ivWan.~employees" ·of• ·the ::war 
·:Pl?parti.ne.nt,. and pf- ·th~ 1Il!l,:Q.agement .and :employees oLall:·commerciaL fii:ms 
~Ilg::iged-.ip.:cl~§ls.ified-.wo:rk or:jpr9jects for .the W:ar'D.epartment. Classified mill~. 
tary infonnation· will be discussed.';only.1 with military. or .civilian :personnel 
having a legitimate interest . therein.: · .. >.'.l, , ,, .\'':\. · · .. , : . . , -· .•} 

b. Commanding Q.:\fi~~i;_s, ,~Q.mini~tr.::i.tiye .. offl.cers,. a:nd, .. procurement agencies are 
r~SIJ.Ons_ible: tp.at_ mil~t!FY:pei;!lor.rn!'.l, &!vilian employees .of .the Military Establish
ment, and .~h!Jr_..:i;nf!n!lgein.egt aI,J.q ,_ ~:i;npLoy~es .. _of 1c<;>.mmercial 'firms engaged in 
classified projects or developments for the War Department-are,familiar with 
th~ _-pertim~n_t _,p~9y~~JOPf>;:,,of '1:.tP.eEJ(;J ~r~gull).tiO.!_lS. · Clerical :and ·technical work 
on SECRET and CONFIDENTI;'\.L matter, to the extent· practiCable, will be 
performed only by duly inye.stigateq.~and~approved personnel..:· . , ·~· l r r)l 

10. Cancelation or change of cJ4§lsi:qpatign:'7'a.rThe authority :making the 
O!igi11a~ ~las::;J.~~atl<;>:i;t;,,Qr higher:aut);tprity;~may cancel or change the classification 
\l~_a !].oc)lwe.i_-i.tiJ:!Y.· y.:;rit!ng .. or. stamping o;ver ,the· ma.rk·at·the. top -of the first page, 
"ClassificatiQ!l'. C!lncele!]. or,chapged:.to '."-·-==--·~--~.:.-,.by.authority. of. (officer author
ize<J to. ch,(i_nge ),, , by, . ( ruirne. and<gra_de ,of of{icer .mr}lcing' the ·change aind the date 
~lfgr~Qf-)•'!) t·~:::i"'-,. ~ ';:'1 ..• ,_~~·tt: ' .. '.ff~·,,,·.; jf·~~:~r~1 '!~-_;~ ·n .: . - '· 
: . . 1.1:·r·The aµth,o_rity, mak;ing:·the, original-..classification: •or ·higher. authority may 
Cl!_llC!JJ'or cJlang~ J_l:\e. classification Of materiel by appropriate letters> of instruction. 

C 
·. ·Q-.:In cth~_case .. of messages, which.haye been. · •. pre:Vfously'cryptographed no .change 
in classification should be made unless the text has been carefully'paraphrased. 

.. ~ 1. J;.9_ss·1or :subjection . to; compromise:.J;-Ariy; perso!l Jn' the military, service 
or in it

1
s employ who may ha::v.e:knowledge·0Lthe·l9ss·or·subjectiim to compromise 

of:i!lc s~cret1or. c0Ilfide11tial document-or_ a·rticle .of.,materiel will ·promptly· report 
t:ti~t f\lct_:..t()1the,custodian,ofJhe,document or inateriet The proper ·commanding 
officer, will·,t:tien. ma¥:e a ".thorough investigation of· the circumstances,' fix''tl:ie 
responsibility, and send to The Adjutant General, through military channels;'-a 
repqri;-;:;vvi_th·:his,.recommeiidation_ib·the-case. ... · , · · · · F'""·''i .~ 
;i l.2~ Rep,rg.Q,uction.,,of J classified·, matter;-,-(!). ,Agencies entrusted' 'with , the' 

pJjn_tjng::,.<;>,l' G reproduction,;. storage, .. and, issue· of 'classified docuin:ents :·wm ··oe 
tll:J'.<Jt;l!l~.d7 Qf1 ·the. ·applicab~e ! .provisions., of . these regulations. The authority· 
diFJ:!~~illg ;tl:l.e:,pr_eparation;, print\ng; Jor· reprOduction of classified documents will 
be responsible for the disposal of the notes, manuscripts, type;: plates, stencils,;· 
negativ:es; and. wastage·rincident :thereto) in· a manner· which wiil ·safeguard the 
secr~;v.,of theinformati9,n:·being,.reproduced. 'n:~ .:· rr· "· .... - · i"fi,""· 

·b.·,'llh~;'.C():p:l.mandailts:of the ·general and' special service Schools are J.'esp0nsibiec 
that the printing or reproduction .plants.'ofJtheirc respecU.ve commai:ids ';i:elease~·nof 
classified information to personnel or agencies not entitled thereto. 

._ : 
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:::tc:>:'..The~ Comma'.iidi~g-.General. of the' Xriily1 Ground '"Forces, the" ·Goroii:i:i.nding 
Genel'al ofi.therArmy;Air Forces; and the Coplmanding General ·of•the:Services: 
of .Supply'.:'are;r~sp6nsible·that service magazines-9r journals published .un<;ler.:the.ir. 
super:V:ision~comply· ~ithl'the ·provisions: of these -r~gtilatiohs. relativw.to security: 

0f;classifted military itif6tmation, and .. will ;submit ,a11';mate.rial for .such'publica" 
tions: to· the. War Departmerit>-ManuscripUBoard. for re'l;iew~-~nd ·action, befor.~. 
releas~. ,:-·-).~ :...'<· .. ::~;,-. ~~· ,·-;:;.~ •. : 3--:i:., ,ntir'.,'· 'i{ ·.t 

-·ia. :1Wherie:Ver ~cofresporidence,- documents,· drawings;.'. prints;· pho!2graphs, ·or 
roo'dels pertainiµgrto ·secret;:confid!lntial; or:restricted materiel' dis.c~osecinfor!Ila· 
tiori oregardillg •;epgineering' pr.inCiples, i aesign detai~s;-composition;: methods' of 
processing.ior of assembly :which are .. :vi_tal -.to· the>"manufacture;_, functioning,· o_r, 
use of the materiel,.theyiwm be ·apptopriately;_classifiedI.ll·:: ':" _,:: · · :: · '"'' ·:1 • 

1:•e.'.r'lnformatfon. coritaii:J.ed. in' classified" documenfa',mayi be ·.referred :to_'.in' other 
documents .wliich'.ate~-.unclassified \Cfr marked(.wlth· a-: IOwer! classification-. only· by; 
or' by ·autliority of,.a!ifofficer «iualified t.o:classify:·as ·secret:>: ,.,; , ,,; '' : . r: · 1 

".\ 1 -.r·; r 
f. Preparation of press releases .based 01i coded messa17es.-Officers authorized:) 

to:!prepare ·information ito-·be made'.'.public wilt· constantly;,ibel!r in mifill.. that 
such ~materiar._may ·be. of" great .;value: to: :tl:!e'· enemy· signal ·intelligence service.: 
I~formatiohJ.received, or~.sent iil~cryptographidmessages will never.:be· released· 
vei·b~fim:but wni: be· caref.;lly paraphrased beforeHelease•lo the .. public .. , •f i';:il • 

"; g:, F,or. ;addltionat·instbuctii:>ns·;relil.tive· tolthe; discussion of ,military~ political'. 
diplomatic;- and classified subjects, see AR .60Q-700. ii'.:.··:' 

· ?13mRight.to:possess"cfassified' iinilitary' infornia.tio_n;·:: a.c No'.'person in .the 
niilitary.·servic·~. or employed:by 'it iS: enfitl.e(ilto 'classifiedJIDilifary· information' 
solely'. by(· virtue•'Of ;his, commission.· or · offiCial' position!'\· Such· infofination ·will 
be :entrusted<coilly'.,to:; those. :who; need• .it in'+ the peffOfmaiice< of• their official 
duties· arid, t0Litisi:tl'e11teamwork: a'nd. efficient· iiJ.struct!on-"of·J.personnel; .proper 
pJaiining( or•j:>roP-er maintenance of equipment;• :: ' " ', tlf) ;.(if;. ::· • " I ': J - _: .; i 

t b. iPhotographs· of1:classified .features", of· military equipment :Or of other. claSSl" 
fied items will be made by members of the military service or by civilian: eni
plciyees of "the "War .Departme!lbonly·~ whell' necessary in· the' conduct 'of. their 
offi.ci~l duties and if made~wm·d1ot--be .developed or prihted•in;commercial:estab-
lishmerits.'or· retained in their: personal:poss·ession.... J,--. ·,- '·,> :o.::.·,_.. ·- :.·~-
·r;Jlf.b.<Req'qests ,'.:for :military:. informatiorr,~a. Requests~ from' ·private'. indF 
v.-iduals · or1 firms for ,classified", military ·inforination·,:w'iU: _be·,referred through 
clialinels· to; the· Gommahdihg .General .of.-•the Army ·Ground, Forces, 'the ·Com-: 
mandi~g ;General·:of. the ·Army Air. Fbrces,:the~·Commandhi.g.:.General. 6f,1 the 
Services of Supply, the. Commanding General of the army or the:.~service com-~ 
mand::concerlied; who,- if· Jln:ible to· make·reply .. or· if another, agency;is;interested, 
will.refer.,the'matter.:to _The·Adjutant:General:for:appropriate, actiorn>'' • · t.t (1t 

b. R~quests for IDilitary information by foreign.:nationals,'. including ~repre
sentatives of foreign ·governments, such a.s. military and air .attaches, will be 
referred to the Military Intelligence Division, War Depar~ment General. Staff, 
for necessary action. · .,, _...._ -. ~~.-.. . . 
.1,p._-~pplications for informatio11 or records compiled and ~urn~sh~d _at the, 
request of the. War Department for its .use in the ·assurance -of·~adeq:iate' pro:~ 
v~~ion· for -the mobilization of materie~·;~.11.~"·i,nd~stri~~- ~rg~niZ.~ti~~~;:,e,s~~~,~}~!{ 
t\:l wartime ·n:eeds -v.>i.11 be referred to the. Under Se~ret,:;ii:Y ,of. .'far;. f,?,J.'.. ~~.C!!~S,fl;~J,' 
~ction. ·- The-servic"e of" any proces~ -cir ~subpeA"i,;foi; I t~~-;:pro,d1:1ct~.<m of, a~y,,s:µ_c);ir 
~~cord .wiil--b~. r~p~;ted i~~ediately by the:pers9n on·,wh9m-it is'. served to1the\ 
United States attorney for the district in whic~ the service is. made and,_ at. the 
same time, direct to the Under Secretary of War. 
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';' '15. '1Disseihina ti on ,of classified roili fary. iriforinatioh.-:7a:: ·Except: as,regar~s 
information ito be'Teleased: fonthe;1press: by.~ authorized niilitai,y,'public. relations; 
a;gencies';· •wl1en, classi_fied•, militaryc inform a tion;:is·idisseininated • under ;.the.' ~ro:vi-' 
sions·.of tliese;regulatioi:is:fto .. persoris uot~subject· to:.fuilitary Ja.w, they w1lh.be• 
infohne·d,;ti1at it affects,.the:.nat-iob.alldefe'nse of ·the •United· States lwithin·:the1 
meaning'of.the Espionage Act ·arid1th'at.its :transmission·fo a:µ unauthorized· personi 
is pl'Ohibi ted. See also paragraph 18b. · "· ' 
._,:·b.:Pu.bUcatio1v. of :af.tigles·ori•·books .. ··:The 'inclusion:of·classified miUtary. in~or
ma tiorl • fo, any: article tor· book':r>ilblished by :a nieinber, of. the <Army' of . the T!J m ted 
States :0r, by a·civma~·-employ'ee 'Of the~:Military,Estat>lishinent Is prohibited1unless' 
specifieally'-authorize'd•;liy" the:i\V at Department: · For! additional. informa tioll' -r~l a~ 
tive to publication of articles,Csee~R·~ll?.10t6Q0-10;1 arid;600-790. ·: ·J •• ,,; ··:} ~" n 

·-ro: Ordl discussiOns of class·ified•mil-it<iry:information.~Either. public or private 
di_scussionr<of crassified·.mi'litary1 information ·by'meinbe'rs of the·-Militar.y Estab~, 
li~lm~ent with or in the presence or; heating. of-:unauthorizedi.personnel.is stri_ctl_Y 
forbidd'eli ...... P.'.:1A°!1f• - .:·· ·\.":t'i% 0 

•'-\:" ·,.· : .. ~~' h'C ~., ,...,,.~:\,. ·'.· · •'.'n ·• •· ,· ·· •·. · ~ '( 

l •;1'6, fTestiniony ·before1~Congress,-,-a;;when1 a• pei·son in· the military seryice 
appears beforer:a·, comm~ttee, of' Congr.essi and.1is ·:called .. upon· to give testimo_ny, 
which';ile"kno.ws 1•to;1be ·confi.dentialr.:or;:pestpicted; he:· .will. 'respectfully request 
that hiS':statemehts 'be: taken· in·'ie:Xecutive· session· ;only and<nobappear ·indhe 
recot·ul of hearings, 'the·Congressi0Iial1Record;;onotlier· document· opeh· .. to:.public 
in~pecti~n~. .G· ?--~:•'l ,r;:r~ 0~.~ ~.·1·{.·. ;,' '..~ ··.: ;;111 ~·;~"~' 1 ~~. t.\~Ll 
' .. tb. ·When :calle"cl upon '-to :give. testin10ny,·;whiCh~he: knows· to._be ::secret; :.unless 
he. 'has .ptevi~usly': beeilc:auth6rized Iby'the· Secretary: of War. to give.,such· testhi 
mony; :-he will; respectfully.;stite. that·•he,is .not authorized :to disclose; the i:i;ifor-:i 
mation desired,• and .. will 1inform the appropriate. memtier· of «;Jongress: that ·a· 
written tequest..for'ithe: specific :ihformation •should,-be :transmitted· to •the Secre"' 
tar~ of War. Testimony of a secret. nature; when authorized -:by, the-.Secie~ary, 
of·•War;··will be given· only.- in executive .session- tinder.lthe". conditions·:cited' m a 
above .. ~rp'l·' ~n; '!O 0~-;· ··:~ ~ ,.·r1L:r •if:\:~ r:" ... ;.,; .. ~ s:, ; ·.~ ; '." 1:'·! 

•: i~:,,With:reg~·rd to1policies·and1 facts-.which•.the public interesf does inot require[ 
to :be kept secret,iconfidential, or res.tricted, see::AR· 600-10 .. :-- .. "" : ·:ii.· J 

17. Legislation pertaining.rt.6,, War· Departmeri.t;-a .. Recommendations ,;to: 
tlfe ''\Var·:Department:-forllleg'islation'·Will!.be. Classified 'aw·secret, confidential, "or 
restricted_i,until ;released ·1by :the Secretary:tQ'fr:War: · Prior. to such. release, ·n:o 
informatron:.as-·fo: anyr•legislative recommendation ~willi be revealed to -any ·indi
vidual. or: :ass0Ciationr1 noti under·, War -Department: 'control.- except· ·as ·may..: •be 
required: by-'laW.t ~~..._.,, ~I'-·' ''.!.! /'-t '. r,M,f'f!.,,.l '!.!J::~f,'; . . '.t:") Ul ~ • ,., .. ' ·-· :1l '-· •• ~71~ i·~ 

·" b:·The riature, and· con'tent;o'f reports ·of'lhe W a:r· Department du. bills -referred 
t~ it by commlttees«of Congress:: will':not> be' 'disdosed· ·to <individualw or agenc~es 
outside·the"Wai Departineut:·-,_ ... ,,'' .,.· . . v_. :--i.v; · •~•:il!h· ·" '"-- "' 

.-, . : ~ .. 
·':_·, •,· 

11 •• •.) ~ 

t!11 :..b t!1,.:!i 1~·.;rn .... i t~:)_i-::·r~· .. 1 u .. :; rhi ;.,/ ui ;·'Jr·,..:;) r ·_: ,_ '·· ·-·· 
:.:-:·:r ·1u S. '·" ' .. - j \ ... j •'· .• I ~I ' •• 
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:i·.;1:s .. Marking of_ cla.ssined1 docu:tnents)--'!.!a. Manner .ofimarkiiiiJ; 

:':)['•.-, n!.:: cia_ss~fied>book~· 'Or pamphlets, ,the>:pages •of which•: are _permanently 
--' · _., l. and secur(!ly fa~t1med" ,togetlier, ~Will': be". plUirily )lllld"conspic:uously 

m,arked Or stampedc'Bebret;.con{idential{!'dr. re'stHctedion . the cover 
~-- "'

1
" •r;, title· page· a:n·d .. first -pag· ·e· · .. _, ..... - 1 ' • •1" .. ' 1 · -~ r·" ' 

' ,. • • •' ' > I' I .. \ , .. \ •)o \ 1 ,, ~ \.~, ' \ l. , l ·, J 
'.i'l:t '(2) 

7
0Iassified" eomrl:mtlications ahd;·other~·material ~not•1permanently and 

:'''. .. ~-" .:" ;,.;:'',_ secur~ly "f~s~~ne~ -together,'!'excepf:a:s ".ipdicated-lin-.·(.3)' ( 4)' a~d 
.:i ·' .·. r, ·: t(5) 'below;, w1ll'be"niarkeCI. oi.istampe(l-. withrthe appropriate classi
-irt: IJ.·~.' . ;rfi.catioh"af tlie·top .. an"d-'bottom.of.+each page.'.-.:Theimarking at the 
"'-!'"-.v· .. ~ "'' :.top will ·be so~pla'cedifhafit·-wmunot.be:hiddemfromr-view when the 
«-1' "·~tr~ ·.:' ~p:fges are'clij'.rped· or-·stapled 'together: :ir!t iti ~n;i'C~)·r~.r;_, _-

~'7, r: ,<a.>;:;?lil'~s!fied' _vho_t?gr~~h~;, ne~ativ'es, ;drawings, :"Or t~acings. ~ill carry a 
'·· ·' ,, •'' I;g.:~_d· of-,tlie proper'classification>'.fo:rs·uch,posi~ionr·that it will be: 

'."",·t: fYJ 1 "~: .. , ""reprod c d · ·· II ··· 1 ~ 
; . u e on a «cop1el'! made .. thereftom. ':Photographs made from 

::" · -!it·! t :. f.Jiegatives:11otifo·inscrib'ed: will' be,marked at the:•top':imd o~ the back 
with the proper classification.. .!Jr:--~'.' !'l ;;•> -JO'''~'.J;· :1!1 

n;:. ;, ;<_~). ·??n;r:cts "?r the man~~ctrire'of c:misified.~matfriel~'will be~plainly 
•_Hi::"·-':-. · · a_ng. conspicuously ·marked;·mot typed;J.:·witli the'·proper classification 
\.~roFr~.n.._,-:_c·fi OD.7·th-e·'fir~f.t.page·:·1 o .. ;.,~~. t/'J 

1
• ,··;s11:r·1urJ -1~~-r·;.~.:) . · ·· 

:·;:fn::.(51" Qlassified :niaps' 1and:.~hotoi:iiaps«.will be fap'proprfately marked under 
1 In:.-~ ~~1·.~.;i -~"..'lfftbe _sC'ale::·;. .~ 11 · rf~~·l?'t ·_.·;; ,'·' "~l ~· (.:- '? .• :~ ~~· .• ·lr~ 
J'"'•b. 'A(lditional>'inarkin{J 1ofl classi{ied·.'dooiimenti issited;to aiithori.zed oivilian

8
.

Documents containing. cfassifiea 'military:'inforination: :furnished persons other 
·than'<those of-~the'military 'iihd haval .Ser.vices ·and•'their Civiliirn'.le~ployees win 
fin~ a .. dditiow.t?<being marked':8ecret, ·confidential; 01.'. 1:est~icted, bear the foIIowin~ 
,~~t,~t,ron;:·;· ::rr~: ''. ... ,;~," -.... !!'. y r .. •l_-_ ~,>·· ., , i'!' ,!•i' , --~r, _ . 

:·~-~i; .. aoi{~.~nr~4tE1\1.1.s.:1~!?i~~~o~~~~-cti~g th'e1'iiritf9na1 defense of the 
Umted States w1thm the. ~eam?_g of·t_he''Espi0nage'.Net;~50;u. s. c., 31 and 32, 
as amended. Its trarnsm1ss10n.;or.the revelation·of'its contents in any manner to 

·l_in un.autl_lqri_zedm~rson,,i,s_m:ohibit_ed,by:·!aw.\\:'" ,. :: ''.I'\. ;:->\ .. · · n.<., ,~ 
1
., ~ 

-110. ~special"mark'in{/ of rsedreti.documents.": All ·secret,doci'iinents :~m show the 
<authorityl'fOr the 'clas~ificationraod• th'e 'dafo; affixedi : I 'i:~ ·:· ]';! ···) . 

r;c-19; <:TransinissioD:-of classi:fied ~documents:-7--ia~ :secret:ao&uments. 
;r ,~-; (1'F Bet.ween'offeces· of same'headql;tarters"or station.'--'-:At ·headquarters coin

r,_:i ';:; .1:h·,\lYJ~mande(:f by an 'autliority. qualified:to •niak'e;t)Je;,secret>classificati~n, 
• '-'»<11

•;:; 'r•-'·~'.the 'coin1minding; officer' will1pi-'Q:Vide ·for;.ithe rsecurit'y) of interoffice 
.-:~·;,1•transmissio:n'• 1of.-secret docuinents.':c·:o <.u .. •.rl·.-J -~; . 

(2) Between posts, camps, or stations;-wim1n 'the ,·Uftited·,'States and 
its .. pos,sessions.seciet documents .will-r-be~.transmitted-iby r~n.. offic<>r

lii. ! ~ ;,.., ;- " "messenger 'ol'· cour.ier' wli~ncj>racticable; :oth'e~wise !iy,/United Sta t~s 
,Br.s_w:-;·· "·. · regis~ere_d'-mait -··:Whenrnan 'otficer~courier<•is.<not available, such 
tH~}.;'.'.~"·;··;',· fdocuinents•foay be'transpor.tedfto and,f~Qm foreign countries and 
fl::"u.: • .' "· .<;:.~lie :Philippine Gommoiiweartb>rby; State:: DepJ:!rtment rotary , lock 
-·:, ··'.. 'r,,-.· ~ !::~pouch.· !If neither o:filcer-cour.ier nor.idiplomatfo pouch is available, 
,,., il', -.~·.:/w;"the. responsible:;office'r '.J:riay~ e'!'ttrust"•secret..tJdo'cuments to reliable 
· 

1
• •tit: : · ; ., !1icitizens :of .t!re United~ States,> .such'•.as:10fficers-:or officials of oth~r 

governmental departments or masters:.ofrwe·ssels of United States 
.. :·~~ r- "~r-:::11 :,. .reg~strY.iF:If f·llo 1tindu'e:"•deiay~·wilI ;!re"~tilt~·; COmniatjd;ng officers of 

<:\."::: '' · 
1 'r;po:ds-of enibarkation•·wm·entrust~.-secreti'doc-ii.me~ts to the com

:r~ir·-<r.~· __ , .manding ·officer .of troops on ·an~'Army;'transport for delive~y. If 
none of th_e foregoing means of·, tfarisportaition. are available 
commanding generals of service com,n:;ands au'd commandin~ 

480687°-42--2 
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officers· \Of .. exempted .stations are· ·authorized, to; transmit secret 
.. . ,. ,. . .. documents" by ;regi~tered .mail· in. a United·. States sea, post office, 
:;·: . ";. ;_ ; .. ~. :~u, .. provided ;they, do .. not , passAhrough 'any ·foreign, .postal system or 
.-. 

8 
..• , ., · · 1;· that of the-. Philippine, Commonw:ealth:,;,-; ..,. · . ·. ~ • .: ' . 

(3) Preparation for trans1nission.-,-~,,.:cept when pe.i:~o_nally; del~vered by 
; f,!J k', ;.-authorized·; personnel," secret: do.cuments •transm~tted<·from.~qne per
~:,'\ , . , , ''.:\son'._to _another .will ,bednclosed,:in an-inner ~I).d.an, outer cover. 
.• • ... + h, ~pewritten ·matterain. the _do.cument:wm be .• protect\)d by a cover 

" c '" ''h ........ ., . t t "th th 
. r~.· ,.·~i .. ',.,· sheet," or by1 a ·metl}od"!o:f;folding,,:from· direct :con ac w1 e 
,: 

1 
~· .' '. : ·, v7 -,;inner:cov:.e~.;:.:The ,inner· cover will be ·a;sealed _wrapper or envelope 

· addressed in the usual,way but,plail!J.Y:1!1ar~ed.~eqret so that t~e 
,. , .... "" . 

1
-, notation wilL be:.seen ,when,~the .,outer co'l'er:.is-: remov:ed· and will 

: "· _, · ·,· ··c·o.ntai·n··.a· recei"pt•form ..• which·,;wilLidenti.fY1 the~.a_d\'.lressor, the ad-
r!t:· ;r.;v!! J! ~ · 

. ._, . , . dressee, .. and .:the· document.r, (]]he_.. outer, coyerr, 'lv1lL:b.e sealed and 
\~_;:· ~:1?; · .. 

1
, ~addr~ssed· in ·the·ordinary;mannerrriWitb.,no· notation to indicate 

its secret classification .. , .. ;;1""~,,,. · ·L ~,-.. , :! ~ '~H.l 
. tt , "' ' {',' .1-:; ·. (4') Actioniupon;.receipt,ot secret•rna. C1i•w ., ... : ·, .: .... - •• ,. , •• ,_, :•.:. "> , ._, (a)• ·Prior, to~·oP.ening .a.,,s~aled: .. package -·or.1envel?pe contammg 

secret documents, the seals and wrappers; ;\ViH· be carefully 
, . .,::r"<'ll 'i )•i'nspec~ed 1to determine-.whether;the_re bas,been an;v:',tamp~r

ing. If any evidence of tampering is ~noted,. it~e facts w~ll 
... "·. ·" ,, " .,. .. be reported immediately; •to ·:the. i~suing. authority,.~ wh.o .will 

"f" ~ } I I• ) ' l.; ~ 1 • >... ~ • • f""'I 

.. , ') '''{f''o'•"( ...• • initiate an -investigatio'n:.:without>delay.1:i;1 1:·"; .. ,. ,,r[')fnt:'"'· 
~/i,;'' ••r:·"·, ,· :_~'.-:( b ):. The: inner, co;ver marl~ed seeret ,will ·be opene~ 'only .by t~e ·per
'. .r,J-:;l)f.P': ••• :1 .

1
_,. . . ,son.to' whom i;tddresse_d or .by personnel specifica}ly ;des.igna~~d 

by him. The receipt form will be dated and signed,a,n_d··iw-

) ~riediately :ret:qr1?\'..d; t,o,.th~ ~e.i:iQ.e:: ./!;~~ ~n!l;er ~-9~-~~ F.m. be 
'": ' 

3 
, _ t:. . . : ·.: destroyed;-by~. burp.in_g, ,if,;,theJ~ubJ~t.;µiatter:-.<;>f !\}e m~los;ur,e 

·;.i··:-;n·:·.-: h: ·h~s.be~n·.ln•coiltact·therewith.·.;;-•F .. it· • .,-.H;' _:.,·-,in: <w 
( 5) Transmission by aircraft.::LSec'ref document's,- except· -those' used ·~y 

,., . "I -·.•.-.:; !F Ariny ·A:ir .. Forces personnel ·during, flight;- .wiU be;.transp.orted •by .air
craft or by registered·. ai:r mail only .under except10nal circumstances 

; 'when in',the opinion-of one of:the.authorit-ies designated.in:l'.aragra~h 
.· :»'l ,,.: . ->Sc the· emergenc~hdemands :it. ~.When trans~itted-. by .. m1ht~ry air
,r. JJ;· _-: ·. ·~craft:theyjwill.be .securely. wrapped.'.and plac,ed'in th~.:..~ustod~ of an 

-_" officer;other:than tbe 1pilqt.' When the2flight of the m~l1tary aircraf.I; 
· is to be made over water;the:document :will,also be .weighted. 

' !b. :aonfiaentiaT/:aoooments:·~:"-.:.;.;.,,;".-.~ .• ,'.' · ' , .»:·-. .0 ···~''" • • • ; ·; · 

.·.~ . · , (1) ·Between1 offices; ,posts, i.eamps,:. or ·stat.ions.'i;: o .... ~':'~ ;:: · · • 

, _ . . .. · "n q a): Except. as ,ilidica tedi.i_nl'(: li): be~ow; •confidenba~ !documents will 
,.;.; ;-:· , , · .it· be 'tran·smitted· byJ all' authonzed!imessenge.r;n~sured expre~s, 

: .
1 

:- ,; >r,,;,., rr.:L .. of. registered mail· to~f!ny;,,point i.µ:cthe~U~ited:.~tates and. its 
~! ,. ,! .• -: ·cJ. JGJ,,::··po_ssession:s; pr·ovided·~.they . ..:are carri!)d': ni sh~ps of Umted 
: '.· •:.;;. .':·;·'~· States registcy arid do .. not.pass through a-foreign postal sys-
. :,_, . .'. ''l ,. ., :· '.'.t~in.:'"·When ·confidential documents are?to: be transported to 
•. ,. •: .~·v and ·ffom:foreign countries the·means;described in a(2) above 

.. 1 .. '·~: • (-«will·b81·:used~~.:_H· :;:o ~·~.: ~~r·:-·· _'~.·"') ~--!· 1 .r.· ... ~~:'7"" 
.. 

1
• cfi., : . (b) Confidential:ddcuments1pertaining to·:military· i_ntel~i~ence may 

., . , .. it 
0

, :,t;i .~t be, transmitted·;by:ordinary. mail ,when in the .Qpimon of .the 
':I _,.,.,.D·:i~)H .,,•:;: :·•forwarding·.officer no s~rious :consequences".would be entailed 
.~'~(i.1 !\.['"7~ ~·;~ f"'1!"'Tb~r.tbeirilOSS.": ~ f ·.ft1,6·, r.1\· , .'.J !.:..1 ::.- -.--:: 

~nr· t•j1~~..:.:>J u'·L' '~ .':·_. ... :J"...,::..' ::)17-..,.~: l) ·-1it ·. :,..:--.; ;.:1:·~~f.'i~1· ..... ·: >) 
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r ·: -;.'.,. (2) 'Pr:eparatiori for. 'transmissian:-'-A confidential 'document ·wm ·.be· ~pre
:..·•, ,;J. ._" . •::l< •pared .for:ltraiismissioh: in: thet·same maiiiler.: as ,a:.secret1 doc11ment 
!:.:~, ... ,._;.J ; !'except. that'.·the1iimer .cover .yviU ·contain .a: receipt form ~only.~wh'en 

· ·the sender deems it necessary:and may;be:opened:by-aiiy responsible 
-:; :P", '.' .. .'"':~·j;>ersori authorized by ·tlie ·addressee;:'°.:1:.,.>~·:J:::; .". .:.;-:;1·r~~av::'.: , c 

(3) Transmission ·by aircraft.-Confidential documents, except those:used 
.1 • ~. n :?:., ·,:· by ·Army.JAir.JFcirces; persorinel'.:duriiig~flight; :}vill: be~ transported by 

.:· t ~~ :, r::.rf~ . !!Si:iiilitar-y,1aircraft: or rby ·registered: air,·mail 'only whem:in the opinion 
fl ·JJ:H! '-;-_ ':,0·'.l·of lhe°!i.'esponsible. officer'.the emergency aemarids:i.t."<'.':- · 
':J!o.>; Re·stricted::'documents.-'--Resti:icted} documerits_.·niayr'.oe ti'ansmitted by any 
-autliorized~messehger; of. by ~ordiriary' '.man;:express,~ or ·freiglit-.toJa:ri'y" point in the 
!Uhited'States and its poss_essioris,•provided'they·are,:carried oh••ships of United 
.state~s:;registry ai:idl do not~pass:ithrough-:a, foieign2postau:system. Restricted 
'docuriierits' will be': transmitted to and·, from foreign countries: in, thel sanie manner 

.as:secret documerits. ~J·.L;;rr_:.-!J;;·-.i1_: .€;rf~ ~~ .t..-·fy: · r:r;~:.-: ,.:;;-r::,· :-;:~.: '.'.l~:· r!i 
'( P.20,. :Routine: 'cqrrespond'erice,. receipt's,.·and reports: '. .. Routine1correspondence, 
receipts, or returns, and .reports•·Qf'jiossession,''.fraitsfer, :or,destruction need not 
be{classifiedc~f •refer.eiice1thereiil :tg classifiedi or'regiStered''.documents~ is 'illade by 
·fire muinber.ror;Jshcirt:·title-··only, >with ~0!1.fndicatioh:''cif the .. sribject matter or 
classificatioil.r.:t· .... ' ·:;;;;:--,.~~ ..... <·_.Jt~ ~H,:;- '1;~-~;~•:1}·_:·· ... ··• · .1;· :~'!..:! ,;_ 
'.:::i21. , Storage; of cl:fssified documents~..,..:.a:rstorage• of classi.fied~ documents not 
re{Jis'terea~~; ?.t,;·:.-~· i;fj... "~r'.J .. ~.; ":Jl!J r.·l .. -.. ~ ... - 1 ·~ j:.,,~.'.~ r-:::·4 ~·:.:•i:.~: r~l 

(1) Secret and confidential documents, .. othe·r •than :registered documents, 
;" ;will· be .'storea: in :the ·mosf. secure ;files ·available '.fa a: rooin: thaf is 

·kept locked when not in use:·· .. ·::.'i >':· .,., . ·:.~1. ·'.l:· ;, ';"; 1: :. 

(2) Restricted documents will be stored and handled iri such a manner as 
' to insure a reasonable':degree··of~security. 

b. Storage of registered, a.~C.1!,1j]:f'Yf,~~-.. 1 m ;- ~-; I - " 

dw:rc c (1) Registered documeilts'will be· stOied'i'n the' most secure space available, 
.·-. preferably the equivalent of a three-combination .. safe. , If .a·. three-
<'.~ combi~atio~ saf-e is''iiot·a:;ailable, th~n-1iie d~-ci1me~ts~ ~o~ld 'be" kept 

· r·~· constantly·under armed guard.- .-r- 011~·1~'"""~ ;:. '"'''':'.• 
I'~. · '(2) O~ly ~ commi~~ioned. officer~~ wa~riuii,· ... ~~:c~~s. ~ :~ui~:: ,~p~c~~l~1 :,fr~~t~~ 
1 :· .. ____ •• ~!!-ll_st~~ -men and civilian ~plploye~~. 'YiJ!._becp.~n:llli,t~e<).}<;> ),ia;v:e.,a«,<;~S~ 

to. the. containers .of. registered .documents .or.- the. combinations :or 

. ~." - .. ~.·J. .~ezs FJ?..~re~9., -. ,..:.,0;1;_~. · d:: ... ..,,l ....... !--. -j • ·~ _J '"':-.: :-1 ci ... ~r ~r:"~-'\. .".. 
(3).,Safes~containing registered .documents will habitually be kept locked ,,\. 

t'"' •.> ,_ _ • • •",. ,•l • "t \;'-'' f I ._~,; • "''.:.•'.; !. ,' .j .. "•I • ' I..... -!:.Je'". ,JO 'Tl 1 • ~._, •t'I _ I I ; \ · 

,,: ·i,• .a~: .1::i, ;wit_l1 , ~:111~~ .~CllHP"r.:tt~ql?;,.~~e~t".!W, ,~~~Y.~ !i~~yll()t; 1:m~e,~:_tb,~.,?,i~!:£1: \v 
m::.; , 1,II~ .• r~!1P~~:v~sw,11 :oJ,a1 p'tfsq_n,,q9:/-s\ap.v:,~11t~u~-~t;~ ~i~b,.~,?r,,f,o~bW:i}iW~..: ~·;j j 

c. Oryptographw documents.-So far as practicable, cipher tables,,.a,lP,l;l{lbet,s, · 

.~~11.ke~~.,~p~,;r:i,C!~-b~e ,f~Pt1tr- .tJ?,e1~am ... ~ ,?P·'·R~Jlii~e,r·,· la~'.'~1!~',~.q?e. b.j.°J>.,s •. d?Su~i.~ t~,e~nd 
1q,exi5y~ .. ~8r:'~~i?~--.m~!/1;PP,ly;,i .No)~E<?,~,E~Id9~pn;yl'!_t,~fll •?,~ t~~en.~f8p~1,a~~- ~+ / " 
battalion. command J\OSt. , . . .. , . ·. :· · · .: '· '.' , . · · ; 
.~1·. 1 • j l J'~)··-~ 1 .: ,1. .. • ~· ... \> ~-.-:.i:V .,!-·1 •J "l ... ,')·.._-;: .¢i~·:, -"J.:1. , i"·; · '{ 4.-Y. l;-, ....... ,·1r .... ···~·;·. 

·', :d., Da:,iltf; '.~~~B~Et!.?.?l':~tH_,Jl~!l•.lJ.~aqql\a~te).'~, ?Jl Jl'l~P.e,stJ?Rrr'!m; J:ie_)¥.i'.:ld~ -~:r.ch \ .. 
P~Y:. ~µi,m~?ift~W~ .. b.e;fore, .~~~.f,l~s~.: of :?yi~j~~'~'~, t?.~ln~µrce ,th>ft, a!_l,s~~r.%· i:11d .c?n-y 0 ,l 
fidential documents and cryptographic,cl,~,Y»~~e~;b,3:X~-< b,e~H .J?t,qP,e,:i-_~Y.iP~t-~~~it:Y· . ,,r. .J' 
.s:;~:,.spc'lf,tjl'!!,11;\~ Ml~·;:-.f8·~t2~$.i1a.l ,8P~f.i;t}i.?;i:i_,s.rj~~t)l~!: ?r,. ,sippJll;l~~d,Jjt\13 c~m- ~ 
JH\l.U~hi;ig.j~ffiE:~:i':;p,t.t4:~1 ~~[~ .• ~~PfJJ'~~d,i~.!'.~spo:i~Jb,~~0!!1~"td1ll d<;>5~~1:1,l:Jca.,,rE1ii".ep._ 
~r11~, ;~~-fl~1l~o ~e£,YH ~Y'l. P,!)S~,\b!jl.,fpnggr .th~ .• ;«;i_r<;~un~.t~~S.~~- , . ·~?. ~t<:~et.i Msumeaj: · · 
:w.m b,~ t~~~pJ~~~ ~HeJJFEHt,?-~~·; c, -'.·,.· :>· :'··t.i-i,: ·1s""" '"). s~.!:l· ' : ::' ""'.n\:i. 7~.:A 

f. Security aboard ship.-Where a ship's strong -room -is availabie,- classified 
documents in t):ansit will be stored therein. 

ti 
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·"•l?2~:.R"eturli.crof:.secret·~and':confidentia'1i documents.,~ U.pon:change of~ station 
:or,separation~from the ·military'sewice;i arr officer, will·.return to·1the source from 
1.wliich ~received; or:,~otherwiseJ:propedy · account··, for;'~ alV secreband confidential 
'dcicum~nts w.hicl!-~hll:ve-.b_een'iissuedlto him~"' ... ; ; , ;r :·n·;-.;> . ':: .. ::; L,;·1 
. 23. Destruction of classified·edocu:tnents~..,-a . .. Secret.i ana,rcon~dential docu
:ments.3, i :'!7 :~t~·"f.-~; ,:"!1 .. 'J~~;r-::-1b fJJf.;;:;fl.£!_t{}·.'--.t"··1·.·1~1r. ,~ti ,:-o.i.--'.)• ;.~i ... ·"~':.~ "c-=·. 
~· ! f;9Nl:.):."When rcoinpeteI\t'.1aµthority ·directs1th·e;d~stru~tio~.'.'of·:;~cret' ~r confi
c•.ir1ir10 •.;1!.t n:dentiaI ·docunients;l1they;.~wm ·be-ptuned ,by,-ithe~1custodian thereof in 

the. presence,of a·,dis~nter.ested ·.offic·er;·J,Theccertificatecof dest~ction 
· /f '1 i~d "m i.t1.will rbe sign~d!:by "both·, the custodian•.:and .the:iWit·nessi:i:tg :officer: be
;;.~; ui Jri!('\' 1;.fore,sub:gi:ission: to Jh~ :officer,,di:r;ecting• the· destructio~-:"•I:IHlie· docu
r10ti:: \T r., : '•:men ts llrC:,registered;~)tlie{certi!icate;Lsigned by . the: custoaianfaild 
f:c, l:fr1t;.:::i: _the·,, withessii:igirofficer, '.~wi!J·rbeft sent.1 to, ·the·: officer '.dit~cting. ~:tile 
·1~""1".c..:.: 9It..':~destru·cti6n; :.who• wiU· for.ward• it: to the"ioffice.10f."tecord. ·indicated 

in the registered document. If the headquarters has only· one com7 . 

"dL""L ·, 1: ._ ;::JT missioned' Ioffice.r;i,the 'repo;rt'nvill:·soc:state.-.-'.)•Exceptions·:hereto fmay 
""' f:-w• ,!.ol:bemuth9rizedsonly..by, the .War,,:pepartment. l'H.:i: .i:Jiw )')..- ·::i ,. ; ... fs:1-;._ 
":" •; S·f· r,{2 )1[ P.reliminatyo,drafts;~carbon, sheets; plates,<,stencilS," stenograpliic1•riotes, 
'f1 -::;;i·irMt :JJa.ndc,work sheets: containing secret;pbconfideritial-,data ":Will :·be ·dec 

stroyed by the person responsible for their productionrhrunediately 
~01: t'.:;1-1,.:•: ._,,:after,: they, have, •served,•theirrrpurp<?.se :Or:; wilFbe :given:.:tlie same 

classification and safeguarded in .th_e same manner as the material 
,;;h1' ." i', .;produced from·them .. '.:'· ,_•:.:·71 i<:! :•<.;:r:s'.: "iv· ···:i::~; ,~· · 
1:;( b .. Restricted documen.ts . .....,.Re·stricted documents .will be' destroyed in' any con
venient way which will render (hem useless;~, .. ">::, ... - -~'\»':••' ,..,~, 
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SAFEGUARDING MILiT.A'.R'lC INFORMATION?. 25.::.SO;.: 

otherttlian:tlie sho:rt:<title must;jhave ,tJ:le) safueoClassification :·a's ;thei'registered 
d'OCU:tiient> •::l!~~·ifc··~i·~·' r· ··~·":- ::··;;. ::·J~·- :.-; 1f·~ftrJ. :~: ~:~-~r ~~,f .. t.\., (h .. ;~.t·~:e--· .)!•. ~{ ! 

l26:":'.Revision1:or,.reproduction·:-"""U.;:A) new. or' revised" edition of.'aii >old•regis·
tered''documene may be''assigned ·a. newlshort title; butJ where :this•is. undesirable,. 
the old short title followed by a symbol which will differentiate the new edition.: 
ffom,tlie'.·ol'd.'edition is permissible . .' ~,':llf'' >· "~" ''.·'. ..-:: '.";q:{ 'i"r'' ,. ·.;1 .n 
rib.i,Reptbductfon. of ;a<Jregistered' 'doc\llllent; is forbidden· e~cept' by ·authority .of:-. 

the office of origin. , : -;r::·-:-'11!~· .,-•.::·:~ .... . {~ f ~:-:<.:~l~~ .. ·~ '!~'. '." i~::·:~.~~ 
· i-;27.'.·:Notification iof··change <;of:· clai:;siffoation:-;'Wheti tlie·classificatioil"of;a 
registered document is chailged!'the office ·of. record wilf notify all. offices• to which i 
it has been issued. . 

28. Inventory and report of pos's'Jssion:~• a. Custodians will keep a complete 
inventory of all registered p.9cu~!'.i;it~ ~~c~pt tho,~~ Iistecpn o below and will make, 
or have made,. on June 30 ai1W :December 31.o:f 'daC!;_ ·year, 'an accurate return 

.... 1.1 ., ... ,; l •• 1" -~ ' • 

tpgref9!,"_tQ t]l~.p_ropt)r office ot record._ .......... , , .1.·'1:.··::;l;;.1:7,i : .-.;t.-;' , , :., 
;;:b. In.making. a semiannual. report of. possession" the;following·:details .:will be 1 

oDServed·:··- - - .. ---'"' .. ·-:. - • :J~·' 1 
•-:': . .i .. ::;w~ ~:.,··::-..~:'( r-.:. •. : •. :·1' ·1

• :_.:~~~'..' ... :·~~:~ -;.J 

·;'.t ( l) E_a~h _i!~Il1 ~m ·be ph3'sically in_s~~~te.~ .. :i-nd i t~'.f.~gist;eF ~mi .. ip.P,~r cp~cf,1,~3 '-.! JJ 
1)G against.the inventory. · ,,.. "'' -; .. ., . . ,.: .f'!:r'<-c:._ .... · ;•. ,,.{t 
• ... . ( 2 ). At h~adq;;,~r.t'ers-_ having,. two or_ more_ commissioned. offi~ers-. the .cus-:r j'h. 
:~ - --- ·-todian and.-one other ·disinterested officer'. will -~~k~~. ti;e_~:i~;:e:~t,~~~:,, '{[\~,; 
i;~ ~- _ · · . ··all:?_ both-.:vi~l- ~ign ~~he_ ~eport: ,,lf.}he,.:~eaq~uarter,s 1 ,ll,~~ ~:011ly";~~~" 9 ,Y 
1:, · .. _ . COil!mis~iQn~<Loff!c~i:._the_rep()_rt will s9 .l?.tatl.) ..... ,.,.,, .,_, 1>:,1~·,d :•o u1.'r't• •. : ~ i 
~~.'o. No semiannuaLreport·of·possession.wiJLbe,made of-r . o :··;;: '-J:." 'io r. • ":~~ " 
~~'. . :(1-) ·Training editions gf ~~?q~.;~o_?l~.s;.~iph.er .. ~lpli~J;>et~, '.,?;·· k~~s; P.~, ~f"i1?ny 

-~ · ·-· · i:et?is~:r_e~-c~;i1r~(~~vJ~~~ ~:;i.;cp?p,n~e.d ~~r as_'otd:in~J.:Y:Pr8:P~~:ty .. ~··;. '.. :.·l· 
... , (2) Register.ed docU.ments which haVe been placed in custody or storage 
'.'J':'l':i .• : .. , •for.liJstoricliIJ:Purposes.'":r.~~:·, · .. : '·<::··'·-~·;· ·· , .... -.; .. :~ : .... · . .1.- :is 
1·rar Wheilevei· a>registereci docrimeiif1is found whiC:h· is not charged to 'the firicie(3 

a· teasoiu.tli1e(e.ffott ·Mn ·be made" to' 'determine t11e· office· to which 'it 'i:iertain~. " 1ii 
this is.; n';:it' found; tlfo "do'cuinent' will •be' 'forwarded throiigli military ch:in:i:tels. 'to 
the,issuing authority for dispositiOn>·!· ·. · '· - •"·' 11 ,J', "· 

1
• ·" 

~29.· Iie:P'orts ·-'of· transfer an1:l: ·a~stru'cition:~~-._When a·'registereil ;document 
isf trarisferred r from'. one "persO'if' to another, 011' if 'tne' custodfari i'einairis the' same . 
but. the organization's designation changes, a certificate of transfer in triplicafe" 
will' lie~ mii'de.' c'Tlie certificate'; 7contitilling' an iicknowledglllei:J.t cif"·receipt''by the 
receivin"g" officer; will b'e 'diffed' and; signed' by the friuisferi.'iri){(ifficer: ., ' ' i ' J ;, 

·;·b_. _;Irinnediateif upon corripletion:;of: tlie::transfer;· tM otigillal Of the 'tfansfel-: 
certlfic'ate willr'b'e1forwar'dedt direct' to the· o'ffice of origin~ ":A_"copy•'of the' cei:'tiflL'.! 
c3'te'1'6f"transfer ·wm be retainea' tiY eaci{of' tfie 'officers ·coii·cerne'd:'; i';7 .m~''""'' ,r, ~ ·' 

c. Whenever h'i'eglst~red ·aoci.imenf is i:en10ved ':from'its propei: place'. of cu!ito'dy? 
a:il.d.;.ifsstiea to'3:t1otlieri;Jerson; tlie:custodfaii(-\viif'requir"e~irW:riffeii ::receipt:'~ n 
·nz: ~·.negis'tei:ea. C!bcumefits · :wnrr.n.oCbe~'accou'n'ted '-£JJ:·'.as·pres'crii:\~a 'for'"oFtlinai\Vr 1 1 

iJroP'i.i'rtY. -in_'."Ai:i.:!s1J.i6520.1 Tli'itforrri~·d.escri1:led 1 ih\iai·'agr~iJh''3o"#ni1i:ie useii mi 
lieu Of Shipping tickets, memorandutiJ:Ctec!eipfs,"s'tock"re'coh:l 1C~rdS,:1ei:c!°~Cl ::.fit I/~ 
. "'e: •Tnecrissuiiiii ~iitiiority.': noi;J:nii11Y. d.esi~ii'ates' rwhen~~e'grntered'·documeiiti§' -win 
oiP aeifrtiiM, iui'a upon·· siicithotilli!a fiofi• registered. 'Ciocul.n1~iit's "WiiFbi?''d~sfl-~:Yed'> 
aHnUic'atedr1ih paragra))b. 2s•ancT'fepo

0

rt of'diisff1iJtfon :i'di.\varile'd?. ·ro· .. i ,,:1(:}')i::to 
"-'3o:f Pfo'sciribe·a·r :f Jrfus; ''·a:r,wa.r ·:Deiiartfueht:~:Forill ;:No:,_;·32 '7<-:ReC'oril ·carab...~ 

Registered . Documentd'~or -~Devi~~s') \~ni" be 'h§~d·~i:0i: J]'~'col'd!Hf ali 'terbpoti:ryl 
transactions involving an ind_ividual registered document. •. 
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AR:.;3so..::sREF ID : A412 7 2 0 7 
30~3;; 

i;b ... W.ar :Department >Formi.•~O .. 33·. (Recorq , ,C~rd-;--J;tf:lg!stR.J::e<!; J)ocumeIJ.tS ·:.or..; 
Devices-Station) will ·be used by each officer· making a consolidated recgrd,of:: 
all'~transactions concerning registered.1 documents!' It :se_rv.es:ras;: a c)leck;_:to 
prevent .the undiscovere.d. lpss' of. the.-in(lividual car«;l;.C:War -pepartment,iFQrm, 
No~ .. 32. .. ::~ ·_.; :/'~;·~:·:; .i) ..... :~ ... i ~:~:~·.1. . .

1

, *. -.~_: .. \: ._:~~· .. "'-it· .J 

c. War Department Form No. 34 (Semiannual or .. Transfer Report'of.Registeredr 
Documents. or :pevi_ces)~ will- be: .used' in; transferring• regi.stered: documen.ts. :and in 
reporting the semiannual inventory thereof. . . .., 0(( ;y i'. l .r'.j 

.~a. ,Other· forms: :authorized\ by separate::branches :for ·speCial .purposes .. such. as 
report; of destruction:wm M·employed .. where app~icable. :,· .-r ' 

':.·f 

, l-.r,· :. , ~ r,.:" :'"; :· ·.- .sro.r.c9N,~.IY:: . ._ >~: _,. .. -~-· ... 
, · · · :; , ·' ;,!.. "cRYPTo'ali1~i'dc: sicu:RITY ·,. -.· · -· · • 
,;_._, .i::'j ,," i~. ::'.~ .·f.,•-;_ .'f'. ···,~·.-·1·~.'-~ ,_:.·, ..... ,,,· ·l'. f!~•;: f 

. . . . Para,grapl! 
Authorization of cryptographic systems _______ J.!~'L . ..'::_·~-~.:.~--~~~o.::__._:_{_:_:_:_:_:_~::L 31 
Restrictfons ori' use::,of a:uihcidzed codes:<'.:!.!·~-"-::.--~~~:::._·~-~----':J~~'.'~..:!_.:_c.~.:.-..'.~·.:::._!.!_ . 32 
Personnel authorized to perform cryptographic dutie"--------------------------~-., 33. · 
C[;y!'t~~:ap~i? .. ~~cp.r;ity . . offi~er __ ·-.-;:-:--~-:~---~~-.;-i-~\:---~--:-F[~;:--!!"°l.,.--JUO:~:-~~-::-°.::._~-~~~. 34 
Sources of danger to cryptograplnc security ____ .: _____________________ , ______ _:____ 35 
Responsibility for classification of messages _______ ·~-..:~1_:.~_:~~;~_}']_:}~~.-~-"-'--------- 36 
Drafting:· messages~J:._.:::::~:...:.::.!L!-1:.:.·1_!~':::.·_~_...:.i.t.!..._r.}_'!.:.:_:..;_.:..:__·_~i_~..:.-t~.!-1...:~-'-··~:.:.._::_ __ ~_.;~-·-- 37 
S~_l!)ction. 19j ,~ryptogr_aphk .. sY~te.~:~--..::~.,.;~~;-.--;,._,~,:~-~:.;c.~----0.-..:, . .0-~-..,~.:---'-------- 38 

i:ftifo~r.l~i~~~ifi~~i~~;:t~J;~~;~~,'.'~j:';:;fe-s~;~~~~~~!~~~~~~:;~~:L,:::~~~~~~~:0~~~~~~~~ !~ 
Method of handling incoming: secret n;e"ssage$__l__:~I1_:.:;~-·-~-=-~--·.':·L.'.~~·-~:..·:.________ 41 

·)\fethod of handling outgoing and incomin"g: confidential'I!lessnges.!"'.! __ ,__._..:_•.: __ ..:'.:.: __ _:: .42 
M!).~hod• 1of_,ha,1)dling, ~e~trisJe1 pi~ssages:-;----'-~='-~.;,--,.;-.-:-:c-.~~.:,-~--~:.,,.,7 ..:.J_-;--'-- 43 
Confirmation copie,s .of, ~rypt?graP,J:/.ed, P.1\l~~17ge~ .. pr,0.Wbit~d-:--.-:-:.,---,---~~------------- 44 
Disposition or 'Mstruction' of fe1gistered 'cryp'tcigra{ihfo" hui.teria1.:.'.._-_.:_ __ ·_~:..:~-------- 45 

~- .c.J•:r•~ •:.' 'f_,.,~, - ~·J ~- •.::''.ti· • '"f,.~ .·1 • • . .'·:·(, ! 1f. ,·• •;:,I •. , •· ' .· 

. 31. Authorization of cryptographic system~·:-:.-:.A!l,<;Qd~s, cip!J.ers, and cipher 
devices intended. for use, in·.the;military; service-.will be .. authorized only, by the 
W~r .Depart-;n~n(:.; !for. t~~~e~·.:i~. t.h~~f!~~4.):g~tin}~~q~ ~~)",. tlJ.is ~uthority·: niay_ be, 
delegated. to. theate_i;, co~mapqers 1 !Jond,,!o •. ov:er'lear depilrtment cornµi_anders, for· 
special use within thefr theaters or departments.· ., 1 : ·. ,.., t •. • • .· • : " 

.32. Restrictions on, use ofr authorized.codes.:.,_~.- The ~se of'.aii.y, au.thorized
0 

- c-~de, clphe; !JYStem, :.or ,~iP,~~:r·: deyi<;e. for;'.~~pt9gr~phing :personai · m.es.sag~s tis· 
forbidden .. ';. ~1-J. 1 ..:: tt r !"' ..... c~,._- .... ·: ~J "'). ~~·'-.·~r·1·i":' tJ' :, ... ,_;· .· .i 

( 

" b. 1VJ:essages~ for :.Other ~ d~partn;iep.ts, qt, ith~ 1,{)_0Y\;)rnment, and.· ~or . com.JI!ercial 
firms 'engage!'! tn,produci~g .. wap matfa:iei.~up.9-er.: ~ov~i;nment contract may,, wh~~, 
n~cessary,. be qyptqgraphe_q. ip. ;war. Departµi~n.t ,systen;is provided the. t~xt .>!ls 
supplied .. by .the. other Government1.department or· firm.,is .paraphrased before. 
trans' mi.;sion ·~ith,?,-gt_. r~fe~~itgejq~tqij <?_.:~ig}~3:t~. ~' a~!l '. ii.]~q' after. ,traU:smissi~~: if'. 
d!;lliy:~r~ i'!1 n;i~de. to,,a]J,,l;l~<tncy, ,oth~r- thai;i. a, g\ilit\lJY 1f!s.tab!ishment·· .,. .... . : , 

33. P~rso!mel •. ~ut,ho:rizi:<L ~o ,per~op:i;i. :c.r~pt~gi;ap~i~ ,<;luties~7q. .. ~.o: authpr·, 
ized cryptozrpv,~i<; ,~Y'ste~ ~i}kM.:.,~m;v!9Y'~d b,Y!~PY P!')r:;>on who J.'! nqt:.tho:~ugA~Y 
familiar with the' pi·ovisions. of' these. regulations ,and call instructions .pertaining . 
t~ the ~r;i;pt9~i3:~~~c s]:~,tepi~r~o.j~e.:~~P,~o-~;,'~<~'.'. .~:.:.,<.~ . , ·.:·)~: .": . ,· , • ; ;1; ~" 0 ""~i; 
1··b.: Secr:et .messages.-,,'.rhe, cryptographing and.,decryptographing· of -messages 
c!.~~t~~~~-'.a~.·~~qr~t-:'.~ir~',l;~J·Il~~~~r:~i~:A;;~iri .!~~:~u~er~ision, _of :~ ~o~IIJ.J~o;iOii~.~-
officer. ·For the ,•§JI>~~ifj.~ }l~al~fi}'p.tion.s, o~,.,p~r~qnµ~l who .. ,rpay "be, .:pe:r_~i~!e.d.. 
actpa~ly to,;p_e!fo,rri: fse~r,!)_t 91\Y,~ograp_h~c 1w_o_r:k, r~fere11ce ~hould be .Il!ade: ~o lett~r 
i~strµstiq~s .o~. ~~i~i~u9~~ct. ~~s11ed r PY: th~: War :P,e:r;>a._!"tll!ent •.. 
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SA:FEGJJARQIJ'IW MtLI1'AtrY: INF.ORMATION!'! 
.A,Ji. as~o " 

33:::35:· 

-10.~;(Jonfideritial.'fl'!.CBSU;ge~ ... ~_.,, .... ;,:r1 ..• :··"• i.;1 ... J , _., "" •• ., ~;r· · .. ~,r;•r ... ":.' 
(1) .At .albhe!ldq~!lrt~rs:;of.diy,ts!oA.s;:~nd larger. units_.the,c:ryptographing~; 

·,,· 1.: ·: · ;•; ~ndY,dt!~ryptogi;aphingr:of~ co_nfi.dential ;messages :-w.ill' b~. performed 
'•Jll; --. 'i"· by personn.el•:as· p~·escribed: for .secret1messages., •.:! ·:: ... _, "':c 
· , ;. (2) ,At; all-headquarters of un,its ·sm1,1ller :th~Ii· a,-.diV:ision, mes.sages c1assi- . 

·" .• ,,, - t -;f!ed ~,as ;,confi.dential . .Lw.ill . be! cry.tographed1 .,qr. _decryptographed .by . 
•. ;;. ;r, · ~! p~rsonnel of. the.ccryptogi;aphic. section ,of· the. message icenter: ·U~" 
//,.. R~s~;ff!{e_d ··.17iessap"es.~.At;~n ~~adqu~rters, n;i~ss.~gei:; <;lassified!;as restricted, 

will be cryptographed or decryptographed .. ,by ·perso,nnei whose_. duties normally; 
reqµire the:·perfo_rlllan.ce-of .. thti:;·~w()r],r .. •·: i:r:rC"-o:j:: " .. " • -""~:.~~~ -

t;.3.4 .. Cryp,tqgraphi9_. secu,rity•tgfficer.;:'--q;._ ,At; ef):c:µ ;tteadquar!ers ;µiaintaining a. 
n;i~s.sage '!¢en t~r .the.r!) · will -be, ; a;: crypjog;r!lPhfc</§~curjty:·,Jofficer; '.wll.Q oi;(jipa_rtly·t 
will~ be ):he o.tp.ce_r. in_. cha,rg!l · of:· the me_§~ag~ ,<cel)._tei:, , . He: •Will ,9e: ·the :.cust9dian . 
of cryptographic material. and w;ill:J::ie:: respon!>ib.le,,forJlal.~c1ll~asure13 n_ec_essary.· 
tO;,iJ:!SUr~.:cryptographi.c Se~.Urity. >':' ,-:'llit .. :','.•; ,d ;;• ·;,;J'>ili! ;~;, ... ~l' ~-··4 ·•l .' 

b. If the cryptographic security officer believes that, in view of his .knowledge. 
o_f 9.J:.l;l~r,wgssJlg~s:Pl! tl;J.e,:;ialll<;!• or,ltk!! i:;ubjgct;1i;:tJlllessage ·hfls l:!eell"· in~orrectly 
cJi§~i_fi_e(j, 01:1;if ··he ,believe!>:: that , the .~i;egula tioIJ.S, '"gQv_~r:q!i;ig1 tht:U· drafting and 
c}.~§!>jfY..ingr,9~ ::the: m~13s:;i,g\;),1h?-Y.e.:J~_e~µ, :V·i9l~ted, he.:;'fill1requ_e.st _the: o,r;igiIJ.ator to 
make the necessary change in .the message:.or'_in-it.s ·c\a.ssifi<~ation. ·:1If the origi
I!.f!to;r • CJ..Q.esrgQt .,~omply ,'f.!tP. :the. reque,st; of: th~ c~ypfogrnp_hic_ seGu:rity, office.r;Jl}.e 
Illa tte:r 1 wjlJ ·~_e, .referi;ed. to .. th~ c9mmanding 1otfi~er,. of .. tp.'l headquarter.s .co.n~erJ:!ec}
f?..~!t.fiP..::~-1;,~ects!Q::P.·< ·:t, ..... · ;c~''.·.-. 'r' -.,.1 .. ·.)::··· ~ '~-(:. ~ -~ ~· ,, , .• '";i>:,.,···: . · 

,. q. 1JCryptographic~!fut!E;!§ 11t .. l!ny statiQJJ..;yvhe:t;eLtlJ.ei,:~ is rno i:.~gula;rly:, con~ti-; 
tu!e<'!·lll;;,.s_age centE;!r,,wig Qe pei:t,ormed;bY tt1e origti;i_atqr· 9f the •message or, by, 
personnel especially .designated by the commanding officer. When cryptograplJ.tc, 
~qrk-·is jl:g1s perf9p)!e.g,, tll_e;Jile~ Qf Hternl. pl~in· texj,llles'lages a.nil of Gryptogra,rp.s 
ll!IJ§l,t,.1be;·k~pt:in,djffer_ent)ocked :cont.aine.r~- y,,;" _ · ... _ ., .. L ~ -; .. 

... ~~·· ~imr.~est.o.( da,n~~ri;t,o ,cr.yp1'.,_og_r§lphic,;~e.c:ur~ty.c-;-In orpe.r ,j;q inS}lJ,"e c_rypto,., 
graphi<; SE)GU~.ity:tP.e,::{QUow:!r%pri,n«;ip~es must be 01?,s,erv!!d: f'.: ' ,_ • : ;: . · . . :; · · ' 
b.'h'~~·yptogr!_lphi<;rlllat_!!:rial .will, be gi:ven the ~o.~t:secu"re storage, available and 

wp1 rie.v~i: b~,,le~t ,unattende!l ~xcept_yvµen.o.depo_siteQ.· ii;i a. lthr~e-combination sa~e 
·or its eq~ivalent. · ~ee a.lsp,paragr_ap]:).,2lg1in ;this,~op.nectiop,. ~ :· 

' b. Oare ,must be exercised in ·the- drafting of· messages destined to be crypto
g;aphed. , :'l'h\:J ·~rigip.ato~ a't any, .i;lasst~~d :mes~age-is· r~~OI]Sible. fqr strict com
pliance with the provisions of paragraph 37. . , · ,, :, : . Br-:;'.,-. ,•;; • s·;<; 

- c. , The. classificatio.n ·of.- messages must -.receive , carefuLconsideratipn-· ,by the 
~rfginat~r si~~e. ~ver~i~~~ification · ~nd u~d~~~lassiftc~tio-;;- ar~. egµapy ~ tq. p~, 
avoided. · When a message has been classit:l_~g/tn<;l t?Elnt,. all .sµJ:.lsequent ~essages 
referring thei:_etQ ·JtlJ.ISt.: .b~JlJ: _.t:tw. s:;up.(!J clas\>iftsa.t!9n· !f _;!lnY ref ~reJ!\!e..is; .~ade to 
the prig~n.al•Lmes.si.ige, QY(S~bjeGt oi: ~erial p.mpbgi;, ~~cept ·Fh_er~. ~hi' .Qriginator 
upg~rcl!}§~ifif.)<!; th~: OJi!?"inal_;:t,.{!Oll,l.~Un,icA~i.?~" ,i:n ,wh~<;hp<;~!l~v th~:·.PJOpei: ,j1ig):l.er 
c~as_sJfi~atiO!l •'Y.iU be_useq.. 1~,_S~e-par11g~·aP,ps:6 .to q.t,;inclusiv~. '·' -,~ , ._,,. "; ", 
· ~-: .,Th!';.~~l!,!ction oJ : tJ1e_ ,p;roper., ci;yptogr_aphic ~y:;rem; ;~s: a· :rJ!!'Ji()psibilitY:-. o~ . t]l.!?, 

ci;yP.fog,rapptc .. i;;,ecu'rity,:offi£\)r: ;<;>r t:p.e. ~ustpdian;.,Qf :cqpi;_og~aph_ic µiaterial,:, ~gere 
fl1en~_ is :no, "qyptpgi;ar>htc.o:secyrity1 office'.\"~·i >He' should,r.Jl~ :g9v)'rne<'l_-.l?Y: 

1 
tl;i,e prq.-r. 

visioiis.,of,paragraph- 38.-.h·•· .., '"'" ... "'J ·.;: · .:. ···. -.. .,; .. -·· :,i -,,r .,._,' •"', ·: . 
. -~.~-Ii ti~e ~~d.·~vallability ~·t~e~s~~n~l pe;~lt,'the.:~:ypto~;!_!Vhef t.e~t.'.~f m'lf~-

sages should be checked prior to transmission. The check should determine that 
the instructions governing the system employed are carefully followed. Par
ticular care must be 'taken to assure that no plain text appears in the body of 
the message. 

iJ§ 
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· f. The handling and filing of both plain and cryptograplied ·text.:should·.con-
forikttcil the ·procedure, described iD:-•:pa'ragi'ii.plis ~40~toA-4;·;foclusi·ve. :J._:,_ (~. i · 
· f;g;,:Paraphrasing:is resorted: tel.as .a:.protection:t(J''.the ·cryptographic: system and 
will not be us~d in such•a-manrierc'as to~permit:loose·handling'of classified mes
sages.<» Paraphrasingcis·iemployed 'only".when:;the: content ·of. tne: classified mes
sage .!is-:i:eleased\to'.fhe · public'Jor'.given a'<wide 1diSfributi.on within the Army, or 
when it 'is· necessary to re'pea t • in: a: different ;cr~ptographic systeiii'. of in a differ
eiltjkey. of the:•saine system', all'i(ir ·pcfrtiOns·-of. a•:p1;eviousW cryptographed ·mes-
sa:ge;ror'-message;sent.'in plainL:la'nguage;:teL · .• ..: .. ;.:, .,.;, .;; fr;.;,.;: ''l'l. • !:;-,, 

36. Responsibility for classification of• messages.~.- 'Within·· the -limita'-1 
tfonspresciibea fa~pa:ragi·aph 4W!th'e':originatoJ.···6f a: message· is.responsible that 
the'' classification given· to: it' conforills to".the 'defii1it-ion :given 'in paragraphs' 2,·.3;: 
and· '4. )i::He -is' also resporisiblet for::the«pr;oper marking of -the message before! for-· 
wa:rding:it for'Jctyptographfog~!and''transmissio'n. ',; · . : '·:·; ·,r._ ·,.:' J ,._" "·"" · ' 

b. A message will invariably be classified and .riiilf·ked s~&r.et,- coiifidential;<orI 
restriCtea--1..~i1·, t,,. -:ry~f' .... 1ri (::1:..r~;f ~!Y.''iV; 1 -in·!. ·-.'~'L'LV.:1 ·Jt,•\.·!·!-}·r1 :,;) '- .. '., ~~·:· • 

-~ 0·1 -.'.'Cl-) 'When it· contains: information wi:lich' rs secret •or•·confidential except• 
".n •. ; ·1::.'.,,·,.wlieii1 markeiFSEND:i:N~CLEAR·as''.in'dicated'in paragr·a:ph 42o(2) .. 

·,.; -..;:(2LWhen 'if.c6iitains.!.matter ·the' trarismissidn'iof-which; in:pfain'fanguage' 
-: ,;._,J .i. ·; ::iis prohibfted'by ·AR·.i05-'-25; ..... _ ... , :>;i·; • • i ;;.;o :·_i, -'. · ..... ;: . -· ~; ,;· ·-.:~ · '· 

· 37:'Draftillg•'mess'ageS._,,:_:_a,.Routine •repo·1•ts· and ·messages·'which··musUbe1 

glven:a:rwide'<listribution;::Cir-the,contents.'.of which •have been··or·inay eventuallyI 
be furnished the pr_ess, or which contain extracts or quotations frorri 1a"news'paper;; 
:niagazine~l or'· any other document-ravailab1e·~-to'rtlie public,. \vni-be •prepared ·so 
a:::;:' tci> permit. •their; transmfasfon '·in »piain' langU.li.ge: or·: will' be classified·. as; 
reSit{Cfed!fl.'t~·-,·1 L~''j{tf• .~i~~1i"·1 :·a:··· ::.,;;1)1.-~ p-·~· ~,; i:',t '.(r 1.r· ·:.\ .~ 1 ···1';_.: .. J ~: ',j'!' ~t''I~ 

/ 8.lo.'>StandardiZatfori·'~f th~!'coli.tent•and:-fo~m.l 6E sucl:i::do~um~~~s a~ field brders' 
1 and operation instructions is necessary, but when ·fixed ·expressions• are -repeated-· 

I . . ' . . .. - . , . - .. . 

!' iri'-a ··message' the •results_· are ~~:i~ee'dingly: ~angerous 'to_:~~ypto~~ap~ic secl1~ity .. 
· Hence stereotyped phraseology-•and· set form' of '.expression,· especially at the 

beginn'ing · or'· ena . of ·a' ··mesriage, ·• wiil inot. be-' used. i ·Examples ··of,. stereotyped 
beginnin'g~ are• :as follows:;i "Reference'· your;"· "Rertrad;"; "Reference· illy;" etc:' 
Necessary references wiH-be 1placediifi "the·body of.the message.; t_ .• • " • · ~ ·--: 

-: c:'·Words · Ii.otdmportanf'.'t6 'the' sense:rwm be! omitted.:· Conjrincticins) and 
(' prepositions :will· ·b~·'reduced tO'-.tM«fuinimiun:;r·and every·"effoh will' be made to· 
\...... avoidrepetitionofwords. :r;,.-,r;·,;_,1.· 1.· ..... , ,_., .. · '' .. d'1• 

•:.iJ,; The'1 origiriatof1'0f 1 an>·~1_assi.fied. inessages··w!ll. i?~raphrase ·such portlons:as 

I 
are quoted'•from...!!:.. ; iJ -~:·;·•,.)\•1··· ' .. ••• •·!, "'' ~:;; :• ''.· "; \:.:f I • ' • • -~.. " ; 

""" .. (·1) -l...\.''mess'ig-e in: plain ia:ngiiage:"' ,., "- '· • ! ":; -'' ... . .i: '". •: 
( (" .• ;.,;(2)" i.A''message iri'-the~ saihe· or·another cryptographic systein. ·•. ~- r':: -~ .. 

\ .. · ~~uw_,'.fS) · ~:i~ewspaf>e~; faag~~ne(or _dd~iiment~afa~1_ab~~ !? th~ l)u~.u~>: '_.'·~:-
"IC ~-e. · PunctuationlLword~,:~uc~ :a~ ,st~~(p~nod; ·~n~ •co;'11mi;,r will_ be avo1~ed·"'.lie_n-1 

f..__, ever the mea_ning is clea(without _them> Punctuation ·m~r~s· sh?ul~ be- SJ;lel~ed' 
~out' when''lt is essential that·tliey be• transmitted-in 'tM bod;V of'the message.· 

''"38; 'S.el'e'ctio'ii of;'Ci:yptographic"system:....:..!.a! Subjed~·to modi:fic:ition··:as lout-' 
Hried ilf3par!agrapli''34b; the 1C1assificatioif'~eci·et; confidential/ or ·restrictea: g~veil 
a message by its originator governs i:he cryptographic 'systerii~to" 1 be. useq··ini 
ci'yptog'n1pliini(tliEPfuessage?'1~ .-n-·1·1<:•i J•;i";·',:1·\f, 1r, '-'. · :· '"' .. :,,,[, -- '.· .. -~ 
· .. ·.~.:.~t -:.: ~.·J_,_ 1· ~~H) ;:,l·JOfL{ --~·_1'" .• :~. ~{l_~' .1 .. v~.-:<ir.L_, l!..i.d (J_t ._._.;-... : ':. ··- . .'·~ !;·..1 :~- ···~ ~~ .... _-

i ., . J:.•1 

. ) 
;1 
\ ,, 

) 
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"Eb: •Iri•.order .tO'.j;irevent .the cryptographing. of identical"subjec.t :matter by .means 
of.,~differ:rnt·c9des ·and:'Ciphers~ :once, the. message has _,been:-;cryptographed,;·all! 
subsequent' messages·-on the· sam·e subject· ;will normally· ·be: similarly. c;i:yp_t_o~ 
graphed. Only a higher ·headquarters concerned is· authorized ·to change the' 
cryptographic'system el:nplc;iyed.1-I,f;a change is authorized, reference~to. Pf'.~vi_ous 
messages•by. their'feference-.numbers-1.f?ill·be·avoided .. .": · ·: " ·'. ":' 0,- ·· ~ ., .. ' 

c. The mere acknowledgment of a cryptographed message need:not becclassified. 

( 

'.J'd;.fWhen the£same .clear"text message ·is ·~ransmitted.to· severatadd1:esse~s;,it 
wi.1Lordipari.~y.'b1n.~ r·.yptogr.aphed_,but once an.· d sent, to all addres.s:es.· ·If, this.Js 
impossible-be~aiise all•addtessees·do not have identical codes or c1ph_ers, .th~·text 
of·:each ·message ·which must. be:·cryptographed in a· differ.ent .system w1n ... be 
carefully·.; and:1diffe~ently paraphi:_ased. fo.r . each' system before ··.c~yptograplJ.ing:, 

~ This paraphrasing is .the responsfbil. ity_ of the cryptog. raphic·.se.~unt~ .offic.e~:. wh~ 
should furnish the originafor:copies of :each of the paraphrased•vers10ns;· -'"" .· 

- , :)39 •. Paraphrasing· .inessages;.=;a .. In paraphrasing,. it•is not sufficient- to:_para-

/ 

phrase oiilY the begin;i;_ing or' ·ending of the message;. the· entire .. m~ssage will· be 
s~bj~cted fo the process .. T. :.-, .. ' • .. ., • ... , · · . ~ o '· .. • ~- . ··· . ·. 
· '"b. · Paraphrasiilg,eonsists in. app!y. ing all' the following _proceS§es to the message: 
· "; " ) :('!)<:Changing the sequen.ce ofithe paragraphs.· ' , . ·.· ' · 1 

I .; · -". : (2) 'Changing the sequence -of the sentences Jn each paragraph.', . · . · : 
.• · ::,(3) Shifting the positions of the: subject, ·predicate,. and·.mo!lifiers ~·each 

~ ·.-...· - ·. . "' '· .. 'sentence.:· · · -.- ·:·_ , . ·. 
I · .. · ~ ( 4) Chan_ging, frpm active :to ,passive voice or •Vice.versa.·'-~.~ •.,·· 
\ . ( 5) Substituting synonyms orL.equivalent expressions. · · ·.' .. 

\ 

,;·: 0 ;,,When paraphrasing must, be resorted to in connection with messages 'havmg 
identical.or nearly identical.plain te?'t; effort·w.ill-be·ma~e to change;the lengths of 

· ::;;;;,:~~;;::.~ -~rsi:~ so that:t~~:c·r~pto7g:a~s .w~ll·n~t r~~~~bl~.~a~h :o.the.r~~en 

\

.:. , ~·. ~ .paraphra.~(_:l: <!~:_._a zµe.ssa~~ .'·~1lL~(_:l: accor~eq the same, '-;cila' ss1fi_c~:1~n/~.' ~hj 
ongmaLmessage. , n . · _ .• -'-·.. i . ,, - . ) .. · .. · . . 
· 40. Method of handling outgoing secret messages.-a. The procedure 

· herelnafter described will;qe,followed.at all-headquart.ers, except the War Departc 
·ment in which the. picocedure will be as determined -by: ·the Chief of Staff. ' 

b. The originator will prepare and number. all.copies of .secret mes~ages, send 
: the o;iginal to·the:message:~enter, and ·retain one copy ·for temporary.Jile .. Other 

· carbon,'C!opies, all numpered and b.earing the.-following· nptation, may. be· sent to 
local officer§ .directly concerned: _ ·: ' • . · · 

. The' ID:aking of ·an 'exact' ~opy of t~is)message is forbidden. Onl~ such ext_racJ~ 
as are:·aJisolutely" necessar.y will be made and marked secret. T!1.1~ copy ~111 ·be 
.safeguarded with the greatest care and will be returned to the. ongmator without 
del~y. 'L'i··: ., . . · . '-.-.. 
All- such copies will be carefully accounted .for by the or.iginator _ and will.· be 
destroyed when returned. · u • , • · • : ' • .. : • 

,ic. The; original plain"text copy sent to, the;message center _by the originator will 
-be· cryptographed at :the cryptographic s~ction .. of the message. center.. In message 
centers ser;ving -tactical_ units one c9py .only of .the cryptographed message w~ll be 

-made and it will be sent to the.transmitting agency.-0:Jn the.:zone of the interior 
the number of· .~opies to. b.e _made of. the. cryptogra phed message will be determined 

,,by the commanding office!'. o.f the. headquarters, concerned.. All work· sheets used 
_in·.cryptographing the message .will be. immediately ,destrpy~d •by' burning. 
~ ,· _i;.ti """~·; ; ., :...:.r:!t:: .~.1.r •· ·. __ ·j·r~.;, ~(. ·, ~J~_;:)"!·'?i;, 
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'd.-::The ·original copy of 1the literal. plain< text.rwilltbe marked- ~ENT (date) and 
returned to the-<originator who.will:place- it in:his ·secret file .. for outgoing mes.sages 
and. destroy ·the- retained: copy by '.burning.. •Only ·one copy of ·the· literabtext 
'will be filed in ithe originator's office:r.:i , ,. J'1c •-~·' ': :. ·" i :, ·.') ,,"<qi•'>-.-· 
"· ·e: The transmitting agency· -will send the :_crYI>tcigraphed message, :retaining· at 
least one copy in its file of outgoing•messil:ges.for:finai- disposition in accordance 
with lo'cal->regulations .. :. : '•"' · •''" :;-.-r~ --; · •. ·;,_'0!•~- -.. ·. •. , ·• . , 2:: . .1. •• 

. -41; lVIethod 'of handling incomingisecret messages.-.-a. -.The.procedure1liere
inafter described-will be.followed at- all he.adquahers, except the:War Department 
in "which -the procedure will be ·as determined·.oy·:the Chief -of. Staff.:'Y~.; ._ ;-. · . '' _ 
r::bJ An .inconiing,;secret 'message :will:1'be,,copied in•duplicate -by the receiving 
operator;' the~·originar·wm go. to theicryptographic ·section:· of. the:,niessag~Lcenter. 
and< the'carbon :copy .to the.files· of the receiving.station or. message.:center; _where 
it will be1disposed •of in accordancecwith local.jegulations::: .. -.. _.i ~ · ,_ ; · .. r :J.:; 
-. 'c.- ·A cryptograplier will dec'ryptograph the . .-message, · maki9g· only' one.-•copy.'·of 
tlie · decryptographed literal. plain ·•text,! which:.: will:, be -1markeu - SECRET•, and 
delivered to the addressee.· The cryptographed version wilb .be retained _in . the 
files •of•.the message center; .. where-it-•wi!Lbe: disposed 'of .in accordance._1with'loca1-
regulations. _All work sheets used :in1 decryptographing:will be. destrqyed by 
burning. The cryptographic!Section ,will not 'retain any. copy of the plaiii)text in 
fts·-files.' ·The• placing on the message blahk.-of' any marks:._or•:nofati<ins even 
remotely connected with the cryptographic system or steps in"decryptographing 
the message, such- as· underlining key .. words, -ihdica ting, groupfags· corresponding 
to lengths Of columns Of'key;'etc.;'is:forbidden;-: c.'. ._. --.;: ;·. __ :~· :; , \i''.- - . 

"'d. The.addressee may, make and circulate·:a •lhnited number, of.-ltteraLcopies 
'for the information of ·other. officers• dfrectly•J concerned .. ,These,:carbon.- copies 
.will- all be numbered and"bear the' following' notation:,: :11ie:,)-: -.... i :- 11. - ·<r': 

,The making of an exact copy_of thi~ m~ssage is forbidden._ Only ~uch extfadts 
1as. are aosolutely-:necessary wilFbe 'i:liad'e11and'-1n'arked'SECRET. ·This copy ~ill 
be safegliarded with the greatest care and will be returned to,._:.: ___ !_..:.:.:..c_ 
·wJt_~_out_ :_delay. . ,, __ - .~- _ .L•~ ::$· ·:. , ·;· ::: ,. ,;~ . . ·:1_ ~ . · · 

All· such: inform·a ti on. copies will: be"carefully 'accounted-for by- the, addressee·· and 
will be destroyed wiien returned!"-Only-'one.copy'of·the:literal text of the message 
.will'bekept.in~the addressee's,office.-·''I'': -• .-.-... J-., !' • •. _..,-_, .. ,,_.1•··~f''.. 

-,. ''42. Meth9d of:· handling.· outgoing' and-Jin coming· confid:en tial "mes:;;ages.
«i: At administrativei headquai-ters - having :c.jiwed :: niessdge,ccmiters:.:__Whenever 
practicable, the procedure to be followed in the· handling ofJ messages in. confi~ 
"q~ntial code~.or ~iphF~s,wil]-. J;l~ sp.bs~a:qti\)-,llY•.-.jh~ sitme as that .pres~E_tbed for 
,tgos~ tran~1llitt~g_ i:µ secre(-code-or_:'ciph_er;_,e;x:cept,,w:ithin th~ War Departm~n,t;i_11 
which the.;prcicedure. will be as-.deterinined by the Chief rof~ Staff. "They ;will, 
however, be marked and safeiuarded. in accordance with provisions of· these 

'regulations governing confidential.documents. . .·~- . ;,,, __ - ---"" :!:. 
b. In tactical operations, _simulated or actual; t. . -

-{ 1}' All messages not Classified as· secret will• be regarded as confidential 
. · . .but •need not be. so 'marked .. The .procedure, to-: be· followed· is pre-

~·-- H .scribed in FM ,24-5, and .fo. other- pertinent regulations'and instruc-
','l~":::. · tions.issued ·by. proper authority. ·All radio-·messag'es except .those ' 
; '.. I · ._oJ. : n-Oted ·in (-2) belO'W'. ·Will be transmitted in cryptographic fOr'm. ~i 

.. -·:: _: t(2) -When .tlie tactical ·situation-is' such. that· timii·•canriot1be •spared for 
.;:<. ·• ·.-; cryptographing, ··andi:wheni the i.informatiOn· .to: be ·transmitted, ':if 

intercepted by the enemy, cannot be acted upon ~n time to influence 

·1s 
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,:• ,_,. ,_ theJsituatioh ln' question; a commanding-"officer ,or ·his- auth!>rized 
; .., , . · representa_tive may. order the tran_smisslon :·of ·a -mess_age in . plain 
>-" i · : .. :; language by a radio. station serving_ his- headqua}'ters _or-command. 
• . . Such· written messages. will be marked SEND 'IN• OLE~ <?.ver. ·the 
, . -, · .-._;;:: 'signature of. thercommander or his authorize_d representative.,, 

43. · Method of handling restricted messages;-;-The .proGed_.Ur_e ·_t9: b~ followed 
in·-th~ ·handling ,of mE!ssages.-in. restricted ·codes and· <;iphers will_ be .sµb._stantially 
the-.same~as'that prescribed for those in confidential code or cipher,~except.Jhat 
the:num,ber of copi~s:need:_not be limited nor need they.be·numb~red< I!.''_:'·· _. 
-. .. 44. ·confirmation•:copies .of ·cryptographed messages pr9hibited.-,,.'.rhe,sendD_ 
i~g-by au'y means :w,hatsoever .of_confirmation copies_ oJ·t)le plain. text of mf!ssages 
transmitted in code or cipher is strictly prohibited. ~- · '.'•- ... · •f :- • . -

:":45. Disposition· or:._'destruction of :registered~'.cryptograp4ic:-mat~r_ial.'-':-a. 
Whenever ·a; persgn-;wliorhas.-be~n .issued registered'secret or confideIJti.111 codes, 
ciphers; cipher devices; or, documents:pertaining,ther~t0, .has no. ~urther need :(9r 
them, hewill-rep<irt that fact to the· Chief. Signal Officer or in·ithe ~a~e of .the field 
~orcesdn: time· _of_ war to·the signa~·officer of the. •headquarters~c~arged;with, the 
issue· of such documents. : ·~ -_ • .,. ~ ._ ---"' - _ . ,-, ·: ., - ' ; ·;;-, ·· _·_: • '.'! .,._ ·-'· 

> b·::·When it has. become highly probable; ·that "Cryptographic \material iwill; ·b~ 
subject to loss. or compromiSe, all documents and. translations· of -mes~ages. :W,m 
be destroyed by burning, and the cipher machines-:or··.d~vices ·W.ill __ be _d~_stroyed 
;beyoncl'.use or-~epairrand·if-possible, beyond ,recognition; ·' · ,.·.: _;-::,: '· ,-_ 
t. ''c:::When· ·cryptographiedocuments·or devices-have become-unserviceable through 
-long use,: iequest for ,theircr_eplacement will be inade to-.the issuing au~hority. . . 
.. f-.:;.,.1..-.·.~; ;;,i-;1· -. ;~·1~. t' ;..._ ·'~·,'1 ··.. .. ..... •. r " .,.~ . -t-.. f:.·.-.-; -· .. ~-.'·:]. tt • 
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\ 46 •. 4U:tliprity to ,cfassi:fy.-WhenBver- the chief of'a·supply;service respons_i
ble.for a resellrch project 'or'for the 'design, development, t'est;' 1or pr9ducffon or 
!i··r;r ·1 t ;r · r. ,_ , · · (:. r.,_.. • , • , ~,,, io;"' • .' ·!·: ' 

p~,ogpfe_m3:ti!,:,of. a.:ti _ai;ticl_e of mat:~r~e!_:(:>r a .COJl1p<'>nent t11ereo~Ah,al,I, det~rpi,ine 
thabthe.:maintenance. of any degree·_ of. secrecy rega,rding :·1;he_m .ig;_ si.lllj.aj~µ~ly 
;ffiiriorfanf to the'natiOnal defense, he will classify it as:seeret, confidential, ·or 
restric~f!.<J.;· _· .. - , ... · ., , . :' _ . __ · ;:" . . :~_ -; . ~-; _ , _~ . · 
'",~ 47:· :N.oHfication" bf cli.i.isification cir. reclassification.'.....:...)Vlie11ey~r _tP-<:!. chief o! 
:a,'~hppfy set~ice in ~charg~ of_ .. a re;earch project, _desig:ll,' developn;ient, tes_t, qr 
production o-qi: urii(of·materiel or component thereof' shall determine' that th~ 
i:natedef s:hould'"reilli\:in; Classified after"issue Cir tlfat a change or cancelation' Of 
'~i~s~i'fie;\tio~ :is; de~ir~d, .he win_. :O°otify The AdjUt~t' General; -wh_O: iii- turn :WiJi 

~\j,·""·'··-··•'- .. .J•\. • .. ~·.- .. '•<\... .. ¥ • ,~f-·) .• • 

inform all concerned. 
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48-51 SAFEGUARDING . J.\ULIT ARY·. INFORMATION 

·. 48.-·<Respbnsibility• for. safeguarding ,technical~information . ..:-a. Chiefs Of 
supply services engagedlin·tlle preparation-of plans, resea·rch, ai;id development 
work,'•or:new ·design,. test,. production,· procurement, storage, or. use of classified 
materiel are· respgiJ.sible for the promulgation -Of SUCh additional-instructions as 
may be~requJ.red for.the safeguarding .of information in tlle offices establishments 
faboratories;shOps, or·Arniy·posts under their.jurisdiction; .· _ ', . : ;; · -~ · .:'s ' 
. b._ .A:n:·secret, . confidential; ore restricted models,, exhibitS; .dies,. machines,: and 
·other,·siniilar- items, which are .to· be·Ioaned, leased, or given to a commercial 
organization ~wi~l:?e properly· marked to indicate 'classification ·when practicable; 
If such'·marking·is inipracticable,tlle.commercial organization will be.specifically 
notified in writing.Of tlle.classification' of su_ch items and of .the pertinent-.provisions 
oftheEspionageAct. ;:,c'i,.,.,.. .-..... _, .. , .. •;; 

49. -ClassificatiOn of.'inforniation· from cominercfa.1' firms.--'.Jnformat!on .ob
tained from civilian manufacturers· concerning propfietary :- processes· will ·be 
classified as coofidential .unless· -otherwise authorized by· the firm c~ncerned. . 
· 50. Disseminatfon of 'classified teChnical information.--Olassified informa:. 
tion concerning---technical r projects or ·developments may 'be•: imparted •only .fo 
person_s in the mili~iuy and naval services of the United States, including civilian 
employees, who have- a -legitimate:interest therein, and to .American citizens, of 
~nown·loyalty and diScretion.who of necessity must be informed because of:tlieir 
cooperation in thework;'proje'ci,·of'.development ..... :: .... '· - .. .'.; ··:f 

51. Invitations for bids and contr'.1cts.-a.;. Prior to:furnishing a prospective 
bidder or_ contractor•_ with •drawings, specifications, or•other. pertinent-information 
concerning any project. o:r;: projects: of a·· secret, confidentii:tl, or restricted ;nature 
and a:i_mrially tllereafter so Imig as .such do.~mments, etc., are in his custody, a 
general secrecy agreement reading substantially as follows will be signed by the 
individual or by a responsible office~ on behalf of the firm or corporation concerned: 
.. - In, ~pnsideration of the ·rec~ipt of drawings, specifications, and accompanying 
u1cl?sures, models~ . ~r mate_riel, and i?formation disc.losed_ orally, _conGerning 
pr?Jects of_a s_~c_r~t, ~o~?ei:i_tial~ _or restrict.~!'! nature, d,eli".ered,tp the 'undersigned 
:i;iri?r _t? oi: comc1dent w1_th _t~e,_~!lte;!?~:-tl,us. _agree_men~ralid ·u~ted on E:thibit A 
'!h1~li IS attach:ed here~O and_ made. 3; ~art·hereof, O! to be-issued to'the under~ 
s1~ed subsequent to th,e date ?f this_ .a~i;ement, the fqlloW'ing terms are agreed 
.to by_or on b~h~lf o~ th_e un?ers_1~ed_ mdr~·1dua!, firm, _{)r !!Orporation, and any and 
all representatives, agents, employees, or subb1dders or subcontractors thereof· 

1. '.!'he~:~ndersi~ed ~ill neithe:~supply. no_r di;Scios~· any inforination. regardlng 
the. drawm~s,_ s~c1fications, and accompanymg mc~osures; or models or materiel, 
?.r mformab?n disclosed ?rally, ref~rred to·herein' to ~ny unauth9rized persop.,_ or 
J.!lCOrporate. m. o~er pro.Jec!s. sl!ecml features of:d.~~1~ or construction peculiar 
~o s_u~h dr_a~mg,,,_ s:pec1fi~abons, and accompi:inymg. mclpi;;ures, or' .models or 
materiel, or mformation disclosed· orally. ·• · · · ·· ~ ") - . . : 
· 2 .. The ~ndersigned wi_ll.not. permit any alien. e~ployed· or to be ·employed.by 
~he l!nder~1gne_d or by a_ny ~ubbidde_r_or.suqcontractor to. have access· to the (lraw
mgs, .s~ecificatI~:ms, :ind ~ccomI_>an;vmg ~cl()~Ur~~· or _models or mate:riel referred 
to ~e.rem, .o~. to en~meermg prmc1ples, compos1t10n, subassemblies,. oi ... asseinolies 
which are _vital to tlle f~nctioning or use of the article or-· to the work under' ariy 
·con.tract for the product10n-,thereof, or to the (!Ontra(!t _tri_als, without the -:written 
consent beforehand of the Secretary of War. · -- . · · 
, 3. 'F1!e. unde~sign~d will not make ox: permit. to_be m:i-de reproducti~ns'ot't:h°E\ 
,drawmgs, spec!fi~ations, and _accompanymg mclosures or of the models or-niateriel,
except as specifically authorized by the ·contracting· officer or his duly authorized 
representativ.e .. If reproduction of any drawii;igs,.specifications, and accoinpany
_ing p~pers, or of. models ~l'. D!ateriel, is autJ:ior~ed, the undersigi;i.ed will proµlptly . 
submit the. product obta1z::e_<1,.to_ the contra<;tmg. of!icer or his duly authorized 
representative for censo;i:sh1p or·such other action as he may deem neces11ary; ·._, 

. ,. ,. .. . - ,, ' "t 
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14. ;Jf'.a·bid is not subniittea· on· a pr,oject.pfca secret; confid~nti~l,·or r_estricted-; 
naturecJas .to :wl1ich; draw\ngs, specific~tions, ',a,J?.d accoll}pan;v111:g ;'.P~~gsur<;)~._,.qnd 1 
models or materiel-have ~een issueq to the UJ:\qersigned, .o.r 'If ,a ~ld: IS ~aqf and 
uo't ·accep~eQ.,"or'iri' ease award is' made, up·on· the co~plet1011 o~. tl:Ie_ co~tr_act the. 
undersigned· will' pi·omptly ·i'etU:i:n by hand,. by-reg1s!~red- mail; or_ by-,msured, 
express, such :drawings, .specifications; ·and accompanymg·.pape~·~· or;·mod~l~ •or. 
materiel, together with all copies thereof, to the office from wh1~_h,Jp_~;:_<;>,i;1~~?al, 
copies. were r?~~iv_ed. : . . :· ; . ,. . . .. : ., .• ,, "· -. : . .- . .-1. T ; • '. • •: · -. " -- • .r ... -. I ·" 
,;l"\~ .. (a), FJ:'J;le_ -µ.11dersign~d agrees to briJ?~_or ~ause ~o l:J~ brougµt_to !~e _a~~~~ti_o~, 

of'allJpersoris·engaged· m· the1 preparat10n 'of •the· bid,' whethe~ ~ubn_ntted· or· not,· 
including sub bidders and their employees,-the.following· prov1s_1ons• of :law:::.-;-:. : >J 
,.Espion·age Act: Subparagraphs-(-d)tand,(e_).,,_se_c:,1, _act June i:l.5>}!l17 ,(4Q §t~t. 

2i1) .;.s_ec. 1 •. :i~t ¥\li;.£h 28, +~4.-o; (5~ s,~~-. 79; 50 P·-:~:.,P: ~1~; ,Mi.~:· ~?~9:,_l'~J?~· J~:: 

s_ll~~~?~~~~t Jali~~ry 12; f933·. (52·stat.'3; 50 u. S'. c. :45·; M. L.'i _1939,'s~c:.2i87a) ;; 
and E: O. 8381,'March 22, 1940; 5··F. R. 1147·; 50 U::·S.,CA5; M,,L;, 19)39,:Supp.•I,.: 
seC,.·2187a"1 .. · ·..... · : . · · ,. . · ~. · ,~.... · ,~ri / .,- :.. ·ir~ .. , · ... :~ ,,,;_~" 

Second 'w~r· Powers Act; i942;: ~ections 1400,, l4()3,. act Mefrcp.. 211· ~94?.; (Pilpli!!: 

£a~ ~9li2~ltf ~c~:1sf~l. liid~~r · (i
1

r{;a~y' proj·~~~;- t~~: un~ersig~ed r~g~~es~bls:o '~cv 
bring or cause to be brought to the attention of all persons engaged m the .pe~-· 
formance of tthe,contract, including.- pe_rs_ons employed o.µ su,bco!ltracts, th~ P_roy1-
sions of the law enumerated.in .(,a)-abov,e .. ; _. .,, .. - .· . . . .·. -.. c·. • .. ,,.l 

6 .The undersigned' further agrees that no information m ·conI_tect10n-.w;th, any 
s'e~~et ~cdnftcieiit:iai • or resti-icted project 'will Jbe' gi.v'en: to <any pers_on. notlin the 
coritrricto.r's· or subcontractor's empfoy except. upo~ the: written co~sent, befor.e-. 
:hand -.of .the«contracting offic~r ()T ·his .duly ,.a:uthor.ized ·J~presentat~Y~· .,,.; .:i.;1:i"'" 

I· b'.· The. executiori·:Of':the :general Secrecy agreement .required· in a~ above· with; 
anyJihdividuill, firm; or corrioratfon: .prior to the deli:very_.of any. classified) mi~i_:-! 
tary information, and the annual secrecy ·agreements ·e:;ecuted·.thereafter,:-iw.:1ll~ 
cohstifute <authority :for' delivery '.to such, individual, firni," .or;~corporatiori from 
time to time of other or additional classified information perta:ining.to;any·secre.t11 

confidential,- 'or' restricted project, withOut the· necessity,· of::executing' a ·specific 
secrecy ·agreement ill .. eachi case. ·,·A< .rec.eipt, substaritfally1:as 1;follows. wiU,(be, 
obfaiiied -wlien ti:ie·•additional.-classified data are ·.submitted rto rthose•1who,;hll,Vel 
entered into .such agreement. L:-. ';· -~ · • _._ : • . ., .i · " • • ·' .' .. ".;' .1,i'·""~" : .l! 
·-':Receipt is' acknowledged of ..:.:._L_.;L ____ :.,.._ __ ._,_..::::,. "and .it Js,lecognized; tl~at _ 
fliese'i:I°a:fa' are•classified and cofne\within·.the purview:.of tlle. secrecy agreement 
signed by •-·~~-:..:....;_~..:_..:_..: ___ :_· on".:..:...::l_·.:.c.:_·_.._._:_·.::_,,,-. :i... : : ! · :.i 
; ;.52: .Consultations with responsiOle· -mahlifacturers.-'-The· CO)Ilmanding offi· 
cefs of; ars.enals~and :depots ·and .other, officers· engaged. in: .work .. on Government 
contracts are authorized to consult with all interested manufacturers or their 
representati'ves;· inventors,. and ·otherc'.persons. concern_ing;~techniqal ·m11tters in 
which'· :they have -a leg°itimate interest.· ·They Will,- 'hOWe'\Cer, 'inform all such 
persons of-the cH1ssification of.the projects;.works, and developments: . 
·:.:r53.U,Responsibility. of Army ·representatives or. inspectors;;:-,-a..1 Army repre
sentatives ·or' inspectors of the:supply service:are .theciocaL_represen.tatives of the 
War Department and will take the necessary measures to·1insure:·.t]le safeguard
iril'of cfassified··'iriforfnation or projects in· .the"hanas::of.:.the': Contractors orcin 
pfocess1of' :inanufa'cture:in-tlieir. plants.-: ::i · -,.. . : : '- · i 1 ··-i;i· !.'~ L: •J>Jie1 .• .,,,,_:-'
_;:. »l)j.;.; Army·: 'representatives' ·or· · inspecfors .. :will:: advise 'lcontractors) 1as:c.to. '1:th_e_1I,'_ 
regponsibilities 'aiid: the practical measures.ito be ·t_aken~'tO'. safeguard',-~eci;et,.-;CQµ" 
fidential, and restricted matters and will act favorably, ifr-:Practicable;non· arm 
suggestion or request of the company tending ·to; preser;v_e, .secrecy .. _, -I~., at ~ny 
time ''conditions at: any plant, or any·'action of; a. company_ or its:' employees, 
jeopardiz.et-the"security. of,: classified matter pertaining ·to: the;. War Department 
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or··vfofate the 'provisions of·tbe Espionage· Act;. the Army ·1repr.esen.tatiye .or 
inspector ·will }e,quest the. contra~toi to. take prompf:J'e:ri'iedinV action. .'If 'ade-'• 
qliate p;ecarltio~ary roe~stlres 'af{rioft'aken li:µmediatelf, he ~iif\:e:rioi:t proltilftiy: 

• J . • ~ ·<I ; . • .\ '·._I I . I ' ' "~• '.. • .'b ! ! •. ) f. ! 1 t • J ·.;r .. { "• . 'J · , !j_ f 

to the chief ·of pie supply-.i?en:'ic,e,. cpn~erned: anq" if t~~: s~tµ~t~tj_i:, i;e:].it,fr'~~;.}91; 
the commanding general of.the service.command in which the.item ~s ii). p):'qe,e~s:. 
o:f·mallUfactui~;· · ., i· '·<·c ::~ i _, .. :2t-. · · . - . ~,. r: · .- ·r-, '1,4; /~-ti -:- i::,rr 

,.o .... When Army and' Navy:inspectors.are on duty at the sa~e;plant, 'tbe' ArfilY'J 
, •• \ ; .• · ·,,: • : .• 11.•.. ' 'I .• • ' I ·' .... ::i: - . - ·-.• ; ........... , '·. , ·: ''• •. l .•• ''l ·, ... 

insp~ctor :Will cooi;dinat~ all. S!!CUr.~ty) ~ep'.~1,1,res With the 1 f:l' a V.~'. .}!}~P,e!!~?r)Jr 0,~def 1 

to a void, conflicting: demands upon·contracto)."S .... , .. ·;,,,:U '.., ... , . , ,,_·.. ..1:f ·;; .. rri 
· 54.; R~sponsibili~y of .. Gcfver;ri.~ent '1 coD;t~ac.tors;.:...,.a; A' private individual, 

i _' • • "* ' •' • , > • • , l I .• I'/ a •. . ,,. • • ... ", ~ 

firni;··or 'corporation Which"erifers into a corifract'to engage in· tecl:iniCa:l wO.i:,k 'for' 
the ·War ,;Qepartm~.nt b,ecop:u:s; 1:'<SPOJ1SiW\') ii} :i;n~tters:,w~t~il} 1his_ .o.~ U~ ·c~~·~:roi ~ 
for the safeguarding of alLsecret, confidential, or, restrJc;ted,1llatters tl;l~t may1J?~· 
disclosed or that may be developed in connection therewith. A clause to':this~ 
effe<£ ~iii' be ir'i~luded'."in'. 1sb.ch; a c~ntract, but it~ ·o~issfon 'wilf.not• %lease the 
contractor f:i;oi:µ his resp01;i.sibi~ity ,un4er th~ E.'lr>iq~~g~ .A.~f~bd~~til~f1pei:ti.~'i:fptt 
Ja~~·. it :.. t. .. · ,_':·' ~ ) ·;·< : ··~ff~ • .. 11 • ;. :tf; \'.i f.:, .. ,,,_· .. t .. t .._,. 1 J -!-;':~>·:·? 1' ··L, .f'i 
"lJ. Coritracfors are ·responsible' .that all classified projects; all'otted ... to subcon'-~ 

tractors or.agents are fully.protected by a similar·agreenient. .. :.r;~: :'; ... ·. ';. ~-·,,[..i 
.. •., . , ~ ·. · . ,I ~ _ ·•.·. ; t · ,I <:.i ~·'!: •.._.• •fq•''.t! J f,.,lj'nf,":·-'l'ff't ~' •'l' ·~ 

3. ;wh~never .for 1!!-.J:lY 1re.asoµ, a,. 1cont:ra~t, ~U;gree:iJ;ient, !>r i;;~b~~n.t:r~ct~:p.i:i-s .·be~:i;i~ 
niade Which'•dOeS• not include ·aLsec;urity claus.e but ,1a,ter.,.js5rfoUlld to, itjY,Q~;v!!, 
secret, confidential,· 'or· .:testricte'd':matter, "the ·supply' 'service; concerned: will take\ 
the necessary•steps to insure.that.the project or ,work Js·prqp~rly, clJlS§i~gd· a,i;td 

.tliat•the ·contractor, agent,:'oi· subcontractpr· is informe_d, 9f_;-;th().s!~ssifi.CU;titJJ\. 
and·of:•his ·responsibility in the. ma~ter ... -"'-· i,'r..;... • <J· .• :". ,, ?~·1 
"-55. Tests of: classified· ¢.atedel...,.,..T.ests .of .classifi~d .mat~rte.L ~~11. ,be. ,a,4~·, 

q\ia:tely-safeguarded by am responsible officers., .. .. i, ' · ;, , ~., ;,., ~· , , '~r ; ' 
. :.i56. ·Public ·displayoof,;:classi:fied,.materie}.-=a,1 C_ommal!.d~~g- ~ffic.,~ri;,; .~re~.r~7, 
sponsible ·that all' classified: ·p·arts, components, qr· ·f~at.ure.s gf m.!lterJel, .are, ·Pf.OP'-. 
etiy. 'safeguarded ·during· maneuvers;:· drills, par_ades, ·, ce:i:emonies,~ _assemb.la_g~s,. 
demonstrations, or. exhibitions open to the general public .• :: '.':i· ,·.,,._. ,, ,- .. •. ;, ,:,r" 
.: :b;! (l.)'. 'Photograplis of. equipment. while .. in process · ~f develop1llent .o:i; . those 
, ·' ·; ": , '" revea'ling. processes of manufactu.re. ai;e prohibited· unle:;;~ authorized; 

by the chief o~ supply.service concerned ... After .an artic.,le of eqµi:p-1 

! ment ·ha-s been·"isstled . .-to:.conib'atuuJ!its; release• of ;photog:raph.s-,is 
: ~ '"-- . perrriissible·U:nless: specifically; pt.ohibited. by the1 instrrn:~tipn,s ~ssu!!!l· 

-.. ·:-:··therewith. ·~.' ",-·T' .,. ,·,, . .-~.,., ... • ' ' [1,-. .. ,•(,".1·,,. ,. ,, ;,,,,, .. ,) 

., '(2)-Requests:for. permission. to t~ke photog;raphs.:of cJ_assified :m!!-t~i;iN•. 
• >.·_. ·projects,.'orcprocesses·of' manufacture_; will. be;refei;red: to. the,-:W::lF.· 

Department.through-the prope~·.chief ·of. supply,·s.er.vi\:!!'l· : •• ~.f aµtJ~Q!itY: 
·: • ''·" '{;..'!' is· granted;rJC will·ibe •with· the· und.erstanding,'.tbat .the. res~lt!,ng 
'-:'.:, ,~ · .. ,"'photographs, ~ill _be·:submitted to .the~War J)ep~rtrµ!!nt .foi;-:.rnyigw. 
._:,.~L~:"::. ,:'_1 .. 1 . .iJ)i-iorJto :release.·,,_: 1! \• .~ ·~ ~ • H! :;: • ;,'.r.e ~-·.r:. ·~'-r .• r ... ·,:·'.· -d-:·:p 
"' 57; Releaser of• information: ·or sale of.· mat;eriel.-c-a., pomestiG, sale, "R.i_vulgiI);g 
information in connection 'with negotiations for fo;reigIJ.;.s~le,:_aµd--~oreig:n,,mariu-1 
facfore of> items. of;Army .and. Navy materiel •and, equipm~nt .are. not,p~rm.itt_ed 
unless ~the~War·;and_,Navy.·Departments are _agreed: that miJit!lrY ~s~cr~cy. i,s ~,qt 

.. c'lJiilpromised.thereby:· . ~'·"' --. s .'\'. ': :, : ,:r. '. •.-1.-:.: .. ·r;, .';;;:.';:•Jr• 

-"Lb! InternationaT;·traf{io in cirms., : ': ;-: , 'C' ··. ... ":, · ·,. ,· , .i:L"~::"e" 
~.·. ~.·. (l·) •The State: Department administers ·inte_rnatio~~l. tr.~ffic: il!;;arJ?:!S""~R-.4 

1 ;;,;;r•c'; :; . ·;,i military.I. materiel::coming ·within the •SC\)p~. 0~7ther_:Re@l.at_i9.i;i,~ P.ov. 

I 

SA:IfEGUARDING 'MILITARY INFORMATIONJ 
AR:3.so..:.s. 

57'..,-59. 

erning the International Traffic in A.rm·s Amm "t" . t ' , um ions ·and Impl 
r-."". ,mensof;War:and,Othe:r.Munitions·ofWar:,, 1 .~·: (,q ' e-
... ,:> •• (2).,'Ihe StateJ L>epartment -will not 1 ·f ·f ' -
,2;:y; ;:;-.. '"' coming - T. ,re ease.'. or orfagn •_sale any item 
. . ..: _., . ·N D wi nm .the .. scope, of ·.these regulations .. until 1 the War and 

',,. '~ i.''~-"- ~.vy ... epa_rtme.nts. have. stated .that·there ;is.:nolobjection to the 

' ~.t. 
'!~ .. ,.~ !.i~·! '· };.1,_•_·) 

··)'! .. ;(·) : :}" 

1 -... , · .... _. ·. '1 ~- l • ' . ·!. ·/~.J 

Responstbility of Government . t ' .-rm.v.i representative,-or:·inspector.::~_,~> _ _,_:_:.:_,~- .;60 

~~·~,-·:cia:ss'i~c~·~~:~~~::~::i~;::t:~~~~~:;::"J;-·-;7~~~-~-.'-•~0--'i--;~---,~::7~~·-~·· 1 % 
tions.:foreign ;D.ationals :includ· . ., . , . · - ~r '..the. purp?se 'of ithese [.reguia:: 

(1) Repre~'entahves, o~a{~"0/"-' '' , "'" ··:· .. , ~·, ·-!''"".'"'.·~i·"~F! l,;i·i,-_,.,. 
.,.: ,,.,. '." :!Ji:.aw official: stat"u~· "tp, :· .· e~p~~J ee~ of. a· fore1~n governmenr1havihgr 

.~J1f I•'-;,_.,,,,'·'•;•,',' '..1. J/~"i .. t. -· il ,_ (f'1 

(2) All other foreign·tnatio 1 il . . · ". ' · ' 
·lJl1•:.il ' .,;'.l,sentii:J.",·R<iforeiir:i . na 8: an :citizens of·the1'United'"States repre-
--: b:~;United;cStates~. ·t·. . ·' r~ove~~n;ient;di.rm,. ·~or .corpo1:ation; ... '.~; ; ·:-." 

- oi izens.=:AU .c1tizens of- th U ·t· d S , , . 
a<above; '.'~J.:r,,,:i~l"s' , . .; .. ,:" ·' ·. , .. · e me ". tatesr.not mcluded in 

" . • c.I 1. -~-l. L. '- . •".: • • 11•' r • , ·1 ·..._ t . r . , • . 

b~59.:'fAuthority: foriadmissiom~:·GeneraZ~:· ·- · '·· '-' " 
1 

. 

tions'!relatin.g•.to visits'.willilie;routed direct b t" orrespond_ence and communica-
b. Foreign nationals. .'·..;::; -, ":. :.i~- e wee~-.the .. va.r10us offices concerned. 

• • ·• .1 ! '-' ~ ·.• ~ ! ' I' J • ~ 1J 1--. ,- "'\(• f ' ' • 
i:; ·:y;(l)' Foreign nationalsr(see par· 58a), .• _,,,,. "'"~ "." .. , ._. 
-1:-·· ·<:..•:u;q ::-.commercial manufactur· . t b;1ll be adm1tted•t~ Government or 
In ti:,;-,"•' f:., fories engaged on clas ·111ngdes a _1shments ·and experimental labora· 

· ' · s1 e work'·or ro· t · 
• L! .,., ...... ;;:: t•Camps and airfields , 1 . P Jee s,. and to'military posts, 
·. ';)':·1; '1 ·pr:of1Staff G-..-2• War Don y,ton wnt~en\authority.of,the A'.ssistant Chief 

. .. " · ''- .epar ment General·Staff·- ,. · ... ,~ . 
l0•L,)(2),iApplication,fo:r,·such visits will'b·' . · •. I , 

o! ; .: '.: ·,~..:diplomatic' .representatives ·exce~t~· m;:e ·throi;_g~ 'th~: appro~riate 
employed by citizens of the United ~~~tese case' of ~ore1gn natio~als 

·;~.-..... ·; :~1 ,'owiled."or controlled· b . . . _ _ ~r ~Y fir!11s;?r.corporat1ons 
.,,, , t•)..., ·: .J::applications will be· su:~~::~~e~s ·~~·~he. Um.ted••States,:i·for'- whom 

.-. . ..; .. >; r'Icommanding officer Y'· eir. emplo~ers,1 approved by-the" 
'11'. ·;:! ,·. ~-and f d d .. or manageme;11t of ·the establishment to be visited 1 

· - - 0 rFar e .with' the.recommen·dation f 'th , . . . . ' 
·.:t . :1.; "Service or appropriate com . . o . e chief .. of the supply• 
··~·" ::- t;rconcerned· t ·th A . man~mg ~eneral·of•the"serviCe comlnana• 

- O- e ss1stant~Ch1ef.of Staff.tG-2·;-War D ·'·t ,;., .. 
. General Staff.,: "'L' .• :.', ,1 ·'.'.;i. .. ~ ... '. --. "'.. . _. •• e~~r ment~ 

"' ,.;(3)·:4:pplications:submitted throu . . ,, ~L.: ·-·· ' .... ~ i ... r1 ·~i.e. 1w•irr--.:'i 
0t't r:~ .:;,;Ijwill: fo.chide ,°the follo""1·n g~ ef1ther ~f·the _cha,i;itiels•de.s~ribe'dlabo\re 
. · '" g -In ormat1on ... , '" __;, )" ·. ,· ) .. , ~:. _ .. 
.~w-· ·arr:-1• "". ( ) N · . . · · , . · · · ., '·· JL•_ .. ,, .. · i. 
·:, ... , .. ~~·H~'.:~~-1.a ~ a~_e·1n....,fu~l:.·~•tll'.\.J·-."1.;.~·~··,"'· .. ·_. ~, _~: r; }J :.Ji.~; ~\;J·.~Cd{i • 
·' - ··- ""· .u,,t •. ,, (b) ·Official; ·title'" or · ·t· · . ·. . . .. · · 

( 
. · -pos1,1on~ .... t··,_ l ,,.t.":·.i_·} ·:.i! i.'t•n:1.·.£ , .. ri·· ~'-.'•fr·. 

o) Name of plant or plants t. , · .~ ' -: ·' ,.,. · 
· _ . . . ,, . _ . ' pos s_,. camps;tTor airfields·' t6 which..i 

adm1ss1?~ .1s•des1red~ """ , · J:. ,.,,,,1 ki ;; ,11 o.· ; 1.( \cl 
(d) Date of visit or dates betweeh.'.wlii~h':vfs'ts> '''d' "''" 

•:.-. (e)-iPurp· ose'o" · .. •t.. . 1 . • are es1red. 
·-. ', •· J: 1 VIS1 ·.·01-.!k, i- • .tot;3 ... f· 9-rf:) :.:·;i6~7 rn. p··trti·:·i··· / ._. 

For foreign nationals einployed··b-, ··ti' .. •: - . . ~;_- . 
b fi Y, c1 zens"of'Itlie_;United 'state 

or y rms or corporations owned· -Or'i cont'rohed by ""•t•" "'' s 
United States' the following ·additional'iriform'a"t.-'·:.',.,."'"'.cll1'b1~e~~' o~ the 

. _ 10n-w1 · e required: 
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.. !~.-.r.t~ J1trrl 1'.,~rit(Ji) 1-iNatiobality .. 1:.. ...... ~ :-:1~·:·.'~:' f;.nc·~·-··,, .~~.:~. !:.-U:i -r:-:~0·~:.:; 
(g) Length· of' service\~witfr.'.preseritremployer:o ·a':;-.;:. 

. :.." :i ·( 4). Bi'ior •tci•)authorizing ·· i( .viSit to ~a .War' Department orl· commercial 
I1. •f; '.'.1:''·' !"mani:tfacturiug·establishm:ent· engaged in classified.,work or projects, 

· ··' ' · the.1A:ssistant< Chief Of :staff,. G-'-2,'War;·Department:General Staff, 
-~·will .secut.e 'the:-recommendatiOns' of the Navy' Depar'tnient and the 

chief of the supply service concerned. Members of the armed forces 
of Canada and Mexico. ~a-y;-however, be admitted to Army posts, 
camps, and airfields nea,r th_e bo1;ders of those countries for occasional 
visits on the authoritf of .. the" commanding general of the army, 

1
r11 ':·L c,: .. t defense conimand, or service command having jurisdiCtion _over such ... 

t ,• ... -· - - ---· - - .• - • •. - .. -- .. . - . - . ·''. '· 1•l.i 

e;, . p9sts, _camps, or ~irfields, _without reference to_higheq!l-uth9rity,_ "•·r/. 

1.:c. United States· citizens.c-Subject. to the"approval of. the:,commandiiig,,officerl 
or' the contractor,. United· 'states citizens, excepf· those ·representing 'a :foreign' 
goverrimei;it,>:fii:.m, or :CO.J:PO~atfo.n,'>'may- be .. admitted:·to War-Department or com
mercial manufacturing establishments engaged on-.. classified. work or• projectst 
unqer,,tlte:·follo_wing ~µditioqs,:i ~' '<V:'-11:.·'l'i ··. ,d·; .. _ .:.c; ... ;·.: .. " : ,.,,'. \,. 

(1) Casual visitors may be admitted provided· no. secret, confidential, or 
-'Y.'LC'A r:c;'; .. :·-resti:i.cted-w9rk.or1project'is shown•or discussed. ·r. ,- .. 1 • (:·; 

(2) llepresentatiyes of ~other ·united ;_States ·Government: agencies, manu
-:: '::-::,,, :~,.-.: fac_turer_s,._9r·their. representatives;1eifgineers,.atid inventors· cooperat

ing in War Departm~nt work and having a legitimate intetesti 
-. ·, iLlrH<''l' •,-: t]!erein:· rnay.-.be1 sl1owu: ·.such ·works .• or: projects ·as .. are :'considered 
J: "' ,. _,_,., .. , . necessary, and" desirable .by .. the responsible<chief. of •supply· service" 

.Authority for admission will be in writing:. · ... : . .'.'>:. • ~· ,.,,,··\ .J 
· ·m ~:·· (3); _Accre~ited;_:re.porters,. pho.tographers, .:and~ other; representatives of 

-;..,-11:·'1,.;1. r 1" publicity !agencies,,mayrbe> adinittedr;to. manufacturing establish
y·e:-". ;_-; ,·:;. lJlents:eng().ged':on,.1w.ork for the;,War .Depart_ment provided classified 
.. ,. ·rf·-:. s:~, · :-. t:matt~rs;-;.projects;;ior, ?processes of, manufacture .are :not shown or 

discussed w)th!them:;•··N~ws•items, photographs, .and::motion pictures 
:'1:"l'f' ,.,u . n result_ing.;from,,,the· -visit'.must be· submitted': to •.the :A.ssiStant Chief 

. , t ··'11.i 1 •;.. r .of~ Staff, G-2; ·W:ar1rDepartment· .General' !Staff,:; for release prior to 
;~· ,···1~~-i.';{: -;publ!~~tio,;i: ·;~ ~.-:r !~? )·."r'r•~" :".">• r. -;;. ••• : 

.u6Q,,-Respo!l.sil;>ility_- 9_f_·5!on;imanding.·o:fficer; Army representati:ve, or inspec
to_:i;:~a. ,':l'he-.co911µ_anding. officer;cof;ia: military :manufacturing '.establishment or 
t]J,e:i~pny,>repre.s~_ntatiy_ej or iµspector .. at,ia, commercial. manufacturing establish
m_~~!·JS the local-rep1:ese11taUy_e of., the :War: Department in,:all matters regarding 
t)?..~1 !!d.mission .·of .:vi_sitor,s. • .1!f;, in h_is ·opinion; . the 1 si tua t~on at the 1time makes the 
a_gµi_i§!si9~ of :;l.i v_isitor ;iJ?.advisable; ;he._ds; :empowered. to postpone cthe visit and 
request instructions from the office wliich authorized it. · ._-. L<:•·n ·;T.i _ 

·J.b:u'rhe,,c91rm;i.andiI]g 19fficer, or, .Army, rep_resentative· will make· a· r_eport ·to the 
Assistant Chief of Staff, :<t-:2. War Department ,,General. Staff,;, through the 
appropriate chief of supply service or commanding._general; i;;ei:,vice command, 
giving the following information concerning: foreigheri;;r ;w1:16 Cvisit. establishments 
~l_lga,g~d.,in,cl~ssified0pr()jgct$: .,·;:·. · ,; .; ;,, , ·' ; .,., ·c~-k ':o ,,- :.;;/ ( •, 1 

(1) Name, official position, and nationality. , :: .. .if'."<' 1:J 

Je)··A.-;vth.<>.rity;_.{or.t!le-·vi$ik ;r.-i ·;,;·.::. ·, ·, _, ;·, :;n, ,.,r;_ , ,. 
(3) Matters in which the vfsitors shoVl'.ed' the.greatest;iiiterest. 

"';·: 1 :~d 1o).r;Gener_:~}nat~1r~,o:(·ques_tioqs as~ed. .• ';,r:: ..;r; ''· ,;,y, .. '.; -•,/'.: 

9
11-; :,..i([>>._c:I,i)xprestie,d;()bject,of·Jhe-visit: ,.,.,,;}.-; .;_•"c: -.:i -... · .:·, ·,c! ·w 

: 1n'.11f!~{U· ~~Rs~c;tQ.r)!i:~.§!in,ia,:.te _qf;the'real ,objecf:of the. visit.t~: ;; , .. ,, . •_; 

n u 

.. 
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-i:r "' ., ·i(7,)'1'General::)estimate o:f. ability; infelligence,.cand: technical .·know•ledge' of 
.,r;:r cl 11'1'1.:r:the,'visitoriand his' proficiency in the Englislr langui:l:ge! •jr, ! ·t,·r Ill:·;~ .. 
l:rtn'lc ~8)'1:A'.~briefulisf!of what-was shown·and explained: i·)·.1 ,. ";:·re;:, ·:v .: .·. i: -i1:· 
,:.•<:61',;:' n.-e·spiinsiliilitY, ' 0ofti.Gover:6.'m.ent contractors;~. '.Confractors, or subcon
tr:_wtOrs engaged in work for the War Department :mustrplacetsuch:restrictions 
·on•~tlie<fuovemen:ts-of; 1 persons Jemployed' or·· entering their.-· ·plants:---or:·offices.1 as 
~will give: adequate. security "to secret;.confidentfa1; ·or·:·restricteillimatters~in their 
.possession:•! In< view·~ofJth'{f wide"·differeirces 'iii organization, rarriirigenient; ·and 
physical make-up of individual plants, no specific rules are practicable.::,Th~re
tforeNo·caJ• icolldil:ions ·at the-pfaht .and the. classification of ,the: •project will·'deter
tmine-:;tlie 'se'curity ineasures: to be adopted~::(!('•· .. ' i J'-"i'J - ;;: .. < • • ·~:;_; .: :jJ1L::7 
z., 'lbfhThe:;follo:Wirig .generah procedure :ill' :regard~ to ·. visitors:~aLestablishments ·or 
1pliu:ltS eng,agedrii{Ciassified 1projects for.the War Department is .. prescribed':.1.~: ; 
·" ::<. :1(1:)':-Visiforsi-wilr be: accompaniedf during· their stay: at· the'l planti1by!·the 
,:•.i . _.,_;,_.fo() Li:rispecfor or: Ariny_ tepreseilfative, a .meniber-•of ,his-'.office,-:or·:som~ 

responsible person who is specifically informed as to the necessary 
'·• '.1Jf; · - · 1-·· limfta tions ·or restrictiiins, the scope .of. the., visit,> arid ·.tlie in~ormation 
;, ;;n,. ' '' · ·. :which"lilay-'be furnished.·. . . «.:'; -- ... , : ·: c .:C- ,,_ ...... ;:>c~r . r:(•' t1:.,,., _.:9·1 

·"i1: · ·· • (2).' Unless specifically· authoi'ized ·oy'the .authoJJities· 'mentio~ed in-·para
,·Jrn .. ,::_. 'i,'.; -graph <59, ·,visitors ··wm· not'' lie' allowed:-.iµ .any· .shop,- :-laboratory, 

drafting room, or section of a plant . where, secr'et,. ·confidential, 
, hoc .fl ~·' Forl.restricted" materiel'-is located ·or. where 'classified'l.wofk -.is) in 
•!:l~;: '.·.~·+·:::1 ; 'progress;. nor will.they. be< permitted. to· take•phofographs.l1 : ;_ ;::i:e: 
i:r!c;ti'(il•) l:\va'r tDepartmenfi corifractors wilFsuoniit to thei.'.commanding :ge~eral 

: <of <'the· ser.vice:.comm'and; · chief. of' supply ; service;;r9r.1 Commandi~ 
General, Materiel C01~Pl'.1:J1.._di.J..1:my .Air Forces, whichever is appro
priate, to whom th~ir P.}<}nt_s:i~~:~- a~signed for continuing protection, 
~t th~ end of each month, and upon the completion of the work· 

•'J'J(t t_...'-l_.diJ",.-\~ . h!•"f"". . -~, ... or project;..-~a· report ~of ·an visitors"wi:io '.ifiave 'gaiiie'd. irifori:hafion 
l ') ./"'- '.•. ~' ! 1 _. - ,• • 

concerning ·tlle ·classified ·work or.· projects. These reports. will 
include ·the following information:' ···.---~-~r::·:·. ·:·

1 
· • : • '"~ '"" 

· (a) Name; official position, ap.d'.,nattoµ~llty. , ·· . ._ ;1 ... 
r!H"'1iJt-.!''7 -,f1liiH.:i ~Jb;)_t~ddress .. • ·, ·:L~~~7 ,.• · ... '°'._;; .,,-:-~t:i" .: ·.1 (;_t 

<"1"_1 :;.:ii. 'i:'"t!~Fl (c)114.JJt.hority_:for visit,,;_, "' ,_,., '.!l·.1; 
1

.1rr-' ;-,.1 ·., .!l ,. , 

<!rt• 1.1 C;:n1'.:1i~;· .( d)!r;wJwther auth()ri~ation for .visit was-written or oral. 
s<·Li.;;:Ju J~';i'i: 1i ,,((l)"J.Whe,ther, authori~atio~: ;f~J..~;i~i~!t'"~a:;;;~e.~.~i~e(! prior to or 
'.'~'·v>;;.; ~--~;,,_. ':;,, ;,:i ,simultaneous';wiJh_;1thjl,yisit,:. :. ·, · i .Ir;:; · ,,:. 
\['£' :,, ~·.A-.·•.t'. <{.f) -.Num~er · of. _:;iuthoi;iza,_tiol]s ~ie_ceiv~<_'l: .~O!i •,whA<;h the corre
.: ~r;-.1 r i ,,-w,·•.;o ·i; · .f ; . r.; , spondiQg ,-vii?its:.were, J;J.O~ 1 :qiade, :~~th.:r.C!eJa~l_!i~ information 
·7i1·/1 !}(). ::; : · ... ;J-<l· ·:-_oi11-.eacp .. _case::~, ·. c-.<:: ··. -:C;~ ;,; ; c;l ll •'j•rl11 :-..• ,-1 

lrnf"<":'.u(2-),;Tliefcoinmanding-genen1.l;.9.f ~t~~ se_ryice .con;ima11.d> .. ch.ief of supply 
ICJ '<''::::·.oi·<f.£> · service,.. or '.<iloll!ma:µ_ding :General,-. Ml}tert~J~,Oo.Jll.11!l:l.P.d, Army .Air 

• ;L'.'..'; .. ,Force§, .. whichev,er .is1appropriate, · tQ .. w,l;lqm J(t]le!-r::,·Plants are as
'fHlJilfot P:i 1,signed~for_ (!Ont!m.I_ii;i.gc:pro.tection,.: -wm sµbmjt. 7t}:l~.,r;epor,t$1 to the 
'tft '>· ,~;·, :·: f•.Assistaht· ;Chief_ .of • Staff;,c#-2, :, W,[tr .. D!ip~rtni~nt: general. Staff, 
f!i71 '• ·l!':,i :. . 1'through·, the appropriate chi_ef of .s.uppiy s~i:vicJl.; :r 1; ixJ i 

;~:~~~~;~r.~" :~ :·;;;,·,; ;,' :~_ ,~-: ·;;:, ~--~~ , ~FJ?~o~·,~-yu "'. . ~·;.:~ ·.- ~ '. ~:·: ·.~'.· :;~': 
AIR SP .ACE RESERVATIONS, RESERVED AREAS, AND "RESTRICTED 

~iK~~i~1i.k~t·i~~~i1~:~!l~~i~:N~:~~1,~~;t~f iii~;~:'.~;::~·:; 
_:..ir,·.:--,,;1t-..~,~.T 'ff".C"\ :rrctuit!-'""fr ;rri. ,_li 
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·.,, 6@i::Air. space 'reserv·ations;-a. :Establishmen.t • .-Air •Space_· reser_vations over 
military install~_tions •·orf reservations -.over .Wh.ij?h <.the• fiight-<Of£aircr;ft· is pro
hibited or restricted for the purpose;of·national·.defense or)for;cother:governmental 
·purposes: are established by Executive order of the·Presidentrof .the ,unft~ci: S.ta.tes, 
:or-by,.a:State,:Gommonwealth, orcTerr~tory. ·: .-·•.·,.,.;_ '.'~ .".n .... ,,. . .,,..~~, ; .. ,1'>L ·; 
r. r· b. Ter.ritory. of ·H awaii:-Section 3,,,Air Coll1merc~ r•Regu.Iations· of. th~ -Territory 
·of· Ha wait; .prohibits private an·d::com:mertial··aircrafJ from .flying.over· or crossing 
'any part of Diamond,,Head·::tnd the; fortifications, ·of Fort»Kamehameha- ~nd,F~rt 
Wea:ver .. 1·.' .... · ·· .. ~--r;t ~~ ·n: ·~~-~. -:.·~:- ·'i'f~ j:•: _:~·":/1.:·- r .. l · ... H}~ .. ~ ·:: ({ -. :··, f· 'f ;~~.; 
-r;c; "Philippine: Oomnionwealth.-7-Fly~ng,-~y. any:!ai~-craft- other: than:lh~s_eJ.af:.the 
United States and Philippine Governments within a·idistance of 6··miles;from-the . . . . . . ~ "'" .. ~ . ' ' - . - - - '- --
penmeter ··.of: _Corr,egidor. i Island, r F!'.aile. ,Island, , Carabaor-Island·~ •and . Caballo 
Island,. Mll;nHa :Bay;cand: Subic .J.~a:y, Island of Luzon,' and.withln;2;.mile~··of. the 
perimeter,[Of 0avite ?,enb1sula,.Manila;Bay; is,prohibited·by:~ection· 8o( Air Com
·1llerce· Regulations, "Jhe ·Government .of•the· Philippine.Islands; ·dated October 15, 
1935.'·"''! :·i· ::-'• .... ···.t;·< .. ' '! .-. . ' r:· .. 1 ., ... - • 

· ,uk Respohsibility;of co~ianding ,officers,-:-;-The co.mmandi~g;~ffi~er of a military 
reservation, post, camp, station, or installation ·o:ver:which· an air· space reserva
tion:_has been .establisheil .is· responsib_lf) for the1surveillance of the !}esignated air 
space .and !for ,prompt -report· to The ·Adjutant .General,· through ·military channels, 
,of·any; •illegal flight- therein. 1-;,:.. . .~ ·:i: ;.,..... . . . . .. ,, .. 1 

,:;63. Restrfot"ed ·areas:.,-a; D.esignation . .,:---The·.commanding,.officer of a post, 
camp, station,ror:inst!;lllationds responsible' fqr<therdesignation and proper safe
guarding. of. re>ltr.icted!areas. '1f local conditions dictate, he will mark; all o~dil).ary 
:entrancesror"; approaches to_'sµch; ::i.reas -with a,signoreading !J.S :(qllowi;: ' · · · 

:~::,:",'.:~:.:;:-;·:t?:~::;:,'.,;·;; ~~;r~'. ~,:~,::it;,.;::,::. 
·« It.Jf·J!nla1"ful .to ,~r:.w·_;;1v:ith~~'"'t~i~· ~.,:-:-:.:;:--;-:-.-::-:,-;--;;-::~'riteoi:t written per-
n~. ·" :~····':( ~···~-. . )·~-).:l~·r· .. ~r .. r. (Areaqb~11<'.11ng, etc.) · ·m1ss1on of _ _.:. _ _::'...::_~_· ___ -_:·~::._!._...'.·'.:.._..'.:/ ' ~i / . , ·- ·~·:· -.. ~r. J_ ·.'·-'. ~:.:. !T. ·.·--r ~ '! 

(Authority) : P. !.i '?! ·1•• ·"" • <t_ :. >:1 ;: 'i~•·t c:.::: C~-\!'"1!:;•, i · 

b. Procedure in case ofl'vib'za:tianr·· ,i:o1-.J:.;<' j : • .• ;;. ,':u!;''.T (::ii 
(1) The commanding officer of a military reservatiorl; pos't, camp, station, 

or installation will c~use any.:petson· not'subjecfctcJ:Inilitary law who 
.. ' enters -ii restI'icted'. area of huildirig .to. bet de'taided', warned of his 

i0 ·~·1 ~.:·c" riglits,:ianu·iilterrogated b;fproper·•authority:i';If)t,·is a first offense 
and there is no evi'deiice;of~delib'erate'·iiiterit, the offender may be 

-~ • ' " 1 Wafn:ed 'against•:repetitioi:t'.'<anMteleased ·t'iponi the .. surrender of any 
r·,hrd·;. 't·." ·'uniaw:fut'.:Photogfaph/sketch';:picfure,..d1;awing, map, or graphic rep-

resentation in his possession. Other.wise·the'offender will be deliv
·1.·'-< rr' '· 1··'ered~withmWulifieces·sary deray.:to>the:nearest·l:Jnited Sfates marshal 
'.!-\:" f;with ·a· mitteh''statement ·Of the· facts,'' the rui.mes"·and addresses of 
";. ·. ·: _.,., :.the~witllesses·, and such'pertinenn~xhibits··as·tna:y:be-available. 

~ \ · - (2}·:w~eii "an nn.vestigation' ·reveaJW'that< 1a~person . notI'subject to military 
"~';"- .l f" ; faw'has>'.entered1such a ·'restricted 'area.'or.·btiilding,; custody of .the 

individuari·not having 'beeriU'effected, •the commanding officer will 
promptly forward in writi:µg to •. the nearest United States district 

CL~-·. \I.I, l'?l:f~f~othr?ey _.at r~l3~;t 9f _?;il, ~~3,~~t~, · i~s1y~i~f. ;he 1;1?;n:1(~ -~nd ~d~e~ses · ~o e w1 nesses. , ... · ··· ~ )_. ·' J.:· : .7 .... : ...... -.• ~ 1.1. .. 1..'-· ~ u1._.:- :..-· ~ : ) .._\ 

t:srF .;,/y) A report will .be made ili~ough.:"military channels to the commanding 
:;;.; · .. general of the service command of each case brought to the attention 
·:•, -- --- ~=-Qf c~vi} ·a1}_tho:riti:a~d w'ni _in~111~e_f!~!i~f 9f_an.t~_itJ~i!~·,irP,~'1~9Jji~s 

of all pertinent communications. 
:2{) 
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1 ·Ti •/ '. ': ; ., ;1; : .. : , , 
~~t...' ~ ~ .... t .,.:_ rg/J.n .. !~~,; ... -:rt[J •'1 ,, f. :.~~~·~; ·....:~<' -4 

}°cU'll . .,. .. ,: ~., •; :r•j;, (•1: [;·.i..;;; ·,:i.:TRQ_QP ).\1:_o:y}lll'r,{EN'.'.r.~ 

g!i1~~~i;~icii~i~~-:_~Jl1-~~-:.-:.:z~~:::~~~~-:_-:_-:_~~~~~~~~~-:_-:_-:_-:_-:_-:_~~-:.-:.~!-:.-:.-:.~-:.~~~{s~;~;;~~;r;=] 
Embarkiltioll--:.~~:::_.i.r· __ ~JtC::.:....:q_:.:...._·:;.:..:... __ ._.!. ___ ..:: •. :.:..~'..:.-~:.. ____ ·:....J:_~!..__.-_::._..:....! ___ .::..1 __ :_:_f_rr:66 

WJ~~~~~~~o!~~~~~.~l~~~~~;;;~~~;~-~~·=.~~=~~~~~"=~;~.;:~=~~==;~;=,~~~~·~;=l~~;:~;-:::~~:.·~1 
64. General:;=a.: Mov.ement~of .troops or individuals;·:·or .any, groui1.or, class ·of 

such movgments:mayc.be clas·sified .. as secret,, confidentiaI;i.or restricted. by; or· by 
·!JUthority:.of, :any;Mfficer:.authoriz?di:fo «mak~·,or authorize· secret _classifications 
.under1,paragraph 3c.:.,:All information •relating to-movemenj's thus classified-:will be 
·treated as in the';same :catggory.;as -the moyements to ·which )t':relates and· ran 
mo:;:ementsiso classifiet:!;:will•be:governed'by:all the provisions.of this section:.. -:· 
m:b. i:,0fficersqmd·:tnen ·Will avoid.talk or ,discussion of. military::matters :while in 
!}ny; 

1
public;place a_n,d;,will, .view; ,w,ith ~suspicion any .person 'asldng questionsi aliciut 

~ili.tar:,y,1 subjects <Or' discussing ,such 1 topics. :where •tliere~.is.:ev.en:. remote· possiblli ty; 
tl}ay,thei•info).'mationtmay :reach 1the-.enemy.,; J 1 , _ _.,, .. _., · :sG.t ,,_, ·,.) -.. ~··; i.,:i'>l ~r" "~ 
94c:f!A:ll['persogs; connected•.;with: tlrni 'lililit~ry.,seryice 1wh"o:1receive1inf6rniation.o'f 
proposed inlandc,ol!(OV:ersea;1moveinents; ;classif\ed -in accordance, with: a<above,i of 
organizations, detachments, or individuals are foTbidden to make public the details 
of such movements. :.::.1 ;·,H :-J . , 

d. (1) The names of organizations, ports of embarkation, or ships to be used 
Fu~· -~--i~'t:~1bB¥rifiv~We~ts; 'o~ th~ dat/o·i1depart~r\i;y~-rrl~~i.1 6Feri:i.b~rkation 

dg." ";"' :•i'! will not be disclosed. 
~~ =~~~2) ~~'Yh~n-it_~s _n~ce_~~rY: .W ~9-_v!~e re_fa:tiV~~·it ~~t~e(frvW~~s '6i £liI;F.~~~~~'. 
!" _i_l!g ·_dep::i.;r,t1.lfe., ,.p~r:sops cpnnected: with., the-~mili tary· service ;wiUmot 

· !:'i' --convey any-information-in regard to rail routing,-probalile thiie··and 
:l"I' ·date of· departure from ·or ·arrival at. anf s'ta~.ron.; .~-a~es '.of. ·~hip~: 
-~~ k- - --- ~·port~ of e~fi.at~fft~.?~~1~ir:'1-t!1e..~dll~ti~ef,~i9~ 8f." o}gg~i,,z,atio~'}'.'(.,v~ . '.,'_', 
&1·e. JJolllµiapding_officers of .troops or, individualsraffected .by. the provisions of this 

~~~>Wl~·•:~r;f4,rem;yp~}bl!f,r~f.at \ ~lJShc.··ffRqP~,.~r, ,~B.<:J..~:v~cl¥a~~ ,~r,e _iy"st~u~~~d in .such 
Pi~q,v~g~~~s,0rM,i~e? •. 11?,f,,tlftj}~./1;Pp}i~>:b_il~F~·, iH1d1'.)'Y:.1F-~~~· :?~ :!h,e ;~ang~r, ~nv,ol,v~ ~~ 
~ia~~§_r 8~rftYf-2,~~.~~~~¥ J~?p""c-;~f~iI;J.g ~tf9~Jii ~~y:IP)pt~~. ~ ;;~, .;. f :·1ir.nl · ,. •f· '" 

1 
.. ~-- r ::·:! 

_.,, ~?·E:R:~Hi.::n.:19-0~ffi~Jl;.t~.-:r~8~rP!i1~:1-f.i!!9,;9f 8lu;s~. ?~. ~~¥9agt;;, to; }.1,1.dic'.lte. :ip o;y~f~~~ 
~~~H&~FJ~?; t~~1 ~:t[t:, ?f1 ~er~n"\1Phor ,~h~) !ip,IJte. o~ th~,~h.ip,.~sJoyl?M~~IL- ';i?~l?~age_ 
fi:?r :l~~eh~~~.rNNP_.1??-eH,t~J1.~.,?~ itif1,qJG~seq.,t?,: t~~' cp,m~,a,1}.qi~~11°ffic;er,(pf_ i·!P.e P9t\ 
. ?~l• 'f.~fl~: r;}: ~?l/i,,o~(~~~\l;1il\~t~?~· o~,,d~lr,3_:1'}{1t_t,\~n,!p.~~. ·!3.l?(!f .,l(.St,aqF/?hed_, ,to citJt~ ·J.l?Et 
: ~n?e~fl-gf\ ?~9e~;ui ::.~i;:: ~:~ fi.:f :-·. 11 1d I [::J 10!·!: :1ri~: ·.~- -... r;Ji·.1:1 ;·i:n~··n;:i" s~·,.__ ;: .. ,.~t ~:· .. !:!': 
. , ,.6fl,0 Einb5trkation,,--a._. Adi1~issiQn. tp(pier.,s. , . "" - , 1 f' " \ '· • . .. .... . • . , ,)..\... •''v ''),It•. •.t_,1 \j._\.I •,2_, !~J .. : iv ... l'lt\•.L .~.·h1"l '" .. u' •. \ •. ,I.•:' • ·C 
· (1) :All persons not on official business ,will be excluded from the piers at 

' ' ~ ' ) • ·) :) (• , t .._~, ;_ I .. 'l, , ,.t _ , ~ • . • _1 • ; 

. . , ,. • all times.. , - 11 , 1 ..,. • ,. - 0~ 
.O™·USJ'1\)'-"' f-t~· 01 '·~ldJ~1~.,""\"?}\.~ 't•1 t·,.· ... ~·,·.~.~ .. •; .... 1~\·;~ \1~> .'.)···-.:i.>.: :g~ re"·_ ... "·'- .' .... ! 

~o ec..Jq<?,}q ~IJ,,1,Y ./?:ffi~!.~~J>~p,So~:.ar~ei:~J~l1~.s.i:i,,,rJt.ri!P~!~1,.to ,tf1)>;~ ctiP1.era~.:"\YH~il!
d !1ollv"'.' '.T" t~~-Jir.111i~i~tt~~LP.l~S orrl&'l~~~~'::fl·: :-.;!i.1"·:1. - . - r ;;, · -.-"o:iw , ... '~;int·;, 
.,,11 ; . , < r·)rr frrF~P.?e~1f~Pt~ ! ~}}~ ~i.l ~a<;I~ ,t~ h11 ye ~~.i;ev:~Fs, ~pmpiete"'q ~ tief,()fy arr_i_yaJ 

,., , , :at the ,piers ... No members of fam1lles, relatives, or friends· of those 
(;(}Ii. t-31.·rli..t~ :J!{i~•:I -:;.._,n-; ,J)\",,,,;,_f I~;·:·;!'.•.',·• .,, '.",.,l. ·.)Jl.,...'• -~,< .:, ••1 t·;~.J,»j:_., .',,I,\.· 

~ .. ; -~: :ww · /,u; .~N!!P¥ 0'J,W b~e .Nl?w~d1 :iJ ,t)":,e ,pi~r.s, o.r tl~\r~!.l:~»oH~~ .9_11, ,_~.1l~id\lY·. !Jf. s:;i.n. 
.•.. ,. , .. , ..r ;,.,,:._1n,~ .. , .,It ::u1y,;si;:c,h perso.i:is;are foqnt;!, there, tp~y ,will be.9rde,red .. awaY, 

.1,; .... .;.~.B'U- :),~.'~.l ,_.-...... ;>,..\ •• ?"S- ~ 'J. ~- • ..... ··-~ _, _t, 1 ........... ''• .... (. f ,_...,~, Ii~. - t ... ~ ·-·2.I 

··. '· , :. · i'.-,. · .• ,s~Wl!Il, .11r.HY-... by Jhe guf!rd and_.i;eP..9).'t ,w:m be, maqe .of ,f.he· officer ... or ,ll-'. Li.~--9 .) ••.. r_.-' ... • ~J.t.•.• ... i. •\,. l~t ,J., • ~-- t- •--·~ ....... u-" •·~ ·' ~ ... J.J • ''.IJ.JA •; .. \•.' 1 

,, .. ~:. : . ;. · \ er;lif?t~d,ip!J.n ';\"i.~h whom,th~Y; were seen o;r: .. wj.th'.whom they·attemp'ted 
l.1--:J.,..."J,,1J1~tj 5!.J•d·I ~J t ~(.1 '.. .;. .JJ. ..... f ••• L; ,,, ... t• .•• l,_J•<. t~~ f t•:..·· .. • . .i.1 { t.;;.11- ~J.l-;:s. •: -'· 

o•j~~~udt110:: ~~ ~.?!P.~~!Nc,~lte. t',. ~.;i-;-,'"· r: .. · .. ~t·,- .--~;:1:: ... ·~~' fti_1t0;•_.,3- ~.~ i71'-~'"r 
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b M t f troops -At ports :ofr<embitrkation troop movements will be . ovemeno . . ·' ... . 
made so far as practicable 'V.~~h~i:t. ~~t~~c.~i~g .. ~~~ue attention. _Troops will. be 
held at ease, bands will not play, .. colors··w11l be'cased, and no noise ?f any kmd 
Wiii'he p'ermitted-. ·_ _ ,_ __ _ ---. . _ . ______ ,,. ... ') 
~ii 67. Move~ent of vessels._:.:_ In hai:bC>i:~.--v~ssels _loaded_ 'Y1_th troovs.or,.~upp~~e.~ 
-~~ill- be m.oved · {i~der :co~er of darlrness, _whenever. possible. __ IL vessels1_must rbl'. 
:ri:io_v~d during daylight, the commanding officer of troo~s will hol~~his~~e~:b~!,o,'h 
'aeck"or within deck·superstruct)Jr8S _to prevent attractmg attent1011. Signals_ oy 
Jlags or whistles :wtil'be ·limited ~o "those necessa::y•~?r' s~fe-~av~ga.tion. '· ·.' " ·: -'· , 
· ·:i68.· Overseas.~a. ·AfferJ arrivali 0verseas_ ·no nnformation._-w111. be giv~n ~?n 
cerii.inginames or.destinations of10rganizatioris,.-rianies 1of. vessels,. datit;concernmg 
convoys-3·routes·pursued;1 measures taken fo·avofd•attack; dates.-of arri~al; debarkac 
tio:i:t",or ~eparture, or. riurnber;of~troops··or;J.l:ind.of:cargoes carried: ' l'r .,. ,~-)I..·'-· 

b.' The."disclosure· o:Mhe·place of :execution• or. aclmciwledgroent; on a·.legal.i_nstru
ment·iby one· ;inrror. :with- .t!.i.e armed:,forces ovei:se'aS' jslfauthorized -~rov~ding. t_he 
military .. necessity1 of secrecy. of._ strength~ and '.-locatiori'iof· troopsl doe~:nott reqn,1re 
s:uppressiqn. Of· SUCh!informatio~:·providirig als?«~hatrsuch d~scl~sure lS _nec~ssa? 
to the legality of the in~trument and-•the·:execut10n of the;mstrument can~?t tie 
deferred,·without unduechardship; ·andrproviding'the information ~isclosed w:l~-'be 
of no1substanti'al:vaiue'to.the e.Iiemylwhen aJid;if it may.-reach'.hhn:'.; .... : · ·_- '.t;~ .. -r 
r.·1,J..ii ·t, ·~·d!} 'l~t.:- ... ;,'t f'.~""\.Ji{: ,_.,ii·;:; i:»i<(: ,"!1i .~, .• ~·t·r:~·1d '1 i i~'L .r ... tf"':~ .... ::· T; .·· .i[1-~xi1•_•·- _o 

V. . .. : SECfl'ION IX ,;,h, ·!'"" "·: ::-. ; <l '·> 
.. • • • • • - ~ ·~ # t. .....~ 

'
1 'J":E~±li.Ac¥S' 1:iri6M: ~EiliTiNEi:NT I:.A.ws':.ANn ·R:EG.U];;,A.TioNs 

,;r,, :J_-,J ·tr:..~·> '1_, ·r.1 .. t·,1· :'T' .i.,. '$): ', .,: •.)u1 . -l•" ·.I,\._ .... !'.·~, HJ Paragraph 
.J.. ~. _.- ~-1 ~-~ -~r,q li.i··i· 

I f I t Y . ---------- 69 Military reservations,.un aw u ~n r ---:t-,.-.--:--,-,7r::---J~-c-.,--,-,-,7_-,--:-.~;-cT-.---;·t . \ ·>J 70 
E-~piOnrige· Ac't ·_.::_ __ _:;_:~;:~:I~'-~-~~!._-~~~:-;·-~~-~-.:~::-~-~-~-:·.:_~:--:-:;'~~--:--:.::.~-::-:i ________ _ 
Photo 'raphmg 'and'sketeliing"of•niilitary or naval i·eservations proh1b1ted------------ 71 

~%~{~~;,r~~E;?~!~~:;~;;~~=~~i~:~~;;;;;~~:;~~~;~~~=::;;:~:::::::: .l! 
'" .,,. , .d. , l'd{r·s's"'l{)~r~r·r"1rtl ·.- . "', ,·.1, .• ._76 Photographs, .etc~! of•miljtary·an Jnava e en e ----~-~'-----.--------------~~~-~;-,,, __ 

, 'l ·r • ,.. .,, · ,..,.(' -·. '"- tj'H-,-. ·, · •j+ • • ,., ' •f - .' f ·:. ]J % f-.•t .. ..-.:. • I 
Laws and -regulations-.governmg mternat10nal· traffic 1Il arms------7 --:---::--~:-;-:--,:c- " 

.r·59_ '1vniitai:Y1.'r~seryation~',.i~rii~~'.~u1.:~i?-;~f?\: .. ~?~~;i:ey,:.~~,~h~rf;,t)le_.~~:~1,~~r 
. --------.-.-1111--~ o~ jurisdietion"octhe 'Un'fted"~ tat~~·· ~:1.~l ~d~~g.' t_t;~·;,ca~~l '2:i~~e! ~~err9 ~1.co, af-q 

the Philippine I~land~, s!1?:11 ~6 '.upo~·.any.1?1\1t~~:V., ~~~.er~a~~~~'- a~~~,~9?~· .~o~t'. or 
a~seh'M, !:foi· any pu~':Pqse )~oh~?tte'~~I_?¥_ l~~ '~r 111!~1.it!l~Y .fe~ula_t~op._ 1:1~~: y1 ~u .. rj 
.... -~·-.... f i" "o· r··w"'lioefer shall i•eenfer'or'be found w1thm any such reserv;itiqn, suanceo aw, .. . .- r .. · . '. · •· -."!·· ~ _,,._ ... ,, 'i'' 

Ji 

! 

"'~'t' 'f. 0. '-t :.o' r'"a' rse'naf' after. hliving" l:leen" removed therefrom~ or. ()rdere~ •' n_ot -~~ pos ' r ., ' • - . < I • • '• , 'O 1 •f ' " t '. ' " 'l,. r ' t 
., · ~tn.: ·b .. 1 -,. ··o·ffi·· ·c.er'dr p'.e'rson·'in'·cbllimall:(l''orchargethere·of; shall·_be·fined no. reen er· y any . . . . . . : . ..., .~.1 'i' -! ;· 11 · ~ 
more than five hundred dollars, or ill!Ilr~so~.e~ i;iot .more than si?f, ll!OPct!i~_, ~r ~o'.th. 
Sec. 4Ji, act Mar~h_ 4, 1f~~ (3~ .~~~t;./q~~.~{,a~~ ,M_a~~\'f.~· /,f1f.. 5f1r.~t~b 80; 18 
fJ! s:<"(f.:f)"i; M. L:, 1939; Sitpp: I, sec: 816)-. ..... , F'n · · . 

70. Espionage Act . .,-a .. pnza;wf,u~l'lf, ??tainf1!:!(~ ?.;, P?r~if~:ri;f! t~11 ye_ :?~tained 
'i'iif&rniatiofi afteoti1ib na'lion'ai-\i~te~:se. '.: '!~at_ c.~>.'. )"~Qe~er; _fqr, ~~e purpose of 
obtaining ~nformatio~ _re~pecti~g. ~h:"nat,i?nal de~e~~e ;v.it~ m~~~-~}~ -,~efson to 
b .. , ·1-'' ·e fli.at'li:J:ie'1iri!O'rinati6n to'be"obtained is to Q~ used !o ,the _ _;nJury of the e iev , . .. . . . ~., .. ' . .. . ., ) , . J • t flies 
ti'Iiited'StafeiJ;·1ir to-'fh'e ad~antage''of any for~ign~~~tiop~ 1 ~~~s 1;1-,I!~n, en ers, 
. r: '"" :;-~ -... t-h., ft "" . btaihs''fo.formatfon :?c'cincerning' 'ahy vess~l;. a!rc):'aft, work of~ over, or-o erwise_o ·, ... , ' .. ·r . ...... ., ... , .. , ,,,,,.; J:; ,, ..... ,,f t b tt ._ 
·-~· '" r-···'"1

""' '' '(I ·naval statiOii' 'submarine"base,-coalmg .stat10n, or , a ery, 
't~~f~~·a8·~{,,nta~t~1Jon~~dro'·dl{y"· arl J~iia1"iailro3'd c;a~'S'eii.ai, 'c~'mp, ia.~_'fo;:y,~mihe, telegraph; 
orpe 0 s ' . ' ' . ' . ~ ·. - ,f.'.~. r• .. r, ...... 1:•r 1 1,·...1 t d 

t'" 1,,,li.""t'" -,. :-·· 1"'ss'i 110· r· "·signai''sf:iHoil_: tiuiicting · office, ot 'other _place connec e elep one, w1ree ·' ,, .·.' -.:·~,,) H~f.- .. ·;t,"' · • 

with the national defense, owned or constructed, .or m progress of construct10n 

28 
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by,ith.e·:United ·States, or_ unf}er._ the control· of the United· States,•:or of: any· of; its 
officers_, or ·agents, .oi:; :withindhe . exclusive, juris9t_cti9n of ; _the. _pn,i ted ·state~;: ·or. 
any;pl::u~e ·in1which any··yessel, aii:craft; arms, ,_munitions;,. or. other: materials •or 
i!ls.tr.uments. for. use in time .. of w:ar· are "lieing made; p_repared·, -repaired,. or;·stored;' 
under'.any contractzor .. agre~ment ·with -,the United ·States, ~or.-with. any .person, on. 
behalf ofrthe, United: States, .or, otherwis.e qn,behalf:of _th.e :United States;: or any 
v.rohibited· pla,ce .within .the meaning of section' six. olUhis2title-;, or:- (b) whoever, 
for the· purpo~e aforesaid, and· with Jike ·in tent or :reason . to believe, "'copiesf"{akes; 
makes, or obtains, or attempts, or induces or. aids·an.other.• to copy;; ~ake; make,: or 
obtain, ·.any •·Sketcp; ·.photograph,. photographic negat!ve, bl}Ie printr !pJan,"';ma.p, 
model,- Jnstru,ment, appliance,: document,. writing, or. note.,of·;anything, coi;inected 
with ·the:n_l).ti.onal qefense;!:or (c) whoever, for•--the purpose aforesaid,:::r.eceives 
or .ob_tains· or agrees·-·or.:atternpts-or induces or ;aids· another :to.ci:eceive ,or .obtain 
from any, -person;: or ,"from: any ;source whatever, :anY. :document,, writing,'. code .book, 
signal book,'.".sketch; :photograph,- photogi:aphic, negativ.e, blue print, pJ~n,' map; 
l):lodel;. il).strumen~,."appli_ance,~ or note; of anythi~g. con.nected witli!tl\e. national 
d,efense, :jmowing :or having :reason, to :believe, at· the time .he .receives· or~ob.tains; 
or.:a·grees or<_attempts or \ind_µces!or a,ids another· to, receive or.1 obtain_ it,. thatr·it 
has been or will be obtained, taken, made:or:disposed of_by_any persc,m,contrary 
to::the· proV'tsions of·this title; :or-. ( d).:whoever; :lawfully .. or .. unlawfully: having 
possession .. of;,_!lccess, to;· control over;,or• beingintr.usted· wJth,any document, .writ
ing, ·code ·book,'.sigi;ial; boo~; sketch, photpgraph,.photograpliic.negative,• bluejprint, 
plan; map,: mod(!l; in§trul_l1~p,t,appliance,-_ qr 1note reJatil).g·:to the ·11ational• deferise; 
wmfully1 commi,micates or,-~r.ansmits or attempts to communicate .or· transrnit•the 
same ,to any person n,ot,entitJed· to receive· !t; o?willfuJly··retains the same and 
~ails toz deliver.·it on".demand to the. o:tpcer or· employee' of~th~"United States .en
t~tled,to receive -it,; ·or:,( e) iwhoever,_ being S.n,trusted. with.()r hav)ng lawful posses
sion, or control :of· any· document; writing, -. code: book;. sign~l-· bopk, ._sketch;. photo: 
graph, _photpgraphic·negative;:blue print, plan, !llap; model; note; or -informati!m, 
relating· to the·:national'defense;. throp~h gross. negligence pei:mits,t~e<sarne· to. be 
r:em:9.ved from·its:pi:oper place of custqdy or delivered to anyol_le'in.violation1of·his 
tr;ust, .or to ~e Iqst;~stolen, abstracted, .or. destroyed, ;shall· be punished· by .. imprison~ 
ment for not more than ten years and may, in the d,iscreftonof.th,e.(;ourt,.,_be, 
fined not more than $10,000._ Sec. 1, '-T.itie-r, ac~·J1me:15, 1[!1'7.·,(40Stat, 217); 
sec.· .1;. act :Ma,rch• 28,. 1940." (r54 Stat. 79_;, 50,. U. S. 0. 31; M. L.; ;1939,- Supp;,;-[, 
sec~i2181h·'~.~c.s! .. ···. ~~. · t.r-. .-.:.. :-.~_:·: ~. :• ·: -:'_ "'~ ·~~ ·~-i-· 1 : ·:

1
tcr: .:.:.."· 

:·7/:. Unlawf.ully disclosing info:rmation.aff.ec~inu. national defense . ...,..-(a-)FWhoever; 

with.intent•or reason.to believe·that;itds to•be used·to the'injury·of th·e lJnited 
States•or to'tl;1e··advantage-0:1' a;foreign"nation,..communicates,_ delivers; pr trans
mits, or attempts to, or aids or induces another to, communicate, .deli.ver; or. 
transmit, ~to any foreign' gov~rnlJl.~I}t;· or. to any· faction· orr.pa;cty or ,military or 
naval:.for_ce -.within· a ~OrE)ign· country, whether ~recognizedr or !_unrecognized· by.. the 
United:.-'.States;r:or· to· a!Jy •.representativ.e,-;officer, ·agent; ~mployee, subject, or 
citizen,' t:Qereof, r_either: directly or .indirectly;r any_ document,: . .wi'iting; ·c9de book; 
signa~-.bo.dk,' sketqh, ph9tograph, ,photographic negative;:: bluei print; plan, map,: 
model, note, instrument, appliance, or information relating fo. the national defense', 
shalbbe -.P,unished by~ imprispnm~nt for. not. more'.'tl:\an twenty• years:: Provided, 
That .whoever/ shall iVi()fa te 'the~provisions«Of .subsection"( a r ~of: this ·section in time 
of .war, shall be .punished--. by~ death or· by imprisonmeiit'for"notrmore .than· thfrty 
y_ears.;·_an,d '(b) whoever, in: time, of .war, .with 0iritent that .. the saine shall be com" 
1Ilunicated·.to. the enemy; shall':collect, record,' publish, or communicate, .or· attempt 

29; 
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. to'..elicitaa:iiy1 informafi'on.:witli :respect:• to 'the move~enti''numo~rs:·:des~ription,! 
condftion,; orJj.diSfJOSition Of: 'ail'y·;onthe' arnied force's; liships, ,aircraft;·:orl~\'var: 
materials Of• thei.United\States: '(jr with r'<'ispectrto•tlie. 'plans or. condti.ct;•o'r• sup: 
posed plans'·or conduct. of:any, na vall·or: milfrary:opera tions;' ·or withe ·respect· to •any'. 
~01•ks ore measures undertaken .for. oi· coi:mected iwith/ or: 'intended"for. tlie'.>fortifi:: 
CatiQn!' Or defenSe: Of any }place; Orl'any :other · foformation"irelating, to' tJ:ie public 
defense;• which· might'. be:\isefur.to1 tlie.-enemy, 1 •shall be·punished 'bY· ·death'ror :by1 
imprisonment for nof niore· than .thirtynyears ... ·Sec:~ 2,; Title.'f; act 'June"15; ,1917 
(40 Stat: 218;: 50 U': s:· 0: '32~·JM:·L!,\ 1939/~sec:2182~;f ['Jf.i ' "'' ,• ,··rc'.ifo HI ,· " 

.. I! C:' Conspiracy <.to .viola-te; prec'eding .~sections.~If;, two: or I more; persons ·.conspire 
to. violate' the: provisions Of .. sectio·ns two or:othree .of .this"tit1e;: and· one or ·in0te ··of 
such persons· d9es: any Tact to' ieffecb the::iobjeCt 'of"·the ~consi>ifacy/ieach ·'of '~t:iJ.e· 
parties to such conspiracy. ~shalf.tbe t punished il.S'iil said' 1secti0nstprovided "in .. the 
case·~of;the .. dOing.-of: the' actLthe.:accomplishment '·of'/.whicJ:i··,is 'the< ·object.: of. sucli 
conspiracy". .:Except •as ,above.' pro'iiaed r:conspira:cies~: to;commi't' offenses under. 
this · iti tie ;sb'ali be .pu'nish'ed ~ as provided: by· section". tlifrty ,seven' r of cthe i A'ct:• to· 
codify,· revise, and·:amend'•the.lpena]';laws ·of• the United· .states ·a:pproved.'.,Mai:ch• 
fourth; nineteen,hundred'aild nine. 1iSec.: 4, Title 1;;aat·June••15,'i1911· (40'Stat.' 
219.;·· 50· U;··s."m 34:;;M:. L~; 1939,:. sec::1?185)c r ,.'s·1;' .,1· ,h'i. ·i:;n:,, :<J lHv: ·p1 n:; •rf ~t.:r.f 

. ,. d. '1I arbor:ing ,im.con·cedling violators of' ldiv:__.,Whoever· harbors 'or'.>conceals 'an:~ 
person~who he :knows;: 'Or has··re·asonable~ grounds fo·'oelieve r or 'suspect, "has< com= 
ni.i tted, i ·or'. is about 'td'commit, 'ail,'·offense"tinder 1 this .fitlei shal! be" punished .'by· 
iinprlSOI!Illenf .for f llOtL in:OJ:e' 'than· ten '1years· and;1may,':·iii'''tliei diSCretiOiij«()f.fttle 
court: be fined not more·itha:n $10,000. •/Sec: ·5, Titleir,1·aot1 June)15,~·191."f) ('d/O·.·stat! 
219); seo. 2; act·Mdrch128,:•1940::.('54 'Stat;·w; 50 U~·~!!0:•35')~ •.i:f·~·1-;11 '{ni: oi "'""'' 
· ·, e. ·Designation· :of/prohibited :places 'by£ proclamation:=Tbe 1.·Presideht, int time' 
<if'war or 'in case·:of 'national emergency: niay' by proclamation 2designatebany: 
place .:other than.those :set·forth <in :subse'ctio'n ~(a) · of•section«one'•hereof •in'.«which' 
anything" for the :use of fth'e Army ,or· Na'vy:ris beii1g:·prepwred'rort constructed Yori 
stbred' as .a:.:proh1bited place :for--thei purposes· i:Jfc;this -title:: •Fr.ovided,' •Tnatr,Jie· 
shall·-'dete·rmine. thatt·informatiorr!witli •respect·thereto would'.•oeiprejlldiciail·nto 
the natio'nal deferise:'<. SM.~ 6,':Title:tJ; act~ Jun'er15:;:191,7. (140'(Stat\c219 ';· 50 'U .. S;r:O) 
3f,/; ,M. •L., 1939; sec: i2186); r.< i t:l _,;_,,,,·1 ~t"." , i ,•:ft : -J Ui:r!:I '>~f)f.r JO:! ·:r:1 ~':'l"'l 

" './.'Places. sitb,iect"to provisions" of, tliisl'title.-.:-The provi'sions:of this1:tftle shaU 
extend to all '.Terdto"ries, ~possessions;: anil' places! subject· to' thei 1urisdictibn. 'of 
the United States whether or not contiguous thereto, and offenses under\thiiftitle 
when committed- upon the high 1seas or· elsewhere'.within. the 'admirii:lty1arid\fuaH
.time juri~diction of'the 'Uriifed'rStates and• outside· tlie 'territorial liI!lits;tlierebf 
shall' be punishable, hereunder .. Sec. 8,>Title':I;oact 'June'15,"191ttr ~40'Stat;.:219} 
50 u.~s ... ~o. :3f): ' .. >....~ •• ,-:;1 ·. 'f~,,...._:.': •-•"".,;-·irz( ,...0 ,· .. ~i;J l['. ,JJ • >t..'rJJJ"·;.!J. 'F.<, , .. ·1j([J 

, g. Jurisdiction of courts-niartial.,and1 militm:y<commission.S."""'Nothing. contained: 
ini this' title' shall be:deemed 'toJimit .the' jurisdiction~ofr.tne~ general courts'martiaJr,r 
military. commissions, or. naval "courts-martial· under sections· thirte'e1F-hun&ea' 
and .·forty:tw:o,: ·thirteen•:hundredi and.:;fo"rty:three;1landc sixteen !hm:fdred'·;·aria1 

twenty-four of:the Revised ·statutes ·as:amended. ,rSec:r-"lpTitle I/achliine'15fJ19Pt 
(40 Stat.· 219~·:150 U .. S.r O:i38);c "·: :, '.'.:,,.." · ,;:i:J,·;1_.-Jl.!·' ,-:, !·1;;,,_;11 :: •• "J' "··" 
: .h: Jurisdiction of: courts:of..<Janal: Zone. and: Phiiippine 1slcinds of..offenses on• 
high seas~-==-The,i;everal~ courtsi Of firsfinstance"•in .the"Philippi:fre' ·Islands and tlie' 
district cou"rt·Of· the:Canal~Zone.shall have jurisdiction~of.;offenses ubller,.this· Act 
committed· :within their< .respectiv.e ·districts,: and '"concurrent ··jurisdiction: 'with 
the.\ district courts. of . .the: United'. States" Of. 'offenses", under:this.•'l\'.ct:; committedC 
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upoil•.the··high. seas,. an.d; of·.consp_iracies to commit .sucli··offenses,-. ·as ·.defined• ·by 
section· thirty.-sevep. _of.1the •Act· entitled:''AµlAct;t:o codify; rev!_se,; an'd,ame_i;tdc.ther 
penal :Iawsr.of1.th~:cUnHed· States," .. · approved March'. fourth;: nineteen )mndre.d. 
and( nine; and"the .prov_isions· of·,sa,id section, .for, the,~purpose,·of "this .Act;::are 
hereby .. extended.1to:..it;he ·Philippine,· I>!lands,-. ;and .:.to_, the ,·8anal1Zon_e-':, In isuchj 
cases the; district·a~torneys .· of,the Philippine Islands :and _of the ,Canal ,Zone .shall; 
have .the ·powers-.and' perform the duties provided in this ·Act":for. United.- States• 
attorneys . • ,,sec., 2, Title:XLfl,:.act June. 15, 191"/,.- (40.S.tat."231-;. 50. U.'. K.O.- 39)., 
;. 7L Photographing· and_,sketching ~of militiJ.ry ,or.-.na:val ·rese.t;yatiorrs pro-· 

hibited.-That whoever, except in performance of duty. or.· employinentc~n con" 
i1ection with. tlie;ria tior_ial :~efen·se, -shall knowingly. .and willfully. -ma:ke any_ sketch,· 
p!J.otograph; photographic·negative, · blueprint;,:plan, map, model,. :copy,y or'., other, 
repres~ritatioii<'of any_ ·navy•yard0.naval"station, .or. of· any., military,post; ... fort,, 
camp;• st.ation;-arsena~, ·airfield,. or other,' military or ,_naval reservation; or;-place• 
usea:for'.natioilal"defense .purposes by the .·War ·or. Nav.y: Departments, or :O~jany, 
ves>iel;: aircraft; installation, equipment" or.· other property· wha tsoever;t.Jocated· 
within· any such post, fort, camp, ·arsenal; airfield;<yard, station,1reservation or1 
place, or· in ithe ·wate:r:s>adjacent·thereto, 'or in any defensive sea. area ._established, 
in;:accordance·:with ·l~w·;: or wlloev·er,·except. in· performance -of duty or employ;:· 
ment in:connection 1with th~:nati'onal.gefense, shall knowingly, ang:willfully,make, 
any:sketch', ph"otograph\ .. photographic negative, 'blueprint, .plan, map,· model,. cop~,· 
Or':Other";represen,tatjon: Of; ailywessel, :aircraft, installation, ._equipment,·:Or:·other 
property.-;r~lating.-fodhe·national defense being manufactured or. under: construe-; 
tion ,or'.repair; for'.or•awaiti~g•delivery,.to the• ·War or Navy_. Departme]lts.,or;·the: 
go:Vernfuent..6f ·any•c6m;1try whdse'defensidhe President rdeems .vital to the. defense, 
of. the:Unifed·States under any· contract or;agreement·.with ·the United States· or· 
such country :orcot!ierwise.on behalf of the United States .. or .such· country,· locatedi 
at•the.factory;plant,-.yard; storehouse, or othei: place: of business of.any contractor;, 
subcontiac!tor, or.other persori,,or in.the waters adjacent..to:any such-pla~e; sh_all, 
be :punished as provided.•hereinr "iS'ec: 1,•ai:!t. June 25; 1942 .(sec II, Bu.ll .. 31;· 1942).:-, 
srNotwithstanding; the C::provisions· of section ;1; .the, Secretary of· War.: or the. 
Secretary of the Navy: is· a uthortzed;. under such regula tfons: as:· he may _prescrib_e,. 
fo permit photographs; .sketches;· orr:other representil.tioris-.to b'e m~de.,when, in 
his:'. opiniOil,' ;the' inter.ests · ·offma tional' defense win,~ not. lie; adver>!ely i, a~ected I 
tliereby:.' Seo.' 2, aot;June,25, 1942 (sec: tII;' Bull: 31; 1942) .< _. -. · ,; . .-, " ·: ;_; , 
.<'>Any ':Person found griilty. of:a.·:Violatfon ·of. this:Act shall, upon conviction,• b_e 

. punished by a fine of not more thari'$l·;OOO oi: by iiiip:i'isonment·for·.not more than. 
one· year;i orby both" such'":firn:r anil 'imprisonment._; ·Sec.- 3, act J_une-25,: !1942 
(sec:.JI,:Bull:.31;.:1942). · :. -::. · ; .. J·"· ,;· .Jt1'-' ·";.:,. , .. , ·.; ;tf L' • :·::,,a· 
., The piovisions:o'Mhis.Acf shall apply ifi;the'Philippine Islands·.as well,as.in,all 
other-.pfa·ces •Within the'teditory: or' jurisdiction of tlie ~Uriited: States:G;;SE:!c .. 4, act· 
Jun'e'25,1942 (sec.'II,'•Bull.•31,·1.942) .. ; .. -:._,, .::: .. -,. :;· ·:,,; ·.:J -. ... :•,;"'.> :;" .,_; ... ,,. 

_.,This ·.kct; shall' lie ·effective: only for the duration. of the1':ptesentr war •as :deter
mined· by:proclanirifiori 'of.the President. Sec. 5,:act J.une 25,;~1942 (sec: II; Bull.: 
s1,:-1941J)". . : , '"" ., . " ,,.:: i.J , · ... ~ c."' .. :;· .. 1 ... ·-:k• ... _,, _ 

72. Air Corps Act.-* .. * .* no aliens employed by;a~cohtractor for·furnish-, 
iiig· oi"consti:uctfog-ai::craft,;:·or aircraft ·parts, ·or, aeroiiatltiG,al; access~ries.:for~ the 
TJnitedr States 'Shall be ·permitted· to have access to;tlie~p~ansior :specifica_tions:,or. 
the: woi'k;.i:uider 'construction or to participate in'.tlie.coiltract"trials, withouttth~ 
Wl'ftteriJcorise"rit 'oefor~harid of ithe Seeretary of the <department concerned .. '.'ffec. 
10~{!j); 'a.ct'July 2, U926 (44 Stat. 187;.10 U:B! 0."310J.(j),;,,M; :(:,. .1939, seo,,1942) ._ 
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v;173;a\Phitectio:il "offdiplbmatfo~codes~~liat •wh~ever,• l'i;!.virtue of~his'.efuploy"5 
menf;by1the'United Statesi'shall.obtain,fr'om.another or :shall have:ctistody;of; or1 
access rto, or. shall: ]la ve·~had• custody.:of •or access :to;: aii.y. official· diplomatic 'code1 
or:JanyJ.matter prepare·d·fo:any. such'.'code, or which'puiports to.have been< pre-· 
pared in any s'ficii:.code, ·filld.::Siiall'f.wilii:iiiiy; witho.ut .authorizatioll':.or·competent: 
authority;:..p'ublish ·oh furnish fo -anothe1;:,any1 such code or. matter,~ 'or:.any.1matter.' 
whichhvas: obtained·.while' ill' the•:process·"of .transmission• between •:an~'"'foreign' 

g0vernmen t1.'";icf"its" diploiliati~n . the u nited.".St";te;3," shall be
1 

fi1ieif'""not. 
'iilore than $To,ooo~of.rrilll:irrso;e~mo~~years7~ooth:. :Act.June.10, 
1933 (.:J,8iStat:r122'; 22°u. S:,o.; 135).3;<+'::":. · '· · ,, .. ,;,. o,,- · · · .,_ -.;1 ... «· 1 :1! 

I ,t.74i<<Wire or. radio• co'mmunicatiom~.i:"Unauthoriied .pubUcation:.or.· use>;'ofl 
communications.-'-No person receiving or;,a'.ssisting in :receiving,. ·or'. transmitting,! 
or·· assiSting •ju. :transmitting,' '.any' interstate or. foreign. communications 'ibr :wi:re
Ol'c:radio shall••divulge-:orllpublish thei exiStence,,-contents,• substance,t.<>purp_ort,i 
effect~' or meaning·.thereof;. except· through ·authorized.chanriels,of ,transmissiom 
or, reception,'- tot any person other than• the addressee;' his agent, or attorney;:or" 
to" a;-p'erson. employedt,or 'authorized' .toiforward •Such commun~cation to .its~des".' 
tination,-: on.to·' proper(accounting or -.distributing· officers. of :the varfori.s .coni~~ 
muriicating ·centers over' which. tliet:communication may. be passed;r.or .to ,_the: 
master1.of ·a· ship .. under .. whom lie-is serving, Ior ·in, response7·to:'.a subpena!.fssued1 
by·:a ;court .of.:competei:JJ, jurisdiCtion,i.or, on cdemand; of- ,oth~r·.lawfof authority;: 
~erson not being' authorized; by.the ,sender'§lha~~p_t .a,!,\~'.COmrnuni.,_,. 

~!~~~JI~istit!::S.g_,:0..<;2.@_g_:q_t§LJ?lll?.fill:!Jl~~ • .;.lJlJEi?.2.!'l•;J~!,{~.£.t~~ 
or· ine~_g.,:_?.,~'.·s:t;i._S;tl:in~er£~p_tt;.dL<;.o.K!n;n.b._!;l.i..C!'S!9mt.orl!Jl-Y~ p~~n·;r and· no,P.erson no.ti 
being:entitled!thereto. shall .receive or .assist ill ·receiving,_any; int~rstate.or!foreign_; 
commuriiCatioi:u tby. wire:. or :;radio:, and use- the' same!.or ·any information tthei·eirn 

l ''
: contained~ for his: owmbenefit of·. for. the benefit ·of. another. not rentitlJ!d .there.toe;" 

and no 'person having r'eceiv:ed .sucl~ ·intercepted ccimmunicatton: or.p;:ty.ing,becom:e, 
acquainted .with. the· contents,<0substance, purport,, effect,. Qr meaning ofathe .• same: 

I or.ariy p'art~thereo'f,. knowing that such'· information was so. obtained, .shall·div:u}gei 
or< publish: -the existence,o contents, substance, purport, ·effect, or meaning~of, the 

j 1 sa,me:·or1any .. part.thereof; or1use the.same.or anydnformation'therein c9ntainect 
, , , for ,his·.·own~ benefit 'Or .for· the, benefit· of :another ·not entitled ;thereto,: Providedt 

~'~. r-~~T .. hat.this'section;shall not apply to~the,re.ceiving, divulging,.;publlshiJ:\g,,or: µtlliz:; 
/A. w ing the contents of any. railio comiimnication brqadcast,: or transmitted bY,, ama:1 

~ k1'~ \ te.· u~s ,or ~thei:s ·for ;thii'use .. of.t~~ ·gen~rnl·~ubl!c·;.or··'re!~ting t_o,ships ~- ~is.:~es~ 
¥\~Act June.19,.1934.(48 Stat. 1103, 41' U. S .. 0.,_60u).t .. 11,1 •• ;•J:... • ', _._" r....: ,., .••.• r.i.•t1 

'-:.:b.:GeneraZ,;pen:a:tty:-Any person who __ ,willfully'. andc·knowingly·_does ()r.:ca,usesJ 
or suffers to be done any act, matter, or thing, in this. (A~t P.tohibite.d .or.:;de~ 
ciareil~ to\.!be unlawful,~ or r,who :'Willfully agg. knowingly : omits .. or, fails. to.1do 
any ,act;;rmattel:;J.or:.thing ciri this:·Acf' requi-red_-,to.:be ,done;<or willfully-;~1,1.<l 

knowingly causes or suffers such omission :qr.'if!lilure, ;,shall,' upon: .coµ~ic_tion, 
thei·eof.; .be' ~punished ·for'such ·offense, for which .. no, penalty" (other. th,al). ,a:·for
feiture)~ is oprovided.•hereinj by 1a'..fine of not·. more: than -$10,000.:.or,iby di:µprison::; 
ment for a term of not more than two years, or both. Act June 19, 1,9~4.\(4_8~ 

Stat: 1100; 41' 'U;·s.,,o. 501·L: :12-c ·:~: . p.(. · -.,., ·" ~ ·_-., •• .: ~- .:" ,· 

•" ·75, ,Laws" and.: regulations.; gov:;erniJ1g. international.·. tr~.ffic.-A~. · ariµ.i:;,, ",;<E 
Special 'provisi()ns ·in' r.e{JUiT:d'to1m:iUtary secrets.-;:-Under. tp.e provisions,of, ~arti...-W 
cif the Laws-and~·Regulations0.A'.dministeted by the D.epartment.of Sjat~JJoy~rnip.g, 
the. International Traffic .i:q :Arms, Ammunition, and Implements .of wa_r ~f!,nd1Qtl!er1 
:Munitions of.War,. 193Q,._.the. Secretary_ of·. &tate .will. not issue ,a ~lce:µse· m~tBoi;.;_ 
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!~ing JQ.e etcpprtatio~,of;aµy,,arms, ammunition, or implements ofwai:~colisidered 
by, ,t]le;1~ecret.~:i:Y. of· .War; or, by the •Secretary, of the: Navy as. instruments' or· aJ)' 
pUa.~qi::sA:i;ig!qd~_d · !i.wpng> the . articles .covered :by those· terms as· used. ·in. tliis ·act 
iJ, · h1; .. t:\1eiJ.;.~QpjjlioJ;J., ,they ;involve .Ib.ilita.ry.·secrets of· interest to -.the- natiolia('d~: 
fep§~·'e.::7'!!~sarticl_es: wh.ich. n;i.ay :be. so rconside:ted are tho:se falling": within one·:'of 
tl:J.~,_f_oll,owing-:categories :urcr!,, - ·" . _.,_ : ; :-':'; .... ~·;. : , .:.. -. .- _.,;; __ -.! ·. _;.: :::: ;ic1 ..,,,1 
1,:1 ti ;J1(lkArtic1es,1 ~he.-,whole. :or: any features of. which' nave lieen. or·are'beiiig 
: .~7 ~- ,() :,._., ."tdeyel?ped. or. manufactljred, .by :or .. for: tlie. War -Department 'or'.•the 

Navy Department or with the participation 'Of· 'either':of' tli'ose-~D&. 
._. ' par.tments ; and · .. , ' ' 

I.H": ,:(~) .. A_rtic1e~. theiwhole1or any features of wliich liave been/used or~are 
<!•f•;·!·,:; .: .. ·_b!)ing us~d by_ the- :Warr.Department· or "the Navy• Depal:tment•!•Jr 
'>ff:i 1': ·;:.. H; w.h!c~LeUher,Department :has:.contracted:,to .procure) • '·J • '" :~·' 
.. .,q; ~,I_nc111!!1S<i'lamong-rarticles deve10ped by or·for the:War. •Department' or 'the 
~!!YYi -I?ep~rtµie11t f!,re.:those. which" have. been contracted ·for '.by; either'-o{:tho~e 
~~Pl!i;tm~ntfl1 :·.or. w.hi_ch"have been developed~ in accordance-with Army><\'f'Navy 
spec~fications and submitted to either Department for evaluation for procilreri:J.e\it: 

c.:· :fr.osp~c.tive exporters 'Of .arm_s;'oammunition, and' iinplementsi-of: war should, 
9e.fQJ;e :applying for· a.·license to' authorize the ·exportation.·of iiilY' -article'·faliing 
~ithiµoJhe,;above categor.ies '.which. may possibly involve military secrets of 
ii;iteres.t · to ·the national. defense, .cornrimnicate'' with the. Secretary of'· Sfate 'fn' 
agvfl:,nce o~:the,proposed sµipment.in order 'that he may be in a·position to· ascer~ 
t1;lin ;fo:r:·the:;prospective .exporter whether' or not ·military secrets· are; 'iti fact'; 
inyolY.~d .thei;~in),,The,ai:ticles 1upon which· a .determination is· requested· shOuld 
l?.e. q_~siITT!ated: cJearly,.and spe~ifically, the type and niodel' designations befng in
cluded;·, }Vl).!)re.,applicable, :Army or· Navy drawing 'numbers· ·should be given; or 
getaVed plJlll~ and specifications submitted.· (See 4 F, R. 4518.) · · · · 
!~cfl.6 • . Ph,otographs, etc.,lof military aii.d naval defenses:-a. That, whenever, 
i/,l:t!ie inte~ests·.of national defense,-the President shall· define certain vital' m.m: 
tary and. naval installations or equipment as requiring· protection a·gainst th'e 
ge!le.raJ. diss~rn_ination .of information relative thereto, it shall be: uniawful to 
make· any,;ph9,tograph, sketch; picture; drawing; map, 'or graphical represehta
t!9A··Of .. s~ch, vital .military and .naya1 installations or equipment Without first 
obt~iping ·.p~rmiss!on of .the c_ommanding officer . of the military :·or naval post,: 
camp, or station concerned, or higher authority, and· pl'o.mptly submitting 'the 
p,i;od:qct 9btained, to :such commanding officer or higher' authority for censorship 
Q_r,,i;;µch ptP,~r act!o_n as he:may deem necessary. Ariy person· found guiity· of a 
VfQlf.!:tion.oJ· this'sectJon .shall ·upon ·conviction be punished by a fine: of'%)t more 
t_J;ia:g:.$1,()00 or.by .imprisonment for not more·th:in one year, ·or b;f both'such fine 
~nJ~ j.p:tp);'i§!9i;im~i;i.t;~ 8_eq.,1; .act Januarf/.'.12, ·.1938: (52 Stat. ·s; ·50 · U. 8: · O;. '45, 
M. L., 1939, sec. 218'l'a). ' ' . · .: · ~· · , . ,. ; ... 
,9:4.ny;_ pers.on··who-. uses ,or permits' ovprocures:the · u:se of a·n, airci:aft.'.for ihe 
purpose of making a photograph,. sketeh, picture, "drawing~ niap, or .graphical' 
r~pre.§1.el}t!lJ!pn:-of vital military or:navaliinstallations .or ·equipment,. iii- violation 
<2.~Al/.~.LP!'~~di!lg:section, snall be'liable:to the ·penalty tlierein~provideC!ln'SeG: 2;· 
act January 1~,j938 (P,2 Stat. 3; 50 .U.' s:o .. 45a';-.M:' L.; '.J.939/sec::218'l'a)!'1 · v·'! 
_ :QJ?. ,ap.d aft1m~thirty_,days from. the date upon'. which· the·:presidei:J.t :defines'. ·ahy 
y:it~;l .:rnil~tl!!'.~ Q~.i:!ar.at .installation or :equipment as· being •witliin' 'the ·category 
contemplated under the first section of this Act, it shali' be ··uniawftilt for ·\iny: 
person to reproduce, publish, sell, :or ·give ·away any"· photograph, I ssetcliF piCture, 

l ~. ::r: ·. '! ·: ~.:::; .fi.;d'.! ;:,_:=r; 1 - ... ., .\ .''1 ~ 
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dra_wiµg, ;map, .or. graphical':representation •of the.vital.military or Yiaval '.inst.alla~ 
tions. or equipment so ·defined,! without .first obtaihing"permissfon .. of. the •coiri~ 
~anding 1·ofi!ge.r. of: the·· military ·.pr :naval:. post,: camp, or.· station ·concerned,: '~~ 
~}g,her .. author.ity, "unless:isuch .. photograpn,:.::·sketch; pic~ure, .drawin~.,-..,ma~, o~ 
graphical representation ·has-.clearly~indicated there!m.that it ·has been"censored 
by 't:h~ p~oper ~ilitary or naval authority; Any person. found ~uilty of R"Viol:i: 
tion~of. this section ,shall.:;upon.:convictioii be .punished as• 1:provide'd in\ the first 
~~~ii~; of this Act. :Sec.,3;:aWJanuacy1<12;.1938•(52 Btat. 3f 50•U. s.·o. 45b; 
·M;~L,,· 1'i/:i9, .~f1c._'._2i_s1d) .,·., ., ._ .' ;· ~·i :,:;~ L: .. , · , )""· ·. ·,.· .·:: ..... / · 

* * * * * ';: .., L < J *' •:~ * 
'.).Th§~ provis~Ol!l? ~f. this .. :A:ct 'shall'-'extei:J.d;to all s_Territories;, 'possessions, and 
plac,es,,sl)bject_, to.: ;th_e jlJrisdictioirfof; th'e · United, States,• whether contiguous 
thereto, or not_,_a.wJ., offens~s. under this:-Act when: commit'tedl·ui>on ~r ove: the 
high seas or elsew.h~re within the. admiralty and maritime jurisdictfon ·of ·the 
United'. State.s. and . outside~ the1 ·territoriaLlifnifs; thereof .shall :.l)e ''.punishable 
he~euride~: -: Sec. ·5;.act January.•12; 1938. :('52·'Stat:•4;•50 u. ·s. o. 45d·;:M."L!, ·1939, 
s~c •. 2187a);. '.. · ... ..:1·. 1; ... '"" :'.c.,. : ;,: ·'.·L:.. · .• · ;__ · •· ·;::,/:i.;,J.i:,c,_'.l 

· .. b. WHEREAS ~~ctjon 1 of the. act of·Janua.ry;l2, 1938;c52 Stat. 3(pro'v'iaes :-' 
· ·:'Th~t;: whenever;l\:i~: the interests: of' na:tionaV defense, G the> President shall 
defi~e' c~rtain -~j~l mil_itary and, naval, installations' or ;_equipment ·as requiring 
pi;ot(;)ctiqn· agat!ist ;the gf)p.er:al ;disseniination.·of .inforinatfon,.relative therefo, if 
shalLbe; unlawful· to m11ke.··any: photograph; 'sketch,'-pic'ture,<drawing; nu1p, or 
g~ap~~c~l~r,epr(!s_~ntl!tion.,~of~ such .vital.,military and .p.aval installations· or eqi.iip
men t with out' first·.obtaining. permission .iJf;the commanding. officer· of the military 
or' naval ppst, c11.~m»o~·.station: con~erned;;.or liigher .·author.ity;; and "promptly 
siJ.i:)lli·i-tti~g ·the;p1:9duct •obtained,to suc_h «fommandiiig ,officer"or• higher 'authOrity 
for 'ce;;s~rship or·s~chrnther a;tion-·a!S he:niay:deem:necessary .. Any.person fo~nd 
gu_il!Y:. .«?~-.a;YiQlllt~on of,_this~section. shalhupon' .·conviction. be •punished ·by -a-fine 
of not more ·than·, $1,QOO. or ·by imprisoilineiit -for:,not inore~than one year, or. by 
both-s~~b.fine·a~d-.impri~onment." -~··: ··.c.:.;. · .- .:.• ,·~ - ·. ' '.; · ._.,.·; 

NOW,: THFtR~FOREt l!y;·.:,v.lrtue of the authority.· vested' in me. by the fore-i 
goiIJg,A;tatutgry':Proyis~on~.::and.· in; effectuation .of'.the- purposes· Of the said acf 
of .. ffanua.ry-,12; ·19Q8, ~1 .he_reby:•;defirie.lihe-followillg .as. vital ·military· and nav~l 
inst;llation.s .or· equipment.irequiring:)protection· .against the general dissemina
tion -of· info~~tion rel~-ti~~ .thereto: :~ir: ". , :' : "' , · '" · .. , · . ' ·: ·: : " 
~- i;. 4,n.'ruiiH:a~·y ·or;iJ.ayal ~nst~1iations and equipment• which: ar'e· fiow-·classified; 
designated,. and inar]f~d .. under. the_ authority; ·or"at"the direction· of the "Secretary 
of Wai; .~r·c.the Secretary,;~Of the Navy as~l~secret," :"confidehtia:l~"-- or'i ·~restrictedi'1 

and.: ali milit~ry or nav;a1 installations and; equipment; which·~niay. hereafter 'be 
so c1assui.~d, designated: :a~d marked with the. approva1 or at ttie direction· of the 
President, ~nd iocated within: · · .. ;. ''.' ·· ; . ... : 

. (a) .. Any. m!lita.ry ·or nava1..-reservation;1post; arsenal,. proving· grotiiid, range, 
inine,field, camp; fort,- yard,:station; .. qistrict; or. area. ·..: : ., , .!:; · ;;,; ' ; , _. 
, , ( b) ". A~y,.;defei:!_st'l'e. sea area ·heretofore ·or. ;hereafter. established' arid· ·existiiig 
und~rz.authorJt:v.. o( ~gctioµ 44 of .. the United States' Criminal Code,' as ame_nded; 
by the act·of March (4, lfH7, 39 Stat;.1194;(U. :s; C., title.18, sec. 96). 1• • •. ·,·~ \~·i 
. ( c} . .A'ny .airsnac~' ·r:ese.rvatio~; her~tofore .or~ hereafter: established and; eiist
i~g-~~a(;r authority of section 4 of·the·-Air;Conimerce·Acf.of 19~6 (.44 ·Stat. 570; 
t)' ... ~~ .q.,-~itl~49,_~ec;.,1TjJ,. ,· · .. ~. · .:.t·g · · .>i ~ .c •. ..:. ;, · :.i ,i:::-,tr; 
: (d) ·An;v..naval ·:ti.arbor:cl9sed to foreign· vessels:··_•. · · • · ··· .. ;u··: ,.. · · :.-;<.,; 
. ' ( e) Any area. required for fleet purposes. r j i 
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(f) Any commercial establishment engaged in the development or manufacturl 
of military or naval arms, munitions, ~quipments, designs, ships, or vessels for th!: 
United States Army or Navy. j 

2. All military or naval aircraft, weapons, ammunition, vehicles, ships, vessel' 
instruments, engines, manufacturing machinery, tools, devices, ~r any oth~\ 
equipment whatsoever, in the possession of the Army or Navy, or m the coursl 
of experimentation, development, manufacture, or delivery for the A~my or Nav~-l 
which are now classified, designated, and marked under the authority or at tl\ 
direction of the Secretary of War or the Secretary of the Navy as "secret,; 
"confidential," or "restricted," and all such articles, materials, or equipmenli 
which may hereafter be so classified, designated, and marked with the approv~ 1

1 or at the direction of· the President. .j 
3. All official military or naval books, pamphlets, documents, reports, maps 

charts, plans, designs, models, drawings, photographs, contracts, or specific~ 1 
tions, which are now marked under the authority or at the direction of th I 
Secretary of War or the Secretary of the Navy as "secret," "confidential," o 
"restricted," and all such articles or equipment which may hereafter be s 
marked with the approval or at the direction of the President, E. 0. No. 8381: 
March 22, 191;0; 5 F. R. 1147; 50 U. S. a. 45; M. L., 1939, Supp. I, sec. 2187a. II 

c. Chapter 1 of title 2, Canal Zone Code, approved June 19, 1934 ( 48 Stat. 11221 
48 U. S. C. ch. 6, note) has been amended by the act of December 12, 1941 (55 Sta~ 
798). This amendment confers upon the Governor of the Panama Canal thl1 

following powers: . . . If 

"* * * the Governor is hereby authorized to make, and from time to timj: 
alter and amend, regulations prohibiting or restricting: . · 

"(a) The making of any photograph, sketch, drawing, map, or graphical repr 
sentation of, within, or upon any such part or feature of the Panama Canal, o 
any such area, object, installation, or structure within the Canal Zone ; and . 

"_(b) The possession of any camera within any area or areas in the Canal Zon 
which the Governor may designate: Provided, however, That no regulation mad 
pursuant to authority contained in this section shall apply to activities of th: kinJ 
covered by this section which are conducted or perfor~ed b.y pers.ons m thj 
service or employ of the United States in the course of their official duties. * *. *j 
and makes punishable by fine, imprisonment, or both, violation of regulat10n 
established thereunder. Pursuant to the foregoing law, the Governor of th 
Panama Canal has issued regulations prohibiting the photographing of certait 
·areas, objects or structures, establishing areas within which photographing i 
prohibited, and establishing certain areas within which the possession of camera 
is prohibited. Sec Part 28, Chapter I, Oanal Zone Regulations; 7 F. R. 2135. 

[A.G. 312.11 (8-15-42).] 
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1 

WAR DEP.t\RTMENT, 
WASHINGTON 25; D. C., 20 September 1943. 

LAWS, EXECUTIVE ORDERS, ETC., PERTAINING TO 
SAFEGUARDING MILITARY INFORMATION 

#f, J . . - _,_, ___ _ 
. Paragraphs Page 

SECTION I. Espionage_.- - - - e - ' - ·- .::. - - - - - - - - - - - - - - - - - - - - - - ~ - - - -· - 1:,..9 
II. Photographing, sket6'hing, . mapping, etc., defensive ·. 

fosta.llatiOns ______ --------"--- ·-------------~--- 10,...20 
. III.· Radio and wire communicatfon _________ " _______ ~ ___ 21-'-'~5 

IV. Offenses against postal service _______ .. ______________ 2th-28 
V. Trading with the Enemy Act of 1917_. ______________ 29 

VI. First War Powel'S Act 1941. ~----------------------- 30' 
VII. Coordination of Federal reporting services ______ ~ __ : ___ 31 

VIII. Offenses against operations of Government_ _ _ _ _ _ _ _ _ _ _ 32--43 
. IX:. Foreign agents an<l propaganda _________________ ~___ 44 
·/~:X:~'.-'.Offenses against existence of Government __________ ,-- 45-47 

>">XL WiJ)ful destruction, etc., of war or national-defenlle 
.. ·matcriaL_~_ ~ _________ ~ _____ .. __ .. ______________ ~ 48-49 

XII. Interlerence with 'homing pigeons owned by United 
S!~tes _________________________________________ 50-52 

XIII.,;War offenses ___ L:~ _________________________________ 53-54 
XIV." Military areas, etc _________________________________ 5&-'.56 

> XV.· l\1isce_llarieous acts _________________________________ 57-:-58 

XVI. Laws· and regulations governing international traffic 
in arms _______ -~-- ____________________________ 59 

SECTION I 

ESPIONAGE 
Para-

1 

4 
8 

12 
13 
14 
14 
15 
18 
18 

20 

20 
21 
21. 
23 

23 

graph . P!\1!8 
Unlawfully obtaining or permitting to be obtained Information atlectlng national defense _____ · 1 1 
Unlawfully disclosliig Information affecting national defense ____________________ : _______ _._~--- 2 2 • 

Seditious or disloyal acts or words.in time of war·-------------~---:·----~--·------------'-~--- 3 3 
Conspiracy to violate preceding.sections ____________________________________ .--------------------. 4 3 
Harboring or concealing violators of law ___________ ~------------------------------------------- .6 3 
Designation of prohibited places by proclamation______________________________________________ 6 3 
Places subject to provisions of chapter. ___ '----------------·----------------------------------- 7 3 
1urlsdiction of courts-martial and military commissions _______________ . ____ : _____ _, ___ .__________ 8 4 
·1urisdiction of courts of Canal Zone and Philippine Islan~s of otlenses onlhlgh seas ____________ 9 4 

1. Unlawfully obtaining or permitting to be obtained information a:tfect
ing national defense.-That (a). Whoever, for the purpose of obtaining In
formation respecting the national defens~ with intent or rea~on to believe that 
the information to be obtain.ed is to be used to the injury of the United States, or 
to the advantage of any fo~eign nati~n, goes upon, enters, flies over, or 'otherwise 
obtains information concerning a!1Y vessel, aircraft, work of defense, navy yard, 

· naval station, submarine base, coaling station, fort, battery, torpedo station, 
· dockyard, canal, railroad,· arsenal, camp, factory, mine, telegraph, telephone, 
wireless; or. signal station, building, office, or other place connected with the 
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natio1'1~l de~nse, ow1ied or constructed, or in progress of construction~by the 
United States or m1der the control of the United States, or qf any of its officers . 
or agents, or within the exd;1sive Jurisdiction of the Upited States, or any place in 
which\ any v~ssel, aircraft; arms, muhit~1)ns, or other materials or instruments for 
use in time of war are beinlf'llJfide, prepared'--repaired, or stored, under any con
tract or agreement with 'the Uri.ited States, or with any person on behalf of the 

~"'' ' '- .. United States, or othe1'wise on behalf of the United States, ()r any prohibited 
place wi.thin the meaning of section 6 of this pue ;'or ( b) whoever for the purpose 
aforesaid, a~d with like intent or reason to belleve, copi~s. takes, makes, or obtains, 
or attempts, or induces or aids another to.copy, take, m'ake, or ol;Jtain, any.sketch, 
photograph, photographic negath·e, blueprint, plan, map, mouel, instrument, ap
pliance, document. writing, or note of anything ·connected with the national 
defense; or.(c) whoever, for the purpose aforesaid, receh·es or obtains or agrees 
or attempts or induces or aids another to receive or obtain from any P.erson, or 
from any·source whatfver, any document, writing, code book,.sigrial book, sketch, 
photograph, photographic negative, bluep1;int, plan, map, model, instrument, 
appliance, or note, of anything connected with the natioilal defense, knowing or . 
having reason to believe, at the time he recei.\,es or ~btains, or agrees or att~mpts 
or induces or aids another to receive or obtain it, that It. has been or will be 
obtained, taken, made or disposed of by any persol'l contrary t() the provisions of 
this title; or (d) whoever, la.wfully or unlawfully having possession of, access to, . 
control over, or being intrusted with any document, writing, code book, signal 
book, sketch, photograph, photographic negative, blueprint, plan, m'ap, · model, 
Instrument, appliance, or note relating to the nationaJ. defense, willfully communi
cates or transmits or attempts to communicate or transmit the same to any 
person not entitled to receive it, or willfully retains the same and fails to 

.deliver it on demand to the officer or employee of the United States entitled to 
'receive fr; or (e) whoever, being intrusted with or having lawf~l possession or 
control of any document, writing, code book, signal book, sketch,' photograph, 
photographic negative, blueprint, plan, map, model, note, or information, relat
ing to the national defense, through gross negligence permits the same to be re
moved· from its.proper plac~ of custody or delh-ered to anyone in violation of his 
trust, or to be lost, stolen, abstr;tcted, or destroyed, shall be punished by' ilJll.
prisonment for no.t mO'lii'! than ten years and may, In the discretion of the court, 

. befined not more 'than $10,000. Sec.1, Title I, act 15June1917 (40 Stat. 217), as 
amended by sec. 1, act 28March1940 (54 Stat. 79; 50 U.S. C. 31). 

2. Unlawfully disclosing information affecting national defense.-(a) Who
ever, with intent or reason to believe that it is to b~ used to the injury of. the 
United States or to the advantage of a foreign nation, communicates, delivers, 

. or transmits, or attempt~ to, or aids or induces another to, communicate, de
liver, or transmit, to any foreign government, or to ~ny faction or party or 
military or naval force within a foreign country, ~hether recognized or unrecog
nized by the United States, or ·to any representative, officer, agent, employee, 
subject, or citizen thereof, either directly or indirectly, any document, writing, 
code book, signal book, sketc,h, photograph, photographic negative, .blue print, 
plan, map, model, riote, instrument, applianci;, or information relating to the 
national defense, shall be punished by imprisonment for not more than twenty 
years: Provided, That whoever shall vi.olate the provisions of subsectiop (a) 
of 'this section in time of war shall be punished by death or by imprisonment 
for not more than thirty years; and (b) whoever, in time of war, with intent 
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that the same shall be communicated to the enemy, shall collect, rel'ord, }luhlish, 
or communicate, or attempt to elicit 'any information with res):i!><·t to the move
ment,' numbers, description, condition, or disposition of any', of the armed forces, 
ships, aircraft, or war materials of the United States; or with r.espect to the 
plans oi' conduct, or supposed plans or conduct of any naval or military opPrn
tions, or with respect to any works or measm·es umlertaken for or connected 
with or intended for the fortification or defe11se of a11y place, or any other 
info:mation relating to the public defense, whkh might he usef~I jo the enemy, 
shall be punished by death or by imprisonment for 11ot more thaw thirty years. 
Sec. 2, act 15June1917 (40 Stat. 218; 50 U.S. 0. 32) .. ' 

3. Seditious or disloyal acts or words in time of war.-:-Whoever, when the 
United States is at. war, shall willfully m1.1ke 01: convey false repm'ts or false. 
statements with intent to interfe1:e with the operation or success of the mili
tary· or naval forces of the· United States or to. promote the -success of its 
enemies and whoever, when the United States is at war, shall willfully cause or 
attempt to cause insubordination, disloyalty, mµtiny, or refusaJ of duty, in the 
military or naval forces of the. United States, or shall willfully obstruct the. 
recruiting or enlistmerit service of the Uniteu States, to the injury of the service 
or of the United ·states, shall be punished by a fine of not' more than· $10,000 
or imprisonment for not m1ire than twenty years, or both. Sec. 3, act 15 June 
1917 (40 Stat. 219), revived and re.9tored b11 act 3 March 1921 (41Stat.1.'l5.9; 
50 u. s. 0. 33). . 

4: Conspiracy to violate preceding sections.-If two or more persons con-. 
spire to violate the provisions of sections 2 or 3 of thi_s title, and one or more 
af su'ch persons does any act to effect the ohject of the conspiracy, each of the 
parties to ·such conspiracy shall be punished as in said s~dions provided in. 
the case of the doing ~f the act the accomplishment of whieh is the object 
of such conspiracy. . Except as above provided conspiracies .'to conunit offenses 
·under this title shall be punished as provided by sectiori. 37 of the Act to 
codify, revise, and amend the penal laws of the United States approved 4 March 
1909. Sec. 4, Title I, act 15June1917 (40 Stat. 219; 50 U.S. C. 34). 

5. Harboring or concealing violators of law.-Whoever :harbors or conceals 
any person who he. knows, or has reasonable groumls to believ~ or suspect, has 
committed, or is about to commit, an offense under this tit;e-"sh~ll be punished 
by1 imprisonment for not more than ten years and may, iJrthe discretion of the 
court, b.e fined not more than $10,000. Sec. 5, Title I, act 1.5 June 1917 (40 Stat. 
219), as amended by sec. 2,.act 28 March 1940 (.'i4 Stat. 79; 5,0 U.S. C . • 'f.5). 

6. Designation of prohibited places by proclamation.--:-The President in time 
of war or. 'in case of national emergency may by .proclamation designate any . 
place other than those set forth in subsection (a) of section 1 ·hereof in which 
anything .for the use of the Army· or Navy is being prepared or constructed or 
stored as a prohibited place for the purposes of this title: Propided, That he shall 
determine that information with respect thereto would be prejudicial to the na
tional uetense. Sec. 6, Title I, ·act 1.5 June 191"1 (40 Stat. 219 j 50 U.S. C . • '16). 

7. Places subject to provisions of chapter;-:-The provisions of this title shall 
- extend to all Territories, possessions, anp places subject to the jurisdiction of 

the United States whether or not contiguous thereto, and offenses under this title 
when committed upon the high seas or elsewhere within the admiralty and mari
time jurisdict.ion of the United States and outside the territorial limits thereof 
shall be pu.nishable hereunder. Sec. ·8, Title I, act 15 June 19J7 (40 Stat .. 219; 
50 u: s. c. 37). . . 
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.8. Jurisdiction of cou,rts~martial· and military commissions.-Nothing con
tained in this ,title shall be deemed to Umit the jurisdiction of the general courts
martial, military commissions, or naval courts-martial under sections 1342, .1848, 
arid 1624 of the Revised Statutes as amended. Sec. 7, Title I, act· 15 June 1917 
(40 Stat.· 219 / 50 U. S. C. 38). · . . . : 

9. Jurisd_iction of courts of Canal Z~ne and Pb,ilippine Isl~ds of o1f~nses 
on high seas.-The several courts of first instance in the Philippine Islands and 
the district court of the Canal _Zone shall have jurisdiction of oft'enses under this 
Act committed within their resiiective disiriCts, and concurrent jurisdiction, with 
the district courts of the United States of ·offenses under this Act committed 
upon the high . seas, and of conspiracies to commit such oft'e~ses, as defined by 
section 87 ·Of fhe Act entitled "A.n Ac't to codify, revi~e, and amend the penal 

. laws of the United States," approved 8 March 1909, and the provisions of said 
·section, for the purpose of this Act, are hereby extended to the Philippine Islands, 
and to the Canal Zone. In .such cases the district attorneys of the Philippine 
Islands and of the Canal Zone shall have the. powers and perform the. duties 
provided in this Act for United States attorneys. Sec. 2, Titk XIII, aOt 15 June 
1917 (40 Stat. 231; 50 U.S. C. 39). 

. . 

SECTION II 

PHOTOGRAPHING, SKETCHING, MAPPING, ETC., DEFENSIVE 
, INSTALLATIONS 

Par&-. 
· . · , . . ., graph ·Page 

Photographing, etc., defensive. lri.qtallatlons regulated; penalties ______________ , ______________ .:_ 10 4 
Photographing, etc., from aircraft._, ______________________________________________ :___________ ti 6 

Reproducing, publishing, selling, etc:, unceiisored copies ____ ·---------------------------------- 12 6 
''Aircraft," "posts," "camp,'' and "station," defined_·_·~----------------------------·----------- 13 .6 
OeographlCBI application of law _______________________ ··------------------------------------:,_ 14 6 
Photographing, sketching, mapping, etc.,. military or naval reservations, properties, equipment, 

etc., BS unlawful..: ___________________ ------------------------------------------------------ 15 6 
Permlss!On to photograph, sketch, map, etc ___________ :·---------------------------------'----_. 16 -7 
PenBlt!0s for violations ... , _______________________ •. __________ .:. ____________________________ -~ 17 7 

Application to Philippine Islands.: _______________________ ,_~-----·-------------------------'-· 18. . 7 
Etrectlve date of sections 781-785.~--~------------·------ ------------------------·--------------- 19 1 
Regulations Under Public Law 627 .. ---------------"-:···---------; _________ ; _______________ .,_ 20 1 

10. Photographing, etc., defensive iristallatioris regulated; penalties.-'
That, whenever;. in· the interests of national defense, the President shall define 
certain vital military 'and 'naval installations or ·equipment as requiring protec
tion against the general dissemination of information relative thereto ·u shall 
be unlawful to make any photograph, sketch, picture, drawing, map, or ~raphical 
r_epresentation of such vital military and naval installations or equipment with· 
o:ut first obt.aining permission of the commanding offieer of the military or naval 
post, ca,mp, or st~t!on concerned,. or higher authority, i!nd promptly submitting 

"the product obtained to such commanding' ·officer or higher authority for censor
. ship or such other action as he may deem necessary. Any person· found guilty· 
of a violation of. this section shall upon conviction be punished by a fine of not 
more· than $1,000 or: by imprisonment for not more than one year, or by both 
s1,1.ch fine and imprisonment. Sec. 1, act. 12 January 1938 (52 Stat. 3; 50 
u. s. c~ 45). 
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a. Deff,ning certain vital military a11d 11aval installations fJnd equipment.
Execut~ve Order S381, 22 March 1940 (5 F, R, 1147), D. I. Whereas section 1 of. 
the act 12 January 1938 (52 Stat.-3; 50 U.S. C. 45), provides: '· 

NOW, THEREFORE, by ·virtue· of the authority vested In me by' the foregoing 
statutory provisions, and fn e1fectuation of the purposes of the ~aid act of 12 
January 1938, I hereby define the following as vital military and naval lnstalla
tlo:as or equipment requiring protection against the general dissemination of in-
formation relative thereto: , 

1. All military or naval Installations and equipment which are now classified, 
designated~ and µiarked u_nder the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as "secret", "confidential", or ·•restricted", 
and all military or naval. Installations arid equipment which may hereafter be so 
classified, designated; and marked with the approval or at the direction of the 
President, and located within: · · · 

(a) Any military' or n~val reservation, post, arsenal, proving ground, range, 
mine field, camp, fort, yard, station, district, or area. · 

.(b) Any defensive sea area heretofore or hereafter established and existing 
under authority of section 44 of the United States Criminal Code, as amended 
bytheactof4March 1917 (89Stat.1194;18 U. s; C. 96). . . 
. (c) Any airspace reservation ~eretofore or hereafter established and existing 

under authority of section 4 of· the Air Commerce Act of 1926 ( 44 Stat. 570; 
49 u. s. c. 174). 
· (d) Any naval harbor closed to foreign vessels. 

.( e) Any area required for -1leet purposes. 
. (f) Any commercial establishment engaged in the development or manufacture 

of· military or nav111 arms, munitions, equipment, designs, ·ships, or vessels for. 
the United States Army or Navy. - · 

2. All military or naval aircraft, weapons, ammunition, vehicles, ships, vessels 
instruments, engines, manufacturing machinery, tools, devices, or any othe; 
equipment whatsoever, in the possession pf the Army or Navy, or in the course 
of experimentation, development, manufacture, or delivery for the Army or 
Navy, which are no"' classified, designated, and marked under the authority or 
at the direction of the Secretary of War or the Secretary of the Navy as 
"secret~', "confidlfntlal", or "restricted", and .all such articles, materials, or 
equipment which may hereafter be so classified, designated, and marked with the 
approval or· at the direction of the President. 

3. All otncial military or naval books, pamphlets, documents, reports maps 
charts, plans, designs, models, drawings, photographs,. contracts, or siiecifica: 
tions, which are now marked under the authority or at the direction of the 
~ecretar_y ~f War or the Secretary of the. Navy as "secret'', ,~contidential", or 

· restricted , and all such articles or equipment which may hereafter be so 
marked with the approval or at the direction of the President: . 
· · b., Chapter lof title 2, Canal Zone Code, approved 19 Jun~ l934 (48 Stat..1122; 
. 48 U. S. C. Ch. 6,- Note) has been amended by the act of, 1 December 1941 ( 55 
Stat. 798). This amendment confer8 upon the Governor of the Panama Canal 
the following powers : · · · · 

· • • . • the Governor ls hereby authorized to make, and from ti~e to time 
alter and amend, regulations prohibiting or, restricting: • · 

-(a) The making of any photograph, sketch, drawing, map, or graphical repre; 
sentation of, within, or upon any· such part or feature of the. Panama Canal 
or any such area, object, installation, or structure within the Canal Zone·. and ' 

(b) The possession of any camera within any area or areas in the Ca~al Zone 
which the Governoi: may designate: PrQVided,. however, That no regulation _made 
pursuant to authority contained in this section shall apply to activities of the 
kind covered by this section which are conducted. or performed by persons in 
the service or employ of· the :United States In the -course of, their otnclal 
duties. • • • and makes punishable by fine, imprisonment, or both, violation 
~f regulations established thereunder. Pursuant to the foregoing law, the 
Governor of the Panama Canal has issued regulations prohibiting the photo
graphing of certain' areas, objects or stmctures, establishing areas within which 

, ~ . . 
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Ph,otographing is prohibited, an~ establishing certain areas within which the 
possession of cameras Is prohibited. See Part 28, Cllapter I CarniZ zone Regula-
tions (7 F. R. 2185). . . · ' 

11. Photographing etc., from aircraft.-Any person who uses or per~lts.or 
procures the use of an aircraft for the purpose of. making a photograph, sketch, 
plcture, drawing, map, or graphlcal representation of vital mm.tary or naval 
installations or equipment, ln violation Of Section 1 of this Act, shall be llable 
to the penalty therein provided. ·Sec. 2, act 12 January 1988 (52 Stat. 8; 50 
U. S. C. 45a). . · · · 

12 .. Beproduclng, publishing, ~lling, etc., uncensored copies . ....:.On and after 
. thirty days from the date upon which the President defines any v,ltal mllltary or 
naval Installation pr equlpmi;nt as being within the cat!lgory contemplated under 
the first section of. this Act, It shall be unlawful for any person to· reproduce, 
publish, sell, or give away any photograph, sketch, picture~ drawing, map, or 
graphical representation of 'the vital military· or naval Installations· or equip
ment so d~ned, without first obtaining permission of the coinmandlng .· omcer 
of the military or naval· po~t, camp, ·01· station concerned, or. higher authority, 
unless such photograph, sketch, picture, drawing, map, or graphical representa
tion has Cltlarly Indicated thereon .·that .It bas been censored by the proi>er 
military or naval authority .. Any j:ierson found ,g1Jllty of .a violation of this 
section sb~ll upon conviction be punished as provided In the" first section of this· 
Act. Sec. 3, acJ 12 J anuarg 1988 ( 52 Stat. 3; 50 U. S. o. 45b). · 

13. "Aircraft," "post," "camp," and "station" de:ftned.-The term "aircraft" 
as used ln thls·Act means any·contrlvance known or hereafter lnventett, used, or 

. design-;? for navigation or 1llgbt ·In the air. The expression., ''post, camp, or. 
station . as ~ ln this Act shall be interpr~ted to Include naval vessels, mllltary 
and naval aircraft, ~nd any separate military or naval command. Sec. 4

1 
act 12 

Januat·g 1938 (52 Stat. 4; 50 U.S. C. 45c). . · · · · 
14. · GeCJ1rraphical application of law.-The provisions of this Act, shall ex

tend to all Territories, possessions, and place8 subject to the Jurisdiction Of. the 
Unl!ed States, whether contiguous thereto, or not and offenses under this Act 
when ,committed upon or over the· high seas, or elsewhere within the ~dmiralty 
and maritime jurisdiction of the United States and outside the terrltprial llmlts 
thereof shall be punishable hereunder. Sec'. 5, act 12 January 1938 ·(52 Stat. 4; 
60 U.S. 0. 4Sd). . . 

· l5: Photographing, ~ketching, mapping, etc., military or naval reserva..: 
· . tlons, properties, equipment, etc., as unlawf'lil.-Whoever, except In perform~ 

· ance of duty or employment in connection with the national .defense,· shall 
knowingly and willfully inake any sketch, photograph, photographic negative, · 
bluep)'lnt, plan, map, ~odel, copy, or other representation of any liB;VY yard, 
naval station, o~ of any military post, fort, camp, station, arsenal, airfield, or 
other military or naval reserviltior~, or place u~d for national-defense purpcises 

. by the·War or Navy Departments, or of-any vessel, aircraft, Installation, equip
ment, or other property whatsoever, located within any· such post, fort, camp, 
arsenal, airfield, yard, station, reservation or place, or In the· waters adjaeent 
thereto, or In any defe~slve sea area established In accordance with law; or 
whoever, except In performance of duty or employment In connection with the 
natlooal defense, shall know!ngly and . willfully make any sketch, photograph, 
photographic negative, Jblueprlnt; plan, map, model, copy, or other representa
tion of any vessel, airc~ft, Installation, equipment, or other property relating 

AGO 98 

I 
jl 
·I 

n J
\ 

. 

• 
-

-
'.-.. · .~r ' i 

(J·- ~.I 
I I. j 

·~ 

.SAIFEOUARD MILiTA:RY .~l~ORMATI-0N 
.AB.·380-10 

15-20 

to the national defense being manufacturlid or under 'construction or r~palr 
· for or awaiting delivery to the War or Navy.Departments or the government of 
- any. country whose defense tl;le President deems vital to the defense of the 

United States under. any contract or agreement with the United States or such 
· country"Or. otherwise on behalf of, the United States or such country, located 
.at the factory, .plant, yard, storehouse, or other place of business of any con
tractor, subcontractor, or other person, or In the waters adjacent to any such 
place, shall be punished as provided in this Act. ·Sec. 1, act 25 June 1942' (56 
Stat. 890; 50 U. S. O. App. Sup, 781). . " 

16. Permission to photograph, sketch, map, etc.-Notwltbstalidlng the pro
visions of section 1 of this Act, the Secretacy of War or the-secretary of the Navy 
is authorized, under such regulations as he may· prescribe, to permit photo
graphs, sketches, 'or other~ representations to be made when, in bis opinion, the 
Interests of µatlonal defense will not be adversely aft'ected thereby. Sea. 2, act U 
June 1942 (56 Btat. 191; 50 U.S. C. App. 'sup. 782). . 1 

. 17. Penalties for violations:-Any person found gullty of a viOlatlon of thl!i! 
Act shall, upon conviction, be.punished- by a fine of not more.than $1,000 or by 
Imprisonment for not more than one year, or by both such fine and 'imprisonment. 
Bcc. 3, act 25 June 1942 (56 Stat. 391; 50 d. S. C. App. Sup. 788). 

18. Application to Phllipphie Islands.-Tbe provisions of this Act shall apply 
in the Philippine Islands as well as in all other places within the territory ~r 
jurisdiction of the United States,. Sec. 4, act is June 1942 (56 Btat: 391,i 50 
U. 8. C. App. Sup. 784). 

· 19. E11'ective date of sections 781-785.-Thls Act shall be effective only for 
the duration. of the pr&ient war as determined by proclamation .of the President. · 
Sec. 5, act 25 June 1942 (56 Btat. 391; 50 U.S. O. App. Sup. 785). · .~ 

20. Begulations ~nder Public, Law 62'i'..-Tbe following regulations, promul~ 
gated by the Secretary of War and the Secretary of the Navy pursuant to Sec
tion 2 of Public Law. 627, which appeared ln 7 Federal Register 7307, are 'pu~ 
llsbed for the information and guidance of all concerned: · 

Q 

MAKING OF PHOTOGRAPHS, SKETCHES, ETC., OF MILITARY OR NAVAL 
SUBJECTS 

Pursuant to the authority conferred upon the Secretary of War' and the Seci.-e
tary of the Navy by the Act of Congress approved 25June1942 (Publlc Law Number 
627-77th Congress), "to prevent the making of photographs and sketches of 
military or naval reservations, naval vessels, and other naval and military· prop
ertie8, and for other purposes," the following regulations are hereby pre-
scribed: . 

, (a-) Sketches, photographs, photographic negatives, blueprints, plans, maps, 
.. ·models, copies or other representations, Iil.ay be made of any area, place, property, 

or thing, described in the Act of Congress approved 25 June 1942, (Public Law 
Number 627-;-77th Congress), only upon the expres8ed permission of the Sec~ 
tary or bis authorized' repre.sentatlve having jurisdiction of the subject matter . 
Sueh permission will be granted only if the interests of n!\,tional defense will 
not be adversely affected thereby. · 

(b) The authorized representatives who may grant the necessary permission 
are· 

War Department. Any Commanding General of a Def~nse Command, Theater 
of Operations, Department or Service Command, Director' of War Department 
Bureau of Public ~lations, ·or any Commander of a'. post, camp, or station. . · 

Navy Department. Fleet Commanders or Commanders of any major subdivision 
thereof,. Oommanders of Sea Frontiers, DlstriCt commandants, the Director of 
the Offi.ce.of Public Relations, Commanding Offi.cers of Ships, Aircraft Squadrons, 
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or Stations, or,. an oftlcer of the U. S. M;arine Corps having a command equivalent 
fo any of the foregoing. - · 

SECTION III 

RADIO AND WIRE COMMUNICATION 
Para-
graph Page 

Unauthorized publication or use of communications-----:------------------- 21 8 
General penaltY-----------------------------------------,--.------------- 22 - 8 
Violation of rules, regulations, ·etc--.--------,---,-----~--------------------- 23 : 
Powers and duties of commission----------------------------------------- 24 • 
War powers of PresldenL-------------------:...,.,--------~-------,--------- 25 10 

I 

21. Unauthorized publication or use of communications.-No person -receiv
ing or assisting In receiving, or transmitting, or assisting in transmitting, any 
interstate or foreign communication by wire or radio shall •divulge or pl'lblish 
the existence, contents, su~stance, purport, effect, or meaning thereof, except 
through authorized channels of transmission or reception, to any person other 
than the addressee, his agent, or attorney, or to a person employed or authorized 
to forward such commun!Catlon to, Its destination, or to proper accounting or 
distributing officers of the various commun!Catlng centers over which the com
munication may. be passed; or to the master of a ship under whom he Is ·serving, · / 
"r in response to ll subpena Issued by n eourt of competent jurlsdictlo·n, or on 
nemand of other lawful 1tuthority; and no person not being authorized by the 
11ender shall Intercept .any communication and divulge or publish the existence, 
contents, substance, purport, effect; or meaning of such- Intercepted communlcatio.n 
to any per8on; and no perso~ not being entitled thereto shall receive or assist 
in receiving uny interstate or foreign communication by wire or rudlo and use 
the same or any inform~tlon. therein contained for his own benefit . or for the . 
benefit of another not entitled thereto; and no person having received such inter
cepted communication or having become acquainted with the contents, sub-
1;1tance, purport, effect, or meaning of the same or any part thereof, knowing 
that such Information wns so ribtained, shall divulge or publish the existence, 
contents, substance, purport, effect, or meaning of· the same or any part thereof, 
or ~se the same 1or any Information therein contained for his own benefit or 
for the benefit of another not entitled thereto : Provided, That this section sliall 
not apply to the receiving, divulging, publishing, or utilizing the contents of any 
radio communication broudcast, or transmitted by amateurs or others for the · 
use of the generai public, or relating to ships In distress. Bee.· 605, act _19 June 
1934 (48 Stat. 1103; 41 u. 8. a. 605). -

22. General penalty.-Any person who willfully and knowingly does or 
causes or suffers to be done any act, matter, or thing, in this Act prohibited or 
declared to be unlawful, or who willfully and knowingly omits or fails to do 
any act, matter, or thing in this Act required to be done, or willfully and knowingly 
causes or suffers such omission or failure, shall, upon conviction thereof, be 
punished for such offense, .for which no penalty (other than a forfeiture) is 
provided herein, by a fine ,of not more than $10,000 or by imprisonment for a 
term of not mo1·e than two years, or both. Sec. 501, act 19 June 1934 (48 Stat. 
1100; 41 u. s. a. 501). 

23. Violation of ;rules, regulations, etc.7 Any person w,ho willfully and 
knowingly violates any rule, regulation, restriction, or condition made or imposed 
by the Com~lssion under authority of this Act, or any rule, regulation, restriction, 
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or condltfon made or imposed by any internatiOnal radio or wire communications 
treaty or conventi9n, or regulations annexed thereto, to which the United States 

- is or may hereafter become a party, shall, in addition to any other penalties pr<>
vided by law, be punished, upon conviction thereof, by a fine of not more than $500 
for- eaeh and every day during which such offense. occur~. Sec. 502, act 19 June 
1934 (48 Stat. 1100; 41 u. s. a: 502). · 

24. Powers and duties of commission.-Except as otherwise provided in this 
Act, the· (Federal Communications) ·Comm-lssion from time to tim~.- as public 
convenience, interest, or necessity requires, shall- • • . • . 

(m). (1) Have authority to suspend the license of any operator (radio) upon 
proof sufficient to 11atlsfy the Commission that the licensee- • • ' • 

(C) has willfully damaged or permitted radio apparatus or installations to be 
damaged ; ·or , . 

(D) has transmitted superfluous radio communications or signals ·• • • 
. or has knowingly transmitted-

(!) false or deceptive signals or communications, or 
(2)."a ·call signal or letter which has not been asslgned'by proper authority to 

the station be is operating; or 
(E) has willfully or· maliciously interfered with any other radio communica

tions or signals; • • •. ·sec. 308, act 19June1934 (48 Stat. J0.82), as amended 
by.sec. 5 and 6 (a and b) act 20Mail1937 (30 Stat.190, 191; 41 U. s. a. SOS). 

NOTE.-The Rules,and Regulations of the Federal Communications Commission also pro
hibit the acts mentioned In the above section. · 

a. On 14 June 1940, the Federal Communications Commission issued a formal 
n<itlc~ to all classes of commercial radio operators reading as foll~ws: 

On 10 June 1940, the Commission issued a warning specifically ·addressed to 
ship radio operators and ship station licensees against the transmission of super
fluous, unnecessary or unidentified communications. The purpose. of this notice. i 

. is to emphasize the importance of strict compliance with the previous notice and 
at the same time to call attention specifically that the provisions of statute and 
treaty .prohibiting the transmission of superfluous, unnecessary or unidentified 
communications apply to all commercial operators as well as those communicating 
from ship stations. . · · · . . . . · 

The General Ra,dio Regulations (Cairo Revision,: 1938) annexecI to the Inter
national Telecommunications Convention (Madrid, 1932,) to which this Govern
ment Is a party, and the Communications Act of 1934, specjfically prohibit the -
transmission of superfiuous, unnecessary or unidentified communications. The 
Commission Intends to uphold vigorously these provisions of law and treaty and 
will hold all commercial radio operators and station licensees strictly accountable 

·for any violation. ,, · · 

b. On 21 August .. 1941, the Defense Communications Board issued a formal notice 
to all persons engaged· in_ the wire or radiocommunications industry, including 
manufacturing, reading as follows : ' . 

WHERltJAS on account of the importance to national defense:of the plants and 
facilities of the communications industry it ap~ary; desirable to restrict free 
access thereto ; . . . 

BE IT THEREFORE RESOLVED that persons engaged in the wire or radio
communications Industry, including munufnctoring, be requested to take nil meas
ures necessary to ensure that access to·p1·emises containing communications equip
mentor facilities tother than the premises necessarily open to the general public) 
be restricted to .employees, federal, state or loeuf government' iifficers acting in 
their oftlcial capacity, and other persons considered necessary by the management 
in the conduct of its business. . 
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Bl<1 IT FURTHER RESOLVED" that all persons engaged in the wire or radio. 
·communications industry, Including manufacturing, be requested to exchide rep-

._ resentatives of any foreign government, persons, associations or corporations, 
from access to the premises containing communications equipment or facilities 
(other than premises necessarily ·open to the general public) except only upon 
express permission granted at the direction of the I;>efense Communications 
Board. · · 

o. On .. 25 March 1942, the Defense Communication Board Issued Order Number 
3, authorizing the Secretary. of War and the· Secretary of the Navy to take ap
propriate measures to safeg{iard the. security of military and naval· messages 
handled by means 9f radio communication· and wire communication, as defined 
In the Communications Act of 1934, under the jurisdiction· of the United States, 
reading as follows; 

WHEREAS, the Defe11se Communications Board has, by E.O. 8964, 10 December · 
1941, and E.p. 9089, 6 March 1942, been authorized, if the national security and 
defense and the successful conduct of the war so demand, to prescribe classes 
and types of radio stations and stations for wire communications and facilities 
or portions thereof which shall be subject to the use, control, supervision, inspec
tion, or closure in accordance with such prescription, by 'the Department of War, 
Department of .Navy, or other agency of the U,nited States Government, desig
nated by the Board ; 

AND WHEREAS, It Is necessary in the Interest of the national security and 
defense, and for the successful prosecution of the war that the Government 
of the United St~tes safeguard the security of all military and naval messages 
handled by means of radio communication and wire communication, as defined 
in the Communications Act of 1934, under t.he jurisdiction of the United States; 

··· AND WHEREAS, The Defense Communications Board has determined that the 
national security and defense and the successful conduct of the war so demand; 

NOW, THEREFORE, By virtue of authority vested In the Board under E.O. 
8964, 10 December 1941, and E.O. 9089, 6 March 1942, the Board hereby authorizes, 
the Secretary .of War and the Secretary of the Navy, acting jointly or severally, 
to take such steps, Institute such measures, and Issue such regulations and orde.rs 
as shall be necessary to safeguard all milltacy and naval messages handled by 
means of radio communication and wire communication under the jurisdiction of 
the United States In order to ensure that all such communications be trans
mitted rapidly, securely, and inviolate and further to ensure that no communi
cation of spurious origin, purporting to be a military or naval communication, 
be transmitted by means of radio or wire ·communication. 

25." War po~rs of President.-(a) During the continuance of ~ war In 
which the United States Is engaged, the President Is authorized; If he finds lt nec
essary for the national defense and security; to direct that such communications 
as In his judgment may be essential to the national defense and security shall 
have preference or priority with' any carrier subject to this Act. He may give 
these directions at and for such t.lmes as he may determine, and may modify, 

· change, suspend, or annul them and for any such purpose he ls hereby authorized 
to Issue orders directly, or through such person or persons· as he designates for 
the purpose, or through the Commission. · Ariy carrier complying with any such 
order or direction for preference or priority herein authorized shall be exempt 
from any and all provisions in.existing law im];JOsing civil or crlinlnal penalties, 
obligations, or liabilities upon carriers by reason of giving preference or priority 

. In compliance with such order or direction. 
(b)"lt shall be urilawful'for ~ny person during any war In which the United 

States ls engaged to knowingly or wlllfully, by physical force or intimidation by 
threats of physical force,. obstruct or retard or aid in obstructing or retarding In
terstate or foreign communication by radio or wire . .' The President is hereby au
thorized, whenever in his judgment the public interest requires, to ·employ the 
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armed forces of: the United States to prevent any such obstruction ~r retardatiori 
of communications.: Provided, That nothing In .this section shall be construed 
to repeal, modify, or affect either section 6 .or ·section 20 of an Act entitled 
"An Act to supplement existing laws against unlaWful restraints and monop-
olies, an!! for other purposes," approved 15 October 1914. · 

(c) Upon proclamation by the President that there· exists war or a threat 
of war or a state of public peril or disaster or other national emergency, or in 
order to 'preserve the neutrality of the United States, the President may susiknd 
or amend, for such time as he may see fit, the rules and regµlatlons applicable 
to any or all sta.tions within the jurisdiction of the United States as prescribed 
by .the Commission, and may cause the closing of any station for radio ~ni-i 
municatlon and the removal therefrom of its apparatus· and equipment, or he. 
may authorize the use or control of any such station and/or !ta apparatus and 
equipment by any department of the Government under such regulations as he 
may prescribe, upon just compensation to the owners. 

(d) Upon proclamation by the President that there exists a state or \hreat 
of war involving the United States, the Presld~nt, If he deems It necessary in 
the Interest of the .national security and defense, may, during a period ending 
not later than six months after the termination of such state or threat of war· 
and not ~ater than such earlier date as the Congress by concurrent re11olut1on 
may designate, (1) suspend or amend the rules and regµlatlons applicable to 
any or all facllltle8 or stations for wire communication within the jurisdiction 
of the United States· as prescribed by the Commission, (2) cause the closing 
of any facility or station for wire communication and the nimoval therefrom 
of Its apparat'Js' and equipment, or (3) authorize the use or control of any 
such facliity or station and Its apparatus and equipment by any department 
of the Government under such regulations as he may prescribe, upon just 
compensation to the o.WUers. · · . 

(e). Tile President shall ascertain the just compensation for such use or con
trol and certify the amount ascertained to Congress for appropriation and pay~ 
ment to the person entitled thereto. If the amount so certified Is unsatisfactory 
to the person entitled thereto, such person shall be paid only 75 per centum ot 
the amotJnt and shall be entitled to sue the United States to recover such further 
sum as added to such payment of 75 per centum will make such amount as will 
be just compensation for the use and control. Such suit shall.be brought in 
the manner provided by paragraph 20 of section 24, or by 1se'ct1on 145, of the· 
Judicial Code, as amendM. / 

(f) Nothing in subsection (c) or (d) shall be .construed to amend, repeal, Im
pair, or affect exlstlng'laws or powers of the States in relation to taxation or 
the lawful police regulations Qf the several States, except wherein such laws, 
liowers, ·or regulations may affect the transmission of Government communica
tions, or the issue of stocks and bonds by any communication system or systems. 

(g) ~othlng in subsection (c) or (d) shall be construed to authorize the 
President to make any amendment to the rules and regulations of the Commission 
which the commission would not be authorized by law to make; and nothing · 
In subsection (d) shall be construed to authorize the President to take any action 
the' force and effect of which shall continue Iieyohd the date after. which taking 
of such action wolJ,ld not have .been authorized. Sec. 606, aot 19 June 1934' (48 
Stat. 1104), as amended by sec. 1 and 2, act 26 January 1942 (56. Stat. 18; 41 
u. 8. o. 006). 
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SECTION IV 

·OFFENSES AGAINST POSTAL SERVICE 
Para· 

. . . . graph Page 
Stealing, secreting, or embezzling mall matter, or attempting to do so-------------------------- 26 12 
Certaln'letters or writings nonmallable; opening letters.·----~-------------------------"------· 'n . 12 
Using or attempting to use mal~·for transmlsslori of matter declared nonmallable by title; Jnr-
. lsdlctloii of offense ____________ : _____ _-_ _. __ ~-----------,--------·----··--;·---------'------------ 28 12 

26. Stea&g, secreting, or embezzling mail matter, or -attempting to do 
so.-Whoever. shall steal, take, or abstract, or by ·fraud or deception obtain; ~r 
attempt so to ~btaln, from or out of any mail, post omce, or station thereof, or 
other authorized depository for mall matter, or.from a letter or mail carrier, any 
letter, postal card, pli~kage, bag, or mall,_ or shall abstrac·t. or remove from any 
such letter, package, bag, or mall, any article or thing contained therein, or shall 
secrete, ,em.bezzle, or destroy :any such letter, postal card,_ package, bag, or mail, 
or any article or thing contained therein ; or whoever shall steal, take, or abstract, 
or by fraud or d~ptlon obtain any letter; postal card, package, bag, or mall, 
which has been left for collection upon or adjacent to a collection box or other 
authorized depository of mall matter; or whoever shall buy, receive, or coQceal, 
or aid in buying, receiving, or concealing, or shall. unlawfully have In his posses
sion, any letter, postal ca.rd, package, bag, or mall, or any article or thing 

· ·contal.ned :therein, which has been so stolen, taken, embezzled, or abstracted, as 
herein described, knowing the same to have been stolen, taken, embezzled, or 

.·abstracted; or whoever shall take any letter, postal card, or package out of any 
·post omce or station thereof, or out of. any authorized depository for mall matter 
or from any letter or mall carrier, o~ whlc_h has. been In, any post omce or station 
thereof, or other authorized depository, or In the custody of any letter or mall 
carrier, before it l}as been delivered to the person to whom It was directed, with 
u design to obstruct. the correspondence, or to pry into the business or secrets 
of another, or shalf_open, secrete, embezzle, or destroy the same, .shall be fined 
.not•more tlian $2,000 or imprisoned not more than five yea1·s, or both. Sec. 19,f, 
act 4 March 1909 (35 Stat. 1125), as amended, by act 25 February 1925 (43 Stat. 
977), as amended, by act 26 August 1935 (49 Stat. 867), as amended, by act 7 
August 1939. (53Stat.1256;18'u. s. c. 317). · 

27. Certain letters or writings nonmailable;"openin:g letters.-Every letter, 
writing, circular, postal card, picture, print, engraving, photograph, newspaper, 
pamphlet, book,. or .other publlci.ttion, matter,. or thing, of any kind, in violation 
of any of the provisions. of this Act Is hereby declared to be nonmailable matter 

. and shall not be conveyed in the mails or delivered from any post office or by 
any letter carrier: Provided, That nothing in this Act shall be so 'constrned as 
to authorize any person other fhnit an empfoyee of the Dead Letter omce, duly 
authorized thereto, or other _person upon a search warrant authorized by law, 
to open any letter not addressed to himself. Sec. 1, act 15 June 1911 (40 Stat. 
230; 18 u. 8. c. 343). . . . 
. 28. Using or attempting to use mails for,transmission of matter declared 

. nonmailable by title; jurisdiction.of o:trense.-Whoever shall use or attempt to 
use the mails or Postal Service of the United States for the transmission of any 
matter declared by Title XII of this Act to be nonmailable, sliall be punished 
by imprisonment for not more than ten years and may, in the discretion of the 
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court, be fined not more than $5,000. Any person violating any provision of 
this title may be tl'ied and punished either in the district In which the .unlawful 
matter or publication was mailed, or to which it was carried by mall for delivery 
according to the direction thereon, or in which It was caused to be delivered 
by mail to the person to whom it was addressed. Sec. 3, act 15 June 1911 (40 · 
.BIBI. 230) as amended by Bee. 9, act 28 March 1940 ( 54 Stat. 80; 18 U. 8. C. 345). 

SECTION·V 

TR~DING WITH THE ENEMY ACT OF ·1917 
Para-· 
graph Page 

Acts prohibited~-------:..-------'--:.------~---·--------------------------- 29 13 · 

29. Acts prohibited,_:_it shall be unlawful-
(a) For'. any lJtlrBOn In t,he United States, except with the license of the Presi

dent, granted to such·person, or tp the enemy, or ally.of enemy, as provided in 
this Act, to trade, or attempt to trade, either directly cir Indirectly, with, to, or 

1 from, or for, or on account of, or on behalf of; or for the benefit of, any other 
.person, with knowledge or reasonable cause to believe .that such other person 
is an enemy or any· of enemy, or Is conducting or taking part in such trade,. 
directly or indirectly, for, or on acc<iunt .of, or on behalf Jr, or for the benefit of, · 
ari enemy or ally of enemy, 

(b) For any person; except with the' license of the !'.resident, to transp0rt 
or attempt to·transport Into or from the United States, or for any owner, master, · 

· or other person in charge of a vessel of American registry to transport or at
tempt to transport from any place to.any other place, any subject or citizen of 
nn enemy or ally of enemy nation, with knowledge or reasonable cause to believe. 
that the person transwrted or attempted to be transported is such subject or . 
citizen. · 

( c) For any person (other than ~ person in the service of the United 
States Government or of the Government of any nation; except tll.at of an enemy 
or ally of enemy nation, and other than such persons or 'classes of persons as may 
be exempted hereunder by the President or by such person as he may direct), to 
send, or take out of, or bring into, or attempt to send, or take out of, or bring into 
the United States, any letter or·other writing or tanglbl~ form·bt communication, 
except in the regular course of the mail ; and it shall be unlii'wful for any person 
to send, take, or transmit, or attempt to send, take, or tran·~mit out of the United 
States, any letter or other writing, book, map, plan, or other paper, picture, or 
any telegram, cablegram, or wireless message, or other form of communication 
intended for or to be deilvered, directly or Indirectly, to an enemy or ally of 
enemy; Provided, h<>wever, That' any person may send, take, or transmit out of 
the United States anything hereii:i forbidden if he shall first submit the same to the 
President, or to such officer as the President may direct, ~~d shall obtain the 
license or consent of .the President, under such rules· and regulations, and with 
such exemptions, as shall, be prescribed by the President. ' 

(d) Whenever, during t_he present war, the President shall deem that the pub~ 
li<l safety demands.ft, he may cause to be censored under such rµles and. regula.
tions as he may (roin time to time establish, communications by mail, cable, rad.lo, 
or other means of transmission passing between the. United States and any foreign 
country he may froni time to time specify, or which may be carried by any vessel 
or other means of transportation. touching at any port, place,. or territory of the 
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· United States acd _hvuud tv "" f.:uw auy foreign country. Any, person who will. 
fully evades or -attempts to evade the submission of ·any such eommuntcatlon 'to 
such cenll:Orshlp or willfully uses or attemp

1
ts to use any· code or other dev:lce for 

the purpose of concealing from such cellBorshlp the Intended meaning of such 
communication shall be punished as provld_ed In section sixteen of this Act. Sec. 
3, act 6October1917 (40 Stat. 41!; 50-U. 8. O. App. 3). . ', 

SiixmoN VI 

FIRST WAR POWERS ACT 1941 

Para-
• 1 · • . graph Page 

Censorship of communications; pemdt!es and forfelt!!~eB-------------------- 30 14 

30. _Censorship of communications; penalties and forfeitures.-Wbenever, 
during .the present war, the President shall deem that the public safety demands 
It, he may cause to be censored unde.r. such rtlles ilnd regulatto'ns as he may 
from time to time establish, communications by mall, cable, radio, or other 
means of transmission passing between the United States and any foreign 
country he may from· time to time specify, or 'which may be carried :by any 
vessel or other means of transportation touching at any port, place, or Terri~ 
t<iry of the United States and bound to or from a11y. foreign country. Any 
person who willfully evades or attempts, to evade_ the submission of any such 
communication to such censorship or willfully uses· or attempts to use any 
code or other device . for the purpose of concealing from such censorship the 
intended meaning of such communication shall, upon conviction,· be fined not 
more than $10,000, or, if a natural person, imprisoned for not more than· ten 
years,. or both ; and the o1flcer, director, or agent of any corporation who 
knowingly participates in such violation shall be punished by a like fine, Im
prisonment, or both, and any property, funds, securities, papers, or other 
articles· or documents, or _any vessel, together with her tackle, apparel, furni
ture, and equipment, concerned· In such violation shall be forfeited to the United 
States. Bee. 303, act·18Decem;ber 1941 (55 Stat. 840; 50 U.S. C. App. Sup. 618). 

SECTION VII 

CO()RDINATION OF FEDERAL REPORTING SERVICES 

Para-
. · ·graph page· 

Unlawful 'disclosure· of !nformatiC?n; penalties ; release of information to other · 
. agencies -----------·-----------------------"-------------~-------- ____ 31 14 

31. Unlawful disclosure of information; _penalties; release of information 
to other agencies.-(a) In the event that any information obtainecI in confi
dence by a Federal agency Is ~eleased by that agency to another F~eral agency, 
_all the provisions of law (Including penalties) which relate to the unlawful 
disclosure of any such Information shall apply to the officers and employees of 
the agency to· which such Information Is released to· the same ~xtent and In· 
the same m~nner 11s such provisions apply to the officers and employees of the 
agency , which originally obtained mch lnformatfon; and the officers and em
ployees· of the agency to which the information ls. released shall In addition be 
subjected to the same provisions of lilw (Including penalties) relating to the 
unlawful disclosure of such Information as if the information had been collected 
directly by such agency. 
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. (b) Information obtained by a· Federal agency from any person or persons. 
may, pursuant to this Act, be released to any other Federal agency only if (1) 
the Information shall be released In the form of statistical totals or summaries.; 
or (2) the lnforniatlon as supplied by persons to a Fede1·al agency shall not, at 
the time of collection, ha\·e been declared· ,by that agency nr by any superior 
authority to be confidential; or {3' the persons "supplying the information shall 
consent to the release of It to a second agency by the agency to which .the in-. 

·formation was originally supplied; or ( 4) the Federal agency to which another 
·Federal agency shall release· Ute Information has authority to collect the lnforma· 
tion Itself and such authority Is supported by legal provision for criminal 
penaltle8 against persons faUing to supply such Information. 8e~. 4, act .u 
December 1942 (56 Sta,t. 1079; 5 U. 8. Q. Suv. 13911.) 

SECTION VIII 

OFFENSES AGAINST OPERATIONS OF GOVERNMENT , 
Para
grsph Page 

FalSely pretending to be United States officer .. , .. ----------------.---------------------':-----
Purlo!n!ng; stealing; or lnJUl"lng property of United States or property manufacture.\ •under 

32 15 

contract for War or Navy Departments·--------------------------------------------·---··- 33 
Embezzling ·Brms and stores._.---·-----·--------·----·--··-,---·--·-·------··-------···------ 34 
Injuries to fortUicatlons or harbor defenses; Jurisdiction of otlenses committed within Canal 

Zone or defensive sea areas .. ---------·------·--------------···--------····----·--·---------- 35 
I Unlawfully entering military reservatfon, fort, or arsenal ...... ---·--·---------··---''·-··--·-·· 36 

Unlawfully entering, remalnlng;\e8ving, or committing acts In military areas or zones........ 37 · 
PossesSlon or control of propetty. or papers In aid of foreign government designed or Intended 

for violating penal statutes treaty rights, or obligations of United States; or rights under. law 
of nations .. __ •. _____ ••. __ •••• _ .. _ .•.•....•. _ .. _ ••• --- _ ., . --- , ---~----- -·- --- -- -- -- .•• ----- -- 38 

Robbery of personal property or United States~----------·----··-·------------·----.-----·---·· 39 
Embezzling public moneys or other.property ..•.••..•..•.••.. ----·--·-·----------·-····------ 411 
Receiving stolen public propertY-----···-----------···-·------··----------···----·--------···- 41 
Injuries to telegraph llnes .•.• c ..••••.... --··----·--·--------··------·-··---·----------····-·---,- 42 : 
Falsely making or forging naval,

1 
military, or oftlclal pass ...••.• -----------·-····----------·-·- 43 

15 . 

l6 

16 
16 
17 

17 
17 
17 
17 
18 
18 

32. Falsely pretending to be United· States ofilcer.-Whoever, with intent 
to defraud either the United States or any person, shall falsely assume or pre
tend to ~ an officer or employee acting under the authority of the· United States, 
~r any department, or"any officer of the Government thereof, or up.der the 
authority of any corporation owned or controlled by the United States~ and 
shall take upon himself to. act as such, or shall in such pre!~nded charact~r 
demand or obtain from any person or from the' United State8, or any depart
ment, or any officer of the Government thereof, or any corporation owned.or con-. 
trolled by the United· States, any money, paper, document, or other valu~ble 
thing, shall be fined. not more than $1,000 or imprisoned not more than three 
years, or both. Sec. 3~, act 4 March 1_909 (35 Stat. 1095) as a~ended by .act 
28Februa;_ry1938 (52 8ta-t. 82; 18 U.S. 0. 76). 

1 
33. Purloining, stealing, or injuring property of United States or property 

manufactured under contract for War or Navy Departments.-(C) Whoever 
shall take and c,any away or take for his use, or for the use of anot~er, !with 
intent to steal or purloin, or shall willfully Injure or commit any depredation 
against any property of the United States, or any branch or department thereof, 
or any' corporation In which the United States/of America Is a stockholder, 
or any propert;r which bas been or is being made, ·manufactured, or constructed 
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under contract for the War or Navy Departm'ents of the United States, shall 
be punished as follows: If the value of St~ch property exceeds the sum of .$50, by.a 
fine of nor'inore than $10,000 'or imprisonment for not more than ten years, 
or both ; if. the value Of such property . does not exceed the sum of $50, by a 
fine of not more .than $1,000 or' by linprisonment in a jail for not more _than one 
year, or both. Value, as used in this section, shall mean market 'value or cost 
price,: either whoiesale or retail, whichever shall be the greater. Sec.· 35, act ·4 

·March 1909. (.'15 fitat.1095)· as amended by act 23 October 1918 (40 Sta·t. 1015) as 
amernded'by act 18.June 1934 (48 Stat. 996) as amended by act 4 April 1938' (52 
Stat.198; 18 U.S.(). 82). . 

34. Embezzling arms and stores~-Whoever shall steal, embezzle, or know:. 
ingly apply to his· own use, or unlawfully sell, convey, or dispose of, any ordnance, 
arms, ammimition, clothing, subsistence; stores, money, or. other property of the 
United States, furnished or 'to be used for the military or naval service, shall be 
punished as prescribed in section ?5 of this Act. Sec."36, act 4 March 1909 (35 Stat. 
1096; 18 u. s. ();·87) .. 

35. Injuries to fortifications or harbor defenses: jurisdiction of· o:lfenses 
committed 1.withih Canal Zone or defensive sea areas.-Whoever shall willfully 
trespas8 upon, Injure, or destroy any of the works ·or property or material of any 
submarine mine or· torpedo or fortification 01· harbor-defense system owned or 
constructed or in process of constriiction by the United States, or shall willfully 
foterfere with the operation or u~e of any such submarine mine, to1·pedo, forUfi-' 
cation, or· harbor-defense system,. or shall knowingly, willfully •. · or wantonly 
violate any duly authorized and prqmulgated order 01· reiulation of the President 
govemlng iiersons or vessels within .the limits of. 'defensive sea areas, which de
fensive _sea areas are hereby autho1:ized to be established by order of the President 

• from time to time as may be necessary In his discretion for PUl'.poses of national 
defense, shall be 'punished on conviction thereof In a -district or circuit comt of 
ap~ls of the Un,l\ted States for. the. district or (.'ircuit in which the offense ;is 
committed, or into which the· offender is first brought, by a fine of not more than 
$5.000, or by imprisonmei1t for a term not excee<llng five years, or by both, in 
the discretion of the court. .Provided, offenses hereunder committed "'ithin the 
Canal Zone or.Jflthin any defens.ive sea areas which the President is authoriztld 
to establish bY·iJtls section, shall be cognizable in the District Court of the Canal 
Zone, and jurisdiction is liereby co~1ferred upon said cotli"t to hear' and determine 
all such cases arising under this section and .to Impose the :Penalties herein. pro
vided fo.r the violation of anY, of its provisions. · Sec. 1, act 7 July 1898 (30 Stat. 
717), as amende<l by sec. 44,.act. 4 March 1909 (35 Stat. 1097), as amended by 
act 4 March 1917' (39 Stat. 1i94), as amended by sec. 19, act 22 May 1917 (,W 
Sta,t. 89; 18 U. s,-,c. 96). , 

36. ·unlawfully entering military reservation, fort, or arsenal.:--Whoever, 
within the territory or jurisdiction of the United States, including. the Canal 
Zone, Puerto Rico, and the Phllippine Isiands, shall go upon any milltary reser
vation, Army post; foi·t, 01· ·arsenal, for any purpose pr~ihibited by law' or mili
tary regulation made In pursimnce of law, or whoeYer· shall reenter or be found · 
within any such reserYatloh, post, fort, or arsenal, after haying been removed 
therefrom. ~r ordered not to r~nte1· by any officer· or person in command or 
cha1·ge thereof, shaIJ be fined not more thun $500, or imp1·lsoned not more than 
i;ix months, or bo,th. Sec. 45, ad 4 JI arch 1909 (;35 Stat. 1097), as <Wiended by 
act 28 March1940f(54 Stat. 80; 18 U.S. C. 97), 
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37. Unlawfully entering, remaining, leaving, or committing acts in mili
tary areas or zones.-Whoeyer shaH ·enter, remain in, leave, or commit any act 
!n any mllltary area or mllltary zone prescribed, under the authority of an 

. Executive-order of the President, by the Secretary of War, or by any military 
com~ander designated by the Secretary of War, contrary to the restrictions 
applicable to any such area or zone or contrary to the order of the ·secretary of 
War or any such military 'commander, shall, if it appears that he knew.or should 
have know!l of the existence and extent of the restrictions or ordtlr and that his 
act 'fas in violatlo!l thereof, be guilty of a misdemeanor and upon conviction 
shall be Hable to a fine of not to.exceed $5,000 or to imprisonment' for not more 
than one ~ear, or both, for each offense. Act 21 March 1942 (56 Stat. 173; 18 
D.S. 0. Sup. 97a). 

38. Possession or control of property or papers in aid of foreign govern
ment designed or intended for violating penal statutes, treaty rights, or 
obligations of United States; or rights under law of nations.-Whoever, in· aid 
of any foreign Government, shall knowingly and willfully have possession of or 
control over any property or papers designed or intended for use or which is 
used as the means of violating any penal statute, or any of the rights or obli
gations of the United States- under any treaty or the law of nations, shall be 
punished by imprisonment for not more than ten years and may, in the d'is
cretion· of the court, be fined not more than $1,000. The words "foreign govern- . 
ment'', as used In this Act and in sections 156, 157, 161, 170, 171, 172, 173, and 
220 of the Act of 4 March 1909, entitled "An Act to codify, revise, and amend the 
~nal laws of the United States," shall be· deemed to include any Government, 
faction, or body of insurgents within a country with which the United States 
Is at peace, which Government, faction, or. body of insurgents may or may not 
have been recognized by the United States as a Government. Sec. 4, act 15 June 
1917. (40 Stat. 226); sec. 22, act 15 Jwne 1917 (40 tBat. 230), as amended ·by 
1tec. 8, act 28March1940 (54 Stat. 80; 18 U.S. C. 98). 

39. Bobbery of personal· property of Uniter. States.-Whoever shall rob 
anotb,er of any kind or description of personal proi:ierty belonging to the United 
States, or shall feloniously take and carry away the same, shall be fined not 
more than $5,000, or imprisoned not more than ten years, or both. Sec. 46, act 4 
Maroh 1909 (35 Stat. 1097; 18 U.S. O. 99.) / 

40. Embezzling public moneys or other property.:--~hoeyer shall embezzle, 
steal, or purloin any money, property, record, voucher, _or valuable thing what
~ver, of the moneys, goods, chattels, records, or property of the United States, 
shall be fined not more than $5,000, or imprisoned not more than five years, or· 
both. Sec. 1;. act 3 March 1870 (18 Stat. 479), as amended 'by sec. 41, aei 4 
March 1909 ('15 Stat. 1097; 18 U. B. (); 100). 

41.' Receiving stolen public property.-Whoever shall receive, conceal, or 
aid In conceallng, or .shall have or retain in his possession with intent to convert 
to his own use or. gain, any money, property, record, voucher, or valuable thing. 
\Vhatever, of the moneys, goods, chattels, records, or property of the United 
St.ates, which has theretofore been embezzled, stolen, or purloined bY any other 
person, knowing the same to have beeQ so embezzled, stolen, or purloined, shall 
be fined not more than $5,oOO, or iinprisoned not ·more than ft.ye years, or both;' 
and such wrson may be tried either before or after the conviction of ·the 
llrincipal offender. Sec. 2, act 3 March 1875 (18 Stat. 479), as amended by·sec. 
48, act 4 March 1909 (35 Stat. 1098; 18 U.S. 0. 101). 
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. 42. Injuries to telegraph liRes.-Whoever shall wlllfully or maliciously In· 
jure or destroy. any ·of the works, property, or material of any telegraph, tele
phone, or cable line, or system, operated or controlled by the United States, 
whether constructed or In. proce~ of construction, or shall wlllfully or mali
ciously Interfere In any way with tl:~e working .or use of any Btlch line, or 
system, or shall willfully or maliciously obstruct, hinder, or delay the trans
mission of any communication over any such line, "or system, shall be fined not 
more than· $1,000~ or imprisoned not more than three years, or both. Act ZJ 
J-urw 18'.14 (1B Stat. 250),'as amenMd by sec. 60, act 4 Ma.rchl 1009 (35 Stot. 
1099;· 1s u. s. a. 116). · · 

43. Falsely making or forging naval, militaey'., or o:ID.cial pa~s.-Whoever 
shall falsely make, forge,. counterfeit, alter, or tamper with any naval, milltitry, 
or with wrongful or fraudulent intent, shall use or have in hie poe8ession any 
such pass or permit, or shall pereonate or falsely represent himself to be or not 
to be a person to whom such pass or permit has 1been duly Issued, or shall wlll
fully allow any other person to have ?.r use any such pass or permit, _Issued for 
his use alone, shall be fined not more than $2,000 or Imprisoned JlOt more than 
five years, or bOth. Se<:. 3, act of 15 June 1917 (40 8ta,t, Z28; 18 U'. 8. 0. 131!.) 

SECTION IX 

FOREIGN AGENTS AND PROPAGANDA 
Para

~graph Page 
· Acting as foreigp. governmental agent without notice to Secretary of State----- . 44 18 

44. Acting as foreign governmental agent Without notice to Secretary of 
State.-Whoever; other than a diplomatic' or consular officer or attache, shall act 

~ In. the United' States as an agent of.a foreign government without prior notification 
to the Secretary of State .shall be punished by imprisonment for not more than 
ten years and may, In the discretion of the court, be fined not:'more than $5,000. 
Sec. S, act 15June1917 (40 Sta.t. 226), as a,mended by sec. 6, actz8 Jla,rch 1940. 
< 54 Stat. 80; 22 u.s.a. 601 >. 

SllX7l'IONX 

OFFENSES AGAINST EXISTENCE OF GOVERNMENT 

Para
graph Page 

Criminal correspondence with foreign goveruments ; redress of private injuries 
excepted------~-----------------------------------------~----------- 45 18 

Organizations carrying on subveniive political and civlllan mllltary activities ; 
definitions. ___ .:--------------'--------------------------------------- 46 19 

Same; penalties----------------------------------------~----------~--- 47 19 

45. Criminal correspondence with foreign governments; redress al private 
injuries ex:cepted,..,.,-Every citizen of the United States, whether. actually resident 
or abiding' within the same, or In any place eubjeet.to the jurledicti9n there0f, or 
In any foreign country, who, without the permission or authority of the Govern
ment, directly or indirectly, commen~ or carries on any verbal or written cor
respondence/ or intercourse with any foreign government or any offtcer cir &gent 
thereof, with an intent to lnfiuence the measures or conduct of any foreign ·gov-

18 "I 
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ernment or of any offtcer or agent thereof, in" relation to any disputes or ·con
troversies with t~e United States, or to defeat the measures of the. Government 
of the United States; and every person, being a citizen of or resident within the 
United. States or 'In' tmY place subject to the jurlSdiction thereof, and not duly 

· authorized, l!ho counsels, advisee, or aSBlets In any such correspondence with such · 
Intent, sh.all be fined not more than '5,000 and. Imprisoned not more than three 
;sears; but nothing In this section shall be construed to abridge the right of a 
citizen to apply, himself or his agent, to any foreign government or the agents 
thereof for redress of any Injury which he may have sustained from such govern
ment or any oi: Its agente·or subjects. Sec. 5, act 4 March 1909 (35 Stat. 1088), 
as a,men4ed by act Z2April1931! (47Btat.132;18 U.8.0. 5).. , , 

46. Organizations carrying on subversive political and civilian military. 
activities; deftnitions.-For the purposes of this Act- . · 

(a) The term "Attorney General" means the Attorney General of the United 
~~; ' ' ' 

(b) The term "organization" means any group, club, ·1eague, society, com
mittee, 'aBSOClatb>n, political party, or combination Of Individuals, whether 'In-' 
corpo~ated (Ir otherwl8e, but such term shall not Include any corporation, 
aBBOCiatlon, · .community chest, fund or foundation, organized and operated 
exclusively for religious, charitable, scientific, literary, or educational purposes; 
' ( c) The tenn "political activity" means' any activity the purpose or aim of 
which, or one of the purpoBet1 ·or alms of which, ls the control by-'force or over
throw of the Government of the United States or a political subdivision thereof, 
or any State or political· subdivision thereof; 

(d) An organization shall be, deemed to be engaged in "clvlllan military 
activity" if (1) It gives Instruction to, or prescribes Instruction for, Its members 
in th~ use of firearms Qr other· weapons or any substitute therefor, or military 

·or naval science, or (2) it receives from any other organization or from any 
individual Instruction In military or naval science, or (3) it engages In any 
military or naval maneuvers or activities, or, (4) It engage@, either with or 
without arms, in drllle or parades of a mllltary or naval character, or (5) It 
engages In any other form of organized activity which In the opinion of the 
Attorney General constitutes preparation fqr military actlon; alid · 

(e) An .organization shall be deemed '"subj~t to forelgn/oontrol" if (1) it 
solicits or accepts financial contributions, loans, or support bf any kind, directly 
Qr Indirectly, from, or le aJDliated directly or Indirectly with, a foreign .govern
ment or a political subdivision- thereof, or an agent, agency, or instrumentality. 
of a. foreign government or polltl.cal subdivision thereof, or a political party in 
·a foreign country, or an International political organization, or (2) its policies, 
or any of them, are determined by· or at the suggestion of, or In collaboration 

, with, a foreign government or political subdivision. thereof, or agent, agency, 
or instrumentality of a foreign government or· a political subdivision thereof, 
or a political party in a foreign country, or an international political organlza· 
tlon. Sec. 1, act 17Octo1*r1940 (54 8wt. 1201; 18. u. 8. O; lJl). · 

47. Same; penaltles.-:Any violation of any of ·the provisions of 'this Act shall· 
be punishable by a fine of no_dnore than $10,000 or by imprisonment for not more 
than five years, or both. • • •. Bee. 4, act 17 October 1940 ( 54 8tat .. 1Z04; 18 
zr. s. a. 11). 
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SEC1'JON XI 

WILLFUL DESTRUCTION, ETC., OF WAR OR NATIONAL-DEFENSE. 
MATERIAL . 

Para· · 
graph Page 

Destroying or injuring national-defense materials, etc---~---------~------_:- 48 20 
Making or causing.natlonal-4efense material to be made1in defective manner ___ . 49 20 

4s. Destroying or injuring national-defense materlals; etc.-Whoever, 'with 
Intent to injure; interfere ~Ith, or obs!ruct the natlorial defense of- the United 
States, shall willfully injure or destroy; or sJ;lall attempt to so injure or destroy, 
any ~attonal-defense material, ,national-defense' premises, or. national-defense 
utilities, as herein defined, shall, up0n conviction thereof, be fined not more than 

· 
1 
$10,000 or 'mprisoned not more than ten years~ or both. Act 20 April _1918 (40 
Stat. 533) as added by sec. 5, act 30 November 1940 (54 Btat. 1221; 50 U. fl. C. 
'105). 

49. Making or causing national~detense material· to be made in defective 
manner.-Whoever, with intent to injure, interfere with, or obstruct tlie national 
defense of the United States, shall willfuily make or cause to be made in a de
feetive manner, or attempt to make or cause to be made)n a defective_ maiiiier, 
any national-defense material, as h~rein defined, or any tool, implement, machine, 
utensil, ·or receptacle used or employed In making, producing, manu~acturlng, or 
repairing any such national-defense material, as herein defined, sh~ll. _upqn 
conviction thereof, be fined not more than $10,000 . or imprisoned not more than 
ten years, or both. Act 20 April 1918. (40 Stat. 533) as added by sec. 6, acf 30 
November 1940 (54 Btat. 1221; 50 U. B. C.106). - . · 

SECTION XII . 

INTERFERENCE. WITH HOMING PIGEONS OWNED BY ~ITED STATES 

Para-· 
graph Page 

Prohibited acts----------------------------~--------"-:..-----------~---~"" · 50. · 20 
Possession of pigeons as evidence of violation of_ law_--------------~--------._: Iii 20 
PunishmenL--------------------------.---'-----'----·-------------------- 52 · 20 

50. Prohibited acts.-lt is hereby declared- to be unlawful to knowinglyen· 
trap; capture, shoot, kill, possess, or in any way .detai~ an Antwerp; or homing 
pigeon, commonly called carrier plgeon, which ·is owned by th~ Unittld States 
or bears a band owned and· issued by ·the United States having there0n the 
letters "U: S. A." or "U. S. N." and a 8erlal number .. Sec. i, ac{ 19 April 1f}18 
(40 Stat. 533 ;' 50 U. S. C. 111). . . . . . . . . - . . 

Isl. Possession of pigeons as evidence' of' violation of law.~The possession 
or detention.of any pigeon described in section 1'of this Act by any person .or 
persons in any loft, house, cage, building, or structure' in the ownership or 
under the oontrol.of such person or persons without ·giving iinmediate notice by. 
registered mail to the nearest military or n_a:val authorlties, shall be prima tacie 
evidence of a violation of this Act. Bee. 2, act 19. April 1918 (40 Btai>533; ~O 
u; s. o. 112). · . · · · 

52. Punishment.-Any. person violating the provisions of this Act shail, ul>on 
conviction, be punished by a fine of not more tha1'J $100, or by imprisonment 
for not more tha~ six months, or by both such fine and imprisonment. · Bee. 3, 
act 19 April 19.18 (40 Stat. 533; 50 U. B. C. 113). fl .
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S~TION XIII? 

WAR OFFENSES 
Para}· 

;. .. 

. . . _ . 1." graph Page 
Relieving, corresponding with, or aiding the enemy~~:.::_ 7 ___________ __,,, ______ . 53· 21 · ,._ , .. 
Spies __ .;, ______ ., _____ : ________ .:__; ____ :._ ________ ,,_.::.:. _____ ... ________ :..\:'7',,.--..::... 54 21 · · 

" . 53. Relieving, corr~sponding ~1th, or aiding the enemy.;, Whosoever re
lieves or attempts to relieve the enemy with arms, ammunition, supplies;· money, .;: . 
or other things, or knowingly harbors or protects or holds correspondence with .... 
or ·gives llltelUgence to the enemy, either directiY or indirectly, shall suffer. death · · :i 
or s1,1ch other punishment as a: court-martial. or military commission niay direct. · · · · \; . 
Aot 4 June 1920, A W81 (41 Stat. 804~· 10 U. B. C.'.1553). . 

54. Spies.~Any person who in time of wa~ shall be found lurking or acting :·: .l ~
as. a spy in or about any of the fortifications;' pqsts, quarters, or encampments of 
any of the armies of the United States, or elsewhere, shall be t'ried by a general 

. court-martial or liy a .military commission, and shall, on conviction thereof, sutfer 
death. Act 4June1920, AW82 01 stat. 804; 10 u. s. c. 1554) .;~ · 

- . . . ,' . . .. 
. SECTION XIV. 

_; 
· •• ,,.1 

MILITARY AREAS, ETC. . .. ~.·. 
, 1 Para-· 

· . . . . · . · graph Page 
Executive· Order (No. 9066) ·Secretary o~ War Author!zed to. prescribe ·D\mtary 

areas--~---------'----------~-----_:----~------'----~----.:.-------'"----- 55 21 
· Executive Order (No. 8972) protection of certain national-defense material, 

premises, and utllltles from injury or destruction_:::·-"-~.: ____________ _:_____ 56 22 
!:• 

i · • . . · · .:P . · ... · ·. . ; ·. ~ .. 
55. Executive order-:-Becretary of War· authorized to prescribe military · 

ar~as.-The following Executive Order (No. 0066) is published· for the informa
tion and guidance of all concerned : ' · ,, · · ' · 

AUTHORJZING, THE SECRETARY OF WAR TO PRESCRIBE. MILITARY 
)·_ AREAS. ,,; 

WHE~~AS the successful .-.prosecution of the War .requfr~ every possible 
protection again'st espionage and against sabotage to ·n~tionahd.efense material, 
national defense prem_ises, and national-defense utilities as .-'defined in sec, ··4 
act 20 April 1918, ('40 Stat. 533), as amended by act 30 November 1940, (54 Stat. 
1220), and act 21August1941, (55 Stat. 655 ~ 50 u. s. c. 104): :'. 

NOW, THEHEFORE, by virtue of the autho"rity vested in me· as President Of 
the United States, and Commander in_ Chief 'Of· the Army and 'Navy, I hereby 
authorize and.direct the Secretary of War, and·:the Military Commanders whom 
he.may from time to tlme·designate, whenever be or any designated Commander· 
deems · 11uch action neeessary or desirable, to prescribe military: areas in such 
places and of 'such extent as 'he .or the, appropriate Military· Commander inay 
determine, from which any or all persons may be exCluded, and with respect 
to which, the right 'of any person· to enter; remain in, or leave shall be subject 
to whatever restrictions the Secretary of Wilr'or the appropriate Military' Com
mander may impose in his discretion. The Secretary or War is hereby autho'r~ 
!zed to provide for . residents of any such area who ilre excluded therefrom, 
such transportittlon, food, shelter, and other a:ccommodiltions as may be- neces
sary,, in the, Judgment of ~l!e Secretary of War-,or the said Milit~ry Commander,' 
and until other arrangements are made, to accomplish the purp<>se of this. order. 
The designation. of military areas in a:ily region or locality;:: shall supersede 
deeignations of prohibited and restricted areas: .. by the Attorn~y General, under 
the Proclamations of 7 and 8 December.1941,_,and shall super~de the responsi
bility and authority of the Attorney General under the said ·Proclamations in 
r~spect of sue~ prohibited ~~d restricted· areas; : · · 
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I hereby f~rther i~uthol'ize an<l direct-the Secretar~: of 'Var an<l' the said l\lili
tary Commanders to take such other steps :iR he or the appropl'iate l\lilitary 
Commander may deem advisable to enforce compliance with the restrictions 
applicable to each l\lilitnr~· area hereinahove anthol'ized to he~ <lesignated, in· 
eluding the use of .Federal troops am! other Federal Agencies, with authority 
to accept assistance of state and local ageneies. ' 

I hereby further anfhorize a111l direet all Executive Departments, independent 
establishments an<l ·other Federal Agencies, to assist the Reeretary of 'Var or 
the said Military Clinnnandt>rs in cm:l'~·ing ont this J<'Jxecnti\·e Order, including 
the furnishing of medical aid, hospitalization, food, c.lothing, transportation, use 
of land, shelter, am! other supplies, equipment, utilities, facilities, an<l sen·ices. 

This order shall not he constrne<l as -modifying or limiting in any way 'the 
authority heretofore granted ui1der K 0. 8!l72, 12 December 1!)41, nvr shall it 
be construed as liniiting or mo<lifying tlie duty a111l responsibility of the: l!'ederal 
Bureau of 'Investigation, with re~pel'qt to the im·estigation of allel{P<l acts of 
sabotage or .the dnty and responsibilit.v of the A ttOl'llf'Y General and the Depart
ment of Justice under the Proclamations of 7 .and 8 December 1941, prescribing 
regulations for the cmuluct and controf of alien enemies, except as sueh duty 
and responsibility is superseded by the designation of military·areas hereunder. 
7 F. R. 140''1. ' . 

56~ Executive Order (No. 8972) authorizing the Secretary of War and the 
Secretary of the Navy to establish and maintain military guard and patrols, 
and to take 'other appropriate measures, to protecit certain national-defense 
material, premises, and utilities from injury or destruction. 

WHEREAS the United States is.now at war; and 
WHEREAS there exists a serious and imme<liate potential danger of sabotage 

to national-defense material, national-defense premiHes, arnl national-defense 
utilities which mav menaee our maximum produdh·e effort; and 

WHEREAS th~ Congress of the Uriited States has in recent enactments 
recognized this danger by enjoining efforts to injure, interfere with, or obstruct 
the national defense, and providing severe pem1lties therefor; and . 

WHEREAS it is considered ilecessary in the interests of national defense 
that in particular situations where hazardo1is, <langerous, "or other unfa\'tH"able 
conditions mav from time to time exiHt, speeial precautionary mensure8 be taken 
by establishing and mai11ta'iningn1ilitary guards. and patrols or other appropri
ate means to protect from injni·y or deHtruction national-defense material, na-
tional-defense premises, and national-defense utilities; · 

NOW, THEREFORE, by virtue of the authorit.i• wsted in me as President of 
the United States, and Commander-in-Chief of the Anny and Nil\'y of the United 
States, I hereby· authorize and direct the Secretary of "'ar, whenever he deems 
such action to be necesHarv or desirable and the Hecretary of the Nin-y, whenever 

~ he deems such acti(m to' be· neeessar); or 1lesirable, ·to establish and maintain 
military guards-and pafrols,· and to take other appropriate measures, to protect· 
from injury or destrnction natiomtl-defem:e material, national-defense premises, 
and national-defense utilities, as dl'fined in act of 20 April HJ18 ( 40 .Stat. 533), 
as,amended by act of 30 November 1H40 (fi4 Stat. 1220), and act of 21 August 
1941. (55 Stat. li55). -

This order shall not be construed as limiting or modifying the duty and 
responsibility of the Federal Bmeau of Imestigation, ,Dt>partment of_ .Justice, 
with respect to the Investigation of alleged acts of sabotage. (6 F. R. 6420.) 

22 
AGO !J8 

n 
l 
',/ 

S~FEG'UAR.D MILITARY INFORMATIOK• 

SECTION XV 

l\IISCELLANEOUS AC'.rS 

AR 38~10 
57-59 -

Para-
, · . . . . , graph P~ge 

J,llglb1hty for award of contract restricted to citizens· employment t>f' aliens-- 57 23 
Protection of diplomatic codes ___________ :_ ________ ~--------------------- 08' 23 

5_7._ Eligi.bility for award of contract restricted to citizens; e~ployment of 
aliens.-Only citizens of the United States, and corporatioi1s of which not less 
than three-fourths of the capital. stock Is l>wned by citizens of the United States, 
and of' which the members of the boards of directors are citizens of the United 
States, and. haying manufaetming plants located within the continental limits 
of the United States shall be eligible to be awarded any contract under this 
i;:ectlon to furnish or constri1ct aircraft, aircraft pa1·ts or aeronautical acces
sories for the. United States 9ohrnment, except _that a domestic 1corporation 
whose stock shall be liH_ted on a stock exehange shall not be barred by the 
provisions of this section unless and until foreign o\\;nershlp or control of a 
'm11Jority of its stock shall be kno~n to the Secretary of War or the Secretary 
of the· Navy, as the case may be, and no aliens employed by a, contractor for 
furnishing or constructing airc1·aft, or aircraft parts, or aerqriautical acces
sories for the United States shall be permitted to have access t~ the pl~ns or 
specifications or the work under construction or to participate In the contract 
trials without the written consent beforehand of the Secretary of ·the department 
concerned. ,Sec. lO (}), aot 2 July 1926 (44 Stat. 787; 10 U.S. O. 310 (j) ). 

58. Protection o! diplomatic codes.-Whoever, by virtl}e· of his employment 
by the United States, shall obtain from another or shall have custody of or 
access to, or shall have had custody of or access to, any official diplomatic code or 
any matter prepared in any such code, or whiCh purp01'ts to have been prepared 
In any such code, and shall willfully, without authorization or competent authority, 
publish or furnish to another any such code or matter or anv matter which 
was obtained while in the process of transmi~sion betw~en any. foreign govern
ment and its diplomatic mission in the United States, shall be fined not more than 
$10,000 or imprisoned not more than ten years, or both. Act 10 June 1933 (48 
$tat. 122; 22 u. s. _o. 135). / 

SECTION XVI r 

LAWS AND REGULATIONS GQVERNING INTERNATIONAL TRAFFIC IN 
ARMS 

Para-

"P. eclal . graph Page 
., provisions In regard to military secrets--------------------------- 59 .23 

. 59. Special provisions in regard to military secrets.-a. Under provisions · 
of Part V of the Laws and Regulations Administered by the Department of State 
Governing the International Traffic 'in Arms, Ammunition, and Implements of 
War and Other :Munition,<; of War, 1939, the Secretary, of State will not Issue a· 
license authorizing the exportation of any arms, aiumunition, or iI~plements of 
war considered by the Secretary of War· or by the Secretary of the Navy as 
instruments or appliances included among· the articles covered by tho~e terms 
as used in· this act if, in their opinion, they im··olve -military secrets of interest 
to the national defense. The articles which may be so considered are th'ose 
falling within one of the following categories. 
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(1) 

(2) 

Articles, the whole. or any features· of which have been or are· being 
develo~d or manufactured by or for ,the War Department, or the 
Navy Department or with the participation of either. of the De

, partments; and 
Articles, the whole or any features of which have been used or are 

being used by the War Department or the Navy Department or which 
either Departme~t .has contracted· to procure. 

b. Included among articles developed by or for the: War Department or the 
Navy Department are those which have been contracted for hy either of those 
Departments, or which have been developed in ae...'Orl.larice with Army or Navy 
specifications and 'submitted to either Department for evaluation for procurement. 

c. Prospective exporters of 'arms, ammunition, and Implements· of war should, 
before applying for a license to· authorfae the exportation of any article falling 
within the· above categories which may possibly involve military secrets of in
terest to the national.defense; communicate with the Secretary of State in advance . 
of the proposed E;hipinerit in ~rder that he may be in a position to ascertain for 
the prospective exporter whether or not military secrets are, In fact,' involved 
therein. The articles upon which a determination is requested shouid be desig
nated clearly and specifically, . the type al_ld model desigpations being included. 
Where applicable, Army or Navy drawirig numbers should be given,' or detailed · 
plans and specifications submitted. See 4 F. R. 4518. 

[A.G. 380.01 (23 Jul 43).l 
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[Orn. 343] 

·cmcULAR} 
No. 343 

WAR DEPARTMENT, 
. WASHINGTON 25, D. c., 21 August 1944. 

. . / ~~ 

ARMY POSTAL UNIT-Rescission of letters pertalnlng to equipmenL----~-'------ I 
FUNDS-AR 35-78'o amended _______ .:_ ______________ :_ ____ . __________________ ~-· ~ . II. 

MILITARY _INFORMATION-Policy governing requests from Federal, State, and· 
other agencies,--------.-.------------~---------'---:---~-------------------- III 

PROPERTY ACCOUNTING-Elimination of W. D., A. G. 0. Form No. 735-Circular 
No. 39, War Department, 1944, ·amended---:-------~--------------~---------- IV 

RESCISSION-Letters pertaining to soldi"ers of J'apan·ese ancestry __ ~--------.---- V 

/ __ ARMY 'POSTAL_ UNIT.-War Department letter: (AG '475· (10 Aug 42) 
AP.-,PS-M), 10 August 1942, and Ser_vices of·Supply letter (AG 475 .(10 Aug 42) 
AP-P'S-M), 10 August 1942, both on the subject, "Equipping Army postal units,': 
are rescinded. · \ 

[A.G. 475 (18 Aug 44).] 

/l __ FUNDS.-Pending.the printing of changes in AR 35-780, paragraph 2d 
(51/2), pertaining to the ·use of W. D., F. D. Form No. 10 for deposits received 
from interned enemy aliens and· prisoners ~f war, is rescinded. 

[A. G.131 (17 Aug44).] 

l/L_MJ_LITARY INFORMATJON.-1. Reference is made·to 'paragraphs 11 
- "and 19, AR 380-5, 15 March 1944, an_d to paragraph 5o, AR 410-5, 5 April 1944. 

. 2. This circular is ·issued under tlie authority· of above-cited subparagraph. of 
AR 410-5 and will govern the handling of reqt\ests from private individuals, 
firms, or corporations and· from Federal or State departments or agencies "for 
classified information. 

3. This circular has no application to~ 
·a. Transmission of classified inform~tion to military or naval agencies of the _ . 

United States Government. •· 
b. Matters referred to in subparagraphs b and o of paragraph 19, AR 380-5. 

(Se~ l\femo1:andum No. "\V380-44, to Commanding Generals, Army Ground 
I 

Forces, Army Air Forces, Army Service Forces, 25 February 1944, as amended 
_by memorandum of 24 July 1944, subject,. Exchange of Technical· Inforn1ation 

. with Foreign Nationl,lls.) Except where the Assistant Chief of Staff, G-2, War 
Departme-gt General Staff, speci~cally directs otherwise, exchange of classified 
and unclassified military information w~th foreign nationals is a responsibility 
of the Chlef, Military Intelligence Service, under policy prescribed by tl::ie 
Assistant Chief of Staff, G--2, War Department General Staff .. 

-o. Existing arra~gements and praeti~es concerni!lg_ transmission'o.f "informa-' 
tion among intelligence agencies. . . 

d. Requests by. the Congress of "the United States, its Committees or Members. · 
(These should be re.fe_rred to Legislative and Liaison-Division, War Department 
General Staff.) 
· e. Reque(!ts for information for use'in,connection with pending or prospective 
litigation. (See paragraph 5, AR 410-5, 8 February 1G43.) 
· f. Requests ,for information for publication in news or publicity media. (See 

Cir.111, WD, 1944.) 
g._ Requests for classified aerial photographs of areas within the continental 

United States. O'\ee Memorandum No. W380-44, 14_,January 1944, as amended 
by memo1'andum of '22 February 1944, subject, Aerjal Photographs.) : 

4. Private individuals, firms, corporations, and Federal and State departments 
and agencies may receive classified informa,tion from the War Depar~_ment and 
from War _Department contractors subjec't to the a\-ailability of the information 
AGO 403B 598702°-44 

f 
! 
! 
\ 
!. , 
\ 
I 

l 
I 



! 

I 

REF ID:A4127207 

[CIR. 343] 
2 

and provided War Department facilities will not ·be overtaxed .and national 
security or the welfare of the Military Establishment will'not :be· adversely · 
affected. · · 

5~ 'Tlie following are designated as the responsible officers. for the release of 
c~assified information under the provision of° this circular: The Commanding 
Generals, Army Ground I<'orces, Army Air Forces, Army• Service Forces, and 
defen-se commam1s, for- informat.ion of primary interest to .each; a.nd th~ Chief, 
Military Intelligence Service, War Department, for information of .primary 
interest to the War D~partment General and Sp.ecial Staffs· and oversea com
mands. Information normally will be considered of. primary interest to that 
command ·in which, or by the efforts. of which, it originated; for example, in
formation concerning' an article of .materiel is of priinary interest to the com
ni'arid responsible for its deveiopment, production, or pr~curement. Each of the 
above iS authorized to trar:smit classified information, in his discretion, to private ' 
individuals, firms, or corporations or to Federal or State agencies, provided- . 

a. Possession of the informa~ion by the requester i~ necessary for its, or }lis, 
performance of a governmental .function. ('Production of war materiel is con- . 
sidered, for this purpose, to be· governmental function.) 

b. Releas; of the information to. the requester will not restrict, hamper, 
jeopardize, or embarrass· any military activity, or othenV!se ~mbarrass the War 
Department. 

c. The information was originated within the Military-Establishment or by. 
a War Department contr_actor. ~ (.See paragraph 7 of th_is circular.) 

d. Adequate assurances are received from the requester (other than an agency 
of the Federal Government) that the material will' be available only to key 
personnel and will be safeguarded in ·a. manner similar to that provided in. AH 

'380-5. 
e. Release of the· information .to the requester will not prejudice the interest 

of the source of such'.inforniiition. In no case will technical, industrial; or trade 
information not wholly Government-owned, ol.·· concerning which release autl)or
ity has not already been· obtained, be ·releasecJ wi_thout ~onsent of the o'v~er. · 

f. Helease of the informa~ion to the requester will not violate any commitment 
made in obtaining it. . 

g. No restriction .on the rele~se of the information has been imposed by the 
commanding general of ~ny geographical area in which the subject of the 
information lies. 

6. Care will be exercised to comply with all provisions of AR 380--5 relating 
to the-transmission and· dissemination of classified information and the marking 
of classified documents. (See paragraphs 2,0, 25, 27, ahd 28, AR 380-5.) 

7. If the information requested was qriginated by an agency outside the j~ris
diction of the War Department, except a War Department contractor, the request 
will b2 referred to the originating agency for action, or its permission obtained. 
before release of the information to the requester. 

8. If thf information ·in any way concerns ~aval installations, activities, 
equipment, Qr· other interests, consent. of the appropriate Bureau of the Navy 
Department will be obtained before its release. 

9. ·whenever it is determined, u.nder the principles stated in this circular, that 
information deriv.ed from intelligence investigations should be released, such 
information will be transmitted only in such form as not .to disclose sources or 
met1wds by which it was obtained. 

AGO 403B. 
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10. Care :will be exercised to avoid release of any information indicating ani
mosity or . pr~judices, :~itterse critlcism ·.of individuals, firms, or. agencies, or 
personal appraisal of the competence or incompetence of any fodividual. · 

·1i. Section .VI, Circuiar No: 34, War Department, 1943, and secti.on I, Circular 
No. 129, War Department, 1943, pertaining to the foregoing subject,. are rescinded., 

[A.G. 312.1-(17 Aug 44),] 

iV~_pRQPERTY ACCOUNTING.-1. Paragraph 11, Circular No. 39, War 
Department, 1944; is rescinded. and the follo;;'ing substituted the~efor: 

11. · General.-The instructions contained herein regarding the preparation 
and processing of requisitions_ and distribution of supplies and equipment are 
intended to.follow ~s closely _as possible the procedure required in field opera
tions and should be so "interprete·d. Requisitions submitted to station supply· 
officer;s will be prepared on W. D., A. G. 0: Form No. 446, 6 August 1943, prepared 
and pr~cessed as indicated in figures _2 and 3, paragraph 17. Reports <?f survey 
an_d statements of charges will not be used as documents for the reisst1e of listed 
articles. Such articles will be issued on_ the presentation of a properly executed 
proiJerty issue slip. Separate units and ·organizations. will not present requisi
tions to _station ~upply ofii~ers unless. the listed articles will be accepted when 
ready for issue. The preparation of the individual clothing slips "\V. D., A. G. 0. 
Forms Nos. 35 and 735 to SLrt)port requisitions for clothing :will not be required. 

2. Paragraph ln, ·section· IV, Cfrcular No. 240, "\Var Department, 1943, is 
rescinded. 

[A.G. 315 (12 Aug 44) .] 

V __ RESCISSION.-The following Wm: Department letters are rescinded: 
1. AG 220.71 (16 Apr 43) PE-A-OPD, 19 April 1943, subject, "Circu~ation of 

soldiers -of Japanese ancestry in Western Defense Command." 
2. AG-220.71 (16 Apr~ 43) PE-A-OPD, 20 April 1943, subject, "Revision of War 

Department instructions governing gran_ting furloug~s to soldiers of Japanese 
ancestry." 

3. A_G 220.71 (16 Apr 43) PE_.:A-OPD, 29 April 1943, subject, "Pass or 'fur
lough for ind(lcte~s o~ Japanes~ ancestry." 

[A.G. 220.71 (5 Aug44).] 

BY ORDER OF THE SECRETARY OF "\VAR: 

OFFICIAL: 

J:-A. ULIO, 
Major General, 

The· Adjutant General. 

AGO 403B 

G. C./MARSHALL, 
Chief of Staff. 

U, S. GOVERNMENT PRINTING OFFICE1 1944 
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CIRCULAR} 
·No. 259 

WAR DEPARTMENT, 
WASHINGTON 25, D. c., 26 June 1944. 

REGRADING OF CLASSIFIED INFORMATION 

I. The purpose of·this circular is to clarify certain provisions of paragraph 15, 
AR 380-5 and particularly; to define appropriate authority for regradlng of classi
fied information. 

2. The instructfons contained in paragraph 15, AR 380-5 to keep classified 
matter constantly under .review and to downgraue it as soon as co·nditions pe1·111it 
will be implemented immediately by all agencies and echelons. - . 

3. ·Docume~ts which affect only one element will be regraded by that el~rnent 
and ordinarily at the echelon where they originated or are presently held, whiell
ever is the higher, Higher authol"ity ordinarily need not and should not be 
consulted. 

4. \Yhen the interests of two or more elements are involved in the regrading 
of a document, the element desiring to regrade will consult the others and eacl1 
will attempt to reach an agreement. 

5. \Vhe.i1 the interests of two o~ more elements are inYolved .in the i·egrnding 
of a document and no agreement can be reached, the matter will be referred fur 
·decision, through channels, to. the lowest superior common to the both. A full 
statement of the views of. the differing elements will aceompany the request for 
decision. 

6. The Assistant Chief of Staff, G-2, \Var Depar.tment General Staff, is the 
authorized agency to deciue differences described in paragraph 5, provided there 
is.no common superior to the differing elements lower than the Chief of Staff. 

7. An agency of the War Department receiving .a' document from the Navy 
Department, which is not of a joint or combined nature and which appears to be 
over or under classified, is auth'orized to present the matter directly to the proper 
authority within the Navy Department and request regrading. · 

8. Jo.int Security 'Control has been authorized by.' the' Joint Chiefs of Staff to 
decide all differences between Army and Navy agen\!ies in matters o~ regratling. 

9. In Gases of Combined United States-British documents, proper agendes or 
the War Department will he authorized, on request; by Joint Security. Control t;J 
consult directly with their opposite agencies of the British Joint Staff Mission iu 
matters affecting only the two agencies. In the event no agreement i;; readH~t1, 
the matter will be referred to Joint Security Control. 

IO. In cases of under classification which eridanger security, emergeney stq.is 
may be taken to effect. temporary upgrading before resorting to the prn<:ednn~~ 
eontaiued in this circular. · 

[.A.G. 380.01 (19 Jmi44).] 

BY ORDER OF THE SECRJCTARY OF vv:-1.R: 

OFFICIAL: 

J. A. ULIO, 
Major General, 

'!'he Adfutant' General. 

AGO 407B 

G. C. MARSHALL, 
Chief of Staff. 

U. S."GOVE~NMENT PRINTING OFFICE: 194-4 

o::potv J\ssocL:r~2 Dfr2-:t.::;r forFck:y zn? l\1,~c':r.~··:if 
on ~o.•1oSJ~--~-·Lv ~.,.__-_..._ I 
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WAR DEP'ARTMENT,'. 

WAsHINGTON_25, D. o:, 29 February 1944; · 
. . . . . . . ' . 

. . . S:E;CuRITY CLASSIFICATIONS 

1. The Combined Chiefs of 'staff'. _have approved an ii:gteement made b0-
tween the American and British services on the .definitio.n; classific~tion, 
and handllngtof· matters :to be sa.feguarded, Procedures, riames, definitions, 

·and handling hereinafter set forth are to be put'in effect by· all War Depal't
ment offices'and. United States Army headquarters on zero zero zero' one Z, 
15 March 19#. ,- · · · 
, 2;. Instructions to- the same effect are being issued for the ·same effective 
date to the·United States Navy and to the British Armed Forces. 

3. It is contemplated that a complete revision of AR 380-5 embodying the 
details of the new ngreement will be printed and distributed to the War 
Department on or about 1 April .i944. . 

4. From 15 MU'rch"1944 to date of receipt of the revision of AR.380-5, the 
policy hereinafter outlined ·will be followed by all concerned. No change in 
the.classificatio_n _of ex_isting documents is necessitated by. this, agreement. 

5; .Combined: Security ClassificaUons Agreement. 
NEJED FOR :CLASSIFICATION . 

1. To safeguard official matter, it must •be. examined and graded into 
categories so· that it•may b.e recognized and accoi'ded proper handling. To 
grade matter accurately and uniformly, the following general policy and 

· definitfons ·hav.e •been agreed upon by the Combined Chiefs of. Staff to be· 
come. effective 15 111atch·1944 •. · The_detailed instructions based thereon will 
be issued tiy ·the· se·vera(servides concerned not :1ater than J April"J914. • 

DE_FIN{T_IO!i'S ,, . , . . . .. r.. . .• . . . . 
· 2. For 'th~ purpose of this ag'reem_e~t, the followillg definitions. apply: 

a. Documents: Any form of recorded information .. 
b. 1\j:it~rie1 :: . .Anf a_rticl~. s_~ti~tance, or· appara i:us. _ 
c. Handling: Care in.transmission and custody. . . . . , 
d. Distrib.ution: Ex.tent of actual or authorized issue of spec.ifl.e:rnatter. 
e. Cryptographic system: Code and/or cipher and instructions therefor. 
f.' Reg'.stered matter (documei;it): Any classified document or device'regis-

_'.- , ·tere.d usually by numbe·r ·and p'erioclically accounted for. · . ' · ' · · 
. g. Ordef· of Battle:' Important dispositions of our forces. with the' identi

. ties of the mi its and foi·mations composing those forces in or ad.j~cent 
to. operational theaters. 

h. Munitions of war: Any item used for war ... 

CATEGORIES 
3. Official matte;· requiring .classification sh:iU be examined and graded 

under one ·of th.e following categories: . . 
. TOP SECI::ci' (signal abbreviation, TOPSEC) 

~EGRET . . 

CONFIDENTIAL .: ' . : . 
RESTRICTED . L.::::;: 'l 

4. The'u!:iited Sta'tes regards TOP SECRET' as· a· subdivision of.SE(JRET. -~? 
On).fhe either hani:I, 'the British regard .TOP SEORJ\lT .as a distiiic.t category. 
Al.though· this difference of view is recognized it is immaterial to this agree- AL:\ 
ment under_ which complete working uniformity is. qbt~ined by the' adoption ~ 
of .agreed definitions, examples and rules of treatment, for the handling of ~~ ··I 
all Classified 'matter. ' , ~ - I 
.' 5. I_'.roviding the.following defini!ions and rule§J for handling are mutually 3 -st· 
accepted--and rigorously, implemented, the difficulties can be overcome. .>,, ,,;? 

, 570801 °-44-AGO 234. . , . ~ 4 r,'< 
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TOP SECRET 
6. certafo seeret do'cu'ments, information, and materiel, the security:aspect 

of .which is pa-ramount, and whose unauthorized disclosure 'ivould.,-c~11se 
exceptionally grave damage to the nation sh'i!lr be classified TOP SECRET. 
- 7 .. The following are some exantpfos of 'matter which normally will be 
graded TOP 'sECRET: -~". - . - ... -

a. Plans or i}articulars of future_major or;speCial. operatiOns. . 
b. Particulars of irµportant ·disp0siti0Iis ·or impending moves 'of· our forces 

or convoys in connection with:a above. · · . · 
c. Very important political documents dealing.with such matters as nego-

tiations for alliances and the like. · '- · · ·:•' · · · -
-a: Informati~n of the methods_ used.or success obtained by our· Intelligence 

.Services and Counter-Intelligence Services or ~hich:.would imperil secret 
- agents; .- · · - .- · _ · 
. _ e:·Critical foformation_.of·new and important munitions of·war;'including 

•. approved scientific and technical developments. · 
f. Important particulars of cryptography and cryptanalysis .. 

' . . 
SECRET· .:· -- . 

·s. Documents, information, or ntateriel, the unauthorized· -disclosure of 
which would endanger national security; cause seriouS'injuri'to·the interests 
or.prestige of the nation, or any gover~me~ta:1 activity:thereof, ot-,vould iie· 
of great advaritage to· a foreign nation shall be classified SECRET: 
"' 9: The>i:oiiowing are some_ examples of matter which normally will- be 
graded SECRET : · - . -' _ .. · · 

- ·a. :Pa·rticulars of operations in progress. . . . .· 
b. Plaris or particulars of operations not included'under'T-OP SECRET: 
c. Instructions regarding the einploymeii( of importai-lt ne\v- munitions of 

' '. . : . . 
~~ . . . - . 

d.'Order of Battle information and locations and moves affeding -the 
Order of Battle. - · - - - · · · - · _,, _ - · 

e. Knowledge of enem~· materiel· and procedure,» the value of' which de
- pends upon the enemy 'not knowing that we possess it. 

· f. -Vital military infor~ation on important: defenses.· 
g. Cer-tain 'reports of operations' containing 'inf<:Jrmation of· vital inter~st 

to th~ enemy. ' 
h. Adverse reports on general morale affecting major operations> 
.i. Important improvements to existing munitions .of war -until accepted 

.for _serv~ce use. · 
j. Photogr-aphs of vulnerable poj,nts or_ vital, instailations . under our 

·control. · · 
k. Certain- development projects . 

. l._ Important cryptographic devices unless assigned t°' a lower category~ I 

CONFIDENTIAL 
10. Documents, infor~ation, or mater!~!, the iinauthorized disclosure' of 

which, while not endangering the- national . security, }vould be ,prej~clicial 
to th~ interests 'or prestige of the nation, any gover.nmental activitrl: an 
individual, or would_ cause administrative embarrassment, or difficulty, or 
be of advantage' to ac for~ign' nation shall be classified CONFIDENTIAL. 

· ''· - ·11. -The folfowirig are' some example'! of mattef which' no'rrri.allf will .be 
graded CONFIDENTIAL: . ' . . ' . . . 

a. Matters', investigations; arid documents- 6f il: personal and discipliiiary 
natU_ie; the kn'owledge of which it is desirable to safeguaPfl for admillisti;a_. 
tive reaSonS. - ' , " - ·- ' · ' ' . , ' I : ' ,'- ,:· '( · .- - . . . 

b. Routine operational and battle ~eports which do not' contain inforina-
-tion·of vitaJ.iriterest fo the enemy/· "':;, ,~ . " , .;.;. "· · "' ' -

o. Routille intelligence reports>· . : . ' -- · " ' - -
- AG0,-234 
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cl. Genera.I military radio .frequency allocations. . _,_ 
. e. M.ilitai:Y, ·c;ill signs, unless so c,olleeted tog~ther : t~at they ieveal, th~-

9r¢er. of,:Battl();~.~.:f'... ;; ,: .• ~· . •• . ·.::. ' . . ' 
.. f.: Meteorologica] .information, of designated areas.. ,., :·:'..:•: ·· 

.. {/. tfiiit ~wo,vem~ts'.:9f .. rior;opei:ation~Lsign.ificance iri 'areas :within. or ad-
facent to operational the~ters.. ' " . . . . . .. • . . ' . . 

ii. Certiiin.,teclin~c~i documents and manuals used.for training,.mainte-
ruuice:and inspectloii'of impo'rtant 'new munitions oi war . .' ./ .... 

. . i. G.eneral tacticafies~~ns learned a's a res~lt' of overations. .. 
j.~ ~gr_ial photographs of territories under, o'ur control in. ~r adjac~nt to 

operatfon.ai theaters. ' · · . 
. ' 

RE/)TRIGTE,D: · ·:.-: .:, · ·'· 
· 12. Documents, information, or materiel (other· than TOP SECRET.,,SE" 

CRET, or CONFIDENTIAL) which ~hould not be published or communicated 
to· anyone' except-Jor of!icial pur:Po:ses shall be classified;RESTRICTED. 

13. The, following are some examples .of matter which 'normally will 
be graded.RESTRICTE_D:. . . . 

a. Information of moves of nonoperational signifcance in areas remote 
. fro'm theaters of war. · · 
~. b, Training'and technical documents for officiai use only or not intended 

· for .release to the· publle. ·.' . · · . · 
· . c. certain' routine documents relating t0 supply and procurement. .. 
. d .. Aeria].ph9togr.~Pli~ of. t~rritories under our .conti:ol remote .f~oni opera-. 
tional thea'ters. · · , '.· · '"':, . 

·e. Photographs;of enemy, enemy_o.~cµpied.or·dominated, areas except those 
Which. ~e.v~al ~eqe~ SOU,rC!'!S· . . , . . . . . 
. f Strength returns of .units remote.from operational theaters. 

- .. " -· ", ~ ' .. · ~·i . ' . . . . <. ~· ;,, -. • ~ - w :· • • - • -

GENERAL PRINCIPLES 
.GRADING.· ,.· 

14. The designation of persons responsible for grading· :ind regrading will 
.be· a:function•·of the appropriate authoritie·s. ·'·"' · ' ' · 

'15. Each document ·should be graded-according to·its own·content and not 
necessarily ·accorcling to its· relationship ·to another document. '.rhis also 
applies to extracts.from graded documents . 
. : 16. The:grading. of a .file or group of physically ,connected. documents shall 

· be th.at of the highest- graded document therein .. · ;,· 
·REGRADING . 

17. IT IS THE ,OBLIGATION OF ALL L<\.UTHORITIES TO. 'KEEP 
· 'CLASSIFrnrrMATTER CONSTANTLY. UNDER r:iEvi:Eiw 'ANb TO· 

DOWNGRADE IT AS SOON fAS CONDITIO.~S. PERMrr. . .. 

T_RANSMISSION BY'ELEG'l'R.[GA°f' Mi/JApS, •. . .. .: .; , .. 
18. Messages which have been trans.initted or' ar·e 'to be transmitted in a 

high-grade cryptographic system of one nation will not be relayed' or fr~ns
mitted by 'the ·other' hutfon J:ietw;een 'point :of·,origiri an'd destination-by ·elec
. trical 'means· iii cfoar language or unapproved "scrambler" systeni, or· low-
grQ:cle ·cryptographic syst'em.· '· · · " · · · ' 

' ' .· .; l , 

. \ 

, .. · , ... · . . HANDLING (TREATMENT) . ·. . . . - 0 . 
.. , l~'.: N~ ~~;son °is e~tftl~d· solely by viitu~-~~ hl:s. ra~k· o; ,posltion .t6JYmowl- /\,~· 
edge or possession .of classified matter. Such. matter:is. entrusted Qnly to 
those individuals .wl1ose :official duties require such, knowiedge or .possession. ' { 
SEf!RET,. . __ .. , .. . , . . .- . . a 

20. SECRET matter will be handled in· accordance with the following· 
rules: . . · . . 

. a. The highest grade· c~yptographic systems available. will. be used· for 
the transmi'ssi6n of SECRET messages. 
AGO :234· 
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b. ·SECRET documents will be ·transmitted only by officially :desiiuated 
, courier··[n doubie ·sehled ehv~lOpes, the inner one being marked.SECRET, 
and' will be opened only by the'addressee· or his authorized repres'entatiVe. 
Where officially desig~ated courier s-ervice is n6t available, SECRET· docu
~ents illllY be. transmitted by re-giste~ed mail service or mail service superi.o.r 
to registered mail service, if the service is completei{~it:hill' national control. 

,, .. o. ·Transmission ·and ~ustody of these .documents and materi~l'·will nor-
.. • mally. be covered by 'a receipt systeni and 'registered, doci'uiients · o~ ·mat~i;ieL 

perfodically accounted' for. It is 'mandatory that registered documents. be 
covered by ·a receipt system. . . . . . . . . . . . ' . . . 
• d. SECRET messages ~ill not be" transmitted by electricai means in"the 
clear, except over approved circuits and providing tiwrule iri·paragi'aph 18 
ls. m,it violated.·' · ..... · - • . 

. NOTES: (1) Ari 'approved cfrcuit ls ( 
'A circuit· approved by. ·the -~heater commander .. T)le ·British 
Services "Defence Teleprinter Network". in the United Kingdom. 

(2) This' Item wlll not .appear ·in U. S. ·:Regiilatlo'ns ·on cryptQgraphic 
security. It will be released immediately 'to~ responsible com: 
manders in special letters of instructions. - . . . '· 

·e. It is the responsibillty·of the commisskmed officer.or equivaient civilian· 
holding custody of SECRET·documerits tO·insure that.an.se~rity'prefau-
tions are taken to guard such documents at all times. . , , , 

' . 
TOP SECRET- .. , .. 
·. 21: TOP .SECRET matter. win· be. handled in accordance with t.he above 
rules, with additional. safeguards as fDliows: · . . . . . . . 
- a. ·under ·no· circumstances wilf such matter ·be· .trarn:irriitted by registered 
illail. . · ·. . . s,.:· ~; ._ . ,,

1 

• 

b. '.Under no circumstances wlll messages so graded. be tran~itted: by elec
trical means in 'the clear.' 

c: It is mand~tqry that transmission and custody oJ ~uch matter-be 'cov-
. ered :by a receipt system. · .. . · . - . · · ·: .-.. ·· . . . 

. d. TDP SECRET· docunie~ts will be handled· O}!ly'by persons ~pecifi~ally 
desigitated and may n-0t be disclosed to. any person solely by ~lrtui of hi~ 
rank o.i: offic_e: . . . •' . . . . ' . 

CONFIDENTIAL . · , . - . . . - . , 
.. 22. CONFIDENTIAL' matter will be: handled in accordance with the.'foi-
lowing rules : I . · · . · 

a .. CONI<'IDENTIAL documents, except registered, will be transmitted by 
appr()ved official ,n':ieans. R'egisteied CONFIDE.NTIAL (jocuments- will be 
pandied in the same manner as registered_SECRE'.[' d{icl.1;m~nts: ... . _. ; 

b. It is the,responsibilify of the coµimissioned officer or equivalent. official 
holding .. custody of CONFIDENTIAL'!iocumerits to Jiisure. that appropriate 
security precautions ar:e, taken at ap ti~es. · · 
RESTRICTED . . .· , i 

23. RESTRICTED matte~ will be .\m!ldled in a<cc'?rdance with the' foll,~wt~g 
rules : · · • · . , . · .. ,· · 

a. RESTRICTED documents will be· transmitted by. s'uch approved chan-
nels as will provide a reasonable degree of security. · ~ .' · · · . . · 

b. Registered RESTRICTED documents will be transmitted"to a~d from. 
foreign countries in the sanie manner as registered. SECRET docum~nt~ . 
. · ··· [A. G: 380.01• (29 Feb.4'4);] · · · '· · · · · '.: , 

BY ,oii~E:R OF TH~ SECRET~RY OF w~: ' .. 
O:FFrci~: 

. J. A. ULIO, 
-M ajar General; .. 

'!'he Adjutant General. 

G. c .. MARSHALL, 
· · . ciiielot staff . 
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1-2 SAFEGuARDING MILITAllY INFORMATION . . , >~ ~.,, '-<. /,- 1 

•• r .. "" 
1. Need for classification.-Mllltary information is of varying d.eirees :~f 

value to the United States and to the enemy and therefore requires the exercis~ 
of varying degrees of precaution for its safety. To safeguard official matter, it 
must be examined and graded into categories so that it may be recognized and 
accorded proper handling. For the purpose of providing the necessary variations 
in safeguarding the several types of critical information, and to grade matter 
accura,t_elY.El!.IJI_\1J.!J.:I:.1tt2rmJ:'Y'.t tpe classifications and the applicablelprotectiv&."irieas-
ur.~H9 i?fJ~g!ter:~Ji t.0a.z~ I].e_i;ei_ll_a_:l;.ten_o_utlined. · - t - c-0&: .c1i1 

2. Definitions.-a. Aircraft.-The term "aircraft" includes all weight-carrying 
devices or~~B?.1cJ11r<z~I~<!.e.§ig)1~4.'. tQ."~l[eJ...!'11.P®I.1:~9 lliY!Ith~ mi.i:; t~(urgr;r oy2_buoyance 
or by dynamic action. 

f b. Air 0 space reservat-ton.~An ~lir space reservation is the ai·r space located p.r q.n'l~Jn.n.. · · · 
~p_9[e an 1~_r_:~~--°-~-~1:~-~~i:_f_a_c~ __ <?_f_~l~-l~~1~_2!_~!!t~i:._.Q.§§lgtWt~.43f!ind.1sllto.!lPl!:Jj: 
J?z-~xecuti:~_<_!_:~~E_<.?!_t:E-~_!'!~.:'~~~~!-~JC.P.f _ _!!. ___ §_t!l_!~!._Q2~.~19.i;I;'Y~!!J!!l-a.or .'J'.erritory, 
&!.~F. whlc~_t3_~!i~!i_t _ _?L_a~~<;_i:_~~t_~~J?!:~~~1!.!.t~s\rR.foE~~1Jic.!t;cht.9f.~"-t};!e P..l!-_niose of 
.HfJi~znal de!~_n-3~_?.:_~o!_~!~~:-~?..".~l::.~~i:.~t~l_p1,!fR?,~e,~ :J ttlqJ:n-go1cn-1C> .'-ll 
gaQ;£Zas8if!._~~!1..!:!1:!!~!.'!!_f:!:!_~r_r::-::!£?..rl::::::~~a_s:s~~~Q_!_!~i]~t_.!!..i:t !!:~\l.rm~!!.9.n l.f\cludes all 
t1?-!?:5matio_'.1_~?.'.1~~:~~~'.L~?.~~~i:_~~8.! .• ~1.!.J2t?..~.1:.~~~~c:_j._e_>:_iS~~,-~texgtopµieIJj:;projects, 
and _materJ~t,!~~jl}g lilH: tJ,my1<;_::tt~,le9r:~~~).1o~,,.~etiJfHPJi!3J, ~e,qr;fJ. -p_g__nfid£.n,tial, or 

~~~JNctell. ·-· ------------------ ____ ·------------- ------------ i:li:9 -rn 
w!L.·,,prvpt~f!!:1!:P!:!~!1..!:~!~!..·i_0:__~,')~}'~PM.?'Ei1P.WS11BS.tei;~~.1:iillslwJ.~~l!!Ur<"!.ocvm~I}ts and 
devices employed in changing plain-language messages into unintelligible form 
by means of codes and ciphers. 

e. Cryptographic security.-Cryptographlc security is that bran.ch of signal 
communication which deals with flJe0 TJ3f"O'f'ision of technically sound crypto
graphic systems, their proper use, and their.careful safee:uarding. 

ll'':Plli""" ~ 
c!q[rr:'!.!;¥.ptographic system.-Code and/or "cipher and instructions therefor. 
1 !J. "D_is!~i_b~~i?_~-=-~~!~!lL2~_!lS!l!-~1-2!:_~p._tJi_q_rJ!l.~!'!_j§§i;l,9.9_f __ sp_~c.iJ!c~,IJ1att~r.ri,.9 :-t 
£ h. D.oc.uments.::::-Any_ form .. of .. recorded . .information .. --The.-te1'm -~doctinieP.t.!! 
includ-es-printed,--m'imeographed;--typed;·-photostated;-·and--written'. matfef''of 1afi 
~inds ;-maps;photomaps;·and-aefo11-ph'otogfi1pns·a-nd-n10saics;-arJ~ifig:s,'~k'~tch~~;· 
u --··· ···----· -----.-----.... -··-·------··---------------------~-------- -- ~ ;~J~q...e. ,,,-,,,,~ ...... 
Jl o tes, .!l.P.<!. ~l t;i ~P.!1!1 j:§,_9!'.P hf> !<?!?ti! tis_ <lC/PillllJ.hS!I&.9f.: _pl;l QJ;Qgrn p .hil. a_nd1 photographic 
neg a tiyes.;. engineering. data.; .. correspondence .and. plans .. relating-tor researcn1irnd 
'1.evelopment-projects ;-and-all-other ·similar ·matter:-··------------- ;__- ··-··-- .. !lnibmO 

e "i. Engineerin~-ciata~=Thfl~1'.l:ti~"~nglv:ee1•ii;lgQ.ata .... compi'j~i~ad~a~in~J:?i'Ji\i~ 
0.~ - .• ··--- - - .• -· - -• ·-----•· t ..... J::Ju9~l- J.-<.>J l..._J/1111 -->. 0.:; .1.::11 .• J(, H!VJ • .,.,_1 • ;:;,n, ... ,_, "-'-V''"'-· .!!J_,.,"-'"'·"'" 
PJ:ln ts,_ PI! q_ t_o_!LtA.t§, __ nl1 Q j:Qg!'!tPl!fl,_ !-1.!!'\ th !)!l.la tica_l _ ,calcu]a tions: 1 form ulaS,•i processes; 
and all. similar .items.that .can .be: reduced .to.documentar.y--formfJW 1!oi1 n'!HaJ;fo 900 

8.tj. Foreign-government:~The -term- "foreign- government"-·includ~s"":i\lf'\(ecO'g! 
h'i.zed '<:il""Iibrireci:ignizea .. g(frei'ifmenf-ai:id'-an:Y, ~fiiCffon: or· oody;.-o1tm~ti~0~~~t~ 
Gl. -· .. -----... ----·----------------·-------------·-·- ol .. a.J.i.t1t:\6.-lr 4i) ...roi .... A~:J .... ) .............. ".£g.;._., .. ,....,. 
~ithin3_GQ.llQ.trY .. F.jtlu_vJ1i_cp _ _tl1_e_U11lted StatE\s_is. at1peace.-rou oj ,wl:l:wrrJL,a :-:o Mo,! 

rJ.k. Handling.=Care.in .. trnnsmission-and- cu'stody.'H~<-!. ·n9ftlaai:L~ 'lo ~·;tt~unc·<q-31£ 
Pri. Impedimenta;~The- term -"impedimenta""'tefer~~i:'6"~0tgan'i'Hi:£l'otia1;:.~q@p'fu'eh1 
W11ich ·accompanieif-troojfmovemeiits".:·---:·.7_-~-, ~-.~~0·~r.:'7~'!Z.1 y;-;f'1 ~,'"" ~:·:· "J~?"~;; 
•..;~ -·----------·--·----------- .. ···-----i .. OUnlu.10 fa "'1{.tJ:dlIH. f.>,.H1I-rlC.J.:L:) .1,;. !'h !!6.Li:aJ.~.:H:=a:.•.J 
1 £ m. Jl!g.J§r!@k--:-AJJY. !'!!ticle, .. s_ubstance,. or .appara tus, __ T-heiterm tma terieJ!li com~ 
iil'ises .. military.-arms,--at'mament,-equipmentj1T:aJid<~1Si1ppfiesl of-'a;nr~cfasses~l·l:iotli 
complete and in process of development and construction, models that·s11·ow·fea"
tures 'inr-whole'or\.lfii- paf.Wldesigh1! mock:upS\ -j igs;-'fixtures/iirid""di'es;: a'ii.1Piill i other 
loIDi>bh·entstof~dc~~s§o?-i'l~t'C>i~miirt~·rY~ er. Ui ~ hl~ht~:MJn'l~- 1 .! ... ~ ; ~i,tu 1 t.:;i:.~~:i::tu ~~ ;& :l 
t·u:s:iulM~I [I~ n;·A~ -"n•s\.1.: ~L·.:,..; ;.ul.·::1. !.1-u1Elu~~u'" . .., id:.er cJ:i·_;uJ.t, ~H-e11:J t&~~P.1 ·u~1i'ld9J tJe 
·(t.1b ... ~ 2£ E~'lf P·T; •. ~JP~~}}:.;!JR l.'!: ~~n:io~!J.l• ru!l.t.rn.IJY. fl]l_l._.stz~ :l!1J.d1~9.niltmC\t.eQ;.of1 ipex~ , 
pensive ma terial,.,-ma.de,.forathe cpurpose lof.cstudying .theoconstrtictii':in~ arid>:use lcif / 
.an article of materiel or mechanical device." 

2 t--8H 00.\--.}l'-· 1'. ~o:-;; 
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AR 380-5 
c 1 

SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
No. 1 WASHINGTON 25, D. C., 21June1944. 

AR 380-5, 15 March 1944, is changed as follows : 
( 18. Photographs or other reproductions of classified rnatter.-Photographs 
or other reproductions of classified features of military equipment or of other 
classified items will be made by members of the military service, ~by civilian 
employees of the War Department, or by civilians specifically authorized under 
appropriate directiVes to photograph or reproduce such classified matter, only 
when necessary in the ·conduct of their official duties,;and if made, may be 
developed, printed or otherwise processed in commercial establishments that 
have established a specific procedure for handling classified film, prints, or other 
materials, which procedure has been approved by the Provost Marshal General. 
Such film, prints or other materials will not be retained in the possession of com
mercial establishments so utilized. The Provost Marshal General will maintain 
a list of all approved establishments. 

[A.. G. 380.01 (26 Apr 44).] 

44. Precautions necessary to insure cryptographic security.-In order to 
insure cryptographic security the following principles must be observed: 

* * * * * 
c. The classification of messages must receive careful consideration by the 

originator since overclassification a:n_d underclassification are equally to be 
avoided. When a message has been cla-ssified and sent, all subsequent messages 
referring thereto .must bear the same classification if any reference is made to 
the original message by subject or serial number, except wliere the orig_inator 
underclassified the original communication, in which case the proper higher 
classification will be u_sed. Service messages referring to all or part of the plain 
text of previously cryptographed messages must be similarly classified and 
cryptographed. An exception to this rule- is made in the case of messages 
classified TOP SECRET or SECRET, in which case 'either classification, as 
appropriate, may be assigned to a message referring by subject or serial number 
to a TOP SECRET or SECRET message previously transmitted. ~ee paragraphs 
10, and 12 to 16, inclusive. / . 

* * * • • I • * 
[A.. G. 380.01 (26 Apr 44)~] 

48. Paraphrasing messages; 

* * $ • • * * 
; c. A paraphrase of a message normiilly will be accorded the same classification 

as the original message. 
[A. G. 380.01 (26 Apr 44).] . 

BY ORDER OF THE $ECRETARY OF WAR: 

OFFICIAL : 

J. A. ULIO, 
Major General, 

The Adjutant Gen@ra],. 

DISTRIBUTION : 

A;E. 
AGO 336B 589101°-44 

I 

G. C. MARSHALI., 
Chief of Staff . . 

U.S. GOVERNMENT PRINTING OFF'!CE ~ 194A 
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1" ~~1tl811[J~~H1~~~Sfl:.\1+,9.t~·JM~~l~~e4,,~J"jf,pJ1fV.~ ii:11; 111~~~ c;r1 "1;;1ra ,..,1 ~ 1·u\o-qq;; P..1 
a&~,~''!;;?E.gt~g:rap~~iPfi;C!HW;. r!lp,r,q<;l,V.,C:~io~f!PO~ I c!a;~~!fl~,<].1i;>;\l:t,t.~r f7~~~~a~_gjl,d 
by C 1, 21 Jun 44. )' Photographs or· other reproduction~; 9~~<;!'.!-.~~i1~~d ... f~a,t1v~~~(,O~f 
znili_tary equipll!ent or of other classifieft items will be made ·by members ?,f the 
military service, by civilian employees of the wai;:.Rf-Il!}~:tm_~n}.~:~5.; ~r.mvmans 
specifically a~thoriz~d .under appropriate directi~~1s,_~S,·t'ff!.?§~f PJii8~'.r ~~prr_d;?ce 

\ . such classified matter,.only when necessary in the condiict of tliefr official duties, 
.,"f ~ 4 • Q • ' ' ··.., ' ;. .• 'I ;,.. • , . .i:;:: , 

aµd if .made.'µmy be <leveloped, printed, or -0therwise P1:'.!)cessed in com.mercial 
·~statiiish'ffiirfils'l:·fiiii:fi'ih. {;e'1 ~s't3 b'ii gh'.~~"'ii ~'pecifib" fl.f~c~c1ure:1: 6¥ i tl'ail. ¥1ff g }cfa~si:iied 
film, prints, or other m:£t~ria1~; {ffiici{li'r-Oc'Jd1.fr~1·iias'b~eiPapproveci.'byttii~1 :P1-'l:lv8st 
Marshal ·General. s.uch film, prints, or other maferia1SI~ffi'riot0i>e 'iet"alned. in 
the possessiq~ ~f conimercial establishments\so ·utilized:T:TheFP.rovost~Marshal 
Generailwhi!iiialhVi1D.ia:Hst of all approved establishments. · · 

.\\n\'(.~.t·G::~so".'01 ~26Apr44>:1. · :· ... 
~·' ::I.t.1;h·;H) 

28. Handling and transmission of restricted matter. ,(J!..I~1 .A .t · 
• ( ... ··: ' .. * *,i·ll<).l\')~) .. '\l)t111"- • 

. b. Subject to' the foregoing standards, restl'icted:'documents. :Will tie transmitted 
by any of the following -~~ans, whichever is most suitable: : ,.;n.r.nrrwr;:nO: 

• :· . ... .. * ... . 0 .•..• ~;A. • 

.. 

.. 

(2) Outside continental Unitecl States.-Includes transmission of re
. ~t_ricted documents, except re~tricted cryptogr~phic material, from 
points wJthin the contimmtal United States t().- p_oints outside the 

... United· States an<I vice versa, and between points outside the con
. tinental Unitet States. 
·n' * .. * ·* • 

. ' ( b) .'United States Post Office registered mail or· by ordiriary mail, 
· provided that the mail, whether registered'- or ordinary, 

will be handled outside the United State( by the Army or 
Nary Postal Services exclusively and will not pass through 

·:· ._ ·foreign mail channels. Restricted documents hiay, how
ever, be transmitted to and from United State's installations 

·;·..- in Canada and in Alaska through the Canadian postal 
.system. 

• ... * * • 
[A.G. 880.01 (17 Aug44).] 

44. Precautions. ~eces's~ry to insure cryptographic security.-In order to 
insure ~rypt()gr~phic securiJy the follo~ing principles ~iust 'b,e obse~ved : 

* • . . * ,~ * / * ~... ~-".. :), ~ ·. • 
c. -(As changed by·C i; 21Jun44.) The classificatio.n of messages must receive 

careful consideration by. the originator since overclassification ·and underclassi
: fication are equally to be avoided. When a message has been classified and sent, 

{ · all subsequent messages referring thereto must bear the same classification if 

' •These changes sup~rs,<_de C 1, 21 Jime 1944." 

I 
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any~·e'f'e1·ence is made to the original message by subject or serial number, except 

where thEf.·i~V:gi,1,11~t!?~· :·.J.l;!lq,e,~,~l~s~/.~ed\*'~· ~1;_i~~~n~\1~1o;flf~~~i?1f !lf~· ';i1i\..~hlch case 
the proper-higher iclass1fication will' be·used~-'Service· messagesJreferrmg to all or 
part ~W.~~.i 'I>l:;t;:ii;i.A~?'t ~!i p,i:.eviously cryptographed messages must be;- ~~.WH.~El~ 
cl~~~}p~~\.~H\l. ~1;;-J'.,:P~o.gE~Pl:l~~- <1:Afioi~~~~ption to this rule is made in t~e ~~.~~; of 
messages classified 'rOP SECREJ;,%~i~Jll:9~~i:,'E,'rr~~;f.W?1:1.,fi,s.~ ,~i~~·ef: icl~~~!~~~l}~n, 
as appropriate, may be assigned to a message referrmg by JmbJect·or serial'number 

'.to'\£ <ro:r·:sE:cii:ET·~or' s'Eicn:ET'rr;~ss~age~·t;-i:e~iously 'fi'ii'nsriiftte<:]J;~·see~:Pai:ilgrii.i;ihs 
~l'o'iiria1211:6:1'{;',' inciusfve~artJ.:nr,~.-iri~n n•f.Yo ·10 :e:d'!:·~·,~;o:l;;rr~~ < .;..: .di. 1£; .r o -;;« 
~.H.:·1 ·~·;~, ti~~·:lf!f .}.:iJ ~d :~f,,;1;:1 .·.::; *iiv: aL.i:J~! I-.:fJa3.:;i~ ·11Y'.J!'J \· ... , ·r: .. . in:;*·n.:::-~.a}~ '.~·1;..r~H.-Tt 

<·r;r..!U-·[i."6'. :iso.ol'(26j.AW4~').]!.>"V°J Jt~; 1~1 r;<;~,-ioI;,;r!!~' r,r.:if; ,c'.) '(•J « 1i.rw:; ~'.ID rif11.~ 
o:nJt :"i..!~~,,_ :ro .:Ini:1} .. 1;!c,d·r. ol ~~~"JAJ:..'1·1i.u '31 111'1.P:•~·a;~_,.n •J.B:1~;;1 ~JrJ·ror'l.~Hl \:En:ifU:.10!1'? 

48. Paraplirasmg messages. . · · · .. . . . • 
,-~-'-,J9'r~l ;;vH.~·1 :·i-L~),; JC :i:.·~ ;,a:~~ <;4··.f nt "\:'!.1 ~:r-:~·)·),.:t rL3t~~~ ~z)r•.a t~.).~:-;J;,W fHili~1c.~t:..i ;,-t_.;f. 

11·t~h:Eu11rro~ ;i~ U~i:-!~::5JIYiCT ~,~r.v,·1crt:ir~ ·rr.; ,b.:."dfii1~~ tbS(lor:~vsb 'f .! ~:.~!n:z :.:"b .. :;;u1 :1 fl:1(,, 
, ,. .... ,o . . J..!.s c,.!J.angeq, o;v; c 1,, ++ ,Jt:tn ~1.),,,,A parapprafle. ~f,.a wessage0.n<?rJllal~y. wUl r 1b~~~C';;O'~d~<i'tiie:san1~.c1~'s~i~~~d6~.a~·1!ie,or'iiin~i~~~~!!-g~~·.-· ::~~ · ~ ~JU~:~·'..l?~:.,i; .. , -~ 

~q.:;o;..~ ._·h~ y_lA ,_.J>V\.!;.l.lll..-ti 1-~?1\t .. J;..,~l .-..l ..... ~ ... L~:JIJ,,\a J.~.'.i.o.lh ~f';J, •. .i .J.·~, .... 'J .I;f.1' ,\) :0 .. .E.l';.~I ,r;_!Ifi 
,,, f:mu:JA·J'f·,~.~0',Q.t (~~~~PJ!.14 >:·.!l';i! '19.110 '!.•} :«~HL'.l ,'t:.f( !i'):;r~, .l.1;·1;;U(,• !r.:r.!?.:c?t.'. 
fr,,~BY:oilnER)OF','.fim;Sii:cRErARY:oF WA:a':;.c~,ukl!:fa.i;;s [;J:.'>·1ui;.•:;n•) :.1 .:rt'!~ .... ~,~-1t·:! <>Ji, 

.erln..irt:1',:Jrt'.uj.1·J l>51.i·1q:trn m, '.'o :ir.G-·:iG;:;.M#~~H.~~lf~;n:~£r9D 

OFFICIAL: 
, . (cc• ·:ti/.~ C!'.J :.J!l):if!f;,ot,§ta'(f. 

J. A. ULIO, ., Major ~enerai,~ 
~-~~:.J·H~i.;:u,rT5 ·!-ft' I7fhe'-:Adjutant!:.oen:er.al.::•;;'~ ~~f.i"E::.~uru.:1~ ·~.uJ(.:if(f';)!. ~rij. Oj j~9t"rr.~fl .. 1f, 

DJSTRIBU'l'ION: 
: ~)frfr"H!r:~ jf:;;i..:"I £-J. ·:·T·1~·~!~•ItC·~11 t:';ft!l;E.!l ufrt'7:'foii<~·~. ·.;:;J'! :.-.t",..···t;i.I.l? ~d 

., A;E. "' 0 ~ * 
-c·.t 'i<.1 v.;:!<la?.:h .. 1~ctK7U c~:iJid::r.tI-'"·).;.~~-r>~t::~ r .. ~·!kt\l '>4J~ ir).ti'. l.:.~,J t)~-.t~i·hi\J (~} 

f:.::o:(.i.. t!ll~!-I93EfH ~J.fi(_~J:;~-gOJ~f./;1') .C\;:t~h1E:9"'\ .Jq.:-'i:l.7.(; ~~?}1!,~1Jl.[fJ.)f•b r.r':l):1i•!Jf';. 

r:;ljj a.v;},J',ty()·P:hr-i<'.ti~I OJ w~tt..tt] f;0J!a:1l.l I~a~nb1\0~ 41.<t L.hijL~t ·~J:i!C . .f. 

·f . .'.f~) S'-iiJ efi.!:?r.j·n.:;: 2Jrr£:·.ii.l il~?,;L~BO:.~ ;j.n.r; ,::z::mv ~7)·j···,, 13£11.! i.41HJ8 f~~jlcTf 

·.\r:t?~iG teHaU f'.~-~ff':;nft 
,. 

' . 
fE.~.q ~YilJJi!Y:&rt'I '~d ·10 Hnm !.1'1~.t918l"t~S·,i 5:'.>fltO jaoif 'G~lfi-~~ I;:-:ii.c~·; ;~ ~;: 

,\·1.t;;iL;"'"-'' '!:a lls·~J<:i~ffl ·;t;)rihirv1 ,fi:i.;m e.1f~ ~.J;a hohrr<:l'l'q 
~.~ ~~·i./. ~)iB ~1· ;::e.~.:;:!:1 Els.linU G~!~ r)hia~no J,::,.iI;110;7 ed .Gi'\·1 
tl~FiO'u(:l UBilq i<m m\1 I.lits '(;faVf!;!!.!I!b~e 8S:IITTS8 fofa!)'.'.f v.vsVI 
.·;rod ,'V:lr:1 rc•:ti::0t1111~::iS; bflJ:)t1:129~;: .r.Is-n:rro:rb H.sm r,3[<.>rn~ 
e.aoUJ!;Ir:·:·;nJ (;·..;:.:.·r;j"~ fL>liti'J ;'T.'OJ.1: .~Jr...:n OJ J3:.;.:tJ:r.1:~ ... !·;5·Ij· ·'.)d ,'t"--:.Y7-) 

f~ .. '.Goq a:d;;f,i7:IJ'J ~j:'J tl~1J!;Yttl1 :!;i:;;Hf~ IL f.1•1.:'ii,t il!i.C£f.H0 ai 

.ti~1J~~·ta 

f.(ht l'~!_;:',, 1
."{} ft1,t_;'~ .0 . .: .. 1 

ol 'Jit!!'.~,) nf --.;~z:<t·L!:J'.)J.-, ::2.:;:q ... -# ~6~JG" {';.~ t)"!IiO!!~~, G;1 v.:,·!':'"?..;;: ~0.1.i 2.-;ob'IIS!>$i~s. .:: ~;:," 

: !;:.:tJ"lt-:.1dt;l 9(j :1WJUI :::.,i:.~1'.):ti"ul ~~Jj ;!tJ!Ioi '. ~J v.:rL·nJ•:.::,?. ~iitl.:t;-;~~')1(8:~~ BlJ!JL-ii 

" 
!;-'·~:..-~:)J·.t ~.tarill t!t>~.}1:.~:· ... -u:a ic nc.it11:::L.::._!;i,l~) t>.:.!·r .(.: -.~·. rI.uii x::.:. tr r) .. _,.; :.l: 1~;L11;I1. 1J ( ..... ") :) 

.. !):.:,~..::!.i.J'10.i111,·;· 1:r::!J r~91"!Ji-.;I:U~;:;~;f~f.i:::r1u i .. :):li$ 1.to~!~'1;t1·!.J 011.t v~~j r;~1.;.tn· ... -; .. ~f! .. i,H:•) J:-;lf..! ,c~· 
• .t: .. : :;! iJf!il I;~.~!ic·~;d:: 1:;~p:f ~n:i ~.~!Jr.~:,_.:.r: !l .c;;;rl\~ J~':1hi(• 1HJ ::;1 cl ~fi;1 r!ft~ !J".t~~ 1 :rr:j;:-_~ 1 
·1: -~J1f:.c;~·f1>-.:::i~i~.9:1:..~~ ·::.1f' ·r~ .:·Lt :l~!:!J,:; oL--'I:.,re ~illf"!"!D1D\ ?.~'J.{E:·_;·1 Jfi:-~~-;~. :-.·f:J~. iJ: 
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SAFEGUARDING MILITARY INFORMATION~".·.; 
. ~ "' ~ '. .. L. .... :i ,•. .'.• 

CHANGES l ,,.. ' .. l')'. • ,. '. .ci. W'AR DEPARTMI-<JNT I·:. 
I No .. 3·· '::~ rJ _,.;.' 'l·': ) ... '.'>\VASHINGTON'25, D.:c.; 5February1945. 
'L 1iR'3S0-5,)5 Mar:C:ti i944, is ~h~hged as follows:· · · • · ·· : · · · 
i<~;l6!: Los's o~ 'siibfecHoD'. to com:in<'oii.iii~:-A.i1y ~ersim in the miilta-~f s~rvice or 
'·lh 'tts· empl<iy who m'ay ·11a ve kno,vi"edge 'bf tii~ 'ioss '01~ subjehtion to coiiipromi~~ of 
(\tap ke~ret; secret; confir]e1di;i'l, or ~eyistel·ed«locu~eilt~- or articles bf in'at~riel rir 

restricted codes or ciphers ,;,m ~rompi:{ reii~h that-fact to'. the ~hsto<liati 6f tlie 
doc'fiment pr i~ateriel. · The proper comm:1ndin1t officer wili notify th~ office 
responsible for its issue by the fastest means available 'oi the' ioss iii' 'siibjection 
to compromise of all top sec.ret, secreT or 'r~uistdi·ea 'items, ~c'onttil~~ti;l or' re-

, stri~t~d,,~4~s 9r: ciph.e~s, pr con:~llerifial operatio_nal plan~, ~eapons~ or equip
.. ment of vital importance to current or future.operations; and will 'then make a 
: thorough' fovestigation of. the c1¥cu'mstarice~~ fix the ~esponsibility, and' send to 

The Adjutant Gener·al through;military channels a·~;eport with hls recommerida· 
ti oh~ i~ the cas~. : ' . ' ' .. . . " . . ' : . 

[AG 380.01 (11 Dec 44)] . ' ".. ," '::~· 
18. Photographs or oth~r reproductions of ~lassified matter.,-Photographs 

or "other reproductions of.'~1:assified featm;~S of military equipment or Of other 
cfassified items will tie, rµ'ade by members. of the military" service, by civilian 
employees .of the .War Department, or ·by: ci'1'ilia1iii specifically. authorized by 

'prop'er a~th~~ity t~ photograph or r~produce"such dassified'matter, only wl1en .. - .· . ) . ' ..... . •. -·' ".1 ' . . . .. 
_necessary.in the conduct of their ,official duties, ·and, if made, may be developed, 
· printed;. processed, or. other,vise .reproduced- in cinilmerciai facilities. However, 
: co_nfi.den,tial, .secret, and top sec1:et materials ma:f be reprod.uced 'only in those 
; commercial facilities that have established specific ·procedm~es, appl'o\·ed by .the 
! Provos~ Marshal General, for handiii1g classified films, prints, or.,other. materials. 

Cla13sified mate.rials will not be retained in the possession of commercial facilities 
so utilized. The Provost Marshal General will maintain .a• restricted list ·Of all 
commercial facilities within the ,continenta!-·United States approved to handle 
confidential, secret, and top secret materials. 

-.'.'[AG3SO,Ol (11Dec44)]: :_ <· _:; ... :.. . . o 

, :· .24;; 7'ransmission. of;:t;eptain. messag~s.by .electrical means. :. , ~, 

~;*j :,J ..... : .... ~·' ~··· ".J '_; <:,,*·.; ~-t ·_;~ •• r ·; ·:j \:·. • _.,,;,,*·:.,.I ,:_,, : --~·. '- •' • 

..• :b. fje_qet, :conlicJf3ni.~a,,..or 1·estrictel) µi·essages.:wiH not be. transmitted· by elec
trical means in the clear, except in ~ccordance with ihe provisions of paragraph 
5lb(2) or over apprQved circvits and providing the rule in c belo;v'is'not violated. 

-For. fo'rces'in. the.field,: in time of war: authority to approve elecfrical"circuits for 
• the·transmission ·of: all classifications of traffic, except top secret; -may: tie dele
.J~ated by the War ·Department :to- theater ·commanders· arid--departnient com-

m.anders for use in their theaters oii ilepartmehts." · ' ; · · ic' ~·-- · · 

* ;* * * * ·- '[AG 380.01 (11De<'44)] . ... "' ' /:i 46~ .:Praf~,ip.g_ :iessages. , • 

* * • • 
r 

-AGO 148B-Feb .. 622702°-45 

'I 

,, 

J 
I 



1 
I 

I 
\ t' 

l 

REF ID:A4127207 

,AR ;380-:!5 
·C·.3 SAFEGUARDING MILITARY INFORM:ATION 

c. Words not important to the sense will be omitted. Coujunctions, preposi
tions, and punctuation marks will be reduced to a minimum, and every effort \vill 
be made to avoid repetition. When it is essential that punctuation niarks be 
included in the body of messages, they normally. will be spelled, either in fulI 
or abbreviated form. Numbers normally will be spelled out. 

* * * * * * 
[AG 380,01 (11 Dec 44) ]" . -r "" 

4'7. Selection of' o;ryptographfo system:-a. 's11bject to m'odiftcati'on a~ out
lined 'in :paragraph 43/J;. the classification lop secret, secret, confidei\t'i<Jl ,o_r .1~e
strictcd given· a ·message _by. its· originator govems the cryptographic: systeil\··to 
be _used in cryptographing the .mei)s,age.. All.classified messages except.-thost> 

,)ransr:iitted .ir~ nc.co1:danpe wi~h.,the_prov'i.~io.1;1~~ _of,par~1graph~ ,24(~~1~f ~i,~(2) 
~ will b~. trans,mitted in c~;:i;pto:;1;\lPl'.ed ,form unless specific ~~c~ption ·~S 1 DJ9:<J~JlY 

-/ the.War Department. '.The least widely held cryptograpliic svstem av~ailable.to 
"' :i_ri ~d~r~sses_of e~dI?:me.ss~g~.~viJUlr emP,~oyeq,~ ;1;.' . • ;: • «' '· · ·:. ·:·.~ <~~;~.~ 

* •_t ~,. l:! * :~1tl 1 ..... r:·~, • ., · 1 '~ ,• .•c;' &\1" * 11'J 1r· ..... !H~·1t.:iJ 
[AG,380:?,1 (Hpec44)l .. c., :' . , ,·:.L : -1 1 ._ ._r_-,,r:;v:~-: 1 . 
49.' -Method of handling .outgoing secret messages. f": !.:• c" * " 'J • · *. t'' · - ·~ ' :~ ~ \ J l. ~:: I I :•?' • :fr * 

, b. Exc~p.t' .as noted 'iri J)y2" belO~ 'tlie" oi'i~iriato1:"<vm prd.Pare and n~n~~·~/an 
copies of sec1·etmessilg~s; send 'the 1oi'iginal t~ the 'diessage c'eriter,' hml rnay %
'tain, wlien se<!1;ritY {~ n~t imperiled th'ei·eb·~-; o!ie ~opy·fot teiliv9rary file.' Other 
ca'rlion copi'es, 'ati 1iun'ibe~ed and bearing the' follm,/iii'g ~otation,' ~ay 'be' sent .to 
local officers clirectly concerned: 1 · • ·'' '" " 

* * * * * ~~:·()._,*:i:t·"'.'. * 
b\12. Messages 'i>ert~ini~.g· io:.ta'.hical op"~'i-atioi1s, si&uiate'd 'O'i- ~aiia1;·may be 

. pr~pared' in t~iplicate ... One cai·~on.-'ni.ay' b~ retain'ed i)y",the 'otfgilia.foi-. ~id the 
'original-and o'rt'e carbon'deliveretl'io tlie messa<:i~ center: ' ' ' ' 

' c'. ·die origin:ii'ii1ali:J.~text'cop~1 sent to' the ni~sst{ge' center by' t!1'e 61:iginato:i."\viil 
by cryptogi:::tpheci at'tlie · crypt'ogi·aphlc se'ctiotl' ofthe n;_essage centei·. · Tlie nlim

;·ber of ~opi~s':o.r tl~e crypt~gtaphed 'fil~s'sage .,~iii: b'e keiit 'at' a 0mli~irniin1 cp'fu-
rnensurate \v1th the 'necessit.y 'to'r'fumisli.ing copies 'ti:i the v_arious trnnsnii~~ion 
agencies. .A11·w01'1i'sheets:'used hi cryptographing the mes'silge' will' he destroyed 

~'by bumiilg. ;'Ali copies ;Of "crypt<:Jgraphed messages ·;.~~ained by' transinit'ting 
"agendes will b~ safeguarded so as.not to fall i'llto unauthorized hands •. ' ' 
. ... * J ' • * ~ ', -. ' *' *' .. ' .:.·* . .• 

[AG 380.01 (11 Dec 44)] 

50. Method of handling incoming secret inessag.es. · 
* * * . .... ~;.: ,:;, * . * ~ ') 

b. The original copy of an incoming cryptographed fu'essage as made by!the 
receiving operator will go '.tO the ·cryptographic'-section of'the· messa'ge center. 

· A duplic.ate copy may be made by the receiving operator for the files of the re
" ceiving station·or mes'sage center, where it-will be·disposed of in ac'eoi-dance 
; with local regulations. ·" · .. · · · , • : ·· '"' "· '"I 
"·[·AG380.01(11Dec44)]. o... : •i •. . < .. ·•:. 

,~· ·' 53, .i;rransmission of lj.te:ral, plain· te~t and paraphrased ·versiohs::of classi
rfied message.s.-a., 'l'he sendi,ng:by any means whatsoever .. of the'literaLplain 
.text of a me,ss:.:ge which has been.or_wm·be transmitted in cryptograplied form 
i~ strictly prohibited except as stated below: ·. · 

* * * :* * • .• 
(3) Where authorized in accordance with instructions ·pertaining fo cer

tain cryptographic systems issued by the War Department~ · 
·. . ' ~ . .-

2 AGO!l48B 
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~; ·b.:Iir.cases~of emergency" or necessity~paraphrase'd versJons of·the .plain text 
. of a cryptographed message will be sent-
~ .. ~··: ~! ~':' . .:"?~··j_:::. ~~!:;..:'~~.\.::~ ',~ ... '. ' .. ·• "<;-:_: '..:· ... ~.:-...-·'1". ·*·''?'"'·• ,(·:~ ·;~ ~ •.. ·*~· 
,. 1-:_:,'. (3~ }Vl~~!l ._i~. i,s: µe,cessary to. sen~;-_betwe~i;i he~~9'!1ar!t;rs _by Jllail o.r 

· - " •. • courier--a .paraphrased·copy·of.a.message which.has been or·wilLbe 
• :·: :· ::~. ~ r ,-cryp~P~!~~pl~e.d,_ c~py ~vilL~e .. n1~_r~e~ or:.~.~~n1ii~~.: "'.f~!s is a_~~ra-
· \ .... :-? ~·.;_ 11:-:: ;p~f.:.3.f?~:'~:~~y .- .1·, 'Y:"t.\ :.·~-' "t· .: ,.>·_._· .. ,:: , ._;, .. 

[AG 380.01 (HDec 44)] ... _, 
/76. Classifica.tion requirenients. : ' 

* * * .. ~ I J :!~• . * . ' , r :,.G*: • ... • L * ·. 
b. The following elements of information· concerning troop movements or in

dividual travel normally will be classified as indicated below, except as stated in 
paragraphs .78a, 83, and 84: 

* 

·. ("i-)-i·Sec'ret.-'-Documents which contain any of the foliowing: .elements, 
·i•Y'/eithe~-di'Fectly or by irnplicaticn, require a classificn:tion .of .secret. 

(a) o,-ersea or intertheater geographical des'tifrntioils:'' "'"'· 
::: * :,': *'"'," \";:. ~*- ·~ .. ·11\':* 

[AG 3SO.Ol (11 Dec 44) l 
-·-is. Rail 'and motor movements.-a. Rail and motor movements of. troops 
within the United States (including Alaska), and rail and motor' inovem~nts of 
troops to Canada and Mexico, .normally will be classified restricted. .Ilo\vever, 
reports coneerning arrivals and departure of such movements may be transmitted 
to persons authorized to receive such reports, unclassified, provided unit designa-' 
tions are not included therein. 

* * 
.. * 

[AG.380.01 (11Dec44)] 
83'. Returns to United States.-Classified elements of information. concern

ing a return movement to the United States are identical with those enumerated 
in parngraph 76, except that the United. States as a destination is restricted in
formation only. However, a specific port of destination in the· United States, in 
travel by water, is secret. 

[AG 380.01 (11Dec44)] 
84. Movements by air.-a. Generally, the same requirements for water, 

motor, or rail movements apply to movements by air of units or subdivisions 
iliff~L , 

b. In documents containing inforniation of movements by military aircraft of 
casuals, replacements, and individuals, as distinguished from units, the inclusion 
of the foHowing elements normally will require a classification of restricted 
_only: 

(1) Oversea or intertheater geographical destinations, unless the presence 
of troops or a military installation at such destination is classified 
higher than restricted. . 

(2) Date and time of departure from port of aerial embarkation, or. air•.i 
ports en route, subsequent to such departure. . · . 1 

(3) Air route, unless the air route is classified higher than restricted. , · . 
(4) Estimated time of arrival at oversea tr intertheater destination or .. 

airpor.ts en route, subsequent to departure from port of aerial 
embarkation. 

c. The provisions of paragraph 76 will apply to documents concerning the over
sea mo'vements of casuals, replacements, and individuals when for any reason 
or at any time the movement changes from air to water transportation or from 

'AGO .148B ··3 
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. water to : air· transportation; or when .. both' methods_. of ·transportatiOn ·"are 
employed, '. ..; !Ii ..... ·. ·i.. :,:-:· ,1: .'"> ''.:._ " "·_,, 

d.' Orders and allied papers for oversea travel by commercial aircraft may be 
'unclassified : even :rn~ugh they' c~ntain: el<i'ments' of informatio~· for' .Which a 
Clas~ification of re;tri~ted is reqrii~e(f.by'b(l), (2): (3),~arid (4)' above. 

.. e.:An·imii~iduals"irivolved iri 'afr·mov~merlts, comniilriiealing fr'om intermedi· 
ate stoppir:g points, will refrain from disclosing classified information, par· 
ticularly their oversea or intertheater destination. . ' '· · · · · · .· '• .:. ; 

[AG 380.01 (11 Dec 44) l . •· ': . -
BY oRnE:R·oF THE SECRETARY o.F WAR: 

-1d .. ,) !~ • t .; • •• 
1"" ~i' ..... -.~: 

I • • I' . 

<• : .. 

, OFFICIAL !, · . , . . . . L. , , G ... c .. 1\-I~~i:?~~J-L 
J. ·:<\.· ULIO . · " • ·. "i .;., .. ; ·-,: ·i:·• ··.,.,Chief of :Staff 
Major, General " . , 
The Adjutant General 
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SAFEGUARDING MILITARY INFORMATION -

CHANGES} WAR DEPARTMENT 
No. 4 WABIDNGTON 25, D. C., 14July1M5 

AR 380-5, 15 March 1944, is changed as follows : 
• 5. Secret matter. 

I, 

* • • • • • ~ • 
b. The following are examples of matter which i:iormally will be graded· 

.SECRET: 
• 

(15~ 

• 

* ·* * * * • 
Information which will indicate the strength of troops in the Canal 
Zone or. in· an active operational theater or information indic'ating 
t.he coniposition of such units or the total quantity of specific items 
of equipment pertaining thereto, · except that mailing addresses 
will _inclpde organizational designatfons. 

* • • • • 
[AG 38~.ol (6 Jun 45) l 

6. Confidential matter. 
* . * .• • • • • 

b. The following are examples of matter which normally wm be graded 
CONFIDENTIAL:· 

. ' 

.. 
/ 

• 

• 
:.1 

''* . ·* . * * *• • 
(2) Routine operational and battle reports which contain information of 

·value' ~o the enemy but are not of vital interest to him. 

* * •· * ·* • 
(7) Unit -movements of nonoperational significance in. areas within or 

adjacent to active operational theaters. 

(19) 
* "· ' * * • • 

Aerial photographs and negatives of territories under our confrol in 
or adjacent to active operational theaters. Maps, charts, and 
photomaps. 'prepared from such photographs or negatives will be 
graded in accordance with the actual details shown thereon, and 
not necessarily, !n accordan,ce with the classification of the photo-
graphs or negatives us~d; ' 

* • • .. •· . . 
- . I . . ' , .. 

[A!l38?.0l (6 Jun 45) l , 

~ ' 7. Rest;ricted matter. • * .. • • • • 
b. Tbe following are 

RESTRICTED. ' 
examples of matter which normally will be graded 

.. 
•J. 

• 
·• 

(1) R~scinded. .. ' • • • 
(4) Aerial photographs and· negatives of territories 

' remote from active operatjonal theaters. 
' / .. . 

(7) Rescinded; .. 
• .. 

r 

• 
[AG 380.01 _(!)Jun 45) J 

·' • • 
under· our control 

• • 
• . .. .. , 

.·'·,·, 

75. GeneraL-Commanding officers of troops or. indiviguals' affected. by the: 
provisions of this section are responsible that . such. troops or individuals· are· 

· instructed in such provisions; advised of th~ir ~pplicabillty, and warned of th~ 
danger involved in the spreading of classified information co'ncerning tro'op'move
AGo 965:B-July 657608°-45 
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ments. Necessary instructions will be. given prior to movement to an active 
operational theater, both at home station and staging area. 

[AG 380.01 (6 Jun 45) l 

76. Classification requirements.-a. Movement of .troops or individuals, or 
any group or class of such movements, will be classified when appropriate as 
secret, confidential, or restricted by, or by authority of, any officer auth~rized 
to make or authoriz~ secret classifications under paragraph 9a. It is e·ssential 
to proper classification that officers authorized to classify documents are able 
to identify classified elements of information, particularly those elements 're
quiring a secret classification. 

b. The· following elements of information concerning troop movements or 
individual travel to an active operational theater will normally be classified as 
indicated below, except as stated in paragraphs 83 and 84: 

* 

. (1) Secret.-Documents which contain any one of the 'following elements, 
either directly .or by implication, require a classification of secret. 

(a) Specific oversea or intertheater ge~graphical destinations, 
when the destinations are specific locations within the 
theater. 

(d) Estimated time of arrival at specific oversea or intertheater 
ciestinatfon or ports en route. 

(e) The meaning of assigned shipment numbers so far as the 
spe_cific oversea or intertheater destination is concerned .. 

• * • • * • 
(2) Oonfidential.-Documents which contain-any of the following elements 

will be classified confidential: 
v(a) Theater of destination, provided the exact destination 

within the theater is not shown. 
('b) Information or description of unit movements of nonopera

. · tional significance in areas within or adjacent to. active 
operational theaters. 

(c) Complete list or tabulation of units combined with and 
included under a single shipment number. The combina
tion of a single unit with its overseas shipment number and 
letter, however, is restr}cted information. 

• • ~ * * * ~ 
t,../ c. Movements of troops between inactive operational theaters or between 
the United States and inactive operational theaters will normally not require 
classification. Movements within the United States or within inactive ope~a
tional theaters which do not relate immediately· to movement to active 
~pe~ational theaters will not require classification. This does not preclude 
classification when deemed appropriate. 

[AG 380.01 (6 Jup. 45)] 

77. Dissemination of information.-a. Officers and enlisted personnel will 
avoid talk or discussion of classified military movements with .any unauthorized 
persons and will view with suspicion any person asking questions about such 
movements or discussing topics pertaining thereto. 

b. All persons connected with the military service who. receive information 
concerning movements of organizations, detachments'; or individuals, classified in 
accordance with paragraphs 76, 83, and 84, are forbidden to make public or to 
inform unauthorized persons concerning -the classified elements of such move
ments. 

. . • .. • • • ·• 
[AG 380.01 (6 Jun 45)] 
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78. Rail and' motor movements.-a. Reports concerning arrivals and de
parture of rail or motor movements within ihe United States which for any 
reason at'e· classified may be transmitted to persons authorized to receive such 
reports, .unclassified, -provided unit designations are ·not included therein.-

b. When rail or motor movements- are made preliminary· to movement to an 
active operational theater, cars, baggage, and impedimenta will not: be marked 
in the clear to show destination, date of departure, name of ship, or other classi
fied elements of information. , In 'such cases imPedimenta will be marked with 
the assigned shipment number and letter. The unit designation will not be used 
as a.marking on impedimenta, although the company letter_ or abbreviation may 
be used to identify the impedimenta of each company or similar unit in, the 
movement. 

. c. Re.scinded. 
[AG 380.01· (6 Jun 45)] 

79. In staging areas. 
• • • • • • • 

b. Commanders of ports or airports of embarkation are authorized to restrict 
to prescribed limits all individuals under orders for movement to an· active 
operational theater for a period not to exceed 48 hours prior' to departure; 
During this period of restriction, communication. with other military personnel 
and·civilians. may be prevented or limfted as may be considered necessary by 
the port or airport commander cohcernecl. Special authority must be obtained 
from the War. Departmen,t (if in the United States) or the theater. commander 
(if overseas)' for placing individuals in restriction more than 48 hours prior to 
the expected sailing or departure date. . 

[AG 380,01 (6, Jun 45)] 

80. Embarkation. 
* * .• * * t. •. • 

d. Members of families, relatives, or friends of personnel destined for an 
active opJrational theater will not be allowed at the piers or. thereabouts on 
the day of sailing. Any such persons found there will be ordered away summarily 
by the guard and report made to the appropriate authority of the officer or enlisted 
man' with whom they were seen or with whom they attempted to communicate. 

[AG 380.0i' (6 Jun 45)] · 

81. Movement.of vessels in harbors.-Vessels loaded with troops or supplies 
v-destined for an active operational theater will be moved under cover.of darkness, 

whenever possible. // 
[AG 380.01 (6 Jun 45)] I . . 
82. At sea.-,-a. After sailing from the port of embarkation for an active. op

erational theater, the specific destination or destination by theater will be 
disclosed to individuals aboard ship only as necessary for training or indoctrina
tion en.route. When such information is disclosed, the individuals will be warned 
of the classification thereof. Particular care will be taken to insure that this 
warning is given all individuals who are allowed ashore at intermediate stopping 
~~ . . 

* • • • * • • 
[AG 380.01 (6 Jun 45)] 

83. Returns to United States from active operational theaters.-Classifica
tiort r~quirements are the same as those enumera(ed in paragraphs· 76 and 84,, 
except that the Uriited States as a destination is restricted information only~ 
However, a specific port of destination in the United States, in travel by water, is 
secret . 

[AG 380.01 (6 Jun 45)] 
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84; Movements by air.-a. Generally, the same requirements for water move
ments to an active operational theater apply to movements by air of units or 
subdivisions thereof; 

· b. In documents containing information of movements to an active opera
tional ·theater by military aircraft of casuals, repl.acements, and· individuals, 
as distinguished from units, the inclusion of the following elements normally 
will require a classification of restricted only: 

(1) Specific overaea or intertheater geographieal destinations, unless the 
presence of troops or partfoular military i'nstallations· at sucli 
destination is classifie.d higher than restricted. 

• * * * • • • 
(4) Estimated time of arrival at specific oversea or intertheater destina-

tion or airports en route, ·subsequent to depa~ture from . porf 'of 
aerial embarkation. 

.. (5) · Oversea or intertheater destination represented by a temporary 
APO number. . . . 

c. The. provisions of paragraph 76 will apply to documents concerning· the 
oversea :movements to an active operational theater of casuals, replacements, 
and individuals when for any reason or·at any time the movement changes from 
air to water transportation or from water to air transportation, or. when both 
methods of transportation are employed: 
. d. Movements within the United States or within 'or to ina~ti.ve operational 
theaters when not associated with further movement to an active operatiOnal 
theater or classified activities will not require classification. . 

e. Orders and allied papers for oversea travel by commercial aircraft may be 
'unclassified e~en though they contain elements of information for which a classi
ficaticin of restricted is required by b (1), (2), (3), and ( 4) above. 
. ·f. All individuals i~volved in air movements, communicating from int~r!1Jediate 
stoppillg points, will refrain from. disclosing classified info7mation. 

· [AG 380.01 (6 J"un 45)] ; . . 

• 87. Overseas.-a. After arrival in an active operational theater .no informa~ 
tion will be given concerning D'ames or destinations of organizations, names of 
vessels, data concerning convoys, routes pursued, measures . taken to avoid 
attack; dates of arrival, debarkation, or departure, or nuinber of troops,. or kind 
of cargoes carri'ed. 

* .• • • 
[AG 390.01 (6 J"un 45)] 
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'-i<OT Munitionsio'fiivar.i.'.:'.::A:ny,·item'1used·'fori1w''ar;;::ii~J.c.1.11.:.>::} ~'.Ir..~". ,.,r,s:o' ·1iI •• .r1 
p. Order of battle.-lmportant disposition of .our.forces with the. idefi.tities~of 

the units .andi1formatlohs ·composihgnthose1fofces1iri~or"e:djacent1to{operational 
theaters/.91n:u :},f110GC-Jii.·'f '"~-'F e 1 '·)i:;-ta.._1~131r1 Jn£-.i·~nr[ru! 11 l'-1:.C!n!Jfj~J/r €~1 

q. Paraphrasing.-!.Fo1parilphraserarmessageJistto;;rewrite -tt·so··tbat lts mean
ing ·isctliersan'ie~but~ltS'.phrase6logy·,1s difl'erefit;it": ·,~.ri ~r :· '.•;c.:•<ll .f:r'''i: .1TI . 

r. Photo1nap . .,,..-A · pbotomap.<iS:ra€fep'roduction: of an~ aeriii.l. :~osiac, composite,. 
ci1'fsingle»verticakused•in pla·ce:of'.or .to.supplement acftnap. o.n~!j ,·cir: 1.i.Jr~l~ (.t>) • 
IJI&!>'Plainitemt;tclear' 'temt;: or.:plaf,nlldn!;ua{Je:'. ')'Plain .text;'!if'Clear.,text," or "plain 
language" is the text of a messa.ge which, on 'its: .. ·face;'.lcotivey!Jran intelligible 
meanfnglillfany::.knOWJiilanguage.'<~;(i :•i DOI: V:'.Jti "iL' ,;1i(~fl!J:'tL'.>.n£ Jw;JjJ7".'i (lj} 
- t. Registered matter.;~(do_citment')r.±Any.l clatssiffo'dndbcufuent1•J:1r? device, regis
tered usually.:J:iy·riullllie_r~and•,peri<;idicaUy1.accounted·for'..l"'"'11Jtf.~1'1!J'i1I 1 (:l\. _ 

r~suhReser.ved9di7e.a:· '.::A'..;:reserv.ed,:area "·is£au, :'area1:onAhe!lsurface~ of .:the ·r~nd_; or· 
wa t~rJgesignated~ andr.set, aj:iar.t•:by 1Execil t1ve,Qrder.1of lthe• Presidenfifor :purposes 
of rfationii.1 de'feiise, 'admi:ttance:'t.o\which is·relther-•proh_ib_ited>::or~ restricted!ni nni 
. 'l: vJISlCiii:t 1title:::::l\: ~b'oft•1title1:.ist a~desjgna.tion ·appl_led11to·fa1classiJied1 document; 
inateriel;-:.toriilevice'.for.npurposes of,_;securitY.• and·rbre:l'.ity.-:wlt3consistii oJHfigures 

· letters, . woi:ds, :or colllbinations. thereof, and if regi~tered usually .. ~()Iitaifis"l;an 
abbreviated• designation of the office;:of1 .. origin; :withoue··givin·g'.Jil.r1y..'.infornpt~on 
reliltive'.Ho''fcUissifica tiono·or•:c'on tent£' ofi ;.the•;:documeilt; i .materiel','i.orl defic~. . . 
; ;ruiJ iTraveZ: ·.:The; term1J\'travel"-11refe~s.• to~ tli~;~ni6ve1pent· •of1~!an:jindividi;ial . 'wi10 
is not part of a troop. movement. .;:• VT °l:t\ .. 
loGiJJt'.Troop• .movements:-:.'.Tlie ··ter1J11f!t:roop, ino'vement'/;,applies· \to-r,the .nic)ving of 
units or. organized detachments even though temporarNy•~organize-d as such for 
tlie-=l:purpose•·6f the·rim:ovementrn M"ove'inents·~of,•1ptisoneriw()fr!.war, 'sick and 
woundedpandlall s~nina:r.rgroups. µrider:· mifftary'coritrol' •are1 included 1.n the term. 
A movement may be ·overseas (from tlie'l1J!l'nHed<JStatesY;"' lnterllieatei"; infra
tlieater?or~returns::(tb:the:•.United[S'tates)•:rtJJP:rt~1~n1 ,,11:>;:\ 'l:•: ·.rf:!:".I) (7.t· 
Hiy. :UnitedlcStates,~Tbe·rterni; '1United>.:States1'.I as:•.used In '.tliese regulations 
.fuclu'des tlierCanaVZori'e' andira1Hted,itoiy ·and.:waters; cofi.tinenfal or insular, 
subject to the.jurisdiction of the ·United States. . SMtion,·1;!tTitie• XIII, act 15 
'Jtinef191rt t(".1,0rStatDM11;: 5oi:u:rrs. :fM40';•;Mi+IJ;,: 19S9:'sec?.•i1B"l•)':rw00->f. 1 Ri 

z. Visitor. ::"KEl,'used' in:itlieseltegufatlons;•e.:::vlsito~ lsHany'perso'n admitted to 
B:.3Governtiientiior:J commercial '1inanufa:cturing"establisliment :engaged '.ili classi-
fied work or project for the War Department except--V.tuc1!19-"~.'i ot . : , 

(1) A. Pers6tiue-zriJio~~<f3Ytili~ W'}>~k~:h\!1 ffe6J~~. o¥rnir~r is.t}Y ;«:::) 
•
8 (2''j£A'.' ,, rors'Wri wdir&tW1 'fti:t<i 6'.ffit{lani 'c6iic€rrte'd."' $"iih'llie'.',¥cirir~of -~j:'~ject. ~t.l ct t}91J':tas:~~c1.11!.1•J d.tf'P11·Jf.i:1 !'.'U.'1 P~':) •. :;:11~ ~·:r 1.~!..cr:-·;q;·J{".f~1 J~t,1·Jc-q,rr:.t .!~) 

3. Categories.-Official matter, requiring classific{ttlon. ~i,tll1J!!U,lXamlned and 
m.:a_®,g.:~i.il!<;ier!'lnft~'l~ ~~-,f~.1~q~ffig ~at~g9ri,!)~,:1h:t.)fl~~ ~')Jrnrrr.r.11:'!~ U'J.• 
• a. TOP: SECR.El'.J:'..1j(f!!gnab_~J2!>.r~vatJo~.,_.;'JLO~f:!~(l) :\;-:?;, n r.~rt.3w,r~ · , , 

b. SECRE~~ . . · -~~?·~ .. 'Y:. a~r'l~t~ .~;:~~ :.cr:-~1 \.~ri·IH~'~ .a·~l1.l .. ~~i\J <~t:l'.) 
-.o:,,_q. iCQ~F.JP,ll)NW~ ::·10L'J .• :·:;:tnJf°' fli'·;;.,.,_,.· ii/'f'"!'.ii'Di1'} ti~t r-J \ ·1) 

S«.4..:'t~:E.~'.f~~C.'Jll\I!:>.;,.). fJ'n? 2df'r;''J·>' :1<>t·1 ~,:.,,. :'. cm~1 b<J~i:f . 
4. Top secret x;natter.-,.a. 1:fih1!~1;«:)lq§§ifl_fd,.rt9p:C's~orflt:-;;;pertai11 .. l!ecret docu

,~en~fili ii;t~!F¥!~Yop,,,a.µd,Waterj~l;)'tl;%.1jern!:lty·a~p~ct9t·r~l:1kl:!zis(p~ramount, and 
~~g~~gl}.n~~U,t~911~~)hd~~~qsjjr~ ~Pl!lc1~ c~US:E!:•exc~ptipnaµy!,grave damage to the 
·nitt~g11-~J:.J.1!Jl,,~;~cf!J:SSµied:1;l'9.f',~§EJC~Wll .. ,r!:hi;i'>f(l ,v1f7 "iC"! . 

.tas: ... !:.iu';~q :./1 JI:O·~~G1 9~'! "S;.Ci~T;r..;..."r: ~.::u..:.i~ ~ 1.J~ri:Jff! a::!.i3-iq '"{UO 
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l.JdO;i~Classification•: of~ .matter rironi;/otl;le~j·,~ov.er_ii,:inent,:iJi;,a,g.eJ1Slies~--;-1\I\l~t"~r 
obtained frolll the Navy,1 DeparJment;. otherr~go;v:el,'p.men_tah:ageµcyf or· friendl,Y 
f.or~igg·: gov.~rnment ;,wilh ·be ;P.laced3AJJthe csairi:e1~l~§s!P.cu,ti9.n..:.1~l!t~gory as that 

. in which it was placed by the originating. agency. ,;l',2U t-."vi·tn~ ·ir< :1C• . • 

'.i\Jll'..,:Disseminatio~ :~of ,c~assifi_edi,il1.atte:r;.~,l\79;;p~rs?1fois 1 entit!e.d sp~ely. by 
virtue of his grade or position to knowledge 'or po$s.es.s~pn.,::o~:.c~a~~ified mat~~r. 
Such matter. is.•entr.usted-:only ,twJ.hql!Je,,i~dfoj!Jf!all'l_,whos.e•o.fliciq_l. !1..~~ie!J, ~equ~re 
such knowledge or.,possess!_on.EJun wnf,i 1mEt•:<ifir:•n1 'ir; ;{j-~£:;1 r<lr.;·i•.O 1.3) 
. i~12;t cOne7classifica_tionfconly.~A dg~:m;:nentJ or; a;-,ticle:.Qf:;W.l!t~ri_eJ<iW\11 )not. ~e 
assigned more•than. one iof· .the four1. 91a~_sifi~a tJ_(lns,.;tPp:_se_ci,:et; ,s_e_gr;ct; confide-:it~al, 
or restricted. In the event of conflicting Classificattons; ,the 1higl1e~t·cla.ssj.fication 
will prevail. :t~Iw1;:!i:i·(',a1; ..:ciJ.iv•u :.Ji'.·l',~-,.;,c11:n ·0~1:;·;9'.) (':f} 

13. overclassification.-Documen_{s,.or..rrnatJr.i.el:.r,equ~ring. c;rmis.ifi.cati_o~ under 

th~ pr::,pvisions,ofJ·'th_.esejregl!lations.'~!ll;_~~ ,as,$.ig1Jefl t[!e, ~IIC!~t _r.e:1?t_ric_til(~ :i,las~i~
cation .cons~~tentJIJJit~. the~pr.oMr;.BtJ/ftgU_CJr~!IJgc qt.the~ i";_fQrrnf!-JPH! o_r materiel 
concerned. .Over..class_ificajioµ; w_ill1be !cwotd'!,!li;i_inc~, i~; ~'!:,1,fS.eStU!i.n{3~essary delay 
in the transmission· of docum_ent.s,andl1depr,eciqtes_ ~he:,i~1JP'?1Ctq;ric;e.of1slq.8sified 
information:in··th~rmind_s.;o.f1hri,;d.lil'!g ,per:_so1me.l•,1~Jni1r,.;,. yU n.t ( '.'; " 
\; lf.1;• ~~espon~ibility:...;a!,{I)h~' _saf\')gua,r!')iug 1Qf:~ cl!l§lS~fi~_dr ;WJlitary information 
is the:r.esponsibiHtyiof· an rµ_il_itqry;tpe~so111lel, ,civ,Uian·;ei,µplQyees of the W_ar De
partm~nt;;and1of, theunanagem~iit1and~empioyg~~ of i:t:ll cpni!llerc~al firm~ _engag.ed 
in classified worl> or projects for the wai;;.I}~pa~:~we:µt.;.,pi_:;issdied military rn
fotmati(lnii:w.ilh(be~·dis~u~sed:,onlYl witl1 ll1Hitai:Y, or. gi,Y.iJian p~rE?.C1I\nel having a 
legiti~ate_\i~teres_!:,,,thei;ei.nit1n1 Hr. p:' ·~ ·;. fa!•Ti G-~J !•Jl1 ·to 2;; ,.~•ii . . 
:ii b:·1In •the case: ·of; w,ar Depa:r.tme.nt rci;v:ilil!Il ;e1;pp~9ye_gs, tp._~. commanchng :offi,ce~ -
0
; hi~ designated representative may permit such .eII)P}QY~~ to have access,. to 

secret or confidential matter witho_u_t lan1!nY~sJitgatJo_n,~".MP,r.s~ch1·Per,~~~sion i.s 
novJn :conflict.with ;war,~J)eiiar:tme_nt~Qjvili!ln.Jf.ersonM~ I:t~g111.a;ti.9!1S_. r ., ,. ) . 
' 15. Cancelationi}or·,chang.e3 of!;~la,ssifi.~at!~l1:·;'>'~' £L'f1.e ;aµ_ttw.i;~ti maldng tM 
oi-i inal -~lassification or.higher' authority, may cancel or change the ciassification 
·•nglJ''il ;J!-Wl;J '. l' 'l '-J.llP<i·' !:> .T.i 21Jl.;l1,i<o "°t1:i''Hl [,'~k!~-'tt'tir1 r .\'.-f'tli1l-ff.\~?pa1e 
of a document by writiitg 

1
0f. st~r.-?P,~~~. ~".".~f,,•, ~,f.\~r ,~a,,; .,.r ... f P.c? ,• a:-,/,._~, f'li"{' 

•;,Classific[\tiQn.C!lll~?,J\'d 'or 'c\i.a:p.g¢d't2 ., ·,.,_'\i~. -~ut~oi;ity, or (o!ic-~r.~~tl_:,9,~,~e~, to 
... ' • · :• ,,,,. _,,,.,_, ..... ~Pi., (r J:'"ffi"·· .".'., 'k" "th ·chan°·lhind ttl'e·aate thereof)." 
c.3,1},~~~0) dF>; ~.\1.~If.~ _atr!I g~.,,~ ~-.,~-·gl~~t\?JeJi1 a:.tfilfoi.\id'~ ti~h~'~!Fl$}{t)i/4f:~" 
This paragraph voll.m no.w1ay~b .. ~ , ··-·· .... ~ .. ,_ ... ~..,.·r• ., ... 1 "'_.,.,~~ 0

<1> 
_,., c.. ""'-"1• ''.. " •. ,, .. ,; .. ::.'' ... ~ "h· ........ ·'·". ~1'"'·r , .. fi , 't"o''''1 or 'fiicr:iier. authoi:ity"may 

b. The authority making t e ongrna c ass1 ca i .P:i ,. , .: .. -.'\,":'- .'.:-;, ,, ;,;;n·;"' "'""' 

~a,np,~i .. o,r cN.\1.1rJ,~~~ p1ir~~iMJ!Fi~ff ,~~1~~te1}{\?,Y • .f~tte; .?f..1~s~~u~~~~~;~~ a~H:~ge~ 
or personnel concerned. .Jli1,}"l;Jrll .Ii< .i.::r ,.-,f. ~.3 ;.;::·; :l~oi:f"''·; '..:" 't, ·:Rrh 
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\ '.l\q~-.~.n,7~E;;sa.~.i;,..~!~Gss_:t~~a~'~hJ,1~~\P.rt'i~e-~l~Ul~:;~i~~i.~a¥Jiri~,Y~jP'afJl~if~§§~~~.~g<: 
1.

'·.. m classification.wilt J;>e ma e ui;t es1s _ 1e .... " ... -.. · "'' '.n ,. "l'" ,,,, ·:u ·:n .. , . .;r~., 
• ·: ': w. · · .·. :.. · ': ... .- .. -' t 1J zz'autlz1il~ities·t({Kee"1:cliissified''ina(ter constantly 

1,1 

.,_,_,d;J~ _is .tit,'!. ?ff!tY'!Jff1! .<!1:,a .: ._·a :v' J'J!td amd:·tp' :; >•• v·;·'-'l'" -~ ;a,1>":.. -t. td!I. 
1

1.· • ·16. eii'.;evg~·_C!iil~6-jQ~g~r.iefMf-!lt6-0-~l6fiiI5t6ri:i~e~:::.Any-person \ . 
: in the military. service or in l. ts emp1.o_Y who ~· i:, · :·! 

';' -- may have knowledge of the loss or sub Jection \ t 
·i to compromise of top secret, secret, confi- l 1~1 

dential or registered documents or articles · 
of mate;iel or restricted codes or ciphers I ,..- "\ 
will promptly report that fact to the custodian ~~ ·: . · 
of the document or materiel. The proper \ 
commanding officer will notify

11

£he office . 
responsible for its issue by the fastest means. 
available of the loss or subjection to compromise 
of all top secret, secret or registered items, 
confidential or restricted codes or ciphers, 
or confidential operational plans, weapons, or 
equipment of vital importance to current or 
future operations, and will then make a 
thorough investigation of the circumstances, 

·,_ .. ., .. oh~ "'~n ~P.nd to The Adjutant 

SA:FEGJ:]'A-R!;>ING :MILITARY INF9,RMATWN1 
.AR'·F3.80~5 

1~~19 

.a.J.ld,.send,;~ew.Ad~.GMeml-i<!th1,eugb'?mMl'ta~hafinel's""ao.re""'i;~-·ith his 
recomnren:da.t.f'O :·S!'fn>o.th . . • · · · ' ,,~ """• .. ~ n ... -· ~ e:cease . . .Pj;;'!l.rf"-•'.') 'tJ'!fh'"t··r,yr·~r") nrJ'j ,., 1 - . - . _,,_ " .,_.. ~ ' , .. 

.. 7 .. R:p~o_duc:io~ . obclassifiediqna~ter. ;;a;'; 4:gencies1 t~ntrusted with the 
~r~ntm~ .or,,r~prod~ct1on';);stq~a.ge, ;and:' issue~ ofcclassi~ed' documentsnwi·tl: be •in

o IDEl,d of_ :t!re~appl1cable prov!S!Ons 1of. .these,reg'ula tionS.Rr,The :a uthori ty,.directing 
the;;preparation;11printii;igi :or.. reproduction <Of<'classified·~·documents- · ·u b. ·· · 
sporisible f ·th •a· · . · · · - ~ · · · ·· . f!Wl :, e·rre· 
ti . . . l, or.:1 e ~spos;il of ·the notes,:imanuscripts;~ty,pe;11plates0~Stencilsrmega; 
~es, 1.and .wasta.ge, mc~den t~ !hereto ·in: ar:Q.Janner-nvhi£h; ·will:saf_eguard..,the secre.cy 

~:b,thTe.hinfor-~at10n ,b_emg reproduc~d:.•_' I '~i; i;c•J•.-.f>'lcrt~., 1 ;·,cc.i'l! .,p ,_ r,;! flf"· .. -~·J.h, 
~-' •1· eicornmandants of the :gen·era·l· a ·d· · · 1 · · . .· . . . , . · n •specm •service §Chools1are. responsible 
that the prmtmg· or reprocluct1'0 · "l " t f h ·· - · , . . . .. . . . .. _ . . n 'p an s;'lO ·_ t e1r "respect1v.e. commands <release 
!JO.~~as§1fie_d•mformat10ncto;_personnel-;or;lagenciesin6tcentitled .thereto.'~,1 icr: .l"~., 
J;C-'.iThe_ Gomrqagding:1Generah1of;.th~:f A:rmy. Gr.ound~:Eorces , the1;Commandin" 
Generahof.\1the ~rmy.IA'r'F - · . · .. ' ' "' , · .. . .. 1 '· .orces:-.:and 1 the;.Commanding.: General!rof the·"' 
Semrice Force . ' . . . . .. .. . . ,.,,_rmy, 

. " , t. · . s·1:ar~trr.espons1ble"J\thatoserv:ice rmagazinesj.or"'joufoals pub\' h d 
~.n.d~r,rtheir1,~upervision ::compl:) with~~the ipro;vi~ionsl of :tM~e. regulations:1:.e~; 
tu.e 1to, .se.c~n ~YLO~i.?lass1fiedtm11itary. information;-1andJ willqsubmi t all material 
for such.·pu.bllc~tro~s· to the ~ureau:tofdjublk;R~lations';forf;reyiew.;and .action 
befor.e,i:elease; 1 !;t'r ,,,,,,, '' . -o'' · i' " "'" ' · · · .. .. , · 1 ,._,_,_,,,._,.,.,. • ·1 :1. .... :. 1>.:J.q :?.!._. --.;:;.'l·i,,,,!,.; ·:.J ,:,...\~:t".1. \ \~~ ··t'"i.)~"'.i,""t. ';'\\'.( 1,4': .'i 

f:f.d'.ltW,hene~:r~·.cor.respond~nce,,,docu.l!lents,',·.tlra,yings;1 .priiits,~·J;hqto~raphs~~or 
~odel.s.pe,rt~m~ng.it?:;seo;.et;. co.~fidcntiai1,·or\r.estr:icte_d:1materiel' discloseJnforma~ 

. t~on1 I e~ardmg-;engmeenng.1 prmciples,11·aesign qetails; ic<impositlon,; ;.methods 1 of 
pr.o~essmg•ior /of . .casseµ~bly.:·~hlch 'are ,;v:ital' .to '.the:,manufact.ur~, ,ftincti~ning;,;or 
.use,ofcthe ma~er,ieI;,they·w1lhbe<appropriately,class.ified'.::; ',I.! ,,,..;. '" '.·:· ,;~.; '. .)~. 1_, .') 

Ii.C;1;Prep_a:~a.tio.nr of,~ress1relea_ses· :based on-. coded ·tyies'sa.ges .; '•Officers. a uthor.ized 
to pre?ar.e:'1Il~Or1ll,at-10n·,t0Jbe;made public. will constantly.,·bear: in: milldt.that·such 
mat~rmlrma.y· b_e tOf1greatov:alu~ ,to,:the-;;enemy; sigl)._aMbtelligence,serv:ice.';;.' I~for
ma~1onqrt~~::v~d:.19r .sent;:ln~~cryptograpl).ic .messageS<JWiU ne~·er ~be:released ver
batrµr:b-qt ,will· b,e·carefullY.' paraphrased' before0.release1to·the,·.public.1·, : . -. , • : •• ·.-· 

eilf. tFlor~aqqitionalri?str~uctio.ns'. -relative. to ,the; discussion ;of:milita:r;,.'~~H~i~~~: 
. diploipatic;:_apd,_class1fied ·subJects, se_e ~:B,_6.l){h-700: ..... n . . " -:- . '• r- .... 

1

18. Photograph.s or other repr~d~c-t-i;~~ -~-f . ·-~ 
classified matter.--Photographs or other 

., reproducti-ons of clas·sified features of· 
military equipment or of other'classified 
items will be made by members of the 
military service, by civilian employees 
of the War Department, or by civilians 
specifieba,lly authorized by proper authority 
to photograph or reproduce such classified 
matter, only when necessary in the conduct 
of their off,icial duties, and, if made, may 
be developed, printed, processed, or other-
wise reproduced in commercial facilities. 
However, confidential, secret, and top 
secret materials may be reproduced only in 
those commercial facilities that have 
established specific procedures, approved 
by the Provost Marshal General, for handling 
classified films, prints, or other materials. 
Classified materials will not be retained in 
the possession of commercial facilities so 
utilized. The Provost Marshal General will 

l 
maintain a restricted list of all commercial 
facilities within the continental United 
States approved to handle confidential, 
.~~~ret, and top secret materials. ( C 3, 5 Feb 



==========~-------~--_-__ -__ -__ -_-__ -_-__ -_-_------~==========~~=:==::=:="~===================......., 

fl' •J 

RE-F ID :A4127207 

A:R~<:aso.;;.5 

19-22 S:A:'F-EGUARDING MH::ITARY •I•NF0RM~TI0Nj 
' . . ..... 

«i ,:1 •.! .11r > · J> 1 '' ,'lSting.;War. · Departm.enftlristructioris ;-fsslietl ~oB)' tliisJ!subject 
_ to the Commanding- ·Generals, Army;;:Gro.und 1)F.oi'~es,lHArmv: 

"fl'." riif'!f . f"1JP1_1•r!nA.ir:<Forces;. aild·-.A:ririy.ISeivl~e<F.orceslo n.n.C:t1.i:rbO".!pf.l: '.'i' l .. 
••

10.·•Ap'pl!cationsHfor:, iilfiil'mation" or1~records .compiled•rrii:tdr i furnished '!J.att1the: 
reqilesf:ofr the .'War ·n·epartmeht: ;for1its,--ti'~e/-in~.the1 ·assurance· Of: r_ad~q'uii t~f.prQvi'J 
sion·. fofl :thei:inobilizntio'ni'Of,-materlel"and-r:industrial organizations1 essential'' fo 
war.time i needs .'willl1be•11'.eferred'1toritheuUrider1 Se'cr~tary.':< of· i\Vat. 1for r n:~c'essar.y 
action;' 'f£herservice cof; 'any''.proces~· ior•rsubpoena i'for' the''rfrod u·cuouo. of tany ;such 
record will be reported immediately by theiperson•:on whom it'ls~ser.ved to'1the 
:UriitedrStatesiattorriey for:the;district<-ln•whlch the•'seiwice;is1made-andi:"&t.the; 
same·.time,;·ctirect•to'.tlie:Under ·Seerefary.:oi~w·ar:•iJ'.1r1Ii·~i 1·;1 •w ~'1fi,1i-11r ::iiit t1;!i-l 

20. Dissemination; ofJ classified'.!military~'inf orma tfon:-na,r,Except :re gar Cling 
informatio1lito tb'e .releasedr1torrtlle pr~ss'1. by.1authcirized •milltaryi;public reiatio~s 
agencies,l 1when r'classifi~d j military.~ ~nfornfation ':is•rdisseruina ted uride'b the"SfJrO\ 
visions'' of tliese 're'gula tlons' to ;.persoris"not subject tto,.mj:Ji tary.i 'la wpthey .£will'1·0e 
info_rmedr.tliat'. it affects~;the1>1jationa1 •defelisffr of Lthe cUnlt'ed "States,_within•!the 
illean:ing _of;. the:: Espfonage~!A.ctc,i\nd'ftliat' its·, transmission fto·:·:an nunau.t:horized 
person fs;prohibited:o·see·.:alscLparagraph"23b:w•·arfT ~r'.1 ,,- 'A!~" 'r.'itJc~"n. O'.l!"l "l<ll 

_b. PitbUcation of articles _or books.-Th~ inclusion of classified milit~~y,infot! 
m~tiohrin:-any,'.artlcle'·oi: bopk! published•byia• member-iof the Army!of:the''United 
Sta tes:r or'l by' >ai f civ.iJiah:reniploye'e·.::of ithe"ll\Hlftiiry. '.1Estaali shmen't 1 'ist·.pi:ohilil ted 
u_nless•rspecificallyMuthorizei:l:lby th~kWar;•iDepart!llen6 "'Foro acldition·a1;;f rifor.' 
matioli.rtrelative ,tot.pubUcation1ici'f 1articles, 'see iA•R1·310f1013600-lO, ~andu60C4100:' · 

c. O~al discussi_ons of classifiedt m-ilit(u'y·_informatiOii;"-"Eithe'ri:publlc or: p'i'ivat~ 
discussion~of.tcl:tssified-'lili.Jftary 1in'f0l'illatfon. with)'oriin'the'presence·;or; hettr'ing~of 
:iny,persori,,not authorfaeijc,to 1h!lYe lfoowlectge thereof(is>"strictly~fo~blclden"J:91:'! 01. 
-·1·21'.l Te:stimony.r.heforettCoi:igress.~-~-'aii:tcWlietr.;a_~persoD.Lin;;the 'niilitary'.>service 
itppears:;before· fa 1 committee ·-of 1the11Congress 1jitnd•'lsucaHed uponl"fo'~gi-ve:•_fesW 
mony which ·lie:irnows'totbe-.coh{ident'ial or'restr.·icted; he·\viU<respec"rifullyci·eqiiest 
that11his sta ternents·)pe •taken i in ·executtve·:s'ession ._rinly ran'cI l.nohippea1;dn the_ 
record of hearings, the Congressioiial -Record, :or. o.ther ;docum·ent::orien :to:pt1bli'c 
in:si)ection;i,, r.r!c;=t'l~o1o!l':i- -.·.-e:rJ,-::.c•r !J3£.-ia:owfu rril:i.tx:::i:i :le> i;r!:;r.'lT.gMo.tlCX .Kl: 
•'TibICWlierl"1 caUed IUpon'[,tojgfve1:testimonyowhich :ihe·rknows toflb81,toposecretlloi· 
secr.et;1'.unless:·:lie·1has previously:<.-oeem autliofized 'by~the«Secretifry; ofJWar1·t0 
give1such1,tesfimoriy, hei:.wiH1respectfully: 1sta'tertliatdhel'.ls~ncit;tluthorizedut01,dis~ 
cfose:,fue~ frtforihation :desiredlf:ana•:will~ihfoi:m ;tbe"approprlritesMem_ber- of.t£6n: 
gressi"thatqa) writtem.request•'forj tlie' specificflitlforillation~ sliouldl beJ'transinitted 
:tojfue Secr'efar.ycof :\-ViarJi\Testiinony!oJl1a'lse'cret nature;1wh'enlca utl:forized,.tiy tlie 
Secretary of War, will be givenil6iilyctnaexecutlve11sessi0Ii.')'unaer}:tlie conditions 
cifedJinr'arabove:t l'ic«WJl!:'l tfA .n-.1t0.tiIUaw'l:i:.J "'rrn:Hli:m -ro! c::l'?.olfp::;.lI .er 
P.Jrc:nWith$fegard'fotpoliciesrand'1faCts>wlilch'the'-pulili'c~!nterest doeslhoffrequffe 
'to··be~kept rsecret:.iconfident{al; or;rest'liicted;\ see•'A.<Rc6001'10. y;•udiJ im foifiie>:nI'.l rol 

22. LegislationtrpertainfaglttoLWar aiDepartment,--';;'li.f)Recommenda tion's dto 

·~~eiJ\'.l:1J,JR~!!~SHReN.:Prl:lJ,e~LsJ_\l}jm~.H'\Y,i~(.b~1~l.ll;~~lP.~i1-> ~!Jfi\lr,~fJ~!!-.sep.i; py .1J1e Sec
.!;'~tafY,,0"ti}Y.~,~; ,i;J:'i;~~~9~~'.ls1t..gJ;i,fe,~~,~~.~!rPRi1H!Of?:IJ.M~~!J..ta.!hY>1 any legislative rec
PffimrJ19l\t1.?.Hcr~j.~~- ~,~,/~~~aJsei t~tt!l/}Y1 H1d,iy,~~91}J ol,,~s~~!i!-Jlon not under War 
l].~P.~rt!!l,~,ljl,ti S0~~!;2_\ i~3ff;Yi!~ ~Zl\1P~X-~_,e .I.~~1!,i~<(,d; .~~;_!,a Th ,.m: ~'JA 
fl()b, ,.'.l;he-_n:;ttur.~1-and, content,,_,of1,reports of the. :War,Department,·on,,bills referred ..... ~·'-!...t..1v .... u .... JJ•> u..-1..1,.F.t lJ.1J.l.1t:.'""""' ~u ... ,. Jv .u3.ut.r..!'H.;.·..:..· .~v .... ..>dl-!.i.!4JA~ \Ll./ 

.i-?4t.,~¥S°:l,l;!P,L~t,y,~f!1_8f .hh!(._8?&gr,~s~r}~fll.-1p.J>Jt:,ll~\~is.~!B~19}9J fMi vid uals or agencies 
outside the War Department. 
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23.,;.25. S}\.FEG:UARDING M;ILITARY IN:FORMA,TION:l 

as amended. Its transmission or the·.revela.tlon of its contents in any manner 
to an unauthorized person is"prohibited by law. ' 

, • •:F·z:r.:{{l·ri· \, 'i• · 
rJ.r,c.-JJpecial marking of secret docum~iits.:....:.Ah secret"i:Iocuments will show the 
authority for the classification,. the initials- of the classifying ·of!ker;.,and ·the.!date: 

~ftlxed:- See~pa~~gra~h -~ti:·~-:- .... ,~ 1.1 (1 i'~'.! !r;~r~~·"'.~·:: ·¥.:-.;·.~ ::· -'.l1'14:~: 1 .~t,1:·~Jt ~~'.~~~.\:\;. ·.~-;~::~!~ .. :~~ 
- --.::24, "TransmissiOii'c)f cettaii1 ·messagffes Jiy ~l.ecti:kal mea:hs.-:-'.ll .. The;l).,ig~Jst. · 

. . grade c~i.i>foiriiiiliic :sY.sfo~·s= avaiia~1e~wi ~1~ lie ;\i~ec1;io~ '.t~e, tr11.:µ~illi~-~iqp.~o~;,sec;-et· . 
messages .... - .. ~- . ·- w ~-. ----~---.---~-=·xitJ:fm h'Jt .. !TJ· .. { ~n rr:.l'""'trrt·-·-r--:~:l f1ru. _c.J\_iff,'.t· 

\b. Secret;- conr1C1ential ;·-or -restricted messages 
will not be transmitted by electrical means r 

in- the clear, except in accordance with the r 

provisions of paragraph 5lb(2) or over . I 
approved circuits and providing the rule in/ 
c below is not violated. For forces in the1 
field, in time of war authority to approve 1 

electrical circuits for the transmission of I 
all classifications of traffic, except top 
secret, may be delegated by the War Depart
ment to theater commanders and department 
commanders for use in their theaters or 
departments. (C 3, 5 Feb 45) ·- -· _ . _ .. _; 

'----;---::-;--::-:-Llvt:aL".1VU-VV'.11.1-uC~~c:cu-wi.u;u-L""ll'C'-UULta·-cuvt:::l u;. 1e1novea ana Wlll 
•fo ·:0 i)' ·?" ~~'rtt°Ainu a1J:~~~i:Pt? 1!01:rii·J~li'i'cli. 'i;i'il' iCiegtify 'the ."~ddressor, the 
,p} '~ 'CJ f c l ~1ddre~~i~e;' 'aricl' 'thJ:(Io~JD'ie'~ t. •. -'.l:h.e' ~Jter • cJver \viii" be Sealed and 
''' 1';,di:•L::· .ad'ai~~~~ci\i:i th"'euo~'ciih~i!°f 1 iil~'ii~e~ ·~illi.1~cAiit~tiqn.' fo indicate its 
:.·r·.!'·· Li,./· ·il.. L.,~y:r:_,·•_.Lf ... '.:1~1'J.:~b .. ~ l!Uu t),;.;T;J, ._;· 'J.: .. ·· .. :..: ... ~~';;t'J' •·.:v:!" • 

. secret class1ficat1on.· .. . . . , . ,1 , 1 • • • • .• • •• • • •••• . , 

· :~~rec• i"2' ':traii~ilii~dioii' ··~nd" ~d~t6dy' 1t'' s~~ti"t' do~iifn~~ts' ·~na' ,'inateriel will 
_i·t~ ,!·:·~C?_,. ")i)g:~dv'ei€d.by"ii·'~e1c~i'i:>tsy~tem:i.c·~ ::_·: ). "' Y':'"'-'1. ~ti:.> . . 
• <:i ·:nu "(S)'' R~giste~~ci·'5J~fet1'd'o~~{{ilnis' o~1·fu~f~~ih' iffr'i}~ p~;iodig~Iiy accounted 

"''1 ... Jd i.1\'"1 !1~1f.1..~1, \ •. .x. .. ·ti 1 ·~-·~ -:'.1 .. : ~r)·;tt ~·~·-Ht £1?1n:~, ~Ii ~~· ':t &~: J~hi L:.l,t · 

-u]t;t·"; (4 (•"'H1Yl'.:i th~'· rJ8B8£'~ibi1it~- ttt1t'iie0-"c6di'ifils¥i0J~J5'~fili~1,;Ci the .c1vman 
_'i.i JJ;'l io) :n. 1n;1aii'ig ~~'p\:i§ititfn Le'qulvhl~;rW to 1 tiiri't~f' a\tJnririik~i:b'hed.=·officer having 
. -.if·, ,ah'1 k"~h~rnd;v."8f~e~rU'd1ocri~erit~ fu'-iti~tl:~e thiit"fi.1i"~~c'ri\:itY preca~uo'ns 
-;.:: ~;:w. eu·iJnarertlik:~n1Wi~li~ras~ilgli1\:i.C:-cui:il~At~:-a:-t-lii1'tiili~S:-rqc·ntt!~ 
l""'J;.y~. o,.·t·~ .,rf'J ••1·---•" h·':-:'" 1f~,uyr,, .. 't~'·\'f'f•f.;<~ l]'i:·.'{Jr.·:1"1 -°l-1' 1< 1•• "'1·;. i•r-u, 

.. ,, ,,_.. · ( 5) · Secre'f"'documeii ts. will~'be . transrni tteif . only- 'by officially designated 
J.I?•l'f~f•jJ/l LJ_i ~}(fit Jj~;)f'f,l' :'f'!'li 1'."'''"j(lQ,~1,J""l ·~;~l.J ff•;r1•, ,t (.';. "":LJ;1:!~ •.1'1I,; ~ 
' " "''; · -· ' courier: , Where·-ol:ficiitlly, qes1gi:a.te·d, .covner. se_rv~c~ is not avai~-

. . · able, se2J!~·i:dci'bclllhi'~hf~' inay :Jbe "tt~n~i:nit't'ed': by 1r~~istere_d mail 
·!L11 Di•~; .9~: 1 : 1s~r-J.r6it.XIJi·n;m~h~:.~~f.~~iCJ·.Jsti~fri6f~1iif~1?egi§tef~ii ·-~rliJii1 S({r~i~~rif the 
i!<·::<>i:;(l_r::'"l:> s·~i-v'i'c!~· i~ iJoih'Piet~iylf~'itllNi 'iiitHJK~1 ·~o·i:lfib'f '~f'.' 0:J. "!' ~-

. . . . ·. .· &'t·'·i .:·. '1-"':1'1'·,··',.. 
l> Subject to the foregoing. standards, secret dcici.iinents will lie. tran,smitted 

~1•·t)
0

j<t" l?··"'l:·,·ti''ff ......... ;r~ "11l .. f~(}Jt1·<i •.-;u IJi.l? i~t!H1..i1lJJt.1 1.iq I;!!t;. !.F.i;ut b:.Hl.t&.:;.;;1!) fi,;J 
by .any of':the" follo\vmg,_mean_s: • ' M •, • , <' • ' Ol ., · ,,1 • : .• • _' 

. (1). _Between. offices of same MadqJlar~~:s ·or _sta.tio~>-=-ACh~a-~qu_arters 
- • _,.,, o;:1.~''"' l·coillm'iind.e'ci5 liY~ar( arithorit'f1i,1ia1ifiecr.'t0 'milk~ 1th&·seci·et1classifiC;a
.r;~it;,:i. ~· 1i..>, «';:i:iofi; 'Tuie· cCillimariaillg ·kifficer'WfoJ provii:leLfor';tlie 1 secufity 'of' rnt~~ 
,1frro ,,~·z"icFoffice~traD'sriiiS~iorF'o:f ~1i&eH:1ocliments.t. 'fd:iili•il ·::1 : }.:• ""'-''•r'w :1,..t1i 
'!:)'Jd ·.'.(2),.-'Withfo:cori'tinehtal'lJn'it'ed.··StdtesT ''''.' h~·tl1rn !".inb;J Q! autriflb'.; _ur 

(a) Officially. designated couriers (officer:· ii:l~sseilgerll'Of•lioffic'et 
-Jri-' 1'.' ·:.t::ii·(: ~J f,·. cqilrler;r·lncluding'warra·ntcoflicers)'.•tr;fr.,_j,j :m'~·W'lt.f:i :.:1!'i' 
~~:8 !J~1;; !d ~ .8 .TJ (JJ _:!'r;..L, f..~r!n~1.: .. 3r<I tH.H 2o (.;fi~U~tJ.11 c1U t.L·Wi,·; £SJ;u2. ~"-l!.l':ltt 

•I 
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!'l'P ~::.': Jf',-::_{b}:Registered. ma!I 1(incl~1dirtg. ·registered oiir:·;mail) ;--•>,'· • l ,,· ":) 
h-.!;~;Jr·w :li>.•'t(:c);iPrptected coniinercial·.express; rair or;rail;;•.under 1bill!ng'.which 
"; :>.I ·"~--ir:u:n ·: rn~t•assures ·the-ihighest. degree:,of:.protective· handling.. See«also 
'">i:· ·.~.· !~1_t2t~: ~·1.:--:t.paragr'aph::-68.1.~J-:-·! :;.S ·:v·;!.:l '..:· b1L.,.l; ·:; ·n~;!·,,.:,'. , ~,) Jt~1·:· .. > ;/";:;; 

(d) Military aircraft. (The docurneilts will be!:entrust~d: to.;\ii 
.:··:t1:n., ])'J·;·•'.> qJi" respciilsible· :officer: or ci·ew •rb.ember on: such· ajrcraftrwith''.in· 
·•r·Ln rru"' >i:::: r.;q!}str.uctions :reg'11rding: their::secudty,.'arid deliveryi) .; .. 1 ':': '.· ·, 

(3) 011tside continental United States.-Includes :transmission- of., seer.et 
. If,_,,, i•:i-•u!!.; ,docu;ments;i·~ except• secret ·.cryptographic.•. material, >,from .. points 
i'·~•l'.t~'.l::'' ~'- ;vithin,the:contin·ental,;United::Statesrto:;-po_ints ,o_utside: the .,United 

States, and vice vers;, and. between ·points outside the.;contineptal 
[';;.·19-;~; ·;r: •r.United,~.States. ,:-· , 1 .';~~:'~ [i.~:--:. ·--·~:_: 1 ~-,-·~-~; :.;(1.l :1:·£::!:'•.1. 1

.'.,·; ... : .11 ~ .. 
(a) Officially designated couriers (officer COl\rier, !ncly.ding :wa.r; 

.. l;!e1i-: ·~!i.i1:111i 1:v': ... ~. 2h rantroffl_cers) .. ;:'·r:.~,; J J.:. i·l:-- .::,.u::· ... lrj ~·1.Y> ... ~~ .... r(, J. 
• .) :d.rrn·1 =:i1f L• (·Q)t1United Stat~s; P;ost1 Office ,registered .. mail thrqugh th.e ~rmy 

. .. .. · Postal Service, provided the documents do not pass thr,ol\gh 
~ ;: i:!l:::tl '.J'"" . ; ,J.:.: · ,,1fi i)i. a:_:foreign1 po_13tal; system ... Secret ,do,cumen ts ·may; howey~r, 
, ·ii·'.;;-n· ;•J ;:•;!.!.;•;;.:·,~;;be J.r.ansrµi_tteq·. to an_d fr.om .U11ited: :$tates .~nsta,llat!ons ,in 

- ··. · · ·Canada by United States and Canadian register.!')d:Lf\lail, 
rcuu~;/j_1.r.l..r .,f,-.5:~,-:t:w._ith·.r.eturn:I:"eceipt;-. ~,c:!_::_~)_,:;:~~;: ~ .L'·n.~ ·o;~:·J:f'-~·.:tS:. . . i .. ~:5; • 

(c):·~JiJt.e .:Pe·parti;n~pt :diplomatic r.pou~h.<: J.(·'I'.his,;m_ea!ls: wJllt;.be 
!H:'1 :. l "'';' •.h'.:ll1.'II: u13~d ~xcJuslv.ely ·.for· the" transmission, ofc Se.er.et· d_oc;uments 
r;i·., ·7:.-·,~:;-:, .. ,.,;.( ._: t- th,r,ough or whhil} a, neutraLcountry,)~': ·.:.·· ·: 
.r.i --'')·/•, i'. i_J.<0;'.UpJted~States_.or, Allj_ed :mili_ta1:y,.·;:tJrcra:(tir;~~The documents 
-~~; '-JOJ;Li•~f'.;J'_;. <.J l.W:~ll b~:eptr:usted)o .. a responsible OffiGer/O!'. ~rew'~uernber 

on such aircraft with \nstr.uct!pns;_r.egarding:!their security 
.,p~u: .• ;,-11..' • ·:; ;< ;y;·;ill.\l:;!'lelivery.); ... SEle·d -l:Jelpw: ... :;.;o, ;, Y• -.':j ~ (.; • 

( e) Conuuanding:·.OffiGElrS, o_f .Un,ij:ed .. ~t51it~s.:~rpiy transports. 
:,t.. Jr~.f1 ;,,.lr;n9 .(f,)-._R!')_ljabJ.e:;.GWzens .. o:f:Jhe; UJ).ited ~tat~s .(tha~1i_s; Qtfi.cers or 
"l'~ :i•:(h ·1.,-<C;i .. 1 ,. :9ffi£.~:ll11;,o:L!J.~her !}~ve,riupen_t dep_arti;nen.~s ;\ll' masters of 

• .. ;.-; 1 •Y!!S::>gls,.9,LUI!i.ted.St_a,tes r~gistry.). , .. · :.•··•.J 
·ei:mf ,:;. :n:. Ju,).;,F,'qr •!lPe~i~c }i,J~ans ,.PLtr:ai:is1:lliS/>~On 9f_ secret;cr.yptogranhic 

.. ;_ • :;: ~!llat,erial,,ref,e,reµce ,should b~ .~ade to:Iettei: jl}st,i;u,~tipl)~'.'?~ 
«ti :u.,--:- <.n•::;~. :::_ · :Jh!!l:,S~l;>j~_ct i_ssl!ed: by·_the)Vai; :p_epa.i;tment,~·;, :, \'' 

c .. Aqt£</?!:'.UP,!J.n, t:,£CJ3ip[ qf-p~,gref mMter., ·.:, · . cl (i•,. ,; .: :1. 

.,,,"~1;0 ~;~):;-f~JQ!::-t<! PP.E)Pin,g.1.::i se11~~<LP.~!?Jrn:ge.: pr env~.~ope, c9ntaining secret 
documents, the seals ·and wrappers!c.wi)l ,qe ,carefully inspected to 

-Fl! fl'.:i eti ·,;:i Mt~~f\lil).e ,\VJiet!1e_r ther:e ;h!_ls ,bEl~n any• ta!1Jpe1:ing;.;; If any evidence 
•• ~. !i:H 'l·· 1 ,o~;_tamper;ing_ ~\!; :µ9te,c;i,. the ~act~ . .wi~! be· r,1tported immediate,y to 

l·:·~i,.•, .,,; ;\h~ iss-qing_ a~th9rity, ,w!J.o JVil! ,initi~t~. ~n -investigation without 
delay. _,,, ::.• •. : 

f uiJr ,f, ;· t~).l.,T~e iifln.~r::~.over. rp~r,ked seqret ,will;.l:Je .. o?P.eni;d :onl~ tl:lY.. thp /l~dressee · 
;-r;•j '"' Hi0'iJ p.~"·ih\11.-.dU~Y,.t~~!'J.i_gD:!l!~<J _rep_re?,ePt3:tiv~·;·._.1h~1.re,cfjP!1.form ,will. be 
i:sti;!~; 'J:::i,uf~t~~ .... !'li~nl)q,~ \!~!U.111n;iedfl1t!')Iy, 1~~t~rged .. to .. tl?~ 1 ~ep9~r. The inner 
,, :,:, .:;. '.; 311 .. r_~qr~.r 3j\YiH;t,~~,1q~.~.t~RY~~. bl tl?WP.ing:)f,;tl;l~,~~~1?~~<;!! 1:matter of the 
.: !;)';;,:!.:JO;; Ap_slosHre:}l_~s il?!\~n-r W.; cont_a~pher,e~~~.h. ,. i : :w•;} s;• 1!:;1 . 
,. r._d.1 J§eg1J:~i~1f .~o.t ~~cr~t .d,q<;imien,{b,,lf, .:,i, rn~lit~p· ,17,ir_~r~f~iFa~i:y.ing secret d?cu
inent~A~ .. ~0::93~ . .H-o~n i[l .~11,!')Il1~. ~er~i~pry~SM :2?FV..D?-~n!Jl" will be destroyed .by 
buriiing. · - u -not subject t.o burnin,g!, p1~r, 'Y1N_;,J;i~.1d~s.trpye,?- by such other means 
as are necessary to 'render. them ·beyond recognition. Similar action will· be 
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takeii: lf f~rced' Id own '.in JneutraI~territ6ry;;,if)capture·.,appears'. imminent If the 
aircraftiisffoi:ced••dow'll',at·,sea,'>tlle •doc.ument~1will'tbe _sm:ikrby:'the~most practical 
method;-: For:Jdetailedi:instructionsi-:on:Jdesti'uction;t.of'fclassified documents in 
emergen'cie~, reference should be made to letteriibll'Jth!_s;-_su]:Jject issued by the 
Wari l)epar.t'ment:xf ;;i.·~,, .. ~:h!~!NU·'l.}~ !1r:·-ri; j'tr"r•r:;·n ·.~·;nrrfitl. <t) ., , . 
-u26.<•Haridling• -and, transm.issiono:of• top·:.secret•'niatte~:-'->-Top -secret matter 
wlll be handled• iii~accordances,with,the: rules·:given .-imparagraph 25a with addi· 
ttonal~ Safegu3.rdst as~folloWs :•,,.!f-:;.: ·,\:~·-:- !°:·~ dE ~ ~ u1 ~\~)1'~~,·.l-i: · .. il~i ;;l' ,; f 

1
}J 

-'!'7 ail: lJnder :iio Ciicumstanceihwm such· .. matte1,,be:transmitted·-bY•'registe1:ed mail. 
:.<:-b!:;Unde'r nO-cfrcumstancesJwill:il:nessagesfsoigraded beJtraiisniittea by electrical 
IDeansiin,the~Cleai\\~~:1.; .~;nio~ a:.>~.i~,·1~·~, ~lt.:J rL'1·~Tr !..1·1t~t V·~i! ,~·~_te,;~: 

c. It is mandatory tl:lat transmission and custody ofisuch'•niatter be covered 
bY-··areceFp'r:systein;•c1·) ·:c .. ;:~-;v) 2:1~·1·w:i f1<>1·,i1~~'.;;~1b t.Un:~>i·~°- f_"ll 

d. Top secret documents will _be handled only:'.'fiyJ person_s specifically desig
nated arid rinayirioti'betdisclOsed!>tosanyJ person«solelytby1virtue1 of bis rank or 
o~ffice:t;~. ?-t'1'i ~·ti:; ub c:t ··>;;!fJ~J·.Jb etl.l, LHbivi;·~t! /_;Jfv·E~ 1 •• ~_..,r.il 
.-i~e. )The policies· 1mdJspecial ',procedures "governing-' :the'fihandling and transmis
sfon rofJ tb'p:~ secret I matferi ia:i·e, 'covered<1by17specrii:l-1 letter! instructions to parties 
cOncerhec:n~:·i~·J-r fJn ... :;ert{;~~~ t1f{_,1 C)fJ'J:i!~ fl9tiHU 70 i·f;rua!J 

27. Handling and transmission· ofiiconfiden:tial iima:tter.-a. Confidential 
inaffter· will 'be;hart'd-ied in'.ac·cordance:·wfrh werfoHowing,rules: ," J 
;:.rn;m,.·('1'}-' (])onfidentiaH'docunients~Hwill~'be·.i'·prepared ffor1 transmission in the 

- same man1ier::as:seci:et-docuiriellts, exceptcthat the inner cover will 
~j •J9!!!ii'.i'>i> ')fcontaifr :a receipt:fofril ionfy.' wlien "·the~send"ef~=deems it necessary. 
_r<y'.;w,r(2)7'Gon-fi:lential' c1ocuinents( .·except;~i·egistered, !wi:ll be transmitted by 
'l~1-u:r1., ·,i:;dappfoved offida1•rr1t~ansl 1h!N :1.;i·1,J·1

1
-- ,;-,,.-c w 

(3) Registered coufidentiali'd'ocufuents\ '¥ill/be ;hfi:iicll~d .in the same man-
. ·Awrrr'.ner·1_ast.i:egiste\•ec1:se~ret "doC:ui:rienls),crl)n; ··irw•.: '. 1·J · - _ . 

w ;--,'.{·; (4) Jti isl" tlie fesponsibiiity ! off(the"coirim'andihg :officer' or equivalent of
.'.1:0 ·_ •uja1~w: 'ficfaf''hi1viffg 'custody-.of"confideb'tiai~doc11ments to_ insure that ap

propriate secilrityi pfecautiohs are ita~entaF:ill }i~rn~. 
~Jit li1t Sub'jecf'to Jtlie' foi'egofo·g''stan'dar'Cls,_-"cbiifidehtial- '~ocumetlts will be trans
inittea' tiylahy of'th'elfono-lviiig 1irie'artiit'whiCl1eve!''is- nio'st1 s?itable : . -. 

(1) With'iii "contine'ntai• •Uiiit~·a:i.:states.UCciti~de-ntial documents .. will be 
. transmitted in tlie sarrie _manner as"§ecref dofonfenfs'; ie:fcept-"- :, 

1•:'1!i':•2 ~ .. !l'f i;:l i'. (ti) "':A'hyia rithoriZed·:iriesllengei"'inay .!)~ used instead 'hf (ari officer 
o.t h'Jl., ;qi:J.i.: Y.l~i:l·;, ··--·meSsetigf!1;fIS~1fP:1~1r b1!r~ · ;-..~ ·.3:~ J·.1 i . ·~n · tt;·-q_ J • 

!.J:JH11)if;} ",'~:. ·1_:' ( b)' ·co'iifidenfifr!1 docu:Jieilts;•; exc'er)t"_'reg~sfore'd;: ''may be trans
nt '!'_-;1_·'{;;;1 .-J fi»; 'mitted byWorl:lirirtrydmail':w]le1'' iri the'opinion Of the for· 
fo'1\!.'>ii -1P' iii~J;;'" l': war·ding'1office'i·,-no ·llierious'1consequeiices· will be entailed 

· by their loss. _ _ _ · ,. ~.':.c . 

;>U,,ef' i 1:(2) CQutside.f cont'i~tentdL •if1ih~a ~Sfofos:~Tiif -~ransUifSs~oh -~f-'cdnfldential 
u:i i1b ,r..: ·ciocHmentsi:~xcepfi c'onfi'deil'ffo1 'crypt0graphi~; inat~rial from points 
'!:i:wi_ ,,,r> -'witiifo !tlie:tcorlfineiffai(;Uiiitedrri·sdtes· to-;'pbints' outside. United 
-z,r, :to ; ,t ~ ifol.tes'; and-'~ic~-\,er'S~'.''an'd'b'~dveeri11i'oiiits"out'siCie 'tiie'United Stat~s, 

wm b~ done i~ 't':he's'afu~in1aiib.e"°r'as1 pr'e's~ril:ie'd for~s~cre~ docun1ents. 
·:1~'·!'1 :1° "I:.c,. ''":('a}· stal:e1n~l)a"l1fu~tit'-di'pfomatic policif'~iiFb~ ilsea"~x'Ciii'si~'e1y 
·id J.-n,'~ J;i'•iJ 9,' l .i», f(j{:1' th'e':t'r~nslliis1iiohpof', confide1iltiai 'd6diin~nts': thfou'gJ:i!l~Ji· 
:Hi;.·• rn .. v~_::;i) ~!~;ri::· · .. ;_ ~ft:ii"f~""RL)n~Utf~}-c0rtlitrf.' 1 iP·i,·:: •·1 ~ i'~- .. ~_.j '~ ·-i):.t ·~j .;JB'f_._(:;d 
(.1] 11:._-, r.!o.!:t_,,i, J.•~J.un!a .il\-ii:!Il!i.t.·~.~·~ f:·:r.{:.(~1.~ v(:::;.ui· -r:~:i?J·;i n-~ :~t~;H·~1!i!l :•·•~; ~;; 

_----:::::;,.,.·--·_-_----~--------------------------- ------------
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,s?nsflriodcwi·Jo:( b1) f;JJJorr-specific~•me·aRs ,of1.;transrplssionrcof:~~onfiderit!alf;ci·.ypto
:ioa f>ssn u•;rfaifit~fJ · grapliic~materii!J~f referenceJ·sh9uldHbe ·:made!'to»•letter~fa: 
b;i:;9~a1-gs; ~<11 :1~1Ik~tructions0onhtliiscsubjectrtssue!J by11tpeHV1fr Depart~n~! 
'.lo rrniJmifmi '01(0)71Ac_~ton"ttPOt].1r.eceipt of.."con/ldentiaVimatter.t;.e_ff' ,.1 ,:iiq•w;rrYih 

:liHh <;'i!•Wi o7 ?.:i:-;,1.:' 1':'!,The: standards •pi:eseribedi'in.cparagraph!C25c(1f'>W'iilc'1)e 
G.d:I JI .b~ftl~<.-r.h _?.1 u.1f"h~-- adhered1to.l 1tis-d1,:_; 1 1.,4; ;_,90Ji o.r !J•)T,.))TI ~"~trh<:1 qr/1 

J:is~dmJ £id1 'H>l 59?•J :B.r The dhiier·ncover .1marked'1:conficlehtiall wiWkbeJ ope~'ed1 
!!!:113 Tintla biJ,~ Al 'lh ,'.l!:riUII'iODl-y- by,.,th_e addressee· .or. :hig::duly~'desighated~ repre· 

.. : _ , .tiqitn·Jiti2sentative:1.iThe~receipt:form1whilil:.tised will :be.'dated; 
1on 11t11~rmsuo'!'> i>-:.1,,: \\?.~~" 'to signeci;;, and-.iinmecliatelyfa~-ieturriedroto~the·;.f;;eitaer. 

' · - . - · Th12 inner cover will be destroyed by burning if ~the 
,atasmrr:iof\ f)9Wll'i;ic•-: iU'ClJ SUbjeCt•-'matter of thel·irfolosure'•has l:ieeilt fo!.contact 
<>I i.cd:i tJ1)0·1 n ni ~·'.llink1;,thefewith:~::i .i>:utu 9r!1 11i J)"ne~~ 0ct w-,, 

( d) Sec-urity of conftdentialf1ddcum~nts:~The-f same preca~tions 
m: :r.9mu'vP n Jf!:iuri M _;as'Fpresci!ibeddn;;parfigfapb 125d1.wm1 be laaliere'd ifb~ 

28. Handling· and trans.n:iissiontof,-restricted rm~tter;· -':'a:H-Resfricted matter 
will be hanrjled' ~rid transmitted in accordance":with1the\follo\viiig rules•:::c-- .1~ 
l:i!!f r1P 1C-}> -!Re~tr-icted ~qocurp.ents w,nir.be: transmitted" byvs·uch'· 'aflp'roied; cliannels 
-s!-11:U 1: ll · as;,will<pi:6v.ide!a'.reasonable1degree1bftsec1frity.•fa1')~'>''<:' 
'1ct !;l_r1~2) Registered -restl'icte·d ~dcicuinents-J.will b"Er•'.tran'smifted"'.to and from 
•f!O!J ')(f il177 fo1,eignr•,couiit,riies ii:uithe 'same::: manner·~as:•registerei:I,J:secret docu-
9~}fl'!Qj(l sd:t ments~tli<:I rrol 1J;o1Llm0·_1-':f;.H!J :w ,.,,,.r ;: i!rq1·) ">111 fJ'J1"~L:c 

(~t;b:qS_ubje_ct1toJtlie.:foregoing<1;tandards;1restriCtedtdochrhents~w-m ·be transmitt~d 
by any of the following means, whichever is most suitable':~"''·"ll Hll< 

-n'~ r,~3(1,)0 Tf,iOiin :gofttinen.tal·:United1 St&tes:0:ii'flf) f;s«<:ie'-'ir:!<hiJ:; '.I c.O 1, ':) 

"'-''-''..:'il ~tw! OJ (a)~'Authbrizemmessenger:i9 rrnlll·ri!.) ~1u11 <htn f.·siicif 
l"- ,_:.-:1,,"";:11 ;ai. .. .:r,·:_.( b)~?Ordinaryi ... maH: L~·1~, i~.1:l~;·f 10· ·c.·1';;.n~-'l: · 10') ~1:J \, r 

(c) Express (rail or air). .11b·1ci1f1 :_.-_.-.,1r 
fJ~i1;\'1pt ·. q--,;! fH! (d')stFh;~igh_~!i-.7 atrr~!rr1r..:,_;b ·f):>~.9.J~r;~9·1 ~v1r"1"iv;~,r,·1 !-pl1.:.J Ct:) 

~- J.;:i·i1,~ (2). Outside.~,contin(!ntai ·; Unitedn St<ttes.'-'-"Inclui:les transmission of re" 
-, '.r:v~i:•r11d:;str.ictedildo~liments;«except:i'.i'estricted:Jcryptog1;aphic !material, from 
; .:~~dil'Iq11; e.-pointsr wi!h)ll' theiicontinenta:lG'Unfted' States •tb i_:ioirits\.~olitside ·the 
fmfr ,rfi11~•1-w:iUni_ted,.States; ·and<::vice.1ver§la~ and. between"polnts ·outsi'de 'th:e'lcoti!· 
-r.'itH;f! ~-o r,z1tinentakJ!Jilited':States:1rrr~'r-~i ,.,,.\._, •. , .,-,._ :1,l4qn ·::S:i1 tbia-. ... :-:. -;--.,.:, 

. , ·(a) Vessels or aircraft of United States registry,•·Allied:-registry: 
:h;:~ ,~;;i;,~::1 _ ~--'-'. Hi·,; 1i.or.~st!_ch;v:essels· or:•afrcraft;i: althongh·.not\~of-\Ui\.itecF· Sta:tes 
e11wrp,::Jc r) ll~at< .• 'il:) ;or;Allied':registry;-whicli are: cciriffolleclJiihdoperated· by· rne· 

~f~~:,;~r;i~~ r. ;1 ,':~l-.;~.~~~~~:~~~~~~s:~:~~/.~.°,:,~o·t'. ~~~:~~ ~~~rou.~~:·.a:~~r~ig~ ;pos-~all _;J ! , 
sir14;:(( b') united States P-ost · or·r1ce ""registered."';.;, I: 
~0 1ffl7L __ mail or by ordinary mail, provided that-7 ! 

the mail, whether reg-istered or ordinary ,i 
will be handled outside the United Sta tes1 
by the Army or Navy·Postal Services ex
clusively arid will not pass through 
for_eign mail channels. Restricted docu- 1 
ment s may, however, be transmitted to and11 

from United States installations in 1
1 · 

Canada and in Alaska through the Canadian! : 

li~.'i1F!<lfl 
- . ; ; .• 1 

.-, I 
'!\jll.G:•e11 
fll(l'),j 'J" 

l!;U ntJ:1 

~1.rnwo'i1j 

, postal system. (C 2, 23 August 44.) 11 
A:GOC4'ls-· -- .. ---·------- -- ----- ---- -- ---- -- ------ - --- -·---1 
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S'.A:EEGUARDING ··MlEIT.l\'.RY iINFORMATION 

·-0 29;J :Routine-_ correspondence;. receipts, and- rettirns,":..:;-Rouhne ;correspondei;ice, 
rec~i.pts;JiOr'.returns, !ahd•·r.eports·.Of .. possession;' transfer;°'.-or destruction need not 
be ·classified if, reference ·thereiD.;totclassifted1'do'cunients;~other ·than registered 
documents, is made-;by,.ftlel Iiumber~··dat.e, ai;id~subject-~onlyi .wit~n ho indication of 
the: classification:,1L·Extreme1·care !'will b!) exercised•. inlsuch cases to. insure th~t. 
the subject referr~d ·io do~s riot contain information which 1s·c1assified. If the 
subject contains classifieci·1inforniation, ·a; short:-title will be used for the subject. 
Regis~tered,documeµtstwiII;be1referredlto bY,'.register number, date, and short title 
~mlynvith no iridica tion> of, tfre .s.ubject':riiatter:or!classification. · . · 
.·;·30;·. Storage. of;,classified_:documents.~:: {$tor.age of classified docitm~nts not 
r,e~ister_,ed:1 .i;.,. ·:r~ fJ 1 .·~:J·rJ~(.i Gd H!\'l 1'//iJ~ ~.t! ;~:11 '-' i.~{7 , 

1 
_ 

;,-,~_1:_., _(1);. Secr~t· and,~confidential 'documents;i'.other; than registered documents, 
. will be stored in the most secuierilles!available in a room that is 

"rt~ Ji • q. -kept· locked when,notr'-in~user 11..:.~;: ., ~-' \I~~,,_, .. ;, ~'i · ·· 
~ '' '(2) ;~estri~ted do·cuments,willbe s_tored:ahd handled in such a manner as 
•1e. __ ~. 1· '<>fto.-insure-a,reasonable•.;degree\of·security::·•=r :,,:" ~r.titb,;;;:;'f :b? . 

b. ·s~orqge of. reuistered;dpcuments,',lc;-:_, ·:i ;, : ';it":,,,_·,, iir:;, L:,;;H! .;r1 . -: iu·:r 
8; . .'. ' .. (-1); R,egistered· documents ,will: be stored.·in·the:most.secureispa'ce available, 

preferably ,the'.equivalei;iti.:of:<ir:•three"combinatioii:isafe.' If a three
;;rn·i.':l. U'• .-, ,.~op::1b!na.iion :.safe is; .noUa,vailable, .:.theh;Jthe documerifs should be 
-:L .. ~·-· i·' '.::.ik~pt~~O.IJ.l,ltantly,under"armed guard; ~Field.!Iock:_safes will be con

sidered the equivalent of three-combination safes•:fot the storage 
r. ;j i 'm~rt•:. i .of regi~t~red;!}oc.uments: for~units serving. in 'the tl.eld~ olitside!of~posts 

and garri~ons~tt. t .. 1 ~.~:·u( ~·- "i \~£,.-\~.,:_.-_.,. ."::.hJ· :-:..• '_ .• ~ .:{.~, _.:. ~rL· Jtl ~ .. 1.~· :\.t· 
(2) Only commissioned officers; . .warrantofficers,•and -speCially ~ tiitlsted en

listed men· and civilian emptoy:ees)LWilL b'e ·permitted to have access 
to the containers of° registered docum~nts, or o.tb'.e :combination or 
keys thereto. .('L .. ·..:J iJ•,;; ;:.;.1.:~r··:: {1» 

(3) Safes containing registered documents wilf.h:ibitiudly be kept locked 
_,,1 '<,; :i..:·' _W;ith1 the f).111 ·.con;ibinatiorB wheiiev:er ithey; are .notc!under th'e direct 

• 11 -;)· .iJ-".r:i, s_uperv,isioµ .. or.a·_,person :officiaIIy. entrUsted-Jwith .the:combination. 
.,.,c. Qi:yptographic doc1in1cents::--::So: far:·as.1practicable, :cipher· tables, alphabets, 
and ,keys wjJJ>!!o.t :b~.k~ptJn ·the.same container: asfthe ~ode booksrd·ocuments, and 
d~vices to which they apply. No secret document .W.ill:be:.taken;forward of battal~ 
ion 'GOmman_dl post .. ;.._~i~_.::.1'J. B.,;.: I•:"{ u~·:l; .. :;· . ') )1.1~~,~:' :.;' ·,. ~1 -;J::c. ·' ~; t l. J 

;_ d,,;D(Lily ;.itispe,c,tion; ,_: ~ticev.ery.:headquarters-an irispectioh will be made each 
day immediately.before.the close of busine~to insure·tliat·all classified documents 
~~d.cryptograpb,ic ,('levices have been :properly;.put: away;'..~ .. : 

e. Security in fielcl:-In tactical operations, actual or•simulat~d, the command" 
ing·qffi~!)l'. ofi.tl}erunitconc_erned· is r.esponsible that! al[ docufuerits are given ;the 
n;aximum secm,i_ty .i.wssible;under the.,cii·cumstarices.· 1Nolliccret document will be 

· ~al~en ~iAtO•~r.e;_s; liable.to, iwminent capture·by; the.e_ne¢y;<1i 
·;;f._,_se_curfty,,abQ.ar(f,1 ;sl.,;ip;·;. :Whereiac ship~s •Strong .·room :is available, classified 
documentSiinc.t1:an:si.hw:illcbe st.ored:::thereirL'. ;i; i. . .!;. 6 !'f!ic~1 . 
-,:~J:~ ;~tu~~.gf ;secr:et andcconfidenti_al1 documen_ts."-'-Upon cliange of station 
o~_, sepa,ration. from1.the military_ ser.vice;·Jimlofficer:.~vill'.retrirn to the source from 
which. received, or otherwise prop~rlyr,accounbfor, !all .. secret and confidential· 
documents.·wbi.eh;have-..bE!ell'.issued·,to:·him} '''JW:1•.'.\ ~;!:11·· ;,r ;rf'r1 \<.) l 
1 ,LS2~~; .. i;>~~t~·Jl~tion;" :of: ·3Classifieduodocuments;-4a:·•Secr:et and confidential 
documents. .;l;?';flri-Cf,c}c a ·137{ : ;ij ·lcf :.i.:r!;?''J 1!.i!..C.1 1 1.~ <:.]Jjj 
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": .- -(1) iWlieli :competent. authority directs the des.truction ~of. secre{ ,9r;_CQ'l)fi,-
,.:~ :,: ,4entiaZ:;docliinents, they .will· be .~urned ·by;the. custodta.J:J. ·ther;eqf in. 

!·.' · ·' ,. the presence of a·disihterested:officer.: -The·cer;tificate'.of·d~struction_ 
.!l' r . '" ,_willlbe,siglied by-b0th1the.custodian ·and·the:witnessing officer ;befl)!•e 

submission to the officer directing the destructio;n.. If the,do_c_u1J1eµts 
1::,, '·.are registered/the certificate, signed. by1,the_,custodian:aµd th(l .. 1vit

:: • '': .• , [ :·)r: • ... -ri\)ssing ·officer;; will .be sent. to, the offic~r ;direct~ng _ the, destruction, 
i;,,. ;, _, .'!' who will.forward 'it· to: the office of rec~rd indiQ11ted in the,,_,reg~sterng 

document. If the headquarters 4as only on_e .. !!o.ni~~ss~9.ned ·ofp.f!e]."; 
· .. 0 \-. · .. ·'-,, .• the r~port wilr so· state .... Exceptions.hereto may b~ autl;lorized 9y.ly 

by the War Department. .L . -' ' " 0 • '. 

.. (2~ Preliminary drafts, carbon.sheets,.-plates,:-s.te11ci!s, st(lnogi:a,phJ~ ~.O!!*l • 
•• I ;~'.< 1. • ' -.)'.' !andt .WQrk :.Sheets ·containing-secret 0!° ~O.nfide_ntial· .data V\'.'ill. J;le ',de~ 

stroyed by the person responsible for their produ~ti9µ.JIP.m.l'd!.a,te!Y 
H:! ,,,, :: , :•after they;haveiserved their purpose or will·b.e.giv_e_n.,!l).~_Sll.IJ1.e-CllJ.SSj.fi

J::·.-1 U'.o:.; ·:;•;.Cation· :inO'Safeguarded in._tl).e. Sa!lle .·mann_er .as. the _mat,er;~a}. pJ;'.O\llJC~d 
,r··~r-;.J:·~.:~ ! .. •_from: them.·:~"',~·" ... t •• 1 :1-" • • L 1.:~· 1rJ _,· ~r~ .f_.~ ·ro _.,} 1 !· 

b. Restricted documents.-Restricted,documents; wil~ be de~troyed Jn. ,any-'1\"lJ.Y 
which·will,rend~r- them··useless:.i:-' .. 0r·:,,· ·_·,, .. :·.1 '·" '.; . .;. '-'1;,. :- ...• ,.:. ""·:-·· u.A .« 

: :J~r~ '!.~hJo 
,;i,:'i: .~E~TION}H· ,,J,·(il·;·;.:·<f1(1•:;. !I.}: 

REGISTERED DOCUMENTS;•,;. · ·' · .. : 
~(;~l.! (_',j . . · ... 1~·..1,."{·l ./l" .. v!·_.H'J!'f!)t- c.,; ~'t "tf> t,;_;; ::-;. ;. ... ,~i. :...:Tf"!" :Jf::~t''f! j_.{1, _cr!lragra~: 

'Autho!"lty.c to· •designate~~~"'-l:l::...:_:.:_:...:."l~-~:~.;..,_..:,,_c.~,.-~ . .,.--,.~.,.-~.,.-.,.-,.-7.~!o"°',>-------
34 

t~e}!:~~~~r~::;~~~~ri~~~~~~~;~~~~~~~~;~~~~~~~~=~~~~~=;~~.~=1~;2~~·~=~~======= 35 
Notification of change of class1ficat1011 ________ -:·~-----------------------------:.. 36 

~~~~~o~: .~;~:rir~~~;-~::::::;~:~~~~·~:=~~~~~~==~:~~==~~~-~~~-=~=~~=~-~~~·~~~~=' . ~ :! 
Prescribed.forms ______ ·---------"-------:---------:---,----~-~-----,-,-~-::-•------:- 39 

'::33~·.~~uth~ri~~ ,~~; ~e:~~riate. ~ 'o~c~~s: au~h~r;~e~ ~o~.~~;i~l~~te: an!l issue 
secret, confidential, or restricted documents:.;will. desig~ate as ·.r:egistered such 
secret, rc·onfidential;• and' restriCted documents i'Ssued by· them_. as they deenLneces
:1fary ·in ·the'Jinterest ,of:inaticina1.·deferise;·; •Only' docttments .of :except~onal.:impor: 
•taniJeiWill'be.,reiJwtered:•:u- ·'. ~' .r;·r:·,i"'·'~ .. :' ;,' : · .,,., · .:- s_,; ,. , .. ;.:_ r.,.; "t ::;;,·. 

34. Additional marking.-a. In addition to the. marking,:~ecret:: CQnfidential, 
or'restricted; tfie, title page•1cir. inside~front. co:ver.·of·a registered· docu_menti::will 
rordina·rny;show'.the:re'gister. numlfor, \Short ~title, office. of record1to .which.returns 
:wiIIibe macie;•atid,instruct.fons"covering the' returns for its accounting, .and1 for; its 
-uitimate::disposal.; rif •this· is"not, practic'alile,'cthe.reqtifred )data' will: accompany 
the registered '.'document" oh 1 a. separate sheet: . The. office'<Of :rec.o_rd is !he: office 
'tcr :whiclorep'orts ;of,;possession. and/ ortransfer:i~epor~s .. on,,i;egistere(};'.docu:n:ents 
are senf.~G •.\...'5J",. ~·. _... ...i I \ .. :< :.: .::: '..1.J -ti·: r .. : ~1>1. :;rt 1Jj ., ?H1J~t.d'J~~!.; 

b.· All seferences: to "·registered documents inJsemianritial1,or:itransfet repor.ts, 
citdinary: r"eports: of.,destructfon; .or 'Unclassified docimients or:.corresporidehce .will 
-bel· by!; registered; number, tdate,~ rand• short: title::only1 a·ndr; such i.reports Hor·~cor
'respotide.nce· need; not'ibe' :crassified'.i i•1In•;usii1gca> ~ort- title;r.ev.ery1,symbol»l6f. I the 
:sh6rt\l.title fw.i.Jl rl)e: . .tncluded: H If·. ahy •'accountable i~d~curilenf.lcoilsists ·of,~more 
than one .volurne, ._each·:volunie ,will:cbear 1a separate ishort,·title,;, .Any,:c.correspond
ieiwe:or: papfil"wliich' i·efers to a:,regist&redcdocument;-.by -a: ititle :ot~er :than tlie' short 
[titJe-;inust 'have the:same :c1a·ssificaiion:as:.the1 regtstered;document.•;;· !~_9"1.V'1 'l ':<i• ,,,r 

. . .. ' .. f;~j·1!i'-..tJo·\: H tij~~1J"1J2:~! .. \ ]-r. J'l· ·1·\'i l1!LI~ ~ci 11.;::~;~~i!!~t~'. if( f,~>·li>::::Ji(; ::t:· 
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A.l:f ~38~5 
34.'.=-3'8' SA'F·EGU;..\RDING MILITARY ~:UNFQRMA'l'ION; 

-\~·0;;".!AJi'egistered:d'ocuriferit iS ngt to;be'rcorifusedi with ·a. classified'-ooc,timent to 
whicli;·'for adminlstrative:reasons; a;•nrimber•or; short:·title is.assigned for book-

. kee~iiig::or•refeterice.purpose only/and•.for.'·whicli:no accounting is: required. ~n 
the\·absence·.:ot ·the: additional. markingsrir~qliirea .. in;a. abo,ve,~. tlie! document will 
hot.-be:.repor.tea.upon:J!1':"•1:·;.~ ... )LJ;~c)J!:·.·~ 0~_.·o.}:;1;..l~·.;f: ·); !tc:. r.1t··~r;~ • 

.. .fJ35::•Revisiori. or; i'eproduction~-'-:-a: X ·ne\vi·or1 revised"edit_ion of. .an old regis
tered ·doeumen't 1naY: b·e assigned w•hew: short •title.but;' where~this is undesirable, 
tlie'.!olci::shorf! trth'dollowed'. by,tl'isymbolt:whiclr will ·differentiate. the new edition 
ffom·the olci editiori-iscpermissible!l ;:;:~«::;"!' <' .. ·'..! '1. _."-.:_ · .,-,~-' 
v' b! Reproduction; of ·!i' registered •document. is: forbidden except ·by, authority of 
the office.of origin.' .:!: .. u.•2Tf.1.-.~ ·,,;':': •••li ··.J 

.1'»'36~' Notf:fifaitibn ofi"cliailge· ;of'!classificatfon:'"""Wheii the· classification o~ a_ 
}'{oigi§t~relJ.·!'do'C11irn:fof'is'cilanged\l thelbfficerofi record ·Will notify. alll Offices to which 
'ff':.na§1~been:lssued!.i>f,u·;:1 ·1i;~t:":i ·.roi' tttJr ... rrorrr"".1 .. t I~<>'i.~~-. :-).:: 1· ·,1f ~·1~. <>th: 

· IX37-:'f :J::ii veiltiii·yr ifiid! report' 0£1 possession~'._: a:, Custodians ,V,ill. lieep a comple:e 
iiiveiitoi':y1 'o'f ·:alP'regi'stered , documents': except ·those:. listedPinr: oi. below and will 
make, or have made, on 30 June and 31 December of .eaclit year; an accurate 
refiiri:J.'ftherefor: t0'the :Proiie'r' office'of!record!'Jl~.J"'·. "-.,; ···): . · ··~ ·'..~ · :' ·, · '.'\::~-)~\ .J 

b. Iu making a semiannual report of_ possession::theJfollowing detam;,,wm;be 

observed: . i''T ... , .·.··• .,. · 
(1) Each item will be pP,ysiCally il:ispected and its register number chec~ed 

against the i-'iiventor:v,::ot'.·I fl.•. ~-?..1':l;,'l'~:'l'.'.fJ.~ 
t!Ei~'.<::~:'!(2) At headquarters hav.ing two o~ more commissioned officers the. cus· 
<' ~ .. ·- ·-todian- and-one .. disinterested-- officer.. will-make',! .the<inventory,rraud 
ti: - -- . both wm.·sign ·the-report.- --If·the··headquarter_s-·haii' oiily 16ne:c?m; 
;~~ ::= ~== =~ffi.iSsi~pe(<:ift.!c~f.:t_li~ _ rev-°1'_~ wnr sp,·,~~~J~7·~,_-: .<:. 1 ~:~':::,;·z .. '., ·:~ .~/'.:~:: .'.=~ 
·".: o. No.semiannual report.of. possession.will. be. ma<Je,qf=: ·~ t·ci; ·r "·' .... ,.}> ) .... ~ 
~·~ -(-1.)-!Draining .. editions-of-code-books, .cipher· alphabets,,,or ·k'eys;·,o_r to_f, non~ 
G:; ...... ··-registered ·cipher--devices"accounted for .. as-ordinary 'pfoperty.1' 1 ~"'·· 
~:;1,;a\ f(2~ Registered ·do.cuments· Jwhich,_Mve-beew·plaeei.l in; custody';or).st_qrage 
tf'.llJ ... ';,·:-.~><:·•for ·historfc11,Ir:,purp?ses . .;;o:···rr.'liJCJJJ Jy.;- ·· · ·.::·_, '.i'' i ·::. ,,:;,'._,· .. :; .h·i .fr,1 

., ~a:t·Wheriev.er. :a registered<.document 1is 1found which •is not :charged, to '.th_e .,finder, 
a reasoiiabie::effort )vill 1 be~made to ·determin.e:thei office· to'- which)t'.:pertains:p rlf 
this is not found, the document will be fo.rwarded thr?ugh· militaryj:ohanp.els;·to 
,the'issriing·~a1ithority:•for:disposi.tion:;Ptli(;r::, -i.·· .·'=>-·.: •::,··.11. . . : i: ·' !:l::J;t-..\ _.,.;; .• 
lli38trrReport1 of:·trali§fer,-~nd·.idestruct~bn:;-,'-a:! wi;ien 'a: ~egjste1:ed: document~1s 
<transferred: ·from c one'Jpersonl·1to another;r:or;.if · ,tJ:ie.r custop!an : r.emau'.l_s·;,th_e. ,sa~e 
•but1..the·1organiza tionls designa tion:cJ;iangei;;;: a:ee.r;ti.fi.ca-te , of transfei; ;in,.triplicQ:t~ 
Will! be>:mad~!\: The~lcertifica te,,Jc·on.taihing: an r acknq,wledgment. :of;1r~ceipt·::by. ·the 
:recei virig officer,')will rbe: dated mrid. signed :by_th()ctransfcrri.J!g-.officer;-"' .. ·' -:· ~ .. .1-. _'YI ~rt t 
i::: rb,u•Imniedia tely~~upon0compl_etion«tof •the., transfer,, ithe·.oi:ig!naIJ of'._1 ther I transfer 
certificate will be forwai'd()d direct to the .office of origin. A copy of.ctl~e.: cer.
,tificate of:;transfer,-w:ill;be ,retained by.<el;lch ·of the<c:iffi~ers 1congerne?::-~;r H{, .. ~ · 
T~: re. <Whene:verrauegisteredr:docullient ·:is; 'remo:v.e<,h .fr.om-. i tsi 1prpper,onlace,·jQf: :c.us
tody~and tiss~ed <to1an·other ·person; ·the :custodiai:n will ,require: a ,,wr.i tte,n'!re.cei p~. 
·;1' a::·:Registe~ed;-:docuµierits will not •be racc·oun.ted;for; as,.prescribed for :or,d~t~ary 
:property ·in: iA:R.:3576520 .. : ,The ,forms1:descr:ibedi;:in paragraph"39 lwill ·be;_used : ip 
-lieu .of:'shipping tickets,; memo.rand um receipts:1s:tock r.e.cord1rcards,1.etc . .,;r..:o trn: :J 
·,, e::;The ;isshing, la u tho:ri ty 1.normally,•:designa tes) when ·registered .do.cum~n ts ;will 

-be destroyed and ,upon·,imch;•Iiotification-.registered~documents wilhbe 'destroy,ed 
as indicated in paragraph 32 and report of destruction forwar~ed. 

1$ . 
__ . ·' '.:;<J ··" :·1-:;fGO 448 

•. 
-----------------------~- ~ -

SA'FEGUARDING MILI'l'ARY INFORMATION_ 
AR" 380-5 

39'-42 .. 

· ;·39;;·Presdibed.:rfohns;"-'-a.·.;warDepai·tment· ·Fofoi. No: •32T(Recoro ·Cara··:.. 
Registered Do·cuinents·or Devices )Jwill ,b'e:used· for .recording. all temporary· trans-: 
actions involving an individual ·registered document..-,; > .. :c: .[ ; ·\.<.'.:: - • · !,:,• ·«;" • 

b. War Department Form No. 33 (Record Card-,,Registered Docuinen:ts:or 
De-dces.c.:"Station}i 'wi111be used 'by: each ·offic'er .-makirig: a• consolidated record of 
aif transactions~concerning ·regi'stered ·documents; :·:It1 seryes1 as a .check to pre
vent the undiscovered loss·of the: individual card;·. War Department;_I!'orni No. 32. 
·: c:.1War:Departmenf Form. No.r 34 • (Transfer· Report' of ,,Registered~pocuments. 
(or Devices)') :will -be used:in·transferring .registered documents. .· .:: : ' 

a . . War JDepartment. Fohn •No.; 34a, ( Semiarmuai··Report'· of ··Reg!_stered Docu
ments ':'('or: Devices)) will- :be·· used- in,_ 1'eportiilg ;.a -semjannual) ihventory.7:of 
registered documents. l •·' ·,· .. :c,.;·c·-;<>!. · .• ) ;·! :r:, ·,':c· ,'i'' · ·:.I ."1-i.' 

e. Other forms authorized by separate branches· foi' .. special ptlrpq_ses··such:·as: 
Rei:>ortlof;Destruction.will:·be employed'.whereia'ppliciible. :~, .,; .- ·.:. ··::· \· ·,.:t1 .i:. 1:. 

~.?\~' 1~ .. ;.·,. ·,: -~,~»<~;~;.,<:~~-J~,.~ :s~~~~-~~:. ~~;,~1-~:::··:.r~~-,~~.1~ ·'.:'r~~~~,~~~~~~;;~<: 
.:!~\': ftit:-~ i~li·::~-uu.a ~;:l ::~cRYPTOciR.APi:tIC) SECUnIT-f1·+; s·~-I .~.l./t;.-s-; o~::-~;~~~-:-~rr 
~ni:; '!H·.1r:·:~2 '."'tr·r,rt/1_,\):, -~·1'.· ~'.i:.>~~·~ '..j '!,:-'4 .'·l '.: .. · -•'.;.T; .rr:.:: ·.o'.: ~!·ri· Pa~agraPh 

Authorization of cryptographic systems ____________________ ~..:c.':'._·::_:~e_~Ci_J.I:__::. :;~,~ • · ',' ~O 
ReStriCtiOilS Oiiiu·se ·of~ hitthOrized; cOdeS~'..:2!._::~~~-:_:.:..:..::.::..r1·..:.'..:.::_'l.i.!~fI.:..!.·.:..'.;.2'i'..?:':!..1:.:._·..:.r~.L.:·:: /J41 
I!,er~onnel.,authorize.d.to ,perfo_r~: q,·yptog[l!Pl!ic 4.!!tl<?s-~-~~,_,-c,~~-=-:~.~~-"-7:c:C~.,,'f''-:-=~. : > 4~ 
~~~~'Jlt~~r~J~I;i~~·";sec.1.trit_Y. -?ffi ... c~r~:.--:.Jr-.:r:'"";::-;:7;--:--:-~1 -";"_-1 ------;-... -:, 7~.::-::.:-~~i--::i\~-~!r..: ih .. r~~ 
!?f:e?~l\t!~~~ n7~es~a£f..,-~o-~i~~~!.e' ~riY'Pt?.~~~J?~!c ~ecurity :-:i---;-;-::-::~.---:;T:;--~>j--:-.-:-:;.,. '•, .-~f 
Resp'onsibi!ity ·for classification of ·messages:..'.. __ · ____ _::_ __ _:_~..:..: . .:'~----~:.~·~-·~--'-'~--' ... · ·45 
Di·'ri.ftillg nYeS'S'age:s~..'..:!..'..'...Cl...!£~ __ ,J·_.1.:..'_.:s_::: __ .:.:..!_..:.:...:..::_~.:.~ _____ ::::_r~_J•·;..1.!":.:..:.")~--.:r.:i __ ·_·i·i__s:_~~Jt•t 46 

f?.eJec.ti9n., of1cryptogril.phlc .system __ ,:'"..;:,~--~-"'•'-·"-~-'--~-:.:~-~..r:::'"~~~-:-" ..;---'."'" ~ ~-~ -'-"'. r. "": ;4 !; 
~.g.!-:B;P!H·~~~~~f 1me~f?ages.:..-::r.!.1:::--;--;;:r~-r.-~~:-:f7""--:,""7;;_:,.-.... --~:--1:...~-'J-"f:-:--J.------:;~·--;-.-.:.-;--;--":":·!:- · , ~,~ 
Method of handling outgoing secret messages ______________________ :_ _______ .. ___ , 49 
Method of handling Incoming secret messages.~-------------·~~-'.:_:_;'.~_:.::'~:.'_;:":::~-; J:> 'iio 
M:ei:ni\ai;o·r<h'aiidliilg'outgoing·ltnd:iilcoming·:confl<le11t1ai:mes~fages~c.:._.;.c:_~,_~:_;:"~'°'.:.:··· :;51 
M~tb,od. o.f,-b,~n_dli_ng restricted messages..:..:_~'-<!-'~--.:,_,,•_;_0,,:.:..:2,,,:..:.:..:..-''-'-i.·h~~'.:::..>~:.::c.~c:~: ·~,:: 52 
"J.:rnp~~js~iqn \0,f Ii t;_:!}!! p)a~~. t,~f.t. ~a,n,1_ p~r!l;p~ras!'.d ,v!rsio~s of cl,'.1.S.~ifi~q ;.m~s~~fe\'~"!- ., . , 53 
Disposition or destru.ction of registered cryptographic ma:teriaL _______ -_ __________ . 54 
:...t; L:f,;, ·:::,·.~~: .. "~(ti 1 ...... >.i ·.!, !,.'.!;.: .1.~ '...-~' • f. .J ..:.1 ,!• ·~ J.•:1 ·.!;,J_ •.''> '" ,:! :,.:·~·:.; :._• · ;j;' '." 

40. AuthoriZatibn of ccypt_ogi,-apbjc; sysj;~ms:'-,-AlJ cgd~s.cciphe_i:s;,ai:id. ciphe!'. 
(l~v!C'.~SJ}ntend!",<,1: .fQ.r.}!_S~ i~:.J]lt;: (p;i!_li.ta..rY.:-~sei:v_ice ·wip b!J ·!luthgr.iz!!<J.· 9nJYo",by;· the 
War :i;>_epl;l!tp;i(;),pt,r: ;rq_i;:J'.l'~rcel3 i.n:Jpe,,fi?lf1..i.n till1(;) of.:W.!lJ; ,tl!j~ avt!;JQ.rit_Y·~may-:lp(;) 
~el.ega,,t~!'L to-::t!lj;!lt~~· ,co,mmand_ers and 1tq·:overs_ea d_epa_rtm1:mt c<;imqmnqers Jor 
~wqial_:1,u~e.w.i.tl!i.n:,th.tiir theaters.9.rtdepa.rtp:J.ents. , . ~; ·~'-·: r;:; .:. ·,,_: ·: :··'ri !it:,; 

41. Restrictions. qn::u§~,-oJ. a~tj:J.9riz.~P, :i:od~~':-:la. 'J;'h~ ,u_se of; apy au~hq_ri.ze,q 
<;Qdti,·r.<JJpbgr, _Sy[lt~:gr,_._o_r, <Jipl1er.,_device; for. cryp;togr~pl!i.ng __ persoI)aj~message§I; is 
fg~b.lcAd~~::.;~·11 1 ; .. tu.r 1 ... :'.~~·-':-.~· • ..:,1_' ~>.1. i_··1··,.·L •. 'f:·1·..::v:.·1· .. :1·. ~:i~~
•:·J). -1\'.{e~sgiges_·for p_ther depar.tment,s of the qovernlI!ent- :a.i;id;7fQL<J.Om.1J1_erc!::,tl 
firms:engaged ,in,proqucing war :material .. lJ.nd(;)r G9_yern,l)}ent contract may, when 
Pf.cessary,; be,9rypj:ogpapped)n.: War. Department i;;yst<;.ms pl'.ov:ig~c\ ·,~he. tex(l;ls 
sµppljed by •..t.he;-.o.tl!er ,Gqv~rnmfi;it department o_r; .fir:.II\1;,is,p?.ot:ap];ir_ase!l,J~itp.oµt 
being .referred to .the· originat9r, _prior to t~·ansmtssigt_i: .im_d: .a.~~-o~prigrjJQ · fjeltvery 
to an,~gency·outside.the MUitary Es.tab!ishment .. '·- ·- ·.'.:.>~··'' · ... ;, :1sP.'. ·'·' -. ,' 
:; .~42;. Pers~m~el' .au tho_rized, to, perform . cryp,tographi~ 'du ~ies. 7!!:,i. G(3perql,-;-: 
No.,authorized cryptographic rsystem will be :emp~qyed .. l.:lY .!ll!Y.>Person, "'.V.P i§! :not 
thoroughly familiar with. the,.provisionscof these.regµlatiQn,!l!and all.:instructions 
pertaini_ng to the cryptographic _system t.o b~ employed. > "'"' ; . . . 

:: b .. · Seci'et.: messauf!s.--::-'J;'l!~::Cryptographing anq decryptoFa.Phing :of; n:ic;ssages 
classified as secret will be performed under the supervision of a commissioned 

19'. 
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officer.; For the speCific qualifications of p~·rsonnel who.may be wrmitted actually 
to perform ·secret cryp.tographic ·work, ·reference, should be made to letter .instruc", 
tions on this subject issued by. the War Department; ., , : . ,, i , _.-,, .. · 
· c. Confidential.messages. : •· ... _ . . . 
_,:.J .: :·;tl) At.all: headqum:ters· of divisions: anq larger units. the cryptographing 

u i ·; "-.<and decryptographing· of confidential messages will be performed by. 
: ; .:, ' ·:·personnel as prescribed for secret messages: ::.. : _. , . . 

· : .... : .(2): ,At_all .hea.dquarters of units smaller. than ·a division; messages-classl.-
fied as . confidential .will be cryptographed or decryptographed _by 

-;: .. \ · .•. pen;on.nel1.of. the:cryptographie·'secticn tuf the message center.::--. 
!•'d.\RestJ_icted messages . .;--At;alrheadquarters, .. messages classified1 as· rf!Strict~d 
will be cryptographed or decryptographed by personnel whose duties normally, 
require~the.performance of this.work-..:•;•.; '. :.- , ,,, .. . ! '; : 

43. Cryptographic security::_of!icer.~a::At each headquarters- maintaining 
a message center the commander ·wm appoint a commissioned officer as crypto
graphic ·security officer, who· ordinarily: will be the officer in charge of the 
message center. He wil~ b~ t_h~ /~ust?dia~\ £f, prYI?~~gr~phic material and will 
be .responsible for all measures necessary to insure cryptographic security and 
physical security thereof. · '.. . . .. . . . . . _. . ._ .... , 

• • · ---- - ·· • -- • ·• •- -~·- • - ·-. ,., l. It• ;J.!1', ~-,t • ' fJ.d .. • •• J 1rt.J. 

·b. If the.cryptogTaphic security officer .. believ.es, that;i.in view of:his knowl\)jige 
of otheJ.! ·messages on the same- or"1ike.- subject; a'1 message •has- J:ieen incorrectly 
classified·, - or 'if he believes thaJ _th_e r~gulations ·governing'' the. dtafting 'and' 
~1assifying or the message have 'lieen vio1ate"d,'.lie ~iiLre<i.uest the. odginat6t 
to make the- 'necessai:y_~ciiange in ~the message ~r ~·i~ it~ __ clas~ification; If the 
originator does .n,ot comply with-the-request of-.the cryptographic· security o'fficer, 
tl_le matter will be referred·to the commanding officer 0f the headquarters con-
Cierned'for final decisfon. · · . -- ---- · ·----·· ··:·•.·. ' · ·'- ., ·,· 10 '' 1" ··_'" '"· •O i 
•I • " . - 4•-- ..,_4 •• •.,. -•-·· - -·~- · '•:'I 'I ~ 't tf}r{ ,Ji.J .. ·1,;!Jt .•r Jl1·' ·j •' ' 

; .:c. Cryptographi.c_d_uties at .a11y_r.S_t_!1t_lon .w:he_re th~reJ£!;no J.!egqlarly cwnstituted 
inessage Genter. -Will-be-performed-by -the-custodian' of cr.yptdgraphic material i(lf 
by personnel especfaUy' d~s'ign:i t'ed: by . the:· con:nriahding' 0fficer'. Wliei.r'-_ crypto~' 
•.· ·-· __ ....... --...-- _;r- '.'l''lfi'-..- •_.J '•1flT'"i-1'1"·"" .• •:,'·:~ ·:"1•1.; •'j~;1~r·><·'.) • ., _... ,r1r , .. q;'T" 

•graphic work is thus performed, the files ·of literal pl:im text messages and of 
cryptog:taiiJ.s;inusf-'be kept li{. different <1ocke(t containers:": • .: ; : . ' ! • .. . • • .::- - . 

.. :44. · Preiiau tions .· ilecess.ary ·-to- iiisure'. :cryptographic' security.-'In or def 'to 
in.sure· crypfograpllic' · security1 th'e:'following. principles --must be· ;observed: " . 
"a. ;CryptographiC matefiai will"l)e~given-We in:ost'.secifre~storage·available and 

will never be left unattended except"wliei't deposited' in ·a three'combinatio1i-safe 
or frs eqiJ.i;yalent•• Bee aiso para·graph '3oc;iii'tliis connection.'-· ·L 
· : b. Classified-ri:iessages-inust be carefully- drnfted.- Tlie originator. of:a classified 
message is responsible for striot compliance with the provisions of paragraph 46~ · 
I~ ci;"The Classification of 'ihessages must 'receive careful con'siileration· by -the 
originator' since overclassification and! ~underelassifica:tiori. are equally·· ·to '-be 
avoided. wb.en :a:messa:ge nas ·neen1c1assified ·and ·sent, .all subsequent messages 
referiing 'thereto: rrn]st' bear -the- same- claSsificationT if. any teference ·ts made_ to 
the . ol-iginal ! ·message by: •subject' oi· ; serial number;} except.where. the ,originafo1; 
underclassified the original com'municatfori, in .wliich: case the proper· higher 
classification- will 'fre·~used.·:· ServiCe·messages refe1'ririg~to: all· or ·parf of- the 
i>li:t~n~ text· _of pi;e_viously ci-yptograPh!illfaessages must· be· similarly classified and 
crypfograplie'd.~se·e<paragfaplHFlO; and'l2:to 16,.inclusive> ·. , <. : ; ·._'( :;, '·0 ::-· 

d. The selection of the proper -cryptographic.sy~item· is-a:respoi::tsitlilify :'of the. 
crypt<Ygraplii(secJ!fity~ officer :or the: custodian of.· cryptographic material .where 

r:An exception to this ru.le is made-1n tne-'-·•••L "1. 
case of -messages cla-s.s-1-fied TOP SECRET or 
SECRET, in which case either classification, as 
appropriate, may be assigned to a message re
ferring by subject or serial number to a TOP 
SECRET or SECRET message previously transmitted] 
(C 2, 23 August 44.) · __ I 
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there. is rio -Cryptographic security officer. He- should be governed. by the ·provi~ 
sions of.paragta'pli 47. , , -. · - , · 
.:;r:e. •If' time· and· r availability.-: of' pers,onnel permit; . the crypfographed text:' of 
messages should be checked prior . to. transmission.- The· clieck ·should· determine 
that the·' instructions" governing : the : system employed· ·are. I carefully• ;follo~ed, 
·Particular· care· must• be• taken ·to assure· that· .no plain text appears, ih .the. body 
of .. the)message.".· . ·,:, n» . .... ·_:· ;.,:•;: '<.,, "! '/;;" 
bf!•'!Jihe handling · aii.d 'filing of both plain and cryptographea text 'Should. con-
form to the procedure described -in paragraphs 49 to 53; <inclusive:'' . . 
.. :u.· :Paraphrasi:iigris'. resorted to as a protection to the:cry,ptographic system and 
.wilLno_t be1used in! such •aimanner ;as to· permit· loose· handling.:of: classified mes-
sages: ,•Paraphrasing is to'be employed:whelil.--:-. · .!•r_>, t·:.-.,·,o. vt ',,!·,,,,.. ·- ;·. 

.,,;· '·!~CH ,The".content. of· previously:cryptographed messages, is released to 
the public or given a.-wide'distribution within the.'Army. ;~ ·- ., -• .. 

'::t :,,v(.2).:-It•is necessaryrtO:send in.cryptographic.form-'-• , . ,,.: · '':.' . 
(a) All or portions of a message previously-transmitted.in.plain 

text. . _ .. ' r , " " . ,_ .,. ·'. '. \.'., 
. · ( b). E:i~:tracts:. from_, publica:tions, , regulations, , ,or instru~tions. -

(3). It ls necessary to tra_nsmit in plain .text-all or-pQ:r;tions Qf a 1;message 
·o.,,_J •-:• •--·!j;,previously sentin cryptographic form.-· ·, :·~ .. - ,._. ,.,~·- .• ,: ;.·! ."~ 

;:i ,· ·~1(~hr~.cla13sified. rµessage is r~ryptographed in .a differen~ .. crypt_ographic 
:.-,f·:,:·~:<flr!rsysten:i.:· __ .: r :!.;·:·". ,~ ,. 1 ., -~ 1 ·~ ;. , • 

· e;cri: ; (5),-A. cl11.ssifi~d;·,1J!essage ·is r~cryptographed Jn _a-,_diffei:ent_: key, of,,the 
!_,, :f f".1) .. s~me system, .... ~" ·' . I· l r " •'· ! I'; . 

·J)Jx~eptions to: thf,l .n.ecessit; _:(or· p~rap)l.r~si~g i;qay. qe gra~.t~d .~~1; in a~cordance 
. wi.th~!µstr11ctiQIJ.~ -wrtli~n1ug ·tt'.l. rcerta1I1, l?ryptog:raI_>h~c: sys_t~~s. ~i:i~u~d. b~. the,, w aJ 
Department. · ... ;; __ . 1 " ·: -.r, L• ., 1 :-. .. ,.;. •> 
. .. h. ,}V:1J,el! 1i_q~ n.CJ!J:)SSary tl) ~ndic~te ~n tl}J') .tex;t <?f a.classi~ed m~ssage. inf_orma
.ti9J:! 'llS.Jt_Qit4~,µltj.1}H)te !J.dcl.r.f.!SS~f,l_ Or; the_sigIJ.ature _of the wr:~t\)r, s_uch iI1formatioI). 
;Will b_!!...ib,u.r,ied_.}Vi.tl!in ~he Jext of_ th~ rµessage before cryp_tographJng _and ;Wm n~t 
!app_~ar. ~i~her,a.t t)l.e begip.ning pr. atrt!J.e .. ern~ling of the message. ::-; -.·.: .. ,,.- : · . 

45. Responsibility for ,classi:fica.tion of messages.-a .. Within-. the,.limita
.tig!.)S :::P.r~~<;IiJ:!~<j. .. in Pl!T?:graI>_hJ'!M .. 3the .. or\gi~at9r 0~1 ~a.· -~~ssage. _is· ~e13:r!o_n§ibl~ 
that the classification given to it conforms to the definition given in paragraP,hs 
,4, ,5,_:6di,nd:17,; .. _.H,e:.is al_fl9 r\)sp,oqsible Jor::,tl)e, P.r.oper;mark~ng. of· the_.p;ies~mge 
qg_forg:_f.Qrw~rdiH_g it ~or·:tran~mi:;isio11. , . · :! ,_, ...... ·. :; . ;-; .. 1:_,-. • , , ~' 
f :. b, At!llS~S!;lge_ will be ;<;~assifie\} ,and marked top; .secr_et, .secret, con,fidf!nttal,. or 
.r.el!,t.r.fqt§(/: wl!\)P. j.t c9ntaiD;s da.ssified _informatioI[ exc;~pt, V\'h~I[·marked. SE~'P IN 
!q:,IjJA~·ll§:pr~sc.ri.qeg. iµ I>_i:iragr,~ph 511>(2). ::· , ___ "'" i:i ,·, .. r: 
; ;~.~'. :QraHing: mesi:;a~~s_.:-;-a; ,Routine i;eports ~nd messages which·~must· be 

~iY.f,l.J!;a. ~~d~· ,distribution,. or, 'tlie, conte.nt~ of which ):ia:ve be~n · 91.' ~~~; ~>:~iit~~Jly 
:llC.•(Y.r.,IJ.j_E[h,e.d: t.h.e. press, .or w_hich contain extracts or. quqta.t~OIJ.~ f[Oll)f a, IJ.ewi;;
rP.51.P~!\,'P'l.l:tg.aziµe, o.r, az:iy ,qther- gocµment ,avl',lj.lable .to ·tll~ .public, r'l\Yill :·be;-pr_e~ 
·rra;refl,_s9_,!'-\~.1t<;>, pf,lrm\t t)l.ei~: transm_is~ion in, plain -language; or ,;wilLt~l?l class.ifi~d 
.Rl!!z-.t;l}_stri<;t~.d .•. J3uch. rest.i;icted reports :and, mes§ages will'. b~. p~[ap_hrased .·in 
.a.cc;or\}a_n~~·'Yi(b,paragr.aph 46d~ .... , , ·:·i,, •;: :;. "· _: J 

b._.Staq.qar'd!za~ion of. the coµteqt _and form of su~h: documents .. _as. field ;orders 
.1,1._n\l-:. op\)rati9n ~nstructi9ns .is necessary,. bi;it ;whep gxed expressions -are repeated 
:!H ii'. p'le~~.ag\), }~r.yP,togra phic . security is greatly .endangf,lre!'!.~i~ H.e~ce; .. s_tereQtyped 
phraseology anri se~ form of expr.ession, especially at th~ .b.eginp!ng or en.din$ ·<:>f 
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a. me§sage ,;Will ,not, be used. Examples. of: stereotyped ·begi1mi11:gs-:and endings 
are "Reference ~'our," "Reurad," "Report," "Confirm," .'iAd'\".lSe;;•:,,'.'.~equest/1 
.tStop,'; and i~Ackno,wledge.''.'.•Nec_~ssary• referencey;i_will'.be;.;placed·twithin .the 
body .of.the message,· -Except as .speeifically pr.ov.ided for. in;certairi•.cr.Yptographic 
systems; or fas 'specifically, authorized, by ·j:he~War. Department,~ 'the .use' of du¥1lllY 
'l_etters·orrfrrelev[!n.t text as•'.-'padding'.'.· for. the ·purpose' of1concealing stel·eoty.pic 
phraseology is prohibited. Personnel concerned with the drafting• and1<cryptoc 
graphii:Jg.:of classified: .messages will be"charged witb.·guai·ding;•against •repeated 
use of the same•'i'llo1'ds '01;.:phrases:"•'t;.•1·1:'.'• 1 ~ • • i · .. ' ·. · · :, · w "19·;::r~q •J:' · ,;-t . -,·'.·.·";; 
J!i.o. ·Words ·riot"important. to the sense .. will• be omitted .. Cohj)lilctiol:ls;-rpfoposi
tions; ahd::punctuatioil :mrirks' wilL be''redilced ·to·~ minimum; and: every.:effort 
will be made to avoid repetition,(-,When':it is essential that 'punctuation marks 
•be incl?ded iri the ;body'~f1.th:·-~es~_;_t~ey~?~iP~1~d;Jei~hBi· ·iDHuiI or 
abbrevrnted·form. "Numbers'1¥Urb'lt•spel(ed·1out. ·.~'"'<' · •) .(). r~ •.· .• 

d. The originator of ann:1a'ssifiedn.m~ssages·iwill')paraphrase·isliclii-'portions 
aS·,are quoted.from:-;.-·: ~ 11.~··· 1·'.l(f !;7::,,._·.;.:1:. :. ~ ~ ·.r~·!t·i·<: ·1(.' ·:~, {~ . ...,~ 

(1) A message in plain language. . ,:;; .. <.J 
• ·.1~ (2)"" A m'essage:inl thersatne' or iauo.tlier cryptbgraphic-'sysfol:n. 

f:_,:: '-•);(3•) '1\: newspaper,' fllag'azine;<orJdociJ'ment>~ nj· ·. !.'""~·.::.;.; f j! •.l;. 
47. Selection of cryptographic system:'-'-a:· Subject to'?·modification as out

"lined':in" pll:ragtaph ;43b; .the·' classifieation• top :·secret;- se6ret;"'con{ideritial, or 
restricted given a message by its originator governs the cryptog1:aphic. system 
to be used1 1fi.· ci·yptCigrapl1ing.·th'e'ni.essage:. Ail 'classifiedf messiigj_s._&~ those 
transmitted in accordance with· the provisions of paragraph5-51o\2) will be 
'transmitted' fn·:cryprograpbed; form uiiiess•specific'iei<;e]:itfon rn iditde oy''tl!e war 
'Departme-n't.f ·The t!eifs't· wia'eiyr held :cryptogra'phic ·system· tivaiiabHVfo r all'.!ad~ 
dressees of each message will be employed. .t';··,r: r·n•v, .i 
·'''Ii:• ;fn ;orderctO pi·everit- the' crypfogriiphill\{'of-'idehtic'aUn1liject':matt'ef'by

7
'me'ans 

·6{ 'different lcOdes· rand .'ciphets;:once'-the::iiiessage' has'. bee'nt' cryptographedl' all 
subsequent ·-nie·ssages'·on .the' same· subje'cf will'· normally ·be''cryptogi'apned; in 
the same system .. -- u· a';'ch:inge'1of·1 system· is i necessaty,"refe'ren7Ji3'.' to "Pi'eviiius 
·messkue?/1iy1tTie'tr:refere1iCe~niimber8~will'be 'hvoide'd; ·n-; ;.·:k.b~.-,n2si: .:.:_. 
~)f• c;:LTfie'.;mere .·aclrnowledgnienf ofl'a icryptograplied· ·message :need ''.ifof'•t)e ~cra's
rsifie'd.~ti -.J.:.,:: ::.. ;. .•• fi.~" rp,:_~,~::):'i 11:.1) ~·; .:!~·.~~.·~~-· .. · ·i. ·~, ,r:r.c· · o:_tr;,f;!.~=7'~ .r't :.,irt ·::1h 

ci:j 'L" When'. 'tli'e' saliie-plaiii',foxt: message is . transmitted to' "seVeraI •addfessee's, -it 
will ordinarily be cryptographed but once'J :a:na. '"the 'sarrie. 'cry'ptographed. ·text 
·sent;to"alf addressees .• ~ IfYthis'is 'itnpdssi!lle";because all 'add1:essees' do'•hot hold 
Ydentica1: cryptOgraphiC' systems! the·1te:x:i"of ;e.a'ch m'essag!(Wliicli •iiitist be'ci·ypto
gruphed in. a different system will . be.l-<~a'reftllly;' arid 'differei:itlf'1iai'aptlrased 
tb~f0re1cryptogfaphing~for each system. fTbe 'obly-;:perrilissible 'exceptfoiiS'=to' this 
-rli1e'~are·:-u10se cases' in whicli 1hecessityrrfof' parap!:U'asirig 'h·asi J:li!eiir)specificaliy 
·waived> by· ·the'· War .. 'E>epa'.i·tinent·: in~ the" lristructibris' f01' cefl:aii:i' cryptogfa:phic 
·systenis.WTM1.cieterrninafiori 'oi': the 'heed·1foi'"pa1'iiphfased';vei·siorls :rn''a "fuiictfon 
rof::i the<·cryptogi,ajJhiCniecurit:y"' 'officer· wlio' :fuay "requfre the assis'tance:.: of the 

-!(Jtiginator. of 1.We •i message, in ""tlie :.pi'epai"a'ti()fr ;o{ the . nec
0

essa ry ·''pa'i•apb:bise§. 
Where practicable, the cryptographic security officer'..will'fui·fiishi·copies· Of 'tlfe 
:pafaphrased; versions to tfre:ofigiiiato'r/;except ·as noted'.1 in'1paragi'tipli"4ib.·:: 
... 48:\'.Paraphrasirig' messages.-'-a. Iiicpartiphrasirig, '.tt'is :not suffiCient t6·'para
plirase,only .the begirlning or. ending of' the message.' :The· erifire' mes<1age1 will be 
'.subje'cted 'to t~e process>'; , • ''. ·:.. ·., , . : , " '. .. ·: . " · •-. · '.:. :v; · :'c: 
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'. ,, lid When pm.;aphrasing: must ~bel'employed,r al!·,of1°the;follo,wJng, .procesi:;es .will 
'be 1applifd·to~the~_:message:: ~, ~:r:f;1."j~~_,,~<·';l1 ._ .. J OJ 1

\:;. f!i_ .1 .1r-.n1~\>1· '·f. : .• ~i. ... ~ .Jo 
,'T~.:n::1 Clz)r;'<:lhangingdhw seqµence :of·. the;paragraphs;:i .n ":1,.:>: 1 ;;''.l'.'.:,; . ., ' · :wr: 

(2) Changing:;the·sequencefofcthe sentences-iii:each··p.art1graph:; ~\ ·•"lY! 

· · .. , "(3hShifting .the positions of,the1subject;. predicate, ·and: rupdifj.ers in. each 
:'..Wi;~ ':·; .·~·--~~r.~sentence~ ~,.J J~.t .F !.J.<.:'L<r,, ,J;··; .. i_.11; ;~~ ··~· ·~ .·j ·.-,._·. 1:·.-.: ;;...~1i~'.:c~:··_:, ·.·.! ·l:•· 
;?Jl• ct (.4):tGhangfng.'from,active'to•passive voice ·or vice.versa:: · ·: i ._, · !c' ·• .... , 

t,n~ol ii'.(5) :Substituting•.synony~s;or equivalent.•expressions:;,.l"'"· .. : · <1 ;., : ·;ir, 
·,,1; '·c.·1.,( 6 ),<;Changing: the. 1Jength-Jof the paraphrased. version, Of' ,the. message; in· 
i ,,r,; r1 t; ::r! !;f7 oraerc that the final cipher• text will' not.:resembie, the odginal• ciphe'r 
··~'l<C:«fll <;rlJ text· with:Irespect.-.to lengtw~ ·." ·-: - .,,, ·"-"" ·_.) ,· -ti: :,..r. :;._ 
,,; 1·c:;1:A:},'paraphrasel of;ia~miessage~i~':.accorlled the. same• claSSifiC!l~Onl 8:,S; t~e . _J,/ 1 

~-01~iginal!:.p:lessa:ge.t .. _,enn «Ir!~~!:riJ ,~1.:··_·-:;;_·; ::.:~~·; ~ ·1~.. ,_·· .• ~- ~; :.i :· ~-\.:.,.:..f,;1:.j·~~~: ·.1 
1 

ll 49ij!;r.'rethod~ of :handling1ou tgoing: secret. messa:ges;~a .. Tlie prQced ui1e:here
inafter described will be followed at all headquarters, except the War·r>ei;iart-
:ment> iin·wlifchotheiprocel:J.u'for:will be:as)'determinea ·by'tthe Chief· of"Staft "' 

b. Except as noted in b~ below the originator 
Will prepare and number all copies Of secret 
messages, send the original to the message 
center, and may retain, when security is 
not imperiled thereby, one copy for tempor
ary file. Other carbon copies, all numbered 
and bearing the following notation,may be 
sent to local officers directly concerned: 

i 

b!. Messages pertaining to tactical operations, 
simulated or actual, may be prepared in 
triplicate. One carbon may be retained by 
the originator and the original and one 
ca·rbon delivered, to the message center. 

.. 

I 

I 

I 

·' 

c. The original plain-text copy sent to the 
mes sage center by the originator wi 11 be L : 
cryptographed at the cryptographic section-I :i 
of the message center. The number of copiesi 
of the cryptographed message will be kept 

1.1 .. 1· at a minimum commensurate with the neces
sity for furnishing copies to the various
transmission agencies. All work sheets 
used in cryptographing the message will 
be destroyed by burning~ All copies of 
cryptographed messages retained by trans
mitting agencies will be safeguarded so as 
not to fall into unauthorized hands.~·~~ 

- ----~ ---·· ---- -_, ........... '¥- .......................... -, ....... ,..-..., .... - ........ - .................................. ..., .... -,.,,J-~.L.1. .... -,,,;;-~ ........... -..., .... -...,.~--· 
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!;.-i-=· --.~,. bc-c;.,.,.... ... -=T=h=e,,..,.· -o~r,_i~g_,--i,_.,n;:;;~;;;;l;;;;-o;:~;roo~p I;;-y D~-:-co~c--:A;-a~:~~::::ng c~r_y_p_t~o_g_r_a_phed 
message as made by the receiving operator will go! 
to the cryptographic section of the·message 

I, 

l I 

I 

I 

center. A duplicate copy may be made by the 
1 

receiving operator for the files of the receiv- :Jr 
ing station or message center, where it will be {\k\ .· 

~-d-=i=-=sposed of in accordance with local regulations { . - -
,: 

0:c: A cryptographer. will~deci;yptograph·. the. message, making; ·only' one copy rr I' ( 
of the decryptographed literal plain text, which will be marked--.SECRET and 1,'7 I .:-
delivered to the addressee·.· ·The·cryptographe'd·.version :will. b~ refairied in the \. .. 
files of the message. cen'ter,~where it. wilil:;betdisposed: of in accordance ·with local 
.regulations .. All . work. sheets! usE!_d ·in: de"cryptographing. will. be Aestroyed by 
·burping. ·The cryptographic, section will· n.ot retain any copy. of the plain text 
in its files, except as provjded in paragraph; 49f. ·.'.l'..he placing on the message 

·blank of··any ·marks or notations even ·remotely connected· with.· the cryptographic 
s3·stem or steps in decryptographing. the message,. such as underlining. key :words, 
indicating gro.upings · corresponding· to;., length_s :sof · columns ·of~ key;· etc .• ~ is 
.forbidden. :~ ... ,., .. , <; ~ · r , 

d. The.:addressee may .make.and circulate a:Umited:number of literarcopies 
:for the !nformation of. other~ officers: directly.,concerned.r These carbonLcopies. will 
:an· be pumbered !lnd,bear the.-following1notatioi;i1:i;, ,.. 1·., <- -,~,-- ,.,: , ,_., ti: .. :. :···1 :J'tc 
1''The iiiakfog of an exaCt copy'of thi's.inessage\is'ftiFbidden'!' Only such·eifi'acts 
.as.are absolutelyi'necessary 1will be made'and:marked SECRET.,: This copy·,vm 

: ~~t~~tetga~[~~~. ,':'.ith . ~~\!,; ~r~~t~s~. ~r~ .. 1~~~,i!"~1~ -B~ ~~:t>~i;~e~.: t?, . :L1GJr:F5:t:i'"--
·~". o·l~,, -::(~n Y,; •. '·· .),,:.,, .1··,;!·.r ~i f1.' t b 11G ,1 t;. ... t •,· C/· .... ~ ...... :'~)'.'. ·~: . .:r1'11di~~ ._J'. ... G ,i.V'. 

'1All,such dnfoi:mation copies will be·carefully::a:cc0urited for:_by .th'e1addressee ·and 
will be destroyed when returned. Only one copy of the literal text ofltfie ill'es~~ge 
·~'\yill_Q~ kep} ~!! .the.·_acj.dre~!\~'.s: offl_ce;i:itn · «-;:. l• ·,,rr.;;;·,,_., 1 .i 1:;·, ~ .... :, .:'.l r..· 1:'t ilh 

fv."~··1Th~ met~qg pf.handl!qg.;t.~P:i~EiC!'~~ me~s.agesr.will.coµf()i;m to:;the 1pr9'le.dur.e 
outlined abo_y~ !J._S,,mo~fi!:cI:bY.1tl;:\e1pi:qvLl?t~n.s,:of·p!],ragr.aP.:h12'.6.cJaJJ..d ~·-·n; . .\.' ,,_:.,, 

"' .. 9.;t.: ~l.V,[etho_d -9~ ·ha11dli:t:i~; .. ()U~gqi_l).g c!J.D,.d_,_iJl<;9;tni!!g_;9oµfidential· 1m,es1?ages.-
1a. 4~ . C{:dnpini_str.ative. :11-e!ldqua;r;t(!rs :'hl.fpfrig .;{i,:JJed e1p,_essq,gf. 1r p~n~ers.:-;-;Whenev~.r 
.py1,1ctiG'11~l~,. t~~.pi:o<!wu_re !9.1 l;>e. f_oll()~~.i!l;•th~ ·hancl,ling, ._of .. messages .fn· . .conf!
d.entia~; cpc!es. or, ciph,ers · wiH; ,be_ supst~nti11-lly ,-thg 111al!l.e; a§: tn~t., presGriQe<},- for 

,_tnose. tr~!Jfl~itt~.(L\·§~C_r .. ~t ~Qde, <)f,(!ipJ;ier, exc:.ept within,t!J.~ War,1Dep~rrtment in 
.:W.hi~A, the :Ptqc.ed)lre ··will,, be :;a,s.1de,tgrmi_n.e<t ;l;>y:,:the ,Chief: ·of· ,St!l,ff., · {I?h<:!y ;will, 
. },l_ow~-:er,: },l_e; J;l;l!)._rked a,nd S~fegu_ar.dgd_}~-~C_<;\'.>J;<lf!;n(!.E},_With pi;o_v~SiOnl) .ef. ftl.el:;~7regu
lations governing confidential documents. ""iu·, ,_; "•I ,. ... m . 

>J!! l!-(lf!;/fi,ct:fcq,!_ pper_a;tio!l.:~n!l!1Ji1fl(/,J.~d P.r,;!If~U,q,!. l( s1~t r<• ,(, ·; ;~r;c} ,.,. \ ;:~'. ".•1 '" 
. ~ '.~!) ~ .. 4Jl.l!l.e~sllg~§ .no,t ,classifi~,!l 1g1,;~ecr.~t w;!q- be r_eg11,i;ded,1 ~sc.c:o7!-fi4'!1.!Jtiql 

i:;;o-_•i <.L!; 2L•b);l~· ne.~.<J..,npt, Qe fl~r·Il!_Rr]red,:, · !fliei J!JJ.'O.c~d,m:eAQ be, fQllOV\'.~d. is .. we
scribed in FM 24-5, ail<'h!IJ.: oth .. ~JZ,;:J!<:!rttl!ent:1 i;(';gulJltionsr:a_v.d:.iIJ

t ;, ~· t,!;t' : i...:'. .!>tJ.uct_Lo,n!l.J.S~i;It\<l, b~,p.i:,op~Ji ~!'!t:t.101:ity. ;.141l, F\!eJll,Il_Q;R~.(IJo rn~ss;iges 
.}·1n1:fy;•i')'.Jf; r;ieft~~PM}:19~~ :11-.91~4:1~!!- ,C.~).-.P~~Q.Wlow.nt,.~,ti;.a.n.i;imit!e<h!n~c;_ry,pt9gri;tpl!~c: 

form. .C•..iCli.C''"r~·\ 1"! f.Gl;Ot Jdi·.:;· 
·;Citi:i:· :(~) 1 Wt,ie'!': t?I:§ ,i11).01;m,q,_tipri 1t~ 1 ?Je Jr..g.11s~jtj~~! ,jt_,intei;-Q!'Pt~.0,·1QY fhi3',(3nf?r;W, 
.19j HO'} t. i' 1.;·. , ;iffJ?tJ.wq;i~ 1 q,gped !lPf!nl!n.i ti~~e, {Q JI!-jlY!l.Me, tz1::.ey_gi.!_u.ci!fQ.l!li'J 1m1;!3~Hgri 

and time cannot be spared for cryptographing, the comm_!]:_nd}IJ.g 
9. ;,J .. ·:!V'JcI c::'.JOtJ:!Cfil'. or .his ;:i.uth()].'i~f!d,_r~pre§e,:Qt!\lt~v~~P.l!J.Yci~rd~r :J~e;~t.r::lI\S_IfliE?~ion 

.'J f);Q:j' fA fP,-§§.SM,12.:iJ.l P!\J:il;lcli;!!!@l!g!=)J~Y'>.!W!!:<cli'!l §.tf!Uop~se)!Vil).g, W!>tl!.e~g
.. iJ• ,11 c : :.':: ri· ,qul!rJers . .or ~~IP.!l?iPJd, );lµ~h; ")'~'.itt.~!?-.:.iffie~~~g~ :W.i'll:ge:m::ii;lf:§!J. ~~J~D 
. :,..-uXJ~f : r ·1; IN: q:l!J4:U ,o,yer.,J_:J.~~ sjgn.at!-!F~ ,9(,!h.eJ.<!_9mmaq4\)r ,e-i;,,l;l!i;i8~.utµp_ri~fill 

:~-t··:JC; !:'~P!..€.~Jl~?:·t~v~~ iJ:>f11ci~.;;~,~· t•tJ lJ:_, ;.,;vl a-~J;tj~·:~;.!~ :-.r:.;J~ i~i:>is!r:· .oi j1!iyru 
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i(3) Where authorized -in· acc·oraance W;i tn 
j instructions pertaining to certain ·.·· SQ'..L

5 
, 

I 
cryptographic systems issued by the'2~55 , __ Wa.12._D_e.na.r_tment_., _________ ~_ 

·:."' 52. ;.·Method· of handling '.resfricted 'messages,-=Tne proce'dure'to b~ followed 
in· the handllng. of messages in restricted codes and ciphers will be sutisth:n ~ially 

;,the:sanie as,.that:prescribed.foi:thdse .in confc.dential,code .or ciplier:>"• j·p·:·1: ·.t,, · · 
:: :-:·53:l. Tran~mis'sion> ·oi: 'literal p_la:in: .text ani:l' paraphra'se·d: '\fersfons 'of"classi'
;fi'ed m:essa~es;+'-ii. i'Tlie sending by any •means!whatso'evedof:the'.literal:plaih text 
~c'f 1a;;fuessage which :has. been jor..:wm, ·be :transmittedi:in" cryptogi'a:pliect"·f9i·m Ts 
istridly.'prohibited:ex(!epVa:s·statea·below :: :: .. i:r i:,,- . .-,r .';.,·;L'..-.:: ·, 11•J '-. ·•'·. "'':!~'. 
• · · (1) Authorized local distribution within a headquiwters)•by nie~s~nger. 
J: r:,:.J (2) . In -exceptional1 cases;:when: necessary.Jn the·perforinaiic_e:of his dri!ies, 
S.t,clL'.';Ji-.. ', ·-;, fan\ authorized' person. may.:carry,:tp:e: literal,plainLtext ;of; a:·:classi
~;, •. ~ 1 , .;~ <.:< , ; •• ·~tied ·1~essage, pro:vided ~.the•. security · requ.irements 'pertaining t?"' the 
r: ;; '. .... : • .... c; •transrriiSsiOn .ofr c1assified :ma teria1 are obser'.ved.'< .. ~ -· f ·.•" ' · ' > .: · "' 
;:•i1bi• Ili~cases'of erflergericy! varaphraseii\versions'-of·~the:..plain.ite:xt ;9f· ~ 'cry~to
graphed message may1oo"senh--< "li'lt, ! -_.,,i, ~-;•" "· i, • .-!1~~ ;o c'~''J''.~' ,:, '.:: .. .I)'.-:,.:: 
h1t/~ .:~~,(li)~ Ini aGc~rdance :~i'th::the 1 1pi:oViSionS ·of par.~g1~ap~S~44g .~n.d. ~~So.\:· ·' ·· 
-~:-i · r.•· ;., (~ k In.accordance with'•the·provisionsJof cparagraph< 20· as ~p-phed t~ -~cret 
.:.1·-'' .. --.,,. s ·.cry.ptographic:material.L•,"; -1: ·:,:-..: 1 ·-.~ r; ".i ,,.:;::.1>, -.c, ·l'"' :,• .:. _J;,,·~ 
,,rr54.: ~Disp~tion" or I dest:i,uctib~ {'Of• registerea rcryptographici 1 ma ~~rial:-';a. 
:Wh~never, \l~ .. persoi;i,.who ·hafirbeerl .f~sued1 registered se9re~•:?on!de~tia,Z: o~ re
stricted codes, .cip_h,ei;s, cipher .devices, or documents pertammg--theret~:.:·~a.s. no 

.fiirtber · need:for-them; ·he'..will,repor.t'. thatrfact! to;the'.Chief •Signal .0fficer.or m •the 
,case.: of the•,fieldd01,·ces'lin 1time~df1.war ! to fhe·1sigrial officer- of· tthe headq~arte~s 
charged;,with1theiissue:of:such.documerits.:-. '.1'1iJ;, .'· J' '.'rl; '' :>,; . ..,; '\·"''• '•'" f, .. a.;,::~l· 
-.::~b:oWh~~: ·it :has?-beco14·e,.1h\ghly) prol)aOleitliaft:cryptographic ... materi~i! will' b_e 
·subj~t fir.loss ori compromise, ;ull:;go'cunients arid:franslatfons 'of messages:will'.be 
Zdestroyed ~by~burning,.~and:..the" ciphefiJ1;nachiries';or:·devices ,.wm':be 1 dest'royed 1be
;yorid: use;9ri,re{iair; · andlif -pos.sibl_e; rbeycindirecogniUon:r • i ;,_•;:·«:"If'..:' · ":[,. "· - .,. '.'' 
·· c . . Wheri cryptograph~c. documents or devices have beco~e' unse~~~c~~?le 
\thr~uglir11onjp·.use, request· ,for; their :replacement:~ will ''bei.made''.to·-:the: .. 1s,s.mng 
(authOrity: .. ·.:f:~ "!· ... i_ ... i, ·,: . : : : .Y.: "·"' ·:··~ . , ·.:;:i-::l. ." .; , . ·: J~i ... \; -~· .:-; ,. H-. {,;,_ •. u J.~·. :l. i.· _v l:· t• -~: . 

. ·'··'·SE'm.r. o· N .. yr .-i. ~ •. !"':r1n•1;:""Z ;':-v~· :!Li ·.~. >r·' , ;oj ''j··, }·~l·i!,J;~t''f ;t;, .. ,; ;•.;'•," ,[:, ,.• ~ V..L.&. 

;:~\:..i:·· !J.! ••. ·~~~. ,.l":-• :;! ~-.1 .·" :"; • ·~ • •
1 ... i • ;·tr·.:-:!··:· • .~: 1 ;. 1 ··-r· -:; ·· '. ·1 · 

• .-·.ri · .,,,i) y ~ ·· ·; ;:MATERIEL"i .; .J .. >~---, _,c · . , .. · · · ,_; · ·, 

·~~~ho~;t;·'.~~,·~;~:~:r~~-~~~~~~~-~-~~~;_~~~--~~~~~~·~--~;.:~~~~-:~.:~:~~~-~,:-~~~~~~~:~:~~a~~ 
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'R· ·e· •p"o"n' s·i!b'1'11·ty. 't' o· r 'safeg' uarding technic.al information--.:,-,...---.--.~:--.:-.--.-:-------------- 57 
"' . . f , ·- ,. '-'- f '• .. • '• l• t l ' ' .# •' • -•·I 58 

· ·ciassiticati6n ot'inrcir'mat!cin _ fr~in. commercial. fii;_ms_.::...:..:,..~·-.,."".·--~.7~,-~T·-::--:-------
bissemii:tafioh' of'-cfa'ssified techni'car-iiiforniation.!·----'.c~ce!!-~·.:._.:_:.:~·-J....~:.: .... ~--'----------- 59 

1~:~:t~t~~~: ~~!! ~{;:s!~~d~:~~~~l:::;~;:;~~-;~~:~~~:~~~~=~~~,~~:~;~~~=~~=====~= i~ 
Consultations with responsible-manufacturers---;-:-:--,---.- 7 -----:,--,--,---. .,.----,---~~-
{RbSP<fnSibiutY··i()f.:Al-~y ·reP~e~e'D.ia1tiVe~t'or"{i"'n~p·e~t'9i!S~l-·~::_:~--:.--~;:~:... . .:._~- 7---~:__ 63 

i~~~i~~;~~;~~~ii~~~~~~~f ~~;~~~~"~~~~i;~~;~'.~~m~:~~~~~=~~'.~ ~ 
".PTO£e~ti0·n lof· ~-hi'pllielit'S: ~i'a ~coinin~i-Ci~t'C~1rierS~:,,,itpin .Pliite·~ ·-~·~~!e~.~ o! its .?os-
. :_;se·ssi<flis-·.:.~i·~·J.:!...tl_~J~ .. U:::.:.1~_:~~:..'...:;_::_·_t_..:.! ___ :..'.i~!...~.;_:-:_.~:_-:_·~~.::.J.::.: 7·_~::_~--:~.-:________ . 68 

~i' 55 o ;A'Ji:1:6¥itf)~&;~ia~~i~y.2w~e'"neve('th~·:'.chief · '6t'i( te~fipi~al service re

~p_on~~bl!J. ~oi: 8:..f~-~z~i·,c.h · v'i?1,ec't:~¥ ·i~r · t~~' ci~~!iii: i i~~-eJz?~e{i:t, ,' te~~'. .?r·.Pro,duct~on 
~i'P-~b1&uil({n:i'~h(c;if .~!1 ~a\t!~lE'.·~f,c;ni~W~~-1 ·%.~ S~WP?.~~nt !~.e1:~9~ .. s~ap. ~e,t~r~~ne 
'tilaf'tile' lliain'teriance of ·any· degree "i>f ~ecrecy regardmg them is sufficiently i~-

( 3
. _ )_ Wh-en it is necessary to senubetween ___ -

b il or courier a para-
headquarters Y ma e which has been 
phrased copy of a mes~:~ copy will be 
or will be crypt~g~~his is a. parapl1,~aSE'.~ 111 
mar_\c!3d __ o.L..§tam12~-------- ·----

i 
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;55-:61 "SA:FEGUAR:QIKG 1'MIUITARY DIN•EORM'l\.TION 

!porta_n t: fo; they national .de.fense, .. ,he:::w.m .:classify; ;it:; as· [sectet,r• cdttftdentiait: or 
'[estric,tedJu;.;.~r: LiVt E .. t11>Ilq~·.- h!f1 ~:i~,:;bv~ f)~~~1;·.1,~,~~rt _a!, ~':l'•i;t?.B~·,t· to -<I ..... il"'~ttl\·~ 9.r1 r.~l 

. 56: N otificatio,n) of tclassi:flcatio'.!11<or,~ :reclassific~tf~il.~ · ~ w~e~;v~rJ ~he~;~hl~f 
.of2a !techn~cat;.ser.vice.,inr ch_arger of •a1 research.ip_roject\Ld~sign;Ide:V.elopmeht,Stest, 
wr, produ.ctlQIIJOf ,al unit-1of.,ma teriel1 or,:componept thei•eof sh'aJl . determine!tha f;tlie 
imaterieiis.hquld:rep;iafo iclassified,after, issue, or., that ;a ;change,'or ca~celation ·of 
~lassification is desired, he will notify, TheJ.A:djutant· G~neral;>;:whot:imfw'm'will 
,1n~o_i:m~.all concerned::t1iJ,t'H1 n 11U11f'f1 n:1if:1. :,·t:.,,~:. 1'·1c:l ;v ... ~-,,,·r··~\ " ... · · 

/:,';, 57;; :i;tesp~nsibilitYJ:ifc;m.' safeg,µarding:r te~h~i~ab~~nfo;~:~o~: :_·~. '.~~iefs of 
· technica~·: seryiceszengaged .in the;pi::epara!fon ofipla:µs;. reseai·ch·, and de~e-lopruerit 
_,work; o.r1;ne:w. .design,·;test,_.produ.ction, ... procurenient;r,storage; .• oriuse of classified 
. ma~eriel are responsible; for. the promulgation:rof.:such additional: instructions ·as 
;may, b_e :equiredrfori:tl!e~safegua·rding, ofilnform_ation in,th~·offices,·establishments, 
laboratories, shops, or .A:r~y.posts ~nder their jurisdiction,,,:;1 !O.i~-.:..~' !l i\;,"r-:s-~J 

.b. Alli ·secret, ·{!onfid.e1it.i9l;'..O'f. 'r,estricted· 1 models,•(e·xhibits;:.idies,c; machines, and 
otP,er simila:r11items<.wh_i£hr!lre1.t.?'<be,.Ioan:edpl~ased,1 :or; giv:en1 to Ja•.cori:miei:cial or
gai;ization will be properly marked to indicate,classific~tiQ.n•Jwhen ·p~·a~ticable. 
If-suchimarking,ii?Jinmra_cticable;:,the"sommercial• organizationh~tll.-beispecific'ally 

.notified;in:writing-.of.,the•classificritjpri 6f,such items and ofithe:pertinent.provisions 
(Of the·. ~spionage .. :.A'.ct.--!i~r:r_i S't!tSi: .•. n1:nL ""~c. i.~Y~~v,.,,r1 .. i:,1~· ·~-. -. .... -:;rJ·-· ~ ~-"'L ·"·) ' ,. ... :~<;:) 
f):t58; ·.Classificatio!_11;of '1nfor111ationcfro~: rl~~.me.tcil~l, fi~~s:'.:"·1tifor.~a~i~fr.°~0B" 
.>tained• rfr.om civiliam,,inanufac;.tlirers; . co1icei·ningc' p1'oprlet~·ry ·~processes :Will~:be 
classified as confidential unless otherwise~authorizedi by• the ifirm•'c·oncerned;·'. ::«h 

c:•J _5J):r: Disseminati6~ .. o~"c~11ssifiedt;teclinica! i!].fqpnationr-+Classified~jfiforina
,ti~ni ~Conc;erning :t~chnica!' ·proj_ectSJ ·or.:t•deyelopments•imay;,1be_•imparted: onlykto 
-those. jnd~vid uals~.w hose JofficialJduHes'.require'.•::?i.ICh' know lepge ror!•POl?Sessir;m;J ari'd 
to accred1 ted representatives• of rf9reig!i1:na t_iohs,in: accqrdance ;with~the ,provision_s 
~of? paragrapl~ 19b:o ~·;(~ .r; ·{t;ri :·.;~'1 :::YH' • 1\i c:.:~".. =1;"L ._;~1 1il :,.i!-:\ .. ,"'.,. ~''..1 :~ fiS ;.A~.d~17 .c 
;,1• 6,0.,1:Qestr.uction_,of._. classified· .mater;iel.7-aiMitthor:ity._ to ,di;ect .• ~:\V.henev.er 
the chief of·a technical service responsible for a research project or f~r the'.design, 
de:etopment,· test, or "production orr pr~()PJ;l,rement of an article of materiel or a 
compo~ent 'the~eof shall· determine tha! their destruction is necessary to safe-_ 

. guard mformat10n ther~of, he will:issuei.tlie necessary directive. 
,f,'.tb.-..,Ri:ocedm·e i1i destruction: of classified materiel.-When destruction of clas-
isifi2d materiel.has.been.directed.!.:·_: .... ~: .. •. L- ... _____ ... ..v • ;_,. ,.: _,•;•,._[,!ff\ 

~~ -(1)-The custodian thereof wpi re~'dve1aff'comporiel:its'bflli·classifie'dciiai:ure 
8il 

.. . . and. destI"6i them'J.ff'iJih·i'iiiig" o'i-''i}y':~1'iiutilftf'''":.~:\l;~t1""1 ''1' '!dl•<'<l"f'f••Jl 
-- -- - • - "";--~ - --~ . __ . _ .• ...,_ .t;.L1-n1:. ,_.;. 1-1111r.: J~ .i..J.·•u ~q.~Q~ }.[}-. ·. ?~~p~~senc,e. ·O _ ia 

-· . . _ §1_1!~nt.~r.12.~te_a __ PmQ?!\ __ 'f.h~.>.l!alm1c.e1:J9J:uth? t°Pj::t t:~iteL wUL t'i,1~e';i" i;~ 

!'.:; 

. . . ..processed.in accordance.w.ith.existing:i:egulatiori.s for the disposition 
.... · - · of-unserviceable~property;·or 'for-,salvage! t•" ~.: ~ ~ '" l"' cr,c :t1·1!lr1\ 

· (2) If the. above is· n:ot ·iJ~ac.t\cabVti'he}lidt'o~H~'n"W'ili 'a:~~ff~y··r·th'il'~h'tife 
~-- ·-- article Ot mat~r1e1~-11.?''~~1~!;~·U. ~v <-"·'t'J'•JJ' ·~··~(··." .. -:'u. 111 

'(,:. r~ '""'J.!v<._!~··.7.;~ 
f.;, . ______ .. - .. __ ---·--- ... - __ RY.ti.u .. mng ,or.,by1,ill.)lUJ.gt1on_,.im:the pres!,ence._.of;a 
G~ -- ___ --· d1s1nterested officer .. --·-·· l ... : J~t·;i'.1 t .... 1t·~1t-.uf!r i..o ett.:~'.f 

ila · (3)- In either-case, the certificate of-d~st,riicti<in·'.\v'ni'be'srgbed.~b'y''i\oiii''tb.k 

~;. ~~~'.1 ~:,.'. .. _a~~l~fit{~~?.J:s~i~~~Eli~~~fi:re:l~F:!I~:~~~~~~i~~~Qi!~.~~fi~:1t~~ 
-e·

1 
,
0

: .,.,._,., ~ .. bn1}~~:~?~ed, o,~c~,~··, Jhi). 1',i:eP,?~r,t,,~XiP:i~<>. ~·~~~!') .. ·, )E:;se~t}~.i:,.t,,M.ritt<> 0m.ay 
. , .• _, .. : ... ~ .. aptl;lonzed.oJ?.ly'by the·war·Departrrieri'C · · ·' __ ,." ' "' 
·0et':' I1l.vitlitfoiis·:f6'.f'lifosj aii'd.''ciiri£fa~d.'"J1 . •'p~j' ' 1."{f l '"I ''li.Gi r: '1'1} f>frii"l""'JCl 

'b!dt:f1' ..... ·' d t< t .. -:~:of! :th''"'d~l!•J.l : .. ~~"9 '.\ ~ .• l ·:~·-r-;;t~~u .1:.) o~ft~..f? .. ~~;q~s,~l -.§'.!f>t~~E~£~frtlya 
_ ,', er ().1. ~R?J~C -~~. ~1 .. ,, .z~~rngsi ,sP,~qfic_atig~s, 1.or Pther pertinent information 
• .L \;:.•·-·--·- .. ! .... ·-·~ t •- r t:..·1· '"l ... ti ... _. '(. .... ·;,,~. :trJ ~~-let ..... .: ',.i.JJ. ..i~i ;.·1Hl:\~:·_iJ:_a£iJO ~;U! JhUJ 
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AB''38~5 
S'.AFEGUaRDING MILIT.A:RY 'lNFORMATiON: .~''.6l~o 

CYdhcei•ning; any: :pfoject;, or projects::of ai·secret,c:confidentidlp or .. restrictewJnature 
and' iannua.Uy.c.thereaftEfr; SO ,Jongi aS\"SUCh~docunientS/!etc.;• are. in, his~eustody,• ia 

getler!il' secrecy._,a:greeineht: reading,substanti_allY-''as :follows ~w.nHbe1signed. byo.the 
individual• roritoy.:'.a.,resporisible .officer£1on ibehalf -9!/,thei firin •_ or•,corporation 
concerlled::l <:.t ., if ... 1:"111J~! tn,;.i.t·i.:t:;olr.! .. t· ... ~~_, ... _-:.: ·1> ~ 1 tLci.Jjfl1H· ·f._1 •,_.:1·: .. : ~o ').fl:::t 

?"i~·:1~insid'~l~'tibh oi''u{J\:'~~~ift ·>oft d~a~rtigs,'js~~~ifi'c:itibits:· and"''acco~pah~in~ 
illclosiires;'l'm'odeis';' or 1 %':i'fei-ie1~: and J'.illformation) discfosed 'orally; concerning 
projects' .ofs a;.18ecret;. :c'dhfidential;. or; festridted.lnature; .delivered .to: the· under• 
signed prior to ·or coincident with the date of t~ifl __ ·!lgr(!«0W1en.t rand;, lif?t~d·:9.~ 
Exhibit A which is attached hereto _and made a part hereof,· or to be issued to 
tlie'unaersigrted1si:1bseque1it fo-·the date of this agreeme'nt;tthe ·following terms'are 
{(greed 't()!:by-'or IJOUJ-behalf:iof .1the".undersigned.Iiridividual/1,firffi, .. Or 'corpora ti Olli 
and any mid" all representatives, agents, employgl)§l,_;or 1 '1,Ul)bicld~rs_ 9r _sub~on; 

!f,~~~·~He'~~J~~!Jiglieu·wifl'l'lieitil~r' is11'Pi:>1s·i;of'-dlscl'os~:· ariy r~ll:i'orniafionl~regatd-
ing;i:me•' dra wingsp ·Specifiratron·s;' and: accornphnyirig ,: inclosures·. ·or.:· models r·or 
materiel, <Or; info.rmation :disclosedi orally,• ;refe1'redr·to,here.in-.to! any :unauthorizeq 
PE(l'~/)!}! jf!r. i iJ;I.lm'.W?.r!! te .. ~l} ,;ot):\f~\: P:i;.o~ectsrisp,ec~il;i },ea tu;-.es,,of .q~si~n, .. OF. ~~l!struc;i 
tion peculiar to. such drawings, specifications, and ·accompanymg rnclosures, or 
mB'f:i'e1s\Jor"Iliai:~Fie1:''0Hn'forniati'o1Ulis'close{l"oraily:•m ",,,, '. I_. !) . "" : ,,_. ( E'.l"l?.' 

2. Tlle.itliiders'igned) willl nofnpermW•aiiY, a!le11::emplbyed· or·~to::be'.: employed 
by1-.thei:iliildersigned ~o~~by •any, ·subbidde:r;·,_~r:; Sl!bcontracto~, rto·; .have .. :;icce;;_s: to 
!~~i dp~~~.11g~, ,.sre,c,\f!c~t~o~~ .. a.!N'! .R£CP.PHl~PJ~pg 1in_s~o~ur~~·· .% ,m()dels; ?~ m'.1.~~tf-~l 
referred to herein, or to .engrneenng prmc1ples, compos1t10n,. subassemblles, or 
asseiriiifres ~h'icli ai'itfab'f fo Fh'e'i'i.n'ictiollin'g ·or use' of'the 'aitic'ie .. 01.tfo' tiie"";oi'k 
'iiifrier ·-ahy'). conl:racF for·ftliif i '[n'6Ui'irtion·J.thereof ;i 6r 'thencontract · trfals,), \vithout 
the wiitten consent beforehand of the,Secretary;oJh\Var.1 ,( ,r.1 ... 1 ., > ;;"'Ju"•' ,.; . , 
"., ;.3 . .-Tge. )lpdi::rs.ig!l~d ... ~Pl-i.i\o\1.l;lll1!%0fi·Pl?.~Il'.it ,to"be ,~;t.q\) ,r,ep_rpq-qcti?;r)S. of. ~he 
drawJngs, spe~J.f)ca~ions, .ang !!C(!O~P~I)Y,llWJ.1?,ClOi?,1;U;e~pf. of),he.~.od~ls, W.)-!!~t~;~~l, exce ·t ris's'" cifieally ahth'orized by tlie 1contract111g"offic_er.'or·h1s duly· a.uthor1zed 
repr~sentii tff e~'-'Lif. riproiJ.iiction''of.lim'yl drawin'gs,'-specifica tions:"and . accompany~ 
ing: papers, or'Of·'illOdels · orrniateriel,; ;is:•author~zed;• the~undersi%ned will: prOil).PNY 
til!Qm~~1:t!J..e ,pi:oduct;:.9\ltain_eq~ tc;>,. th,.~; (!_~ntractil}~ oW.£g-f f!J'..1h!~; d~lY.1,a»~J1prl~t.4 
~~pres~r.t,at\Y.f1 f,qr;c~11s,or.~h,~B, f!f .. 1 ~}1~J1 "gth,%fl;l~~W.P.. '~t~ J?-,e vfi~d .. f!-.Y..t.f}_eieW J\~e'c~t~.~.~try.J 

'4: If a bid' is not' submitted on a .proJect· o a ,secre , con en ia, or r 8 ric e .. 
nai:iiie 1as''fo~whicli , drawings! lspecificii'tiohs>'and '·liccompanying' ifidosures: ·'and 
models'.orm'iatedel have beeri•i~sued~to·the:undersigned\::orJif a bi'd is,made and 
!}Ot acc~pt~c1",o; insc,as.e l!l,'\\(ar\'I isp_ria,(l.e, 'upon :tpe; co.r,n'pl~!i9i;!::.o~;;t~~. !-'ONfH.ct_!it;~~ 
)lndersigµ~d,,~~ll rPf:OP};BU;v rf,~tip·n ,.~~1 h,3;p.Cj..,.,bY, . r~lH~t,i:req_;. }_Il,%~•:.1?r4,?y -,~ns.~.~!1\l 
e:iPress ·-such· di· a wings, spec1ficatiqns, apd acco.mpanymg papers; 9r w.odels ()r 
l:natl§rl~f1t.:togeti:ier"·witli'"an"coiJies 1 thereof, 'th''tlie f ciffice)from.1:which: tlie'1origina1 
copies .w~re received. . · . . · . / -,,;; rn"'i•; ••• ;fl( 
'7J.[5; I.( a )':t~he·:-qpder§ligned a_gree.s.:itQrbri_ng,.,9r. ca.vse, to '.1?!!1 br(:w~W-,to .~9~,-~tt~n: 
t~9~(9~. a~l)p~rJR~s ,~'W-'.g~~; ip,ttli~e,, PfS.~alr,ah9n,.,9t.fli;;tpfe'.lbl. H~::·'Y:~~~P.~F. r~~~.1?l}fl,tf.tFl<U>(1 
.not includm" subb1dders and e1r emp oyees, e o owmg pr9v1.~10ns· .o aw. 
· Espionage Act: Subparagraphs (d)"ana·'('e\)', 'sec:1f;·act1115'Jiiiie:1917'l( 40'Stat1 
.2i.71)"•;<sec-:tl,''acr 2s· Marcli 1940:\54:.Stat. 79 ;r5o·u:rs:·ic:t·31 ::-MHJ,,:1939,·;Supp:' I, 
Sec.~2181.)i·~·. ~· 11 ! •!J1 ti.' .. _,:.~,~~·:1~\ ·pJ J·.:·~~·r.:L 1)'J f~ nfru Jd!:fl!Ft Li".'.'i,:v1·nr1.di~i<,cfllki H! .n~·q: 
· -Sec f .acU2.January, 1938 .(52 Stat. 3,:.150 1U., S .. ,C ... 4.5; 1\t r;,, •. :J..9~9,)'.l~!!· ~.1,!Fa), 
fl.li'd Ej' ·o:'sss't '22 Mai·cii'i94o; 5).:F: :R~ "n47\.'56'0tJ. s'."o?°45 ;' M'L~:'1939, Shpp."J; se·c? 2ls7a:i1 ~-;·!_{j '·t1;'.;"1:1_\,~~)~'" t\ ~ ... ,.~ :!"'" ~~~!;:~~;.J.}.,'~ .. a~; ~').,: .. ·~- tfr• ~1? D.~;,_f.]1 ·.1;~':..\'.~-~ ·nH 

; ·J!Secoiid 1war >Powers .A:cit,'«1942; ! sections 1l 402;"1403;iact• 27c1;March i 1942· '( Bublic 
Law 507, '.77th;~on,g.1.iii"r n:.rB::fmc ,-tl 111(. .1•;r.' •''"l ." .1rr"I .J.i i•·'•'..l:·:·,.;t. ; · "1 

.. , (.b,), ~~J ,t!'~ .. ~u,<;~~.~~µl .. b,!Me.r.:pn. ,,a,ny, I?F?j~«;!t.f. ,jhe~;u,n~\'ff[j,l~~~<!1Hgdr~~~ thl},Isq .t~ 
t>ring ·9r «;!a\1s~J? '\"J~,1)1;~U.~I?t,t;_q thl'. .. '!-tt~Rt~o,n,.o. ,11;\l p,e,~.~o,ns:.~pg_age_. _1~ ... ~ per
:fO'i'rnance l;df-l 'the1'·contrad,' · rncludmg 'persons employed' on ··subcontracts, ·the 

· provisions of the lawJenumerated:ih-:(a )' abov:el" r/:Y;lJ. ::'.1(• ., ., et ;.,:~_1. rn '~: ul".'.:". 
"".6.!. Th!!; un.MrflJgned· _fµ_rt!,l~fr.foigr~~§ that-.n9.•m.for~at1011.,_l.n.1cqnne!!t\O!").;'w,1t,h .. any 
sect;.e,t,,,CO/!fi\lei;i{fal,,, Of, fieBtf!,\),te.d,...p,~o)eShYf,~!l,,b~, g\':~1.1)9 ~~y ,p\!~~O?.,f10t, m-.t;i,i,~ 
contra'ctoi''S or ·subcontra'ctor'S employ 'e)'cept tipon tlie wntten, C()!J~ent b,efo~e
iiandlof'tlie·1confracfing ofiiceror his1dtily' 'iiufhoi·ized •r'epresen'filtive}'\ .. ~ ,. ~ ~;) 
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REF ID :A412--l2Q-7-------

S'..\:FEGUARDING .MTLIT.IIBY INFORMATION; 

;.-'. lm.The;execution:.cifc,the :general: secrecy iagreell).ent required,.in·.a; above:.w.ith 
any,_ individual, firm, .or. col'poration· prior. to .the q~live~y of. any·.classifi~d- military 
info1:matio:g;.,and• :the _an·nual :secrecy:.agreementst executed .thereafter, wilh con-. 
stitute authority•for, delive1'Y to.such individual, :fii·m;.or,corporation"from:ti:me to 
time of- other or ai:lditional Classified 'information p~rtaining. to any .se01:e.t, 

?o?I1,1f'lit~<!l1 .. , ~rr,f.~s~~{ft~,d .prR~~<;_t.,, ~1~·Wo,9.~. th~ .1?.~~i;~~it~, P(~t_~~i;i~ip,~ a_ ,.s:i;ie~~fic 
SE;!~r.esy,,,agr~~men_t ~g.,~l!CJ:Ji Cl.l.S.~·:.:,Ar,_re~ewt,:. s-gJ?1l,t:.u~.tlftUY, a~; f()~l9ws. i'YHl ·J~ 
obtaine~, when:the ·.additionaL classified .data arE;! 'submitted, toJthose'.'. who- have 
entered' intosucb:·agreemelit:'.·· '"· ~··· fi ,.:: rY ,: •. ;. c: ,., ··.1 . .- ·; :; '. ~·:1·; 
() . .:- .t .• :·it" .. i · :: ;?J '1.t ,lt''.1·: .«:. ,-., .. 1 ,. :-·i·>:f,; :~.-..-('1 ;•: ....... _r ~~··. 1< · 1 ·.~: •· -~ ,uj··, ~\ ;~;r·,···:• 

. 7 Receipt _is ·~cknowle~ged>:Of ;:::;.•:-:..·.:.:.:!.-:..~-'-.:..·.:,~--''.and it is,,recogni:1Jed :that11these 
d~ ta' a~e· class1fied1and.1come.-w1thm,.th,e-.pur.view; of'.the. secrecy, 1agre~meµ t sign~~l 
by-~::~h::.t-...:i!_.!.~~-!'~.l~JLtt.on:..::.. ...... ~~ •. -:......:~L:_: ,t~ 1 ~.-···~ ~ .'f"-:.i·: 4-:~1:_· _•!f_:-·..:·.~ :r-; ~·~u. ~en. !.1.1.~·. 

. ;)?2~ :.~~~.s1:1.J~jd$,¥ · .. ~ith ,. respon,s,ibl~i ~an~f,a~~-qre,i:s:-q;!'1~,.;~~~~~q~f11/i _:{oi'. 
ficers,_of,;arsenals .. and, depo~s 'a,,nd-_.other. officers. engage_d;-in -\v01;k,on Government 
contracts' lire authorized ;fo,'consulf'with' all<.:intereste•d ~~~niif~~ti:;;e~s ~r ;tl~~ll: 
i'"~p1:~~~\t~i:!v.es;:.'fr\y,~ntorsrand. ·.?We~~:~rsoh's .'condefo_il:ig •t:ecli.nica1•" 1.nii:tteri.f ~ 
i;hicli' 

1
they: Jhave' ·a' foi'itimat~ ~fnt'dfest;~ :1-'hcy. wlu,'. bo~e~J-~i_. fnfo1·ill1'?ail) s'iicli 

. • ·~ l --· ~' f __ ........ ' J ' • • • • • • • • ' .(, ,.~' • J. • ,,... \ 1 ... i • ''.,l r" l' f '\.i'" 
pe1:sonst•of·. the :classificatior\ ·o.f.the ~rojects,.. works; ai!d <l!'veJopp.:ieq(s:.:1 ·'_,:_' · .S' · -
o'63:' :·Responsibility;; of' :Army· representatives. ·or inspecto~s . .;.,...:a .. i'~·: Army 
te:Pf.'eseM~tiv~s'.or·insvect\i~s &.f the~teciliiica1 service are u1e ·1Jea111•ep1·ese1ii!1tiv~s 
of the, \'Viar;D~paHmerf t~~rrd1~-ill -tak'e''th~' rieceksary'-:{i;e~suFes ·to ins\.ire the"' 8;';£~! 

l • • ', ..__ ... _r~• -··.I, / l ,r\. ~~. •1.• • •·:1.,• "!'J, l' < ('' • - • !> •>' • .., '•"I"',' "'!" 

guarding_; of. claiisified-Jn!'91rmati_on .. or,;pr_qjects. in rth.~ i )lan<;ls; '9f. '.th_e; coqfractors 
or in process.of manufactureffn:their'plants.: · ··' ·;·i;:;i_--··•·.'Jo;:·; -,,, .J,._, _, , 1·;;_;~.,:.: 

.. :ib. ~A1'mf'.represeiitatives: or''irispeetors''wiil ;·ad.vise ;cenitriictors: as '.to !'their 
r~spqn~ib!iities · iind. -th~ .. i;i~a;cti~1i'I'~ill~as.lifes 'tO":be· t~k'eil' t&/safeguard; s~'cret' 

• · • J;it 'f I._ r~}~., •' · · ~ ~I .; , 1 t. I~ ":l~l~ ,.,' \J .••.. · •\ , , . \l; 1~~ 1 •, •. '\, 1 j• .. - '•/.-f.~ 
COJifii/.f}.ntial, jor r<3.stncted ,m~t_ter_s1 an<J: .. ~1g,~ct fav9ra1J]y, /f_;pq1ctic~ble,-;o.ny_:iriy 
suggestiori! 'or !request t.of., the' company, .tending to··preserve, secrecy:i :if,:at·· a~i 
ti_1j:ie-~cbngi~ioii~· ~.f. ·:~ny ;prarit; .:ori:any; .. iict\?n l oF aC company'. oi:: its_ en1ploye'~s; 
~~<?~ai~iz~ .we.·~f~~rity_:<'>.t .~.l~~~i~'e,?f,i~tt~~ 'p~1~tq\ni~g' t? t.hfwa~; .i>~P.hi't.1i~~iii!o1~ 
v10la te; t!!ef prov1~1Qns of r.tli'l· Ef spwi;iage. ,Act! :tlle_,Aqny: reprefle!1 ta,tive,:or. inspectqr 
will ·request the coritractor.1 to.-take. prompt 1 l'emedial. action. f-.ilf adequ~te :pr~: 
c~ud~iiai.'y' ~~·a~~i·~s.1lif.et'~?~';takeµ'fp.imeci_1~te1y; lie' wn.1 report. pto~1ptly ·t~ the 
clii()f · p~ pie -iec~ni¢at:service' cohcei:ii~'rl and,'· if'. i:he ';sitlfati'oil '~equh·es-·:tcn:h"e 
J..·/ •• _.. • "· ..\ , _ \'. • •. - ,, •• ) • : • ,,.... • , .. ft» r •. ! • ·r.. ... . . -.,:·, .·. . ,. ' . ), ... 
c.oi;mnanqgig 1 ge~~ra,1_;9f ,_ti}~ seq·i,<;e ,~omin~IJ-~i i4, :\Y.lficlJ ',the, ·ite~ . .is))i. _P~:O,~e~s::?..~ 
man_ufac~ur~. . , . . . . _,. ",. :·: , ., : . : "·' ,,.-._,; 
'"Cf'Wheb,'A'rmY: and N:av'y' inspeetOrs,are 'oniduty:at the:same•planf'the Army 
i8s~"(!(bi£!Fil~ ·~oorct'jria t~. _;aitS~d:irity' ·illea:s~1'es'\vitb. · t'rie .Navy 'inspect~r: i~ ·otd~t 
• ~· '.'' ._, h ~ ; ..-•! "·~ •. :d' -Jt,n, 't·.: t ~ ;,; .:!~: ~ ·u.:.~r~ t 1,!<';f.i .. _~.·/·.·!1! • ~\ 1.r,··1i l~Ll il•i' 
fp,ayo,gI·,confl1ctrng dE,!p1.!1H<ls_qpon sol}tr::i~.tor~,.i ,_,_ ;:··;< : ... .,, · • -_t: ,_ .. ,,,:_,.1:, ·• 

, 1 64! JRespohsibility ~'."of' 1Governmeilt .:.contr:J.ctors;r-,.a._A : priv:ate i individual• 
fi,r,~1>.?F. ~o~po;ation __ w~i~~ :~n,~e1~~ i7~tg..,a. fO~t,r~ct t~) f!!/Wg~ ~'.:. t_ec)?nical iiroi:k ~f~; 
tpe, 1)X ~:' p¢v~~~If~J;I t; ~~c?_µi~s J_\!spp.i;i~~~.~~ · ~P'.~a ~.t!!tJ~i W~.p;: his: qr:N :"~on'tr?L ~9r 
the safeguardrng of all secret, _confidential, or restricted matters that ma'y. be u\s~ 
closed' or:tliatimay :be 'devefoped iin';connectiorl,;therewitl)..'' A. clause .fo. this' effect 
\\'.ill be included in ,such a contract; but its omission Will· ·not-' relea.'se .tile ·c~n-
1\ f'· •·}C,~f·, .• "'"1'7.•..-1'. · ·j• '•,..•.1,--·.- ""'"!• ll •. ,,: ,·~·· 1t •' - ••· ,.., ""t· • 

tractq~ fronn~:s i;esp~l!si.bil!ty~upder:th:e EspiQ,nage, :AGt:1rnd o.th"e1' pertinent'laws . 
...J •. ! I .l >" •• 1 ....... I . ·"' ·:, .• · ..... ..; ~ j.J. ·+. -1. '"~ ,,, .1 .J '. ' . ., •-t.t p~ :. ~:_•:'. "'.:~ ~.;i('f,' 

.,,·,b . . ~Qntr.a~tors .ar~. re,SP()r:1S!l]l~ .tM!t.all cl.a~~1~ep i;iri:p~~ts ,allcttted_. fq~_,stiqcoti[ 
~r'.:ctors ~r. ~~ent~ a:e_ ~ul~_Y pro~e:~;,d:by._a ~imilar agre~~e~t·,. .· : ! , ; ,:; ·- ,, ,;1 
.. _;c. ·:Whenever for any''reasqn ~a;·;:;ontra:c~ agreement'° or~ silbcontract: liils been 
~ , • 1 ; ! ? '' ·• • ; ; · ' · · r _ · · 'o ' ·, • r ,. ·~·.,, ; ! f ~ ·• · ·." r •' ··· • ... -~ · : ; · ,_. ., -, .- ' · , ' · • . · 
made 1wh1ch, does not mclude"a-·security··eiause--but· later is"fouhd• {O' involve 
-'?-' • ..t. .... ·,, JJJ'.: ·i_·J.: ;,:~~.t~·· I.'~-,.' t:n11,1 11;·.:.J1:-:fj '£0'·'.ll'.'· ·., ··~: · ."tid'";J~.~~ '.L't t·'"·.t~;/'·)i •.fJltlt 

secret, confidJ3Jl~iaJ, .pr . rf)~tr;ic_t~ci.s:Il'.}f!lt~.~· htpe;_ ~E,!!!lp,11~11J '!~F~W~ ,~cp,nc~rn.ed., ';Vil~ 
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take• the necessary :steps !to• inshre rthilt the ·project> or Iwork•:iSI properly! classified 
and thil t; the' eon tractor~·agen t;tor -subcontractor• is1 inform_ed; of. the classification 
anO:ofchis·:-responsibillty'inthe~,i:rlatter:"" ·; 1uq i <c·' 'U'"r! :, ., ··-·1'<I..: f1';Lt:·~i:L; 
'.'65. Tests' of1 'classifiea~ materiel,'-'.-Tests of· classified.linil.teriel.:wilhtbe; ade? 

quately'-'s!ifegu'rirded :liy,ianresponsible' officei:1:b 'Jp 1.,:..:1c•1.; '11 ,,,,i ·L~i·,,.,;\ ·,:; ,L_• 
· 66. Public display of classified materfel.'-'-'-af: Gomman"ding:,officei's::ai:e 're~ 
sriollsible· that.'an·clllssified\parts;·components;or features of materiel~are 'properly 
safeguarded !duf.illg:Jmi:liierivers;1~·drill's; -parades,: cereinoilies;,iasseinblages; ,{]eri:ion' 
sfrations,'or exhibitions,: 61'·iexhibitiohs 'i:Jpe1l:t0Jthef{ferfeml public·1r ,,;·;11t'J: .') r.; 
~·lbi'1T(1-)1Ph'otogf.aphsi'oI equipment' w:6fle iJ.n ~process '6f':devel6pmenti:oi·. •'.tliose 
·(! f ;J<; P,;!!J'rr:YcreV'ealiiig"pfocesses ofl maii tlfacture"rare·,proliibited.-Uti] ess<a Uth·orized 
,,f17i,;i; __ «:.• :'•JJY-'ltlie'-''chlef.'=oP;teclinicai t.:service' con'cerhed!tfi'~fter ·an1:articie1rof 
'i.\1'WI!~ •; £l.J bequi pmei)tJlias!Jjeen'·ISSUeclctb· c6ifibat··t'ifli ff:i,<releaSe'·Of •photographs. iS 

, · ' °'permissible .. tmless specifically· prohibited by the. instructions·:issued 
0rt:'~--.~1~ tn~~·\tliereWftlf. !;) ~~~. ~~,,: ~·-''(~. ·;~.-.l:w: .._,.~!~ .'.~!-'r,"j.:" T ·"' · ~ ·• ~·.;·1..·' 1."'":~~r "t! ;. ... .. 

(2) Requests for permission tci'.f take'-photograptls: of" Classifieck materiel: 
iF, ,8 rrq•;-i::-pfojects;',:or·'processes··of 1i:ilanufa'cture"'wi1Fbi! ·1:efei·reci fo the:w.ar 

Department through the proper chief of technical serviceY-If 
2:11(!?:>11!•1•; ~Hfauthority-'{is'. 'granted;.:;it:· wHi lbe witli the'. •understanding' thii't 'the 
-: ;''.''.:- ·~::-Jr n'Etesuidng7 pliotographs·Lwln be'>'submitted:<'.fo •'.fhe1 ,Wifr::.:oepartment 

' for review.prior to release. · :r.L· :-1:.·,.u :_.·)·;~ :.:ff.-•t ,e:; __ ;, i;;i:·-

·C:<16 7,' '. ~Rele'ase r of'IinfO'riii:atioii'' or· ~aile of mateffel!;.-·a:« Domestic .sale; :di v.tllgin'g 
iii'forillahoD:.liD. 'co·nnectfon ·'*itli''negotiations:·fof-·~fo'reigni:sale~>alli:J.'.fOi:eign:·marm: 
fa'cfifre oi iteills O":P.Afmy atid"Navy materfoF:ind:.equipmeiitl are-. noVperlliitted 
uHless th~e'° 'Waf anC.'i' Navy ·Depai't~eii ts·t are·. agree:d ·that ;inili tary. secrecy is not 
cOniprcimise·d~~tliereby}-:~r~~- t: 1;:~ie·t:, ~;l:::.~ :c.--~:.::: t. . .-:;. ':(· ~::-.·;·:~· ,:.--~;.:., ·,'!.~':; ,.t1~~1?.nB---<·,;·~ 

b. International traffic in arnis. ';',~-:if'\~~i. u:, ;;1 .. 1 :-.:r,,, •. ;.1~ 

<\\l•)'l°'i (.l)i TheiiStafe' :6e'rili:rtinerit ;adfuinisterif' international. traffic iiharms· and 
·military ma te1'iel1c<imiiig 1withfo' I the scope;'ofJ'tlie ;Regiililtions fGov. 

r1~; ,;- ~t:}n r:f,-11erning! the :.fr1ternatfonaFTr'affic 'in ;.l\'r:1lls;:·Amm'uhitions,: ai1d1;Ib:1ple-
1n't ''·~?.Ji~<! fllients~ofiiWar:R'rici. 0tliei· l\fonitioi:J.s:of-'War .. -".-ii:-:r.:; SL,::·:.-:_.'.:;-:_;.~:.! 
.l ~, :1" t <( 2) ~The·'sta te' • Depai·fnien t' will' ·not- reieasP.' 'for. 'f6reigil' fsaJe; any · ·item 
.1:1~:1~q ~·re,;-_, •_cori:iing·'withiii ith'e· .. sco:M,.ot< tlfese •regulatiOris::until::the Wa'r·i and 
,«," ::r:::'1'.)9a Jt;Nayy••Depar'fnientS!'liaV.e:··stated<·tli.a:t, th'ere~is .:no"."objectioi:F fo· -the 
9'.>il0'1.'i/M•:Y •~release'\ on. grcnirids':of secrecy, aff'ectingl the.'.Iiiltiofial(defebse::t;:,.-.-.'. 

68. Protectio·n of shipments· via commercial carriers withiif· UnitedcSfates 
oi'i i b;t•pos€iession1i.'~;: Selection 'of shipping m·ethod.""--'-DisCiosiire Of-!info.rilia ti on 
pertainih:gii t.o'.Jclassified · :ma teiie~- :..vnFbe•iptevenl:ed .~during'ittransp_orta ti on' •lby 
one of 'the~followiflg·:m'ethodi:Pof .shipment:' fo •lie~determinedtibyr:a.:conimissfoned 
officer of the ·service, force, or organization authorizing;iitsCniovementl qualified 
to make such classificatLon, by a higherJautliorityzso:1quaUfied,i.orc.by. a:military 
attach~. .-;-"'·;,,~{r ':rf;1.)~.:~ !•~·r1 'l.~:riH1!j :ib!J'!.J t.:.:tl£!·_~~ o~:i 

s·1 b. ~rotection as ;f6rsd6cuments. ~._.If :sizerand:·quilntifylperni.it;! classified .tjla teriel 
may be:handle'cl.dn the'same,ri:ianher1as:pr'ovided'for1siinilarly~cfassified documents 
im:paiagraphs 251.fo ;2s;1Anclusive;-! ·>In cases 1-wpere: inaterieblis ·of' such size or 
quantity as to create ·sJ!SPi5!!.on' of; its~charactermnd; e'ntaiJ1'additional risk when 
tianspor.ted ·in\ the':s·aineomariri(!r. as•.dpi;uments;• another~ me th.ode wilbbe ;usem :; 
.1rc!trRailway:mcpress~ ·s§'r'l)ice'i:.p·rote¢.ted: by.Hcar.rier.!s;:cguards •. -.'Secret, :.:or. ,con~ 
fidential shipments may· be shipped via -Railway Express Agency, Incorporated, 
after advance arrangements' have been made for carrier to guard materiel from 

29 
AGOV448 

:, i 

\I 
'I 



,;, •J 

'i 

REF ID:A4127207 
AR.::aso;.9 

.-\i68\f} SAFEGUARDI~G 'M1:•LITARY ,INFQRMATiqNt 

the'.itim_e1 it IJea_ves; tlie;hands i:qf-.co.nsign6r un ti! :deliv~r.ed ;Jo· c.onsignee:irr Notwi th; 
~taiidiiig.;~tlie •general,·,proliibi ti6J1'•.of rinsurance.;;p11·-;.G.ov~r~ment cshipll).eJ1ts,' ·any, 
classified shipments may be shipped at .theit;:i1,1ctua1Jv?.lue1'a:~d-notatloll'rofrs:uch 
value0 ma·de· on-1tlie rbills;·cifl'lading;'.l ·,( See'-AR -:557105;. 55..,-l50; ,_and: 55~ 15_5,) .. <·T.he 
of?cer determinlng fl~e inet110d Of shipmt;nt.J:Wilh.c~r~ij'yr t~~·the ·O~~er lSS_U\Jlg:;t)l~ 
bHI of da!}inglthe:,v:iluation:ttO be-used'::;~:~cnr. h«fll<:" ·h 'io 'i;r 'rr,! b ,,H;:Ir;9: .'.:'.). · 

"! d:i10n<Jin(Lr11•1·_i:aiiway 'expr_ess. ~ser:vi-<(.e.~~W:-?te.cted·;i~ii-.:rnJ1it.qry1; u¥/:trif~. ,; .. Tlijs 
.method. of:§hipment·>111ay,.1pe_,cho.~eit'.fol)·s,e~-rflt: _or::cqµfi,dentia{:n}fiteri~l !(lS\prqyided, 
in a abo>e ... ln·;su.cl} :c[}Sf!r<t_l;ie,1pr~I)ciP~l:!S tof_,;~~gµ)atioi;is,,gQ.v~J'P!J!g, gµar~!pg;·!?! 
freigh tr shi Pl.llen ts.> (-see "Pai;.~ S;;A~ :5.5-J:.Eii'j) r wijl,_be i f<?lJowed rsoiiftJ-r, :a,s, <appJ'9pri!olte 
for,; express:;seevjc~. )Jv! th,, tqe r<l.e~nit.~, 1!l.~G!:!PJ!C!!l· tl;l!,lhgu.ard!i' '!;l.tJ11 ,ex:r>ress ·sh iP,
~en ts i will ~b.e ·f!JorLrijshed·1:WttJl:0t,ran.spQJ!!at\~l!rrl'.~qµes!s·'l:•1TlJe:.ip.umger. of guards 
detaile\:lgfo,, p~o.tect1J.the·1 s.l!ip);i},e!J.JiIWVl d~ebfl-1 ~!l!Jm1P!!;;£O.J!!>ifil.i;µ_t,~.yv-i th security 
requirementsw1JK.-11 o;i!J \'l hojidino~1i·~rrn·i1k:1•i~ "·., ..... w:1 ort;i~r·ii·l'.JG· .. · " • 

e. Air exvress via commercial air· lines protected by ,rr,1:f!i!9-l7Y.;'Uliiirds.-The 
p~·oyisions;,o.f-Jd: 11b.o.ve,wi.U[_?o;r~xn .. ,gtn~rnJly. i J!'J:<: L1r·.!.,: 1.-):t · '-''''•)u 1;:;IT . i°l) · 
·r ,:f,~' R_a_il ,freight~~-erV:!t;<e ;prpt_efJ.~~df,~by · ,nJJLU.ar;Y;\Uit,a]'_qp . .,,..,S#~ P,!lr~_graph 8, AR 
55-155:i!vr:~~ lr.:i1r:1(r,~., ·':lo 'l:-:>i•b :.;q,·, •fl ':lriJ i;,...nnwi'.:i1i<>mj·Jl,~:'::i , · . 
~~g. ~Qr_:.di1~rir.y im9_tor .tr.iickifreiu.lJ..t P.UO{ecf.eq;bY.J'iJ.~Hi.t.q:v1;u11:.arfl.S.·T.iT.he principles 
of•.paragpaph~S;;Al!ili5-::1.5f!,; \\ji.U g<J:ven~. n9\ily;_:.<J}l¢ ,g~un:d; ~il!L!J~;·).lSed ·for short 
runs unless more are necessary. . :ri-::-;lo-.r n) ·ini·:rr ·.·,r;.i ;.,.~··.'\It · · 
· ;~rn:;;J·Viafer., !freiyhl;;r.~rtr.!'{ce--v.rg:Jf'SJJ.!Ar l]y ·$111ilitqry., in~a'iq.s:_ , .. ~T]:ie" p1,ti.w~pl~!!SJ of 
'pa,r~gra~h~8;-.·tAR::.59,J9.5,·r~W;~l.Vg~v.!\!rP.it.lWl:)e!l,:·1Ye,sse!i;; •?rn:;u~~.d')\YJ!i~hJ;p~x~.)~l!t 
i:aiJgemen..ts~1foi:,·1.caJ.1:Yi!lg.ui;ms~$1).g(;~]s;:; ti;!!p.sp.or.tat!Q!\ -r~q~~st.~ 2wJll; ti~ ,j~§u~~-' 
When· ve;;sels: ai:e: iUSe<:11W:h.iC~J,qO ;n<ih~!loV~: .arrapg<!_lll.~J!tS. f,91.'•. cgr,r:ying put@; 
passeng~rs, car;iage free or at a· reasonable charge, ::{ppropri!J:£eJ R·l!rnP.g~ip.~1).tS 
for'meal.s \vill·be negotiated. ' .· 1wn ,< ·'i:.;\l'I.;\ \1-<,<>i' wn!'-«'. ·.u . 
hfi;; SJi:aiuht ·o.i::,mdx.edrct?J9.0P.)tmi??~·,.,CJ~~si,l;led.,,ffiat~r·i~Ir a,c9,QD;JplJ:.nyii;_ig) troops 

· wiil)be :adeql!!l,t.e!y~gua.rdl'l.dJ,bY; opga~~J!t~<;m~pei;su_nn.eJ. -, , 1,... ·,,,_ ,, , r i: ,, 
· :9'j.,;G.ua1;ds,-::uG.li<t.r.dsH!!.u!fi.c.ieJ!!:lY 1 :.ai:~i.e.ctx"'!!h :be.;rPr.O:vJJ!e.<:1· t i!1•1 ;icc_oi:dance with 
par°'agraph 8, AR 55'-155: >i.~eitp~rLCA!J!'.i.«£(~ pprwp!lJtll~'Y•'gU!\_l'(;ls,,w!ll be used fo·r 
the? SOie JlJ\]rpPSejpf1·~.l'_~V!'ll.t iggr; diS!!lQSi;tl'eJ!)~·. i!lf 01'.!l.J?J.i,Ollf Of jr,(_J§..triQted \ !P,a teriel. 
GuardediservJce·~may;ibe tus~·qwµ 1mY.i.Shjplll~qt.w!1~n .vece.ssa~y.,tQ. pr_event physi
. cal sabotagei_, fWiien •Po·ssi_bli'!, 1~tie1;~_,cwi.cealm~l!.t ;OJ".'the·. ar111 ·,isLiiot necessary, 
SUb~acliine\•guns,'.l·autpmati£-;i'ri.fles,~ or;(ri.fles '.ShQuldi' b.e~ P.l'OVJded~·in preferenc~ 
to~pistols:Hnu r!:rf:tl-.;-r ;;·rain.a,1 i_.i:;fa-;9aurro•1 nl-.c ":}uc::rr. ~, i1{F< 10 nciJ'.l<::ro':i~ .e~ 

f!ok:JiSliipments;1·of!;LC:Otifiden.t.ial.~niat1r.ie,1~~,e~c.ept-c·c.ryptogr~Ph.lc_1~f!qu!pt1wnh;:,i11q 
· ~omponents'.c~hereof-:cµlay,. )at,~the,'disc2:e.~io!lf iof tltri1-:chief · of.tthe :Mcl!,n i~~l ;'~eiv i.¢~ 
involved,'1be)shipped1:byJone>'.ofj th~ ·ful!.iJ_W,ingtmethogs,,,w~thoµt tguard :,'iii :to 9no 
b~°f!Hm(l).i!Erotected:,exp,re'ss:;61Iiui: irolt~;;l~·}·.no 'To ,':'. ·101 pun·,:·J e1i; ·:k• ·19;ff:lo 

''CJ;":tiri1(2)• f:)e-a1ed,fr~ighh,.6~.;~xpres;t:ca1's~~.:r;:;ui re'?:'; ,;::·it.:- ·11,,:ud:; •''lua ·1·1n.c;',;:t 
. (3) Seal~d truck \~nder own niotive'power. . I .':li'.)Afi:C 

f:frr1u1: (4)" ·Fla tn ca,r,ii proyige'd.rr trl]cks: ;ors crateiLcontaining , ,s&id1 .eqU:ipiuenl ·:are 
• ejw~mJ:.lOD I; ·suitably'!;locltedvand/or,ise

0

aled;0and-J locked mnd.l,or sealed11tot!tlie ·car: 
io: !1:>.il' 1;~;n,. Im addihon:uthe:iequip~ent ~W.ill :be:~protecfea 1fro1n externahv~iew 
H'1ri''' li:?h f?.anaiinjury:froin)n~rm:lLh.azarcisi ih)shippir}g.» :J:t~'!>'f'\ (Ji "-~' "cii111,:i1p 

l. ForLspecific, means11oft'shi pment ~of .:cryptographici1ma r~riel:i1reference tshoilld 
'be):made ,to\ie'tte~-~instruction·i"on~th!s subject1'issue<h·by, 'the \°War 1E>eparftnent. 
;t9i.H.:'1~r~0:1n.T f·.:5r!;,~:L ... a55-1'wa y;.t~\f,H.r-.J-t 'J:~fV ~t£J(J4Ji·i-fe otf 'l!;Jtt eJiF.u:C::1U~ \1:.·.~rt~J~~ 
· .fi~;i !'1fi1~

1

l~;.11~ J,1.ei.J:~ of :L:?·.f,n > '"'!ol' t;i),t;;<~ ii~ 1•l 3V .fJ1\ ·a:',o.a1nar:'-u~1·.~.~· ·~·;L1-:?ln ~.f9:i~ · . .. - . ' . ~ 

~o " . 
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.fnlpnrri~.'.O'.l ::c WUfmii:1r:a ·u.7/ SECT10N-:ilVIu··iui:fr .. :::1i1ur :;! ·oh'3: U'~ 
t8j:J~t~1·H~ 10 ;·l1u;r·l)3;Hr:~.,J1:.: .uJ: b~~~I~l~ltfl "~a:._J~ :;.~;;1l~1~:r.J.'~ a1H'11P:f.J1!iJ"lfriJ:s~.; 
,Xlrua I!~RiCT9i~··)n:.:11:r'.t.bq;;~ · .. .::i;\'/ ~.;;.Y~8!,~9~~t, ·.;i;11(> .\n}~J&itt.ca\ ~)dJ 
¢i~~sifiCitfo~~!:.t1i~•!i~;S~~·~Yi~~~~~~±_!i;:~~i!~!~~~~1}!:i~l!~::_·~-~j}.!_~±J£?.i·.:_IJ~'!:'----=~~agra~: 
.A:utli?rity. for: ad~iS.sionJL ___ 0J.!..::_,_:i:.:.11.1 .. n.:-L~_.::i·li.:!_"!_!·.:.."'.__!.·..:~r . .!_1~i~•J ... .:!.!:...L_-:l?.._i·~·.!:.:~ __ _: __ ..: · · ·70 
Jit!l.~Pf>ps!J;>il~tYJ ;qfo~O!fll!J,~n,q_i_ng; ~fil_<:!_ei;, 1_ Ariny •:repr.e_13enta~i Y.e·; 1or;:H1spector""~ "'"------~ 71 
¥~~P~~~f~H11~:.J0b.;.f?}?:.'ler_RP1~If5I~RPJr~ctpr~_c1p-rf.J~:-.'":-t.0-f,1:-;7-,-:-=1-,710-;-7":-7,~"------- 72 

l.>{.69.,> Classi:f,ic!J:tion.:;.: a:uEot:eifin. 11aUon'a.is.~For~ th'et.pui'.pose":of icthese regula-
tiops jforeigp 7nationals 1inclild~jh'i('~: '.'•; .-{·1,a.;Nn.i ·~~r"ll';\·, ,v.1T•;1 , 

-.~·µ ·1a!(::J.:) 1 RBpi:esentatives,toffici11Isf or~employeesiof a~for_":ign)government having 
· .. · ·~an• ofilcial sfatus: · «.· · · '· · · · .vhci:i: 

'r'l!li.."'lo (~,)?Mlhotherf,f oreigti:·na ti_op.alsf and Citizens-of .•the '.1 Uni ted~:s fate's 1 ·repre
·vn~ ri;:,1foi11..1 segfing;ai.f9reign •. gov:~rnment;J:·firin,,.0E::coi.iporationn1:..J:1;,,(n '1c:1 .1 i 

iA1~1·:~JU(8~ .i~Cirnadiitn7 nf,ltiOnals' W:ill '1belconsidered ,as11aridrraccordedritheirsame 
0n1 isn.diJ i.~pr!Yil.eges ;:as. :citizens.8of ~thei'lUnHed ~, States'iwith:'"respect:Hi:o'dther 

matter of visits to. Government or· 'coinmercia,1',.,nianufactur.ing; 
:l~sto-zq 10 ;hestablishineiits:and,]exp~rimeiital~-lalforatoriesi engaged•:oh !classified 

work or' projects. .hs.,;c::1 )~ n: -p) i!llfJ!(C. ,.; . 

-ub.n1Uniped•-Stritesrcitizens; ",..~ Alli,dtiz'ensrof the1United'JStatesmot;inclil.aM in a 
ab_o__v~e:-~ ~·ioh1~:,rr~ fa;Jo , ~-l~19·n~~:H$ · t..:.s1.UaJ'a:.~-c··1'lq~J1 ·~tI:J:l.! 1.c ,;~~ 1~ ... .iLt.bL-4 - · 

:1e70~:l r A ti thori ty;(for.: · a,§niission; ;; a~·ctGeherai~·:" Corfespo rideri ce;1aiid comm mi ica
tioi;iscrela ting,to·~visHs1,wHb belr~u fed 1a irecf ,betweenlthei -variousJoffices concerned . 
• :r;b. F.or;eign3nationals,'j,; 'i1lde> :Jfc':i,If/)<J<,,;:; ~HiI ':/)f'tJJ;jr;·rle'hi·f!uJ~ v)r!'": 

(1) Foreign natfonals;;;(:see.1parl 69d)l-.wm:Jbeoiadmitted(focGovernment or 
lo' ;:i<Jv!t nlrt ~CO.lJ'.!me'rcia!Irimariufacturing:·establishmeh ts\·andlexpeririien tan labor
aiasmiia if iJ.111a;tori~s1~iiga_ged rcimcfassified•.woi·k~ orxprojects;l a11d) 'fo'iinili tary posts, 
,19;)j£r.n o:;.fH;camps,·~and1L_afrfields !lQnly ~ofil written:<.fauthority:wf,uthe I Assistant' 
fr!l~iilf'.l~ III '.!O Chief·Jof1Staff~ G72,1::Wa'r;;Depaitmellt'.General'.1Staff.'fVJG ·· 
~ai1lrI<(•2) e!Appli~µtion;y.fof;,such'!c;visltS <iwill::.:be J made,tthrougii: ['.the' appropriate ; 
'.ta ;:r.cowH jr:diplom_!ltic"1ref!resentaUves!1exceptriin>;;tbe 'case:of• foreign· nationals . 

employed•by1citize!lS'ilf: theiT:Jnitecl::Statest oi·; by.nrmsloi' corporations 
-.nt 'IO ,'.3v.Oownedl'O!'J,COn_frolled,·by) citizE:ns.iof .theLUnifod St:itesl<:for.!·Wh~ol!l:ap
:la9m, ~~lfdn1e:pl!_caHonsl'wlll<f1bei sutimi ttedi(by. stheir:;employers;'} appfoved-.-byi ·the: 
-dJJ!s:-:i ~oi·ti.i:commandihg:mfilcerJorrnianagement~of:.itheiestablishment~to' .be:.:Vis0 
·b'.l.lla'H .a1:-·'liited!l and :for.wm~d_ed i withf .th'e 'recoihmendationr of.l;the{chfofi:of :the! 
\::91Irn:n sruij ttechnicali·serv-ice11or ,appropriate •coriiinanding.lgebera!lrofLtliei sei':vice' 

, fmn jlgi·1 sdjcommanq coilcerried\;tooth·eaAssistaritiGhief(of~Staff;:i<F.2;-!!:lWar::De"t 
partment ·General:iStaff:Ji J;I:iMn '"~11!:.i mll ·mt-i1'.i '0:1roi.1:;1.I;.t?.i1t LJ'.,p:i·i 

orl:i <,:i (3rkP.pplicationsr'submittedi.throl!gh ~ither of the\Chaniiels rdescr.ibe(i\"above 
·o·u1g:n ~'rl1 i;ffeiilrinclude the;followingtin:(orfuatiOn.:'1.-D .'il:n:i~ :to leirlO 1UJJ)t>i~2JI. 
gai'lig ,fJi;rnm!:l.r&a );:;iName,!ifr•.fu]l. 2Hibn~rm11u:i '.lo !.-i::i17'1t~?. 1.S'.J.Ji:ttb~;j 'l.o hirh 'lk11q 
-ris a:l1~9:rruiai!.d.(:b)_, Officiab.title~or.1liositfonnn f ir0r'.'l:!1.t•l!'l. iiob 1Jt1r-ro':i(~··::;ui'w1•ifol:' · .,~:1 

- (c)' Name of·r)lant or plants, posts, canipsf~or."niiflelds,toiwhicli1 
:. . adi,nissi_on·~is:;des_ired. hH.H .riarr;aoq. ii:b}tto ,:71111.':1 U) . . 
· -c d) Date of visit or dates betweeil,which visits!ate tlesired~l 

j~i{e.)1 'I?.u-rijosEl of,~vlsit::Hh i0'10Ji><i-v eil:J fi.~iI!-.r '!r <"d1i:M (8-) 

For foreign· nationals .employed::.by.~citizens"of1thef£:Jnlted SHltes or
by firms or corporations ownea·.'or coilfrolled~oy citizens:of, the)United 
States the following additional information will be required: 

(f) Nationality. 
(g) Length of service with present employer. 
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(4) Prior to authorizing• a:;visit•:.to·:a ·War Department or commercial 
manufacturing .establishment _engaged in classified ·work or projects, 

i..Jr•·c,r·•'.~r· 

. . . . ·the Assistant Chief of''Sta:tf, -~2. War Department· General Sta:tf, 
"rH r.1-.1;•.,.1{ J.. • • • . . .... <:o .' ·~ · .. __ : _w~l! _~f!~1:1re_ t!_i_e_ __ r~_co~I?end~!~ons <?~. !~~- ~avy ])epa~t~~Hhl;!Jl!l, tJ!~ 
·~ .cJlief of _the technical .seryice;_concerned .... Members;.,of:.Jh!i armed 

· ~: forces •of-- Canada: and·· Mexieonmay,.:however,''betadmitted'lfo <Army 
5 .. ; .. posts; camps;· and:-airfields-nea't the 'oordedf of'th'bk~<' coutltfi'es '{di: 
":''.;" "1 -,~_. "occasion~I;,vJsits:on the autho'rity of-.the commandirig .. generiff of:the 

army, defense· command, or. service :conimand::·hav-ing .:jtlrisdiCtio1f 
>~ :.-.:' ·;c:v-'·rcoveri§_ucJ:t:p0sts, ~camp~;,oi;, airfields;lwithout 'reference:·t<) nigher au-

thority .. ·· ·; · .~I.1 ••:.;\ '1,'·;1:!·1 ,,, .. 
. ·.qo.!r.United::Btatesucitizen~:..-Subjeet.to.1the·:approvalt~of tfie·scofumanding· officer 
or the contractor;1;Unite9rStates,citi.Ze_ns,,except-those -representing3a foreign gov
ernmen,t;firmi;or.-_corporation, may'.b'e1admitted.to W.ar;Department>or~co'riiinercial 
manufactm'!_ng;establishments:enga·ged. on '.elassified:'.work ·or; pi·ojects under the 
·~9Ilowing .. condition·s1::-i~.t:'N~;~ .~.- .. ··~.nz, .l~r~.Jl:;t~~ ~= t.~Jir~,. ~) ·~~;"\.t[0. 

;,::.t;i , .. , (-1) <Casuf!l ·:visitors:-mayebe!admittedepi;ov;ided: no'·classified·work' or projeet 
is shown or discussed. .l':.i!l: :, . 1i: · ) ,;-, ''""' 

~· :''. r- (~);f]tepresentative§ ~okQtbei'l United:,Sta tes·, Government agencieS,\~'ihaiin
.facturers, or' their representatives,. engineers, and inventors cooper" 

. · .: , .. lrmr:1 c,;o .. a t~ng".:in,~_:wa.r~"E>.epartment.< work· ·and,rha V.irig. a'.:legjtimahi.-.in terest 
. l; ~n·d; ,. n ~ :-..J!Jere!n1may,·be!shown·.suchcwo'rks •oi':projeets .as;are'considere·d ·neceS:.l 

sary and desirable by the responsible chief of techniCal ser;vice:~: Au· 
., .'.."""-"mr:;·,thori_ty:.for;,admission\wilLbe in '\Vriting::I!:• .-,~·;:;,·: :•" ,,,?· '.r.;. 
"Ji: :!!;f ( 3Jr..Accr.eqited·1:r:ep_or_ters;' .. photogr~phers,·.~and. •.other:• representatives of 
.. ~' ::-,.:_! •:wW ;publicity; !!ge_nc:;ies,mayibe;adniitted! to manufacturing·•establishments 
1l1£bi"~-"' , : engi:ige.dton•;work for; the Vlar -pepar.trhehf,1 providedicla:ssified matter, 

'; project_S;'-:ol' ·processes.•.of; ll!an'ufacfufe '.'are 1not~s!i(:rwn}or discu·ssed 
·.;.!' 1; crr1"·::·: ·'.u with J~em.1.· . N.ews;-i tems;:photogrllphs,•mnd.·motioihpictu_r'es 'resulting 
:;.~ .;ud:'< c. :r.-froni the ·yisit ·must_:be~~ubmittedt to: the lVar /E)epartnient Bureau of 

''i·i<~i:i l '.i<:'In ;Public!ReJations for_:.re:viewJ:in,ior. to .pulilicatfon:->'~,•i:' JJ'.J 

.,J'.L:~R·espons~bHity; .. 'ofc/,comnial1dings'offic~r,->Arniy.'_.representative, or in
,spectgr. --;--a;; T_hf!< q>mll}a~ding ~officer~<Of·:-a l military' inantlfactu't.ing!establishinent 
orr-the ~ArmY•'.representative ·or::.inspect9rimtr.a·,comniercjaF rm:anufacturing· estab
lis)]II)ent-isJtl~e,local representatiye·of.tlYe War:Departmerit in an:·matters tegard
ing-,the:admissiom of--yisit6rs.!i'.EI:f;·in •his1'opin!o_n, ·.thei·situatiCm'af the time makes 
the1admissron)of'a;V,isitor;,inadvisable;,,hecislempoweredtto postporie'.:the visit arid 
request instri1ctions·from the office which·'authiirized~it~::;- !1t~rxi:1:1 . ' 
, ·\b~dThe:;comni;tnding;:officer, or Army l'!!presentative:twilb.make :a:•repo'fi:i to the 
Assistant Chief of Staff, G-2,[;\-V,ar:DepartI!leilt·:General Staff:cth:rough the appro
priate chief of technical: service or .commanding genei'!il,Fservice 'command, giving 
the following 1informa tion •COncerning;;.fOi'eigµersc·lWho".;.visifl establishments en
gagedrin1classified '.proje<;ts,:::·: .• ts.;:, Jtljml<r: :'> t1,,.,1f.t_'':,;, ·sr-;:i.;~ · f.f ! · . .' 

(1) Name; ·official .position; and .hationality .. u!:-;)1 .• ;,;. 

(~1),~Authority::for theJvisit:.-.,1'1lB~·:t.IID ·w W;'-.: !r->! .. u ;\'!~ ' , 
(3) Matters in ;which the··visitors showed--tlie greatest interest. 

'It; e:;-.J~·) _Gen_eraJ .. naturer.of .. quesFionsi;:as)!-ed. l'\ ·;.1..:-i 1 •1,'> .r;:_:; r.{i't <I<''/·I 
. £::t:lt}t:(5).i Expressed. qbjectr of:.the '.visitnt-fr. ,:;:rHJ~·10.:,r1 :o ·~·.1 7in'~a v.c' 

~ f~:}Jlrr[J-!·t :·1.~; H~11'1 .. -:o!.h~rrr,t,/itd fo.nnlJW!lu- ':!.11f·rttlrI~ll '.1,"!l ·~).!.r.:t(.:i 

.'tnI"uoiii;~ lU 
.'19"t0Zt.J.U:":1 1il9!3'1:! 1ftf•N 91)t7T9r-i :lo dtg;t:.r~i (~) 

'3.2~ 
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·!N1fry;_: 1• ·.I i.::>and· a~dresses,of;::the .\vHhesses1 andi such 1pertilleritlexhibits a_s may 
be ava1lable. . ·.:; J.11"t ,; , ;~.111w1 ·u.• ,;,)L 

t::iJ fl;: (2·): Whell'Jan investiga,,tion Jreveals;;that~a:'person!.iriot subject to military 
' . ' .• kdaw;has"..entered;'such :u:resfricted area-:·or.i·building, custody of the 

-.:t:;:l"c. \cl i'.)•_-Nndiv!duabinotlhating;ibeei1~ieffected;'"the•Jcoininail'ding officer will 
· · ' ·promptly forward in writing,•to• tli'e. ·bearest:rUnited States district 

. . . _attorneyitat:repqrtrof ;_all'F:the.'facts,r including~ the! names 'and ad-
{,J"t.I.:1-C~J''J CJ!l~ ~~d1;esSes:·ofut:Qe~ witnesses!'~.f 1!t!f -: ~ H.:lfi~: J•:.CT· - -~~)· ', ~~~~s/·\ .. H;:;ij j:; . 

. . (3) ·A report will be made thrOrigh•,miltary:rchannels,,t:o '-the commanding 
· ~- • ::r, r., · 9; i ~v generahof'.ither seiwice• 'co_mma·nd ':of iea'ch. case <brought to the atten
.... 1J: : .. '11 iw.t16µ .of;civiU1uthorityi·and willl:include a~•brief of all the facts and 

copies· of all pertinent communications.• l 1.1<•1:1 
·-•:..:~ 1;t;_-) f:.Ir'"".1 3;._;-... ,:!:Ltl'') ~Ji.u.J ·:!'o .1'n.h~~liJ!!•i1 ~tc~ ;.;!r tt-JSfrJtt::'t-.~ (~:. 

·,(Joli~ i.';,,1 ·:, .,.,, .. 1·1J1J11PI :t1•e•m1".SEci';i:om vnmr,;1J1 ~··)f'ub 

:..~.(:--~ i!J\'t.> i:.:li t~JT·,~ ·~1!t~!"J ~~gnt·~ ~: 1~ J-1cJt,.;u:.iut(11.l !>tiT ,1 r-.·t:I ... 

-1•::1 a. f)s.i~i H;T,¥Q.9J!\¥.Q~~~mN'!'.S L~~-~HWJV,IPP-4~· TRAVEL 
, .. f!IJL.Hfii p h 

tGenera1~1.:l?_J~)iLt!L_!l!:!.r~ __ .£:i~2~;?! _.,!~f:~~~~'!Y~r~:trc.<o!> ~!?.'E :: J JG--·. rJ~··!:.S·t\~~~. { 3 )ragrap 75 
76 
77 
78 
79 
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82 

m. 7i5:11G.ener11;l;\-;-,Commanding1'officersrf6fr troops tor individuals affected '..by.(the 
;pr.o;visioils? ·ofo;this'.1 s.eCtion-~ ~re 'resp'orisible > lha tu such t~ooj;is~ ori'fodi viduafs11are 
.instruct~~ in su'cb: fp\:qvi~ions,uadvisedc' 9~~~-r ~ap~abi!ity, ;arid' warn'ed"of·, the 

, danger .m:volv.ed1>lnnthe. spreadingf o~orrn, ·iM1 >con~i;.n~~~ trooppp~~,rnents. •,lo. 
~.t;v~nstructi9p.s ef tais ·uat1He ;will 'be given.prior· ~~~~{?'lfofdd''"~;fltqi · 

{/ ·l).t home·stationrnha·staging:ar.ea.1 .:•H "' • :' i>'1 n;i t"Jlluo': ;::1Ji<•, 1 l1 -, · .,. ", «,:r~fJ .t.<t~i.... 
7~; Cfassrncat:~n requirez_nent~·--.:a· _Movement of tropp~/'Or 'indj!i'dµa}st ilJ 

ia_ny, ~roup,O~!clas.,,of such 1movem~nts, will· be1classified/ilS~Wet'if$nft~ia'it\~ 
:r.es ~1;ic.t ed~by ,'.or ;by Ia u th 6ri ty.•of ,rnily' officer au thorized·,t~irimke• 0 r:'a u th 0 ii ze· se~ret 
:classificationst,urider, .paragra phi ·9a~··'" It• ls .essen tiab to·1prope1'1.cJ:is8ification• thtt t -
_office.rs· authorized10fo classify1.docurnents .ar,e '.able. tor·identify.;classifiedi:elements 
of information, particularly those elements.requiring'. a• secretielassificafion;:1 ... ~·', 

-::. ·b. u.rhe:·follow:in!!; elemen tSC.of:,informa tionJconcernfng;•t:i'oop1;movemen ts'!or \in· 
- i.. ~-~·~o...:r.~::'f~~ .... c>-~..../!-1'......l':'~-..r.&~· ·~·,,,.~~ ' 
1~ ~1du~Mrave~-"'1l~~norrnally· !le cl~ssined',a~'.indic'at~d~elow. W"'e"Mlfi-Oa:se·:~ · 
.. , .-.4Jl:t'.'1 ,O.r)hSec1 ,etc....,.Documents _whrcti· ·con tam· any-one •of theifoHowing .:eJement:S, \ 
·lfft ,1jiy1 !1 '/'ieither d~);~Y,'Oilb:_:itnpli~ation,-require a: classificationc of' i;eere't. l 

· 't~r· _&9?." ...,,:J · tfV ('a)~vei'S'fa'Ur ~i;tert}ieater-Cgeogra,_ifhical~,,destinatfons~-t"(~&'~~t f 
. ~~£/.1 - ,1t0a::d!-.i!. ... 1-.A.r,~,.r~·.fc . .1 Mi·"!'/c.~-...-t~>. _,,A-LU-;-;. ,, ·'· 1 

l~!- ... ~ .. ,~~-~ .. "'-·~··~11 ose1m ·=a11 'l\'l~-Ganada;. ano1Mex1co)1'J';:,ncr~~1·~;1t;,ir;., I 
,, . ~~;i: iii ttl(cb )';Date: and[tim_e::of· departure;from! pqrtlof-tembarkatiori, !port , 

. . . . . · . en route, or airport. . . · .lt1c'"Y 
· ·· · ~c) Route, name, or destlnat10n of sp.1~ or convoy. / 

.£:_/-~ ~ fol!Zl!etl: 
/--4vll";,,."'vfl'l/l;,f". , 
G~ M..t' $~-:,,re,.. 2i ;;! ~,-,..,,, .. i!d!J. 
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?A.~~38()1.5 
84'-87 siliipGUA'RDING .'MHlITAR'Y irNFORMATION 

,l'<b;e:.Arfrifidividiialsiii:ivolved)lii ·such1movements;r:commun:icating frbm1intermedi
ate-sfdppiiig1poiht$','.:wm~'refrain!fromYdisclosihg cfassified• iilforination,'.partictllar" 
ly their oversea or intertheater destination. ~.-. .-.:-·'"'1 f··)s,-:.:1i ''wm: 
"85.''Higher «:Iassificatidnf ::A liighe1~tclassification· than; that indicated\inSthis 
section may be assigned:1if:the~order; •message;cor1other.lcomm·unicatioll'"'Contains 
In.fdrmation·'.whieh1should beiprotec'ted· by a· higlier·:clas'siflcatiorr . .c;.,:,E.;:1 '"'; .. ~, 
:·)<'86.':!. Reason '-for· -classification:~:· Wheiieved a•:fclassific'ationh lii'gher >;th arr; re
·stricteil is 'assigne{ltfo·•a movemen t'.'order; :the~reascin ,f orisuch' h lgher'7classificatlon 
w'!rr;norniall~fll5e -included'Itlierein:w·An•;:ei:aniple· of ani·explariato1\yr:paragraph 
·rs::a:s foHoWs :-i 1"'- j~\_:{; ·~!·:r1-::-.~: ·~ ... · .. ;:;r:;:)~n _b.,.j·~-:.~,i~rrv-' ~ ·: '?/•:TI t.. ~j ~~ )j trcJr ·10 '}!:tn1-17s·n1 

_,_.,Tiiiuf61'16~ifit s#~r"!k ~i;-;j.:.Jc1iifi\l~ntilife1~ib~fits ;bti~'fo'~inaffoi:i.l'i\:H!'·bcini:~irfgci 
I:t'ereill': ·1itectet~'e·Ciurt:n:llent~)(P'ar:·1'fc> ';-: faliuiatfouc·of'unit's <-efa1::.i1)' ';' corlfid.eiiffa1 
m1ssfon•r(pafs.t2;and::3 f.'ri.AJ1 othe·r :elements :of.:this •order: i:u'e"res.~riCted!il ul 

, - . - . · -U' ~.,.(«C~dJ:~o ~·..,c:;;~"/t4t:.' •Mf 
87 .. Overseas.7 a. After arrival nverseas no information will .be .. on~ 

$!\-lfi:t'~').l/1(•' i.-.:f"~ 'l•..;:.._ -.'o;:f .~1,; ... 1."U ~(.t ~l· ~ I:.'; '' 1 if).!f:~·! U''J1;•r_f ~-.---.1l-".' ~;r~-:-,'!!"~{rLc:-1.. !'),·">: . 
c~rning_ n~~~~s.pr de~.tll1at{o11s ?f 9!;!!'£ln,~~t10n~, ~a.~es_,o~,~~sseJ,~: ,qa.r_~q~~m~!'!l'.fll.i;g 
1~~D.-vcJ1·s'~:oJtesuRFsiied;·m~aMur~s' tali'en to" a v.oic:f dtt1a:ck~ dfte's ot' ~trivai, 1d£iflri!
'~'Hoii'~t,~'<l~' iff~r~!'olh"Jlliber''~fi~iUPi:.' M'ki&<l ~n'it;g6'~~ ciHi~cf';1 r.. P.:f'J''' 1 

"" 
' .P .-u1~>~t:f7<- tr·fjn:r :ro v.t1»a~~~ 9pJ !4~1ri~1~tJnt:t J''!J 1 uw· n.a•~d ·1 Jo :?rr~rJg 

r: .,7>~,;r~\\~tsE1~0.sy.~;·1~t 6'.~t'~11~!¥t.1h.!lr.~e,,~f i~d~fc~}JWf?R~ ~P!t~~o1~V;gtghih11?-1zeP:~,,1~¥, ~ !1fd~ad1"t1hn-
strument by one m or w1 e arme orces overseas s au or eu, prov e e 
military necessity of ~ecrec:v._ of.strength and location of troops does not rJ4filh~ 
's11"' ~~siiori ·g!. ~u~li .. iii:f~riliatio!{,:.c t:rr&~i:d'ea 1 ~i~~ 'ili~t: 1iu1li ciikWf~h~~ 'I~,~~~ss~r "1JL~l!; >;_; :1 .... t·;-·r;,.-i J:'..Lk: .'!1.r~·u u:··· J> ... ,:r·:.11r:;::~1i1''t"•1') ~i ... "" ,·j hff;ui:tr:Tt 7~u·p.,."\.hft .... --r ":Id.··'~ 
to the legallty of the instrument and the execution of tlie instrument ·carinot'lie de-

• · I -i·i"f •:JL:·· ut-f'f,. 

S~7:;e,?.1'Yli1IW1.trRB~~~ ~ar~f?i~11?: ~~1·Br201p'.~-~ ~~~j~'i\fW~~!\~f Pi1{.f11~gi~3~11~~~ ~:~·or 
Jl.?..t~P?,~tl1811~A.-rN,Jt~ !JqrFf~~i:em~.r~:¥5·? ~J1~;;~ !him~~ ~~~6f:.li,\1ft'i; i0 :."'~'~:.:It rn 
-C:J ~d-Jt:i~t~8R:0J!<~~ ~~r·~Q~··} .f1r!.'~ 1\JHc~· n-1t t;d vflr ... --1.--:r;..-~Je. "t~:fjJ~ r.~-'wrr::o ... S-i,· 1J!-~i' 
·:-r, BY~ORDEB~OFlTHE 1SECBETABYrOF~WA~_:\;,_ 1'n, to "".~.,;-.~ '·...,!~J 'to .f~ !\ · \~,;-~1r. 0 .. ~tJl· ... qcvn1 

- s.:«:1: T. -~ ,~, ::t 'G;PO.-'MARSfiA:uL-;; .rn?r 
~B!tffet:Je 'lO ?fJO.J"T:t° rb.:?7 lb!J·.J:~! ~;!·,. .. ~!--;~{-··--~ .. J·cct~_t:.~ ... ;- a!nd~·.:r::~ J1 '.J .... .:.Ohiefrof"':St<ifl~ 

9!~ {)fflC1.A.f}::;..--:"7 ~I. .~li~rZ'.~OtI ·1::.:r:1'1.!:yh-, \~ .""jff·. ·: G.. 1t'J. ·: · .. r;_,. ~ ·hii4;· :: ~ _f·JJ'l :':.::! jfi-.:,17 

'?J{tf~ul 13'}\~f.·OOio;t.fHw,. r\n•;t i:- 'J _.fJ'·r> :.:Fif ... 1.~r~1 .~!'0.·J') ·:!!> .~·~-)r:.r.r-- ·gnl'"i!Jfl fJ97rrtr; 
"'It; ~r,~.c:ri-J M~1'·o'r"' TG~Mai ... •'\ ~' .. Ji,.. t•1:-i- ·""''lP .---t . ,H, · r-v!~yn4· ... ~r~ .. 1~··· r•)'-,.n r 'ff Hn ~o :r.,n') 

j.- - :·'~'" a·. ~ICrU~ ;··:·,..~ ..... •'"•' ,:.•-'.,./ .. !_,' •'· •,l! ~ ..... 1 -' ! , /. ~· 

.i;o11iTh6~~JU't<i1itt Ge'lieT'GZ;·1 ~~:-! 1 ·~n t_~t f1"'."Jti~"".t)~ ~· 'JLi 1~1 :~:-tr,re•:f :1 ~.iv "~ ~H 
'l :-·. r-,~~1'~"'"~. 1. ~.:!.;r .. r"r.J,.1h~.~-;;.r'<Irn .. -. 1J"f1 i10a ~-~t :· 1L •• l 11~ ~n :rrn~ 1::.'''' 1\ i"· •• , -~~z 1 ~- -~9 . 
...... ·'"'p~~~-~~qrt~:ia rJ':!nccJn J:ru.rr\i~!b~·'.~ r:·/ J)9.,·:.,(•1--;(I, 3d ·t!~;r ac~ ·~a~·:w.;·, ·rr;"'.rw;-,_.~ .. ,_, 1:t; A·E · . . . -
Mtd.U ~; ''''·l}~;1i1iv~r·l rhfiTI f!'3-.Ji:r ~s~uv·.• .~3 no;:·~~1t·.J;x~D.ai '11\ -gnir:L1·.~\ 'Jf)): v~·1~a 

i:..~q· .2.0St·J:·,,;_--t rro41c~1.ftl2?t.r!J ~~'!.D~~~ 9r!J ~d ·~~-1'7! : "".:, ;-i._: Jl; .t .;. 1·r~l:.i. ~r.c.; ·~·-:1 .h:·p.cf:> 
'-''rr;1 a'i!.<:1fn.,;:..t~: .n.c !r!-._:.~i 1~: ·~! ~r.rl~~c-·_~~rot J'Hti ~'.tt:.~Jf ot u·:J::t ~d 1 {;·,7 ':·.;~·) ~·f~r: .. ')j:t 

_.::.'l .. ~.:H::-t; ~~r!:!i.rrjf!'.p:t:~::~ ....... t ... S(if71 j:ci ?'IOrJ<.r-; f:,•-·,.;r.J!Js 3~_;0 

f;~~:-?.)"~;;;::i..:.'3 ·.r.· ff.tin {p11t·:.~ ~·F<.)f!f) ·."·.J_.~'t ·.;_< .. t:r:-"·· ~:,. ~-.u .. :;--::::;:J .~:·;; jr- .:.:~~;.-.·: .:) .'.} 

~·-:·~~·:·~~.:.;,:~; :_;r.:._t::_.. ... ·.i.\'.d l'LH './; ;<·.JHlI .. 'f' .:.:Tl ~i11'""_.-._n ~,fl 

-1!:1::;:.;cr~:; Doiinr.:r101~~ lo t?tns~rt!:,~9 f/:-;Ji~?.ut0---~.i:~iz:i8. !;'"';:HzU o:t nr..u.r:tc.!I JJ& 
fJJ_·~:;~.iC:rPU.f!:l' [?ao~') rish; ~L~i:Ju~;;:a. J1'B Rffi;~1:~ :Jt]:H.oTJ srlt c:~ j·csro.crrcm r:r:ujs1 .;J -goJ 
'i)t}~:;.\·,~i~c't t·: cro1JFJ.ai~~9b ·~ r..q. ~- ... ;-~:ta hs!~it-rr fHli ~!url· tq~:rnl3 ll\, ff~:i~·rf:.>'J~.1 r.r! 
a~tc·tr.= hf..~f frt:? 0 ... i:t ~rl c ~15jn.L·:r ~·r1 ~~ 11c~:y ~ fJJ~! :..";~~ rtl1 tC-.:!;\'f~?.'o4 ~~rur.( t:u~J .. ·t-rJ·.·:c'::crl 

,,:..,.'i'H~ ,, 
, ,·~n.rvr "101 ::-r~!:::r·::·1~.j~;?·- o_m.~·-.; 6!.i'l' .·irrnr~:.1.1 :;.'.:J ."~~-~-:£" ""<: .. ; c.·t__~.~ ... \SVOl.'~ .~G 

'::-Jt£9'1ei ~·t:;:-G~lo..:.1 ."11:. t~t..i r~:.n;.'.J..:.~~t"c!rt . .B9~.:-~~·.._.. r:J '7"!:(!" . .!J :·~ff-:..rr ... ::~'-1:~ :L .. : ~1~.:.c .--:'lc)·<'.n 
·""W~i!i l.J r .. :.e.-1-l:J ~i .. J:.S(t8 :to \:.~)fj'!!Jb2 9.i..W' CL°!" b:!I.i"i.9:)4.tUJ lib i~ L:.d.iJ· ~ ·~ ~ .... J ' 1 c~:J~j! of!J'i!/) 

!'3!'tJti_.:..1~i:-~-..~ ~ .!'··z:..;.t,1;;1~ ~'..!.r :T:io:.r .~~.·-:.1.'-'J(. 1a~rr::r-;c'.:t~· Li.'~t.?e. ~-:H!.te tapf; ,niJ!'>~L1 -...':·-t ... ~~'!JJ 
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~.·! ,'' .. ·! ''i'•· j"' ... ;~.:;}1,·;;:'.-,.,:,, 1_·~ :.,.·,. .;.~j;,l" -.... 

.,.,.·SAFEGUARDING J.\iILITARY~ INFORMATION ··· 

. ' [!ftl.t ~,;f)t.' •. "'.-~ f.~ ... _:· 

f.~·r··;-< .. : ~·1 :::H.i::;"Ttf ·~_.d~ 1·~ ·.:t'· .. rr_·.:·.~ !J{l~-_1 .;'.<·r~ ...... ,r;•.,._'t- -.\\'1:.;:·,.~: ~;'.,: •. :·,..,,·.·,:· ···,~" 

· ";·r-:.SEcp:oN.I -~~--~ : ~·!·. :i· i 1 ;_,·: 1~ ;·· ·:·: .. r ··i 

: 1 1 i' 

.1 1>1•1:;,-:; ':'. ;!'.~;..~-I~; "; 1; !':r•y.JDJ"f!ll!!.;\.L, '. >{.'.)·~.:, ';::, :, .. '. ,·.:y-.·",\ ._ ,'; 

·~:ri~~iJ~~~~~~~~~~~~~=i:=::~~;:~~::==~~~J==~i~==2!i~~~~l~~~~~~=~~~~i~~~=i~a~f,aP! 
!Cat0gorte81::...'-_.:. __ .:...:.~L.::."_~L'"-~---'!.t.::'.__-!..·.:.~:.1 _ _!;::-:...:..!~_..:._.:..:.=.~:::. __ "...£02.•..!L_!.._~..:..~_:-~-.!.--- ~.-;a 

~!f ~:1::~~~~:~~~~;~~i~~~;~i:~i~~~:~~~~~;:~~~;~~=:~~~=~~;=·=~===;~~=;;~,;;:· ' i 
~Restricted:· ·matter~::··:r1~z.7_~-:..~~.:-~~ . .-.:!..:...,:1~_1:.~-·~'-~---~-;_::!~!!_}: . .:.:i!~-~·~~~;_.:.f~Jl!;":;· 1 
Grad1n~----------------------::...'--::~.:...!....:...:_;:.r;:!.::.::'!..:...:.~-"-~-L'..~!...f!.£.:'..':.:.~ .. n . .:·.:.-1.~..i""".-.!.1-!..-·..:.·..:;:;lr,~: ~ 8 
~u.tho_ri_t;r.:.to•.c~ass\fY-~-----.!.:--•-:'---:-:-•~-:•-7.-.'~-.~- 7.::•-~-;-:::'.:.'..--;;,~:c7---:-'---~~.,.--" 9 
.~las!!~~~~Po": of 1;'111iter fro~,?~~e.r ~ov~r1?D:1ent~t11.~e1n~l~s:-:'-;"i'"'"·--~.-:-;~c;T~~.:-,--,---.--; . 10 

g~:s~~:S~ii1c0a~l~~ ~1:1~~~~~~::1!~-:.;-.:·:;:_::~~~L.~:;Q~-:;;;:_c_~-:'.i~~i~~IE~~~~·~i~2~==5J=" · '..i; 
. Qverclas!\lfica tloni:::!.-._.:__.::.:·_::.:_,.:...o:r:,,-'-·-"-.:~-':!---·.:r-'-'-·--,::. __ ~ J~_.c.::~'.:!-.:::o:--'::~-.:.-~' >, 13 

·E:~!!!~!R:!:~~:-~::~!~~~~l~{~~t~;~;;;i~~~~~;;;~;~;=~~=?~~~s=c=~:~=~~~~'.·. ;_:.~i 
Reproduction of classllied matter~'-'-'-~--~--!..l!...:.!--'-'-'-'-'--.'.-'-..!'-'---"'--'~:: __ .:_ __ , __ .:__· · 17 

> Photo.gra.phs·,:oti;certain ,clas~lfled ,.matter _:.;.:.>.::.::.':....:.:;:".::...:...!c:~ :.:1-·.:C'..!:.-__ .:.:-'---'~~""-• .:.:.c •.• • ; 18. 
Requesbl for military luformatlo~------------.--;:--~--:;:-.T·""'"'-.7-;--.-.-;7;;;-.,..:--:-~---: ;·_,: .l_O 
Dissemlnutlon of classified. military information ___________ ,:,__________________ 20 

~~:~~¥a~f):!:{:~ff:~\1~~~.:~~;a~~~e;~~=~~~~~~~~~~~i~=~====i~=~·~~=~=[==~ -~'~. ,;~ 
·,-; ·-·· \. 

"-' :f*Thlk:pj;ffiiphlet 'sopersedes·:AR:::lis~;l 2s,scpteinbei 1942;«lnclifdlng :d 2;1u' Decemlier.'1942: 
C 8, 22 De_cember 1942; C 4, i Jann~r]r·l943; 1 C 5,-eS·J'.~no!'ry;l9_43'.:,C .6, ~G:f•h"!"l'l' 1943;,C 8, 

'._2~ ,F•~':11'ff'',~.9.~~.: 9, ~: ~~ w~~·h 19~3: (}; lP~ 20; Ap~i,1194~: .c. ~1,,!l.~~~· J!!_43 ! c ~~. 13 Au11:nst 
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REF ID:A4177207 
AR asa.-:-ts 

1-2 SAFEGUARDING MILITARY INFORMATION 

1. Need f~r.-classificiation.~l\Iillta~ inform~tlon i~ of varying degrees of 
value to the United· States- and -to the enemy and therefore requtres the exercise 
of varyi~g d~grees of precaution for its safety. To safeguard _official matter, it 
must be examined and graded into categories so that it may be recognized and 
accorded proper handling. For the purpose of providing the necessary variations 
in safeguarding the several types of critical information, and to grade matter 
accurately and unlf_opnly,_ the classifications and th~ appl~c11.ble:~rotectl.;e;m~a~-
ures to be adh~red to. are :hereiIJ.after outli_ned. : -· : · . _ 

2. Definition~:-~ .Airc'.ratt.-The term "_aircraft" includes all "'.eight-carrying 
devices or structures ,designed to- _be. supp_orted by . tl!e ~ir •: e_ith~r. by buoyance 
or by dynamfo action. . . . . - - -- • . . . . - ' . . 

b. Air space reservation . .:......An air-space ·reservation is the air space located 
~bove· all: area on the surface of the land or water, designat~d .and se_t.,,iw_~rt 
by :E;Xecutive Oraer of-the President or by a State; Commo_~~~altn, or Territory, 
,oyer'whlcli the flight ·of aircraft ·is prohibltell}fr r~trk~.~-~-.,~~~-.t~e ?~rpose of 
_national defense or ·for other governmental purJ??S~s . ... : .. _ ,.,,.. . . ._ ., 

· c. Olassified niilitary information.-Cla:sslfied inllitary info~matlon 1!1cludes all 
·information concerning documents, cryptographic devices, 'cteve1opineht ,projects, 
'~mi' materiel falling in ·the categorl~~ _-of:-eo~. se'!ret, ~.ecrei;. c?nfi~en.tial, or 

· ' ,..,,. ·· · . ,,. · . ·r • · , .. :, :· .. · .·•·:-._ . ,. ,r{ . . : · .... ~ · {...... . · . -
restricted.' · - · -· - · _ _ _ _ ·

1
·u", 

, a.;:Oryptographi<rmaterial:~Cryptographlc materl11l ln<:J!Jdes all.\locum~nts and 
\i~vtc'es employea: in:· cha'ngirig. plairt~llu:iiua'1k'message~ ;into' uil'intelli~ible form 
by means of codes and ciphers. __ . , -·· 

e. Cryptographic security.-(Jryptographlc security is that branch of signal 
communication which deals with .the provision of technically sound crypto
graphic systems, their proper use, all~ !~ei: c~reful safeguarding. 

f. Oryptographio aystem.-Code ·and/or cipher and instructions therefor. 
:!·:.{!. biStribution.-Extent of actual or authorized issue of,s~ipc_mat.t~r:,". 

h. Doouments,-_::_Any forin of recorded inforniatiori, ___ '!'lJ!l. _ferm _ ·~~O<(Uw_e,ntf 
Includes p~inted: mimeographed,. typed,' photostated,. and written. matter .of; ·all 
'kinds ;-maps, photomaps, and aerial photographs and-mosaics; drawings, sketches, 
::notes, and blueprints, or photostatic-copies thereof£ photogr~ph~ and .iihoyigiap~~c 
'negative!!; ·e~gineerfng data; c9rrespondence and pla~t§. !elJ!tlng_ tct r,~seax;ch:Jf!.!!d 
development projects.; and all other similar matter .. - . -· _ . ·- -: .. .. -- r · '.: • 

• i, Engineering data.-The term "engineering data" comprlses~'drawi!lgs, bl~e
',~rlnts, · photostats, ph~~o-~~!1£h~_,_ m_a_t~em~t.lca~ '~alcufa~toiis;· fobJiula~., pr~c;~sse§, 
and ail similar 1i:ems that C!!-n I;>~ reduc_ed t9 _g9cumentary for~-.. , . . 

. : /. F~reign go;~rn~ent.-The term ·~foreign .. government" -includes' any recog-
_nize~nrecoiitlzM governme_nt -and an~- _f!,l~t,io~, o_~ ~o~l. o~''.lf.!~u1~?~~~s 
'.:Wltlliii. 3: eou~trywith \y_hic~~!.!:~::._ . ,, , ,., ,.:; ., , , 1 
·· k. H aridlfng,-jJare in tra_nsm!ssion __ and cµ§tgdy_. · r. , • , . · a• . t , "' ,, --

l. Impedimenta.-The term '~impedimenta" 'refers·to organlzational:·equlpme~t 
which accompanies troop movements.-.:. - -_ ~; -~·",:-1' ·-~_' ·_ ·: : • :·:; ,'..: ; ~ .. :_; 

· ~ m. M~~eriel.=-Arif a~tt.c_Ie,_ sii_bsta~ce,'i~~apl_>aratlis._· _ ~~e. te~ :':pi~te~~.E?r' ~o~-
prlses. military __ arms,_ arm!}ment, _equipment;:•and- ·supplres of._,_all ·classes,. boch 
complete and in process of development and construction, models that show-fea
tures -in whole. or in ,part, design, mock, ups; jigs;. fixtures,.and-,dles, and,all other 
components· or accessories of millfary eq"uipirien:t! . '. : . ' : ; . ·- . '",, "" :·: :; 
·'- n .. M?q1c~uzi:S~.ill,<ici.:~u~-_i,s ·a, 'n19·c!ei!. §sµ,a!l~\~~-~: sll'i~ ~rid,~oiis~~teCi:o(ln~~
iJensive ma terl~l, -majle. (o~, !l!e pµrpose: O~; l!ltU!}Y,1!1~ _·the ~onstrJ!C~lqµ .~n~. ~e 1Qf 

an article of materiel or mechanical device. 

2 . , . 
•• ·..lo 

Changes No. 2, .AR 380-5, supersedes Changes No. 1. 

AR 380-5 
.•o 2 

SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
No. 2 WASHINGTON 2/S, D. 0., 28 .August 1944. 
A.R 880-5, 15 March 1944, ls changed as follows : 

18. Photographs or other reproductions of classified matter.-(.As changed 
by 0 1, 21 Jun 44.) Photographs or other reproductions of classified features of 
mllltary equipment or of oilier classlfied items will be made by members of the 
mllltary service, by clvlllan employees of the War Department, or by clvlllans 
specifically autllorlzed under appropriate directives. to photograph or reproduce 
such classlfied matter, only when necessary in the conduct of their official duties, 
and lf made may be developed, printed, or otherwise ·processed in commercial 
establ.lshinents that have established a specific procedure for handling classified 
film, prints, or other materials, which procedure has been approved by the Provost 
Marshal General. Such film, prints, or other materials will not be retained _in 
the possession of commercial establlshments ·so utilized. The Provost Marshal 
General will maintain a list of all approved establishments. 

[A.G. 880.01 (26.Apr 44).] 

28. Handling and transmission of restricted matter. 
• • • • • • • 

b. Subject to tile foregoing standards, restricted documents will be transmitted 
by any of the following means, whichever -is m0st suitable: 

• • • • • • • 

• 

.. 

(2) Outside oontinental United Statea.-Includes transmission of re
stricted documents, except restricted cryptographic material, from 
points withill the continental United States to_ points outside the 
United States and vice versa, arid betWeen points outside the con
tinental Unitet States. 

• 
(b) 

• 

• • • • • 
United States Post Office registered mall or by ordinary mail, 

provided that the mail, whether registered ,6; ordinary, 
will be handled outside the United States bf the Army or 
Navy Postal Services exclusively and will not pass through 
foreign mail channels. Restricted documents may, how
ever, be transmitted to and from United States inf:!tallatlons 
in Canada and in .Alaska through the Canadian postal 
system. 

• • • • • [A.G. 880.01 (17 Aug 44).] 

44. Precautions necessary to insure cryptographic security.-In order to 
insure cryptographic security the following principles must be observed: . . . . .. ( . .. 

o. (.As changed by C 1, 21 Jun 44.) The classification of messages must receive 
careful consideration by the originator since overclassificatlon and underclassl
fication are equally to be avoided. When a message has been classified and sent, 
all~subsequent messages referring thereto must bear the same classification lf 

*These chanires supersede C 1, 21 Jone 194'. 
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any reference Is made to the original message by subject or serial number, except 
where tpe originator underclasslfl.ed the original communication, In whlch case 
the proper higher classification w!ll be used. Service messages referring to all or · 
part of the plain text of previously cryptographed messages must be similarly 
classified and cryptographed. An exception to this rule ls made in the case of 
messages classified TOP SECRET or ~ECRET, In which c;ase either classification, 
as appropriate,. may be assigned to a message referring by subject or serial number 
to a TOP SECRET or SECRET message previously transmitted. See paragraphs 
10 and 12 to 16, inclusive. ' 

• • • • • • • 
[A.G. 380.01 (26 Apr 44).] 

48. Paraphrasing messages. 

• * • • • • 
o. (As changed by Cl, 21 Jun 44.) A paraphrase of a message normally will 

be accorded the same classification as the original message.· 
[A.G. 380.01 (26 Apr 44).] 

BY ORDER OF THE SECRET ARY OF W AB : 
G. 0. MARSHALL. 

Ohief of Staff. 
0FFIOIAL: 

J. A. ULIO, 
Major Generai, 

The Adjutamt Generai. 

DISTRIBUTION : 
A;E. 

2· AGO 4TRB 
U.S. GOVERNMENT PRINTlflG OFFICE: 1944 
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·"" 

WAR DEPARTMENT CHANGES} 
iNo. 3 , WASfl#NGTON _25, D. C., 5 February 1943 

AR 380-5, 15 March 1944; ls changed as follows : 
16. Loss or subjection to compromise.-Any person in the. military service or . 

ln its employ who may have knowledge of the loss or subjection to compromise of 
top secret, 11eoret, confidentiai, or regi11tered documents or articles of materiel or 
restricted codes or ciphers will promply report that fact to the custodian· of the 
document or materiel._ The proper commanding officer will notify the office 
responsible for its issue by the fastest means available of the loss or subjection 
to compromise of an top secret, secret or registered items, confidential or· re
stricted codes or ciphers, or confidential operational plans, weapons, or equip
men't of vital importance' to current or future operations, and will then make a 
thorough investigation of "tbe circumstances, fix the ·responsiblllty, and send to 
The Adjutant General through military channels a report with his recommenda-
ti<ms in the case: ' ·' . ·~-

[AG 380.01 (11 Dec 44)] 
_18. Photographs or other reproductions of classified matter.-Photogra;PhS 

or other reproductions Of classified features Of miiltary equipment or Of other 
classifi,ed items will be made ·by members of the military· service, 'by clvili!ln 
employees of the War Department,· or by civilians speclficaily authorized by 
proper authority 'to photograph' or reproduce such classified matter, only when 
necessary in the conduct of their official duties, and, if made, may be dfiveloped, 
printed, processed, or otherwise reproduced in commercial facilities. However, 
confidential, secret, and top· secret materials may be reproduced only in those 
commercial' facilities th~t 'have established specific procedures, approved by the 
Provost Marshal General; for handling classified films, prints; or other materials. 
Classified materials will not be retained in the possession ·of comg:iefcial fai;ilities 
so utilized. The Provosf Marshal General will maintain a res·tricted list of all 
commercial facilities within the continental United States i(pproved to handle 
ionfidential, secret, and top secret materials. ' 

(AQ 380.01 (11 Dec 44) 1 
24. Trnnsmissioi;i. of certain messages by electrical means._ 

* * * * .. • 
b. Secret, confidential, or restricted messages will not be. transmitted by elec

trical means I.it the clear, except in accordance with the provisions of paragraph. 
5lb(2) or over approved circuits and providing the rule in c below is not violated. 
For forces in the fieid, in time of war authority to approve electrical circuits for 
the transmission of all classifications of traffic, except top secret, may be dele
gated by the War Department to theater commanders_ and department com
manders for use in their theaters or departments. 

* * 
- [AG 380.01 (11 Dee 44)] 
46: Drafting messages., 

• 

• 

• 
AGO 148B-Feb. 622702°-4~ 
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c. Words not important to the sense will be omitted. Conjunctions, preposi. 
tions, and punctuation marks will be reduced to a minimum, and every effort will 
be made to avoid repetition. When it is essential that punctuation marks be 
included in the body of messages, they normally will be spelled, either in full 
or abbreviated. form. Numbers normally will be spelled out. 

* ,* 
[AG 380.0i (11'tiec 44h , _ 

, 47. Selection of cryptographic system.-a. Subject to modification as out
lined iii 'paragi·uplr ·43b.- the 1 classification top secret, secret, ·confidential or'~ 
strictei:f'given a·rnessage· by its originator governs the cryptographic system to. 
be used in . cryptographing the message.· All classified ·messages except those 
transmitted in: accordance with the provisions of-.paragrapqs· 24b .and 510.(2) 
\\'ill tie .. transmitted in· cryptographed form .unless specific exception :ls made ·by. 
the'War Department. The least widely-held ·cryptographic system.available to 
all.addresses· of each message wm·be employed. ;· 

*·. 
[AG.380,Ql" (11 Dec·44)l • · ... 
49, Method of.handling outgoing secret messages. 
: *. '., ' .. ' , . .. . * . * • 
b .. Except as noted in b\lz bel.ow the originator _will prepare and .number all 

copies of secr~t. messages, send the original :to the message center, and may re-" 
'tain, wl_l.en security is not iniperlled ther.eby, one copy for temporary file .. Other 
carbon copies, 'an numiieJ<ed and bearing the following notation, may .be sent to 
local officers directly concerned: · ' 

* . . ' . ' . * * * 
b\lz. Message:;; pertaining to tactical. operations, simulated or actual, may· be. 

prepared in triplicate. One carbon may be retained by the originator and the 
original and one car.hon delivered to the mess"1ge center. · · ·· 

c. The original plain-text copy sent to the message center by the originator will 
by cryptographed at the .cryptograph.ic section ·of the message center. The num
ber of copies of the cryptographed message will be kept at a minimum com
mensurate with the necessity for furnishing copies to the various transmission 
agencies. All work sheets used in cryptographing the message will be destroyed 
by bur~ing. All copies of cryptographed messages retained by transmitting 
agencies wm be safeguarded so as not to fall into unauthorized hands. . 

* * * * * * • 
[AG 380.01 (11 ·Dec 44)] 

50. Method of handling incoming secret messages. 
* * • •. 

b. The original copy of. an incoming cryptographed message as made by the 
receiving operator will go to the cryptographic section of the message center. 
A duplicate copy may be made by the receiving operator for the files of the re. 
·ceiving station or message center, where it will be disposed of in accordance 
'with focal regulations. · · 

[AG 880.01 (11 Dec 44) l 
· · 53 .. Transmission of literal plain text and paraphrased versions of classi
fteCi' inessages.-a.. The sending by any. means whatsoever 'of the literal· plain 
text of a message which· has been or _will be transmitted in cryptographed form 
ls strictly prohibited except as stated below: · 

• .* * * .• * • 
(8) Where authorized in accordance with instructions pertaining to e'er· 

tai'1 cryptographic systems issued by the War Department. .. 

AGO l48B 
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.·. b. Ill cases 'of emergen<;y o: necestdty para~ versio~s of th; plaI~''text 
?fa cryp~ographed messl!:ge_win !w1sent-:-:;- . , · .. . . ,- . : ,, 1 '.. 

· -~ :(3) Wlteri '\ is ··'~ec~:sa~y to -~;~;(lietwe~;· h·~~dq~arieri' by matf~r 
. '·' .. c~'tirier: ~-paraphrased -~opy of a"ih~;sage whlclt has beeli oi ;vill ~· 

"" ... · ci:yptographed, c~ify "w'm be' marked or stamped "This 'is. a para· 
·;·· Phi-a.Se~"'·· ·· · :..' - .:, ··· ~ · .:.: ~,; · '1 1 ...... ·-·.·· • 

.. ~ ·'' • I ' < • • • ~ Z ;~ [.AG 880.01 (11 Dec 44) J r ' 

ta Classification requirements. 

• * * * * * • 
L 'l'he following elements of information concerning troop movements or ln

d1Vf4ual travel normally will be classified as indicated below, except as stated in 
paragraphs 78a, 83, a~d-84: 

* 

(1) ·Becret.-,l)ocuments which contain any of the :llbllowing .elements, 
either directly or by implication, require a classification· of secret. 

(a) Oversea or intertheater geographical.destln.ations./ 
.. • * * • • 

[AG 380.01 (11 Dec 44)] • . . 
78. Rail and motor movements.-a. Rail and motor movements of troops 

within the United Stat~s (including Alaska), and rail and motor moveni~rits of 
troops to Canada and Mexico, normally will be. classified restricted. However; 
reports concerning arrivals and departure of such movements may be transmitted 
to persons authorized to receive such reports, unclassified, provided unit designa
tions are not included therein. 

* * .. • * .. 
[AG 380.01 (11 Dec 44) l 
83. Returns to United States.-Classlfied elements of information concern

ing a return movement to the United States are identical with those enumerated 
in paragraph 76, except that the United· States as a destination is restricted in
formation only. However, a specific port" of destination in the United States, in 
travel by water, is secret. -

[AG 380,01 (11 Dec 44) l 
84. Movements by air.-a. Generally, the same requirements for water, 

motor, or rail movements apply to movements by air of units ,of subdivisions 
thereof. / 

b. In documents containing information of movements by wlitary aircraft of 
casuals, replacements, and individuals, as distinguished from units, the inclusion 
of the following elements normally will require a classification of restricted 
onlf: 

(I) Oversea or intertheater geographical destinations, unless the presence 
of troops or a military installation at such destination is classided 
higher than restricted. '' 

(2) Date and time of departure from port of aerial e.mbarkation, or air
ports en route, subsequent to such departure. 

(8) Air route, unless,the air route is classified higher than restricted. 
(4) Estimated time of arrival at oversea or1 intertheater destination or 

airports en route, subsequent to departure from port of aerial 
embarkation. 

c. The provisions of paragraph 76 will apply to documents concerning the o•, .. 
sea movements of casuals, replacements, and individuals when for any reason 
or at any time the movement changes from, air to water transportation or from 

AGO 148B. 3 
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water to air transportation, or . ":hl'.n ~oth ~ethods o,f· ~r~ns~ortation are 

em:.1rire:~~s an~ allied papers f~r ~versea travel by co~mercia~ aircraft. ~~yh be 

1 "fi d ~ven though they contain elements of information for w, ic a 
~::~~:~~~n of restricted is requirea by b(l), (2), (3): a~d (4) ab~ve. edi 
· All individuals involved in air ~ovements, commumcatm~ from in.term . • 

e. . . · t wi"ll refrain from disClosing classified mformat1on. par-ate stoppmg pom s, . . 
dcularly their oversea or intertheater destmatio11:. 

[AG 880.01 (11 Dec 44) l 
BY OB.DEB 01' THE SECBll:TABY 01' w All: 
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CHANGES} WAR DEPARTMENT 
No. 4 WASIDNGTON 25, D. c., 14July1945 

AR 380-5, 15 March 1944, ls changed as follows: 

5. Secret matter. 
* * • • • • • 

b. The following are examples of matter which normally will be graded 
SECRET: 

• * * * • * * 

• 

(15) Information which will indicate the strength of troops in the Canal 
Zone or in an active operational theater or information indicating 
the composition of such units or the total quantity of specific items 
of equipment pertaining thereto, except that mailing addresses 
will Include organizational designations. 

* • • • • • 
[AG880.0l (6Jun45)] 

6. Confidential matter. 

* * • • • • • 
71. The following are examples of matter which normally will be graded 

CONFIDENTIAL: 
• * * * * * • 

• 

• 

(2) Routine operational and battle reports which contain information of 
value to -the enemy but are not of vital interest to him. 

* * * * • 
(7) Unit movements of nonoperational significance in areas within or 

adjacent to active operational theaters . 

* * * * • • 
(19) Aerial photographs and negatives of territories under our control in 

or adjacent to active operational theaters. Maps, charts, and 
photomaps prepared from such photographs or negatives will be 
graded in accordance with the actual details shown thereon, and 
not necessarily in accordance with the classification o{ the photo-. / 
graphs or negatives used. / 

• * • • • •' .•. 
[AG 880.01 (6 Jun 45)] 

7. Restricted matter. 

* * • • • • • 
b. The following are examples of matter which normally will be graded 

RESTRICTED. 

• 

• 
• 

(1) Rescinded • 

* • • • • • 
(4) Aerial photographs and negatives of territories under our control 

remote from active operational theaters. 

* ·• * *I • • 
(7) Rescinded. 

·* • • • • 
[AG 380.01 (6 Jun 45)] 

75. General.-Comnianding officers of troops or individuals: affected. by· the 
provisions of this section are responsible that such troops or individuals· are 
instructed in such provisions, advised of their applicability, and warned of the 
danger involved In the spreading of classified information concerning troop move
AGO 965B-July 657608°-45 
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ments. Necessary' insfruCtions will be given· prior to movement to an active 
operational theater, both at home station and staging area. 

[AG 380.01 (6 Jun 45) J 

76. Classification requirements.-a. Movement of troops or individuals, or 
any group or class of such movements, will be classified when appropriate as 
secret, confidential, or restricted by, or by authority of, any officer authorized 
to make or authorize secret classifications under paragraph ·9a. It is essential 
to proper classification that officers authorized to classify documents are able 
to identify classified elements of information, particularly those elements ·re
quiring a secret classification. 
· b. The following elements of information concerning troop movements or 

individual travel to an active operational theater will normally be classified as 
indicated below, except as stated in paragraphs 83 and 84: 

(1) Secret.-Documents which contain any one of the following elements, 
either directly or by implication, require a classification of secret. 

(a) Specific oversea or intertheater geographical destinations, 
when th·e destinations are specific locations within the 
theater. 

(d) Estimated time of arrival at specific oversea or intertheater 
.destination or ports en route. 

(e) The meaning of assigned shipment numbers so far as the 
specific oversea or intertheater destination is concerned. 

* * * .. -
* 

(2) Oonfidential.-Documents which contain any of the following elements 
will be classified confidential: 

I' 

(a) Theater of destination, provided the exact destination 

(b) 

(C) 

within the theater is not shown. · 
Information or description of unit movements of nonopera

tional significance in areas within or adjacent to active 
operational theaters. 

Complete list or tabulation of units combined with and 
included under a single shipment number. The combina
tion of a single unit with its overseas shipment number and 
letter, however, is restricted information. 

• • ~ * * * • 
c. Movements of troops between inactive operational theaters or between 

the United States and inactive operational theaters will normally not require 
classification. Movements within the United States or within inactive· opera

' tional theaters which do not relate immediately to movement to active 
operational theaters will not require Classification. This does not 'preclude 
classification when deemed appropriate. 

·[AG 380.01 (6 Jun 45)] 

77. Dissemination of information.-a. Officers. and enlisted personnel will 
avoid talk or discussion of classified military movements with any unauthorized 
persons and will view with suspicion any person asking questions about such 
movements or discussing topics pertaining thereto. 

b. All persons connected with the military service who receive infor.mation 
concerning movements of organizations, detachments; or individuals, classified in 
accordance with paragraphs 76, 83, and 84, are forbidden to make pubiic or to 
inform· unauthorized persons concerning the . classified elements of such move-· 
men ts. 

. . • • • • ... • 
[AG380.0l (6Jun45)] 
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78. Rail and motor movements.-a. Reports concerning arrivals and de
parture of rail or motor movements within· the United States which for any 
reason are classified may be transmitted to persons authorized to receive such 
reports, unclassified, provided unit designations are not included therein.-

b. When rail or motor movements are made preliminary to movement to an 
active operational theater, cars, baggage, and impedimenta will not be marked 
in the clear to show destination, d~te of departure, name of ship, or other cbssi
fied elements of information. In such cases- impedimenta will be marked with 
the assigned shipment number and letter. The unit designation will not be used 
as a marking on impedimenta, although the company letter or abbreviation may 
be used to identify the impedimenta of each company or similar unit in the 
movement. 

c. Rescinded. 
[AG 380.01 (6 Jun 45)] 

79. In staging areas. 
• * • • • • • 

b. Commanders of ports or airports of.embarkation are authorized to restrict 
to prescribed limits all individuals under orders for movement to an active 
operational theater for a period not to exceed 48 hours prior to departure; 
During this period of restriction,_ communication with other military personnel 
and civilians· may be prevented or limi'ted as may be considered necessary by 
the- port or· airport commander concerned. Special authority must be obtain(O!d 
from the War Department (if -in the United States), or the theater commander 
(if overseas) for placing ipdividuals in restriction more than 48 ho'urs prior to 
the expected sailing or departu_re date. 

[AG 380.01 (6 Jun 45)] 

80. Embarkation. 
* * * • * • • 

_a. Memb\)rS of families, relatives; or friends of personnel destined for an 
active. operational theater will not be allowed at the piers or thereabouts -on 
the day of sailing. Any such persons found there will be ordered away summarily 
by the guard and report made to the a°ppropriate authority of the officer or enlisted 
man' with whom they were seen or with whom they attempted to communicate. 

[AG 380.01-(6 Jun 45)] · /" 
/ 

SL Movement of vessels in harbors.-Vessels·loaded with troops or supplies 
destined for an active operational theater will be moved under cover of darkness, 
wh_enE!ver possible. 

[AG 380.01 (6 Jun 45)] 

82. At sea.-a. After sailing from the port of embarkation for an active op
erational theater, the specific destination or destination by theater will be 
disclosed to individuals aboard ship only as necessary for training or indoctrina
tion en route. When such information is disclosed, the individuals will be warned 
of the classification thereof. Particular care will be taken to insure .that this 
warning is given all individuals who are allowed ashore at intermediate stopping 
points. ~ /' · 

* * • • * .•. • 
[AG 380.01 (6 Jun 45)] 

83. B.eturns to United States from active operational theaters.-Classifica
tion: requirements are the same as those enumerated in paragraphs 76 and· 84, 
except that the United States as a destinatfon is ·restricted information only. 
However, a. specific port of destination in the United States, in travel by water, is 
secret • 

•[AG380.01 (6Jun45)] 
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.. 84: Movement!> by air.-a. Generally, the same requirements for water move-· 
ments 'to an acti~e operational theater apply to movements· by air of units or 
subdivisions thereof. 

b. In• documents containing information of movements to an active ·opera
tional theater by military aircraft of casuals, replacements, and Individuals, 
as distinguished from units, the inclusion of the following elements normally 
will require a classification of restricted only: 

• 

(1) Specific oversea or intertheater geographical destinations, unless the 
presence Of troops or particular military_ installations at such 
destination is classified high.er than restricted. 

(4) 

(5) 

* .·*I * •· * * -
Estimated time of arrival at specific oversea or intertheater destina-

tion or airi;iorts en route, subsequent to departure from port of 
aerial embarkation. 

Oversea or intertheater destination represented by a temporary 
APO number. 

c. The provisions of paragraph 76 wm apply to documents concerning the 
oversea movements to an active operational theater of casuals, replacements, 
and Individuals when for any reason· or at any time the movement changes from 
air to water transportation or from water to air transportation, or when both 
methods of transportation are employed. 

a. Movements within the United States or within or to inactive operational 
theaters when not associated with further movement to an active operatiOnal 
theater or classified activities will not require classification; . 

e. Orders and allied papers for oversea travel by commercial aircraft may be 
unclassified even though they contain elements of information for which a classi
fication of restricted ~s required by b (1), (2), (3), and ( 4) above. 

f. All individuals involved in air movements, communicating from intermediate 
stopping points, will refrain from disclosing classified foformation. 
• [AG 380.01 (6 Jun 45)] 

87. Overseas.-a. After arrival in an active operational theater no informa~ 
tion will be given _concerning names or destinations of organizations, names of 
vessels, data. concerning convoys, routes pursued, measures taken to avoid 
attack; dates of arrival,· debarkation, or departure, or number of troops, or kind 
of cargoes carried. 

• .. 
[AG 390.01 (6 Jun 45)] 

·BY.ORDER OF THE SECRETARY OF WAR: 

OFFICIAL: 

EDWARD F. WITSELL 
Major General 
Acting The Adjutant Generai 

DISTRIBUTION ; 

A;E 

• •. 

G. C. MARSHALL, 
Chief of Staff 

'I 

• 

AGO 965B 
U S. GOVERNMENT PRINTING OF'FICE' 194!> 

- -------- ---- ----------- ~------ ' 

---..--. 

' 
f 
f. 
I 
I 

1 

} 
I! n L J!di 
·N· ~ 
tU 
l 
1· } . 

ir. 

1:· 

SA}?EGUARDING MILIT~Y INFORMATION 
AR 38~5 
~ 

.,-,o:-Mumtions of war;-,,-AnY,,item u~ed foi; war., .. , . · '. < · ·· · 
' rt Ora~ 'ot battie.-Important disposition of our forces with the identitie_!l of 

the units and .formations comp~Sh)g. those ~orces, ill ·Or adjacent, to_ operational 
theaters.:_ ... -... --./-, 1.', - 1 r. v .. - •• ~ ... , '1•1·, .. ~··.< · ~'-,.· · -; -~-~ 

q. Paraphrasi~.'-To p11raphrase. a ~essag!! is. to rewrite. it so, that its mean-
ing is the. same buMts p~rlllj!eology is ~ifterenj;. . ·· . • , .. " · "_1 

r. Photomap.-A photomap. ~.s .a repro4_uctlon of an· aerial. mo.si_ac, composite, 
or single vertical-USed in place of or to suppleme11t a.map. . .. ' 
, 8:. Plai~ temt, clear_,te1»t,. or. plain languau.e,-'-"Plain text," "cle_ar text," or "plain 
ia~~age" is the text of a message which, on it~ face,. conveys. an intelllgible 
meaning;1nanyknown·!aµgm_1.ge.. :· ,,.... ''·. , .: ·i · ·· ·•• · · t: Register~a ·'matter·-.( aocupierit.) ·"7:Any classifie.d, docume.nt pr, device regis
tered usually by number,.and perlod~cally,a_~f!ount~d,for.1 · .. ' . ·· : .. · · . · , 

' U;. Reserved. area . .,..,-4,J~erved ~rea ~S·~n,. area.,OD:.<the sui;fac~ of q1e land, or 
~at~r,desigh)ited and set apart by Executive Ordei:.of.t.he President for·purpos~s 
~f natl~nal 'defense· ~d~ittan~e to wh.ich is.eltl~er,,pi;oh~blted; or r~stricted. · · •:· 
, ; v.'. :sh,~i 1~~~le,-:::A ~J;l.o~t :tive. is· a designatiop. ·IJ.PP.lie~ it9 :a .. cl1,1.ss.ified document, 
ina t~riel or, devlcerfor .. purposes of security, and 

1 
~rt)yi_ty. _ .It. l'!o11sists of figjlres 

i~tte~B; ~ords ··or' ~~~bi~ation~ thereof, ·and if registered usually co.ntains.:an 
abbreviated d~ignatlo~ of the 9ffice. of, origin,. w~thout giving any• information 
relatlve;·to~cJassit,lcation:,or.,~.ontent of;:tP,e .do.cumeµt,, m11-t~riel, .'orr dey~ce. 
,. ~ .:W:; ·Tr:ayei~'.'TTh!' .. t~~ . .','trilvel". ,¢ers to. the;_movemeµt of ~n .lndivid~al who 
is not part of a troop movement. .. : : 
, ~-: ,Tr.qop rn.o'l{e7!1-ents.vTb~, term: :•troop. :mo~em!!nt':· applies to· ~he moving of 
~nits o~ organized detachments even though temporarily ()rganl~ed as such for 
the, •,purpqf!le. ~ tl!!:l, ~()veipent;, ·: l\foyeµie,nt_s ,9f ~p~·isoners. of· war, :'sick and 
wound~d, .11,D:d ... alf S~IJ!.llJlr ,groups_ ~ri.de .. r. ,military, .control are included in the term. 
A movement may be overseas (from tb,t) ;U.ni~eji .States);: int~i:theater; intra
theater,,or.~turnf!I (to t)le.Un!tetl·Stat~s) ... 1:·11 1 " ·, · ,,:,:_ < . · ":.'. ' .. , ' 
i't;1/. ~Vt1ci~11a. ,Sta~es.-Th~·,term; "U;nited .States~·' as ·US!Jd Jn Jhes.e regulations 
'includes the 1 Canal ,Zone, anq ,_a11 ·territory and • wat~rs,. conti~ental or insular, 
~ubJect to"the jurisdiction of the United States. Sec.tion 1,. Title. XIII, act 15 
J,uf!-6,,1917 (40j$ta~ .. fS1;:§0 U,i8_. O. 40 ;,M~ L.,.1939, sec.-.f1~'1_): • : .. , ·: 

z. Visitor.-:-As .used in these .. regulations,n· visitor is,!!-nY ·peri;ion admitted to 
~- Gove_r11~'ent.~~~, connnercial m(!nufactur.ing .. establishll!ept/Iigaged in. classi
fied work or project for the War Department except-··:i' J · , ., 

' (1) A person·eripioyed:oiirtli~ ~ork ?r.prci~~t, or :.!'·i.l '..:·· ' 't. I 

. (2)li :A persoii ... dlrectly and officially co~~~~~d ·w,-i,t~ ~e .~o~k ·or :p:roject. 

=If c~teiorte~:~lncitJ\natte;·~~Irtng ~ias~ifi~~tt"op': !!.~a)1 b~ t)~mi~ed and 
gr.a,d~d -qnq~r .o,Il;~ .. o.f, t]l~.follp~p.g. ~t~11pr~es.,: · :•r:· . u·1i ''HE' '-''. · i'; ;_ 
·.a: 'roe 'sECRE';t'. '(!!i~l .. awu:~-yauo,n, TQ1:,S~p) . . , , ... :1 : ; .. " • 

"· s:ECRET..... ~-·, ,,,._ ·· ,_ J .':. I~ _._,, ,,, .. i··: .• .- ..... '.~· '· .~ -.. !.~~ ...... , · ·_: 1 ··.t::1 

.;:~~.J:cp~rro~, .. ,("l:f... !-·!. .. · :i,"i '··ff',· ... l"t.!·:ru L~~ !t._1 

0°!Z·,~~~~RI~iJ1 !r.;..t ,.,;~,., · · " ·:t' f •• .! .. , t' : ;.:_ tai t docu-
• 4:. Top ·secret inatter.-a. W1/-,l'!J! ,czassffled.1 ,~IJ .sepr-e ;~r n secre 

ipen~~.'i 1i;t1fprm!1~fo~, .ffl~1 ~at,~ri,el; .th,~, s,ec-qptY;;:~spe_i:t! ~t ~Mch _is p11;ramount, and 
~~p~~dW~-11Jli.o~izi;<l,~d1-~closl,l~~: ~qul.9-.cf!.~~, ~C~P,ti9r,iall;y ,grave damage to the 
nation shall oo clas!ilfied TO~ .f?EO~E'I,'. , , :,, [r: ·"'"l'; ,.r. ·;;) . " :-.:;;..•, .• ~ ._._.., .1.:'J.:t(· ··- L . . . ... . ' " , . 

·~:Pi ; 111~~~:-:1 - ·; !!!-r ·'":,1.i:~ 

I . 
L __ --- --- ----- --- ----·-------~-~---
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. : . • · ,- ,,,_; ... works and naval .. bases, except that· when the complete map 
: '..-, '-'''irr.:,. le '"' 1 . of a defense atea· consists'of more than: one sheet, only those 
i u - .. ,.:_-,-._ •• -.- ~·u;:/':·sheets showing jdefense '.'elements.' need be classified as 

CONFIDENTIAL. , . . . . :/· ··, !.:. ,- _:• . 
:;:.._ . . ·: ~ .[ UI'(.b)· Jn: oversea. possessions, an'd: foreign territory· occlipiea'.•by the 
. ., · r ..... -,. :-, • forces of the ·United .. States, those not classified; as SECRET, 

, ' ''. •• _ •' '(I I , •,.showing lay-out i Of, military' and; naval radio; stations, air 
·-~":. -. . ' · . : , bases, airdromes; ·air depots;, supply :.bases, arsenals, proving 

d .. .- . , . . ~.grounds, or.any are.a .vital· to defense;· , .,,_,.-"''' · 
(14). Technical information, such as research of .proeesses of~manufacture 

.,·;:, .. :- -, ." :whlch:may. be a.distinct'mlllta1'y asset·and<not a matter of general 
.r .. :. ,_ ,r1 ~ _ _._knowledge; and• other. technicahitemsi of the• type; .described in a 
··~~ ·-l•ri:·,· ,... ··above., .. ::·. -~·J ::._ .1:.r ~ "u;·~.·,., · .. : : '···.:. ~ :-1: ·, ... • ...... 

-:i•1 n: (-!5)- Information and: records··complled .. at the request of .. the War De-· 
.•: · _ . .. ,partmeht for. its :use in the: assurance of adequate provision for the 

· · ·· mobilizatlon"of mater!el·' and'iindustrial. organizations ·essential to 
wartime needs. See section 5a; added to act13.;fone 1916, by section 
5, act 4 June 1920 (41 Stat. ·"164; 10 :u. 8.i0 .. 1193 ;'-'M! L.,;1939; .·section 

1: ,· J925'). · .r• -.· ·._-·:, ,:. ·•·· ,. ( ; -.t - ,~_; :·:~.: ! i ., " .. c:o': .<I 

.'··" 1 (16). Shipments of•m!lchineprepared.,rnd nian'ually·prepareclmcinthly f>er-
: .:·:: , .. , . .-,,.sopnel rosters:and.W. D:, A.' G.-O;•Forin No.1303 ·(Report of Change) 
·.: , ,1"' ,for .organizations·.and. individuals outside the continerltal.l!mits of· 

. :;,- J~.: ·11dheJUnited States . .rRoste1's·and 'i-eports of.change' induded in''.ahy 
:12·1Jt;,:; ·.;; iShlpment.need not'be individually>classified.·1.' : . ,, ~·· ' •':• .. 

(17) All information relative to Specific quantities Of War reserves.' . , '1 ; 

._.,i-(;,(18)i•.A:erial photographs· and negatives of'territories under'our control in 
. •: -. · :;: ·or adjacent to operational' theaters.'. Maps; 'charts;: aiid photornaps 

prepared from such photographs or.• negativ(!S1.w'i1f .. J)e graded in ac-
, :, · · ·cordance with:the actual. details shown thereon; and riofnecessarily 

In accordance with the· classification of' the photographs or nega-
tives used. ·-~,.rv.1,_i:• .,. · '_.i~ ··,~,l ·~· :· ~"1..::l :a} 

(19) Ground photographs, 'negat!ves;'>':pho'fostats,' diagrains;'''or models Of) 
,. • .. , ·1 -icOnfideritial matter~··-!..J·. •'!! .~c: K :t:'·.'l· , ·1 :. ;Jh:-. ~.l1·.1H.~~ · ~ ... ; 

(20) Troop movements. See secti_on V~II. . -~ -.:: }, ·~,,; '_:._. . 
... . ri ' . 1·) .· ·::i: ••0 t ,.\ . ·i.,.. ,_ • · ~ : ~ .• ·.1. , '! .- , . • i: 

7. Restricted matter.-ci. Documents; information or· materiel .. (other ·than 
TOP SEdREYr;"sE'clRE']\'oi•"co:N:F:inilfr~T:iAL)' .~h1~ii 'sh~uid noflie publlshed 
or communicated to anyone exce~{-'-':f<i;·: o~cfal i.>hrpo~es: sh~n··'be classified REsTR1bT·En:· ·~-· :· .... ~. ~l'fJ~f,iJ_ :.~~;; ,._i' ..... ~-il',.•, .. , l,,· ..• 1• •.J ! ........ ·,. ; 

b. The ¥61~?w1iif ~~~- -~x~m,pi~s~ fJfl0~aft~r. 'Y~~~h. no1;mall~ _ ;!·ll) be p-raded 
RESTRICTED': ' · .. " -·' "·'·-· ' ,_ .. J. ~. • . 

:~-J-i'i..:_ ('··: (!:·'., ·- ... ~i./'J.. _;ti) . L.'.J!:"•!' ·1 .. ·). ;-:·.1 .... •. ··~ ·.;·1'.~ ·~(q-

i:,,_ i, (:!.), ,InformatiQµ .o~ _m_9v;~s,p~, .. ~on9~i:atJ~rnal ·significance ln;'areas remote 
.. -.. f!:OW t~eaters_c;>f.:wp..r.-.. ,,; . ,,.- .• r·.: ·, ;.,;:,,(,-.-. · · 

(2) Training anq: ~1¥!hJlJ~a~1.d_oc.mp.er:ts ,foi,:-.oflicia~· .use 'Only· qr·,not in
tended for release to~the pµblJc, ,, · ., .. ,, . . . " · · .. _ '. .·.J 

. ; : '.,. (~); Cert,ain _1:._op.tin,e, do<;U£4eµts .r~]ating to supply,·and procurement. 
!. . ; .,-,(~)-.Ae~ia1_ pJ;igt9graphs an<}. 1;1egatives of terr_itories_under our control re-
7:•i .... :. --•. : mpt~ frop:i op~.ratlopal·.th_eaterii . ._ . , ', ,,, •J"" 
•:· _-·-_(5); P.hotographs.!lD,d-.negatives of.~nemy, ene.my._occupied or dominated,. 

. areas except those which reveal secret sources. Maps, charts, and 
photomaps prepared from such photographs or negatives and from 

6 
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r.r~ . ~,i I 
;I 

· ·: .. · .. - -. - - 'ph-otographs aria: neg a tiveS. rre~er~ed'tO:itn· ·< 4): abo".e ·'wi~:: ~· grad~d 
Vi'"<.-.:. ·, · 10-::;·accordarice ·witli'' the'~actual -details shown thereon,c. and _.-not 
"~;{> r .. ·.~ '.frnecesslfrily)ill ~ccordaiice"wlth .rtlie clal!sificiffion 'of the phol?grilph~ 
I . , .... - f '-'' ,, . , ... - " . : -'· ,y- • •' '." • . r ')i ~ -- j 1' 

or negatives used.·,' ' ·· " · · · "·, ... • · · ·-· ·, . 
.-_:, ·~'"(6) 'G~ound· photOgfa"phs; 'negatives,· photostat.s, 

0

diagrariis; ·o~ models of 
_.-.yy,.•;:•iirestriCted·.-ma:tter:'·-.:·,,· _1--,._,.,.,· . __ ... ,, <:: ,.. ·' .'1"''.t<'.·:\i 

· •;'. '''.)'(7)'.-Stretigth~· retilriis'·of "uliits: remote"fri.im-.operational theate~:· ,: ;, .. ~ : . .: 
(8) Certain parts of mobilization plans and-'i:egiilat~oii~ "'; 9

'' -.·:•.,' '.
1
.-: , 

·- ., ?·. ,(9j Do~umeiits;relating•to~the·design and·'oevelopment of new'maMriel' 
,{lllh:•'.,;'-\~:, .. c'ontainlng-information of: th.e"type"desctibed lli' ~ abova r ..... , ' ' 

:;0J.1n:..1c·l.O)."Pfoctireiheiit plans:.::~.,, .. _,_ ., ;.; .. ::; 2" .I•· : ,,. · · · · ··;r:" 
( 11) Certain cryptographic devices and ma t~rial. · ._ /,· '. _.,. . ,, 

• · '· - '( 12) ·certait"· Arfrii 'exteri~ion cimrses: • ~; : " · ~ : - ·· · ·; '. . 
·", . "'(·13{-c{!rtahi :docuhienhi 'regai·dill~"eii'giiieering ·principles and· design . de

·:·~~-- .• "". ,) faiis,'compbsition,' metliod'~of'processiiii? or; assei:nbli~g, which.'· are· 
·~':i ·:. '' .... vital 'to~tlie"functfoning or use of an artid~'of nia~er~el. 
\,":Jl:::.~.{i4) ·,oert{iin \'military map~ "<ind. p~otof!u.i~8''" ·: . .... ~ :. :. 'J . '' • .. '. . .• 

. (a) In the continental' United'"Stat,es;· t:fose -s~o.'Y~?,~ ~~-lit~ry a:id 
c~; ;;""' Av'r 1 ' , ~ ._: Tiiaval r radio• statioil.s;' aif:'.1iasesf'airdromes,' 'air depots, supply 

. s• r '!~ ·:. ,._1.; 5.;: .. l 'foseii;' arseiiais, and''.th{i"adjael:iiit' te1•rairi':'Vita1:' to 'their de: 
,,_ ~ .l .~ ,_,,_y;rt : .. ·~ !feifse)'> riot'' othenvise :~cfassifled'~wliich'-•are.T not' s_tiitable' for 

.~~i: · i··f--=-~~·.v~. t-':: ~Iillb11ci.re1e.ase; alld·f~._·/ ~:(::r ·:·"llf ';.;-~.'. 1?! ~, · :.(',,? .. ». -... 
~ ,- :.-.. L; .~'.'~(bf Iii _ovei'seii i>ossessioiis and 'fo~eig:Il: te'fri~_ocy; bc~iiti,ie'~~:by the 

. · forces of the United States, all m!Utary·maps and photomaps 
-~ :" ·r :·· ·::-.·~1rf r. '.J .. ' •,rrof otne·rwise·:c1assified :·wliicli' are' iio't . suifabl6 'for pulilic 

'.n
1 

........ r.~·13•;n-,-~ ·•f"•f1,; ,,:_~~:;-.. ~ ,;":·1, , ,•,,., ' .. .·.- · '.: -''.'- · ·re ease. • .. --- " · · .. · - ·. 
"-r:<''·(i5f Troopinoveiiierits. ::seese<!tron VIIL 1 ·· · ::i;,_,. .· . _ . 

, ... (16) Non'tacticai · ,riidfo · freQ.'!_encies·'aiid: can ·~sign~· -in ~~~a:i_o°: __ a~ tiXed 
..:: <_fl·~:-:-:-: locations. and frequencies an(i' can: signs used for-traming:_ 

· ........ ,• ,·"~.r•·"~J ·,,;-~.r-i•7· 0 11'.,.,'~-, .. '-.,;<r-·1·),~:f\ ':J,~.· .Ii~,·, .. '~ 
':; 8 .. '. .G~a111_iig.~.' .. -T1lt:;./e~i~~~~o.i.(of .. ~eFs?,#~. res~~~s~bl~ . f~r _l?r~~in~ . ai,i? • rt, 
grliiling ~riil.be._iµade by_ a,uthorit,i.es listed_ ip.,pa~agr8;~h~_9. :: . : , , .: . .. . . 

I l
e • , 1;>;· E'!ch ... doc~1n,e{i~( s~o~{d; _b~J!r<fde~,-!1,C~().~~.irig, t~. it~ :01,Dn __ ~onfent. o/"-~ fl.~t. 
nec~BBlff~~Y. a_cc~r,~fn_)f: ~()- ~~F~la,ti,o_n~hi__P., to_ '-H'., ~f!~~z: .. .'JQ.C'f;'!Je!',~/. 'f_lf!..~. ~lso a_~p-ly'!s 
tc[.~extr,!!~8.;r ~rflm,; :_P_r~r;ior,tslg .. c~as~i~.e4 .. ~1?-~¥~e!lt~,. ~?ce!t· !1~ess~~e~. , ~~e 
paragrf!.Plis.ddc, 49b, and,50tj. , " . · -. . , .. , ! .,. ·,, . . .. ,_,._, -. • .,, · , . : . , :· · , , ,,_, 

'"0.-'Th"e· 'gia'ding l.of' ~ fiie or group of-pliyslCally connect.fd ~OC{\~ent~ . 1sh.~ll b~, 
· ~:qat.,?,f, ~e 1highest gr~ded,doc;\1n,1e~~ Jh~~el~:-.- ,1 -.;.7, ;:.<:-: ..... ;;- .• · · .•.. ., • 

~ 9,' ~li~o'r!o/ to,,cla!3~i!Y·..-a; -~~cr,~t.':'Matt~K~}.111,lY}>e .cla~~.1-fi~1 a~ :;JEC~ET 
.g~~· or )>-'c.':j-;>' ? ·' only, 'by< oi:.' ~Y,' a1ithqrlty of .. ~e,. !?ec_retary_. o~ .war. !t1~ ynaer' Sec;e.~~~y' of_ LW~r. 
\f , .., aii · Assis~n( secr~~r!,~~f._~ai·; -~~~ CJ;ii~. ~f,. St~Jf..)lle. ~~n:an;dinf G~n~ral -~~

t!:!-e. ArµiY,. Prq~~. ;li'q:~~l!I· th~ G?~1:1~~g~.n~. ~l!,\lr~l ~~ . :t~\l ' Ar mr(. Air,. forc~s. 
~-0 . fli'e ', cow,infindin,g_ °:eri~~~l:ff , t;he~ ~rJillY. $e!-'.vic~. ,Fqr~es,,. ~~ ,_As~i-~~i;i.t Chief ._of, 
' ' Siaff. (if :ti;\~ .F~r p;~parsm~nt p~p\l!i~ ,~ti!~· .~~J~' ~ll!-.~s, of the}~~i:al s~ryi~es., 

a" eneriu ·officer,. tj1e ~oriii)lij.~qing 9ffic~r .o.~ a. ~ep?t,, ]_)Os~11 ,c:i-,n1~, ~~a.t.~n,: ~r. 
:Gifewnd.i~t:''~oilimana;1 the', com¢aiid.an( ~~ a"gen1tal or, 1:1pec!!'-l _serv:i~e schoo~, 
the: chi~' 'of a' -D!ilit~r.f n'./issi9.ii; .a .. ~l.iibt~: ~,ttas~~·: ,or !lczD:~~~~!l~~;:obse_r~er_. . •. . . 
"b'.'.'oonMbnt{az:~·Dociike:Q.t~ •. deyelpp~~nt .. ,,Pr<?J~~.t~,. ~a~~~1~11 o,r. tec,hnical, 

fuforfua.~16~ mfif. b~ c(asslfte_d ·as '.C9N:F.IHE~TJ¥ ~1i:Y'.. anr ;co~~~ssi<?~~ ~~cer.: 
· ··o. ··ile~~ri,~t~.ii.'..~ n<?~limeµ .. ~s·, C!~ye_rp~¥e?t.Jh>~e~ts; .. f;,~~.nt~ai' d1~ta •. an~ ~~.t~r\el; Dia.y 'i,0 "ctissilied as.RESTRICTED by any commissioned officer. 

·---·---- -------------------- - ---· L . -
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t!'"";'.l- ·~,.,~- ~• .. r,. - . 1· r--.-.t •:Jr:)•r~r·,.1·i - ,,_ -,r ~~-1 .. ·- ,,..,,. •• , •. J~,t: ·and· send to The''.Adjutant'General, through ·mllltary·chamiels, a report with his 
're-con11rienC1~i:idnsrr1n'the. 1case., :•·.- .,1;c.-1 · ... 11i: .. _:1".• ·rJ .. iii 'ri 

' 17. Reproduction of -''C1~~sffieli ,;matter.~ ·Aien'~Iesi.' entrusted with the 
'pHntihg·o~ 1~eiir6dtict10~1.' ~furage,' 'iliiil issue o'f.-c1assfti~d <io~uilleriti"wtli-.be·:1n
:t'oriiie& hnhli1 appilcaiiie prb'vislo'ns "of ·thesEi i'e~iauoris'.·; The' aufooHtY. 1direEfliik 
'the tprepar'atlon,;;printlng,: o~· reproduct1oh 1;ot" ~lassftled j doCu'hleiJ.ts ;'.Wli1:)-'be"~e-
1sponSfbie 'foi the' disposa.f! of the notes; mJi:nis'c~ipts; 'type, 'pi~tes, stei:icns;:i:iega· 
:(~ves;· iindC'wasfagf l.Ilcideht thereth' tn' ~! i:n'ilnrier'.\Vliich'\vi'n1 safeguard 'the secr'eCY 
:or'th'e 1 inl'oriniiilhn'i>ei~ 1reprod.U.ce<t.-· ':.i «.«;J;i"'"tr•: · ::1-.>' ~,~ r•,-, ,,,.,,' 
,~·'b::The1 co'Dimandhnt~'of tlie· ge~'4~e1 and ~pi;c'.ial'~ervlce'scli'ooiS tire 'r:espo~lbie 

. that the printing or reproduct1oi{~1~ntii; of·.tiiri'ir;'fes~'ecilve11cbmhiiuids. release 
'n6 'dasSfti.Jd rlnforniatloii' 'to' pers~nhe1 ro't ;ageh~ie~ 1nof ~titled ;tli'e°Peto.' •'' ~. ', ~; 

I 
/ 

t.J· c:'-Tiie =-eoiiirluiiiding Gene~al' bf 'thil .A.rmv · Gtouhd.'-:For:Ces,:"tlie' eoillilianding 
·a.eii~ral 0 o~fifhe .Annyr,Air'.1~orces,";anil'''ilie ··eomni~iiiltilg '°a'en~ral: ~f.the:·'.A.riµy 
rscfVi~~.:·:Fo"'rces !11re•·t~Si\Onsibfe ·tilat~ '.service ")liagazID.es'· or~'jd~rna1s 'jjutius11e~ 
·u'tider"tlfe1r:·sui>erVision · c0i:Dv1f Wit& 1her i>rovislons 'of i:liese .:rc~u!~uon's'reiil-
' Hverci:\1security• oflciasstfled'mllitacy iiif~rinatlon~· ·and ''Wlii"~~bmit ail 'ili~terfa'.1 
for sucll publlcations to the· Burea'ri:" k Pbfiitc 'lieiatioi1lf: foi· r'ev!e'w and ·'action 
·iJefO~e'f:fe·1~8.1Se. ~JL"'~~~:-.)['J ':h°~ r:,1JQH~:,'~ ~~f' .. .;~-·J,~et,J 'L• t. -~.J-~.i.\l) \1) ~i.'.)\j .. · .. \:~~~ .~·i< 

i,~.t<i;ltwti~h~\iel-fI'oorre~oil.dence 'C1o'crillierits/1&bi:w1BiS' 'prfutst · 'i>liOfoi~aillikL'o'r 
im.b'd~1s'li>ert~1ri.1D.g 'tb 1l~m~et,. coii,fid.eli'iuu;' 'o~''re8tri?!i&Fina. f~heY' discio'se' 1n'foi'.niJ
·ffo'\i'i r~gard'i~g . engl~eer!hg principles,:. 'ciestih d.ktaifs, c~mposltfoit:. methdd~ i'o'f 
·'tir'&cWs~tiig' for, ~t "ilssein'b1:Y· 'wb.ich ·.are :vitai. to: t110 · 'itlan\i'iachire/:fh'ii'dtfoi:itni;-10r 
!\ise iof· the ~Ii{fit~rfel, they' wiii'be. appr;,pila teiy 'cias~ifieli: \'1 ".; "; .. ;>,~ IJc·~ :,, . . .. . . ) 

'm 6.'1 Pfi$arat'ton~'ofrire8i r~leas~Fb'ased: on· c~ci~a' niJs~·au~~:Som~ets' autiiorized 
to pre:Paf~1'1iif6riiiliuoii-t'Ot be''.fii.ad~ -pJi>uc w1i1 'c6ristiint1f "tie~1t 1 1n. ~foll 'Hiaf. i;iticli 
'ill'aferiiiFm~f 1be:'of gi:'eaf'·V!fiiie'·tO ·the: enemy' i,ifgnaf in teff[g;;nce"se~'rce·~ 1nfor
·tii:atlon7 ~ei vedffb'r ; se'J l:'.'h}.f cBt>tograpliic_:nie~sages ~!li11 rtev'er~ tilt r"efeas'ed ;rver
;ibatflli1'b1lN41Jf"6e1 catefrtily«hara'.i;iilrii'sed li'~:fore re1easit to Hi:e'ii{11>ifc.1·

1
' 1-1· ;:nr., 

er•f.>Fo'r18'.Cfd:hfon·a11 fnsfrlictlofi'S'·i:e1a'tivho ihe·h1scu'ss1oii1 of innitary, 'Joiitfci\:i, . 
!'iiiiroma•uc?a:iid'cliissifl~d'sub.1eets/see :A.hf M~7oo~~;;i:; ~ :., ; : .~.;,c· '.~' .. ·: · :- "" ·; 

18. Photographs of c~rtain classified matter.-Photographs o{ 'cl~ssifie~ 
7tdffir(jS of inilihfry ~equ!plriei:\. t.:ri~ 'bf oytlef'lcia'.ssifled-lte"ms' w'i:il ttJ'J[ma?~ 'by' mem
f 6er8'6i' ttie miiifary :servt'ce{i:ir·bf'cfviuaii emi;i1o§ii"es'ofilie 'W ~r·1.De!ial-tliie~t) oili'Y 
-wl!efil riecessary ·tu" th.~· 'c<>n'dt'ct o'f '.their._ officliil (iilti~s arid' ff"m~de' hi~Y' be '<le
·f'eioped ·or1 vrih ted' :iri"cohim ercia1 •estii&i1sliiriefi fs- ul.at· :ha ;;e" ~~ia:liH slieci ·a.t1 svii'Ci fie 
fiJrd~ed.ure''for~ flindling ·1Ciassrned1 m'D:i{whiCii i.}roceC!ureY.'has''t>~oo 1a.:P.P~vecCti-Y 
' th'e "-Pr6vost ·~Iai-'slial: Generai:1 'si'ichl film' or"i;irints·i~vni fuot."oo"retafoed f1h:: {He 
~p·o~~¥ssfoh 'ilf'commerciiti'esfobllshine'n'ts so·:u'.falized. ;;, ; ' .. 7 ,'!,;';.' '.to '.'i!:.l9!'.l9l•; 

19. Requests for military information.-a. All requests fro"ri'privMe lil
,'Jifi cfiiais,r! firm.§; 'itn:·,c&r~o~ii: tions •'and· Federat'.iot:· shi:t~'iJge1:1dEiif or" ile.Pii~tme'nts 
for c1ass1tied milltaryl'fnfothi~u,Jiic '( ~iceiit. ~those i:e~ilest~·''defirl.ea.:i:und.er15::anh 
((l' i>ero\'V) 1lare;gov~rn~d;tly ·ihe'provis'ih~s of 'in"41()'.i5' as~amen'dedfl'•:lg:, ~: .:'. J 
""..:E'JEi Li.!~ ·'<-li .~'.iJt·F~Jk'J: Jil"!J.!f l~·.;iL.:.,£1::~ 1 t ,_.;; :.; .. EOJi.,'~·.(·~ .'i ·.1 •• ,:; :11.t1llit~TiJ~{J. '!IJ'V.; e.,: 
-~~'! ,~·:;~·. AlJ! l)Jt,~h,~p~~s. o+_ ~l~~sifi,~d f>,r m;idas.~lfi.eg ~m~lltfl:J): Jnf()1;rIJ.:it!qn,.,otMr 
'i :'?f ·~·.::, :... ;N, 'v·i P~!!n techpl.<;al; !n~'?,~m~t.i?IH ~t_th,..~or;e!Pn ;tHJ;tipnal,s,1 ;~vilkP~ 

.made ?H~Y ~~q~~l)..j?:r, wit~,,r!l?-}!; e:H~re31s.c~?D:.'..iss~2.i;i,1 9f 1 tµJ! 
;:;_.-.;·,_,,-·;.,'Hi'' r,>;c :·,1 .A,s.s_iS.t'1"1t C'.h~~f.?~,~!;aff,..9:;-~! :\JR,JZr,D-~p.~1;!~~n.t~!!pe.~!ll,;:S_HLff. 
;;,•_•;,;,!_.-.,; ,~0 ~~), .~~~1:J,a?Pf~JS2tb~l!)ss!Ji,ll\l1 _?fo 1mc;~sf$_i.~~q 1 ~ec~n,~~:,i;l;:i,!l}9rerntion 

~ " with foreign nationals will be- ~l.l.?~e.:i\U.~ia££o:rde,n<;~. t~i1* ;.~-
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;-f!! r:;i, ·;; r; ·' :if!\~!n;:;-~ :W.ar,;P,epartw~r.ti i~s!rq~t}OP.f:l. Jfl~)led_ .o~_'thts,.sµbject 
to the Commanding Generals, Army .Ground .. Forces,. Army 

:t' .-;· - ,, .- -.rJ ~ fi_;~F.or~'i!ftl, a,nd.AI;ip;v.:,Se!:rtc~_J<:~!c~~: · ,: '_ ~~· :.:" •. · ~: "'~::, 
-;;le. ,Appl~ca~~o11s, fpr, jn~or~11t.iop, .o~A.e<;~r_qs_. .~.~rµ~i_led.;i!l~H- .~~.rnts~~d-,at,t~e 
:!:~.l,!~~f:l.~pf: !:Pe• Jr,a,r, ::p,,epa,r.tipe11t, .for gs,,µpe, i~,tpe·~~s1;1r!mce, ~1,adequ~t~.p~ovi~ 
s10n .,f~J'. 1 the., 1lJ.O~iJi~~ tic;i,n 1 .. of . ma t~r,i~L .ar\~: \w!-us.trW .oi;gaµiz!l dt;i,n,s . e~~n.qa111 t9 
.\Vart11:11e,.needs \V~U.:be,fef~rrt;?;· ~<?,;tp~1 Vnqy1: .~epre,t~ry,:'_of· ."W,~r. for ·nefeSJlary 
-,~ctfqn .... '.;Ch~ .s.~~".ip~,. o+;a,ny. ll~~ces,~11£.1\• subpoep.~ .fo.~ th~, prof11:1pt,ion ~f,_,-!lEJ;, sv~h 
record Will. be Teported immediately by the. person .. on .whom it· IS. served to the 
;,L[µi_t~~ .s,t.11tes ~\t01:p~y. fo~. -~he .d.iJ~i;icUH w1l!~h.:th~;:~etvfo; ~s~-m~~:.a~'c~ •• ~t .. rthe 
.s!'lm.e tI~e, ,d,\r~~t;t~_.~p.~ q~.~er;Secret.ary1 ,0~ ·'?'f.lX·: .. , _.;j .. ~;;•·: , 0 -~~ lir ;, . <:r:·l t1~,tt 

20: D1ssew1R~.1;1<;>p.· ~f d:l~~~}~~d. 1:n:i:ifit.~rr-An.f'!1'.~f1:tlo1f1iJT.a •. J?Jxcflp,t '.1'.eg:,t_rcj.~ng 
~iitforrp!\H9P• t_o, 1be<i:e*asecJ.,,!oJth,e -pse~~ ~Y .ait~horizeq :!;iill~t;iry. ·pubJlc ~.elatioll.'3 
. ,ng~~~i~s,1 ~,I;ien,.,cl~ssifi(},q; ;i:l)i~ita,i:Y)?fqripllt,l~n. !s <lis.:i.emiµ,ft~e".I , unde~: Fhe"pi:q
tyis~q~~ ()f ~th es~ regu~~ioll~ ,t(). ~erso~s,not su~jEtct: ,to .m_tlifary la~!-~hl;)Y 'Yi_ll,be 
.p;i~qrll).~ ;~ha~. it .a;e~t~,.tµe . .n(l;tio!1p.lj!-~f\'\IJ.S~ o.~Jh~, L[hite_d ;f?~a.tes·~ithin the 
1m:m;1ii:}g 10~ the :!JJ~pi9~age Act,ill!,1d,}~~t ~~!1tr.1.ti;i.s91~~~i()J?-.~.to,. aI\i·:UP11}~thoi;Jzed 
~p~rso.n,l~prs~i?Jtfd .. _.-;f!_f)\t,al,s() par,~ITT~Ph,~b._.,,,,H ::·iH :-1 c ... ::.;~, · .. -~,.. ,:;.ci~ 1 t 

b. Publication of articles or books.-The Inclusion of classified military •. lnfor-

·,Wa,~!R~r!P./!-Hl·,i!f~lcf~~~r £.?5'1f.pug!Is.~~.<1 !?Yr.~ _n;ie;n0:r /!~· !P.e .. A,rmi~:~~·(the -Pr¥ed 
-~~~t3s.,pr l>_:V. ll ;ci~?Wrn e~plgye~,of,-,t~~-;.M.Ht~llfY, ~s~abl,ishmelfAi }s .. PJq4iblt~!1 
~\'.nles~ I sw;_c1~~~1.1;r ;,!i.1-lt.~W~IB.e<h:t?r Jh~,'. war:,P,~1;ui,~t.mens.,, )'J'or, ad,<,l\1;l<;mal., il~fqr
.1natiori -r~latiye t~, .publication •Of, articles,., see !AR' 310-10 6~10 and.1600-700. 
A I ., •-' · 1 .• •: .. ( •• • I•~~, . .,.;,. . •.-.')L,I .}_• .• .,l, ~ •.""' '.J•J/>. < ·.~:··~ '~-· .; .• • t tJ t ·-· •. :.-1.•.•I! 

_ c. Or.al discussi~ns of ~lft.~ffJi,c_q,_,~,ilitf!?(f'lf/.?l]n,<t,tf??\·7';1.Rit~~r1,v.:111;>.Uf.,9,fiIJ.CiY;~!e 
fl.1.~rns~~o~ ?~:;.cl,~1':~1fi~_d .. ,If11J,1,~,ip:y,.~n~()J'll}!!-ty~n ,'\'fi!:H~2.r:.tP. t~E_l· pri;~eH<;~. (Jr he,a,r.~ng of 
.~urn P~f~o~ •. not .!!-P~horiz~dA?;):10:v~;~i:;iow1~.9:~:5~h,~5~9.~; i,s.s,!ri,qHr,f<?Il?}<t,q~,~-. :·ir 0 . 

_ ,,,~h_ Tefitp:J?.Ony; .b~+Az:en~oH~~.ef~;., ·:,q:s W,,J,t,ei;i.;a_,.p,Elf,:'l~n }~1 ~Jte,.i:nil~~:;t,,rYHftl~_t;!lC53 
-~ppe:;t.rs :.~e:foi;_e, a, ,cp,wmm,ee,,,e~~ ,01~aC_9.\lg_i:~,~~" ,:;t.,~q'li~1 lc!:!le~ ~\1P9.n,. !q1~giv~,, t~s.~!
mony wh1c~}I:<{ ~Ho":~ t.g b,Ep,s0cri,~~e.~t,i$1-J P,1'./;eM~i9teq,-ee,.wiUr~sp~<;!~~,u!lYr;r~\l~~t 

, tl?-!!;t P..\~ .~t::~rei;i:i~µ~s, If,((. ,tl\~~r,iiJn, e;xesu~i1':~ _ se~st?P..t9_!},Yi ll.~d;i_I).O~ 1 ~llp~a: ,.In :~he 
~ecord ~f hearings, the Cong~e~~io,µ~LR~cn·P.~ .. oi;.;~~H~r1 .c!rc.u:ipen!,.~~i;i .~() pu,W],c 

t 1D~P~<:t~Qll_~o ~ 1 :"/'1~'":1f 1 J"1i• I- -/~··t:tr, tt ~:;i\:3:.H!~ r.:i;JJ'!~~ ::) n1~r:---·- · .•• ~_ . .-·:~i -~' 
-:rr b.·, ~h'C~ :,c111~~d ,m~og ,t9,:g-iv~ }e~~i.II]opy,. w:~i~Ji1M,11pig~,;;;.,tq; be ,_to_v,, secrfJ.t: <J.r 
,_1qpr:~t,. ~~1-~~ ,)le 1.1:\l,s ,pr,er,~o.us!~.,l:JE;W} .1/-\1.~b.~Ei~a. qy_A~~·: ~e.ci;_etary ,q+~ "i~r ,tp 
_glye, l:lU~J;\ ,t~spp~\)n;r, M wiIJ ~-~si;i,ef~~~}l,fr ~Sif ~ ..£!1.~q1:e)s1ppt, aut1lofized to .qr~
, ~lo~.El~·~~ !~~<?FW!l!~~n,. ~e~i~e_dH 11;9~, W!JL\~f8t1Pl_t,¥~!·~P.llf<?Jl1.:)!l~e ,¥,}!~b~r ,of :COI)
~re,s~-,tJi.at: ~ i'Yri~t~n.JllquE;s.t.fgr, t,h~ JlP~W.<rt iBfoi:µ,:a_tion ~.!J.oul.d be)rll,_I,lS!l}~tt~d 
.. to, th~ ,~_e.~r!lt~p'. qf, W,ar1 1 .· T~s~i-~on:r.i qf, l,l, it~Si:~.t· n!lture,, >:vh~n .1!11tl:10ri!l!eq by ... the 
Secretary of War, will be giye~):m~Yo!ll.Je~~t~y~ ,sessi_on ... uµJ!~r·P1;e ,cond~tion,s 
.\!lte_d·.~n:a,:a2.<?.Y!!: , .. ·;-;.;_,,, ,·_ .. ,....:.,._ ... _h;,,,_,;.-_ · ;,, ... c.:i,> ~-!r .~· .. 1 .. _., :· . • ~::. -
'. ~ :.O .. _ ~~Fh .. reg11-r~ to.' I>O!~C~~~ .and P~f~S: 'IV ~iC,I;i,. t)l~ Pl]b]i.c -~l).!.e,re~t .!1~. no! r~_qir~ 
;~.?1 bt;i, keJ?t. secret,, oop:ft4enp!a}1 or rie.,str.W.ed,,s(j?!'l,A!t .~Q<h:lO._ ... , : ; , ·"' - -. : . : _ . __ , ,., -.,:; 

22. LegislaJi~:r;i perta,.i_n,in,g.: t()~ '.;Wa,r;. J,>,~Jl~~W-~~ t. Tifl:) :!'«tc,OI¥,ID_enda t~ppi:i · ti> 
the War Department for Iegi~l.ation will b_e _classified until released by the Sec

. ret~_ry·of:War; ':'pi'for t~"s~ch 'feiease, no !iilfor~~t!On as''ti(ar;y le~is1at1ve rec
omm'endation will ·te re¥ealed to 1'ai:ly'In'dividual 1o~ a'ssoci~tion not under War 
'pepart:ID.'eht'c<introl except as m!Iy be reqillted· by iaw: ·:•. l . . 

'. ' b.':Tite iiilthre and' coiiteiil bi reriort~ ·olthe"·wi;~ Depart~ent on bills referred 
1to itbi'co'ilnn'ittees or' tlie Cong~ess will not1 be dlsclbsed fo' i.ndividu~l~ or agencies 
·ofitstcietheWar·Departill~rit! :,,_: !'-·! ::l•:;!'<Jti:H :;·;' "· ·., •:,. 
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>t.:;.r~n·:r,~r:t ~~· r;;J '."!.f e1 ""~ .... ,)? '(-7.2 ~I) ~:,:•SEgr:QN_ .. q ·z0 -. "'." t· -ffr.·!·.r' ·-; ~ • J~ (, ~ · .· ·'•'"":; .... r:, 
·':DOctl~ilrr-ITs'i.1 --: ,.! ., ,:~·;rj · -- : ··-':u: , ... ·1 .. ., ··~ 

lf ~~, .;?~ ;jr• Ht~7 ~:·t:-r·: .. ; ~:'~~ J~-' .. ·.".1~.r:~~~--~'-10" '.C:· ~:-. -.:; : 0 (··~· -. : ~•._1'Pa~S:~aph 
~i't.i1:~1~~-'o~ '.~l~~~~~'r!1. ~~~~up~n~~z;=-:-.:-~-;-:i~r.~-u~:-:·:i:-l<~:-~~-:-;rr;-:-;~-:.!.d---:7~~·~~:-:-:...;;:~--:,~:-·t1~:~ ~8_ 
'l'ransmlsslon of certain messages by electrical means-------..-:-;----:-,-.-,-.--:-..------.- , . ,f-4 
Han!ll~ng and transmission of s!lc;et matt~r_ _______ .:_ ___ -,--;-.;-_.:':.:-~J.:.'.:_·~~:--;;~"_:~:-.::-_:-;."' '.,,:25 
Haridllng·a:rui ti'ansfnlsslori of,top·.-seJret:matter-·.: ___ _:_~~-.:...:-.::.,,·-~0 ___ (.:_~.:.:. __ :_:_'_._:. ·'· '26 
ga.11.dling1a_n_d;.t_ransJl\lsslon. ·of .confidential' m·atter!:'l,.c;:~;:.:.,.-.--o.f...'.:._:;,::-.:._:.,."-'-,!'-'-'f,-'.O:" ;;:·,1,21· 
Handllng and transmission of restricted matter--------------·-------------.~-~ . •. 21\ 
Routine correspondence, receipts, and returnS----.---. 71.----.·-,,-~----..-.-.-.--7 ~-"'.0.--~=:, 4 29 
st-O?!l~~l~f: c~ss1iie.<f:d:o~um~nt8_.:~~~~-::2·~~.:.'~·~~~:~~-~-~-;:-:-.~r1.:~~\--.~:::; :,::::-.:..:-~~·.:; , -_so 
Ileturn,o:I' ·Secret and-.confidential,documents.:.!.:.:.:!. __ :.._..: ___ ..::.:._.;._.:.'--'.:.--·--'--"--'·------ • ... '81 
R.e,~!_r~ti.?P. Lof;,clas~ifted: documentB'--'<''-..:-;.."J __ 2:...:.-.:-"''-----'.:"..:_.:_c::L:'.:..o_..1_.:.~.:..:·_.i,' . 82 

"";23~~ Marltin.-gof-chi~sifie'd itocumeii.ts·.'-fi!"Mdnner~of'iiiaridiiiu.'!.h'x;.q;.: ::.,::.;' 
: r;:·I·• l'J (;ll) ,CJassi'fie<i; books ·or' 'pa'fupiilets;; 'tlie ii)iiges .of-'\Viiichr a~'e permariently . 
-'l',f.;['\;"l'J $'.'1Jl'.(Lj1ffdl secu'rely:·fai!teri'eci!Ifogether/wUl be 'plalllly and '1coi\spfouousijr' 

marked or stamped top secret; secret, confid.entl.al, .6r;r6itr.ici~ii' on 
·::i rn·n ··:..~tr:thecover -m1e·page'andflrst"p·age· :1·~ .. :·: :.,:·: .., .. 'i -r11;:-J.:·J\: ~=' 

t ' ... ,... ~ 

<2 > 0111ssifiM-~cbmri1uD.1catioiis" iuid. :0thef'ma'teria1
1 ·not i>ermanentiy'Jarid 

;,~:Jt<1nc.a•1 secufely~fastene& togetli~r;«ei'ce:W i'is1'iridfoate\i;-iii'"<s) ;" (4>; r~nd < 15) 
};C);:;1n 11• Si.O befo~ Swill"ve·1fillirkecl"br''sfamped Witk:tb'e1appropHii.te classitlca
,;d fN:t::>s~o·w tiO'n i~t,tli~F'top'.'afid'ltiott<im ·ot each :·pfige~: -The ril.ifrkfng at the top 
Olfj .ttlw ~'.UwUI lw'so' plac~d-;thaf'lt 'Will iilot"be' hlddeh from',view when the 
e~of!:rvn9 'lo 'pages1ar~"'."~1ipped 00oi- ~tapled 'fogeth~r: !.'r: ·;,-'lo; ·w-~~" · 
ad1 :ts1(3 )J:CiassifiefF"<irawirigsf·()f tiilcingi{ ltlli''1carcy;·a !•1egeD:(f'Bf the proper 
lltw .\J!•::i h!~·rclassific'afi'Ozi'lin':slich t[lposition !'fifat 'it *ht oeqeproduced on all 
'l1i ,·i:or;~·r··copiest riiitd:e"· i:lietfu'frorii.1.: ·whenever~'~practicab1~.;i ·ciasstfled photo
faM f};yfL:C:l sgri{pliiC'.~negatives'wifi-'be mai'ktWlh'the 

0

same'rr:ianrte~:1 Continuous 
•"11 a:!t1!>Hmi •c'bver 1aerialtf'recorihais$ance \aiid finappifi1(n:'egaflves!'1n roll form 

will be marked with the appropriate1ci'assfoc~ationO:at:the beginning 
mw t::-ii:~J·:;;and'"endingof each: roll~· These<'ll'rfdl atly otiie'r'·iieg.atlv'es !Which do 

not lend themselves to mar~irig wi'iroo liand.1e«Fon'a cIAssified basis, 
h::irn.n-.:;~·2 'Yand.- -~m 'be~ :kept: irY''cCinfalrler's;'·propEl'tly· secuf:eii(~liich {;1h bear 

the classificatron mark to which the contents are entitled. Photo
oclIN~ t:ttj graphslanci ·reptodii~tioris'fuade· froH;t'negatfVes w'hich_dt, ~~t· carry 
~:crhi'...d ·:<.r.>:..lr.i~ Iegei:id•·wilPbe ma1:ked~ i:»n 'th-e'·ffonf'i·ii'iiCi' ion;· th~' back with the 
U1!-'.lLor"- -,-, ~ ap];frop'i·iate classffic'aHon! :('.Jliissifiel(} 2:£iotiorlC'picliiVe.!"films will be 

kept In cohtii.lriers: 'properly s~c~red,:·wilich''ivr1Fb'ear'.th_e classifica
fu:l1.fl;!n!-)3:J '-'.iiofif.'inark' to :·wb'.iCi{ the· 1c'dntent;:·are 'eri'Hiied~; i.tillf;ih ; ~.'ildltlon, 
-~".'.!. sz" ·\vui'state:fi{ tli'e' title th~ 'ciassifi~atioh t:'hei:e~f. · ·.:·;;;'.'.) 
Hrn:a '<4t~c6iifracts for-:i:lie'inanufacture' or1 ~iassifi~ illa'tkiie1:i~in be p1ain1y 
.sin n , '::t n'an<i' conspiciibusly niarkeci; Hot typed., virtii' 'tlie' prb~f· classtficatton 

on the first:pa_ge;', lc1~.;Jti;~li f .. ~~!_'>t-:1 ·~Icii~1:;f• 11 1 ·: t~~ ':j)f"f~t}a 

EJ!'>i1I"r<5p(J1a~sified 1iiai.JiFanci :i;\iloioinai>S :~mr:se· -a:t;i;lroi>ria'.t:Jfy ,.ri11ti-'k~<i"·~nd'er. 
th l 

I ' :·, ;·l'~·{'··:"-.'--'_f·~~ti-~i-:,.J\~,,t.';f:':', 
e sea e. : -. . ... ,. . · 

i:·,r;;_ r :ia'aiii'clhd:i' triaf ie•i:ri]/6( di_as'~ifi.~~~ ~oqjj;;~·a tiftu~.4 :i~)i'~t~~~a'oivtiwns.-
66~uzti~iitst~;:iihllii~g 'c]~'s~ified military'' lnfdrmatioii" furnished.: Persons other 
t'hti'?tli8s~ 1i;'f th~ Iliiut'if&r ~~4 ~a.f.~(se~x(~~~ ~~~4 .tii~~r '.C\ifo~~ -~xi)ployees will, 
In addition to being marked'·top ·secret, .seo/et, ._confidential, or re1trlc,ted, bear 

~~e,~~!lo:~~In~g<!t~ti-?8: '\,J~;;l r:-::n::. ..• '· '· ''.: _';~ '•:;t.;;~.)·~-•i. . ' 
· This doctimenf contain~.JDJ;?.~1P~~~?-~f.Jf.fl'ZC,tl9g,)pi~,,,p,a~l9na1 defense of the 
United States within the meaning of the Espionage .Act, 50 U. S. O., 81 and 82, 
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Alt C38Q::.ls 
~5 ''. s'&FEOU.ARDING ·Mr:LftARY iNFORM'ATION~ 

as amended. Its transmission or ilie·,fevelifrlon of Its contents tn any manner 
to an unauthorized I>erson ls pro,~~bHed.~ ~~):gv. · 
,:.·o;.1BpeCial marking of aeoret documenta.-All secret documents will show the 
authority for the classlficatlon,·th~·(n!t~~!S' f?!Jhe·clnSSlf~iJ;ig\o~~r;•i.nd'.t~ei ~~~ 
, .. ·• --·- ·~·- -~· . -· ··-- _ --~---- ... ·.1,[,,!:I _ ... 1J11~1....:L'J '('Ji IS)_.,._ .. ,,._ .... , • - -• - • • 
affixed. See paragraph 9ii. . ·:·•.J•· .. j~· ,,,. ~,., • .;lJ::; ... ! ; . ,. ~ ,::D ,,,1·.i 
:; · .24. Traiisimssion·. of-certaiii .messag~s ::by; 'electrical means.-,a. The ~highest 
~ade ~ryptographic systems available· will lie' used ·forithe transm1ss!On°of'secret 
ffl~ssages. - -. --- . . . . -- ----··· -~ f~~~/:·~~. !~, 7i:.~-·~1·, ~:~.-~·~_':.:_~,:11·_'~;-~.,:r~::>.;~.'.}_'_.:·i~:1•:;::~~.:1,~; 
· ·· ri. Secret· messages· Will- not oo transmitted by~ electrlcal means .In, the.clea,r, 
t~-·. ... ·-· - -- ·---· .. - ... ., .•. --- . - -·-. - ···-· ... · . ,, ·~.: •' ·····- .• . ' 
~;cep( ~yE)r ~ppr.!).Y.t:l<l .cJ.r~uJts J1nd.pro:vidlI1g_ the rule Jn. o· belowAs not ·:vi~lated. ·; 
::

1:0. :Messages. whlch have .been transmitted- qr. are t<Fbe> fratismitted · ih 'a high 
grade cryptogr~P.W<t sys!e!Dr ot 'Pll(l .J}a.t!0.!1• JY!IJ ·1_10t .• be . r~.l!!-:Yeq·: or.- t;rans
mitted .by, .anotber·nat!on' between point.of origin1 and, desth1at1on by :electrical 
n;;;~~~· iii,clea~ :i~n~age ~r u~approved·~:~cr;u;.}bler!' .,systeµ;, .o~. iow,grade ·crypto
~~~~~!~~~~;j~lll~~~ ··,~'.·~~ ·.:~~~;~)~1 ~.~~1~ r·~·:.. ~- . Z;-,;,_,: ~~~~.r:. •:.· :·,,-~ · :~ ·>·· · J-~;~~- -~· -~ Ju'<·~ ·A j 

25. Handling and transmissi?~!l;i!'.lf js.e.~r!l.Lm,att~~·:J<i· ,-SE).cret n;tatter will be 
Bl3~<il;~(htP/-H.rtP~!18Pltt11cl1 i.9d!:f!Cf>Jd,an~e .• ~mH~J:l.~if.QlJQ~igg ~~~.:,.; (:;; 
, i;, 0~ ,q > \ !{~l!l!:ral{o;;-., .f !!!s },r,ari:,~ri}~s,sf.?!>·,:. ,,§~cr,e,t .<f 9.<;1pp.e11 t.~;.,~J1~11. transmitted 
-~;;f~J _ ;!·; s;;.JYH}, 11~ 1!P.Sl.2se_~.ii,ll q9~1]:/}~1§~~e~,- ~nv;~~o~s;::tl!e Jm~E!l' one marked 
q:, 1 -::ill -:Iii ~ :ti,~r~h ·.:'.l;)'Pe~r\t~en. JE'.il !t!!r L In,\ !~e: .M.c\lrp.e!]!,, wiµ t'.b(l; protecte4 by 
,~:i.1 :·"I1,1 .,,-,a,c~:v:~!-°; sp.~~!.;.c;>rt,.bYt·f,c;>Iq_,1Rg }µ'Ya~\1.r~i:o% 4J!'es! \!Pll~act with the 

inner cover. Tb~llRg~f:·~}'.£!'~}~Y.ilL!:!,e1!l.:~~~.!e~.wi:.f!P~~ or envelope 
,,;,.,. . ., urL •&,d<;\~f!_s~~!l Jn.;.t.Iw. 1u~JW~ "'..~~)}.\!~ pl!li!l,lY.;Wftr§00.·:~~<!1'eLso,:t!iat the 
'.'.J; • PJ 1 •.; 'J,1 :P.-?.t~!i~~ ITm 9fJ ~~e~p 1.W.M.JJ;:J~~ 19.uj:~r, rfo,y.~r, ·~!I· rJ'!ll)9,ved and will 
·C :• .:q l: lULS?~.ta~~il~d"~~.ipt;-:f~r~3IThi~p,,,l".!J! 9.We!:!Ufl; t;lil'!c)iddressor, the 
., ,,,,:;;. , ·~; ~dqr,ir~s.ee!-.l!P~<.tR!J 1~osl!~~-µ_! .. JI]1e.q1!t!l!i:cCO".er.rwW·:~e sealed and 
:.,.,,.,1 1,.,, _ a~dr0f!se,~,1in.;t:p.~1~n:9-l~l\tY !:,m,,a11;i~rir~lt]l;-pq1;n9.t~tlQ1hto indicat~ its 
.•. -i· ., ".·secret.class1flcat1on:y iT«•rl•a.: ·'~lt •i'. t' r - · ;'.·1._ ;" od !t;-·7 
;,:; ·ti~l~*-J ;~a_~~i!i(ssi~~:':·,~~:. c.\i§f,O~Y,, p_f s.~r_ret,::<!<?i°J!!Pepts an~.i ~aMriel w1ll 
d _!;J !J,;IL:,l,>e.~y~r~<! ,b!;..a.;r.~c~Jn~ ~.Y.l!!e,m,..J. .' ~ , , . ..: : ::: .1 

· ·:·~,; .if.~) Re~ist~f~:!re.2re!£~S!!J1le~~·or1.JRpJ:(lr!el ~v.i~! b:_peryodI~,lly accounted 
Re.in,;.:~ .... _·,~<?!~. _ _..'l"', :>::iLJ'':..G'J"f.Ji:.~ ;1;,t!·:l u; : 1:_ . .';;! ilo . 1• ~_.., .•. J '.~ "~u 
v:r.it.·i ~(,4.? J.! .~; tl:le ,~,~f!P:S.i,bHJ,ty" <?ti;~hee;~N!.!\~~§!\ln~;.;Qt}l~,r_ .. % the civilian 
A 1 j,: ,.1 l': ,~oI?-,lpg,\l,,P.!WAtiq11.equiY.!\le.i;i.~ t_o 1tµ,at,?f:.~c~!ll1llil!~i?.I1ed,ofll.cer having 

f .. j li.i·,; , .;,;~C~,S.~?~:f.1ot5J:.<(/;~,t .4J.CJ.H!l~nJs to .. e~s~re.,th.~t.f!!J.. s~curi~y precautions 
.;o;,hl~, :ir,, ~: '!-r~,_~:ck~I} ,toLzyar,d.~~~~:..~<!c~;p~µ,ts a~.n!lJ!ll!.% . t ~ :.! 
~·r •nJ?) i~ecra,t do~n!Y~&t~:t}YiP.iP~ntF.,a~~n;it~t~!:l.I·!?nly, l);v,,._qffic~l!Y designated 

' ' ' "'''. .. courJer. ;,1',"l!~rr ;Rfi.19.i§!Hf ,c:Ie.slgzJ,aJe~1 C,<?W~~r'. 1 se_r_yl<;!-\i1s not avail-
·~L:Iil(,' .. , ;,!1,~lei.';:s~,?,-~ t~<?.S~!R-!19-~J ID!J;¥~~r.~:rt.rnnsrp..~tt,e~q bY,p·1'Jgis.ter~ mail 
u:·;.'i.i::,~:·~ r::·}!"..!!,i~~ .. C?,ri,m .. ~;l}. 1s~J.!.i~(!, ~.u.~riQf tC!. x:.~ist!lr~<,1,,~ail.,8'rvice, it the 

service' is completely within national C?i:tE.ol:.,.;a ...• :i ;o:> 

r .... ~~,0§uJ.!j,~L~ .,,~e.~.Jorsn~~g,,~t'l:a~,a~~~-dl~.fS~S- <!,<?;<;PQJ~.i;ijs !1'!:11! ~. tr~µ~mitted 
by any of the following means: _. ·L, ·' ,,; r 

.0.) Betu;een of{lcea, of. 8affii3. hea'1<quar,tf3'1:8, qr, st,a,t~~~s.:-;-At., headq)l~rt~rs 
---.• '<\~J•i<J;.~ 1c6mill\l'ii<lk<l 'by an aui:hoi.ffrf'qualifle(f'.to huike 'th~ 'secre't' cfassificai 
r 11;'" ':L'' ... ""iiof{'tiM'ch'miliaii'd.'if~~,l>mc~f "~iii 1pr'diid.~'·!6r :t:ii~11~li'f'itY '~ti~~;
t' t~ . . 'i ---t~~v:.:I~·-'Omde1 b-~H~niiS'sihJ\!>·f.1~&~t·aob\ilneD.tiil ~~1J.,,~J; 11~~ ~·~~; 1.' .'."C!.1~ .... ~t'.~ .'~.;;.ji~ 
-~· r,..,_ ... ,, 4 ,.,~., •• ? ¥\ .... • .a.'·•.-;(,~lt. ··yp· ...... ,~ ... rtt··· ~CJ t)-.~,.·.fL!J! ~h,: 1 .1 ,,_,, l:O'..;.·,~J-' [.1. 

·., '" (2)''W,thl?t oontinen'tai·united'St'ates. • '. :·;:;:1• _ ,,,, • ·i'·i,.:iit,,'. ~•'' 
(a) otllcially designated couriers (offlcer messenger or officer 

c.,;J ''o . ";,·.·. :·i j• COUfler!':Incltidlng1warriln't11offi~ers)': '•;)r.,;:i :L oi•ID;.,")J ,-.;.:-•: 

;~ii '"~r..~ ~.: ,J.i .t: .l,,7. CU .1~ .• :'1. er~ ~LJ·:~.~J,:::>3- -'.lr:110 ~)J~?_-~·;:.t1 '":· .. :~ ::>!ti?J , ·Y· 1.iJ ~:.H~:~Y 
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;:<'/ ,;,, .ll'.:;i:(ll,)11,R~g1.stered. ipall.J(including ·regtstgred .air.· mail).· .:: 1: i ,. •,. 

u.'.,, w ,,,do):;?ro.te_rteq con;u:percial express; ,!lil'. or· rail, under.·bllling.whlch 
ff: :''·' .r~·i., 1, ;, .::.iass:µres_ the :hjghest degree.of .protective·handling._ See also 
~Jd1 ·t<J I.i:;;11~_:1t :,J"\P.aragrapl;l_.68.-.-~ ... . :~:··..: · __ ·. ;11J.': ·-:,:: . • '"•': .. ~ .;,.:i.1~·s~.1·J:~~---= 

· (d) Military aircraft. (The documents will be entruste.d• to: ,a 
• ';'l:i 'WL ·'" ,~, :> .; "'-re,sponsible .officer, or ci:ew;1memberr.on' such ajrcran·witb :In-
. i r, '."., r: 1 .f <:: .:. ; .. stru~ti0ns :.rega,rding, their ;security• :and deliyery: ). · · · 

(3) 01dside continental United States.-Includes<trai)smission:.of. s~ret 
.Eci;r .:1· ." h.:,do_cu!µep.ts, ex.<;~pt , secr~t, .cryptogr;iphic material, .from .,-points 
:,.,r .. :.: : " -,, ~yi~hin the 1contii;i,e11t!3,l United,-S.tates" to points. outside. the. :United 

· States, and vice versa, and between P.oints outsi.de the .coµtlnental 
'::m: ,.,., r;1I ,J:!P.lt~d.:StateEJ. i;·t, : ..... : : . ,, ). . .. . .. .,.· 

' 
(a) Officially designated couriers (officer cow:ier,._ipc_hl.ding war; 

••';: . .,~~'. x'f::;;:::t~t~::d : .. nJ:_ant:offtce1:s•).. ~ <~.~:-~~ !f I ~.~·;; <. 1 .' 'c • • J',, .. ~~J" • . ~. 
,:. l~· ,;·! ~irI :;. i {_~); :U:niy~d :States Ppst Office, registered·.mi;t.11: thr~ugh the Army 

Postal Service, provided the documents do not pass. thr,cr1.1gh 
-:. : 'rt..:'h~:·, :; , ;i . ·li,: ... a:·f~re,ig~: po13tal system.,, S~cret.d?c~ments ·may,. howey~r, 
r.:~iJ"::;Lf · ~; ,.:,:i:; ,y ~!'! Jrn11sn,ii.tte~ to, a11d Jrpm J~nited States JJ}sta~latfons _m 

Canada by United States and Canadian register(!d "Dlail, · 

li:'li'_.·,11.::·n .i;--:.>:.;:W.iJb.:.r.~tur11p.:ec!:)ipt,, ,.:' :.- ·':~c; . .. _ .. , ~.;,: ~· ~. -:~·. .'\ .2 
( c). Sta.t~ ;l?~P!ll'tl!l~n.t diplomat!!!. pou~11.: d This. m~~ns. wW. :..b~ 

•:. ,1 "' cu:;;.;1'; 1;u,ihl U!Jed g;c!1:~1r~ly fop ;thejr1g1jln;ti:;i~iQ~. of· s~_cret dp_cuments 
'(·''"' .. i' ,,,,;-.,'':I'< ,~/.'P\l~h.or ~it}!ln.a.i;i!Juti:~l.coyn!_ry,-L,_.... . . 

, .. ,,(d). ,United"States or Allied military,.airci;~:liti ,1(The documents 
y,, .~ . ,J _ • s.;'i · ~:~i' ~iii'.b,g"ent;us.ted 't~ a. resIJC!nsi~le. officer or, .(!rew)nember 

on such aircraft with !n.str.~.~t!ons -regai:ding .,their security 
-ti;iw ~mr:<i ~:U :il., .;an~ J.l~Hv!!.i:Y:lc;, 18.eE!.:!!:b~lo_~;.l!.. L·•· :;·. ,__ ... ·,s •1'! 

( e) Commanding, 9ffi~rs,:of l.f!l}t~d~ Sta,tes Artr!Y·.transports. 
-5..o "Jc>';f;r, i;,,~ (f.) ~el1a~le cit}zeI!S·,O~rthe ,U.!1\teg,)~ta;tes .(tl!at. is; officers or 
· · . ' , ... officials· of .other • Government , departments .. or masters of ·'ltl· .J~~;.~ :. l!)1";'J" \J.. ::· . ....- .... ~ •. - ,_ •. -~·-'·'"-' .... _. ,_.,. .•.J '. ·- •' • - " 

.,,;~id: f~.s~~l~ ()t 1Pnite<!,.SJl!t~s.registi:y). . ._,1 i:.' ;t; .::. . 

_., m7 : , .. .: r:;,, !:!7;h~~q1;, !!P~c.i,f}.~: !)l~aµs . o~ .. g~n!;lmissio~, of:· s~i:et.,ci;yptograph1c 
· : ,, . l ,,~ate:t;.!!!~! _refere11:ce sh9uld b!! :inac;Ie, to lettei: ll};!tru~tiqns, on 

0~1 t;;.,,. . i;1·.;;<.;e1u£, i;~!!~-,su.~jJ<:U!tsueq;b;v: the ';V~rJ;>epart1lle~.~:,:., , 'J 
c. Action. upon. receipt, of secret ma,tt.er:.. , , •:;., · " '.} . f: · , 
.. ,;., ~JJ :;J?i;i~ij;~~- pP~IJl~g ~~ j'e,!lled ,.'P?;5*~g~;or: en,velop_e 1 £_ontaining secret 

· .. · · - documents, the seals and wrapper!!, w,\,ll:b~. carefully inspected to 
, determine whether there has.been any. tampering ... ,If any evidence 

.;;•;• .. ti, '· ,, ., oi .t~;Jlpering., 1$' noted, iii~ ;f'ac~~ w'ill be- re'port~. immediately to 
• · ~ ': ' : " 

1 lb.,·~,'i~~µ,\ng.~~'1t~~ri~?.": :w~o· ;~ii(.Iptti~u;: iiV:)nvestigation without 
:'Y:·~· ·;1 1-1~ .:d . ~ 

delay. . : ,,: ·_ '- .. _ , : 
t:r.lt1."J',~) ~·-T~~ ,~~p.ei; ~?".e~ n:i,ai:ke~:. &eo/;!3,t :~!~. ~e :.PP!!ned.~o;i}Y bi:.!PS !l.dd~essee 
.1 ;~:., :· i:.:-IJir,h,1-!j . .flU}~ .d.~~~~$~~ F{.Bf~~~.?.~!l~iv;l'.i·· The.1.r.e!.!~~~t.~orm w1.11 be 
·; .r .. ,, 1; . :jj:;;·Jd~te.c;l,,,~~ne,<F l!-3~ pnm~d,~l;l.~~lYr .~.!:.tiJ.Eµ,~i:! ~o,.~~e .s~i;i!'!e,r. The mner 
••

1

·~ .~: ; T ',i .. ~~oy,er w,np~e ~e~trOY.~, j~Y, b~~l!.~ll~)~ 'tRe;J!l\l~~ec.~ ,p:iatter of the 
':"'.' .. :<,.~,"~,,l~.c~4sRfili.~~.be~}?.,c?.IJ,tll~ tJierew!!h· .•: .. 1 :) ,;J ;:•,r 
'..)L.:,s~{;fiitv~of Bfp:f.t ,d<~~ents."'·If !1 pi_i~iJ!l!,Y ~aI,r<!,rM~.;C!lrpr~ng secret docu
ll}~~ts" iS"'for~ed' doWii 'in ,,enemy territory,, ~~ ,\}ocu.iµen ts wm be destroyed by 
6hriii'dg. · '' 'rf'h~t1s'i'dbJ~ct "f.O"turn1{J~._,f,~~~Y., ~m ,§~ ?J~st~oi,~~ by such other means 
as are necessary to render them beyond recognition. Similar action will be 
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SAFEGUARDiNG :M:ILITA'RY INFORMATION; 

taken if forced down, In 'neutral territory, :lf1capture appears'.'.inimfnent. If the 
aircraft is forced down at sea; the documents will ·be sunk by· th1hnost practical 
method.' Fof· detailediinstructions ·ori destruction of"-Cl.!issified documents In 
emergencies, reference should be made to letter. on this ·subject issued by the 
War Department. i '" ,. · · ,, 1:· · · 
·: 26~- ·Handling and transmission of top·· secret · matter . .:...:...Top secret matter 
will be handled ·in :accordance:.with1thet rules'given in·paragraph 25a with addi-
tiol}al safegu'ard.s ·as follows:·.'" . . .. . . '' ' ' . 
· a: Under .no circumstances :wm ·sucli"matte1• be transmitted by registered mail. 
r. 6'. 'Unde1• no'circumstances will,messages so graded be transmitted by electrical 
ineans in'the Clear.• ';::· '._.~ .::.· .: ",.,. ... :_·, " ' .. 

c. It is mandatory that transmission and custody of 'such ·matter be covered 
by ·a reeeipt 'system. ; '· : ··:·\·'.• ... . . • .. ' 

d. ·Top secret documents will be handled o'nly< by, persons specifically desig- · 
riated and may ·riot 'be disclosed to• any' person. solely: by ·vfrtuei of his rank or 
office.·: i ·-.··j .r ·,- ·~ . .1, ,,.,_ • ·1 ··' !:: -~, ·1 .~ .• 1 .• , ,r· 

1 e:'The policies and ·special procedures governin~·'tne<h'andling and transmls
sion"of top· secret iriattee:are covered· by speciaf: letter instructions to parties 

, . concerned. -~· ·' ,,' · ' •, .. '." ·_;'_;:•; I ' 

27. Handling and transmission of';coi:J.fidentiiil':matter.-a. Confidential · 
matter· will !be handled in''ilcc6rdatice with the 'followi'llg'i'\il~s : '.': 

il. ..(1)• eonfide'ntiat· ddcuriieilts 'will• be prepared for' transmission in the 
.same ma'nner ·as 'secret documents, e:li:cepf thh't ·the inner cover will 

' •;'" -'-' ·,-:;i contain a. receipt form ·only ·when 'the··:seiidei' ldeeins it necessary. 
·~t2)t Confiuentla·l dociiineilts, except 1 ·registered, Will be transmitted by 

.. ·.' ... ; ; approved offidahneans: : ' ' . ' 
(3) Registered confidential' documents twill ··be ·handled in the same man-

" • · rier-:as· registered secret ·documerits.•" " . · · · · '.'l .1 

( 4)' It is the responsibility of the 'coiriinan,dlrig'. officer of equivalent of
' -ficial having custody'of confidential 'docliinehts to insure that ap

propriate secufitfprecautions ar'e''faken 'at ali times. 
·b: Subject to' ;the' foregoi'ng· standards, corifidell'tia] documellts will be trans

mitted by"ilny of the 'followiilg m'eans, ·whichever is most suitable: 
(1) Within ·continentai.' United" Btcites;:.....:C~nfi'dential documents will be 

transmitted in the same manner as· secret docifments;'exc~pt_'._ c 

'"·. (a) .Any authorized niesseng1fr may'.fffil'rised insteB:d .. bf·ari officer 
-, I\ messenger.· '.,,. .. .. : ·.' . ".' .. ""·•· 

·: '·· (o) -'COnfidential docuni.ent:S, :except registered/may be trans
.. ·:·"· mitted by.ordiiiii'ri'fuau·~hen in'the«)i;linion of the for
.,,.. '.Ji 'warding officer ''no')·serious 'consequeiices' wiil be entailed 

by their loss. · ·. ''''·'1 · 

<2> 'dUts~M 'coniinentaru~iteil ~statea.~Tiie· ·traiisinissiii~ 'Oficdnfident1a1 
,,. ... dclcuments 'except conftdeiitfai ~cypt'o~raplii~: ma~e~ial from points 

' " ;, .o: • ' ·within 'the1 contin.ei!thl Un#ed sfaies to. i;i~i'nts' 'o~'tside United 
:.d,, : ' -~· States;·a'rid'vice·v~rsa;··iui~ betwEkn poin'tsoutside the United States, 

will be done in the sa~~ ina':hJ?,er"as. p'rescriiJ.ed for· secret documents. 
' . J.• ;; - ~·· (a); ·state i?epartmen't dipl9mati¢ p-Oti.ch wm:ti'e use(}- eidrisively 

'~. ,, :·~· . j ' ; :_; ; ,; for' the tr.a:n8hiissio'n1"<)f coiifidentiai. ddciiments througll'~r 

'.' ;;~·-'·~;:;:'.:~ .. ;.~ ::;_'':', ~ith~~,~-!1~~u;11r~o~i~;;_.',·-~.?: ;;: i,:;":.:~"."_·· · :1, , ;:.~~;,., 
~ ', 
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,;:,·;! d''.V · 1:·:.:~'"'(0)2·For"speCific· nieiins of· .fransmlssfon;~of"confideritiaf crypto
, rw i: '· '" r1u;. - ·.·;.' -~ 21 grapliib· iriatet'ial; reference 'should: be inaue···to · letter· -iil-
11~". ,..i:,_•. 1 -..: !;, Y< struetloi:ii:l' on this· sribjed issued; b'y the War'Depiu'tnient. · 
'.it u.1:.r·11 ii·': ''(cf·A.ction'ui>iYn.reeeipt'o(cbnfideiit'iitl matter.· ·' ·'·; · . ·''_' 
:r•:t ;_·,:;:::n: :·' : ; ·· '1>TM'lsfandards prescribed Jin· pilr.agraph 25c(f) will be; 
·~·,'! \·· S<;;~H~·~ r-: ·_·. :_~ ··' adhered;to· ~ '.1-.·.:, '!"·:. -r· ·· i '· ~., ... : 1 ,. :,-~; 

.... :,.·1r_ ,. .... :+ '' .· 2,•The· 1nner·· eo~er riia'rk.etl .. conftdential ·wilFbe ·opeheu' 
-.; .r;.1 ~,e· · ·' ·.: ·only. tiy the addressee or· his duly des!giiated repre-

l jf( _~1.; .. ? t. 1 

. sentative.·· The re~eipt form when'. used will be·dated, 1 

.· sighed,; and imm'ediately
0 

returned to· the•; sender. 
The inner cover will be destroyed by burning if the 

" ' - subject 'matter of. tli'e' inclosure has been.' in contact 
,,, • ··"thei.:ewith." ,. 

(d) Seourity of confi,dential ·doctimenis:-=-Tli.e same precautions 
i.f: ·~:;C' 'Ji:; ~: : .. ;1::.: r:l /is 'prescribed~ iii 'paragraph· 25d will 'lie adhered to.; 

28. Handling and transmissfon'rof·res'tiict~d matter . ....ca, •. Restricted matter· 
will be handled and transmitted in accordance· with 1tli'e' 'following' rules: . 
~1:.;~ Ii (-1)' -ResfriCted:·d<i'cU:nienfs ·wlll · b1dransiiiitted ·by such approved 'channels 
·-· !;;··; ;: ~;- as:wm provide a reasonable~degree·of'security.' :.· ,_ i 

16 fl!P(2)~ Registe"red' restricted ·doctiments '\viii" be' transmitted ·to and from 
. (,_. ,J ';; .. foreign' countries in tlie same- manner as registered 'secret docu-
'v-:~ .:· t•j :.·. \ me'nts~·.:.: ... f•r,t, .,, •'-· ~ -J·~·. : • . .. '. ;;:. 

·.io;''Subje~tcto'the·foregoing standard.ii, 'restricfod·docuriielifs'~ill be transmitted 
~by any of the following means, whichever is most suitable: • .; '~ t·,•: 

_ 1 ;: (f-)'"Within"cinitinental ilnited:state8. J •••• • •• "' • ·= ·~·-. ·'-
.• •:

1
• 1 <:''"'I_.:. (a·)'·Aiithoriied'rriesseriger. · ·'·' ' 1 '-" '" .. •• .... 

-, ·-': .... --''(b)Lordinaryman~ "'°'.;<.'·," ··':"·,:,, •:"· ,,i 

· (c) Express (rail or air). .·. b,..;:.t:> ·:·:.·' 
~ ;. : , ... ·.... ,.., "(d)' :Ffe1ght-. .1.l·:, ;.:~~. _: ~' :._; ~1 ... 1•J.; __ ; .. .._:. '.' ··:~'1>- .,,,_ . •L.-:.1 

',, .:. (2)' Outside' continental United' Stiitea.~Indudes thin~niission of re- · 1 

·.'' ,! , ...... stricted documents, ·except restrieted .cryptcigr'aphic''material, from 
.: _rf-,( ·; ., • pohi.ts 'within 'the' 'c0Iitinenta1-'t;6.ited ·states. to poirits outside' the 

L•'ri .... :'. .·r;.;·runited'Si:ates; and vice versa,' and·: between points outside the.:coii-' 
-.'. r· t ,..~ '· i ·· -tinental ~Unite'd' StateiC" · " . . H-' , ·''.'·1' .. "'.t · ! c'" · ~ · · · ·w:. -: 

(a) Vessels or aircraft of United States registry,' .Allied registry, 
o\.·'.Slic1{vessels'·o1: 'airCi'ai't; ·altll.oU:gh not of"Uiilti)d' States 

<''l'··c; •1;:1 .. !r ' - r cir ~lliea: registry, whiCh are coritroiled and operated:by the' 
United States' and· do 'not ~as's th,i'ou~~' a ~oreigti >postal 

~"c:.· · i ·-L~ \~ ' 1 :-i.r.·system. ·~ ;. '1.· - )".' • : 1. ·• .'i 

': ; r •.• '., '. ::(b') "UriitEld' istates PosFOffice regisforecf'inaii 'thrdugli tlie-~my' 
~;; ·:·. · .'· · . :; .·' Postal Servke,-provided"tlie docunieiiµ; do riot pass ttifou'gh a 

foreignr:Postal 1"'sysfem:.·. Restricted' doc'iimeiits' may; ii.'owever,' 
be transmitted t6 aiid·;ffom'.Unitei(·St'ates" insfahatiobs in 
Canad~ and in AlasKa :through• tlte Can1U:lian postal1 'system.~ 

~nt' ;~: • ' >·(c) 'Sfiife Departmenf dipl'omatfo":Potlch':wilP•be '~kd exclusi~ely 
-.. -.,_,ff" ... ,., .,,,. '" ·for" tli~ tfarismission 'of''restricted 5doli'mneritrf 'tlifough ·or 

·-.-' ...... ~;; ') ... ~ : ··witiiin a neutral cbuntry: "'< •,' •.: 1.1:·1 .;; ' '··'.'> ',', "·: 

(d) For specific means of translliission-of restricted· cryptographic 
"material; reference· should· be rriade t(i'letter' 'instructions on 
this subject issued by the War·Department. 
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.. 29, -..Ro.~ t~!le; cgrr1?SP.qn,d1?nce, iZ:?Cf;iipt~, aP.4·r!'ltu.ms,;-::;R9,ut1n.~;~orrespondenee, 
r~eipt5, _ c;ir, r;ehm1s, aµur-r~ports; 9f '.po~§es~,!9p,:-~~r.11nsfe1\ 9r.·. destruction need not 
~e classifi~e4~1f'.r.efer.enc~·tpe~eln to,~l[lSSi~'l.cl ,d9c31Il1egts,, 9ther than registered 
documents, ls mad~ by .fil(l .number!;.dqte,, an.cl· !;upjg!!tonly, i w_t,tlp~o indication of 
the classification. -Extreme. care will be exercised ,in such cases to insure that 
the s~bJeetreferre1i' to do.es not ~o~tal~ 'l~~.i>r.~atIQ~, ~hi~h ls classified. If the 
sµbje~t c01;1tains,classiP,ed. i11foi.;Illa!io1:J, q·sho.rt;~lt}E;l will b.e used for the subject. 
Regis~ered dqcuments will,be.referreq,to.by;i:egi.stei:,J}umber, date, and short title 
~z;ily,,wi,t~ noJljdicatif?n of the subject ~.att~z:-,qr.,<:il!-ssification. 
_.,3p._ ~tor\lge .of :!!l!!-f>§ifilld .40,q'!lment1J.-;1f·::B!qr!Lge. of classified documents not 

~egis!'}·r.~5J:, :I;! i l ... ',:; • .' :'.) :; 3 'r i ;; '.,-!'; 1 ••• '.· 

.· f". (1),; SecrE;Jt. and. confi,qenU~; c!9ciµnenJ!!, 1qther, than registered documents, 
· wlll be stored in the most sectge. files; available in a room that ls 

.... , .. 1 ...••• -.,k;ep.t .. locked.~hen.n9t.in1use,,~;.'t>1•. ·: ... •i:.:'. 11•1 
(~) ,R,e~trlcte<l;dQ~):jm~~!s .• wil~. beJstor_~d:)!!ld._l!a,n.ql!!d, ln such a manner as 

.·., · -,f.. f· "· , ;,t'?,-.i.nsu.re. a::.r..ea~.oi;iaj:IJ~1 d_e~e.e:_ ~f ;~.e~r,.lty,,.i · :1"· i~ -.·1 '.'; :C::J'.J..r; •; :-:;_ /: ~ 
b. St9rq,g,e; o,f .. r:euis_tf}[ed:,dO.ctU!t!l-eri.~~· . ..- .. ~:ii; i:i: •r .,,.,::, ;; ,. ,-.:. :'-(u;j ;:;,, 

.. (1.) -Reglstered.documents.wm.be stored in the most•secure space available, 
· · ' · prefe~ably 'tlie". equlv;ien.t, of·:~ th~ee-combi~~u;ii ;~afe .. ·if ~ three-

r ·• ::'<" f,r ; .. coipbb1ation. side, lsi~~·t ~~~il~b.l~; ,th~p,,tie '4o~um,ei;it_s_ s]i().uld be 
: :: ;·: 1. •. . .• kept, constantly. under .. arnied· guard; .Field lock .. safes will be con

.. ·- sfo.~red .. th~ ·equl~;ie~t· ;;!· t:b.ree-CoDi:bln~ti~J; ~afis to'r; the storage 
,. ,1 . ., ... o~ i;~g~st~i::e,d,-Aqs'!me.q.ts.for -~~!ti; servJng.lRtll!c! f!~lJl o~-~lq~.!?!:P9~ts 

and garrlso:ns.,-_:.fq .. .... ,.1 '"-~ •. 4'.· ··<·,•1· ~- , t'....":r;:~~;, , ···''.~·.,. ,..-~~ ~) · ·, •·· 

( 2) Only commis;i~~ed. oIDcer..l! •. :~ar.~~nt o~c_ers, J~.n!l. ;;Pe'ci~ny 'trp~ted. ~ri
llsted men and civilian eO?-ployee!l willJ~e. p_ei::i;nit~ed- to have access 
to the containers of registered qpcu_l!lE!_.IJ.t!l:,~r._the, combination or 
keys thereto. . ~ _ ;.-, ·:·.1 fi.1.0-.) ., •• J :· •. -~ ; , J 

(3) Safes containing registered documents wil! habit1mlly; be kept locked 
•n ':o !•G; .;~i\hlitJ!~ fl!J~;.~9f!!bil:Ja.tl~n .. whenever :tl!eY.;.are not m;ider the, direct 

rr:m't ,l, ·• -~.~up~r,yis!o.q 1 Rf·._~· p~r-~0,n; o~ciaJ.lY:.en~r.usted .. wi!,h .the c;ombination. 
ti c,. Or:ypt,qgr;aph!.c ~ocum.~~s.ITS~: ~ar. !ill pr~ctjcll,b~e,, ~lp):)er, t~P1.es, alphabets, 
an~,kgy~ ~ql .nqJ ~~ .~ept;}~> the ,sall\e; ~011taln!Jr ,~s: th!) ~.Q~~ boo\q1,;qo,cuments, and 
devices to which they apply. No secret docum~i:.i.J:,.w~ll;Jll;l;t_ak~i;i :~9;,ward of battal-
ion ... command·post .. 1 .: ... -.•; •• .,, •. ,. ,,.. • ., . ;· :;·., ·. ·rn. · '1·-·"f ; 
; \i:: Lfai.zii;j;~Pe.'i;ti~~:.;.,4't, (;lve;~ .. !i!l!l°uQ.v~xJ;rs -~i.:i'.-in_s~cu_gn win be made each 
d.aY immedil!tely :l;>,efore :the .close; o~ buSiJWSS !!>-:lnS¥.1'.eJt4~t ~i1 classified documents 
an·~ ~1'.yptogra,phJc :4evices have b(leµ .prop~rJ.Y. put;a,\\'.aY.· .. 

e. Security in field.-In tactical operations, actual. or sil;nulated, the command
ii;ig.o~~e.r, 9Nk~,_~nij;;~9lJc_ernl;ld).i! ~e~P<>.D~}l!J{) !ha_t ~U 4oq1JI1~1!tfil are given the 
D]aX~.\fllPI\ secwi.tY, p9s~@l!J unq~r.!~(:).c!r_cuip.stapce~:; ;~o secret document w!ll be 
~l!§ei;i .h~ .. to-~r~Jls)iable .t(),l~I_llinent ~aptur~ ~Y!tl!.e~~~!l1Y· ' 
A·:._l?e.c.u_tit.Y-!.!!Mar;if,.,shf:p~ ::.'fh(:)l'.~ :ae:,ship's .st,i;ogg. ~~i;n l_s available, classified 
4R~~ept,SJ!I?:r tr!l:i;tfilJ,w,!U J?~ stor!Jc!.Jherel:q.,. 1• • ;, , i." . , .• • . ·; 

31 .. Returxi .. of -secret andcconfidential, documents.-Upon change of station 
or- ~~P~r.~ti9~- f~~~~:t.h~1 ~iitt~FY ~~~ylc~.~~n ~~~~r _will .ret,~~n t~ fue source from 
whi~h· received, or otherwise pro~r1Y,.!lccQ_i:g1~.,for, •.!ill ~ecret and confidential 
doguip..~~.~~; ~!].i~l}dlf!Y,~h!>~~ .. n .. ) .. Ss"Q~qJ.Q.J:QJ~. ~ .. .1:.;f.~.r :.:.::·. ·> -;~·'·.~ 1 ~-
, ,32 .... :besti;uc~i.o.~, Io}, ,<;lftRsV~ed . .;1d9c}H!1.ents.:-;-:-a:~~l'.!1Jiet and confidentiaZ 

docunients. .. .· -... :: :!· ,~· ~ . ··r:1 -·~d 1 -:.;·..i: ~: J :'_ ~;,; __ e.~!.~:~ 

'' 
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SAFEGUARDING MILITARY INFORMATION 32,-34. 

(1) "'hen Competent authority directs the destructfon·of·secret or con/Ir 
· ;; · dential documents, they will' be burned· by tlie custodian thereof in 

· · · the presence of a disinter~sted office1;. ·The certificate of destruction 
will be signed by both the custodian·and the witnessing officer before 
submission to the.officer directing the destruction. If the documents 
are .registered, the certificate, signed by the custodian ·and the wit-

,' nessing officer, win be sent to the officer directing the· destruction, 
· who will forward it to the office of record intlicated in· the registered 
document. If the headquarters ~as only one. commissioned officer, 

•. the report will so state. Except!ons·hereto-may be: authorized only 
by the War Department. ' · , ·· 

(2) Preliminary drafts, carbon sheets, plates, stencils, stenographic notes, 
. and work ·sheets containing secret or confidential data will be de
stroyed by the person responsible for their production immediately 

· 1 after they have served their purpose or will be·given the same.classifi-
·. :ca:tlon and safeguarded in the same manner as the material produced 

"· ·from tMm.· · , . 
b. Restricted documents.-Restrlcted documents will be destroyed·ln any .way 

which :wiil ·render them useless .. 

SECTION III ' 

REGISTERED DOCUMENTS . 
., . ., ·· Paragraph 
Authority to designate-'----· ________ _,_. ______ ;..:_ __________________ ..: ___ :...~--··--- 33 

Additional marklng_:. ________ :...:.:.._c.---:-"---------~---,--.---------------------- 34 
Revision or reproduction.---------------------:...·-----~----:--------.,--------- 35. 
Notltlcatlon of change of classification.:. _____________ .---------.---------------- .;~ 
Inventory and report of pi>ssession.:..:. __________ :_ _____________________ "---.-----' 
Report of-transfer and destruction.:: ______________________ :_ _______ _,~---------- 38 
Prescribed forms_:., ___ ._:.:.--------------.----:.--·----------------~------------- 39 

33:· Authority to designate.-Officers' authorized to originate and issue. 
secret, confidential, or restricted documents will designate as r~uistered such 
secret, confidential, .and restricted documents Issued_ by them as they deem neces
sary· in the interest of national defense. Only documents of exceptional unpor-
tance ivilZ be registered. · 

34. Additional marking.-a, In addition to the markin{ secret, confidential, 
'or restricted, the title page or !Ilside fronf cover of a registered document' will 
. o.rdinarily show the register' number, short title, office of record to which. returns 

will be made and instructions covering the returns for its accounting, and· for its 
uitirilate dis;osal. If this ls not practicable, the required data will accompany 
the registered document· on a 'separate sheet. Th~ office of record is the ·office 
to ·which reports. of .possession and/or transfer rep?i'ts on registered documents 
are sent. · . · · · · . 

b. All references· to registered documents in semiannual or transfer ·reports, 
ordinary reports of destr:uction, or unclassified documents· or correspondence will 
be by registered number, date, and· short Utle'.only and such reports or cor-. 
respond enc~ need not· be classified. In. using a short title, every symbol of the 

, short title will tie included. If any accountable. document consists of more 
.than.one volume, each-volume will bear a separate short title, Any co_rrespond~ 

· ence or paper which refers to. a registered document by a-title o.ther than the short 
title must have the same Classification as the registered docume~t. . 
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SAFEGUARDING MILITAR:Y INJ!'.ORfy.IATION 

;~. A registered document is not to be. confused with a ~la!!iified docu~ent to 
which, for adminis~rative reasons, a numbe~_. or ,sf1-qrt,t£t1e is fiSSigned for book
keeping or reference.purpose only, and for which-no. accounting,is.required: . In 
the .absence of )he additional markings required in -a ·above, the ,document will 
not be reported upon. 

35. Revision or reproduction.-a. A new or revised edition pf an old regis
tered. document may be· assigned. a new. short title_ but, where this. is undesirable, . 
the old short title followed by a symbol _which will difl'erenttate the new edition 
from"the old 'edition is perm.issible. _ 

b. Reproduction of a registered document is. forpidden except by authority of 
the office of origin. .. · . 

36.: Notification' of change of classification.-When the. classification of a 
!"egis_!ered document l,s changed, the office of record will notify all offices to which 
it has been issued. . · 

·37: :Inventory and· report of possession.~ Custodians_ wm keep a complete 
inveritory .of all· registered. documents except those listed ·in o below and wm · 
make, or have made, on 30 June_ and 31 December _of each year, an accu~ate 
return. therefor Jo .the proper office. of· record..- ' -

b. In making a semiannual report o( possession the following details will· be 
observed: 

(1) Each item will be physically inspected and its register number checked 
against the inventory. _ _ 

-(2) At headquarters having _two or more commissioned officers the cus
todian and one disinterested officer will make tJle invent~ry an_d 
both _will- sign the report. If the headquarters has only one com
missioned ·officer, the report will so state. 

o. ·Nq semiannual report of possession will b~ mad~ of-:- ' · 
(1) Training editions of code books, cipher alphabets, or' key!!, or ()f non

registered. cipher devices accounted for as ordinary property. ; · 
(2) Regist_ered documents which have .been placed in custody or storage 

. for historical puri>oses. . . · . 
a .. Whenever a ·registered'document is foi,md which is not charge~ _to the fin'der, 

a reasonable effort will be mad,e to deterµline the office to which it pertains. If 
this is not found, the document will be forwarded· through µiilitacy_ channels to 
the issuing authority for disposition .. · 

-3_8. Report of 'transfer_ and qestru~tion.-:-:a,_ When a registered:· docui"llent is 
transferred- ·from one person to another, .or if the custodian. remains tpe same 
but the organizat_ion's designation changes, a certificate of transfer in_ triplicate 
will be made. The certificate, containing an acknowledgment of receipt by the 
receiving officer, will be dated and signed by the transferring officer. , · 

b. Immediately' upQn completion of thE;l transfer, the original of tpe transfer 
certificate will be forwarded direct to the office of origin. A copy of the cer- _ 
tificate of transfer will be- retained by each of the officers concerned. 

o. Whenever a registered document' is removed from its proper place '·of cu$.. 
- tody and issued to another person, t'he _custodia~ will require a writ!en receipt: 

d. Registered- documents will not be accounted for as prescribed for ordinary 
- property in AR 35-6520. The forms described in paragraph. 39 will be_ used in 
·ueu of shipping_ tickets, .memorandum receipts, stock record cards, etc. 

e. The issuing authority normally designates when r:egistered- documents will 
be destroyed and· upon such notification registered _docum~nts . will be destroyed 
as indicated in-paragraph 32 and report of destruction forwarded. 
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39. ·Prescriged, fdrms.-a. ·War Department Form No. 82 (Record C~rd
.Registered Documents or Devices)-will be used for recording an·temporary trans
actions involving an individual registered document. · 

b. War Department Form No. 33 (Record Card--;-Registered. Documents or 
Devices--'-Station) ·will be used by each officer making a consolidated record of 
all transactions· concerning registered documents. It serves as- a check to pre; 
ve11t the undiscovered loss of the individual card;· War Department. Form No. 32. 

c. War Department Form No. 34 (Transfer Report of Registered Documents 
(or Devices) ) ·will b_e used in transferring registered_documents. 

d. War Department Form No. 34a (Semiannual Report of Registered Docu
'ments (or Devices)) will· be used in •reporting a semiannual inventory of. 
registered documents. ' 

e. Other forms authorized by separate branches for. special .purposes such as 
Report of Destruction will be employed where applicable. 

SECTION IV· 

CRYPTOGRA.Pmc SECURITY 
Paragraph 

Authorization of cryptographic system"------=-----------------~--------------- - 40 
-Restrictions on use ot- authorized codes ____ -________________ :._ ___ -_: ____ ~-------- - ' 41 
·Personnel· authorized to ,perform cryptographic duties--------.:_ ________ :._________ 42 
Crypt.ographlc security officer-:------'-;-.-:-:-;-----;--.-----------'------------------- 43 
Precautions necessary_ to insure _cryptographic secur!tY----------~-------------- 44 
Responsib111ti tor classification of messages_:... ______ ~----------------~-.::_.:_____ 45 
Drafting -inessages ________ :.._ __ :.._ ___ ~_:.._ __________________ _: _____ :...:.....: ___ _. ____ :.._ __ :._ 46 

Selection ot ,cryptOgraphlc system--------------------'------------'--------·---- . 47 
Paraphrasing messages-------------------------------------'---_: ____ c,_______ 48 
Method o-r' handiing outgoing secret· messages--~------------------------------- 4§ 
·Method of handling incoming secret messages---------------------------------- 150 
:Method ot _handling outgo!ng"and incoming confidential messages_!_'-______ :.._ ______ _: 51 
Method ·of handlh:tg restricted messages----------~---------------------------- . 52 
~ransmission ot literal_ plain text and paraphrased versions ot classified messages__ 53 
,Dispo_s!Uon' or d~s.truct~on of "registered crypt'?grap~lc mater!aL ______ :__~--.------ '154 

40. Authorization of cryptographic systems.-All codes, ciphers, and Cipher 
dev:ices intended for use in_ the mllitary service w!ll be authori~ed only by the 
War Department. For forces in the :il.eld in time of war,,this authority may be 
.delegated to theater commanders and to oversea depa:rfment commanders for 
special rise within their theaters .or departments, . 

41; Restrictions on· use.of authorized codes.-:-----0. The use of ariy authorized 
• code, cipher system, or cipher device for cryptographlng personal messages ls 

,forbi_dden . .- · 
. b. Messages .for other_ departments of the Government and for commercial. 

firms· engaged in producing war material under Government contract may~ when 
necessary, be cryptographed in War Department systems provided' the __ text as 
supplied by the other Goverm;nent department or firm is paraphrased, without 
being-referr_ed to.the originator, prior to transmlss!on and also prior to delivery 
to an agency outside the Military Establishment.· 
_ 42. Perso:O:nel authorized to perform cryptographic duties.-a. · Gem;ral.

·- .No authorized cryptographic system w!ll be employed by any person who is not 
thoroughly.familiar with the provisions of these regulations and all instructions 
.pertain,ing to the cryptographic system to ·be_ employed..- . . 

b. Secret messages~-Tlie cryptographlng and. d~cryptographing of messages 
classified -as secret will be performed under the supervision of a commissioned 
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SAFEGUARDING MILITARY 'INFORMATION 

officer.. For the speci:f.lc qualifications of personnel' who may be permitted actually 
to perform secret cryptographic work, reference should be made to lette1,.__instruc

. tions on this subject issued by-the War Department.,.:,, · · 
c. Confidential messages. 

(1) ·A.t -all headquarters of dlvlsions and larger_ units·the cry~tographing 
and decryptographing of confidential messages will be. :performed by 

· ·perso_nnel as prescribed for _searet messages.· . 
· (2) At all headquarters of units smaller than a division, ·messages classi

fied as confidential wili be · cryptographed or decryptographed · by 
personnel of the-· cryptographic section ,of the. message center. 

. d.: Restricted messages.---,At all headquarters, messages classified as restricted 
wil~ be cryptographed or dec1:yptographed .by personnel whose duties normally 
require the performance of this work. 

43. Cryptographic ~ecurity officer.-a. At each headquarters maintaining 
a message center the commander will appoint a commissioned o!Iicer as crypt,o
graphic security officer, who ordinarily ·wm be the officer in· charge of the 
message center; He will be the custodian. of, cryptographic material and will 
be responsible for all measures· necessary to irisure cryptographic security and . 
physical security thereof. · 

b. If the crypt,ographic security officer believes' that,-ln view of his 
0

knowledge 
of other messages on the same or _like subject,- ·a message has been incorr~ctly 
classified, or if he believes. that the .regulations governing the drafting and 
classifying ·of the message have been violated, he will request the, originator 
to make the necf,"ssary change in the message or in its. classification. . If the 
originator does n,ot comply with' the request of the ·cr:Yvtogr'aphic security officer, 
the matter will be referred to the commanqing officer of· the headquarters con-
cerned for final decision. · · · · · · · ·" 
' c. Cryptographic duties at any. stati~n where there is no re~ul~rly constituted 
'message cen!er will be performed. by the custodiait of cryptographic material pr. 
by personnel especially designated by the comm11nding 'officer.· When cryptO:. 
graphic work is thus performed, the files '(it' literal plain teit messages 'and of 
cryptograms must be kept in different locked containers. · · 

· 44. Precautfons · necessary to -insure cryptographic security.--In order to 
ins·ure cryptographic security the following principles ·must be !lbserved: 
· a.: Cryptographic material' will be given the most secure stol:age available and 
will never be left unattended'_except when-deposited in-a three-combination safe 
or its equivalent. See also paragraph soc· in this connection. 

b. 'Classified messages must be carefully dr'afted. The origiii.ator.O':f ii classified 
message is responsible for strict compliance with the provisions of paragraph 46. 

c. The classification of messages must receive careful consideration 'by the 
originator since _overclassification 1and underclassification are· equally to be 
avoided.} When a message has b~n classified and sent, all subsequent messages 
referring thereto must bear the same classification if any referen.ce is made to'
the original message by subject or _serial number, except where the !lriginator 
underclassified the original communication, in which case the proper higher 
classification· will be used.I S~rvice messages referring ·to · all or ·part of ·the 
plain text of previously cryptographed messages must be similarly cI11ssified and 
cryptographed. See paragraphs 10,. and 12 to 16, inclusive .... -

d. The selection of the proper crypt,ographic system is ~ respottsibllity of the 
cryptographic security officer or the. custodian of cryptographic material where 

. ' 
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there ts no, cryptographic security officer. He should be governed. by the provi-
sions of paragraph 47. · - .. . ,. . , · ":, · . 

.e. If time and availabitity. of pe~s.onnel pern;iit, the cryptographed text, of 
messages should be checked prior to transmission. The check ~hould determine 
that. the ins~ructions ,g9v~rn.ing ·_the system erqployed . are carefuily followed.: · 
Pa~ticular care. must be taken to assure that no plain .text appear~ in tl~e body . 
of the message. ._· · 

f._ '.l'he h~ndli~g. apd fillng. of. both plain and cryptographed text should con-
form to the procedure described in paragraphs. 49 to 53, inclusive.· r;i 

u._ Paraphi;asing is resorted to a? a protection to the cr~ptog~·uphic system and. 
will not be.used in such a _manner as to.permit loose handling ~f classified mes
sHg~R PataPprasing is to .be employed W1~en- , · . , · 

(1) The .cont_ent .of previously/cryptographed ine~5ages- is reieased t~ 
the public or given a. wide distrib_uti,on wi

0

thin the Army. · · · 
(2). It is necessary to send in1cryptog1'aphlc form-

~ • ' . . ;•· . • • d ,_ 

(a) All or portions of a message previously transmitted in plain 
text. / 

.( b) Extracts from publications, regulations, ,or instructio'ns. 
(3) It is necessary to transmit. in °plain text ~!1 or portions. of a message 

previously sent in cryptographic form. 
· ( 4) A classified mess'age is recryptograplled ·in a different' cryptographic 

· system. · · · ' · · · · 

·· .. ( 5) A. classified message ~s re~ryptograpJ;led· in a different key ·of the 
-: ·:' . s~me .siste-m. , ,.,. .-:. . _·. - ·

1 

E.xceptions ,to the· neces.sity for paraphrasing may be granted' ,only fo 'accord~nce 
with instructions pertaining to certain cryptographic systems.issued by the.War 
Department. · _ · '· · 

,.h .. W)1en it is_ necessary to indieate in the text of a ·c1assifl.e,d message informa
,tion as.to ~he ultima_teaddressee or the signatur~. of the writer, S1;1ch information 
will be buried w_ithin the text of the message before cryptographing.and will not 
appear either at the beginning or at the ending of the message. 

45~ Responsibility for classification of messages.-'a. Within the limita-
. tions prescribed in· paragraph 51b ' the originator of a m~ssag~ is responsible 
that the classification given to it conforms to the definition given in paragraphs 
1• 5, 6, and .7. He is als.o resP!<msible for the proper· ma_rking/ of. the. message 
J,iefore. forward_ing ~t for transmission. · / 

b. A message will be classified and marked top secret~ secret, confidential, or 
restricted when it contains classified information exc·ept when marked SEND' IN 
CLEAR as prescribect in paragraph 5lb (2). · · . . 

·, 46. Drafting messages.-a. Routine reports and messages which must be 
giv~n a wide distribution, Or the contents Of Which have been or. may eventu~liy - . 
be furnished the press, or which contain extracts or ·quotations· from a news-
1)aper, magazine, or any other document available to the public; will be pre
pared so as to permit_ their transmission in plain language or will be classified 
as restricted. Such restricted reports and messages Will' be. paraphrased in' 
accordance with paragraph.46d. ,-
. b. Standardization of the content and form of such documents as field orders 
and operation instrugtions is necessary, but ·when fixed expressions are repeated 
in a message,- cryptog~·aphic security is greatly endaugered. Hence, stereotyped 

. phraseology and set form _!)f expression, especially at. the beginning, Ol; ending of 
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a: message will hot be -used. Examples of stereotyped ·beginnings and endings 
are "Reference your," .. "Reurad," "Report," "Conti.rm," ~'Advise," '"Request:''. 
''Stop,". and. "Acknowledge." Necessary references wi~l ·be placed within the 
boay of the message. Except as sp'ec.ifically provided for in certain cryptographic 

. systems, or as specific.ally authorized by the War Department, the rise of du~my_ 
letters or irreleva'nt text as "padding" for the purpose of concealing stereotypic 
phraseology is prohibited. Personn~l concerned with the drafting and crypto~ 
graphing·of classified messages will be charged with guarding against repeated 
use of the same words or phrases. · · · 

._ o. Words. not important to the sense will be omitted. Conjunctio'ns, preposi
tions, and punctuation marks win be reduced to. the minimum', aO:d every effort 
will be made to avoid repetitions. When it is' essential that ·punctuatiop marks 
be included in--the body Of tlie messages, they Will be spelled, ei£her in full or 
abbreviated form. Nunibers wni be spelled out. - · . 

d; The originator of all· cla~sified messages will paraphrase such portions 
as ·are quoted. from- · 

(1) A message in plain language .. 
• (2) A message in the same or another 'cryptographic system. 
(8)' A newspaper, magazine, or document. 

47. Selection of cryptographic system.--=a. Subject i:q' mod.ification as out
iined ·in paragraph 43b, the classification top· secret, secret, confl,dential, or 
restricted given a message by its originator. governs the· c1•yptographic system 
to· be used in crypt<_lgraphing the message. All classified messages except those 
transmitted in aecordance with the provisions of paragraph 5lb(2) will be' 
transmitted i~ cryptographed form unless si:>ecific "exception is made by the Wai; 
Department. The least wideJY .. held cryptographic system. available to' all ad: 
dressees of each message will be employed. 
· b. In order to.p1•ev~nt the cryptographing of identical subject matter by means 
of di{fer~n't codes and ciphers, once the message has" been cryptographed, . ail 
.subsequent messages . on the same subject wili normally be 'cryptographed 'iri 
the same systeJ!l. If a change. of system is necessary, reier.ence ·to tJ_revious. 
niessages by their reference numbers iviU be avoided. · ' · · · 

· c. The mere ~ck;noWledgment .of a cryptographed message need not be clas-
sifled. , . . " . _ . __ ' . , 

d; When the ·same plain text message is transmitted to .severar addressees, it 
will ,ordinarily be cryptographed but once and·· tlie same cryptographed 'text 
sent to ali addressees. If this is imp0ssible because all addressees do not· hold 
identical cryptographic' systems, the· text of each message which must be crypto
graphed in a different system wl}l be. car~fully and differently· paraphrased 
before· cryptographing for each system. The. only permissible exceptions to this 
rule are those cases in which necessity for paraphrasing has been specificaily 
waived. by the War. Department in the instructions for ·eertain ccyptographic 
s:i'stems. The. determination of the need f_or paraphrased 'versions is a function 
of ·the cryptographic security 'officer who may require the assistance ·of the 
originator of the. message !n. the preparation of the necessary paraphrases. 

-Where practicable, tlie cryptographic security officer will furnish" copies of·the 
paraphrased versions -to the originator, except as noted in pai:agraph 41b .. 

48. Paraphrasing messages:-a_. In paraphrasing, it is not sufficient _to para
phrast;J only the beginning or ending of the message. The entire me~sage will be 
subjected _to the process. ' . 
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b. Whl;Jn~ paraphraiiing .must be .employed, al~.Qf .. the _followi_ng proces~~s ~ill 
be applied to the .message: . - " . . r 

(1) Changing the sequence,of the paragraphs .. 
(2) Changing.the sequence of the sentences in each paragr~ph. ·· . ..<; 

(3) Shifting the positions-of the.subject, predicate, and modifi_ers In each :· 
.. sentence . 

. ( 4) Changing.from active to passive voice or vice versa. 

. (5) Substituting synonyms or equ!vaien._t expressio11s. · .. "'. · · , . 
r;: (6) ·Changing,tbe lei:tgth· of. the· paraphrased version of .the 'message __ in 

. order .that the final cipher text wlll not resemble the original cipher 
. text with respect to length . 

. o. A paraphrase. of a message _will be accorded _the ·same classificl!ti.on ,as .. the 
origlnal message. 

49. :Method of handling outgoing· secret.messages.-:-a .. '.Pie proced.ure herec 
· inafter·-described will be followed at all headquarters, except the War Departc 
ment in which- the procedure will be as determined by the Chief. of Staff. 
. b; The,originator will prepare and number all copies of secret messages, send 
the origiilal to the message center, and may retain, when security is not imperiled 
thereby, one copy for temporary file. Otb,er carl:!on copies, all . n:um)J~red and 
beai·ing the.foliowing notation;inay be sent to local officers directly concerne(j: 

The makin" of an exact copy of this message ls forbidden. Only such ·e~tracts 
as are absolutely necessary will be made and marked secret. This copy will be 

. safeguan)ed with the .. greatest care. and will be return.ed to., the. originator_ 
witho)lt d~lay. . . . , , . 

All such copies will be carefully accounted for by the ·originator. and wm ·be 
destroyed when returned. The copy in the temporary file will also be destroyed 
upon determination that the message· has been correctly· dispatched: 

· --c:· The original-plain-text· copy s·ent to ·the mess~ge •center· by the originator 
will.be crYPtographed at the cryptographic. section of· the. message center. In 
message centers serving tactical units one copy only of the ·cryptographed mes
sage :will· be made and it will be sent to the transmitting agency. In the zone 
of the interior the number of copies to be made of the cryptographed message 
will be deter;mined by the commanding officer· of the 'headquarters concerned. 
All work sheets used in cryptographing the message will be. !nimediately- de-
stroyed by bur11ing. · ~ .• . -. ' · /. · ·· · 

d. The original copy of the literal plain text wiU be marked SENT (date) and 
returned. to the originator who will place it in his secret file for outgoing mes
sages and destroy the retained copy by burning. Only one copy- of the literal 
text will be filed in the originator's office.. . . · . 

e. The transmitting agency 'wm send the cryptographed message, retai_ning at. 
least·one copy in its file of outgoing messages for final disposition in accordance 
with local regulations. · 
. · f. When certairi ~ryptographic systems are used in which no copy of the cipher 
text is available, a copy of the plain text may be retained by the message center 
~-~ . ' ' ,· . 

g. The· method o_f handling top secret messages_ wi).l confoqn to the procedure 
outlined above as modified by the provisions of paragraph 26b, c, and e. 

50. Method of handling incoming secr~t messages.~. The procedure here
, inafter ·described will be followed at all headquarters, except the War Depart
ment in which the procedure will be as determined by'. the· Chief of Staff. 
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· ·b. An lncoinlilg secret message will be copied In duplicate by the receiving 
operator; the original Will go to the cryptographic section Of the message center 
and the carbon copy to the files of the receiving station· or message center, 

· where it wUl be disposed Of in accordance with local.regulations .. ' . 
· o. A cryptographer will decryptograph the message; making only one copy 
of the decryptographed literal plain text,, which will be marked SECRET and 
delivered to the addressee .. • The cryptographed version will be, retained in the 
files of the message center, :where it wlll•be disposed of in accordance with local 
regulations. All work sheets used in decryptographing. will be destroyed by 
burning.. The cryptographic· section will not retain any .copy of the plain text 
h;1 lts files, except as provided 1n· paragraph 49f. The placing on the message 
blank of any marks or notations "even remotely connected with the cryptographic 
system or steps in decryptographing the message, such as underlining key words, 
indicating groupings corresponding to lengths -of col~mns of key: etc., is 
forbidden. '· . 

d. The addressee may make and circulate a limited number of literal copies 
for the information of other officers directly concerned. These carbon copies win 
illl be numbered and bear the following notation: 

• ' • J ••• 

The making of an exact copy of this message ts· fo:\"bidden. Only such extracts 
as are absolutely necessary will be made and m:arked- SECRET. This copy ·wm 
be-safeguarded·with the greatest care and.will be retm~ned to------------, 
'with!)Ut delay. · · 

All such information copies wm be carefully accounted for by the addressee and 
will be d~stroyed when returned. Only one copy ~f the literal text of the inessage 
will be kept in the addressee's office. 
. : _e. The method of handling· top secret messages will conform to the procedure 
outlined above as modified by the provisions of paragraph 26c and e. · 

51; Method of handling outgoing .and incoming confidential messages.-' 
a. At admi~-'istrative.· headqua,rters. having,.·fixed message• centers.-Whenever · 
practicab!e, tlie procedure to .bei f_ollowed ·in· .the handling of messages in confl.
·dential ~odes or ciphers will be substantially the· same as that prescribed for 
those transmitted in secret code or;cipher, except within the War Department bi 

· ~hich the procedure will· be ·as determined. by the Chief of Staff. They will, 
however, be marked and safeguarded in accordance with provisions of these regu· 
lations governing confidential documents. 

b. In tacticai.operations, simuLated or actual. , 

., 

· .(1) All messages not classified as secret wm be regl!rded as confidential 
but need not be so marked. The procedure .to be.followed is pre-. 
scribed in FM 24-5, and in other pertinent regulations ·and in
structions issued by proper authority .. !All wire and radio messages ' 
except those noted in (2) below _w.ni be' transmitted in cryptographic 
form. 

(2) Wl~en the information to be transmitted, if intercepted bi; the enemy,. 
cannot be acted upon iii time to infiuence the .situation in question 
and time cannot be spared ·for cryptographing, · the commandi.ng 

.. officer or his authorized representative _may. order the transmission 
. of a message in plain language by a radio ·station serv_ing his head

quarters or command. Such written-messages will be marked SEND 
i IN CLEAR over the signature of the commander or his authorized 

representative. · 
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,-,,5;?.;!4e_t~C?!l~o~;h_andliAg re!'trict!ld messag~s,-The procedure to be followed 
in the handling of messages in restricted codes· and ciph~;s ~lll be subst~ntiaily 
;th~:_Sa_!1.!E) as. tl!!\~ prescti~E)d,-for thQ.SE) Jn-confi<!:<i'l1'~i(l.l .co.d!:J o_r_. cJpJ!er,J .:.· ..... 
,: , 53~, ,Tr~n~p:1Jssio;n_, qf., '1iteral plain .text- and paraphrased· versions ofi·classi
,:i;e,d. J:R.t\S§~g~f!·;:;:~. ;',!:'ge1s.eJ:!dil).g by. 1l~Y." mea~s ,what~.o~v.~r-.of· the l\tejal·Pl!lin;ie~t 
.cf -~·iµi_e_s,sagliJ, W:\li(!P,;has peeri _ _or,_.will- be. tr_11}1~jtted1ln,.cryptogi:aphed·.fqrm :ls 
,l!trictl;t-Pl'.OPibit~q:~xcept,~ stat~d_bel_ow:_-.; .:,_ ... · ,_: ,-;,.,:,. ,,,,, , .. · :." .:~. 

(!)>Authorized local distribution within a headqu_arters;Jiy m_essenger. 
·~, '· ·, i(~) ~n-E);_C!E!IJti,ozyi) <;ase§; wh_en ne(!\l§S!lry i_n _the-p_erfq_rrnance of b,is:cl,utles, 
,, . : ,, '· : .... · :·, ,a,n _ 1p.J_J:!1,o~·~l1E)q perso!l may •. carry. ,_th_e; liJ:eral -plain· -~ext: _of, a classl

;; .... :.,, ; , ~o f!..~d1Il,lft§Si!ge~pr_qvi.Q.ed. tl,l_e, ~ej!uri_ty; r_eq~i.reme!!ts -pert11iQ.lng, ti> ·the 
,:: •1:r_.,:. :,i::~ tra,~l!_n:i},sf!ign <:Jf-c::lassified·~t~r.ia~ ~r_e ql;>ser:v;ed, , 1, , i.; 1. ::.; --:! 

,·:: l>~, I~S!H~~ .. s :,of;;. l,!Il,l.ergE)ncy; par!lphra§aj, ~e.rs~~ns -pf_ the, plain·, t~ti.Ofca ,crypt<>;
graphed message mayr·be.sen,t-;c: . ., _,,_ "-"· ·.; ,.•;,..,·· '<:i.. .. · _., _..-,,_.,,,, .;:,:.oii._,.,,·:.: 

k:: •'' <:H Jµ..:al-'coJ::d!l!lC!~;_with.th!l.Prov\s_i~ns of parfigraph~ 1,44g !lnd,48o. ,. ,• 
-·,o L :; J~~),;:I.n.a~_CQ!:d!!µc~; wJU,i: the, pr?VJ.!?iOI!S o_f .paragraph- 25. as apP.lieq- to secret 
.!:'.:r::!:>;;.;;,:t_i t~YPt()grl!);lh,,1.~ ~~te!:!~I.· . : :., i:. , .: . ; ;· :; , .:: .. : '· ; , .: , 
-·~k54_. ,.pi_spp13it_i_on r1C!~;, ~est.J:i!~t~Q~ · of, 1 J,"egi13tere~ CJ,"yptpgl,"{l.p)li<: 1 :material.:-:-"<I. 
;Wiheney~r 1a'.lper_son . 'Yh(), I;i~s ·he~p.: J..ssued, regtstE):\"ed se01:~t. corifld~~tia:ii q~ _.r.~
strioted. codes, ciphers, cipher devices, or documents pertaining thereto, :has no 
fHrtJw_r. ne_eg fQ!"-tl;!.e]l!,_l:le~~iJlJ~po_r:ttl:l"1t_fact,to_th~_Qhi!lf:Sign"11. Ojlii;e; or i~Jhe 
.~_ase ;of ~hiUlE)ld}o~ces in . tip:ie ,of war" to the, signal_. officer, of; .tl;!.e headquarters 
Charged_W!th:,tjle is~ue Of SUCh-d0cuments., •' · • · -.;r:.· "i. "c.': .. ; ·'~' :1·; ; :.· :1;._, 
_;.b,, }\Y,l,J.eµ · lLp.as,bec;ome. highly: p1:9bable,-that .cryptograp!Ji(!.:JIDaterial · .. will. be 
,SubJe_c~ t,() lo.SS. or;COznp~QgliSe,_ all dOCl}ID_entS al!d-.tra~S~~JiOµSJOf wessages,,wlJ.l be 
,d_e§tp;>y_e_<! QY,. bu.n1~ng, _apd tpe _ cjph_er 1 i;nacl:lJnE)~, o.r .. deyJce§,,will J~\l--' <Jel'Jtroye<J1.be
Y.OJld· use P!-'•r,epajr, and.\f.possible, beyond r_ecognition._., ;.·:· 1 ,;.,.,.,., ''':":.;._ •. _.,_;,,or 

o. When cryptographic documents or devices have become f unserviceable 
._tj1ro_ugh;long. wie, l'.eq~est_:fi;>i;~tl:).eir._replacemepJ :willj_be m~de· to .i:he issuing 
,~~thoritY... pt·~~::·: ·:. t.~ t''j·t;~ .. ;'.;. "·'··. ~-. _ .. _~. '11'J.ii __ ,._ ~-:~. ·: .. :~ -~.~;· 

•:, : ·,·.·:· 
--.;·~--~~ td ·1.·.··· .. -;,, ·. ;J". ·- -,.~: :jr~ ~ -, .. >·~ .. n:·~~ ~'.- .. :; ~ ~-,;.·~ iii: : ... 
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55_:a1 s~FEGUARDI·NG •'Mi:LITARY ;IN•FORMATION 

'.porta:nf to' the' natlomi:l' ·defense, .he .. will ·classify it :as' :secr~£;•1c0niJ.aenJial.,'' or 
rCst'ricted.:··~.~--- :-; ; ': ~ , · i ~ t · 1 ' r .... _.. • · -~:; ·:·-... ··· 1 ·r• ~~· 1 ' 111 !: ;n s::• ~~~ 

56. NotificatiOn ~of., classification ·or •reclassificatio'll._.:.Whenever1 the-:'c~ief 
:of ·il 'technical;·se1'vice· in· charge· of a· researci1· project, ·design~' ;deVe1opriieiit, 7fest, 
'oi· prbducfiori·'of •a"uriit'of·materlel ·or component tliereof shall deteririine··that'the 
Iilaterief should 'remain' 'das~ifieli-after -issue. of tliat a change' 'or cap.cefation •'of 
classification is desired, he will notify The ;Adjufarit 'General: ·whii '·irdtirii :\vill 
.inform·an coDceriled.:·(·~: '-~ ~ .,,.r·~ 1.- •

1 
.• ~ 1:: ·~.< :1"".-~::- 1 1· .'. :-~ 

. :-:57->R'esporisibilify~ for -~afeguarding· · teclinicaFlrifOrmatoii~. Chiefs o_f 
technicii.l';sel'\iices 'engaged in' the; preparation orplans;1reseafcli;' and development 
worli:i or'new;'desigil) test, prOductioil,'procurenieiit; stohi.ge;·or 'use of classified 
mat~riel are responsible for the' promulgation: of such addit:ional. instructions as 
may:be requfred:for the safeguarding ofiiifoririatioii iri'the'offices:·esfablisliinents, 
laboratories, shops, or Army posts under their jurlsdiction:'.L· · :.:-;,!':"'''·' :.:·!; ·:ir:.,,1 

b. AWsecret; confidential, or restricted·~·iiiodels/eiliibitS, dies;"ni:ichines, and 
otlier si'milar. items "which are to 'be'lciaried;'-lea~d1,:<ifigiven' fo-'1l'.comnii?rclal or
ganization will be properly marked to indicate?cllissifrciitiori'~wJien pr:ictic.a_?le. 
1fsuchifrlar-liin1fls impi~'lcticable; tiie cofumercia(orgariization 'will l:fo specific~l~y 
notified•in"wrlting of the Classification of such items arid of'thejiei:tirient provisions 
·of the.EspiOn'age:A:ct. · • · '.": -.. : !. ' ., .: : :· ; .. • ;'1. ·:: .: ... ~ · . . :. r. , · · _..: : • ·· ~ni-~: ... 

58.' 'Classification" of· illformatioii' frcirifl commercial 'ftri:ris.""'-Infcirmationi'ob: 
. tained. from' civilian• irianufil.cturers' concerning' proprietary; processes' will'. be 
classified as confidential unless otherwise authorizecJ .. by the-firm' coricerned~\'.'Cf[~i 
' . 59.·· Dissemination' of.'classified'. :techrikal iilforma:tiori.-'-Cliu!sifled iliforma
tfoh' c·oncerning: teclinic'al• ·projects· or· 'Uevefoprhent:S · may· be ·~imparted' only fo 
·those·'iildi'vidu'ais'whose':official duties 'require such knowledge or 'possession; and 
to accredited representatives ·of foreign' nations in; accorcia'nce with, the' provisiOhs 
~f'paragraph1 19b.·!·:.- . · ·~ · ,·, ~··- ,•:.:, ui • ·r·i .-.·· :,·· :: 

• "60. Destruction -~f:: classified --materiel . .!.:.'..a; <Authdrity: ·to ,direct._._:_ Whenever 
the chief of a technical service responsible for a research project or for the· design, 
development, test, or production or ·procurement of an article of materiel or a 
component thereof shall determine that their destruction is necessary to safe
guard information thereof, he will issue'tlie necessary directive. 
i b;'Procedure in destruction of classified materiel.-When destruction of clas
. -.fi d ateriel-has been·directed ·--- ... ·• · ----· -----'· ·--- -'-:". ··:; "' '.:''"·'; ·'-s1 e m • , ~, .. · ,•r.··- ·,; ,,,·,.r.: ,,,~,-,, .,,_,.,:--~-,,~;~ 

T· .. 

.. 
-(1) Tpe-cust<>dian ther~of:";~Ir,r~01cfv{i\V c~mp~pe,nt,~ ~~ .. ~ ~~!lspi_1iJ..~~ n3:~ure 

and destroy them_ by !:mr:njng _qr .. by. mµtilat~on .in. tP.e ,pres~nce.-of ·!l 
disi.nte~ested. officer. The· 'balance of •the ·materiel will' then·~be 
processed in accordance with existing regulations for the disp6si~i6n 

· -- .. · of unserviceable property; or'.f6r"salv,ag~: · '' .. , ... · .:·' "·· .... · · · .. ·. · ::,, 
~ (2t.lf the above is nof i;>~·a·cticabl~,.·tli~ ·c_us'todian, Fiii;_ciesti·o_yjhe ·el!~li!l 

article of materiel by burning ·or· by mutilation in: the presence of ·a 
disinterested officer~-· · -- ........ _ ;--: ·-:'-'.1'". "·".'.": • .-. :

1 
,-·· :·: .. :·!_ 

(3) In either case, the certificatflif'd~~.tru~ti~n will .. ~~;·~ign~·"· ~Y b?thrtpe 
-- -- . : custodfan"and the witnessing offic~r' be~ore1s~bm~ssi.on to th~· officer 
· · "' ' ''. di~~~ti~g the dest~ucti~n. If the headquarters ha·s only one ·com

missioned officer, ,the .rep0rt will. so state .. Excepti9n .hereto. may 
, , .• i' .,'. ~t:f .mithoriz~~ 9¥iY. ·~;.;:t_h~ W~-D.~P!lr.~menf ~:,.' .: ,.: • : · · '. ·:· ,~. 

_, ~1: ~I~vi~l!-!~o~s. f.91bi_1s,,!l;n~. cp~tr~~%-;-:;~· 1,Ppor. to ~.u~~i~l/-J~~ ~ .prospe~t~".e 
-bidder or doiitraet.or with drawings, spec,ific!lt~ons,,oJ.'. <?th~r p~rt,i.~en,t ,iq~or~a.~l!)ll 
,;t* · ... • ·t.J._: l.J:...~~,tt~ t.J ._r ·,t,1 ...,U1u -_ ... _ ,' '-·· . ·-" . •-i: ~ .. .. . 
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SAFEGUARDING MILITARY IN,FORMATiON ''61'' ;, 

concerning any project or projects' of 1i"se&ret:·con'fidentiai,"or ~estrtcted nature 
an'd t iinn·uaily'therea:i'ter ·so -lorlg as. sucli" documents,' etc:, are irt his 'custody;· a: 
general' secrecy agreerilent 'reading' substaritially.!as follows will be' sigi:ied •by :the 
individual or''by it resporisibie' officer •on' behalf' of ·tile:-·firfu !or corporation' 

co~cerned,!:·)·., '._':' ·::· · _: ·.~.:, .. " ··.: ". ··.;;.•:: ,'. ''.:~:·):~ ".'.; 
1

:) ; •: ... ~·'. .• ~'.'~.~ 
;.r~nj,Co.nsidera.Uon of.the receipt of dra}Vings, 'specificll.ti,on~, ~p.~ accqmpanyi,ng 
mclosures,. models,· or. materiel; ·an'd 'informatron· disclosed orally, concerning· 
projects Of a' Secret,Uconfidential; Or' restricted "nature, delivered 'tO'-'the under-' 
signed· prior to or coincident with the date of this·,agreement· and I listed on. 
Exhil;>it A, which !S attached hereto and made a part hereof, or to be issued, .to 
tlie''undersigue!].'siibsequent to the·date of· this agreement;'the follo;wirig terms are 
agreed tb by or 'on' behalf ot the uridersign'ed -individual, .;firm, or c~rporatioh~· 
and any and· all representatives, agents, employees, or •subbidders .or . subcon"· 
tr,11.ctors,,tlum~gf; ,, . ;· ... ,. ··1 • • . _.i "' , •• :4·. . .. ,. . •· 
, 1 .. The undersigned will neither supply nor disclose any, information regard
ing. the "Ciraw'G1gs;" specifica'tions, '·and accohipariyin'g' 'iricloinfres11.or. models or· 
materiel', b'.r'·inforlnatfon disclosed· orally, referred to ·herein"tocany unauthorized· 
person;'.'orniricorporate in .. other projects ·special features of.design· o:r.;construc
t!<:>ll:,P~£!lli.a.i:nto;sl,,l<;!h drawings,. sp~cifications, and aC\!OmJ?!J.nying ip.closures, or 
models or materiel, or information disclosed orally. · . · .', . ·_ · 
. 2. The tin'de'rsigneci''wil{ not' :Permit any! alien employed 'or to be·employed 
by ·'the tindersigried''orby any subbidder or subcontractor: to·.;have ·access oto 
the· drawings; specifications,, and· accompanying inclosures, .or models :or. materiel 
ref.erred t9 he;-,ei11, .ox: to_ ~ngineering prillcipl~s, . C()mP9Sition, · subas~emblies,, or 
assemblies which. are vital to.the functioning or use of the article or to tlie .work 
Ullder. a'Ily" 'contract' for the 'production 'thereo(. Or the COritract' I trials,~ Without 
the written consent beforehand of the Secretary'of'.War. " " . ' .,, ·· ". · ''. ""' 
"' 3: The undersigned· will not:·mali:e or permit to -be made reproductions of the 
drawiI~gs, speciti,ca tions, .and accomp!!nying; irwlo~u~el3. ,or, of-tpe, mqd!!ls or materi"el, 
except a~.speci~cally .authorize4.,by .th~.COJ:\tract!ng.offic!!.r or .. his duly,authorfzed 
representative. : If reproduction. of ·any· drawiilgs, specifications, and accompany-' 
ing-'papers, or: of'modeHF oh:iiaterlel, is 'authbdzed, 't:lie undersigned will' promptly 
submitr:the p1;oduct obtained ·fo:the· contracting. officer or. his: duly ·authorized 
repres.entl). ti 'Ce;: fo):' ·cen:;;orship. ·or ,,such pther ·action .1,1s he rmay. deem. nec,e~sary . 
... 4. If a· bid ,is .not submitted on a project of a secret, confidential, or restri-Oted 
riatur'e a:s to which' drawi4gs, specifications, 'and accompariying 1inclosures,' arid 
models or materiel have been issued to the undersigned;·or if a bid is m'ade and' 
no·t accepted,, or in. case a ward· is: ma:de; ·upon the: completion '-Of . the con tract 1the: 
undersigned .will .pr_omptly return:by: hand, by registered mail,,. or by ·insur.ed 
express,. such. drawings, specifications, and accompanying _pai)l)rs;·:_or. models 'oi 
materiei; together· with an copies there&f; to the office from· wiiieil tile' o:dginaP 
copies were received. . ". / -~· ,..,,.,., ... 
.: 5.'.'( a )"The ·undersigned agrees to ·bring or· cl). use 'to ·be·: btought: to thel'atten-

tion: of •all· persons engaged ;in· .the preparation· of the, bid; whether submitted. or 
not, including subbidders and their ~zµployees, tp.e·fqi~owing 'i>r~vi~:iqns of'1aw :' 
. Espionage Act: Subparagraphs (d) and. (e); se~. l,.acf 15' Jun~ 1917 (40' St.at: 

217); sec; 1,'~c~ 28Maren1.940 (54 Stat. 79 ;';50'U. s:· 0. 31: M:"V71939,- Supp;;I, 
sec. 2181.):"" :;-; "· ' )·". ·. .· ': • .. ;: ·:'\Jn l,·~· , '· · ~ "'•; -~:; ><:- ._ ... 
·:Sec. -1,. act 12 January.1938 (52 Stat. 3; 50 U.-1S.·C: 45; M1 L., 1939, sec .. 2187a), 
f!./ld, E.1 O.JIBS,1, 2~ ~a1:ch 1940; 5 F. R. 11,47; .50. U. S. Q.1f?.; .J\1· it:,: 1~39; Su, pp.~J·,, 
sec .. 218711~ . · . . · · · ·"" " " .. ·i , " 

' 'Second' ·war' Powers Act,' 1942, seetions 1402; 1403;· ~Ct-'27 'March l942 . ( Publfc' 
Lil.w507; 177th'Cong,.). · · ; '·' :, · · .. •!' · ; ·'' "', ·.i. 
... ·(·b) ,If the· successful bidder on any project, the. undersigned agrees·: also. to 
l:>ring.,or ca us~ to~~e .. brought to the attenUon ?f.ail.persor;is engaged. in _t/::tf per~ 
formance of the contract, including pei.:sons. employed on subcontracts; the 
provisions of the law·emiinerated ill ('a) above:'· .. rr '' '~' ·;" · : · ,.1 ~ .. ·.•.:r · 
:16.: ·The undersigned further ·agi·ees that no information 'in coniiectlon :with any 
secretpconfidential;;or· restricted project will-:be-gi.ven,}t() l!P.Y person nohin;J!:l~ 
contracto~s or, subcontractor's, employ except upon.,the w.ritten;consent ·before
h'an'.d "oftlle i!oritracting officer' or' his dult aui:horiied' repr~sentative ... ·~ • ·~ ,;• 
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. b., Tbe execution, of; .the. general ·,secrecy agreement requir:ed in,. a. ab~y.e1!1V;tt,9 1 
;~;; ;iµdi'ii~~~.i. fir~ .. ~r ~c.9.~ii~~-aJi.2~. :I?i:i9~i~·!i1e,d(1f:Ye~y, o(iP.Y ;~y~~siped ~m tag. 
information and the' annual secrecy ,agrl)ements .executed, tl;lereaft!!r, ._w1}1 co.n.•. 
stitute ~~th~rity. ,for:d~.l~ye1;~· t~ l!JlCh in~lvidµ~i';'·firqi.,_o;_~orpo~ation. fro:n time"to; 
tf;e. ~i '~the; or. ·additional classified information pertaining to a?.Y, ser;r_~t,; 
confidential, or restricted project, witp.out the necessity o( executing a specijic 
sebhN:y '-ifg"re'em"ent ii{ 'eacli 'ciise. • A."' ref!li'p't'1 silli$tari.ti'ahy" as';'iohowf!: "wm' .be 
' i't· I 'J, ~ J • ' • I ' '. '· ·,' · l J.I'. ' . .'.1'· '· "• •It ;..• 1 ;' • '. ! ,,· . 1J• ) • " \ 
o!ltainecLwh~n ;ti.1-e a<,idition~1; c:.iassit).l)d·:a~t~; a,re.·., !!,\lti_ri:\~t~'ld. ;tfi ,u,10~.e ,,~-h~ _h:in~r 
entered lilto:such agreement::· '" ·•. > c't'.: :;> '<t ... • ... : ·:: .~: • • . '" '! ", 
nj ; -· : r': .. \"II i,, .. ·, .~ t· .• { ~· l l' ~-~ f:. 'I , 1· fr r.,, • ·.1; :·I· • . .._ ~'. •. ~.~ ., 

Receipt 18, a,cknowl~,g'ged ~f . .,.-::,.. . .,....:~~-~.,.~.:.--:":. ·an41 i,t;i~,.refpgnized th~~ .~he~e: 
data are-.cfassified and co~e .within th~ pU)."View.,of the ~ec.recy, \lg~·~ell!eflt Slg~~_fl. 
t,y··--~-~-:\T~·~ .. ~···.~·~ .~o~~.~~·-'· .. ~· .·.t.~~:.'~·:.-;:~;'~- .. 1. --.~~: • . ;.1J :. ····i j:: l·~·i ·;."; r],1; 

~;-~~o-::~~;:~~~: wi~;-;~:;~~:~~l~--~~~u~~~;ur~rs::.::.;~e ciih·nfandlng -of-' 
ti.~er~· b~ .~rs~~iii.~, ~~d,.depot~·, ~u·.a·. otlier/6fitcr-~s<~e'11gage,d, "ir *m~ii:An(gqy~.i;f1me~f i 
t:ontracts·.ar.e authorized ·to .consult:with::aU ,intere15te(l ma,~~fa.c,1:.l!rers ,';n;; .t!ieg, 
representative~/ invehtors,,-and· other· .. ~r!J?nS concerning A~chnicaL 1~atters •in~ 
~hich ·: tl:ie~' have' ii ·'.fog(timate __ in~~mit::".':':l;'~~.Y},wm,: ·~?~~!~r; :~~fci'rm1;~.11 ;~uc~'. 
perso.~~ gf, t}1~ ~lassi_fica,t~.O!\,of. t~.<; 'p_r,9j_ec.ts; :~or~s, ~.If:d-, d~v:el?pments. -.:: · .'~ 
, , ·.63 •. Biesponsibility. -o~ Army ·repre!>e~t;i:t1yes_,)?Z: m_sp~ctqrf!.-;-:a. , T.~e '~fmY, 
rep1;esentatives-or.inspectors of the. technical service are'tlie·local represer:tati':es· 
of' the War Department and wiH· take -~)ie nec_ess:iry -nie,as:u_res to }qs~r~ tht; }l~~e:; 
i~~~di~w. ~i }1:Us,si~e~ .;into\:in~!i?n, ~r · proje'c'.f~: jil ·,~he, ,~a~qs of ·~he .. coz11t~a,ct8t~: 
or in process of manufacture;inth~i.r-plant~. i ·:.ti,.,,,,·, ... :•·.-) '•·'L":·,7 •1crc 

~ b. 'Army ... representatives or. inspectors,,_will .. advise; contractors as· to their 
r~~ponsibiliti~s ·and· the j;ir:actical .in~as~i"e,!!: !o b~ taken. t_o., sa~eg!iard · s~cr~t?' 
i!_6nfi.ai~t.i~~; '.or' restri~~e'd :m~~ters_ ·~!'!~; ~illna~t,J~r?r.aJ?ly! }f; p~~ct~capl~? o,n a.n!; 
suggestion" o_i: reques~ p~: ,the-.C,9D1P,~ny1 .t~n,dipg: ~\>J ,p,1"e~e:i;v:~; s.e,~re.cy.,; Jf. l}t .any1 
tlme' conditions; ai:· Jany plant,· oruany.Jaction:·:of ·:afJcompanyj:or •. ·itf! employees,; 
jeopardi~e ~he security o,f c!~ss~~e~: JJ1a~·t~fr_f~r~a~.iJ?-i:.t_q~t:qe. 'Y ~.r~~e;~flr.~m.~nt. or: 
vtql!J-~~.t~~ p,ro_yisions of t?-e Esp1~i:iag~,t.~F:Sh.e ,A!~Y _!-'~I:lr,~sfnt~t~".e /Jr ms~~~t~r. 
wilJ. E~q11est the contr~,cto~.-tC!, !a,ke p~pipm ·r~p;ied1al act~on1 1. If ~de9uat~,,pr~; 
cautionary :measures.a're'J?.Ot ·take_n,immediately; he •will .report·~_r0111ptly. to the 
chief:Of uie fec~Iiica}·~e~Y,ice' ~?nc~r~e-~· ~!l~:i~i.~ .. tf~e 'sit~a.t~~ll -~.equi::~s,; t~ .. t~e_, 
C.°-liw~ed,lII~ ~e!7r.~ab.?t ~~~Jl~~~.1?e C.°-U:W-~l?iV~. in'»,~::~: i~h•;_ jtJIJ], 1~:},n P~9~.e~~ ,?1. 
manufacture. . .i.1". · :r .. :."' ·-r .. ,. ... ~---'~".\ '"'' 
-: c .. Wheri Army.·and"Navyyinspectors .ar.e ;OQ duty:at the-.same plai:,t, 'th.e .A.i:mY. 
itispect~f W'IU coordina,te'a~l· secii:_ritf ineast~res W,i!l(.the· N~'.'.Y :i~sp~ctoi·~.in. ord~r: 
t'.o ·a.Jofd ~onflicti~g deliiaiiQ.s.up()p CO~trac~?rS .. ,.,.: , ::.;_, ::; , ··.: ... _,'· .:. ." ... ._ , ,:" 
: ~M'. ;:~.~:Pii:i~{bi~~ty. ',~f_'.,~~.v'.t~#,i~n~ .f~p.jr~ctoi:s~r:_U.~ "~;~pr~v~~ ,j~d_i,vidual,: 
firm- or corporation which enters into a contract to engage 111 techmcal work tor· 
the wat J?:epartme11t beco~efr.~sp2nsjb~e 'i~,:~atte~~::iv}thinihis,9r'.it~~contr?pfo~ 
the 'safegua'.Hling of all"secret; confidential, or restricted matters· that m~:i: }~e: d_~s; 
c}.!Jf!e_d~or~~qat ,maY,,l?e;qev~~oped ·~n.connec_t~o.Ii th~Ee!i~P:·: A. .cl~µse,}!J;,t~~.~;,ef_!'eet_ 
will be included in such a contract, but its omiss10n w1U ,nop .r~lease the; c~n
tfactO'r' from 'his' responsibility under. the Espionage ·.Act _!u'i<i:otl)-et perUnent 'laws .• 

.. r;: coJiti:k.~tors ·are( r~§iir~s~b1~ g1ilt 1aW ~,iassifier1· :iif~j~cr~;aqotted' to. -~µbeg~_;. 
1:ia~tor'13"or agents ii;e· fully protect.e'.ci(li~pi,-s~i;n~ljir, agr,e~IJl~.Ut~v; :{ "· Ii · . ., ['•_,_,: y t>'i'~ 
., .. c: Whenev'erdor; any-. reason,·:inconti:aCt, agre!)ment _·or' subcontract:has;_ be.en 
ili!ide twhicli does not- irtclude·ia ·securitY :clause· -but~Iater."is :foun'd-;to~involve 
s~cre't'i cinrftdentiai;'·~r: .res'lr.ict'~J' ~~'fi~'r,. th~ :iec~n~cii( sei'Vi¢~ c~hcern~d :~f!l' 

' ,,·,:!.''',·t::·· ... • .. /dr: rs ..... ~,..t.r ... , J~.s. · .... ' .. , <.J .'J 1~:-J.1.;....). \.:.~1 ... l.,l.Jc_.~a-~ • ...,. ... ~. 1 ... ~!.:h 

28 ' ~ ? 

~~-~------- --------- ----------

' 
l 
I 

·1 

1 ' 

U
; 
' """ 

c.Att': 380:-:5 
64-:.:68 

tli'.Il:e'-~the necesSaryistepg:foLin'su\:e' 'tnat 'tne'project'ot WOrk~·lS pr6.pei:-ly ClfiSSifted 
'and tl:iiiflth'e' cinitracfori"agent;Jof~siilicoht'ractof' ls ~liiformeil: ortlie !cfassifi'Cation 
0ahd! of•his''r'esp6il~ibilitf'.fotthe'matfer!'H ::;. ;:;·~ 1 1c1:1:i: ur: '.:· r11 ·lil<-•c.:~i1i,; ; 1ll'-:e1. .:.1 

~;;'65., rr:r~'J't1Foticla~·sifi~c1 .:hl'at€:rlei:.LTesis of ··ciassffied':i:r.ia:t~rie11 > ,viu • be:1a'de
''<iilafe1y'sa'tegti~rdeuiby~a1ichisi;i'oli~m1e·omcersJ ) .. , ; .. ti'.J!"l. ,, 11 "n'n:i:«H ri ':''1::L'. • 

66. Public. display of classified materiel. ::,.:a,; 'dofumithdirig'"" officers' fare J re
. sp'Oilsilil'e that all cla~sified'parts; c'ofuporielirs;"or fea tiires of. materiel are' properly 
fsaf~guarde'd1 during' Di!irleuV:ers; . drllis; parad~s;ncer'€nicinies,; assemblages, raemon-

. stra fi.onsl' 'or 'exhi0itions;1or' eilill:ift!ofis'ope\i'•t~"fhe0gerieral !piiblic'l ·"' 1 '·:L <· 1,: 
vi· 1':'~· (li)i 'Ph'ofo~raiih's''of''edttiiiin'elit w11ife,-ih• process" <if 'developmeilt'.c<Jr·"tliose 
-rrirJ - ., • 'i<.r~''re~ealinf i;irocesses of ·m'a'i:mraetur'~·-~·r& 1prcib'lb1te'il hiiiess 'aiithorfaed 
nfnm:i~ "iv 1 b'y:•:the':~hief of1''1'echnical' slfrVice'"1cohcerned:l ;After lin ·aiticie"of 
7ti·1msa riJh eqUiBi:iiefifthlfsr1Neii'iSsried:'fo'coillb'af units; rer~ase of ph0tiiirapiis0 is 

: permissible unless specifically prohibited by the instruc'tioiis issuea 
cr.~1.:·-.~·~H!JHQtbereWlth. '•\n :~ ... ·- \ 1~ .. · ,·\~ ,,. !·, :~ • -~-;:, >. ~:._~. ~ ~~\\•'{-:: .. . . . · · :~"-;., · .. · -~ 1 

(2) Requests for permission to; rfak:e1 1}hotograph~'; of cl'as~!fie·d- 'niateriel, 
ZA ,3 r!ar.;··rpro3ects;'or processes~'o{in:arii'ifactui:~'will/be refetifeli fo the' War 

Department through the proper chief of technical service':"- i]::f 
C?s r111·1'!l~1 orl'lfuti:l.iirfry\' is ~gr°~ilteiiPtt '~iiFi>e '#-itli ·"tii'e' U.iid.erstariding:· tliat ·'the 
Jioti?. ·w't U9Rrestlfirig ~h'oti:ig'raphslf',\,111 ·;be' subi\litted'~tc/tlie. Waf.'Departiiient 

. for review prior to release. ; ... :· · · C:" r·-, ·"' ·n i"''~c'··-. ·;p,_;~ 

'.to 0·7;rc;:Reie'ase"cif'iufofiii"atio'n 'o~ '~ale ':ci£ i'riatiitfet-.::a;'. Domestic "'sale,' (ufulgtng 
inform':itibni 1iU.' c\JD:nec'ffon 1 ~itir"heio'tia"tion'S''for" f6refgrl ·~~1£=- and\. f0reign~miinu
ia0ct\lr'e 10! 11:\:ims PJf'XFili'y :an'd."Niiv;f'materieVilii'd.'!eQ.uiPmell'Care"1otiJerillitted 
·\{fi.J'ess 'tii'~'18\i ii~ and NavfrBepliiiti:nents1 are; agree'a.:!ti:fat :·muaa'ry slrcfecy iS1 iiot 
;ctmprOhitS?cFtii~r~b:f7'~~-i; ,4)-.. !f~lI'.J t)r:i' ':1.•: • .1,') l ~. ~·l·] ·~" ., ~·~·~ ~- ~·~:·1-r· .-· 'O t1:'1::-J·'1;~.; 

b. International traf{ic in arms. . · .i·· :· :-.::,'.'1 '"" l!l71 '.•·:."1 ':1'4 
?.;rooi.:i (c'i)' :Tb'e':stai:e b~I{a.i!tffieilt"admiri1ster~ 'fntern'atlonal' traffic 'fo .'arili% find 

. military mateheF'&imfof"J.itii\ii"tb.e sc'o~ror:·tlie'-Regufat1orisi Gov~ 
.l.Fw s:-in1>1Y:··erii1nfi tliiliii!ernati.ohJFTraffi'c '1ri'A.rnis,:;Ainiiiiin1tions; and' rmi>1e
·rn1 U~)(l.'J sd l hlents'Of'War' atid "other ifu~ii:fo'ns"bf'War/:J!:- - ' •; ·. :: ' ,-, t;j:.i.C ' 

.!sl'.<tii :i (2 )i1'rfiB'e:" ·st11 t'iP Beparhnen t' wilf°' no{: r~leasei ifo'i"torelgn. ·sale'<:-aiiy "itefn 
-k.\:~~· 1 :t ''"": .. :co'nl1riiFwftliin rti:ie 'sMiie'. ~f 'these: reguiatioi'is~'iirim 'the:-: war: 'ai:ld 
,'~~:.?Bs~..,~· :t ·'Na\i-y· ·nep'artrrienfs\na've·"state<i tilat·:foereYis;;i:io)objecudn t:a i:ne 
"~;mJ.:·:,01tj r'irelea~er-oii gfollJiUsiiofFs&!recy' affecting' 'fhe';n3,tional. defen'se: ,,; . ':·. 

68. Protection of shipments via commercial carriers within Uniteir-·states 
1ar1i tJlJ;iiissission~;L.h~"S\3teetion · of·'shifi"j}inu %.eth.lia:<· ':Discfosui:e--Cif'friforilla tlon 
'Peftiiihingirt,()n'cia'ffsified 1:iia'ffoei 'w-mnbe~:'.pte'veilted.r: durmgt·'triin'sporhition"'by 
one of the: followitig ·methocis'of shlpmeh(.to 'bl; d.eteFiii!llM: liYii{corrunlssiohed 
officer of the service, force, or organization authodzfhgT.ttsLmovement .'."qualified 
to make such classification, by a hi~her' authority 1;o<'qulilifieil,':of"'b'y a~'.ihi!itary 
attacbe. . · /r~, ."' L • l > .. n 1r ~ \J ·~f:'.Jnn 1~~rr.rJ ~'.-tr: . .:.i:-i (-ti) 

-""''b. lpi•o·tebw:rn Us"for~doclimen·ts.'-'-If'slze:aiJ.cicquant1f.i'periniftc1assifieci.:Jhatt~ri~1 
.fuay'lie"hanclledTil 'the'saine'nian.ner asiprovidetl.,for.7siriiiia-riy·:Ciassified documents 
'in<1paragraphs ·25 Jfo f2$p inchisive.1' 'In 'cases~'where:,.mat~riei>f.IS of such size or 
quantity as to create suspicion· of it'iVcfiiiracter: and ·en'tail"'additfonal risk when 
1tfansported'!lh'.''.the' siimei maiuier as"'docU.nienfs; another 'nietlilid! wili"be used .. I . 
.:11'0.f·'fliiiiway~ e'lipres'i ·se1-V:iCe"-'.protebiea 1it/l cafrieris·i:gtJru;a8~Secret, "or- con" 
'{tden(_ial shipments may. be shipped via Railway Express Agency, Incorporated, 
after advance arrangements have been made for carrier to guard materiel from 

'! 
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\l 6~ ~4F:i:!!GUA:.RPJNP )\1JLI'f_A.KY :_I~:;F_OI_U\f~'.l'I.Q~ 

;t}Jf]th:!J.~ i,t3~f!::V~ffi.! tt1e_ P-!1P.d.s 1of ,con_stgno_r :,Ul!-til,d~HY.ei:.ed.,t_o ;c,o~§lign~e, '\ ~otwJ_th· 
stanclJng.1th.e eg~n~ra~- pr_{!hibition, of~·inSll,rt!_ni::e, op.· 9ov~rn.meµt, _shipments, :!J.!IY 
classified shipments may be shipped at their: actual: ;value· and notation •of such 
value .ro'~qe on ._the : bills _.9f . .lading.. :J ~eEd . .R : 5i;10_5, ~5--:-if!Q;·, ~µd~55;!_5.5):: }rhe 
officer determining the method of shipment·will-certify,to.the officer issuing.the 
.l:Jilltor:la~ing·~h~ Y!lluati.on to l:Je us~d, ·, . , • , : _,.;· .'~~ ;, .. '.: .. ~.;~; · •. ·- :;.,., :.:;'-. . , . 
.·"·d.:;Ordinarv• ,railway ~.ewpr:ess.,.se_rvice. protected, .bv-· military guards.-,:-'rhls 
~e~~d _oi_~hip~e.~t-~my;1~~ ~l!os~i;i f pr ~~fT;~t! o~. ~o~ft~n,~if1-l, ~!lt~riel: ~s p~o~Wed 
in a above. r,n, .s).).ch :c.i:tse: th_e,,Pi:_ip~}itlesr:,9f .r.egul,atioi;i~. go:v,~rning gu1uding, ~! 
Jl'.eight:shipm~!!J:'l; (see1par.,8,_,~~c!J.5-clj'i~). "ly,ill,b~Jollo-"'.eµ !lp: ~ar. a_~·~P}J~opi:iate 
f9r. ~x1wes~,-~_!'lr.v~c,e, ;~.i!J:i .. t\1e .<}.efh.1tt()_,e;~epti~n tha~ g~_ards :'Yi~l} express ship
''tJ-ents.,y;:tU.1 qe-.f~rr:ds~Eld,;~vj~~ .!r~1_.1sp(lrt1,1t10n. r~ue.sts1,. TJ1~. ~umber of guards 
;(1eta~l~d .. tR :.P1-"9F.e~t. _tl,l~. ~h.i PJtle-1?-~;, ;wn~. -~E'.: _a,, ipipim,u1P1. C(lf!~i~t!';i;i. t ;with securiby 
-requirements ..... ·· . ": - .. : . ,1 r: , ... ,. , ...... ..., . ._ . ., .·.· 
"" e .. Air express via co'n11n~rcial air lines pro'ie~ted by. ~ilit(l-rY guards.~The 
P!,~Vi!Jlf!DS<_?~d_1:_1.bov~.~i,l·hg<?vei;µ~e~er!lll¥•• r, .. _..- 1,, ..• ·: . ,;:" i· i'.:: 

·~ n f{ ~qil ..f;l'~Ul;i-_t .. s,er'0!fe;1P.~Ot~pt~(],,ib[ ""ilit,ar_Y,,,:uuards.-::-;-Serp. I;Jai;_agraph 8, AR 
55-155, .c .. ···I .. ,>, .. ;.-.-_,.,.- .. '"'r ,, .. ,, .. -.,,' :TJ •·. 

:,:, (l· ;p;di?tqr1X.~i,qt,o~' (r,ucTp feiuht • iiropecte41 bv:·m~litdr1/. uu~':d'~:;;the principles 
.Clf .p_aragr~phr8; · A~ .. :95':~55_, ,wi!~. 1g9ver,J;J.. 1 ~ q_nlydPI!Ei· gl}l),rd wql, qe.,~sed for sh~rt 
runs unfoss more are necessary. ,!".>::;:':•·; ij •·oi ;.; ... ,. ,., "1 , ... 

1. ,h. Wfl:~er,•f[ejelJ..t,. se,r.vi_cl3. pr!?~ec.t~d.- ·b,Yr_;lf}~li-~,g.r:v,. J!.'lf<Lf4!1., • .uTl.J.e p,rif!-C!Pl~,; of 
pan1~rup\l, .~ .. , ~.:5~~55, _vvil~; gc;rye.t;P.::;· ,:wi;ie.n yes~e~s, l!rl,\.~s,eq, 'r!J.i.<;h; .haV!'l-·a,r.
g~g()II).~i;its; fo~., cai;~ying., p~s.se~ger_s,Ai:\ln~i:oi;~afiO,l} ._.r~qp,.e~ts ;-.~i~l. J?e .}~su_n,q. 
1W,\l~I.l v,e~Sli(l~ i;lfe: use_d, vvi1icp do.; rn;>t ~a~§.-. ff;~ra,ngen,i~J?:~~ ;for; ~~rJ,'y~n~ ,p~b'\9 
passengers, carriage free or at a reasonable charge, approJ?.rlat~, arrs,p~e-~i;nt~ 
for meals will be negotiated. .. . ·""' ., :,.\ ,:· .,,., .,. \ -~;1 .,., .. , .. ; 

-,.!; §.trnfu!J,t ~.or rtiifed. tr,oop~),rai,rt-8;,,-Plii,~.El!fi~\L)p!i,t~~i~l ac~olIIP3:I.1Yin~: troops 
.'J'!,~~ b~:,~d(,!quately .gu~xrJe~.l:JY 9rga!1i~ati9~1 ,pe.rs,o.nn~l.,- ,, ... 1 '. . • 

,;j.,,.q~«rc~s,+9u~,_-cls, sufficiently;~ 1a:meg:nwill l:Je. r·I>&O:Vi_<fed ip ;11ccordance with 
paragraph 8, AR 55-155. Nei~h.er,Ja.r.r~e.~;s nor-mili~ary- gua,rd!J.Will be used for 
,tp._e 1sol~. pUJ:QOSe ,qf P.~ev.enting cJiscl<_>sur~r .!:!~ iriform1J:_tion qf, r.estrict.ed- ;II!ateriel. 
Guarded service.may. be used.on .any sJ;lipment.when necessary·to.;prevent physi-
5!!11. s~bptiig_e;:.;Fp~n~,Po·~:;~ble,: ;where .. ~nce~~ine~(o(J:l,1~. ~rm, iii! ~ot necessary, 
submachin,e, guJ?-i:;,.: ~u.t01~11; Uc-1 rifle.~.: C!!r.l'ifles '-shoul,d, l,be }JJ.'.OVi.ded in preference 
Jo.~p~~tol~.;i:tJ1 ~·· ··_:·:.:-, l---.J_4·~·~J- !.!) :;·..:s:J.\!ft~"> .1.:·lf ~;1i:1:,,_.1.~~~~?. · l~ ~H··-~-·4 ·:- .··:\ 

'"·~·~ SQ~P.me~ts :•,(If .<fO!fff:dential · pi!lto/i,~~,-.,~x~~Pt ,;C~Y,ptogi;ap~ic ~~quipll!e.~t ~~4 
cgmpo.ne.nts. tJ;lgreof;.-]IlaYi• a~ ,the di_!!~re!iO!l •of th.e. _chie.f of; the.; ~_echµi~~l .s.ervi!;~ 
.in".olv~.c:I,1 l:J~ .. shf PP,ed:J>Y! OIJ:e ,o~ ~e fol.l,ow~i;igr.me_thods, -without,.gu11rq :c;1. · in !':t1'J 

~: .. ' :. :r(l):rJ>i:9tli!Ct()d3 flXP,ref!S.,. ,-.«-. t· .. ,. ;:·:· ;1. •, :11 ,.,. • ·, ,)··,, , ..... ·~:!; ;,.,_ ... , •'•lr1 

1~ ;;;,;rJ2). ~()aled.fi;eig)lt 9r<e:x;Pfli!Sf! q1rs,;. ·,·r " , : .;,_i . .,:_.• ... :·h ri··J': ... ,: "' 
(3) Sealed truck under own motive power. · . ""'·'.! .. 

1,,;.;;, •. 1,(M ·:FJ.a,t ::~a,r, ._.proyid~d_ trl!c!is ,Qr .:cr_\ltes .. coµr!J..!µing .<.s.aid equJpruen.t .:are 
~i.!;r;• tJ'..lL".) ; , :su~t.a,~ly locked"aµq/9rrne.~led:_ai!d1,lo_c~~4,;1,1:p.d/ Q!-" :§le!\l~!!.-tq. t:i:ie-,~~r.. 
~') :.·&> :h ..... :il! IJ.dc;lttioµ, r.!he. eq-qipm_en_t 1will ~be-prnt~ct~c;l r~row ·~;itterJ;J.al. :view 
~n::·, -1,,; t ;_.-a_n_d,injury~from .. normal~ h!!!l.!ards in. s_hipping,, .:' ·'': ... · , ., ; .- 1 ,·_~r;" 

!.- Eor.,s~cific· iµeans. of,,shipme.ntcQf·~~ryptographic .materiel; reference -sho)lld 
be_.•made to, letter' h:.lstri;iction -.oJ;J., this sµbj~ct-Jssued by the· War. Departm~nt. 

. ) 
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AR·:3~0--5 
BAFE_(JQ.i).:RD[N.'.9 i\tf·W'.l'A,.R°¥ '!':r~X()~M4.'.qQ_NJ ~~'t_O 

~i}:;-.i';.; ... _L~~~) ·:;:. ~..:---· 11t·;.·.~ .... _~~· •+: .-:~ f:?~<!~:rYI~- _tI~~:+:';;-~;· ;·.: "'";/ .. ~·,i .._. ·:~') 
<lJ'l:! ~) ... 1 1'"" ""!' ··,7"' 1"''"'~" ~·-·q" ... ~ .. ,¥' · • .Y.-~- .... .f- ·: ...... ~~1-•· · _.., .... ~· · · ~ 
'· :· 

1 
".. .. .. • ' . "·"VISITORS'' ·' '""' ·' ,i. 

~~s~fl~~~~~~~~:~;~~~:;~-~-~~L-~~~~-;~;~~~-~~~:~~:~~~~~~--~~'~2~~~~-';~.~:----=~~agra~~ 
Authority• :ror'. ndmlsslon.:c: ___ ·~"'---'-"'-'-'-·-~-''-'- !:--'>-.::-~·~..:_;!-':-.;--:;;.:.'.L~-~-"/·;...----... 70 
l,lespon~lbll~t.v; of -commanding officer, Army .representatl".e, .. or. inspector-~-------- 71 

~·~pE·?·~~bp1.~·~· <>,t}f?;~e~i~:~l~~c_O~frf~?,(O~~::di~:~~:~::~i~-J~;~~~~:~:::-,:~·7·;,;---~--- 12 

' ,~6{!., Cla~sif_!c~ti2n.-;-:-a ... }?or.,eiu.n t,iat~smal~·-:T'!l'or ,·t.Qe,_puppos.e ~~.these regula-
t.iO.I.lf?(~Q_r~i~n;Q.~ti.oi;ia.!s• ,iIJ,~J.11d,e7.I _ ... .,. . ··1:1 1;:.,;• !J' :,::[·1~· , :- .'1~ 

-:: .:iJ1 ): ~epi:~.s~nt~ !i ye~. :offlcif!ls;. 91'. ~mploy~~s o.f ,I! Jorelg~i;i: government having 
an official status. - . f•d' 

·" ,:./· L: J:.2 )J)A}l .... ,otl;l~r~, for~ign-. natloi;ial_s:.aq.g Gmzens. (!f ·J)le·:JJqi!eg ·St.i:ttes: ~epre-, 
/f>J vi·In3 ~si;~t_ipg_ a f.Qr~eign_'.gQv,e_r.I].ipt;'nJ,.~J!ri.n,.2.r. <:Orp_qr~!io~, ;,' r: .. J.', ,-

; .ib· _.,d-3 );!)Qa,n.l!<'J.Ja.l).~1!11l.t!ol.l~~~ .'\'\"1P. :b!'!.! .. ,c;q,n_si.d~r,ed, .11-s~ Hg1§ · _a~corq._ed · .the::S!l.!Ile. 
,..,;, ':c,i1L.rr ~;; pi;,iy!1eg~SJla!3 ~ci_t~z;ens" qf ,.th~, -,p~lted·;-§.t~tes .w.i.tl;l; respe~b to, 1 tµe 

matter of visits to Government or. comme~C.i.!ll:-;~!!n:Ufl!Gt.ui;!_ng 
J- ,, :. -. ~ 'i:. :.!· · 1e§tl!,Qlil?.l;!.1.ll~~ % I!@: \);iq~elj~'i!n_tl!l . l!ll;>Qrl,l~Ofies, ep.g:;tg~q,. on (Classified 

w9rk or proJects. r:i._-_ ,;, : .:'.~• r; . ;:1:'.' .t .. 
m"P~.~lJ~j(e,d,s._~qt~~- qfti__Z(l}.f!-8.~, AJl c~tiz~gs_qf thg1Un.!Jed; ~~aJ«;!S :n.<!.H!1-.ch1c;led in a 
~'.b().~e.) : . .-::y;,.....,_;.,-;~£ ~J:-;·1 .~':.?:~:!:,:.._: · .~·.-·.~.··,S:'.· 1 ':,._!:}'.i. 'lk·) ;_: "\·• ,:.·~·~~i:o;.1-.. 

3,-, ... 7 ... Q•: .:A\l tg_orJ t~AoJ." ~.dll!!s.sio.:l).:. -q. ,,qefleml.,jJor_J,"espqndenc~ ap.d communica · 
tj_oqs1re~appg .t9_.vj.§.its-Yl'.iJ!:.b~ !:?\lteq d!r~ct .f:!e_t»'~I.l tll~ tl!!"~Qµs,offi~es concerneq. 

··n.~· lf'9riei~. :n<J:.Ho!la}s:~u ~.-.V'.~ .,rcn,,. · ·,: ·; ) . ": c/:1c."'. ·'1•:: ;·.· .; 

( 1) Foreign na tional;;ii;(s~e: P!.lr:,~a) . ;w{lJJ-~t;.:a!'lipitt.ed l to ._<;;overnment or 
'.i:o .c'J···i:, ;Jt· ,C..C!~_I!!erc:;.i_gl )mf!J;J..Uf~~tu.i:~i;ig~~stal:>~ishmeilt~ and exper!!ll~n-~l labor
U a«r ,1 ·"'lll di,) ·_1!;tg_i;~~!l-·~11ggg~d :01!. ,c]_!lf!s\fie.cJ. _,w,o_rk. oi: prgj~!!tll• ~1!41 to. -~ili tary posts, 
, I:.J . g;·i L!.! :::_:-. ~tiQ1p::i,r; .!l;I\d,, ai .r.~~!<;ls_ '..o_nJy1 ,9~r ~w:ri tt~I\· 1: a.utl.!RritY;<;oJ: ;Jhe Assistant 

\ r1~'!'1'!'.:'. :;:: ·~o QW~f:..of1$Ja~ •.. G:J~;:i\Y!l;!:;_P.~pa!"~IJ:\enLGen~r~! i;Jtaff~ow · 
'"" :;;r, ;~ r::d2k4PP.liS!!1:i<;>n-;(or :J.§llCh--;:Y!1?.its_, ,:will "b~ 1:m,ad\\ tlffQ.U.gh.itJie appropriate 

!o i:r.s.·1HiI iu·.<liP.l.Q!l_!at.ic1.i:epr_j:!§entatJ.v~s.,e~septj iµ: .tl;!e; ca~e1 .Qf ;f9reign nationals 
employ~!l. l:>y,~itjzens :of the Unite.<! States w, l_>y. fii;ip.13-,o_r corporations 

-n± !".! ," rl{,;9,\Yn~d1Q~«~conty0Jleq_by ~i_iizens>9f:.the-{Jnited · i;!tates, cf Qr. 'Yh_OJA'.aP
:tG!"mrJ .!t(c; · p~i.C!lt:iQi;is, 5'\'i!lLb~·- !lllbll!itt~d .by_;·,th~ii;,;..!l.QIPJQY~.rs, 1:mP,rqved:.'2Ydh!l 
-(jt}jg9 ;..:n:·ir;' c.o.mW::.i.ndJ11g. o~~~r .. or1 :m.an_agt;l.Il,~'1.t o;t t)le_:e!ltl!l:>Ijs~we11,t to. b~: v!s; 
-fr'Ilir~"''l · , ':11, ited, 1-,aI1d, :forW~J.'.deQ.:. witP. , th.e; rec9:m.1J,1~!1.<;l!l.t}Q, ~f :,the_; chie,~, 9f;, t!J.e 
<.!Oi/; !1<t 'f',,:; •'. t~clln~ca_lj .sei:vjcg,-:or,1 appr~prja_te:. ~qmmanQing/g~!!ernH>f. tl\.e !!.ervice 
nm'. J"; J •·:<: c9_II_lm!_1pd c,on~~me.c;l to. ~he 0-.ssis_taP:tQl\.ief, o~;-~t!li.'f, (,'.}.,.-~,.War: p~ 

· partinent Q-en~.r.ll~·:S·t.afl',. r i.f·::- ··:,'.~>) t"' , ... ·(.: ,,,._:;._ .. , . :.-.·:·J' 
~ !; ; ~ 1 ! 3) -;APPltc.!!.~t9ns s-1,ibwi tt~d ·thrq_µgh-~i ttJ()r·<?f th,e; chai;i.ne~~, dfts_crib_!!d' a~ove 
·u'C:'.'.-<'·. ,., ;>~)~:mrJnc.lu"de:the,{o,~lC1wiqg--Ln~9,r~ation-; :; ., ,.i':i:;.. ;~;;,;'.·, : ... ·::.i-~:. 
ci!liel,:~ 1J1r.i:i:~·"I1Uo(a)\j~Rt;l~."4~;.fµjl~_,;:-Jj,1 . ~-t ;.1:: •. \ ~.; - .;;.~·:·~·. ~·. ~.:Jti~J o.-.j '(' 

. -L.tl r:·»1·•.-:iri·_;·r:1rC.b.) Qffi~ial.;t~tl~w; po_s_it!on,_:, '·" "'· ,_. , _,.: .,(·'.'. •:.;, 1,,·r:;. ., 
(c) Name of plant or plants, posts, camps,-or;airflelds to which 

admissiqJ?; lf!;d~~Jred; .. , .... -.::':.:,.~- .,.; •J.!:;;:;-~_:·~ .. ~--{~) ... , -
(d) patl! of visit or dates betw.\l~!l;·~!Jj-~h,yi§Jit;f?:!_!..r~.4~~ire!l; 
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...:· ,::: ~J.lJ) j~µ~pq~e1:9~ v.i~1t~lJ..l, -:··:.~~'"'!1· · -~·- {· ,.i"i7t a! 7.:.\·Jt"·~-·~ (;.:\ 

For foreign n·ationals.L~J!lp!_oy~41!Jy; ~W-~ells ,of:,!h~; Uµ~ted1S!ates or 
by firms or corporations owned.or,controlled•by•citizens-of the United 
States the following aclditionai inf~rn:i'i:tti~~'~m be. req;;i~ed;' 

( f) Nationality. 
(g) Length of service wltb present employer . 
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70'.=fii SAFEGUARDI·NG M'.rtiTAR:Y ;iN:F<!>RMATION• 

( 4) Prior to authorizing a~ vlsftl-'to ''a War Depart;nent or· commercial 
manufacturing establishment.engaged in classified work or projects, 

'." •:··· .1 .. the Assistant Chief of'st'a'if,.;;G-2, War Department General Sta1r, 
·,~ , ---· ___ .wlll -secure_ .the recommendations __ of the_ Navy. pep11r!m~nt:· \in~, tP,.~ 
n1· . chief- of- the. technical-service .. concerned. --Members" of:'.the1'armed 
3 ' -- ---··forces"ofcinadiii.s:nd M:hi.di'·m'ay" h"o-We-Verr be"admitteli'·fo ''A.rm'Y 

:~ · -:--vasts,- camps;·a:nd aii'fields-neai' £ii~ l>oi:·dMrfuc;f''tlid~" c6u'~triesn.'iC>i 
, .: ': ~·· i·; ·::•sti'ocfasicitial-·V:isits• ·on' the ·iiuthdrity of-'.tli'e"conimanding:tgeneraf of' the 

army, defense command, or service"coillniatidl·lfaviiig"jurisdlctlCin 
))" r1!>i M·;i1uover'suc:h~i;iostii,'tcamI>s: · or•airfiel<is/"withouHe:i:ereiice to lii'gher au-

( thority. - _,_,:_, -· i"i•,(':i" 11:' 

·-"c,\':UniteaFStates 'cltizens;-'---"Subject :t;o ~the"approtal ''of itbe!'ccifuniandlng officer 
or the contractor/United •States 'Citizeiis,:1excepMhosecrepresentti:ii(a foreign gov
einfuenti firili\ 1of':coiJ)C>ra ti on, may' tle· admitted i to War'Beparfm'en t ·oflcommercial 

.. ilianufactul'irig esfablishments. engaged· bn 1classifiecir.work£'orcproject~ under the 
foliowiilg'coiiditioriifi"' '1 l<''l ·:) '·,.(,; ••. '.:-.' ") oJ ,>j;fr;• flu ·,; ·Jm;r 

i:· ·f.' ''"{l)"Ga'suaJ.vlsitors m.a:y-b:e:a'dmitteiJ provided n'o'dassifie'd'~work or project 
' is shown or discussed. .1..-i >JLU!•! ··" ;' rn·_,r 

' r;i..' :(2·)f:.Represenfa.tfve'ssof'othe'r trnitea-:stateS- Governnient~agencies/manu-
- facturers, or their representatives, engineers, and inventors cooper~ 

·'·~,i. ·_In!! "") ia:tlllg~- -in •war•·Department'::work ·andlhavilig ar'iegitimate· ·interest 
·j:, ·, ~- ,:>1 1 · •• t· .<therein ·iuay lie -sliOwn.Js·uch'Work's 'cir project:S· as 'tire' considered· nece&. 

sary and desirable by the responsible chief of- technical service/ ·Au« 
_q :!IDutl":l'i"tthority'for'lidinissio:iiiwil!'be·fii.~Writlng\f!i!."lff,1' r-; ;,nu·: ':-1 
• -j1:j ;;f (Sf• ~ccredited" 'reporters,'; phofogfapllers; •:an a.a' oth'ef "representatives of 

,_, '•<-o- 1 -.. i. ·: Ji::pubiiclty ageili!ies niaf-J:ieiadmitte<h6imaiitifacturlng-'establlshments 
_,,i;jl;'tW-b. :Aengaged~onlwo'rk-for'tlie Wafl)epartment,·provlded;cfassified matter, 

proje{itS,~ or'iptocesses :i)fJ:fuafn'ifacttire'.caref'nof<1siiown' or discussed 
::...:b ~:-; «i<: ;, wfthcflierii!' J Ne·ws•items,l'photographS,':and-'m6Uoii 'pictures resulting 

.,_:1uciifa; nt'from the·:vii;ilPmi.1st: be:submltte'1Fto·the~War)bepartment Bureau of 
•': ;,'r•"G!,~ .. -:, PubliC:~·Rel'atioi:ii:Hc>i! fevie·w pfic)r.fotcpublicationt:·1Jr;r1":.i 

• 1•1711;--·Re'sponsibility '.:of· comniandiiig:i1officer)'"Army·~repr'esentative, or in
sp~ct6r.[;_,_a., 1Tlie comfuandiilg'C>fficef·iof'.atmilitary·!m'anufa'ctiil'ingL"establishment 
·&"'th~ Army -represeritativi or iii"specfor'.'at' aTcOiJifuercfail;fai[niffacturing estab
lislunerifiifthe'·local representative'of'tlie War Depaffmeli.tf:1n:a1h-Ilatters regard-
1n~· the ·acl.niissici'ii'iOf.'visltors:n1H?in'•his1 6pinion;th'eJsitilatlon' rat tlie time makes 
tlie iidmisSio'n of 'iiHhsitor':inadvisabte;fhe'tis emp·o--w·eroo fo posfp6°ne the visit and 
request instructions from the office which .a'utliO'rizoo''itf' ;1 ifT'l·•;:". 

"'v·o}'The' comma·Jl.'dirig'officer 'or·; '.A'.i'llfy1'1'ep1'esenfatfvE!Iwm '.make.la•.1repo'J_.t to the 
Assistant Chief of Staff, G-2,"War'.Di;-partirient'General 'Sfaff;•throtigh the appro
priate chief of technical service or commanqingigeileral;''servicei~ommand, giving~ 
the following information concerning'Jfo'feignersl:~hQ'llviSft establishments en
fgagoo ill da'ss"nfod ·projects .. :' , :, . "" .::.Ja.cr~_ 'J,.1 jr.r"q ':11 .::'rnv: tL 

(1) Name, official position, andi·natl6nulity;'l: 'l•t.:«·: 
(2-)'- :author1tf:.f(fr~the·;·v1s1tYr:·s,-i .-.. ~1Du -:0 jr•_•! ... 1 !; ·)- 0~·i ·~! : :J ! 
(3) Matters in which the visitors showed the'greati:l"st Interest. 

10 ·:,111,(4Jf:cfrmera1 ·nature"of'quesiloiis.-as1rea.'1r::~olh !1 r.:·:· ·i""' ""''' 
o":'JihiJ ('5)' -'E:t:Presscir o"b'jeetP'of'the:'vfsit.wo i::.•o'.)io-w.:w-) ·rn ,_.i_,~:1: ·'.:~ 

! (y;;,:,·,,-,·1-·1 c·~t H !\7 rF1HJ .. U.£'( t:A:a! : ·~rn.: Hh'Jn rf'i·,7efL/t Jff .. ;o,r.t;.J~~:; 

"-- .1(.lf!r.wXr';:I' •' l 
.2.~rv~oI,_Jra-: L. '.)e;::'lq: 1i~~w .i::>i?~.sfc~ -;_,; ~/J"::_,f.·~\.1 ( ~~) 

82 ., ,, 

,(1 
~If I 

\._) 

:AR-38().;.-5 
...... -·· .t-. . - . 

S.Af.lj:9_UA,]IDJNO .~ULI'.rf\R:Y ;I~FQRJ\f~TION, .'!1'"''.72 

(6) Inspector's estimate of ,t_he .real phject of the visit. 
(7) General estimate o_f ability, intelligence, and technical knowledge of 

e:: c~: ;.::" '.the~visitor and 'liis pr6flciericy in th"e :English"lariguage • .'.'; . · · 
(8) A brief list of what was shown"and explained. 

,1.,.72.~·,Responsibility of Government contractors.-a. Contractors or subcon
;tiactors-engageu--in- work· for·the War Department ·must plii'ce\:sucii ·resfrictfotls 
'on the movements of Jiersons employed or entering their'planbro·r offi'cJit'as'~ill 
'give adequate security to secret; coi{fide1i:tiii,l; or·reit1'icted miitters·tir:th~if posSes
siori. "In vie'W:of the wide' diffE'frerices'lin orgaliiZiition;- ·arrarigemen't; iand pliyslca,l 

. -'make-up' of'iridividua] plants, no: specific· rules' are'.-pril'cticable:~::·rnerefore,- focal 
con'dit'ion·s: at •uie"plant' hnd the classification of the •project will determiile""the 
security measures to be adopted~··:::----.". ·r:• .. :. --.•-: ·;i;,. .• ,:'} ,J'.,,j'.· ,- _,;•: '-'t.> ·"'- -,._ 

-.
1

: b/'Tlie :following; geneii~Fprocedm'e·1fo. regard' tiJ:.visHofsT•at establishiilefitS: or 
'iJ Ian ts engaged rn · cllissified •projects for· tl:le war Departiriei:i ns prescfibed': . ,, ,; 
;~1h.11.c:(1:)t!. Visitors ··wm ·b'e,:accompanfod1 durini their stay "at~the pliiilt. by the 

inspector or Army representative, a member of his office,\·orJ.sbme 
r:-r·: 't'• ~,.:n::~ resi>onsiOle person{ who ls;specificall;f:foformed- as "to the ;necess·ary 
c::: 1: '' "-'" cl"·' '-limil:aticins. or!,restricflons; 'the' scope of ·the• visit,: and. th'e' "inforllia
·r:, ,.i,_,_ .. ,.;_• 'tlon\vhich ma:Y:be:furnished;'·"""l: .:,.,_·:•' ·1.;:"' ·'l'J:'c: 1-, ',: ... ,i-.·:;: 
1,:-.1 ;,, (2)': un'iess' specifically" authorized" by the''aiitlior'ities: meritioried ·in para
·,c'.J. ,'Y-. ::- •'; grapli 70, visitors wm·n·of befallowed -in· any>'shop; laboratory, draft
i:\ t.c •• ,b ,;,;;-iug';rooni; --or.::section of. a•'.pliint 'wh'erer:secret,:con'fidential,. orJre~ 

sfricted materiel ls located or where classified work is·:rn:.:progress, 
-ll'.-·1i. :i ; • ·•·"nor wifi they• be ·pednitted"to .. take'i)hotogi·aphsl , .. ,,,;,:· -.-., .. t,,· -'.: .Ii 

:+>J;c." (1) War'. Department.Jcoritractors ·wilP'submW-to:the~'comiilanding general 
,,:: --''' ,,,i' .. -' of.-tlie''ser'vice:c'ominai:iil, -chief of 'technical· :servicei or•Corrimai1ding 

'".; ·<ii;-.~ :;· :::i General,· MateriePCoinmi.ind;t A:rmy1Air'.Forces, whichever··is appi.·o-
priate, immediately upon compietfon-\.. of':'.the. tiSi( 'Ja""report 'Of''all 

,:l.;o-:; !! '.'.J' "Evisitors;'E~xcej;it-'United:States citfaens and· Canadian. nation'als/ who 
.,, ~ !.,; ·:~r;r:-,".! :havel gained. informati'on concerning·:tte •ciassifled work i{JJ.• 'projects. 
-: i (J.•: '""''"' The reports will incliide'the following .faformatfon1;':''> t •-, · ··iL-:'.;ng 

: '-·:.·;,;:ti . .:.·: : ·(a)" Name, oiijcial~p·osition;. and• ilatiOnallty.'1 •,:) !.' .:1::i'.\Jtl'• ---_~:,.in 
( b) Authority for visit. _ -
(c) Matters .in whihh 'the'\isitors showed th~greatest interest. 
(d) General nat115~,of,,qu_e~t~?'.1~ asked. / _ 
(e) Expressed obJect of the visit. 

, .• ',;- (f) .. Estimate~ot'the real object of<~_.visit:•;. ·,' r•. ~-·1: f·i': 
(g )c-Getieral' estimate of ability, intelligence, and technical knowl

edge of the visitor \lnd · his proficiency' iii tt:iie Erlgllsh 
language. ·. ': .,-.v:•;. '' 

( h) A brief list of what was sliowii'.'and explained/'•::-> .•i• _.·, ·" 
,w:: '.:· ':(2)i'The"conimandiilg:.g-ene1·a.1:i{)f: the1·service command;-· chtefrof technical 
.,,., : . "' " se1·viee? or ·comtnaiidin-g--Ge·nera1,:lMarerie:i:'1cominafid, Army Air 
;~·-· PC'·"~" ... 1;-.Fbrces,' whichever' ls ilpproprfote,':wi!P submlt""the;'reports to the 
~·-~~ ·1 c' -;; 'A.ssistant•Chief•of Staff;1G-£2,.war Dep'a1'tment'Gerie1'a1·staff, through 
•r:i,.,-!;:-, ~•it -th'etappfopi'iafo"chief of techilfCal Sei.'viCe'. lL_" 'c;~ ;~~" 
JS.}Ji1•

1

;,:_.irl,: S-·-~ Lll·~~"I f•·;"'·>ih; 1 ,i,;7 . .... !1. ;.·c ·-: )~ .. ; ·~ J) 'i •. 1 .·t~ ",.'!l~t_l 

:! : 1fi!.J•1 ·-l~t:f"!;"L'lJ .. ' ,'":·I ·r~·---: .~-c','.1:.·_ .... -~~! .. L._",t.:.;:.~i-< !~ 'r •• ~J!~u l,:~~J ':n 

"1:_f}!•!:Ui1_:~riJ ' .. ::::-r ... ~.:;1J1') c_:·:-~·-~·-:.,v:; '{:" .li~ .-: ... !.J:i·-·.:_·.,-.. y-, '.·;~!t,t.:.!'~; .. 

:'tt1ir:tJ J·"-Y .. ·,,~r ':ri1 :H ~1 r. ,, w·-~.1"-· :-; •:.:: .. :.1:1 .. ~u ·:~·; · .· ... ·Frli:,~1 -J,, ti.! 
~r·_ i.l.L ~1· .:·;•.-.··· ';1,;t :~;~ :'t·',')j_r', ... L,1,•'":,f ~ :·,,l·:t l;:~i. 'li~· ·:.JJJJ(1 
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SECTION :VII . '. 
t_ .... . J:._i·/1!,z1·~·- .. __ ,,·,:: ;_.:. , •. _., •. ,,;~·"'· ~· ··:,,, • ,-tt*.'-: ~i•·,:":' t··: 

AIR SPACE RESERVATIONS, RESERVED; AREAS, ·-AND1 RESTRICTED 
.f, 'I ·, ... AREAS··.: ·;; .,, , .. : .. J .. ;'. ';.·,~· ,· J, " " 

-•7 :..:.t . ". _· .. : ·~. 1:' .~~~--- ~...,:-~·- •.!::., . _ · .·~ ~'.,; ·~i·'.'"·.!.:·_ .:.r: ::Raragr·aph 

,;~t~~ft~~:r~~r~~~~~~=;;;======~=====~===.~;=;~;;===·======~======P~~==;==~~·==~ ·· ·'.·t; 
··~ ~'l~, 11 4.i}'.i..SP.ace r~s(:lrvatio:i;is.-;-:-ti.. Esta?JU.shrn,ent.-Air space .r~ser:vationi;; ove.; 
·military ,installations or reser.vations, over which ·the .flight of .aircraft. is pro-, 
h.lbl.t~ci.~Qr:rRs.trict~d fpr the' 11,urv9s~ 9f national d~f~ns!J or for othe_r, g~_erµinent!11 
·P.P.rpo§.e.s·,.!Jxe, est1tbttsh_.ed,,by,.:_Exec1Jtiy!) ,.Qrd1m of, the, :Pr!ls.i.dent . o!: tMJ:U.n,i_tg~ 
States, or by a State, Commonwealth, or Territory,:_-··:'• · ,, , · · · '':· ·" ·· .. , ·· 
·::, b.j.Ter:·rjtor:y: of ·Ha,u;a.!i.,-:-,Section 3;. Mr"COIIlmerce iRegµ].a~io:ns Qf 0 the Terri
tory :Qf; H!l~ail; :pr91libits. priyate ·and· commerci.al · airc_raft :·fronr firing., ov!)r-.or 
cros~iµg :any part ·of DiamoJ!d ,Head. apd ·the. -~ortificati9n,s' 9f ·Foi;t: Kaiµ.ehameha 
an<J. .. F_ort:We~ver: j · .. ,_.~:·. )t._.:; 1".J: .. _,_,~1..:.·~~.-· .::l:.1lf -~.;J._: ',t, ... ,_., -,-,.:·1~ 

-.: c., Ph~lippine Oommon1ve!klth."'"";F.lyin~ .by any, aircra~t, 0ther than those of the 
. '(Jn_ited. St;ites;and Philippine Goveruments:wj thin. a·;distance ;of, (i miles from the 
perimeter of Corregidor Island, Frane,,Island, cGarabao Island,.1and Caballo ls· 
la~.d; ~:la_nila ·BllY; aI1d: tSubic B!J,y; I;>l~nd:of ]Juzo1~;; and within 2; :!Diles of the 
perim()t~r.10f Cav/te :Penins_ula, Manil;l! Bay,. :is prohibtted. by_. section 80, Air 
C9mmer~e1 :Regulations,-, the -.Gpvernment- of. the, -Philippine . Islands, dated 15 

,Qc_tob,er:Jl{l3(1.: ,'_•:"'.":~;·,,.:·:·'"'-'' :·"" '" •:·" · •,· ·:.: -.. ~ .. :L 
d. Responsibility of· commanding; offecers.;t-Th\l. commanqing officer of a mill· 

.tary ~eseryation,-.post, camp;·.station;. or. installation over::which an 111.r space 
·reservation has been ·established :is responsible for the· surveillance of the desig· 
~a.ted ~lr· space and fQr.prompt_report to The . .A.djutant~General, ·through 'military 
.channels,,.oranyillegal1J.ightther:ei1,1 .. · «"' · ... ,li· :. • .: .. 
.. .-; 74.,·:B,ef,l"t;ricte.d.: areas.7;ac Desiunation._:..,,The. commanding 'Officer of a post, 
c!lll}P, s!a.tJo~;.o.r installiition cis~responsib.le for·the designation ·and proper safe
guarding of restricted-.areas. rI(·,local :conditions dictate, ·he. will mark all or
dinary entrances or appJ:o.aches to suc.h areas, with .a sign i:eading as follows: 

('. 

, ·r .~ .... : -~' #,. ~ 

It is unlawful to enter wttliih, this'; lr..!..'1.::_; __ c,!..:.!.:..L:..:..:.:_.:.'LJ..'
1
.: _______ without 

•r· ·..: ... ~' .,;·.-._. +; ... ~·1•., }•·, · -· ,-'.· 1 1~; .. ~" .x..i 1(Ai-ea- Duilding·fetc~f 

.ir~tten"~~-iµi\\l~ion ·~,f: 1~~='.~"";~~ .. ~;:;:--:;,,,:~.7 ~:.:~. ': :-'.. . ~ ::·- · · · 
· (.Authority) ·"" .,.,_ ·; . 

b. Procedure,incase,ofvii;>lfl,tio1!-Ja;:,:>.J.;'"'·'-. :-.'.· · '·•!/ :.:: 

: .. : . '.. ( 1 )· 1Tl:).!J. ~J.):!ID~ndJng officer ,0~11·. µiilitary. res~r.v!ltion, post; ·camp, )station, 
, .'· .. ,., ''· ".:.or -in§ltalla.tiopJ:')Vlll, C!lU!l_e •any.,persoµunot subj!)Gt. to. miFtary law , 

• _ ':. ,~ ;1 , <~ 'Yht?i ~nters ,a. restricted· a!.ea: o~ builaing\ t.oi be d~t11-in,ed, warned of 
.:::i· 1 .• " ,_ .. jf;his. rights,,,_a_nd'.fote_rrogat~d,'_by.:prop~ri .. authoi;~ty. If it is a first 

offense and there.·is · :no:·e_yJg,ence• of:-J'leliberate -.f1,1ten.t, the offender 
may be warned against repetition and rele~sed upon the surrender 
of any unlawful photograph, sketch,' picture, drawing, map, or 
graphic representation in his possession. Otherwise the offender 
will be delivered without unnecessary delay to the nearest United 
States marshal with a written statement of the facts, the names 

.. , I 

SA:FEGUARDI-NG MILITARY INFORMATION1 
.A.:a:asQ..:..5 

i~1a· 

·: .C '.• • t:aiii:!·a~dresses of'the,.wltilesses; and1such'pertirierit'exhibits as may 
be available: .'..'c".'.-.>: ,,,.", ,.: 

".1.• ' '(2) •Wh:n"afi :rnvestigiltlon1 reveais that a:~J;\efs6n riot' subject to military 

1 
~-J; •: . . ,·,; ~law~'F:as. entered' sucli a r:stricted _area" or building, custody of the 

.;c. -lndlvidualc not· having· been· effected,·. the -com:mahding ofilc2r will 
promptly forward in writibg to the nearest United States district 

. at~orney_.,o.· report ·of ·all tiie facts, includill:g. the· names and ad· 
L.~~-~:..i.~~:) • !dresses:·of:th'e,WitneSses."'·: ·;l .. ·::1 .,_._,_·,··-·-,::.· # ·:.~·:-1 .. ~ ::·.~;-

:".}~> A report ~'ill be m8;de through• miltary c,hann~ls to the commanding 
. gen,~ral of the service ·command of eachl'cii.se· brought to the atten
"' tion'of Civil ·autliority·and' wi!HnCiude a ·J:frlef of all the facts and 

copies of all pertinent communications,· ' ' · · 
··'"" .. ,,, .. :r.~~,,~ lJtl.\.·,. ·l •. , .. _.J.. i.1 ·~,, .J',,_.:. 

4 ,. 
1 t *' 4'1 

-·
1

• ... ;, L"··- TR?OP, MOVEMENTS AND INDIVIDUAL.~RAVEL 
.,,!':.:.· ... 

i~{~;~~:~~,1~~1.1:,,~"tt~r:y1~i;'.f :,'~~{f "_:PJ''~'!I 
Returns to United Stlltes . - ---------------------- 82 

· r;~?llg~~~i;~~~~~~~~m~?~:~~~m~:~~I~12~~~=~~1~~;;=~j;~~, '.~1 
;~·-~5: G:en~ra,I:~Com_m.anding ·officers··of"troops· or-individuals r1mecte'd · b; the 
prov1slo1_1s of •this ·sect10n· are -resp<ihsible that'·suchJ t'roops''oi ·individ 1 · 
in'structed-•!Ii. s·uch 'provisions; 'ad,'ised of· tlieii' applic'ab!lity; a'n(Fwarne~~ 0~ .:~: 
danger, ~nvolved · ~n the spi·eading of· ini'oi·mation· ·conce'rnirig troop· moveni.en'ts; 
Instruct10ns .of this· natm:e·will be· given prior to the ove·rs¢a ti'oop mo'veinerit'.bi:ith 
at·hoi;ne statron•and stagihg'area. · · · · ". i-. ·•iL ·" ~",, . , ... ' .. f\" ; 1 · 

~6:. Class~~catfon requir~ments.-a. Move_ment of troops 'or'•indivldtials;". or 
~ny ~rou~ 0~-class Of Such. movements, Will be classified a~ 8ecfet, ciJnftdentiaZ; !'or 
rest1~ctea b~, or J?Y· authority of, any officer authorize.d'fo·illake' or' authoi'ize secret 
cl~ss1fi~at~ons·_nnder paragraph .. 9a. '-·It is essential :fotiroper'cfassification that 
officers authorized to" classify. 'documents are able toifdentify· classified' ·1 · · t 
f i f t' · . ·u . . , e emen s 

o. n o~m~ 10n, par cularly those elenients:requirihg iHiecre't-l~las8ificatfon:».;·.-; ·; 
:·:.b:''The fo!Jo":ii:g'efori:J.enfs 6f 1information 'concerilihg 'troop movements"or •ln· 
dlV~.d~al t~avel_ W1ll n~rmal!y be classified"as indic'lited•belowfoceach case:- ,., ·'. 
":· · '. (·l) Secret.'-Documents which'contalihiny on'e 'Of the fi:illowi'n'g 'eiemerits 

':; '• 1 w .. -... ··m. 'eith.~rl dire.ctly or: by.1 implication; require. a classificationt'.iof secfet'. 
· • L,.u · ''. "··'(·a ~7 Oversea or· in terthea tei• : •geogra pliical · aestiila tidits i( except 
.: 'Ir .. " 1

'"·
1:..ln·u.1i: 'thosein.AlaSifa;·can·aaa/an'd .. Mexico):::; ... '· '· ,· : .. : 

-e·,i.wl ;.c'·> r:!l Jl(>b') 7Date and tlrue·of,departure'fro .. "' ·t·' ,,.,, ·b· · ' . c . , · . · m por o..:-em arkat10n, port 
.' en route, or airport. .. · ·- .. 1 

(e). Route, name, or destination of ship ~r convoy. . 
,' 
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·::-ui <>:; ,,;fi.i:b:(d:) .. ~stlmated. time-of -arrival.at.oversea· or intertheater destlna-
.. tio~- ~r ·p~rts. eU: .ro~t~.-.. , ....... -.:.,;:-:·fi~~.;· D~ 

~·r: ;i;'.,; .,·; ·, .,.(e);; ~41.me11;i:i~ng o!.1assigl).ed, ~h_lpgtent. num_!>~r.E!. f:!07fa~'.JaS the 
;· :i , .. -;~·J,'l<J. •Oversea or.intertheater.-.destlnation,,!s concerned. 
~: · · .; . _'r::" ;!'' ;( h ; ~~- O~!Jr.se1;1: ·o~._!n!~rtl;1S~t~i·d~~tJ~~-ti~~ (rgPf.~~nted by a tern-
:·.,. ·h ,,. ··iJr. 1:,.·por11._r:y.-+,\1'01nu:r;nbei:.;;"._' i' [.· s.-.·:· '': ,.. .. ,,,_.;._•; 
<ir. i .. •: ,, .. , ... , .. (.?) ··Eyent~. en .r~ute.involying. enemy, action.,' ., ... , .. ~ 

(2) Confidcntial.-Documeii.ts which C(;mtf!ln any, of·,tht;._followlng elements 
:-..•: ",. "" ·'~q~ be ~11).ssifted c9nfl<LenfiaJ.'.·1::·J i1"'" ·:-.. i.:-. · ,.~,~·,. '• .r. ;r:; _ 
•• ,. i.:, , .J, ,,5 • (~) :InfoqnaUon oi; ~es~i:\P.tlon .of:unit .. mgveme_nts of nonopera
; ... , ~, · · " :, . , ; ._ , :tl!mal, s_igµ.l!i_~1mce, ip 1 are.a~ ·Wl~~.lw or :adjacent to opera· 

,; 

1·;· 

tional thea.tep§., •i:•rr, ".;') "·:·. .- '!r ·' ·-. . 1 ,-,; 

· (b) Complete list or tabulation of·unlts combln~ with and in
cluded under:11,single.-sl1ipment nui:nber for oversea ship
ment. The combination of a single unit with its oversea 

' ..;, "'' shipment number ii.rid letter,'· however; .is restricted infor
mation. 

(8) Re11trictcd.-Orders, communications, reports, and other documents 
_ _ .. _con~e.r_~i~g. !i:ooi>: movep;i~µt~ •. ei~~pf as indic~te,d.~iri ·(1),:n,·i:l4;'·(~)i 
. . ..... above, .wilt.be. classified_ as restricted.. However, :reports' and, como: 
- .. ·-- munications concerning movements need not '-be"clasilified. if the 

t" ···classified elements of·inform·ation ·and""tn1it des!gnat10Ils·-are~hot_::1ii'; 
'. · c]ud_e(!_J:.hereiii_'jtii_c! _r_ef~~en(!e_ tQJlie n:'!_o~~nienti1~;ip_l\-de~~Y~~hipli}e~j:~ 
• number .and letter, by temporary APO .number, or .. by main number!. 

'. ·77. Dissemination of. information.-'-'G. Officers and men ~i;l ·hJ1a tiilk''ot. 
discussfon of ·military movements wi.tli. civlliims and will vfeW.~~itl~ ~~si>iJiriri 
any person asklng-qi1estions ab.out such movements .·or. di~~ussi~g topics Pe'rta.'i~lng! 
thereto. -- · -- · -- - .. 
--,.b. Al1.-nerson11 ~co.nn~t~d: with the mi11tary.· se,rvlce, who , rece!ve...Iµformatlon 
c.onc~rniqg- mo:yeiµents o~; organizati<ms,· deta,chments,. or indivi.duals, .classified 
i_n: a(!<:;ordaqce, with p~ragraph,]9, a_i:e. forbidden< to make pubpc1.or to _inform: un" 
l_lutp.or,iz,ed pers.oµs ~oncerning the clasl!J~ed·element11,of suc.h movements; , ., .. 
~ J:'.·:i Wbe.n .1,t is .ne~~-~-ary. t~ .a_dvise ,re~\l~ives. o.r. _other· persons; ,o:f, appr911cl:!ipg_ 
departure, individuals connected with the militl).ry ser~!c~,wil), :n()t;;discloi;;_ec!lny; 
clas,sfAe4lip._fO!'!lll!-tiqp. ;.,·_ ·~ 0 ·;,;,., , ;er. ~ ~ -'" - . ; <.:" ,, ... ,_i1 y. : : .--.,, J•:. . :·: .t,\ 
.•. ,7,8< l;tllil \ !!>Ud,' mo~or . ~pve,m~n tf!.;-a., ,~n aµd . ¥J_otqr movemizn ts .pf:. tr.09,P!!. 
!n-.tl\~ T}.nit~J§t!ltes; includ!ng-thos~. to ;1\_iex!c() .!l.nd Qanad_a.-:wiJl ,nol'll).ally be. 
classifieQ.; rlJ.B~ripfed.. :i:r.owev,er,::l'~P()Fts c_gzt~erI1!ng, arr-ivals, and ·depa,rforn. oj':iiu(!P, 
movem.~i;itf) maYJ 9.e-. transmit.teq, to pers,gn11. !l.uthQri~eQ. tQ, r~ceiY.<l:.su.c}! 1 :rep9:rts,, 
unclassified, -prov!ded:µnit de~!gna.Uop.i;;,.a:r~r11ot 1nclµJ'le?,,,t4~:r~ip;,: ,,J.: ·.:a.· .. : 1 , "., 

,, b. When· ra.i~ .or µi.ot~r : movements :Jlre, .Illa de pre)irn!pary: t~.: al\, oy_e:r_sea: :.!lloye
men t f'\'om the JJnited States, :cars,-,p~ggag~· and-impediipent'a will not .be ,marked 
~Dt th~ .. clear,-~o s.how -des tin a t!on~ d_a t~ 1ot, depa_rture, .n.arne, of· ship,, or other classi~ 
(ied eJel!l§nts _of.inf?rmation. In .SlJC1) 1cases1 iiQP~diI)l_enta,~m. b,e,iµa·rked ~Ith the·· 
~~~igne.d ~)lipm,!'!nt.numl!er and)etter ... ' '.rb,e-,unJt deslgnat~on~~ill; not be used as 
a marking on lmpedirµenta;:~lthough the. cqmpf!p.y_ letter .or abbreviation may. be 
l}l\l~d ~g ide:i;itiJy t}le -impedi.menta of;each company .o.r• slrµ!l~rt\lllit in the move-
ment. . . :·_· .-2'H .... 

,. 

l 

I __ ......__ 
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·r)1o.11 Dii1;lngthe progress ofll.1 •tnovemerifby-rail'or motor wltllin' the United. States, 
iildivid.tiaIS·:Partlcipatrr\g"tiieretii will D.otcommunicafe~ciassified:informatfon-to 
unauthorized.persons. ' .::,,:_.:·,: :· .. ! ·.·".:·: 1 :1-,. ... ,,i ".CJ;::~" ·;.: ._:-,:.r "~ 
,, 79:•.i:fu: :stagingtare·as.Ll-a!liinsiructions' wili t)e-given. to:'.an. lnclivlduals con
cerhed•in' thih1pplicable'seciidty provisions ot this section:' .:•;,~<'-:; .; ·: ..• -:. ,: '. ;•., 

b. Commanders 'of \ports·· or '.airJiorts of embarkation are 'iiuti(or\zed'to '.resti:ict 
t01 pfesb'ribeci rli h1its. 'an ·ind! vidmils. under 1 oversea' movement orders'; for'c a:· period 
iiot:ito;:exceei'P'18"hotirs pflor 'to departure; for 'I overseas· orrfutetnieater! dest!Iia
tions~ ·'During i this -period of restr!Ctiori) :conimu'nication• with 'ctv.ilians: may• ·lie 
prevented or limited as may be considered necessary by the port or: airp-Oi·t coml 
lll,i;t.J?d!;r,,co~~~r4"'.d, 1, "~P~!11l- a~t.horit);;;!llH!St c be. 9-J:>.J:.aln~d. fr.Q_m. t!_J.e; war I PE?P~,rt
ment>;( i:Mn· ijie!U nlted States). or, the theater ,~orilmaniier. ,( if:oV.e~seas )-for placing 
individuals: fo. restrictfoni more·than '48•houfs prior to'-the.expected sailing: or.de~ 

PRF}ll:~~~~d~t~·I ;:~· ,.,~ i. ,.·;~~·-:r: r:; ·-;r _.-:!:.,.''ti i.~~. t·.·i': ·-;.:n ........ ::· -- .:.:::.-.. Ct \~; 
gnS.<?:c,~:gi,b~r).!:;i.tioµ~;;y;a:_,Ar9op t ~o.Y,~!-!l:eI!.t~ :'v1n,l>!,'l, .m~.ci~. ~p. far, a~. P/:!l~~!c.~!>J~ 
-W.~~f:!.<>;i.i,t .?.ttr:;ir.~ll._lg, Jl,Ild!]~;p,tt~,n_tlgp .. , :4.V~!l£r1tY;,!9 _u.s~_ l,l,a?,,ds,5~u,ring ,~wp~rJt8;W~B
of troops ls lef_tt?;t~~ !lj§~i;e~.l~~ <l~1 ~i;t,coy;i_w,apJ1_ei;s.;w1'.~Ie1)~, tP.e,~r ?P~Ill9~!J'1!l 
~!iiY!Hg to~. ~)?a,W!r~~i~1!1P! 1 j~pf!.r<J!z~Jh~ ;se,c~~ity,.~tth~. :~9.y-e~_eut,~ . : : .. •L' " 
'!:;~·r,A._ll.1I>l_'.[.S?,P~\1'/2k,~,n. R!f\c.~a1 .~i;is,11,1~i¥l.~Fln ,be<ie:ic:~cJu~~~ ~rP~ t):).e ,plei::s. ~t·8:9 
.~i.W,7~:_1 :..'; .'.1 : .. (.c .. J ;;.:10011 ~~0 o ~if<:·~oI LJLLi 1l.it'°'1i'-'1J?. ~) ·~.:>~.-iL-'~~ s.. ·di:.'· ·.~i ,,1.-_i:;::c 
'7. ,g,.:~l}.rno;i,pe,l .W.t\Yl!!l~tti~.!llfler,f!§ m~Wi;i. th13)ilfll~~r.o~J.l,l~.P..1HT .<?~ ov~~~e~11.: subj!r~.t 
!,?}.~W i;~s!i;}5~ig~)1RIIBS.e,itpy,.t)1!l1~.0~~p.n<;J.~eriHt tp~-,t10f,!! 1 !!,h_iI»; t,he!l~er •. o,,r,_otp~f 
!1.J4r~; £B1?-~C~~~~9J·~:.;:, ,.r .. ~:;.--:;!.r-":~!rr :1·1·· ~-~'l~!f >:..ti_· {):1j1 /;1i:t~~1--;r11 A'J~,tr ,_·; H: .... ·· _. s:: 

d. Members of farnilles,.relatlves, or friends .of,those .. saillng ,will not ,be allowed 
at the piers or th~~e~b<;~ts on 'ti1e day "o'f ~~i1ii:ig•~"-.A~i"s~~h-~rso~s·f~u~d there 

• ,1 . -':·"- i10) I!, lJ.·,,, J .h .. ' 

will be ordered away summarily by the guard and report will be made to the ap-
propriate authority Of the officer or enlisted' t;;'ah·Wlfu"wboin ~they''.were. seeni. or 

. with whom '.fliey-atterii'ptoo to communicate. 
8·1:''-Movement of vessels in harbors.-Vessels loaded with troops or supplies 

will be moved under cover of darkness, whenever possible. If vessels ·must) be 
moved during daylight, the commanding officer of troops will hold 'his men below 
deck or within deck superstructures to prevent attracting'attention.',, Signals by 
flags or whistles wlll be Umited to those necessary)for•safe havigatlon. 

82. At sea.-a. After saillng from the port of embarkation~ .~.he -~ni;~~~~!l~ or 
intertheater destination will be disclosed to individuals aboar9 ship on~Y;lt~ neces
sary for training or indoctrination en route. When such• information is dis
closed, the individuals will be warned of the secret classification thereof. Par
ticular care will be taken to insure that this warning ls given all individuals who 
are allowed ashore at intermediate stopping points. 

b. Events at sea concerning or resulting from enemy action wlll be considered 
as secret information by all individuals concerned. 

83. Returns to United States.-Classified elements of information concern-
ing a return movement to the United States are identical with those enumerated 

, ·in paragraph 76, except that the United States as a destination:: is restricted 
information only. However, the specific port of destination in the United States 

- ( is secret. 
84. Movements by air.-a. Generally, the same requirements for water, 

motor, and rail movements apply to oversea movements by air. However, greater 
care must be exercised by all concerned to the secrecy of speeific oversea or inter
theater destination, since such movement orders normally disclose a geographical 
destination. g~ 
?.!'--''• )~:CJ. 87 
AGO 44s::; ·::J-1-;~; t:nir.'.;n T · ·~,::i~:r.::- 1... ,r! 
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.b. 4-ll:iudivlduals ilwolved in such movements, comm.unlcating from intermedi
ate stopping poi~ts, will refrain fJ.'.Om diSclosing ~las~ified information, pp.rtJc:u!a~; 
ly their oversea or lntertheater destination. · i. ,. :· ..... '! . 

.. 8§. · HigP,er, classi:fication • .:__A higher cllJ.ssification than that indiclJ.te_d··in tpis 
section may be assigne!} lf the order, message,. or other co01municat_iop ~ontains · 
inform.atfon.whJ\!h $ould be protected by.a.higher.classiflca~iOIJ.•: · ;·: "-''· . 

' .. 86. Reas.on .. for, classi:fication.-W,hen~ver . a . classlf!ca ti on:. high,eq· th~IJ.:, re
stricted is assigned to a movement.o_rder, the reason for snch-.h_igher. _cJassification 
.wpl ,noriµally.,be ,included ther:ein.· .A~. e~mple of, an· explan1J.tory- paragraph 
ls. a~ fOll()WS : ... : • '. e .. ~, '···. ·':".o •:! · ""', ·, 

· "The'.'followiilg; secret and coilfidential 'elements '<)f illrormation are ·contained 
herein: secret equlpment·(par. llc)·; tabulation--of units '(par.JI); confidential 
mission. (pars. 2'.and 3). • Al! othe,r etements pf. this order IJ.re restricte4. .. . . . 

87. Overseas.-a. After arrival . overseas no information wlll be·· given. con
cefnihg 'n'a·m'es or de'stiP.'aticins bf orgari!Zation:s; niunes. of' vessels; data::Cimcernlng 
cob.voys; routes1 ~ursued; measures taken· fo avoid 'attack, dates o'f arrival, deb1ih
'atio:ri,' or 'departure; or'riurriber of froops/Or kind of·~argoiis carried> ' ' ' v J ' ' 

b. The disclosureq of tlfo ·pl~ce' of ·execufa'on 'JhickiioVvledgefuent ·on a legal ili.: 
s'frumenTt'tiy one iii' or with the'ar~ed forces:ovedelis' fS authorized; provided the 
military necessity of secrecy of strength and location of troops does not require, 
~uppression ·of such 1iiforri:ta.'tion~ provided 'aiso;· that such' disclosure is ·necessary 

''i:O'the iegality of tli~ instruineni: and th.e executiotl·of the insfriimen't ·ciinnot b0'<i&. 
ferred without undue hardship, and provided the information discl'oseci.' will be' of 
ni:i substanfiai value td.tlie-eneiiiy' wheii'iina if it may rea,ch·:111m::' .. ~. ..- .. 
··~··'c.i:G:38o.oicili"Ma~44l:J ·' ;!·· ,.. · ··.-.; ... '" ·,,_ 

.l,,, , • ~ 1 •·r . ., • .-- " ;~ 1-r:1--.:rj'1 ;-1- .. ,t .~ ~·,_,-. , 1 

·-·~-; OR!>EB,t;F_TH~ s'EcB,ET:A-~Y.of rw An i,.:. ~. . ';~ . ':-· . : . ' . " ' 

• .'\OFFICIAL ; · ._ ,-, .: · 

- h · ·J. A. ,ULIO,J ·. , . ._ 

~ '~ .. .- ·,_, . I .G;,-0. ~~SHALL, -> : 
' r . --· .' '. JJ.hief of Staff; 

,; •. • • .: :::11 ': 1 '.·, • .:·-~· ::•7 11.'l' ~ ~ ,, ·' 

• ··t~ ·. ~,..,:. I .: ·:L . l• 

Major Gener.al,,.,-;,, , ,_ .. , .:T' _; ::, "- ·.-.·. ,,, ~.: ...... . t. 

·TherAdfutant:1;qenerat -:r:·":' ,· .. , .. ,;1 _ :' .. I - ~ ._t 

·· nlSTR1liUrroN :'- ~ r, :.._·,. ~ .. ~ ·o .,.;1-:Jq :.~-:. r' .. f. i··. •. • .• ·'-·.'' .'.J 
r. lA; E.: :- ·. i 'fj~.:·:.!:' ·-~~-;r.f.1_ .. ;1'.·:~. ~ t~.-:--.'I'• .... :, 0.-~ r~~· ,t 

.... J.Dl··.:·.._.:;L' fL,Lt 1 /..i;~::··-.:_y !_:;.._ .. \:.r, .• ,f ... t ..• ;~ '\ 
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ARMY REGULATION.S l 
No. 380-5 · I 

WAR DEPARTMENT 
w ASHING TON 25 D. c., 6 March 1946 

SAFEGUARDING MILITA~Y INFORMATION 

Paragraphs 

SECTION I. General ----------------.---------------------------------- 1-23 
II. Nonregistered documents ___ ..: ____________________________ .:._ 24-33 

III. Registered documents-----------------------------~-------- 34-46 
IV. Cryptographic security -----------------------------------;,,, 47-60 

V. Materiel -·-------------'----------------------------------- 61-74 
VI. Visitors --------------------------------'------------------ 75-78 

VII. Air space reservations, restricted areas, and reserved areas ___ 79-81 
VIII.. Troop movements, individual travel, and movement of sup-

plies --------------------------------------------------- 82-95 

SECTION I 

GENERAL 
, Paragraph 

Military information------------------------------------------------------- 1 
Need for classification ___ -------- -- -- ----------------- ---------------------- 2 -Definitions _____________ _:.:,_________________________________________________ 3 

Categories-----------------------------------------------,---------------- 4 
Top secret matter---------------------------------~----------------------- 5 
Secret' matter------------------------------------------------------------- 6 
Confidential matt.er_ ____ _:-_______ - -----'-------- -- . --------------------"----- 7 
Restricted matter--------------,------------------------------------------- 8 
Grading-----------~--------~--------------------------------------------- 9 
:Authority to classify _________ -----------------------------------"--------- 10 
Classification .of matter from other governmental agencies---------------------- 11 
Dissemination of classified matter------------------------------------------- 12 
One . classification' onlY---------------------------------- -~--------·- ----- _.__ 13 
Overclassifica tion------------------- ----- - ______________ :_ _______ ----------- 14 
Responsibility------------------·--------- --- ---- - - ------------ -- - --- -- - __ -- 15 
Cancellation or change of classification-------------------------------------- 16 
Loss or subjection to compromise-------·------------------------------------ 17 
Reproduction of classified matter------------------------------------------- 18 
Photographs or othe'r reproductions of classified matter _ _:______________________ 19 
Requests for military information _________________________________________ -:--- 20 

Dissemination of classified military information----------~-------------------- 21 
Testimony before Congress-------------------------------------------------- 22 
Legislation pertaining to War Department ___ :.._______________________________ "23 

1. Military information.-The War Department defines military information 
(including intelligence) as all information primarily under· the control. and 
jurisdiction of the War Department or of primary interest to it. This meaning 
rests primarily on· the idea of control, jurisdiction, origin, or degree of interest, 
rather than on substance of the information. 

2. Need for classification.-Military information is of varying degrees of 
value to enemies and potential enemies of the United States and therefore re
quires corresponding degrees of protection. Official matter must be· examined 
and, if protection ls required, graded in accordance with' the degree of protection 

•This pamphlet supersedes AR 380-5, 15 March 1944, lncludi~g C 2,. 23 August 1944: C 3, 
5 February 1945; C (, 14 July 1945: section I, WD Circular 244: ·and paragraph 1, section I, 
WD Circular 298, 1945. · 
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2-3 SAFEGUARDING MILITARY INFORMATION 

necessary. The policies and definitions herein stated are furnished to insure 
accurate and uniform grading and appropriate protection of military information. 

3. Definitions,_:_a. Active theater of operations.-A theater of operations in 
which there is organized enemy resistance. 

b. Aircraft.-The term "aircraft" includes all weight-carrying devices or struc
tures designed to be supported by the air, either by buoyance or by dynamic 
action. 

c. Air space rescrvation.-An air space reservation is the. air space located 
above an area on the surface of the land or water, designated and set apar(by 
executive order of the President or by a State, Commonwealth, or Territory, over 
which the flight of aircraft is prohibited or restricted for'the purpose of national 
defense or for other governmental purposes. 

d. Approved circuits.-Approved circuits are electrical means of signal com
munication which lmve been approved by competent authority for the trans
mission of information of a secret, confidential, or restricted classification. 

e. Classified military information.-Classified military information is military 
information which requires grading to i_ndicate the degree of precaution necessary 
for its safeguarding. 

f. Cryptographic material.-Cryptographic material includes all documents 
and devices employed iil changing plain-language messages into unintelligible 
form by means of codes and ciphers. 

g. Cryptographic security.-Cryptographic security is that branch of signal 
communication whicl~ deals with the provision of technically sound cryptographic 
systems, their proper use, and their careful safeguarding. 

h. Cryptographic systcm.--Oode and/or cipher and instructions therefor. 
i. Documents.-Any form of recorded information. The term "document" 

includes printed, mimeographed, typed, photostated, and written matter of all 
kinds; charts, maps, relief maps, photomaps, and aerial photographs and mosaics; 
drawings, sketches, notes,_ and blueprints, or photostatic copies thereof; photo
graphs and photographic negatives; recorded engineering data; correspondence 
and plans relating to research and development projects·; and all other similar 
matter. 

j. Doumgrading.-The lowering of classification of classified documents and 
material, including declassification when appropriate. 

k. Engineering data.-The term "engineering data" comprises drawings, blue
prints, photostats, photographs,' mathematical calculations, formulas, processes, 
and all similar items that can be reduced to documentary form. 

l. Foreign government.-The term "foreign government" includes any recog
nized or nonrecognized government and any faction or body of insurgents within 
a country with which the United States is at peace. 

m. Impedimenta.-The term "impedimenta" refers to organizati9nal equip
ment which accompanies troop movements. 

n. Inactive theater of operations.-A theater of operations in which organized 
enemy resistance has ceased. Competent authority normally will announce when 
a theater of operations becomes inactive. 

_o. Materiel.-Any article, substance, or apparatus. The term "materiel" com
prises military arms, armament, equipment, and supplies of all classes, both com
plete and in process of development and construction, models that show features 
in whole or in part, design, mock-ups, jigs, fixtures, and dies, and all other compo
nents or accessories of military equipment. 

p. Munitions of war.-Any item used for war. 
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q. Numbered documents.-Any document numbered for administrative con
venience but for which no short title or accounting is necessary. 

r. ·Order of battle.-Important disposition of armed forces with the identities 
of the units and formations composing those forces. 
. 8. Paraphraili~g.-To paraphrase a message is to rewrite it so that its meaning 
is the same but its phraseology is different. 

t. Photomap.-A reproduction of a photograph or mosaic upon which grid 
lines, marginal data, and place names may be added. 

u. Plain text, clear te11Jt, or plain lanuuage.-"Plain text," "clear text " or 
U l • 1 II • th t I p.am anguage is e ext of a message which, on its face, conveys an intelli-
gible meaning in any known language. Such a message is said to be sent "in the 
elear." · · 

v. Registered matter (document).-Any document or device registered usually 
by number and periodically accounted for. See section III, Registered Docu
ments. 

w. Short title.-A short title is a designation applied to a classified document 
materiel, or device fol'. purposes of security and brevity. It consists of figures: 
letters, words, or combinations thereof, and if registered usually contains an 
abbreviated designation of the office· of origin, without giving any information 
relative to classi1'cation or content of the document, materiel, or device. 

IJJ. Technical information.-"TcchnicaI information" shall be deemed to include 
information on weapons and equipment, including instructions on maintenance 
and operation and any descriptive matter or components. It further includes 
means of · ~anufacture, techniques, and· processes of weapons and equipment, 
together with information pertaining to the various sciences relating to weapons 
and equipment and to direct and indirect measures which may be employed in 
warfare. Information of a strategic or tactical nature is specifically excluded 
from the meaning of this term as are "user" aspects such as functioning and 
general instructions for tactical' use and employment. · 

y. Travel.-The. term "travel" refers to the movement of an individual who 
is not part of a troop movement. 

z. Troop movements.-The term "troop movements" applies to the moving of 
units. , . . 

aa. Unit.-An organized group of personnel with its authorized organizational 
impedimenta. Organized detachments, even though temporarily, "organized as 
such for the purpose of the movement, are considered units whert organizational 
impedimenta i~ _auth?rized for them. When a code designation' such as a ship
ment number 1s assigned to a troop movement, each unit therein is normally 
designated by shipment number and letter. · 

ab. United States.-The term "United States" as used in these regulations 
includes the Canal Zone and all territory and waters, continental or insular 
subject to the juri;idiction of the United States. Sec. 1, Title XIII, act 15 Jun~ 
1917 (40 Stat. 231; 50 U.S. C. 40; M. L., 1939, sec. 2187). 

ac. Visitor.-As used in these regulations a visitor is any person admitted 
to a Government ·or civilian establishment or area in which classified work or 
project is being conducted for the War Department except-

(1) A person employed on the work or prcject, ~r 
(2) A person directly and officially concerned with the work or project. 

4. Categories.-Official matter requiring classification· shall be examined 
~raded, and marked top secret, secret, confidential, or restricted. Top secre; 
is ·a special grading given to certain secret matter. 
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5. Top secret matter.-a. When classified top seoret.-Certain secret docn· 
ments, information, and materiel, the security aspect of which is paramount, and 
whose unauthorized disclosure would cause exceptionally grave damage to the 
nation shall be classified TOP .. SECRET. 

b. The following are examples ·of matter which normally will be graaed TOP 
SECRET. 

(1): War plans and plans or particulars of future major or special 
operations. 

(2)· Particulars of important dispositions or impending moves of our 
forces or convoys in connection with (1) above. 

(3) Very important political do.cuments dealing with such matters as 
negotiations for alliances and the like. 

I ( 4) Certain informatfon of the methods used or success obtained by our 
Intelligence Services and Counterintelligence Services or infor· 
mation which would impern·secret agents. 

(5) Certain new or specialized techniques or methods to be used in future 
operations.and identity and composition of units, wherever located, 
which are especially intended for employment of such techniques or 
methods. · 

(6) Critical information of new and important munitions of war, includ-· 
ing scientific and technical developments. 

(7) Important particulars of cryptography and cryptanalysis. 
6. Secret matter.-a. Documents, information, or materiel, the unauthorized 

disclosure of which would endanger national security, cause serious injury to the 
interests or prestige of the nation, or any governmental activity thereof, or would 
be of great advantage to a foreign nation shall be classified SECRET. 

b. The following are examples of matter which normally will be graded 
SECRET: 

(1) Particulars of operations in progress. 
(2) Plans or particulars of operations, or war plans, with necessary inclo

(3) 

(4) 

(5) 
(6) 
(7) 
(8) 

·(9) 

/(10) 
(11) 
(12) 

(13) 

sures thereto, not included under TOP SECRET. 
Instructions regarding the employment of important new munitions 

of war. · 
Important improvements to existing munitions of war until accepted 

for service use. 
Information relating to new mat~riel of the type described in a above. 
Certain information concerning specific .quantities of war reserves. 
Certain development projects. 
Information of enemy or potential enemy materiel, procedure, dispo
. sitions and activities, the value of which depends upon concealing 

the fact that we possess it. 
Certain reports of operations containing information of vital interest 

to the enemy. 
Vital military information on important defenses. 
Adverse reports on general morale affecting major operations. 
Important cryptographic devic4?S and material unless assig1ied fo a 
lower category. 

Certain military maps and aerial photography. 
(a) In the continental United States, thOse showing vulnerable 

points or vital installations except that such classification 
must be approved by either the Assistant Chief of Staff, 
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G-2, War Department General Staff, the chief of a technical 
service, the commanding general of a defense command, or 
the commanding.general of a service command. 

( b) In oversea possessions or foreign territory occupied by forces 
of the United States, those showing the layout of perma
nent defense works and naval bases, other vulnerable points 
orrital installations, and the adjacent terrain vital to their 
defense; and those that serve to fix definitely the location 
of any element· of permanent defense works and naval 
bases. 

(c) Aerial photographs and negatives of foreign'.areas when 
necessary to protect the source or to accord with con
.ditions imposed by the foreign country concerned. 

(d) Maps, relief maps, charts, and photomaps prepared from 
aerial. photographs or negatives will be graded in accord
ance with the · actual details shown thereon, and not 
necessarily in accordance with the classification of the 
photographs or negatives used. Classification of aerial 
photography will be determined by the content thereof or 
the provisions of 'c13) above, and not by the classification 
of directives ordering its accomplishment. 

(14) Information indicating the strength of our troops, identity or com· 
position of units or quantity of specific items of equipment pertain. 
ing thereto in active theaters of operation except that mailing ad
dresses will include organizational designations. 

(15) Information on the order of battle of a foreign nation win be clas
sified according to the means by which it was obtained and the 
importance of concealing that we possess it. 

(16) Certain new or specialized techniques or methods to be used in future 
operations and identity and composition of units, wherever located, 
wh~c~ are especially intended for employment of such techniques 
or methods. 

(17) Photographs,' negatives, photostats, diagrams: or models of secret 
matter. 

7. Confidential matter.-a. Documents, information, or mater.iel the unau
thorized disclosure of which, while not endangering the nationall~ec~rity, would 
be prejudicial to the interests or prestige of the nation, any governmental ac
tivity, an individual, or would cause administrative embarrassment, or difficulty, 
or be of advantage to a· foreign nation shall be classified CONFIDENTIAL. 

.b. The following are examples of matter which normally will be graded 
CONFIDENTIAL: . 

(1) Matters; investigations, and documents of a personal and discipli
nary ·nature, the knowledge of which it is ·desirable to safeguard 
for administrative reasons. 

(2) Routine operational and battle reports which contain information 
of value to the ·enemy but are not of vital,interest to him . 

(3) Routine intelligence reports. ' 
( 4) Military radio frequency allocations of special significance or those 

.- which are changed at frequent intervals for security reasons. 
(5) Military call sign assignments of special significance which are 

changed at frequent intervals for security reasons. 
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(6) 
(7) 

(8) 

(9) 

(10) 
(11) 

/'(12) 
(13) 

(14) 

(15) 

(lG) 

Meteorological information of designated areas. 
Information which indicates strength of our troops, identity or 

composition of units or quantity of specific items of equipment per
taining thereto in areas adjacent to active theaters of operation. 

Certain technical documents and manuals used for training, mainte
nance and inspec;tion of important new munitions of war. 

General tactical lessons learned as a result of operations which it is 
desirable to withhold from any foreign nation. 

Regulations governing joint action of the Army and the Navy. 
Information relating to the design and development of new materiel 
and containing information of the type described in a above. 

Certain cryptographic devices and material. 
Certain military maps and aerial photography. 

(a) In the continental United States, those showing lay-out of 
the permanent defense works and naval bases considered 
vital to the defense of the United States, and those that 
serve to fix definitely the location of any element of such 
permanent defense works and naval bases, except that 
when the complete map of a defense area consists of more 
than one sheet, only those sheets showing defense elements 
need be classified as CONFIDENTIAL. 

(b) In oversea possessions and foreign territory occupied by the 
forces of the United States, those not classified as SECRET, 
showing lay-out of military and naval radio stations, air· 
bases, airdromes, air depots, supply bases, arsenals, proving 
grounds, or any area vital to defense. 

(c) Aerial photographs and negatives of foreign areas when 
necessary to protect the source or to accord with condi

. tions imposed by the foreign government concerned. 
(d) Maps, relief maps, charts, and photomaps prepared from 

aerial photographs or negatives will be graded in accord
ance with the actual details shown thereon, and not neces
sarily in accordance with the classification of the photo
graphs or negatives used. Classification of aerial photog
raphy. will be determined by the content thereof or the 
provisions of paragraph 6b (13) and not by the classifica
tion of directives ordering its accomplishment. 

Technical information, such as of research or processes of manufac
ture which may be a distinct military asset and not a matter of gen
eral knowledge, and other technical items of the type described in 
a above. 

Information and records compiled at the request of the War Depart
ment for its use in the assurance of adequate provision for tlle 
mobilization of materiel and industrial organizations essential to 
wartime needs. See sec. 5a, ad.ded to act 3 June.1916, by sec. 5, 
act 4 June 1920 (41 Stat. 764; 10 U. S. 0. 1193; JJf. L,, 1939, sec. 
1925). 

Shipments of machine prepared and manually prepared monthly 
personnel rosters and WD AGO, Form 303 (Report of Change) for 
organizations and individuals in active theaters of operation. Ros
ters and reports of change included in any shipment need not be 
individually classified. 
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(17) Certain information relative to specific quantities of war reserves. 
(18) Photographs, negatives, photostats, diagrams, or models of confi

dential matter. 
8. Restricted matter.-a. Documents, information, or. materiel (other than 

TOP SECRET, SECRET, or CONFIDENTIAL) which should not be published 
or communicated to anyone except for official .purposes shall be classified 
RESTRICTED. 

b. The ·following are examples of matter which normally will be •graded 
RESTRICTED: . 

(1) Information indicating the strength of our troops, identity or compo
sition of units, or the total quantity of specific items or equipment 
pertaining thereto in areas remote from active theaters of operation. 

(2) Training and technical documents for oflicial use only or not intended 
for release to the public. · 

(3) Photographs, negatives, photostats, diagrams, or models of restricted 
matter. 

( 4) Certain parts of mobilization plans and regulations. 
(5) Documents relating to the design and development of new materiel 

containing information of the type described in a above. 
(6) Certain procurement plans. 

V(7) Certain cryptographic devices and material. 
(8) Certain documents regarding engineering principles and design de

, tails, composition, method of processing or assembling, which are 
vital to the functioning or use of an article of materiel. 

(9) Certain military maps and aerial photography. 
(a) In the continental United States, those showing military and 

nava~ radio stations, air bases, airdromes, air depots, sup
ply bases, and arsenals, considered vital to the defense of 
the United States. 

(b) During times of active hostilities, photographs and negatives 
not otherwise classified of territory under our or enemy 
control in or adjacent to active theaters of operation, and 
of territories under our control remote from active theaters 
of operation, 

(c) Maps, relief maps, charts, and photomaps. prepared from 
aerial photographs or negatives will b~ graded in accord
ance with the actual details shown thereon, and not nec
essarily in accordance with the classification of the photo
graphs or negatives used. Classification of aerial photog
raphy will be determined by the content thereof or the 
provisions of paragraph 6b(l3) and not by the classifica
tion of directives ordering its accomplishment. 

(10) Compilations of permanently assigned call signs or allocations of 
frequencies that are individually unclassified. 

9. Grading.-a. The designation of persons re:;:ponsible for grading and re
grading will be made by authorities listed in paragraph 10. 

b. Each document should be graded according to its own content and not 
necessarily according to its relationship to another document. This also applies 
tc extracts from previously classified documents except messages. See para-
graphs 51c, 561>, and 57d. . 
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c. ·The grading of a· file or group of physically connected documents shall be 
that of the highest graded document therein. A letter of transmittal will be 
graded at least as high as any of its inclosures. 
· d. Whenever practicable the classifying authority will place a notation on 

the document that upon the happening of a specified event or the passage of a 
riamed date, the classification of the document will be reduced or canceled with
out reference to the originating or higher authority. 

10. Authority to classify.-a. Top secret and secret.-Matters may be classi
fied as TOP SECRET or SECRET only by or by authority of the Secretary of 
\Var, the Under Secretary of \Var, an Assistant Secretary of War, the Chief 
of Staff, the Commanding General of the Army Ground Forces, the Commanding 
General of the Army Air Forces, the Commanding General of the Army Service 
Forces, an Assistant Chief of Staff of the War Department General Staff, the 
chief of a technical service, a general officer, the commanding officer of a depot, 
post, camp; station, or independent command, the commandant of a general or 
special service school, the chief of a military mission, a military attache, or a 
military observer. -

b. Oonfidential.-Documents, development projects, material, or technical in
formation may be classified as CONFIDENTIAL by any commissioned officer_. 

c. Restricted.-Documents, development projects, technical data, and material 
may be classified as RESTRICTED by any commissioned officer. 

11. Classification of matter from other governmental agencies.-Matter ob
tained. from the Navy Department, other governmental agency, or friendly foreign 
government will be placed in the same or equivalent classification category as 
that in which it was placed by the originating agency. 

12. Dissemination of classified matter.-No person is entitled solely by virtue 
of his grade or position to knowledge or possession ~f classified mat_ter. Such 
matter is entrusted only to those individuals· whose official duties require such 
knowledge or possession. . 

13. One classification only.-A document or article of materiel will bear a 
classification at least' as high as that of any of its components. Pages, para
graphs, sections, or components may bear different classifications, but the docu
ment or article of material will bear only one over-all classification. 

14. Overclassification.-Documents or materiel requiring classification under 
the provisions of these regulations will be assigned the least restrictive clnssi
fic'ation consistent with the proper safeguarding of the information of materiel 
concerned. Overclassification will be avoided since it causes unnecessary delay 
in the transmission of documents and depreciates the importance of clnssified 
information in the minds of handling personnel. 

15. Responsibility.-The safeguarding of classified military information is the 
responsibility of all military personnel, civilian employees of the War Depart
ment, and of the management and employees of all commercial firms· engaged 
in classified work or projects for the War Department. Classified military in
formation will be disclosed only to military or civilian personnel having a 
legitimate interest therein. 

16. Canoeiiation or change of classiftcation.-a. The authority making the 
original classification, or higher authority, may cancel or change the classifica
tion of a document by writing or stamping over the mark at the top of the first 
page, "Classification canceled or changed to_, by authority of (officer author
ized to change), by (name and grade of officer making the change and the date 
thereof)." This paragraph will in no way be construed as a limitation upon 
paragraph 54. 
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b. The authority making the original classification or higher authority may 
cancel or change the classification of materiel by letter of instruction to all 
offices or personnel concerned. See paragraph 62. 

c. In the case of messages which have been previously cryptographed no change 
in classification will be made unless the text has been carefully paraphrased or 
unless they have been transmitted in a cryptographic, system not requiring such 
protection and are marked to indicate tllat they may 1.Je handled as correspondence 
of similar classification. 

d. It is the obligation of all authorities to keep classified matter of"'current 
interest or continuing value constantly under review a:sd to down grade it as 
soon as conditions permit. · 

e. When documents of the same type which accumulate in bulk have been 
down graded, individual documents in the file series need not be stamped as pro
vided in a above until the document is charged out of file for use. The change 
or cancellation of security classification will be indicated inside the file drawer. 

f. Matter which has been classified solely to accord with conditions imposed by 
a,foreign nation may be down graded or declassified with the consent of the nation 
concerned or the approval of the State Department. 

17. Loss or subjection to conipromise.-'Any person in the military service or 
in its employ who may have knowledge of the loss or subjection to compromise of 
top secret, secret, confidential, or registered documents, or articles of materiel, or 
restricted codes or ciphers will promptly report that fact to the custodian of the 
document or materiel who, in turn, will notify the proper commanding officer. 
The proper commanding officer will notify the office responsible for its issue by 
the fastest means available of the loss or subjection to compromise of all top 
secret, secret or registered items, confidential or restricted codes or ciphers, or 
confidential operational plans, weapons, or equipment of vital importance to cur
rent or future operations, and will then make a thorough investigation of the 
circumstances, fix the responsibility, and send to The Adjutant General through 
military channels a report with his recommendations in the case. 

18. Reproduction of classified matter.-a. Agencies entrusted with the print
ing or reproduction, storage, and issue of classified documents will be informed 
of the applicable provisions of these regulations. The authority directing the 
preparation, printing, or reproduction of classified document,s will be responsil.Jle 
for the disposal of the notes, manuscripts, type, plates, stencils, negatives, .and 
waste incident thereto in a manner which will safeguard 'the secrecy of the infor
mation being reproduced. / 

b. The commandants of the general and special service schools are responsible 
that the printing or reproduction plants of their respective commands .release 
no classified information to personnel or agencies not entitled thereto. 

c. The Commanding Generals, Army Ground Forces, Army Air Forces, and 
Army Service Forces, are responsible that service magazines or journals published 
under their supervision comply with the provisions of these regulations relative 
to security of classified military information, and will submit all doubtful material 
for such publications to the Bureau of Public Relations for review and action 
before release. 

d. Whenever correspondence, documents, drawings, . prints, photographs or 
models pertaining to top secret, secret, confidential, or 'restricted materiel disclose 
Information regarding engineering principles, design details, composition, methods 
of processing or of assembly which are vital to the manufacture, functioning, or 
use of the materiel, they will be appropriately classified.· 
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e. Preparation of press releases based on coded messaues.-Officers authorized 
to prepare information to be made public will constantly bear in mind that 
such material may be of great value to the enemy signal intelligence service. 
The clear texts of cryptographed messages will never be released verbatim 
but will be carefully paraphrased before being released to the public unless 
they have been transmitted in a cryptographic system not requiring such pro
tection and are marked to indicate that they may be handled as correspondence 
of similar classification. 

f. For a<lditional instructions relative to the discussion of military, political, 
diplomatic, and classified subjects, see AR 600-700 and AR 600-10. 

19. Photographs or other reproductions ·of classified matter.-Photographs 
or other reproductions of classified features of military equipment or of other 
classified items will be made by members of the military service, by civilian 
employees of the 'Var Department, or by civilians specifically authorized. by 
proper authority to photograph or reprnduce such classified matter, only when 
necessary in the conduct of their official unties. Agencies of tile 'Var Depart
ment may have such materials developed, printed, processed, or otherwise re
produ<'ed in commercial facilities if adequate government ·facilities are not 
arnilable, but in such event are responsible to insure that the material is safe
guarded at such facilities in accordance with the provisions of these regulations. 

20. Requests for military information.-a. All requests from private in
dividuals, firms, or corporations and Federal or State agencies or departments 
for classified. military information (except those requests defined under b and o 
below) are subject to policies established by the Assistant Chief of Staff, G-2, 
War Department General Staff. 

b. (1) Exchanges of classified or unclassified military information, other 
than technical information, with foreign nationals will be made 
only through or with the express permission of the Assistant Chief 
of Staff, G-2, War Department General Staff. 

(2) Exchanges of classified or unclassified technical information with for
eign nationals will be made in accordance with existing 'Var De
partment instructions issued on this subject to the Comma.nding 
Generals, Army Ground Forces, Army Air Forces, and Army Service 
Forces. 

c. Applications for information or records compiled and furnished at the 
request of the 'Var Department for its use in the assurance of adequate provi
sion for the mobilization of materiel and industrial organizations essential to 
wartime needs will be referred to the Under Secretary of War for necessary 
action. The service of any process or subpoena for the production of any such 
record will be reported immediately by the person on whom it is served to the 
United States attorney for the district in which the service is made and, at 
the same time, direct to the Under Secretary of War. 

21. Dissemination of classified military. i'nformation.-a. Classified military 
information.-VVhen classified military information is disseminated under the 
provisions of these regulations to persons not subject to military law, they will 
be informed that it affects the national defense of the United States within the 
meaning of the Espionage Act ·and tliat its transmission to an unauthorized 
person is prohibited. See also paragraph 24b. 

b. Publication of articles or boolcs.-The inclusion of classified military infor
mation in any article or book published by a member of the Army of the United 
States or by a civilian employee of the Military Establishme,n,t is prohibited unless 
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specifically authorized by the War Department. For additional information rela
tive to publication of articles, see A:k 31(}-10, AR 600--10, and AR 600-700. 

c. Oral discussions of classified military information.-Either public or private 
discussion of classified military information with or in the presence or hearing 
of any person not ·authorized to have knowledge thereof is strictly forbidden. 

a; Legal instrument.-The disclosure of the place of execution or acknowledge
ment on a lcgaf instrument by one in or with the armed forces overseas iseauthor
ized, provided that in wartime the military necessity of secrecy of strength and 
location of troops does not require suppression of such information, such dis
closure is necessary to the legality of the instrument; the execution of the 
instrument c'annot be deferred without undue hardship, and the information 
disclosed will be of no substaritial value to the enemy when and if it may reach 
him. 

22. Testimony before Congress.-a. When a person in the military service 
appears before a committee of the Congress and is called upon to give testimony 
which he knows to be confidential or restricted, he will respectfully request that 
his statements be taken in executive session only and not appear in the record of 
hearings, the Congressional Record, or other document open to public inspection. 

b. When called upon to give testimony which he knows to be top secret or 
secret, unless he has previously been authorized by the Secretary of 'Var to 
give such testimony, he will respectfully state that he is not authorized to disclose 
the information desired, and will inform the appropriate Member of Congress 
that a written request for the specific information should be transmitted to the 
Secretary of War. Testimony of a secret nature, when authorized by the Secre
tary of War, will be given only in executive session under the conditions cited 
in a above. 

c. With regard to policies and facts which the public interest does not requfre 
to be kept top secret, secret, confidential or restricted, see.AR 600--10. 

23 .. Legislation pertaining to War Department.-a. Recommendations to the 
War Department for legislation will be classified until released by the Secretary 
of War. Prior to such release, no information as to any legislative recommenda
tion will be revealed to any individual or association not under War Department 
control except as may be required by law. 

b. The nature and content of reports of the War Department on bills referred 
to it bv committees of the Congress will not be disclosed to individuals or agencies 
qutsid~ the War Department. · 

SECTION II 

NONREGISTERED DOCUMENTS 

(For han.dlinu, acoountinu, and disposition of registered documents see sec. III.) 

Paragraph 
llfarking of classified documents-----------------------------------·--------- 24 
.Transmission of certain messages by electrical means------------------------- 25 
Handling and transmission of secret matter---------------------------------- 26 
Handling and transmission of top secret matter ________ ----------------------- 27 
Handling and transmission of confidential matter ___________ ------------------- 28 
Handling and transmission of restricted matter--------'--------------------- 29 
Correspondence, receipts, and returns--------------------------------------- 30 
Storage of classified documents not registered-------------------------------- 31 
Return of top secret, se·cret, and confidential documents _____________ :___________ 32 
Destructi9n of classified documents------------------------------------------ 33 

24. Marking of classified documents.-a. Manner of marlcinu. 
(1) Classified books or pamphlets, the pages of which are permanently 

and secµrely fastened together, will be plainly and conspicuously 
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marked or stamped, not typeu, top secret, secret, confidential, or 
re13t;icted on the cover, title page, first page, back page, and back 
cover. 

(2) Classified communications and other material not permanently and 
securely fastened together, except as indicated in (3), (4), and (5) 
below, will be marked or stamped, not typed, with the appropriate 
classification at the top and bottom of each page. The marking at 
the top will be so placed that it will not be hidden from view when 
the pages are clipped or stapled together. 

(3) Classified drawings or tracings will carry a legend of the proper 
classification in such a position that it will be reproduced on all 
copies made therefrom. Whenever practicable, classified photo
graphic negatives will be marked in the same manner. Continuous 
cover aerial reconnaissance and mapping negatives in roll form will 
be marked with the appropriate classification at the beginning 
and ending of each roll. These and any other negatives which do 
not lend themselves to marking will be handled on a classified 
basis, and will be kept in containers, properly secured, which will 
bear the classification mark to which the contents are entitled. 
Photographs and reproductions made from negatives which do not 
carry a legend will be marked on the front and on the back. with 
the appropriate classification. Classified motion picture films will· 
be kept in containers, properly secured, which will bear the classi
fication mark to which the contents are entitled, and in addition, 
will state in, the title the classification thereof. Classified sound 
recordings will be marked with the appropriate classification if 
practicable. If marking of the recording is not practicable, its · 
eontainer will be marked. 

( 4) Contracts for· the manufacture of classified materiel will be plainly 
and conspicuously marked, not typed, with the proper classification 
on the first page. 

(5) Classified maps and photomaps will be appropriately marked under 
the scale. 

b. Additiona.l ~iarking of ciassified doc1tments issued to authorized civilians.
Documents containing classified military information furnished persons other 
than those of the military and naval services and their civilian employees will, in 
addition to being marked top secret, secret, confidential, or restricted, bear the 
following notation: 

This document contains information affecting the national defense of the 
United States within the meaning of the Espionage Act, 50 U.S. C., 31 and 32, as 
amended. Its transmission or the revelation of its contents in any manner to an 
unauthorized person is prohibited by law. 

c. Special marking of top secret and secret documents.-AlI top secret and 
secret documents will show the authority for the classification, the initials of the 
classifying officer, and the date affixed. See paragraph lOa. 

: 25. Transmission of certain messages by electrical means.-a. The highest 
grade cryptographic systems available will be used for the transmission of top 
secret a~d secret messages. · 

b. Secret, confidential, or restricted messages will not be transmitted by elec
trical means in the clear, except_in accordance with the provisions of paragraph 
58b (2) or ove~ approved circuits. In time of war the War Department may 
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delegate authority to approve electrical circuits for the transmission of all 
classifications of traffic, except top secret, to theater commanders and depart
ment commanders. for use in their theaters or departments under policies pre
scribed by the War Department. 
. 26. Handling and transmission of secret matter.-a. Between offices of 

same headquarters or stations.-At headquarters commanded by an authority 
qualified to make the secret classification, the commanding officer will provide 
for the security of interoffice transmission of secret documents. 

b. Ea1cept as in a above, secret matter will be handled and transmitted in ac
cordance with the following ntles: 

(1) Preparation for transmissiqn.-Secret documents when transmitted 
will be inclosed in double sealed envelopes, the inner one marked 
secret. Typewritten matter in the document will be protected by 'l 
cover sheet, or by folding inward, from direct contact with the inner 
cover. The. inner cover will be a sealed wrapper or envelope ad
dressed in the usual way but plainly marked secret so that the nota
tion will be seen· when the outer cover is removed and will contain 
·a receipt form which·will identify the addressor, the addressee, and 
the d_ocument. The outer cover will be sealed and addressed in the 
ordinary manner with no notation to indicate its secret classifica
tion. 

(2) Receipt system.-Transmission and custody of secret documents and 
materiel will be covered by a receipt system. 

(3) Responsibility of officer or civil-ian.-It is the responsibility of the 
officer or the civilian holding a position equivalent to that of a com
missioned officer having custody of secret documents to ensure that 
all security precautions are taken to guard such documents at all 
times. 

( 4) Secret documents.-Secret documents will be transmitted by officially 
designated courier. Where officially designated courier service is 
not available, secret documents may be transmitted by registered 
mail service or mail service superior to registered mail service, if 
the service is completely within national control. 

c. Subject to 'the foregoing standards, secret documents will ,.be transmitted 
by any of the following means: 

(1) Within continental United States. 
(a) Officially designated couriers. (officer messenger or o:tficer cou

rier, including warrant or flight officers). 
(b) Registered mail (including registered air mail). 
(c) _Protected commercial express, air or rail, under billing which 

· assures the highest degree of protective handling. See· also 
paragraph 74. 

(d) Military aircraft. (The documents will be entrusted to a re
sponsible-officer or crew member on such aircraft with in
structions regarding their security and delivery). 

(2) Outside continental United States.-Includes transmission of secret 
documents, except secret cryptographi<; material, from points within 

.• the continrntal United States to points outside the United States, 
an(! vice versa, and between points outside the continental United 
States. 
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(a.) Officially designated couriers (officer courier, including war
rant or flight officers). 

(b) United States Post Office registered mail through Army or 
Navy postal facilities, provided the documents do not pass 
through a foreign postal system. Secret documents may, 
however, be transmitted to and from United States instal
lations in Canada by United States and Canadian registered 
mail, with return receipt. 

(c) State Department diplomatic pouch. (This means will be 
used exclusively for transmission through or within a 
neutral country.) 

(d) United States or Allied military aircraft. (The documents 
will be entrusted to a responsible officer or crew member on 
such aircraft with instructions regarding their security and 
delivery.) See e below. 

(e) Commanding officers of United States Army transports. 
(f) Reliable citizens of the United States (that is, officers or 

officials of other Government departments or masters of 
vessels of United States registry). 

(g) For specific means of transmission of secret cryptographic 
material, reference should be made to letter instructions on 
this subject issued by the War Department. 

d. Action upon receipt of secret matter. 
(1) Prior to opening a sealed package or envelope containing secret docu· 

ments, the seals and wrappers will be carefully inspected to deter
mine whether there has been any tampering. If any evidence of 
tampering is noted, the facts will be reported immediately to the is· 
suing authority, who will initiate an investigation without delay. 

(2) The inner cover marked secret will be opened only by the addressee 
or his duly designated representative. The receipt form will be 
dated, signed, and immediately returned to the sender. The inner 
cover will be destroyed by burning if the. subject matter of the 
inclosure has been in contact therewith. 

e. Security of secret documents.-If a military aircraft carrying secret docu
ments is forced down in enemy territory, the documents will be destroyed- by 
burning. If not subject to burning, they will be destroyed by such other means 
as are necessary to render them beyond recognition. Similar action will be taken 
if forced down in neutral territory, if capture appears imminent. If the aircraft 
is forced down at sea, the documents will be sunk by the most practical method. 
For detailed instructions on destruction of classified documents in emergencies, 
reference should be made to letter on this subject issued by.the War·Department. 

27. Handling and transmission of top secret matter.-a. Top secret matter 
will be handled in accordance with the rules given in paragraph 2Gb with addi

. tional ·safeguards as follows : 
(1) Under no circumstances will top secret matter be transmitted by 

registered mail. · 
(2) Under no circumstances will top secret .messages be transmitted by 

electrical means in the clear. 
(3) It is mandatory that transmission and. custody of top secret matter 

be covered by a receipt system. 
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(4) The unnecessary dissemination of top secret information will be 
avoided. Only the minimum of information necessary to proper 
planning and appropriate action of a subordinate echelon will be 
released to it. 

(5) The transmission of top secret information will be effected by direct 
contact wherever practicable. ,.,. 

(6) Transmission within a headquarters.-The method of handling and 
transmission of top secret matter within a headquarters com
manded by an authority qualified to make a top secret classifica
tion is discretionary with the headquarters commander, except that 
the principles stated in (1), (2), (3), ( 4), and (5) above and para
graph 26b will be observed. 

(7) Transmission outside of a headquarters.-The hanclling and trans
mission of top secret matter outside of a headquarters will be by 
military couriers who will be commissioned, warrant, or flight 
officers not acting as airplane pilots or by specially ·designated 
civilian couriers, ·i. e. State Department or other high Govern
ruen t officials, etc. 

b. Receipt of top secret matter.-Commanders will appoint certain officers 
in their headquarters to be known as top secret control officers, who will receive 
and maintain a register of all top secret matter. Top secret control officers 
will open and deliver top secret correspondence to such individuals as must see 
and work on the correspondence. Persons who work on top secret matters will 
be kept to a minimum and will be individually warned against disclosing such 
matters to personnel whose duties do not require it. Top secret matter which 
is addressed by name on the inner envelope to a particular individual will be 
delivered unopened to such addressee. 

28. Handling and transmission of confidential matter.-a. Confidential mat
ter will be handled in accordance with the following rules: 

(1) Confidential documents will be prepared for transmission in the 
same manner as secret documents, except that the inner cover will 
contain a receipt. form only when the sender deems it necessary. 

(2) Confidential ·documents, except registered, will be transmitted by 
approved official means. 

(3) Registered confidential documents will be handled in the same man
ner as secret documents. 

(4) It is the responsibility of the commanding officer or equivalent 
official having custody of confidential documents to insure that 
appropriate security precautions are taken at all times. 

b. Subject to the foregoing standards, confidential documents will be trans
mitted by any of the following means, whichever is most suitable: 

(1) Within continental United States.-Confidential documents will be 
transmitted in the same manner as sec·ret documents, except

(a) Any a~thorized messenger may be used instead of an officer 
messenger. 

(b) Confidential documents, except registered, may be trans
mitted by ordinary mail when in the opinion of the for
warding officer no serious consequences will be entailed by 
their loss. 

(2) Outside contineniai United States.-The handling and transmission 
of confidential documents except confidential cryptographic mate-
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rial from points within the continental United States to. points 
outside. United States, and vice versa, and between points outside 
the United States, will be done in the same manner as .prescribed 
for secret documents. 

(a) Specific means of transmission of confidential cryptographic 
mater·ial.-Reference should be made to letter instructions 
on this subject issued by the War Department. 

(b) Action i1pon receipt of confidential 1natter.-The standards 
prescribed in paragraph 26d(l) will be adhered to. 

(c) Security of confidential document.~.-The same precautions 
as prescribed in paragraph 2Ge will be adhered to. 

29. Handling and transmission of restricted matter.-a. Restricted matter 
will be handled and transmitted to provide a reasonable degree of security. 
Registered restricted documents will be transmitted in the same manner as 
secret documents. 

b. ·subject to the for~going standards, restricted documents will be transmitted 
by any of the following means, whichever is most suitable: 

(1) Within continental United States. 

(2) 

(a) Authorized messenger. 
( b r Ordinary mail. 
(c) Express (rail or air). 
(d) Freight. 

Outside continental Unzted States.-Inciudes transmission of re· 
stricted documents, except restricted cryptographic material, from 
points within the continental United States to points outside the 
United States and vice versa, and between points outside the con
tinental United States. 

(a) Vessels or aircraft of United States registry, Allied registry, 
or such vessels or aircraft, although not of United States 
or Allied registry, which are controlled and operated by 
the Uni~ed States, provided such vessels .are not subject 
to foreign postal inspection. 

(b) United States Post Office registered.mail through Army or 
Navy Postal facilities, provided the documents do not pass 
through a foreign .Postal system. · Restricted documents 
may, however, be transmitted to and from United States 
installations in Canada and in Alaska through the Canadian 
postal system. 

(c) State Department diplomatic pouch will be used exclusively 
for the transmission of restricted documents through or 
within a neutral country. 

(d) For specific means of transmission of restricted cryptographic 
material, reference should be made to letter instructions on 
this subject issued by the War Department. 

30. Correspondence, receipts, and returns.-Correspondence, receipts, or re
turns, and reports of possession, transfer, or destruction need not be classified if 

.reference therein to classified documents is made by file number, date, and subject, 
provided the subject does not contain information which is classified. If the 
subject contains classified information, a short title will be used for the subject. 

31. Storage of classified documents not registered·.-a. Top secret, secret, 
and confidential documents.-Top secret, secret, and confidential documents, other 
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than registered documents, will be stored in the most secure files available. 
Unless such matter is stored-in ·a three-combination safe or an equivalent secure 
steel file cabinet, it will be-kept in a secure room which is locked when not in use 
and which is approved for such purpose by the officer in charge of the building 
or the commanding officer of the installation. Such approval will not be construed 
as relieving the officer concerned of any responsibility. If the foregoing safe
guards are not available, the documents will be kept under armed guard when not 
in use. 

b. Storage of 1'estricted documents.-Restricted documents will be stored and 
handled in such a manner as to insure a reasonable degree of security. 

c. Daily inspection.-An holders will make a daily inspection to insure that alf 
classified documents are properly stored and that· all cryptographic documents 
and devices are properly accounted for and properly stored. . 

d. Security in field.-In tactical op'erations, actiml or simulated, the command
ing officer of the unit concerned is responsible that all documents are given the 
maximum security possible under the circumstances. Classified documents will 
not be taken further forward in combat areas than is absolutely necessary. No 
secret cryptographic document will be taken forward of battalion command post. 
Field commanders will include instructions in standard operating procedures for 

,the emergency destruction of TOP SECRET, SECRET, and CONFIDENTIAL 
documents when capture is imminent. 

e. Socurity aboard ship.-Where a ship's strong room is available; classified 
documents in transit will be stored therein. 

32. Return of top secret, secret, and confidential documents.-a. Upon 
change of station or separation from the military service, an officer will return 
to the source from which ·received, or otherwise properly account for, all top 
secret, secret, and confidential documents which have been issued to him. 

b. Restricted documents, if'nonregistered, may be disposed of at the discre
tion of the officer: 

33. Destruction of classified documents.-a. Top. secret, secr<_3t, confidential, 
and .registered restricted documents. 

(1) When destruction is authorized, (see AR 15-15 and TM 12-259) top 
secret, secret, or confidential documents and registered restricted 
documents will be burned by tke custodian thereof in the presence 
of a disinterested officer. When destroying cryptog1;aphic material, 
it is not necessa!'Y for the witnessing officer to be cleared for cryp
tographic duties, provided his inspection is limited to the cover 
page to verify the short title and register number. A certificate 
of destruction will be signed by both the custodian and the wit
nessing officer in the case of top secret or secret documents and 
submitted to the officer directing the destruction. If a registered 
confidential or registered restricted document is destroyed, a cer
tificate of destruction will be similarly prepared. Certificates of 
destruction of all registered documents will be sent to the officer 
directing the destruction, who will forvard them to the office of 
record indicated in the registered documents. If the headquarters 
has only one commissioned officer, the repo1·t will so state. Excep-

. tions hereto may be authorized only by the '.Var Department. 
(2) Preliminary draft, carbon sheets, plates, stencils, stenographic notes, 

and work sheets containing top secret, secret or confidential data 
will be destroyed by the person responsible for their production 
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immediately after they have served their purpose or will be given 
. the same classification and safeguarded in the same manner as the 
material produced from them. 

b. Restricted docunients.-Restricted documents will be destroyed in any way 
which will render them useless. · 

SECTION III 

REGISTERED DOCUMENTS 
Paragraph 

Definition and identiflcation _________________ c------------------------------- 34 
Office of record----------------------------------------------------------- 35 
Title page ________________ c-----------------------------------~----~------ 36· 
Additional markings ___________________ -~----~ _________ ----------__________ 37 
Correspondence and reports ________________________ -------------------_-·-___ 38 
Handling and transmission ______ :_ ___________ ~-------------------------____ .39 
Storage of registered documents--------------------------------------------- 40· 
Revision or reproduction ___ :._ ________________________________ ~-------------- 41 
Notification of change of classification_______________________________________ 42 
Inventory and report of possession __ c____________________________________ 43 
Report of transfer and destruction___________________________________________ 44 
Prescribed forms---------------------------------------------------------- 45 
Disposition or destruction of registered cryptographic matcriaL---------------- 46 

34. Definition and identification.-a. A registered document is a top secret, 
secret or c0rifidential document, or a restricted cryptographic document, or device, 
carrying a register number, a short title, and instructions to account for it 
periodically. A registered document is not to be confused with a classifi~d docu
ment to which, for administrative reasons, a number or short title is assigned 
for bookkeeping or reference purpose only, and for which no accounting is re
quired. In the absence of markings required above, the document will not be 
reported upon. 

b. Documents will be registered only if it is essential for the issuing authority 
to control distribution and maintain a record of the custody of all copies. Officers 
authorized to originate and issue top secret, secret, or confidential documents and 
restricted cryptographic· documents will designate as registered only such docu-
ments as they deem necessary in the inter~st of national defense. · 

35. Office of record.-The office of record is the office to which reports of pos
session_; transfer, and destruction on registered documents are sent. It is not 
necessarily the .office ~of origin. . · 

36. Title page.-The title page or inside front cover of a registered document 
will state that it is a registered document, will show. the register number, both 
the long and short title, the office of origin, also the office of record to which 
returns will be made, and instructions covering the· returns for its accou'nting, 
and for its ultimate disposal. In addition, if a new document supersedes another 
document, iilstructions will be incorporated covering the disposal of the obsolete 
document. If any accountable document consists of more than one volume, each 
volume will bear a separate short title. If the above is not practicable, the 
required data will accompany the registered document on a separate sheet. 

37. Additional markings.-Each ·registered document issued after 1 January 
1946 will be marked "Registered Document," on the front cover. For the manner 
of marking the classification of registered· documents, see paragraph 24. For 
the authority to classify, see paragraph 10. 

38. Correspondence and teports.-All references to registered documents in 
possession or transfer reports, ordinary reports of destruction, or. unclassified· 
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documents or correspondence will be by register number, date, and short title 
only and such reports or correspondence need not be classified. In using a 
short title, every symbol of the short title will be included. Any corresponclence 
or paper which refers to a registered document by a title other than the -short 
title will be .assigned a minimum ·classification of restricted, if the reference 
discloses that the document is registered. 

39. Handling and transmission.-Top secret registered documents will be 
handled in accordance with the provisions of paragraphs 26b and 27. Secret, 
confidential and restricted rPgistcred documents will be handled in accordance 
with paragraph .26. 

40. Storage of regishired documents.-a. Registered documents will be stored 
in the most secure space or file available, preferably the equivalent of. a three
combination safe. If a three-combination safe or its equivalent is not avapable, 
then the document should be kept constantly u-nder armed guard. Field lock 
safes in continuous custody of military personnel will be considered the equiva
lent of three-combination safes for the storage of registered documents for units 
serving in the field outside of posts and garrisons. 

b. Only commissioned officers, warrant officers, and specially trusted enlisted 
men and civilian employees will be permitted to have access to the containers 
-0f registered documents or the combination or keys thereto. 

c. Safes containing registered documents will habitually be kept locked with 
the full combination whenever they are not under the direct supervision of a 
person offidally entrusted with the combination. 

d. Cryptog1;aphic documents so far as practicable, cipher tables, alphabets, 
and keys will not .be kept in· the same container as classified code books, docu
ments, and devices to which they apply. 

41. Revision. or reproduction.-a. A new or revised edition of an old ·regis
tered document may be assigned a new short title but, where this is undesirable, 
the old short title followed by a symbol which will differentiate the new edition 
from the old edition is permissible. 

b. Reproduction of a registered document in whole or in part is forbidden 
except by authority of the office of origin. When authorized, reproductions will 
show the reproducing office, authority for such reprod\1ction, and the number of 
copies reproduced. In addition, the office or record will be notified. 

42. Notification of change of classification.-When the classification of a 
registered document is changed, the office o.f record will notify all offices to which 
it has been issued. 

43. Inventory and report of possession.-a. Custodians will keep a complete 
inventory of all, registered documents- except those listed in c below and will 
make, or have made, on 30 June and 31 December of each year, an accurate 
return therefor to the pt·oper office of record. See paragraph 35 for definition 
of office of record. 

b. In. making a semiannual report-of possession the following details will be 
observed: 

(1) Each item will be phY,_sically inspected and its register ii.umber checked 
against the inventory. /' 

(2) At headquarters having two or more commissioned officers the 
custodian and one disinterested officer will make the inventory and 
both will sign the report. If the headquarters has only one com
missioned officer, the report will so state. 
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c. No semiannual report of possession will be made of-
"(1) Registered documents which have been issued, subsequently. destroyed 

and a destruction report rendered thereon within a single semi-
annual report period. , 

(2) Registered documents which have been placed in custody or storage 
for historical purposes with the expressed, approval of the office 
of record. 

d. Whenever a registered document is discovered which is not charged to 
the finder, and the custodian thereof cannot be located, the proper office of 
record will be notified immediately. The document will be properly safeguarded 
until disposition instructions are received from the office of record. 

e. Holder of naval registered documents will make semiannual report to the 
appropriate Army office of record. 

44~ Report of transfer and destruction.-a. When a registered document is 
transferred from one person to another, or if the custodian remains the same 
but the organization's designatiion changes, a certificate of transfer in triplicate 
will be made. The certificate will be signed by the transferring officer, and 
will be dated and signed by the officer acknowledging receipt. If·the receiving 
officer is a newly appointed custodian, that officer will have his name, grade, 
and Army serial number typed below his signature on the initial report sub
mitted to the office of record. 

b. Immediately upon completion of the transfer, the original of the transfer 
certificate will be forwarded direct to the office of origin. A copy of the certificate 
of transfer will be retained by each of the officers concerned. · 

c. Whenever a registered document is removed from its proper place of 
custody and issued for temporary use to another person in ·the same head
quarters, the. custodian will require a written receipt. No report of such trans
action will be made to the office of record. 

d. Registered documents will not l;le accounted for as prescribed for ordi
nary property in AR 35-6520. The forms described in paragraph 45 "will be 

• used in lieu of shipping tickets, memorandum receipts, stock record cards, etc. 
e. The issuing authority normally designates when registered documents 

will· be destroyed and upon such notification registered documents will be 
c:ies.troyed as indicat~d in paragraph 33 and report of destruction· forwarded. 

45. Prescribed forms.-a. War Der}artment Form 32 (Record Card-Regis
tered Documents or Devices), or shnilar·fotm, will be used for recording all 
temporary transactions involving an individual registered document. 

b. War Department Form 33 (Record Card (for Registered Documents or 
Devices-Station)), or similar form, will be used by each officer making a con
solidated record of all transactions concerning registered documents. It serves 
as a check to prevent the undiscovered loss of the individual card, 'VD Form 32, 
or similar form. · 

c. War Department Form 34 (Transfer Report of Registered Document (or 
Devices)) will be used in issuing or transferring registered documents or 
devices. 

d. War Department Form 34a (Semia1mual Report of Registered Documents 
(or Devices)) will be used in reporting a semiannual inventory of registered 
documents or devices. 

e. Other forms authorized by separate branches for special purposes such as 
report of destruction will be employed where applicable. 
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46. Disposition or destruction of registered cryptographic material-a. 
Whenever a person who has been issued registered secret, confidential, or re

·Stricted codes, ciphers, cipher devices, or documents pertaining thereto, has no 
further need for them, he will report that fact to the Chief, Army Security Agency 
or in the case of the field forces in time of war to the signal officer of the head
quarters charged with the issue of such docun;ients. 

b. When it has become highly probable that cryptographic material will be 
subject to-loss or compromise, all documents and translations of messages will 
be destroyed by burning, and the cipher machines or devices will be destroyed 
beyond use or repair, and if possible, beyond recognition. 

SECTION IV 

CRYPTOGRAPHIC SECURITY 
Paragraph 

Authorization of cryptographic systems-------------------------------------- 47 
Restrictions on use of authorized codes---------------------·---------------- 48 
Personnel authorized to perform cryptographic duties___________________________ 49 
Responsibility for security _____________________ . __________________ ---------- 50 
Precautions necessary to insure cryptographic securifr------------------------ 51 
Responsibility for classification of messages _____________ --·----.-------------- 52 
Drafting messages ___________ -------------------------------·-------------- 5R 
Selection of cryptographic system___________________________________________ 54 
Paraphrasing messages--------------------------------------- ___________ -- 55 
Method of handling outgoing secret messages------~-------------------------- 5G 
Method of handling incoming secret messages_________________________________ 57 
Method of handling outgoing and incoming confidential messages_________________ 58 
Method of handling restricted messages ______________ :._ ____ "----------------- 59 
Transmission of literal plain text and paraphrased versions of classified messages__ GO 

47. Authorization of cryptographic systeni.s.-;--All codes, ciphers, and cipher 
devices intended for use in the military service will be authorized only by the 
War Department For forces in the field in time of war, this authority may be 
delegated to theater commanders and to oversea department commanders for 
special use within their theaters or departments. 

48. Restrictions on use of authorized codes.-a. The use of any authorized 
code, cipher system, or cipher device for cryptographing personal messages is 
forbidden. 

b. Messages for other departments of the Government and for commercial firms 
engaged in producing war material under Government contract may, when 
necessary, be, cryptographed in War Department systems provided the text as 
supplied by the other Government department, except the Na'Vy Department, or 
firm is paraphrased, without being referred to the originator, prior to transmis
sion and also prior to delivery to an agency outside the Military Establishment, 
exc;ept as provided in instructions pertaining to cryptographic systems issued by 
the War Department. 

49. Personnel authorized to perform cryptographic duties.-a. General.
No authorized cryptographic system will be employed by any person who is not 
thorouglily familiar with the provisions of these regulations and all instructions 
pertaining to the cryptographic system to be employed. 

b. Classified mcssages.-The cryptographing and decryptograpbing of messages 
classified as top secret, secret, confidential or restricted will be performed under 
the supervision of a commissioned officer, but not necessarily in the immediate 
presence of such officer. For the specific qualifications of personnel who may 
be permitted actually to perform cryptographic work, reference should be made 
to letter instructions on this subject issued by the War Department. 
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50. Responsibility for security.-a. At each headquarters holding crypto
graphic material the commander will be responsible for all measures necessary 
to iusure cryptographic security and physical security of cryptographic material. 
He will appoint a commissioned officer, properly cleared in accordance with 
War Department letter of instructions, as· cryptographic security officer. At a 
headquarters where a message cel\ter is maintained, the cryptographic security 
officer will or<linarily be the officer in charge of the message center. The crypto
graphic security officer will be the custodian of cryptographic ma.terial and will 
represent ·the commander in all cryptographic security matters and all matters 
relating to the physical security of cryptographic material. It is the responsi
bility of the commander to make, or cause to be made by a commissioned officer 
cleared for cryptographic duties, other than the cryptographic security officer, 
a thorough periodic check to ascertain that cryptographic material is being 
properly handled and accounted for and that all directives pertaining to crypto
graphic operations are being strictly observed. 

b. If the cryptographic security officer believes that, in view of his knowledge 
of other messages on the same or like subject, a message has been incorrectly 
classified, or if he believes that the regulations governing the .drafting and 
classifying of the message have been violated, he will request the originator to 
make the necessary change in the message or in its classification. If the 
originator does not comply with .the request of the cryptographic security officer, 
the matter will be referred to the ·commanding officer of the headquarters 
concerned for final decision. 

51. Precautions necessary to insure cryptographic security.-In order to 
insure cryptographic security the following principles must be observed: 

a. Cryptographic material will be given the most secure storage available and 
will never be left unattended except when locked in a three-combination safe or. 
its equivalent. See also paragraph 3lc in this connection. At a headquarters not 
maintaining a message center the files of literal plain text messages and of 
cryptograms must be stored in different locked containers. The literal plain text 
copies of messages must be stOi'."ed in a three combination lock safe or its 
equivalent. · ' 

b. Classified messages must be carefully drafted. The originator of a classified 
message is responsible for strict compliance with the provisions of paragraph 53. 

c. The classification of messages must receive careful consideration by the 
originator, since overclassification and underclassification are equally to be 
avoided. Each message will be classified according to its contents in compliance 
with existing rules governing the classification of information (see pars. 11 and 
13 to 17 incl.), subject to the modifications ind and e below. 

d. Each message making a direct reference to a classified message by subject 
matter or reference number will be ('.lassified at least RESTRICTED except for 
a mere acknowledgment or as provided in e below. 

e. One or more of the following italicized words may be used to make a plain 
language reply to a classified message the address of which is transmitted in the 
·clear, provided the plain language reply consists only of a reference to the date
time group (which is transmitted in the clear) of the ·classified message and one 
or more of the following italicized words: 

(1) AFFIRMATIVE, means "yes," "permission granted," "granted," "au
thorized,''. "concur,'' "approved,'' "recommend approvai," "action 
completed," and equivalent expressions. 
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(2) NEGATIVE, means "no,'' "permission not granted,'' "not gran'ted," 
"not authorized,'' "do not concur," "not approved," "do not reconi

. mend approval,'' "recommend. disapproval," "action not completea." 
and similar expressions. 

(3) INTERROGATORY, means "question," "I do not understand,'' "need 
more information,'' "meaning not clear," and similar expressions.· 

(4) COMPLY, ineludes "will comply,'' "have complied," or "yqu are to 
comply," according to the contents of the message to which it refers. 

(5) LETTER, includes the meanings "letter follows," "replying by letter," 
"by letter,'' und "reply by letter.'' 

(6) ACKNOWLEDGED, means message has been received. 
f. The selection of the proper cryptographic system is a responsibility of the 

cryptographic security officer or the custodian of cryptographic material where 
there is no cryptographic security officer. He should be governed by the provision$ 
of paragraph 54. 

g. If time and availability of personnel permit, the cryptographed text of mes
sages should be checked prior to transmission. The check should determine that 
the instructions governing the system employed are carefully followed. Particu
lar care must be taken to assure that no plain text appears in the body of the 
message. 

h. The handling and filing of both plain and cryptographed text should con
form to the procedure described in paragraphs 56 to 60 inclusive. 

i. Paraphrasing is resorted to as a protection to the cryptographic system -and 
will not warrant loose handling of classified messages. Paraph~asing is to be 
employed when-

(1) The content of previously cryptographed messages is released to 
the public or giYen a wide distribution within the Arm;v. 

(2) It is necessary to send iri cryptographic form-
( a) All or portions of a message previously transmitted in plain 

text: 
. (b) Extracts from publications, regulations, or instructions. 

(3) It is necessary to transmit in plain text all or portions of a message 
previously sent in cryptographic form. . 

( 4) A classified message is recryptographed in a different cryptographic 
system. · :' 

(5) A classified message is recryptographed in the saine system. 
Exceptions to .the necessity for paraphrasing may be granted only in accordance 
with instructions pertaining to certain cryptographic systems issued ' by the 
War Department. • 

j. \Vhen it is necessary to indicate in the text of a classified message informa
tion as to the ultimate addressee or the signature of the writer, such informa
tion will be buried within the text of the mesi:;age before cryptographing and 
will not appear,either at. the beginning or at the ending of the message. 

52. Responsibility for classification of messages.--a. Within the limitations 
prescribed in paragraph 58b. the originator of a me.ssage is responsible that the 
classification given to it conforms to the definition given in paragraphs 5, 6, 7, 

•and 8. He is also responsible for the proper marking of the message before 
forwarding it for transmission. · 

b. A ··message will be marked top secret, secret, ·confidential, restricted, or 
unclassified in accordance with its contents, except as prescrib'ed in paragraph 
58b (2). 
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53. Drafting mes~ages.-a. Routine reports and messages which must be 
given a wide distribution, or the contents of which have been or may eventually. 
be furnished the press, or which contain extracts or quotations from a newspaper,' 
magazine, or any other document available to the public, will if possible be pre
pared so as to permit their transmission in the clear or will be cryptographed in 
special systems which permit the handling of the plain texts of the messages .as 
correspondence of similar classification, otherwise, such reports and messages 
will be paraphrased in accordance with d below. 

b. Standardization of the content and form of such documents as field orders 
and operation instructions is necessary, but when fixed expressions are .repeated 
in a message, cryptographic security is greatly endangered. Hence stereotyped 
phraseology and set form of expression, especially at the beginning or ending of a 
messag\! which is to be cryptographed will not be used. A list of words considered 
universally to be stereotyped is furnished by the War.Department. Except as 
specifically provided for in certain cryptographic systems, or as specifically 
authorized by the ·war Department, the use of dummy letters or irrelevant text 
as "padding" for the purpose of concealing stereotypic phraseology is prohibited. 
Personnel concerned with the drafting of classified messages will guar<l against 
repeated use of the same words or phrases. 

c. Words not imp0rtant to the sense will be omitted. Conjunctions, preposi
tions, and punctuation marks will be reduced to a minimum. Unless it is known 
that a message will be sent in clear text over an approved circuit or in a crypto
graphic system capable of enciphering punctuation marks as such, all punctua
tion marks inclmled in the body of the message will be spelled either in full 
or abbreviated form. In similar circumstances, numbers will be also spelled out. 

d. Except when it is known that a classified message will be sent in clear text 
over an approved circuit or in a cryptographic system not requiring the protection 
afforded by paraphrasing, the originator of all classified messages will paraphrase 
such portions as are quoted from-

( 1) A message in clear text. 
(2) A message in the same or another cryptographic system. 
(3) A newspaper, magazine, or document. 

54. Selection of cryptographic system.-a. Cryptographic systems ar\! sup
plied for handling messages of all classi.fications. All classified messages except 
those transmitted in accordance with the provisions of paragraph 25b and para
graph 58b (2) will be transmitted in cryptographed form, unless specific exception 
is made by the War Department. 

b. Selection of the cryptographic system to be employed for the cryptographing 
of a message will be based on the following considerations: 

(1) A system authorized· for the particular type and classificatiOn of 
message will be used. 

(2) Where all addressees can be reached by the same system, the least 
widely held system available will be used, unless a definite opera
tional advantage will be gained by using a more rapid system for 
one or more of the addresses. Where all a<ldressees cannot be 
reached by the same system, the same principle will be applied to 
the extent permitted by the available systems. Cryptographi~g. 
of the same or related subject matter in different systems should 
·be kept to a minimum. Headquarters or commands in frequent 
communication should normally use the same system for exchange 
of the sam~ type of messages. 
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. c, The determination of the need for paraphrased versions is a fu.nction of the 
cryptographic security officer who ~ay require the assistance of the originator of 
the message in the preparation of the necessary paraphrases. Where practicable, 
the cryptographic security officer will furnish copies of the paraphrased versions to 
the originator, except as noted in paragraph 48b. · · 

'55. Paraphrasing messages.-a. In paraphrasing, it is not sufficient to para
phrase only the beginning or ending of the message. The entire message will ' 
be subjected to the process. 

b. When paraphrasing must be employed, all of the following processes will 
be applied to the message: 

(1) Changing the sequence of the paragraphs. 
(2) Changing the sequence 'of the sentences in each paragraph. 
(3) Shifting the positions of the subject, predicate, and modifiers in each 

sentence. 
('4) Changing from active to passive voice or vice versa. 
(5) Substituting synonyms or equivalent expressions. 
(6) Changing the length of the paraphrased version of the message in 

order that the final cipher text will not r,esemble the original cipher 
text with respect to length. 

c. A paraphrase of a message normally will be accorded the same classification 
as the original message. 

56. Method of handling outgoing secret messages.-a. The procedure here
inafter dei;;cribed.will be followed at all headquarters, except the War Department 
in which the procedure will be as determined by the Chief of Staff. 

b. Except as noted in c below or as authorized in ·accordance with the instruc
tions pertaining to certain cryptographic systems issued by the War Department, 
the originator will prepare and number all copies of secret messages, send the 
original to the message· center, and may retain, when security is not ·imperiled 
thereby, one copy for temporary file. . Other carbon copies, all numbered . and 
bearing the following notation, may·be sent to local officers directly concerned: 

The making of an exact copy of this message is forbidden. Only such 
extracts as are absolutely necessary will be made and marked SECRET. This 
copy will be safeguarded with the greatest care and will be returned to the 
originator without delay. 
All such copies will be carefully accounted for by the originator and will be 
destroyed when returned. The copy in the temporary file ~m· also be destroyed 
upon determination that the message has been correctly dispatched. 

c. Messages pertaining to tactic~! operations, simulated or actual, m~y be 
prepared in triplicate. One carbon may be retained by the originator and the 
original and one carbon delivered to the message center. 

d. The original plain-text copy sent to .the message center by 'the originator 
will be cryptographed at the cryptographic section of the message center The 
number of copies of the cryptographed message will be kept at a minimum com
mensurate with the necessity for furnishing copies .to the various transmission 
agencies. All work sheets used in cryptographi11g the message will be destroyed 
by burning. The placing on the original plain-text,.copy of any marks or nota
tions to indicate the steps following in cryptographing the message, such as 
underlying, key words, indicating groupings corresponding to lengths of columns 
of keys!- etc. is forbidden. All copies of cryptographed messages retained by 
transmitting agencies will be safeguarded so as not to fall into unauthorized 
p.ands. 
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e. The original copy of the literai 'plain text will be marked SENT (date) 
and returned to the originator who will place it in his secret file for outgoing 
messages and destroy' the retained copy by burning. . 

f. The transmitting agency will send the cryptographed message, retaining 
at ·1east one copy in its file of outgoing messages for final disposition in accord
ance with local regulations. 

g. When certain cryptographic systems are used in which no copy of the 
cipher text .is available, if copy of the plain text may be retained by the message 
center for file. 

h. The method of handling top secret messages will conform to the procedure 
outlined abow as modified by the provjgfons of paragraph 27a (2) and (3). 

57. Method of handling incoming secret messages.-a. The procedure here
inafter described will be ioHowed a.t all headquarters, except the \Var Depart
ment in which the: procc;'.ure will be as determined by the Chief of Sta,ff. , 

b. The original copy of an incoming cryptographed message as made by the 
receiving operator will go to the cryptographic section of the message center. 
A duplicate copy may be made by the receiving operator 'f0r the files of the 
receiving station or message center, where' it will be disposed of .in accordance 
with local regulations. 

c. A cryptographer will decryptograph the, message, making only one copy of 
the decryptographed literal plain text, which will be marked SECRET and de
livered to the addressee. The cryptographed version will be retained in the 
files of the message center; where it will be disposed of in accordance with local 
regulations. All work sheets used in decryptographing will be destroyed by 
burning. The cryptographic section will not retain any copy of the plain text 
for its files, except as provided in paragraph 56g. The placing on the message 
blank of any marks or notations to indicate the steps followed in decrypto
graphing the message, such as underlining, key words, indicating groupings cor
responding to lengths of columns of key, etc., is forbidden~ 

d. Except where authorized in accordance with instructions pertaining to 
certain cryptographic systems issued by the \Var Department, the addressee may 
make and circulate only a limited number of literal copies for the information of 
other officers directly concerned. These carbon copies will all be numbered and 
bea'r the following not a ti on : 

The making of an exact copy of this message is forbidden. Only such 
extracts as are absolutely necessary will be made and marked SECRET. 'J'his' 
copy will be safeguarded with the greatest care and will be returned to---
without delay. 
.All such information copies will be carefully accounted for by the addressee and 
will be destroyed when returned. 

e. The method of handling top secret messages will conform to the procedure 
outlined above as modified by the provisions of paragraph 27a(3). 

58. Method of handling outgoing and incoming confidential messages.-
a. Procedure.-The procedure to be followed in the handling of messages in con
fidential codes or ciphers will be substantially the same as that prescribed for 
those transmitted in secret code or cipher, except within the War Department, 
in which the procedure will be as determined by the Chief of Staff. They will, 
however, be marked and safeguarded in accordance with provisions of these 
regulations governing confidential documents. 

b. In tactical operations, simulated or actual. 
(1) All messages not classified secret will be regarded as confidential but 

need n-0t be so marked. All wire and radio messages except those 
·noted in (2) below will be transmitted in cryptographic form. 
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(2) When the in:(ormation to be transmitted, if intercepted b th -
canno~ be acted upon, in time to influence the situatio: in ~::~~ 
and time cannot be spared for cryptographing the com d' · 
officer or his authorized representative may oi;de~ the' tran:a~ '.ng 
of a. message in plain language by a radio station serving hi~1::~od~ 
quarters or command. ·Such written messages will be marked SEND 
IN CLEAR. over the signature of the commander or his' auth . ed 
representative. or1z 

. 59. ~eth~d of handing r~stricted mes~ages.-The procedure to be followed 
~~ the handlmg of messages m restricted codes and ciphers will be substanti~ll 

e same as th~t ~rescribed for those in confidential code or cipher. y 
fi ~O. Transm1ss1on of literal plain text and paraphrased versions. of classi 

0
;. messages.-~. The sending by any means whatsoever of the literal plain tex~ 

stri~t~e;:~~~b~:~c:x:e~~ ~:e~a~:dw~~~o~: transmitted in cryptographed form is 

(1) Author~zed specifically by the War Department. 
(2) Authorized local distribution witllin a headquarters by, mess , 
(3) In exceptio l , enger. 

- ~a cases, when necessary in the performance of his duties 
an authonze~ person may carry the literal plain text of a classified 
m;-ss.age provided the security requirements pertaining to the trans
m1ss10n of classified material are observed 

( 4) Where authorized in accordance with instru~t' t · · . t · t . ions per ammg to cer-
am cryp ograpluc systems issued by tl1e War Departme t 

b. In cases of emergency or •t n · 
a crypt " h d . necess1 Y paraphrased versions of the plain text of 

o,,rap e message will be sent- ' 
(;j In accordance w.ith the provisions of paragraphs 5li ·and 55c. 
(2) In accordance.•nth the provisions of paragraph 26 as applied to secret 

cryptograplnc material. 

(3) When it is necessary to send between headquarters by mail or courier 
a par::iphrased copy of a message which h' b . 
graphed, copy will be marked or stamped ~~h1:se~sor will bhe crypto-

- l . a parap ra11e." 

SECTION V 

MATERIEL 
Authority to classify___________ Paragraph 
Notification of classification or ,re~b~~lfl~;tl~~=-------. ------------- . 61 
Resp~nsibi.lity for safeguarding technical infor~;tl~~ ------------ ------------- 62 

C~ass1fi:ati?n of information from commercial firms ------ ------ 63 
D1ssemrnation of classified technical information ----------------------- ----- 64 
Destruction of classified materiel ---------------------- 65 
Invitations for bids and contract~===----------------- --- -------------------- 66 
Consultations with. responsible mauf~~t;;r-;,~~--------------·------------------- 67 
Respons~b~l~ty of Army. representatives or ;~;;;,;~~;------------------------ 68 
Respons1b1hty of Government contractors ------------------------- 69 
Tests of classified materieL__ ------.. - ---------------------- 70 
Public display of classified mat;;;lel==---------------------------------- 71 
Release of information or sale of mat~;lel--------------;,--- --------------- 72 

Protectio~ of shipments via commercial ~~~;le-r~--.;lthl~- U;lt-ed--S-t--t-------.-t- 73 

74 
possessions-------------------------------------------- a es or 1 s 
61. Authority to classify -Wneneve th' 1 · -----------------

·br· · r e c uef of a technical service re-
s~ons1 e for a research p~oject or for the design, development, test, or production 
0 procurement of an article of materiel or a component thereof shall determine 
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that the maintenance of any degree of secrecy regarging them is sµfficiently 
important to the national defense, he will classify it as top secret, secret, confi-
dential or restricted. . . . 
· 62. :N~'tification of 'classification or reclassification.-Whenever the chief of 

a technical service in charge of a research project, design, development, test, or 
oduction of a unit of materiel or component thereof shall determine that 

:ateriel of interest to other commands sho~ld r:main. classified .after ~ssue or 
that a change or cancellation of classification is desired, he will notify The 
Adjutant General, who in turn will inform all concerned. . . . 
· 63· Responsibility for safeguarding technical information.-a. Chiefs of 
tech:Ucal services engaged in the preparation of plans, research, and develop~ent 
work or riew design, test, production, procurement, storage, or use of classified 

· mate~iel are responsible for the promulgation of such additional instru.ctions as 
may be required for the safeguarding of information in the offices, establishments, 
laboratories, shops, or Army posts under their jurisdiction. . . . . 

b. All top secret, confidential, or restricted models, exh1b1ts, dies, machm~s, 
and other similar items which are to be loaned, leased, or given to a com~ercial 
organization will be properly marked to indicate classification when pract.1cable. 
If such marking is impracticable, the commercial organization will be. spec1ficall! 
notified.in writing of the classification of such items and of the pertment provi-
sions of the Espionage Act. . 

64. Classification of information from commercial firms.-Informa~1~n ob
tained from civilian manufacturers concerning proprietary processes will be 
classified as confidential unless otherwise authorized by the firm co~cerne.d. 
· 65 Dissemination of classified technical information.-Class1fied mforma

tion ~oncerning technical projects or developments may be imparted o~1y to those 
individuals whose official duties require such knowledge or ~ossess1on, a:1~ to 
accredited representatives of foreign nations in accordance with the prov1s1ons 
of paragrnph 20b. . . 

66. Destruction of classified materiel.-a .. Authority to dir~ct.-Whenever 
the chief of a technical service responsible for a research pro~ect or for. t~e 
design, development, test, or production or procurement of a~ art~cle of materiel 

a component thereof shall determine that their destruct10n is necessary to 
m ~ ~ safeguard information thereof, he will issue the necessary 1rec ive.. . 
. b. Procedure in destruction of classified materiel.-When destruct10n of classi-

fied materiel has been directed- · . 
(1) The custodian thereof will remove all compon:nts. of .a classified na

ture and destroy them by burning or by mutilation m the presence 
of a disinterested officer. The balance of the materiel wi~l the:1. be 
processed in accordance with existing regulations for the d1spos1tion 
of unserviceable property, or for salvage. . 

(2) If the above is not practicable, the custo.dian will destroy the entire 
article of materiel by burn).ng or by mutilation in the presence of a 
disinterested officer. 

(3) In either case the certificate of destruction will be signed by both the 
custodian a~d the witnessing officer before submission to. the officer 
directing the destruction: If the headquarters has. only one com
missioned officer, the report will so state. Exception hereto may 
be authorized only by the War Department. . 

67. Invitations-for bids and contracts.-a. Prior to fu~?~shing ~ pro~pective 
bidder, subbidder, contractor, or subcontractor with drawmgs, spec1fications, or 
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other pertinent information concerning any project or projects of a top secret, 
secret, confidential, or restricted nature and annually thereafter so long as such 
documents, etc., are in his custody, clearance will be obtained in accordance with 
separate letter instructions and a general secrecy agreement reading substan
tially as follows will be signed by the individual or by a responsible officer on 
behalf of the firm or corporation concerned: 

In consideration of the receipt of drawings, specifications, and accompanying 
inclosures, model~, or materiel, and information disclosed orally, concerning proj
ects of a top secret, secret, confidential, or restricted nature delivered to the 
undersigned prior to or coincident with the date of this agreer:ient and listed oh 
Exhibit A which is attached hereto and made a part hereof, or to be issued to the 
undersigned subsequent to the date of this agreement, the following terms are. 
agreed to by or on behalf of the undersigned individual, firm, or corporation, and 
any and all representatives, agents, employees, or subbidders or subcontractors 
thereof: 

1. The undersigned will neither supply nor disclose any information regarding 
the drawings, specifications, and accompanying inclosures or models'or materiel, 
or information disclosed orally, referred to herein to any unauthorized person, 
or incorporate in other projects special features of design or construction peculiar 
to such drawings, specifications, and accompanying inclosures, or models or 
materiel, or information disclosed orally. · 

2. (a) The undersigned will not permit any alien employed or to be employed 
by the undersigned or by any subbidder or subcontractor· to have access to the 
drawings, specifications, and accompanying inclosures, or models or materiel 
referred to herein, or to engineering principles, compositions, subassemblies, or 
assemblies which are vital to the functioning or use of the article or to _the work 
under, any contract for the production thereof, or to work in connection with 
the contract .trials, without the written consent beforehand of the Secretary 
of War. 

(b) If the project or projects bear a top secret or secret classification, the 
undersigned will not permit any individual to have access to the top secret or 
secret drawings, specifications, and accompanying inclosures, or models or ma
teriel referred to herein, or to the top secret or secret engineering principles, 
compositions, assemblies, or subassemblies, or to work under any contract for 
'the production of such top secret or secret items, or to work in connection with 
the contract trials, without the written consent beforehand of the Secretary of 
w·ar. 

3. The undersigned will not make or permit to be made reproductions of the 
drawings,' specifications, and accompanying inclosures, or of the models or ma
teriel, except as specifically authorized by the contracting officer or his duly 
authorized representative. If reproduction of any drawings, specifications, and 
accompanying papers, or of models or materiel, is authorized, t,h'e undersigned 
will promptly submit the product obtained to the contracting officer or his duly 
authorized representative for censorship or such other action as he may deem 
necessary. 

4. If ii bid is not submitted on a project of a top secret, secret, confidential, or 
restricted nature as to which classified drawings, specifications, and accompany
ing inclosures, and models or materiel have been issued to the undersigned, or 
i'f a bid is made and not accepted, or in case award is made, upon the completion 
of the contract,_ the undersigned will promptly return by hand, by registered mail, 
or by insured express, such drawings, specifications, and accompanying papers, or 
models or materiel, together with all copies thereof, to the office from which the 
original copies were received. Registered mail or insured express will not be 
used.'in returning top secret matter. ' 

5. (a) The undersigned agrees to bring or cause to,be brought to the attention 
of all persons engaged in tl1e preparation of the bid, whether submitted or not, 
including subbidders and their employees. the following provisions of law: 

Espionage Act: Subparagraphs (d) and (e), sec. 1, act 15<iune 1917 (40 Stat. 
217); sec:.1, act 28 March 1940 (54 Stat. 79; 50 U.S. C. 31; l\i. L., 1939, Supp. I, 
sec. 2181). 
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Sec. l, act 12 January 1938 (52 Stat. 3; 50 u. S. C. 45; M. L., 1939, sec. 2187a), 
and E. 0. 8381, 22 March 1940; 5 F. R. 1147; 50 U. S. C. 45; M. L., 1939, Supp. I, 
sec. 2187a. 

Second War. Powers Act, 1942, sec. 1402, 1403, act 27 March 1942 (Public Law 
507-77th Cong.), as extended by act 20 December 1944 ( 58 Stat. 827; 50 U. S. C. 
Bupp. IV, sec. 645). 

Cb) If the successful bidder on any project, the undersigned agrees also to 
bring or cause to be brought to the attention of all persons engaged in the 
performance of the contract, including persons employed on subcontracts, the 
provisions of the law enumerated in (a) abov~. 

6. The undersigned further agrees that no information in connection with any 
confidential or restricted project will be given to any person not in the contractor's 
or subcontractor's employ except upon the written consent beforehand of the 
contracting officer or his duly authorized representative. 

b. The execution of the general secrecy agreement required in a above with 
any individual, .firm, or corporation whether it be the prime contractor or sub
contractor, prior to the delivery of 'any classffied military information, and the 
'annual secrecy agreements executed thereafter, will constitute authority for 
delivery to such individual, firm; or corporation from time to time of other or 
additional classified information pertaining to any top secret, secret, confiden
tial, or restricted project, without the necessity of executing a specific secrecy. 
agreement in each case. A receipt substantially as follows will be obtained when 
the additional classified data are submitted to those who have entered into such 
agreement: 

Receipts is acknowledged of ---------------- and it is recognized that these 
data are classified and come within the purview of the secrecy agreement signed 
by ----------·------ on ----------------· · 

c. If the project(s) or contract(s) bear a top secret or secret classification, 
two copies of the executed secrecy agreement or agreements and two copies of 
each·annual secrecy agreement executed thereafter will be transmitted promptly 
by the procuring agency to the commanding general of the service command 
·within the geographical limits of which the work will be, or may be, performed. 
The commanding general of the service command will retain one copy and for
ward one copy' to the Provost Marshal General. 
• d. It is the responsibility of each representative of the War Department who 
invites bids in connection with a projeet or projects of a top secret or secret 
classification, to transmit promptly the following information in duplicate to the 
commanding general of the service command within the geographical limits of 
·which the work will be, or may be, performed : 

(1) The name and address of each prospective bidder or subbidder. 
(2) The address; full first and last names and middle initial; date and 

place of birth, of each officer and director and of all persons who 
will have access to the top secret and secret material. 

(3), The location of the facility at which the work involved will be, or 
may be, performed. 

( 4) The date of invitation for bids. 
e. It is the responsibility of each repriesentative of the War Department who 

enters into .a contract classified as top secret or secret, to transmit promptly 
the following additional information in duplicate to the commanding general of 
the service command within the geographical limits of which the work will be, or 
may be, performed : 

(1) The name and address of each contractor or subcontractor. 
(2) The address; full first and last names and middle initial; date and 

place of birth, of each employee or other person who will have 
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access to the top secret or secret materiel not included in a (2) 
above. 

(3) The location of the facility at which the work involved will be, or 
may be, performed. 

( 4) The date of award of contract or subcontract, and probable date of 
commencement of work thereunder. 

f. The commanding general of the service command will retain one copy o.nd 
forward one copy of the reports received in accordance with d and e above, to the 
Provost Marshal General. 

68. Consultation with responsible :µianufacturers.-The commanding officers 
of arsenals and depots and other officers engaged in work on Government con
tracts are authorized to consult with all in.terested manufacturers or their rep
resentatives, inventors, and other persons concerning technical matters in which 
they have .a legitimate interest. They will, however, inform all such persons 
of the classification of the projects, works, and developments. 

69. Responsibility of Army representatives or inspectors.-a. The Army 
representatives or inspectors of the technical service are the local representa
tives of the War Department and will take the necessary measures to insure 
the safeguarding of classified information or projects in the hands of the con
tractors or subcontractors or in process of manufacture in their plants. 

b. Army representatives or inspectors will advise contractors or subcontrac
tors as to their responsibilities and the practical measures to be taken to safe
guard top secret, secret, confidential, or restricted matters, and will act favor
ably, if practicable, on any stiggestion or request of the company tending to 
preserve secrecy. If at any time' conditions at any plant, or any action of a 
company or its employees, jeopardize the security of classified matter pertaining 
to the.War Department or violate the provisions of the Espionage Act, the Army 
representative or inspector will request the c9ntractor or subcontractor to take 
prompt remedial action. If adequate precautionary measures are not taken 
immediately, he will report promptly to the chief of the technical service con
cerned and, if the situation requires, to the commanding general of the service 
command in which the item is in process of manufacture. 

c. When Army and Navy inspectors are on duty at the same plant, the Army 
inspector 'will coordinate all security measures with the Navy inspector in order 
to avoid conflicting demands upon contractors. ' 

70. Responsibility of Government contractors.-a. A ifr.ivate .individual, 
firm, or corporation which enters into a contract to engage in teclmical work for 
the War Department becomes responsible in matters within bis or its control 
for the safeguarding of all top secret, secret, confidential, or restricted matters 
that may be disclosed· or that may be developed in connection therewith. A 
clause to this effect will be included in such a contract, but its omission will not 
release the contractor·from his responsibility under the Espionage Act and other 
pertinent laws. 

b. Contractors are responsible that all classified projects allotted to subcon
tractors or agents are fully protected by a similar agreement. 

c. Whenever for any reason a contract agreement or subcontract has been 
made which does not include a security clause but later is found to involve top 
secret, secret, ·confidential, or restricted matter, the technical service concerned 
will take the necessary steps to insure that the project or work is properly 
classified and that the contractor, agent, or subcontractor is informed of the 
classification and of his responsibility in the matter. 
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71'. Tests of classifled materiel.-Tests of ·classified materiel will be ade
quately safeguarded by all responsible officers. 

72. ~ublic display of classified materiel.-a; Commanding officers are respon
sible that all classified parts, components, or features of materiel are properly 
safeguarded during maneuvers, drills, parades, ceremonies, assemblages, demon
strations, or exhibitions, or exhibitions open fo the general public. 

b. (1) Photographs. of equipment while in process of development or those 
revealing processes of manufacture are prohibited unless authorized 
by the chief of technical service concerned. After an article of 
equipment has been issued fo combat units, release of photographs 
is permissible ·unless specifically prohibited by the instructions 
issued therewith. · 

(2) Requests for permission to take photographs of classified mater!ei, 
projects, or processes of manufacture will be referred to the War 
Department through the proper chief of technical service. If 
authority is granted, it will be with the understanding that the 
resulting photographs will be submitted to the War Department for 
review prior to release. 

. 73. Release of information or sale of materiel.-a. General.-Domestic sale, 
divulging information in connection with negotiations for foreign sale, and foreign 
manufacture of items of Army and Navy materiel and equipment are not permitted 
unless the War and Navy Departments are agreed that military secrecy is not com
promised thereby. 

b. International traffic in arms. 
(1) The State Department administers international traffic in arms and 

military materiel coming within the scope of the Regulations Gov
erning the International Traffic in Arms, Ammunitions, and Imple
ments of War and Other Munitions of War. 

(2) The State Department will,not release for foreign sale any it~m com. 
ing within the scope of these regulations until the War and Navy 
Departments have stated that there is no objection to the release on 
grounds of secrecy affecting the national defense. 

74. Protection of shipments via commercial carriers within Unted States 
or its possessions.-a. Selection of shipping method.-Disclosure of information 
pertaining to classified materiel will be prevented during transportation by one 
of the following methods of shipment, to be determined by a commissioned officer 
of the service, force, or organization authorizing its movement qualified to make 
such classification, by a higher authority so qualified, or by a military attache. 

b. Protection documents.-If size and quantity permit, classified materiel may 
be handled in the same manner as provided for similarly classified documents in 
paragraphs 26 to 29 inclusive. In cases where materiel is of such size or quantity 
as to create suspicion of itS character and .entail additional risk when transported 
in the same manner as documents, another niethod will be used. · 

c. Railwa~ express service protected by carrier's guards.-Top secret, secret, 
or confidential shipments may be shipped via Railway Express Agency, Incorpo
rated, after advance ·arrangements have been made for carrier to guard materiel 
from the time it leaves the hands of consignor until delivered to consignee. Not 
withstanding the general prohibition of insurance on Government shipments any 
classified shipments may ·be shipped at their actual value and notation of such 
value made on the bills of lading. (S.ee AR 55-105, AR 55-155, and TM 55-550). 

; I 
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The officer determining the method of shipment will certify to the officer issuing 
the bill of lading the valuation to be used. 

d. Ordinary railway express service protected by military guards.-This method , 
of shipment may be chosen for top secret, secret, or confidential materiel as pro
vided in a above. In such case the principles of regulations governing guarding 
of freight shipments (see par. 8, AR 55-155) will be followed so far as appropriate 
for express service, with the definite exception th~t guards with express ship
ments will be furnished with transportation requests. The number of guards 
detailed to protect the shipment will be a minimum consistent with security 
requirements. 

e. Air express ma commercial air lines protected by military guards.-The pro
visions of d above will govern generally. 

· f. Rail freight service protected by miUtary guards.-See paragraph 8, AR 
55-155. . 

g. Ordinary motor triwk freight protected by military guards.-The principles 
of paragraph 8, AR, 55-155, will govern. Only one guard will be used for short 
runs unless more are necessary. 

h. Water freight service protected by military guards.-The principles of para
graph 8, AR 55-155, will govern. When vessels are used which have arrangements 
for carrying passengers, transportation requests will be issued. When vessels are 
used which do not have arrangements for carrying public passengers, carriage free 
or at a reasonable charge, appropriate arrangements for meals will be negotiated. 

i. Straight or mixed troop trains.-Classified materiel accompanying troops 
will be adequately guarded by organization personnel. 

j. Gua.rds.-Guards sufficiently armed will be provided in accordance with para
graph 8, AR 55-155. Neither carrier's nor military guards will be used for·the sole 
purpose of preventing dis~losure of information of restricted materiel. Guarded 
service may be used on any shipment when necessary to prevent physical sabo
tage. When possible, where concealment of the arm is not necessary, subma· 
chine guns, automatic rifles, or rifles should be Pl'.OVided in preference to pistols. 

k. Shipment, confidentiai materiel without guard.-Shipments of confidential 
materiel, except c_ryptographic equipment and components thereof may, at the 
discretio!l of the chief of the technical service involved, be shipped by one of the 
following methods, without.guard: · 

( 1) P
1

rotected express. 
(2) Sealed freight or express cars. 
(3) Sealed truck under own motive power. 
(4) Flat car, provided trucks or crates containing said equipment are 

suitably locked and/or sealed and 'locked and/or sealed to the 
car. In addition, the equipment will be protected from external 
view·and injury from normal hazards in shipping. 

1. Shipment, restricted materiel witho1it guard.-Shipments of restricted ma
teriel, except cryptographic equipment and components thereof,. may b.e shipped 
by one of the following methods, without guard: 

(1) Protected express. f 
(2) Sealed freight or express cars. 
(3) Sealed truck under own·motive power. 
( 4)_ Flat car, provided trucks or crates containing said equipment are 

suitably -locked and/or sealed and locked and/or sealed to the 
car. In additi(m, the equipment will be pr.otected from external view 
and injury from normal hazards in shipping. 
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m. Shipment, cryptographic matcricl.-For specific means of shipments of 
cryptographic materiel reference should be made to letter instruction on this sub
ject issued by the War Department 

n. Shipment, classified files.-Shipments of classified files to records depots and 
War Department reeords depositories will be made as follows: 

(1) When the quantity of top secret, secret, or confidential documents 
remaining after down grading is small, the documents will be trans
mitted under separate cover as provided elsewhere in these regula
tions for the transmission of individual documents. A charge-out 
will be placed in the folder which contained the document and the 
document will be properly identifi2d as to the file and folder from 
which extracted prior to transmission. · 

(2) When the quantity of top secret, secret, and confidential documents 
which cannot be down graded makes the procedure above imprac
ticable, the files in which such documents are maintained will be 
packed in the standard records boxes prescrjbed by TM 12-259, 
securely fastened by flat steel stra11s. '.l.'he outside of the· box will 
contain no indication of the ·classified character of the files. The 
boxes will be shipped under security regulations applicable to bulk 
shipments of classified materiel except that top secret and crypto
graphic documents and messages in all cases will be accompanied 
by an officer courier in addition to armed guards. 

(3) Shipment of restricted files. Such files will be shipped in .standard 
records boxes in the same manner as prescribed for unclassified files. 

SECTION VI 

VISITORS 
Paragraph 

Classification------------------------------------------------------------- 75 
Authority for admission.--------------------------------------------------- 76 
Responsibility of commanding officer. Army representative, or inspector___________ 77 
Responsibility of Government contractors------------------------------------ 78 

75. Classification.-a. Foreign nationals.-For the purpose of these regula
tions, the term "foreign nationals" includes all persons not citizens of the United 
States, and citizens of the United States while a. representative, official, or 
employee of a foreign government, firm, corporation, or individual. 

b. United States citizens.-All citizens of the United States not incluqed in 
a above. 

76. Authority for admission:-a. General.-Correspondence and communica
tions relating to visits will be routed direct between the various offices concerned. 

b. Foreign nationals. (See par 25a.) 
(1) Subject to the approval .of the facility concerned, foreign nationals 

may be authorized by local authority to visit commercial facilities 
provided no classified work or project is shown or discussed. 

(2) Foreign nationals may be admitted to military installations for social 
purposes, for activities open to tlie general public, and in connection 
with emergency landings, by authority of the commanding officer 
provided no classified features are shown· or discussed. 

(3) Foreign nationals may be admitted to Government facilities; military 
installations except as provided in (2) above; and commercial facili
ties where classified work, projects or features will be shown or 
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discussed, only on written authority of the Assistant Chief of Staff, 
G-2, War Department General Staff. 

Application for visits· which require War Department authorization 
· will be made through .the appropriate diplomatic representatives 

except in the case of foreign nationals· employetl by citizens of the 
United States or by firms or corporations owned or controlled by 
citizens of the United States, for whom applications will be sub
mitted by their employers, approved by the commanding officer 
or management of the facility to be visited, and forwarded with 
the. recommendation of the chief of the technical service or appro
priate commanding general of the service command concerned to 
the Assistant Chief of Staff, G~2, War Department General Staff, 

· who will secure the recommendation of the Navy Department. 
·Applications submitted through either of the channels described 
above will include the following information: 

(a) Name in full. 
( b) Official title or position. 
(c) Name of plant or plants, posfs, camps, or airfields to which 

admission is desired. 
(d) Date of visit or "dates between which visits are desired. 
(e) Purpose of visit. 

For foreign nationals employed by citizens of the United States 
or by firms or corporations owned or controlled by citizens of the 
United States the following additional information will be required: 

(f) Nationality. 
(U) Length of service with present employer. 

(5) Prior to authorizing a visit to a War Department installation or to 
a commercial facility where classified work, projects, or features 
will be shown or discussed, the Assistant Chief of Staff, G-2, War 
Department General Staff,· will secure the recommendations of 
the Navy Department and the chief of the technical service con
cerned. Memliers of the armed forces of Canada and Mexico 
may, however, be admitted to Army posts, camps, and airfields 
near the borders oi those countries for occasional visits on the 
authority of the commandii:Jg general of the army,, defense com
mand, service command, or air force command havihg jurisdiction 
over such posts, camps, or airfields, without reference to higher 
authority. 

c. United States citi.zens.-Subject to the approval of the commanding offi
cer or the contractor, United States citizens, except those representing a foreign 
government, firm, or corporation, may be ad!l,litted to War Department or com
mercial manufacturing establishments engaged on classified work or projects 
under the following conditions: 

(1) Casual visitors may be admitted provided no classified work or project 
is shown or discussed. 

(2) Representatives of other United States Government agencies, manu· 
facturers, or their representatives, engineers, and inventors coop
erating in 'Var Department work and having a legitimate interest 
therein may be shown such works or projects as are considered 
necessary and desirable by the responsible chief of technical serv
ice. Authority for admission will be in writing.' 
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(3) Accredited reporters, photographers, and other representatives of 
pubpcity agencies may be admitted to War Department installa
tions or manufacturing establishments engaged on work for the 
War Department, provided classified matter, projects, or processes 
of manufacture are not shown or discussed with them. 

77. Responsibility of commanding officer, Army representative, or in
spector.-a. The commanding officer. of a military establishment or the Army 
representative or inspector at a commercial establishment is the local repre
sentative of the War Department in all matters regarding the admission of 
visitors. If, in his opinion, the situation at the time makes the admission of a 
visitor inadvisable, he is empowered to postpone the'visit and request instructions 
from the office which authorized it. 

b. The commanding officer or Army representative will make a report to the 
Assistant Chief of Staff, G--2, War Department General Staff, through the appro
priate chief of technical service or commanding general, service command, giving 
the following information concerning foreigners who visit establishments en
gaged in classified projects : 

(1) Name, official position, and nationality. 
(2) Authority for the visit. 

· (3) Matters in which the visitors showed the greatest interest. 
( 4) General nature of questions asked. 
(5) Expressed object of the visit. 
(6) Inspector's estimate of the real object of the visit. 
(7) General estimate of ability, intelligence, and technical knowledge of 

the visitor and his proficiency in the English language. 
(8) A brief list of what was shown and explained. 

78. Responsibility of Government contractors.-a. Contractors or subcon
tractors engaged in work for the War Department must place such restrictions 
on the movements of persons employed or entering their plants or offices as will 
give adequate security to top secret, secret, confidential, or restricted matters in 
.their possession. In view of the wide differences in organization, arrangement, 

• and physical make-up of individual plants, no specific rules are practicable. 
Therefore, local conditions at the plant and the classification of the project will 
determine the security measures to be adopted. 

b. The following general procedure in regard to visitors at establishments or 
plants engaged in classified projects for the.War Department ls prescribed: 

(1) Visitors will be accompanied during their stay at the plant by the 
inspector or Army representative, a member of his office, or some 
responsible person who is specifically informed as to the necessary 
limitations or restrictions, the scope of the visit, and the informa
tion which may be furnished. 

(2) Unless specifically authorized by the authorities mentioned in para
graph 76, visitors will not be allowed in any shop, laboratory, draft
ing room, or section of a plant where top secret, secret, confidential, 
or.restricted materiel is located or where classified work is in prog
ress, nor will they be permitted to take. photographs. 

c. (1) War Department contractors will submit to the commanding general 
of the service command or chief of technical service, whichever is 
appropriate, immediately upon completion of the visit, a report 
of all visitors, except United States citizens, who have gained 

36 ; ! 
AGO 3182B 

AR .380-5 
SAFEGUARDING' MILITARY INFORMATION 78-80 

Information concerning the classified work or projects. The rep2rts 
will include the following information: 

(a) Name, official position, and nationality. 
(b) Authority for visit. 
(c) Matters in which the visitors showed the greatest interest 
(d) General nature of questions asked. 
(e) Expressed object of the visit. 
(f) Estimate of the real object of the visit. 
(g) General estimate of ability, intelligence, and technical knowl

edge of the visitor and his proficiency in the English 
language. 

(h) .A brief list of what was.shown and explained. 
(2) The commanding general of the service command or chief of technical 

service, whichever is appropriate, will submit the reports to the 
Assistant Chief ·of Staff, G-2, War Department Gene1:a1 Staff 
through the appropriate chief of technical service. ' 

. SEarroN VII 

·AIR SP.ACE RESERVATIONS, RESTRICTED AREAS, AND RESERVED 
ARE.AS 

Air space rese.r.,;ations---------------"------------------ ----------------=~~agra~: 
Restricted areas----------------------·------------------------------------ 80 
Reserved areas ; establishment_ ___________________ -------~----~------------ 81 

79. Air space reservations.-a. Establishrnent.-Air space reservations over 
military installations or reservations over which the flight of aircraft is prohib
ited or restricted for the purpose of national defense or for other governmental 
purposes are established by executive order of the President of the United States, 
or by a State, Commonwealth, or Territory. · 

b. Responsibility of commanding offieers.-'l'he commanding officer of a military 
reservation, post, camp, station, or installation over which an air space reserva
tion has been established is responsible for the surveillance of the designated air 
space and for prompt report to The .Adjutant General, through military channels, 
of any illegal flight therein. 

80. Restricted areas.-a. Designation.-The commanding oflicer of a military 
reservation, post, camp, station, or installation is responsible fo{the designation 
and proper safeguarding of restricted areas in his military reservation, post, 
camp, station, or installation. If local conditions dictate, he will mark all ordi
nary entrances or approaches to such areas with. a sign reading as follows: 

WARNING 

RESTRICTED AREA 

It is unlawful to enter within this ----------------- without written permls
(Area, building, etc.) 

sion of ----------· 
(Authority) 

b. Procedure in case of violation. 

I 

(1) The commanding officer of a military reservation, post, camp, station, 
or installation will cause any person not subject to military law 
who enters a restricted area or building to be detained, warned of 
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his rights, and interrogated by proper authority; If it is a first 
offense and there is no evidence of deliberate intent, the offender 
may be warned against repetition and released upon the surrender 
of any unlawful photograph, sketch, picture, drawing,. map, or 
graphic representation in his possession. Otherwise the offender 
will be delivered without unnecessary delay to the· nearest United 
States marshal with a written statement of the facts, the names and 
addresses of the witnesses, and such pertinent exhibits as may be 
available. 

(2) When an investigation reveals that a person not subject to military 
law has entered such a restricted area or building, custody of the 
individual not having been effected, the commanding officer will 
promptly forward in writing to the nearest United States district 
attorney a report of all the facts, including the names and addresses 
of the witnesses. 

(3) A report·wm be made through military channels to the commanding 
general of the service command of each case brought to the attention 
of civil authority and will include a brief of all the facts and copies 
of all pertinent communications. 

81. Reserved areas; establishment.-Areas reserved for military or national 
defense purposes, admittance to which is either restricted or prohibited, are set 
apart by executive order of the President of the United States or by order of the 
Secretary of the Interior. 

SECTION VIII 

TROOP MOVEl\IENTS, INDIVIDUAL TRAVEL, AND l\IOVEMENT OF 
SUPPLIES 

Paragraph 
General------------------------------------------------------------------ 82 
Classificatl_on requirements------------------------------------------------
Dissemination of information------------------------------------------------

83 
84 

Rail and motor movements ___ ---------------------------------------------- 85 
• In staging areas----------------------------------------------------------- 86 
Embarkation-------------------------------------------------------------- 87 
Movement of vessels in harbors--------'------------------------------------- 88 
At sea-------------------------------------------------------------------- 89 
Returns to continental United States------------------------- ------ -------- 90 
~Iovements by air--------------------------------------------------------- 91 
Theater of operations in continental Unite<l States_____________________________ 92 
Higher classification_______________________________________________________ 93 
Reason for classification ____ ~----------------------------------------------- 94 
Periods of peace or following termination _of hostilities_------------------------ 95 

82. General.-a. Application.-The provisions of b below and }}aragraphs 83 
to 94 inclusive, will apply during periods of hostilities. The provisions of para
graph 95 will apply during periods of peace or following the termination of hostili
ties and before peace is formally declared. 

b. Responsibility of commanding offecers.-Commanding officers of units, re
placements, or individuals affected by the provisions of this section are responsible 
that such personnel are instructed in these provisions, advised of their appli
cability, and warned of the danger involved in the disclosure to unauthorized 
persons of classified iµformation concerning troop movements or movements of 
supplies. Necessary instructions will be given both at home station and staging 
area prior to· movement to a theater of operations. 
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83. Classification requirements.~a. Movements of personnel or supplie&.
Information of movements of personnel or supplies will be classified, when ap
propriate, as secret, confidential, or restrided by, or by authority of, any officer 
authorized to make or authorize secret classifications under paragraph lOa. In 
order to insure proper and uniform classification, it is essential that documents 
concerning movements be classified, when appropriate, in accordance with the 
principles contained in this section. · 

b. Troop movements or travel of replacements to theater of op'erations.
The following elements of information concerning troop movements or travel 
of replacements or individuals to a theater of operations will normally be clas
sified as indicated, except as stated in paragraph 91: 

(1) Searet.-Documents which contain any one of the following ele
ments, either directly or by implication, require a classification of 
secret: 

(a) ·oversea or intertheater destination in the 'clear, when such 
destination is an active theater of operations or a specific 
location within an actiYe or inactive theater of operations. 

(b) A specific port of destination within continental United 
States for return to continental United States· in travel by 
water. 

(c) Date and time of departure from a port of embarkation, 
a port of debarkation en route, a port of aerial embarka
tion, or a port of aerial debarkation en route. 

(d) Route, name, or destination of ship or con>oy. 
(e) Estimated time of· arrival at an oversea or intertheater 

destination, or at ports or airports of debarkation en route. 
(f) The 'meaning of an assigned shipment number so far as 

it represents a specific oversea or intertheater destination. 
(g) The oversea or intertheater destination represented by a 

temporary APO number. 
(h) Events en route involving enemy action . 

(2) C'on{idential.-Docmnents which contain any of the following 
elements will be classified confidential: 

(a) Inactive theater of operations as a destination, in the 
clear, provided the exact destination within the theater is 
not shown. I 

(b) Information or. description of unit movements of nonopera
tional significance within areas in or adjacent to active 
theaters of operations. 

(c) A list or tabulation of two or more units combined with 
and included under a single shipment number or other com
parable code designation. The combination of a single 
unit with its oversea shipment number and letter, or other. 
comparable code designation, however, is restricted 
information. 

(3) Restricted.-The following types of information, or documents con
taining this information, except as indicated in (1) and (2) above, 
will normally be classified restricted : 
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reports and communications concerning movements need 
not be classified if the classified elements of information 
and unit designations are not induded therein and ref
erence to the movement is made by shipment number and 
letter (or other comparable code designation), by tem
porary APO number, or by main number. 

( b) ·Troop movements between inactive theaters of operations, 
bet\veen the United St11tes and inactive theaters of opera· 
tions, within inactive. theaters of operations, and domes
tic troop movements within continental United States, 
provided such movements are not associated with further 
movement to· an active theater. of operations. 

(c) Continental United States as a destination in the clear, pro· 
vided the specific port of debarkation in travel by water 
is not shown .. 

c. Domestic travel within continental United States.-Domestic travel within 
continent11l United States of individuals which is not associated with further 
movement to a theater of operations or with classified activities will not nor
mally require classification. 

d, Movements of supplies. 
(1) Movements of supplies and impedimenta which are to accompany 

units, or are destined· for, or otherwise associated with specific 
units or specific troop movements will be governed by the classi· 
fication requirements set forth in paragraph 83b. 

·un Movements of supplies which-are not associated with specific units 
or troop movements: 

(a) Movements will normally carry a coded destination symbol 
such as a shipping uesignator or shipment number. Docu
ments covering such shipments which by inference or by 
literal reference compromis.e the meaning of the cooed 
destination symbol will require a classification at least as 
high as that of the meaning of such ·coded symbol. 

(b) Movements niay be audresseu in the clear to oversea destina
tion when authorized by the Secretary of War. '.l'his method 
of addressing will not normally be used when the presence 
of military installations such as oversea ports, combat air
fields, harbor defenses, or similar establishments will be 
exposed thereby. 

( c) When a coded designation of specific shipments, projects, or 
locations, such .as a consignee combination, is used in combi· 
nation with a coded destination symbol, the coded designa
tion will be classified at· least as high as the meaning of 
the coded destination symbol. Documents and reports 
covering shipments may be unclassified where 'the ·meaning 
coded destination symbols, coded shipinent designations, or 
other· coded data covering the shipment are not revealed or 
otherwise compromised. 

e. Movement of personnel or suppUes by hospita.Z ship.-Orders for movement 
of personnel or supplies by hospital ship will be unclassified if it is necessary 
that such orders ·accomp::iny the personnel or supplies aboaru the hospital ship. 
See AR 55-530. 
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84. Dissemination of information.~a. ·All persons connected with the mili
tary service who receive information concerning movements of personnel or sup
plies classified in accordance with paragraphs 83, 90, 9B, and 92 are forbidden to 
.make public or to inform unauthorizeu persons concerning the classified elements 
of such movements. 

o. When lt is necessary to advise relatives or other persons of approaching 
departure, ind·ividuals connected with the military service will not· disclose any 
classified information. 

c. Arrival in a theater of operations does not diminish the necessity of safe
guarding classified elements of information concerning the movement. After 
such arrival, no information will be given to unauthorized persons concerning 
names, destinations, or organizations, names of vessels, data concerning convoys, 
routes pursued, measures taken to avoid attack, date of arrival, debarkation or 
departure, or 1mmber of troops, or kind of cargoes carried. 

85. Rail and motor movements.-a. Reports concerning. arrivals and de
. parture of rail or motor movements within the United States which for any reason 
are classified, may be transmitted to persons authorized to receive such reports, 
unclassified, provided unit designations are not included therein. 

b. When rail or motor movements or travel of personnel are made preliminary 
to movement to a theater" of operations, cars, baggage, and impedimenta will not 
be marked in· the clear to show oversea destination, date ·of departure, name of 
ship, or oth_er classified elements of information. In such cases, impedimenta 
will.be marked with the assigned shipment number and letter or other comparable 
code designation. The unit designation will not be used as a marking on impedi
menta, although the company letter or abbreviation may be useu to identify the 
impedimenta of each company or similar unit in the movement. 

86. In staging areas.-a. Instructions will be given to all individuals con
cerned in the applicable security provisions of this section. 

b. Commanders of ports or airports of embarkation are authorized to restrict 
to prescribed limits all personnel under orders for movement to a theater of oper
ations for a period not to exceed 48 hours prior to departure. During this period 
of restriction, communication with other military personnel and civilians may 
be prevented or limited as may be considered necessary by the port or airport 
commander concerned. Special authority must be obtained from the War Depart
ment (if in the United States) or the theater commander (if ov~rseas) for placing 
personnel in restriction more than 48 hours prior to the expect,ed sailing or depar
ture. date. 

87 .. Embarkation.-a. Troop movements will be made so far as practicable 
with9ut attracting undue attention. Author:ity to use bands during embarka
tion of troops is left to the discretion of port commanders, where, in their opinion, 
the playing of a band will not jeopardize the security of the movement. 

b.:All persons not on official business.will. be.excluded from the piers at all 
times. 

c. Personnel may take cameras within the limits of the pier or overseas, subject 
to the restrictions imposed ]>Y the commander of the port, ship, theater, or .other 
area concerned. / 

d. Members of families, relatives, or friends of personnel under oversea move
ment or travel orders will not be allowed in the vicinity of piers on the day of 
sailing. 

88. Movement of vessels in harbors.-Vessels loaded with personnel or sup
plies will be moved under cover of darkness whenever possible. 
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89. At sea.-a. After sailing from the port of ·embarkation, the destination 
will be disclosed to· members of units, replacements, or individuals aboard ship 
only as necessary for training or indoctrination en route. When such informa
tion is disclosed, personnel will be warned of the classification thereof. Partic
ular care will be taken to insure that this warning is given all personnel who are 
allowed ashore at intermediate stopping points. 

b. Events at sea concerning or resulting from enemy action will be considered 
as secret information by all individuals concerned .. 

90. Returns to· continental United States.-Classification requirements are 
the same as those enumerated in paragraphs 83 and 91. 

91. Movements by air.-a. Generally, the same requirements for water move
reents apply to mov~ments by air of units or subdivisions thereof to a theater 
of cperations. 

b. In documents containing information of travel to a theater of operations 
by military aircraft of replacements, . and individuals, as distinguished from 
units, the inclusion of the following elements normally will require a classifica
tion of restricted only : 

(1) Oversea or intertheater geographical destinations, unless the presence 
of troops or particular military installations at such destination is 
classified higher than restricted. 

(2) Date and time of departure from port of aerial embarkation, or air
ports en route, subsequent to such departure. 

( 3) Air route, unless the air route is classified higher than restricted. 
(4) Estimated time of arrival at specific.oyersea intertheater destination 

or airports en route, subsequent to departure from port of aerial 
embarkation. 

(5) ·oversea or intertheater destination represented by a temporary APO 
number. 

c. The provisions of paragraph 83 will apply to information concerning the 
oversea travel of replacements and individuals when both air and water transpor
tation are employed .. 

• d. Orders and allied papers for oversea travel by commercial aircraft of 
replacements and individuals may be unclassified, even though they contain 
elements of information for which a classification of restricted is required by 
o(l), (2), (3), and (4) above. 

e. All individuals involved in air movements, communicating from interc 
mediate stopping points, will refrain from disclosing classified information. 

f. Operational messages limited to information concerning movements of air
craft in a theater of operations may be sent.in the clear when authorized by the 
theater commander. 

g. The specific airport of destination within continental United. States for 
returns to the United States by air from theaters of .operation is restricted 
information. 

92. Theater of operations in continental United States,_.The foregoing para
graphs of this section are based on the assumption that theaters of operations 
will be lot;!ated overseas. However, should any portion of continental' United 
States become a theater of operations, the provisions of the foregoing paragraphs 
nevertheless will apply, subject to the following: 

a. The portion so designated will be treated as an "oversea designation." 
b. The terms "continental Un.ited States" and "United States" will refer· only 

to the zone of interior (see FM 10.0--5). 
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c. The movements or travel by rail or motor from the zone of interior to the 
theater of operations, the security provisions applitable to ports of embarkation 
will also apply to points in the zone of interior from which direct movement 
tb the theater commences, and the provisions applicable to water movement or 
travel will apply to land movement or travel. 

93. Higher classification.-A higher classification than that indicated in this 
section may be assigned if the order, message, or other communication contains 
information which should be protected by a higher classification. 

94. Reason for classification.-,Vhenever a classification higher than re
stricted is assigned to a movement order, the reason for such higher classification 
will normally be included therein. An example of an explanatory paragraph 
is as follows: 

The following secret and confidential elements of· information are con
tained herein: secret equipment (par. Ile) ; tabulation of units (par. 1) ; 
confidential mission (pars. 2 and 3). All other elements of this order are 
restricted. 

95. Periods of peace or following termination of hostilities.-a. Appliea
tion.-The provisions of this paragraph will apply only during periods other 
than those of hostilities. 

b. Normal security requirements.-Information or documents concerning 
movements of personnel or supplies will normally be unclassified. 

e. Classification requirements. 
(1) Elements of information (such as destination, mission, and other 

elements which should be safeguarded) concerning movements of 
personnel or supplies, other than movements within oversea areas 
in which United States Army forces are stationed, will be classi
fied secret, confidential, or restricted only when such classifica
tion is authorized by the War Department. Separate instructions 
directing such classification will be issued to the offices and 
personnel concerned. 

(2) Commanders of United States Army forces stationed in oversea areas 
are authorized to classify elements of information concerning 
movements of personnel or supplies within their respective areas . 

(3) The provisions of paragraphs 84, 85, 86, and 87 will apply to classi
fied movements. 

(4) Whenever a movement order is classified, the reason for such clas
sification wm normally be included therein. An example of an 
explanatory paragraph is as follows: I 

The following classified elements of information .are contained 
herein. Secret equipment (par. Ila) ; confidential mission (par. 
1) ; restricted consignee combination (pars. 2 and 3h All other 
elements of this order are unclassified. 
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