
, 
-~-

I 
L 

,/ 

/ 

~ -___ :,! 

,, 
1 -~~: -~ 

'-i~L 

• 
the cc'ies a:'.'ld 

T!!ey have never hesitated to place 

at ou.r_ d.iai>oss:i. all tr-.e :z:.et1:o:":s a.,'rld. the resul~.;s of their labors, 
~- ' -:'.':----.:. 

witho-v.t !f}1ich)o;.;.:i:" efforts r.ould. have been very much less i:-roC:.uctive. 

It ie a ~~eat ~leasure to ackno~ledge oar i~&ebted:r:ess to them. 

Some of the material forming the basis of this sD.rvty is 

ta1:en :::ro:ro reports by various officers w:tlo 1;e:::-e n:.e1:::.bers of this 

section, a.nd. d."t:e c.ckno·.;led.ger::.ent s l::a ve bee~ :i:acie to thc·i r work at t'.:-,e 

-S;eoial ~ention is due to C~~tain H. L. Berthold, 

C. A. c., for bis i~valu.o.~le assista~oe in i~EtrJC~ing the o:ficers 

~~o cau:.e after him in ~ost of the ~etaila of the ~et~o~s as reg~rds 

codes describei herein. In this ITOrk he ~ay well be said to have 

been'& picneer. 

To Captain P. B. T.nitehead, F. A., are due nq sincere thanks 

for his lliany suggestions offered d~ring the course of-my labors and 

for his kin~ness and invaluable assistance in proof-raadi=.g the 

final copy. 

feb~..:&.ry 5, 1919. 

W. F. FRIED!r!!I, 
1st Lt. !L .. I.D. 
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This report is
1 

·~n;e~ded to give~detailed account of the - ,_.-;--; - -, 1-
teohnical work of the Radio Intelligence Section insofar as it was ... --~ q I 
concerned with the main function of the section, viz., furnishing 

to the proper authorities such information regarding the enemy and 

his intentions as could be secured from (l) the solution' of his code 

and cipher messages, and (2) a detailed study of his wireless traf-

fie. 

It is but natural that the progress made in all phase~ 

military activity during the European War shoul~·have included 

adva.~ces in.methods of secret communication. The development and 

. . 
or DIVFmrKA, (Divisions-Funker-A9teilung) or Divisional Wireless 

/ . 
Detachffient, so that he has a proper understanding of the relative 

positions of the various stations in the DIFUA, and their relations. 

Exhibit l, which is a copy and translation of a Ge :rm.an chart, 

will repay close scrutiny. It shows the arrangement of the stations 

in a typical DIFUA within a divisional area, and the variaoJ.S means 

of liaison which existed between them. For a detailed exposition of 

the Germen Signal Service, the reader is referred to the rGport of 

Capt. P. B. Whitehead, F.A., of_this Section. 

------ To facilitate reference, the e~tire length of the Western 

; 

~ Front was divided up arbitrarily accoraing to the number of German 

Arriiies o,ccupying it, and to the •ae·ctors• thus determined the con

secutive letters of the alphabet were applied, comThencing on the 

coast and proceeding in the general direction south. Since on the 
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• whole, the number and :relative positions of the GeI'!llan Armies on this 
. 

front underwent no marked change throughout the war, the letters ap-

. plied to the sectors could be applied also to designate the Annies. 

Each of these sectors in turn was divided up aocor~ing to the number 

of divisions holding it; to the sub-aeoto:rs thus formed beginning 

on the left, consecutive numbers were applied in multiples of 5 

(to allow for the appearance of new divisions). A D IFUA could 

then be referred. to by us aooording to the sector and sub-sector 

occupied by it, or by the division to which the DIFUA was attached. 

Thus the DIFUA serving the German 29th Di vi.sion when that organiza

tion was located in January 1918, on the right ba.."lk of the Meuse 

was referred to aa G-30, nan indicating the sector,, or the German 

Fifth A-rmy, and"30" the sub-division of the seotor (see Table I, 

below). Sectors were also referred to by a general name deri ve·d 

from the geographical location, and it may be useful to give them 

here. 

The following names and limits of sectors and "group secto:rs 11 

i.e., the sub-divisions of sectors closely allied by reason of the 

topography in the vicinity of the American troops were designated as 

offioial in Mar, 1918: 

SECTOR:~ 

ARGONNE or F-Sector 

VERDtrn or G-Seotor 

~OEVRE or H-Sector 

LOP....BAINE or 4-Seotor 

GROUP SECTOR: 

TABLE I. 
// 

I 

LIMITS: 

The .P.ISNE River to the eas
tern limit of ARGO!HlE FOREST 

Eastern Limit of ARGONTIB FOR
EST to !lOULAilfVILLE 

MOULAI1JVILLE to the 
ltOSELLE River 

The llOSELLE t:?i ve r to 
the PLAI Tu""E River 

PY-Group Sector 

ARGOY.!iE ~ F-SECTOR, GERl~N III ARMY 

F-10, F-15, F-~O 

DOPJ!OISE-G:roup Sector F-35 1 F-35 
-

ARGOinrE-Group Sect or F-40, F-45, F-50 
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VERDUN ~ G-SECTOR. GERMAN V ARllY 

W.MEUSE-Group Sector 

E. UEUSE-Group Sector 

ORI!E-Group Sector 

VAUX-Group Sector* 
. .; 

G-10, G-30, G-35 

G-30, G-40 

G-501 G-55 

H-5, H-7 

WOEVRE ~ H-SECTOR. GERMAN DETACH!lENT ~. 

EPARGES-Group Sector 

ST. MIHIEL-Group Sector 

THIACOURT-Group Sector 

. , 

H-10, H-20 

H-25, H-30, H-35 

:S:-40, H-45 

LOR~INE £.!:. I-SECTOR. GERf!AN XIX. ARMY. 

BERSDORF-Group Sector I-5, I-10 

BLAMONT-Group Sector I-20, I-25, ,I-30, :t-35 

if (NOTE: In the spring of 1918 the left boundary of the German 

Fifth Army was extended and made to include the region fonnerly 

oc~~pied by the right wing of Detachment non, but the sub-aeotor 

designations were unchanged.) r= p C IP HER USE .D TYFES or C-()f)._ AN 
.A brochure on the methods of secret communication used by 

' . -tl. Cvec-1':""11~.L,~ 1 
the Germans may well begin with a description of A'ohart(whiah 

was 11.ssued by the Germana themselves in April 1918 to illustrate 

the regulations for the use of code and clear text. T"nis chart 

~-0-l!E..S~~ is almost self-explanatory. Within the 

three-kilometer danger-zone no ~~ear text whatso~ver was permit

ted. The only authorized method of oommunioation within the dan-

ger zone, whether it waa by mea...~s of dogs, pigeons, ground-tele

graph, lamps, radio,. telephone, or even in- the case of courier~, 

had to be in a code called the THREE-NUMBER CODE. !fo other code 

_, _,,or_ cipher .was pe~~t,t-:y Artillery observers, and forward in-

~ telligence officers also had to use this mea.~s. The only exceptinn 

~ to this regulation was in the case of communication between aero

pla..~es and ground stations, in which case a specially prepared set 

of phrases and signals known as the EXTP.ACT FROU THE THREE-~lJUBER 

OODE was permitted. The re was a code, the AVIATI01I CODE, specially 

prepared for the,use of giant bombing aeropla.~es, and for balloons, 

which code is not shown in this chart 1 inas!Zluch as the latter is 

int~nded solely for illustration to troops. There was also a 
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s:pecial METEOROLOGICAL CODE. . " 

~:> 

For communication between regiment~\and artillery sub-groups 

-~ another oode, aalled the THF.EE-LETTER CQDE, aa well .. 
as the Three-Number Code was provided. For comr.!lunication to the 

right and,left _within ~he danger-zone only the Three-Number Code 

was used; behind this z::>ne the Three-Letter Code could be µse4. 7 
. ~ a,.·~/f 4--~iU'<. vtt 

. Communication betwee~ di visi0?-1 ;:;."'rd corp~-'\ was # mea.r1s of 

the ADFGVX CIPHER/ iJ- cdU-tJu ~ J .. n f-W»V~(Z.. 
Beyond that, the WAR DEPARTMENT 'conE, in f.a..dition to the \ 

aforementioned cipher was used. SL~ce ~essages in this code . 

were never sent by wireless we know nothing about it. 

T!le Germans were consistent throughout in applying some 

extemal differentiati~ marks to their various codes and ciphers. 
- ">:::::,,,, 

For example, their various ciphers bore in thei_r preambles the word 

•RICH!", "ALACHI", or "ITOCHI•, eto., designations made up of the 

abbreviation CHI (CHIFFER:eipher) and letters indioating the sys

tem. The four different codes which were in effect simultaneously 

were distinguishable from their exte~a.l appearance. For e _xample, 

the code-groups in both the Three-Letter Trench Code and the 

Aviation Code, consisted .regularly of combinations of three letters, 

but in the former the initial letters in each group were different 

from those in the latter, end 1n both cases the number of initial. 
·" 

letters was very limited, at first only three, finally, five. 

The exaot reasons for limiting the number of initial letters a:re 

not known, but there are ~wo which seem probable)/" 

----- l) These distinguishing features noii only as regards the 
c ~...../ initial letters in these two codes, but also as regards all 

the external designationfai'which went with their various codes 

and ciphers suo!l as RICHI, ALACHI, etc., would tend to pre

vent confusion, and expedite delivery and decoding or deoip!lei-, 

ing of ~essages within their own lines of communication. 

2} Limiting the nuzuber of letters to a given few wou1d 
, 

tend t.o reiuce to a minimum the errors of transmission, to 

which all ~essages transmitted by telegraph are subject, and 

~ 

. ·· • "-. \ \. \ ~- D!'"ClAfSlF ff;R_ 
\:l .\"\\.. ~ .~lo a ~ _o_ 
- · __ -=---- -----~~ -- . - ___!'_• __ -;__ ___ - -- ___ '"'.: ---~---- --
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enable suoh errors as do oreep in to be rectified more speed= 

ily. It is obvious that if the receiving operator is listen~ 

ing for a few of a limited number of letters he is apt to 

get them nearly correct. Aleo, in endeavoring to trace the 

incorrect letter in a code-group, the decoder.will have to 

deal with only a ve-ry limited numbsr of possibilities as re-

gards the initial letter in these codes or in other woris, 
( -

' 

the number of possibilities are extremely limited as ragaris 

one-third of each group. In the oase of the ADFGVX Cipher, 

.the fact that only six different letters were used enabled 

errors to be corrected very readily. In this cipher each 
~ 

plain text letter ~ represented by a combination of two of 

the letters A, D, F, G, V or X, a..~d it was rare that two 

letters in succession would be mutilated. Given one-half 

of each. combination aa correct, the number of possibilities 

was very much reduced as regards the letter for which it 

stood. 

As regards these codes, however, there was one disadvan

tage to the limitation of the initial letters; it enabled us to 
.. 

devise a compact~ simple system of recording or indexing the group! 

as will be explained further. Had each group of three letters 

b~gun·with the various le~ters of the alphabet, recording a..~d tab-_, 
- / 

ulation would have been a much more serious probl~m to us than it 

actually was. 

-----------

GENEF.AL P.EMARKS OU CODE. 

A CODE may be ·defined as a list in which letters, woria~ 

phrases and sentences are designated by arbitrar)r syn:bols, or 

groups of symbols,by the coxbinations of which it is pcssible to 

convey a message. T~e coie-designationa usually take the form of 

combinations of letters or figures, terwed code-groups. Vihen suo! 

a list is extensive and is arranged in so~e systematic form it is 

called a CODE-BOOK. In order to meet the requirements of special 
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ueage, code-boo~ vary great1y in their co~nts. It is obv.i ous 

that a code for a specialized branch of commerce, as for example, 

the rubber industry, would be very different from one adapted to 

warfare. The German Three-Letter Code is a· good exaruple of a high:f 

specialized code adapted to trench warfare. 

The process of transfo:rroing the clear text of a message 

into the corresponding code equivalents is called ENCODIKGa The 

process of converting the code equivalents of such a ~~seage into 

the corresponding·oiear text is called DECODING. It is obvious 

that this cannot be accomplished without possession of the code-

book. 

In a broad sense the distinguishing feature between cipher 

' and code is that in the former, one deals T.ith the individual 

letters of the message, whereas in the latter one deals with let

ters, words, phrases and even entire sentences. 

The advantages of code~ and o! oode over cipher as a. sys

tem of secret ooIIJtunioation are as follows: 

(1) It pe:rmi ts of· rapid encoding and decoding. In this re-

(2) 

speot oode is muoh ~o __ ,be pre_ferred over cipher. 
. . 

The _encoded messe.ge is usua~ly much shorter than the 

original clear text and. thus represents a. great economy. 

Cipher I!lessages axe( usually just as lon.g(sct:ietimes 

longer, than the co'rxesponding clear text. 

(3) It permits of a. high degree of secrecy. As distinguished 

from cipher in regard to the degree of secrecy, it may 

be pointed out that whereas the solution of a single 

message in a ci~her discloses the r.hole system and en-

---~----~- ables one tidecipher every ~s-t message in the 

7 
san:e key~ the solution of a single ~essage in code or 

the ccmp~rison cf a code ~essage ~ith the corresponding 

clear text affords only the solutions for the p~rticular 

cede groups of which the ~essage is composed, though it 

shou~d be added that these ~ay furnish valuable clues 

to others. Therefore, the degree of security is ~uch 

higher in the case of a good. code than in that of oii:her. 

The degree of security is indeed very high, unless a copy 
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' of the code-book falls iilto the hands of the en~my or so many mes-

sages have been sent that the enemy is able to F.ECONSTRUCT the 

code-book by a detailed a..~alyais of a sufficiently voluminous 

text; in such a case it beoomes tantru:uount to the actual posses-

sion of the code-book. What is meant therefore by the process 

of "solving a coden is the reconstruction of the code-book. 

There a.re, in general, two types of code-books. In the 

first type, the clear-text contents are arranged alphabetically 

and are accompanied by their corresponding code-designations ar

ranged in systematic form (either nmr..erically or alphabetically, 

whichever form the co~e-groups take). In such a code only cne 

arrangerr.ent is necessary, the same book serving both for encoding 

and decoding. In the second type, the clear-text contents are 

arranged alphabetic&lly, acoowpanied by their corresponding oode

designations which have been chosen at random, and therefore :fol-

low no system whatever. 
I 

Hence, in such a type, in addition to 

an encoding book, a decoding book is necessary, in which the code 

design~tions are arranged systematically, accompa...~ied by their 

corresponding clear-text, equivalents, which-are tLen at random. 

It is easy to see tbat in the former type the solution of 

~pode-group will offer clues to the solution of code-groups nalpha

betically or numerically related" to the solved group; for in

...- ste.noe,/it code-group 123 ha{ been found to 'be the word DER, 122 ? may be DEN and 124 may 'be DES. In the latter 'type of code-book 

no such clues can be derived. The group 123 may mean DER, and 

124 may nte_an WANN. 

Now when a message has been encoded, and the code-groups 

are then enciphered, the rs"Sult is spoken of as EECIPHERED CODE. 

For exarr.ple, if the code-groups for the phrase •ACCORDI!~G TO RE

PORTS RECEIVEDn are 472 807 and some system o! enciphe.rn:.ent is 

applied to the~ so that they appear finally as 609 851 or aa 

RAN KVS, they would be spoken of as being nenciphered coden. 

If great secrecy is desired, sorue form of enciphe rment 1& 

therefore applied to code. Should the enemy possess a copy o! 

the code-boo~, he would still be confronted with the necessity o! 

I • I 
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solving a cipher. 

In codes of the first type defined above, it is usual to 

apply some form of enciphennent which can be changed at will, and 

often, without necessi tat1:-~ a complete change in the form, con-

tents, or the code-desig~.i.ations of the code-book. For this pu~ 

pose, EUCIPEERING TABLES are used, and cha..:.'1.ged as often as neces-

sary. But in the case of the second type, secrecy may be at-

tained by a frequent change in the co~e-designations in the en-

di rt i .:..' ·1~ h t-l- f 1 t co ng pa , necess uau -en, eac .Lil•e, o course, a comp e e re-

vision or rearrangement of the decoding part. In short, in deal-
' . 

ing with the latter type, when we will speak subsequently of a 

•change in code", it will be ~ea.nt to indicate merely, that a new 

edition of the code-book r.ent into effect; the code contents re-
. . 

mained fixed, but the code-designations changed. 

Now the Three-Nun:.ber Code was an example of the first 

I 
I • • 

The form and contents of the ood.e-book were standard. through- i_I 

out the German Armies on the T.estem Front. Each di vision issued 1 

type. 

its own Enciphering Table e...~d secrecy was maintained by frequently 

ch~nging it. 
;~' /7~ _ _:~f .. :~·· .: ~ ;:;;:.~-;.. 

' • ~· · ·- : ... The Three-Letter Cod.a was a.n example of the second type. 

The form and contents were also standard. throughout t-he Ge.rr::an 

Armies, but each Amy issued and ohs.nged its ed.1 tions independently 
,./ 

of the others. Therefore, there we.re about ten different editions 

in effect simultaneously on the Western Front, a.~d it was obviously 

necessary, therefore, to restriot one's study to the particular 

edition with which one was concerned. 

The process, therefore, of solving the Three-Number Code, 

= I 
ii!_ 

i 
I 
I 
I • I 

I 
I 
I 
I 

after a copy of the code-book had beer: captured, involved in reality ·i 
only the a....~alysis wtich was necessary for the ~constrJction of I 

I 

I 
the enciphering table, ~hereae the process of solving the Three-

Letter Code involved the analysis necessary for the reconstruction 

of the code-bcok. The two processes were very d.isairt.ilar. 

PPJ:PARIUG TEE l!ESSAGES FOR STUDY. • 
It will be essential first to describe the manner in which ~ 

the material was prepared for study. 



-. 

All ~essages as they arrived from the intercept stations 

first, went through the office of the Adjutant of the code office, or 

the neuter Offioen as it was called. Here a clerk separted the 

code messages from the cipher, a process which was usually very 

easy and which was learned after a little experience, because the 

mess~ges bore on their face the distinguishing characteristics ap-

plied by the Germans thaffiselves, as mentioned' before. On account 

of the impossibility of preventing the ooca.sional filtering through 

Of messages not in enemy coie or cipher, but in our Ov7n Or in that 
' 

of our Allies, the clerk had to be familiar with the exte:m.al ap-

~earance of the latter ~essages, whic~ waa also very easily learned. 

First of all, the German Raval, Diplomatic, and Colonial 

Code text wbich was intercepted by the station at G.H. Q. r.as sent 

directly to the office of the Chief Clerk, who supervised the sten

cilling of this material, which was then sent to the proper author-

it;es at Washington. 

this office. 

No work on these messages ~as attempted in 

Next the cipher text· and text of the codes used on the 

Western Front were sent directly to the respective depart~ents con

ceme·d. 

The "Inner Office" of the section was subdivided into a 

number of d.epartn1ents,, each concerned with a particular e:iemy code 
/ 

or cipher. Graphically,, the'distribution was as follows: 

-~ 

It) Code Dept. 

3-Letter Code 3-Uo.Code 
Division Division 

INNER OFFICE 

Aviation 
Code Div. 

Cipher Dept. 
ADFGVX Cipher 
WILh"ELll Cipher 
Other ciphers 

Goniomet r:b 
Eept. 

~--~__..._...;1,__~I~•...,,_, t 
G-Sec. H-Seo.''·- G-Sec. H-Sec. 
Group Group Group Group 

The code department had a clerk whose duty it was to .receive 

from the "outer office•, and to arrange the code ~essages for sten-

oiling. It was fir~t necessary to separate out the vari~~s codes, 
, 

and then, 1n the case of the Three-Letter and the Three-!~ber 

-. ~·~~~~~Q_r~-0~ 
·_ r ___ --- '_~_! ~-----·____!-~~-

I 
! 
i 

I 
I 
I 

I 
I 
I 
I 
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Codes, to sep~rate the messages.into the G-Sector and R-Sector 
'1~ ~.v.J.e. ~~ ~4 

piles. ~~"!!-S'Orling=wa:s-d'One by means of the "Daily Field Station 

List" ful"!lished by the Goniometric Depart~ent (see Part VII, Seotionl) 

a.~d the sector concerned was indicated by colored pencil on each 

telegram. He then arrar.ged the messages in each pile a.cooriing 

· to the following: 

(1) All messages from the same sub-sector ~era first 

brought together and the separ~te piles were arranged 

numerically. Thus there might be five messages from 
~.4" !'~ 

H-10; fo from H-15; 1 from H-20, etc. 

(2) All messages within the same sub-sector were then 

arranged as regards time of transmission from 0001 to 

2359. (The 24-hour system was sta..ridard). 

(3) All messages of approximately the sa.rne hour were then 

arranged with reference to keeping together, or as close 

together as possible, the messages between the sarr.e 

sending and receiving stations. 

It is in this ·process of final sorting that the best 

judgment and experience of the clerk were brought into play, not 

only as 'regarded the ultimate sequence of the telegra~s, but, what 

was of greater importance, the bringing together of duplicates 

(the same message might have b~en intercepted by three of four 
/ 

different stations) and by means of a careful comparison and a 

judicious discrimination, correcting one copy which was taken to 

represent the original telegram with a minimum number of errors of 

transmission. 

~· ----- In doing this the clerk r.as t;uided by the number of inter-

11 oepts which agreed and by the reliability of the stations concerned; 

one station may have been kno·nn to be very reliable, either being 
' 

closer to the t ra.-Tls!Iii tting station, having better a:oparatus, or 

batter operators; the other station ~ay have been kno~n to be 

usually unreliable, on the sa~e basis. All of these fac~ors co:in-t.t:d. 

l!any times, however, ~ r.as impossible to decide r.~ich of two or 
-

three different readings was the correct one. In t!:is case t'te 

clerk i~serted at the proper Flace~ on V!le copy, the other inter-
.. 

ce:pted readings in rs.renth,esis, ~d. ''--e=!i:P.a± eAr.v .._,.. •'L - ~ "".r-:r,_.~ .. ;a....Q+-a~ 
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i.n..~~r-0a.pt-ed~-!'ee4in-grttt -pare"n""tli"e"S'f~ and the f ine.l copy, when it 

was put into the hands of the code-solvers, showed these alternate 

readings. 

The assorted ~essages were then turned over to the typists 

for stenciling. Each ma·ssage wc-:.s accompa..Tlied by all indications 

in clear at the beginning or at the end of messages, and the latter 

were car~fully typed out, leaving a fair amount of space between 

lines to admit of the insertion of values later. 

The stencilied text was then distributed to the respective 
I 

sub-divisions concerned. 

tet us examine in detail the attached san.;ple sheet of text 

of the Three-Letter Code. 

The heading on the ~age is as follo~s: 

"Hn SECTOR-ALBERT CODE N0.17 (Started August 22, 1918). 

It was stated abcve that there were about ten different 

editions of the Three-Letter Code in operation simnltaneously on 

the r;estern Front all the time, since each Anny issued its own 

edition independently of the others. When this office.wa~ opened, 

study of the Three-Letter Code was restricted to the ~aterial com

ing from that portien of th~front occupied by the Fifth Geman Army, 

i.e., The Verdun or G-Sector; later the material ooming fro~ that 

portion of the front occupied by the Gel"iLan unit called DETACIDfEUT 
I 

"0", i.e., the Woevre or H-S~ctor, r.as added. The n:aterial from 

all other sectors was studied by the British and the French office~, 

in accordance with the portion of the front held by each. 
~ 

For convenience in reference, the code applying to each of 

J ~ these sectors was given a narr.e, chcsen p..:rely arbitrarily by the 

office studying the cede concerned; and since these codes ncr:anged" 

(i.eq a new edition we:r1t into effect) at zr.ore o:r leas regular 

intervals, each :r:a.rt1cular coie had. in ad.dition a serial nur,ber. 

As to hot'i it wa.s dete :rrr:i'!"'~ed r.hen the coie chan;ed., that will be 

taken up later (S::-e Paee·--). "r!Jen the tvpe of a code changed 

in so~e very noticeable ~ar.r.er, a new na:r.e was a~plied ar.d this 

formed the starling :i;oint of a new series of co:l.es. Thus, for 

exat!:ple, nTI:.e Fritz Code•, which was. in operation in the G-Sector, 

was replaced by ".Andre'~Co!ew, w~ich in turn r.ae succeeded by "Uar-

eel Code". The r.a..rue "Alcerl" was applied to the codes used by 
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the ene.u:y, in tlll'H-Sector. and there were in a.11 s"bout a dozen 

changes from the beginning of the study of this code until the 

signing of the armistice. 

The ~eading on this sheet, therefo:re, whews that the text 

applies to Al°b8rt Code Mo. 17, which con.ir:~nced on August 22. 

Below this heading is indicated, for the attent~cn of the / 

mailing clerk, to Tihat distribution this material belongs. The 

proper distribution of all material to other offices is a function 

of the Outer Office. 

The date on which the messages were sent is given on the ,_ 

same line. 

Then follow the telegrarr..s, each numbered alvhabetically 
AV>/~· 

beginnir1g 'IVith A at the top of each page~ ~ ""fhe l&t'Ver a.re n1:m-

bered co~secutively in each code. This proVides a convenient, 

sta..ridard way of referring to every telegram; for example, 47A. 

The most important use of this will be discussed late~. 

A ste:n.dard form was adopted for setting forth eaoh tele

gr~ /A few words on the various parts, together with a general 

discussion of the use of abbreviations may be necessary. 

Let us take telegrazr. 47B. First come the caJ.l-signs of 

the stations concerned. These are naturally given in the telegram 

itself. The abbreviation "v" sta_"lds for the wo:rd. VON (frcml. 

This ~essage was sent fro~ station GMI to station DIM. 
r 

Theny 

parenthesis is given the loc~tion of eaoh station as detenr.ined by 

the Goniometric De.:part:rI;ent B!"!d given in their Daily Field Station 

List, a copy of ~hich, applying to the day's traffic u.."1.der consider-

ation, is attached. It shows that GMI 1 the sending station, is 

located in H25, a."1.d is indicated as station 7 in the group, a di vi

eional station; DIM, the receiving station, is located i~ H7, an~ 

is indicated. as station 5 in that grcup, a regi??:ental s7.at1on. 

By re!erring to the GROUPII:G of the Ge::'IT:5.!: P..adio Stations as given 

on tte Station List, it will be seen that DIU may be the call of 

the station attached to the 109th, 110th or lllth Le....~d~ehr Regi-, 

~ent, or to the 8th Landwehr Field Artillery Regiment. As regards 

station' GM!, no regimental nur:.berp have been identified as yet. 

r.e will see later how all tcis inforrr.ation may be used. 

~\\.~- ~~~~~Q-~ 
:: .' - _' i --- --

i 
!I! 

I 
I 

!! 
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After this comes the name and number of the intercep\~~ 
1-1'~ ys.J~ 

stations, and the time at which they picked the message up. ;•TlJ 
,, n 

stands for Toul, S for Souilly.. Then follows the Gern:an time and 

all other indications contained in the preaEble of the message. . 

Inasmuch as the German time on the Western Fxont was ~ade to corres-
, 

pond with the time at Berlin, there was usually a differance of 

about one hour between the German time a.."'1.d the time given by the 

intercept station. Also, the German time applied to the time 

when the message was pre~red, and since ~essages cou14 not always 

be transmitt~d i~mediately af~er their preparation, the diacrep-

m cy between the Gerrr.an time and our own varied •. 

The abbreviation CHI stands for CHIFFER (cipher) and ZI 1 

for ZIFFER (cipher). As a rule, a CHI despatch was a tactical 

message; a ZI telegram dealt r.ith station operation. However, 

these distinctions were not always used consistently and invariably 

by the German operators. 

Then followed the number of groups in the message. Wbere 
• 

our intercept stations failed to get this number it had to be omit-
' 

ted rather than indicate a number found by counting the groups re-

cei ved. 

Often certain abbreviations would be given by the Genr.an 

operato.r in the prearr.ble 1 and these were ali'\1f.YS included in the 
; 

stencil.fed copy because they_ rf~metimee furnished clues of the utmost 

importance. A complete list of the abbreviations used in Gerrran 

wireless traffic is attached to this .report ~onning a part of Seo-" 

tion -- Part VI. 

As a good exe..rr.ple of an ir.porta."'1.t ciue furnished by such 

abbreviations a..~d indications in clear, a case will be given. 

The following message was found in the text of or.e day's 

traffic: 

DZE v DGS 
r. ' . r,,, . \ 

(H-35 v H-40) T-3.17.03 \...l'."vol.........,t'1\.ft.1 , 6~.....-w.) 

umi DEX F...A T - UR DGS BP 

When the abbreviation llR (MOTOR TRODBLE) ~as recognized 

as being part of the message, instead of regarding the two groups 

DEX and RAT as containing errors in their initial letters it ~as 

"- \ \\. ~ orc1G~'5._ _Q i.\~- .·. '~::• ·. r . 
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Se en that if UNM was the code group for ST.ATIOU, the message rrould 

k 1 t I 1. · · ... h t ""h rta e con:.p e e sense as it stood. )\ It was a so noi;ea. 1.1 .a· "'--ere was 

a station DEX which took part in the day's traffic some hours after 

this reeseage was sent. The carelessness of this oporator gave us 

the solution for the group urru, evidently STATION. 

Often a relayed ~essage will contain in its preamble just 

before the Gerrr.a..Tl. time-grcup the phrase (AN GUS) or (VON" DPN) rr.ean-

ing that the message which follows is to be relayed to GSU, or ca~e 

from DPN. 

As soon as the messages of each day's traffic had been 
I 

stencilf.ed, copies uere furnished to the officers assigned to each 

code, who kept them in loose-leaf binders. The text was recorded 

as it came 1n}by a. group of clerks, a.nd inasmuch a.a the method of 

indexing a.nd reoor-ding was an important preliminary to the study 

of a. code it may be useful to explain it in detail. The writer 

·1s pleased to acknowledge his indebtedr.ess to Second Lieutenant 

D. D. Milliken, Infantry, for a preliminary report on this phase 

of the work. 
~ 
. ,_.,, RECORDIUG A11D INDEXING THE THF.EE-LETTER CODE TEXT. 

I !J I. 1TECESSITY FOR, AIID PUP.POSES OF, RECORDING. 
. . 

In working with the Three-Letter Trench Codes, two require-

ments in the way of recording the individual groups were immediately 
~ . . 

apparent. 

l. A method by which the following features of eaoh code

group could be referred to readily and made use of: 

a. Frequency of occurrence. 
b. In what messages the group appeared 
c. Its relative position in each message 
d. Whether or not a solution for the group had 

been found, and if so, what the corresponding 
clear text was. 

2. A ~eans of easy reference,. by which any letter, word., 
O"'t-' 

phrase, nll!'hber e£- character, could be locked up, and if 

solutions had been fcl.llld, the code-group or groups 

which represented it. could be determined. 

II. !IBTHODS OF_ RtCOF.DING. 

In meeting the first requirement, a system of charts Tas 

used at first, and though it was soon discarded, it will be of inter-

est tp describe it. 

\... \ \.\ ~ DSCLASSIFIEJ<. 
\~~\"\. ~ .~tL<.n a_ ·eii_.Q _ 

, ____ :.·::.~,,,.. t.-. 

I 
I 

I 

I 
I 

I 
I 
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1. CHARTS. This method, was in use for several months while 

the codes consiste~ of groups beginning with the initial 

letters K, R1 or u, and the.re was a: separate chart fer 

each initial letter. The following diagram of the "K 

Chart 11 is an example: 

A 

C: 
D: 

. . . . . . . . 
E: : 

B C D E . . . . . . . . . . . . . . . . . . . . . . . . . . 

. . . . . . . . . . 

FGHIJKL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

. . 
• . . . . . . . 

1l N 0 P Q R S . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . • 

• . . . . . . . . . 

TUVWXYZ . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . 
• 

. . 
. . . . . . . . . . . . . . . . 

• . 
• . . . . . 
• . 

F :';(:· . . . . . . . . . . . . . . . . . . . . . . . . . . . . • • . . .. . . . . • . . . . .. . • • . 
• 

.. • 
G: 
H: 
I: 
J: 
K: 
L: 
M: 
N: 
O: 
P: 

R: 
S: 
T: 
U: 
V: 
X: 
Y: 
Z: 

. . . . . . . . . . . . . . . . . . .. .. 
. . . . 

. . . . . . . . . . 

. . . . 
• . . . . . 

. . . . . . . . . . . . . . . . . . 
• . . . . . . . . . 

. . . . . . . . . . . . . .. . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . . . . . . . 
. . . . . . . . 

. . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
• . . . . . 

. . . . . . 
. . . . 

. . . . 

. 
• 
• • 
• . 
• . 

. . . . 
• • . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

. . 
. . 
. . 

. . . . 
• . . . . . 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

. . 
. . . . 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

. . . . . . . . . . 

. . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

. . . . . . . . . . . . . . . . 

. . . . . . 
• . 

. . . . . . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

. . . . . . . . 
• . 

. . . . . . 

. . 

• . . . . . . . 

. . 
• • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

. . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . • . . . . . . • . • . • • • . . . 

The chart, being ruled off on a sheet of cross-section, or 
quadrille-ruled, papar g~ve 676 small recta.~gles 1 one for 
each of the possible co~binations of two letters of the 
alphabet. c.tf ~ '-' 1' 13: .... ~'-<,~~,...:-~~'"I..(., :r.._~ °- ./tL<.'t-<J..-+.-v;lr_ 
J ~ J..,_ .,,.:,.,,,~ ... ~ ~ ~ ...c.~i.-. '"'"-¥~-:~ . "./ 

In recording the group KFAj for example, the initial 

letter K indicated the "K-Chart=; the second letter, F 

was taken in the vertical colUl!i!l at the left side of the 

sheet, and thir~ letter of the group, A, taken in the hori-

zonatl row at the top of the chart. In the diagram -en-the 

~' the position of the rectangle for recording 

the KFA groups isa~or.n by the X in the rectangle. 

The system of labelling zessages in the text ~ade use 

of a series of alphabets tc indicate the consecutive mes-

sages, because at this ti~e the pages of text wera not 

nun:. be red. Thus: the first ~essage on the first page of 

text was indicated AA, the second ~essage AB, the third AC, 

etc. These letter indications were continJed from page 

ii 
iii 
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'•'t to page unti1 zz was reached, when a new combination began 

using letters A'A, A'B, including Z'Z, after which A' 1A, 

A''B, etc .. , and i! necessary A'''A, A'''B, eto., were e24-

ployed, until the code changed. 

For example, the rectangle recording KFA r.culd look 

somewhat like this: --
: nsTATION" : 
: ( 45-14d-8f-95) : 
:AC,, DE, FKd, FLd4'HJf, KH, L!fd1 MDf, : 
:PS,RTf,RVd,SALTK,VB,WCf,WGd, 
:vra,WJ;WL,WM,W¥,A'B,B'Df,C 1 Kd, 

. 
• . 
• 

: c 'L, c 'N'' D 'K, D 'Vf I - - -

: - -A' t:g, C1 'Kd. . . 
. 
• . . 
• . . 

In the .record above, the ffiessages in which KFA have 

occurred are shown in consecutive order. The lowe~ case 

letter •d•, (the abbreviation of the French wo:LU ndebut",), 

after the designation of the message, shows that .in the m.es-

sages FK, FL, etc., KFA is the initial group. 

with Wfn, (abbreviation for "fin"), in the messages HJ, MD,_ 

etc•, KFA was the final group. The underlining of the 

message, e.g., RT~, TK, and m, indicated a recurrence, or 

the fact tbat the group occurred twice. 

It was customary" to send all solutions, as they· ':iere 
I 

discovered, to the French and British. If confin:ied, the 

solution was. entered. in the rectangle, e.g. nsT.ATIOU" as 
\ . 

shown abo~e, If not confirmed, it was entered neverthe-

less, but a question mark, indicating th&t it was. doubtful, 

was placed after it. 

The foll01fing is the explanation of the figu!'es 

shown in parenthesis. After a code had run its course the 
-

more frequent groups were ex~ined ar:d the total n1llliber of 

occurrences, n:.:r5ber of ti::ies as initial a..11d as final groups,, 

and number of recurrences, were r.oted. " ( 45-14:i-8f-9r) n 

indicates that EFA appeared 45 ti~es, 14 tiwes as the ini
q 

tial group and 8 as the final,, and that it recurred in R4tt~ 

measo.gee. A sa,,;ple of such e. chart is attached Iii.a Exhibit~-

------------
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2. RECO~ BOOKS. Shortly after the appearance of the 

initial letter S, in addition to K, R, and u, it was decided. 

· to use a system of :record books, one for each initial let-
' ter. Each book contained 13 sheets or 26 page,s, one page 

for each letter of the alphabet, each page being divided 

into 26 parts, with a line for each letter from A to Z 

inclusive. 

At the sarr.e time, the manner of indicating the mes-

sages was changed. 

bered, the succesive 

beginning at the top 

the first message of 

Each page of stencil~ed text was num

messages on each page being lettered, 

.o:f ea.::Jpage with the letter A. Thus: 

tne text would be indexed in the ~ac-

ord books as 1-A, the third would be i-c, the second mes

sage on page two •Tould be 2-B, the third on page 11 WOl,lld 

be 11-C,, etc. 

The method of showing the relative position of the 

group in the message was radically cha.~ged. A circle was 

drawn with a colored pencil around the number of the mes

sage as indexed in thebook, the following scheffie being 
I . 

employed: 

First ---- group in the message Green circle 
Secol"..d. --- n ti ti 1! Blue If 

Next to last n " If n Yellow ti 

Last n ti If a Red " 
,1_ , 

If the group appearad in the interior of the message there 

would be no circle aro~i the index nurr.ber. 

sage consisted of only one gioup, two circles, green and red, 

one within the other, were used, as the group was both the 

first and last. In a uessage of two groups, the first 

would have two circles, green and yellow, the second having 

two also,, but red and blue. Si~ilarly, in a three group 

telegram, the first group would be within a green circle, 

. 

I 
second, or I 
Recurrence~ 

1
. the third, or last, encir~led in red, while the 

middle group had two circles, blue and yellow. 

were indicated by underlining, as in the case of the charts. 

(Exhioit )(}. 

3 I 
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In 'Vlhat follo·ws, whe'n the "oolor of a group" as shewn 

by the indexes is referred to, it is this coloring scheme 

that is meant. After the occurrances of a frequent group 

had been .raco.rd.ed, certain inferences could. be r:.ade from the 

colors alone. 

In fact, the importance of the positional features of 

code-groups and their frequencies, led to the adoption of 

what was called the "formula of a group". This was simply 

a condensed statement of the f.requenoy of each group and 

the positions it occupied in the text. The significance of 

each n'Wtber in the formula was as follows: 

1st No. Total f raquency 

2nd ff no• of times appearing as initial group 

3rd tr ff " fl tf ff 2nd " 
4th ff " " " n " next n 

to last It 

5th " " n " n n last n 

6th " ff ff ff " n a.n. in- n 

' terior ft 7th " If " " is :repeated. in messages. 

After a short acquainta..~ce with such formulae the 

code solver could tell at a glance the general characteris

tics of a group from the forwula alone. ·This was found to 

be very useful. 
/ * " Jl JI.. When the umlauted.' letters A, u and u were added, an-

other index book 1vas ad.ded to the system, and this was re-

served for the groups containing an umlauted lett~r. In 

recor~ing such a group, only the secobd and the third let-

ter were considered in regard to the page, and the line on 

that page. A cer:;a1n portion of each line was reserved 

for similar groups. Thus KFl would go on line A, p~ge F, 

in the portion reser1.red to K. P.FA 7.'"ould. go on the san:.e 

line but in a portion reserved to R, etc. 

In the actual recoriing of the telegrar~s, they ~ere . 
, 

taken in the or5.er in t.hich they were stencille~ for text 
I 

and each group enterei from day to day as it occurred. To 

maintain a check on the entry of the groups a..~d to be sure 

that none ~ere ~issed or left out, as each group was entered 

I 
( 
• 

-
·"1 

~ 

~ 

I 
I_ 
I 
~ 

IE 

I r 
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or indexed i~ the bookB, from the set o~ text used for xe-

cording, a dot was ~arked in pencil above it. 

Where the number of offieers and clerks working with a 

code was large enough to make it necessary, extra sets of 

bocks r.e re made up, so that no time be lost • As soon aa 
...--. 

one day 's text r.as recorded in one set of books, the 
\..._.., 

clerks were set to work X transferring the record.a in 

the other sets .. 

III. ADVA1~TAGE8 A1JD DIBADV.AHTAGES OF EACH SYSTEM. 

l. CF.ARTS. The advantage of the chart method lay in the 

fact· that all of the groups -=o.eg~n~ing with th-e-eame-in~~~..a.l 

icc;e? were before one at the saze ti!!:e and it was easy to 

see which was the most frequent. This advantage r.as more 

than offset by the numerous disadvantages which this system 

11 had. 
.~ 

.r""' a.. There was 

~ espeoia.lly 

not sufficient si:aoe in each of the rectangles, 

i~ the code happened to run for a longer period 

than usual; the result was that the indexing overlapped 

into other reotangles)causing confusion. Furthe .nno re~ 

it was necessaxy to use very small letters and figures 

in recording, and this feature was not only hard on the ?Len 

who did the recording, but riad.e the index ver;{ difficult 

to read, i:...'ll'ld ~caused lose of speed both in recording and 

in the use of the chart. 

b. The re was no mea.."'la of showing when the groups appeared. 

as either second or next to last ir! the n:essages. This 

feature was especially desirable in certain codes where 

the grcups in either of these positions had clearly 

~arked ct.aracteristics or .represented, fer example, mil-

1 tary units or nun:bers, or certain :frequent words TI'hich 

had char~cteristic positions. 
I 

c. The charts required rather large sheets of paper, about 

2~ x 4,'§_ inches in size, and we re inconvenient to ha."1.d.le, 
, 

liable to be toin, a..~d the i:;,encil recoris blurred after 

the sheets had. been used for a few days. 

~-. 

I 
I 

-I -• • I 
Ii'-
~ • mill • II 
I -• = -• -
I • I -I 
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2. BOOKS. All of the di sad va.'1.tages of the chart ruetho.:i we re 

eliminated in this system. The books we re much more reE.d-

ily handled; also, they lent themselves readily to ceing 

used. as ndecoding partsn, after solutions had be.en found. 

The only disadvantage of the book system was that the decoder 

did not have all groups before him at one time, enabling the 

eye to compa.re groups at a glance. 

IV. n THE BIBLE". 

To meet the second require~ent in the way of recording, a 

book which was termed "'.111e Bi~~· This was nothing mora 

or less t~an a stenciljed copy oxa--code-book which had been cap

tured. However, the groups representing the various letters, 

/) a words, phrases., numbers a...TJ.d characters., v;ere left out., and in their._) 
"' . 
~tead dots were placed opposi'te each of theI!l, correspond.in.g in 

l_/ number to the number of groups used to represent that particular 

letter, word, phrase, nurr.ber or character. Then, as solutions 

were found, they were entered, opposite the clear text which they 

stood for. If doubtful, or not confirmed, a question mark was 

placed after the solutions just as in the case of the charts a..~d 

~>-1'ecord. books. (Sample, Exhibit,5). 

V. "~RIPTI CS". 

To take the place of a n&ecoding part 0 ., for the purpose 
/ 

of decoding messages after. a break had been ma.de in a code, a sys-

tem of charts called "Triptics" nas employed. 

Triptics consisted at first of three sheets of cardboard, 

(one for each of the three letters, X., R, and U), fastened together 

side by side, so that they c011ld be folded up, so~eti~at along t~e 

follor;ing design: 

. K . R . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
• . . . . . . . . . . . . . . . . . . . . . . . . . 

- I J 

. : . . 
• . . . . . . 

7 
. . . . 
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A sa.mp1e sheet is attached to tbis report, 

Assuming that a solution for the group KFA 

it was then entered on the K sheet of the triptic, 

space. 
~-~i 

The placing of a question mark after the solution, indicated~ , 
as in the case of the charts or recorj books, that it was doubtful 

or u.."1.confi :rmed. 

After the use of the initial letters s, and A c~gan, the 

sheets of the triptics we:re continued for each. letter as before, 

but they were not fastened together, as it was difficult to handle 

five sheets· conveniently. 
rn-~ Ws.. ~·~ ~4 6t 

Another use of triptics r.aa made when~a code b~ok for one 

of the codes for which text was available was captured. All q! 

the groups in the code book r.ere entered on a set of triptios and 

thus could be referred to very readily fk_~ ~ The sa.rr,.e 1 ~ 
1 

. 

~~~~t--~ 'b~~ 
method wa~ also used with the reoo:rd. books.f\ f~&=h... " 
VI. "EX!RACTStr. 

' 

Aside from the systems referred to above, a ~ea..~s of study-. . ' 
ing the characteristics of the more frequent groups and the groups 

I 

which preceded or followed them in the various messages in which 

they occurred, without having to run through all the text, was 

deemed advisable. The plan of making nextracts" of telegran:s in 

v:h1ch these groups a.ppeare·d, I was adopted. 
/ 

As soon as sufficient text had been stencilled and indexed 

the frequent groups, (that is those which had appeared five er 

more times), were taken, and extracts made. These r.e:re kept up 

to date by aiding to the~ each day a~ new te~~pecame available. 
£~--~~4. 

A typical ext raot 1s shov;n -:rr.:. 1':il.i.ib±L -a-. 

EXPLA!~ A TI OH: 

The ni..:mber of the ~essages was placed at the left edge of 

the page, a..~d the group "extracted" in the center of the page. 

Grcups »hich preceded and follo~ed ~ere written in their proper 

r·osi t ions. The asterisk (*) indicated the ~eginning and end of 

the r.essage. If alternate groups were given in the text they 

r.ere placed. underneath the gro:2ps for which they were alternates. 
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Groups which appeared more than once in the extracts were underlined 

in colored pencil, a different oolor being used for each separate 

grcup which so occurred. In the extracts shown in the eXhibit sev-
. .... 

eral groups are underlined in such a manner. This work was done 

by clerks. 

to-date. 

It was found important to keep the ext raots always up-

L1ETHODS OF SOLVING THE THREE-LETTER CODE ., 

We will consider first the Three-Letter Code, beginning with 

its original or si~plest form and following it in the development 

to the most complex, noting the first methods of solution, and the 

improvements in those method~ which were necessitated by th~ dev

elopffient in complexity of the code. 

At the outset it must be stated that this development pro

ceeded simultaneously with the advances made in the various methods 
It \I 

of camouflaging liaison, a subject which would require a long, de-.' 

tailed report in itself, but which is .. treat~d~ briefly subsequently 

(see Pages--) and also in the report of the Goniomet~~o_DeFartment. 

The date on which ~he very first messages in code were 
' 

sent on the Western Front marked the beginning of a new era in 

cryptography as far as the use of secret rr.eans of communication in 

warfare are concerned. Up ~~il this time cipher had be'en used 
' 

almost exclusively, and much info:rruation had been secured therefrom. 

But with the sudden introduction of code as a means of daily oommuni-

cation on the battle front, approximately January 1917, new problems, 

and ap~arently grave ones, presented thefuselves to the experts in 

the code offices of the Allies. Heretofore, while it is true that 

~ethods of solving the ordinary, srr.all, dictionary-type of code, 

whe:rein each cede group represents a whole word, no more and no 

less, and where these woras follow each o~her in alphabetical se

:T\ quence (the simplest fonn of type 1, page --) were known, still 

---· the solution of a code message set up by means of a code-book ~herein 
' 

a single group may ~p.rese:r:.t a letter, syllable, group of letters, 

word, phrase or even an entire sentence was regarded as extxe~ely 

difficult, if not impossible. 
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,;/_ y. read., either ii; part of oompletely. There is no doubt but that two 

of the !aotors which were of the greatest assistance in giving the 

clues leading tothe discovery of these ~ethods were first, the 
• J;,, 

gene:r.al la.ck of· .knowledge of the weaF of code as a. system of 

secret oomrnunicat1on, and second, the methodicalness and the almost 

slavish adhe.rence to set form, that is characteristic of the Ger~an 

mind. 
I 

The Gerrucin Three-Letter Code, which they called the SATZBUCH 

(literally, sentence-book) was a cowpar~tively small code, special

ized to meet the requirements of the field; i.e., either positional 

or open warfare. -t~n 9-7. 

As stated above, this code, as shown in the chart discussed 

on rage --, was not supposed to be taken within three kilometers of . 
the front line trenches, the danger zone, and therefore it was not 

available for infantry battalions in line, trench mortar batteries, 

artillery observers, forwari intelligence and liaison officers 

and the like. The code designations too~ the form of combinations 

of three letters of which the initial letter was one of a limited 

number. of letters, the other two being any letters of the alphabet. 

In the first codes, these initial letters were K, R, or u. Later 

the letters S and A were added, J's fu~ther groups were made a por-
/ 

tion of the code. With three initial letters, the total number 
. . 0 

of code groups possible equals 3 x 2~ x 26, or 2028 groups; with 

five initial letters it is 5 x 26 x 26, or 3380 groups. The last 

development was the inclusion of the three umlauted letters A, ~' 

and ~, for the second and third letters of groups, making the total 
4-z..oS 

possible nill.1ber 5 x 29 x 29 or ~389 groups. In setting up a new 

edition, not all of these possible groups were used, as ~any places 
• 

were left to be filled in at An:..y Eea~quarters for the names of 

to\fns, code nal!J.ea of uni ts, artillery grcups, observation posts, 

eto., at the discration of the parti~ular units conce~ed. 

The SATZBUCH was based, as stated above, upon the trio-part 
, 

type, a!ld therefore consisted of a. VERZIFFER'i:JlmSBUCH, or the en-

coding book, and. an E!JTZIFFERIB~GSBUCH, or the decoding book. 

/'J 1-/ 
~ 

II 

I 
I 

I 
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The encoding book was prefaced by some general remarks and 

precautions to be taken, end it will be interesting to read them, 

then to compare the early ~ditions with the last in regard to these 

instruct ions. The following is a 

given in a code-book captured in the fa.l.l 
TR AN s t.h.,-, b r./ 

TO BE F~AD BEFOF.E USING THE BJOK. 

PEELDlI1IARY REMARKS. 

instructions 

l. All reports a...~d orders must be encoded by ~eans of the code-

book. Blear text may be sent by wireless only in case of 

ext renie necessity. Thebixing of clear text and code text 
l 

is prohibited. 

2. The code-book consists of a..~ encoding book and a decoding 

book, and contains three-letter groups of which the first 

letter is K, R or c. 
a) th9 encoding book is composed of the following parts: 

. 
IMPORTANT REPORTS 

GEiraRAL REPORTS 

STATION AND SERVICE REPORTS 

MILITARY NAMES 

PLACE IJAMES 

IH.J'~BERS 

PUUCTUATION / 
/ 

/ 

LETTERS AHD SYLLABLES 

AUXILIARY SIGUALS A1'.'fD BLIND SIGHALS 

VOCABULARY 

After each part, as well as in the vocabalary, space has 

been left for the inaertion by hand of supplements. ·· 

Military names {Staffs, Forrr..ations) ond Plece nawes 

n:ust 'be inserted by the T:irelese Detachl'.[ent itself accor.iing 

to its needs, and n:ust_be provided with code groups. 

The groups which have been provide1 for these supple-

~ents are to be taken from the decoding book. 

The Auxiliary Signals are plac.ed immediately after the 

-~~~-"------...... groups whose rr:eaning is to be changed • .... _ .. .__,_,_~ 

is desired to encoie ANGEFORDERT, the signal MITTELYORT DER 

VERGA!~GE1!HEIT !B placed after the group for_ ANFORDEmr; thus: 
RGS RUR 
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The Auxiliary Signals will be used only W'hen neoessary 

in order to avoid an error. 

The Blind Signals must be inserted at random in very 

frequent, recurring, similar or stereotyped reports a_~d 

orders. 

In decoding they are simply disregar~ed. 
n n 

The vocabulary is arra_~ged alphabetically; l, O and U 

are treated as A, o, and u. In adjectives, the group for 

the uninflected foxm applies also for the inflected forius; 

for example, the group for GROSS applies equally for GR08SE, 

G~OSSER, GROSSES, etc. Tn,group for DIESER applies like-

wise for DIE SE, DIESES, DIE SEU:, DIESEN. T"ne group for the 

infinitive applies also for the other forms of the pre~ent 

tense; for example, ABFLAD"EN, for FLAUT AB; 1TEHJ.~U fo:t: 1HM1..~. 

Compound verbs are arra?J.ged alphabetically und.er the prep

osition; for example, FLAUT AB, under ABFLAUEH, GREIFT AN 

under A!!GREIFEN. Reflexive verbs are to be sought under 

the verb; for example, SICH AUSDEENEI~, under AUSDEHJ!EN, 

SICH; SICH EIN GRABEH, under EINGRABEU, SIOR. Phrases such 
If 

a.a AUF DEM RECHTEN FLUGEL , UUTER FEUER NEHUEW, EIGErJE ARTIL-

" " LERIE, F..AT AUFGEHORT, ZU SPAT are inserted once alphabetic-

ally under their first word (AUF, UNTER, EIGENE, HAT, ZU), 
• ti 

a."1.d then also 1.md.er the. succeeding noun, verb, eta.. (FLUGEL, 

FEUER, ARTILLERIE, AUFH8REN, SPlT). In a similar manner 

the frequently .recurring fo.rms of the auxiliary verbs and 

verbs such as IST, WAR, V.:IF.D, X.AIIN, GEnOl.!MEN are to be :found 

once under these for:r.s a.."ld then also under the infinitive 

to '17hich they belong (SEHJ, v:ERDE!!, K~N~:EU, NEHJ.IBU). 

For the spelling of word.a and nB1!:e6 which are not 

contained in the code-book, indivinual letters, double-letters, 

set forth ur.1.d.er tbe section LETTERS .AUD aLd syllaoles are 

& SYLLABfi~S.:.,...,.1-<~~ 
~_I_'.f_t_h_e_re __ a_re __ s_e_v_e_r_a_l_c_o_j_e_-_.g_r_c_·_.J.~p_s_f_o_r_a_w_o_r_1_· _o_r_a 

)_ 7 group of words 1 these groups must be chosen at random. 

I 
~ 

J 

I 
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b. The .. decoding book contains first the three-letter 

groups with the initial letter K, then those with the ini

tial letter R, and finally those with the initial letter u. 
3. In a CHANGE IN CODE-GROuPS it is necessary to pay particular 

attention that: 

1) The change is made in the encoding and in the decoding 

book. 

a) Those groups, whose signifioa..~ce appears in several places 

(see above: AUF DEM RECHTEN ·-,FLlJEGEL, UNTER FE'GER NEHMEN, 

zu SPIT, IST, WAR, KANN, etc.), are changed in all the 

places. 

For simplifying this work, these groups T-henever they appear 

twice, are indicated with an asterisk. 

The firs~
1

eii tion of the Three-Letter Code was really very 
' ' simple compared with the latest. But spiice it will be impossible 

to give a clear idea of the methods of solving the more complex 

types without first giving a detailed exposition of the methods 

by means of which it was possible to solve the simple types, we 

will proceed first to dis~~~s in detail the solution of what we shall 
'T'Y'\.A. 

callAKRU Codes, a nan:ie derived ~.rom the fact that the early editions 
/ 

employed as initial letters only K, R, 6lld u. Then we will take 

up ,step by step) the evolution through which these codes and the 

methods for their reconstruction passed, until finally the KRUSA 

Codes came into use and represented the most developed type. 

Seria~s work on the code began only after a fair ~ount 

of text had accumulated and been rocord.ed. For the first day or 

t~o, therefore, it was necessary to exa.rr.ine the n:.esaages with a 

view to fan.iliarizing oneself with the new coje gr0ups. Too 5uch 

stress cannot be laid. upon the in:.r-orta.noe of t ret.ining the eye 5-r.td 

the ?Ler::.ory in this regaci. A man v:ith a poor n:.ezr.c.ry r.111 never 

,j n.E.ke a ,},ode expert, for he n:uat be able to racogniza groupa, or 

~gtdr groups at a glmce; and he must be able to keep in mind the 
GC ~ 
~ Q relative positions occupied by these gouprs~~that as soon as his 

--

. ~~ ~--!1.~~~-0-
,. ,: - i;- • r . -

I 
I • ii 
I 
I 
I _, 
• 
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eye ~~ets them in ne.:e'messages it calls up at onve the various 

theories which he has formed with respect to the groups in question; 

and the juxtapoaition of groups which he recognizes in new ~ositions 

must be consistent with the theories he has formed previously con-~ 

ce rning them. 

K-R-U-CODES 

In I 4 f acoae o the type to be ·discus~ed, the whole of the text 
\ 

was divided into six main parts, or sets of groupaJ· which, although 

they were very closely inter-related; ·really had -to-be attacked ~ 

arately. If even only a few solutions we~e found in each of these 

sets, these solutions enabled us ultimately to rebuild or reconstruct 

the code either completely, or at least sufficiently.so to be of 

value. These sets of groups, all having their own peculiarities 

and characteristics by means of which they were susceptible of being 

discovered were as follows: 

.(1) NU1lBERS 

(2) WORDS AND PHRASES 

(3) SPELLING GR:JUPS 

(4) AU!ILIARY SIGNALS 

(5) PUUCTUATION 

(6) BL If\1) GROUPS ... 

The analysis which ultimately led to the individual solu-
.. 

/ 
tions for the members of these groups, went through two stages, a 

proper and thorough understanding of which is absolutely essential. 

They vie re : 

(i) CLASSIFICATION 

(2) IDEFTIFICJ.TION 

When the code solver first began his study cf the text, he 

was confronted ~ith a boiy cf co~pletely unintelligble ~sentences" 

to w'hich he had. to a;ply various tests r::.ore er less eq::.11 valent to 

the reagents of chelliical analysis~ 

enabled to break ~p the text into 

E:t ir.ea=:s of these tests he ";';"as .· .;./ 
r (\ 

these six n:.ain sets of groups of _, .• 
'l:Oa s •_.._,. .· ...._ - .... .,-

·;;hi ch the co.ie text vras composed, as stated above. :rt1-. ~ -'-hp . i .1.: .. a.s, " ..... n, s 

9.Jj -:;hat is meant by 'the proce:.;s of classification. .After this, the 

identification, of the individual ~emb~rs of each set followed bf a 

• II 
II 

• 
I 
I 
I • 
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Uifferent series of""rests. In a word~ the px~ess was scaewhat a.~-

'alogous to that in qualitative analysis; first, the chemist applies 

tests by means of which he breaks up a complex substance into its 
~ 

several classes, then be proceeds, by another series of !~ to 

identify the members in each class. When classification had pro-

ceeded upon a solid foundation far enough, each set of groups was 

indicated in some distinctive manner. For example, spelling groups 

were underlined in green pencil; numbers, in red; words, in purplej 

military units were set off by a ~ed square; etc. In case of doubt , 
-

such underliping or blocking-out was made by dotted, instead of con-

tinuous, lines. This haa the result of setting forth clearly to 

the eye the parts of which each message was composed and was of 

the greatest aid in solution. Immediately after an identification 

had been made, the solution was written abqve the group each time it 

occurred. This was absolutely essential. 

The two processes mentioned above will be referred to sub

sequently strictly in accordance with these definitions. 

The principles by mea.T"J.s of which.these two steps in solu-
, 

tion were accomplished were based directly upon the characteristics 

of these main classes resulting from the uses to v.11.ich they were put. 

Only after an opening had been made into all of these six categories 

had there been built up a sure foundation for the complete solution 

of the code. We will therefore proceed to give them somewhat in 
/ 

detail. 

Before proceeding, several definitions will be necessary. 

Certain groups will often be designated as either STATIOHARY 

or MOBILE. That is, certain groups re~a1ned "tm.changed either in 

form or position, while their accot:ipa..T"J.ying groups. varied in these t\\o 

res,rects. For example, l:ilitary rnita foru:ed a set of stationary 

groups ~ith nUIDbers as rr.obile groups. That is the group standing 

for the nord Regime~t, »~en used in connection nith n1.llr.bers, reffiained 

constar-t or stationary, while the groups standing for nun:bers 

cha.."'lge_g"' or were ?Lcobile er varied. Tee words VOTI, PIS and ~ 
,_.....--

fomed another, set of stationarf groups with nun..bers a.s the rr.obile 

groups. 

\. \ \., t...... orcy1.sstFtE,R. 
!."l.\~ ~-!l.l.oQCJ.._0 __ 

I -~ 

I 
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Repetitions of two code grou~s, in the same order, are callod 

BIGRAPHS; of three groups, !RIGRAPRS; of more than three, POLYGP..AP?.8. 

THE USES Al~D CF..AP..ACTERISTICS OF THE lltAIN CLASSES 

OF CODE GROUPS 

In referring to the various 

units, numbers naturally play a great part. 

z. In giving dates and the hours of the day. 

3. In giving ~CHI" and"ZI" n'l..lffibers. It was a usi.:al custom 

to refer to messages according to thenumber of groups as 

given in the, preamble to the message referred to; for ex-

aruple: n CHI 37 ?n CHT VERSTAirDE1rn • Another way of refer-

ring to messages was to give the time stated in the pre

arr.ble of the message referred to; for example: "CHI 1825 

ERLEDIGT". 

4. In giving the coordinates of a map square, or, as the 

Germans call it PLANQUADP..AT; f~r example: "40 SCHUESSE 

AUF PLANQUADRAT 4425n. In referring to points on a ~a.p; 

for example: nKARTEUPIDTKT A8n. 

5. In tabulated reports wherein the separate subheadings were 

referred to by consecutive numbers. 
// 

.6. In setting forth number of shots, and casualties; request-

.J iug suPPlies, accessories, etc. er--

B. CHARACTERISTICS. 
. ~ 
'"'(, 

.; 
1. 1 · ese groups were very frequent, nurr..be:rs l and 2 being c 
~ ~...:-r- tp"vO..v.J \0 1 \S")~ ~o,.ao g-o ., •• 10-0 1~c:r0~k~K.!2·:....:U-~% 

s.mong the most frequent groups in tr .. e text 

2. These groups were found in conn.ection with a set of groups 

/-:O which already had been classified as !HLITA:?Y lff:IT8. _f_,.1.. ____ --"'-,._......,_ 

3J 
Note: It should be bcrne in mind that the Tuental process 

vthict: accori.panied classification did not a.tterr..pt to take 
t 

up one of these sets of groups at a time a..nd isolate that, 
~ 

for this ~-s- impossible. In fact it may, be said that the 

process of classification r:·roceeded 7i1 th respect to all 

the sets of groups more or less simulte...~ecusly. 

I 
i 
! 

I 
I 
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3. These groups appeared frequently in sets· of two 1 s1 three's 

and four's; rarely, in chains of more than four1 the latter 

being occasioned infrequently by certain types of weather 

reports to be discussed later. 

4. These chains sho'7~d ext renie' di. versity in the arrangement 

of i;ermutations of the constituent groups, i.e., there was 

no regularity of sequence of groups in such chains. For 

example, if A, B, C, D, E, F, G, H, represent a set of 

these frequent groups which con:Rorm to the first three 
' principles enumerated above, they might have.shown the follow-. . ' 

ing sequences in the various chains where they occurred: 

AB~ BA• 
~ 

BC• ') FA• 
~ EB; HA• -· ) etc. 

ABC• ) CAF• ) GHA; DEF• 

' 
GBD:, eto. 

ABCD; BAFE• 

' 
EGFA:, DFAC; eto. 

The reason for stating that a chain of more than four of , 

such suspected groups was rarely to be found is, of course, 

that the occasions for giving a number beyond four places 

was rather uncommon in these"codes, except in weather reports 

as mentioned above; whereas in the case of spelling groups 

which also appeared in chain~ (see below), the proportion 

of long to short chafns was the reverse of that in the case 

of numbers, since most words that haci to be spelled out re-
,/ ' 

quired several groups as a rule. 

C. CLASSIFICATION ANTI IDE!~TIFICATIOlf. 

Having found some Military Units, a· study of their extracts 

was made, with a view to classifying numbers, which ~ere found to 

behave as mobile groups in connection with these military units, the 

note the following extracts of two groups clas-

Units: 

UAX 

*RRC I RBK \ KCB UFP RIO KNT 

KPF KirT* UUN I RBK : KCB 

UVX 1 P..BK { RIO KPF RCC RIP 

RBK \i::KN F..!0 

ROP KCB REK \ UCQ UON uvx KKX 

*P..RC 

*RVL RUV 

\,,, \ \. \ ~ DECLASS!Flr){ 
. \~_\'\\. ~~!1. kif)_~ _Q _ 

__ : ..... -P \ r ,_-_·_ ·-----1-~~~r>~·---~------
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*RRC fRBK:' UFP KKN KXX DUO UOK I . 
KOJ ! RBK1 KPF KCB KCB KEA 

*RRC uvx lRBK UFP RIO UFP RZP 

RCP KNM KII KXN 1.r~T* 
J ~, \RBK. UCQ, ·' . / /.' L ' RYY 

.,;-~(1'-;. ~/ v ~ \ 
KCB KKN RIO iuxu \ uoK ., *RRC KTA KUS 

UKS uvv KCB KCB KPF juxu I KAE 
KVD RDS RIB* 

*RRC RIO UCQ \°XU RBB UBQ 

RYI ROY KPF KCB 
UXU \ KNT* 

RSP .UXT KOB RIO RIO 
1
uxu KNL RLZ 

*RRC UCQ KPF \UXU 1RYY UNA UAM 

Note the behavior of the groups which have been und.e rlined. 

In the first set of extra.ct s these groups follow the stationary group 

RBK; in the secant set, they precede the stationary group uxu. · If 
Wt. u.r..Q..9._ G..tre.u...-...-t-~ 

these mobile groups are numbers, and -eG f~ the evidence is good that 
. f\ 

this is the case, then their behavior ~ith t~e stationary groups RBX 

and UXU is quite in accordance with the German method of designating 

the military units, REGIMENT and DIVISION, respectively; in the case 

of the former, the numbers follow; in th~ 1 case of the latter, the num-
cATA\ l.-LON 

bers precede. In the case of ifA7::'1\i:iI~-N,- the nmrbers follow; in the 
..... 

' 

case of BRIGADE and KOMPAGUIE, the numbers precede. Of all of these 

Military Units, DIVISION a.~d REGIMENT were by far the most frequent. 
, 

' 
Having thus classified a few numbers, they were underli~ed 

in red throughout the text, and in a short time further study of the 

messages in which they occurred, a.~d of the groups which preceded a.~d 
' 

followed them disclosed more nUI!ibers, and gradually, the classifioa-

tion process had isolated all of the important ones. For example, 

if an unclassified group was found between two red-underlined groups 

· (already classified as numbers) the unknown group was t ra_ced)throughout 
. ~~ .. -~ .., 
the text. If it behaved as a number, for exarriple, if it was found 

" °':'' 
·-~ in connection with llilitary Ur.its, etc., the chances -.vere it was a. 

nuu.be r also. It was underlined, and the process continued. 

----- ------------------

I 
I 
I 

I 

·1 
I -• 
I 
I 

I 
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The process of identification then followed, by a detailed 

study of all the messages in which these groups occurred. If one 

were fortunate enough.to find one or more long messages in the nature 

of reports, a careful study of such messages often disclosed the 

whole series of numbers from 1 to 10 (see sample stereotyped message 

on page --) • The num'be rs 1 a..Tl.d 2 we re the most frequent 1 a..."ld they 

· • .vere identified. often on the basis of frequency alone. By a study 

of the German norder of Battle" Map, the nDaily Field Station List" 

and a reference to the two volumes nrndex of the German Forces in the . . . 
Field" turther identification or confirmations were secured. For 

example, if the map shor.ed in a given locality the folloning divisions: 

251, 52, 121 

and the aforementioned books, or the "Daily Field Station List" showed 

the following regiments, as parts of the divisions named: 

25lst Division 

Regiment 73 

n 

" 

129 

37 

52d Division 

Regiment 192 

" 
n 

71 

42 

almost positive identifications in the f ollmting 

RIO UPF uxu • RBK UCQ UPF . . 
• 

UPF RIO KCB uxu . RBK KOB RVR UPF . . // . 
KCB UPF KCP uxu . RBK KCB uPF RVR • 

II. SPELLING GROUPS. 

• . 
• • . . 
• • 

12lst Division 

Regiment 243 

96 

n 56 

cases may be made: 

RBK UPF UCQ 

RBK RVR U1JA 

RBK RIO TJIJA 

KPF 

Cc./v~-7 a. Uses. 
I -1. It is obvious that the chief use of these groups was to spell 

. 
out words which aid not exist in the coae book. Hence, when 

usei at all, the majority of cases necessitated the use of a 

whole chain of spelling groups. Hor.ever, in practice rr.essages, 

many woras ~ere spelled out which .really d.11 exist in the code 

book, although r~les are strictly against it. 

A f-2 
~2~ ,.,,. ... ,,~···· -
~-~:---~·~.) 

'\\. \ \.\ ~ !\Ck$1FIFfu -
. \~S-\. ~·. a_ Q~-
: ·' ----- r: t .... , . r '_f_:_ __ _ 

I 
I 
i 
[ 
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2. Certain iettere were very frequently used in abbreviations. 

A~ong the most frequent of these were the follo~ing: 

K.T.K. (KOMMANDEUR DER KAMPF-TRUPPEN) 

R.I.R. (RESERVE INFAUTRIE REGIMENT) 

R.I.D. (RESERVE INFANTRIE DIVISION) 

L., LW., LD. (LANDWEHR) 

A.v.o. z. 
(.ARTILLERIE VERBINDUUGS OFFICIER) 

" 
3. Certain letters were used as sub-indicators; examples, 

PLANQUADRAT 4452 A3; KARTEUPUNKT M3. 

4. Single letters ·and combinations of single lett~rs were fre-

·quently used in giving the call-sign of stat ion.s. Sometimes 

a call consisted of two letters, so~etimes of a letter a~d 

a number (See ~~n"·"-). These were often of vary great 

assistance in establishing tentative values and in.finding 

new ones. For example, given a message in which the word 

STATIOM had. been already identified, followed by two let

ters of which one is already known, the other letter identi

fication could be ma.de immediately by finding the call of 

the station concerned. 

There are certain of these spelling groups which were used 

as words. The most important of these were the following: 

AB BIS DES ER GE GEM MIT illTTER 
AM DA DIE ES IM NACH VOR 
AN DEM DURCH.-: FUER IU UBER WIE 
AUF DER EIN IST UM zu 
AUS 

~ BEI 

The possibility of using these syllables as hords resulted 

in the finding of messages in which a supposed epelling group occur-

red a1solatedn a..~d not in a chain of such groups. The !t0int to be 

eLJphasized is the fact that the olaasification procedure es regards 

spelling groups consisted in the gradual builiing up of these c~ains, 

a process which ~as of the highest i~~o~a:-lce in breaking into a new 

code. 

The method of building up these chains r.E.s as !ollovrs: 

Having classified a few of the ~ost frequent groups as s~elling 

groups, frClli color in the iniexes, ~OSi~ion, use in abbreviations, 

etc., they were unierlined throughout the text in green. 
,/ -· .. • { 

....-.:::.- ! 

~ 

. \... \ \... \ t"-.,. DECLAt:JIFIC"f{ 
. \'\\. .\~ ~ ..!l.. \o Q Di _Q __ 

; . '. :~ ~ r \'' ~ -- -- -------- - -~. t '." . r' . r 

Suppose 
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....... ~----;;:~t one or two unclassified groups were found between tvro green 

gr~mps; these unknown groups were followed ghroughout the text, to 

see if they could be spelling groups, bearing in mind all of the char-

acteristics of spelling grojps as outlined below. If they. we re found 

to behave in accordance with expectation, they »ere underlined green 

The process was continued in the same rranner 1.L~til many 

complete chains had been built up. It will also be recalled that 

spelling groups were occasionally used in connection with numbers 

and some in connection uith military units. Therefore, the dis cove :zy 

of certain.tentative spelling groups in the vicinity of such numbers 

or military units was of great assistance in the final identification 

of such letters. 

The-reader will understand by this time, if he has care

fully examined the const ru.ction of t~ese codes, and has considered 

the uses named above that the principles of the frequency of occur-

rence of individual lettera in clear text, as applied to the solu-

tion of cipher, could not have been applied in the solution of these 

codes, without certain modifications, due to the causes which may be 

summarized as followrs: 

l) The use of syllables containing the most frequent combin-

ations of single letters_. 

2) The frequent use of certain letters not in connection 
/ 

with the spelling ··~f words; as abbreviations, sub-indi-

caters, station calla, etc. 

3) The use of certain syllables as words. Note those given =~ 
::i'~ 

r~re 
4) (The assignn»ent ·Of more tha..~ one value to the most fre\<:~!~~,:. 

above. 

quently used single letters, and syllables. This appl~~~"°~- .~ 

only to the later codes). 

The rasult of these causes is that certain single letters 
~ 

which are only of medium or low frequency in Genr.an clear text ~ose 
... , ,.,~· 

to a high frequency in these codes. 

L,M,P~W,Z. Single letters· such as E, ?~, and. I, r.?-.ich a.ra alwa.r~ tt• 

highest in frequency in ordinary German text, r.ere a.n;.o~g the l~•• 

f raque:!lt groups because they r.e re _;;i,corporatei in DO .tt.!..J11 :1yl l~t:.••• 



Ri1i ID :A2458117 e 
~ -35-

eaoh represented by a single group; and because each time there oc

curred syllables such as .AD, AC, etc., i.e., combinations for which 

th~re were .no spelling groups, etc., the individual letters had to 

be used, and hence these consonants mentioned above rose to a fairly 

high frequency. 

B. The characteristics of spelling'groups were therefore as 

follows: 

" . 

l) Some of them were very frequent. 

2) They nere found in chains as a ~le. 

3) The sequences in these chains were very much more regular 

in nature tha.~ sequences of chains of numbers. The fer-

mation or construction of words of a language entails the 

building up of a chain of letters in a definite sequence; 

Long \Vords are usually coi:r.posed of the parts of shorter 

ones. ·The most frequently used. syllables of a la..~guage 

will therefore follow each other in more or less definite 

sequences. The reau1t of this condition is that spelling 

groups in these.codes were found in chains of 4, 5, ~' or 

more groups, often in the same order, sometimes in minor 

variations of a given order; but these variations ~e:te no-

where so irregular a.n.d. haphazard. as v.-c..s the case with 

numbers. This char&cteristic formed the basis of an im-
./ 

portant teat by means of which spelling groups were classi

fied as distinct from numbers, though, of course, such a 

test was never absolute, merely, relative in nature. 

4. Whereas numbers were found in very ehort messages, spelling 

groups as a rJle, except those which were used as abbrevia-

tions, r.era not found in short lliessages. Again, n.essages 

rarely bega..~ with a nerd t~at had t~ be s~,,,elled out. .tlso 

the re c..re ce rte.in letters in every lsr .. gua.~e n-hic'h are 

raraly used as initial letters, others) rarely as final 

lettexs. Tl:e result of these cord.it ions »•as t!lat 11.ost of 

the spelling ·groups were of necessity :restric~ed. to the 
, ~ 

interior of messages; and the cons~~:f this condi-

~tion ~as that the majority of spelling groups showed no 
) .. 

-~ ~ 7 color or litxle color in the indexes. It is true, however, 

!; 
j 

ii 

I 
I 
I 
i 
I 
I 
IE 

i 
I • Ell:'. 

I 
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that certain of the very frequent spelling groups, such 

.as R, D, etc.-> which we re used as abbreviations in connec

tion '':Yith Military Units, showed some color but always 

less color than was the case in numbers. 

C. CLASSIFICATI01'1 A!>TD IDE1~TIFICATION. 

No definite procedure can t.e outlined. as exerr.pl ifying the 

steps used. in rr.aking the first break into the spelling groups, for · 
patie~ce, · 

here is really where the ingenuity,/~nd good-fortune, of the code-

solver co~es most into play. As a rJle, in the early codes the 

first steps were to find the PillfKTS (~o be discussed later) a.~d they 

would almost invariably lead to the classification and id.entifica.

.tion of some of the most frequent letters such as R, I.> D,, L, K, and 

T. The coloring of the groups as shmtn b;r the indexes was a great 

aid in first classification. Following through several sue~ groups 

and anderlining them in. colored. penoil as indicated above resulted 

in the building up of spelling group chains. ~cpot44--i.on. ... o:f~,.cod$ 

_..g.:c-0ups~~·"'·'Unn~'l"nn!ii'g1:-:rnem~lilCOlOr!'d.~11c-'1!."raii·~nd:1-cateer~·a.'bove'"~re-

Repetition of 

code groups within chains was of course a great aid in assigning ten-

tati ve values. In subsequent pages several actual cases will be 

gi v.en. Once having solved a few groups' the values were iml'.!!ediately 

filled cut wherever the groups in question appeared. Juxtaposition 
/ 

and new·arra.~geffients of them led to the solution of additional groups 
•' I . .« 

-~ 
~~ -1-Hre;\an endless chain until finally all or nearly all 

.....,,,._...<,J>..,(., 

the spelling groups ~ solved. 

It should. be a.d.d.ed that in this 1vhole process the part plewyeq. 

by char.1.ce 1 by the ha:f:,py coincidences which were alv7§tys lurking every-_. 

where for the watchful eye of the worker to note, by the mistakes of 

a foolish or a careless e~coder, and by a fortt:.nate n1ong shotn or 

guess by the decoder cannot be ove~estimated. Often the win~test 

and lilOSt insignifice.i:t. of cl:ies fom.ed the. starting point for the 

unravelling of a whole chain of groups. Later one or two examples 

will be &>hewn. 
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There are certain words that could be classified so easily 

that they were among the vei:y first to yield to solution. 

words may be classified into these four main sets: 

These 

follows: 

l. Military Units 
2. Interrogatives 
3. Certain prepositions 
4. Most commonly used wo:r.-ds not included in the ~ove 

The characteristics of each of thes~ classes were as 

1) Military Units. 

a. These were naturally among the most frequent groups in 
the code. 

' b. On accouht of the common custo~of beginning a mesaage 
by· addressing the unit to which' the dispatch is sent, 
and ending it by the signature of the unit from which 
it is sent, these groups wera among the most highly 
colored groups in the indexes, if not actually the 
most colored. 

c. These groups were accompanied very frequently by num- 1r.;\' 
be rs. It is importar.1. t to n;:, te the standard form of \..::'...'.,, 
giving :m.litary-1Jnit designations in Ge:rrr,ar1. (See page--) 

It was enough on first classification merely to designate 

the group as a military 'lmi t. and draw a red' square arotmd it; later, 

from other sources the actual identification of the military unit~ 
w-o...D 

. i.e., whether it 4-s "division", "brigade", "battalion", "regiment", 

etc., followed. Such sources were either external, furnished by 
J 

goniometric data, or internal, derived from a study of the messages 

themselves, the numbers identified together "ith their positions 

(see page--), and by reference to the rrap giving the CBrzr,an Ord.er of 

Battle. For example, it was possible from goniometric data alone 

to &eterlliine from a study of the sending and receiving stations the 

higher and the lower u..~its. A divisional station was usu.ally further 

back, an~ was the receiver of reports from the Qattalion or regimental 

: 8'. stc..ticns, which were rr.oxe scattered a.TJ.d.. nearer the front. 

~- 2) Interrogatives: WO# V7IE,- V".AS, 'T.AEUll. 
'' 

a. Tnese were of rr.edium frequency. 

b. They shon·ed the predominant color green, then blue, in 
the ir.deses;· rarely yellow, and never .red. 

c. They occurred in short ~essages, in the nature of 
questions. A great aid in determining the latter 
was to study the messages from the sta_~dpoint of time 
of sending, anft the stations concerned. Note these 
two messages: 
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*ROX KOP 

REiaID :_~_!15811 7 . --
RX v P2 Chi-5 0830 

KAB RUA U.AB RIC KNB 

P2 v RX Ghi-2 0835 

UAB RTF 

It is not haxd to imagine that these two stations have 

exchanged "question and answer•. On account of the 

importance of locating these interrogatives, all the 

~essages of each day were studied and "question and 

answer" messages indicated. A careful ~xamination of 

all such messages woon disclosed ~any important groups. 
. . 

Classification of the interrogatives alu.ost immediately 

led to the identification of the verb IST, which was 
I 

of very great importance•. Consider thefollowing mes
\ 

sages, arranged in the form of an ex~ract of the group . 

IGTB; the final group in five of the~: 

WO IST HEGT. 1 3 5 1 =1= " 
*RTF RUA UAA KRI UFS UTS .KUB*i 

I ( 
WIE IST LAGE DORT;•?•~ 

*KAB RUA UAB RIC : KNB I 
f . 

IST Fill~KSP. 0 7 2 5 ;=1= I 

-1 
I 
I 

I 
; 

i 
I 

I 
I 

E?T 
KZR RUA RYP UPX KVU KIL UTS KNB*: 

\ ; 
IST 

*RUA 
p 0 

UXR/ P..RU 
ST 
RVI 
STA
TION 
KZK 

DORT.=?: f< 
RIC ;KUB* '·--.\ 

i 
I ,. I 

/1 
w 

*KOP 
ER/ IST 
ROO RUA 

I ' 
·/~ l P c/ 2 r •?• . . . 

RHO KIL' . K1IB .-. / ,. 

BE
W YJ.!rnT 
Y..AO RSV* 

A!~'!'IDR T 
-r ;/ -

IST ABEUD :t:.ELDu"NG UNjER ·r.EG i =1= SOFORT 
R'V"'V* *RUA KKR RIL UUO ;ULT f KNBi RZK 

WO BLEIBEN GEGV-rT.lmRGEU MELD •• ?.; 
*RTF RFF UFX UXP ( RIL 1 KNB* 

Kote that the verb IST often carr.e second in a short 

i:.essage preceded by an interrogative, and often first 

in a short n;essage ending 1ti th an interrogation point. 

In short, the interrogatives £0, T,IE; T.AS, WARU~ r.ere 

found to be bound up very closely ~ith the ver~ IST and 

its various a~lied for:zr.a SI!ID, TAR, SEID, etc. 

I 
i 

·1--.• --_ 

I 

I 
I • 

I 

I 
I 

I • 
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Once having classified the interrogati ves 1 the identifiaa

tion of WO,, and WIE were made rather easily by reference to the col-• 
ors in the index and a study of the position occupied by the groups 

representing these suspected interrogatives. In German the inter-

rogati ve WIE can also be used in the sense that our· word nas" is 

used and hence this \vo:rd. was found in t'he interior of rr.essages hair-

ing nothing to do with questions; on the other hand1 the. interroga-

tive WO is rarely used except in questions. The result,, therefore,, 

was that the group representing WIE was usually somewhat higher in 

frequency and showed less green and blue color in the index than did 

the group WO,, which was almost invariably green. 

These "questions and answersn T.ere veritable mines of informa

tion because they led to the classification and identification of some 

of the commonest nouns and verbs. Questions as a ru.le we re found 
' ,-:--....._, 
1~ 1 to assume a stereotyped fcrm,, such as those given on page---,, which 
~-/ 

are typical. 

3). Prepositions. 

The most important prepositions AN,, VON, BIS,, ZWISCREN, a.~d 

AUF, will be considered only, beca.use of the -1mportant chains \'ihioh 

they initiated, and because they were usually among the first identi

fications made. 
l 

a. AN J 
/ '. ' 

Of all the code groups, this was usually among the easiest 

to classify and to identify,' because of the constancy of its 

position: very frequently the first word in a message. By 

looking through the index the predominant color, green was us-

ually so apparent,, and the phenomena ex'hi ·oi ted b~r the groups 

which followei it, (Military Units ~ith numbers either in front 

of it or after it, ~~~-~) were so clear that it ~es nc-

L/ {) tice~ very q•.iickly. Furthermore, it could r~ever end a measage 1 

_.,.....~ouli rarely corue near the eni,, say seconi or t'hir:i from 

~ti the end,, exce~~ in such comparatively rare cases as messases 

ccncl"J.ciing Yiith n •••. AI7T'f0RT A!~ REGI!lE!Trr•. 

In addition to its importar.ce as a preposition, the syllable 

• "-. \ \. \ ~ DECU\S:,lf'IEJ{ 
-~~-\'\\.. ~ -~\oQ_'Cl _Q 

:L_ __ ._r_., - _!__!__!____[_• r-, ....... 
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AN was foun~ to be a very important spelling group. Once 

having located the AN)this group was found sometimes in a 

chain of say five spelling groups; an important clue to the whole 

wor~ waa of course furnished by the syllable, AN. It was fre-

quently found in wor.is such as LAf.!D, KRANK, ll4,NNSCHAFT, A!>!RDFEr!, 

DANK, etc. 

It was also of g.reat importance in classif)ring ltili ts.ry 

Units and such words as STATION, GRUPPE, etc. Often a message 

·intended for several stations began thus: AN ALLE STATION-Ei~. 

Notice that the important word. ALLE, a:,T).d the very frequent spel

ling group EN were very apparent there. 

b). VON, BIS a..TJ.d zWISCHE!I. 

The'se three prepositions ;1e re usually so closely bound 

up with the wor.i UHR, and with numbers, that they may be said 

to have formed a more or less definite set of groups, which 

were solved simultaneously. Consid.e r the f ollO\'iing series 

of messages arranged in the form of an extract of what may be 
-

called the STATIOUARY GROUP, SP'.A, because it is always surroU.nd.ed 

by groups 

~lt~a~~ 

A~P..RU KII S'VB ALU SHA SJB UAY UID 
SRA SJB 

/ 
(RSP ' mm RPS UZF SHA UAS KWN 

B~ SHA SSK RIO 

c!~s SYN UAE AMB SF..A UAY P..PS AME 

SHA UKN 

UAY P..PS AMB SHA SBVi mn KUU SUT tms 

. D( SVB UID UAY SYU SHA KKS RV! AST SSI KKI 

Ef 
KII: P.PS AL ff SF.J.' AWJ UAE UID 

SRA AWJ 

F( ROI RPS sr;v SHA -.... ~ :KKS SIT ASS SIN -V•~• 

G( RIC SVB IT.R sru. SJE TJAY ALU J..'r. J KIP 

H( RXO RPS UID SHA E'SK tJNR STP AXF UIT 

/ 

t/-1 
11!1 ..... ,; ... _.,..., 
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Note the group HPS which so often precedes the MOBILE 

groups; and also the group SVB, which is often found preced

ing the group SHA with one or two intervening mobile groups. 

It does not take much imagination to see that we have here the 

pra:posi tions VOU, BIS, tt.."'Id ZWISCHEN, together with the word 

UHR and numbers, in accordance with the usual formula of giv~ 

ing time in Genrran; 

"VO!r 2 UHR 30 BIS 3 UHR 45n 

nvoN 3 BIS 5 UHRn 
- •-

nvoN 3 UHR 15 BIS 4 TJRR U!ID VON 5 UF ..... ~ 25 BIS 6 UHR" 

nzwrSCHEN 6 UHR 30 m~D 7 UHRW 

c) AUF. 

This preposition ~as often located in the foll'Olring 

type of phrases, which wera of rather frequent occuxrence: 

nANT1.10RT AUF FUNKSPRUCH 1725" 

n5Q SCH1JESSE AUF PLANQUADF~T 4215" 

In other wor~s the two stationary groups praceding sets 
-, 

of four zuobile groups which had been. cl.assified. as nUtLbera, 

were studied with a view to aacertai~r.hether they were not 

the commonly used words given above, preceded by the prepoai-

tion A'UF. 

4) Very frequently used worls not included in the preceding. 
/. 

Among these were the following: / 

MORGEN' 
ABEND 
NACHT 
MELDU1~G 
LAGE 
RECHTS 

LIUKS HIER 
SEUDEN HEUTE 
E?LPFANGEI~ HACH 
SO FORT 1;ICHT 
llAl!N mm 
AKKUUULATOR m~u 

SORST 
GESTEffii 
KOt..'MEU 
F.:.ABEI~ 
SCHICKEN 
EP..RALTEU 

The words ~lORGEN, a.'11.d ABE!ID, fo.r:r.ed a. set of altemate 

groups with the word LFELD!.JUG, because of the frequent occurrence of 

n:essages beginning !£0RGEW ?IBLDUNG or ABE!:D UELDU?:G. 

' 
Often a tenir-

ative interrogative WO and the interrogation poin~ were confir:ied 

by finding a message such aa the follo~ing: 

WO BLEIEE1; GE:;Er:v."ART ABE~:D l!ELDuTG? 



' 
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REOHTS anci LINKS formed. another set of alterna.te groups 

such words as HEGIME'l'JT, Y..TJ':-1 ABSCHNITT. 
f " 

This was best deter-

mined by noting tbe bigraphs throughout the text, especially those 

opviously connected with groups which had been classified as mili-

tary units. 

The word LAGE was a very frequent one in short messages 
~At~ 

such ~a ~IE IST LAGE DORT? Often the answer ~~ bacK somew~at 

in this form: LAGE l:JNVERAEHDERT, or HIER NICHT-S NEUES. It is now 

clear ~hy the classification and identification of the interroga-

tives and the interrogation point ~ere so important because they 

led to the identification of so many comrr:.on words. 

The ituporta..Tl.t verbs SEJrnEN, E:hPFANGEN , and BCHICKEN were 

often easily identified in such steraotyped aessages aa the follow-

ing: 

rrz CHI EU:PFANGEN 3 ZI SCHICKEU" 

"SENDEN 3 T-A-K-T ER~...ALTEN 4 CHI" 

Such messages were in the nature of station reports and 

were transmitted to the central station at least once every day. 

Not only beoa.use they we re so easy to i1entify, but also because 

they were veritable mines of information (note the spelling groups 

above), these ~essages were of the utmost importance and they will 

be treated more in detail subsequently. 

Two other very frequent short messages were the following: 

SOFORT 1 MA!JN :HACH HIER SENDEN 

BP.AUCHEU SOFORT 2 AKK.U'J:ULATOR-EU 

note the appearance of the very important \rords MACH, HIER 

and SOFORT in the preceding messages. The prepoait ion 1~ACH •1aa in 

fact very importa~t. 

The conjunction mm was fairly easy to locate from the 

various clues given herawith: 

l) It was the very obvious connecting link between two sets 

of groups which were externally evident as being coor-

dinate. For exa!nple, note the follo~"ing messages. =-,~~----

~ 
~ 

,,,/1/'\r • .._~,;:;#' , 

,. ./ .!-"" ....... ' KPR UNS mrx: RIF Y.VS KPR uus RSQ UPW 
~---~..... . ... 

\ • ,.,. I.>~ • .__ 
KVO RIS KVS KVO KPU .!.--CJ ' ,").i ... - • '-;, .... -· t!::. .......... 

l ROB RXT; ROB KAS; ROB RXT KVS Y...AS \ 

~ 
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~¥ 2) Somet:es this-::::P was used bet,reen two •foreign• 

groups, 1;.e.- 1 groups which we re evide:!:t ly not errors 

.but which did have the initial letter K, R or u, or 

which someti~es had one of the umlauted vowels. Such 

groups. r.ere f~equently used to designate the n5.Il:es of 

places and. the code names of military Ui."'lits, a subject 

which will be discussed later. Examples of such a 
t 

usage, which was soon profii bi ted, are the f ollow'ing: 

BAU KVS BAP 

RBA KVS F.138 

IV. PtJHCTUATION. (Sat z-zeichen). 

Instead of being as might be thought at first ~and, mere 

refinements and really 1m.necessary additions to the meaning of 

the sentences, in these codes the P,Unctuation signs were of para-

mount importance in solution, and their identification was an in-

dispensable part of the solution. For example, it may be said 

that the identification of the PUNKT {.) was probably the ~ost 

important factor in the preliminary steps toward solution. At 
. 

the beginning when the would-be-decoder was working with wholly 

unintelligible nsentencesn the mere ability to block out a single 

sentence into its parts, if ii was a fairly long o:=le 1 was of great

est value; and the various uses to which the Germa."l"l.s put the im-. . )/ 

portant punctuation signs furnished the most surprising and valu-

able clues. Their discovery may be attributed more or lesa to tl"a 

unintelligent pedantry of the German operators, who in the begin

ning varied only unconsciously a procedure once establishen, i.e. 

their tendency was slavish adherence to a regu1ar form. 

it must not be supposed that the uses given herewith were subject 

to no vari~ticn whatsoever. They a~e only generalizations after 

all, a.11d just as we in writing clear text do not ii:varic...bly use 

the sa.?:.e punctuation in exactly the sarr.e nia..~~e r and. in exactly the 

same places, so the Ger::.ans likewise varie1 tteir procedure nor. 

and tl:en. 

The characteriatica by means of which the most important of 

¥these eigns were classified and identified followed frcm their uses 

lf · , just exactly e..s was the case in all that has' gone be fore. 

.~~~ 
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l. Pill~KT. (period) 

' -·· -- A. Uses. 

1) lfor.:al use in separatir.1.g sentences v.i thin a long message. 

2) Separating the various headings of tabulated messages in 

the nature of reports. E:x'e.mple: 1 PffifKT l{ICETS PDlIKT 2 

Pur:rKT SICHT GUT PllliKT 3 Pu1ilCT NICHTS ••• eto • . 
3) At the end of sher~, single-sente~ce messages. 

. - ,,,~ 

4) In abbreviations, proba-oly the ·most important use, and thus 
- ··-· 

the most fruitfu1 source of identifications, because 
~ 

single letters %&f be found. Exazr.ples: 

K PU1'iKT T PUUKT K Pill{KT ( !{AllPFTRFPPEU KOMI!ANDEVR) 

A PUNKT V PUNKT 0 PUNKT (ARTILLERIX-VERVI!IDD1fGSOFFICIER) 

R PD1TKT I PUNKT R PUNXT (RESERVE IKFAETERIE RZGH~!·TT) 

R PtJNKT I PUNKT D PUNKT (RESERVE INFA!;TERIE DIVISION) 

LT-PUNKT M PU1lKT ( L £ u T Ji A ,y -r fa1.. ) 
, 

In the earliest coies these grcui::s were i=Jarticula.rly easy 

to identify because there were no alternates for any of 
" 

the letters nor for t~e Pu1~KT so that the repetitions of . 
the latter in the form shown above were clear indicators 

of the presence of such abbreviations. 
' -

5) In setting off addresses a..~d signatures either accompa.~ied 

by numbers or not accompanied. 
rV ,/ 

Exampli: 

\_ti.) REGIMEUT PUUKT WARU:M IST eto. 1 etc. R Pt'!l~KT 61 PUliKT 

t&) nrvrsroN PIJNKT FEIND IN DIE MITTE En(}EJRIBmEN PmTKT 1:1~,\~P.l: 

l~} ~m~u 25 RESERVE DIVISION PUMKT SOFORT •••• PtmKT -
·0~) .Pl~ 12 PIDTKT RESERVE DIVISIOli 

LL) 3 PU1:KT KOl!PAGUIE 

6) In dates: 11 PU1TKT 4 PtmKT 17 PU?{K'f 

7) Often used to replace the were UER: 2 Pl~~Y.T 30 {3:30) 

8) In decimals 

B. T".:-e result of all these uses led to the characteristica~ 
~ec.ns of nhich the PUNKT could be identified v~ry early. These 

~ 

characteristics v.ere aa follows: 
.,,,,; 

'I~ -
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.'16 1) It was one of the most frequent groups,. if not in fact 

the most frequent one. 

2) It v1as highly colore9, red and yellow,. never green, oc

casionally blue. 

3) It was repeated several ti~es within long messages. 

2. KO!!MA (comma) 

This group was not nearly so frequent as PL~rKT and its main 

use "."ias in separating the parts of a sentence. Oc('!asionally it r.s..s 

used in the place of a PUUKT,. as for example in the follo~ing "VON 
I 

2 UER 30 BIS 3 KOMMA 45n: 
i I 

At one time it used to be vary frequent in the folloning: 

KOIBJ.A U-D-O 

3. DOPPELPUNKT (colon) 

The use of this group was the san:e as in English an4 it 

often would ove !"lap with the dash ( TRE!JlJllIG~STP.I CH). Example: 

VERLUSTE DOPPELPUNKT (~Verluste:) 

A 1-rFORDERtnm DO PPELPlJNKT. ( .:Anf 0 rd.e rung: ) 
. 

4. FRAGEZEICEEN (Interro~ation point) 

This group was· of the greatest importance in that it was 

,~ bound up ~ith the identification of the ma.in interrogatives and of 
.. '2:1 c ~C() a---' f o._.~ - - -
·-~ the verb IST as explained ~4-G>n-. On account of its almost 

invariable stationary position a.t the en4 of messages, chiefly· short 
/ 

ones,. its f:requenoy and red color in the index ~as sufficient to 

enable the solver to find ·it very early in his studies,. especially 
I 

if nquestion anQ ansriern ~essages were indicated throughout the text. 

Uote the f ollo'h"ing messages: 

(Pv v RS 1520 CRI-5 UB RST ROB nm UAF 

( RS v PV 1525 CHI-3 Y.1~S RIU IL~ 

( sz v Klr 0910 CHI-7 KU1l 
"' 

RIF UFT RCS Y.SU U.AF 

l Kl~ v S2 0920 CHI-3 RIF \JBS 
,.,. ,, -
I AX ', v PR 1205 CCHI-5 KUN RCA 1:so UEX UAF 
! 

L PR v J!.X 1208 CHI-2 KZR UXB 
; / 

l J..4 v KB 1635 CHI-7 KSU KVP Kill~ UFT FCA KSU PP.F 
""! 

---.-

~KB v }.4 164~ CHI-4 RCA K8U P.JA RIY 

s. A USR!TF'.JliG SZEI C~}T (Exclan:ation Point) 

This group was comrr.only "!..lsed in practice r..essages and after 
-~ 

-



~ID:A2456.J6L7 .._.. -

short commands. It was not very important, but its identification ai-

ded one of the finishing touches to solution. 

6. BINDESTRICH.(P.yphen) 

~) Its normal use was that of a hyphen. Exa.Dlple: 

ERD-TEL STATION. 

b) It »as also equi~alent to the wor~ BIS. Example: 

VOM 20-25 SCHUESSE. 

c) In separating coordinates in tabulated Eessages. Exauiple: 

5 PtTh1XT-8 PUNKT NI CHTS. 

d) In giving the strength of units. Example: 

5 TE KOUPAGIHE: l-)(0, which meant that the st rer.@l of 

the 5th Corr.pany was one officer, 4 N.c.o•s and 40 men. 

7. BRUCHSTRUCH (Diagonal stroke) 

This had a particular use as a rule in the following cases 
L 

only: 8 / 1112, which equalled REGIMENT ll.2 COMPA!IT 8. 
I 

8. TRENNt.Th!GSSTRICH (dash) 

a) This group was often used in the same way as the BINDESTRICH, 

se:i;:a.rating address and signature from the main body of the 

text, for example: \ 

REGIMENT - 1.'IARUM ••••• ? - BRIGADE. 

b) As a dash in English - separating an nafterthoughtn or 

further explanat::on. 
/ 

o) As the equivalent of·~BIS. 

9. KLA!·~JlER (parenthesis) 

A very rare group a..TJ.d difficult to identify. It r.a.s some-

times used to enclose an explanation or an identification, example: 

PLAIJQUADP..AT 4452 (l: 20000). 
k 

V. AUXILIARY SIGNS (Hilf-signa.lp) 

The uses of the_y( auxiliary signs in these coies were very 

definite cmd the identification of the im~-0rta~t ones was necessary 

to the completion of the reccnst ruction of the code. These signs 

were placed. inm.edia.tely after certain words to alter6 n:odify, or to 

n:ake more definite their :::eaning whe::."6ver d.oubt existed c~r~6erning 
---~eir signifiCa.!lCe in the particular position they occupied~n 
..?'J.r-tbis account, nan.ely, that they always in:mediately followed a certain 

~ \... \ \., t....... orc~A.SSlftr.R 
. ~~_\~ ~.21..\o.Q.:DL_O _ 

_ .:..;- -_r_-',• -T- --- f;,. ... _.~< r:_,_. ~ • ---

I 
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few groups, their position was fairly constant. Furthermore, they 
. 

never showed g~en color in the indexes, and, in fact, little color of 

any sort. When severAl sets of bigraphs were found, in eaoh of which 

the second group r:as the sa.rae, the latter group was usually one of thes .. 

auxiliary signs. Therefore, when beginning the study of the cod.e 

text, it was in-.portant to find. and to note all groups which ha:i a 

tendency to occur in pairs, or bigraphs, on account of the aforasaid 

consta.~cy of position of these signs~ Iwmediately after identifying 

any of these groups they were filled out through the entire text, 

and the nature of the pre ceding group thus indicated. This was of 

great assistance in forming an assumption regarding the meaning of an 

entire sentence. Continuing the chain, above each occurrence of 

these preceding groups which had thus been classified was indicated 

its nature 1 i.e., NOill~1 VERB, etc., aven though it was not followed 

by the auxiliary sign which had led to its classification. 
~ 

Tne chief eh&racterieti-Ga of the auxiliary signs were as 

follows: 

l. HAUPTl\'ORT and ZEITl"ORT. ( -.i ~ WY' j _,.uJ,,.j 
The first of these two groups was used to change a verb into 

a noun in case the latter was not in the code book. and vice versa in 

the case of the second of these groups. Example: DIE VERTEILE!i 
~Equals - , 

HAUPTWORT WIRD etc./~<13IE VERTE~_LU!TG WIRD, etc.1.J ~,,.~ "AHDERffi.TG 

ZEITl"ORT '{~quals - tiE Xl.'DERli~ . I! . . ( • J) 
2. EillZAHL and l.IEHRZAHL (·,V.:.,,.a_,,,..L<'./\ ;:,.,,.//vu·';" · _ 

These groups were used to convert -a noun ~vhich was found only 

in the singular or the plural form respectively in the code book into 

the desired form. Examples: 

DIE GRA!!ATEN EIUZA.T.IL (equals - DIE GWTATE) 

!f ff" 60 SCH'JSS 1!EHRZAHL (equals - 60 SCHUESSE) 

.. ~...:.------::--3 
• EPSTE STEIGERU?JGSFOR!l a."l.d ZITITE STEIGERU!TGSFOPJJ 

These signs were uaed to indicate the degree of comparison t/;t; 
f -;/ which a..~ adjective was meant to signify. Exa.1T.ples :. 

GUT ERSTE STEIFRillWSFORM AUFPAS E?r (equals - BESSER AUFPASSEin 

EOOH ZrEITE, STEIGERU1·:GSFORU A:-ITEl'll~E (equals - HOECHSTE AUTE!mE) 

~zygE~R?\.. 

"- \ \. \ ~. - DECLli$SIFlrJ{ 
\"l .\"\.. ~ .. -~k o"·cJ.._O~-

(; _:__ .. __ :__ __ -- ---- ~-·t __ ,~. r -~-·- - -
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4. TE'?SES OF THE 'VERB 

GEGE!WART (present tense) 

VE~ANGERHEIT (past tense) 

2D KU1~FT {future te:ise) 

MITTELWORT DER VERGANGENEEIT (pa.st :r;articiple) 

quent. 

These groups are all self-expla..~atory and were fairly fra

Tney were first found in short messages usually a..~d from 

there on the path was clear. The first one together ;vith llEHRZAHL 

were the most frequent, and thus had a tendency to for~ bigr~phs 

more than most of the groups. A careful 11unt for bigraphs, there-

# / '-

fore, usually disclosed these groups. /) 

5. BUCHSTABIER GRUPPE {~~1_...~-'t J ~ ;"\.."ll!,_ 

This sign was used to indicateltnat spelling groups began 

or ended. It was only used in the earlier editions of this ·code, 

inasmuch as later it was found to be unnecessary. 

As stated above the manner in which these groups were found 

was by noting all bigrams and by studying the context of the messages 

wherein they appeared for further identification. Often the sense 

was clear but the intervening group which was present had to be given 

a meaning, and therefore the decoder had. to determine whether or 

not he had there an auxil~ary or possibly a pu..~ctuation sign. 

VI. BLIMD GROUPS 
/ 

/ 

In the period covered DY the above, the use of blind gcups 

was so relatively infrequent that they could have been omitted f.rom 

consideration entirely, inasmuch as they did not interfere with the 

solution to any appreciable degree. The code book contained only 

a few of such groups, all localized at the bottom of one pag7',_ of-~ 

the cod.e book, a_~d not enough stress was laid. upon their use t~ep 
~ ~ 

t~em in the mind o:f the oparators, v;ho a.a a consequence .!is regard.ed. 

tt[) t:tem entirely. 

L~ the later stages, however, the ~rocedure with respect to 

these groups had. been ~oiified so much that they beca?r:e of increas-

ingly greater importa.--ice as ti:ne -nent on. T!ley 
r..J . , --·"-----...:~ 

in a further section. (see page--). ( bl f bv " -"'-. ,· -------
will be discussed 
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The uses and characteristics cf the six rr.ain sets of groups 

have been discussed, ar-d indications have been given ho~ solutions in 

each \7e re J;Ilaie. Too ~uch stress cannot ba laid upon the fact that at 

no ti~e was it possi?le to confine all attempts to the solution of 

one set first, • then proceed to ano~her, and sc on. The r.ork of solu= 

tion and reconstruction proceeded in all of the classes simultaneousll 

solutions in one set leading to solutions in another in a never endinc 
~ 

chain. It must be empha,sized that the preliminary steps necessi tate0 

the classification of the most important groups of each set of these 

six main classes. After a few solutions ha~ been made in eaoh~ 

and all work rested upon a sure foundation)the road. to completion 

was clear. It was possible in those early days, after considera~le 
and as long as the code continueQ to be in effeG 

progress had been madj'\to decoie the enemy messages as rapidly and alll: 

as co~pletely as ~was done by the enemy himself. · 

Messages dealing with plans for raids, local attacks or counte 

attacks, reliefs, etc., -:.•ere frequently solved in tirr.e to be of great 
\ 

value. 

SOLUTlON BY\AtlALDC.XY 

As s~ated above, the Germ~~s, in the SpriLg ~f 1917, were the 

first to employ code on the Western Front. The British a..~d the 

French soon follo~ed their example. There see:::r.s to be no reason 

for doubting that the Ge~an,...Co:ie Office waf} ~b}e ,Yo sol-re the cod.es 
. . ~ ~:I\ 1:_~-- • 

of the Allies, end thus o.iscover~ the ~e-&£A of co:ie as a general 

system of secret cowmunication in warfare~4rr::i.ere is also no &a~bt ___ ......... ~ 

oJ but that the liaison 'l:ety;een the Ge!'r!!an •Enen.y-Code-Seotionn and 

their own code-producing section was goo:i, for it was not long before 

improvei~ents and d.evelop::ients set in with ras:pect to their own code 1 

together with a gradual improveme~t in code discipline and personnel, 

-;;hich contini,_.e6.. steadily until the fall of 1918 1 r.nen tbeir co·ie 

reached a very high degree of complexity and safety. 

Befcre proceeding to a discussion cf these developrr.er.ts it is 

necessary to bring up a subject to rth1ch only an allusion here end 
; 

t~ere has been n::ade in all the preceiing discussion, na~ely, the im-

portanoe of AUALOGY in t!:e solution of codes. Ir. fact, it n::ay be 
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sa~d that thBre are T.~o -ays of 01v· · (1) b th ·~ · ~ - - -~ ~ S 1ng CO~es; y · 9 meunOQ Of 

"First Principles", and (2) by the Method of Analogy. In brief
1 

the 

distinction betw~en these two methods is this: the solution of a 

code b~r "First Principles" involves a long, labo:rious and. detailed 

analysis of all groups, with the aid of indexes, record-books, charts, 

extracts and all the various helps by means of which the code-solver 

can bring tee most important features of the code-groups before him 

in ord.er to forw a basis fort he assign:rr.ent of clear-text values to 

the code-groups; the solution by "Analogy" simply involves the study I 
! 

of a series of unsolved messages the usual form and general conte~ts I 
. ~~~~~~~~ ~ 

of .which are· known to the coB.e-solve.r/\ and all he has to do is to find ~ 

the groups and sets of grcups in the unsolved messages »hich are 

analogous with the groups a.~d sets of groups in the previously solved 

!l.essages in o.rd.er to form. a basis for the assign~ent of clear-t,~xt 

values. 

The Analogy Method,naturall~ can ba applied only after a solu

tion by First Principles has disclosed the nature of the messages 

sent by ~iven ~et of stations. As long as the personnel of these 

stations remains unchanged~ and as long as they continue to adhere to 

a definite procedure, to a set or stereotyped phraseology, the Analogy 

Method is invaluable, and may result in a break being ~ade into a ne~ 

code 11hen 

and. 

the a.mount of text is still very small. ¥.'hen this no longer 

to be the ~se fuature..:!.ly, the .Analogy '!!etho:i oa..'l'lnot be aI=-
W_ 

solution musu be attained by a recourse to Fi~st Princi~l~s. 

In the early days, each s,tat ion had to send daily ::eports, and 
{ 

t1:ese took the form of stereotyped. oessa;:es, which were even sent at 

definite hours. A thorough study and acquainta.~oe r.it~ the deco~ed 

text of ~ese~ges passing between the statior.s r.hose ne~ text was to 

be zolvei »as, t~erefcre, necessary and ~as indee~ a prert::~uieite to 

sol~tion by analogy. The decoier had to 'be fa.rr.ilia.r wit!:. t'!';.e fo:.i: of 

t~ese ~eports, their contdnts, their variations a.nd peculiari~ies. 

T!:e locat:..cn of but a few of the characteristic "le:~d!:,arka" in the text 

of a new code uas all, then, that ~aa necessary: solution proceeded 

very rapidly. 

• 

I 
II ....,..__. 
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Note the 
~ 

following examples of typical reports such as mtgh ~ ha'Ve-heen 

sent during the SUll'.!Ler of 1917: 

. .- .. 

PQ, v RT 04.30 4 TLE l TL CRI-4" 

TIRIF•KOMI.:A• EIGE!~ .. M·G•TAETIGKEIT" SEHR· LEBHAFI'· PmJKT• z .. PURRT· VON'•l • 

04.30 4 TLJi.:' 2 TL CBI-31 
• 

3•PU!IT:T· VOU·l· 8· UH~· 15· BIS·20•PillIKT• 30 ·mm •VON•2t •UHR•BIS• 2•3. 

KOL:MA' 15 • H1JNDERT• SCHUSS•MEF...RZAEL• AUF•ERSTE• i:JlID• VIERTE• STELLtm~ El!-. 

PillTKT• 

PQ v RT 04.30 4 TLE 3 TL CF:I-21 

4•PU1TKT<HICHT• S• ZU•MELDEU, PU!IKT• 5• FillrKT•\':ETTER•GUT• KOW·~ •SICHT• 

• 
tnI•KLAR•KO:M!lA•NICH~ VIELFLIEGER•TAETIGKEIT•Ptn~KT· 

/\ 

PQ v,RT 04.30 4 TLE 4 TL CHI-43 

-
Y:'JRT DER \"ERGA1rGEr1SEIT•PUMKT· 8 .. puwKT• VEPLU2TE• DOPPELPlTJ.rKT•lO•::ANU•. 

smJ: LR •\TEPr"tJ!-TDET •KOU!iA. 15 • ID.::I~ •LE I CHT. VERF.U1TDET• PU!·;"KT. e. mm"' 10' PU1TKT. 

1n CRT• £. 'PU!IKT. 2• 4. 5. TE' f1.. PIBIT.:T. r·. PUNK'I .. R. PTINKT • 

Knor.ledge of the form and contents of reports 
,,/' 

the careful study of a few messages in a new code was 

}J-Y, The importance of the A~alogy Uethod may be i:lustrated best by 

giving somew~at at length the v~rious steps in the solution of the 

Fritz Cod.es, whioh were s-'jud.ied by t!".is office'1 The writer takes 

:t:leasure in acknowled.ging his in:lebtedness to a. preliffiinar1 report 

"Fritz Co~es" cy Seconci Lieut. Lee;1J1
: SeJ.:ers, Inf. for t:cst 

La~erial d.iac'..1.ssed unC.er this t.ead.~-~........_ 0~ -~ 

of tt.e 

T.:ie "Fritz Cod.es" ·,7ere used. by tr._e Fifth Ger.r..an Army up to 

the spring of 1918. ".':'i ":b the excepticn of the Er::erg:ency Signal 

Syst-3r:. {&ae, Piii.l"t \'\, f:9etk~E.--}, and. a special co:ie for aeroplane 

xegis~ration, t~ese codes, at the ti~e of their employrr.ent, const1-

tueed -:!le cnly ?:atter t r°'r.srd -tted. by wireless on the front of the 
afo re?:.ent icned Army thrcuf:hcn:;:t the period. stated.. It n-.ust be re- ~, 
IL:r.::;re~ a.ls? thz:.t at this time the ~e..ll~lette~s of the various . t '(. 
suavione ren.ainea cc~paratively fixe~1 (se~ ~Page--), so ~hat-· 
.L').,c P ce:!~:'!"e o~ €nr"" v £te.ticn could. :.e studied. from day to ds..y. 
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In the Verdun Sector at that tin~e it \"ias the invo.riable 

proced1:-re)oocasior.i.ed by a General Ofd.er, in fact, for lower units 

to transmit short )routine reports to higher uni ts by wireless a;t 

definite ti~es during the day. The first step was therefore to 

search for these reports. Usually they began 'With either !10R'.iEN 

fil:Lf-tJNG, or .ABE!-TD BELDlJNG, depending naturally upon the tinie of the 

day at which sent. Therefore, after separating out all the wes-

sages sent during the entire d~y into two classes, viz., those sent 

from 00.01 to 12.00 and those from l?..01 to 24.00, a search was 

made fora set of three groups which would be found to behave i~ 

accordance with the requi rel!lents 1 of the word.s HORGEU , ABEND, and 

M.ELDUMG. That is, if these ~ords ba represented by the letters 

A, B, and C respectively) then the messsges~of the morning hours 

should show among them several beginning AG, an~ those of the af-

ternoon hours should show among them several beginning with 50. 

Series of such messages were not hari to find. Now these 

reports ordinarily referred to the messages of different kinds 

sent by a station during the last twelve hours. 

Here are several examples : 

1) 0 G n:;'I n G 1 c~!f.1 M R EN kL.L-ID! •• , 2 SCH f :r 
2) AEEND MELDu'NG ERF.:ALTEU 3 CH..:.I 4 -· t 

3) ABE1JD l.~ELDUf!G ALLEt S IN ORDN"UNG 

4) ABE!\"D MELDUNG IN ORD~UI~G / 

a) MORGFN HELDU!ITG WIE SO UST 

6) ABBND MELDm!G llICHT~S m:uf ES 

~· 
SENDEN 4 CHf I EMPFft.NGEN 

i' 

•I 
ztI GEBEN 

Note th~ repetition of the code group for the single letter 

I in messages one and two. From this group the other spelling 

groups CH,, SCH and Z \fe re soon located.,, together with the verbs 

SrTDEH and E1iPF.t<!•TGEN. 

At this time the operators »ere in the habit of expressing 

their approval or disar.·proval of ttessages received. by aending a 

:r::essat;e consisting of the co:ie gro"Jps for Gl!T or !J~IH repeated two 

or n;ore times. Such messages~ which consisted therefore of two 

or three repetitions of the ss.r:e group, were r.atc~ed. T~ere would be 
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sure to be one or ILore messages beginning with a set of three gro'JPB 

of which the third was MORGEN, the second unknown, and the first, one 

of these groups \lhich was repeated as stated above in other messa;:ea. ,_ 

!!ere then r.a.s a clear indication that we had the phrase OuTf Elf l!O?GE!I, 

thus giving the important spelling group EN. 

As soon as a few solutions had "OOen ~ade, the custom was to 

send out a "First Listn to the French Code Office. As more solu-

tions were made, subsequent lists were issued. 

So invariable we.re the .reports mentioned above that praotic-

ally all nFirst Lists" of solutions for the Fritz Codes ~ere i~enti-
~ 

cal and consisted of s:r.e or all of the following: · 

MELDillJG CH 
MORGEN z-
ABEND SCH 

IN ORDIWl~G 
GUT 
ID!1J 
l,2.3.4.5. 

( 
SE!JDEN I 

:.~" EMPFANGEN EN 

... ~~nee an opening wa.s made, further progress was very rapid. 

L.~/~ During those days, when ncamouflage of liaison" was jret in its in
:/..; 

fancy, the sending of practice messages by tbe C-erman operators was 

a boon to this code office. For a detailed discussion of the neo-

essity for and importance of practice ~essages, reference is ~ade to 
/~ 
(~.: \P~') page; --, of this report. At this point we will only dis-

cuss the nature of the practice messages sent by the German operat.oTB 

at this ~time. 
_:-

,/' 
, 

-~- Owing perhaps to lack of imagination they were in the habit 

of repeating short aphorisms as practice messages. They did this 

so constantly that in at least one instance it was possible to know 
I 

in adva...~ce what "aphorismus" a particular station would sm.d. Its 

favorite was: 

MORGEN STUlmE HAT GOLD nr lilll\"'DE 

Sowetimes before a code was three d~ys old a thirteen group 

rr.essage b3gir.ining with the word. ~ORGEF~ a..'1d having certain cha.rs.ct~; r-

is tic repetitions would prove to be this :proverb, spelled out as 

follor.s: 

!!ORGF?1 ST-UND-E E.t.T G-O-L-D Di 1!-m~D-E 

Note the repetition of the UND-E in this ~essage. 

"- \ \... \ 't"-.. DECLASSIFIEJ< 
\~-~ ~ J::~ . .J~c.a_~ _Q 
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Frequently the group for tJND would be located already and would thus 

\ 
aid inthe finding of this proverb. 

\ . 
Having identified a few spelling groups further progress 

was made by continuing the chains which they initiated. Whole 
\ 

words would now be solved. The auxiliary signals and punctuations 

would manifest themselves, a..~d progress would be ver-1 rapid. 

Having given, from the proverb mentioned above pexhaps, 

tbe following: 

KK.A RUC RLN UVK 
0 ST 

KUZ tTVA 
-1.! 

i· 

it was soon possible usually to complete ths message without any 

difficulty as follows: 

KKA RUC RLN UVK KUZ lNA 
IST P - 0 - ST DA -?-

The word IST ~as used very frequently as a syllable in the 

words L-IST-E, or HE-IST, and very often the whole message 
e. ;:. 

WO BLEif"EN GEGENWART. VEft~EGIDTGS L-IST-E? 

would be solved as a result. 

Among the messages which furnished a great deal in the way 
I 

of solution by analogy'· end this applied not only to the Fritz Cod.es, 

but also to the very latest codes, were those dealing with the 

issuing and recalling of the SATZBUCH, 

rather. curious fact' that tbe iode-book 

or code-book. It is a 

itself did not contain in its 
~/ 

first editions the word SATZBUCH nor was it among the many words added: 

subsequently. As 

the "ord had to be 

a consequence, whenever mention was mane ~ it, 
spelled out. Now when a new code-book went 

into effect, among the messages of the first day's traffic would be 

found almost invariably one or more oessages calling in the old 

code-books. They usually began with the ~ords ALTES SATZBUCH or 

ALTE SATZBUE~~ER. 

The appeara."1.ce of such messages 7.as so regular that a hunt 
' 

for them would be rna1e irmnediatelyafter a few spelling gDoups 
1 

had been claasified. Let 1:S assurr.e that we have fo~nd a message 

in "=ich we have underlined a chain of spelli~g groups and ~hich 

we suspect to ccn1tain the word SATZBFCH. The question then arises 

as to how to distribate or assign the values in the chain. 

--~ - ..t ~ ii 

-.;. -,.~:.· __ """'!!! -·- '~t~~:r .. ,'--- ..... ~"'- -·-==-~_:;__ ~ 
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From the various previous solutions, the follo~ing distributions are 

possi bl-a: 

ALT-ES S-A-TZ-B-U-CH ·., . -.... 
.ALT-E~ S-A-TZ-B-U-E-CH-ER •••• 

- ,,P. tr 
AL~ f S-A-TZ-B-U-CH-ER •••• 

guiding ~t~a~-tKl~P.s~~l~~ ·~oi:ild ·be The fumiohed 

by the ind.exes. It is obvious that the groups representing the 

parts of this word should show the following charaot-eristica: 

S-High frequency I some color, of which yellow and red predominate 

A-High frequency, little color, sometllnes standing alone, or 

even in the company of nurr.bers. This arises from the use of this 

7/_ t letter in designating the subdivision of a PLANQUADRAT square, for 

example: PLAN'QUADR!T 4528A. 
~ ~-.. -· _,, ____ _ 
.,-.. TZ-Low frequency, little color, sometimes sta..Tlding alone., or 

6 ..,..., even in the company of numbers for the same reason as given u..'11.der 

letter A. 

U-Medium frequency, no color, seldoffi found except with other 

spelling groups. 

fr-Medium frequency, no color. At one time the enemy had been 

sending a peculiar ty;pe of report somewhat as follow·s: 

T-2-15-2-~-2-15-2. The nature of this report was undis-
fl 

covered.. Fo~ t~s reason the letter U might sometimes appear be-

tween mimbere. 

E-Very high frequency, if colored, red or yelloH, seldom green, 

Often standing alone because of its frequent use in connection with 

the inflection of nouns ar~d of such ad.jectives as ALT, EEU, SC~, 

etc • 

.Qll-Low in frequency, very little color, sometimes green or blue 

occ~eioned by the sending of such ~essages as : 

CR-I 1307 ER-LE-D-IG-T 

2 CH:-I GESCHICKT 1 3CH-I EU.PF.M!GEN 

ER-Fairly high in frequency, colors, red and yellow, seldom 

green, r.n:: rhaps tr.o or three times blue, occasioned. by such a mes-

sage as 

T.-ER EAT F'Ul\TKSPRUCH 2000 GE-GEBEN? 

. 
i 

I 

I 
i 
I 
I 

I 
!! 

I --~ 
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Tb.is group (ER) may be found alone r.requently I that is in '1,: 
juxtaposition with groups evidently not spelling groups. This is 

occasioned by the use of this group in connection with the inflec

tion of nou..."ls and of such a.d.jectives as STARK, SCh'v.'ER, ALT, etc. 
r. ~Q."::r\ >-
\ 

11
-{'vl ) These brief descriptions will suffice to err.phasize the 

/ point that net only could ~,he decoder find no aid from the normal 

frequency tables for the language, but also that he had to be _f~mi~ 

iar with the various uses to which the L"lci.i vidual letters e.nd. sylla.~ 

bles were put in such a code. In this, the kno\Yledge and e.x-

J . 
r: .. z· perience gained in previous cod.es was indispensable. 
"'J• .-~ - ,,.,,.--- In these codes numbers were solved without much niffioulty. 

~·In the first place. the most imi:-orta.'11.t ones. from l to 6 or 7 here 
/-., ;( " " 
/ .- classified very early, by the station reports which were the basis 

of the analogies leading to the first solutions. m.m:be rs ·.ve re 

used in all the situations mentioned on page --, es~~cially fre-
--

quant ~as their use in connection with call-signs of stations, and 

since in these days the call-signs remained fairly constant, ~any 
. 

identifications were secured or corroborated by their means. 

The solution of complete words a.."1.d phrases was the most 
\ 

difficult part in solution and naturally follO\'led. only after a 

fairly large amount. of ·::ork on spelling groups a."1.d ~umbe.rs had been 

d.one. - Ho':rever, it must be, add~d that phrases and WICH'i'IGE lIBLDlmGEN 
~ ' 

(irr.portant ~:Se~) presented di.fficulties norm.ally insurmou:::table . 
because the groups standing for such ~essa;es 1.ere of such infra-

quent occurrence that certainty or corroboration of solution was 

usually impossible. Perhaps if a close liaison between tee intel-

lige~ce officers in ~he front line a...~d t~e code office a hundred or 

more kilometers back were possible, such solu:ticns could have been 

achieved.· But as a n;atter of fact, while such solutions i"iere im-

pcrta..~t they were of g~at interest only at the particular hour ~hen 

they were sent. Uessagas dealing with the tactical situation, 

:prepa..r.s.ti ens, end. intent i :,ns we ra of much greater importance ru1d 

tt.eir solution was always -wi'thin the realm of possibility. The 

identifying of such s~ort and frequently usei phrases as 

E 

I 

I 
I 
• I 
i 

I 



IN OF.DUUNG 
LEICHT VERWl~~DET 
SCHWER VERWTJ:NDET 
LAGE UUVERAENDERT 

was a comparatively easy matter, but at the same time that re:pre-

sented the limit of success in solving of such phrases. 

The Fritz Codes continued to yield to solution along these 

lines until late in the spring of 1918 when this office Qiscontin-

ued their study and concentrated all attention upon the Albert 

Codes in use by the G:erILan unit nnetachment ncn epposi~tlie k~ffTi-ea...~ 
~ ~ . ~ 
\:;_.!J ·f ,u,.._.._r;: "t ~ ;J..r,..,,:. {:-l:.-c_ ,.. 
- I ·. 

As stated before, code w~s introduced on the Western Front 

soruetime around the llionth of January, 1917.. Aft~r it was found 

that code could be used with advantage under such conditions, wire-

less activity suddenly increased vary greatly in amount. This is 

illustrated in a striking way by noting the great increase ih 

the nun.ber of enemy wireless stations: in JE:.nua.ry 1~17 there were 

approximately 125 on the T: estern Front; in A-ugust of the same year 

the number had increased to almost 700. 

Wireless traffic thus began to assume a very great importance 

and it was but natural that &evelop:::ents a._~d changes should take 

place. On account of the information that could be secured by 

n.e rely studying the radio trafflc in 
/ 

its external asr.-ects above, it 
/ 

became necessary to adopt measures to prevent the enemy from seour-

ing such inforrr.ation. 'Jhis was the beginning of the "Camouflage of 

Liaison", a subject which is discussed in detail subsequeD"t.ly (see 

1[1 f'f' • p ) v. S.2'6 s -- • l \/0 <.> 
For "the moment ·r;e will not br~ak the continuity of 

. 
thought# by gcing into that ph~se of the subject, but will continue 

-...-i th the KRUSA Cod.es. 

camouflaging liaison, and, also of ~strods of sclvinb codes, ~hat 

-
the trench codes should increase in cc~p:exity. As time went on, 

it became n:.ore c:..r.i.d more difficult to reconstrt:.ct the enemy codes, 

and the various a~ditions and complications which arose will be taken 

up hexewi th. 

---- ____ _f~~-r-: :1 -~·~ 

I 
I 

I 
I 

I 
= 
I 
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was a.r:i. increase in the number of representatives or code-groups 

for the the most frequently used groups, i.e., the adoption of 

"variants~ Fnereas up until this time such higbly iruporta.r:i.t and 

frequently used goups as PU:ffKT, numbers,, a.rid spelling groups such 

as the iwportant consonants B, C, D, G, K, etc., and even the 

vowels 0 and U, were without alternates wha.teoever, the enemy soon 

found that these groups becarLe so conspicuous by their high fre-

quency that moat of the important groups were increased to tv;o 

ra rep,,..~~sentatives, and some to three. 

~ The effect _of these additions was not to cause any change 

.,/ /~o be ruade in the methods of classification and identification, as 

f:? (./explained in the preceding sections, but to render thase processes 

more difficult at the start, because of the red.uced. frequency of 

the main groups, and the disappearance of certain invaluable c1ues 

which were the result of the absence of alternates ox variants for 

tbe important groups. Consider for example, the single case of 

locating the abbreviations KTK and RIR. In the early days, these 

abbreviations oould be represented in one of two, and only t~o 

forms: 
\"'"' 
\A B A or 
; C D C or 

AXBXAX 
CXDXCX 

in which A stands for the group representing letter K; ~ .... the 
/ 

group for the letter T; q,.,.- irhtr=on-e for R; ~~e-..on.e for I, and the" 
x .or-re-for PUUKT. 

Therefore, after PulJKT had been identified (and this was 

done very quickly), as soon as suqh sequences ~as those shoi'.'11 

hc..ci been fou..rid, it was soon easy to deterr:iine them to be !3i the.r 

K'It; K PIB~KT T Pill~KT K PIB;KT j or RIR; R PU!TKT I PlJ1:'"KT R PUKKT. 

It ••as ea.sy to determine 'if .. hich of tbese t»'i'C ;70.s corract. 

~ut ~ith the aio~tion of t~o and three varia:nts for these 

freq"t:ent groups K,, T, R, I and. PT.JlTKT, eac't of these a'bcrevta.tions 

could ap:fje&.r in any of the ::.a rt;e variet~r of for ... s res:::: tirig fr:.JL 

the great nui~ber of combinations possible as a consequence cf this 

increase in t!le nUJiber of coie-equivc.ler:ts for each group. 

The metrod, then, of locating such a series was to s".iuC.y 

all the ~igraphs, trigra~he and polygraphs ~ith a view to th~ egta'b-
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'lishL~ent of equi valency of code-gr01~ps. V:ben t"so code-groups were 

found to exchange places in chains of groups, or when two or three 

groups v.e re fou.11d. to occupy the same relative position~ in ??:essa.ges 

indifferently, 1 t could be assun:ed that these groups were equivalent: 

01! variants for the same group. 

Having found, for example, a polygra~h rapeated three times 

as 

and twice as 

·,E F G H I J K 

'EFPHMJK 

it was not ha.rd to imagine that the groups rep.resented by the let-

ters G &nd P, I and M were equivalents. By a study of such cases 

the alternates and variants for the :u.ost frequent groups were class-

ified and later identified • 

To illustrate the enorrr.ous incre~se in difficulty. of le-

eating such a phrase as l.:.ORGEU !IBLDmJG, which fonnerly had reen so 

easily identified, it may be stated thet whereas at first there was 

but one group to represent !.'ELDTJ~!G and one eac:-, to represent the 

various parts of the ciay, at the end of a year there were in the 

code-book the :follor.ing groups for the ssa.e exi;ression, each- having 

three variants. 

t.BE:!:TD 
llOEiGE1~ 
lEELDm·~G , 
.ABEl\DHELDtnJG/ 
MORGENUELDUiTG 

MITTAG 
VORUITr.:'AG 
!!ACHllITTAG 
VO RMI Tr:' A GSliELDUJ\TG 
MIT':'AGSllELI:ill:G 
EA C:..P.lITTAGSliliLDU!JG 

Despite this increase in the number of var~ants; code 

~essages could still be solved, though not so readily, because of 

the carelessness and ignora~ce of ~he operato=s responsible for en

codir1g the ruessages, a fault of which the Geroc:.n operators ·.;ere on 

the Tthcle r..uch less guilty than wr ovm as time went on. 

the use of the variants was reco~::.e:r~d.ed t irue and again,, the ore re..-

tors failed. to do so and it was cr.;.ly after a long pzriod of inspeo-

tion and strict regulation that the r~les fo~ ~~e i~discriuinate 

uae of variants we re f ollor.·ed. .At first, the Ge r:r.c:.n ope rat era 

he.d the id~a that the variants we re to be used. only in case t~ e 

group were repeated in a single message: i.e., if the group had 

to be used three times the first time he i'IO".lld choose the first of "Cl' 

,, .. ~ . \.. \ \. \ ~ DECLAS~ff~_Q_cl 
_.,l>l_.\~ ~-!Uo . 

I' 

- -- --- - --- -- --- - - __! .. ~- --- __ t:_'f~~ ---~-
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the series of three variants, the second time, the second one, etc. 

As a result, the first group in each set of variants was ~ by far 

the most frequent and a great deal was detracted thus from the value 
04.. CA_ 

of the alternates. Later, however, and possibly -a~ the result of 

regular instruction in special schools, the Gern:an operators improved 

vastly and the repetition of a group within a message became indeed 

a rare phenomenon; also al1 thrae values were used indiscriminately. 

Another important factor was that the rule prohibiting the spelling 

out of a word, the equivalent for which existed in the code book, 

was not strictly follo\;ed. The most flagrant violation of theae 

rules was encountered in one message sent during the month of Sep~

ember 1918, which T.as as follo~s: 

DSZ v DHR (H40 v ---) T-3.09.18. 10.10 CHI-10 

H 0 CH A N T E N N E 
UAR KUE SHN ALV RZN ASl~ SAX RZN RZN SAX 

Thie n:essage, after we had decoded it (by means of a cap-

tured code book) caused us much chagrin, for had we not hesitated 

to follow through to'its completion the clues offered by the re-

peated groups, we might have broken into this code in the early 

part of its life. This case also emphasized to us that one must 

not hesitate to assume such an occurrence as the spelling out of a xm 

word or a phre .. se which is already present in "!;he code book, even ur.1.dll' 

the best controlled conditions;/'for the. word J.'NTE!H ... TE was among those 
/ 

which suggested thewselves to ::iis, but because of what we :regarded as 

JF- its high degree of improbability 1 it h"as not tested ve.ry thoroughly. 

-The next important changes we re as follows: 

1) 
cl.. 

The compounj nllr;:ber s from 10 to 20 were added. This nat-

urally resulted in L~cxeasing the difficulty in locating numbers, 

especially military unit nu.. be rs. rnereas formerly in order to 

iniicate the 125th Regiment 1 for example, it was necessary to give 

the groups for 1 1 2 and. 5 1 the sa!Le could no;-; be represented by ii WO 

This also tende~ to reduce the frequency of the 

numbe~ l very greatly. 

2) Various frequently used words which forrr.erly had. to be 

sfelled out were added. For exE..rr.ple, a case which was rich in its 

harvest of ~pelling grcups was the follosing: 
,, ,. 

; 
~ . 

....... ?+it· ...... Hof..M' 

D-IST-I-LL-IE-R-TE-:S-\"ASSER 

-· - .fi-' 
·--~ 

I. 

I 
I 
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b3 !low, the whoJ.e phrase DISTILLIERTES 17ASSER was represented by one -

group. Other additions of wuch importance were the groups repra-

ser:tihg the words TELEFON, RUFl~AllElJ, SCHLUES8ELHEFT,, etc. 1 which 

formerly had to be spelled out. 

3) A table of the hours of the day was added, giving for each 

hourly and half hourly period of the day three variants and also 

having t-.vo complete sets, one for the morning hcurs, the ether for 

the afternoon hours. T~us at one stroke, the entire set of groups 

by means of which it was possible to locate vary quickly the pie:PQ--

sitions VON, BIS, ZWISCHEW, the word UHR a.~d also the very import-

ant nm~bers from one to twelve, uas destroyed, and from then on 

such identifications becan:.e very difficult. T~e enemy also adQed 

a smaller table giving two alternate equivalents for periods of 

time from five min:;.tes up to 55 ruinutes • 

4) The entixe procedure with respect to nulls or blind grc1ups 

was changed. The nulls increased in number frcm 12 to 50 and 

were distributed in sets of 4 at the bottom of nearly every page in 
. 

the code book. The i~stX'llctions "ere to use them very liberally 

and especially in messages consisting of only two or three groups • 

The first code in which their use in such a rlanner 1·;as discovered 

was in Albert Code No. 10. Long afte~ the break was oade into this 

code, in fact weeks after the code went out of effect, continued 
I 

study of this codebrought to light the fact that the high frequency 
l 

groups for which no values could be found, and the presence of which 

n~verthelesa did not seem to interfere ~ith the sense of ~ost mes
~"'-sages were nothing else rut blind groups. Three e-f fc:ur of such 

grours having been identified in perfectly legitisate places, such 

as between spellir;.g groui;::s, these grcups were traced throughout the 

text, when it wao noted th&t here and there an entire message con-

sisted. of nothing but a series of tr ese blind grou::i::s accomr:anied 

by the groups for U2-Elr.'"'G5 Fl:1IK8PRUC:S:. Following up this clue it 

f $ soon became apparent /tr.at the enemy was senC.ing as practice messages 
_ _.,__..~-~~-...._t'tl"t..,_....,..----.:1<~'1"""'Wirw1i+.fiol'' ../ 

.,f (..

1
_ _ chains of ·olind. gfc-ups r.i th i:;e rl:aps one or two •1 real~ grvups in the 

b 1;hola message. By following out this clue, tl:;e entire series of 

about 50 blind groups was identified. 

, 
-~-~- ~~ --- ··--~ ·- ~ --~ --~ ---~-=- -.. 
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Now a little thought will shmr that such a method of em~loy-

ing blind group put new difficulties in the way of the code solver, 

for the blind groups, if used with discretion, would behave exactly 

like nurribars as .ragaxds first, their irregularity of interchange 

and second,, their coloring in the indexes, since they could be 

placed any'w7he re in a message. 

It became necessary, therefore, to find sorr.e method of dis-

tinguishing nµmbers from blind grcups, for at the beginning when 

the code-solver has hardly any guiding points at ban~, once having 

started out on a false track, he might readily classify and build 

up as a whole series of ntkbers" what really ..,.,.&s nothing but a 

series of blind groups. 

The clues for distinguishing them were found not in any 

particular characteristics of blind groups themselves, but in the 

charaot e rist ios of the blind groups as used. by the Germans: they 

carried a good thing too far. The operators got into the habit of 

turning to a page an~ transmitting the series of blind groups in 

the order in which they stood on the page. The result was that 

as the text accumulated, and the blind groups stood out because of 

the frequency and ubiquity of their positions; :the :finding of ir.:.di-

vidual messages with a chain of such groups soon cor_fin;.ed their ide~ 

tification as blind groups •. 
/ 

Very often, f'..lrt:-:ermore, a blind 

grcmp v1ould be foi.md betwe~n tr.'o groups which in other places forn.ed 

a bigraph, a very clear confi:r:=,aticn, therefore, Yi'hen se'feral 

cases like this were fotrrld. 
\ 

It should be added, however, that when there was really 

important traffic going on, the operators see~ed to forget all 

about blind grcu~s. In otter ~ords, the lavish use of these was 

I 
confined to practice ~essages a.~d to ~essagea coming from a quiet 

., " 
~,-~ 
~ _,,...,.,- The aidition of all the grcups ~entioneO. a.cove, together 

t b \;ith an increase in ~he nurr.ber of varia:its fo:r the importa'!:lt grO"'...:pa 

neo~asitated the aO.uition of the letter q to the series of initi~l~ 

letters :rai3ing ~he total nuffibar of possible combinations from 2,038 

to 2,~04 combinations. 
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RE9ID:A245BJJ.J - ..,.., • The final a:iditions and cha.11ges to the· coie were even 1;·.ore 

radical. 

l) More spelling groups were added, this time (a) for infre

quent combinations in Gerws.n, (b) for frequent cc~binations of 

letters found in the French names of tm;ns, such as AIN, AG?~E, P.~:TCE, 

AUX, BOIS, etc., etc. 

2) The adoption of an enciphering table containing cipher 

equivalents for pairs of letters; tbis table was to be used in 

spelling out :place na:.:.es. The following is a translation of the 

directions for the employment of this system, as contained in~he 
70-77 Ji' fu I 

code-book itself (see pages~ of Exhibits~ and 3:-3:-): 

SYSTEM FOR THE SPELLING OUT OF WORDS. 

The Encipher~ent. 

l). Write the word to be spelled. out, writing the letter •X• 
as 'AE', 

n n n 
'O '·' as t OE', 'u• i:..s 'UE t; for example, Dusseld.orf - Duessel' 

d.orf. Divide the wori into pairs of letters. If after this an 

unpaired letter re~ains at the end, add to it a recognizably dummy 

letter, for example J 1 X, y or I. 
-.. 

Ex~ple: The word DUESSELDORF would give: DU-ES-SE-LD-OR-FX 

2) Encipher~ pairs of letters thus formed by means of the 

Enciphering Table. This is done by finding the pair of letters 

&"ld setting down the pair of letters sta.:!lding beside the~ in the 
,/ table. 

Exaruple: DU=LZ; li'~-~T· - __ q ' SE=CE; LD=SE; OR=BV; FX=WD. 

3) In front of ever:.· enciphered. :pair thus found place as the 

! third. letter A, K, R,, S or u. 

I k-C~ Example: KLZ AJT UCH SSE RBV Sl'iD. 

/ . 4) Count the three-letter groups fo.nned in this n:.a.:~ner, find 

61:. 
;~ y.:tr..e SPELLIEG SIG17.AL corres:r;ond.ing to this nlLber, a."ld. set it before 
I 

l 
i 

t 

t 

these gr0i...::ps. 

T"n.e Spelling Signal in..iicates to t.he decoder how n:any grot;pa 

follo»ing it are not to be found in the code-book but »ere built 

up by wea.~s of the Enciphering Table. 

Exan.ple: KLZ AJT UCH SSE REV S\VD. 

The re are 6 groups. The Spelling Signal for nsix encipher 

pairs of letters follown is DPF. 
UPF ELZ J.JT 

It is set before the grcups. 
ucg· SSE RBV SWD 

,, \... \ \.\ ~·· DfCLAfSlFIE,R ._ ')\ ~ -· 
. -l~~\'\.. ~_!:i.k.Cl~~ 

___________ ~-_J ·~- ~\I., __ [__~C:_ f 
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SYSTEM FOR SPELLIEG 

Deciphering. 

• 
If one find.a in decoding a n:iessage the follmving ?Leaning 

for a. group: 

"There follow (nw:.ber) enciphered. pairs of lettersn 1 then 

as n;any of ~he code groups following this signal as are ind.icated 

by the nur.:.ber are not to be sou8ht in the "Decodingn pa.rt but are 

to be treated as follows: 

l) Strike out the first letter of every group, so that 

pairs of letters remain. 

Example: The wessage reads: 

1~ >:~ "::'~~AT~g~ KNU RCV SRY SHZ UQS SFI 

UEC::. Tr.ere follow 6 enciphered. pairs of letters. 

The initial letters, there:fore, of the succeeding six 

groups are stricken out: 
,A. 

.A, i:rQ t1m t.cv ~RY }1QS 

2) Decipher the pairs of letters thus formed by reea.~s of 

tbe "DecipherL~g Table". This is done by seeking the pair of let-

ters and writing the pair of letters standing opposite in the table. 

By ~riting together the pairs of letters thus found, ~he clear text 

: / restlts. 
/ S-------; ' 

~J.:~ Example: 

't1 UQ • DU, CV • SE, RY • LD, HZ • OR, Q.S • FX. nu e- Es, 

DUESSELFORFX :~DUSSELDOPJi' 

3) The coa.e groups then following in the messase are looked 

up in the "Decc~ing" part. 

Exa~ple; The group SFI follows. , SFI - A!JRUFEl~ (call up). 

The a.ecod.ed :rLe .ssage .reads: S'I'ATIOIJ DUSSELDORF AJ·:-RuFEI!. 
' _I_ 

no f'.lrthe r explanation of this system is necessary. The 

Encip!"'.:.erir..g 'Iable cta!"'~ged with ea.er~ cod.e, and. the equivalents were 

at random, ttere ·oeing no systel'..'l 11hatsoever to the cor-atruction of 

the table. 

A study uas ~ade to determine whether such enciphered spel-

i •'f 
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'ling groups could. be detected. in the new code whether the 

Gerr.:;ans vtere actually making use of this table, and if so, to 

what extent. A large chart, 26 x 26 ~was n..ade. Each one of 

the 676 smaller squares isas divided into five parts and the text 

r.as recorded in the following mar..ner: 
c_ 

Su:r:-pose the group PJ..y • ... ere to be recorded in this chart. 

T!!.e grc-up belonged. in the large square d.eterr::ir..ed. ·oy the letters 
.c. 

A and)!, and on the line reserved for the letter R)a check !!.:ark 

was placed. J.. group UA<j" woul~ go~~ame square but on the 

line opposite the letter U a check""i"fee placed. Thus: 

-;{------- '.!t.-=:: A B C D E • etc. 
~ ~--=---~:=--}-~--1;;;....~-~--=:--1~:-_.;;...--~~_;;~--~:---------:""--------~ 

• R~~ : R-11 : 
Ii ; u--8 : u-11t1: 

: S- S-111 · 

R-1 
U-1 
S-

. . . . . . 
. . . . . . 

B 

c 

D 

: A- • A-11~1:. t I- A- : 
. . . . 

. . .. . . . 
• . 

. . . . . . . . 

. . . . . . 

. . 

. . 

. . . . 

. . . . 
• . 

K-l : . . 
ii;i1 11]'.l) 

. . 
: R;;;;(lltl lltl 
: U-lJ. ,. . . 

. . . . 
s-

: A-. . . . . . . . . . . . . . . . 

/ 

. . . . . . . . . . 
;K-ll;t'.ii: : . • 
·R-- . • • 
;u-(11t1.11t1 i1i1 i1t1); 
: s- : : : 
:A- . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Now the theory was that since any one of the'letters 

K, R, U, S or A could be prefixed to these .enciphera:ents, a squ&.1·e 

which shoNed a diversity of prefixes rr.ight well indicate or.e of t1::.13sc 

spelling groups, whereas a square showing a high d.egrae of consts.r oy 

as ragar~s initial letters Bould be likely to be a code group. On 

this basis, the group AB as s~o~r;n in the diagram lliight ~ell be a.~ 

er .. d:ip:1e :reci spelling group, rt::e re as ?BC and. UCD a.ra probably c oj_-3 

To check this the en°iing 
A.6 gr.:mps. up, supposing tha "t groups EB-

were found in the f cllol."ing chains: 
' 

ATE: P.AX KUU f RAB~ SAV RIV UOT 
I I . . I 

RCV Y..AX Ktm I UAB \RAV Y.:IV A!!K 

UIV RIP ATK UAX RUU I KAB , SAV 

\SAP \ KJ.V RCV SAX um~ AIV !:?YB 

!KAB IP.AV ATK AAX AUN EIV KOL 

----- -- . ---
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finding of~uch sequences would be a ~plete confir.;.ation ox th 

theory that we have here an enciphere·i word of five digraphs v;hich 

begins with the group AX and ends with the grcup, IV. The co:astancy 

of ti:e gro:.:.;s ATR a..Tld :ctOV shows them to be the spellir.g-group s~ gnal 

for five groups whereas the incon_~tancy of the groups follo~·iing the 

enciphered spelling groups shows that miscella..71eous text fcllo1:s. 

A fairly exhaustive study of the text of one code failed to 

disclose such phenomena, whereupon \;e we re led to conclude that 

the enemy was making very little U3e of this table. This'conclu-
1 

sion w~a completely substantiated when a copy of the very next' cod.a 

v1as captured a.."'1.d: it was found that the use of this table was indeed 

rare. 

:0 The extensive use of and. change in procedure as regard.a 

DECKWAJ:!EN. 

This was probably one of the most important changes in 

entire development of ~he code, because of the stumbling blocks 

put in the way of the solution. 

It was only after listening-set stations were established 

on the ~estern Front, and their possibilities discovered that all 

the wa:rring forces found it necessary to· adopt a whole system of 
' . . . 

couvantional or code names to designate the various Military ':..'nits., , . 

artillery-5roups, su~port-groups, observation-posts, geographical 

.,...cints e+c a11 alon
0
,... +.n_.J,,./',7hole ~ - 1 ... • 1 - ,_, ... _..., 

. / 
DECKEA~N (literally "cover-narr.e~ 

front. The Germans calied them 

or disguise-naru~'). Up until 

the winter of 1917, and early spring of 1918, when a. DECKN.AllEN was 

used iri. a cod.e rr.essaf;e, it had to ·be spelled out. The result was 

that such ~ pr~ctice aided very ccnsiderably in the solution of 

spelling groups. Ey the end of sprir...g 1918, ho:fevsr, a most rc.d-

ical change took pla.ce ir~ t:tis res.:;;:ect, as a result o.~ the very 

si:rr.ple expedient of aFplyinE code-e-roups ~o the DECKTTA1'.~E, and 

changir.:.g not or:ly the le."'.:t ::r every few weeks, but also changing the 

code-groups v;i th each r.e»" c::.ar!ge of code. The vezy earliest cod.e-

books ,..""'°' .,._""ges c.c:si'""ne~ for cc"e gro·urs of J.n._..,_~ r:· .. n_.:-_. ".' •.. w:i.: a"!"I."' OP..,_· ::r'T __ f..' ......... t-.!T .. . ..-.... .;_.J~ ""'~ !":,·· ..... .... - .r:' - .t: - -· - .... - ~- • --

Or P, "'ce-"'::>· es 
·- --~ 1 'l:r.lt tr.er were not u.ad.e us~ cf to any grea:'.; extent. 

r -

,. ".' . 
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REF ID : A2 4 5 B_\;~] • when t'beir impor~ance beca.r.:e with the :f. saue later, 

of each new code, a 11 st of DECKI~A!.!J'.:M equivalents ~or ea~h _sect o_r 
~('"l·t~Wv-..:....~ l~, ~~~-%~~ ...... ~"C(~>LvD:~~L.. l•f 

was provided/\at eith~r Corps or Army Headquarters. Tbese 11ere 

written in by hand, or the typewritten sheet was pasted inside the 

book, at the proper place, by each unit receiving a copy of the 

code-book. Note pages 21-24 in the ;hotostat copy of Albert Code 

110. 11 (r. xhi Mt ~ a.m!==t'"~~~~f4lBe!H1M-:E-l1i·...,,;,<>=·-"'°' 
Jf':xlrt"t·~. 

It is obvious that, as a result of these c~a.nges, 
I 

A lliarked reduction in the use of spelling groups and cf 

r..ru:.bers· r.as thus effected.; 

% Even if such code grcupe ~ere solve~ no ac7.ual iientifica-

tion of Military ·units or of positions could possiblw folloi~ except 

b:.r ci rcuwstant ial evidence. 

I~ sho'Qtld be added that the greatest effectiveness cf 

DECIG!Al'tEN' was during positional warfare, si::'.1ce in "larfare of move-

went, most of the units and groups shifte1 places. At the baginnin~ 

cf their employment, the custom was :ree;ularly to begin the n:essage 

v.ith the DECK~iAEE?r of the U.."lit a:idressed and. to end with that of 
~i.."""~~ 

7t_J· the unit sending. 

f/ these DECKHP.UEN and 

As a consequence it v;as very es.sy to locate 

upon sctle occasions certain d.educti ons i7ere 

possible r.ith regard to reliefs and. cha:iges in battle ord.er; ne-.t:ely, 

when a i.m.it bearing a. given/~ECKNA!lEU i";'aS found\.:;o dia.a;.:pear from / T 
one position and ~suddenly reappear in another position, indica-

that a unit ha.d moved and failed to take the DECKIIA!.:E!~ of t'he unit 

·:.·hose place it ·was taking, a. procedure which ·,-;as absolut.ely against 

regulations. Ho7."e-rer, latar even this metho.i of using the I'tCJ:-

~:r.At:El!, which resulted in their beoowong conepic-:.:ous, ~.·as ruLenJed., 

so t~at the;· coul:i not be d.istinguishe6.. from tbe n~es of l!ilitc..ry 

Uni ta, ouch as regirr.ent, bri.g-2..de, etc., or at least cnly ·11th €'reat 

d.i:fic"..l.11iy in a quiet aec-:;or. 

In add.iticn -:o these I'ECV:!~A~LE!~ arrc.::-.ged in alp!u:i.beticn.l 

or:iex there was a sr...ecial table in the lo.st coC.es t.y r .... ea'!"ls of w:iicb 

the cocie-groups representing, let us say, the DECKr:-A1' .. E:N. of a gi '\ren 

&rtil~ery group, changed with every ten-minute period.~~ 

'l* is -:a:::: e will 'b~ fou;;.i-.:m-f-'&gvo- 25•'1 Cf E.~ lQ.L . .-
• 
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and the message was addressed to group HARS, the code name l'ias RC!R. . ... 

If this same group was a5.d:ressed at 10.32 its DECKHAMEN would. 'be 

represented by AZI. At 6.55 it 1rou.ld be addre·ssed as ~YI, etc. 

In other words, the DECKHAMEU would be chosen accord.ing to the 

column unci.er whio~fhe ~inute-period for th~particular.message fell. 

It is not known to what extent the Ger.~a.ns rr.ad.e use of this table 

in ever-f sector, but in certain ones, ..... 
l. I.I was used a great deal, 

and i ~h . .z>.D .... w ~ goo~ e~~ec .... 
'/.f, .DJ G 7-0 R Tl ON~ 

clear tr.e nature of the change which is ·. In oriei to make 
' .; 

to be des~ribed now it will be necessary to recall to the read.er 

t·-:at the first process of solution of a code, namely the pxocess 

whic'h hc..s been ter.:.eEi classification above, was dependent upon 

the external characteristics f .:...h •.• 1 .... .c:o o v e :mainsevs o~ 
I 

groups in these coda~ 

as dete.rn.ined by their uses. Spelling groups, for exa.."!:iple, ha:i the 

chief chara.cteristics of appearing iD chains, in more or less defin-

ite positions. Supposing now that the co~e groups of which a ~eesar 

·~ ~ ' J..t<_ . ' orne/""''"'""za. . 
·~·· i.,~~;:·~ ~.e.'t!r composea. 'l'te-=e shifted about:o "Ghat all consta..ricy ~ eguJ.a:rl~ 

i, ·~~: 7/ of position of any code group """' absolutely bro:~;~ is easy 

,:.t~!!i to see that the greatest of all stumbling blocks ~~.en placed 
:· ..• ,, .... ). 

·.;~1tJ•:; .. 
in the pa.th of the would-be-coie-sol ver. 

Supposi~g even that classification of spelling groups 

could be ma.de, it is clear_,.that the difficult.:tee in the r:ay of 
/' 

building up a word whose parts were scattered and mixed about within 
, 

a message would be enon:.1ous. This ~s exactly what the Germans did 

as regards their practice messages, by means of an apparently random 

distort ion which resulted in a com~lete trans position of the grcups ~· 

comprising tr.e ~essages. This phenomenon was first encountered in 

~he Three-;Jwcb·.:::.r Coie and, of course, evidence was soon found in 

the 'D.".ree-Letter Coie ~hat ~he same practice was '!:eing followed. 

It was not U.."'ltil the capture of the code-book apPlyir..g to Alb~rt 17 

'-( Exhibit l~) e:-... abled us to .:leco.ie CO!'!!pletely the text, that full 

co!lfi rwc.t iorJ. of this proce::.u::-e r.as fcur..d.. 

tern.ine the nature of the trar...s:poaition 1:ere unsuccessful and it 

-;r;culci. seen. that 1 t was in~ended to be mo::::-e or less of a test or a 

puzzle for the raceiving stt=:.tion to put together the d.istorted n:.ee-

sages, aside from confusing the ene~y code exp9rts. 

,, --~· .t\_~ ~ J!cf~IF~-a_cQr~ ~ ; ... ~~ 
----- fJl.~:~-l__r __ ._•:_ ···--\ -----~ 
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·As signals for nistorte~ ~essages, the ene~y had~ table ~G€o P~ 

These signals 

Examples of such reessases are siven 

subsequently on pages 

As stated above, such tricks ;vere used almost exc1usi vely 

in ;.ractice c!essages; consequently, in an inac-:ive sector, where 

verf little real traffic was necessary, by fall of 1918, the text 

presented a rather hop~less case to the code-solver and it roust be 

aci.:rr,itted tlia.t hardly any infcrmat ion o"f value was or could. have be6.i 

secured therefrom. A.s soon, however, as the sactor.bae;an to be 
~ 
·1· active the entire complexion of the code changed. and took on the 

•' ; --~, 

one: ~i ? .~7 ( regul •. ara:~~~ ~ppea~c..~oe o~ re~l code t~x:, and it becfa11e possible 

. 1~1 ~· · mere uO a.ig in ana. -;:;o ex~raci.. useful in.i.orrt:ation. _ 
.:· : - ( 1<- . -:- LEN k- i H o F I l 11 E' C o DE S ""VE I? 5 IN LI S c 
·.r..·' .. :i,.;..~J 1 ~ 'In all thatnas precede3. no rr.ention he..s '5~en mad.e.cf the 
.~""':~ 1 . (./·~~~ . factor w:b.ich ,y=...s of the highest importance in the solution of a 

code, i.e., the "life" of the code, or in other words the length ~"}t1~ 
f.1.. ·."'.-'=-4 
~"--~~~ of ti~e it continued to be in effect. Below is given a table show-
••• fr. ~~· ·;;..., * .. 
·" ., . I 

:;,,~;' '~ 

:~I.~].~·'" f:. /.!4 
~ _;#:f 
=-;.-,#..,. :A.~ 
"Zo • _ _:- ? 

•_c -· 1 
- -~ 

" 1 

ing this information. 

Type Name No. 

KRU Rritz 3 
n 6 
" 11 
n 14 
n 19 
" 23 
n 28 

KRUS Jean 1 
" 2 

KRUS.A Andr/ 3 
ft 7 

" 8 
ff 9 

l.:arcel 1 
n 

KRUSA 
n ,.., 

t:J 

" 3 
" 4 
ft 5 

G - Seo tor 

Ccrnrnencied 

Aug.29, 1 17 
Oct •. 30, 
Nov;21, 
rec.27, 
Jan • 29, ' 18 
!!iar. l, 
A:pr.5 1 

Eay 6, 
May 24 1 

June 21, 
July 15, 
.Aug.l, 
Aug.15, 

Aug. 22, 
Sept. 83 1 

Oct. 4~ 
Oct.13, 
~:ov. 4, 

I • 
' ; ~ 

Ended 

Oct. 30 
Ifov .26 
Deo.26 
Jan.28, '18 
re·o. 28, 
.Apr.4, 
Kay 5, 

Uay 23, 
Juzj.e 20 1 

July 14, 
July 21 1 

Auf .14, 
.Aug. 21, 

Se!~'t. 22 1 

Oct. 3, 
Oct. 13 1 
!~ov. 3, 
Uov. 11, 

lT " ... , o. cays . 

o3 
28 
:::o 
33 
31 
35 
31 

18 
28 

24 
17 
14 

7 

Avera.~e 

~-- 23 

l-- 16 

16 

.. 
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Type 

KRU 

KRUS 

KR USA 

KRUSX 

REE9D:A24581~7 
._.. -7G-

H - Sector (Albert Code) 

No. Commenced Er.i.ded 

6* Dec.28,1917. Jan.25, 1918. 
7* Jan.26,1918. Feb. 21, 
8* Feb. 32, lf.ar.211 
9** Mar.22, Apr. 4, 

10 P.pr. 5, Apr.29, 

11 A;>r.30,1918. !' lO - o; 8 .e.y ... 'J.~-'- • 
12 !Jay 20,1 June 6, 
13 Jur"e 7, June 30, 
x-k ifrtl.7x%, h~xii, 
14 July 1, July 14 

' 15 July 15, Aug. 6, 
16 Aug. 7, .Aug. 21, 

17 Aug.22, Sept .16, 
18*** Sept.17, Oct. 21, 
19 Oct. 22, ?rov. 11, 

No. d.ays 

29 
27 
ZE 
14 
25 

20 
18 
24 
ii 
15 
23 
15 

) 

~-- 25 
) 
) 

) 
)-- 21 
) 

l- 18 

26 ) 
35))-- 27 
21 ) 

* Albert Cod.es #6, 7, anci 8 were called Haney Code #1, 2, 8nd 3, 
ur:til ~he French Code Office informed us that they had a~plied 
the n.Ct.me "Al~rt" to t~ia cocie. 

** So~etimes a code changed at the beginning of an offensive. 
Kf\V5A *** This code ran longer than a.'l'ly other -on;e knmm. It was at the 

time of the St. U:ihiel operation, -.-...hen the Ge rn:.on orga..11ization ·.vas 
te/A completely disrupted evidently. 

/ ~ ~ · .. It will be noted that the average life of the early codes 
~· r.&s much longer as compared with that of the latest codes. 

73 
The 

reader will undsrsta.nd by this time the importance of this fact; 

for the ease of breaking into a code varied d.irectly with the 

ar.ount of material. In the early cod.as, -,;hen no great di:'ficulities 
/ 

were e:lcountered, the text/of one week was sufficient to enable 

a bree..k to be rr.ade into a ne\V co:ie, and by the end of t!".i.ree weeks, 

rr:eesages were being read by us as quickly anci almost as completely 

by the code-officejl as b~r the ene~y. But when the codes becaLe 

n:.ore and more iifficul t, ?IJ:i at the sa.?lie time the life of each one 

7.'as n:acl.e shorter and shorter, t}:;e arr.our~t of infor:r!'.lation that was 

received uas .very greatly reiuced. 

The question r:J.ay :x~ raise=. ttto~r ;-.-as it d.ete rr.Gined y;hen the 

code had cha~ged?n This n~s not a difficult rr.atter at all, c::.nd 

sc.r..;.etiries v:as ieterr.:ined even to the exact hour from extel"!1al e\ ... 1-

dt.nce alcne. 
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REFF: A:24SB-11 7 -The expert soon acquires a highly trained. visual. l!jemory 

wi thou"u which he is lost in code ;vork .. As stated before he must 

be able to recognize on sight the frequent groups and be should be 

able to re1r..ember their rale.tive positions· in messages, e:ven their 

frecading a.~d succeeding gr~u~s, what b}graphs, trigraphs, ar1d poly~ 
t 

graphs they fo:rm., Certain sequences are familiar to him, and 

his memory becomes so trained as to enable him even to recember in 

what message a certain polygraph occurs. !for. 11ben the text takes 

on a.'?'l unfamiliar, r.holly new appear5.nce; when new groups suddenly 
~ 

spring i~to prominence, with a s~l-l: disappearance of the old, fam-
I 
i 

r 
iliar, frequent groups, together ~ith their comtinations, 7.he code rr.an ~ 
becollies aware of it at once. T!le change in.these codes co~ld be 

determined to the very day, and it r:as ueual to recognize it not 

later than the first day after the new code went into effect. 

The code officers, thereupon notified the chief recor~ing clerk 

w!lo had a set of new index books prepared ani the recording of the 

.3 new text began at once .. 

r:-r ~--------1r~t should be added that at the end of the suruLle:r of 1918, 

7f the nt:.n.'be·r of code groups in the trench code had inorease:l so 

much that the Germa."'ls adopted the umlauted letters for use i.11 the 

second and third letters in code-groups. However, the 1..ll!l.leuted 

letters g&ve rise to so many errors that it is certain had the ar

mistice not gone into effect s'c/ soon~ the ~rmans would have dis-

carded. this prc.·cedure ani would have added 8.:."'l.Other initial letter 

to the series. 

It will be interestir~g at tl:is poi'!"l.t to corr.pare the 11 Pre-

liminary Remar1:s" to .:.;he early code-books with those applying to the 

'' . 

' ; 

l 
I 
-J.· 
! 
I 
I 
l 

i 
I 
' 
l 



} 

.i .. 

. 1. J 

:;_ -;r c: -ti 
:.~~~4. ~:_ ~ l ~ 

·'·...:.. -~ ~ . . 

-+ 
) , 

• 

~-. 
' ~;. . 

t 
I 

I 
r . 

REF.D : A245B11713-.._. 

PREL!MIM.ARY REMARXS 

1. All reports and or1ers must be encoded by means of the 

code-book. Clear text ~ay be sent by wireless only in case of 

extreme necessity. 

The mixing of clear text a.~d coded text~ as well as the 

insertion of uncoded numbers, ti~e groups~ hyphens or p-.J.nctuation 

in the code text is forbidden. Phrases and sentences '\Vbich m.ay 

be tramsmitted by ~group in the code-book must not be expressed 

by their individual parts; for exan:ple~ "IU 'UNSER.ER F....AHD by Il~-UNSER 

HAND. 

Words and wor~-endings which are not absolutely necessary 

for the understanding are to be o~itted in encoding; for example, 

encode BEI FEI!ID instead of BEI-M FEIN'D-E, etc. 

2. The code-book consists of the part "Encoding" and the part 

"Decoding", and. contains three-letter groups oC which the initial 

letter is A, K, R, S or u • 

1t 

a) The part "Encoding" contains the foll.owing sections: 

IMPORTANT REPORTS 
GENERAL REPORTS 
STATIOH A!'ill SERVICE REPORTS 
'WEATHER REPORTS 
PLACE HAMES 
MILITARY CODE NA~IBS 
UtWBERS 
HOURS OF THE DAY 
LETTERS ARD SYLLABLES 
AUXILIARY srmrn1s 
PU:.JCTUAT IOU 
VOC..ABTJLARY A!-!D BLI!{D SIGHALS 
SPELLIHG SYSTEll 

f •• ~~1.t111111 •C'<ii-.:-oJ a_ -

After eac~ section, es well as in the vocab~lary, space has IJ!)~ 
\ . J~en left for t~e insertion by hand of s~pplements. 
l 

For the military na..~es (Staffs, Formations) only the code 

nar.:.,;es U.'1der t!:e 11 !£111 tary Code Karr.es n are to be used, not the real 

desi§.T.1.ations. ~'1.e r.1.u:...bers of the lines in ·1;hich the cod.e-na.."r.es 

for divisions, briga~es, regiLents and. battalions are to be inserted 

will be d.eterwined. by ~he Gr-u.konach (Corps SL:nal Ccr.:.?JC...."'ld.er); the 

re:ri...e..ining coie-na!'.iea ¥:ill 'be inser;;ed. in places where desired. 

In the part nneooiing" the conventioLal name is ~o be in-

serted by hani OpPosite the six code groups ),'hich belong to it. 

For simplifyir:.g this work these are ind.icate5.. by a pair o:;: crossed 

.. -.. ~ --=----------,.-..,..---.,,.,,_.---------r-,-~---·~- ~--------------- ___ , 
t ' . \ .. - "" l ~ 

} f 

I. . '\'\! .. :J 
.. 
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'7" conventional names and the use of the code groups indicated by the 

The use of other code groups for the designation of 

i 

' l 
\ 
\ 

\ 

I 

I 
I 

l 
I 
f 
! 
I 

I 

croased daggers for the designation of other meanings is forbidden. 

The narr;es of places must be inserted and. provided with oode 

groups by the wireless deta.chn~ent itself a·ccor5.ing to its needs. 

Tbe code-gro~ps which have been provided for such supple~ents ar3 to 

be taken from the part nDeooding". Tbe en-.ployrr.er:t of other co;ie-

groups by a recourse to groups with new initial letters is forbidden 
• 

Such rr.ili tary nar;.es and place names as are not prov~ded. for 

in the complete filling in of the code-book are to be tr.s.....~smitted 

by me5..ns of the "System for Spelling otit Word.s", ·\7hich is found at 

the end of the part "Encoding". 

The Auxiliary Signals are placed imnediately after the 

groups "hose mea_~ing is to be changed. For example, if it is de-

sired. to enco:ie A!TGEFORDERT, the signal for lHTTELWORT Dr'R VERGAl~.i& 

GEI~F.:.EIT is placed. after the group A~JFORDER...~; thus, SOA UID. 

! /"" The Auxiliary Signals will be used only uhen necessary in 

k6 orde.r to avoid an error. 

1r ~Signals are inserted a.t the foot of every f!o.ge. 

>i1~ Liberal use is to be made of them. Above all they must be inserted 

I at random in freg;tlently. reourrin~, si~ilar or stereotyped reports ant 

\ or.:ie rs. 
/ 

Short ~essages which consist of only one or very few gro~ps 

are to be disguised by the aidition of several blind groups. 

In decoding/these blind groups are r::erely omitted. 

T~e vocabulary is arranged alphabetically. The umlauted 

vowels ~ an:i U are also contained in the· vocab-.Jlary; 0 is treated 

as o. In ad.jecti ves, the group for the uninflected for~1 applies ii 

also fer the infiected for.r.s; for ex~pl~, t!:.e grm.:p for GROSS 

a:r,:plies equally for G::tOSS_0 G1i08SER, GROP~ES, etc. T!i.e group for 

DIESER a~·Flies likerrise for DIESE, DIE~ES, D!ESEU, DIBSE!·T. 'Il:e 

group for the infinitive a.:_:plies also for example, ABFLAliEU, for 

Ref'lexi ye verbs are to be sought unj.« 

the verb; for exa.rr.ple, SIOH, .ATJSDEH:rEU ur~der AUSD:LE:?JEU SICH; SICR 

EIImRABE!{ tmder En;GRABE!{ SICH. Phrases like AUF DEM REC:"iTEU 

" FLUGEL, u:rTFR FEtJER UEHr.~EU 1 EIG:S::I·rE ARTILLERIE, F..AT .f.t..rFGE'i8RT ZtT 

' 
.·~ ... -.. - ·-- - ~- ·-·- ... 

. ~ 

'~ ~ !\~~~~_o_cl--......:.::f,-~~ 
___ r~u _ _ _____ ----------~-_t~.:_~_:'_t__:_ ______ l _________________ _ 
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sPXT, are inserted once in the alphabet aocor~ing to th9ir first 

v:or.i (AUF, u:;TER1 EIGEIIB, HAT, ZU), and then again under the sue-
. - u 

cesdir:g noun, ve .rb, etc. ( FLtJGEL, FEu"ER, ARTILLERIE, A 'CFHOF.EIT, 

" SP.AT). In s::milar manner the frequently recurring forrr.s of the 

ar·e to be found once U.Tld.er these for;:s and then also under tha 
n 

infinitive to which they belong (SEIN, i7EP..DE1~, KOXKEU, !JEH'.tLE!J). 

For the spelling of wor~s which are not contained in the 

co:ie book individ1.ial letters, double letters, and. syllables are set 

forth under the section LETTERS ARD SYLLABLES. 

The SPELLI1IG of word.s ".'fhich are' contained in the cod.e-book 

...... • ~ is forbiid.en • 
1/,.,.._~;: ~~"'-~here are several code groups for a word or a P?-rase, 

.. '' < r 

.. 

- f 17 these bro~ps must be.used at random, for exaruple even if the word 

f occ·u:rs only ~ in the t~essage, the group which stands in the first 
! 
l 
t 
I 
{ 
' 

I 
I 
I 
I 

I 
I 
i 
: 
' I 

I , 

I 
I 
I 

I 
J 

"""" 

. '! 

i:osit1on in the cod.e-book is not to be chosen invariably. 

b) The part "Decodir.g" contains first the three-letter 

groups with the initial letter A, then those with the initial letter --
K, R, S and. finally with the in~tial letter u. 

At the end of :the part 11 Deco6..ir;g" there is the Enciphering 

Ta'b1e of the "System fer Spelling. 
/ 

3. In a change in Co:le•Groups it is neoessar~~ to pay particu-

1) The char"ge is ;.r,ade in t'h,;;a.rt "6od.ing" a!ld. the part 

"Decod.:i.ng". 

2) T!J.ose grc"...lpS wl"~ose significance appears in s~ve ral places 
n n 

(see above; .AUF I'EH RECHTE~ FLl!GEL, TT:"TER FEUER FEHl,'.'E!T, ZU SPAT, 

IST, 'f,'J.P.., Y..A 111!, ETC.) are changed in all t!;e places. 

For simplifyi:::g this ;rork, t:..ese groups ·r.her.ever they ar.-

pear t1;ioe, are indicated ;7i t't. r..."1 asteris::. 

.As Eo.:: exa::.ple of the u.et~od. of breakir~g into one of t::eae 

highly complex c9des tr.e follov;-1:-.. g brief d.escrip~io!'l of the steFS 

~ctua.lly used. in the first sol~tions of the spelling groups in 

_r.~-' __ L_" ~----,. ~ --~-'-



... .... ~ 

; :..~ -;',f-

,-:: ... ' .J ';4 
w ..... ... 

• ..... 1 

·"' -- ..;., 

•• 

l . .; . \ .. ~ 

' ~ ._·~ 

• -. ' ,. . •. ' 
·;.. 

~ :ii. 
~~· ·, 

*·y 

~ ~:. . ~ t 

• 

Albert CoQe #18 ~re given. This description was giY:m in ~ re-

port by "!ihe wri ~er u.'1.der da.te of Oct. 29; 1916. 

ples. 

The procedure involved tl:e application of no new princi-

The steps ~ay be outlined briefly as follo~s: 
\ 

l) Determination~f !Ulit;ary LT.its, DECE:l~AlU:!!, and PUIJKT. 

The groups rep.resenting. these T>ere fairly easy to detect from the 

coloring of the occurrences,, in accordance with t'he scherr.e rre-

Trro probable Pill~KTS were located, KDV a'1.d KAF. 

of the inte~rogation points and allied 

7 rgrpupa'. 
.Among the gro1:ps studied. abc-ve there appearad. two groups, 

.. 

SZA. c..r:d .AQY, which shor:ed mainly re:i and. yellow, and. which r.-ere 

often found in a brief r:essage" oft.en follo'!.'ed. shortly thereafter 

by what appeared. to be the answar to the :preced.ir ... g dis;at.ch. 

~esaages ccntaining these g=oups, moreover, CruJe frcm va!ious sta-

tions, elimin~ting at once Ci. sup~osition th~t the gro~ps ccncer:ied 

we:re signatures or DECK1JA1JEN. Accor~ingly the two groups SZA and 

AQY were assurred to be ~interrogation pointn. This assumption 

was co::roborated further by a study of the initial gro·.-ps o:f the 

messages concerned; there r:ere found. several groups wbich might 

r.ell be the interrogatives WO~ rIE a.~d rAE, not only from the color 

as shown in the in.:iexes (gr.::er_) -but also frolli the fact thei.t they 
/ 

appeared most often in these short messages ter~in~ted by the 

groups SZA er AQY intercbangeably. 'A study of these s::spected in-

terro;a.tives res,_·lted in the identification of the fr0~.1ps for 1'?IE 

ami ~o; and these soon led to the identific~tion of AT.P as tte verb 

IST. The lat'ter ·;;as corroborated. ~Y the frequency and color of 

the gxoup as shorm in the in~ex, an~ ~lsc by the f~ct th&t several 

of the short rr:esoc.ges Lenticned. above cc~.er.ced i7ith the group J:.T:P 

anci te:'ll:ir"ated with. eit!'ler SZA er AQY. 

3) I~entifica~ion ~f spelli~g g=ou;s. 

Tl:e first grc11p soue;ht was A~T. In the "klb0rt" Co~es 

this group cioes not r;;anifest i ~self as c:early as in other cod.es, 

but it we.a' possible to isol&te t:-;o 6r.:t:;,s >.hic'h loc1:e.:'i. fair, KIG a.r.d 

.AI!!, cf ul:ich the fernier was the r:.cre f rec.ue~t, \Ii th the forffi'.ile.. 

., 
' 
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(see Page--) 35-11-4-4-0-19-1. Both of these gro':lps we re follo·.:ed. 

occasionally, but not frequently, by gxoups previously deten:ined 

was t~en made to classify by mea.Ls of the in-

alone some spelling groups without, of course, endeavoring to 

definite identifications. Follo~ing the principles eluci-

d..ateO. on page.D ---, l'.1.!any z;ere fou.n.d and these were unier:lineci in g=eEn 
.I 

throughout the text. The follo·:;ing message was noted: 

xx~xxxx~"Wf xxx~~XxxxA:x 
1) IST REGT. .:::?.=. 

UID'l USK .A WP uox F.EV JKJfl AQY --
The word W-ER suggested itself for trial for the first 

two gI'oups. The group TJSK (formula 27-1-1-5-2-:S-0) s~,en:ed. ex-

celler:t for ER; a.nci there v.as nothing to cont ra.O.ic't the as~u:cption \ 

that the group UHW (formt:J.a 14-3-1-0-0-JG-2) ~as W. 

Arr.ong the ~essages containing longer chains of spelling 

groups the :-e were the folloi11r~g: 
-J 

2) From station GKP to station L!JQ t in;.e •• 07:30 

ER ~o 
\J.BL K'I'U ill_ RGG :g_gj KRU 

IST 
RQQ AWP S L::J:J J. GE KF~ 

3) 

4) 

SLA ADT 

From statjon LN"Q to station GY...P .I-. 08.0G vln:e ••• 

IST .A!J DIV 
.AWP KOM AIM l!:PQ\ . Xf ZA .APL RES KJO KTU AJV 

From station Gi::P to sta.tion L!JQ Time ••. 06.25 

AH 
KOM KIG SXO ~ SYfi KJO Y.:TU P. JV RGG . KL'\17 ~ UIJ ·=-=-- .~~~~~~~~~~~--
The follO'Ying suggestions presented themselves: 

ER -?-
RGG lJSK ~,,., 

... '->• 

AZF 

L:essage #2 ie a·:::.d.reesed to son..e person '"hose na.c..e is sr,.ellei 

Ollt; ir.essage #3, directs a question to 11.$ send.er of r:.essage #2, in
J)1v \S' c rf 

quiring r.hether the L:.essage iE for fud.."t p~rson or for ~: ... ~ili1iary 

BT1i~; Dessage #4, answers the question s~yi~g that lliessage #2 !s for 

that person. It seer:.ed. t!'lerefore that tl:e group Y.OI.~ might well be 

FUlJKSPRUCH. This grsap was f ounci. in the following n.e sc;&.ge: 

5) t?; 
KIG UF7-" 

IST 
URB AV'P 

-?
KOU ------EZA 

... 
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Since u~ a;peared only t~ice throughout the 

aince the two letters F and H ~ay be confused easily 
. 94)~ 

text, and. 

~ 
(F ~· .-. 

1 
s.rla. H f ..... ) it was not too rr.uch to asslliile that this group m:~s 

/] really U-H'W (: W), v:he reupon it seemed safe to a.ssun:e URB to equal 

~ ~·/!·:·~ ....L ¥~-·~ki""·.,. the rr.essage read n.A1r-v:-E1~-ICT-FUHKSPRUCH ----?" It .,:~l*'« .~ ~ ...... , ···- J.•5 

j;;\'!+~~f f2·""5) !l1ay be well to note here that -such corr'2:ctio~s are often necessary 

't~:t~·~· (/ and the assumption of an error in the text on the ;;:-:round. of -_...,roba.b--·~ . ,..:} ,¥ 0 
~ " .... 
r~,r~ 
~·: .i~t : 

,; :_'j' 
.- "' 

~-~ .. 
i . 

• • 
- i 

.t' .. 

#'" ... ---: 

1lities alone st.o-:ld not be regar1ed as gratuitous. 

Attention ~as then d.irt;cted 
t 

to~he spelling groups forming 

the name of the person addressed in Jlg ...,.. • • ~ ~ - i· t message r.a. ~irs~ o~ aLi 

seellied best to t:ry to ieteruine the len~t~ cf the nar:.e • From a 

.t. - t . f "2 . "3 . .... . ., 1 . . h .1.. ..... cons .1.Ci.~ ra ion o messages r. anCL =;r i 1.1 wi..1.. oe seen 'ti. a1.1 "Gi ... e na!f,e 
B 

certainly ends with the grcup USK (=ER) and begins eit'be r -.vi th A~L 

It will be racallad. tr.at a copy of tl:e co6.e book apply-

ing to the text of the ::.n-eced.ing tr Alb-:: rt rr Cocie had. been captured.. 

In -'-~e .... ex .... a."ecoa.·e.:: ,.,,r l"'e~-s o..c .t • .:.he.,.._,, o."'!c·~rr""'·"' +.""~·e -n~.w,e p.&r;,_mlm.!. u!~ I.> I.> · ~ .,;J u c:LH .i. .I. u I u ,,_...., - ~ ~""" w • .i..;...,....;.; u 

K-A~-ER, a:so P-U-T-K-A!~-ER an·i EUTTE-K-J.J.l-ER. This seerr.ed to 
. v 

offer a good. clew to the na.~e concerned. in t:t:.e rr:.essages Jnder 

discussion a."1.d. a trial was therefore :made upon tt.is basis • ·It 

also'see~ed best, on consideration of frequency, to split up the 

groups as follo~s: 

5) 
.ABL 

p u 
?..EB KJO ,. 

/ 

T (T) !{ 
KTU f_jV 

Al!. 
?.GG 

ER 
USK 

It rei:~ained then to a-:;-:err.pt a corrobore.tion of these values 

in other portions of the text. 

g:r:.uf c!::ains: ~ 

7) 

8) 

9) 

10) 

11) 

12) 

13) 

UYU 

* 

w 
UHV' 

* 
IST 
ATf.'D lo ... 

* 

IST 
A\!P 

. 

" SJU 

* 

A!:.L 

* 
p 

RE:S 

* 

-- -----~~-----=--

UKE sr_rr 

* U-Z.B 

-·-UIA !~['\T 

* ill~D 

F.1':.A T_:~ 

* r:,._., r 
,_;J .• 

Here ara several of the spelling-

u 11 
~~Ti' ..... u~ KTP E:JO ROP. UFU 

u 
S~I RSE :~TP KJO t.RT * * * 

"';':_:.S--... - -
TT u TJ 

KJO UQG uvv KJO ~~TP * * * _.... -;,__----· -..-:~ ~_;, ~":"" 

ER p r..,~ 

~·-· 

.At..C USY. GI.:I PI:B SUI J..J..C UEB - .._ - --- -- -
-1-

RZE EZA 

U3Y ?.~".1-. rQG r.rll' AuR 

SCI A1v - _ ..... 
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Message 4,17 was sent on the 3cl d.ay of "the life of the cooo; 
\ 

and if it be supposed the..~ the enemy 'r."ae follm:ing the usual oust.om 

of calling i~ the old co&e books it seellie~ that such a wessage 

0 0 ought to appear in the early text. It may seerri perhe..ps far fetche6 
~ 
,.,... to have ir:;aginei t'!-.e rwrd S-J,-~Z-E-U-0!1 1 given o::i:!..y the assur.!cd ew'rld 

as yet U..'1.Corroborc.ted ve.lue of :EJO as U, 'but suc!l ~·;o.s nevert!:e::Less 

t~e cc.se; e.n::i the vo.lues for the pc.rts o: this 7io:rd were therefore 

diatri'buted in this message on the basis of frequency and probab-

ility, (see page--1 thus: 

·7) 
UYU 

s 
tJKE 

A 
St'I 

TZ 
RSE 

B 
KTP 

u 
KJO 

Ctr .... 
ROR UFf.J 

Filling in these values ir.:. oth:-r n,essages, sanples of 

which are given above, corro·oc.rc.,tion of most of the ass'tllr.ed. id.en-

tificaticns -..vere fo-cnd. Using the praced.~ng exc..mples, ~rnme of t!le 

sta:;:.s t.:ay -oe illustrated. as follows: 

;7:_..e) v: -?• u U B ~ ( mrr A:.!A UIA EDV KJO iJQG 

~ 
1.:v"V KJO KTP 

' 

; "I 
,. j l;!) ( 

I ( 
( 
( 

,f ..,• J,,.~) ( 
/! ,I 

~ 

PJ!i.A = I 

* * * 

UIA = LL UQ.G = 

ER 
UKD .AAC l'SK 

UK.I: • BE AAC • SS 

I 

IST "D ... 
A'f!P REB ,rR.YJ. t1BY RZE 

"?"'TA - 0 t:E,y - om 
.... .L RZE 

ST 0 
* * * UG!l T.JBY FYJ. 

t:GJ! = GE A~TR = 1.T 

IST run:::s • ~ 

R UVV = LA 

R 

P' ... 
IJMI REB 

-?-
SZA 

- (I::•ORT?) 

R EE 
UQG u"XD 

T 

lAC 

AUR 

-?-
I r~f> l J. \~'P U'.''U Y.:0U SJ .. D SUI AJV !:TU ~'Ct~ AQY 

uT-TJ ? ~r - T FRQ - (ISCV?) - - -

Once tbe s~ar~ ~as 

* * * 

EU 
UPJ3 

aC.~i-:io::c...l si:-ellin.; gro:..;.ps -.1ere i~er_tified a.r_i n:ore ·;;ord.s -;.ere 

built up. 
, 

in& intc th~ co~e ~id no~ go as f~st &s that describei in brief 

abcve. 
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CJ.lmUFI.:AGE OF LIAISOE. 

It is safe to say that in the early days almost as valuable 

information ~as secured from ~erely an external study o= the enewy•a 

wireless traffic as from the actual decipherilient and decodellient of 

his r:essar:es. It is also safe to say that haci. t:he Geru:a...""ls iu:proYed 

and comi:•licated their code without ad.opting the various measures 

to be discussed below, infor!4ation of the higJ:esivalue .could still 

~ - have been secured without solving a single one of his w.essages. 
~ .. r!" ._.. ~ --

· ".. . · r)\.,. t{f I ~ · - A cl7ar. · ea cf the na.tt1re of the da..."rlge rs in conri'ect ion wi tl{ ,-· .. ~ .,_,j_...;1-- / ,/- /" / 
c1 ~· an unlinti ted ~ d unsuperYiSetl ra:iio lic.is9tf may be. gained by reading 

,_._ ' . / / .,!' / 

"' · the docur.1en-ts· and extract( which are given at ~h~ ~nd. of this/report. 

• "'' ~· 

i' ... 

_} -
t . . . 
;; 

..... ~ ~!~ .. ; 

' \ 

( ' . 

t: I 

I / / :' ,. 
By a caref'ul st7of the weekly reports~ of the 9onion,et:r1·c 

Departl'!'.ent, be.~ning yfi th ~.:he one .rf(:n..V the wee{ end.iJl~anua/a~, 
/ / / / . / 

i """ - ., /,f ' "a. 1 /..i. Th ca n d. gc.oa. i:i.ea. ... «o the pr.o;:-ressi v~ ... evelo_;.tt.en t.rS. .1. e ... / ,/ /.., / / 
of _?eekly reports fo!'& J.;i~rt of tt~ reco~s going with 

1918, 

whole 
/. 7 /-« ( 

the report of i:.ihe- Gcnici.:.eijriC Departn;ent. 

The important steps by mec.ns of which the enemy succeeded 

in disguising his wireless traffic may. be sur:.marized "Lmder the fol-

lowing headings: 
.. 

l) Changes in procedure as regaxd.s call signs. 

2) Regulations as regards the nur4b~r and contents and direction, 

of messages sent each day by means of practice ~essages, and 
I ,/ 

spurious activity. 

3) Regulation anQ COlliplete standaraization of ~ethods. 

These will be discussed in orier. 

l) Changes in proce~ure as regar-ls call signs. 

In the early G.~ys call signs co:::lsi s ted of cor. bina t ions of 
ti7o letters, or a letter and. a fig-..ire. These call signs were rela-

tively s~able; in sou.e cE..ses ~. station retained the SE".n-.e call aign 

fc:r ~ore 

~---- -------·-,~"'-·-~,...,... ........ _ --,, .· .... "\f 

. .. ~· 
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Moreover, ~he Gen.:a.n Signa1 Service TUt.S organized upon a 

soL:.ewhat different basis then, the DIFeAS being assigned to divisional 

areas i~stead of the divisions tbe:rr.selves, and moving -r1ith the latter 

as v.as later the case. 

It is clear therefore, that_ once haviLg located a station by 

goniollietry, as long as its call sign remained unchanged, no further 

bearings needed to be taken. In other wcr.is, the location of stE..tior., 

was a relatively easy ?Latter. Furtherwore, by paying~ attention, 

an observant intercept operator soon learned all the peoualiarities 

of the stations under surveillance, and. could later draif many valuable 

deductions from any change in procedure, for example, the appearance 

of new operators. 

When all the stations along the front had been charted, as 

long as no changes in call sign occurred it could be concluded that 

no oha..~ge in the distribution of forces was taking place. On the 

other hand, the appearance of a new cal~sign, and the prompt loca

tion o-:: the station using it as being between two stations previously 

located would lliean that a new unit had been interposed, or a change 

in distributicn of forces had occurred. 1~o COlJ.illj,ent upon the im-

portance of this information is necessary. 

The necessity for frequently cha~ging the call-signs becomes 

apparent, therefore, in order to make it wore difficult to determine 

the location and order of ~tp.tions. Tne Gerffians soon realized this 
,• 

necessity and by the fall of 1917 changeli began -co take place. 

lfo11 nhen a change in call-sign occur.red, it r.as more or 

less a ger.eral and progressive ~heno~enon all along the front, the 

changes being nade in s~ccession, and not si~Ultaneously. Therefore 1 

w!!en a general cha:lge was rr.ade it »as easy to fcllo·,7 up the indi vid.ual 

stations and note the neh calls. S9i::etin:es a v.-a.rr..ing of a change WO'\: 

be f~rnis~ed by ~ce e~elliy hi~self. F~r exa~ple, ~his note is fc~r.Q 

in -the weekly report of February 4; 1918, by our Gonio :Cepartment: 

"/.. rr.essage intercepted on January 27 1 in Group G-40 man indi-

ca~e -:hat a change of call si:;ns is being conten;plated". 
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of call-signs lasted unti1 

Mc-..rch,, 1918, -then the calls began to be changed raore: frequently. In 

so~e plaqes the calls were changed as oft~n as twice a week, and becin-

ning on !Carch 8, a daily change in signs was ad.opted. by the Ge!.'r:'.an 

Fifth Army and Detachu.ient "0". 

The following extract from the report for tl:e week ending 

llarch 21, 1918, :ts of interest: 

"GENERAL. In connection wi~'h the present German offensive Toe n:ay 

reasonably assume the following facts to have a d.irect t-ea:-ing on it. 

During ~he two weeks preceding the offensive an entirely ne.v 

system of changing calls daily (see rer:ort for wsek ending llarch 14th) 

was ad.opted ty the Germans on the entire V:estern Front. T!le adoption 

of the new schewe on the entire front was calculated to confuse our 

locations a~d at the same tioe to prevent our attention from being 

attracted to any one certain sector". 

On May 11th, - 1918, all enew:r re.,iio statio?ls adopted. three

letter call-signs, r.ith the initial letters D and G for field stations, 

a...YJ.d W and ll for aeroplane-artillery stations. Later other initial 

'•:,,·,·· .·., V 2,.1~tters 
• ,~;~; .> 

were added • 

On Aw:rust 1 1918, a new system of call signs ":las ilitrod.uoed. ,• ..<f 
- .J ·. 2. . 

,,,;.-' ,._,P .. -~-on the whole front. In a6.di-:ion to the old. system of th:r:::e-letter 
4~ J:_'"' 

,.~ ~.~-: tJ '....}calls "beginning Vii th D,, G, Li and V.:, introduced on lf.ay 1st,, new calls 

beginning with L, P and. T were-'~augurated.. From a ca:r;tured. d.ocu-

ment it r.as found ths..t eetc~ station, including po'7er buzzsrs, was 

al1otted o'l.".e of these initial letters and. a number; the initial 

letter re~aL~ed unchanged for a pario~ of ten d~ys; the t~o final 

letters of the call changed every day and \re re obtained f :::-om lists 

rr'tich gave a series of pairs cf lette:::s fer eao!:: nur:-ber. 

·• ca.z.e in force on the 1st, 11th a~d 21st days of t~e ~o~th. It >.€.B 

sc. o.r:-a~;;ed. tr.a't t:.-;o station calls 1;i th the sa:.ie pair of final letters 

;ear in ar~ies not ad.jacent, the sa.r::.e stc.~ ions r.o··l:i :-,av-a the sat:ie 

final ti;"o-letter CO?..£binb,tions throughout the 10-d.ay 1::-eriod.. 

Sowet-:.!!les a s'!ia t ion ;rnu:d 11se se .. ;e ral call-signs daily, a.nd 

it ·,1ocld. change wave-length, or to::e w!":en giving alternate call-signea 

a.ll this was d.a signed to conf;;se the enen:y. 
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~ith the~aily change in si~ns 1 it oeca~e necessary to i~-

prove all the work in connection -:;;ith gcmiometry; a.'rl.d it also becarr.e 

necessary to get out a daily list cf field stations, and to adopt new 
-t ~~ r,I··,Q.,, =t~~A... -+~1~ 

soherues for designating locations.~ ~~~·-+[)Tl,'.it"'~~a""1.ZE.tw~l~IQ' 
2) Regulations as regard.a the ?Ulliber, direction and contents of 

JL.e ssa..ge s. 

This subject is closely bound. up with three apparently unre-

lated things, viz., (a..1 "he details of orga..'rlization of the Gern::an 
v-

!~ (J) The deductions ·which can be mad.e rrierely from the amount 

"t. · ..) ~traffic, and (~ The subject of practice messages. 
~~ 

• l 

. J ~.: : 

oJ It was stated above_ that at first wirelt3SS groups were as-

signed to divisional areas, and later assigned to the divisions tbe~

selves. Now a wireless station is usually located idthe vicL'rlity 
l , 

of the poet of com.~a..'rl.d which it serves • Si nee each DIFUA acted as 
. 

a unit, with the divisional station in charge, by dra·.'iing lines be-

-: ·;·\.'l! tr.een the stations whose locations bave been ascertained by gonion:-

ft~·:i <j?3 etry a.rid studying closely, the number of messages passing between sta-

~~~~,~fj~the whole "rad.io net" of the DIFUA would be ascertained.. Thus,, 

z~~~~ ~ the arrangeDent and location Of the lL~its Within a division r.ould be 

- .. 
- 11 :• 

t l;. i 

- / 6.iscloseci. 

A particul~rly fxuitful source of information in the early day 

lay in a close r.atch for nGeneral Calls". It used to be the custom 

when the 001.mna.."1.ding station hid. a message to be communicated to all 
/ 

stations in its jurisdiction to send out a general call sign (equiv~ 
, 

alent to c;.,, in international Wireless traffic, meaning rrAttention! 

all stationsn. Irr:mediately after, every station in the net would 

flash out in turn its call sign, indicating that it was ready to re-
. 

cei ve. naturally, by listing each call in turn, the 

net would be disclosed. 

• i ·- ~i· i• -soon s~r CulY pro~ o ~e~. 

The calling-up by a general 

entire radio 

call sign -;;as 

Fur".:her, sinca in ti::.e early d.ays, COiJJIT.unioaticn between DIF:TAS 

-~restricted only by the r::eeds cf the situation, by ol:serving ~

·i::.:...~' Jines across 'lihich n~essages were not sent or or..ly occasionally 
' 

sent, ~te boundaries of divisions co~l1 'te ascertained, alsc ~he de~th 

of for-ation, 1.mits in reserve or rest, etc. Likewis.;;: /J.,rw.y boundarie: 
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REJiaID: A245Bli.E:1-,.,. • could be ascertained. In otber words, the entire ene~y Order of 

Battle could be secured from goniometric date alone. No comment 

upon tbe in;portance of this inforlliation is necessary. 

In order to destroy this source of information obviously The 

thing to do was to order 11,essages to 'be sent across these boundaries. 

This gave rise to what is called n1ateral oor!i!!lunica.tion", or"lateral 

liaisonn, a phenomenon w~ich began to come into prominence in the 

S.:prL11g of 1918 and continued to be of increasing importa..."loe Ul\ltil the 

end cf the war. Tt.e nature of the messages which ?Jere sent will be 

xltaken up later. 

0 V" ~ A.e to the secon·d point, regar:iing the deductions -. .... hic'.h can 

~ ~~ade llierely from the aILount of traffic, it is easy to see that 

f j unless regulative rr.easures re taken~ tl:e number of statior.s and. the 

amount of t raffio will be greater in the region where a.."1 attack is 

being }:repared than in one where no change is being cont err.plated; 

vice versa, in a sector which has just b~en active and settles do~n 

to "rest", the 'traffic will die do1m. T:iis is almost elementary in 

nature and it was not long before the Ger~ans recognized the danger. 

It beccwie necessar1 therefore to regulate the amount of traffic whioh 

could take ~lace on every portion of the front. This led naturally 

to the atterrpts to deceive the enemy by spurious activi t~r; to dra.v 

his attention a~ay from the point where E...~ a~tack was really to take 
/ 

place and center it upon a point of no importar.Lce. 

This statement which rLE;.y appear at first thought easy to 

do, calls for the highest skill ani foresight by the director of ~1re

less camouflage operations, ar ... d it rm1et ·:::>e said that on the whole no 

very si..:ccessful pla...11 was oad.e by ei th~r side bees.use of the very nun.-

erous other sources of infor!!.&.tion cutsiC:e t::e control of the director 

of operations. 

:te best t!:.at couli be exr:ecte~ ·tas to main~ain activity or, c
"'n 

ferfectly eve+ level so tha'.: a!'l active seo~or ccul~ ~ot be dis~in-

guis!!ea frorr. an inactive or.e, r ... or could. one -.-;!-~ere preparatio;-:s -~i'Bro in. 

:pro6ress fer an a:tack be ciistin§,"Uished. f:tcm one nhere r .. o prepare.-

':':;is could. be done best, a:n.i we:.s d.one, by :r~-

quiring ~ach station to send not more nor less ~~an a given numb~r of 

m~ssa~;es each ·iay. 

_____ _ __ _ ______ r__"----------______ rj~~'_.I1:~Jc _______ ~ __ 
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As to the third point, regariing the nature and importance of 

practice wessases ma.'Yly i:;ages could re devoted. to the subject. 

, THE Hl.TURE AND IMPORTAECE OF PRACTICE l~SSAGES 

The problem, of keeping the s_tation apparatus in good. working 

order and the opsrators in practice, sc that in case of emergency the 

/ste:..tion can be relied upon to transact business with despatch and with 
,,.. ' - { ~ 

~( !! certc:..inty, is a most serious one •. ! In the first place, in orier to 
.t ,."!' ··-!'#~~$ .... ,, ... !a"";.-.1'1.~,;:"::0-~~~.;"...>·~t,..,>1:~~~ 
-~ insure accu·racy in the reception and transpiission of ood.e measagas~ 

•, ' ~ operators must be kept in training consta_nt ly; and in the. ee cond pl ace, 

in or~er to insure speed in encoding a~d decoding, the code personnel 

~ust also be kept in training. The re is another point which cannot 

be over-emphasized with res~€ct to the personnel of the coding office: 

1-f it r..ust realize a:;6. 1:e avrare of all the dangers to which their code 
, 4 

is subject unless all the proper precautions L~ encoding are closely 

follosed.. The only way ill ~hich the encoder can avoid making the 

unnecessary errors which allow a...'Yl opening for the eneruy code expert, 

is constant practice and a familiarity »ith his cm-~ code. For this 

reason it is advisable that all of the business of a. wireless station 

be transacted in code by competent experts. 

To combine now the requirsilients necessitated by these three 

conditions discussed above, viz., that: 

l) Messages must ~ sent across boundaries, 

2) n II " l!ffii ted. in number, 

3) " tf " sent for practice, 
" 

a wrole system of well regulated wireless activity was !!laintained by 

rue~ns of ~ractioe messages. It is obvious that unless these messages 
', ., be in ":ihe current ooie in all cases, tr.e purpose for '.:hich ~hey v:ere 

. ' sent would be <iefeated., since the co:ie exper'.;;s would be able to tell 

s:i:.urious :;.,es sages from real ones by thei:::- e::i:te real a:pr:eara:::ce a~or~e if 

tt.ey were net in ~he coj_e in effect at t'!:le "':i:r.e. 

Stations, tr.erefore, were rec;_u:..red to send cessages to the 

rif;ht a.r..d left c.oro~s bo~-.6.aries, the nur..ber of r.~essages which 001.lld be 

sent >':as li:qd,ted, · e:.nd. had. to be made up by practice L.easaf;eS in case 

there were not sufficient real n:esseges to wake up the required. m111lber, 

r -· ______________ t:r~ ~-~ 
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an~these messages had to be in the current code 1 in the nature of prac~ 

I 
ti ce mes sa.ge s • 

Let us now take up the nature of the practice messages. 

f ··L They may be d.1 vided into six types: 

~::'......--r;) Practice tactical or <station operation wessa.ges. '67 As this head.ing 1n0.ic'3.tes, these n:essages were put up 
I 

exactly the same as though they ~ere real tactical messages 1 there 

~vas added. some group designating the n.essage to be ttprac~e". 

designations were usuaily: 

DI~S IST EIN UEBffiiG Flil'JKSPRUCH OHNE SINN (l code group) , -
OH?-!Ef-IrJ-N (4-5 code groups) 

UEBU1lG FUNK SP RUCH (2 code groups) 

u FUNKSPRUCH (2 code groi.:!.ps) 

ll"EBIB~f (;r (1 code group) 

o-s (2 code groups) 

2). Proverbs, greetings, jokes and the like.· 

Such 

With out quest ion, the sending bf proverbs as practice mes

sages was of the greatest aid in the early days to the solution of 

a code, because most of the lliaterial in such messages had to be 

spelled out. In fact such messages formed veritable mines of inf or-

n,ation. A • d • . ...... i . h f ..... ....h t . h ~ e~ ~o u~ s, ~ e acu u a ~~e Germans had a predilection 

for repeating certain proverbs many ti~es, as stated above, t~e e~
/" 

tablishuent of a single lett.er often resulted in locating these r:ro-

verbs and thus in turn 1 the solution of a whole series of important 

spelling gro:ips in a new coie v:as effected. 

In these proverbs and greetings the operators were at ti~es 

eitter careless acout spelling, or purposely jocular, affording us 

sollie amusen»ent on occasio~s such as these: 

WAS u~a DIE •••. Y..AUll-ER-AD 

R-U-F-rAR-HEN 6-U1~G 

UER-LA-U-B K-tJl!-HEIT 

DIE-CH etc. etc. 

,.. I 

AnothBr great aid f~.rr~d not only inthese practice ~essages 
I \ 

b-...:.t also in real tactical n:essages i';-as the spolling out of woris 

,- -

'. 
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ttsir ... g commonly used short 11or.:is in cornbinat ion with spelling gro:;r,s. 

Such practice was beneficial to us, therefore, frcm the sta~dpoint of 

aiding in the solution of not only spelling groups bu-ti also many im-, 
,.,,--.... 

short wcrd.s. A few exalllples o f this are the following; 
'--

!1IE-P-A-SS-EI~ 

AB-GE-SCH-LAGE-N 

K-R-Aif-K 

ER-S-A-TZ 

' . AU-ER-I-KA!·rN-ER 

GE-WO-P..-DEU 

3) Fictitious wessages. 

UEBER..,FiA UPT 

JE-DEi~ 

K-AU-ER-.A-D 

SOE-HIT 

ll-A-SCH-Iff-E 

n-o-T-.E.E.-FAHREH 

Ull-GEB"EN-D 

GE-S-IDJD 

u-mnER 

FE:8T-UNG 

.ALLE-S 

BE-H-ALT-ET 

v:o-H-L 

By such a oesse.ge is rr.eant one which is con;posed of bona-

fide code groups, belonging tc the code, but which were simply chosen 
Tu.rt> P1 OJ.JL 

at r'"ci.rrdom. The wessages never ILJaie an~r sense. -+.-exafuple/' 4:5- the 

follo7ling: 

LA 
PRtT-RAIE ( BLA 1'TK ( BLANK 12 VOR-

1 1 EVE FUMG CODE CODE tJHR DEP.E BE-
QUE "GRCUP)tro:i'P UACB"'TS LD~IE u CK THEFFS 

.. KFO KIO RCI ~T{A mm KOE URJ UCB RZB 

WETTER 
BE VOR- ,. RE- Y:o ( 'ELA~TK 

ti UEHK AB BER- REGR. LI- MIERES STEHT CODE 
UBER E!~ LOSill~G SAGE G1 :SELLE YTALD urrG IE.R? 0,.~ •. ;;rp) 

•VL' 

RVC A_DO AKZ m~ .AAY RXD K1w. KHQ K'\'IP EKE 

A la.zy operator (or perhaps a crafty one!) "!lOald. so:::: .. etiu,es 

open the code book at a given ~age and send a seriea of code gxc~ps 

chosen at ra:,do~. ~nxae exabples of such cess~ges fou~d in Albert 

Cole #17, >''i'hi ch ·.•ere ciecoded by !i.ear .. s of a captured code bock, are 

c.s follows: 

ilx.KZX:~SERxXX 
n NK 11T OIS ::rcu YES J.:. 

l) RZ~: SEP uzo P.LR RWZ RGP 

* DIES IST EDI UEBl.JFG FU!TKSJRUCH 

,, . =·= :?: 
_,_ -·-s:.:z STT UOQ. SOX 

1m 
RSH 

OH~;E 

=l= 
ASQ 

"""I' r .. _ 

?.KI 

snm 

---
A'JG 

!LE 
KSF 

:(): 
AS!! 

LL 
-ll OI!" OE l:IE 
F.KF A'f-W /,AK ARU 

* 
Sll'.J 
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BE-
AE- LEU CH- BE- BI· AB

SCHT.1 f'ECBS- n TUl!IJS BRENU- CR.AUS- BRIEF- V!EG- ?:A" 
CEEN ELND UBlJTG BE IDE 111.TERIAL PUHKT SEE TAGBE:r:I Ul{G II'RE 

3) Y..AP UEY RJ:9 STY KQQ, F.AV UDO KHK AWR 8I 

4) Artificial !:essaaes • .;;;> 

These are simply drawn up without refere".!ce to the code book 

&t all and made to reseruble bonafiC.e code griups. hgood. example 

of an artificial message four1d in Albert Code 17, is the following, i~ 

'which it \Vill ·:;,e noted that t~e letter B, is tne :i:ddile letter of nearl: 

every group: 

RIE KBI KBL KBX K~TQ, REV ABR SBX RII 

~ Various other peculiarities of a similar nature were encountered • 

,.I 

. 
Such messages always bave a peculiar appearance and a.re not hard. to 

isole..te. 

5) Distorted messages. 

Hention has been made above concerning the transposition of 

code-groups within a message and. the great difficulties which such 

procedure set in the way of solution. Example of such distorted ~es-

sages are as follo~s: 

* 
RCC 

'VER 
SLO 

DIE 
tnJD 

l!ACHT IE 
KQU SIH 

* Distortion signal? 

ZIE!.1-
LVCH l 
1JPV .AGF 

F RUHIG 
KPJ ATV; 

MA!IN 3 
UCM DGZ 

6 
SGA 

* 
SEY 

The reconstructed message reads as follo~s: 

* DIE E.ACH'I \'TRLIEF ZIFELICH RlJHIG. 

6 SC~TER VEH'''T_Ti~DET * 

IFF. 
BF:IG.'I 

P.P.Y.. 

I~ACHT 
KQu 

( ELP !:K (EL.fl nK 
COPE CODE 
GROl.iP}-·-~~Ot;P 
RBT · nm 

F~I~ID-
LICr:I'R 
:FLIE-
G~R 
.AKH 

!:..t::uTE 
SER 

M 
KLO 

3 !JAPR LEICHT VER'rUNDET mm 

STELL
U~·TG 
T]FV:' 

tJ:rn 
AYM 

SY"B 

( ELAI-~K 
CODE 
6RC7UP 
P..EV 

0 
KUE 

ATJF 
IJCZ 

B 
REC 

Infantry Brigade G. HEUTE I:"AC!-IT 1 BOlffiEN U:TD FEilIDLICHER FLIEGER /\liF 
-- . (' ~...J:;.<i 

J , 'l.-~~1-T':.RGELP:DE STELLD"!:G. 

.i ~ ~-- ---
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?J' BLHJD BLHTD 
DIV.G GE GROUP snm GROUP TRUPPE TZ N 

P.AY UYL RGD KCX UKR SPH AMA RZlJ 

BLH~D BL nm 
GROUP u:,JSER SE E rri IN GROUP .. 
AKP UUN AV.'Z SAX .ASU SWF RGH EAfdieH 

DIV. G. illJSER-E TRUPPE-U 8IKD IU MARSCH GE-SE-TZ-T 

---------
BLANK BP.AU- DRIHG-

DER GROUP ¥.'AS SER w CHEU SS E!m 
P..DS pµz RAI RGB ·'UAU SZY Y.EV 

BLIND 
PUl!PE EIN ENT ZUM ER GROUP 

.z\J B RYE KEO KOV! UQ.T lJYL 

(BLANK 
STOL- CODE n . 

LEN !J GROUP) A t 
I 

""<f" SJY RZM RJV ROU 1 -----BHAUCBEiil' DRilTGE~m EI~r ~ASSER PUMPE ZU'J: E!:Tt'AESSERl! DER STOLLEN 

6) Blind Group Chains. 

@ These have been taken up bsfore. (See Page--) Toward. the end 

of October such messages were never encountered, and it would seem 

that the practice was prohibited. 

The third point in regard to the camouflage of liaison deala 

r.i th the regulation and complete standa.rd..i za.tion of ?!!6tho:is on t.he 

whole front.. The purpose of /this was to i:ravent deductions being 
/ 

n.ade from vamtions in procedure whict. may be.ve been characteristic 

of cert~in uni ts; whole z:iover!lent s we re often ~raced by ?Leans of them. 

It is easy ~o see that the constant sending of stereotypei messages, 

er r,;:essages siflyd by arau.e allowed the enemy to follov.- t!:e U.Tli t to 

which the station was attac~ed from place ~o place. Illuminating 

exa:r.ples may be fOID!d in the d.oct:ments attached. 

Especially regjlatei nas the procedure atte~iar.t ~~on the 

relief of a nBit. 
'--"" 

Co.re 7.aE ta}ren not only 1:-efore a relief, ~ut long 

after, so that no in~ications of it be given. ~bis "as accompli8hed 
. - ... - .. 9.~ 

by retaining a:l cor.ventional nc.r:;ee, by retaining t!:.efstaticn r-~rscn-
.J 

nel for a certain length of ~i~e after the relief ha~ been completed, 

a~~ by continuing all procedure exactly as before. The Ge rrr.ans we re 

rather successful in this pa:"'Vicular or~ sacour.t of the complete sta~-

~ardization and strjct superfision cf metl:.o~a. 
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Aroong the documents captured during an at-q_aok was· a book in 

f... 

which the n:.essages sent and received by a radio station between Auf;ust 
Cl.JU?.. fu~ ........... ~ . ' 25 ana. September 11, 19 • It happened.. tha.t a oode-";:>ook was also 

- J\ 
captured and. it ".'l"ill be interesting to see the sort of traffic that 

w.D~ 
was carried on by this station durir?g the pariod mentioned. was loca-

~ . ) 

ted in a very ~uiet sector. ~e will _give only the n:.essages handled 

by this station during one day 1 and in the fo!'ll! in ·uh ich they am.:eared. 

on the sheet. Of course, the deoode~ents r.ere not on the sheet. 

Were it not for the fact that three of the ~essages ~ake sense 

one would be justified in questioning whether the correct code bad 

been applied, so great was the n1.llliber of spurious wessages. 

Note that touch of "realitytt is added to the fictitious messages by 

frefixing and. suffixing what are ar.ips.rently code groups for conven-

tional nar::..es. GIJW, -:he receiving station was loce.ted. in H-40, End 

the locations of the sending stations are added in parenthesis after 

the signature. 

11/9 

DECK-
!!A!IBl~ 

RJB 

G!JW 

SE 
AV:Z 

72. DSA 

WA:nr 
ALU 

n 
Ub. Funksp. 

01.05 CHI-18 

5.30 
p. 2:. 
SLL 

0930 

GEKEH
lJI G
m~G 
KIT 

0950 

"tU 

1T 
P.1JS- DECK-
SERE 11!A:MEU STADT 20 
RUIC RBB UFV AKG 

/' 
" Ub. F.unksp. 

CHI-10 

BLr!D DECK-
GROUIP NJJJEIT AU DRAHT 
KllV RCI AAB S3Z 

n 

U'b. Fun1'sp. 

C~I-10 

Eri::pfang 0125 

GEG- DECK-
EER !'TAluiEH 1T 

KMT P..DH GJ.1{. 
(Station in H-40) 

Enipfang 0959 

AUF-
SAK 
SCHIE-DECK-
BER i:AIITN 
UIK REE 

n 
P.eford.ert 

76 
SAT 

BLIND 
GROliP " 

AGX PSA 
(Station in E 

1003 

IST tl"B. DECK-?LI:T[l .ABS- 1: 25000fECI~-
.AKK I~LD. K ET E.Al:Eli G:ROUP CF?'!I TT : rA:~F!~ 
KEQ SOV FBI KQO P.DH KDS A VV. SXO RCI 

- ,-

,¥- .~~~-Jf~~M~--.,~/~t 
--- -- --- ---- - - ------~· ·~-"' -- -t ~ :___~ ___ _:_ .__' _ _::__ \ 
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G~JW 1510 

B 1 
.ATE AGF 

n 
GAU 1900 

FEUER 
DE CE:-u"EBER-
EAMEl-i FALL 
RCI KC-Q 

DOK 1915 

DECK- DECE:
KA:MEN FAEEN 
RDJ ROI 

n 
Ub. Funksp. 

CHI-9 

¢lE D s 
Ji.AK A~;F LAG 

flo. Funksp. 

CIH-10 

4:30 WELDE 
¢ A.M. GANGER 

KET RWA SLV 

" Ub. Funksp. 

CHI-8 

TP.E!J
!ruIJGS- KJ..
STRICH NON"E 
USD AVJ 

ti 

VER 
SLO 

Ub. Funksp. 

G!;rv.' 1920 CHI-11 

DAG- F.LirTD 
u EGE!~ F..ABEN' GROUP s 

URJ J.llV AOF RCI AAG 

" Ub. Funksp. 

GKW 

-90-

Etr.pfangen 1512 

BLI1-TD 
GROUP 

I RN xt:tXE 
!.AR .AHO AEP 

tt 
Befordert 

RAD RAD SP. 
F.AHRER FA'Shl-:R 16 

SKS DFU AVJ 

ff 

Befordert 1922 

SIG-
4: 30 !tALE TRINK
.A.H. t'ERFER WASSER 

KYI RI!L AGI 

l923 

I ,,. 
f 

GE SCH A 
UYL R...XY Ji.LV 

Erupfang 2102 

DECK-
NAifE!~ 
RBB DOK 

(Station in E-40) 

19:20 

EilJ- I'ECK~ 
ZEEN !T.AllEN 

AST RDH G~J17 

GNW 

DECK-
F T ~J.A!l!EI~ 

UYZ ASN RBB DOK 

DECK- SIE- BAT- BLI!:D 
1UJ!.E~J KARTE BE!nE TFRIE G'ROUP rn 
RCI KAL SAT UHR KQX ALP 

'RGI:- STEIL- GASAH- KP.AF- BLI!1TI 
?;-rs FEUER FAST GRIFF TIG GROUP 

II 
Ub. 

DECK-
:-;A!.-~X SII:D I'1IE 
RJB KCX RZY 

AP..M RIT AFT AET P..F..D KST 

tf 
Fun1~sp. Be for.ie n 

6 
SGA 

lf. AR 
UDW SZA 

, · :. r, r--J ~.-

K 
APL 

22.48 

GUT 
UUQ, 

A!! 
AXT 

" I1SA 

KOU- I:EC~
!!EN !'.A::ElT 
1.JWS RBB 

---------- ---~ --



~· 
l 

I 

', ... -: 
;! -~ ~·-:'!lo : ·~~~i 

\ 

RE'9ID:A2458117 ~ 

It is 
~6)17 CL U SI O IV 

d.ifficultro:rt1ia writer to n;al:e a good esti~ate of the 

Three-Letter Code as a system of secret oommunicati.:n. 

the cod.ea were simp:e, and no artificial difficulties were put in ';he 

way of decoden.ent the amount of valuable I!:.aterial ·\1hich was seo;;red 

from a stud.y of vhe text was only lir.:li ted by the life of the cod.e. 

The ibonger i~ lasted., the ruore infor1.,,atior.:. 7~as sec"t.:red. 

the dangers of u.rirest rioted and i.msupe rvise:i wire lass t ra.ffic ii ere 

recognized; when messages were l.'Uad.e shorter, and. greater co.re was 

taken to preve~t l~cpholes for the decoder, the aruo~'"!lt of infonuation 

wl!ich was seo",J.red. depended. a great d.eal upon whether the text was 

coming fro~ a..ri ac~ive or a quiet sector. In the fo.rmar case it 

was difficult to :iisguise real traffic; urgent moments arose ·:l'hen 

rules were forgotten; spurious activity ~as discar~ed and every ~es-

'sage was a real one. It was always po:~sible to break i:lto such a 

cocie, notwithstanding the large number of -variants, etc., because t~e""' 

characteristics of the most important groups would manifest themselves 

despite all regulation and carefulness. 

In the latter case, in a quiet sector, the text was of a tot-

ally different complexion. Eere apJrious activity, tricks, fake 

messages, etc. were ra.itpa.rit. Such text presented a rather hop~less 

case. 

Nov. it happened that ,tbe activities of 'this section ·.were re-

st rioted,, ffrom !~y to Ee:pte:.:lber 1918, to the text cor,1ing from a quiet 

sector. it~x ~e we re always r.ai ting for the ttbig shown to take place, 
JV 

for then we knew 

Immediately after the 

the 

Q• 
u1i • 

case would i:resent grec~ter p.ossi:il.~:::~~-:. 9J 
!!ihiel offe~si ve bega!! -:r.e ({eXt".,~oE'-o!i ·s.'f...?.. 

• 
at o~ce beca:1:e lo!lger, gr0ups began to s:.arid 

cod.e ·was beg-un ;7ith high hopes of success. 

Ttese hopas were soon dispelfil, fo= the -,.,·hole affair :1as ov-;;r varv 

r-3turned. to -:·1-.eir cli triGka of ca:"" o·i fl s. t;i n g 

wireless traffi~. Then C i:;! ·e +:~_·e c. ..,..,,..1~ ..... 4 "'e ",.,., "'"'"'e e ... ·"' '-...__ ""'-· ~~....:._ ::>I.; ..i.,.V , ~ .... .l""""' U,.~ •J.\.L.. of all ac-

tivity. 

In tr.e light of this limited ex~eri~nce it is iwpossible to 
r---.. 

say abso lutely r;~at the degree cf sec~rity offered by s~c~ a hi~tly ___,. 

~evelopei system really is. There is no d.oubt but t.1.at it i'3 

... 



-.. :..~ 

i 
I 

t 
,._ ~~ 

~ 

"! 

.• ~ 

j 
·4 
. .,, 

~ 

. 
i 

ti'-~ " 
f -: 

•• 
. 

' ~1 • 

l 

-9Z-

very grec..t. Ttere is no d..oubt but nith the 

care f-:.11 suJa rv: sion and control the employr.uent of such a cocie by 

tr=:.ined ,1;;en offers the highest possible se01.:rity for secret co!!iktmica.~ 

tion on the field of battle. 

But no co~e, no r;~atter ho·.1 carefully constructed, .,_..,.ill be 
intelligent 

saf:@ without a t.rained,/:i;::ersoru1el. A poorly oonstrtictecl 005.e may be 

in reality more safe r.hen used by Ei.n expert than a very well %X~~xx«l::~ 

cons~ructed one when used by a· careless operator, or one i£nora.nt of 

the dangers of improperly encoded ~essages. This point cannot be 

ove r-er::pna.s i zed. It is hard.ly necessary to point out, ~herafore, 

that the _proper training o:f the r·e:rso~.;.nel which is to be put in ~'!:arge 

of the work of coding ffiessa~es is an esse~tial preq~isite ~o t~e 

maintenance of secrecy of operat:lons, an<i thus o: su~cass on :.re 

fieli of battle. 

I 
/ 

•. 
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THE THREE-NUMBER CODE 

For moat of the material forming the basis of the follow

ing exposition, the writer is inde"frited to Sec9nd Lt. J. F. Gunster, 

Infantry, who made a preliminary report on the subject. !!any 

valuable suggestions were added by Capt. P. B. Whitehead, F. A. 

I take pleasure 1n acknowledging indebtedness to these two officers 

for their aid. 

As stated in Section ___, the Three-NU?tber Code was in

tended for use in all forms of communication within or to and from 

the three kilometer Danger Zone; it was designed, in other words, 

to meet the .requirements for communication in the region f rem which 

the Three-Letter Code and all other means of liaison were specific

ally excluded. 

Although this code ~as not put into use tmt11 March, the 

plans for its employment were fully completed by the German General 

Staff before January 22, 1918, and were published in Pa.rt 10 of 

their llANUAL OF POSITION WARF.ARE FOR ALL AF.MS, under the headirJ.g 
\..-- . ' . 

SIGNAL SERVICE TRAFFIC REGULATIONS,~ a ~·re.nslation o:f which is at-
/ . -

taohed to this :report, ~s-Exhibit .'7. In this document, the 

last ten pages were devoted to a description of the SCHLUESSELHEFT, 

the name wlioh the Gem.ans applied to the book which forms the basis 

of what we have called the Three-Number Code. 

is attached to the report, as Exhibit <z-. 
A captured. oopy 

It will be well to set forth this description inasmuch as 

it explains in detail very clearly how the code-book was to be used. 

·TRANSL.A TION 
sc. H LU£. ~st.~ 1:-u.~.f .... r. 

"Directions for the Use of the .ll!lH.-ee-Numbar.-:Code~Book 

f./Jn!-man~~mfi.-L~UEY...Pf.}s
S e.,H Lu£ "S.<:. El.- \4 £ f" T 

The ~ee"'!lll~~=Coda-Book con ta.ins a list of sentences, 

words, letters, numbers, etc • ., for the construction of the messages 

necessary on the battle-field. · The transmission of messages is, 

-- 1 ~ f .. _, t'i_~ 

.. ,_ - -27*~"'\"? 

,,_ ... J 
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REJilaID:A2458117 ... 
done by rueans of letter or figure designations. 

Fundamental changes of the code-book are forbidden. 

,-.. \ i 
~w 

I I 

The employment of the code-book for encoding without the 

of the Secret Key consists in the following: 

a) Replacing the text arranged under the headings of 

•General Traffio Signals• and ns1gnals for Aeroplane Service" 

by the letters opposite them. 

Example: 

INFANTERIE IN MARSCHKOLONNE IM 

b) Trallsmitting the combinations of three figures which 

in the code-book represent the words and sentences of the 

other signals that may be sent. 

ExSlliple: 

GEGNER GERT ZURUECK 153 

The transmitter sets down ~n front of the encoded message 

the syllable "GRn (Groups) and the number of three-figure groups 

of which the ~essage consists. Thus •GR.7 8 means that the mes-

sage consists of seven three-figure groups. 

The employment of the code-book for decoding, without use 

of the Secret Key is as follows: 

a) In place of the letters received, the text corres
; 

ponding to the combination,in the code-book is set down. _,· 

Example: 

153 GEGUER GERT ZURUECK 

In order to render the transmission of important messages 

during the exigencies of the moment more safe than is the case with 

the system given above under b, the basic signals of the code-book 

can be re-enciphered. Decision in this regard concems the send-

ing station. This enciphe:rrr.ent is accomplished with the aid of 

a Seoret Key (GEEEIMKLAPPE, literally, secret-flap•, or nseoret 

fly-leafa) provided on the last page of the code-book. The message' 

enciphered in this ~anner still offer security as regards keeping 
.. 

the contents secret,from the enemy even after the loss of a code-

book, as soon as a new Secret Key is inserted in the place of the 

al lost 

'1/ 
key. 

•. ·c,.. 
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------~ The use of the oode-book without the Secret Key represents a7 ~ not a secret writing, but merely an abbreviated writing. 

The Secret Xey consists of two tables of numbers. The 

upper table serves for the enciphering; the lower one for decipher

ing. 

Words which are not contained in the oode~book may be 

built by putting together the letters and syllables fou..~d on pa.gee 

22 and 23 of the code-book. 

Only the designations consisting of numbers osn be enoi-

phered.· This is done in the following manner: 

First the words or sentences are replaced by the three

figure groups standing opposite them, as explained above • 

Example: 

GEGUER GERT ZURUECK 153 

Then one applies the following system: 

In the Secret Key, on the left hand margin of the upper 

numerical table 1 one looks for the first figure of the number to 

be enciphered, that is the figure l. 

Next, one looks for the second figure of the number to be 

enciphered in the upper margin of the upper table, that is, the 

figure 5. 

, 
' 

0 ! l • 2 • 3 • 4 • 5 .eto. . . • • • • • • . . . . • • • . 
0 • • • . . . • . . . • . . . . . . . . . . • • • . . . . . . . • . . . . . • • . . • . . . . . . 
1 . • • • . . . • . . 

' 
. . . . . • 

• • • • . • . . . . . . . . . . 
• • . • • . . . . . • . . • . . 

eto: . • . . . • • . . . . . . . 
• • • . • • • • . • . • . • . . . . . . . . • • . . • . . . . . 

If one proceeds toward the right~ carrying the finger 

along the row beginning with 1 1 until one finds oneself under the 

number 5, one arrives at a ntl!?!ber (04), which is written down: 

_____________ t~ r: ·: 
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: o : 1 : a : 3 : 4 : s :etc: 
• . 

0 : . . 
• . 

l : . 
• 
• . 

etc: . . . . 

. . 
• • 
• . 
• . 
• • . . . 
• 
• • 
• . 
• • 

• . 
• • 
• • 
• • 
• • . 
• . . 
• • . . . • 

. . 
• . 
• • 
• • 
• • 
• • . 
• 
• . . . . . 

• • 
• • 
• . 
• . 
• • 
• . . . . . 
• . . . . . 

• . 
• • 
• . 
• . 

. . . . 
• • • • 
• • 
• • 

• . 
• . 

: 04: • • 
• . . 
• 
• • . . . . 

• . 
• • . 
• 
• . . . 

. 
• . 
• 
• • . . . . 

To this number (04) is added the last figure of the num

ber to be enciphered; that is, in the preceding example, 3. Tbe 

number ·thus found (043) is then transmitted. 

In order to.indicate to the receiver tbat the message 

following is enciphered, the transmitter places before the enoiph-

ered contents the syllable nCHr• (that is, CRIFFRIERT). Thus, 

for example, CHI GR 13 indicates that the message contains 13 

enciphered three-figure groups. 

If messages with the prefix CHI are to be read, for ex

ample the number 043, then one procee~s as follows: 

One seeks in the lower table of numbers: 

a.) On the left hand margin the first figure of the 

num~er to ca deciphered, i.e., o. 
b) On the upper margin the second figure of the number 

I 
to be deciphered, 1.~.; 4. 

: 0 : 1 : 2 : 3 : 4 
• . 

0 : 
• • 
• . 

etc: 
• . 

• • 
• . 
• • 
• • 
• . 
• • 

• • 
• . 
• • 
• . 
• . 
• . 

• . 
• . 
• . 
• • 
• • 
• • 

• • 
• . 
• . 
• • 
• • 
• . 

:etc: 
• • . . 
• • . . 
• • . . 
• • 
• . 
• . 

. . 
• . . 
• 

If one proceeds with the finger along the line detern:ined 

by 0 to the right, then one finds under 4, a nUIL.ber (15) ~hich is 

written down: 

: O : 1 : 2 : 3 : 4 :e~c: 
• • 

0 : 
• • 
• • 

eto: 

• • . • 
• . 
• . 
• • 

• . . 
• 
• . 
• . . . 

• • . . . . 
• . . . 

• • • • • • 
: 15: . 

• 
• . 
• . . . 

. . . . . .. . . . . . . . 

(> 
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To this number, one adds the last figure of the number to 

.3 
The number thus found (15J is be deciphered (043), that is 3. 

then sought in the code-book, and the corresponding text is taken: 

153 - GEGNER GEHT ZURUECK 

-------

PRODUCTION OF THE SECRET KEY 

The Secret Keys are produced by an authority of the Higher 

Command--&s a rule, the Division--and are issued to the author!-

ties of the subordinate cormnends and the troops. For the sirtpli-

fication of the production, printed Secret Key blanks are kept in 

readiness at the Army Signal Service Parks; before issuing to 

troops it is only necessary to fill out the 100 inner squares of 

the tables of numbers. 

a) Upper table (Enciphering Table) 

First, the numbers 0 to 9 are written 

on the left margin of the table, from the 

top toward the bottom;Gn the upper margin 
• L.. ----of the table from left to right • 

Next, the numbers from 00 to 99 are written at 

random within the 100 squares of the table. 

b) Lower table (Peeiphering Table). 
// 

First, the numbers 0 to 9 are written 

on the left margin of the table from the top 

toward the bottom; 

on the upper margin, of the table from left to 

right. 

Next, the numbers from 00 to 99 oorresponding in 

their position in the upper table (the encipher

ing table) are inserted in the 100 square a of the 

lower table. 

Example: 

If :n the upper table the ni.lmber 06 is located at the in

tersection of the horizontal row deteiimined by 2 and the vertioa.l 

column determined by 7 1 

C11lO -, 
-~ 

,,_~ .. r 
- . -or·,. 

,r~ ·. ~· -~~ ~- !\c~1)1E~_o-~\'~~~ -~~' 
----~ _________ :'!r'~t_ r:· .t-" _' __ 
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; l : 2 : 3 : 4 : 5 : 6 : 7 :ato: . . 
0 : 

• • 
• . 

l : 
• • . . 

2 : 
• . . 
• 

eto.: . .. 

• . 
• . 
• • . . 
• • 
• • . 
• 
• . 
• • . .. 
• • 
• . 

. 
• 
• . 
• . . . 
• • 
• . 
• . 
• . . . 
. . 
• . 

• • . . 
• . 
• . 
• • 
• . 
• • . . . . . . . . . . 

• • . . 
• . . 
• 
• • 
• • 
• . 
• . .. 
• . • .. . 
• . 

• . 
• . 
• . . 
• 
• • 
• • 
• . 
• . 
• . .. . . . 
• .. 

• . • • . . . 
• • • . . . 
• • . . 
• • . . . . . . . . . . . . . . 
: 06: . . . . . . . . . . . . . . . . 

• • 
• . . . . 
• 
• • . . . . 
• . 
• • . . . . 

fhen in the lower table> the number 27 is to be written at the in

tersection of the horizontal row determined by 0 and the vertical 

column determined by 6. 

0 

l 

• • 
• • 
• . 
• . 
• • 
• . 
• • 

eto: 
• . 

O : l : 2 : 3 : 4 : 5 : 6 :sto: . . . • 
• • . . 
• • 
• . 
• • . 
• . • 

• . . • 
• • 
• . 
• • 
• • 
• • . . . 
• 

. . . . 
• • . 
• 
• .. 
• . 
• • 
• • . • 

. . 
• • 
• . 
• • .. 
• 
• . . 
• . 
• . . 

• . . . 
• • . 
• 
• . 
• . 
• • 
• • . 
• 

• • . . 
: 27: 
• . 
• . 
• . 
• . 
• • . 
• 
• • 

• . 
• • 
• • 
• • . . 
• • . . 

• • 
• . 
• • 
• .. . . 
• • 
• • 
• • 
• • 

In order to allow for the quickest possible transmission 

of a message consisting of numbers> where the connection is working 

well, it is pennisaible to send in abbreviated Morse Signals, since 

transmission by means of the latter saves much time. 

see Page 4 of the code-book;' 

For details> 

In order to indicate openly that the abbraviated Morse Si~ 

nals have been used) the prefix Z is necessary at the 'beginning o! 

the ~essage; for example, in an enciphered message CHI GR 9 Z, or 

in an "lmenciphered one> GR 5 z • 
The time at which the transmitted message was dra.IV?l up is 

indicated at the beginning of the message by prefixing a "time-

group". 

This time-group is a four-place number. The first two 

figures indicate the hours from 0 to 23, counting from midnight to 

midnight; the last two figures, the minutes. If the hours or min-. , 

utes a.re single figures, the first and the third figures beoane a. 

zero. 

J () o . 
. ~ ., . 

/' ' -· "- \ ~ \ ·~.· . DrCEA~Ei'FIE",Q: ')\ - · 
-\~_\~ ·~:::~L~!l..ln Q_ C-i _Q_~ . 

. -- - -' _· ·_. ·_r:_,_~_J·: ' -
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/VI 
Examples: p 

Time of despatoh from the ,Post of Command --
AT TOP OF TELEGRAPH BLAMK TIME-GROUP 

12.25 Morning 00.25 

09.05 A.M. 09.05 

12.38 l.'M. 13.38 

03.00 P.M. 15.00 

10.03 Evening 22.03 

If the message ia not of the same day, then the date is 

placed in parenthesis before the time-group. For example: 

(9) 22.30 CHI 15, eto • 

----------

So much for the directions as given by the Germans them-

selves. No furthert'w.explanation of. the method of using the first 
\.-~ ~r~ S.1-~" ~ ''S..~· ir' ~J!...o.-t~ ::.o.v;~ .. ) 

and second parts of the code cook s neceasarx, and they do not 
I\ 

concern us further. They can hard.ly be said to pertain to code 

or cipher work. 

We will therefore turn our attention immediately to the 

code part proper of this system. 

To review what has b~en sai4 previously, the outstanding 
/~ 

features which distinguish the Three-Number Code from the Three-

Letter Code are these: 

1) In the former, the code-book contents run alphabetic

ally and numerically, thus conforilling to the type of code requiring 

but one book, which serves both for encoding a.."1.d decoding; 

2) The form and contents of the code book remain constant; 

and secrecy is attained by an enciphering process which makes use 

of a var1able, enoipheri!ig table. Tne Three-Number Code, there-

fore, represents in its most complete form>a good example of enci

phered code. Although a copy of the co.de-book itself wa~ ~~o~ / c) 
__ captured~ the form and contents of the book remain~ha."1.ged:-·""·--,""·;· .. -

since its introduction, and have therefore been ter~ed the EASE. 

/r).2_ Various inserted typewritten or handwritten supplements were pre-
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pared by the different divisions to cover the names of units and 

places, and these supplements naturally varied for each division and 

changed from time to time. 

Whereas the solution of the T"nree-Letter Code involved 

the reconstruction of the code-book, the solution of the Three

Numbe r Code involved only the reconstruction of the enciphering 

table, a..~d was therafore a deciphering process in rea1ity, since 

t~e code contents, immediately after the capture of a single copy, 

became in the nature of clear text. 

It will be noted that the instructions as published by the 

High Command, with regard to the use of this code-book permitted 

the sending of messages without the use of the Secret Key, where 

, 

special secrecy was not necessary. As a result many messages were 

sent unenoiphered, and, therefore, in what we shall designate as 

the 9 basau that is, the unoha...~ging part of the system. It hap-

pened ooc~sionally, too, that a careless or a..~ ignorant operator 

would send a message in the base and later repeat the message in 

the enciphered form, or vice versa. Often,. too, cµi. operator would., 

after sending an enciphered message in one key, repeat it in a.n-

other Secret Key. All these blm1.ders were of great aid to us. 

Messages, both when in the base, or when enciphered some-
,/ 

times l.mderwent a further simple encipherment in which letters were 

substituted for figures, according to the following key: 

e i 2 3 4 s s 1 a 9 
TAUVRESBDN 

This simple key ca.me into use about the same time as this 

code, but offered no difficulty because it never changed and be

cause often the same message would be sent both by letters and 

numbers. 

The first break ma.de into this code was remarkable for its 

almost dramatic illustration how the carelessness and ignorance of 

a single individual responsible for the coding of con:munications 

may jeoparc;1ze the lives of hundreds of men by commit~ing the inex-

-, _) 2...-ousable blunder of cryptography: repeat in'\ a messag-a__Jn almost 1 ta 
/ ' -

.~t form, but in another system. 

/03 
. 

-~ ... --'-~ --· ------ .. ----_ ... - ..... 
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REF 8':A2458117 - • Here are the facts and the telegrams: 

The messages of an obviously new system appeared along 

the entire Western Front on March 10 and 111 1918. The inter-

cepted despa.tohes of the first day 1 s traffic along the Ve~1un 

Front, Maroh 11, were turned over to one o! our officers and a 

short study proved the new text to be code. The main factor in 

this, of course, was the finding of groups which appeared as three

figure combinations many times, and 1n analogous positions. 

Among these first messages, which were being studied from 

the original telegraph blanks, there appeared the following dea-

patch: 
• AN v X2 (Souilly 0040) 0025 CHI-13 

( 

i 
L-

f 

l r 
845 422 373 7$2 240 245 068 652 781 245 659 659 50.fr f 

... 

On the same telegram there also appeared the following: 

X2 v IN (iouilly 0052) 0025 CHI-13 

OS RGV KZD 

The second message was recognized as containing two groups 

which belonged to the Three-Letter Code, while the combinations OS 

was the Gerzna:n abbreviation for OHNE SINN. The officer immediately 

referred to the current Three-Letter Code text to see whether the 

two groups RGV d.nd KZD had been solved. He found that the former 
I represented the word ALT, but no meaning had yet been found for the 

/" 
/ 

second group. 

These were the mental steps whioh he took: Here is a mes

sage in a new code sent by station X2 to Station lN. About 10 

minutes later (shown by the time of interception given by the station 

at Souilly) lN sends a message to xa, saying subste..~t1ally the follo• 

ing: 

•Your 0025 CHI-13 is without se~se•. 

another code: wold -----n rihat could the unknown group,KZD)mean? 

Clearly, it referred to some other system of communication. The 

The ~roup !. ,~-~word VERZIFFER~G suggested itself almost im~ediately. u--' 
, --- X:ZD occurred. .in only one other place in the entire Three-Letter 

J" ~~Code text, but in that place it fitted in well with the context. 
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It seemed then, that station lN had told X2 that hie mes

sage in the new code could not be decoded and asked that he send 

it in the old code. 

A search was made _immediately among the messages of the 

Three-Letter Code te~t that day, and it seemed almost too good to 
-

be true that the following message should have been intercepted: 

lN v X2 (Sou illy 0057) 0025 CHI-14 

DYC REM KUL RH! KWZ RLF RlJQ KP.D RVJ UOB KtJU UQX UFQ RQK 

Note particularly the correspondence 1:etween the hours as 

given in these three telegrams. Now the Three-Letter Code to 

which this message 'belonged was already partially solved and this 

message was at once decoded insofar as it was then possible. For-

tunately it contained mostly spelling groups. It was as follor.s: 

AU _u. !l. 2 H I R SCH - - w I TT E - s-

UYC REM lKU~ RHI KWZ F.LF FJ!Q KRD RVJ UOB KUU UQX UFQ RQK 

Again it seemed almost too good. to be true that the mes-

sage in the new code should be al.most exactly the same in form as 

this decoded message. Still such was the case. note below the 

internal evidences in the messages; the repetition of the group 

659, which stands for T; the equivalent in the other code is the 

group UFQ, which stands for TT. Note the repetition of the group 

245, which stands for I. , The message in the new code was there

fore tentatively solved as shown below, in comparison with the 

other message: 

AN U.M. 2 H I R SCH - --·- w I TT E 
UYC REU LKULj RHI KWZ RLF P..NQ KP.D RVJ UDB KUU UQX UFQ RQK 

AN u.:u. 2 H I R SCH w I T T E 
845 422 L3.~ 792 240 245 068 652 781 245 659 659 504 

Thea.e solutions were telegraphed i11r.uediately to the French 

Code Office. We ha.d not as yet adopted a method of secret oommun-

!cation by telegraph with the British Code Office, and it may be 

interesting to note that to add to the dramatic situation, these 

solutions ,were despatched to the British by a special aeroplane. 

Thie first break was sufficient • The new code was at-
..... 1 ~ ~-

/ :, !/ tacked at once, using the same principles as those concerned in 

-.. 
\... \ \... \ ~ PFCLA~1;lt~ l ')\ .. 

. \~L\~ ~~-~lo _Q~ " 
r • - - _______ _J_kf,(~-" r·· _. __ r.. ___ _ 



. 
.• -· + . . •, ~ 

... 

1 

/ 
Rjji" ID:A2458117 ., 

the solving of the Three-Letter Code. The principal classes 

of groups soon n:;,anifested themselves and it was speedily recognizei 

that the arrangement in the code book was systematic and mostly 

alphabetical. For example, it was first noted that the third 

figure in code groups representing numbers was always the ~ 
--

~ the number itself, though the first two figures in each combi-

nation varied with different keys. Thus, for example, in one key 

the various code groups were as :follows: 

790 - 0 
791 = l 
792 = 2 
793 - 3 
794 - 4 

. etc. 

The spelling groups '!alphabetically related" also.showed 

a consecutive a.rra...'lgement. For example: 

DEN - 360 H - 480 
DER - 361 HE - 481 
DES = 363 HEIT :. 482 
DIE = 36! I = 485 

E = 364 ICH = 486 
EI ; 366 IST - ~88 eto., etc! 

Words likewise ~xhibited similar relations: 

BAHN - 708 
BATJ.LLION ;. 709 

BATTERIE ;::. 620 
BE FEHL :: 621 

/BEI = 622 etc., etc. 

It was readily apparent, after the same phenomena had 

been discovered in what were clearly other nkeys•, that as regards 

the enciphering process, each code group may be considered as being 

divided into two parts; the first part consisting of a variable 

two-figure number, and ~he second part, of a.n invariable digit. 

This naturally led to the conclusion that the system con

sisted of a. basic code of three-figure groups applied consecutively 

to tbe contents of the book, the latter being arranged strictly 

alphabetically; that, furthemore, in the enciphering process, only · 

the first two numbers {the variable two-place numbers) were enci

phered, wh1-le the third ren:;,ained unchanged. 
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From all these clues the nature of the system was quickly 

r,· comprehended, add when on the 25th of March tr.e French captured a 

copy of the code-book full oonfir~ation of these various theories 

was at hand. To the French really belongs the credit of being 

the first to recognize these clues pointed out above. It now 

became desirable to develop the best system for the attack of 

messages in new keys. That was thenceforth our only real problem. 

The first thing done was the stencilling of the Base, with the 

exception of the words and phrases, on three large sheets of paper 

with a11·of the groups represented by the same tuo-place ntl!i:!.ber, 

or 11 radical 11 in a horizontal line as, e.g., 

0 l 2 3 
25 A A AM AN eto 
26 c CH CHE CHEN 

These sheets (samples attached) we re fastened on a triptic 

and set in front of each worker, where they could be consulted 

without the need of any page-turning or other delay or inconvenience • 

This was simply a more convenient arrangement from a deci-
. 

phering and decoding point of view. The columns represented then 

the invariable portion of the code-book, while the two-place numbers, 
<l 

or "radicals" represented the variable, or enciphered portion. Solu.'7" 

tion would involve merely the f'inding of the correct equivalent for 
/ 

/ 
eaob of the one hundred radicals. 

METHODS OF SOLUTION. 

Following along the lines indicated in the methods of solv

ing the Three-Letter Code we may divide the entire body of text in 

this code into three main sets of groupa 1 which are: ll lfoz11bars a Spelling groups 
3 Words, phrases and sentences. 

Solution consists in the same two steps: 

1
2

) Classification 
) Identification. 

NUMBFBS 

The classification of numbers r.as exceedingly simple. 'V 

most frequently used n1l!:lbers being 0 to 9, and having the same 

-- •W ___ -;-···-- ..... -· .,. ... -

r 

I' 
l . 
' 
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GENERAL HEADQUARTERS, AMERICAN EXPEDITIONARY FORCES 
. GENERAIJ STAFF,, BECOND SECTION (G.2,A.6) (asn:.) 

(DISTRIBUTION "A") July 31,, 1318. 

BASE. 0 1 2 S 4 5 6 7 8 . 9 . 
,.~==-r--~--.---.:::___....,..--..:=.~..--~--.---=----=~-i--=---''--...:_----=::....-~~~ 

1-2-6--t--A-1--A-'1---Al-1 _ _,_ All I AR I AU AUS I B I BE BEN I 
CH ! CHE j CHEnj cHT / D ! DA j DAssj DE 26 c DE:M 

37 I DEN" DER I DES I DIE I E EI ' JU I EIN . E:L I EN l 
1---t~-t---.---+-I I I 

2s ENT ER j ES ;;u F / FliR j G j GR JGEGEN GEW j 

H 1 HE I HJUT j Jillt I Hiii ! I I I C-H----I-8 _ _,__IS-T--r-J-_---;l 29 

1-3~0--r--:K-+-Jj -KE-IT-...! _L_---'-1 J,J; i __ 1 ;_/-....;-_N_..,;....l _N_A_CI_.Il_ND_--+-, _N_E __ /_n_E~l_~_ 
I I I i I I I 

NS nu I' o I o I OB P Q 1 QU 311 I I 

32 RfiCK 
! 

s I 
l 

I 
. I ! 

scH i sr. SEIT j sEn src~ so 

R RE I 
I 

ST T I 
! 

u I 11 I uH l uu uNa 
1

1 
UllS I • I 

TEL 

34 VOR 

.35 0 

36 10 

37 60 

TEN I 
I 

1 

11 

70 

I I I 

l'JEG I 
I 

12 

WIE 

3 

15 

WIR 

20 

no 
i 

5 I 
I 
I 

25 

v VER j 

y J' 
,,~ y z ZER I 
6 7 8 9 

30 I 40 45 50 l 
80 ~o j ioo I 1000 J i~AL ~~R ROI.~- tiiq l 

' TES ISCH l~ACHTS, 

3811 UHR 3 UHR 5·· UF.R '.4Hiffi J5 UER 6 UHR 17 'DHR 8 UHR s UHR lC UHR I 
V.'lT. \T.g.T Y.I~.'i'iV· ~'I. 1v.M.T.1V.r(.T. 1V.!lT. V.i:l.T. V.1\T. v.u. T. 

_,--t·---
-----~~,--

. __ _,,,__ __ -.-

----- r_I_ 

~ ----- ----

-- .. ,. ·-- - - -- .... -, .. 
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B.A~ o : l . a : 3 . -=' . ~-- a 1 7 f!- !J . f w 9 UHR b.o UHR 11 UHR l l!BB!IEl ABFEUt ABSCH· AB- jKSLOS.:l 
P.T U.'J'I ~.LLT l.T M,..T.. __AB.__CHEN ABErm ERN ··-:1-J.iAQ-E~ Li)SEN !UNG ~ 
ABSCH-ABTEIL- l ALL- AN ANGRE:E- AN- ANSCH-jARTIL 

41 NITT UNG ALARM l ALLEIN GEMEIN AM FEN I GRIFF LUSS LERIE j 

I 

I l I AUF- AUF- AUS- ·~ 
42 A.f'!~. A..KDR. 1 A.M. !A.U.GR AUF ~ SATZS. SCHLAC A.Z., LADUNG 

I I I 

44 I 1 BAGA- BATAILfl 
--+---·__,_ __ _,__ ___ -i t . l'!F.N_J3_AfUL_ T.ON 
45 BEI I BEOB-· BEOB- I BEOB. BEOS.. BEOB. BEREIT-, 

BAT. BEFEHL 3EIM 1ACHTEN ACHTER• GUT UNMOG STELLE SCHAFT B.T.K~ 

43 

1-6 BESCH~ BESCH BE- jBEWEG--: -: - Ii BLAU- l}LIND~BOGEN-i 
DIGT IE._$SF;_N_ SElZ.EN..--j __ m:rn ' ·- ~Tr::l BLA_U I PUtJKT GANQER IS<1HTTR4-

47 BllENM- BRIER.-· i I I l 
u!\NGE B.Z. TAUBE i BRIG. BRfrCKE ; -t 

-48 ~-· l j 

l 
~ .j 

s.· 
J . , 
j 

41 

.t 

-~l!!-~ ~~ 

~~}J • ! 
. -. r 

49 DAUER- I DECK- DIVI- DRAHTJ DRIN- 1/3 l 
---+-C_H_IF_. ----1--'-F"-'-EU=-E=R....__:..--U=N~G~"--f--'DJdHTI S:tQ_N _ .H'NJ . .S l G.E..ND J>U.NST4 
50 

mRCH i ! IEIGEN s~Jf E"s .~~~f 1 
~-+-~~+-~-+-~~-1--~-1-----l --~ 

51 ENT- ER ~RBETEN j ER-
1
: l 

_ ii'ERN' G ES 'at'.>HUNG i i 

52 FE IND-J FELD- l FELD- !FERN- F, SPR. F. d 
LEN' FEIND I LICH i K~CHE . WACHE iSPR-ER LEIT. SPRUC:.i-

... 5-3--+-----i-- EUER- !FEUER- ! FEUER tt : iFLIE- I 
F.BAL FEUER lEREIOH jBEREIT rEUERN! PAUSE F.U.F,

1

1 F·BSCH.I GER -1cil 
54 FRAG- I FUNK-1 . 

LI OH FRONT F. T. ST .lF'1HRF.R f3PRUCH .i 
55 G.AN- I . I GEFANG·I GEF. 

GANZ GRIFF IG.FLA. l G.G. G.MINE GEBEN BN I STD. l 
56 GEGEN • . GESOHOS- GE-n !GESCH • l GESCH. i GES- GEWOHN I GEW, ! 
_ STOSS G'!i'tLB ~ART SQB11.l'..~._F.E11EfilJ~lElS.4T..EfilL_pEWEHR L.I.Q!L tEllEEL . 

5 7 GRABEN GRA- I GR. I i GRUND-! tt 

- fRABEN KANONE GRAD NATE WERFERI GROSSJRI9Jl'l'~ GRUN GRUPPE GUT -

58 ~" / ·1 '1 

- / I I I HABEN HALE HALFTEt 
59 HAND- HAUB. ' . l HP.PT~!! I HILF ' HINDERi. 

------1-H_.AL_T_E_N-4--G_R_._+--B __ A-=---T-".-- HAUB ·f1M1PTMr5I qJTIG I BEUTE HIER z IEL NJfL t . 
. 60 tiINTER H,, GE- " I 
:_ tHNTEN L_AN_D_E-+-·_H_O~HOH~ I H~HER-J- 1 
61 \ I : I ! IN I IM IM l 

-62 INF. rn/ 1 rnf.. r--·=-t l . Ill tANZEN 7,IEL_t 

S3 IUF. FEUER ~~!~~=RI 1!filL_i __ :(S_T -t- ---t---· i -·t--~--1 
"' BER •K.T.K¥.i.1~~ ~~_K_._BAT.j K[i.RTE I KEIN !~LEIN f 
64 KL. I KO?f- ! KOM- I KOl~- 1 KRANK~ KURZ. I ·d- l 

_ OllAD-L KQW.&'.A_ ._.J;-D.R, __ 1_MAN.D_O _i_J.fEN._iY_AGJiIE.i_Erff.R. :-KlIBKil.- _ ---4 

,G5 ' ; J_J_-+' __ ...__: LADFN I LADUN LAGE l 
66 LAGEN·· I LltNG ; ! LI.NG-: · LEB- i J.r-~:r.m_ilc..-----

, VJEISE LA~L~NGE : L.GR. LSA1L . ......:J-'li'DUn~L-, 

-----.i..----·- -

~. ~ ,.,: -----'""- ~-- -- ------ --~ - -.--=..• , 

,,,-~· ~.\ \.\ ~ otcLA(sif1c_R ')r ... }'."~ 
. --l.~J..~ ~._.!lJ.oQ_c,i_Q~~' • 

-· --· ~--- _i_~~~---- ----- ---- t~'.tr-1--~------: -----~-------
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MITTBR:. MITT-
1 

' Y.W. (!lruTE MIT MITTAG MITTE NACHT T.W'RF. M. V. MORGE?l MRS. . 

!11 
72 NACH 

NAnH BAR 
73 ~5RDL. NORD- ~ 

r.111; fN NTCHT \JQRnW.N NADEL " - I 

74 

75 ~STL. 
0. V. OSTF.N' 

?---t-o""-' 

76 < • -

_. POSTEN PUNKT 

.. . .. 

-
-:: 

ODER OFF. 

PATR~ ,:J?!6N. 
QUAR

Q. SCH. TIER . 

OHNG 
PLAN- I 
QUAD. I 

fl I REGI- . RE.:. RIOH- RICHT- RIGHT-; 
,.._7_7~---1----~R~A~UC!!:ME::::c~~1RE=C:;::;H=T=-S-i.:l::..::lli="N=T:..--i:-::::RE::;:,.:G=L=E.;__R'-l-S.:...:.E_R_V_E--1--T~I"--G--i-KR_E_I_S--+---U-N_G_ 1 

. 78 R. N. ~ UEGEL ~gM~E ~~tlri R~ ~8f;KT RUHIG j 
3AUER- ! 

79 - SALVE SAPPE 3TOFF 1 

80 SOH.AR~SCH. SCHEI-SCHIE- SCH"'." SCHtfrS-:3CHNELL SCHRAP.. pCHUS,S i 
, ~f'!t.r. '7.F.tm TH'.'Pl\T. 8..SEN' f,Ef'!H'T' Qf'fQ'· li'RUW.R NELL S~Humn.rmrr'Gi 

I 

81 SCH- SEK- . ' 
+-_.µ:W:.LlA~C~H-.t=~.!..:.(W!H"1!.W._,KH'~Rol.ol.W.·;LH<YAJR~· ~~li'T._.T~-1-~r:f~T.._.....T'li!~.~Ril"?H •. WDJ~ __ :ENDEN SICH ' SIE i 

82 • ,...,.., ... J ;;- ,.. ...... •• :.:.:... f1 "'..__--1--'S=-=P=E=R=R___,-'-'S=P=R=--E~N--i--=S=P=R=. P=--.i. _;:::S=P=R=. P=_;.;;;.."J' -"S~P..-.R=EN-T ..,lt 8T.GN,AT. ~nm ,, '" .. _. :-ilJI ,f, :-i.Y.8.)...:_ FEUER GEN ' . HEBEN SENKENI GUNG 
n ' 

83 STAF- STA- STEL- STOL- STOP- . ~ STQR, I 
SPRUOH STAB FELN STARK TION LUNG LEN PEN STuR.~SUCHER 

84 STOSS 3TRAS STREU.;. . ST&Tz SlJDEI~ 
~-1-'=T=R=U~PP"-+~S=iE'--_,_~w.~n___µS~~LI.l.ND~F.S~TU~RM'-+~pw·UN~K~T-i-!S~U=JD=L~·-+------l----~---~ 

85 

92 VOR- V-VER-
VORM. 'OSTEN LEGEN 

93 

~94 WEG llEISS WEIT W-ER 
95 W- WIE-

, WT~DFR HOLEN ...YIEL_ WTR 

l9s 

WEL
' CHER 

WALD 
WENIG 

\ . 

UHR 

VER-
BIND. 
fJ-WUN-
DET -

WANN 

WIRD 

'UM 
-

VER~ 
KEHR 
VON 
VOM 

VER- VER-
. LUST (E) MISSEN 

I 
V:OR \TORBEI _l 

1 

.I 

. Y!AR f wARUM 
1· 

WA SSE~ 
lWESTL. I 

WERFER i WESTEN1 WIE ' 
j 

w_.s_. __ -+-, _wo __ -f-W_OL_L_E_N~-~-~l_!·~~:-----+-~~-+, 
! I 

- I i 4 . i I ZE~- -lt-! Z-E-R---t-Z_E_R-.--t---

.,..._-+----+---'------'----l-.--.---~ zEIT __ s~ORT I ST-UNG FEUER ~IEL 
98 ZIEL- ZJ:EL- .ZIEL- . IZJ,TG- ZUG , ?;U- · ZUR 

- HeHE NAHE RIGHT ZU ZUG WUHRER WEISE / LEGEN ZUM ZURiJCK J 
99 ZWIS- I ·. 1 l 1 I 

----~Z.V~_1~QJiEN ~--~-+-------+----~!r---:-~li-~7,-+-1~----t.j--~--+--~_JJ 
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:radical, any chain of numbers suoh as may accompany a military uni\ 

or !ollow a word like PLANQUADRAT could be spotted almost immed

iately because of the presence of a chain of groups ~ith the same 

radical. Therefore, the finding of a group which occurred very 

frequently at the beginning or end of messages, followed by a 

chain of groups possessing the same radical could be taken to be 

REGIMENT with various-numerical designations. Identification fol-

lowed immediately, since the final digit in each group agreed 
~ 

with the clear-text number. Having fou...~d the most common numbers, 

the other numbers from 10 up could be found easily by their as-

sociation with these already solved numbers. 

SPELLI!~G GROUPS 

The code being very short, it was very frequently neceas-

a-ry to spell out words. There were only one hundred spelling 

groups available for this, with no alternates whatever, so that, in 

the oase of any considerable number of woris spelled out there en-
. 

sued the repeated use of the same spelling groups. Moreover, 

since as regards spelling groups there could be but ten different 

radicals, repetitions of chains of groups containing these ten ra~

ioals, with variable final digits, was "lm.avoidable in spelling out 
/ 

any considerable amount of text. 

These last facts gave an easy clue to the classification 
' 

of the spelling groups. They were, in general those groups which 

appeared in chains composed of a few, very frequently repeated 

:radicals. The first clue to these chains would be given by find-

ing a sequence such as the following: 

420 572 422 572 425 425 174 425 

Uot~ the repeated radicals 42 and 57; the double letter 

represented by 425; the intimate relations between these rapeated 

radicals. Thie chain manifests all the characteristics o! a se-

quenoe of spelling groups. 

In order to facilitate the solution of these chains, the 

/J ys~elling group colu=s just as they appear on the tript1cs wer.- cut 
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apart and mounted upon ca.rd.board strips. These forrnecl the equivale 

to the sliding strips so often used in deciphering processes, and 

indeed they were used for exactly the same purposes, viz.; ana.-

gramming, to build up words. In orier to show the details of the 

procedure an artificial exa:nple will be taken. 

Suppose the word EI-G-EN had been spelled out. By re-

ferring to the triptic sheet it will be seen that the syllables EI 

and EN are on the same horizontal line; in encipherment, the:refo.re, 

the groups representing them would have the ~ raclical. The 

letter G, being in a different line, the code group .representing it 

would have a different radical • 
l 

In the base, the word EI-G-EN would be represented by the 

combination 276, 286, 279. Let us suppose that in the Secret 

Key the number 27 w~s encip~ered 52; the number 28 by 08. ~nis 

word would therefore be represented as follows: 

st rips. 

526 086 529 

Now let us work this process backwards, using our sliding 

Since the first a..TJ.d third groups have. the same radical 

it means that the groups which they rapresent a.re on the same hori

zontal line in the triptic. Therefore, if we take the two strips, 

numbers 6 and 9, (determined by the final digits in the first a..~d. 

third groups) and lay them down so that the lines on both strips 

coincid~ (1.e. 1 with the numbers at the top on the same horizontal 

line), then it is clear that the clear text groups represented by 

the first and third groups will be on the same line. 

The two strips are in position as follows: 

__£__ 

AUS BEU 
DA DEM 
EI EN 

G GEN 
ICH J 

NACH REN 

/d?_ 
problem 

SIC~ ~ ~~~-\)' -ti>~ -t-'~ G>~,. 
tJUG VE~ ./f'~ ~~ c..t:k- iv"-f ~1 .:>..'-· 

.... _~ X ZER _,,,--" tr""~ p~ ~ 
_....._. , --::::.-------- -- ' 

Th;-cfear-terl~n °3me of the ten horizontal lines; the 

is then to find the line. By employing another strip 

.. 
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number 6 (detennined by the final digit of the second group of our 

cha.in) and sliding it between the two fixed at rips we select tent a- . 

tively the most probable syllable, combination of syllables, or 

word. which presents itself. In other words, we apply the well-

known process of anagramming columns of an ordinary tra...~sposition 

cipher to this problem. 

For example, we might place the middle 
strip as follows: 

6 
AUS 

DA 
EI 

G 
ICH 

NACH 
'Q. 

SICH 
UNG 

x 

6 
AUS 

DA 
EI 

G 
ICH 

NACH 
Q 

SICH 
UNG 

x 

6 
BEN 
DEM 

EN 
GEN 

J 
NEW 

RE 
T 

VER 
ZER 

No probable combination presents 1 tself, so 
----~·---,--;:We move the middle strip one space further, Thus: 

\.--

6 
AUS 

DA 
EI 

G 
!CH 

NACH 
Q 

SICH 
IDTG 

/ x. 

6 
AffS 

DA 
EI 

G 
ICH 

NACH 
Q 

SICH 
UUG 

x 

g. 
BEN 
DEM 

EN 
GEN 

.J 
NEN 

RE 
T 

VER 
ZER 

Still no good combination is found. True, the word NACHT 

appears, but .in the first place; this word appears in the code-book, ,, 
and secondly, we are looking for one complete "ord. made up of 

I 

parts on each st rip. We continue thus untilwe try the following , J pos1.:..1on: / j ._ 
"': - -..._ ;""....--

I 

6 
6 AUS s 

AUS DA BEM 
.. EI DEM DA G EN EI, IOH GEN G. 

ICH NACH J. 

NACH Q NE?~ 

Q SICH RE 
UNG T SICH x VER UNG ZER x 

,.. . ,· 
(J_~,.,.t u.J: t~ -~;,,,t.-, 

_l "' • l 

,_ 
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Nott.now clearly the good corr.bination EI-G-EN presents 

Having determined the correct positions, we now have the 

equivalents for two numbers in the Sec +et Key. In the base the 

word. EI-G-EN would be encoded: 

278 286 279 

In the enciphe:rrtent we- find it to be 

526 086 529 

by 08. 

It means therefore that 27 is enciphered by 52, and 28, 

We may proceed then to decipher all other groups with 

the radicals 52 and 08. 
\.\.~' 

Once a start i~ made in the spelling groups, further pro-

gress was very rapid. Values in the new keys were recorded and 

added to as they were worked out from the incoming text JA'I) 
W 0 RDS 

Generally in a new key, the attempt was made to solve 

the spelling grcups and confil'Ill them by several messages before 

trying to solve word groups. The word g:rcups could. be more or 

less completely solved acc_ording to the amount of text in the given 

key. They were attacked on ordinary code principles, with, how

ever, this addition, that the results could be checked; first, by 
/' 

the similarity of their final figures with the final figures o! 

the groups in the Base representing the same words; and second, by 

the similarity of their radicals, when they are taken to represent 

words having in the Base the same radicals, 1.e., words from the 
/ 

sarue horizontal line on a page of the triptic. No very serious 

ll-Q~·--..,,,a-t_t~e-r~.p~t--w~a_s __ ~_a_defby us to solve the groups which represented battle 

J IJ reports, i.e., whole phrases, there being no satisfactory Hay to 

check the results which might be obtained. 

The spelling groups not only served to give us our first 

break into each new key, but also enabled us to recognize and idon-

tify messages in the same key. Incoming messages 1n an unknown 

key were scanned for~ :repeated :radicals. The :repeated radicals ai."!d 

the radicals apparently tied up with them were then co~pared with 

... '··~ 
f ~ ... ~ 
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the radicals of the spelling groups of the solved keys. If they 

were the same as those of any particular key it was assumed that the 

message was in that key and the values in that key were applied to 

the new message. Usually they led to an intelligible decoded text, 

and so proved their applicability. If they gave a meaningless 

decodement it was assumed either tha~ the ~essage ~as not in the 

key applied, or that, if so, it had been garbled in transmission or 

intentionally distorted by the encoder, a trick to be discussed 

~ later • 

Occasionally it happened that a messa.ge came in with spell-

ing radicals ranging from 25 to 35. The presumption in such a 

case was that the text had not been enciphered. The messages were 

tried out in the Base and usually made sense. 

SPECIAL UETHOD OF SOLUTION. 

One method of solving a new key, which may have al:ready 
~ 

suggested itself to the student, ~s founded on the fact that the 
~ 

last numbers of the 
~ 

enciphered groups -d-o not change. Therefore, 
ko.A..:to 

sequence of final numbers w!~ be when a word ~~ spelled out, the 
Wo..4) 

the same in any key as it !~ in the Base ea.c.e. 
.. 

A list of words 

frequently spelled out and of phrases with the sequences of final 
,/ 

numbers used in spelling them was prepared and proved useful. This 

was called the "Simple Seq'l,lenoo List 11 and was revi.sed several times. 
. &,,£.J...ct Cf 

. • The 

JJJ--... 

numbers were arranged in order, a.s shown in the~~oheG-sel!ip-1-e.,. 

A similar'list was prepared for the more common place names 

- -·~ 

/ l 2_. in the St. llihiel Salient, shortly before our attack there. It 

proved useful, but owing to the quickness with which the sector was 

taken it soon lost its usefulne&s. 

Suppose a sequence of five spelling groups had been found, 

as follows: 

746 084 746 084 179 

By referring to the Sequence List ur.der tl:f.e series 'begin

ning ~ith tlie number 6, we look for a sequence as follows: 

6 - 4 - 6 - 4 - 9 
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We fitj.d the word GEGEBEN will fit the sequence a..."ld if this 

word fits in the message, and can be checked elsewhere, three ci

pher equivalents have been determined. 

From t~is Simple Sequence List it was not long before a 

more elaborate list was fo:rllied, called the "Sequence List Showing 

Repeated Radicals". ~h,U \() 
In the example given above, note the repetitions of the 

radicals 74 and 08. By referring to this new list under the 

heading of repeated radicals ending in the invariable digit 6, we 

find the sequence 

~ 4 ~ 4 9, the i.mderlining in which indicates 

that the radicals of the first and third groups are the srune, and 

the word is GEGEBEN. A still further elaboration of such a list 

would be to indicate in each series more than one repeated radical 

if such ocour. For example, the preceding sequence could be marked 

thus: 
6 4 6 4 9 ----- -

indicating that the ra,dicals of the first a.Yld third., and of the 

second and fourth are similar. 

Thus 1 by a. careful hunt for such sequences and a. reference 

to both the simple sequence list and the list of sequences showing 

repeated radicals, many groups could be solved in one owration. 

• l1 £-Th_is actually 

....... 

occurred many times in the course of the work. 

SECRET KEYS AND SUPPLEUENTS 

. ~ . 
J j 3 (1) Keys • 

Each division supplied it.s own keys. In the first few 
~~ 

months, a e-ii:llp±e key sometimes continued to be in effect for as long' 

as a month; one, in fact, lasted for six weeks 1 rut this was in a 

quiet sector. In time of active operations, as a rule, keys were 

changed more frequently than was the case 1n the time of comparative 

quiet. Ho~ever, the length of time during which a key remainad in 

effect gradually shortened, until by the' end of the war some divi-

sions changed keys daily. As soon as a key bad been captured it 

was necessary to notify divisional headquarters, where there were 
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supposed to be two keys alv.ays on hand., the one in use and the one 

n~xt to be used. On two occasions, however, a key continued to 

be in effect for several days after its capture by our troops; as 

a result much valuable infol"!Lation was secured. 

Code bocks and keys were probably issued to all organiza

tions in a division down to companies and batteries and to liaison 

stations and intelligence personnel. Neighboring division head.-

quarters exchanged keys. · Independently of this, flank regiments, 

battalipns and companies of the neighboring diVisions. 

Messages sent to a tmit of a neighboring division we.re en-

ciphered, if at all, with the key of that division. 

On August 18, 1918, the 18th German Corps issued an order 

that thenceforth keys should be issued by it for its entire Corps 

area, instead of by each division in the corps. It is thought 

that this waa only a local departure from the general rule. 

(a) Supplements. 

A supplement to the code-book consisted of the oode equiv
'11t;Uq.J~M~ N 

alents for military and place names (the kBeekn,amei?'}, the battle 

reports and the expressions to be inserted in the code-book op-

posite the blank spaces. Blar1k groups, even after the insertion 

of the supplements, were sometimes used as null or blind groups, 
r' 

i.e., they were inserted only to confuse the enemy code offices. 

J" /~hen the blank groups in the code-book were insufficient 
~# 

- / in number to represent all the words it was desired to insert, the 

JJ7 excess wo.rds were represented by code groups of four letters 1 for 

t ,.,.. examples: 

Anf ang 
Anfordern 
Angabe 

Ar-.J~.-~ A-nhobre- ,. 
>~nkunft 
Amee 

443 
444 
445 
4450 
4451 
446 

In the oase of a four-figure group, the regulations were 

to encipher only the second and thi:rd. nurrbers 1 leaving the first 

and fourth i.mchanged. 

The supplements were changed from time to time, at much 

longer intervals than the keys. Each division furnished its own 

·. 

,. • 'c~~ ~ ,~~n_r~ _o_~cl ~ 
________________ t·.' ____ r·:--- .... :_D~ 
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supplements. It is thought they were exchanged over the divisions 
~ 

boundary in the sa:-ne manner as the keys. (.Ss;mp-1-e~:e.t·t-a..a-h-ed) • 
~ 

GEUERAL REMARKS. 

ACTUAL OPERATION OF, AND VARIATIONS FROM THE SYSTEM. 

The T'.o..ree-Number Code System was, on the whole, aperated · 

by the Ge ru::.ans exaotly as designed. It is true, also,, that suoh 

meas~res as were :recommended for camouflaging liaison as regard.a 

the use of the Three-Letter Code were applied in the use of this 
. 

code too • The sending of fictitious and pxaotice messages was 

as normal in this code as in ~he other. Lateral co~MUnioation 

was especially practiced after the spring of 1918. There were, 

however, certain features a."'1.d sporadic variations from the no:rmal 

procedure which deserve mention. These had to deal naturally, 

mainly with the method of using the Secret Key. 

A speciaJ. key or variation from the system used by a 

division in the Thiacourt Group Sector, July 1918, is interesting. 

The messages were first encoded in the Base, and then from each 
-

three figure group was subtracted a number determined as follows: 

from the lat to the 9th of the month, the number of the day of the 

· r, month; 
, E 

ftom the llth to the 19th and from the 21st to the 29th, 

the 31st the last digit of the number of the day of the f i 1~ a:nd}on 
~·-~ 

..,.....-month; 

J / 6 of the 

on the 10th, 20th and 30th, the first digit of the number 

day of the month, i.e., 1 1 2, and 3 :respectively. 

Another more common "sport" r.~a the use of the deciphering 

table of the Secret Key for enciphering, the enciphering table be-

ing then used to decipher. A division taken out of a sector after 

having used both its keys on hand and suddenly put into line in a 

new sector before it had time to obtain new keys, might, it has 

bzen suggested, resort to this practice, as a..~ exp9dient, to avoid 

the continued use of a key already long in use. The great aid 

such practice furnished to us was, in that the solutions in each 

key gave, so soon as the pract'ice was noted, an equal number o! 

solutions in the converse key, for if 58 was used to encipher 3~ 

on the enciphering table, then, when the deciphering table was 

used as suggested above, 32 was used to encipher sfo~ 

r ~'- _ r • ~. r- . 
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A rather freakish development of the abov"e was the use 

of the enciphering table to encipher the first half of a message, 

and of the deciphering table to enciph~r the second half. 

It should be added that transpositions of code groups and 

distorted messages were first noted in the use of this code, and 

led to the discovery of the same procedure in the Tllree-Letter Code. 

But this was observed only in the case of practice messages and com-
' 

munications of only trivial importance. No oase of a tactical mes-

sage of any importance, in which transposition occurred, came to 

our notice. 

ESTIMATE OF THE SYSTEM 

In the 247 days from March 22 to November 11 1 1918, there 
~\£..~~ ott,o-~ ~"V~~ 

were intercepted 952 stenciled pages of text~ an average slightly 

under four pages per day. The majority of the messages were short, 

from two to fifteen groups. 

During the f 1rst weeks of the Code about one half of the 

messages were sent in the Ease. This propo.rtion fell off steadily 

so that during the last months the number of messages in the Base 

~nstituted less than 5% of the total. 

~I~ ~he messages in the Base ware decoded as they came into 
~ ~ -- ! 

~-' our Radio Intelligence Offi-~es at the First and Second Armies. 

/~~Enciphered messages could b9 decoded only as keys in which they 

were enciphered were worked out. It is no exaggeration to say, 

however, that over fifty percent of the enciphered messages were 

deciphered and ·decoded, either in ~hole or in part. 

The great majority of the messages »ere either practice mes

sages sent to simulate activity or ~essages of a very trivial nat

ure. The tactical messages of importance were,aa a rule, sant 

during the first days of an advance ~ade by either side. 

were generally above the av~rage in length. 

They 

Identifications, that is, for exB.!!iple~ divisional and regi-

mental numbers serving to locate units as being in certain sectors, 

were never very COl!llliOn in the Three-NUThber Code. By_ the fall o! 

. :--1···-- - 1' 

,, -.- ~~~.~~tlF~_o-~-- "'*,/~ 
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1918, they had almost entirely disappeared. Messages were either 

.unsigned and unaddressed or else use was made of shortened designa

tions, such as division, regiment on the right, commander-of-the 

front-line-troops, etc., or of code names. 

The outstanding fact in a study of the Three-Number Code 

wireless messages is that nothing of importance was sent by wire

less when there was time to send it by ffiessenger.. It is, however, 

equally clear, that when there was not an opportunity to comrnuni-

. cate by messenger, the most.1mporta..~t messages could be sent in 

the Three-Number Code. 
\ 

The Three-Number Code had many excellent features. 

The Secret Key was a srr:.a.ll slip of paper pasted into the 

back cover of the code-book by a narrow strip of edging on either 

the top or left hand side. When in use it projected from the 

code-book, so that both enciphering and deciphering tables showed 

clearly. When not in use it folded back, so that it was entirely 

within the book. There was no danger of 1~ being lost. When 

capture was imminent, the key could be torn out a..~d thrown a~ay 

or destroyed. It could be bumed in one hundredth the time it 

would have taken to burn the code book itself. If captured, 1 t 

could easily be replaced. It could be changed just as often as 

/ 
/ 

/ 

of the code book was foreseen when the system 

I / 7 was adopted. The method of encipherin~ adopted was not suf

ficient to protect the contents of al1 the messages from decipher-

ment. But the idea of a code-book with a key which can be fre-

quently changed, easily destroyed when in danger of capture, and 

quickly replaced by a new key if captured, was excellent. 
( 

The unifo:rll:iity of the syste~ along the entire front was 

desirable. It ~ir-imized confusion. Fuxthe:,the fact that the 

Base of every code-book was exactly the same as the Base of every 

other code-book together with the fact that every unit of 8!).Y size 

was known to have a copy, enabled any unit to con:municate with 

any other unit in a code, which, though simple, would nevertheless 

~ ' I 

(.. .:t 
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• 
prevent the contents of the message from being exploited by the enem: 

troops opposite for at least several hours. 

These advantages of uniformity were counterbalanced by too 
I 

long an adherence to the sallie edition of the code. The capturdd 

books are uniformly n;arked "l Ausgabe" { 1st Edi tionJ showing that 

it was not the original intention never to change the Base. If 

the Base had been slightly changed along the entire front once 

everf month it would have added considerably to the cryptographio 

value of the system. Even after the current editions of the code-

book had been captured the work would have had to be done without 

the aid of long and very helpful sequence lists. 

The large number of code groups assigned to ~epresent rnil

i tary and place names were an excellent feature of the little book. 

Filled in differently for each division, or in ror.e cases apparently 

·for eaoh divisional seotor and occasionally changed, they were, even 

when not used in connection with DECKlIAMEN or Code-~ames, never 

thoroughly broken.into bi us. Similarly, though, to a far less 

extent with the blank groups in the vocabulary which were filled 

in by supplement. They were, however, repeatedly solved. 

The nBa.ttle Repo:rtsn, consisting of short sentences and 

phrases proved to be good. . They were very difficult for us to 

decode. Their disadvanta~ is this, that too much is made to 
/ 

depend on a single code group. A mistake in a single figure of 

)J.~ t~group, in encoding, in transmission, or in decoding, may en

tirely cha...11ge the meaning of a very important message. This is 

J If true, however, of all code me a sagas. 

The selection of matter for the contents ~as excellent. 

The arrangement was good, with this possible exception, that the 

s~elling groups should not have been given consecutive nurr:bers. 

It was because they had been numbered consecutively that .\'ie we re 

able to break into the code so easily. If they had been placed in 

the vocabulary in alphabetical order, they would have been much 

harder to ~solve, although, being solved they w~~ld then have in-

volved the solution of all the-words in the Base having the same 

radicals. 
--.---' equally;. __ ____, 

That, of course, would have been~(alm£Bt 

"-.·'"'--~--- ' 
- .. ,_ ... ----
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The funda.uiental fault with the system 4~ not in the code-

book itself, but in the system of enciphering the code. The en-

cipherment did not sufficiently change the appearance of the group 
L~v..., 

enciphered. The one p.~-t-t-e-x of each group left unchanged by the 

process was fatal. All three figures of each group shoul~ have 

been changed. This could have been done by the a.ddi t ion of a 

short list of ten equations, like the TAUVP~SBDN table, but using 

numbers_, not ~etters)and ~hanging the table for each new key. That 

would have destroyed not only the va1ue of our sequence lists, but 

also to a considerable extent, the possibility of checking solu

tions with the Base. 

A table giving values for the numbers from 000 to 999 would 

have been even better if it could have been made sufficiently srr;all 

not to be awkward. There would then have been no check whatever 

on solutions, except that the words a.~d spelling groups found in the 

code-book would have been the most likely ones to appear in the mes-
' sages. Such a code would have been almost the equivalent of the 

Three-Letter Code. 
... 

The code was a little too short. If four figure groups 

had been used instead of three figure groups it could have been made 

longer and also it would not have been necessary to have ten conse-
' .. / ' ~ ..-____ cutive code groups with the/same radical. The groups couldL:~Ll't 

119 
been split in two and each half enciphered on a table similar to 

one of the tables of a Secret Key. It is believed that if such a 

code had been used for the same purposes as this code, very few 

<f~· of its messages ;vould have been sol 11-ed. 

Many messages were received in the Three-Number and in the 

Three-Letter Codes with groups in transposed order. . We know noth-
' ing of the system of transposition used. Wben ~sed it was almost 

invariably a sturubling block. It is suggested that in the case of 

any code with changing keys, it is desirable that there be printed 

on each key one or two simple systerr.s or orders of transpositions . 
to be ueed with that key. 
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communicatio~bet~a;n · unit~"'~o~:e~a.ll· as.~-0oznpaniea and· 'battal1oruP. \ 

Use can then be made of a code-book without the sazr.e apprehension 

as to the certainty of its early capture and exploitation by the 

enemy. And yet even in the War-o:f-Mcvement, a. code similar tc tna 
'1 

Three-Nuwber Code would be valuable, for use by patrols. advance 

units~ observers, and the like; liaison being established by me~n• 

of carrier pigeons, courier dogs, and greatly improved wireless 

and earth telegraph instZ'lll2!1ents • 

' 
,/ 
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EXTHACT FROM ':'HE THRE:C-:W~J3ER. CODE 

This extract consisted of the r.::ost il~-

:f:Ortar,t v;ord.s ar~d. :&hrases necessary for (l) 

.Artillery Observation Planes (2) Infe"ntry Con-

· ta.ct Planes. They v.·e !'e printei upor.. a card, 

a sa•·:..ple of which is attached. 

All of t'bese -;;oris and. ex_press ions we re 

taken iirectly from t::e SC~LUSSEL~TEFT or Ttree-

Number Cod.e, and they h'e re designat e,i by two 

letters CLosen fro~ the word. or expression, as 

will be seen on the sa.Li:le. 

v1as used .• 

,. 
/.;' , 

/ 

• ,. - "- \ ~\ ~-DfCLl\SSlFIEJ{ _')f 
-~>l~\~ ~=!l__(.oQ_~_Q_~ 

!To encipherl4ent 

! ~~;' r,,:.,,., ____ · -------------

\ 
l 

.. 
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There were se;.reral si::ecial and. :perbe.ps purely local 

Vi'.:::lich iesarve u:ention. 

Oria of tr.1.em called the FER1JBPRBCHSCHL1JES8EL (Telephor.i.e-kay) 

or SCHL'J"ESSELSC?.IEBER, ("secret 

right anO. a left hand. section, batween wbic:h a strip ·oearing nu1 .. b" ra 

could be slid up c.nd down~ A sample portion of tr, is sheet, which 

~as mounted upon a tbin board, is attacbed hera~ith; it is self-

explanatory. .After se<:::tir..g the slid.i!'!§.' strip at tte. kay nu~ber io:r 

the_ hour or d.ay,, nun.be rs Q.pposi te the wcr.is to be ccr;,municated. 

-:;ere called off .. 

A wo:re elaborate telephone co.:ie-book -r:as captur3ci by our 
.r ) '[J,-· ) t~.1.oops or. ..... ,..,e FP ....... e F,..or.+.· i:=. "'O.,...Y i~ a .. tac,.,1ed. L'Fr.;e.. 11 "~ I f 1 -· u -- ............. ..L.1..!. - ... J. ""' ' - 'to.I !:" .... .... • • i..-< - -

ures. 

A message ii: this code would te sent in groups of four fi~

~or example, -vo send tbe word ARTII.,LERIEFS'TJER ('vrhich is in 

column A) the sliding st rip on ~he left -.vould be moved till the letter 

A appeared in the aperture. This brings the nuu:ber 3 oppoai te the 

top line of the page 1 and :the nullibe r 21 opposite tbe worj A.RTILLFRIE-

The w·ord would then be sent as 0321. .b. cl:ange in l~ey cor.-

sisted in the insertion Qf a strip ~"·ith the aperture ir~ a c'i.iffcrent 

position. ~ #' •b .. ,,, • o!; .... J: ••• _ -l: 
/ 

·' ·' 
~ 

Ano~her elaborate telephone code-bookt\used by the 14th Inf~n-

try Division~ hel'S.;·;:;,~. Strips containing four-plc..ce 

numbers were p~sted. in or,posi te the colur:L'l').S of clear-taxt, E\·icbnt.ly 

new strips were prin":ed each t ir:.e a char.ge in cod.e -::c...s !:iad.e. ~~ 

A rattier sin:ple systerr. esrecially ad.ai:·ted for hand. gr~n&.de 

cor.:.:1;1U-71ication was based upon cr,.e se.L.e lines as :te Ei::.erge~cy Sit_::a.l 

Chart 

t:Se.:i.. 

~ ,• .: .J 
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fiEttEIM 

7 11 15 19 

4 14 25 30 

5 9 21 28 

2 13 20 24 

1 10 18 26 

3 6 12 17 

8 16 23 29 

Maschinen~Gewehr 

Material holen 

Melder 

Jleldung 

M.inenwerfer 

Minen 

mit Verzoegeru..TJ..g 

Mitte 

Morgen 

morgens 

Munition 

Ne.ch bar 

. 
, 23: . 

• . . . . 
• . . . 

27: 133 . . 

. . . . . . . . . . 
• . 

199 : 
• . 

: 134 200 : . . 
31: 135 201 : . . . . 

: 136 202 : . . • . 
: 137 203 : . . . . 
: 138 204 : . . . . 
: 139 205 : 
• . . . 
: 140 206 : . . . . 
: 141 207 : . . 
: 142 208 : . . . . 
: 143 209 : . . . . 
: 144 210 .: . . . . 
: 145 211 : . . . . 
j 146 212 : . . . . 
: 147 213 : . . . . 
: 148 214 : 

. . 
. . 

215 : 
• . 

: 150 216 : . . . . 
Uacht rioht, benaohricht igen : 151 '217 : 

na.chm 1 tt ags 

nachts 

Nachko?r;ma..'Tldo 

nahe, naeher 

Nebel 

• . . . 
: 152 218 : . . . . 
: 153 219 : . . . . 
: 154 220 : . . . . 
. . 
. . 

155 221 : . . 
156 222 : . . 

• Norien : 157 223 : 
• 

Offizier 

Osten 

. . . . 
: 158 224 : . . . . 
: 159 225 : . . . . 
: 160 226 : . . . . 

FER..~SPF~CHSCHLUESSEL 

St rasse 

Stunde 

Stuetzpunkt 

St reuf euerr 

Sue den 

Tank-Geachuetz 

Tanks im Anmarsoh 

Teil 
(b.Mitte,e.link 

Teilspe rfeue r. a. rachts, 

Teilring 

tief 

tiefer 

tot 

Uebe rna..'11me 

Uebers;abe 

Uhr 

Unternehmung 

Unteretand 

Unterstuet zung 

Unteroffizier 

1. 
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Ernon. 

Ziel 

Blau-
punk!e 
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Rot-

pun tie 
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fur 

Mfnenwerfer 

~ I I 
S!and 

B.81ellen \\'ei!er 1 · WM Kuroir.buss ein· ii'lnd!. fiS ... Werler oesiboSi.Bn 

la.ndl. 
Entry. kurzer 1

/ 2S.W.M:. Rohr· tat Werfer xerscbeller dlieSbl 

I 

• 

....... 

~ I . I :-~~eteim. 

/ 

.. 

I. M. W. Schuss 
. 

I. ¥:. M. 
lelndl. l:..W • 

m. W. M. mw. feaer au! 
Stand 

ltl!. Artl. 
Ladrmu Schuss ab Treib lad Feuer auf rnrschilti. .~!!IBbr 

St!nd 

ZUuder- Brenn- Zftnder 8perrleuer Schtessen 
wenl~er s!ellunu zunder . be!lnde! 

.. 
Ver· . Reib- \'er· tanusuner Hillmhl nichlunus· Uhr zagerunq zundschr. reuer leuern 

Teilslricb feuer Lade- znm $clmss Minute fia& einstellen hemrnung fartig 
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Gebran<"hsan Trehuuc:. 

l -

-~ 

• 
• _·J. 1. Sprich am TE.'lephon nie von SchliisEeln (Deckworlen) . 

···/t 

[: 

r 
I 

·i 

liebe Dich im 'Gel1rauch ·umBt<>henden Schliissels, dann wirst Duda-
rn it sp leicht arl•eiten wie mit l{la1;te"t: · • 

' Wenn Dn nur "noch ~uil diet'-eru 'f-'chlii..,:>el a11.!c:ilest; tuat Du derri 
feindlidrnn \e1d1rid1lendienst Ahbrnclt und ::;dionl"-l das LeLen Deiner 
Kameraclen. 
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Tt is sys~em 11as one o:f the various minor 1cetho:is of oor.:r:.:u_-:.ica-
\ '"'-· 

tion et::ployed. by the various Gern,,an Armies (First, Second., Fifth, 

Sixth) in the frcnt line p:revious to ~r ... e adoption of the Three-lh:miber 

Co.:.e. It ocnaisted. ir.:. the application of tirO l::ey-·;rnrj c:..l;;,habet e, 

z."t.:.ich ·ae re cha.."'1ged frec;.-..;.ently, to a chart the various sub6.i visio:r:.s of 

.which ·we re devoted to the lette.rs of the al:i;..habet, nu.i:i:ba rs, in:pcrtc: .... "1t 

word.a a..'Tld phrases. (See saruple). 

Tte alJ;·habets, the letters of w:iich determined. the cc·oriir.:.ates 

of the smaller :-ectangles, were usuall~r ~ad.e up from either a single 

Tiord, a name, or a phrase, in accord.a.nee with ~he well.kno~n custom. 

Since the original chart consisted of a square 18 x 18, ~hese alpha~ets 

ha.a. only to be c~:rried. out to 18 places. 

The Bessage 'l'>c..s sent in groups of three letters., of which the 

1 .. <:! ... .1.'"'0 let..1.e-s g-v- .... ,.,e coo.,.-"inr.1.es a~ •. u.~ +·r-.""..., I~irs.;.u lt::-..t.u+.:-.r • • .-as cr.osen c:-~ ..., I.I I.I " I.I .L t1. ;;; l.J .... .;. "'- ... I:!. "' , " • v -· w ':;'. • • 

. at random, and which, of course, did r...ot count. TI: ere \Ve re several 

ruod.ificat ions of this scheme of add. ing on the thir.:5. letter tc make a 

t .rigra.ph. One was to duplicate the second letter of each pair of 

coordinates, and thus.each trigraph appeared as a set of letters in 

Nl:ich the first and third were always id.entical. So~etimes the ~es-

sage was not sent in grcups of three., but simply r.m together in a sin-
. to ad.d greater confusion 

gle c:b.~in of ietters. Sorr,etir..les,/after the TJ:lree-Letter Trench Co:ie 

v:as adopted, one of the three letters K, R, u, ·.;as used. feir the ir.itis.l 
I 

letter in each group, thus ua~~ng a messa;e look exactly like a three-

letter trench code message. 

These ~essagas, however, were very easy to deciphar, since 

rr.ost of the words used 'had to be built up lettar by lett-?.r fro:m tre 

c!-:art. A fxeQuency table soon sbo~ed the equiv~lents of the high fre-

q-;,;,er .. cy letters E, 1:, etc. 1 and the fact ~:-.at Key-word. Alp1:"1E:..bets ·sere 

usei er.abled tLe decivherer to comilete t~e Fartially solved cip~er 

c..li:habets in ~ .. . . 
mucr ... .J.ess ~in:e 

fuixed alphabets beer. ~sed. 

::..918., since tr.e Ti": ree-1:ur:.be r Code :-eplaced it J 

:ta ~se cf this chart stopr,ed. 

Sollie ~gcoC.. exa?.::..plea o:f ty;e cf Jfoy-1:0r.:!. .hlp:•a bets that 

;;ere used. are: 
E Il~DEBTJ""RG.h C Tf.:L:LOPQ. 
LT.JDE~JO F.FJ. EC 33' IK!.PQ 
SCfilE?.J.TI1Ft:EDG!0.!lT 
::J, SCEilIBGt'P.KOPBDFL 

(Hin'ienb-c.rg) 
(Luicnd.orff) 
(Sc!'11ier Arti-~lerie Feuer) 
(r.:o.sc"hine Gevlehr Zc:wpagnie) 
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AVIATIOU CODES 

/ 
'Uen t ion bE~s been r:ade i- a special 'Ihr~e-

Letter Code which the Ge rra&.Y:s euployed solely 

for aviation. n-~ese ITere in reality three serarate 

cedes, each with special initial letters, GLF, GLITX 

and. GLFVZ. 

One section of the Co:ie repartment Y7aS put 
l 

to work on these coieE, b"G.t after September ~;1~, so 

little information of any value was secured. from 

t!:.eir study by us that work was discontinued.. 

These codes r;e re -~sed. r..ainl~r 'by giant a..e roplanes in 

bo1r;bing exped.i tions. Ho:~:e ve r 1 the sa.:.e I- rinciple s -

by n..ea:r::.s of vrhich the K?.USA -r;ere attacked could be 

a;plied to these cod.es inas!!:"'...::ch as they wer:: con-

st ru.cted in exa.ctly the sat:.e way, and in fact, rri th 
I 

the exception of s:2t::.a plrrases a..'11.d words specially 

inserted for aviatica ac~ivities, the contents of 

' these codes Pas the sar~e as the KRUeA Codes. 

·. 

i./ 

.. , 
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~ Wr~&~~rJAZ cJDEs ·' e~, I 
The impo rta~~ce of a knowledge of meteorological conditions 

in connection ·.vith both the Ga.s and. the Artillery Service was soon 

recognized by the Ger~ans. 

At first they siruply had observation posts where t:eteorolog-

ioal d.a.ta were taken a.rid these were tra:r:smi tted by tl'le Three-Letter 

or !hree-Nu~ber Cedes. A typical repor~ ran as follo'.vs: 

\ l rut~~ "f 
WETTER IlELDmm PU"!~KT 20 PUNKT 13 Pt.:1iKT 1::!11 l\ BODE1! '?.'DTD 

HUliDERT KO~lli NULL VIER KOltMA ZWEI HIDJDERT TP.E?nHJ1JGSSTRICH 

NULL EECHS 

FUEHF J:HJLL 

KOl~ DREI ffiJNDERT KOE1!.A NULL ZEHH PUNKT EINS 

HULL B..4.RO!IBTER NULL D::iEI KO~!A SECHS:K TEHPERA Tt.TRE •. . 

IlINUS VIER PUNKT FEUCHTIGKEIT l'!EUI~ ZWEI PROZEl~T PiJlJKT LUFT 

GEf.'IOHT Enrn SIEBEN EIIJS DREI NULL PU!:KT. 

Later these reports were Iriuch shorter, and a typical example 

such as occurred in fritz Coie 23, ~as as follows: 

REGii.IT:?::T PillJKT SIEBEi~ UHR .ABE!'TD P Tu"lJLL YIE?. z~~'EI EIYS 8ECHS 

TAUSE1rn KO~M.A ACS'!' UHR p !-TULL VIER ITEI EHTS SIEBE!x T.ATJeE~H) 

};Ei:J1! UHR P J:TULL VIER ZWEI Enrs .ACHT TAUSEED F~O~T WETTER ·--

EATAILLON. 

Later, special cod.es were adopted, c..nd no wore rei:orts of 
, 

this nature were sent in the,.Three-Letter of the Three-Uumber Cod.es. 

By July. 1918, they had establis:h.ed about twenty-five r.eteor-

olo;ical stations along tbe Western Front, the locations of \,hich 

are shown on the sheet a~tached. These stations wera devoted ex-
I 

elusively to ~eat~er ~eports, and the eneffiy had great confidence in 

the value of s:.cl: rer;orts. 

Several systems for trans:r.itting the infor~ation y;_;:re used. 

A ruen.ora.nduni of r.~y 6, :918, explains -;;::e r:.etl"wd. ther.. in u2e, no 

co~fuents are necessary. .A-:~c.c~ed to t:-~is t::ewo :rar:d.:1.1m is a sa:.: ple 

of t!:e fo :ra: in ~r:tich t!ie d.ecodeq zre ssages ;1e rd sent by us to "Jhe 

cefitral offioe of G-2. 

Abcu:t July 1916, ~he enemy introduced. a new proced.ure in 

t r.::..nsmi "!:it ing these rer.o rte. :E:ach group of four nurr .. -::.ers waa split 

ir~to t"No parts~ an&. each part encod.ed ':Jy three-lett-:3.r KF~:~A Code 
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• 
gro1.1ps. Eact coie book con~ainad a ~hole sec~ion devoted exclus-

ively to weathar rei:orts, and. the code groups in this sec·tion -.i'ere 

to be used for no other purposes. Since t::-~e enemy d.id not o'ha..:."'lge the 

form of the raporls,' solutions were fairly easy., on Ana.logy Ilethod 

principles. 

About Sai:ten:·oer 1918, the. type cf r.:essages beco.w.e very uni-

forIL. on ::.t.e whole front, on the introiuction of \fhat the enemy 

called the System of BALTASEKl.nJDE~. A copy of a Ge::n:an <iocumer:.t 

shown herewith exf·lains it .. 

In e.:idi ti on to these reports a special report was used for 

v;aather forecasts, a2"ld. a me1:w:rand.um e:q:·le.ining the system is a.ttac!".ed. 

Probably the lliost impo~~t infor;.~ation we seow.red. fron... these 

stations -~ras that en:;irely un.:-e:ate~ to tl::.e na~1jre of their activity. 

It was !loted t:bat the n:ove~ents of ene!!.}r r.:eteorological stations 

fumis!"~ed. highly important infor.::,a~io!l a.s -uo his intentions. A 

gene rc..,l wi thcira';7al, fc:r exa.ILple, was ofter: preceded by a l>' oven:ent 

of his ~eteorological st&tiona further back. Indeed, in the :ater 

d.ays, ~-:hen info:r-wation was very ho..rd to get, a most fruitft;l scn1rce 

was in that furni sr.ed. b;· the a.ppar'3ntly innocent wove:ment s of the en-
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GENERAL HEADQUARTERS , AMERICAN EXPEDITIONARY FORCES, 
GENERAL STAFF, SECOND SECTION (G.2 1 A-6) 

{DISTRIBUTION "I") May 6, 1918. 

The f ollOwing (furnished by the French) explains the conten~s 
of messages ~ransmitted by enemy meteorological stations. 

KEY wwss • • • • • • • 

EXAMPLE 

HB.LJU 

0513 

BBTT 

6511 0403 

WWSS(l) 

0605 

WWSS(2) 

0708 

l I - H H 

2 I -uu 

3 I - BB 

*" 
4 I - T T 

s I - w w 

N by E 
NNE 
HE by N 
NE 
NE by E 
ENE 
E by N 
E 
E by s 
ESE 
SE by E 
SE 
SE by s 
SSE 
s by E 
s 

indicates the altitud~ of the meteorological observa
tory in decameters, example 05 = 50 meters. 

indicates the hour from O to 23; for exarrrple, 
13 :: l p.m. 

indicates barometric pressure in millimeters at the 
given altitude. (The figure designating qundreds is 
omitted) Example, 65 = 765 millimeters. 

•· * *" 
indicates air t~mperature in degrees, centigrade: v 
example, 06 - 6 · centigrade, 51 = -J:oentigrade (l -
below zero). \ 

indicates direction of the wind at ground level in 
aocorda..Tlce with following table: 

. ;. l s by w ... 17 ... 2 SSW • • 18 
• • 3 SW by s •• 19 
• • 4 SW •• 20 
• • 5 . SW by w • • 21 
• • 6 WSW •• 22 
• • 7 w by s ' a 23 

8 w 24 • • •• 
• • 9 w by N •• 25 
• • 10 , WNW •• 26 

11 / 
NW by w 27 •• • • 

• • 12 NW •• 28 
• • 13 NW by N •• 29 
• • 14 NNW • • 30 
•• 15 N by w • • 31 
• • 16 N • • 32 

3 / - S S indicates velocity of wind in meters per second: 

7 

8 

· example, 03 = 3 meters per second. 

/ - WWSS(l} indicates direction and velocity of wind at an 
altitude of 100 meters: example, 0605 =East Northeast; 
5 meters per second. 

I - WViSS(~) 

/' -
-do- altitude 200 meters etc., etc. 

The last groups give additional data, for exarr~le 
the indication of the average temperature for the , 
previous 24 hours for the determinat.ion of air densi}y [, 
at the averaf;e altitudes of the trajectory of pro- 11 
jectiles {o,ver 500 meters):, example,, 

average tenrperature 3° centigrade 
barometric p.r-e~sure 763 millimeters . ___ .. 

following the daily table of correc-t-;-----------
densi ty would therefore be 1.2? --- __...---, 

/ ---· ..........- . ,..,,. ~ ... .,,,..,,.,- t 
,/ __ ,.~ I 

,.'·~--
, . ..--

\ 

I 
I 
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GENERAL HEADQUAHTJ:RS, flJ!ERICAN EXPEDITIONARY FORCES, 
GENERAL STAFF, SECOIID SECTIOlT (G,2, A .. 6) 

GERMAN lIB?EOROLoGICAL REPORT 

at 1918. 

Height of obse=va~ion staticn in meters:~~~~~
Til!l.i3 of observation: 
Barometer, in millizn.eters: 
Tenrperature, in degrees Centigrade: 
Humidity: · 
Density of ai:r: 

-~ .. . ...,._ 

·~ - , "" ; 

_! . l 

Direction a~d velool ty of i7ind. at variqus elevations: 
(Elevation in meters_, velocity in meters per second.)··<') 

' 
Elevation: 000 100 200 300 400 500 600 
Direction: 

700 

.· 
' I Velocity:• ---

/' 
f ;. 

Elevation: 
Direction: 

800 900 lOCO 

Velocity: ------
Rem~:rks: 

- -

1100 1300 l~OO 

Decoaed by: 

1400 

l - i ..._, 
0"~ 

150</ 
I 
f 
"'- . -I'. 

'· 
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GEUERAL HEADQUARTERS 

AHERIOAM EXPEDITION/1RY FORCES 
· (G-2, A-6) 

July 23, 1918. 

According to the l~tea~ inforz.mtion, the following are 
the locations of the Gerua.n.k'ETEOROLOGICAL stations: 

.Qfil 

Zl 
Z3 
ZS 
ZS 
Z7 
ZS 
Z9 
ZlO 
Zll 
Zla 
Zl4 
Z16 
Zl7 
Zl8 
Z19 
zao 
ZZl 

\ffiG 
BP 
ilTR 
ABS 
MWD 

Location 

E· of TOURCO!UG~ 
At HAUBOURDOU, 
N. of ARLET 1 
At VALIUCOURT, 
At NBSLE, , . 
W, of ST\ SIH011, ; 
W. of LAONs ; 
At BRAINE1 ~ 
At TAGN01 !· 
NtE• of VOUZitR,· 
At STENAYs 
s. Of CO!WLAUS, 
At POU!LLY, 
At D!EUZE,, 
N.E. of SCHLDS?ADT1 
S.E. of SARR.!~BOURG. 
In COL!t~· 

At PERONIIB • 
At MARGHBT.iLEPOT J 
At SERAIUOOURTs 
At lroNT NOl'Rn DABE, 
At A'USSOMOE, 

/ 

Reference to larger city . . --
N.E. of LILLE. 
s .. W'. of LILLE* 
s. of DOUAI. 
S. of CA1IBRAI. 
n.E. of ROYE· 
S.W. of ST, QUENTIN. 

E. of SOISSON$, 
E. of NEUFOHATEL 

S.W, of HONTHEDY. 
In the WOEVRE . 
s. of HETZ. 
In LORRAINE· 
In ALSACE· 

I 

30 kw W. of ST • QUENT!!~ • 
40 km N.n.w. of Rh"EIIIB. 
E.S.E. of SOISSONS. 
23 km ?LE. cf RHEIMS. 

E. He FALK 

1st Lt. F.A.U.S.R. 

,' 

Officers decodint; ueather reports ~ill please note location. 
If oent by stations not l~ated above, report call letters to 
Gonio Offioer. 

FRAUK MOORMAN, 
Major,G.s ... Avn::riean E.F. 

t 

\' 

} 

_, 

I' 
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Enemy l!eteorological Reports. (Forecasts) 

Enemy station Zl sending inessages containing., 5 figu.re.grc.i:ou: 
appears to be using the following proceduxe: 

_.: ~ . 
The preoise import of the firs~ 15 or so groups has not yet 

been determined. 
:...._ .... !J .. -~~... .ht ~"' ··-

The groups containing the weather forecast, ·f;hen they ·occur, 
al\vays do so after the brealc sign (B') in the latter part of the 
2!iessage. They are built up on the fol+mving formula: 

FORMULA = K K 0 0 0 D c w w s sh wh v L T M I G Q Q 

When K K 
ti u 0 0 

II D 
n 0 
n WW 
n s 
n s 
~ ti 

tf v 
" L 
" T 
n M 
n I 
If G 

" Q Q 

1Llh 70 

71 

72 

73 

74 

75 

76 

77 

78 

79 
80 

000 

D, 

\ 

= 
= 

= = 
= = = = 
= 
; 

= 
= 
= 
= 
= 

0 

1 

a -
3 
4 
5 
6 

7 
8 
9 

~-----r-~-, 

Index Group. 
Place or territory for which the weather-forecast is 

valid. 
Durability of Weather· ·condition. 
Character of wind on the ground. 
Direction of wind on the ground. 
Velocity of wind on the ground. 
Velooity of wind up above. 
Direo"tion of wind up above. 
Condition of clouds. 
Tendency '~o·.va.rd a storm. 
Temperature. · 
Precipita~ions. 
Visibility. 
Motion of the sea. 

- :~ 

(. 

(Check fi1rure 1 arrived at by adding all the other 
digits). .· 

"~::;.-_ ~ . 

Forecast.for about 12.ilc:>urs, the ooourrence of whfch is 
very likely. . . . 
Forecast fo:t' about 12 ho~rs, the.occurrence of which is 
to be expected to some extent\ ··· ~. · 
Forecast for about 12 hours, OP.lY ~ith ?onditional 
reliability. 
Forecast :fo~ about 24 hours, the occurrence of which 
is probable to some extent. 
Forecast for about 24 hours, the occurrence of whioh 
ia to be e:cpected to some extent. 
Forecast :for about 24 hours, only with cond·i tional 
reliability. / · 
Forecast for about 36 hours, the· occurrence of which 
is very likel.y. 
Forecast for about 36 hours, the occurrence of which 
is to be e:cpected to some extent. . "_ ·., 
Forecast :f'o:r about 36 hours, only wi.th cond~ tional 
reliability. · · · 
Weather-forecast. 
~leather-forecast imposs"ible·. 

(not known) • 
. . 

. 
Continuatio:i of lJrevailing -r1cather p.robable for 
several daya (2 - 3 days) 
For toe.lay, continuation of prevailing v:eather. 
Torr.orrov;, c:1anJe to bad v;eather. 
Increasingly bad ,·;eather •. 
Tornmorrmv, .ia.ngerously bad vrnather. 
Today, dangerously bad wea-ther (stormy condition). 
After l)assi:ig calmness: renev1al of bad weather. 
Weathe~ disturbance, probably of shcrt duration 
(less than 1 day) · . 
Today, continuation; tomorrow, increasing oaln:nass.. 
Increa:3i11g c:alm..-iess. - · 
Unable to state development of weather conditio~. 

Page 1. 
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GENERAL HEADQUARTERS~ AMERICAN EXPEDITIONARY FORCES 
GENERAL STAFF, SECOND SECTION (G.2 A.6) (alp) 

(Translation of a German Document) 
Oct. 29, 1918. 

- - - - - - - - - - - - - - -

18th Army G.H.Q., March 17, 1918. 

18 Art. Kofluft W.Br. no. 1777 .. 18. 

Introduction of the System of 

BALTA SE KUN DEN 
-.. 

Meteorological reports hitherto sent by an Army meteorologi
cal station will in future be transmiti;ed as Baltasekunden mess
ages. ("Meldung ueber die ballistischen Tageseinflusse, gestaffdlt 
nach Flugzeit Sekunden; i.e., 11Report on Ballistic I;ifluences of 
the Weather, Based on Duration in Secpnds of the Flight ~f a: Pro-
jectile").. · , 

. .. - . 

Reports on Baltasekunden will be issued 7. times each day. 
Below are orders regarding the introduction of the new system, 
hours and the methods of their transmission by wireless. \.. - -· .... 

Measurements and calculations required for registration of 
Baltasekunden will be made by the Army meteorological station. 
No mathematical computations whatever are to be undertaken by 
Balta sections. A reorganisation of this section is under con
sideration, and until its completion, Artillery Commanders 'vill 
instruct detachments under their control and give them opportuni
ties for practice about twice a \:veek. Reports on the results of 
such instructions will be returned once each week in v1ri ting to 
the Army meteorological sta~ion. · 

. . 
Bal~asekunden messages consist of a characteristic word 

followed by ll groups of 5 ciphers.. The words rndtcate hours, 
as; 

i . . 
.t.emer .....•• ~/ lst _morning-message.-. . . . • ( 6 A. M. l 
texor •.•.••• ·• 2nd morning-message ...•.• { 9 A.M. 
temi t. . . . • . . . 1st afternoon-message ... ~ (12 M. 
texi t ........ 2nd afternoon-message. . • • (15 P.M. l 
temab •..••.•• 1st evening-message .....• (18 P.M. 
texab .....•.. 2nd evening-message...... (21 P.M. 
tenacht...... night-message •......• ( l A.M.) 

These groups are used respectively for flights of 10, 15, 
20, 25,, 30, 40, 50, 60,, 70; and 80 seconds. The first t·.10 . 
figures of each group indica~e the ballistic weight of the air, 
the first two decimals thereof" standing to the right of the 
comma. The next t·~vo figuxes indicate the direction of the wind 
according to the wind-card; thus, 08-East, 16-South, 24-West, 
32-North, -etc.. The last fitjlll'e shows the velocity of ~he wind 
in double metres per second tDowelmeter, Doms). Particular 
attention is invited thereto,, wind-velocity having previously 
been expressed in single meters per second, and most tables of 
atmospheric influences so giving it. If the velocity of the 
wind exceeds 9 Doms, the figures 50 are added to those represent
ing the direction of the wind and only the second figure of the 
group which stands for its velocity will be put down. The gronp 
0731 would,thus be; weight of the air-1,20; direction of the wind 
WSW (73-50 = 23); velocity of the wind, 11 Doms.. ' 

', 

. ' 
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The eleventh and final group serves as a Terification of the 

ten preceding ones, being their united total, with the figures 
for "exceeding" left out. . . 

Example for a Baltasekunden message: 

temit - 1st afternoon-message. · 

20302 for 10 seconds flight, weight 1,20 dir. NNW. velocity 2 Doms, 
20332 n 15 II " 1,20 " N ti 2 l'f 

20022 " 20 " " 1,20 " NNE " 2 " 20043 fl 25 ti fl 1,20 If NE n 3 II 

20034 ti 30 tt ft 1,20 II NEN II 4 11 

20064 " 40 II " 1,20 " ENE II 4 " 
20067 n 50 n II 1,20 ti ENE II 7 II 

21069 tt 60 " n 1,21 ti ENE It 9 " 
22570 - ti 70 " " 1,22 II EN " 10 It 

22581' - II 80 "' ti 1,22 ti E II 11 " 07074'- verification-group 
• 

. . · ·An! ~ddition. ~f· the cipher-groups gives 207074, whicn, omitt-
ing the first figure, gives 07074. 

. ' 

. Battery-chiefs are asked to keep a file,, arranged as follows, 
for ~he regist~ation of ~alt~sekl.lilden messages: 

----~~---------~~--~~-~·-----~-i~~~--t~mit _______ ~~-------------~------
:rtessage for conside':ration. · 

j ~ . ~ ~ ---------------------------------------------------------------------
Bal. air
weight in 
decimals 

1'Vind' · '.. Velooi ty -· -·in Doms. 
~ .. 

Di·r_. 

30 
32 
02. 

2 
2 
2 
3 
4 
4 
7 

Dur-at ion ,Bal. air-. Wind· 
i~ · . ::weight~ 

seconds · · : · _ Dir. 

10 1.20 - _. 30 mnv 
is l.20 32 N 
20 1.20. . 02 NNW ... 
25 -"' f, ~ l.20 04 NW 
30 l.20 03 NWN 
40 1.20 06 NW 
50 1.20 06 WNW 

I 

. 20 
20 
20 
20 
20 
20 
20 
21 
21 
22 

'04 
03 
06 
06 
06 
67 
08 

9 , 60 l.21 06 wuw ; 

0 
1 ,l' 

70 1.22 07 WN 
l ·' 80 1.2~ 08 w 

is the same as :t!h.at. above. . ,, . · Thi's ·exampl~ 

Actual 
velocity 
in Doms. 

2 
2 
2 
3 
4 
4 
7 
9 

10 
11 

(:. 

( 
~. 

· The battery-Commander \vi.11 determine the flight-duration of a 
given shot from his rangi~~table. He will look in column 4 of 
the model above for a flight-dura~ion approaching nearest to that 
in the ranging-table,, and wi·ll find the. figures for weight, direc
tion and velo:citY. of· the wind, in a horizontal line t~1erefrom. ' 
For example; for .. a flight <?f 12 seconds as given in the rangin6- C.--
tab~e, the figures- of' the model in a horizontal line from 10 --
seconds are taken~~ .. These figur~s serve for adjustments of dis-
tance .for a 5i ven '.veight of. air and direction of •vind, as in the 
case of the tables' of ·.yeather influences (Tages~influastafeln). 

It.is suggested that flight-durations be recorded daily, to 
supply any possible lacks in the tables. 

General Staffs and Bat~eries will receive instructions later 
for use of Baltasekunden. 

.. 
To be distributed 
down to Batteries. 

Chief Quartermaster. 

BRAUN 
Colonel. 

, .. ----~ \. \ ""\ ~ 6r~G!F ir~ ·~r 
: ~~-\'\\. ~ ~·~- Q _Q _ 

_____ r.l! ____ ____ · "_r _____ r: ,t~ ___ _ 

, •• 1-

' . . . 
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c. 

0. 
1· 
2 

Uniform. 
·.Somewhat'' s(iualiy. 
Sq-~lly. .. c• , • ) . ·-· 

. 3. - Very squally. ' 
·4 Ey about· 2 fUll degrees. 
5 n tt tt n n 

. 6 - ff .• ff .• 3 . n n 
7·. n n· ·". u .. ,n a · ..... changing ,...1vind.' ve16~i.ty. ~-
9 Air distuxbances~ - · ·· 

w w.·· 
~~00 Shifting 

... ~ ~· 01 _ ~· - N. E. 
C· ~ • 02 .~, "·:. ' . E • '. . . 

03 S. E. 
04 s. 
05 s. w. 
06 w. 
07 N. W, 
08 N. 

() 11 
12 
13 
14 
15 
16 
17. 

Prevailing 

" 

18 
M '7" .-· l~ • 

21 
22. 
23 

"· 24 ·25·· 

,_. .. 

26 
27 
28 

! 31 
32 
33 
34 
35 
36' 
37 
38 

41 
42 
43 
44 
45 
46 
47 
48 

fl 

" 
" ti .. . • Tr~ : 

NW 
N 
NE 
E 
SE 
8 
SW 
w 

" 

by 
n 
ft 

II 

n 

rr 
fl 

n 

n 
E 
E 
s 
s 
w 
w 
N 

ENE 
ESE 

- SSE 

NNE 
ENE 
ESE 
SSW 
SSW 
WSW -
WNW 
NNlV 

to 
fl 

IT 

ti 

" n 
ti 

fl 

WSW 
WSW 
WNW 
NNW 

- NNE 

SE 
s 
SW 
w 
NW 
N 
NE 
E 

l' 

- _ .. -

- ..... r ~ 4"--

"' --=- __ -'!O.C .-

.f'• ' . .' 

-. : ... -
'~ . . ~ .. 

1•-' -..::. ' ' . ... 

-. ' .. ', i 

- ' 

: . 

51 
52 
53 
54 
55 
56 
57 
58 

From I~E d:!.reoti ons, later shifting to the right. 
ft E ff !I fl " " II 

"'" 

ti BE 
t. ,, 
If 

" n 

, .. 
•> 
mv 
~i 
nw 
n 

ii 

11 

tf 

ft ., 
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fl 

" tt 

" ti 

r. 
n 
fl 

ti 

fl " 
fl 

fl 

" 11 

n 

ti 

fl 

tr 

n 

" 

'' 

11 

n 
It 

!I 

'1 

I 
I 



J 

· _ _;!>_-

! 
'":-t 

.., 

) 
I 

I 

- . 

s. 

sh 

0 
1 
3 
3 
4 
5 
6 
7 
8 
9 

0 
l 

2 

3 
4 

5 

6 

7 
8 

9 

wh 

80 
81 

. . - .. 

82 

83 

84 
85 
86 
87 
88 .... 
89 

From varying directions. 
In the W of the territory 

· SW directions. · 
In the W of the territory 
GE di~eotions. 
In the W of the terxitory 
SE directions. 
From the W shifting 

II 11 W ff 

fl " w . " .. 
to S 
to SW 

fl w 
II ff ~V II II NW 

from NW, in 

from SW, in 

from l~E, in 

dixectioi1S. 
II 

11 

fl 

the E 

the E 

the E 

11 11 N of the tel'ri tor)1 shifting :to SW •. 
II fl !i .II II ti . · n . 11 SSW. 

fJ"vM 

f rm::: 

froit. 

90 In t~1e· S of the 
SE directions. 
In the S of the 
S directions. 
In the S of the 
NE directions. 

territory from SW, in the N, from 
. . 

91· - territory from W, in the N from 

92 

93 
94 
95 
99 Nothing-to 

territory from lfW, in the N from 

... ,·---

-state. 

. -

. --~-~ ~~ ;._' 
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Quiet. 
+ 

Light. =--

Light. . ' 
Average - ueak. 

II - mo den ate • 
n - ire sh. 
II - strong. 
tr stiff. ! 

I 
.ft stormy,: 
fl - full ·storm. 

-· -- ;o~ • --- . _ ..... -., '... 

I , ,. 

Upward, only slm1ly inoreasirig, or decreasing. 
Up to 1000 mete.rs slowly increasing,· at greater 
elevations increasing more rapidly. · 
Up to 500 met13rs moderate_; above that level, slo\vly 
increash1g or not at all. 
Up to greater el.;vation.s, moderately increasing. 
Hoderate 1~u.:dmum in about 500 meters, above that 
level decreasing. . . . 
Up to about 1000 mete.rs rrioderately increasing; n'i..•C'"..' :\ 
that lr;vel rm:,g,ining the so.me or decreasing. 
Up to abou·~ BOO :neters strong: above that lev·el 
slo·.rly h;i,oreasj nt'S. • 
Up to h~gher elevations, strongly increasing. 
Up to abou~ 500 meters strongly invreasing, abov~ 
that l~vel d~areasing~ 
Unable to state. ·, 

0 TJ'puard, little change, or shifting to 
1 Above 500 meters., sh if ting toward N t.:> 
a r: r. r. If n E 
3 n ,, II " " SE 

Page 3. 

( ~ 

, .. ~~.·}{~~-~~rf~_~J; >> ~.?'.:\ 
. - - .. : ~ ri r .. ,_ . ., 

, 

.. 
the 
I~E 

. . · 

~ .. h+. ... o"'-lJ' '\ 

.... 



r- -------- ----- --- ~---

- '41 ., 

+ 
_i, 'J !- ~ ,; 

. •·' 

'. \ 

·-/ 

"'_:c. ~. --:} : .j 
. , 

. . ;.J - . 

·/'' 
t 

, . 

r -

G. -o 
1 
2 
3 
4 
5 

/ . ./ 
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i:mP"~: A245Bll 7 • ~ 
Above 500 mete.rs, shifting toward s 

H Jt ,, tr l'f SW ,, II n ft tr w 
ff If II II II 1'l1V 

Above,, shifting to the left. 
Unable to" state. ~ 

~ r ,. -_I 
t- f; 'l " .. ,.,;;, 

Ternpor~ily clearing up. ~c 
Preva.ilingly clear; -
Cloudy. 
Overcast. 
Dense, heavy cloud-covering • 

_Decreasing cloudiness. 
Increasing cloudiness. 

a 
3 
4 
5 
6 
7 
8 
9 

Cloudy during day, clearing up during night. 
Changing cloudiness. 

L. 

i] 

T. 

M • -

0 
l 
a 
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-4 
5 
6 '. -
7 
8 ;_ 
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Un~ule to state. 

Stor1n not to be e;cpected. 
Storm slightly probable. ~ 
Storm not improbable. 
Storm probable. · ·- " ,-
Here and th):.e storm to be 6AJ>ected. 
Storm to be expected in many places. 

· There will still be a storm today. 
Storin.toMorrow. 
Strong stor~ activity to be expected. 
Unable to state. 

. . .. 
l • . ~. '--..- ,.;- -.1. 

0 
1 
2 
3 
4 
5 
6 
7 
8 
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0 

Co1d. 
cool. 
Warm. 
WaTm during day, cool during night. 
Increasing. 

·Decreasing. 
No:rmu.1. 
Slight change. 
Ueu.r freezing-point. 
changing. 

Dry . -' 
1 Fox a s~ort while, dry; later> 

Di1ninishing precipitation. 
Sporadic rain storms. 

precipitation. 
2 
3 
4 
5 
6 
7 
8 
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I. 
0 
1 
2 
3 
4 
5 
6 
7· 
8 
9 

Quiet. 
- .Uoderate. 
- Turbulent. 

High. 
- Choppy sea. 

Extensive n• n 
Rainfall. 
Snowfall~ . 
Only light precipitation. 
Precipitation in showers. 
Unable to state. ,, 

I 

Increasing visibility".; 
Uo.l'r'l!l.1 visibility. 
801'.lewhat turbid. 
Turi.Jid. 
Dec~easing visibility. 
Grou."1d mist. 
Iuviaibility, at some places misty. 
MiGty. 
Umible to state. 
Cha.ngin6 visioili ty. 

6 Heavy 
7 ti 

8 II 

9 Unable 

sea coming fl'l)Td 
II n ~ 

n ff :: 

to state. 

Sea ooming ±'rom H' to E. Page 4. 
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