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1 INTRODUCTION

The Commercial Solutions for Classified (CSfC) Program within the National Security Agency (NSA)
Information Assurance Directorate (IAD) publishes Capability Packages (CP) to provide architectures and
configuration requirements thatempower IAD customers to implement secure solutions using
independent, layered Commercial Off-the-Shelf(COTS) products. The CPs are product-neutral and
describe system-level solution frameworks documenting security and configuration requirements for
customers and Integrators.

This generic CSfC Data-at-Rest (DAR) CP meets the demand for DAR solutions using Suite Balgorithms.
These algorithms are used to protect classified data using layers of COTS products. The DARCP Version
3.0 enables customerstoimplementtwoindependent layers of encryption forthe purpose of providing
protection forstored information whilethe End User Device (EUD), definedin Section 5.5, is powered
off or in an unauthenticated state. This CP takes lessons learned from one proof-of-concept
demonstration persolution design that hasimplemented the Suite B algorithms, modes of operation,
standards, and protocols. These demonstrations included alayered use of COTS products for the
protection of classified information.

While CSfC encourages industry innovation, trustworthiness of the components is paramount.
Customers andtheirIntegrators are advised that modifying a National Information Assurance
Partnership (NIAP)-validated componentin a CSfC solution may invalidate its certification and require a
revalidation process. To avoid delays, customers and Integrators who feel itis necessary to modify a
componentshould engage the component vendorand consult NIAP through their Assurance Continuity
Process (https://www.niap-ccevs.org/Documents and Guidance/ccevs/scheme-pub-6.pdf) to
determine whether such a modification willaffect the component’s certification.

In case of a modificationtoacomponent, NSA’s CSfC Program Management Office (PMO) willrequirea
statement from NIAP that the modification does not alterthe certification, orthe security of the
component. Modifications that will trigger the revalidation processinclude, but are not limitedto:
configuringthe componentinamannerdifferent fromits NIAP-validated configuration, and modifying
the Original Equipment Manufacturers’ (OEMs’) code (toinclude digitally signing the code).

2 PURPOSE AND USE

This CP provides high-level reference designs and corresponding configuration requirements that allow
customerstoselect COTS products from the CSfC Components List availableon the CSfCweb page
(http://www.nsa.gov/ia/programs/csfc_program), fortheir DAR solution and then to properly configure
those productsto achieve alevel of assurance sufficient for protecting classified datawhile atrest. As
describedin Section 9, customers must ensure that the components selected from the CSfC
Components List will provide the necessary functionality for the selected capabilities. To successfully

March 2016


https://www.niap-ccevs.org/Documents_and_Guidance/ccevs/scheme-pub-6.pdf
http://www.nsa.gov/ia/programs/csfc_program

implementasolution based onthis CP, all Threshold Requirements, or the corresponding Objective
Requirements applicableto the selected capabilities, must be implemented, as described in Sections 8-
13.

Solutions designed in accordance with the CP must be registered with NSA/IAD. Once registered, a
signed IAD Registration Acknowledgement will be sentvalidatingthatthe DARsolutionisregisteredasa
CSfCsolution meeting the requirements of the latest DARCP and is approved to protect classified
information. Any solution designed according to this CP may be used for one year and must then be
revalidated and re-registered by the customer against the most recently published version of the CP.

Please provide comments on usability, applicability, and/or shortcomings to your NSA/IAD Client
Advocate (CA) and the DAR Capability Package maintenance team at CSfC_DAR team@nsa.gov. DARCP
solutions must also comply with the Committee on National Security Systems (CNSS) policies and
instructions. Any conflicts between CNSS policy and this CP should be provided to the DAR CP

Maintenance team.

Additional information about the CSfC process is available onthe CSfCweb page
(www.nsa.gov/ia/programs/csfc_program).

3 LEGAL DISCLAIMER

ThisCP is provided “asis.” Any express orimplied warranties, including but not limited to, the implied
warranties of merchantability and fitness fora particular purpose are disclaimed. In no event shall the
United States (U.S.) Government be liable forany direct, indirect, incidental, special, exemplary or
consequential damages (including, but not limited to, procurement of substitute goods or services, loss
of use, data, profits, or businessinterruption) however caused and on any theory of liability, whetherin
contract, strictliability, ortort (including negligence or otherwise) arisingin any way out of the use of
this CP, evenifadvised of the possibility of such damage.

The User of this CP agreesto hold harmless and indemnify the U.S. Government, its agents and
employees fromevery claimorliability (whetherintortor in contract), including attorney’s fees, court
costs, and expenses, arisingin direct consequence of recipient’s use of the item, including, but not
limitedto, claims orliabilities made forinjury to or death of personnel of userorthird parties, damage
to or destruction of property of user or third parties, and infringement or otherviolations of intellectual
property or technical datarights.

Nothinginthis CPis intended to constitute an endorsement, explicit orimplied, by the U.S. Government
of any particular manufacturer’s product orservice.
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4 DATA-AT-REST PROTECTION OVERVIEW

The goal forthe DAR solutionisto protectclassified datawhen the EUD is powered off or
unauthenticated. Unauthenticated, in this case, means priorto a user presenting and havingtheir
credentials (e.g., password, tokens, etc.) validated by both layers of the DAR solution. Specificdatato be
protected must be determined by the dataowner.

4.1 RATIONALE FOR LAYERED ENCRYPTION

A single layer of Suite Bencryption, properly implemented, is sufficient to protect classified DAR. The
DAR solution usestwo layers of Suite Bencryption not because of adeficiency in the cryptographic
algorithms, but ratherto mitigate the risk that a failure in one of the cryptographic components: by
accidental misconfiguration, operator error, or malicious exploitation of an implementation vulnerability
that resultsin the exposure of classified information. The use of multiple layers, implemented with
components meeting the CSfCvendor diversity requirements, reduces the likelihood thatasingle
vulnerability can be exploited to reveal protected information.

If one of the encryption layersis compromised or failsin some way, the second layer can still provide the
needed encryption to safeguard the classified data. If both layers are compromised or fail
simultaneously, itis possible the classified datawill become readable to athreat actor. The goal of the
DAR solutionisto provide redundant protection that either minimizes the possibility of both layers
failing atthe same time or requires an adversary to defeat both mechanisms.

4.2 SOLUTION STATES

The DAR solution states are identified and described in further detailin this section. Note thatoncea
deviceis considered classified (e.g., Powered-On with Outer Layer Authenticated State )it will not be
considered unclassified (must still be handled in accordance with the implementing organizations’
Authorized Official/Designated Approving Authority (AO/DAA) policies)again until the device is
powered-down orthe userhaslogged out of both layers.

Powered-Off State:

In a powered-off state, the device is completely off and notin any power saving state. The EUD is
considered unclassified, but must still be handled in accordance with the implementing organizations’
Authorized Official/Designated Approving Authority (AO/DAA) policies.

Powered-On and Unauthenticated State:

In a powered-on and unauthenticated state, the EUD is completely on, butthe user has not loggedinto
eitherlayer. The EUD is considered unclassified, but must be handled in accordance with the
implementing organizations’ AO/DAA policies.

Powered-On with Outer Layer Authenticated State:
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In a powered-on state with outerlayer authenticated, the deviceis operational wherethe userhas
authenticated to the outer layer of encryption. The devicein this state is considered classified and
should be handled accordingly.

Powered-On with Outer and Inner-Layer Authenticated State:

In a powered-on state with outerand inner-layerauthenticated, the EUD is operational whenthe user
has authenticated totwo layers of DAR encryption. The device in this state is considered classified and
should be handled accordingly.

Locked State:

In a locked state, the device is powered-on but most of the functionality is unavailable foruse. User
authenticationisrequired to access functionality. Thisfunctions as an access control and may provide
one layer of DAR protection. The device inthis state is considered classified and should be handled
accordingly.

4.3 DAR SUITE B ALGORITHMS

As the portability of EUDs increases, the requirements forwhen and how classified datais protected
alsoincreases. EUDs can be usedin both physically protected and physically unprotected environments.
Solutions using commercial products must protect classified dataon the EUD by using two layers of
encryption with approved Suite Balgorithms.

Table 1: Approved Suite B DAR Algorithms

Security Service

Algorithm Suite 1

Algorithm Suite 2

Specifications

Confidentiality AES-128 AES-256 FIPSPUB 197
(Encryption)

Authentication (Digital ECDSA overthe ECDSA overthe curve | FIPSPUB 186-4
Signature) curve P-384 with SHA-384

P-256 with SHA-256

N/A RSA 3072 FIPSPUB 186-4
Integrity (Hashing) SHA-256 SHA-384 FIPSPUB 180-4
Can protect Up to Secret Up toTop Secret | = ---------

IAD will initiate a transition to quantum resistant algorithms in the not too distant future. For those
customers who are looking for mitigations to perform while the new algorithm suite is developed and
implemented into products, there are several things they can do. First, itis prudent to use largerkey
sizesinalgorithms (see the Algorithm Suite 2columnin Table 1) in many systems (especially, smaller
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scale systems). To provide time to migrate tothese newsizes, the previous table (Algorithm Suite 1
columninTable 1) is still permitted until itis determined larger key sizes can be reasonably supported.
Additionally, IAD customers using layered commerecial solutions to protect classified national security
information with alongintelligence lifeshould beginimplementing alayer of quantumresistant
protection. Such protection may be implemented today through the use of large symmetrickeys
coupled with specificsecure protocol standards. For more information pleasegoto
http://www.nsa.gov/ia/programs/suiteb_cryptography/.

The solutions presented in this CP have specificrequirements for configuration, product selection,
components, provisioning, authentication, key management, operations, administration, roles, use and
handling.

The DAR CP isfocused on the implementation of cryptography to mitigate the risk to classified datafrom
unauthenticated access when the device is powered off or unauthenticated. This CP does not protect
against malicious code exploits and potential vulnerabilities from updates, operating system (OS)
misconfigurations, or the persistence of remnants of key or plaintext material in volatile memory on the
EUD when powered on as these conditions are outside of the scope for this version of the CP because
they are not considered in current protection profiles (PP).

4.4 PoOSITIVE CONTROL

Althoughthe DAR solution can protect the confidentiality of dataand renderthe EUD unclassified, it
does not protect the integrity of an EUD outside of the control of approved users. Itis difficultto
examine and determine whetherornota device has beentampered with; therefore, the EUD must
remainin positive control atall times. The NSA requires thatimplementing organizations define the
circumstancesinwhich an EUD that is part of the solutionis considered outside of the positive control of
authorized users (i.e., "lost"). Authorizing Officials (AO) will define “positive control”, and that definition
should align with the intended mission and threat environment for which the solution will be deployed.
Organizations mustalso definethe circumstancesin which an EUD that is a part of that organization's
solutionistobe considered recovered backinto the positive control of authorized users (i.e., "found").

This CP requires any lost device, once found, to be rigorously investigated and/or destroyed in orderto
mitigate threats tothe integrity of the EUD and any connected systems, because once found, the device
isconsidered notsecure unlessthe device meets lostand found requirements (see Section 10.13). AOs
should consultthe DAR CP Risk Assessment (RA) to help make aninformed risk decision.

4.5 LoST AND FOUND USE CASE

The “lost and found” (LF) use case is when a user, intentionally or unintentionally, temporarily loses
control of a device (as defined by the AO/DAA) and plans to continue usingitafteritisrecovered. This
use case adjusts the positive control requirements from Section 4.4and permits the device tob e used
afteritisfound; howeverifthe deviceis suspected to have beentampered with, it must be rigorously
investigated and/or destroyed.
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This use case isintended to coversituationsincluding but notlimited to: devicesleftin vehicles or
devices forgottenin hotels forshort periods of time, going through customs, and similarevents. These
requirements lower the risk of using devices that have beenin such conditions, but they do not
eliminatethe risk. With thisin mind, AOs should consideradditional local policy to reduce the situations
where devices may be vulnerableto tampering.

This use case also contains a requirementto personalize the EUD. The intention of the personalization
requirementistoensure thatif an adversary removedthe EUD and replaced it with another EUD of the
same make and model, it would be noticed by the end user. Personalization includes: adding stickers,
changingthe screen’s background, etc. The administrator may also change settings to personalize the
devices forsubsets of users, such as login screen wallpaper. None of these changes should undermine
any security features of the device orotherrelevant security policy (e.g., such asrequiringthe device to
be rooted).

4.6 RED, GRAY, AND BLACK DATA

This CP uses the following terminology to describe the datatypesthat compose a DARsolution. The
terms Red, Gray, and Black identify the number of encryption layers applied to classified datafora
specificEUD state.

Red data is unencrypted classified data being processed by the EUD. Aftera user successfully
authenticatestothe outerandinnerlayers of DAR encryption, the EUDis in a state of processing Red
data.

Gray data contains classified information that has been encrypted once. Afterausersuccessfully
authenticates tothe outerlayerof DAR encryption, but has notyet authenticated to the innerlayer of
encryption, the EUD isin a state of processing Gray data.

Black data contains classified information that has been encrypted twice. An EUD is considered black
when the device is powered off and/or unauthenticated and the stored data has been encrypted with
both the outerandinnerlayers of DAR encryption.

4.7 CRYPTOGRAPHIC ERASE (CE)

CE is a method of sanitization in which an encryption key for the encry pted datais sanitized, making
recovery of the decrypted datainfeasible. Inthisdocumentitis usedto ensure clean re-provisioning, as
an additional protection triggered by failed authentication, oras an emergency method of sanitizingthe
mediaif proper destruction methods cannot be met (see DAR-EU-2in Table 11).

4.8 PROVISIONING
Provisioningisthe process through which EUDs are initialized before first use. During the provisioning
process, the Security Administratorloads and configures the DAR components forthe EUD. Provisioning
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isinherently an out-of-band process requiring physical access to the EUD. The DAR solution cannotbe
appliedtoan EUD that already has data stored oniit.

EUD re-provisioning or reuse of DAR components isallowed aslongasit is performed in accordance
with this CP. If re-provisioning, the EUD must be at the same or higher classification level of the previous
unencrypted datastored onthe approved DAR solution. Re-provisioning EUD components from any
othersolution design ornon-CSfCsolution is prohibited.

It isrecommended that CSfC Trusted Integrators be employed to architect, design, integrate, test,
document, field, and support the solution. The list of CSfC Trusted Integrators can be found at:
https://www.nsa.gov/ia/programs/csfc_program/trusted integrators list.shtml.

5 SOLUTION COMPONENTS

5.1 SOFTWARE FULL DISK ENCRYPTION (SWFDE)

SWEFDE, shownin Figure 1, isused to provide one layer(eitherthe innerorouterlayerdependingonthe
solution implemented) of DAR protection. The National Institute of Standards and Technology (NIST)
Special Publication 800-111 “Guide to Storage Encryption Technologies for End User Devices” defines
full disk encryption as follows: “Full Disk Encryption (FDE), also known as whole disk encryption, is the
process of encrypting all the data on the hard drive used to boota computer, includingthe computer’s
0S, and permitting access tothe data only aftersuccessful authentication to the FDE product.” A user
mustloginto the Pre-Boot Environment (PBE) with valid credentials. Once the userisauthenticated to
the PBE, the SWFDE decrypts and boots the OS.
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Figure 1: Software Full Disk Encryption

5.2 FILE ENCRYPTION (FE)

FE, showninFigure 2, isapprovedto provide the innerlayer of DAR protection. FEis the process of
encryptingindividual files or sets of files onan EUD and permittingaccesstothe encrypted dataonly
after proper authenticationis provided.
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Figure 2: Software File Encryption

FE products currently on the market have a wide range of implementations. Itisimportant for the user
to understand how a specific FE product operates to ensure all classified data on the EUD is encrypted.
There are many events and applications that may write datato the disk. Users should be made aware of

these through usertraining unlessthe FE product can encrypt the data without theirintervention. Some
examples of such eventsare:

1. Applications permittedto runon the EUD should be carefully considered. Applications may
create files (e.g., temporaryfiles)in unprotected locations leaving classified data atrisk. If an
application (e.g., fileviewer) will be interacting with sensitive dataand is not protected byan FE
component, that application must be evaluated against the Application Software Protection
Profile (ASPP) and meetthe selection “not store any sensitivedata” in FDP_DAR_EXT.1.1.

2. Pagingfiles(e.g., swapfiles) are created when the system runs out of or becomeslow on unused
volatile memory, also known as Random Access Memory (RAM). When this occurs, the system
may write tothe non-volatile memory (e.g., hard disk) for storage. If the product cannot
automatically protect this data, the solution should disable system page files.

3. Systemsrestore, and otherfeaturesthatallow datato be restoredtoa previous pointintime
create copies of the data. If thisisenabled, it may allow an encryptedfile to be restoredtoa

state before itwas encrypted. Unless the product accounts for these types of scenarios, these
features should be disabled.
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4, Memory dump files may be created when an erroroccurs. Memory dump files mayinclude
classified datathat existed in volatile memory when the crash occurred. Since these files are
created during a systemcrash, it is likely the product will not be able to properly encryptthem.
Therefore, itisrecommended this feature be used with care by individuals who understand
what data will be contained within the file orthe feature should be disabled.

5. Printerspoolfilesare created whenadocumentissentto print. These are used to hold
documents while theyarein queue for printing. If the solution is going to print any classified
information, thesefiles should be protected.

6. Movingor deletingfiles: usersshould be informed that moving (cut/paste)aclassified fileintoa
protected areais not sufficient for protectingit. Moving or deleting afile while itis unencrypted
may leave filecontents onthe disk until itis overwritten by the file system. This should apply to
all file movementforgood practice, even though it would not applyinall cases. Allfiles should
be encrypted before being deleted or moved.

FE protects the confidentiality of individualfiles, folders, or volumes, and may be accom plishedin
several ways. The encryption may be performed by an application, platform, orthe host OS. Each
encryptedfile, folder orvolume will be protected by a File Encryption Key (FEK). The FEKis protected by
the user’s authentication factor, either directly or through one or more Key Encryption Keys (KEKs).

Properuserauthenticationisrequiredtodecryptthe FEK. The FE product will then decrypt files or
foldersonan individual basis as they are requested by the userviaspecificapplications. To ensure that
no classified dataisleft unprotected, the AO/DAA shall be responsible for providing and enforcing a
policy that mandates automation and user compliance to encryptall classified data.

5.3 PLATFORM ENCRYPTION (PE)

PE, shownin Figure 3, isapproved to provide the outerlayer of DAR protection. PEis provided by the
OS forplatform-wide data encryption, transparently encrypting sensitive user data. The PE layer
requires hardware-backed secure key storage, with the goal of reducing the need forlongand complex
passwords. Withthe exception of the hardware-specificrequirements and which layerthey can be used
for (PE protects the outerlayerwhile FE protects the innerlayer), there islittle distinction between PE
and FE implementations. In all other respects, the two componentimplementations are virtually
identical; they both providevolume and FE capabilities.
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Figure 3: Platform Encryption

The PE solution relies on the EUD to implement the requirements specified in the Mobile Device
Fundamentals (MDF) PP along with the CSfCselected requirements.

5.4 HARDWARE FULL DiSK ENCRYPTION (HWFDE)
HWFDE, shownin Figure 4, can be usedto provide the outerlayer of DAR protection. HWFDE s

commonly implemented via aself-encrypting drive (SED). The SED can be a standard hard drive ora
solid state drive (SSD).
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Figure 4: Hardware Full Disk Encryption

A SED contains hardware builtinto the drive controller chip thatautomatically encrypts all data written
to the drive and decrypts all data read from the drive. The encryption and decryptionis done
transparently tothe user.

Orive Unlocked

In some cases, the HWFDE solution will require multiple components to create an FDE solution. Some
SEDs require a product from an independent software vendor (ISV) to function; this ISV commonly fills

therole of collectinginitialauthentication and passingittothe SED. Itisessential that both parts of the
solution are chosen fromthe CSfC Components List.

The authentication key (AK) used in HWFDEs to encrypt or decrypt data is called the Data Encryption Key
(DEK), whichis protected by a chain of keys originating from the authentication factor.

A usermustloginto the PBE, provided by the SED or an ISV, with valid credentials. Once the useris
authenticated tothe PBE, the HWFDE decrypts and boots the operating system.

5.5 END USER DEVICE (EUD)

The EUD is either:apersonal computer(e.g., desktop, laptop); consumer device (e.g., smart phone,
tablet); oraserver(e.g., storage area network, network area storage, shared drives, external storage). It
isimportantto keep the security of different power states in mind when using these devices. An EUD
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may operate within asecure physical environment, outside of a secure physical environment, or both
inside and outside of asecure physical environment as approved by the AO/DAA.

The drivesthat make up a storage area network (SAN) oranetwork area storage (NAS) can be protected
viathe solutions presented in this CP, but that protectionis provided only when the system s powered
off (i.e., nosolutions presented in this CP provide protection to SAN/NAS systems while the systemis
poweredon). Forpowered on scenarios, consultthe Mobile Access or Campus Wireless LAN Capability
Package on the CSfCwebssite.

6 SOLUTION DESIGNS

The CP provides the foursolution designs listed in Table 2. The designs describe solutions meeting a
wide variety of requirements to protect classified DAR.

The “SF” design consists of SWFDE and FE. The SF architecture istypically intended for EUDs such as
servers, desktops, laptops, and tablets.

The “PF” design consists of PE and FE. The PF architecture is typically intended for EUDs such as laptops,
tablets, and smart phones.

The “HF” design consists of HWFDE and FE. The HF architecture is typically intended for EUDs such as
servers, desktops, laptops, and tablets.

The “HS” design consists of HWFDE and SWFDE. The HS architecture is typicallyintended for EUDs such
as servers, desktops, laptops, and tablets.

Table 2: Solution Design Summary

Solution Design Designator Description

SWFDE/FE SF DAR solution designthat uses FE as the innerlayer
and SWFDE as the outerlayer, as described in Section
6.1.

PE/FE PF DAR solution designthat uses FE as the innerlayer
and PE as the outerlayer, as described in Section 6.2.

HWFDE/FE HF DAR solution designthat uses FE as the innerlayer
and HWFDE as the outerlayer, as describedin
Section 6.3.

HWFDE/SWFDE HS DAR solution designthat uses SWFDE as the inner
layerand HWFDE as the outerlayer, as describedin
Section 6.4.
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The solutionis containedinanindividual EUD. The implementation selected must meet all threshold
requirementsinthe appropriate solution design section anditis recommended, although notrequired,
to meetall objective requirements

6.1 SWFDE/FE (SF) SOLUTION DESIGN

The SF solution design requires SWFDE and file/folder/volume encryption. In the SF solution design,
SWFDE will be used to provide DAR protection forthe outerlayerand FE will be used to provide DAR
protectionforthe innerlayer. The SF DAR solution uses a password, passphrase, smartcard or Universal
Serial Bus (USB) token to provide access to classified data. Once a userinputs the correct password,
passphrase, smartcard token or USB token, the system boots the operating system. Next, the user
authenticates tothe FE, which in turn decrypts the user’s classified file.

Each layerof encryptioninthe SF DAR solution may use similar authentication mechanism types (e.g.,
passwords, passphrases, or tokens) but requires aunique authentication credential foreach layer. For
the firstlayer of encryption, the user will authorize to the PBE provided by the SWFDE. For the second
layer, the userwill use their OSlogin credentials, application credentials, or file-specificcredentials to
authenticate to the FE.

6.2 PE/FE (PF) SOLUTION DESIGN

The PF solution design permits platform encryption and file/folder/volume encryption. In the PF
solution design, PEwill be used to provide DAR protection forthe outerlayerand FE will be used to
provide DAR protection forthe innerlayer. The PF solution uses passwords to provide access to
classified data. Once a userinputs the correct password, the platformis decrypted, which then provides
access to userdata. Next, the userauthenticatesto the FE, whichinturn decryptsthe user’s classified
files. Each layerof encryptioninthe PF DAR solution may use similar authentication mechanism types
(e.g., passwords) but requires a unique authorization credential for each layer.

The second layerinthe PF architecture can be implemented in different ways and should be part of the
design considerations when implementing this solution. The FElayer can be implemented in one of two
options asdescribed below:

1. Thefirstoptionisprovided by the platformif, and only if, appropriate cryptographicseparation
and independence can be ensured in accordance with CSfC principles. Most of the available FE
solutions are implemented on a perapplication basis. This approach may have an impacton
userexperience, sincethe usermustindependently authenticateto each application providing
FE solutions. For Information Assurance (lA)-enabled applications, this method of
implementation would require each application to be evaluated against the ASPP with File
Encryption Extended Package (FEEP).

2. Thesecondoptionis provided byan application container. An application container may be
used to protectthe data from multiple applications. This would reduce the number of |A-
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enabled applications that would need to be evaluated against the ASPP with FEEP at the
expense of ensuringintegration of each client application with the container.

6.3 HWFDE/FE (HF) SOLUTION DESIGN

The HF Solution Design requires hardware full disk encryption and file/folder/volume encryption. In the
HF solution design, HWFDE will be used to provide DAR protection for the outerlayerand FEwill be
used to provide DAR protectionforthe innerlayer. The HF DAR solution uses a password, passphrase,
smartcard, or USB token to provide accessto classified data. Once a userinputs the correct password,
passphrase, smartcard, or USB token, the system boots the operating system. Next, the user
authenticatestothe FE, whichinturn decrypts the user’s classified file.

Each layerof encryptioninthe HF DAR solution may use similar authentication mechanismtypes(e.g.,
passwords, passphrases, smartcard, or USB token) but requires a unique authentication credential for
each layer. Forthe first layer of encryption the user will authenticate to the PBE provided by the
HWFDE. For the second layerthe user will use their OSlogin credentials, application credentials, or file-
specificcredentials to authenticate to the FE.

6.4 HWFDE/SWFDE (HS) SOLUTION DESIGN

The HS solution design approach requires hardware full disk encryption and software full disk
encryption. Inthe HS solution design, HWFDE will be used to provide DAR protection for the outerlayer
and SWFDE will be used to provide DAR protection forthe innerlayer. The HS DAR solution usesa
password, passphrase, smartcard or USB token to provide access to classified data. Once a userinputs
the correct password, passphrase, smartcard or USB token value, the HWFDE allows the booting of the
operating system. The operating system will then require the userto authenticate to the SWFDE, after
which the userhas access to the data on the drive.

Each layerof encryptioninthe HS DAR solution may use similar authentication mechanismtypes(e.g.,
passwords, passphrases, or tokens) but requires a unique authentication credential foreach layer. For
the first layer of encryption the user will authenticate to the PBE provided by the HWFDE. For the
second layerthe userwill use their OS login credentials, application credentials, or file-specific
credentials to authenticate to the SWFDE.

7 THREATS

This section details how the required components work togetherto provide overall security in the
solution. There are several different threats to consider when evaluating the risk of protecting DAR. By
examiningthese threats, the organization will have abetterunderstanding of the risks they are
acceptingand how these risks affect the confidentiality, integrity, and availability of the data.
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7.1 PASSIVE THREATS
Thisthreat referstointernal or external actors attempting to gain information from the EUD without
changing the state of the system.

The security against passive attacks targeting the DAR on the EUD is provided by the layered encryption.
To mitigate passive attacks, two layers of Suite B encryption are employed to provide confidentiality for
the solution. The DAR components used toset up the layers of encryption mustbe independentina
number of ways (see Section 9). Thisindependence mitigates the ability of an adversary to exploita
single cryptographicimplementation to compromise both layers of encryption.

7.2 ACTIVE THREATS

Thisthreat refers to outsiders gaining unauthorized access to classified Red dataon the EUD. Threat
actionsinclude brute force attacks, or introduction of malware with the intention to compromise the
EUD and gain access to classified data. Adversaries could gain access to the EUD and then exploit other
devicesonce the EUD is connected to a network.

One method for preventing unauthorized access from an external attackisadhering tothe password
policy established by the AO/DAA. Itisrequired that each encryption layer have aform of user
authentication. This will ensure that the dataresiding onthe EUD will still be protected with atleast one
layerof encryptionif an adversaryisable to access one of the layersin the solution.

7.2.1 MALWARE AND UNTRUSTED UPDATES

Each component of this solution has the option to receive updates only through direct physical
administration oran NSA-approved Data-in-Transit (DIT) solution. This mitigates the threats of malicious
userstryingto push updates or code patchesthat can affectthe security of the components. The source
of all updates and patches shall be verified via digital signature before installation occurs.

7.2.2 SOCIAL ENGINEERING

Itisthe responsibility of the customerto definethe appropriate policies and training necessary to
protect against social engineering attacks. In addition, these types of attacks generally take advantage of
otherattacks detailed in Section 7.

7.3 INSIDER THREATS

The insiderthreat, defined by CNSSI14009 is, “the threatthat a trustedinsiderwill use his or her
authorized access, wittingly or unwittingly, todo harm to the security of the NSA/CSS. This threat can
include damage through espionage, sabotage, terrorism, unauthorized disclosure of information, or
through the loss or degradation of mission resources or capabilities.” This threat could include poorly
trained employees, curious employees, disgruntled employees, orany othertrusted individual whose
actionslead directly orindirectly toacompromise. Threat actionsinclude insertion or omission of data
entriesthatresultinloss of data integrity, willingly changing the configuration of an EUD, unwillingly or
unknowingly introducing malware, intentionally exposing the device to malware, or cross-contaminating
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an EUD with data from a higher classification to a lower classification (e.g., secret datato unclassified
device). Typically, the threat from insiders has the potential to cause the greatest harmto an
organization.

To mitigate insider threats, separation of roles within the solutionis required (see Section 12). In
addition, itisrecommended that each user of the solution have aunique useraccount (see Section
10.1).

7.4 INTEGRATOR THREATS

Thisthreat referstoan Integrator who has unrestricted access to all components within the solution
priorto the customer purchasing and implementing the solution within their system. Thisis different
froma supply chainthreatin that these Integrators have access toall componentstobe usedinthe
solution, ratherthan only those being procured from a particular vendor.

Threats may include installing or configuring components ina mannerthat places the organization at
risk for attack or opento an unknown vulnerability that may not be detected through normal tests,
scans, and security counter-measures. In order to mitigate this threat, Integrators are required to be
cleared tothe highestlevel of data protected by the DARsolution. To furtherreduce the Integrator
threat, a customer may wish to use multiple Integrators, such that no one Integrator has access to all
components of the solution.

More information on NSA’s list of Trusted Integrators can be found on the NSA CSfC Website inthe
“Criteriafor CSfC Trusted Integrators” section (https://www.nsa.gov/ia/programs/csfc/index.shtml).

7.5 SUPPLY CHAIN THREATS

A critical aspect of the U.S. Government’s effectiveness is the dependability, trustworthiness, and
availability of the Information and Communication Technology (ICT) components embedded in the
systems and networks comprising the National Security System (NSS). The supply chain used to procure
these ICT componentsin essence underpins the NSS. Successful supply chain attacks proactively
attempt to compromise these key NSS components.

Unfortunately, the supplier cannotalways provide guarantees of a safe delivery of acomponent; they
are onlyable to provide assurances based upon theirreliance on established procedures and processes
they have developed. Ina single change of hands, the component may be introduced to potential
threats and compromises on many levels.

The supply chain threat refersto an adversary gaining accessto a vendor, retailer, reseller, or shipper
and then attemptingtoinsertorinstall amodification oracounterfeit piece of hardware intoa
componentthatisdestinedforaU.S. Government customerin an effortto gaininformation or cause
operational issues. Thisthreatalsoincludes the installation of malicious software on components of the
solution. Thisthreatis difficult toidentify, andisincreasingly more difficult to prevent or protect against
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since vendors build products containing components manufactured by subcontractors. Itisoften
difficultto determine where different elements of components are built and installed within the supply
chain.

Threats may include manufacturing faulty or counterfeit parts of components that can be used to
disruptsystem or network performance, leaving open back doorsin hardware that allow attackers easy
ways to attack and evade monitoring, as well as easy ways to steal data or tamperwith the integrity of
existing/new data. Supply chain attacks may occur during development and production, updates,
distribution, shipping, atawarehouse, in storage, during operations, ordisposal. Forthisreason,itis
imperative thatall components selected for use in CSfCsolutions are subject to the applicable Supply
Chain Risk Management (SCRM) process to reduce the risk of acquiring compromised components.

Each componentthatis selected from the CSfC Components List shall go through a Product Supply Chain
Threat Assessment to determine the appropriate mitigations forthe intended application of the
component perthe organization’s AO-approved Product Supply Chain Threat Assessment process (see
Committee on National Security Systems Directive [CNSSD] 505, SCRM for additional guidance). Even
afterselecting components fromthe CSfC Components List and utilizing arigorous acquisition process,
an AO must perform due diligence when integrating commercial components for mission operations.

Doctrinal requirements are placed on product selection, implementers, and integrators of these
solutions to minimize the threat of supply chain attacks (see Section 12). To further mitigate supply
chainthreatsimplementing organizations should utilize the following guidance:

e Establishan ICT SCRM program which conformsto applicable policy based on external and
organizational requirements and constraints. The ICTSCRM program should be integratedinto
the organizational business and mission processes.

e Assessall aspectsof the performance of potential vendors, not only the produ ct quality, cost,
and performance, but also supply chainrisk factors of vendorselection. These risk factors
include political ties to foreign governments, citizenship of employees, partner affiliations,
employeeclearance levels, and location of suppliers and sub-suppliers.

e Ensurethat each componentselected fromthe CSfC Components List goes through a Product
Supply Chain Threat Assessmentto determinethe appropriate mitigations for the intended
application of the component (see CNSSD 505 Supply Chain Risk Management and Intelligence
Community Directive [ICD] 731, Supply Chain Risk Management).

e Conducta Criticality Analysis by which mission-critical functions and components are identified
and prioritized with respect toimproving acquirer practices (see Defense Acquisition Guidebook,
Chapter13).
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SCRM is a critical considerationin acquiring commercial products. Even after selectingcomponents from
the CSfC Components Listand utilizing arigorous acquisition process AOs/DAAs must do theirdue
diligence as composed commercial products are integrated into mission operations.

8 CONFIGURATION REQUIREMENTS

Sections 8 through 13 specify requirements forimplementations of the four solutions compliant with
this CP. The tables of requirementsin the following sections have a column that specifies which
solutionsthe requirement appliesto, and uses the following nomenclature:

e SFdesign: DARsolution componentsinclude SWFDE and FE.

e PFdesign:DARsolutioncomponentsinclude PEand FE.

e HF design: DAR solution componentsinclude HWFDE and FE.

e HS design: DARsolution components include HWFDE and SWFDE.
The CP includes two categories of requirements:

e An Objective(O) requirement specifies afeature orfunction thatis desired or expected.
Organizations should implement objective requirementsin lieu of corresponding Threshold
requirements where feasible.

e AThreshold(T) requirement specifies aminimum acceptable feature or function that still
providesthe needed capabilities if the corresponding objectiverequirement cannot reasonably
be met (e.g., due to system maturity). A solution implementation must satisfy all applicable
Threshold requirements, or their corresponding Objective requirements, in order to comply with
this CP.

In many cases, the Threshold requirementalso serves as the Objectiverequirement (T=0). Insome
cases, multiple versions of arequirement may existin this CP. Such alternative versions of arequirement
are designated as beingeitheraThreshold requirement oran Objective requirement. Where both a
Threshold requirementand a related Objective requirement exist, the Objective requirementimproves
uponthe Threshold requirement and may replace the Threshold requirementin future versions of this
CP. Objective requirements without corresponding Threshold requirements are marked as “Optional”,
but improve upon the overall security of the solution and should be implemented where feasible.

In orderto comply with this CP, a solution must, at minimum, implement all Threshold requirements
associated with each of the solution designsit supports and should implement the Objective
requirements associated with those solution designs where feasible. Forexample, a DAR solution
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utilizingan SWFDE and FE mustimplement only those Threshold requirements applicable to the SF
design.

The customer may treat the device as being classified; however, if they do so, they mustadhere to the
policies and requirements for classified devices (note that those requirements exceed the requirements
contained withinthe DARCP).

Each requirement defined inthis CP has a unique identifier digraph that groups related requirements
together(e.g., KM), and a sequence number (e.g., 2). Table 3lists the digraphs used to group together
related requirements, and identifies where they can be foundinthe following sections.

Table 3: Requirement Digraphs

Digraph Description Section(s) Table(s)
PS Product Selection Requirements Section9 Table 4
SR Overall Solution Requirements Section 10.1 Table 5
CR Configuration Requirements for All DAR Components Section 10.2 Table 6
SwW Requirements for SWFDE Components Section 10.3 Table 7
FE Requirements for FEComponents Section 10.4 Table 8
PE Requirements for PEComponents Section 10.5 Table 9
HW Requirements for HWFDE Components Section 10.6 Table 10
EU Requirements for EUD Section 10.7 Table 11
CM Configuration Change Detection Requirements Section 10.8 Table 12
DM Requirements for Device Management Section 10.9 Table 13
AU Auditing Requirements Section10.10 | Table 14
KM Key Management Requirements for All DAR Section10.11 | Table 15

Components
SC RequirementsforSupply Chain Risk Management Section10.12 | Table 16
LF RequirementsforLostand Found Section10.13 | Table 17
GD Requirementsfor Use and Handling of Solutions Section11.1 Table 18
RP RequirementsforIncident Reporting Section 11.2 Table 19
TR Testing Requirements Section 13.1 Table 20

9 REQUIREMENTSFOR SELECTING COMPONENTS

In this section, aseries of requirements are provided for maximizing the independence of components
within the solution. This will increase the level of effort required to compromise this solution.
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Table 4: Product Selection Requirements

Solution
Designs

DAR-PS-1 The products used forthe FE layer HF, SF, PF T=0
shall be chosen fromthe list of FE
products on the CSfC Components
List.

DAR-PS-2 The products used forthe SWFDE HS, SF T=0
layershall be chosen fromthe list
of SWFDEs on the CSfC
Components List.

DAR-PS-3 The Innerand Outer DAR layers HF, HS, SF, T=0
shall either: PF
e Come fromdifferent
manufacturers, where
neithermanufacturerisa
subsidiary of the other; or
e Be differentproductsfrom
the same manufacturer,
where NSA has determined
that the products meetthe
CSfCProgram’s criteriafor
implementation

Req # Requirement Description Threshold/Objective | Alternative

independence.
DAR-PS-4 (Moved to DAR-SC-2)
DAR-PS-5 The cryptographiclibrariesused by | HF, HS, SF, 0 Optional
the Innerand Outer DAR layers PF

shall be independently developed
and implemented.

DAR-PS-6 The products used forthe PE layer PF T=0
shall be chosen from the list of PE
products on the CSfC Components
List.

DAR-PS-7 The products used forthe HWFDE HF, HS =0
layershall be chosen fromthe list
of HWFDEs onthe CSfC
Components List.

March 2016



10 CONFIGURATION

Once the products forthe solution are selected, the next stepis setting up the componentsand

configuringthem in asecure manner. This section consists of genericguidance for how to configure the
components fora DAR solution.

10.1 OVERALL SOLUTION REQUIREMENTS

Table 5: Overall Solution Requirements

. . Solution Threshold/ .
Req # Requirement Description e Objective Alternative
DAR-SR-1 Defaultaccounts, passwords, community SF, PF, HF, T=0
strings, and other default access control HS
mechanismsforall components shall be
changed or removed.
DAR-SR-2 The DAR solution shall be properly SF, PF, HF, T=0
configured accordingtolocal policy and HS
U.S. Government guidance (e.g., NSA
guidelines). Inthe event of conflict
between the requirementsinthis CPand
local policy, the CSfC Program Management
Office (PMO) must be contacted.
DAR-SR-3 Each DAR component shall have aunique SF, PF, HF, 0] Optional
account foreach user. HS
DAR-SR-4 All EUDs implementing thick client DAR HF, HS, SF, =0
shall remainin positive control atall times, | PF
as defined by the AO/DAA.
DAR-SR-5 The AO/DAA shall provide guidance for HF, HS, PF, =0
when CE should be implemented. SF
DAR-SR-6 The AO/DAA shall provide procedures for HF, HS, PF, =0
performing CE. SF
DAR-SR-7 At leastone layershall use atrusted HF, HS, SF o} Optional
platform module for cryptographickey
storage.
DAR-SR-8 If the Lost and Found use case is SF, PF, HF, T=0
implemented, then the Lostand Found HS

requirements (Table 17) shall be
implemented.
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10.2 CONFIGURATION REQUIREMENTS FORALL DAR COMPONENTS

Table 6: Configuration Requirements for All DAR Components

Req # Requirement Description T)cz:itgl::: Tg;?::g‘llc;/ Alternative
DAR-CR-1 Defaultencryption keys shall be changed. SF, PF, HF, T=0
HS
DAR-CR-2 User authentication credential values for SF, PF, HF, T=0
each DARlayer mechanismtype shall be HS
unique (e.g., the password forthe 1% layer
will notbe the same as the password for
the 2" layer).
DAR-CR-3 DAR components shall use algorithms for SF, PF, HF, =0
encryption selected from Table 1that are HS
approvedto protectthe highest
classification level of the data.
DAR-CR-4 Each DAR componentshall prevent further SF, PF, HF, 0 Optional
authentication attempts afteranumber of HS
failed attempts defined by the AO/DAA.
DAR-CR-5 Each DAR layershall perform a CE aftera SF, PF, HF, 0] Optional
number of consecutive failed logon HS
attempts as defined by the AO/DAA.
DAR-CR-6 Each DAR componentshall locally generate | SF, PF, HF, T=0
itsown symmetricencryption keys onthe HS
EUD.
DAR-CR-7 Each DAR component shall permitonlyan SF, HF, HS, 0] Optional
administratorto disable DAR component. PF
DAR-CR-8 All components shall have DAR protections | SF, PF, HF, =0
enabled atall times after provisioning. HS
DAR-CR-9 All components shall encrypt all classified SF, PF, HF, =0
data. (Referto Section 5.2 foradditional HS
information on FE.)
DAR-CR-10 | All CSfCcomponentsshall be implemented SF, PF, HF, =0
(configured)using only their NIAP-approved | HS
configuration settings.
DAR-CR-11 | Users shall be restrictedto designateduser | SF,HF T=0
folders.
DAR-CR-12 | For useinhighthreat environments (as HF, HS, SF =0
defined by the AO/DAA) the two layers of
DAR shall use different authentication
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Req #

Requirement Description

Solution
Designs

Threshold/
Objective

Alternative

factors (e.g., Both layers cannot use
passwords. One layer may use a password
but the second layerwouldthen needto
use a token or otherfactor).

DAR-CR-13

For use inroutine threat environments (as
defined by the AO/DAA) the two layers of
DAR shall use different authentication
factors (e.g., Both layers cannot use
passwords. One layer may use a password
but the second layerwouldthen needto
use a token or otherfactor).

HF, HS, SF

Optional

DAR-CR-14

At leastone DAR layershall use multi-factor
authentication.

HF, HS, SF

Optional.
Replaces
CR-12 &
CR-13

10.3 REQUIREMENTS FOR SWFDE COMPONENTS

Table 7: Requirements for SWFDE Components

Req #

Requirement Description

Solution
Designs

Threshold/
Objective

Alternative

DAR-SW-1

The SWFDE shall use CipherBlock Chaining
(CBC) or Galois/Counter Mode (GCM) for
encryption.

SF, HS

T

DAR-SW-2

DAR-SW-2

The SWFDE shall use XTS for encryption.

SF, HS

DAR-SW-1
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Req #

Requirement Description

Solution
Designs

Threshold/
Objective

Alternative

DAR-SW-3

The SWFDE shall be configured to use one
of the following authentication options:

A randomly generated passphrase
that meetsthe minimum strength
setin AppendixD.
Password/Passphrase Strength
Parametersor

A randomly generated password
that meetsthe minimum strength
setin AppendixD.
Password/Passphrase Strength
Parametersor

A randomly-generated bit string
equivalentto the cryptographic
strength of the DEK contained onan
external USBtoken or

Any combination of the above.

SF, HS

T=0

10.4 REQUIREMENTS FOR FE COMPONENTS

Table 8: Requirements for FE Components

Req #

Requirement Description

Solution
Designs

Threshold/
Objective

Alternative

DAR-FE-1

The FE product shall use CBC or XTS for
Encryption.

SF, PF, HF

T=0

DAR-FE-2

The FE product shall use one of the
following authentication options:

A randomly generated oruser-
generated passphrase or password
defined by the AO/DAA that meets
minimum strength setin Appendix
D. Password/Passphrase Strength
or

An external smartcard or software
capability containing asoftware
certificate with RSA or Elliptic Curve
Cryptography (ECC) key pairs per
Table 1.

SF, PF, HF

T=0
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10.5 REQUIREMENTS FOR PE COMPONENTS

Table 9: PE Requirements

. . Solution Threshold/ .
Req # Requirement Description P Objective Alternative
DAR-PE-1 | The PE shall enable the “wipesensitive data” | PF T=0
managementfunction forimported or self-
generated keys/secrets and/orother
classified data.
DAR-PE-2 | The PE shall use CBC or Galois/Counter PF T DAR-PE-3
Mode (GCM) for encryption.
DAR-PE-3 | The PE shall use XTS for encryption. PF 0] DAR-PE-2
DAR-PE-4 | The AO/DAAsshall provide policy tothe user PF T=0
determining when data or keys must be
wiped.
DAR-PE-5 | The PE shall use the following for PF T=0
authentication:
A minimum of afour-character, case-
sensitivealphanumeric password with the
length and complexity as defined by the
AO/DAA, ora passphrase with the length
and complexity as defined by the AO/DAA.
10.6 REQUIREMENTS FOR HWFDE COMPONENTS
Table 10: Requirements for HWFDE Components
. . Solution Threshold/ .
Req # Requirement Description i Objective Alternative
DAR-HW-1 | The HWFDE shall use CBCfor encryption. HF, HS T DAR-HW-2
DAR-HW-2 | The HWFDE shall use XTS for encryption. HF, HS 0] DAR-HW-1
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Req #

Requirement Description

Solution
Designs

Threshold/
Objective

Alternative

DAR-HW-3

The HWFDE shall be configured to use one
of the following authentication options:

e Arandomlygenerated passphrase
or password that meets the
minimum strength setin Appendix
D. Password/Passphrase Strength
Parametersor

e Arandomly-generated bit string
equivalentto the cryptographic
strength of the DEK contained onan
external USBtoken or

e A combination of both of the
above.

HF, HS

T=0

10.7 REQUIREMENTS FOR END USER DEVICES

Table 11: Requirements for End User Devices

Req #

Requirement Description

Solution
Designs

Threshold/
Objective

Alternative

DAR-EU-1

All EUD provisioningshallbe performed
through direct physical access.

SF, PF, HF,
HS

T=0

DAR-EU-2

The EUD’s non-volatile storage mediashall
be destroyed per NSA/CSS Storage Device
Sanitization (NSA/CSS Policy Manual 9-12),
if found afterbeinglost. (This does not
preclude havingthe device forensically
analyzed by the appropriate authority.)

SF, PF, HF,
HS

T=0

(DAR-LF-3if
LF use case
is

implement
ed)

DAR-EU-3

EUDs shall implement the Basic
Input/Output System (BIOS) security
guidelines specified in NIST SP 800-147.

SF, PF, HF,
HS

Optional

DAR-EU-4

All users shall sign an organization-defined
useragreement before beingauthorized to
use an EUD.

SF, PF, HF,
HS

T=0

DAR-EU-5

All usersshall receive an organization-
developed training course foroperatingan
EUD priorto use.

SF, PF, HF,
HS

T=0
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. .. Solution Threshold/ .
Req # Requirement Description Eo— Objective Alternative
DAR-EU-6 At a minimum, the organization-defined SF, PF, HF, T=0
useragreementshallinclude each of the HS
following:
e Consenttomonitoring
e Operational Security (OPSEC)
guidance
e Required physical protections to
employ when operatingand storing
the EUD
e Restrictionsforwhen, where, and
underwhat conditions the EUD
may be used
e Responsibility for reporting security
incidents
e Verificationof IAtraining
e Verification of appropriate
clearance
e JustificationforAccess
e Requesterinformationand
organization
e AccountExpiration Date
e User Responsibilities
e An overviewof what constitutes
positive control and the risks
associated with using the EUD after
itislost
DAR-EU-7 External USB tokens and smartcards, when SF, PF, HF, T=0
used, shall be removed fromthe EUD upon HS
or before shut downinaccordance with
AO/DAA policy.
DAR-EU-8 AO/DAA shall provide guidance on storing SF, PF, HF, T=0
and/orsecuring authentication factors. HS
DAR-EU-9 The Security Administrator (SA)shall disable | SF, HF, HS T=0
system powersaving stateson EUDs (i.e.,
sleepandhibernate).
DAR-EU-10 | The EUD shall power off aftera period of SF, HF, HS T=0

inactivity defined by the AO/DAA.
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. .. Solution Threshold/ .
Req # Requirement Description Eo— Objective Alternative
DAR-EU-11 | The EUDs shall be provisioned within a SF, PF, HF, T=0
physical environment certified to protect HS
the highest classification level of the data
stored on the device.
DAR-EU-12 | The EUD shall only be re-provisionedtothe | SF, PF, HF, T=0
same or higherclassification level of the HS
classified dataperan AO/DAA approved
process.
DAR-EU-13 | The EUD shall be reported as “lost” when SF, PF, HF, T=0 DAR-LF-2 (if
out of positive control as specified by the HS LF use case
AO/DAA. Alternate requirement DAR-LF-2 is
can only be usedif all LF requirements are implement
implemented. ed)
DAR-EU-14 | Systemfoldersshall have userwrite SF, HF T=0
permissions disabled unless authorized by
an administrator.
DAR-EU-15 | The EUD shall be protected with passive SF, PF, HF, 0] Optional
anti-tampermeasures. HS
DAR-EU-16 | The device shall be rebootedifthe EUDis HF, HS, PF, T=0
requiredtobe handled by an unauthorized | SF
party (e.g., customs).
DAR-EU-17 | The absence of any expected HF, HS, PF, T=0
authentication prompt(s) shallbe reported | SF
as possible tamperingtothe AO/DAA.
DAR-EU-18 | Whendatais nolongerneeded, itshall be HF, HS, PF, 0] Optional
overwritten orerased by secure erase tool SF
per AO/DAA guidance.
DAR-EU-19 | The EUD, when notin use outside of a HF, HS, PF, o] Optional
securedfacility, shallbe keptin an AO/DAA- | SF
approved locked container.
DAR-EU-20 | The BIOS shall be configuredtorequire a HF, HS, SF 0] Optional
password before continuing the boot
process.
DAR-EU-21 | All DARFDE componentsshall be HF, HS, SF T=0

cryptographically erased before being
reprovisioned.
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. .. Solution Threshold/ .
Req # Requirement Description Eo— Objective Alternative

DAR-EU-22 | All DAR components shall be PF 0 Optional
cryptographically erased before being
reprovisioned.

DAR-EU-23 | Systemfoldersshall have userwrite PF 0] Optional
permissions disabled unless authorized by
an administrator.

DAR-EU-24 | The EUD shall enable the BIOS/Unified HF, HS, SF 0] Optional
Extensible Firmware Interface (UEFI) (DAR-LF-6if
password. LF use case

is
implement
ed)

DAR-EU-25 | Ifthe usersuspectsthe EUD has been HF, HS, PF, 0] Optional
compromised, the EUD user shall obtain SF (DAR-LF-11
authorization from their AO/DAA priorto if LF use
use. caseis

implement
ed)

DAR-EU-26 | Each EUD shall be personalized by the end HF, HS, PF, o] Optional
user. (This should notviolate any other SF (DAR-LF-12
security features.) if LF use

caseis
implement
ed)

10.8 CONFIGURATION CHANGE DETECTION REQUIREMENT

Table 12: Configuration Change Detection Requirements
. .. Solution Threshold/ .
Req # Requirement Description Eom— Objective Alternative

DAR-CM-1 | A history of baseline configuration forall SF, PF, HF, T=0
components shall be maintained by the SA. | HS

DAR-CM-2 | An automated processshall ensure SF, PF, HF, o] Optional
configuration changes are logged. HS

DAR-CM-3 | Log messagesgenerated forconfiguration SF, PF, HF, 0 Optional
changesshallinclude the specificchanges HS

made to the configuration.
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. . Solution Threshold/ .
Req # Requirement Description Eom— Objective Alternative
DAR-CM-4 | A history of baseline configuration forall SF, PF, HF, T=0
components shall be available tothe HS
auditor.
DAR-CM-5 | Configuration change logs shall be keptfor | SF, PF, HF, T=0
an AO/DAA defined period of time. HS
10.9 REQUIREMENTS FOR DEVICE MANAGEMENT
Table 13: Requirements for Device Management
. .. Solution Threshold/ .
D
Req # Requirement Description e Objective Alternative
DAR-DM-1 | EUDs shall be physically administered. SF, PF, HF, T DAR-DM-2
HS
DAR-DM-2 | EUDs shall be remotely administered using SF, PF, HF, 0] DAR-DM-1
an NSA-approved DIT protection solution HS
(e.g., NSA Certified Product or CSfC
approvedsolution).
DAR-DM-3 | Administration workstations shallbe SF, PF, HF, T=0
dedicated forthe purposesgiveninthe CP. | HS
DAR-DM-4 | Administration workstations shallphysically | SF, PF, HF, T=0
reside within a protected facility where CSfC | HS
solution(s) are managed.
DAR-DM-5 | Administration workstations shallbe SF, PF, HF, T=0
physically separated from workstations HS
used to manage non-CSfCsolutions.
DAR-DM-6 | Onlyauthorized SAs (See Section 12) shall SF, PF, HF, T=0
be allowed to administerthe DAR HS
Components.
10.10 AUDITING REQUIREMENTS
Table 14: Auditing Requirements
. .. Solution Threshold/ .
Req # Requirement Description Designs Objective Alternative
DAR-AU-1 | EUDs shall be inspected for malicious SF, PF, HF, T=0 DAR-LF-7
physical changesinaccordance with HS

AO/DAA defined policy.
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. . Solution Threshold/ .
Req # Requirement Description Eom— Objective Alternative
DAR-AU-2 | The EUDs shall be configuredto generate SF, PF, HF, 0] Optional
an auditrecord of the following events: HS
e Start-up and shutdown of any
platform audit functions.
e All administrative actions affecting
the DAR encryption components.
e Userauthentication attemptsand
success/failure of the attempts.
e Software updatestothe DAR
encryption components.
DAR-AU-3 | Auditorsshall review auditlogs foratime SF, PF, HF, T=0
period as defined by the AO/DAA. HS
DAR-AU-4 | Auditorsshall physically account forthe SF, PF, HF, T=0
EUDs afteran AO/DAA-defined time period. | HS
DAR-AU-5 | Administratorsshall periodically compare SF, PF, HF, 0] Optional
solution component configurationstoa HS
trusted baseline configuration afteran
AO/DAA-defined time period.
10.11 KEY MANAGEMENT REQUIREMENTS
Table 15: Key Management Requirements for All DAR Components
. . Solution Threshold/ .
Req # Requirement Description Designs Objective Alternative
DAR-KM-1 | The keysizesusedforeach layershallbeas | SF, PF, HF, T=0
specifiedinTable 1. HS
DAR-KM-2 | DAR solution products shall be initially SF, PF, HF, T=0
keyed within a physical environment HS
certified to protect the highest classification
level of the DAR solution.
DAR-KM-3 | The DAR solutionshall disable all key SF, PF, HF, T=0
recovery mechanisms. HS
DAR-KM-4 | Thealgorithms used foreach layershall be SF, PF, HF, T=0
as specifiedin Table 1. HS
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10.12 SUPPLY CHAIN RISK MANAGEMENT REQUIREMENTS

Table 16: Supply Chain Risk Management Requirements

Solution Threshold/

Designs Objective AT

Req # Requirement Description

DAR-SC-1 CSfCTrusted Integrators shall be employed | SF, PF, HF, 0] Optional
to architect, design, procure, integrate, test, | HS
document, field, and support the solution.

DAR-SC-2 Each componentselected fromthe CSfC HF, HS, SF, T=0
Components Listshall gothrougha Product | PF
SCRM Assessment to determine the
appropriate mitigationsforthe intended
application of the component perthe
organization’s AO/DAA- approved Product
SCRM process. (See CNSSD 505 SCRM for
additional guidance.)

10.13 LOST AND FOUND REQUIREMENTS

All of the following requirements must be metin orderto implementthe Lost and Found use case. The
Lost and Found use case coversthe scenariowhere an EUD has beenrecovered after having been out of
positive control (as defined by the AO/DAA) and the userwants to reuse the device. Thisis ahighrisk
use case andrequires anumber of additional requirements to lowerthe risk.

Note that the Lost and Found use case is optional. Ifitis notimplemented then the device cannot be
reusedifitislost. The SFsolutionis notallowed forthe Lostand Found use case.

Table 17: Lost and Found Requirements

Solution

. Threshold/Objective Alternative
Designs

Req # Requirement Description

DAR-LF-1 Organizational-developed HF, HS, PF T=0
training shall include guidance on
tamperawareness and
detection.

DAR-LF-2 The EUD shall be reported as HF, HS, PF =0 Replaces EU-
“compromised” when 13
tampering, as defined by
AO/DAA policy, is suspected.
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Req # Requirement Description SOIU.t ‘on Threshold/Objective Alternative
Designs
DAR-LF-3 The EUD and/or non-volatile HF, HS, PF T=0 Replaces
storage media, if found after DAR-EU-2

compromise, shall be destroyed
per NSA/CSS Storage Device
Sanitization (NSA/CSS Policy
Manual 9-12). (This does not
preclude havingthe device
forensically analyzed by the
appropriate authority.)

DAR-LF-4 The two layers of DAR shall use HF, HS =0
differentauthentication factors
(i.e.,Onelayermayusea
password butthe second layer
would needto use a token).

DAR-LF-5 EUDs shall use bootintegrity HF, HS =0
verificationtechnology.

DAR-LF-6 The EUD shall enable the HF, HS =0 Replaces
BIOS/Unified Extensible DAR-EU-24
Firmware Interface (UEFI)
password.

DAR-LF-7 Priorto reuse, the EUD shall HF, HS, PF =0
undergotamperdetection
inspection as established by the
AO/DAAtodetermineifthe
device hasbeentampered with
or substituted.

DAR-LF-8 The EUD, when outside of a HF, HS, PF =0
secured facility and notin use,
shall be keptout of view.

DAR-LF-9 If an unauthorized party takes HF, HS, PF =0
the EUD out of sight or performs
unknown operations the device
shall be considered
compromised.

DAR-LF-10 | When usingcommercial modes HF, HS, PF =0
of travel (i.e., non-secure), the
EUD shall stay with the traveler
and not be placedinchecked

baggage.
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Req # Requirement Description SOIU.t ‘on Threshold/Objective Alternative
Designs

DAR-LF-11 | Ifthe usersuspectsthe EUD has HF, HS, PF T=0 Replaces
been compromised, the EUD DAR-EU-25
usershall obtain authorization
fromtheir AO/DAA priorto use.

DAR-LF-12 | Each EUD shall be personalized HF, HS, PF =0 Replaces
by the end user. (This should not DAR-EU-26
violate any othersecurity
features.)

11 REQUIREMENTSSOLUTION OPERATION, MAINTENANCE, &
HANDLING

11.1 REQUIREMENTS FOR THE USE AND HANDLING OF SOLUTIONS

The following requirements shall be followed regarding the use and handling of the solution.

Table 18: Requirements for the Use and Handling of Solutions

. .. Solution Threshold/ .
Req # Requirement Description Designs Objective Alternative

DAR-GD-1 | Acquisitionand procurement SF, PF, HF, T=0

documentation shall notinclude information | HS

abouthow the equipment will be used,

including thatit will be used to protect

classified information.
DAR-GD-2 | Thesolution ownershall allow, and fully SF, PF, HF, T=0

cooperate with, NSA orits authorizedagent | HS

to performan IA compliance audit

(including, but notlimited to, inspection,

testing, observation, interviewing) of the

solutionimplementationto ensure thatit

meetsthe latestversion of the CP.
DAR-GD-3 | The AO/DAA will ensure thatacompliance SF, PF, HF, T=0

auditshall be conducted every yearagainst HS

the latestversion of the DAR CP.
DAR-GD-4 | Results of the compliance auditshall be SF, PF, HF, T=0

provided to and reviewed by the AO/DAA. HS
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. _— Solution Threshold/ .
Req # Requirement Description Eo— Objective Alternative
DAR-GD-5 | Whena new, approved version of the DAR SF, PF, HF, T=0
CP ispublished by NSA, the AO/DAA shall HS
ensure compliance against thisnew CP
within 6 months.
DAR-GD-6 | Solutionimplementationinformation, which | SF, PF, HF, T=0
was provided to NSA during solution HS
registration, shall be updated every 12 (or
fewer) months (seeSection 13.3).
DAR-GD-7 | TheSA, auditor, user, and all Integrators SF, PF, HF, T=0
shall be cleared tothe highestlevel of data HS
protected by the DAR solution.
DAR-GD-8 | The SA and auditorrolesshall be performed | SF, PF, HF, T=0
by different people. HS
DAR-GD-9 | AllSAs, users, and auditors shall meetlocal SF, PF, HF, T=0
information assurance training HS
requirements.
DAR-GD- Users shall reportlost or stolen EUDs to SF, PF, HF, T=0
10 their Information System Security Officer HS
(ISSO) orchain of command as defined by
the AO/DAA.
DAR-GD- Only SAs or CSfC Trusted Integrators shall SF, PF, HF, T=0
11 performthe installation and policy HS
configuration.
DAR-GD- Security critical patches (such as Information | SF, PF, HF, T=0
12 Assurance Vulnerability Alert (IAVAs)) shall HS
be tested and subsequently applied to all
componentsinthe solutioninaccordance
with local policy and this CP.
DAR-GD- Local policy shall dictate how the SA will SF, PF, HF, T=0
13 install patchesto solution components. HS
DAR-GD- All DAR components shall be updated using | SF, PF, HF, T=0
14 digitally signed updates provided by the HS
vendor.
DAR-GD- All authorized users shall have the ability to SF, PF, HF, 0] Optional
15 CE keys for both layers. HS
DAR-GD- When using an FE Product, the user must SF, PF, HF T=0
16 ensure that no classified datashall be put

intothe file’s metadata (e.g., filename).
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. .. Solution Threshold/ .
Req # Requirement Description Eo— Objective Alternative
DAR-GD- Withdrawn
17
DAR-GD- Withdrawn
18
DAR-GD- AO/DAA shall define loss of positive control SF, PF, HF, T=0
19 for each use case. HS

11.2 REQUIREMENTS FOR INCIDENT REPORTING
Table 19 lists requirements to report security incidents to NSA regarding incidents affecting the solution.
These reportingrequirements are intended to augment, notreplace, any incident reporting procedures
alreadyin use within the solution owner’s organization. Itis critical that SAs and auditors are familiar

with maintaining the solutionin accordance with this CP. Based on familiarity with the known-good
configuration of the solution, personnel responsible for Operations and Maintenance (O&M) will be
betterequipped toidentify reportable incidents.

For the purposes of incident reporting, “malicious” activity includes not only events that have been
attributed to activity by an adversary, but also any events that are unexplained. In otherwords, an
activityisassumed to be malicious unlessit has been determined to be the result of known non-

malicious activity.

Table 19 only provides requirements directly related to the incident reporting process. See Section 10.10
for requirements supporting detection of events that may reveal thata reportable incident has

occurred.
Table 19: Incident Reporting Requirements
. . Solution Threshold/ .
Req # Requirement Description Eom— Objective Alternative
DAR-RP-1 | Reporta securityfailure inany of the CSfC SF, PF, HF, T=0
DAR solution components. HS
DAR-RP-2 | Reportany malicious configuration changes SF, PF, HF, T=0
to the DAR components. HS
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Req # Requirement Description %c::itg':: Tg;?::t?‘llil Alternative
DAR-RP-3 | Reportany evidence of acompromise of SF, PF, HF, T=0
classified data caused by a failure of the CSfC | HS
DAR solution. Compromise, in this context,
includesreportingreal or perceived access
to classified data(e.g., user oradministrator
access that occurs without proper
authentication orthrough the use of
incorrect credentials.)
DAR-RP-4 | Reportany evidence of malicious physical SF, PF, HF, T=0
tampering (e.g., missing or mis-installed HS
parts) with solution components.
DAR-RP-5 | Confirmedincidents meetingthe criteriain SF, PF, HF, T=0
DAR-RP-1through DAR-RP-4shall be HS
reported within 24 hours of detectionvia
JointIncident Management System (JIMS) or
contacting NSA as specifiedinthe CSfC
Registration Letter.
DAR-RP-6 | Ata minimum,the organizationshall provide | SF, PF, HF, T=0
the followinginformation when reporting HS

securityincidents:

e (CSfCRegistration Number

e Pointof Contact (POC) name, phone,
email

e Alternate POCname, phone, email

e (Classification level of affected
solution

e Affected component(s)
manufacturer/vendor

e Affected component(s) model
number

o Affected component(s) version
number

e Date andtime of incident

e Descriptionofincident

e Description of remediation activities

e IsTechnical Supportfrom NSA
requested?(Yes/No)
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12 ROLE-BASED PERSONNEL REQUIREMENTS

The rolesrequired toadministerand maintain the solution are detailed below, along with doctrinal
requirements forthese roles.

End User—An end user may operate an EUD from physical locations not owned, operated, or controlled
by the Government. The end user shall be responsible for operatingthe EUD in accordance with this CP
and an organization-defined user agreement. End user dutiesinclude, butare notlimitedtothe
following:

1. Ensuringthat the EUD isonlyoperatedin physical spaces that comply with the end user
agreement.

2. Alertingthe Security Administratorimmediately upon an EUD beinglost, stolen, or suspected of
beingtampered with.

Security Administrator— The SA shall be responsible for maintaining, monitoring, and controlling all
security functions for the entire suite of products composing the DAR solution. Security Administrator
dutiesinclude, butare not limited to the following:

1. Ensuringthat the latestsecurity critical software patches and updates (such as IAVAs) are
appliedtoeach productin a timelyfashion.

2. Documentingandreporting security-related incidents to the appropriate authorities.

3. Coordinatingand supporting product logisticsupport activities includingintegration and
maintenance. Ensuring that the implemented DAR solution remains compliant with the latest
version of the CP.

4. Provisioningand maintaining EUDs in accordance with this CP.

Auditor - The auditorshall be responsible forreviewing the actions performed by the SA and events
recordedinthe auditlogs to ensure that no action or eventrepresents acompromise of the DAR
solution. The role of auditor and SA shall not be performed by the same individual. Auditorduties
include butare not limited to the following:

1. Reviewing, managing, controlling,and maintaining security audit log data.
2. Documentingandreportingsecurity-related incidents to the appropriate authorities.
3. Theauditorwill be given authority to access all audit records.

Integrator — Integrator duties mayinclude but are not limited to the following:

1. Acquiringthe productsthatcompose the solution.
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2. Configuringthe DAR solutioninaccordance withthe CP.
3. Testingthe DARsolution.

4. Documentingthe solution andits compliance to the CP.
5. Troubleshootingthe solution.

In certain cases, an external integrator may be used toimplementa DAR solution based onthe CP. A
CSfCTrusted Integratoris one such entity. The use of CSfC Trusted Integrators although notrequired, is

highly recommended. A CSfCTrusted Integratoris defined as a selected organization that has
demonstrated competency in:

1. Systemintegration.

2. Thetechnologiestobeintegrated.

3. Formaltesting processes.

4. Evidence generation forsystem authorization.

Chosen CSfCTrusted Integrator applicants are required to sign a Memorandum of Agreement (MoA)
with NSA.

13 INFORMATION TO SUPPORT AO/DAA

This section details items that likely will be necessary for the customerto obtain approval fromthe
system AO/DAA. The customerand AO/DAA have obligations to perform the following:

e The customer, possibly with supportfrom an Integrator, instantiates a solution implementation
that follows the NSA-approved CP.

e Thecustomerhas a testingteam develop atest planand perform testing of the DAR solution,
see Section 13.1.

e The customerhas system assessment and authorization performed using the risk assessment
(RA) information referenced in Section 13.2.

e The customerprovidesthe resultsfromtestingand from system assessment and authorization
to the AO/DAAforuse in making an approval decision. The AO/DAA is ultimately responsible for
ensuringthatall requirementsfromthe CP have been properly implemented. NSA publishes
compliance matrixes requiring ashort description of how requirements are met. NSA
recommends thatthe AO/DAA require the compliance matrix as part of their body of evidence.

e The customerregisters the solution with NSA and re-registers yearly to validateits continued
use as detailedin Section 13.3. NSA publishesregistration forms at http://www.nsa.gov.
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e Customerswhowantto use a variant of the solution detailed in this CP will contact NSA earlyin
theirdesign phase to determine ways to obtain NSA approval.

e The AO/DAA will ensure thatacompliance auditshall be conducted every year against the latest
version of the DARCP, and the resultsshall be provided to the AO/DAA.

13.1 SOLUTION TESTING

Thissection providesaframework fora Testand Evaluation (T&E) plan and procedures to validate the
implementation of a DAR solution. This T&E will be a critical part of the approval process for the
AOQ/DAA, providing arobust body of evidence that shows compliance with this CP.

The security features and operational capabilities associated with the use of the solution shall be tested.
The followingisageneral, high-level methodology for developing the test plan and procedures and for
the execution of those procedures to validate the implementation and functionality of the DARso lution.
The entire solution, toinclude each componentdescribed in Section 5, is addressed by this test plan.

1. Setup the baseline network design and configure all components.

2. Documentthe baseline network design configuration. Include product model and serial
numbers, and software version numbers as a minimum.

3. Developatestplanforthe specificimplementation using the test objectives from Section 14.
Any additional requirements imposed by the local AO/DAA should also be tested, and the test
planshallinclude tests to ensure that these requirements do not interfere with the security of
thissolution as describedinthis CP.

4. Performtestingusingthe testplanderivedin Step 3. System testing will consist of both black
box testing and gray box testing. Atwo-persontesting approach should be used to administer
the tests. Duringtest execution, security and non-security related discrepancies with the
solution shall be documented.

5. Compile findings, toinclude comments and vulnerability details as well as possible
countermeasure information, into afinal test report to be delivered to the AO/DAA for approval
of the solution.

6. Thefollowingtestingrequirementhasbeen developedto ensure thatthe DARsolution
functions properly and meets the configuration requirements from Section 8. Testing of these
requirements should be used asa minimum framework for the development of the detailed test
planand procedures.
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Table 20: Test Requirements

. . Solution Threshold/ .
Req # Requirement Description P Objective Alternative
DAR-TR-1 | The organizationimplementing the CP shall HF, HS, PF, T=0
performall tests listed in Section 14. SF

13.2 RISK ASSESSMENT

The RA of the DAR solution presented in this CP focuses on the types of attacks that are feasible against
this solution and the mitigations that can be employed. Customers should contact their NSA/IAD
CustomerAdvocate torequestthe RA, or visitthe Secret Internet Protocol Router Network (SIPRNet)
CSfCsite forinformation. The process for obtaining the RAis available onthe SIPRNet CSfC website. The
AO/DAA shall be provided a copy of the NSA RA for their considerationin approving the use of the
solution.

13.3 REGISTRATION OF SOLUTIONS

All customers using CSfCsolutions to protectinformation on NSS shall register their solution with NSA
priorto operational use. Customers will provide their compliance checklists and registration forms to
NSA. Thisregistration willallow NSA to track where DAR CP solutions are instantiated and to provide
AO/DAAs atthose sites with appropriate information, including all significant vulnerabilities that may be
discoveredin components or high-level designs approved for these solutions. The CSfCsolution
registration process, as well as the compliance matrices and registration forms, are available at
http://www.nsa.gov/ia/programs/csfc_program.

Solutionregistrations are valid for one year, at which time customers are required tore-register their
solutioninorderto continue usingit. Approved CPs will be reviewed twice ayear, oras events warrant.
Registered users of this CP will be notified when an updated versionis published. When anew version of
this CP that has been approved by the IAD Director is published, customers will have sixmonths to bring
theirsolutionsinto compliance with the new version and re-registerthem (seerequirement DAR-GD-5).
Customersare alsorequired to update theirregistrations whenever the information provided on the
registration form changes.

14 TESTING REQUIREMENTS

This section contains the specifictests that allow the Security Administrator or Integratorto ensure they
have properly configured the solution. As defined in Section 8, in orderto comply with this CP, a solution
must, at a minimum, implement all Threshold requirements associated with each of the capabilities it
supports, and should implement the Objective requirements associated with those capabilities where
feasible. These tests may also be used to provide evidence to the AO/DAA regarding compliance of the
solution within this CP. Note that the details of the procedures are the responsibility of the final
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developerofthe test planin accordance with AO/DAA-approved network procedures. The AO/DAA is
ultimately responsible for ensuring that all requirements from the CP have been properly implemented.

14.1 COMPONENT SELECTION
This section contains a procedure to verify that all components were selected to ensure independence
inseveral important features.

Requirements being tested: DAR-PS-1through DAR-PS-3, DAR-PS-5through DAR-PS-7 and DAR-SC-2.
Procedure Description:
1. ForeachDAR layer, performthe following:
a. Verifythatthe FE ison thelist of FEs onthe CSfC Components List. (DAR-PS-1)
b. Verifythatthe SWFDE is on the list of FDEs on the CSfC Components List. (DAR-PS-2)

c. Verifythe products usedforthe PE layerare on the list of PE products on the CSfC
Components List. (DAR-PS-6)

d. Verifythe products usedforthe HWFDE layerare onthe list of HWFDEs on the CSfC
Components List (DAR-PS-7)

e. Verifythatthatthe twolayers either come from differentindependent manufacturers
or that NSA has determined that sufficientimplementation independence exists. (DAR-
PS-3 and DAR-PS-5)

f. Verifythateach componentselected fromthe CSfCComponents List goes througha
Product Supply Chain Threat Assessment to determinethe appropriate mitigations for
the intended application of the component perthe organization’s AO/DAA approved
Product Supply Chain Threat Assessment process. (See CNSSD 505 SCRM for additional
guidance.) (DAR-SC-2)

Expected Results:

The results of the inspection should reveal that the DAR Solution components conform to the DAR CP.

14.2 END USER DEVICE CONFIGURATIONS
This section contains procedures to ensure thatthe configurations forall the EUDs in the DAR solution
follow the requirementsinthis CP.

Requirements being tested: DAR-CR-12through DAR-CR-14, DAR-EU-1, DAR-EU-3, DAR-EU-7 through
DAR-EU-13, DAR-EU-15 through DAR-EU-22, DAR-EU-24, DAR-EU-25, DAR-SR-3, DAR-DM-1through DAR-
DM-6, DAR-LF-5, DAR-LF-6and DAR-LF-11.
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Procedure Description:

1. ForeachEUD, performthe following:

a. Ensurethattheimplementingorganization policy statesthat provisioningthe EUD takes
placeina facility thatis at least equal to the highest classification level DAR solution and
done through direct physical access. (DAR-EU-1and DAR-EU-11)

b. Inspectthe EUD to ensure passive anti-tamper measures are in place foreach EUD.
(DAR-EU-15)

c. Inspectthe EUD’s BIOS inorderto verify thatthe BIOS complies with the security
guidelines foundin NIST-SP 800-147. (DAR-EU-3)

d. Inspectthe EUD to verify that bootintegrity verification technology is enforced. (DAR-
LF-5)

e. Inspectthe EUD to ensure the BIOS/UEFI password isenabled. (DAR-LF-6, DAR-EU-24)

f. Ifapplicable, ensurethe BIOSis configuredtorequire apassword before continuingthe
boot process. (DAR-EU-20)

g. Ensurethat all system powerstates on EUDs are disabled by the SA (i.e., sleepand
hibernate). (DAR-EU-9)

h. Ensurethe EUD is configured to shutdown aftera period of inactivity defined by the
AO/DAA. (DAR-EU-10)

i. Ensurethe EUD is only re-provisioned tothe same or higher classification level of the
classified dataperan AO/DAA-approved process. (DAR-EU-12)

j. Ensure all componentsare cryptographically erased before being reprovisioned. (DAR-
EU-21,22)

k. Verifyanauthorizedsecure erase tool is utilized to overwrite data thatis nolonger
needed. (DAR-EU-18)

I.  Verifythatthe implementing organization policy states thatan EUD is considered and
shall be reported as “lost” if out of positive control as specified by the AO/DAA. (DAR-
EU-13)

m. Verify thatthe implementing organization policy states thatif the usersuspects thatthe
EUD has been compromised that AO/DAA authorization to use is mandatory priorto
use. (DAR-EU-25, DAR-LF-11)

Verify that the EUD has unique useraccounts for each user. (DAR-SR-3)

0. Ensurethatonlyauthorized security administrators are allowed to administer the DAR
components. (DAR-DM-6)

p. Ensurethat EUDs are physically administered and that procedures are in place to
performthis. (DAR-DM-1)

g. Ensurethat EUDs are remotely administered usingan NSA-approved DIT protection
solution (e.g., NSA Certified Product or CSfC approved solution). (DAR-DM-2)

r. Ensurethat Administration Workstations are dedicated and physically separated from
workstations used to manage non-CSfCsolutions. (DAR-DM-3, DAR-DM-5)
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s. Ensurethat Administration Workstations physically reside within a protected facility
where CSfCsolution(s) are managed. (DAR-DM-4)

2. Ifthe EUD requires any external authentication factors, performthe following:

a. Ensuretheimplementingorganization policy states that USBtokens and Smartcards,
when used, shall be removed from the EUD upon or before shut down in accordance
with AO/DAA policy. (DAR-EU-7)

b. Ensurethat the AO/DAA provides guidance on storing and securing authentication
factors. (DAR-EU-8)

c. Ensuretheabsence of any expected authentication prompts are reported as possible
tamperingtothe AO/DAA. (DAR-EU-17)

3. Ifthe EUD isto be used outside of a secured facility:

a. Ensurethatthetwo layers of DAR are using different authentication methods. (DAR-CR-
12, DAR-CR-13)

b. Alternatively, ensureatleastone DARlayeruses multi-factorauthentication. (DAR-CR-
14)

c. Ensurean AO/DAA approved locked containeris provided forthe storage of the EUD
when notin use outside of asecured facility. (DAR-EU-19)

d. Ensurethe EUD isrebooted afterbeing handled by an unauthorized party. (e.g.,
customs) (DAR-EU-16)

Expected Results:

For Step 1, all EUDs should be configured properly. ForStep 2, an EUD utilizing atoken should follow
organizational policy for handling and storing authentication factors. For Step 3, the EUD should
provide for different or multiple authentication factors or storage containers.

14.3 DAR COMPONENT CONFIGURATION
This section contains procedures to ensure thatthe configurations forall the DAR Componentsinthe
DAR solution follow requirements given in this CP.

Requirements being tested: DAR-SR-1, DAR-SR-2, DAR-SR-7, DAR-CR-1through DAR-CR-11, DAR-EU-
14,DAR-EU-23, DAR-SW-1through DAR-SW-3, DAR-FE-1, DAR-FE-2, DAR-HW-1through DAR-HW-3, DAR-
GD-15, DAR-KM-1, DAR-KM-3 and DAR-KM-4, DAR-PE-1through DAR-PE-5.

Procedure Description:
1. ForeachDAR componentinthe solution, perform the following:
a. Obtainthe current configuration forthe DAR Component.

b. Verifythatall defaultaccounts, passwords, community strings, and other default access

control mechanisms are changed or removed. (DAR-SR-1)
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c. Verifythatthe componentisconfigured accordingtolocal policy and U.S. Government
guidance (e.g., NSA Guidelines). Inthe event of conflict between the requirementsin
this CP and local policy, the CSfC PMO must be contacted. (DAR-SR-2)

d. Reviewdocumentation to verify all default encryption keys have been changed before
the componentisused. (DAR-CR-1)

e. Verifythatthe userauthentication credentials foreach DAR layer mechanismtype are
unique. (DAR-CR-2)

f. Ensurethat DAR components use algorithms forencryption selected from Table 1,
which are approved to protect the highest classification level of the data. (DAR-CR-3)

g. Enterthe numberoffailed attemptsasdefined by the AO/DAAto ensure thatthe useris
locked outand is not allowed any furtherauthentication attempts. (DAR-CR-4)

h. Enter the numberof wrong passwords consecutively as defined by the AO/DAA and
verify that the Data Encryption Key (DEK) is cryptographically erased by each DAR layer.
(DAR-CR-5)

i. Ensure each DARcomponentgeneratesits ownsymmetricencryption keys. (DAR-CR-6)

j-  Ensure that each DAR componentis configured toenable only an administratorto
disable DAR component. (DAR-CR-7)

k. Ensure that all components have DAR protections enabled at all times after
provisioning. (DAR-CR-8)

I.  Ensurethat all components encryptall selected classified data. (DAR-CR-9)

m. Ensure that all CSfC components are implemented (configured) using only their NIAP-
approved configuration settings. (DAR-CR-10)

n. Ensurethat all keysizes used forthe DAR components use the algorithms as specifiedin
Table 1. (DAR-KM-1)

o. Verifythatall keyrecovery mechanisms are disabled. (DAR-KM-3)

p. Ensure that all algorithms used forthe DAR components use the algorithms as specified
inTable 1. (DAR-KM-4)

2. Foreach SWFDE componentinthe solution, performthe following:

a. Verifythe SWFDE uses CBC, GCM, or XEX-based tweaked-codebook mode with cipher
teststealing (XTS) forencryption. (DAR-SW-1, DAR-SW-2)
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b. Verifythat SWFDEis configured to use one of the following authentication options
(DAR-SW-3):

i. Arandomlygenerated passphrase or password that meets the minimum
strength setin Appendix D. Password/Passphrase Strength Parameters.

ii. Arandomly-generated bitstringequivalentto the cryptovariable strength of the
DEK contained on an external USBtoken.

iii. A combination of both of the above.
3. ForeachFE componentinthe solution, perform the following:

a. Verifythatuserwrite permissionsto systemfolders are disabled unless authorized by an
administrator. (DAR-EU-14, DAR-EU-23)

b. Verifythatonly CBCor XTS are utilized forencryption. (DAR-FE-1)

c. Ensurethat the cryptographicerasure of all cryptographickeys isenabled per AO/DAA
guidelines. (DAR-GD-15)

d. Verifythateachuseris restricted totheirdesignated userfolder. (DAR-CR-11)
e. Verifythatthe FE usesone of the following authentication options (DAR-FE-2):

i. A passphrase orpassword with the length and complexity definedin Appendix
D. Password/Passphrase Strength Parameters.

ii. Anexternal smartcard orsoftware capability containing a software certificate
with RSA or ECC key pairs.

4. ForeachPE componentinthe solution, performthe following:

a. Verifythatthe “wipe sensitivedata” functionis enabled forimported or self-generated
keys/secrets and/or otherclassified data. (DAR-PE-1)

b. Verifythatthe encryption algorithms being usedare CBC, GCM or XTS. (DAR-PE-2
and/or DAR-PE-3)

c. Ensurethat the implementing organization AO/DAA provides policy to the user
determining when dataand/orkeys need to be wiped. (DAR-PE-4)

d. Verifythat PEcomponentacceptsa password, passphrase, or pin with the length and
complexity defined by the AO/DAA. (DAR-PE-5)
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5. For each HWFDE componentinthe solution, performthe following:

a. Verifythatthe encryption algorithms being used are CBC or XTS. (DAR-HW-1and/or
DAR-HW-2)

b. Verifythat HWFDE is configured to use one of the following authentication options
(DAR-HW-3):

i. Arandomlygenerated passphrase or password that meets the minimum
strength setin Appendix D. Password/Passphrase Strength Parameters.

ii. Arandomly-generated bitstring equivalentto the cryptovariable strength of the
DEK contained on an external USB token.

iii. A combination of the above.

6. Ifapplicable,verify atleast one layerusesatrusted platform module for cryptographickey
storage. (DAR-SR-7)

Expected Results:

For Step 1, verify thatall DAR components are properly configured and operating correctly. ForStep 2,
verify thatthe SWFDE DAR componentis properly configured and operating correctly. For Step 3, verify
that the FE DAR componentis properly configured and operating correctly. For Step 4, verify thatall PE
DAR components within this solution are properly configured and operating correctly. ForStep5, verify
that all HWFDE DAR components are properly configured and operating correctly. ForStep 6, verify that
thereisat leastone layer usinga trusted platform module for cryptographickey storage.

14.4 CONFIGURATION CHANGE DETECTION
This section contains procedures to ensure that changes made to any of the DAR Component
configurations are detected by the Configuration Change Detection tool.

Requirements being tested: DAR-CM-1through DAR-CM-5, DAR-AU-5.
Procedure Description:

1. Thefollowingstepsshallbe performed foreach of the DAR Components within the solution.
a. Ensurethat a baseline configuration forall componentsis maintained by the Security
Administratorandis made available to the Auditor. (DAR-CM-1, DAR-CM-4)
b. Verifythatproceduresare inplace foradministrators to periodically compare solution
component configurations to atrusted baseline configuration afteran AO/DAA-defined
time period. (DAR-AU-5)
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c. Ensurethat an automated processis enabledtologall configuration changes. (DAR-CM-
2)

d. Make a configuration change. Lookinthe auditlogto verify thata logentry has been
generated about the configuration change and that the specificchanges are properly
recorded. Dothis several timeswith different types of changes, and then returnto the
initial configuration to complete. (DAR-CM-3)

e. Ensurethat a baselineconfiguration forall componentsis maintained by the Security
Administratorand is retained forthe time period as specified by the AO/DAA. (DAR-CM-
5)

f. Ensurethat configuration change logs are is maintained by the Security Administrator
and stored forthe period of time as defined by the AO/DAA defined. (DAR-CM-5)

Expected Results:

The Auditorwill validatethe baseline configuration was stored in Step 1a. In Step 1d, there should be a
logentry created for each configuration change in the auditlogincluding the actual configuration
change.

14.5 AuDIT
This section contains procedures forensuring audit events are detected; the properinformationis
loggedforeachevent.

Requirements being tested: DAR-AU-1through DAR-AU-4.
Procedure Description:

1. Verifythat EUDs are inspected for malicious physical changesin accordance with AO/DAA
defined policy. (DAR-AU-1)

2. Examplesfortestingthe abilityof each DAR Componenttoauditand logaudit events specified
inthe CP are given below. Verify that foreach eventlogged, the applicable dataregardingthe
eventisrecordedforthe logentry. (DAR-AU-2)

a. Startup and shutdownthe EUD and any platforms therein that operate independently.
Review the auditlogs to verify that the start-up and shutdown events are recorded.

b. Verifythatanyactionstaken as an administrator affectingthe DAR encryption
components are logged.

c. Authenticate to both layersonthe EUD successfully. Thenlogoutand attempttore-
authenticate to both layers but purposely enterthe wrong authentication credentials.
Review the auditlogs to verify the success/failure of authentication attempts.
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d. Sendsoftware updatestothe DARencryption componentstoverify that the updates
are recordedinthe auditlog.

3. Inspectthe organization’simplementation policy to verify thatit states how often auditlogs
shall be reviewed by the Auditor per an AO/DAA defined time period. (DAR-AU-3)

4. Inspectthe organization’simplementing policy to verify how often the Auditor shall physically
account forall EUDs in the DAR solution per an AO/DAA-defined time period. (DAR-AU-4)

Expected Results:

For Step 1, a procedureisin place to inspect EUDs for malicious physical changes. For Step 2, all
occurrences of auditable events given should generate an entry in the auditlog. For Steps 3 and 4,
ensure thatthe implementing organization has a policy that complies with those requirements.

14.6 KEY MANAGEMENT
This section contains procedures to ensure that the generation and management of keys usedin the
DAR solution follow the requirements given in this CP.

Requirements being tested: DAR-KM-2.
Procedure Description:

1. Verifythatthe DAR Componentsare initially keyed within a physical environment certified to
protect the highest classification level of the DAR solution. (DAR-KM-2)

Expected Results:

All DAR Components should be keyed properly according to the requirements found in this CP.

14.7 IMPLEMENTATION OF GUIDANCE

This section ensures thatthere are proceduresin place and/orthat procedures were followed regarding
the procurement of products and use of the DAR solution. Italso ensuresthe personnel arein place to
manage and administerthis solution following the guidelines givenin the CP.

Requirements being tested: DAR-GD-1through DAR-GD-16, DAR-GD-19, DAR-EU-2, DAR-EU-4 through
DAR-EU-6, DAR-EU-26, DAR-SR-4through DAR-SR-6, DAR-SR-8, DAR-LF-1through DAR-LF-4, DAR-LF-7
through DAR-LF-12 and DAR-SC-1.

Procedure Description:

1. Verifythatthe use and handlingrequirements given in DAR-GD-1through DAR-GD-4, DAR-GD-7
through DAR-GE-19, DAR-EU-2, and DAR-LF-2through DAR-LF-4and DAR-LF-7through DAR-LF-
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12 are currentlyin place and known to the users. (DAR-GD-1through DAR-GD-19, DAR-EU-2,
DAR-EU-26, DAR-LF-2through DAR-LF-4, and DAR-LF-7through DAR-LF-12)

2. Verifythatif the Lost and Found use case has beenimplemented that the Lostand Found
requirements contained in Table 17 are implemented. (DAR-SR-8)

3. Verifythatthe AO/DAA guidance and proceduresforwhen cryptographic erase should be
implemented have been provided. (DAR-SR-5, DAR-SR-6)

4. Ensurethat the implementing organization policy states thatall users are required tosignan
organization-defined useragreement before being authorized to use an EUD. (DAR-EU-4)

5. Verifythatthe implementing organization has atraining programin place for usersto receive
priorto operatingan EUD. (DAR-EU-5and DAR-SR-4)

6. Verifythat,ata minimum, the organization-defined useragreementincludes each of the
following (DAR-EU-6):

a. Consenttomonitoring

b. OPSECguidance

c. Required physical protectionsto employ when operating and storing the EUD
d. Restrictionsforwhenandwhere the EUD may be used
e. Responsibility forreporting security incidents

f. Verification of IATraining

g. Verification of appropriate clearance

h. Justification foraccess

i. Requesterinformationand organization

j.  Accountexpiration date

k. Userresponsibilities

I. An overviewof what constitutes positive control and the risks associated with using the
EUD afteritislost

7. Verifythat Organizational-developed trainingincludes guidance on tamper-awareness and
detection. (DAR-LF-1)
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8. Verifywhetherornot CSfCTrusted Integrators were employed to architect, design, integrate,
test, document, field, and support solution. (DAR-SC-1)

9. Verifythe solution ownerand AO/DAA are aware that when new versions of the DARCP are
published by NSA, the AO/DAAshall ensure compliance against this new CP within 6months.
(DAR-GD-5)

10. Verify the solution ownerand the AO/DAA are aware they shall provide updated solution
information on ayearly basis. (DAR-GD-6)

Expected Results:

For Steps1and 2, all of these procedures have beenfollowed orarein place. ForSteps 3-5, the users
are aware of theirrolesand responsibilities with respect to the use of the EUD. For Step 6, confirming
whetherornot CSfCTrusted Integrators were employed as appropriate.

14.8 INCIDENT REPORTING GUIDANCE
This section ensures that procedures are followed regardingincident reportingto NSAinthe eventa
solution owneridentifies a security incident which affects the solution.

Requirements being tested: DAR-RP-1through DAR-RP-6.
Procedure Description:

1. Verifythatthe requirementsforreporting security incidents to NSA givenin DAR-RP-1through
DAR-RP-6are currentlyin place and known to the users. (DAR-RP-1through DAR-RP-6)

Expected Results:

For Step 1, all of these procedures have been followed orare in place.

14.9 SOLUTION FUNCTIONALITY
This section contains a procedure forensuring the implementing organization complies with the testing
requirements.

Requirements being tested: DAR-TR-1.
Procedure Description:

1. Theimplementing organization’s AO willinspectthe testreportinorderto ensure all testing
requirements have been met (DAR-TR-1).

Expected Results:

The report will ensure that the implementing organization complies with the testing requirements.
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APPENDIX A. GLOSSARY OF TERMS

Administration Workstation - This device iscommonly used forlogging, configuration review, and
management of the EUD.

Assessment - The technical evaluation of asystem’s security features performed as part of, andin
support of, the approval/accreditation process that establishes the extent to which a particular
computersystems design and implementation meet a set of specified security requirements.

Assessment and Authorization - A comprehensive assessment of the management, operational, and
technical security controlsin aninformation system, made in support of security accreditation, to
determine the extentto which the controls are implemented correctly, operatingasintended, and
producingthe desired outcome with respect to meeting the security requirements forthe system. In
conjunction with the official management decision given by asenioragency officialto authorize
operation of an information system and to explicitly accept the risk to agency operations (including
mission, functions, image, orreputation), agency assets, orindividuals, based on the implementation of
an agreed-upon set of security controls. (NIST 800-37)

Assurance - A measure of confidence that the security features, practices, procedures, and architecture
of an information system accurately mediates and enforces the security policy.

Audit - The activity of monitoring the operation of a product from within the product. Itincludes
monitoring of aproduct for a set of pre-determined events. Each audit event may indicate rogue
behavior, ora condition thatis detrimental to security, or provide necessary forensics to identify the
source of rouge behavior.

Authentication - The process of confirming the identity of auser.

Authorization - The official management decision given by asenioragency official to authorize
operation of an information system and to explicitly acceptthe risk to agency operations (including
mission, functions, image, or reputation), agency assets, orindividuals, based on the implementation of
an agreed-upon set of security controls (NIST 800-37). It can also be the decisiontoallow ordenya
subjectaccessto an object. Forexample, afterauserhas been authenticated, authorization determines
if the user has the rightsto perform specificactions onthe device.

Boot Integrity Verification - These features ensure no code is executed during the boot process that has
not firstbeen verified foritsintegrity and authenticity. Each stepin the boot process should verify the
integrity of the next piece of code to execute beforehanding execution overtoit. In currentPC
technology, this operatesintwo stages. First, the integrity and authenticity of the firmware is verified
usinga platform/vendor specifictechnology. Second, UEFI secure boot verifies the option ROMs and the
OS loader before executionis handed overto the operating system.

March 2016




Capability Package (CP) - The set of guidance provided by NSA that describes recommended approaches
to composing COTS components to protect classified information for a particular class of security
problem. This package will point to potential products that can be used as part of this solution.

Committee on National Security Systems Policy No. 15 (CNSSP-15) - Policy specifies which public
standards may be used forcryptographicprotocol and algorithm interoperability to protect National
Security Systems (NSS).

Compromise - Any computing resource whose confidentiality, integrity, or availability has been
adverselyimpacted, eitherintentionally orunintentionally.

Cryptographic Erase - The process of sanitizing all dataon a device.
DAR Component - Consists of a componentthatis part of the DARsolution (e.g., HWFDE, SWFDE, PE).
DAR Solution - ADAR Solution consists of two layered components (e.g., HWFDE and SWFDE).

Designated Approving Authority (DAA) - The official with the authority to formally assume
responsibility foropeningasystematan acceptable level of risk, synonymous with designating
accrediting authority and delegated accrediting authority. (CNSSI 4009)

End User Device (EUD) - Any computing orstorage device that can store data onit whenitis powered
off.

Federal Information Processing Standards (FIPS) - A set of standards that describes the handlingand
processing of information within governmentalagencies.

File Encryption (FE) - File encryptionisthe process of encryptingindividual files or sets of files onan EUD
and permitting access tothe encrypted data only after properauthenticationis provided.

Found Device - A lost device that has beenrecovered. (See Lost Device definition.)

Full Disk Encryption (FDE) - Also known as whole disk encryption, is the process of encryptingall the
data on the hard drive used to boot a computer, including the computer’s OS, and permitting access to
the data only aftersuccessful authentication to the FDE product.

(HF) - DAR solution architecture thatlayers FEon top of HWFDE.
(HS) - DAR solution architecture thatlayers SWFDE on top of HWFDE.

IA-Enabled Information Technology Product - Product or technology whose primary roleis not security,
but which provides security services as an associated feature of itsintended operating capabilities.
Examplesincludesuch products as security-enabled web browsers, screening routers, trusted operating
systems, and security enabled messaging systems.
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IA-enabled product - Product whose primary role is not security, but provides security services as an
associated feature of itsintended operating capabilities.

IA Product - Product whose primary purpose is to provide security services (e.g. confidentiality,
authentication, integrity, access control, non-repudiation of data); correct known vulnerabilities; and/or
provide layered defense against various categories of non-authorized or malicious penetrations of
information systems or networks.

ISV - Anindependent software vendor (ISV) is aseparate vendorthat provides a product for managinga
self-encrypting drive and provides a userinterface to the drive.

Layer - Every DAR solution protects classified datawith two layers (e.g., HWFDE, SWFDE, FE, and PE).

Lost Device - A device thatis removed from the control of the physical security procedures defined by
the AO/DAA.

Network Attached Storage (NAS) - A file-level computer data storage server connected toacomputer
network providing dataaccesstoa group of clients. ANASis a specialized computer built for storingand
servingfiles.

Passive Anti-Tamper Measures - These measure serve to deteror delay modification of an EUD. They
alsoaid in detecting attempts to modify the EUD or injectasubstitute device. Examplesinclude
personalization options such as stickers, screen savers, wall papers, or other personalization methods
which do notinterfere with the configuration of the device.

Positive Control - The AO/DAA defines whatis considered “Positive Control”.

Pre-Boot Environment (PBE) - The initial software thatis executed on start-up of the EUD that requires
a user to authenticate successfully before decrypting and booting an operating system. Thisis the layer
of authentication forthe SWFDE product.

(PE) Platform Encryption - A device that has met the requirements (and high assurance use case) of the
Mobile Device Fundamentals Protection Profile (MDF PP).

(PF) - DAR solution architecturethatlayers FE on top of PE.

Protection Profile (PP) - Adocument used as part of the certification process accordingtothe Common
Criteria. Asthe genericform of a security target, itis typically created by auseror user community and
provides animplementation independent specification of information assurance security requirements.

Rooted - The process of modifyingadevice such thatit allows users to attain administrative privileges
(i.e., rootaccess).
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Salt - A saltis random data that isadded to a one-way function which hashes a password or passphrase
inorder to defeatdictionary attacks and precomputed rainbowtables.

Secure Erase - The process of removing of all keys from a device in order to make decryption of data
infeasible.

(SF) - DAR solution architecture thatlayers FE on top of SWFDE.
Software Full Disk Encryption (SWFDE) - A software product that provides Full Disk Encryption.

Storage Area Network (SAN) - A dedicated network that provides access to consolidated, block level
data storage. SANs devices appear likelocally attached devices to the client operating system.

Supply Chain Risk Management (SCRM) - A program to establish processes and procedures to minimize
acquisition-related risks to critical acquisitions including, hardware components and software solutions
from supply chainthreats due to reliance on global sources of supply.

Unauthenticated State - The state an EUD is inwhen the identity of auser, userdevice, or other entity
has notbeenverified.

Volume - a collection of separate units of logically divided media (partition) acting as a single entity that
has been formatted with afile system.
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APPENDIX B. ACRONYMS
Acronym Definition
AES Advanced Encryption Standard
AK Authentication Key
AO Authorizing Official
AO/DAA Authorizing Official/Designated Approving Authority
ASPP Application Software Protection Profile
BIOS Basic Input/Output System
CA Client Advocate
CBC CipherBlock Chaining
CE CryptographicErase
CNSS Committee on National Security Systems
CNSSD Committee on National Security System Directive
CNSSI Committee on National Security Systems Instruction
CNSSP Committee on National Security Systems Policy
COTS Commercial Off-the-Shelf
CP Capability Package
CR Configuration Requirement
CsfC Commercial Solutions for Classified
DAA Designated Approving Authority
DAR Data-at-Rest
DEK Data Encryption Key
DIT Datain Transit
DRGB DeterministicRandom Bit Generator
DSA Digital Signature Algorithm
ECC Elliptic Curve Cryptography
ECDSA Elliptic Curve Digital Signature Algorithm
EUD End User Device
FE File Encryption
FE EP File Encryption Extended Package
FEK File Encryption Key
FDE Full Disk Encryption
FIPS Federal Information Processing Standards
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Acronym Definition
GCM Galois/Counter Mode
GD Requirements of Use and Handling of Solutions
HF HWFDE and FE
HS HWFDE and SWFDE
HWFDE Hardware Full Disk Encryption
IA Information Assurance
IAD Information Assurance Directorate
IAVA Information Assurance Vulnerability Alert
ICD Intelligence Community Directive
ICT Information and Communication Technology
IETF Internet Engineering Task Force
ISSO Information System Security Officer
ISV Independent Software Vendor
JIMS JointIncident Management System
KEK Key Encryption Key
LF Lost and Found
MDF Mobile Device Fundamentals
MoA Memorandum of Agreement
NAS Network Area Storage
NIAP National Information Assurance Partnership
NIST National Institute of Standards and Technology
NSA National Security Agency
NSS National Security Systems
NTISSI National Telecommunication and Information Systems Security Instruction
o&M Operations and Maintenance
ODNI Office of the Director of National Intelligence
OEM Original Equipment Manufacturer
OPSEC Operational Security
(0N Operating System
PBE Pre-Boot Environment
PMO Project Management Office
PE Platform Encryption
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Acronym Definition

PF PE and FE
POC Point of Contact
PP Protection Profile
PS Product Selection
PUB Publication
RFC RequestforComment
RA Risk Assessment
RAM Random Access Memory
SA Security Administrator
SAN Storage Area Network
SC Supply Chain
SCl Sensitive Compartmented Information

SCRM Supply Chain Risk Management

SED Self-Encrypting Drive
SF SWFDE and FE
SHA Secure Hash Algorithm
SIPRNet SecretInternetProtocol Router Network
SR Solution Requirements
SSD Solid State Drive
SW Software
SWFDE Software Full Disk Encryption
T&E Testand Evaluation
TR TestRequirements
TS/SCI Top Secret/Sensitive Compartmented Information
UEFI Unified Extensible Firmware Interface
UsB Universal Serial Bus
XEX XOR Encrypt XOR
XOR Exclusive OR
XTS XEX-based tweaked-codebook mode with ciphertext stealing
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APPENDIX C. CSFCINCIDENT REPORTING TEMPLATE

Point of Contact (POC) name, phone, email:

Alternate POCname, phone, email:

CSfCRegistration Number:

Classification level of affected system:

Name of affected network(s):

Affected component(s) manufacturer/vendor:

Affected component(s) model number:

Affected component(s) version number:

Date and time of incident:

Description of incident:
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Description of remediation activities:

Is Technical Supportfrom NSA Requested?
(Yes/No)




APPENDIX D. PASSWORD /PASSPHRASE STRENGTH PARAMETERS

Thisappendixisintendedto provide password and passphrase parameters for use in DAR products to
address attacks directly based on the strength of the password or passphrase. Itdescribes whatfactors
provide strength to passwords and passphrases and setsa minimum barfor use.

Strength

Entropy is used as a measure of strength for passwords and passphrases. Accordingto NISTSP800-63-2,
Electronic Authentication Guideline, entropy is a measure of the amount of uncertainty thatan attacker
facesto determine the value of the secret. Entropy is usually stated in bits; forexample, an
unpredictable password with 10bits of entropy would have 21° or 1,024 possible combinations. The
greaterthe number of possible combinations, the greaterthe amount of time on average it will take an
attackerto find the correct password or passphrase.

Random vs. User Generated

Passwords and passphrases can eitherbe generated randomly orchosen by the user. A randomly
generated value has the benefitthatit will providean objectiveamount of entropy, but can be difficult
for ausertoremember. Ausergeneratedvalue may be easiertoremember, but may be predictable,
therefore, lowering the entropy calculation reducing the strength of the password or passphrase. There
are many suggested methods forthe usergeneration of passwords; more information on these can be
foundin NISTSP800-118, Guide to Enterprise Password Management. These methods attemptto
reduce the predictability while maintaining length and memorability, but because they are user chosen
theyare all still atrisk of being predicable. If the password or passphrase is predicable, an attacker
could try a much shorterlist of common or personal values reducing the average time tofind the correct
password or passphrase. The most effective way to ensure the password or passphrase has an
appropriate amount of entropy is by applyingrandom generation. The remainder of this appendix
addresses random generation.

Randomly Generated Passwords

The strength of a password is determined by the characterset and the length. The characterset
describes the group of unique characters that may be chosento create the password, such as numbers,
lower case letters, upper case letters, special characters, etc. The length simply describesthe number of
characters chosen.

Randomly Generated Passphrases

The strength of a passphrase is determined by the numberof wordsinthe passphrase and the number
of wordsinthe word list; the pool of unique words that can be chosen for the passphrase. The word list
can be adjusted by the properties of the words itincludes, such as minimum word length, maximum
word length, and complexity (includes factors such as the difficulty of the word, capitalization, character
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substitutions, etc.) perword. Each property has a tradeoff between strength and usability. Aminimum
word length of fouris recommended to maintain the effectiveness of the passphrase. Thisis based on
entropy perword from a word list ranging from 10,000 to 450,000 and entropy percharacter froma
character setof 26. Thisensuresthe entropy persetof characters of a givenwordis greaterthanthe
entropy provided selection of aword from the word list.

Assumptions

The product isassumedto meet one of the DAR protection profiles. All password and passphrase
conditioning assumes saltingis performed, making pre-computed attacks infeasible. Asaltisa random
value thatis usedina cryptographic process to ensure that the results of the computations forone
instance cannot be reused by an attacker. The productisassumedtobe keptupto date and protection
mechanisms used in calculations cannot be bypassed.

Minimum Strength Calculations

Table 21 and Table 22 show the required minimum length of a password and passphrase given aset of
characters or words. The user must define the size of the charactersetor word listthey will use. Touse
the tables, find the value thatis less than or equal to your character set (or word list) size in the
Character Set Size (or Word List Size) column and the corresponding value in the Minimum Password
Length (or Minimum Passphrase Length) column for that row reflects the minimum password (or
passphrase) length that shall be used.

Table 21: Randomly Generated Minimum Password Length

Randomly Generated Passwords
Character Set Size Minimum Password Length
75 16
58 17
47 18
38 19
32 20
27 21
23 22
21 23
18 24
16 25
15 26
13 27
12 28
11 29
10 30
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Table 22: Randomly Generated Minimum Passphrase Length

Randomly Generated Passphrases
Minimum Passphrase

Word List Size Length
1000000 5
100000 6
20000 7
6000 8
2200 9
1000 10

User-generated passwords should follow local policy with a minimum of 14 characters. User generated
passphrases should follow local policy with a minimum of 5words.

March 2016



APPENDIX E. REFERENCES

CNSSD 505

CNSSI1253

CNSSI4004

CNSSI14009

CNSSP 15

CSfC
Components
List
CSfClIncident
Reporting

Guidelines
FE Extended
Package
FIPS 180-4
FIPS 186-4

FIPS 197

FIPS 201-2

CNSS Directive (CNSSD) Number 505, Supply Chain Risk Management
(SCRM)

CNSS Instruction No. 1253, Security Categorization and ControlSelection for
NationalSecurity Systems

Committee on National Security Systems Instruction (CNSSI) No. 4004
Destruction and Emergency Protection Procedures for COMSEC and
Classified Material

CNSS14009, Committee on National Security Systems (CNSS) Glossary
www.cnss.gov/Assets/pdf/cnssi_4009.pdf

CNSS Policy (CNSSP) Number 15, National Information Assurance Policy on
the Use of PublicStandards forthe Secure Sharing of InformationAmong
NationalSecurity Systems Committee for National Security Systems

CSfC Components List

Available on the CSfCweb page
http://www.nsa.gov/ia/programs/csfc_program

CSfCIncident Reporting Guidelines

Available on the CSfCweb page

http://www.nsa.gov/ia/programs/csfc_program

File Encryption Extended Package. www.niap-ccevs.org/pp

Federal Information Processing Standard 180-4, Secure Hash Standard (SHS)

Federal Information Processing Standard 186-3, Digital Signature Standard
(DSS), (Revision of FIPS 186-2, June 2000)

Federal Information Processing Standard 197, Advanced Encryption
Standard (AES)

Federal Information Processing Standard 201, Personal ldentity Verification
(PIV) of Federal Employees and Contractors National Institute for Standards
and Technology FIPS Publication
http://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chng 1. pdf
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MDF PP

NISTSP 800-
111

NIST SP 800-
131A

NIST SP 800-
132

NISTSP 800-
147

NIST SP 800-
56A

NIST SP 800-
56B

NIST SP 800-
56C

NIST SP 800-
63-2

NSA Suite B

NSA/CSS
Policy Manual
9-12 Storage
Device
Sanitization

SW FDE PP

Mobile Device Fundamentals Protection Profile. www.niap-ccevs.org/pp

NIST Special Publication 800-111, Guide to Storage Encryption Technologies
for End User Devices

NIST Special Publication 800-131A, Recommendation for Transitioning of
Cryptographic Algorithms and Key Lengths. E. Barker.

Recommendation for Password-Based Key Derivation

NIST Special Publication 800-147, BIOS Protection Guidelines. D. Cooper, et.
al.

NIST Special Publication 800-56A, Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography. E. Barker,
D. Johnson, and M. Smid

NIST Special Publication 800-56B, Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography. E. Barker,
et. al.

NIST Special Publication 800-56C, Recommendation for Key Derivation
through Extraction-then-Expansion. L. Chen.

NIST Special Publication 800-63-2, Electronic Authentication Guideline

NSA Guidance on Suite B Cryptography
http://www.nsa.gov/ia/programs/suiteb_cryptography/index.shtml|

https.//www.nsa.gov/ia/_files/government/MDG/NSA_CSS_Storage_Devic
e_Declassification_Manual.pdf

Software Full Disk Encryption Protection Profile. www.niap-ccevs.org/pp
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