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OP—SRERES

APPENDIX A TO BRIfISH u. S C I. AGREEMENf

Brltlsh - U.8S. Communlcatlon Intelllgence

Security and Dissemination Regulations

General

1. -Thése regulations shall be the basis of all regula--

tions for the security and diésemination of Communication In- -
' tclllgence 1nformut10n is: ued by or under the duthorlty of

STANCIB or the London bIGINf,Boqrd and other appropriate
officials of the gcvernments of the two partieé. The scope
and phrasrng of such regulations may vary in accordance with‘
vérying requ;rem@nts of the parties; agencies, departments,
and nlnlstrlcs to whom they are designed to apply, out all‘
shall be in accord with these ba51c regulatlons in ecvery re
spect. To insure uniform interpretation of what constitutes

such accord, each party shall refer «ll such regulations to

the other:for,informqtion prior to issue.

" Basic Principles oi Securltz

2. The value of Communication IntelllﬂenCc, both in war
and in peace, cannot be overestimated:. conservation of the
source of this intelligence is of supreme'iﬁportdnce. It is
essentidl, therefore, that the disscmination accorded «ll
related or resultant information be strictly contrclled-apd

limited. The physical,security of related documents is not

App. A o _1 -
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alone sﬁffidient; it is essential that all references to the
information involved, and all revelations thereof, even in-
direct, be ﬁvoided except among those tovwhom this information
is necessary for the proper performance of official duties.
THe time limit for the safeguarding of Communication Intelli-
gence informatio@ never ekpires. Although from time to time
alleged Communi cation Intelligence information may be publish-
ed, it is of the utmost importance that persons cognizant of
Communication Intelligence matters and recipients of Communi-
cation Intelligence inforﬁatioﬁ refrain from regarding the
fact or such puﬁlication as releasing them from the necessity'
of maintaining complete and absolUQe silence on all subjepté |
involved until they are freed ‘from this obligation by unmis-
takeable, categorical,‘officinl notiée. |

3. In ti@e of war, the full effectiveﬁess of Communicatioﬁ
'Intelligence éannot'be realized unless qperﬂtional use is
made of'it. However, when'action is contempléted in the light
of Commﬁnication Intelligence, the possibility of compromising
the source must always be borne in mind and this danger must
always be weighed against the military advuntage to be gained.
In general, mégenz;;;:%&e%%eai advantage is not sufficient
ground for risking the compromisc of & Communicnﬁion Intelli-
gence source. When the decision is made to tuke action based
on Communiéatibn Intelligence, studied éfrbrt must be made to

ensure that such action cannot be attributed to Communication

"App. A - 2 -
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Intelligence alone. 1In every case, where at alllﬁracticable,:
action against a specifid'paréét revecled by Cqmmunicatién
i Intelligencé shall be .preceded by hpproﬁriate feconnaissance '
or other suitable déceptive measures to which the enemy can
reasonably be'expected to attribute the actioﬁ‘

o In.time of peace the principle that the conservation
of Communication Intelligence sources is a paramount considera-
tion, affecting any acﬁion taken in the light of Communication

Intelligence, must be rigidly upheld.

Definitions and Categories

5. ' Commuﬁicatiqg Intelligence (COMINT) is the name given
to inteliigence deriyéd from the work of thoée-mgencies,
operating under the coordination ana céntrol of STANCIB or the
London SIGINT Board, whiéh study radio transmissioné, aﬁd o

other communications, not originated by United States or British

officials. The terms Communication Intelligence (COMINT) and

signal Intelligence (SIGILT) are synonymous. Communication

Intelligence is‘dividcd into two catcgories,‘ﬁs follows:
(2) Special Intelligence
.(b) Traffic Intelligence

6. Spgcial Intelligence is that Communicntion Intelli-

gence which results from the decryption of the texts or sub-
stance of encrypted communications. It is désignated by the

code word CREAM. Communication Ihtelligence obtained {rom
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- plain language messageé may on occasion be included in the
category of Spe01al Intelligence. |

7. rafﬁlc Igtglligence con51sts of 1ntelligence which
. results from an analy51s of communication networks, procedure
.signals,‘call signs, D/F bearihgs, and qther technical aids,
i.e., intelligence obtained from inﬁercepted communications -
by all means short of ‘the actual decoding or deciphering of
the texts .or substance of theée communications.l It is desig-
nated by the code word IVORY.

8. If the ihtelligence obtained by the processes -describ-
ed in paragraph 7, above, includes informo'tion derived'frdm
encrypted messages in such a way that it pleayly reflects the
.use of such infofmatién” it becomes Special Intelliéence.
Communication Intelligence obtained from the translation of
plain languagé messages is normally classed as Traffic Intelli—
gence but may on occasion ba classed as bpeC1al Intelllgence

9. In war-time it may be found necessary to sub dlvide
both Spechl Inteliigence and Traffic Intelligence into smal-
ler categorieés in order to permit certain classes of Communica-
tion Intelligence (compromise of which would not endonger the
more important Communication Intelligence sources)‘to be dis-
tributed to special agencies and lower ecbélons of'the military
forces which, for éecurity reasons, would not normnlly receive
other Communication Intelligence matefial.

App. A - k-

?



o | 26 February 1946

issemination

10. Thg guiding principle of disséminution is that each
itém of Communication'Intelligence, as_such, vill be made
novm to those individuals who require it in the performance
of their duties and who have been "iﬁdoctrinated" and made |
avare of the source, and dnly tp those ihdividuals. |

11. Every effort shﬁll be madé_to reduce-ﬁhe number of
"indoctrinated" pefsons to an absolute minimum. Personnel to
be indoctrinated for assignﬁent to Communication Intelligence
duties Shall.be the subjects of special security enquiries;
Except in categogies and individual éasés agréed'upoh from‘time
to tiﬁe'by STANCES and thé London SIGINT Board, personnel to
be indoctrinated as‘recipients-of Commﬁnication Inteliigence
information- shall be the subjectsv§f special secufity enquifiés.

12. STANCIB and the London SIGIAT Board‘shall’mninpain
complete lists of .persons curreﬁtly “indoctrinated“ for Com-
. munication Intelligence in their respective governments.

13. STANCIB and the London SIGIWT Board sh&all keep each
other fully informed of the departments, ministries,'agencies,.-
offices and broad categories of persons receiving Communication
Intelligence and of the approximate number'of,“indoctrinated".
personé in each.

14. Should it becomé.essential for operational'redsons'

(as may occur in war) to disseminate a specific item of

App. B _ 5 -



POP_SECRET g 26 February 1946

Communication Intelligence to an officinl who ié not an.auCho4
rized recipient (i.e., not "indoctrinatedh) it ﬁu#t be cmboéied
in & communication so worded that the subject matter cannot
be tracgd back to Cemmunication Infelligence éources (with
names, times and positions, and other specific data Tfomil
criginal decrypted texﬁs carefully omitted) and,'if to be
Erensmitted by o means exposed to interception, éncrypted in
the available eryptographic system of greatest securipy and
.most limited distributidp. The code words CREAM and IVORY afe
not to be used in connection with such communications.
15; Communication Intelligence shall never under any cir-
) cuﬁstances and in any form be disseminated to any mimistry,
department, agency, office, or indiviaual from which or from
whom it might reasonably be expected to find its way, official-
ly dr extra—ofﬁicidlly; intc'tﬁe possession of any person or |
grdup.who could use it for commgrcial comﬁetition or commercial

gain or advantage.

Security Classificdtion and Cransmission of Communication Intel-
| ligence | |

16. WRaw traffic! (i.e., intercepted traffic sﬁowing no
evidencé of processing for Cdmmuniéation “ntoliigence purposes)
is-clﬁssified CONFIDENTIAL,

17.  CREAM information is classified TCP SECREL. The words.
TOP SEChET'and_the code word CREAM must dppedr_on every shcet

of paper which contains this inﬁelligence.' This rule applies
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to maps and charts on which are plotted data znd information
derived from Special Intélligence. The code.word\CREAM,shall
be included in the text of every despatch (signal) coﬁveying
~such ipteliigence; exoepf as provided in paragraph‘22? below.

18. IVORY information is classified~SECRET. The word
SECRET snd the code word IVORY must appear on everv sheet of
puper which contains this intelligence, unless TOP SECRET CREAM

information appears on the same sheet. This rule applies to
naps and:churtsAon whiéh are plotted data and information de-
rived from fraffic Intelligence. The code word IVORY shall be
| included in the text of everyidesbatch‘(signal) conveying such
intelligenée (unless tﬂe despatch also conveys CREAM intelli-
gence), ekcept as pfovided in pafagraph 22, below. -

19. ~ TOP SECRE! Communicution Intelligence material may
“nbt be transmitted in plain languagev(unehcrypted)~ex¢ept 0s
follows: _ | -

(a) Sealed, via officer courier and other. safe-hond

"channels, and over routes, approved by STANCIB or
the Lonﬁoﬁ SIQINT Board, or both, as dpprbpriate.

(b) Via combletely protected locol cdmmunication systems

exclusively interhal to agencles and offices ppoduc-
ing or utilizing CommﬁnicationAInte;iigence:of the

appropriate categories.

App. A. By -7 -
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(c)‘Vig external landlines oniy as speéifically dpprov—
ed by STANCTB or the London SIGINT Board, as appro-
ﬁriate, in_éach-ins£ance. |
20. SECRET and CONFIDENTIAL Communication Inteiiigence
material may not be_transmittea in plain language (unéncrypt~'
ed) exceﬁt as'provided in narcgraph 19, above, and, in addi—
© tion, by_protected'postal chaﬁnels (snéh‘as 0. s. Registered
Mzil), and over routes, apbr0ved by STANCIE or the London
SIGINT Board, as apprbpriate, |
21. Except in the ciréumstances contempldted in pqrdgraph
i4, above, Communication Ihtelligencé_maferial,'except n"rav
traffiﬁ", transmitted in encrvpted form shall be encrypted
in special crypﬁographic channels expressly‘und exclusively
provided for this pﬁrpose, ané in no other. 'Such chqﬁnels
shall possess at least the.security‘of the CCM and‘mugt be
épproved.by.STANCIB or the London SIGINT Bodrd, as appropriafe.
Cryptographic channels for thé transmission éf "faw tfaffic"
shall'ﬁe.agreed upoﬁ from time ﬁo time by STANCIB and the °
,Londdn SIGINT Board. - |
.22, in.technical commﬁnications which are strictly limit-
- .ed in'circulation.to ngencies engaged in the various processes
invé;ved in the production of'Cpmmunicatioﬁ Intolligencé, and
whicﬁ are éncrypted in cryptographic channels exclusively |
assigned for such technical exchanges,.the'words CREAMZand IVORY :
.ﬁay bé omitﬁed.,A A ' L , S

App. A . ' -
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23. Other than as contemplated by paragraph 22, above,
communications among cognizant officials of the British and

U.S. governments which reveal actual success or progress in

the production of CREAM and IVORY information in specific in-

stances .or fields shall bear the appropriate code word desig- -

nations even though théy ddlnot themselves réveal Communicatioﬁ'
Intelligence as such.

24.  The code WOrd‘CREAM, and its sighificnncé and conno-
tations, bears the TOP SECRET classification. The code word
IVORY, ané its significarice and connotations, beérs the SECRET
classification. In addition to the restricﬁions impoéed,by« .
these classirications, these connotations shall not be'made‘
known to 'mon-indoctrinated" persons, nér shall these words
be used in their code-word senses in the bresence of "non- |
indoctrinateéd” persons. | |

25; Except as-implicitly involved in tie opéfation of
paragraphs 14 and 19(a), above, documents conteining CREAM
and IVORY information must ;emain,éxclusiveiy in the poésess—
iop of "indoctrinated" persons, secure from éxamination by

"non-indoctrinated" persons,

General Exception to Regulations for Classivication and Dis-
' semination '

26. With the approval of STANCIB and the London SIGINT

Board in each broad instance, and despite any other provisions

L}
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of Eﬁese regulations, certain elementary Traffib‘Intelligence,

such as D/F bearings and fixes, and certain categories and

series: of plaih langﬁage iptercepts from ] |
mdy be disseminated under the classificaéion CONFIDENTIAL,
-and certain categories'aﬁd series of plajn iangque intercepts
from military circuits may be disseminaged under the classifi-
cation SECRET. The field of such dissdﬁination need not be-

‘confined to "indoctrimited" persons, and such dissemination

may- be made during pédcetime, but, with thesé exceptions, its

exteﬁﬁ must be limited in accordance @ith thelprinCiple ex—
pressed”in‘pqraéraﬁh 10, «bove. The iodé word IVORY shall
not be emblo;éd in connection with the exchange, use, and
dissgminationtd&htémpldted by this Rgragraph, and those plain
ldﬁguﬁge intefcepts from miiitarflcircuiﬁs shall be sé‘dis-
guiééd as not_to-réQeal‘the source.f

NSA25%6
EO 1.4.(d)
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AFPENDIX B TO BRITISH-U,S. C.I. AGREEMENT

COORDINATION OF , AND EXCHANGE OF INFORMATION ON, f

CRYPTANALYSIS, TRAFFIC ANALYSIS, DECRYPTION, TRANSLATION,
" AND ASSOCIATED TECHNIQUES '

1, The cryptanalysis, traffic anglysia, decryption and
translation uhdertaken and prosecuted by each ﬁarty shall be
as basically suited to its own needs, but each party shall '
- welcome from the other suggestions as to extenslons of its
work, and shall endeavor to act favorably upon such of these
suggestlons as are within its powers aﬁd-are considered to 
prom}se due contributién to the commén good, |

2. Allocation_between the partiés of. analytical and pro-
duction tasks shall take the form of continuous elimination,
by mutual agreement, of unwanted duplication and continuous
sugges tion and mutual arrangemeht as to the~undertaking;of
new tasks and changes in the status-of 0old ones.

3. STATUS OF TASKS. Exeept as restricted through applica-

‘jion of paragrabh 3 (b) of the basic agreemeht,-each party shall
keep- the other fully and continuously informed, in detgil, of all
cryptanalysié, traffic analysis, decryptioh and translation belng .
undertaken by.it, of the approximate facilitieﬁ‘ahd-number of

persons engaged in each phase of the effert. ari.»f general

-1 -
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progress in each phase oﬂ the effort. The continuous_exchange

of information coﬁtempl%téd by thls paragraph will be in the’

form of ;ihformétion'reports prepared by the operating

_seotions concerned Tﬁesé information reports will cover each‘
system under study and w1ll indicate any ohange in status of a
system, the oessation or curtailment of effort on any task, and

wherever possible, prOJeoted changes in emphasis on given tasks.

In additlon to the ; report there shall be such interim

reports as are neoesshry, covering specific tasks in detail,
These reports may_begin"the form of messages or technical
write—ﬁps relating té new disco@eries, technical adVahoes; or

other observed ohanges. When there have been such 1nterim'

reports the information report will make reference

thereto ‘whether the 1nter1m reports be in the form of messages
or written reports

4, METHODS,'TECHNIQUES AND TECHNIGCAL PRODUCTS. Except

as restricted through application of paragraph 4(b) of.the.
basic agreement, each party shall keep the other fully and
continuously informed, in detail, of all methode-and techniques
employed, developed, and discovered in the coorse of and in con-.
neotion_with all'cryptanalysis,,traffic analysis, decryption,
and translation'ondertaken by.it' Slmilarly each shall‘furnish
to the other all technical products of ‘these processes which are
involved in and applicable to the processes themselves, Ex-
change by radio of this infor mg tion shall be

-2 -
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as continuously agreed and arranged between the two parties,
In addition, all of this information, whether or not aisp
exchanged by radio, sﬁall be exchanged via regular liaiéoh
chénnels, as established in another appendix to this agree-
meﬁt.

5. AIDS TO PROCESSINé. Except as restricted through

applicaﬁion of paragraph u(b)‘of the basic, agreement each
party shall keep the ofher fully and continﬁously informed,
in detail; éf'the nature and use of all oéméil&tioné, filés;
devices; and apparatus developed by it;'on'déveloped as a
result of.its'processeﬁ, and emplqyea by it in the propesSes
-of‘crypténalyéis,-tfaffic analysis, decryption; and transla-
tion, and shall endeavor- to furnish-to the other, upon request,
éopies or spécimens of sugﬁ aids.. ..The conyeyancé by one'éapty
to the other; pursuént to this paragraph, of a device or
apbaratus may take the form of a gift,.loan, sale; reﬁtal; ér'
renderingiavailable, as may be agreed and arraﬁged between
the two partiés in the specific Instance, The fact that the
disclosing papty may have the privilege of using & method or
technique, or a deviée or appafatus pertaining thefeto, on &
royalty—freé basls shell not of its&lf relieve the receiving
party of.the'obligation to pay royalties,

6a CRYPTO-INTELLIGENCE; B#eept as restricted through

application of paragraph 3(b) oflthe basic agreement, and as

a specific application-of paragraph four of this apﬁendix, each

App. B -5
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party shali furnish to the other, Continuodsly, curregtly énd .
without request,.all qommunication intelligence (including
éummaries,.studies and eétimates) produced or obpained by it
which. bears on foréign communications, In the case of Spgcial
Intelligence which includes infofmatioﬁ of foreighicryptor
graphic systems and the use thereof (i.e.,_"crypto-inteliigence”)
the materiéi-exchanged shall be in the form of decrypted, un=-
transléted versions of the messages involved, and this ex-

change shall be in spite of and in addition to any exchaﬁge
“of translations offeéted_in accordance with any other pro-
vision of this agreements The exchange ééntemplated.in this
paragraph shall norimally be effected by radio except Qhere

slower deliﬁery will 6bviou§ly ser&e phé'purpoée adéquatély‘

In addition,'there shall Be”a_COmplete ‘exchange of the'séme
infbrmation via regular liaison ehannels, as established in

~another appendix to this agreement,

' --Sfaﬁdarﬁ;zétion ’

T« Both partieé will'strive toward uniform technical term-
inology and nomenclature in the fields of‘coordiﬁated effort
‘treated in this appendix. It will be understood, howevef, fhat
there will'normélly be no need.for interference'With unilaterél
usages.of long standing which are so well known to all cohcerned
of bdtH parties that the fesultanﬁ-well-estabiished.ﬁairiﬁg bf.

=L -

App. B



. 'Q\?@%ﬁ%ﬁ

 IOP-SECRET | 24 FF‘)/qu‘é

eynonyms is quite as satisfactory as complete uniformlty.

8. Exhibit 1 describes in detail the functional .system for
vhe nomenclature of foreign cryptographic systems which is
adopted by both rarties. A

94 Exiibit 2 is a list of code names for speeific fields
‘of Communication Ihtell%gence activity. This 1list is adopted
i'or eommOﬂ use by both pearties. |

1d° Standardlzation of translations shall be effeeted
through continuous agreement and arrangement between the two
parties. Until agreement is reached on the standard trans-
lation into Eﬁglish‘of a foreign word or expreseion whose
,meeniog 138 doubtful the foreign word or expression shall .be °
added in a footnote or ih.brackets after each ocoorrence in
traoslated texts of an English equivalent thereof;

11. All bases of standardizatlon presented in ‘this appendix
and its exhibits shall be subject to continuous review and,
upon agreement, change.

\
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i. The facilities muinteined, channcls utilized, and

opportunities exploited by each party for thne interception

ané collection of ra traffic shzll be those availahle to

it and basically suited to its own needs, bhut each party
slall welcome from the other sugpestions as to expansions
of these facilities, extensions of these chennels and ex-
nloitetions of ﬁreviously unexploited opportunities, and
shal; endcaver to act favorekly upon such of these éugges—
tions ¢s are possible of implementation and zre considered’
to 3rdmisé due contri%utién to the cornion ood. |

2. Exceprt as restricted through application of bpara-

granh 3(b) of the basic agreement, each party shall-rfurnish

. t0 the other as promntly as possitle, without request and as

a matter of roucvine,. conies of all ra= traffic collected and
acquired by its operating agencies} regariless of source.

Neither npurty shall hre onliged to reveal to the other the
- LY

source or nenner of collection of raw traffic.

5. Allocation betveen the parties of world intercept

coversge shall teke the form of continuous eliminetién, hy

»

mutual asrcevent, of unwanted duplication und continuous

suggestion and mutual arrangement as te chinges’

? . . : _l_
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4. Provision shell be nacde for the exchaenge hw radio
of selected clisses of rav traffic as continuously arr&ngéd'
retweerr the two perties; in addition,; all raw traffic, whether
or not éxch&nged by radio, shall he exchianged via regular
liailson channels, as established in another apbeﬁdix tu this
szgreerent. In general the procuremenﬁ, maintenance,; and
utilization of ra-i? means of exchhinge and of rabid means
cf deliVet& from intercept points shall be promoted, and
'encou$aged by each’ party to the utmost extent of its meéns,
and usahle radiO»tel&type Channei$ shall hre kept {illed to
the'limit ol their'éupacity with raw ?raffic. i
5. .Each party shéll iceep tne other fully énd continu;
duaiy informed, in detail, of the operationallintercept

positions availsble to and utilized by it as such, and of

the coverage provided thereby. The exchange of this information

shall bte effeqted at least fn the. form bf exhihit 1

with this appendix. The exchaﬁge éf coverage reports by
radio, to cover part br all of théyinformation of the written
rerorts, and to.be in additionltﬁereto, nay be:agreed and
arranged from time to'timé.

0GA

. E014() o
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Stanca r014“tlon

&. The use of typewriters Tor the preparation of
intercentea rsv traffic shall he encouraged and promoted.
7. The phy51caL form of intercepted raw traffic shall

he stardardized as far &5 precticable. Radio intercepts

\'1)

nell e prepsred énd‘exchanged in the standard form of
exhirit 2 vith this appendix.

3. The stancdarad glossary of terms’'and abbreviationé
presented us exhibit 3 with thils appendix is ado)ted Tor use
k. Poth nrrties for coordiﬁation'and direction of iﬁtercept
and raw traffic-exchange. | |

9: STANCICC will prenare, periondicully &s necessary,
a;cataloque,to.he “notn as tne Vorld- Wlhe Fre uvency Incdex,
of &l known radio transmissions in thie form of exnhikit 4

¥ith this appendiz. This catalogue is adopted by hoth parties-

@8 thie standard for liaisnan in matters of military intercent

-

cocrdination. Lialson in metters of

.intercent coordinagtion will beiin torms of call signs

and frequcncl-u. Tne Lﬂndon SIGINT BOQrd will furnish
continuously all data svaileble to 1t which will assist in
the preparation orf Fhe Uorlu -Wide Trpuuenc" Index. STANCICC
will furnish to the Lonuon QIthI BOard tite numther of copies
of each edition of this chbclo*ue vhlcu thet Boaard ey recuire.
. . ¢
: OGA
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10. A1l hzses of standardization presented in this
aonendix snd its exhibits shall he suhject to continuous

~review and, unon mutual agreemenr:t, change.

4Lpp. C
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APPENDIZ D TO BKITISH-U.S. C.I. AGHEEMENT

EXCHANGE OF COMMUKICATION IFTLLLICLNCL

1. ZIxcept as restricted throuth epollcatlon of naragraoh

3{b) of the pasic agreement, eqch narty shall make qvallc_ble

to the. other withdut requést and zg a matter cf routine, =nd
shell Turnich as requested, all Communication Intelligence
nroduced by its operating agencies, Tegardless-of-whether the
other narty 1s kxnown or suprosed, to e prodnclnd, or to be in a
position to produce, duplicate or simil&r Commupioation Intelii—'
zence. | |

2. EXchange of Comrmunicstion Intelligence by the most repid
ﬁvailable means shail be ag continuously agreed znd arranged
‘oetwéen the two parties. Inh wddition, all Communication In- - .
télligence,AWhether or not also ethanged Byfsuch meens, shall

be excliznged via regular-liaisoﬁ ohannels, c¢s established in .
another aonendlh to this agreement. Iﬁ eitﬂgr cese, delivery
oy each party to. the other or to ,the other's agent shall be
with the lcast n035101e delay, and eadh perty shall give dﬁe
heed to representations by the other ag to apperently évoidable

delay, and shell institute action, appropriate to its facilities

‘
<

#nd rewuirenents and insofar &5 the invblvements ere within:its
contro;, to eliminate such delay.

3. Special Intelligenée exchanged in eccordance with parazraoh 1,
above, shazll be in the form bf éecrypted versions of inﬁivi&uai
items translatea intc Enéiish and of appreciations and zumme-
ries prepered from such transiations.

e
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4. Toy purposes of interpretation of paragragh 1, z2bove, an

item of &pecisl Intelligence is considered to have been

"produccd” by.an.ageﬁcy when it has been translaéed into
Frnglish by that agéncy. In adc¢ition, upon request frum time
to time by either periy, the other'shéll, ii_such provision
is not unduly inconvenient to it, rﬁrnish copies'dﬂ specific‘
items or items in sbecific categories or ficlds of'Spéoial
Intelligenqe which are decrypted by itslagehcies but nct
translceted into English. | |

[o]
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EO 1.4.(d)

EXCEANGE OF COLLATERLL MaTErIAL

P4RT 1

Collateral waterigl and informgtion which

1. Within the intent and limitations of parzgraph 2 pf
‘the basic agreement there will he a comvlete exchange hetween
the two parties of,all svailable information which hears
direcctly on fareign conmrunice tions, or on Commﬁnication Intelli-
Tence nfocesses enplisd to Toreign compmunications, whethef
such informatioﬁ ¢ set forth ip words or embhodied in & docu-
ment, onject, or apﬁafétus, purchased, capturea, or dtherwise
‘acquired.  HNeither party'shéll te ohliged to reveal to the
other a‘source of" such polléteral material-although there
should normclly be furnished, where appropriate, an estima£e

ol' the reliarility »of the source.

hpp. E S

T~
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‘PART II
Collateral material and information which

dogs mot bear:directly on foreign communicationsi

1. Upon the redbest of either party the other»maf; at its
discretion, furnish or diVulge'defaﬁeral material q£ informa-
tion which does not bear ‘@irectly on foreign. communications
provided there is no objection on the part ¢ of thg ministry,

department, agency, office, or person which/originally made

awailable the material or information or which bears the respons—/

ibility for the control theredf. In any case, neither the

gource nor its reliability need be divulged. -

OGA
EO1.4.(c)
EO 1.4.(d)

App. E - . | -2 -
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APRENDIX G  TO BRITISH-U.S.

C.I. AGREEMENT

. ' LIAISON AND

CHANNELS FOR EXCHANGE °

Liaison.gersonnel

1., Each party shall maintain, in the country of the other,
at an appropriats location, a senior liaison officigl aécredit-
ed to the'other, who.méy be accompanied.by the necessary jtaff.
A1l Communication Intelligencse liaisdn matters in each country
shall be under £ he cognizance and control of the éenior Com-
munication Intelligence 11aisbn-officiéi in that country.

2. Upon agreement betwesn STANCIB and the London SIGINT
BOard in each’specific cage, édditional 1iaison'personnel

may be accredited, and working groups may be assigned, to

AN

operating agehcies of either party by the other, All such

additionai liaison personnel shall be under the control and
direction of the appropriate senior liaison officers. ‘ork-
ing groups of either parfy in the agepcies of the other>shall'
be regarded as, énd shall have the status of, 1iaiéon per-
sonnel, : N |
3. Liaison officials of one party shall normally have
unrestficted access to thoée parts of the other’s_opefating

agencies which are éngaged direcfly in the production of

App. G ' -1 -



TOP—SEERET - 28 February 1946
Communication.Intelligence, except such of.those parts as keep
files of general collateral information. This restriction is
premised upon the limitation expressed in paragraph 2 of the
basic agreement. The points of contact of liaison officials
within operating agoncies for requests énd inquiries shall be
as determined, established and delimited ‘by the party to which
they are accredited. X |

Channels for Exchange

4. Communications. between ‘the’ two partles shall regularly.
/ .
be. conducted - through the llLlson channcls ebtab11°heo by -
this append1x. “In pdaitim,it is contemplated thit channels
for continuous conversustion and arrangement‘dlrectly between
technical sections and'coordinating groups of operating agencies
may be established from time to time as the need for them |
becomnmes apparent.

5. Reauests by a party or its agencies for information or
material shall be made bty that;party via ‘its senior.liaison
official accredited to the other. ‘Normally but not necessar-
ily the other party's senior liaison official shall belkept
informed of such requests.

6. A senior liaison official or his authorized represent-
ative having a rcquest for 1nformatlon or material shall,
acting through the prescrlbed channeis and p01nts of contact
receive whatever pertinent'lnformatlon or material is made

available to him, and shall forward it,normally via channels

under the control of his own country, to the requesting party

App. G - 2 -
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or its appropriate bperating agency. Upon_recéibt, ﬁhe re-
questing party shall.give the éenior liaison offiéiél of the
pfoviaing party, or -liaison officials de;egated Ey him, what-
ever sharé in the distribution and utilization of the inform—
ation‘and.material'it may have estéblished as applicable and
appropriate. -

7. No provision of paragraph 6,.ébove, shall be_cdn—
strued as preventing either ﬁarty f}om accomﬁodating the other
by.ﬁransp&rtiné-maﬁenialsffor the other's senior liaison
official. Kach party 5hall.en&eavbf-to assist the bther in .
this'respect, As may be_p:actigable, when requested to do so,
but both parties shall endeavor to reduce such requests to- |
the minimum by bontinuqusly adjusting their facilities to
thelr requirements ahd. vice versa.

8. Each party 5ﬂalfvnarﬁally accommodate the other's
Isenior Yioison official.- by making nvaii&ble to him,. on his
request, facilities for packaging and preparing material for
transportation. Each party. shall; to the extent of facilities
operated by or availadble to it, accdmmbdate the cher's senior
liaison official by assisting him with safe-hand and other

transportation within its own country.

App. G - ' - 3 -
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MEMORANDUM

Corrections to BRUSA C.I. Appendices.
Appendix F.
Substitute new Appendix P (herewith) for old

Appendix P dated 28 Pebruary.
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APPENDIX F TO BRITISKE-U.S, C. I. AGREEMENT

COMMUNICATIONS

Radio Circults

l, The U. S. Navy will provide radio and termlnal equilp-
ment on ioan basis as necessary for the establishment of'a
four—channel multiplex radio-teletype clircult between its
opecrating agencies in Washington, D.C., and the principal
operating agencies of the Admiralty and Commander, U,S.Naval
Forces, Europe. Admiralty will provide the'necessary anten-
nas, electric power, control lines and suitable houslng for
all equipment at the British end of the circult af no cost
to the U, S. The Admiralty will provide all maintenance and
operating personnel for the London terminal except such opera-
ting personnel as are provided by Commander U.S, Naval Forces,
Europe, on his channels, Similarly, the U. S. Nevy will pro- '
vide all maintenance and operating personnel for‘the;weshington
terminallexcept such gperating personnel as are provided by
the British Admiralty:Delegation on 1ts channel.

2. IThe London SIGINT Board will continue to maintain in
operation the existing radio telegraph circuit (HYDRA) between
Oshawa and London (GCCS). STANCIB wili maintain a land-line

link between oShawa and Washington.

Extraordinarv routing of Raw Traffic

3. Raw traffic exchanged bstween the parties in accord-

ance with Appendix C will normally be passed as provided in

App. F -1 -
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Appendix G. However, in a specific case'wbere one party con-
trols or has the .use of 2 communication channel (radio or
otherwise) the terminals of which gfe so located that the
channel could be employed, advantageously from the standpoint
of time-saving, for the tranamission of raw traffic directly
from one party'é sourée to the othert's (Washington or London)
operating agency, the partieslmay agree on such employment and

on appropriate contributory arrangements.

Cryptographic Channels for Communications

4. Communications exchanged by exposed means between
agencies of STANCIB on the one hand and those of the London
SIGINT Board c¢cn the other shall employ cryptographic chanﬁels
provided exclusively for communications between these agencles.
Such cryptographic aids as are used shall be subject to the
approval of STANCIB and London SIGINT Board and will be pro-

vided as mutually agreed.

Physical.Transmiésion
S. The channéls used by each party for the pbyéical
transmlssion of documents containing 1ﬁformation of Communi -
cation Intelligence matters shall be those regarded by that
party as normally sultable for the transmission 6f documents
of the security élassification involved except that, in no
cage, without the specific concurrence of both partiga, shall

a document contaihing unencrypted CREAM or IVORY information

App. F - 2 -
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be conveyed by aircraft or land transport over territory
controlled by other than the United States or British govern-
ments, nor, without similar concurrence, shall raw traffic be
similarly conveyed over territory controlled by the govern-

ment whose agencies or citizcens originated it,

Appo F N = 3 -



