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The direction is clear. Open-source software is 
paving a path to the information-centric future 

envisioned by the U.S. Department of Defense 
(DoD).

In an address to Department personnel, 
the Pentagon’s deputy chief information 

offi cer (DCIO), David M. Wennergren, explained 
the reason for taking this new direction.

“In today’s world we have to share information with 
people we never even dreamed of, using tools 
and means we never thought of before, [in] 
non-traditional ways with non-traditional 
organizations. And that’s the power of the 
information world.”

Taking the Open 
Source Road
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SELinux and OpenSolaris FMAC 

Abstract 
Over the past several years, the Security-Enhanced Linux 

(SELinux) reference implementation of the Flask security 
architecture has undergone a rapid evolution in its capabilities 
and maturity thanks to a large and growing developer and user 
community. SELinux has also influenced a wide range of related 
work in other operating systems, hypervisors, and applications. In 
2008, a new project was started to bring the same Flask security 
architecture demonstrated in SELinux to the OpenSolaris™ 
operating system via the OpenSolaris Flexible Mandatory Access 
Control (FMAC) project. These efforts have fundamentally changed 
the terms of debate about operating system security and ushered 
security features previously limited to separate niche products 
into the mainstream. This article describes the major advances 
and changes in SELinux that have occurred during the last several 
years; summarizes other related work that has flowed out of the 
SELinux project; and introduces the goals, design, and status of the 
OpenSolaris FMAC project. 

Introduction 
Security-Enhanced Linux (SELinux) was developed by the 

National Information Assurance Research Laboratory (NIARL) of 
the National Security Agency (NSA) starting in 1999 and was first 
released to the general public via the nsa.gov web site in December 
2000. SELinux was created by NSA as a reference implementation of 
the Flask security architecture for flexible mandatory access control 
(MAC) in order to show how such controls could be added to a 
mainstream operating system and to demonstrate the value of MAC 
[l]. SELinux was intended to serve both as a technology transfer 
vehicle for encouraging adoption of flexible MAC into mainstream 
operating systems and as a research platform for advanced security 
research and development. Prior to the release of SELinux, MAC 
was only available in separate "trusted" operating system products 
and was limited to fixed hierarchical security models that were 
unable to express many kinds of real security goals. 

The public release of SELinux drew the interest of both 
advanced Linux users and the Linux kernel developers, which led 
to an invitation to present SELinux at the Linux kernel developer 
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SELinux: 2005–present

Policy technology advances

“Linux security experts are reporting 

a growing list of real-world security 

situations in which the US National 

Security Agency’s SELinux security 

framework contains the damage 

resulting from a flaw in other software.”
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Improved usability

Figure 2: setroubleshoot screenshot

Figure 1: system-config-selinux screenshot
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Enhanced security functionality

Improved performance and 

scalability

Figure 3: SLIDE screenshot
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Meeting security criteria

Growing adoption, use, and 

community
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Platform for advanced R&D

Influencing other systems
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OpenSolaris FMAC: 

origin and goals

FMAC status
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Conclusion

  

Resources
NSA SELinux web site, http://www.nsa.gov/

research/selinux

SELinux project wiki, http://selinuxproject.org

Tresys Open Source Server, http://oss.

tresys com

OpenSolaris FMAC web site, http://

opensolaris.org/os/project/fmac
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Providing a Secure 
Foundation for 
Applications with 
the Certifiable Linux 
Integration Platform 

T 
he needs of the national security community 

frequently require custom computing solutions; 

however, current development practices result 

in each solution requiring an individualized secure 

foundation. Without a common foundation, each 

computing solution must then be developed and certified 

separately. The Certifiable Linux Integration Platform 

[CLIP) provides this common foundation for secure 

solutions and is targeted to decrease 

the time and associated cost 

spent on development and 

certification. In this article, 

we describe the CLIP 

project and highlight 

what CLIP provides 

to support custom 

solution development, 

particularly solutions 

that must be certified. 
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What is CLIP?

Need for a secure foundation

Certification and Accreditation

Reliance on proprietary hardware and 

software

CLIP explained

CLIP toolkit
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SELinux as a basis

System configuration
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New packages

Future directions



they must meet for accreditation, and then have the 

library generate their system's configuration scripts, 

generate the documentation that shows the scripts 

meet the stated requirements, and finally generate 

the SCAP content that could be used for verification 

of that configuration. The certifiers would have a 

repeatable set of artifacts allowing them to 

efficiently determine if a system had met 

requirements. ~ 

20 Providing A Secure Foundation 

References 

[l] Mayer F, MacMillan K, Caplan D. SELinux by 

example. New Jersey: Prentice Hall; 2006. 

[2] Loscocco PA, Smalley SD. Meeting critical 

security objectives with Security-Enhanced 

Linux. In: Proceedings of the 2001 Ottawa Linux 

Symposium; 2001. 

[3] Loscocco PA, Smalley SD, Muckelbauer PA, 

Taylor RC, Turner SJ, Farrell JF. The inevitability 

of failure: the flawed assumption of security in 

modern computing environments. In: Proceedings 

of the 21st National Information Systems Security 

Conference; October 1998. 

[4] Smalley S, Vance C, Salamon W. Implementing 

SELinux as a Linux security module. Rockville 

(MD): NAI Labs Technical Report; February 2006. 

[5] Wright C, Cowan C, Morris J, Smalley S, 

Kroah-Hartman G. Linux security modules: 

general security support for the Linux kernel. 

In: Proceedings of the 11th USENIX Security 

Symposium; 2002; San Francisco (CA). 

[6] Assurance in the Fluke microkernel. Secure 

Computing Corporation Technical Report; 1999. 

[7] Spencer R, Smalley S, Loscocco P, Hibler 

M, Andersen D, Lepreau J. The Flask security 

architecture: system support for diverse security 

policies. In: Proceedings of the 8th USENIX 

security Symposium; August 1999; Washington 

(DC). 

[8] Boebert WE, Kain RY. A practical alternative 

to hierarchical integrity policies. In: Proceedings 

of the 8th National Compuer Security Conference; 

August 1999; Gaithersburg (MD). 

[9] Badger L, Sterne DF, Sherman DL, Walker KM. 

A domain and type enforcement UNIX prototype. 

USENIX Computing Systems. Winter 1996;(1). 

[10] Badger L, Sterne DF, Sherman DL, Walker 

KM, Haghighat SA. Practical domain and type 



r: :~:~::· :- ·:· -~-·.·. ·: ·: :-..:.·: ~ 
"":: ............. I 

.. _ ........ 

FEATURE 

·:--

):.· ....... ' .. 
. :--:· .: · .. . . . : -

. =·· .. 
·_. .......... ... 
. •! ·.· ·=":·.r. 

'. ~· -~. [) 4] YEeU..:-DE1 ~ l:a· Paarrl:a ~ .Lf: . S,;eu(e-::-.cpmpure.t ' . ·:· .. =i '· .' .... ~- . >" .. :; . : . .. .,: ... ,. ·: ··: . .. ,. . ;, .... . ·.;,: ,_.; .. ' .. :: _:: - :.'.; ~· v··. ' .... -~ 
=:..~ =-.·:· 

1
•. :-.· - .::._ ... ·~·. • "" .1:": •·;.::.._:..-··-. ~· ~ :._· •• ·.-:·":.) _ _.· .: .... :··.~.__·. : ... ·: ••• 

1
r ·•;~_.·::~· .: • • .. ~· .... • :._·:··.···r·· ... ·.-.. ~·:·."" ." .. ·._ ... :·.·.".-.-":· .. ·. .._ :.· . ....... ··.{'._·~· .. 

•' !··. S_¥stei;ri~i' =·· mathematrCTil · f1'n1h,dat.}ofi.s ··arrd ·· mocl~f .~. ··' .<{.,·.:.-·. :· · .. · ··= ··- ,. ·• ·· · ·. = ·.~_--;;,·~ · ·! ····"· .;. =' ···. · · ·. ,.,.··, ·· · ··.. .. ·· 

., ':-:'~f ~fi~:t~~F.bl1°r;~ f;\ 1; __ -::.:.i< ·V~-:?::; '~:~·z f ''o-;;z W~::~;,~'.,~:F :_f-N-L(:'i''c.~/{•-,)I?:~,{r(/: 
< [l ;,]Vance.C,.Wat&an-R .. S;t!cunty~,eJihae..:.erl-. · ·:. :· !. · .. · ~.-·:· · .... _. ... : · ··;.' ·~ . ':·.:··. ·~ '··: · "L:;,:.. •. ~ ..... -~. ·:,· : ~ ... •; •• :.,,.-,- ..... '; •. , . . - _ ... . ... . .. . . ...... .. . ... . .) ...... :"" .. .. .. 

•".I ... :•. 

· ...... ..... ' . _._.•_._ -



Cryptographic Binding 

of Metadata
 

A
s most people know, metadata is 

“data about data.” It may include 

security labels and discovery in-

formation, as well as user and environ-

mental attributes. Metadata is intended 

to be used by human consumers or by 

autonomous processes such as access 

control mechanisms in the Global Infor-

mation Grid (GIG), network-centric con-

tent discovery services, or automated 

information dissemination systems. As 

decisions are made based on metadata 

content, the assurance provided for the 

actual metadata must be considered.

In many scenarios, the assurance pro-

vided to metadata and to the relationship 

between metadata and data is essen-

tial. Such scenarios range from simple 

discovery queries to enabling Assured 

Information Sharing (AIS) through Cross 

Domain Solutions (CDS). 
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What is cryptographic 
binding?

Cryptographic binding provides as-

surance to the relationship between data 

and its associated metadata. A binding 

also ensures that neither the data nor its 

associated metadata have been mali-

detection. The binding does not ensure 

that the original data or metadata is ac-

curate or correct prior to the binding. As 

the name implies, cryptographic binding 

uses cryptography as a technique to as-

its associated metadata. The relationship 

established with a cryptographic bind-

ing is claimed valid if the bound data has 

integrity and the identity of the binder is 

authenticated. 

How does cryptographic 
binding work?

Data formats, metadata standards, 

and cryptography are continually evolv-

ing within the Department of Defense 

(DoD) GIG and the Intelligence Commu-

in many areas. With cryptographic bind-

ing depending on these evolving data 

standards and formats, it is important to 

as well as a validation model that meets 

the community’s needs and can cope with 

this ever-changing operating environ-

ment. The design of cryptographic bind-

ing centers on several key assumptions:

any discrete format (e.g., XML, 

HTML, .doc, .xls, .txt, .ppt, .pdf)

must not modify the data or meta-

data

for data (e.g., discovery metadata, 

IA metadata, user and environ-

mental attributes)

may exist as embedded applica-

tions or distributed services

The cryptographic binding model 

offers two complementary functions, each 

with a distinct set of inputs and outputs. 

First, a binding function, often referred to 

as the binder, has the sole responsibility 

of creating cryptographic bindings. The 

and uses a cryptographic technique to cre-

ate the binding. The binder produces the 

asserted relationship as a binding infor-

often referred to as simply the validator, 

accepts the data, metadata, and previously 

cryptographic technique to verify the in-

tegrity and authenticity of the relation-

ship. The validator produces a “valid” or 

“not valid” response indicating the valid-

ity of the binding. Figure 1 illustrates this 

model for creating and validating crypto-

graphic bindings. 

ate a binding without modifying the data 

minimum data required for a validator to 

verify the integrity and authenticity of the 

but are not limited to:

signature) 

Cryptographic binding builds upon 

underlying cryptographic techniques, 

such as digital signatures, to provide ad-

ditional services and information. First, 

Figure 1: Cryptographic binding and validation service models
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although the identity of the binder can be 

authenticated, the identity of the entity 

are indeed related must be captured for 

tographic binding can be thought of as the 

focal point of data aggregation, possibly 

bringing an increase of the security level 

to the binding. For example, imagine a 

ever, once the items are cryptographically 

the security level of the information could 

be increased due to the data aggregation. 

This modular architecture separates 

the functionality from the underlying 

cryptographic mechanism that provides 

the integrity and authenticity. Multiple 

interchangeable binding methods are de-

cryptography (e.g., digital signatures), 

symmetric cryptography, and authenti-

cated shared secrets (e.g., secure hashes). 

Providing these general binding methods 

enables cryptographic binding to seam-

lessly incorporate new cryptographic al-

gorithms and techniques.

Proving cryptographic 
binding concepts

Two cryptographic binding proto-

rity Technologies Division implement the 

cryptographic binding model and system 

architecture. These prototypes made use 

of existing technologies and services to 

demonstrate the cryptographic binding 

capability as a system integrated applica-

tion and an enterprise service. The fol-

lowing are details of each prototype:

Cryptographic binding using XML 

digital signatures

architectures

transmission optimization mech-

anism (MTOM) 

size

Cryptographic binding using 

Abstract Syntax Notation 1 

(ASN.1) and Cryptographic 

Message Syntax (CMS)—

preferred method

architectures

decode than XML

tography (ECC) offering more 

bits of security using smaller key 

size and faster algorithmic pro-

cessing

encryptionFigure 2: Conceptual view of cryptographic binding
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-

more control over memory allot-

binding and validation of larger 

-

ing prototype was successfully integrated 

into several pilot, test, and experiment en-

vironments. Community feedback drove 

prototype to improve performance, size, 

and strength while maintaining core func-

better where the bandwidth is limited and 

the end unit has minimum processing re-

source. 

Cryptographic binding 
in future net-centric 
environments

In the DoD’s prospective net-centric 

GIG, policies will be established through-

out the enterprise granting authentica-

tion and access to resources. As shown in 

initiated by a binding requestor—man or 

machine. In some instances the binding 

requestor may be the author of the data or 

by access control or policy enforcement 

services. A request is sent by the requestor 

to the binding service to create a .bif over 

The binding service utilizes enterprise 

services to authenticate and authorize 

the request. Next, the binder will use an 

enterprise retrieval service to gather the 

data and metadata from a storage reposi-

tory. Once the binding service generates 

the .bif, the service will store the .bif in 

a storage repository. Future repositories 

may exist for each element—one for data, 

in combination. 

A validation requestor (shown 

mechanism or cross domain solution that 

is required to make a decision based on 

the contents of the data and metadata. The 

validation requestor submits a request to 

the validation service to verify the in-

tegrity and authenticity of the binding. 

Enterprise services will authenticate the 

validation requestor. Once authenticated, 

the request will be submitted to the vali-

dation service. The validation service will 

use retrieval services to gather the data, 

have not been maliciously or accidentally 

or invalid) to the requestor. Depending 

on the implementation environment, the 

binding and validation services could be 

deployed locally with all authentication 

and authorization checks occurring with-

in a single community of interest (COI).

Future direction

Cryptographic binding is an en-

abling technology for systems that must 

rely on the integrity of data and metadata 

to make critical mission decisions includ-

ing information dissemination and access 

control. The immediate goal is to make 

this capability operational by coordinat-

-

lots, experiments, and test environments 

within DoD, IC, allied/coalition, national, 

and international programs. These exer-

cises will provide valuable feedback to 

improve this technology while allowing 

the capability to be used in controlled op-

erational settings. In the near term, there 

are plans to conduct a security assessment 

proof of concept. The next steps are to 

complete a full, security-assessed refer-

ence implementation and standards pro-

-

graphic binding concepts and techniques 

need to be expanded and further proven 

to address evolving GIG net-centric en-

vironment needs including methods for 

high assurance bindings and envisioned 

security domains. 
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The libre years

OSS taps into consumer markets



Net book computers- subnotebook-size 
portables-have contributed significantly to the 

adoption of OSS. These low-end computers 
were designed to be affordable platforms 
for Internet browsing, Web 2.0 social in­

teraction, and simple tasks like word processing or 
viewing photos. 

Netbooks were thrust into the spotlight by the 
One Laptop Per Child (OLPC) project. To achieve 
its goal of providing affordable laptops for children 
everywhere, the OLPC foundation loaded its XO 
laptop with open source software for both the oper­
ating system and user software. 

The 2007 launch of the XO prompted the 
introduction of several other computer brands 
that targeted the information technology needs of 
emerging markets. In addition to gaining a foothold 
in developing countries, the new netbook class of 
computers managed to establish a niche in mature 
markets. The netbook's low price made it a popular 
choice for entry-level computing, and OSS helped 
keep the cost down. Early on, nearly 90 percent 
of netbook computers ran on Linux products, but 
Microsoft rapidly overwhelmed the netbook mar­
ket. The company reported boosting its share of 
netbooks in the US running on Windows from less 
than 10 percent in the first half 2008 to 96 percent 
by February 2009. 

Netbook computers bridge the world of com­
puters with a growing market of handheld products, 
another seemingly ideal environment for OSS. 
Consumer demand for smaller and smaller hard­
ware has led to the rise in popularity of limited­
function devices. The proliferation of mobile gad­
gets-Kindles, BlackBerries, TomToms, Droids­
and the apps to customize their performance, has 
given OSS a boost that could lead to changing how 
software is developed in the future. 

Open source operating systems typically in­
tegrate well with web-based services like Gmail, 
OpenOffice, and YouTube. As more and more ser­
vices are being hosted online, the limitations of a 
lightweight open source operating system become 
irrelevant. Designers might justifiably ask, "Why 
add processing power to load native applications 
when all you need is a web browser that can pull 
more robust services from the cloud?" 

Web applications running inside browsers and 
networked applications (netapps) have increasingly 
replaced the operating system as the dominate plat­
form for building products and services. As long as 

28 Open Source-Setting So~ware Free 

web content is viewable with a common browser or 
netapp, consumers are generally indifferent to what 
operating system or software tool was used to cre­
ate it. Users don't even need a computer to access 
Web 2.0 services. Any device that connects to the 
Internet-a cell phone, camera, GPS, music player, 
or even a digital photo frame- will suffice. 

People around the globe are probably most 
familiar with open source software through the In­
ternet. On July 31, 2009, Mozilla's Firefox logged 
its one-billionth download, less than five years af­
ter the open source browser was launched. Over 
300 million users now surf the web using Firefox. 
Although Firefox still trails Microsoft Internet Ex­
plorer (IE) for web searches, its loyal and growing 
user base accounts for 31 percent of the Internet 
browser market. Mozilla's Asa Dotzler points out 
that if current trends continue, Firefox will overtake 
IE as early as January 2013. 

Despite the anticipated growth of OSS, it is 
important to keep its adoption in perspective. While 
Microsoft's overall market share may be shrinking, 
most consumers and businesses still rely on Mi­
crosoft products-88 percent of computers in use 
today run a Microsoft developed operating system, 
while only one percent run an open source Linux 
product. 

How secure is open source 
software? 

The debate about the relative quality of open­
source software over proprietary software has kept 
bloggers arguing for years. A five-year study by The 
Standish Group that was released in 2008 found 
that 70 percent of companies surveyed felt Red 
Hat Linux was less vulnerable to security attacks 
than Windows. But some contrarians propose that 
this perception is due to hackers mainly targeting 
Windows code, rather than fewer vulnerabilities in 
Linux. In a security review of open source prod­
ucts, Fortify Security Research Group determined 
most OSS lacks adequate documentation or even a 
secure development process. Security best practices 
were found to be a low priority for OSS developers, 
resulting in software plagued by numerous applica­
tion vulnerabilities. A study conducted by computer 
security firm Secunia concluded the number of se­
curity bugs in Red Hat Linux exceeded the number 
of bugs in comparable Microsoft products. Many 
of the vulnerabilities in Red Hat were introduced 
through third-party components. The same study 
determined Firefox had considerably more security 



bugs than Microsoft's Internet Explorer. 

Open-source products still earn high marks 
for their quality. Software analysts at Coverity have 
been counting bugs in open source software for the 
Department of Homeland Security. Their findings 
in 2008 concluded code in 180 widely used open 
source software projects averaged 0.25 defects per 
1,000 lines of code (KLOC)- one error for every 
4,000 lines of code. This represents a 25 percent 
improvement over 2006 tests. One product had im­
proved to the point that Covarity's test uncovered 
no defects at all. By comparison, Open Source Ini­
tiative president Michael Tiemann says proprietary 
software has consistently averaged 20 to 30 KLOC 
since the 1960s. 

The future of open source 
The world relies heavily on software from 

the United States, but some countries are looking 
to domestically produced open source solutions as 
a viable alternative. China has long been a global 
advocate for open source software. Many leading 
brands of computers in China are sold without an 
operating system preinstalled, giving consumers the 
option to add open source software. The high cost 
of proprietary software has fueled software piracy 
there, putting the country at odds with the global 
community. China's adoption of OSS is partly in 
response to software piracy, but open source prod­
ucts such as home-grown Red Flag Linux are also 
getting a boost as an expression of national pride. 

Europe, like China, has also strongly em­
braced OSS. European-coded Ubuntu is a user­
friendly version of Linux that is gaining market 
share globally, with Europe providing much of the 
operating system's support. As of summer 2008, 
Linux-based products were pre-installed on three 
percent of new computers in the UK. 

The move to OSS can be seen globally 
through its adoption by various government agen­
cies. In Southeast Asia, for example, the govern­
ment of Vietnam issued a directive in early 2009 
to convert all government servers, networks, and 
desktop applications to open source. As a hub for 
IT outsourcing, Vietnam views moving to OSS as a 
way to develop a local software industry. 

Industry leaders worldwide are conceding a 
growing need to support the OSS community, as 
well. Intel recently developed Moblin, a Linux­
based operating system (OS) designed for the com­
pany's Atom x86 chip, to optimize Internet and 

multimedia performance. The Atom chip is already 
found in many netbooks, and the anticipated prolif­
eration of mobile Internet devices, or MIDs, should 
greatly expand its market penetration. Intel turned 
Moblin over to the Linux Foundation in April 2009. 
The Moblin.org group has recently rolled out the 
first beta of Moblin v2.0, which it expects to be­
come the standard software development kit (SDK) 
for MIDs. 

Google has also ventured into the open source 
domain as the company tries to gain a foothold in 
the software industry. Linux-based Chrome OS, 
set for release in late 2010, is designed primarily 
as a secure platform for Goggle's recently released 
Chrome browser. Building on the successful launch 
of Android, its open source OS and SDK for mobile 
devices, Google Chrome OS is targeted directly at 
the Microsoft juggernaut. 

Even Microsoft supports a strategy to win over 
the OSS community in hopes of getting OSS ven­
dors to port their software to Windows. Microsoft's 
Open Source Software Lab is working to integrate 
OSS with Microsoft Office, SQL Server database, 
and other Microsoft products. For customers who 
want to continue using Linux, Microsoft will offer 
Hyper-V, its forthcoming virtualization hypervisor. 

For most consumers software is judged by 
what it can do rather than how it works. Such prag­
matism will make it harder for closed-source soft­
ware to compete with OSS solutions in the future. 
As the personal computer gives way to the mobile 
handset and services move to the cloud, open source 
software-whether it is used for the operating sys­
tem, the web browser, or netapps-stands to gain 
market share and user acceptance. ~ 
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Open Source 
Internet browsers 
are gaining ground 
on Microsoft's IE. 

• Other 

• Firefox 

• IE 

• Netscape 
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