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A. INFORMATION OBTAINED FROM USS PUEBLO CREWMEMBERS

l. Classified Documents

a. Location of Cryptelogic Classified Data Aboard
USS PUEBLO During This Patrol:

{1) Classified cryptologic material was main-
tained in two areas aboard the USS PUEBLO priox to the
incident which led to her capture. These spaces were:

(a) the Research Operations room, occupied by the Naval
Security Group Detachment, and (b) the Administrative
Office used by the Officer-in-Charge as the main office

for Naval Security Group matters and the prime storage

area for organizational files as well as excess or dupli-
cate documentation not required on~hand in the Research
Operations room. These two spaces were considered to be
"secure™ areas (limited access to Naval Security Group

{ {NAVSECGRU)) oxr other appropriately cleared personnel)

and, in addition, the Research room was manned continuously,
therefore, documents were not always stored in sarfes or
files. This was particularly true in the Research Opera-
tions room where classified documents were: (a} kept at the
Superviser's desk, (b} on a shelf over the Supervisor's ;
desk, (¢) at the intercept positions, (d} in drawers at the
intercept positions, and (e} in a box located near the

radic telephone position, The material located in the
Administrative Office was normally placed in the two safes;
however, on the day of the incident some classified documenta-
tion was known to have been placed on top of the Officer-
in-Charge's desk, as well as in the center drawer of this
particular desk.

{2) Although it has been virtually impossible
to pinpoint the location of all classified material, some
specific items were determined to be located in the Research
Operations room immediately prior to the USS PUEBLO incident.
These items are identified in the SIGINT Inventory, Section
IV.B. of this report.
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(3) The Administrative Office contained two
safes which were used for storage of personnel data,
administrative items, material not specifically required
on~hand in the Research room, and duplicate copies of some
of the documents located in the Research Operations room,
It is known, for example, that the majority of the SICR's
aboard the USS PUEBLO were being reviewed by the OIC of
the Detachment and were placed in the center drawer of his
desk prior to capture. On the morning of 23 January 1968,
the Administrative Assistant was in the process of compiling
the USS PUEBBLO trip report, using the June 67 patrol report
of the USS BANNER as an example, and had completed some
10-12 muyltilith masters. It was established that the
Administrative Office maintained all permanently assigned
NAVSECGRU personnel jackets, 1967/68 message files,
classified Communications Technician (CT) examinations for
advancement in rating, NAVSECGRU cperating instructions in
addition to the excess or duplicate technical documents.

b. Non=-Inventoried Items On-Board USS PUEBLOD:

(1) In addition to the many inventoried docu-
ments identified as having been on-board USS PUEBLO, the
debrief of the crew revealed that additional cryptologic
material not listed on any inventory, was also on-board.
This material was compiled as a direct result of the daily
activities of the Security Group Detachment (support aids,
raw intercept, traffic logs, etc.) or consisted of informa-
tion which various individuals gathered from previous
duty stations and subsequently Drought abcard the USS PUEBLO
when reporting for duty. It must be pointed out that
specific and detailed identification of this data is
extremely difficult in that much of the information provided
by the crewmembers was cbtained some eleven months after
last observing any of the material. Additionally, a
significant amount of the information contained in their
perscnal notebooks was compiled many months before the capture
of the USS PUEBLQO, thereby compounding a critical identifi-
cation problem. : )
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a4 {(2) The debriefs revealed that the Research
Operations room contained at least the following unin-
ventoried documents:

{(a) Twenty to twenty-four burn bags
containing at least one to two days (22-23 January) of
operational intelligence monitor traffic, carbon paper
and operator scratch paper,

(b) Voice frequency listings at the
Radio Telephone position.

(c) Intercept logs and raw traffic from
manual Morse, Radio Telephone and ELINT intercept for
pericd 10-23 January 1968.

(d) | | and Radio Telephone
intercept tapes collected during period 10-23 January 1968,

(e} Radar plotting chart reflecting
positions of intercepted North Korean radars.

. {(f) Supervisor's daily log and "pass
down log" probably classified at least "QOMINT CHANNELS™.

(o) | |kept with

daily changes received froml }

(h) ELINT intercept summary messages
and intercept tapes.

(i) Instructions for "O" branchers use
in routing traffic internally aboard USS PUERLO.

(7} Detachment Standard Operating
Procedures (SOP) - content unknown,

(k) ELINT parameters listing developed
by ELINT operators.

{1) Internal memorandums for SECGRU
Detachment. Crry

{3y =S L
)3 =5
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(m) Letter files for USS PUEBLO.

{n) @ and OIC narrative report of
USS PUEBLO mission off North Korea,

(o} Personal notebocks of at least
eight (8) (I''s ocontaining very detailed and highly
classified cryptologic material,

(3) Probably the most damaging information
among the uninventoried items were the personal note-
books maintained by various crewmembers aboard the USS
PUEBLO., These books were compiled for the purpose of
assisting the individual in the executiom of his assigned
professional duties and, further, to aid in the prepara-
tion for advancement of rating examinations. No personal
record of the contents was made, therefore, identifica-
tion of the information contained in these books was
determined on the basis of the ability of each individual
to recall the contents of his own notebook. As a result
of these discussions, it has been determined that. at
least the following information in both cryptic and de-
tailed form is available to the North Koreans from
personal notebooks:

{a) At least 15 booklets on the Soviet

{b) Informaticn on Soviet

(d) Soviet Air order of battle.

4 -BANDEE-YIA-COMINT CHANNELS-ONEY

TOP-SECRET
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(£) A general description ofl |

(g) Soviet| |

(h) Soviet | l

4 (k) Portions of various SICRs extracted
for information and background purposes.

(1} A net diagram of the|

(m} Data related to NSA Signal Analysis
Course 100 (NSA SA-100) which included characteristics of
teletype systems, modulations, diagrams of speech and
sideband systems in considerable detail.

(n} PBreakdown of prime radar signals

which included |

A |

(P |

(q) Flash cards on radax signals,

{r) Types of Soviet ships.

TOP-SECERET
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(s) Extracts from TECHINS 2020,
TEXTA Manual.

{t) Extracts from TECHINS 1003.

{u) Information con characteristics
of | |

{v} Notes on AN/BRD-6 (DF) capability.

(w) Classified material on courses for
T, R, and I branches of the Communications Technician
Iating-

(x) Navy Communications Technician
training courses.

{4) Information available indicates that
these notebooks were subjected to only cursory attempts

at destruction (i.e., only torn or ripped).

c. Destruction Attempts Prioxr to Capture:

(1) Emergency destrxuction of classified
material accomplished aboard the USS PUEBLO was conducted
over a limited period of some 20 tc 40 minutes prior
to the boarding of the vessel by the North Koreans,
Although the order to "prepare for emergency destruction’
was given fairly early in the incident, actual implementation
of destruction procedures was withheld until the North
Koreans opened fixe. In the Research spaces, physical
destruction of material commenced some five to six minutes
prior to the receipt of this order from the bridge. It was
obvious that the destruction that actually occurred was
accomplished in almost total confusion and in a completely
disorganized fashion.

(2) The following events, related to
destruction, occurred in the Research Operations room
and Administrative Office:
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{(a) Fires were started in two or
three trash cans which were placed in the passageway
outside of the Research room and attempts were made
to burn classified papers.

{(b) Almost all of the material from
the Administrative Office and some additional data
from the Research room was then placed in weighted
bags with the intent that they would be jettisoned;
however, only one unidentified bag was actually thrown
over the side, Further attempts to jettison material
{(i.e., through a perthole) were hindered by gun fire
from the North Koreans; therefore, no further efforts
were made to discard material in this manner,

{c) entinued efforts teo burn material
in the trash cans .caused considerable smoke which filled
the spaces and necessitated the removal of the cans to
the open deck.

(d} An insufficient number of weighted
. bags were available for the amount of classified
material on board and resulted in the use of laundry
bags or mattress covers which were then filled with
material,

(e} Even though much of the classified
material was placed in various bags and could have been
jettisoned, continued gun fire by the North Koreans re-
sulted in an order to cease further attempts at throwing
material over the side. This order was issued not only
on the basis of Korean gun fire, but also by the fact
that the water depth was only 34 fathoms, far less than
the 100 fathoms believed by Research personnel to be re-
quired by Navy regulations for deep water destruction.

(f) Documents, message rolls and other
classified material were then torn into pieces and
scattered about the deck. Some of the material in the
laundry bags (or mattress covers) was dumped and
scattered about in the passageway outside the Research
spaces with the intent that these documents would be
set on fire, Unfortunately, this never ocourred, and

7 R R YO PR T A e S
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at the time of capture, this scattered material remained
in the passageway. Additionally, an undetermined amount
of material remained in bags, completely intact.

(g) During the burning, tearing and
scattering of material, attempts were made to destroy
highly classified personal notebooks; however, these
efforts were short-lived as priority attention was
given to the operational intelligence (GOPI) monitor
rolls.

(h) An undetermined number of these
GOPI moni tor rolls, containing many highly sensitive
intelligence items transmitted over the Navy's OPINTELL
broadcast were torm, partially burned or scattered about
the deck in both the Research space and adjacent
passageway.

{3) Although it was some time before the
North Koreans actually entered the spaces, no further
attempts were made to destroy material after the board-
ing of the USS PUEHLO by the North Koreans.

d. Status of Classified Data Immediately Prior
to Gapture:

(1} At about the time of the boarding of
the USS PUEBLO by the North Koreans, all efforts
directed toward emergency destruction ceased, even
though destruction was far from complete. It was.
ascertained that only one bag was jettiscned prior to
boarding; however, it was not possible to identify the
specific contents, Except for the unidentified material
jettisoned, and the small amount actually burned in
waste paper baskets {again unidentified), the following
was the status of the remainder of the classified
Special Intelligence material:

(a) The passageway immediately outside
of the Research spaces was completely littered with
material {some partially torn or ripped and others in-
tact), while one or twe laundry bags (or mattress covers)
remained intact and filled with classifled documents,

8 HANDLEE-VIA-COMBNT-CHANNELG-ONEY

FOP-SECRET
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(b) The floor of the Research spaces
was alsc completely littered with paper, some crumpled,
some ripped in half and some torn into small bits,
Other classified documents remained intact at the
operator's position, Supervisor's desk, and at the desk
of the OIC in the Administrative Office.

(2) It is estimated that 50 to BO percent
of the classified documents known to have been on-board
the USS PUEBLO are now in the possession of, at least,
the North Koreans. Wwhile some of the material was torn
or ripped to some degree, it must be assumed that the
North Koreans will attempt to recover as much documentation
as possible.

e. Conclusions:

(1) It is virtually impossible to identify
specific documents destroyed during the destruction process
and, because of time constraints, limited facilities,
enemy gun fire and information provided by the crewmembers
of the USS PUEBLQ, it is concluded that 50 to 80 percent
of the classified documents maintained on board are now
in the possession of, at least, the North Koreans. This
conclusion is supported by evidence that:

(a2} Only one bag was jettisoned, and
that in water only 34 fathoms deep which could have
allowed for recovery of this bag by the North Koreans.
(North Koreans claimed recovery.)

(b) Burning of material was extremely
llmlted and was accomplished in only two or three trash
cans placed outside of the Research spaces with no
attempt at '"bulk" burning.

(c) Much of the documentation was torn
and thrown on the deck, and could (with some effort) be
reconstructed into complete documents.

{d) A number of documents originally

intended to be jettisoned or set on fire were left intact
in bags aboard the USS PUEBLQ.

TOP-SECRET
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(e) Some documents were left in
drawers of positions apnd desks.

{2) Except for the very few specific docu-
ments actually known to have been burned, all other
material contained in the SIGINT Inventory (Section
IV.B,} is considered as in the possession of the North
Koreans. '

10
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2. Equipment
a, General

(1) The individual intercept equipments
aboard the USS PUEBLO were not classified, although in the
past certain tuners of the WLR-1 ELINT receiver were con-
sidered to be CONFIDENTIAL., Any sensitivity in regard to
intercept equipment results from the integration of various
equipments into an intercept "position" and the assigned
mission of that "position'". The tasks performed by an
intercept "position” using various equipment combinations
as well as the signal targets assigned can divulge specific
SIGINT interests. With this perspective, considering the
knowledge in SIGINT collection operations displayed by the
North Koreans and the information obtained from various
crewnembers, the SIGINT mission of all intercept positions
aboard the USS PUEBLO are considered compromised.

. {2) Although crewmembers have stated that
they did theix best to destroy all intercept equipments
aboard the USS PUEBLO, it is estimated that only about
5% of the total eguipments was destroyed beyond repair
or usefulness. Even this 5% estimate cannot be viewed with
optimism in view of the number of related maintenance manuals
and spare parts captured intact as well as the knowledge
gained from interrogatiocns of the USS PUEBLO crewmembers,

A contributing factor is the assumption that the North
Koreans have a copy of the "Equipment and Facilities"” book.

(3) The destruction of equipments, as
attempted, is best described as confused and disocrganized.
The disorganization may have stemmed from the lack of
training in emergency destruction, the inadequacy of (or
unfamiliarity with) an emergency destruction bill, and as
a result of the primitive tools available for use in
destroying equipments. (The only tools readily available
were fire axes, sledgehammers, small ballpeen hammers,
and chair legs.) There was a total of eleven crewmembers
in the Research Spaces at various times during the destruc-
tion period, However, the number of fire axes and
sledgehammers available, and the effectiveness of eleven
crewmembers swinging a sledgehammer at rack mounted
equipments in the small area only added to the disorganization
and confusion. '

HANDLE-VIA COMINT-CHANNELS ONEY—

TFOP-SEERET
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(4) There is no evidence available to
indicate that equipments (except for a small plece of
unidentified test equipment) were removed from the racks.
The damage to the front panels was extensive but resulted
in "locking" the equipments in place. Once it was realized
that very little damage to internal cowponents was being
accomplished an unsuccessful attempt was made to remove
the equipments for further destruction. The debriefing
of various crewmembers indicated that in a few instances,
however, the internal components of some equipments were
destroyed or damaged.

(5} In those cases where specific
information is available on damage to the internal com-
ponents, only the Winston recorders, CEI-416 Receiver,

WLR-1, and one or two R-300 receivers were mentioned.
Although it can be definitely established that some effort
was made to destroy the circuitry of some specific equip-
ments, there really is no way to estimate the extent of

the damage, In the case of the R-300 receivers it is apparent
that several were left intact while others received extensive
damage. From the debrief of various crewmembers, the
appearance of the eguipment from a front view would indicate
extensive damage. This appearance could explain the opinions
of those crewmembers who stated that "the equipment looked
pretty well smashed up".

(6) Of interest, but perhaps caused by
a natural inquisitiveness on the part of the North Koreans
because of attewmpted destruction, or the uniqueness of
these equipments, are the gquestions posed concerning specific
intercept equipments. These gquestions included informtion
on the WLR-1, Sonagraph, AN/BRD-6, Winston Recorders, Special
Printer Position and Visicorder. These questions were
probably posed because of the fact that these equipments
were damaged more extensively than others.

b. Ceonclusion

In summary, it wmust be assumed that the
North Korean capture of the intercept equipments advanced

14
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their knowledge of U,S. SIGINT interests and intercept
equipment technology. The damage impact of any destruction
to the intercept equipments was probably negligible because
of:

(1) Spare parts, undamaged equipments,
equipment and facilities book and related maintenance
manuals captured intact.

(2) Information on the mission of

individual positions as divulged to the Noxth Koxeans
by the crewmembers during interrogations.

15
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'I' d. INDEX OF EQUIPMENT
AGER-2

COMPARTMENT 1-30=-0-C = DRAWING NO. 1
USN 467Y ORIGINAL 31 DECEMBER 1967 COMINT RCS NSA-285

POSITION NO. TYPE POSITION KEY EQUIPMENT INSTALLED

AN/WLR-1B

C-3118/WLR

EECO-869-6 TIME DISPLAY UNIT
R-175A NB RECORDER

AUDIO SELECTOR

ELINT PNL ASSY

1 ELINT 1, 1A
& 1B

BB e

ATT CONT PNL

1508 VISECORDER

904720 TAKE UP UNIT FOR 1508
T6GA=-500

SP PATCH PNL

GMA 3 TYPE 3001 AMFP SERV UNIT
GvAa -1 AMPLIFIERS

HP-6204B PWR SUPP

SA~4641 SYN AMP

PP-3114/WLR-1 {USED FOR ELINT'

2 RADIO SPECIAL 2
PRINTER

o sy H W R R e

2a MK-442/WLR-1 (USED FOR ELINT)
SG-333/WLR-1 (USED FOR ELINT)
$-9903D

AUDIO SEL PNL

FAIRCHILD 777 O'SCOPE

HP-6433 PWR SUPP

O e e

Yl

R-390A/URR
R-1151/GLRD
R-1307A/GR

2B

ol

EECO 869-6
TD 717B/TRQ-22A (4 CHAN DEMUX)
SAS 3100 MASTER STATION

AUDIO RECEIVER

CV 1916 (XR-2-85)/GR

NON-MORSE 3
TELEMETRY ELINT

o e

HANDEEVA-COMINT-CHANNELS-ONLY-
17
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31 DECEMBER 1967 RCS5 NSA 285
COMPARTMENT 1-30-0-C (Cont'd)

POSITION NO. TYPE POSITION KEY EQUIFMENT INSTALLED

3 (Cont'd) 3A TD-717B/TRQ-22A (4 CHAN DEMUX)
CMU~880A DIGITAL COUNTER
$-9903D

TD=-570( }/GRA DEMUX

SAS-3100 SUB-STATION

WB PATCH PANELS

W e e

3B P-5114B

FAIRCHILD 777
MOD-100 TRANSI SQOPES
AUDIO SEL PNL
HP-651B

WB PATCH PANELS

1 e D) e e

3B P-5114B

5-9903D

R-31 CONTROL AND MULTIPLE
DISPLAY UNIT

MOD 10 SULZER TONE GEN

TWT CONTROL HEADS

o

LS

$-9903D

EECO-869-6

SERIES 4200 DIGITAL VOLT MIR.
R-1385 RECEIVER

SM-9302A SIG MON

SWP-602 SWITCH

HSU 210 SPARE TUNER MOUNT
INPUT SELECTOR

o N NG e

3E R-31 C BAND TUNER

R-31 S BAND TUNER

R-31 L BAND TUNER

R-31 INTERCONNECTING UNIT
CEI TYPE FT-201A IF TAPE
CONVERTER

DMEC 25-1 K BAND ANT CONT

FOOT SWITCH PNL UNIT

(SIS

N

HANDDE-VIA COMINT CHANNELS ONEY—
18
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. 31 DECEMBER 1967 RCS NSA 285
COMPARTMENT 1-30-0-C (Cont'd)

POSITION NO. TYPE POSITION KEY EQUIPMENT INSTALLED

ANT MULTICOUPLER INPUT PNL
ANT MULTICOUPLER OQUTPUT PNL
MOD 1710 ARRTECH MULTICOUPLER
$-9903D

R-175A

CEI TYPE 416 RECEIVERS

AUDIO SEL PNL

HMF (.012-1000) TX-38 MULTI~
COUPLER

3 (Cont'd) 3F

(SRS SRR

AN/BRD-6B
R-175A
R-390A/URR
AUDIO SEL PNL
AUDIO PATCH PNL

4 MANUAL. MORSE 4

H N e

$-9903D

C~6193/SRA-17C

EECO B69-6

R-390A/URR

CEI TYPE VLF 351 RECEIVER
TYPEWRITER, TELEGRAPHIC

s .

et ot b e

S=-9903D

R-390A/URR

R-1385

RECORDER INPUT SEL
AUDIO SEL

J=-401 ANT CONT
R-175A

5 RADIO TELEPHONE 3

B b D LY e e

S5A TIME DEMOD PATCH PNL
ZA-38208 DEMOD AND TIME
DISPLAY UNIT

HP-130C

SWP-602

EM-93024A

R-1385

TYPEWRITER, TELEGRAPHIC

HSU 210

=

[l R TV S

HANPEE- VA COMINT CHANNELS ONLY ™
19
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31 DECEMBER 1967 RCS NSA 285
COMPARTMENT 1-30=0~C {(Cont'd)

POSITION NO. TYPE POSITION KEY EQUIPMENT INSTALLED

5 (Cont'd) 5B RT PATCH PNL

9903D

EEC0-911 TIME CODE GEN
CEI TYPE 519 RECEIVER
R-1385

HP-4100

R-390A/URR

R-2174 RYCOM RCVR

e e

5C BATTERY FOR TIME CODE GEN

6 RADIO PRINTER 6 ° 1 Cv-62/0
SINGLE CHANNEL R=390A/URR
AND RF TEST 6061A SONAGRAFH

o

6A Cv-62/10
R-390A/URR
HP-890 PWR SUPP
TT-192A/UC

G30-40F PWR SUPP

HEH P

6B STEP ATTENUATOR PNL
HP-3200B VHF 0SC
TTY CONTROL PNL

AN/ UGC-20

TTY PATCH PNL

RP PATCH PNL

D S

6C HP-8616A

HP-8614A

EECO 869-6 _
HP-342AR NOISE FIG METER
TT-1876/UG

AN/UGC-20

T S =l

7 POWER PNIL

8 TYPEWRITER

9 . DESK

20 HANDEE VA COMINT-CHANNELS-OMLY-

TOP-SECERET
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31 DECEMBER 1967 RCS NSA 285
. COMPARTMENT 1-30-0-C (Cont'd)

POSITION NO. TYPE POSITION KEY  EQUIPMENT INSTALLED

10 CHAIR
11 TEST BQUIPMENT
STOWAGE

12 BOOKCASE

13 WORK BENCH

14 SHELF

15 VENTILATOR

16 ESCAPE SCUTTLE

17 EECO 869-6 AND
: 5-9903D SUPER-
. VISOR'S POSITION

}.8 MONITOR SWITCH

FOR SUPERVISOR

19 STEPS
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KEY TO EQUIPMENT DESTRUCTION/DAMAGE

22



DOCID: 4002585 ‘
F] L e
. ‘ ¢ 1A :
C
T * ' =- ’
X7 G
— ] /
" j*
| 5 — -_1 o @ |
'Ll ! 5 » BB e i
13 3 . ; W
£l =
[
1%
'@
i s N
I 1 L >
- -y R < x 2
3 :tﬁ"n gy -
g ! IILE |
o Qf.a.____. ° °
“: 1 S = ...
N , | ’ . . : a LY 1Y
* o 8 .
. Ty X x b
3, - - ] ==‘ > g 9‘"...‘.
. \ ¥ el i
'|I o : “ a -
aa & & v
» 5
!‘:‘-,\“\-‘__ 1]
! u_)_‘f'.‘..t.,. . -
[} d; =
F“e'\ 195?

1w.,hm
Lﬁ—.l E =

23

b | |




DOCID: 4002585

1]
iNa B
iy 3

"
iR 18

o
| |
B
-

]

!

§

E







4002585

DOCID:

aF




4002585

.
-

DOCID

7]

3
x5
Hl|
T
]
]
:

T m

i ¥ o
] 1 s
o’ e +
1 n
-« Sl - o g r
5 il b “ =
X T
=3 [
U T e T i
- o
T 1l
T o ..<.... - A g § (G : v . ?-
= I T ey’ : S i T - . g 3 il -3
e 1
b
il
a0
W
It
Mh-y-!
e - {F Ly, —




s
- " aEEBEi

T UL LA

Ty 11
e L

" AEEnr
-

4002585

AYEY A ENSE AFal » 2 his
- |

DOCID:




4002585

DOCID:




DOCID:

.

4002585

f.

TOP-SECRET

DRAWINGS OF EQUIPMENT AND DESTRUCTION/DAMAGE

ELINT
1
10
001 002
CY2518 /¥WiR-1 Y2518 /WLR- EYZ!ZIM-!é
RF 80 V732 Y733 _ OV 138 CYJ40
: L5 I,
T 1104
it 7
| COUNTER /cvzszmu-///
— CV741  C¥742
B 7777,% e
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EQUIPMENT DESTRUCTION CHART

Method of
Eguipment Nomenclature Position Destruction Remarks
P5114 Winston Recorders 17, 18 Chair Leg Opened them up and rammed them best I
could,
Hammer Very well smashed up.
Hammer/Axe Reconstruction very doubtful. Smashed.
Unknown
Sledge Hammer Used sledge on heads.
Sledge Hammerx I beat on the heads - making them
inoperable,
Smashed.
Heads gone.
Recorders wexe smashed by Strano.
¥
Oscilloscopes Hammer I did go around and bust all the
20 Oscilloscopes I could find.
3¢} The scopes on the two demodulators were
busted.
""Smashed'" to great extent,
We destroyed the cathode ray tubes on
the oscilloscopes,
2 Fairchild Scopes 17,13 Smashed.
SAS 3100 & I Branch 15, 16 Smashed.
Scope
MDU-5 Scope 18 Broken.
1508 Honeywell Visicoxder 12 Hammer/Axe Reconstruction impractical/unrepairable.
{Spaces unknown)
39 TOP-SECRET
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KD-2 Camera (Paxrt of WLR-1)
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Sledge Hammer

40

Method of
Equipment Nomenclature Position Destruction Remarks
Demodulators Hammer /Axe Were smashed pretty good.
12 Not a whiole lot of damage internally.
Scope 13 Bashed in completely.
R390 14 Left intact,
Plugging Cables Pretty well mutilated,
RYCOM R2174/4RR Sledge Hammer Smashed.
5 Hammer/Axe Were hit hard and damaged.
Receivers
R390 9, 5 Sledge Hammer No comprowise - unclassified.
: Hamuer/Axe Reconstruction impracticable
Destroyed two
CEI 416 21 Sledge Mixer amplifiers pulled out and
destroyed, Crystals probably not
removed. I tried to destroy circuitry
inside,
R-1051 Siedge Hammer Smashed,
R=-1051, R-1151, R39%0, not destroyed.
R-175 11, 7, 21, Sledge Smashed.
9
R~1385 5, 6, 7, Tuners smashed.
19 Partial.
R-31 20, 18 Beat on it, looked pretty well
destroyed.
Low Band under 2nd R390 a8 Had sledge hammer in it,

Destroyed "beyond use."
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sethod of
Equipment Nomenclature Position Dest?uction Remarks
UGC #20 Teletype 1, 2 Smashed beyond use.
Sonagraph 4 ’ Smashed.
AN/BRD-6 D/F 9 "Looked well destroyed” might be beyond

repair.
Scope smashed - didn't know about
internals.

Fire Axe Scope smashed.

Sledge Hammer Scope destroyed.

WLR-1 10, 11 Sledge Haamer 4 top tuners & IP 480 destroyed,

Could not use again.
Smashed,
Stranc removed parts and smashed them
individually.

Firxe Axe Completely destroyed by Strano.

Hammer Axe 50% - pulled drawers out of bays and
smashed with hammer.

Sledge Hammer Receiver battered; scope smashed.

Bay #1IA were pulled ocut--ocutsides
smashed don't .-know about inside.
Banged up fairly well,

Sledge/Axe Beyond repair, tubes pulled, individual
tuner pulled. Not sure of BEZEL, 5 gun
scope destroyed, Destroyed beyond repair.
Destroyed beyond repair.

Hammered very completely,

CV 1916 15 Not destroyed,
Time Code Generator No info.

N TOP-SECRET-
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Method of
Equiment Nomenclature Position Destruction Remarks
TD~570 16 Sledge Damaged.
Convertors 3, 4 Fire Axe Badly damaged - {Assoc. w/UHF receivers
for Voice interc).
Miscellaneous 8, 9 Receivers/Recorders on Morse voice

42
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3. Verbal Disclosures

During the detention of the crew of the USS
PUEBLQO, classified cryptologic and Special Intelligence =
associated information was disclosed, and/oxr may have
been disclosed, through several media other than the
captured classified documents. Classified information
was certainly divulged to the North Koreans during the
formal interrogations and in other intexrviews and
conversations. Additionally, classified cryptologic
information was disclosed in the various '"confessions"
and letters which were penned by the crew of the USS
PUEBLO during their period of captivity. Finally,
information may have been disclosed through intra-crew
discussions of classified data in areas vulnerable to
North Korean electronic eavesdropping.

The information disclosed during crewmember
interrogations and/or "conversations" with the North
Koreans includes (1) that which was responsive to
North Koreans questions {(and thus reflects North Korean
interests)} and (2) that which was divulged although not
necessarily in direct response to a North Korean query.
In this latter categery, it should be noted that some
responses were apparently designed to steer the North
Koreans away from areas considered more sensitive in
nature | |
which was disclosed in order to avoid interrogation on

I | -

Intra-crew discussions of classified information
is treated separately wherever practical in this report
in order to distinguish between that information known
to have been compromised (i.e., disclosed directly to
the North Koreans) and that information which may have
been compromised. The distinction is required because
of the ambiguity surrounding the subject of electronic
surveillance of the detention spaces by the North Koreans.
While a majority of the crew are convinced that their
rooms were not "bugged', at least one returnee'reported
that he was told by the North Koreans that "bugging" was
being conducted. Additionally, several returnees reported

43
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’. their observation of a "shotgun' microphone, aimed in
/ their direction at a distance of 75-100 yards, while
they were outside on the "playing field."

It should be noted that the analysis of non-
documentary disc¢losures is derived in the main from the
debriefings of the USS PUEBLO crewmembers. As a result,
the factual completeness of this analysis is dependent
upon the accuracy of memory, willingness to provide
information and recall capacity (over an eleven month
period) of the individual members of the PUEBLO crew.

The classified cryptologic-associated information
disclosed orally through interrogations and discussions
has been categorized according to subjects which, in turn,
have been subdivided as to Direct Disclosures (i.e.,
interrogations and confessions) or Indirect Disclosures
(i.e., intra-crew discussions). The subjective categories
include:

a. General

. b. Mission of the USS PUEBLO

c. SIGINT Processing and Analysis

d. SIGINT related locations

e. Confessions/Letters

f. Conclusion

{1) General Cryptologic Operations

(a) Direct verbal disclosures to the
North Koreans included the following facets of the U.S.
SIGINT operations:

1 Intercepted traffic (all of which
is placed on 6-ply paper) is forwarded to NSA via courier
(including tape recordings) and/or in electrical reports;
the latter reports include times (of intercept), frequencies
and callsigns. ESV associated telemetry also is forwarded
S to NSA for processing (reportedly by computer). Magnetic
..- tapes of ELINT intercepts of radar signals are forwarded tp

the [
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2 Communications Technicians (CTs)
are assigned to U.5. aircraft carrxiers and/or aircraft.
In regard to U.S. airborne operations, CT's are involved
in operating (or instructing others in the operation of)
the ECM (ELINT} equipment.

3 7The U.S. conducts electronic

surveillance of Soviet| |

with a prime objective of collecting telemetry cduring
Russian missile launch/re-entry operations.

5 The meanings of COMINT, ELINT

and SIGINT and the meanings and differences between SECRET/ .

SECRET SAVIN, TOP SECRET/TOP SECRET TRINE or DINAR,
CONFIDENTIAL and HANDLE VIA COMINT CHANNELS ONLY were
discussed.

{(b) Possible indirect disclosures, as a
result of intra-crew discussions, touched upon several
general aspects of cryptologic operations.

1l The duties of CT's including
previous Temporary Assigned Duties (TADs) of PUEBLO
CIewmen, on ard destroyers and aircraft carriers
were discussed; the discussion of duty

on board carriers included referehces to Soviet overflights
of the carriers. Additionally, discussions in unspecified
detail were held on U.S5. intelligence collection off the

2 The Operational Intelligence
Broadcast and electronic signal jamming were discussed
in undetermined detail.

(2) Mission of the USS PUEBLO

The USS PUEBLQO, its electronic equipments,
its mission and its capabilities, naturally were of
special interest both to the North Koreans (in their
interrogations} and to her crewmen (in their "private™
conversations.)

45 BANDEE-VIA-COMINT-CHANNELS OMLY-
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. (a) SIGINT Collection Equipment on board
the USS PUEBLO was of particular interest to the North
Koreans. They apparently payed greatest attention to those
equipments which had suffered the severest damage during
the destruction exercise.

1l WLR-1l: 1In addition to their
possession of the Facilities Book picture of the WLR-1,
the North Koreans were provided a drawing (albeit possibly
inaccurate) of the position. The North Koreans were told
the frequency range of the WLR-1 receiver, its use in the
intercept of radar signals, the characteristics of signals
collected (e.g., 1 microsecond pulse) and their appearance
on the IP-480 scope, how to analyze "traces", and other
general information on how to operate the WLR-1, The North
Koreans were advised of the range of the WLR-1 (reported to
be "50 miles") and that the DF capability was considered to
be poor and, in fact, non-existent below 1000 kilocycles
(KCS). The time code generated signal and its recording on
track eight of the associated WINSTON Recorder, as well as
other aspects of the operations of these recorders, was
disclosed,

. 2 The operations and technical
characteristics of virtually all collecticn receivers were
disclosed. For example, the North Koreans were told the
frequency ranges of the AS-899, R-390, RC-32, SRT-31, WRT,
R=1026 and R-1385. The North Koreans reportedly were told
(erronecusly) that the R-31ls were used in the tracking of
U.S5. satellites,

3 The radiotelephone position,
including the technidﬁés for sideband, tuning of the voice/
ciphony carrier frequency and how signals were recorded
on the WINSTON Recorder was explained to the North Koreans.
The North Koreans expressed interest in its capability to-
collect] |signals. S
(B )I3181850
4 The North Koreans were informed '*'*
about the radioprinter position, including its configura=-
tion (e.g., R-390, demodulator recorder and printer) and how
the antenna was patched to the receiver, demodulator and keyer.
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5 The details of the KAY-101
Sonograph and its operations were explained as was the
1309 Visicorder (for which a drawing also was provided)
and the RYCOM. At least the front panel of the AN/BRD-6
(DF) equipment was sketched for the North Koreans. The
North Koreans specifically questioned the function of
the NMGS position and a demultiplexer.

6 In summary, the North Koreans
asked about, and/or had explained to them, the purpose
and function of virtually every piece of SIGINT collec-
tion equipment on board the USS PUEBLO. In fact, the
North Koreans informed one crewmembexr that they, the
North Koreans, were capable of using the R-390, R-1385
and oscilloscope.

{b} The SIGINT mission of the USS PUEBLO,
including specific targets as well as general SIGINT _
operating capabilities, was disclosed directly to the
North Koreans.

1 The North Koreans were informed
that the USS PUEBLO's general targets were Korea,
and the USSR, with particular attention to be paid to the
location and intercept of the communications and radar
emissions of the North Korean Army and Navy, airfields
and radio stations. It was disclosed that the PUEBLO
had: (1) located (by Radio Direction Finding)
| f (2) had made about 130
intercepts of signals from 6-8 types of radars; (3) inter-
cepted[ ] information; and (4) that the North Koreans
were told the USS PUEBLO did not have the antenna capability
to accomplish the tracking of satellites. Additionally, a
full frequency spectrum search was to be made for North
Korean Naval communications,

2 1In order to accomplish their
mission, it was made clear that the intercept frequency
spectrum ranged from 0-4000 gigocycles (COMINT and ELINT)
although improper antennas decreased the capability in
the UHF and SHF ranges. The modes of communications being

47
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‘several North Korean services could be distinguished. The,

intercepted were identified as manual Morse, radioteletype,
‘and radiotelephone, and new/unusual signals.

On the ELINT side, it was disclosed that radar signals werxe

intercepted, located by RDF and analyzed.

"3 1t was disclosed that radiotele-
pheone 1ntercepts were to be transcribed on-board and that
some intercepted radiotelephone intercepts were retained
for analysis of codes and other data included therein.

(3) SIGINT Processing and Analysis

Numerous, although frequently minor,
aspects of cryptolegic analysis and processing were dis-
closed to the North Koreans.

(a) The case notation system was explained
{as to what the notations were and how they were assigned)
with about ten case notations disclosed along with 10-15
associated callsigns.

(b) Intercept and traffic identification
techniques, e.g., the checking of callsigns against callsign
rotas and lists, the use of frequency rotas, etc., were
described. It was disclosed that on-board the USS PUEBLO
were manuals to assist in signal and traffic identification
and radar type descrimination (by differences in RF and PRF)
and that differences between the communications of the

use of the ITU (Bernme) callsign listing in radio directiom® “/7- ' °

finding (RDF) operations alsoc were divulged. iE]

(c¢) Information on the | |

|was elicited by the North Koreans, albeit

apparently in no great detail, and thev were told that one
crewman learned the

(d} The more common |

| (but purportedly nottf‘

the more sophisticated or specific systems), were explazned
to the North Koreans, as were single channel radioprinter
{1T1D), sidebands (AM, SSB, double SSB with suppressed
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carrier) and how the carriers are set up,L--- ’ |

| and (in rough terms} the [system.

The North Koreans demonstrated particular interest in

broadcasts, DRAMBUIE, telemetry, |
"Diarizers" and TEBC positions. (In the case of the TEBO-
related questions, North Korean interest appeared to have

been generated by personnel records of a crewman attendance

at the TEBRO schoall h - - i

HEd I EEEIUE

HBEdI B!

P

(e) The North Koreans were told that the I

(f) The North Koreans were given certain
specific ABC radar covernames, i.e., TCOKEN, CROSSLOT,
KNIFEREST, MOONFACE and WHIFF,.

(g) Additicnally, the North Koreans
demonstrated specific interest during their interrogations
and discussions in the meanings of ICHTHYIC, "P&R",
(Processing and Reporting), DFS, PPM, CLICKBEETLE,

MARABOU, HAMPDEN, and DRAMBUIE. The Koreans were provided
with the meaning of AGTR and demonstrated awareness of the
meaning of SMRIS, MARS/VENUS/PLUTO operating areas and
PINKROOT operations as these terms relate to the USS PUEBLO,
USS BANNER and USS PALM BEACH.

(4) SIGINT Related Locations

(a) The amount of compromised information
regarding SIGINT collection sites revealed by the USS PUEBLO
crewmembers during captivity varied relative to the crew-
members background. Other than the information provided
about | | the amount of SIGINT information
divulged by any one individual would appear relatively
minor. However, a compilation of everything each different
individual divulged about the various stations, including
missions and capabilities, would provide the information
necessary to reconstruct the worldwide network of collection
sites and their production flow of ELINT, COMINT and Direction
Finding information.

o _ 0
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(b) The physical layocut and basic
organization was provided for almost all of the
locations included in the attached list. As regards

[ ] there were many diagrams drawn of the entire
2 ) base and the operations complex. The North Koreans
: produced a chart on their own, showing the base and the
operations complex, probably produced from the collection
of charts and organizational structures provided by
various crewmembers. They questioned many of the crew-
members on specific locations of diwvisions and buildings
from this chart. Therefore, it can be assumed that the
operations spaces, divisions, capabilities and
some specific target information were provided the North
Koreans.

(c) The following list of individual
1ocat10ns in alphabetical order were either discussed
with or revealed to the North Koreans. The information
regarding these locations was extracted from confessions,
letters, and the crewmembers recollection of interrogations
by the North Koreans.

.’ ) 1 ADAK, ALASKA: It was disclosed
that part of the mission of Adak includes | |
| | targets-and that Adak acts as a ity 2 A
D/F station in the Pacific DF network. A general organi=- [(tb(oi-5
zational diagram of Adak was also provided as well as the '~ WU
fact that one crewmember '"learned" manual Morse and teletype

operations while stationed at Adak.

2 - ASSISTANT DIRECTOR, NAVAL SECURITY
{03 GROUP (ADNSG)}: The location of ADNSG was agiven as collocated
2 with NSA at Fort Meade. One crewmember described his job '
at ADNSG as "maintaining continuous awareness of Soviet Naval
elements | Q-T '

-3 | The
following information was provided to the North Koreans:

a Soviet Navy targets between
[ |were copied- at[ | T (6
(£ =0{fx
b An organizational diagram of the'"'"
station was drawn including number of personnel.

50
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¢ The fact that l_—_lwas

connected with the | |station.

4 CAPE CHINIAK, ALASKA: The station
designator for Cape Chiniak was disclosed as USN-426. An
organization chart with the number of personnel (30-40) was
also provided.

5 CENTRAL INTELLIGENCE AGENCY [CIA):
It was disclosed that CIA cooperates with NSG and NSA in
intelligence matters and that NSA was in control of SIGINT
and that CIA provides collateral information.

_6_ CHELTENHAM, MARYLAND: The following
information was provided to the North Koreans:

R a2 Cheltenham has a Research and
Development section,

Cheltenham is the D/F logging

b
center for the Atlantic.

c There is specific D/F interest
in:

d The station designator for
Cheltenham is USN-22.

€ A diagram of the base at

f An organization chart of the
station was also provided. ;

7 CHIEF OF NAVAL OPERATIONS (CNO):
It was revealed that CNO directs the Naval D/F operations.

8 COMNAVFOR, JAPAN: COMNAVFOR Japan
was identified as the ultimate command for the PUEBLO and
that traffic for COMNAVFOR Japan was passed through Kami Seya.
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9 |:] ‘The following informatioff’/™ _ .
was provided to the Norxrth Koreans: k) 023 b 1. . S5

a The station designator for

b An organization chart was

provided 1nc1ud1ng CcO, XO, Dept Head, and Watch Sections.

¢ That manual Morse and Radioprinter
signals were collected there.

d ‘I‘hat:l was a Radio Relay

e That a crewmember worked in
the American Embassy and passed coded traffic.

station.

: f That the complement forx the
station was 400 men.

10 rl—l{ HEAD UEED 400
. was listed as a Secunty Group Station and part of the B3 53 R IL.
Atlantic D/F network.
11 | ' | The North Koreans
— were told that Pacific Command, | |
by (%) =80 U530 Center was located at | | Additionally that

THASioan Mok Tee training on ELINT for recognition of radar signals ing¢lud-
ing parameters of each signal was conducted at[:::::] It
was also disclosed that radar intercept from the PUEBLO was
forwarded on magnetic tape to | |

12 The following informatlon ‘Yé' rd PP
provided to the North Koreans: i I3 5 L

a That the station designator for

. b An organization chart for |:|
was provided.

¢ That the GOPI Broadcast originated
. from Guam/Japan/Philippines.

HANDGE-VIACOMINT CTHANNELS ONLY
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That acted as a Pacific - [ tile

3 1 3 =0 USRE 44035

net D/F station. ; s (L0 13 10 1, . S-S

e That was part of the Pacific
SIGINT network. :

f A layout map of the station was
drawn.

froml_:I to the ship.
h Soviet Radioprinter targets were
given as one of the SIGINT missions for |:l e >

b (3)-
S —
; 13 | | The following information
was provided to the North Kereans: - :

a [:::::]Was described as a focal
point for Pacific SIGINT network which included Philippines,

g That coded weather was transmitted

i That transmitters were located

| and Skaggs Island.

b That a Pacific Net D/F station
is located there.

¢ An organizational chart was
drawn including D/F, MM, R/D and ADMIN.

d That there is a complement of

200 men, and four watch sections with 15 men on each D/F
section.

to ship fton:I

€ That coded weather was transmitted

4 | | 1ne
school for manual Morse operators was located at NAVCOOMSTA
at | |as well as the 'school for '"'I" branch. o
() (41 =E
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15 KAMI SEYA, JAPAN: The following

information was provided to the North Koreans:

b Several dilagrams were drawn.
They included divisional structure, command structure,
base building diagram, Operations Spaces, labeled by
division and function, on base diagram included all depart-
ments such as supply, medical, admin, etc.

d That Kami Seya was the station
with which the PUEBLO communicated while on operational
patrol,

g That Kami Seya was the closest
peint of relay to COMNAVFOR - Japan.

h That the GOPI Broadcast and
coded weather was transmitted from there.
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16

I - One crewmember

drew an organizational di

Lagram of the station and the fact

that it was part of a D/F network.

b [2=F.L. HE-38

18

KODIAK, ALASKA: It was disclosed

that a:l is located at Kodiak. One crewmember

noted that he had worked
Guard in SAR (Search and

in conjunction with the Coast
Rescue) operations while at Kodiak.
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19 LONDON, ENGLAND: London was listed
as the Command Security Group Station for the European area.
European Headquarters for NAVSECGRU was in London.

20 MARIETTA, WASHINGTON: Marietta
was disclosed | |as used in Search
and Rescue operations.

22 MONTEREY, CALIFORNIA: The North
Koreans were told that the Defense Language Institute (DLI)
was located at Monterey. A complete description of the
DLI at Monterey was provided including number of students,
languages taught, teachers names, physical layout and organi=-
zational structure. One crewman told that he was sent to
Monterey to be trained as an interpreter for Embassy duty
and that the Soviet language course was 37 weeks duration.

24 NORFOLK, VIRGINIA: Norfolk was
identified as a | il

[&) (31=51

1B (31-18 USC

25 - NATIONAL SECURITY AGENCY (NSA): '°/'/7'7h 70
The following information was provided to the North Koreans:

a A diagram of NSA was drawn on
at least two occasions, '

b A diagram of MPRO-3 was provided
with specifics. MPRO-3 was defined as a Machine Production
Element.

¢ That there were 5,000 to 6,000
prersons employved at NSA.
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d That 2,000 persons were .

involved in analysis and used computers as aids.

€ That NSA functions in
analysis, decoding and development of crypto devices.

f Description of internal
NSA Korean section was given and told the North Koreans
it was headed by a South Korean named "KIM".

g That NSA expanded as Natiocnal
Security Agency and that the location was at Fort Meade,
Maryland.

h That the Office of Soviet
Collection was divided into (a) Army, (b) Navy, and (e} Aixr 1y 181540 GEE W
Force sections. . * oW (b (2] =18 USC T8

; - 1 That there was an assignment
for |:| North vietnam, and China at NSA.

J That the SIGINT effort was .

primarily against the Soviet, second against China and
third against all others.

diagrammed nets and briefed Naval personnel on Pacific

area.,

1l NSG works in conjunction with
NSA and that NSG is subordinate to NSA.

m That the following instructions
were performed at NSA:

"l. Operation of R390 Receivers.

"2. Operation of Magnacoxders
(Tape recorders).

"3. Voice Operators Supervisor
School conducted at NSA.

"4. That SA-100 School on Signal
Analysis conducted. : .

—ANDEE VA COMINT-CHANNELS- ONEY—
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I "l !SIE‘EI‘IE I_ B1{3)-F.L. B56-36

"5, That personnel instructed
ip use of callsign system,

n  That NSA designed and constructed
Crypto eguipment and designed Crypto keylists.

o That Crypto efforts are made to
break traffic and that machine (computer) assistance is
provided.

p That transcriptions from voice
tapes were made at NSA.

26 NAVAL SECURITY GROUP (NSG): The
North Koreans were told that NSG collects for NSA and that
material collected by NSG is analyzed by NSA. A diagram of
NSG Headquarters was drawn. One crewmember related the fact
that he attended an NSG school for Technical Guidance Units
{TGU) for electronies in Washington, D. C.

27, NORT A hwest I
Virginia was identified as a

29 | ] The following
information was provided to the North Koreans:

a A block diagram was drawn of

b_Identiried[  Jasa

£ Related that Iwas a )
"Training Station'", Specific training disclos to the North

Koreans consisted of:

. "], "I" Branch. Crewmember gave
a detailed description of his "I" Branch training.

n2. Manual Morse. Crewmembers
stated that |:|Manua1 Morse was taught.
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"3. Radicprinter. That
personnel were instructed in use of Teletype equipment.

4. EBLINT. That c¢rewmember

received ELINT training at Naval Communications Training
Center, F

d Disclosed that there were
approximately 300 students at

: e Stated that there are 15 classes
at: (at one time) and that there are 20 people to

a class.
=2y L : 30 ' l The North
: Koreans were told that | was a
d part of the| They were

further told that the GOPI Broadcast could originate in the

Philippines/Guam/Kami Seya, and pass coded weather informa-
tion. . .

32 | { The North
Koreans were told at| |

training was conducted for Radioprinter, R390 Receivers,

Tape Recorders, as well as Russian |_—I_|in.formation.

34 | The Noxrth Koreans
were told that SASEBO and Kobe were| ’

35 SKAGGS ISLAND, CALIFORNIA: The
following information was provided to the North Koreans:

a ' That the station designator for
Skaggs was USN-26.

b An organization chart of the
station. ;
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[+

mern .

e
Finding (D/F) net station.

That Skaggs is part of the

Complement of Skaggs is 100

That Skaggs is a Direction

£ That the mission was D/F for
Sea Rescue.

g Located Skaggs on map of San
Francisco area.
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40 YOKOSUKA, JAPAN: The North
Koreans were told that the mission of TGU Yokosuka was
teaching Fleet EQM operators. It was further related that
there are 18 men stationed at TGU in Yokosuka and that
Yokosuka transamitted coded weather. C-30 was described as
the "COMMAND CAVE" on the Yokosuka Base.

41 USS BANNER: | |

| ] for the BANNER as well as the fact that the
BANNER was the same type ship as the PUEBLO. The North Koreans
discussed the operations of the BANNER which revealed the
following:

. a They possessed the operational
order for the BANNER. ;
b That the mission of the BAPNER
was known and was related to crewmembers. . .

€ BANNER was a subject in
"]ectuxes" to the crew at least several times,

d Noxth Koreans stated that the
BANNER had previously operated in the Yellow Sea.

e They were aware of the schedule
for the BANNER. ’

£ They had knowledge of the
BANNER operating in coastal area of North Korea.

. O
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43 USS BELMONT: The North Koreans
were told that the USS BELMONT had worked the same area Gl

44 USS GEORGETOWN: The North Koreans
mentioned the GEORGETOWN in a "lecture'.

45 USS JAMESTOWN: The North Koreans
were told that the USS JAMESTOWN was a TRS involved in
Scientific Projects. 1t was further discleosed that the CT
personnel on board were involved in projects expanding the
Naval Communications Systems. It was also mentioned that
the JAMESTOWN is the same type of ship as the USS OXFORD and
USS LIBERTY.

. 46 USS OXFORD: The North Koreans were
told that the OXFORD was the same type as the JAMESTOWN and
the LIBERTY and that the OXFORD is a TRS inveclved in scien-
tific projects concerning expansion of Naval Communications
Systems.

. 47 USS LIBERTY: The North Koreans
- were told that the LIBERTY was the same type ship as the
JAMESTOWN and the OXFORD. Additionally, they were told

that the mission of the LIBERTY included targets of:

48 USS MULLER: The North Koreans
mentioned the MULLER in a TMlecture'.

49 USS PALM BEACH: One crewmember
told the Koreans that the PALM BEACH was in Bremerton,
Washington. The North Koreans mentioned the PALM BEACH in
a "lecture".

S50 USS VALDEZ: The North Koreans
mentioned the VALDEZ during a "lecture™.
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Additionally, crewmembers were
guestioned on the USS PROVIDENCE (7th Fleet Flagship) on
how many men, mission, deployment.

(d) Other US Military Stations Mentioned:

1 ANACOSTIA NAVAL BASE: The North
Koreans were told that Russian Language Training was con-
ducted at Anacostia Naval Base.

e Fal e ]
P B S SE IS E
(Bpdf-pEL L. omadar

3 DANANG, VIET NAM: That Viet Cong
radio signals were copied at DaNang was revealed.

4 FRANKFURT, GERMANY: Crewmember

told the North Koreans that Headquarters of Security Group
in Europe was located in Frankfurt.

" 5 PORTSMOUTH, VIRGINIA: <Crewmember
told that the Navy Crypto Repair Facility was located in
Portsmouth.

6 VIET NAM: Crewmember was questioned
on lst Radio Bn in Viet Nam by the North Koreans. In room,
crewmember told how identification of VC communications was
determined by power output of their transmitters and that
attacks were predictable by their communications.

7 VALLEJO, CALIFORNIA: Crewmember
told that the Navy Crypto Repai: Facility was located in ~
vallejo.

8 MASSACHUSETTS: Norxth Koreans
displayed interest in Massachusetts bases, Hascom AFB,
Westover, and South Flanders NAS.

9 COMSUBFLOT 7: 1In room, the Captain
stated that SUBFLOT SEVEN Staff had 2@ hull check of Soviet
ships on station off Guam,
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. 10 SOUTH KOREA: Crewmember told
that there are Army and Air Force stations in South Korea
probably involved in an effort to gather information on
Noxth Korea.

(5) Confessions/Letters

(a) All PUEBLO crewmembers were involved
in writing confessions and letters (both individually and
Jjointly) while in captivity and although a large number of
these letters have been released (either by the Koreans or
the recipients) very few confessions are available for
evaluation. A great deal of information regarding the
contents of this material was provided by the crewmembers
during debriefing; however, this section deals primarily
with the actual letters/confessions which are available
vice what each crewmember provided during debrief based
on his recollection of the material,

(b} The crewmembers debriefings did
indicate that a great deal more classified information was
contained in the written confessions than the letters and

. this is borne ocut by a review of the available material.

{c) Certain observations can be made
regarding all of this material. The majority of letters
were written in March and August 1968. The March letters
contained a number of references to the mission of the
ship, the destruction of classified material, the capture
of documents, and some letters even provided a description
of the job of the author. The August letters were more
"personal" and contained fewer references to any sensitive
matters. Confessions were written at various intervals
during confinement and the number and detail of this
material varied with each crewmember. There were joint
confessions (as well as joint letters of apology and a
joint letter to the President) signed by all of the crew=-
members, but the majority of the confessions released were
written by the officers and were written shortly after
capture. These confessions detailed the mission of the
ship and a considerable amount of classified information.
Although classified, none of the available information is
unique to the confessions (i.e., the same material was

@ o4
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provided to Koreans in the captured documents and
interrogations) and consequently the details are not
included in this section of the report. Further, there
were a number of other confessions written during
confinement {(e.g., each crewmember wrote a detailed
confession just prior to release); and the only infor-
mation available regarding the contents of this material
was obtained from the crewmembers during debriefing.

{d) In addition to the letters and the
confessions, another means of providing the Koreans with
information regarding the mission of the USS PUEBLO would
be the press conferences. The text of these conferences
were reviewed for possible disclosures of classified
material and although there was a considerable amount of
sensitive information discussed, again the details were
readily available to the Koxeans in captured documents,
written confessions or as the result of interrogation of
the crew.

(e) One other item worthy of note is
the fact that the letters and the confessions were also
tape recorded by the Koreans. Some of this material was
(and possibly will be) released via radio broadcast vice
publication in a written form.

(6) Conclusion

Based on a review of information obtained
through crewmember debriefings, published confessions,
available letters, etc., the following conclusions have

been reached in regard to verbal disclosures of information
to the Koreans:

(a) The interrogations and written
material provided the Koreang detailed information not
otherwise available. This is particularly true in the area

of previous experience, jobs, training schools and prior
assignments.

(b) A significant portion of the oral and
written material was already available to the North Koreans
by virtue of the capture of documents and equipments aboard
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the USS PUEBLO. These type disclosures were probably most
beneficial to the Koreans in that they apparently aided the
interpretation and understanding of the captured material
and provided the North Koreans a ready gauge as to the
degree of cooperation of the individual crewmembers.

(c) A great deal of the information was
disclosed in a piecemeal fashion {i.e., a number of items
on a certain subject were derived from a number of crew=-
members or from the same crewmembers in separate interro-
gations). Although divulged piecemeal, the compilation of
this material could easily provide a comprehensive picture
on a number of subjects which were of interest to the North
Koreans, This was also obvious from the debriefing as it
was necessary to look at all the crewmember's statements to
get an estimate on the totality of possible compromises.

(d) Possibly of greatest importance is
the fact that the completeness and accuracy, etc., in this
report, of the information orally provided to the Koreans,
is dependent upon the individual crewmember’s recollection
. ; of what were at times extended discussions (with the Koreans)
which toock place at various intervals over the period of
eleven months.

(e) There were a number of confessions
written by the crewmembers during confinement (each crew-
member wrote at least omne and some of these were quite
lengthy) which have never been released by the Koreans.

It has been established that a number of these confessions
were quite detailed and contained SI information; however,
the only information regarding the contents of this
material included in this report has been obtained, once
again, from the debriefing. For this reason, it is. probable
that the report of damage assessment regarding confessions
is relatively incomplete.

(f) The North Koreans displayed particular
interest in other SIGINT units around the world, collection
equipment and the previous duties of the men. It appears
that a portion of the information elicited was directly
related to the degree of knowledge the North Koreans held

-
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on a particular subject or the mreed to have a particular
individual expound on his previous assignment/training,
etc., guided by the captured service records.

{g) Finally, to arrive at a conclusive
assessment of damage in this section of the report is
extremely difficult. Although this information (i.e.,
confessions/interrogations) is essential for any compre- -
hensive evaluation, the completeness and accuracy of this
data is viewed with less confidence than with the remainder
of the report. Although it can be established that a great
deal of information was provided the North Koreans in oral
and written form, a combination of certain factors, i.e.,
crewmember ability to recall information, uncertainty of
room “bugging", validity of hearsay, lack of corroborating
evidence and the time interval between the event and the
debrief, all tend to reduce the probability of a compre-
hensive evaluation. Rather, it appears that the information
listed in this section (particularly that data passed to the
North Koreans during interrogation) can best serve as:

1l An aid to determine North Korean
interest, and

2 An indicator of the type and
variety (not completeness) of the information provided.
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SHORT TITLE

Introduction To

Musso

TECHDOC

TECHDOC

TECHDOC

TECHDOC

TECHINS

TECHINS

TECHINS

TECHINS

TECHINS

TECHINS

#102

#106

#107

#400

#1001

#1002

#1003

#1005

#1007

#1012

TOP-SECRET

LONG TITLE

(Same)

Ground Based ELINT
Collection Opera-
tions (25 July 66)

Morse Search and
Development Concept
of Operations

NMSD Operations

SIGINT Product
Reporting

Standard Interxcept
Symbols and Abbrevia-
tions

Morse Collection
Procedures

Radiotelephone Record-
ing and Tramscription
Procedures

Radioprinter,l |

Collection Procedures

Morse General Search and

Cover Reporting
Non-Morse Search and

Development Procedures
and Techniques
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Unknown

Unknown

Unknown

Torn
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Torn
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SHORT TITLE LONG TITLE LOCATION  STATUS
TECHINS #1016 Component Mission Super - Unknown
Intercept visor's
Desk
TECHINS #1019 Machine Intercept Supex - Toxn
Analysis Report (MIAR) visor's -
Desk
TECHINS #1021 Classification of Radio  Super- Toxn
Signals and Communica- visor's
tions Systems Desk
TECHINS #1030 Procedures for NMSD Admin Unknown
Seaxch and Development Office

Operations Aboard
Technical Reseaxch Ships

TECHINS #1036 SIGINT Equipment/Systems Admin Unknown
Directory Office

TECHINS #1037 Equipment and Facilities Admin Unknown
Standards for Intercept Office
Stations '

TECHINS #1038 Manning Standards forx Admin Unknown
SIGINT Positions Office

TECHINS #1042 Instructions for Admin Unknown

Preparing and Packaging Office
for Forwarding of Inter-
cept Traffic and Related

Material

TECHINS #1043 NSA Forwarding Instrucs Admin Unknown
tions Office

TECHINS #1044 Instructions for Admin Unknown

Selections and Applica~ Office
tions of Delivery
Distribution Indicators
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SHORT TITLE

TECHINS #1046
TECHINS #1055

TECHINS #1056

TECHINS #1059
TECHINS #1302

TECHINS #1310
(Provisional}

TECHINS #1350

TECHINS #2003
TECHINS #2020
TECHINS #2022

TECHINS #2048

. o1 131

LONG TITLE LOCATION STATUS
Instructions For Admin Unknown
Conduct of ILC Orffice

Operations in the Field

SIGINT Activities Super~ Unknown
Directory visor's
Desk
Collection Management Admin Unknown
Procedures Office
Collection and Process- Adnmin Unknown
ing of Sovietl . " Office
Transmissions

ELINT Collection and Admin Unknown
Data Reporting; Office

Procedures For

Interaction Reports Admin Unknown

Cffice :

Missile Space Vehicle Admin Unknown
Intercept Reporting Office

Instructions For Admin Unknown
Preparation of Daily Office

Technical Summaries

TEXTA Manual Super~ Torn
visor's
Desk
Raw Traffic; Marking of  Admin Unknown
Additional Callsign Data Office
On
Soviet | | Admin Unknown
Instructions; Standard-  Office

ized Procedures to be

Followed For Reporting B (31-18 1
Changes In =
70
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SHORT TITLE LONG TITLE LOCATION STATUS

TECHINS #4001 SIGINT Product; Admin Unknown
Serialization Of ) Office

TECHINS #4002 SIGINT Readiness Admin Unknown

: Office

TECHINS #4003 Direct Distribution of Admin Unknown
SIGINT Product; Qffice
Authorized Recipients
For

TECHINS #4010 SIGINT Publication Admin Unknown
Manual Office

TECHINS #4011 SIGINT Support to Admin Unknown
Unified and Specified Office

Commands and Other
Overseas Consumers

TECHINS #4014 S1GINT Electrigrams and  Admin Unknown

Spot Reports Office
TECHINS #4015 SIGINT Product Admin Unknown
Distributicn Office
TECHINS #4016 Reporting Designators Admin Unknown
Office
TECHINS #4019 SIGINT Critical Admin Unknown
Intelligence (CRITIC); Office
Handling of
TECHINS #4034 - COMINT End Product; Admin Unknown
Technical Information Office

in Reporting of

TECHINS #4058 SIGINT Product; Use of Admin Unknown
Collateral in Office
TECHINS #4301 ELINT Product Reporting Admin Unknown
Office
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SHORT TITLE

TECHINS #6002
TECHINS #7010
TECHINS #7011
TECHINS #7013

TECHINS #7014

TECHINS #9001

TECHINS #9003

TECHINS #9015

TECHINS #9016

TECHINS #9018

TECHINS #9050

b=t

LONG TITLE

SIGINT Minimize
Procedures

Informal Technical
Notes

Cryptologic Information
Publications

Standard Translitera-
tion Tables

U.S. SIGINT Field Units;
Procedures For Provid-
ing Information Support
to

Rubbexr Stamps; Procure-
ment of Classified and/
or Sensitive

Categorization of
COMINT

sovie_ |

Message; Procedures
For Technical and
SIGINT Pxreduct
Reporting of

COMINT Communications
Cover Plans

Intercept Messages;
Standard Nomenclature
For

72

LOCATION STATUS

Admin Unknown
Office

Admin Unlcnown
Office

Admin Unknowm
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Admin Unknown
Office

Admin Unknown
Qffice

Admin Unknown
Qffice

Admin Unknowr
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Admin Unknown
Office

Admin Unknown
Office

Admin Unknown
Office

Admin Unknown
Office -
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SHORT TITLE LONG TITLE LOCATION STATUS

TECHINS #9101 Morse Intercept Opera- Admin Unknown
tor Training Office

TECHINS #9102 Training For Enlisted Admin Unknown
Men Service Radio Office

Traffic Analysis

TECHINS #9117 SIGINT Training; Tech- Admin Unknown
nical Support Fox Office
TECHINS #9201 Signal Research Opera-  Admin Unknown
ting Procedures Office
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JTITLE: Introduction to MUSSO with Changes 1, 5, 6

CLASSIFICATION: SECRET HVCCO

CONTENT: This outlines the structure of the MUSSO
system, explains the nature of the documents and numbering
system, coordination and distribution procedures, aspects o

of sanitization (fox ELINT, | | mFOCONS), b) (3) ~¢

preparation and maintenance, standard distributions. S

Examples of standard unit OPINS/Annexes are included.

IMPACT: This document reveals tasking procedures
(narrative unit OPINS) and makes reference to other
documents applicable to specific tasking. It reveals US/
2nd Party COMINT collaboration. It reveals, in the Standaxd
Distribution Lists, the designators for internal NSA
elements as well as SCA units, certain Second Parties, and
most major SIGINT customers. Its loss would not seriously
hamper the U.S. SIGINT effort but might give an incite into
the MUSSO system not otherwise available.

74



DOCID: 4002585

TOP-SECRET-

ﬂ/TECHDOC 102
TITLE: Ground-based ELINT Collection Operations

CLASSIFICATION: SECRET GP-3

CONTENT: Outlines the philosophy and methods of
conducting ground-based ELINT collection operations,
Identifies types of ELINT search and applications against
generic types of ELINT signals.

IMPACT: Because the information is general in
nature, its loss or capture is considered negligible.

4 TBCHDOC 106
TITLE: Morse Search and Development Concept of Operation

CLASSIFICATION: SECRET SAVIN

CONTENT: This document sets forth principles and
techniques applicable te Morse Search and Development. It
describes the principal and secondary objectives of MSD,
type of assignments, tuning techniques, MSD analysis,
processing and support.

IMPACT: The loss of this document would reveal a

general description of Morse Search and Development operatien.

Specific MSD locations and specific intercept results would
not be disclosed.

J{gCHDOC 107 -
TITLE: Non-Morse Search and Development Operations

CLASSIFICATION: SECRET HVCCO

CONTENT: This document sets forth the principles and
techniques applicable to the Non-Morse Search and Development
(NMSD) program.
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. IMPACT: The loss of this document reveals:

(1} the philosophy of NSA in conducting a world-wide
Non-Morse Search and Development (NMSD) program.

{(2) the objectives, in general terms, of NMSD.
{3) the methods, i.e., Machine Intercept Analysis
Reports, used by NMSD field elements to report items of
COMINT interest, although these items are not specified,
nor is the format of the MIAR given.
4 TECHDCC 400

TITLE: SIGINT Product Repoxting

CLASSIFICATION: TOP SBCRET HVCCO

CONTENT: This document defines the primary mission

of the National SIGINT Effort (NSE) as the reporting of
information obtained from foreign signals and alludes to

. a relationship between USIB and NSA, collaborating and
Third Party SIGINT efforts. Defined in the document are
(1) the fusion of COMINT and ELINT, (2) interpretation of
SIGINT, (3) the types and uses of collateral, and (4) the
various types of reporting, both product and technical,
including a listing of technical and operational characteristics
of interest to the NSE.

IMPACT: The loss of this document reveals open source

statements regarding the NSE and (2) xeveals the extent of
the NSE interest in foreign signals.
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TBECHINS 1001 with Changes 1 through 4

TITLE: Standard Intercept Symbols and Abbreviations

CLASSIFICATION: SECRET HVCCO

CONTENT: This document contains standard abbreviations
and their expansions to be used by SIGINT collectors and
processors. It is cross-referenced and covers such general
subjects as international communications texms, standard
abbreviations for describing frequency measurements, signal
quality and sywmbols used to indicate the technical basis for
identification of collected signals, (i.e. identified by
callsign and schedule or identified by frequency, procedure
and placename.

IMPACT: A. The loss of this document should have
very little if any impact on the SIGINT community. In
reality it is nothing more than a list of common communi-
cation and communications related terms which are used by
communications personnel world wide.

B. Section 3 paragraph 7 and paragraph 13
appear to be the only areas of this document that could
provide some help to unauthorized users. However even
these paragraphs are of no use unless the unauthorized user
has access to classified SIGINT correspondence on a continuing
basis,

JTECHINS 1002

TITLE: Morse Collection Procedures

CLASSIFICATION: SECRET HVCCO

CONTENT: This document prescribes the procedures used
by the Morse Intercept Operators when recording and trans-
cribing Morse signals. Alsc included {Annex 1) are procedural
instructions for the implementation and use of Data Preparation
Devices (An/GGC-15).

IMPACT: The loss of this document reveals procedures
used by the Intercept Cperators and the advances made by NSA
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in achieving an automatic data preparation device for preparing
intercepted traffic for computer processing.

/ TECHINS 1003 with Change 1

TITLE: Radiotelephone Recording and Transcription
Procedures

CLASSIFICATION: SECRET SAVIN

CONTENT: Basically this document provides the standaxd
terminology and procedures to be used by intercept units
engaged in the intercept of radiotelephone transmissions.

IMPACT: The impact on the SIGINT community due to the
loss of this document to unauthorized persons should be minimal.

Except for the degree of thoroughness this
document should offer little more than the knowledge of how
the U.S5. COMINT community performs the recording and transcription
of radiotelephone transmissions.

The loss of the document should have no effect on
future radiotelephone collection.

J TECHINS 1005 with Changes 1 and 2

TITLE: Radioprinter,

CLASSIFICATION