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TABULAR COMPARISON OF 1946 AND 1948 APPENDICES TO THE

U,S. — BRITISH COMMUNICATION INTSLLIGENCE AGREEMENT

The 1948 Appendices arc shown parograph by paragraph on the left hand side of each page;
the corresponding paragrophs of 1946 Appendices (or an appropriate comment) are shown on the right hond side

of each page,




COMPARATIVE TABLE:

INTRODUCTION -

INTRODUCTION TO 1948 APPINDICES

§ The folliowing arrangements governang the collaboration
between the U,S. and Britash Camnt sgencies have been agreed
between USCIB and LSIB 1in amplementation of and as Appendices to
the U.S. — Braitisn Comint Agreement of 5th March, 19i6,

2, None of these ar:angements shall be construed as
contrevening any clauses of tnat agreemernt but shell take effect
withan the scope and limitations establashed thereby,

= The object of these arrangements i1s to ensure that
rexamm advantage 1s obtained from the corbined available pocrsommel
end focilitics of both parties,

by In occordance with taese arrangerenis, oach party will
continue to moxe avallebie to tae other, contanucusly, currently, and
without request, all xraw traffic, Comint a2toms and techmical motter
acquared or produced, and all poertinent information concerning ts
actavaties, priorities and facalaitics, both prosent and plamned,
subgect only to the provaso contained an pecngraphs 3(b) and M{b) of
the Agrecment.

5 In eddrtion, saca party »ll continue to maintain laaison
porsomnel at the agency or agencies of the other pacty.

6. The two parties wzll continue to effect such
stondardisation — c.g. of technical terminology, layout, procedure
and orgamasation - as mey be possible,

INTRODUCTION TO 1946 APPENDICES

1, The following arrangements governing the collaboration
between the Vashington and London COMINT (SIGINT) Centres have been
agreed between STANCIB and the LONDON SIGINT BOARD, in implementation
of and as Appendices to the U.8, — British Commmication Intelligence
Agrecrent of 5th March, 1946,

Ze NMone of these arrangerents shall be construed as
cantravening any clauses of that Agrecment, but shall take effect
nthin the scope and lamitations esteblished thereby.

Be The objoct of these errangements 18 to ensure that the
maximar advantage 1s obtained from available personnel and
facilatacs,

L In accordance vith these arrangements, each party wall
make available to the other, comtinuously, currently and wathout
request, all rew traffac, CEONT items and Technical Matter
ecquired or produced, and all pertinent information concerming 1ts
activaties, priorivics and available facilities,

5 In addritron, cachk party wall maintain liaison persomnel at
the other!s Centre,

be The two parties wall also effect such stendardisataon of
technical termanology, layout, procedure and organisation as ma.y be
poseible, s




INTRODUCTION TO 1948 APPENDICES

1o By the close colloboration thus cstablashed, and by means
of suggestion, agrecment, and arrengement as 1o changes to be made,
the 1o parties mll contunue to effect elimnation of unnccessary
duplacation in order o ensure the maxame cxploitation of' foreign
cormunicataons, Howover, the activives undertaken by cach party
mst be basically surted to 1ts own needs and thercfore neither s in
a position to accept amy formal and faxed camuntments for the
allocatron of specific tasks to theair respectave agencies. Such an
allocation /muld prevent thoe shaftang of erphasis to tasks whacn
thosc agencies may themselves wish to umdertake or which they may

be roquired to undertoke by the consumers of thear products, But
1t 1s agrood that on anformal and flexable allocation of tasks,
subjoct to altorrtion by eather party at nocd and sometines wath-
out prior notification, 18 possible and desirable, +that where one
party accopts the informal nllocation of a specifaic tesk 1t wall
make available, by radio when desared by the recoavang party, the
ond-products of that task, that, 1f the party whach accepts an
anformal allocation 1s campelicd to relanquash 1t, 1t vall anforr
the other rarty as soon as possible; and thav, i1n tho event of
exther party gavang up a task to the other, every cndeavour wall be
mado by the surrcndering party to maintoan i1ts intercept covorage on
the task surrendered 1f that party has beon obtoaining umique nmateranl.

8. Each party may call upon the other for assastance when
necessary and such requests wall be met whenever practicable,

L]

INTRODUCTION TO 1946 sFPPENDICES

Ta As o result of the close collaboration thus established
end by meons of continual suggestion, mutusl agreement and murbtunl
arrongement as to changes made there wall be effected a
continuous elimnation of unwanted duplication, although the
activaties undertoken by each party shall be as basically surted
to 1ts own needs.

8. Each party may call upon the other for assistonce when
necessery and such requests will be met whencver practicable.,

9. A1l possible division of labour between the Centres will
be made, It as the intention of both partzes to effect a fuller
integration of effort gradually.

[Subject matier of 1946 paragraph 9 transferred
to peragraph 7 an 1948 Intreduction].




INTRODUCTION TO 1948 APPENDICES

% Although progress has becn made 1n the provisicn of
adoguoate Comnt telecorpmmacation facilities, 1t 1s agreed that
each perty wvill continue to keep under revaew thas, and the
assocaated problem of safe hand routes for the passage of Comant
materinl of all kands, and w1ll take all reascnable steps townrds
farther amprovement,

10, The two partares have foreseen the need for joint emergency
plans, ready to be put into operatzon at or before an outbreak of
hostilitaes wath a thard party,

11, Each party wall provide the other wath two or more copies
of all reports mentioned an the following appendices and of suche
lake documents,

|

e

INTRODUCTTION TO 1946 APPENDICES

10, It 1s, however, agreed that thas intention cazmot be
amplemented to the best odvantage until the telescommmaications
avarlable for COMINT purposes arc adequate ‘o ensure the
sufficaiently rapid receapt by each Centre of results from the
otherfs commitments,

1. For thig roason, 1t 1s ngreed that early provisaion of
adequate COMINT commmmication facilities is essential, Such
commum.cations are necessary, furthermore, to provide for
emergencies and to permt the development of operational
techniques for the handling of new types of transmssion.

12, For the sare reason, and because the present satuation
regarding safehand routes across the Atlantic 1s umsatisfactory,
each party wall kecp trans-Atlantic rnail facilities and
regquarements under review and wall take full advantage of ony
amprovemsnt made 1n sea and air mails,

[Wo corrosponding 2tem in 1946 Introduction].

13, Each party wall provide the other wath two or more copies
of all reports mentioned in the Appendices and of such-lnke documents




INTRODUCTION TO 1948 APPENDICES

1z, 411 arrangements arc subject to review and to
modafacation by ogreement,

1z, These arrongemeants will become cffectave on approval by
USCIB and LSIB, 1n accordance with paragraph 12 of the U.S. -
Bratash Comint Agrecment, .

LRSS Ammex A to this Introduction shows how the Appendices o
the U.5, - Bratisn Commumication Intellagence fgreemont, as produced
at the U,S. — Bratask Tochnical Conference of March, 1946, have been
ratified or superseded by the Appendices agreed at the

1948 Technicel Confercnce, and wmich of the latter are now,

INTRODUCTION TO 19&5‘&9@1331033

15, A1l arrangements arc subjeet to revaiew, Thoso
estoblishing the exchange of materiel mey be modificd by mutual
agreement 1f experience shows that too great a proportion of the
persomnel availoble 1s being employed thereon,

15, These arrangements wall become effective on approval by
STANOIB and the LONDON SIGINT BOARD in accordance with
paragraph 12 of the T,8., - British Cormmmication Intellagence

Agreement,
[No corresponding 1tem in 1946 Introductzon].




APPENDIX A: TERMS TO BE USED

1948 Appendax A unchanged fror 1946 Appendax A,




COMPARATIVE TABLE APPENDIX B

PRINCTPLES (OF SECURITY AND DISSEMINATION

1948 APPENDIX B

INTRODUCTION

Lle These pranciples shall be the basis of all regulations
for the security and dissemnation of Commmacation Intelligence
1ssued by or under the authority of USCIB or LSIB and other
appropriate offiocials of the Governments of the two parties,

The scopec and phrasing of such regulations may vary in
accordance wath the requirements of the Parties, Agenoaes,
Departments and Mimxsiries to whom they are designed to apply,
but all shall be in accord with these basic pranciples in

every respect., To ensure umform anterpretation of vhat
constitutes such accord, each party shall forward all such
regulations to the other for informatiom,

Ze It 1s rcoognised that, wmle the follomng pranciples
are 1n general of umiversal application, certain of those
pramarily applioable to peacctime must be modafied in time of

war or emcrgency, to onsurc that the mexamum operational benefit
consistont wath seciraity is deraved from the source, Provasion

1s made hereumder for the necessary modificationsg., In time of war
or emergency, or cxceptionally as agreed by USCIB and LSIB,
Fmergency Rogulabions embodying the emcrgency principles contained
herean shall be brought anto force by the respectave partaes,

(Note codewords which appeared in the 1946 Appendix have been deleted) APTs

1946 APPENDIX B

INTRODUCTION

I8 These prancaples shall be the bagis of all regulations
for the security and dissemination of Cormmmication Intelligence
1ssued by or umder the authority of STANCIB or the LONDON SIGINT
BOARD and other appropriate officials of the Govermments of the
two parties. The scope and phrasing of such regulations may vary
an accordance with the requirements of the Parties, Agencies,
Departments, and Ministries to whom they are designed to apply,
but all shall be an accord wata these basic principles in every
respect. To cnsure uniform interprctation of what constitutes
such accord, each party shall forward all such regulations to
the other for information,

[No correspondang 1tem an 1946 Appendix B].

-
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1948 APPENDIX B

DEFINITIONS AND C.TEGORTES

3, Cammumcation Intellagence (COMINT) s the name gaven to
products derived from the work of agenoios, the operations of vhioh
are co~ordinated by USCIB and LSIB and awmch study radio trans-
missions and other communicatzoms not originatced by United States

or British authorities, The terms Cormunicalron Intelligencs {(COMINT)
and Signal Intclligence {SIGINT) arc synenyrous, Cormanzoabion
Inteliagence 1s davaded into fwo categories, as follows

(a) Special Intellaigenos,

(b) Traffic Intelligence.

b, Specaal Intellipence is

(a) that Commmication Intellaigence which results from -

(1) the deoryption of %exts in wnole or in perd
(cxcept as provaded in paragraph 5(b) below),

2.
19,46 APPENDIX B
DEFINITIONS &ND CATEGORTES
2. Commaanication Intelligence {COMINI) 1s the name given

to products deraved from the work of agencies, the operations of
vhick are co-ordanaced by STANCIB or the LONDON SIGINT BOARD and
which study radio trensmissions and other commmications not
originated by United Stales or Bratish authoraitics, The tcrms
Communicaiion Incelligence (CORINT) and Signel Intelligenco {(grcInT)
ere synonymous, Commumication Intelligence iz divaded into two
categories, as follows

(a) Special Intelligence
b) Traffic Intellagenco
{ g

3, Special Intelligence i1s that Commmicafion Intelligence
which results from the decryption of the texts or substance of
cacrypted communacations, Communication Inbellagence obtained
from ploin language messages sy, On ocoasion, be classed as
Special Invellagence, OSpecial Intelligence 13 desagnated by the
code Word .eeuee

| oea
EO 1.4.(¢)
EO 1.4. (d)
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16,8 APPENDIX B

L, [Continued]

(2v) the interception of certain types of transmission
as may be specafied by USCIB and LSIB,

(¥) plexn texts es provaded in paragrapk & below,
(b) that Traffic Intelligcace whach.-

{1) a1ndicatos success in the production of Specaal
Intelligence as defined in paragraph 4{a
sbove; or

{11) 1s, an the case of indavadual atems, specaifacally
upgraded to Special Intelligence by exther party
1f 1t 1s considered that its content is such as
to warrant this sction,

3

1946 APPENDIX B

54 If Comrmmication Intelligence obtained by the procesaes
described an paragraph 4 clearly reflects the use of information
deraved from encrypted messages, 1t shall be classed as Specaal
Intellagence,

[No corresponding item in 1946 Appendix B]
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® TOP SECRET

EO 1.4. (c)
EO 1.4. (d) A
1948 APPENDIX B
S Traffic Intelligence 1s that Commmication Intelligence

which Er'een;tli.‘cas from

| (a) the study of procedure signals, call signs, message
| headangs, D/F bearings and other externals of

! commmiocations (cxcept as provaded in paragraph 4(a)
(212) above),

. (b) the decryption of the whole or parts of commmcations

in codes or c yphers of such low securaty grading that
they are specifically classed as Traffio Intelligence
by USCIB and LSIB, or

Traffic Intelligence shall be designated by a separate codeword
agreed on from tame to tame by USCIB and LSIB,

6o Commmication Intelliyence deraved from plain texts
(1ncludang R/T) may be classed by USCIB and LSIB as eather Special
Intelligence or Traffic Intelligence according to the needs of
either and preferably after agreement between them except that,

an tame of emergency, plain toxts deraved from tactical Armed Forces
carcuits shall be troated as Traffic Intellagence,

)-l'.
1946 APPENDIX B

4, Traffic Intellipgence 18 that Coammunication Intelligenc.
whach rcesults from ses of comnunication networks, procedure
sigpals, call signs, D/F bearings and other techmical oads,

1,e, Communication Intelligence obtained from antercepted
commmaications by all means short of the actual decodang or
decypherang of the texts or subsbance of these communications,
Commmacation Inftelligence obtained from plain language messages
1s normally included in the Traffic Intellagence category.
Traffic Intelligence as designated by the code word ..,..,

[Pla.‘u']x Text was covered in the 1946 Apperndix by paragraphs 3
and 4],
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1948 APPENDIX B

7s In tame of war or emergency, or cxccpiionally as agreed
by USCIB and LSIB, the Traffaic Intecllaigence category as defined in
paragraph 5 above shall be extended to anclude the products of
certaain field and medium-grade cyphers whach shall be downgraded
from Speocinl Intellagonce, end, 1f required,Traffic Intelligence
may then be subdavaded into separale categories in order to permt
tactical Commnication Intellagence (the compromise of which would
not endanger the more important sources) to be dassemanated to
special agencies and lower ochelons of the Armed Foroes, In order
to prepare for this contangency, mutually agreed lasts shall be
prepared and mayntained in current status by USCIB and LSIB to
andacate which field and medium~grade cyphers fall wathan the
provasions of thas paragraph, In the event that it 1s found
necessary to subdaivade Traffic Intelligence as contemplated above,
1t may be necessary to institute an addaitropal Traffac Intelligence
codeword to permit dafferentiation in the dissemination of the
products of medaum- and low-grade cyphers,

GENERAL PRINCIPLES OF SECURITY AND DISSEMINATION

8. The value of Commmication Intelligence an war and in
peace camnot be over-estimated, conservation of the source as of
supreme importance, It 1s cssentiel, therefore, that the
dissemination accorded to oll rclated or resultant anformation be
stractly controlled and lamted, The physical security of rolated
documents 1s not alone sufficient, i1t 1s esseniaral that all
reference to its exastence either direct or indirect be avoirded
exocpt among those to whom the knowledge 18 neocessary for the proper
performance of thear duties, The time limat for the safeguarding
of Communication Intelligence never expires,

5.

1946 APPENDIX B

6. In tame of war or national emergency it may be found
neceéssary to sub-davide both Specisl Intellaigence and Traffaio
Intellagence anto smaller categories in ordsr to permit certair
classes of Commmacation Intelligence (compromise of whach would
not endanger the more amportant sources) to be dastrabuted to
special agoneares and lower cchelons of mailitary forces which,
for securaty reasons, would not normally receave other
Commmication Intelligence,

GENERAL: PRTNCIPLES (OP SECURITY AND DISSEMINATION

7. The value of Communication Intellagence in war and an
peace cannot be over-estimated, conservation of the source 1is
of supreme importance, It 1s essential, thercefore, that the
dissemnation accorded to all rclated or resultant information
be strioctly controlled and lamited, The physical securaty of
reloted documents 18 not alone suffidient, 1t 1s essential that
ell references to ats exastence either dareeot or andarect he
avoided except among those to whom the knowledge 1s necegsary
for the proper performance of thear duties. The time lamit for
the safeguardang of Communication Intelligence ncver expares.




1948 APPENDIX B

% Every effort shall be made to ensure that, unless special
authoraty as gaven

(a) 1n taine of peace, no person who 1s a current
recapient of Speciol or Traffic Intelligence or vho
18 cngeged 1n 1ts production shall be assagned to
or be engaged in activaties which might reasonably
be expected to place lnm 1n a position whore he
maght be forced to submat to guestioning by o thard

party;

(b) ax tame of war or in n state of emergency, no porson
who 1s a current recipiemt of Special Intellagence
or who 18 cngaged in 1ts production shall be
commatted to a hazardous umdertaking which mght
gubject ham to capture by the enery or a thard

party,

It 1s considered, on tnc basis of presant cormunications techniques,
that a person who has ceased to be a recipient or producer of
Cormmmacation Intelligence should not be so assigaed or committed
before the lapse of a period of one year in the case of Special
Intellagence, or of three months an the casc of Traffic Intelligence

10, It 18 of the utmost amportance that complete and absolute
silence on all Commumication Intelligence matters be maintained by
those who have ever been connected wath the Commmication Intellagence
orgamisation, and by all andivadual recipients of Commumication
Intellagence, whother past or present, unless they are freed from
thas oblaigation by unmstakeable and categoracal order of proper

1946 AFPENDIX B

8. Every effort shall be made to ensure that no person
“ho is a current recipient of Special Intellagence or who is
cngaged on 1ts produotion shall, wathout special authoraty,

(a) an tame of war or national emergency be commtted
to a hazardous wundertaking which might subject
ham to carture by the enemy or & thard party,

(b) 1n tine of peace be assigned to or be engaged in
surreptitious activities which maght reasonably
be expected to place him in a position where he -
might be forced to submt to questioming by a

third party,

{No corresponding item in 1946 Appendix B]

g. Although from taime to time reports of alleged Commmmacalaon
Intellagence actaivatacs may be broadoast or publashed, 1t as of

the utmost amportance that complcte and absolubte salence on such
matters be maintained by those who have ever been connected with the
Comint organisation, and by all andivadual recapients of
Communication Intelligenoe, whether past or present, unless_dhe




19,8 APPENDIX B

10. [Continued]

authoraty as shall be designated by the respective parties, If
at any time indisoreet matter reforring to Commmication
Intellagence 13 broadcast or publiashed, even by prominent pecple,
thag does not free those other persons who are, or have ever been,
producers or recipients of Communication Imtellaigence from
mawnteinang absolute silence, and special precautions may have to
be taken,

11. In time of war, the full voluc of Commumcation
Intelligenee cannot be realised unless operational use 1s made

of 1t, However, before the decision 1s made to teke action based
on Commmacasion Intellagence, studied effort shall be made to
ensure that such action cannct be atiributed to this source alone,
In every case, unless completely ampracticable, sction againat a
specific target rovealed by Commmacation Intellaigence sholl be
precedad by appropriate recommaissance or other suatable cover to
which the enermy can reasonably be expected to attrabute the
oction, Any action teken in the sbsence of such safeguards must
be consadored in the laght of the possabilaty of compromzsang she
source, The extent of miatary advantage to be geined must be
weighed carefully againat the risk of losing the particular source
and related Commumication Intelligence sources and ageanst the
effect of much a loss on other Commands and on fuburc operations.
Only after a2t has been decided that the overall military advantage
tc be garned clearly outweighs the arretrievable loss which would
probably result from a compromse of the sourve should action be
taken in the absence of suxtable cover,

Te

1946 APPENDIX B

9, [Continued]

are freed from this obligation by wmistakeable and categorzoal
order,

i 674 In tame of war, the full value of Communicaton
Intellagence cannot be realised unless oporational use 1s made
of 1t. However, when action 1s contempleted in the light of
Commumication Intellagence, the possibalaty of compromising the
gowrce ahnll nlways be borne an mind and tois danger shall
always be weighed ogainab tne malitary advantage to be gained,
A minor advantage is not sufficient ground for raskang the
coampromise of any Communication Invelligenoe source, When the
decigion 1s made to teke action baged on Commumoation
Intelligence, sludied effort shall be made to ensure that such
action cannot be avtributed $o Commmmication Intelligence ailone.,
Ir every case, mmless the senior officer concerned, efter full
consaderation of the risks anvolved to the source, considers 1t
completely ampracticable, action ageinst a specific targes
revealed by Communication Intelligence shall be preceded by
appropriate reconnalssance or other surtable deceptave measures
to whash the enemy cem reasonably be expected to attraibute the
action,
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1948 APPENDIX B
12, When action as contemploted in paragraph 1l sbove 1

finally ordered, particular care shall be taken cn all ocessiong to
ensure, that personncl who may become engaged wath the enemy in the
course ‘of such action are gaven only the minumm information, with
no unnecessary detaal,

13, “In time of peacc the principle thot the conservation of
Commumication Inielligence sources is a paramount consaderation
affcetaing any actaon taken an the laght of Corrmnication
Intelligence shall be ragidly wupheld,

14, The \prancaiple of disseminstion is based on "the neced to
know", Each i1tem of Commumication Intelligence shall therefore be
made known only: to these andividuale who regmre 1t an the
performance of thexr duties and who have been appropriately
ndoctranated, Bvery effort shall be made to resirict the mumber
of 1ndoctrinated persong to an absolute minamm,

15. Any Tntelligence insluding in whole or in part items from

Commmcotzon Intelligence sources 1s to be handled an accordance
with these regulations,

8.
1946 APPENDIX B .,
OGA
[No corresponding ztem in 1946 Appendax B] gg i'j' E:l;
i1, In time of peace the pranciple that the conservation

of Commumicetizon Inteliagonce sources is a paramount consiaderation
affcotang any action taken in the laght of Commmication
Intelligence shall be rigidly upheld,

1z, The principle of digsemination is based on "the need
to know". Each item of Commumication Intelligence shall therew
fore be made ¥mown only to those i1ndividuels who require 1t in
the performance of thear dutaies and who have been appropriately
"indoctrinated®., Bvery effort shall be made to restrict tho
mumber of "indoctranated" perasns to an absolule minimum, No
national of one party shall be permitted access to the other
party's COMINT agencies or to the products, or knowledge of the
existence thereof, unless he be approved by STANCIB or the LONDOL
SIGINT BOARD as appropriate and be properly indociranated, :
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15, [Contanued]

9

16, No national of one party shall be permatted access to the
other party's Comnt agencies or to the products, or knowledge of
the exastence thereof, wmless he be approved by his parent agency
or Board and be properly indoctrainated,

17, It 18 ricognised that both parties wall produce Specaal
Intelligence whach by vartue of its source or content wall requaire
excoptional sefeguards and which should therefore be limited
strictly in dissemnation, Such Special Intelligence wall fall
into two categpraes

(a} andavidual atems which must be restracted in
dissemnation to the haghest level only. The
procedure in such cases wall be as prescribed in
paregraph 22 below,

(b) partioular classes of Comant which 1t 1s necessary
to restrict to lamated categoraes of persommsl,
Such a class may, with the consent of USCIB or LSIB
as appropriate, be indicated by an agreed subsidiary
codeword.,

[Sec last sentence of paragraph 12 (above) of 1946 Appendix BI.

13, It 18 recoogmised that both Partics will produce Specaal
Intellagence which, by vartue of 1ts source or content, mll
require exceptional safeguards and which should, thereforc, be
Iimted strictly in dissearination to the highest level only

(seo paragraph 19 below),

[No correspondang items in 1946 Appendix Bl.

OGA
EC l.4.4c)
EC 1.4. (d)




1948 APPENDIX B

17. [Contanued]

It 18 for the oraginating party to request that the other party
should afford samilarly restricted dastrabution to such indavadual
items or classes of Commmaication Intelligence.

18, Except in categories ond andivadual cases agreed upon from
time to time by USCIB and LSIB, persomel to be indoctrainated as
recipients of Communmication Intelligence or assaigned to Coummication
Intelligence duties shall be the subject of special socuraty
cnquaries, However, an time of war or emeérgency, exceptional
ooccasions may arise when 1t 1s consadered essential for an indavadual
to tako up has duties before the special security enquaries can be
campleted, In such cases, the person concorned may be suitably
1ndoctranated on the authoraty of such semior offacers or officials
as are designated by the respectave parties. In all such cases,
steps shall be token to ensure tant speciel seourity enquaries are
ocompleted as soon as possible after indoctranation,

19. USCIB and LSIB shall maintaan complete lists of persons
currently indoctranated for Special Intelligence under thear
respcective Governments,

20. USCIB and LSIB shall keep each other fully informed of
the Departments, Mimistries, Agencics, Offaces, Headquarters and
Commands receivang Special Intelligence and of the approximate
number of indoctrinated persons in each,

10,

1946 APPENDIX B

14, Except in categoraes and indivaidual cases agreed upon
from time to tame by STANCIB and the LONDON SIGINT BOARD, personnel
to be "indoctranated" as reciprents of Commmacation Intelligence
or agsigned to Cormumocation Intelligence duties shall be the
subjeots of special sesurity enquaries,

15, STANCIB and the LONDON SIGINT BOARD shall maintain
complete lists of persons currently "indoctranated" for Special
Intellagence in their respective Governments,

16, STANCIB and the LONDON SIGINT BOARD shall keep each
other fully anformed of the Departments, Mimistries, Agencaes,
Offices, Headquarters and Commands receivaing Special Intelligence
and of thc approxamate number of "indoctrinasted" persons in each,
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carcumstances or an any form be disseminated to any Mimistry,
Department, Agency, Organn.sa.tlon Office, or andavadual from which
or from whom 1t mght reascnably be- qncpleoted to fand 1ts way,
officielly or cxtra-officially, anto the possession of any person
or group who could use 1t for commercial- competlta.on or commercial
gain or advantage. g, e W

CLASSIFICATICHS AND PROCEDURES

224 Special Intelligence. Special Intelligémes-is classafied
TOP SECRET, The words TOP SECRET and the appropriate codsword shall
appear on every sheet of paper which comtains, or disclosés the.
exastence of, this class of Communicataon Intelligence, This. rule

OG{\ 815 EO 1.4. (d)
g0 104, () ® TOP SECRET
R Bt — T SRR —
AT SFHGE———
11,
1914.8 APPENDIX B 192;.6 APPENDIX B
2. Commmacation Intelllgence shall never under any 18, | Gommuncatlon Intelllgemce shall never wnder any

- Department, Agency, Orgamsation, Office, or indivadual from

clasgsified TOP SECRET, The words TOP SECRET and the code

- Word .,.... shall sppear on every sheet of paper which contains
-or discloses the exastence of thas elass of Commumication

~ Intellagence., Thas rule applies to maps and charts on which

deraved from Special Intelhgeme. |

applyes to mapa and charts on which are plotted data and mfozmatlon\.,

circumstances or in-any form be dissemanated to any Mim stry,

#hich or from whom 2t might reasonably be expected to find 1ts
way, officiraily .or extra-officially, into the possession of

any person of group who could use 1t for cammercial competition
or commercial gain or advantage,

GIASS_IFiCﬂf[‘IONS AND PROGEDURES

19.."- Special Intellagence, Special Intellagence is

are plotted data and informetion deraved from Special Intellzgence,

In order to indiacate that the gpecaally
Timted dissemination referred to in paragraph 17(a) above hag
been applied, either party wall prefax the Special Intellagence
codeword with the word "Specaal®,

23, Traffic Intelligence. Traffic Intellagence 1s classifaed
SECRET, The word SECRET and the Traffic Intelligence codeword
snall appear on every sheet of paper which contains or discloses
the exastence of this elasg of Commmaication Intelligence, unless
T0P SECRET and the appropriate Special Intellagence codeword appear
on the same sheet, This rule applies to maps and charts on whach
are plotted data and information deraved from Traffic Inmtellagence,

[ The term
wesssa’ Will De used instead of the code 'ord by either
party to andxcate that 1t has applied the specially limited
dassemination roferred to in paragraph 13 above.

20, Traffic Intelligence, Traffic Intelligence 1s
classified SECRET, The word SECRET and the code word ...,... shall
appear on every sheet of paper which contains or discloses the
existence of this class of Commumacation Intellagence, unless

TCP SECRET ...... [codeword as in paragreph 19 above] appears on
the same sheet, This rule applies to maps and charts on whach

are plotted data and information deraved from Traffic Intelligence,

N

—
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23, [Continued] 20. [Continued]
2. Codewords. The Special Intelligenc. and Traffac 2, Code Wcrds, e code word ,..... [as an paragraph 19

Intellagence codewords used as such bear the TOP SECRET and SECRET
classafication respectively, These codewords and their implications
shall not be made known to non-indoctrinated persons, nor shall
these codenords be used an their codeword sense in the presence of
non-irdoctrinated persons,

25, Tecnmical Matter, Technical matter appertecning to the
production of Special Intellagence is normally classafied TOP SECRET
and designated by the appropriate codeword, Tecmnical matver
appertaiming to the production of Traffic Intelligence is normally
classafaed SECRET and designated by the Traffic Intcllagence
codeword., The appropriate classification and codeword shall appear
on every sheet of paper which contsans or dascloses the existence
of such technical matter, | |

sbove] and all that 1t amplies bears the TOP SECRET classaficataor
The code Word ,..... |88 1n peragraph 20 above) and all that 1t
amplies bears the SECRET olassifacation, Thesc code wards and
thear amplications shall not be made knomn to "non-indoctranated"
persons, nor shall thege code words be used in thear code word
sense in the prescnce of "non~indoctrinated" persons.

2. Techniocel Matter, Technical matter appertainming to tne
production of Special Intelligence is normally classified TOP
SECRET and desagnoted ....... Technical matter appertaining to
the production of Traffac Intelligence is normally classafaed
SECRET and desagnatcd ....... The appropriate classifacation aud
code word shall appear on every sheet of paper whica contains or

discloses the exaistence of such techmical matter, |

OGA

EC 1.4.(c)
EO 1.4.(d)

OGA
BEC 1.4. (c)
EC 1.4. (d)
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26, Row Traffic, Raw tra.ff:.c\\'(l.c. intercspted traffic 22, Raw treffic, Raw traffic (2,e, intercepted traffic

showing no evadence of processing for Cormmumnicataon Intelligence
purposes) 1s normally classified CONFIDENTIAL, except where o
hagher classifacation is mutually agreed upon., . The inclusion of a
case-number in an atem of raw traffic shall not be deemed 4o show
evidence of processing for Commmication Intelligince purposes

27. Technical Success. Communications amons cogarzont
officiale of the Bralish and U.S, Governments which rcveal actuel
success, progress or processes in the production of Special &
Intelligence or Traffic Intelligence an specific unstm.ces or f:.eld.s'--
shall bear the sppropriate codevord designat.ons e¢ver though thay

do not themselves reveal Commmmaication Intelligence as suca.

28, Documents, Jxcept as arpliciily involved 1n the
operation of paragraphs 15 above and 29(a) below, documents
contaaning Communication Intellagence and technical matter shail
remain exclusively in the custody of persons who have been
appropriately indoctrainated, secure from examination by non~
indoctrinated persons.

29, Special Intelligence and TOP SECREFP techmiocnl matter shall
not be tranamtted an plein language {umencrypted) except as follows

(a) sealed, by sofe-hand chammels over routes specafically
approved by USCIB or LSIB. Such approval wall be ihe
exception where such routes anvolve air or land
transport over the territory of e thard party,

showing no evadence of processang for Communication Intellagence
purposes) 1is normally classified CONPIDENTIAL, except where a
hagher classification is mutually agreed upon.

23, Techmical succoss, Commmacations among cognizant
offacials of the Braitash and U.S, Governments whach revenl
actual success, progress or processes in the production of
Special Intellagence or Traffic Intellagence in specafic
instances or fields shall bear the approp:iate code word

‘ .. Gesignations oven though they do not themselves reveal Cou-
‘mumecation Intelligence as such,

25, - c citly anvolved in the
operation 26(a) below documents
containing Cammunacation Intellsgence ard cechnical matter shall
remain exclusively in the posséssion of persons who have been
appropraately "indoctranated”, secure from examination by
"non-indoctranated" persons,

26, Plain Languege Transmissions. Special Intellagence
and TOP SECRET techmical matter shall not be transmitted in
plain language (unencrypted) cxccpt as follows

(a) sealed, by safe-hand channels over routes
specaficelly approved by STANCIB or the LONDON
SIGINT BOARD, Such approval wall be the excoeptiom
where such routes involve air or land tra.nsport
over the territory of a thard party,




19,8 APPENDIX B

25, [OOntmued]

(b) via completely protected local commmication systems
exelusively internal to Agencies or Offices
producing or ubilising Communaication Intelligence
of the aporopriate categorics,

(e¢) wv2a completely protected oxternnl landlines only as
specafically approved by USCIB or LSIB in each
instance.

3Q. Traffic Intelligence and SECHET technical matter shall
not be transmitted in plain language {umencrypted) except as
follows-

{a) as provaded in paragraph 29 sbove,

(b) by protected postal channels over routes approved
by USCIB or LSTB,

2k, Raw Traffic classified CONFIDENTIAL and CONFIDENTTAL
technical matter shall not be transmitied wmencrypted except as
folilows

(a) as provaded in paragraphs 29 and 30 above,

(b) vic external landlines only as specafically spproved
by USCIB or LSIB in each anstance,

1946 APPENDIX B

{Continued)

(b) vis completcly protected local commmication
systems exclusively interual to Apencies or
Offices producing or utilising Cormunication
Intellagence of the appropriate categories.

(6) wvia external landlanes only as specifically

approved by STANCIB or the LONDCN SIGINT BOARD
in 2ach instance,

Traffic Intelligence and SECRET or CONFIDENTIATL

techmical matter shall not be transmtted in plazn lanpguage
(unencrypted) except as follows

{a) as provaded an parsgraph 26 above,

{b) by protected postal channels over routes
approved by STANCIB or thce LONDON SIGINT BCARD,

Note The above restrictions on tho conveyance of
confadential materinl over the territory of a
thard party may be reloxed ot the drscretion of
STANCIB or the LONDON SIGINT BOARD to permat
unencrypted raw traffic {classified CONFIDENTIAL)
bexng conveyed by air or land trensport over
terratory belonging to a thrrd party provaded thet
the raw treffic has not been originated by
nationals belongang to that thard party, P

ET
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31. [Contanued]

32,

(e) '\ an the case of raw traffic classified CONFIDENTIAL
‘only, the restrictions on the conveyance of
CONFIDENTIAL materaal over the territory of o thard
party may be relaxed at the dascretion of USCIB or
LSIB to permit such transport by air or land, Such
relaxation w1ll be the exception in the case of raw
traffic originated by nationals of the third party
in question,

Except an clr:t:mstanoea contemplated in paragraph 15 above

(a) Special Intellagence and TOP SECRET technical matter
transmitted an encrypted form shall be encrypted in
speclal oryptographic channcls or ciphers expressly
orovaded for these subjects;

(b) TPraffic Intell:gence and SECRET technical matter
transmatted an encrypted form shall be enorypted an
special cryptographic channels or ciphers expressly
provaded for these ‘subjects, those lasted in
paragraph 32(a) above, or in ine haghest grade
cipher available, -

(e) however, in the case ofl br samlarly secure
ciphers, the tranemissicn cation Intelli-
gence, TOP SECRET and SECRET technical matters and
raw traffic over the same channel 1s authorized,
provided that such channels are regerved for these
subjects exclusively,

29.

15,

1946 APPENDIX B

Transmission of Raw Traffic, Cryptographic channels or

cyphers for the transmssion of "raw traffic" shall be agreed
upon from time to time by STANCIB and the LONDON SIGINT BOARD,

28,

Enorypted Transmissions., Except in carcumstances

contemplated ain paragraph 17 above

(a) Special Intellagence and TOP SECRET techmicol
matter transmitted in encrypted form shall be
enorypted in speciel crytographic ohammels or
cyphers expressly provaded for ithese subjects,
and in no other,

Such channols or cyphers shall possess at least
the security of the CCM and shall be approved by
STANCIB or the LONDON SIGINT BOAKD,

(b) Traffic Intelligence and SECRET technical matter
transmitted in encrypted form shall be encrypted
in special cryptographic channels or cyphers
expressly provided for these subjects or in the
haghest grade cypher available,

—TOP SECRET




EXCEPTIONS

81

Py—

SRR e

1948 APPENDIX B

33. The gwadaing pranciple of the expression ™the need to
know" ahall be ragadly upheld an all circumstances, However,

certain lumted exceptions from other provisaons of these principles

shall be recognased

(2)

(b)

with the approval of USCIB or LSIB, dissemanstion
need not be confined to indoctrinated persons, and

che applicable codeword need not be smployed in

cormection wath the exchange uge and dissemanation

conlemplated 1n the following instances

(1) certaan D/P fixes and bearings graded CONFIDENTIAL,

{2) ocertain categories and serics of plain text
messages between commercial farms passed on
internataonal lanks which must be graded at

leapt CONFIDENTIAYL,

an Apency engaged in the production of Commumcation
Intelligence may, at the discretion of the Scmior
Offacer concerned, after full consideration of the
raigks anvolved to the source, omit the clagsification
and the appropriate codewords from 1ts worksheets and
simxlar documents used wathin the Agency or within
Interception or D/F stations an teclmical operations.
Thoe classification may be cmtted from raw traffic

passed between Agencies, or from Intercept and
D/F stations to Agencies;

16.
1946 APPENDIX B

EXCEPTIONS

30. The gurdang prancaple of the expression "{he need to
know" shall be ragadly upheld an all circumstances. However,
certaxn lamxted exceptions from other provasions of these
principles shall be recognised

(a) wath the approval of STANCIB or the LONDON SIGINT
BOARD dissemination need not be confined to
"andoctranated" persons, and the applicable code
word wall not be employed in comnection wath ths
exchange use and daigsemination contemplated in the

OGA
£0 1.4.4c) followang insiances
BO 1.4. (d}

(1) certain D/F fixes and bearings graded
' CONFIDENTIAL,

(2) certain categories and series of plain lenguage
intercepts frcan:lclmmts graded
CONFIDENTIAL,

(3) certain categories and series of plain
langusge antercepts from mlitary cirouits
graded SECRET, provaded the source 1is
dasguased,

[Note Sub-paragraph 30(a)(3) omitted from 1948
Appendax B
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{Continued ]

(c¢) forecasts or conclusions deraved an wholc or in
part from analyses of maps an which Special Weather
Intelligence s plotted may be issuel to flying
persornel and to other personnel who are not
indootrainated, but only in such form as can gave
no indication whatever of the source,

30, [Contanued]

17

1946 APPENDIX B

(b) a Centrs engaged in the production of Commmiocation
Intellagence may, vathout encryptang the appropraate
code 1ord an the encrypted text, transmt TOP SECRET
and SECRET technacal matter over cryptographio
channels or cyphers expressly and axclusively pro-
vaded for such technical matter,

[Note: paragraph 30(b) omitted from 1948 Appemdax B,

(¢c) a Ceatre engaged in the productior of Communication
Irtellagence may, at the discretion of the Semior
Offacer concermed, after full consideration of
the risks involved to the source, omat the
clagsaficataon and the appropriate code word
from 1ts worksheets and similar documents used
withan the Centre, or used between the Centre
and 1ts Interception and D/F stations in ate
techmacal operations,

[No correspondang atem an 1946 Appendix BJ,
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COMPIRATIVE TABLE APPENDIX D

COORDINATION OF TRAFFIC ANALYSTS AND EXCHANGE OF TRAFFIC ANALYSIS mmmmxo:w

{Note+ the new Appendax D contains 1tems which were covered in paragraphs 413 of the 1946 Append:xc and in the 1946 Appendix D)

1948 APPENDIX D

CO-ORDINATION OF TRAFFIC ANALYSIS AND EXCHANGE OF TRLFTTQ ANALTSIS
VATERTAT,

i1, 1t wall be the joint objgective of the parties .o crsure
vhat «he required faield of traffic analysis probloms is covered as
thoroughly aes possible but general rules connos be lawd dowr for
the divasion of T/A respomsibality between the th.o par.ies.

2 Titn this objectavo in wvaow, urproduciive duplicacroa of
dotailed work wall be eliminated and 1t i1s rccoguised that the besi
method of furtherang this process of e lominat.on 18 to exchange

inf ormotion wherever possgaible in the form of partly or fully
processed materanl,

Je Published reports on Traffic Analysis will always be made
availeble to the other party,

1946 LPPENDIX D AND PaRAGRAPHS 4-13 TNCLUSIVE OF 19L6 APPENDIX C

CO-ORDINATION OF, AND EXGH&.NGE OF INFORMATION ON, TRAFFIC ANATYSIS
DIRCCTION FINDING |

[Note. extracted fram 1346 Appendix DI,

CO-ORDINLTION OF TRATFIC ANALYSIS

1, The division of responsibilaty in traffio analysais
follows, to sorc extent, the division of intercept duties, It

18 not practicable, at this stage, to define further the d-vision
of regponsibility in this subject tnough this ray be desirable

at a later date, In the =meantime therc will be a full exchange,
through regular lisison channels, of all wratten reports on Traffic
Analysais which are prepared by the varnous traffic analysas and
intercept control groups.
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Le Vhere the exchange of publashod reports is inadequate the
roquarements for a more detaaled oxchange wall be stated, These
requiremcnts 711l be satasfied as far as possible from tho materral
being currently produced — e,g. work shoets, log digests, dmly
drograms and other predigested material — but both parties wall
ondecavour to moet any additional requrrements by modifying the form
or content of these partly-processcd roports,

B There in eny specific casc the oxchange of materaal
provaded for in paragraphs 3 and 4 above 1s inadequato crther
party moy request copics of the unproccssed logs or chatter shects.
Suoh requests will be satasfied within the lumis of the resources
available,

6o The mothod of exchange in all cases will be by radio or by
bag according to the nature and urgency of tho material,

Te In order to focilatate the exchange of material a dogree of
standardisation vall be aamed at i1n the use of names or
abbrevantions to describe T/a features, 0.g., transmssion-systems,
oall-sagn systoms, procedure codes, itraffic types eto,

8. Tho metnods used to indicate wvaladity should be extended
from thear present lamited application to all swatablo T/A
matorinl, so that the weight of evidonce attached to the component
elomonts of any T/A conclusion mey be assessed on a common basis,

1946 APPENDIX D AND PARAGRAPHS 4-13 INCLUSIVE OF {946 APPENDIX C

[Wo corresponding atems an 1946 Appendices |

1

u

n

RET

24




N R s

——
—

815
® —TOP SECRET w

50

1948 APPENDIX D

CO-CRDINATION OF L'IERCEPT CONTROL

OGA"
EOC 1.4.(c)
EC 1.4. (d)

OGA OGA

1946 APPRIDIX D AND PARAGRAPHS 4~13 INCLUSIVE OF 1946 APPENDIX O

DIVISION OF INUTERCEPTION TASKS AND OF SEARCH PROGRAMMES

[Note., extracted from 1946 Appendix C]

b Speoafic instial allocation of intercept tasks and of scarch
programmes L1s impracticable for the followang reasonse

(a) Laok of adequate commmacations for exchange of rew
traffac

(b) Instabalaty of the situation regarding persomnel and
receptaon facilities durang demobilisation and
roorganisation period,

(¢) Laock of knowledge on relevant problems pending
further General Scarch,

5. Scome octunl daivasaion of interception tasks exists
notiathstanding paragraph 4 above, duc to geographical considerations:

P mmin g lad Serva operal American stations
S S, COVCT Circayt and Britisn stations
e "thosq Fhough there are some manor

(b) Serwace Carcuirts other hi Bratash stations

cover the great majority of these circwits whach are
now boing antercepted,
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1948 APPENDIX D 1946 APPENDIX D AND PARAGRAFHS 4~1% INCLUSIVE OF 19_1,5_ IX ¢
R No diwvaision of anterception tasks s pract:.oablé an the

CO~ORDINATION OF INTERCEPT CONTROL [Contanued ]

9. The objectave of both parties wall bz to cnsurs that tho
total interccpt resources availeblc are used so s to give

as officient cover as is possible to the shole field of intercept
tasks requared by them both, . There wall be co—ordaination betweea

the porties to clamnnte any avoardable Juplication by contirmous
suggestion as to changes and by mutunl egreomsat, Scm2 duplacetaon
of covor may remein necessary to secure comdleto and acouraove
anterception, or for training purposcs, os whore the arrangement

for the exchange of T/A mformtlan and cav materral cammot mect both
partaos' roqurements,

10, The basas for the cont:mous co-ordination involved wall be
an cxchange of reports consisting of, -

(1) reports on intercept resule{ - or rore
froquently as 1s requared)

(21) lasts of tasks allotted to stations® or
woekly basis as 1s required)

(121) anformatoon on major changes in tho cover satuation
(oxchanged by sagnal),

followang ficlds until adequate commmacations for the exchange of
raw moterial are provided .

L The fature division of Intercept coverage and search falls
natueally according to the locations and nature of intercept
facilitics., There wall be co—ordinataon between the parties in the
form of continuous elimnation, by rutual agreement, of wsanted
duplacation and of continuacus suggestion and mtunl agreement as to
changes. &1l 3uch z0-omdinavion depends upon the provaision of edequate
tolzcommmications for tne exchange of raw traffia,

8. The besss for the continuous co—ordination involved will bo
an cxchange of monthly reports on coverage, The forms for thesc

reports are shown an Lzhibit 1 | | and Extabat 2
DGA

EO0 1.4, (c)

EO 1.4.(d) '
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EO 1.4.(c¢)
EQO 1.4.({d)

Se

1946 APPENDIX D ARD PARAGRAPHS L4-13 INCLUSIVE OF 1916 APPENDIX C

R The w1l be despatched bv the 25th

ay of the mONTH PrEVIONS ™0 WATth 1t applies; - The
11 be despatched by the 10th day of the monm

8 that to which 1t applios,

10. Reports wall first be exchanged to cover the month of
Moy 1946,

13, The London Sigant Centre will arrange for the procduction

and distrabution of the pranted forms referred to in paragraph 8
above,

EXCHsNGE OF REPORTS, FREQUENCY INFORMATION AND GENERAL SEARCH RESULTS

13 Bach party wall exomine and standardise the form in
whioh tho information described in paragraph 12 obove is promulgated
witoin 1ts own orgamisation, After thas has been done both partaes

w21l cdopt o common form for the reports conveying this information,

[Paragrephs 9 = 13 above omxtted from 1948 Appendax D or covered
by paragrapn 10 of that appendax ]
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e 1948 APPENDIX D

CO-ORDINATION OF EFFORT ON I/F,

11. In general the division of work ruet fall naturally
according to the locations of I/F and intorcept stations, and the
wntercept basks and scarch programmes wmdertoken by each party,

12, Collaboration between the partzes in the field of D/F shall
be in the form of:

(1) requests fron ony egency darect to any other for
bearings and fixes on spocified targets,and

(12} the exchange of results,
13. Collaboration in the field omgk w21l
automatically cceur in the normnl exch 5) fic Annlysis,

CO-ORDIWATICN COF DIRFCTION FINDING AND

[Note: extracted fraom 1546 Appendix D]

2, /F md|:|faca_utms available are listed in the report
described wnder paragraphs 1, 2 and 3 of Appendix C,

g In general the &1_\?151011 of work must fall naturally
according to the locations of I/F and intercept stations, and the
intercept tasks and search prograrmes undertaken by each contre,

R Colloboration between the parties in the field of D/F shall
be 1n the form of requests from any centre direct to amy other
for bearings and fixes on specified. targets.

______ R OGA
OGA EO 1.4.(c¢)
EO 1.4.(¢) EO 1.4.(d)

EC 1.4. (d}
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COMPARATIVE TABLE: APPENDIX F

EXCHANGE OF COMMUNTICATION INTELLIGENCE JND CO-ORDINATTON IN TRANSLATION

EO 1.4.(c)
EO 1.4.(d) i
1948 4PPENDIX F
i Deorypts of foreign commmications wall not be exchanged

betwveen the two pacties except as provaded in paragraph 6 of ,
Appendix E or as moy be arranged for cryptanalytic or other
technical reasons, out any decrypt or series of deorypts will
be made available on specific request by one party to the other,
1f not prohabatavely ancoavenient,

¥

2 translataing and exchanging materaal in the

ficld 1s covered in Appendix K. In other fields
as tac hgencles will probably bo unable to translate all decryp*s,
plaan toxus or R/T antrr~epts an full or ever in extraci, each wmll
carry out a process of scannming such as to mect 2ts om reqgurements,
The lisison officers will therefore bo free to scan this material
to cnsurc that any particular anterests of their own party are
being served,

Se Translations w1ll be assumed to be in full wless labelled
";st" or "extract',

Le If eather party considers that decrypts or plain texts
serve 1ts intelligence needs wathout translation, such decrypts or
plean texts mll be rognrded by the other as if they were
translated vexts and their exchange between the Agencics wall be
fmeclsely the some as that of translated texts and extracts

e

see paragraph 6 below), It 1s the intention of cach party to limit
such cases to the minimum,

1946 APPENDIX F

1= Decrypts of foreign commmacationc will not be txshanged
between the COMINT Centres in London and Washington, except as
provaded in ,aragraph 6 of Appendix E or as may be arranged for
cryptanalytic or other technmical reasons, but any decrypt or ge.aes
of decrypts will be mado evailable on specaf_o requesi by one
Centce to the other, if not prombitively incanveniont,

2 As the Centres wall probably be uneble to {rans_z.c all
decrypts or plain tests in fvll or even in extract, each wall o
out n process of scarning such as to meet 1ts owun COMINI
requirements, The liaison officers will thercfore be free to sca1
tiaa materaal to ensure that any particular anterests of thear

own party are being served,

3 Translations wi1ll be assumed to be in full umless labelled
Pgist! or Yextract".

ke If eather party considers that decrypts or plain texts
serve 1ts intellagence needs wirthout translation, such decrypts
or plain texts wall be regarded by the other as 1f they were
translated toxts and their exchange betwsen the Centres will be
precisely the same as that of translated texts and extracts

(see paragraph 6 belov), It 1s the intention of each party to limt
suoh cases to the manimum,




1948 APPENDIX.F

Be Commente wall be clearly dustinguishsble as such and w211
be prefaced by the word "comment".

6, Unless excepted in Appendix K, all translated texts, cxtracts,
gasts (unless cxccpted by paragraph 7 below), atems of Traffic Intel-
ligence and comments appended thereto, wall be exchanged

continuously, currently and wathout request unless otherwise

arranged an specific instances. Such exchange, complete or partaal,
wi1ll be effected by radio when specafically requested by the parties
and 1n addition a ccmpletc exchange mll be effected with the least
possible delay through the regular lioison chamels,

7 Gasts whach are made by an agency for its own use but not
2ssued wall not be exchanged but wall be at the daisposal of the
lianson offacors who may ask for such decrypts or plain texls as may
be requared.

8. 411 Comntsums wall be exchonged whenever they are
assved and wathout request,

9. LSIC wall be the channel through whach all

Comrmmication Intellagence atems produced by the other Bratash
Commorsrealth Agencies (except Ottewa) will be forsmrded to the U,S.
Agencies and through whach the some materials produced by the T.S.
sgencies will be forwarded, whenever appropraate, to other Britash
Cormomwealth recipients, (except Canadian),.

1946 APPENDIX F

Se Comments will be clearly daistanguishable as such and wall
be prefaced by the word "comment",

6. A1) trapnslated texts, extracts, gists (unless excepted by

paragraph 7 bolow), 1tems of Traffic Intelligence ond comments appéended

thereto, will oe exchanged between the COMINT Centres in Vashington
and London containuously, currently and wathout request unless
othermse arranged in specific instonces, Such oxchange, complete
or partial, wall be eficcted by radio when specafically requested
by the partics and in addaition a camplete exchange wall be effected
with che least possible delay through the regular liaison chaanels,

T Gasts vhach are made by a Centre for its own use but not
issued wall noi be exchanged but will be at the dasposal of the
liarson officers who may ask for such decrypts or plain texts as may
be roequired,

8. All COMINTSUMS wall be exchanged betwsen the producing
Centres an Washangton and London, whenever they are issued and
without request,

PR The London SIGINT Centre wall be the chanmel through vhickh
all COMINT ~tems produced by the other Braitish Commomealth Centres
(except Ottawa), w21l be forwarded to the Washangton COMINT Centre
and through which the same materials produced by the Washington
COMINT Centre will be forwarded, whenever appropriate to other
Braitish Commorwealth recaipients, (except Canadian),

’

L




1948 APPENDIX F

10. The T,S., Agenocies will be tne chammel through which all
Cammmication Intlligence items produced by Bratish Commonwealth
Agencics wall be forwarded, whenever appropriatc, o U.S.
reciplents,

DIVISION OF L.BOUR IN TRANSLATION

1. Fach Ageney will underteke such scanming and
translaotion tasks as are swited to its own requrrerents and those
of 1ts recipicnts. Any exception will be by prior agreement,

12, The contamuous exchange of translated materzael will
allow exther party to elimnate urwanted duplicotion in translation,

STANDARDISATION OF TRANSLATION FORM

13. To avoird ambigwty and to pramote easc of rcadang,
reference and recording, 1t will be the nim of the U,S, and
British Agencies to ndopt 2 standard style and layout for headings,
tronslated texts, gists, extracts, coments mnd translators! notes,

Je
1946 ATPENDIX F

10, The Washington COMINT Centre will be the chanmel through
#hich all COMINT items produced by Braitish Commorsrealith Centres
will be forwarded, whenever appropriate, to TU,S, recipients.

DIVISION OF LABOUR IN TRANSLATION

11, Each Centre wall undertoke such scanning and
translstion tesks as are swmted to 1ts own requirerents and those
of 1ts recipients., Any exceplion will be by prior agreement
betwreen the Centres,

12, The continuous exchange betwoen ihe Centres of theixr
translated matcrial waill allow either party to elaimanate unwanted
dvplication in transiation.

STANDARDISATION OF TRANSLATION FORM

13, To avoid ambigmty and to promote ease of rcading,
refercnee and recording, 1t will be the nam of the Centres in
woshington and London to adopt a standard style and layocut for
headinga, translated texts, gists, extracts, comments and
tremslotors! notes.

14, To that end the London SIGINT Centre wall prepare a
proposed style and layout which will be introduced with such
modaficotions as are necessary as soon as 1t has been considered
by the U,S. technical specialists concerned.

[Note: paragraph 14 omtted from 1948 Appendix F]

T




19L8B APPENDIX F

STANDARDISATION OF TRANSLATTON CORTENT

L, Each Agoncy wall furmish to the othor, cantinuously,
ourrently and without rcquest, copics of all Supplecrental
Glossaries ard other carmpilations which 11 prepores as o result
of and for use an 1ts translation processes, The materaals thus
exchanged will be the basis for continuous discussion betweén the
Lgencaes wiath a vaer to increesing standardasation,

15, In order to develop a camon standard of wvalidrty—
gradang ain language equivalents, each Agency will inform the other
of the significance of such gradings as it ourrently uses in ats
Supplemental Glossarics,

1946 APPENDIX F

ST._DARDISATION OF TRANSLATION CONTENT

15, To elamanate disorcpancies in translation and to cbtain
stondardisation 1n translation terminology, each Centre wall at
oncc compirle and forward to the other a last of the dictionarics
and works of languistac refercnce, which 1t cucrcently accepts as
standard for the languages wath vhach 1t 1s conccrned, and wall
contanuc to forward such information as necessary,

[Wote: paragraph 15 omitted from 1948 Appendix F)

16, BEach Centre wall fuumsh to the other, contanuously,
currently and without rejuest, copies of all Supplemental Glossarios
ond other campilations whach 1t prepores as a result of and for use
in 2ts tronslation processes., The matoraals thus exchanged will be
the basas for contanuous disoussion betweon the Centres waith a vaew
to increasing stondardisation, The Centres will aanm to agree from
tme to tame on ono or tne other as tne decidang authoraty in a

specific language field,
[Note. last sentence of peragreph 16 amtted from 1946 sppendix F)

il In order to develop a common standsrd of validaty-
grodang in language equivalents, each Centre will inform the other
of the sagmrficance of such gradangs as 1t currently uses in its
Supplemental Glossaries.




APEONDIX G EXCHANGE OF COLLATERAL MATERTAL

1948 appendix unchanged from 1946 Appendix
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COMPARATIVE TABLE APPENDIX H

COMUNICATICONS N

1948 APPENDIX H

TELECOMIMUNICsTIONS ORGuNISATION REQUIRED

L Exclusive and readily extensible telecommmications
between Agenoles, and between Agencies and their outlying stations
w11l be maintained in order to make possible the rapid flow of all
types of raw traffic fcom the poants of anterception to the several
Agencies, the ropad exchange of all types of raw traffic, technical

matter and Commriicavion Intelligence betweer the Arencies, and the
efficient control of anterception coverage.

INSTATLATION, MATNTENANCE AND OPERATION QF TERMINALS

2, The termanala of carcuits or channels antended exclusavely

to carry Comunt troffzc between the Bratish Comrwnwealth and tne
United States vall be installed, maintainel and operatel as arranged

by the oppropriate Comant Authorities of the countries concerned and,

although normally such terminals will be installed, maintained and
operated by the appropriate U.S, or Bratash Cormonwealth authority
on whosc territory the terminals are satuated this wall not be
obligatory.

1946 APPENDIX H

TELECQLMUNICATIONS ORG.NISATION REQUIREL

i, Provasion wall be made for cxolusive and readaly
extensable talecommunxcations between Centres and between Centres
ard thear outlying stations, Except for certain D/F requirements,
tone type equapmer.t should be provaded as soon as available,

Tmis 18 necessary an order to manko possible the rapid flow of

all types of raw traffic from the points of interception to the
several Centres, the rapad exchange of all types of raw traffic,
techinicel matter «nd Commmication Intellagence betweern the
Centres, and the effiocient control of ixtcrception coverage,

wth consequent reduction in wasteful duplicataon,

ZNSTATTATION, 'AINTENANCE AND OPERATION OF TERMITL.LS

2, The termanals of carcuats intended cxclusively to

carry COMINT traffic wall normally be installed, maintained and
operated by the appropriate U.S. or Bratish Cormonwealth authority
on whose terratory the terminals are situated,




1948 APPEIDIX H

TELECOMMUNICATIONS FACTEITIES

3. (a) The Umtcd Kangdor eulhorities in conjunction wath

(b)

the Canadian authorities wall make the following
radio teletype channels available oxclusavely for
Comant traffic between the United Kingdom and the
North Amecracen continent -

(1) from the Foreign Office U K,/Canada carcuit ~
2 channels,

(22) from the R,A,F./R C.s.F, U.K,/Canada circaat -
2 channels, .

the United States authoritics wall be responsible
for vrovading land lane Tacilaties betwecen Canada
on the one hand and the Umited States Agencies and
tne London Sigant Iaaison Unit an the U,S,A, on the
other,

the Canadian authoraties 1111 be asked to take
responsibility for provading the following

(1) facilaties for swatching the Foreign Office
U.K./Canada circuat to the Unated States
land line network;

(11) facilaties for swatching the R.A.F./R.C.A.F,
U.K./Canada circuit to the Canadian Comint
Agcney,

1546 APPENDIX H

PARTICULAR CIRCUITS TC BE ESTABLISHED

e

The follomang wll be set up

(a) <the London - Oshara caircuat will be meintsined,
operated and controlled by U.EK, authorities and
converted to channelized radaroteletype at the
earlicst practicable tame. Iondon vall control.
U.S. authoritics wall operate the Washangton
torwinal, maantain the Oghawa - Washington
landlane, and provade facilities for relay to
the London SIGINT lioason wnit in Washington,




3.
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1948 APENDIX H

[Contanued ]

(a)

(211) emergcncy facalities for switching tne Foreign

Offace U.K,/Canada circumit to the Conadian

Comant Agency and the R.AF./R C.A.F. U.K,/Canada

circurt to the Umited States land line nctwork,
to provide communmication in the event of break-
down of one or other of the radio channels,

an addation to the facilities provaded by 3(a) above,
a mamme of two channels of the Londonderry -
Washaington circwat wall be alloceted cxelusavely to
Camint traffic  Thas carouat wall be operated, an
accordance wath paragraph 2, above, by the United
States and/or Bratish as may be utually arranged,

both parties rccommend that in those areas which aie
potentially operational, facilaties be establashed
for the dairect transmission of rav material from the
anteércept stations opcrated by one party to a
desagnated agency or stataon of the otlher party.

On the specific request of one party the other party
agrees to make cvery endeavour to provide these foci-
laties, vhach if and 1 hen provided, wall be brought
into operational use as mutually agreed,

3, [Continued]

3.
1946 APPENDIX H

(b) a London - Washington radioteletype circwat wall be

establzshed and two chamnels thereof will be
allocated exclusavely to COMINT teoffic, Thas
circuit wall be operated by the appropriate U.S, or
Eratash cuthority on whose terratcry the termanal
1s satuated, wath Washington conccolling,

the Melbourne -~ Honolulu circuit wall be re-
establashed and channzlazed, and wall be oporated
by thc appropriate U.S. or Bratish Commonwealth
authority on whose territory the terminal is
gituated, wath donolulu controlling,

[No corresponding atem an 1948 Appendix H}

[No corresponding atem in 1946 Appendix H}

“TOP SECRET




1948 APPENDIX H

3. [Contanued]

will be provadsd between the Unated Kingdom and
Washington as may be mutually arranged.

FROCEDURE AND OFFRATING SIGHALS

b Procedure anl operating signals appropraate to a
particular circmt wall be used

COMOLT CRYPTOGRAPHIC LIDS

He Common cryptographic aids will be used for combained

increasing security and of facilatating corrunications.

(£) on-demand "quack exchange" communicetaon facalaties

Comint commumicatvions, The motier of cryptogrephic aids wall be
kept continuously under review wath the object of maintaining and

b,

1946 APPENDIX H

[No correspondaing atem an 1946 Appondix K]

ST.NDaRD PROCEDURE AND OPERATING SIGNALS

4y Standard Procedure and Operating Signals wall be
antreoduced for combined use, The current combined Procedure

and Operatirg Signals will be adopted initially subject to

minor modifications which may be found necessary and mutually
agreed fiom time to time to meet special COMINT requairements,

In aildatioa, the U,S. authorivies will undertake the preparation
of a Combined COMINT Commmications Manusl, whach wall be
adopted for use when approved by the LONDON SIGINT BOaRD and
STAITIB,

COL™ON CRIPTOGRAPHIC ATDS

Be Common cryptographic aids wall be used for combined
COMINT communications, Inatielly CCu, SIGCUM, one-time tape
(SIGTOT), amd one-time pads will be used, The matter of
cryptographic ai1ds will be kept contimuously under review with
the object of maantaaning and ancreasing securaty and of
facilaitating communications,
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1948 APPEIDIX H 1946 APPENDIX H
COMMUNICATIONS LIATSON COMMUNICATIONS LIATSOIN
€ A representative of the Darector, LSIC,, and a 6. A representative of the London Sagant Board and a
representative of the Co-ordanator of Joint Operations, U.S. repregentative of STANCIB vall be given the specific duty of
Agencies, will be given the specific duty of keepang under review kecping under review COMINT communications problems and of
Camint commmications problems and of raising and advasing on such raising and advisang on such problems as they occur,
problems as they oceur
PROVISION OF EQUIPMENT PROVISION OF EJUIPMENT
T The provisaion of equipment will be by mutual assistance F Tne provasion of equipment wall be by rutual asgistance
where necessary and practiceble and as agreed in each specafic where nccessary and oracticable and as agreed in each specific
case, case,
USE OF UNLE.SEC CABLIS USE OF UNLEaSED CABLES
8. Unleased commercial cables wall not be used for the 8. Unleased cormercial cables will be used for transmission
transmssion of unencrypted rav materaal c.rept 2s o ccmmunications of COMINT traffic only as a commmnicatiocas erergency measure,
emergency meesure,
BAG ROUTES TRANS-ATLANTIC BAG ROUTES
9 Bag routes wall be kept umder review wath the object of 9. The trans-atlantic bag routes wall be kept under revicw
takaing full advanlage of improved sea and air services, with the object of taking full advantage of improved sea and air

servaces,

USE _OF MICROFTIM USE OF MICROFILI
10, All agenoics wall be equapped to handle microfilm so that 10. 411 centres wall be equipped to handle microfilm so
1t may be avarlable for use when 1t 1s not practicable to send the that a1t mey be available for use when 1t 1s not practicable to
origanal materaal, send the original material,

T
e s —————— e e e 1}




COMPARATIVE TABLE  APPENDIX L

i
LIATSON AND METHODS OF EXCHANGE

19L8 APPENDIX I

LIATSON PERSONNEL

1. Each party shall meontain, in the country of the otner,
a senior liaison officer nccredited 4o thz other, Such offaicers
shall te rcaponsible each in the c~unlry to whach he 18 accredited
for all liaison mattors,

2 Upon agreement between USCIB and LSIB, additional
lisnison personnel may be accredated, apd vorking groups my be
assagned, to agencios of eitlsr party by the ¢ther., A1l such
additional laaison personnel shall be umder the control and
darection of the semor linzson officer,

3 Swtable office focilaties will be made ovailable os
neceasory by the party to ~hom the limison offacers are accredited.

L, Liaison officers of one perty shall nommally hove
unrestricted access to those parts of the other's agencies which
are cngaged darectly in tho production of Comnt, except such parts
thereof which contain unexchangeable anformation, The poimts of
contact of liaison officers wathin agencies lor requests and
inquiries shall be as detcrmined, estoblished and delamted by the
party to which they are sccredited,

19,6 APPENDIX T

LIAISON PERSONNEL

1. Bach party shall meantain, in the country of the other, a
senior lisison official accredrted to the other, All camrumicatimn
Intellagence linison matters in each coumtry shall be under the
cognizance and conlrol of the semor Commmmication Intelligence
laiazson officral in that country,

2 Upon agreement botween STANCIB and the London SIGINT
Board, additicnsl lisison persomnel may be accredited, and working
groups may he assigned, to opsrating agencies of eather party by
the other, All such additional liaison persomnel shall be under
the control and direcction of the semior lzaison official,

I Suitable of'fice facilities wall be made available as
necessary by the party to whom the liaison officials are accredited.

L Lioiscn officials of one party shall normally have
unrestricted access to those parts of the other!s operating agencies
which are engaged. dircctly in the production of Commmicataon
Intelligence, excopt such parts thereof which contain unexchangeable
information, The points of contact of liaison ¢fficials within
operating agencies for requests and inquiries shall be as determined,
established and delimited by the party to whach they are acoredited,

-‘




1948 sPPEI'DIX T

5e In addation to the sbove regularly assigned personnel,
visits by selscted personnel for short peraods of time to deal vath
special problens wall be encouraged,

METHODS OF EXCHANGE

6o Requests by one party for information or material shall be
mado by that party via 1ts semior lnaason officer who shall act
through prescribed liaxson charmels, The senior liaason offacor of
the roquestang party shall forward whatever inforration or material
1s made avarlable 1o han, normally by means of facilatics under the
control of his ovn country, HNormally the seminr liaason officer of
the providing party shall be kept informed,

[Above parngraph of 1948 Lppendix I ccrbines parngraph 6 and first
sentenco of paragraph 7 of 1946 Appendax IJ,

1o Vhen the request by cne perty as for information or -

materzal 1o be supplied as a watber of routine procedure, the
supply, after the inmitial requost, may bo darecct between the
partics by means of facilatiss ovailable to the senior liaison
offacer of the requestang party. The senior licison officers
of both parties shall be kept fully informed of all such
routine exchanges and shall be given access to the anformation
or materaal as "y be agreed locally,

2.

1946 APPENDIX T

B In addation to the above regularly assigned persomnel,

visits by selected porscnnel for short perzods of tame to deal with
special problems wall be encouraged,

CHANNELS FOR GXCHINGE

be Requests by a porty or its agencies for information or
mterial sholl be made by that party vie 1ts senior liaison offiorsl
accredited to the other, Normally the other party's semior liaison
offacial shall be kept informed of such requests,

T The semior liarson official scting tnrough the

preseribed channels end points of contact, shall receive whatever
pertanent information or material is mado avarlable to him, and
shall forward 1i, normally vaa chamnels under the control of has
own country, The recciving party shall gave the semior liaison
rfficial of the provadang party, whatever share in the distribution
angd utalizataon of the information as may be agreed upon locally,

Be Bowever, the routine exchange of COMINT materaal may be
effected as mutually agreed darectly betwcen the Centres over

¢ mumcation channels jointly end exclusively maintoined for
COMINT purposes, In additron, 1t 1s conterplated that chammsls for
cembamous conference and arrongement directly between techmical
sections may be establashed,

[bove paragraph of 1946 Appendix I 1s covered by paragraphs 7 and 8
of 1948 Appendax I,




1948 APPENDIX I

8. Exceptaonally, technical exchanges between the parties mey
be effected dircetly over "on demaand" quick exchange comumication
choannels jointly and exclusively moantained for that purpesc. But
the use of thesc darcct channels wall be kept to the minimmm and in
each case fne semior liaison ofticers of the two parties wall be
kept informed,

% No provasion of paragraphs 6 and 7 above shall be
construed as preventaing either party from accommodnting the other
by transportang or cornmunrcating material for the other party.

10, Eaca party shall normally assist the otherts senior
lanaison officer by makung aveilable to hir facilaties for
packeging end preparing raterzal for transportataon, =Zech poity
sholl, to the extent of facilities operated by or available 4o 1%,
assist the olnir's ronror lraason ofticer wath safe-hand and other
transportation wathoin 1te cvm country.

1916 APPENDIX I

9. No provasaon of paragraph 7 obove shall be construed
as preventing exther paity from accommodating the other by
transporting materials for the other party.

10. Bach party shall normally assist the otherfs semor
lararson official by making available to him facilities for
packaging and prcparing matexial for transpertntion, Baca party

snall, 1o the cxtent of facilaties operated by or awvnilaple to 1t, ¥

assist the otherfs wenior liaxson official with safe-hand ond
other trarsportation within als on country,

e




APPEIDIX J  INTCRPRETLTION OF CERTATN PRIVISIONS OF TTE AGREEMENT

1948 Appendix J unchanged from 1946 Lppendax J except for footnote to paragraph ) stating thav Chairmen LSIB transmitted

the required assarance to Chairman USCIB an SB/409 of 17th February 1948,
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Mo corresponding Apperdax in 1946




COMPAR..TIVE TLBLE APPENDIX L

EXCHANGE OF INFORMLTION ON INTERCEPT DQUIPMENT, FuCILITIES PRODUCTION RISEARCH AND DEVELOPMENT

(Note the 1948 sppendix L contains 1tems which were covered an paragraphs 1 - 3 of the 1946 Appendax C)

19,8 APPENDIX L 1946 LPPENDIX C PARAGRAPHS 1 - 3
TINTERCEPT EQUIPIENT FACTLITIES AND FRODUCTION EXCHANGE OF INFORMATION ON INTERCEPTION FaCILITIES
1, A comprehensave report (to be xnown as the Amual 1, & comprehensive report, concerning all interception
Technical Report) concerning facilities installed and available for use, whether or not such
facilities are in use, will be exchanged on 1st July, 1946,
(1) all anterception facilities installed and available and thereafter at six monthly intervals,

for use at intercept and D/F stations, whether or
not such facilities are in use,

(21) details of the mmbers, types and descriptions of
intercept equipmont under contract and/or in production,
together with probable delavery dates,

w1ll be exchenged annually. Reports are to show the position as at
1st July in each year, and should normally be exchanged by

1st August,

2 Seotion I of the Report will be arranged to provade 2, The report wall be arranged to provade information
anformation to cover tnc items sot out in paragraph 3 for cach . to cover the followang atems, whore applicable, for each
Intorcept ana D/F Stavion. Types, makes and mmbors (and where anterception and darcetion-finding station

applicable, normal and maximm speeds) of equapment should be
ancluded, No attemptv has been made to lay down en exact format
for the Report, as such a format might soon become out of date,
and might prevent fiexabilaty,
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1948 APPENDIX L

HAND SPETD MORSE EQUIPMENTS

Sangle Ppsations (H/F)

Single Positions (L/F)

Single Pogitions (All-wave)

Double Positions (H/F or All-wave)

Whach of thu above (1) to (av) are capable of
double or traiple diversity wor

Whach of the abova (1) bo (1v) are fitted wath
ware, tape or wex recorders.

B. HIGH SPEED MORSE EQUIFPMENTS

(2)
(za
(322
(av

(v)
(va)

(va1)

(vaza)

Single Positzons EH/F)
Sangle Positaons (L/F)

Sangle Positions (All-wave)

Double Positions or All-wave)

Which of the above (1) to (1v) are capable of
double or triple diversaty workang

Types of recordang (i.e, wndulator) apparatus
fatted

Types of recording bridge fitted, and whether
capable of accepting frequency shift trans-
mssions

Any other High Speed equapment.

2. [Contanued ]

1946 APPENDIX C PARAGRAPHS 1 - 3

(a) full anformetion on the follorang general lines
regarding morsc and non-morse intercepv and

transcription posilaon,

(2)
(1)

(212)
(2v)
(v)

(va)

(vi1)

numbers and typcs
speed positions
mmbers and typcs
specd positions
numbers and types
speed positions
numbers and types
speed positions
numbers and types
positions

numbers and types
positions

numbers and types

of
of
of
of

of

of

of

single receiver manual
single receiver hagh
double receiver menual
double receiver high

diversity receivang

tape transcription

recording positions




3., [Contirmued]

C.

19,8 sPPENDIX o

TELEGRAPHIC PRINTING IQUIZENTS

(1) Sangle Charmel Radio Teleprinter {International)
(11) Single Charmel Radio Telepranter (Netional)
(2121) ulti-channel or Multwplex T/P (Internationol)
(av) 3-channel T/P (Nataional)
(v) 2-chamel Baadot
vi) 6 and 9-channel Baudot
(vaa) (1) to (vi) obove refer to 5 umnt systems.
Equapments faitced for any other systems
(6, 7-umt ctec.)

V,E/F AD U.H/® BQUIPHENTS

FACSIMILE OR PICTIRE EQUUEMENTS

HELLSCERETBER EQUIPENTS

DIRECTIOIT FINDING EQUIFMENTS

Whether fixed or mobile,

TR T ORI T D T M VER T MO
=TEORT TR OYRICET—
2,

.
1946 APPENDIX C PaRAGRAPES 1 - 3

(a) [Contanued)

(v121) numbers and typos of non-morse texrminal
posations

[No corresponding item in 1946 Appendix C]

(b) Darcection finding equipment
(1) number
(23) type

(221) frequency range




19,8 APPENDIX L

3. [Contanued]

H, TRANSMITTER IDENTIFICATION EQUIFMENTS

I, FREQUENCY IE.SURING EQUIFPMENTS

J. AERIALS

Information to anclude number, types, whother used
in daversaty, frequency to whach cut, directavaty,
associated amlification equrpment,

K, AERIAL EXCHANGES

1946 APPENDIX C PARAGRASHS 1 - 3

2, [Continued]
(¢) Transmtter identification equipment
(1) number
(11) type
(d) Prequency measuring equipment
(1) number
(21) type
(e) Antennae
(1) mumber
(22) type
(121) darectinity
(av) frequency to which cut
(f) Aerial Exchange/Multicouplers
(1) number
(12) type

(3231) frequency range




3
OGA
EO.1.4.(c)

EO %.4. (q)

L.

N.

0.

1948 APPRNOIX L

[Continued ]

CONTROL EQUILZ [ENT

Details and usc of equipnent fatted for control of
anterception wvathin a station,

SPECIALISRD TEST EQUIPMENT

Not to include standard mainienance equapment for
goneral usc,

AUDI( Fi@QUENCI RECORDIN: EQUISHENT

ANY OTHER SPECIAL EQUIPHENT

SHORTCOMTNGS EXPRRIENCED ON OFER-TIONAL EQUIF.{ENT

194 € APPENDIC C QARGRAPHS 1 3

2. [Contanued]

(g) enumeration and use of equrpment fatted for
control of antorcoption wth.n a station,

(r) specinlised test equipment,
(1) mumber
(12) desciaption and use

(2) emumex~tion of any spceialised furmiture,
[No cor.esponding ztem zn 1948 inpendir 1]

[No correspondang iten in 1946 Appendax C)

" 4 n 1" n 1 i

(3) enumeration of any mscellansous specialised
equapment,

(2) (3x) mmbers and types of eny other special
positions not lasted

[No correspondaing 1tem in 1946 Appendax C]




3., [Contanued]

1948 APPENDIX L

R, SPECI.L MATNTENANCE PROBLEMS, IF ANY

Notes.

()

(22)

a Sangle Position may consist of 2 or more
receavers, used in daversaity, or an order to
ancrease the frequency range,

a Double Position 18 one at which a single
operator can cover two ends of a duplex carcwit,
where this 1s possible,

INTERCEPT EQUIF [ENT RESEARCH AND DOEVELOPMENT

L (a) Interc:spt Ecuinment Rcoorts wall be exchanged twice

yearly on lst Morch ond 1st November, These Reports
w1ll be 1n two sections

(2)

Equapment under development. Thas to anclude
details of 211 projects on vhicn development 1s
beang conducted together wath a statement of the
object to be attained,

Research and Development trends, Thas to ainclude
a staterent of all outstanding problems together
wath on indacation of trends in research and
development aimed at their solution, In the event
that no work is contemplated on certain specafic

1946 APPENDIX C PARAGRAZES 1 - 3

: The six-monthly reports (paragraph 1 acove) wall also
anclude notes on the shortocomangs, maintenance, proposed
nodifications and any other sigmafacant operational characteristics

of the cquapment,
be included,

Notes on new equipmenl under development may

TOP SECRET




[Contared]

1948 APPENDIX L

(12) [oontinucd]

problems, these problems should neverthelcss
be listed amongst those current,

Technical Notcs v1ll be exchanged as and when
necegsary on specific subjects. These notes to be
designed pramar:ly for the information of personnel
actually engaged on engineering and researcn and
development work on interception equapment, Thcse
notes also to include date on sagnal analysis,
frequency lasts, and other material associated vath
antercept problems,

19.6 APPENDTX C PARAGRAPHS 1 - 3

RET




COMPARATIVE TABLE  APPENDIX M

EXCRANGE OF RAT MATERTAL, AND STAMDIRDISATION OF RAW KATERTAL FORMAT

(Wotc: the 1948 appendax M contains items whnch werc covered in paragraphs 20-33 of the 1946 Appendix C)

1948 APPENDIX ¥

EXCH.GE OF Ruv ZWTERIAL

Ls Except as otherwise agrecd in Appendix K cach party .nll
farnash to the other as promptly as practicable wathout request and
as o matter of routzne, one copy of every ilem of rars traffac
collceted by 1ts operating agencies, rogaraless of source, Either
party may request cxpedited delivery, or addational copies, of
specifac categories of raw traffic, and cach shall endeavour to
meet the nceds of the other in this rospect.

2, In so far as practicable raw traffic exchanged will be in
the forms contained in paragraphs 4 - 9 below.,

2946 APPENDIX C PARAGRAPHS 20-33
EXCHAGE OF R4V TRAPIC

20. As soon os 2t con be arranged cach party wili furmisn

to the other as promptly as practicable wathout request and os 2
=nttor of routine, one copy of every avem of raw traffic collected
as acqured by 1ts operating agencies, rcgardless of source., Eather
party may request specially rapad delivery, or additional ocopies,
of speocific categories of raw traffic and cach shall endeavour 1o
mect the needs of the olher in thas respect.

2. R The adeal moans of conveyang raw traffic, from the
stondpoint of specd and maxamum uiilisation of manpowver, is
tclecommmicataons. Therefore the procurement, maintenance and
vtilisataion of telecommunications from antercept points to Centres,
and between Centres, will be promoted and encouraged by each party
to tho utmost extent of 1ts weans,

22, A1l raw traffic, whether or not exchanged by radio, will
bo exchanged via regular liaaison channels or such other routes as

may be agreed upon,
[Contonts of paracrophs 21 and 22 an 1946 hAppondax C comatted from !
1948 fopendix M] .

23, In so far as practicable rew traffic exchanged will *e
in the forms contained an paragraphs 25 to 33 below. Departures
from thas form wall be eliminated as soon as possible
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1oL8 APPENDIL M

3 The inclusion of a case-number in an 1tem of raw traffic
w1ll not be deemed to show evidence of processing for Commmication

Intelligence purposes {paragrapu 26 of Appendix B refers), and
therefore the material may still be classified "Confidentinl!,

1946 AEPENDIX O PARKGRAPHS '20-33

2k The inclusion of a case—mumber an an item of raw traffic

w1ll not be deermed to show evadence of processing for Communication
Intelligence purposes and therefore the matcrial may stall be '.
classificd "Gonfidentzall,

—OGA
EQ 14 {<)
EO 1.4%(d)




OGA
EO 1.4.(c)
EO 1.4. (d)

1946 APPENDIX C PARAGRIPHS 20-33

[No corresponding 1tem in 1946 Appendix C]

QGA

EC. 1.4. {c)
1t 1 n " L n n EO 1\.' 4., (d)
3§ L i n " 1 i

3
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OGA
EC 1.4. (¢}
EOC 1.4. {d)




