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INIBODUCTIDr-T TO 1948 .APPnNDICES 

1. The follO\n.ng arrangements govorm.ng the collaboration 
between the U.S. and British C01DJ.nt Agencies have been agreed 
bet\re0::l. USCIB and LSIB m J.mplementation o-=: and as Apper.idioes to 
the U.S. - Bnti.sn Comint J\greeT11em; of 5th J~ch, 19L,..6. 

2.. None of these ar:.~e>nents shall be construed as 
oontre.wru.ng a:n:y clauses of tnat ugrcemei:..t but shall take effect 
m.tmn the scope and lJ..mJ.tations estnblishcd thereby. 

;. !'he ObJect of these nrro...'lgenents is to ensure that 
:rr.BJCl.I!lUI::' advantage is obto.i..-,od frOill tne coribined o.va:i.lable pc.rsomel 
and. fn.cilitics of both pm-ties. 

4. In o.ccordmlce with 'tneso arra.'11gOI'lenis, onch party \TI.ll 
cont:i.nu.c to m.'.l.l(.G a.vnilab::i.o to t..ic ot.lior, co::::i:hnuously, currently, and 
tn.thout request, all rEt<7 traffic, Comint rooms and technical :rllltter 
acqm:red. or produced, and. .:ill pertinent J.nfol'J!latJ.on conoenung l. ts 
activ.i.ties, priorities and. facJ.lJ..tJ..cs, both present and plar.ned, 
subJcot only to the proviso oontro..ned in pc.L~phs 3(b) mid 4{b) of 
tho Agreement. 

5. In addit:i.on, eac....i ~ .n..ll continue to ma.J.ntain liaison 
personnel at ttu; agency or agerun.cs of tho othor pa..c-cy. 

6. The two pirties m.11 continue to effect such 
stand.ardisatl.on - e.g. of tl3chm.cal tenninologr, layout, procedure 
o.nd orgam.satl.on - as may be possibl~. 

DTRODUCTION 

INTRODUCTION TO 1946 APP.ENDICES 

l. The folloving arrang<3Jllcnts goverm.ng the collaboration 
bP't'r,een the \ 'a.shl.ngton an.a. London COMINT (SIGllfl') Centres have been 
agreed between SrA..,'CIB and the LDr-1DON SIGJNr BOARD, in implemenl;ation 
of and as A.ppend.J..ce.s to the U.S. - Briti.sh Carmum.oation Intelligence 
.Agrocront of 5i;.1i March, 1946. 

2. Pone of thcs.; arrangcrents shall be construed as 
co:ntraveru..n,g any clauses of that _l\grecment, but shall take effect 
n tbJ.n the soope and b.nu. ta tions estnbli.shed thereby. 

3,. The obJoct of these errar..gements is to ensure that the 
ma.nJTlllIJI advan'ta.gC is obtained fron o.VU.13.able personnel a'l'ld 
f'aci.b. tJ..os. 

4. In acco.cdance ,""1.th theso arrangemonts.1 ea.oh party m.11 
Jtltike o.va.tlable "CO t:ho other, continuously, currently a..'rld. W1 thout 
:roquost1 all re.ii traft'io, CctfiNT items ancl Technical Matter 
c..cquirod or :produced, and all pertinent inf'omation ooncermng its 
a.ctiv:i.ties, pr:1.0riuos and avru.lable facilities. 

5. In nddib.on, each po.rty v.U.1 maintain liaison personnel at 
the otherls Centre. 

6. The two parties w:i..11 also effect such standard:i.sation of 
teohm.cal terml.11.0logy, layout, procedure and orgrousation as may be 
possible. 

TOP SECRET 
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INTRODUCTION TO 1948 .AP.l?END!CF.3 

7. By the close collaboration thus cstabhshod, nnd. by >00ans 
of suggestion, agreement, and arro.ngcll"cnt na to changes to bo mo.de , 
the fuo pnrties m.ll continue to effect eb.mJ..nation of unnecessary 
duplication m order to ensure the ~ oxplo1to.t1on or foreign 
connum.ca.tians. Howowr, tho a.ct1vi i;es tmd.ertakon by each party 
nm.st be bo..eic~ am. tod to i ts ovn nc~ds and therefore neither is in 
a. posi t1an to Mccpt mzy f'on:inl nnd .f:i.xocl canni tments for the 
tllooatl.on of spooifio to..eks to their rospeotJ.:vc o.gcnc1os. Su.oh o.n 
n.llocn:t:i.on roul.d. provenx tho sluf'ting of Olrph.nsis to tnsks whJ.cn 
those agencies ~ thcJllBolvcs uisb to undertake or vlnch they moy 
bo roquirod to undorlclce by the consumers or thcJ.r pcoducts. But 
it J.S og.rood that nn informal o.nd fleXJble o.lloco.tion of tasks, 
subJoct to olt.:>rvtion by oithcr party o.t nocd and sOl"lCtJnes 1nth-
out prio:r notl.f'J.oo.tion, is possiblo ll..'1.d. desirable, that 'lhc:ro one 
pnrty a.coopts the l.Ilt"onaa.l ollooa. ti on of o. s:pecific ta.sk l. t m..11. 
mnko nvnilnblo, by radio vhen dcsiroo by the :roco1 v.i.ng pll"ty, the 
ond-products of that tn.sk, tho.t, if the p.?.I'ty ;rluoh accepts on 
inf orntl olloco.tion is caripcllod to relinquish 1 t, 1 t \r.U.1 lllfo:rr 
the other p.rty ns soon as possible; and tha:t, in tho event of 
either porty g:i:v:rng up o. to.sk to the other, cvory cnd.eavour will be 
mrulo by the surn,nd.er:mg party to "DD.J.ntOJ.n its mtercept coverage on 
the task surrcrk!orod ii' fuD.t par~J bas boon obta.lJU.l18 uru.que I:10.teruil. 

8. Ea.ch party M:J.y call upon the other for ass is tanoo when 
necessary end suoh roquosts rn.11 bo met 'ilhenevor pro.otica.blo. 

2 

7. As a. result of the close collaboration thus established 
and by means of continual suggestion, mutunl agreement and IIIlitu!l.l 
arr~nt as to changes made there WJ..11 be effected a 
continuous cll.mlllAtian of tmwnnted duplJ.co.tion, although the 
aotJ.:n ties tmdortDkon by each party shn.11 be as basically sm. ted 
to J. ts own needs. 

B. Eo..oh. party mAY ca1l upon the 0th.Br for assistnnce whan 
nccesscry ond. such requests lt'111 be met whenever pro.otica.ble. 

9. All possible dJ.Vl.8J.on of labour betweon the Centres m..11 
be made. It is the J.ntontion of both parties to e:ffoct a tuller 
mtegration of effort gr.:'l.dun.l~. 

[StibJeot matter of 1946 paragratil 9 transferred 
to pll'8grapb 7 m 1948 Intreduction]. 
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Ilfl'RODUCTION ~O 1948 AP.P.ENDICES 

9. il though progress has been made 1n tho provision of 
o.d.oqunte Commt tolecOJ'lllD.UIUOation facil:tties., it is a.greed that 
en.oh party will contJ.n.UO to keep tmder rev:i.evr this, and tho 
aaaociatod problcn of aaf'e hand routes for the passnge of Com:w.t 
mate:n.o.1 of all lo.nds, and m.ll toke all reasonable steps tmmrds 
further improvemen:t. 

10. The two :pnrties have foreseen the need for Joint emergency 
plans, roruiy to be put J.nto operation at or before an outbreak of 
hostilities with a. third party. 

11. Ea.ah party will provide the other '11th two or more copies 
of' all reporlo nJntioned J.n the follow:t.ng appendices nnd ot such­
hkc dooumenta. 

INTRODUCTION TO 1946 AEPENDICES 

10. It l..S, however, agreed that this intention cannot be 
Jmplemented to the beat odvantage unb.l the telecom:num.co.tions 
available :f'or COMINT purposes arc adequa-re to ensure the 
sufficiently ro.pid receipt by each Centre of results from the 
other's oomrni tments. 

11. For ttu.s roa.s~ l. t l.8 agreed that early provision of 
adequate COMINT ccmmmicatJ.on facill.ties is essential. Suoh 
CO!lllllUnJ.cations o.re neoessa:ry, furthermore, to prOVJ.d.e for 
emergencies and to permit the development of operational 
tecbm.ques for the rumdhng Of new types of translll1.SSJ.on. 

12. For the sane reason, and because the present situation 
regaril.l.ng saf'ehond routes o.cross the Atlantia is unaat:i.afaotory, 
each party m..11 keep tr~tlant10 r.atl factll.ties ond 
requirements under review and 17111 truce full ad.vantage of ruw 
improvement ma.de J..n sea. and ru.r .lll<ll.ls. 

[No corrospancbng 1 tem in 1946 Introduction]. 

3. 

13. Each party will provide the other with two or more copies 
of all reports mantianed J.n the Appendices and of' such-like document:::; 

TOP SECR 
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INTRODUCTION TO 1948 APPENDICES 

12. b.11 nrro.ngemmts arc subJect to review mld to 
modl.fication by o.greement. 

13.. These arm:ngemmts wl.ll become cff'ect:l.vo on approva.1 by 
USCIB and LSIB, 1Zl. o.ccordn:ncc m.th pnrngraph 12 of the U.S. -
:Br:t tJ.Sh CO'IUilt Agreement. 

1.4. Annex A to tlns Introduction shows how the .Appendices to 
the U.S. - Britl.sn OOIJlllUllCation Intelligence Agreement, a.s produced 
at the U.S. - BntJ.sh Technical Conference of March, 1946~ have been 
ratl.f1od or superseded by the .Append.:i..ces o.grcod at the 
1948 Teobn:Loal Confe:ronce, mid wm.ch of' the latter are now. 

INTRODUCTION TO 194',.APPENDICES 

14. All arrangeioonts arc subJeot to review. Thoso 
establishing the exchange of materi.a.l may be mo<b..:f'l.cd by mutua.1 
ai;reerient if experience shows thn.t too gront 11 proportion of the 
personnel o.va:i.lable is bel.J'lg erriployed thereon. 

15. Theso a:ITangements will become effecti w on approval by 
STANOIB o:nd the WNDON SIGJJiJT BOARD in accordance m.th 
pamgraph 12 of the U.S. - J:Jrrhsh Cornnum.cation I:ntclligonce 
Agreement. 

[No corresponding item in 1946 Introduct:l.on]. 

-W-P--~:-R-ICl__,.,,<f>. TOP SECRET 
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l~IX A: ~TO .BE USED 

1948 Append.ix A tm.changed frOll' 1946 Appe.nchx A. 
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C()}IPARATIVE TABLE .APPENDIX B 

PRIIDIPLF.S OF SEXJURITY AND DISSEMINATION 

(Note codewords whl.ch appeared in the 1946 .Appendix have been deleted) 

1248 APPENDIX B 1~6 .APPENDIX B 

mrRODUCTION INTRODUCTION 

1. These prmciples shall be the basl.a of all regulations 
for the aeourity and dl.sseriunation of Conmun:i.cation Intelligence 
issued by or under the autbon.ty of USCIB or LSIB and other 
appropriate offioia.ls of the Gov-ernments of the two parties, 
The scope and phrasl.Ilg of such regulations may vary l.Il 

acoordanoe "1¥.l. th the requirements of the Parties, Agenoies, 
Departments and ~stnea to vmom they are designed to apply, 
but all shall be in aooord. w:i. th these basic p.nnciples in 
every respect. To ensure UIUform mterpreta.tion of 11h.at 
constitutes such accord, eaoh party shall forward all such 
regulations to the other for information. 

2. It is rcoogrusod thnt, while the follouing prlll.Cl.ples 
are 1n general of universal o.pplioation, certain of those 
pnmarily appll.oable to peacctJ.llle must be modified in time of 
war or emorgenoy, to onauro that the mruo.mum operational benefit 
consistont WJ..th sool..X":i..ty is derived. from the source. Provision 
is made hereunder for the necessary mod.l.:f1cat1ons. In ti.me of war 
or ecnergonoy, or exceptionally as agreed by USCIB and ism, 
l!lnergenoy Rogula~ions embo0Jr1ng the emergency pnnciples contained 
herein shall be brought l.llto foroe by the respective parties. 

l. These pnnciples shall be the basis of all regulations 
for the seoun.ty and dissemination of COJ'llinllU.cation Intelligence 
1ssued by or under the authority of STANCIB or the LONDON SIGrnT 
BOARD and other appropriate off101als of the Governments of the 
two parties. The scope and phrasing of such regulations may va:ry 
J.n accordance w:i. th the requirements of the Parties, Agencies, 
Deparbnents, and Mim.stne.s to whom they are designed to apply, 
but all shall be l.Il accord wit.a these baSJ..c prlll.Ci.plcs in every 
respect. To en~ mu.form mterprctation of what oonstitute5 
such accord, each party shall forward all such regulations to 
the other for lllformation. 

[No correspondmg item m 1946 Appendix B). 

~-T~o~p---.-s~E~c~R~E~T~tl-
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1948 APPENDIX B 

DEFINITIONS AND C,,.TmORI.ES 

3. CClPll"'.l\ID1cahon Intelh.genoe ( COfITNT) l.s thtJ nario g1vcn to 
products derived from ~he work of ageno1os. the opcration<s of ,rlu.oh 
ore co-ord:uw.ted. by USCIB and. LSIB and...w.tu.ch study radio trans­
missions and other corm'll'Ul1l.cat10!ls not onglllAtcd by Un.iced States 
or .British a.uthorities. The terms Corun..micaL, on Intelll.g'3n.C3 ( COMINT) 
and S?-gnal Intclh.gence (SIGINT) arc synonynous. Cozrm.m::.oation 
Intelligence is dav:i.ded mto two oo.tcgones, ns follows 

4. 

(a) Special Intel11&cnov. 

(b) Traffic Intelligence. 

Special Intolligencc is 

(a) that COI!l!llU1'll..catioTl Intelh6cnce wluch results from -

( i) or m part 
5 b below 

.... · . , OGA 

2. 

1946 APPENDIX B 

2. Como..mioation Intelh.gence ( COMINr) is the name given 
to products der:i.ved from the work of ~gencies, the operntions of 
whicl::. are co-ord.inac;eQ. by STAJCIB or !;he 1.1.)NDON S!GINT BOA..'!ID and 
wlu.ch stud;y radio transmiss::1ona and other COJlll"lUZU.ca.tions not 
orig.i.nat~d by United States or British autbor1t1cs. The terms 
COIIllll.Unl.cai..1.on In&elhge.ace (C~!INT) and Signal In.telligenco {S~CINT) 
are synonymous. Conmuucation Intelligence is dindcd. into t'\<to 
oategories, as foll.owe 

(a) Special Intelligence 

(b) Traffic Intell.igenco 

3. Special Intelligence is th.at Communication Intelll.gence 
w.l'u.ch results from the decryption of the texts or substance of 
encrypted. comnunications. Oa:nn\ll11catl.on Intelb.genoe obtained 
froJT1 plo.:in language messages may, on oooas:i.on, be classed as 
Speo1al Intelligence. Special Intelligence is designated 'by the 
ood.e word •••••• 

EO 1. 4. (c) 

EO 1. 4. (d) 

TOP SEC 
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4. [OontJ.mled] 

, .............. . 
OGA 

(iv) the interception of certa1ll types of transmission 
as may be speclf'1ed by USCIB and LSIB, 

( v) plam texts as provided i.n paragraph 6 belon, 

(b) that Traffic Intelligcace will.ch.-

........... 

(11.) 

.... ...... 

l.l'ldioatos success in the produot1on of Special 
Intelligence as defined 1ll paragraph 4( a) 
above; or 

ie, in the case of i.ndindual items, specl.f:i.cally 
upgraded to Special Intelligence by either party 
lf' it is considered that its content is such as 
to worrant this aotwn. 

······ 
... . . .... . . . 

······ ,.•·' ..... 

, ........ •· 

·····". ,. ·". 

. , .. ...... .... 
.. , .. , .... 

EO 1. 4. (c) 
EO 1. 4. (d) 

3. 

1946 APPENDIX B 

5. If' CocnunJ.cation Intelligence obtained by the processes 
described. :in paragraph 4 clearly reflects the use o'f lllformation 
derived. from encrypted nessages, it shall be olaased as Special 
Intelligence. 

[No corresponding item :in 194-6 Appendu: B] 

. ... ~~~•AR>. 
-T~O-P- S E C R E T 
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EO 1. 4. (c) 

EO 1. 4. (d) 
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1948 .APPENDIX B 

5. Traffi.c IntellJ.gcnoe is that Communioation Intell.J..ge:noe 
wluoh results from 

I (a) the study of procedure signals, call SJ..gns, message 
headings, D/F bcmrgs and other externals of 
oommum.oahons ( oxoept as pronded m paragrnph 4( a) 
(iii) above) , 

(b) the decrypt1on of' the whole or parts of cOlll'lurucatioDB 
in oodes or o yphers of such low seour1.ty grruhng that 
they are spooifically classed as Tra:f:fio Intelligance 
by USOIB and LSIB, or 

Traf'fl.C IntclliE,ence shall be designated by a separate codeword 
abl'oed on from time to tJ.me by USCIB and I.SIB. 

6. Ccmmmioation Intel.11genoc denved rroo pl8.l.ll texts 
(inoludu:lt; R/T) may be classed by USCIB and. lSIB as either Spec:ui.l 
IntcJ.ligcnce or Traffic Intelligence according to the needs of' 
el.ther and. preferably after agreement between them except t1'.at, 
m time of emarf!,enoy, plaln toxts derived :from taotioal Armed Foroea 
circuits shall bo treated as Traffl.o Intell.J..genoc. 

4. 

1946 APPENDIX B 

4. Tra:f'fio Intelligence l.B that Coomuro.cation Intellibenc' 
which results from analyses of con:murucation networks, procedure 
sigoals, call sigis, D/F bearmc;s and other techzu.cal o.ids 7 

i . e. Ccmrruxuco.tl.on Inte1ll.gence obtained from mtercepted 
cammunica.tions by all mean.a short of the actual decoding or 
decSPhen.ng at the tGXts or substance o:f these commwu.oations. 
Commum.cation Intellit,enod obtained. from plam lans;uagc messages 
is norrially included lll the Troffio Intelligence cate&ory. 
Traffic Intelll.gence l.s designated by the code word ••••• , 

[Plain Text vro.a covered. in the 194-6 Appendl.x by paragraphs 3 
and 4]. 
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1948 APPENDIX B 

7. In t:une of war or emergency, or exceptionally as agreed 
by USCIB and LSIB, the Tro:r:t'ic Intclll.£encO category as defined lll 
para.graph 5 above ohall. be extended to :molude the products of 
oerrta:in field and mediura- grade cyphers 'Which shall be downgraded 
from Speoiol Intell:i.gonce, and, J.f requirod, Traffic Intell:i.gan.ce 
.mny then be subdivided into separate categories m order to pel'ml.t 
ta.otioal Oom:mmioat1on Intelligence (the oomproIDl.ao ot which would 
not endan6or the more important sources) to bo disseruna.ted to 
special at,cmoics !md lower ochelans of the Armed Foroos. In order 
to prepare f'Jr this contJ.Il.bency, mutually agreed ll.sts shall be 
prepared an.:!. maintEl.l.ned lll current status- by USCIB and I.SIB to 
indicate which field ond mechun-grade cyphers fall within the 
prOVl.sions of this paragrap~ In the event that it is found 
neoeaaary to subd.J.V1de Tra.f'fic Intelligence as oontemplated above, 
it I"'la3 be neoes<38rY to 1.DBtJ.tute an additional Tra:tf'ic Intelligence 
codeword to perm:i t dll'f erentJ.at::i.on m the disseminat::i.cn of the 
products of medium- and law-grade cyphers. 

G-ENmA.L ~IPLES OF S:OOUP.ITY AND DISSEMINATION 

8. The val.ue of Ccmmmicat1on Intelb.gencc J.n )Jar and 1ll 

peace cannot be overwestJ.Inated, conservation of the source is of 
supreme 1mp0rtanoe. It is cssentiru.., thoref'orc, that the 
dissanun.a.tion aocorded to oJ.l related or resultant :i.nformat1on be 
str:i..ctly oontrollcd and hlln ted. The peysicol security ot r olated 
documents is not alone suf'f::i.ol.ent, it is essentinl that all 
referenoe to its ex:i.atenc~ either dl.reot or J..D.d.J.rect be avoided 
exo.;,pt runong those to v.hc:m the knowledge is neoessary for the proper 
performance of their dut1es. The t:ime 1.J.mit for the aafeguard:mg 
of 00llll'lIUI'Uoat1on Intelligenoe never expires. 

5. 

194-6 APPENDIX B 

6. In t:une of war or national emergency lt may be fotmd 
necessary to sub- cb:nde both Special Intelligence and Traff1.0 
Intelligence mto stnaller oatega:n.ea ln order to permit oertau_ 
c l asses of Commuu.co.tion Intelligence ( comprOlill.sC of wluch would 
not endanger tho more l.III.Portant sources) to be distributed to 
special aguncl.os and lower coholons of Dll.11ta.ry forces wiu.ch, 
for security reasons, would not normally rcct.'l.ve other 
CO'lllIUill.oation Intolligenoe. 

7. The value of Ccmmnu.cation Intelligence in war and m 
poooe cannot be over-est:unatod, conservation of the aouroe is 
of supreme 1111portanoe. It ia esscntio.l, tharc;foru, that the 
dissemination aooorded to all related or resultant i.n:format1on 
be strictly controlled. and. llll2l.ted~ The physical sec'lll"l.ty ot 
relD.ted. documents is not a.lone sufficient, it 1s essantial that 
all ref'erenoes to its eXJ.stenoe either direct or md:l.reot be 
avoided except among those to whcm the knowledge is necessary 
for the proper porf'oxmanoe of their duties . The t:une l:unJ.t for 
the sa.f eguard:mg of Comrnmu.oation Intell.l.genoe never expl.res. 

TOP SECRET 



TOP SECRET 
JO II t:t1• 'ttla LMI 't• ll't t•tMI 118 • •M9'111• 
PU I Tt• Oft -

1948 APPENDIX B 

9. Every effort shall be l"l8de to ensure that, unless special 
authority 1s given 

(a) in tme of peace, no person '1ho is a current 
recipient of Speciol or Traff1.0 Intolh.genoe or \ru 
is c.ngo g~ u1 its production shall bo a.s signed to 
or be engaged in nctivities wlu.oh mght reasonably 
be expected to place Jn.m lll a. posi ti.on whoro he 
ml.ght be forced to submit to qJ.estiomng by o. tln.rd. 
party; 

(b) ix: t:ime of' war or m n. state af cai.ncrgency 1 no parson 
who is a. current racipient ;1f Specl.Dl Int~llibenoe 
or who is engaged in its production shall be 
ocmni tted to a h.o.zard.ou.s und.&rtalang which mght 
subJect ruri to ca..._:>ture by the onCIV or o. tlllrd. 
party. 

It l.3 oons1dered, on tnc basis ?f prcsant oorvnuzu.oa.tions teofi..ru.quea, 
that a person who has oeo.sed to be a recipient or producer of 
Ckmmml.oation Intelligence should r.:ot b e s.::> assig:ied or OOIIllU.t-ced 
be:fore the lapse of a period of one yeor m the co.se o~ Special 
Intelligence, or of three months lll the oasc of Traffic Intelligence 

10. It is of the utmost llllpOrtanco that oompleta and a.bsolutc 
silence on all Camnunicati.on Intelligence mattors be ma.into.:med by 
those who have ever been connected with the Coomnm1 oatJ..on Intelligence 
orgam.sation, and by all individual recipients of Comnnm.:toatian 
Intelligence, whother past or present, unless they are freed f:rom 
tlu.s obliga'b.on by unmistakeable and categon.oal order of proper 

6. 

194-6 APPENDIX B 

8. Every effort shell be ma.de to ensure that no person 
iho :i.s a current recipient of Special Intelligence or who is 
cngo.gcd on its pro<.luo t1..0n shall, m. thout special authority, 

(a) in twe of war or national r:mergency be COllFll. tted 
to a hazardous undertaking wlu.ch might sub J~t 
h.J.M to car tt.re by the ene?ey or a tlu.rd party, 

(b) in tJ..,.ne of peace be abs1gned to or be engaged in 

surreptitious activities which might reasonably 
be axpeoted to pl ace lum in a position where he 
might be forced to submit to questioning by a 
third party. 

[No corresponding item in 1946 Appendll: B) 

9. Although from tJJne to tl.me reports of alleged Comnnm1aat1on 
Intelligence nctivitica may be broadcast or publishe:.d, it is eJ£ 
the utmost llliportance that oc:m:plcte and absolute silence on such 
matters be maintained. by those who have ever been conneated w.i.th the 
COIIl.1llt orgamsa t:i.on, and by all ind.i vidual recipients of 
Commm..ioation Intelligenoe, whether past or prosent, unles 
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10. [ Contmued] 

auth.ori ty as shall be designated by the respective parties. If 
at any tl.m.e md.isoreet mn.tter ref orr:mg to Communication 
Intelligence is broad.cast or publl.shed, even by prom:i.:nent people, 
this does not froe those other persons who a.re, or have ever been, 
prod.uoers or reoip:i..ents of CommUnl..oo.tion Intell:l.genoe :from 
roa.l.nt!Ulll.I'lg o.bsolute .silence, and special precautions may have to 
be takon. 

ll. In t:une of war, the full vo.luc of Ooromum.cation 
Intelligence cnn:not be realised unless operational use l.S made 
of it. Hm\ever, before the decision 1..s made to take action based 
on Commum.oa'Cion Intelligence, studied e:ffort shall be Jllade to 
ensure that such aot1on cannot be attributed to this source alone. 
In every case, unless completely :i..mpraoticable, aotion aga.:inst a 
sp~cll'ic target rovea1ed by Communication Intelligence shoJ.l be 
prcceda.J. by appropriate reoonna.iss!ln.Ce or other sutable cover to 
which the ener<:\Y can reasonably be expected to attribute the 
o.otion. Arr::; aofaon taken ::i.n the absence o-r such aa.:f'eguards must 
be cons1dore\l. in the light of the possibility of compramismg tne 
source. l'he extent of mil1 ta.7 advu:ntage to be ga:ined must be 
weighed careful.J.;r against the risk of losing the part1cular source 
and related Communication Intell.J.gence sources and against the 
effect of suoh a loss on other Con:mands and on future operations., 
Only aftoo- it has been deo1ded that the overall m1h.tary advantage 
to be gained clearly outwe1gbs the irretrievable loss 'Wl:u.ch would 
probably result from a comproon.se of the source should action be 
tnkcn in the absence of sUl.table cover. 

1946 APPENDIX B 

9. [Continued] 

are freed :from tl:us obliga.t1on by \nmUstakeable and categorioal 
order. 

10. In time of war 1 the full value of Comm.Urll..cation 
Intelligence carm.ot be realised. unless oporo.t.Lonal use is made 
of ito Howev~ 1 when action J.a contemplated :m the light of 
Con:nnunicat1on Intelligence, the possibility of comprOilll.sll'lg the 
s0t..rce sho.ll oJ.ways be borne :ui Illllld and tms danger shall 
tlways be weighed a.guns b t.rle llll.1 tary advanfa.ge to be gamed. 
A IllJ.Ilor o.dvantagc l.S not auff1cicnt ground for risklng the 
canprOlXll.se of any CommUIUcation Im;elb.gcnoc source. When the 
decision is made to take action based on C()'ll!'IU.lllloat1on 
Intell1gcnoe, s-iud.l.eJ. ef'fort sholl be made to ensure that such 
action cannot be ai;tr1butcd to CO!DPlUIU.oation Intelligence alone .. 
Iri every case, unless the senior officer concerned, after full 
consideration of the risks :mvolvod to the source, considers it 
completely impract1onblc, action against a spool.fie target 
revealed by Communication Intelligence shall be preceded. by 
appropriate reconnaissance or other sUl.table deceptive measures 
to wh:u::lh the enerrzy- car. reasonably be expected to o.ttribute the 
o.ction. 

~~A TOP SECRET .,-



815 

QGA 
.EO 1.4. (c) 
EO 1. 4. (d) 

TOP SECRET •• iO U iilf iJMbd l6ti AND Uf MWi iO W WOiW 
FIOH hll ._.. 

12. When action as contemplo.ted lJl paragraph 11 above is 
f mal1y ordered, particular care shall be taken on all occasions to 
ensure\ that personnc.l who may beoome engaged Wl. th the en~ lJl the 
oourse\pf such action are given only the I!lJJ:lJJilUill lllformation, with 
no urmeO,~ssiuy detro.l. 

13. \\\In tl.me of pea.ca the principle that the conservation of 
Coowrunicat-+on Intelligence sot...roes is a poramount oons:i.der.o\.tion 
aff cotmg aw action taken in the light of CornunJ.cauon 
Intelligenoe.._ shall be rigidly upheld. 

\, 

14. The..,\pn.nciple of dissernnation is based on "the need to 
kn0\7". ~ 1 ~em of Comm:u:nicatl.on Intelligenco shall therefore be 
macle .known only\to those individuals who reqw.re it :m t.ne 
performance of tl;l.eir duties and who have been appropriately 
mdootrinated., Every effort shall be 'llade to restn.ct the nunber 
of lll.doctr:matcd p.~rsons to an absolute mimmw. 

15. Any Intel.l.J.~~e l.llOlud:ulg in 'lhole or :in part it""" from 
Camm.uu.oat1on Intolligcn~e s e e ed. lll o.oc e 
m th these re utiona. .., 

1~4.6 APPENDIX B 

[No corresponding item. m 1946 Append.ix B] 

8. 
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11. In tl.fll.e of peace the pnnc1ple that the conservation 
of Communicat1on Intell:i.gc.ncc sources is a paramount consid.erat'l.o.."'l 
af:!'coting any actl.on taken :u:i the light of COIIIIllum.cation 
Intelligence shall be rigidly upheld. 

12. 1!he principle of dissem:i.nation is based on "the need 
to know". Each item of Ccmmn.:uuoation Intclh.genoe shall there­
fore be .inade known only to those mdividuals who requ:i.re it J.ll 

the per.f ormanoe of thel.1" duties M.d w.h.o have been appropnn.tely 
"l..ndoctr:ma.ted". Every effort shall be made to restrict t.ho 
number of "indoctrinated." pcrs:ms to an absolute lil1l'l.1.!ml!l. No 
nai;ional of one party shall be per.m:L.tted access to the other 
party's COONT agencies or to the products, or knowledge of the 
existence thereof, unless he be approved by STANCIB or the LONIX>tr 
SIGrnT BOARD as appropnate and be properly i.ruloctr:uiated. 

\ 
\ 
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1.5. (Continued.] 

16. No national of one party shall bo permitted access to the 
other pa.rty ts Canint agencies or to th_e products, or knowledge o!' 
the existence thereof, unless ho be approved by lus parent agenoy 
or Board and b<3 properly indoctrinated. 

17.. It is rvcognised that both parties will produce Special 
Intelligence whl.ch by virtue of' its source or content TI.J.1. require 
exception.al safeguards and 'Whi.ch should therefore be hmited 
atr:i.ciµy l1l dissem:mation. Such Special Intelligence Wl.11 fall 
into two categOI'l.es 

(a} :mdl.Vl.dual items which 'IlUSt be restrictod lJl 

dissamnation to the highest level only. The 
procedure in such cases will be as pre.scnbed. lll 
paragraph 22 below, 

(b) partioular classes of COlllJ.llt which it is neoesso.ry 
to restrict to ll.ml.ted categories of personnel. 
Suoh a class may, WJ.. th the consent of' USCIB or LSIB 
as appropn.ate, be indico.ted by o.n agreed. subSl.fu.ary 
codeword. 

9. 

1$.6 APPENDIX B 

[Sec last sentence of paragraph 12 (o.bove) of 1946 Appen<llx B]. 

... 

13. It is rcoogru.sed tha:t; "both Parties wl.11 produce Special 
Intelll.gcnoe which, by virtue of its source or content, m.11 
require exceptional safeguai-ds and wlnch should, theref'or<., be 
11Ill:l.ted strictly in dJ..ssCII'inat1on to the highest level only 
(seo paragraph 19 l:>elew}. 

[No correspo~<;hng items in 1946 Appendu: B]. 

OGA 
EO l.4. (c) 

EO 1.4. (d) 
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17. [Continued) 

It is for tho originating po.rty to r~est tha.t the other party 
should D.:fford sl.Ml.lnrly restricted distribution to such individual 
items or classes of CC11111I1.JIU.cation Intell.J.ganoe. 

18. Except m categories o.nd J..Ddl.vidual oases o..greed upon from 
ti.me to tl.Illc by USCIB ond LSIB, personnel to be indoot:n.nated as 
recipients af COlI&"lum.co.tion Intell:i.gence or a.ssigned to Coumuruoation 
Intelligence duties shnll be the subJect of special soourity 
enquiries. However, m tl.me of war or emergency, exceptional 
oocasion.s mn.y a.rise when it is considered essential for an :i.ndiv:i..d.ual 
to toko up hl.s duties before the specio.l seou:n. ty enquiries can be 
completed.. In such oases, the person ooncornod may be suit ably 
:indoctruw.ted on tho authon.ty of such seruor o:f'f1oc:r-s or offi cials 
o.s :ire de'llgno.ted by the respective parties. In a.ll such cases, 
steps shall be token to ensure t.nnt special seoun.ty cnquin.es ore 
oooipleted as soon na possible after mdootnrotion. 

19. USCIB and I.SIB shaJ.l maintain COJ'IPlete lists of persons 
currently indoctrinated for Special Intelligence under their 
respective GovenJDents. 

20. USCIB a.nd I.SIB shnll keep each other fully lllf onned of' 
the Departments, Ministries, Agencies, Of'f'l.ces, Headquarters and 
Commands receiVlllS Spooial. Intelligence and of' the opproxJ.Dlllte 
number of l..ndootnnatcd persons m eac.n. 

10. 

14. Except ll1 categories and mdiv:t.dual cases agreed upon 
f ram time to tJ.me by ST.ANCIB and the LONDON SIG!NT BOARD, personr..el 
to be 11J.ndoctrmated'" as recipients of Camm.nuoation IntellJ.gencc 
or assigned to CCMIIl.llU.oe.t::i..on Intelligence duties shall be the 
subJeots af special security enquiries. 

15. ST.AIDIB and the LONOOt'l SIGINT Bo.mD shall maintain 

C<l"lplete lists of persons currently 11indoctrinated" for Special 
Intc.lh.genoe lD their respective GovenTlGD.ts. 

16. ST.AIDIB and the LONDON SIGmI' BOARD shall keep each 
other fully informed of the Departments, .Mi.nistn.ea, Agencies , 
Ot'f10es , Headquarters and CQilll.Q8Ilds reoeiV'l.ng Special Intelll.geno'3 
and at the S.J?pron.mate number of "indoctrinated." persons lll oach. 

T 
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21. Coomn..z:ru.cation Intel~gence shall never under 01\Y 
ciroumstances or m any form. be.:· ~ssa:Jll.l'lated to any 'Mim.stry, 
Department, Agency, Orgam.satJ.on';-)>ffice, or J.nd.iVl.dual :from whl.oh 
or from whom 1t might reasonably be· ... ~.eoted to fmd l. ts way, 
officially or cxtra-affioially, into ·th~" .. posseso;ion CJt any person 
or group who could use it for c0Jlllllerc1a1···~.onwet1tion or ccmmerc¥12· 
gain or advantage a •• .. •., ........ .. 

CLASSIFICATIOlJS AND PROCEDURES ·· ............ ::::::".......... .. . 

22. Special Intelligence. Special Intellig~:~··::~~ ··'C.f,asSJ.fied 

.. ·· .. 
11 .. 

... l~,..APPENDIX B 

18. Commuru.oat:i..o~::::'telll.genoe shall never under aey 
circumstnnoea or in,..-~ f o.rm be disseminated to any M:uustry 1 
Department, Agency·~ ... Orga.m..sat:i..on, O!'fioe, or :mdividual from 
m11.ch 0£' f'rom wh0m· it Illl.ght reasonably be expec"tted to fllld its 
way, of'f101ally .. tir extro.-off1cially, into the possession of 
any person or.g.roup who could use 1t for camnero1al oampet1t1on 
or commeroi~ gain or advantage. 

CLASSil'IC:ATIONS AND PE?OOEDURES 

19.. .. Special Intelligence. Special Intelligence is 
.classi:f1ed. TOP SF.CRET. The words TOP S]XJRET and the code 

..... woi-a. •••••• shaJ.1 appear on every sheet of paper which contains 
.or discloses the 600.stenoe of thl.s class of' Commum.oation 

. " Intelligenoea ~s rule applies to maps and charts on which 

TOP SOORET. The word.a TOP ~T and the a.ppri:>pn.ate d:iqswol'.d shall 
appear on every sheet crf paper 'Which con'!;ru.ns, or cb.scloses ... the .... 
existence of, this class of Camm.lllll.cation Intelligence. This-... :ntle ... 
applies to maps and charts on whi.$ "are plotted data and mf'orrils:J;:i.Oh .... 

,...d_en __ v_ed._fr_om __ Sp=---eo_i_al __ In_ t _ell_i...::g::...enc ___ e.;;..~ ..... 1 ______________ ... _. ~ · ..... . · 
. ·· .. 

arc plotted data and :i.n:forrria.tion derJ.ved. from SPeo1aJ. Intelli,g:ence. 

.... · 
I ... In order to mdicate that the specially 

'""l.im1..--......,...·t-ed.,,........di.--s-s-em-11-n-a...,.t_.10n referred to m paragraph l?(a) above has 
been applied., either party will pre.fu: the Special Intelligence 
codeword ~th the word "Spec1alt1. 

23. Tra:ffio Intelligonco. Traffic Intelligence is classified 
SIDRET. The \?Ord S&)RET and the Traffic Intelligence codeword 
!lhall appear on every sheet of paper "1.h.ich oonta::ms or discloses 
the existence of' this ~lass of' Communication InteJ.ligence, unless 
TOP SECRET and the appropriate Special Intelligence codeword appear 
on the same sheet. Tlu.s rule apph.es to I"'.n.ps and charts on wlu.oh 
are plotted data and :i.nfonna.t1on del'l.ved from Traffic Intelll.gence. 

·-.. . ...... 

·· .......... ,,__ _____________________ ...,__ _____ ___. 
I The term .....__..,........,.... ______ ................ __ ..,......_...,..........,,. _ ___, ___ ._...... 

"SPEXITAL •••••• " m.11 be used mstead. of the code 1 .0rd. by e1 ther 
party to inchoate that it has applied the specially ll.m.ted 
cb.ssemlllB.hon referred to in para.graph 13 above. 

20. Traffic Intelligence. Traffic Intelligence is 
olassified SJOCJRET. The word SOORET ani. the code word ••• •• • shall 
appear on every sheet af paper 'Wh.ich contains or d.isoloses the 
existence of thl.s olass of Comnunioation Intelligence, unless 
TOP s:roRET • ••• •• (codeword as in paragraph 19 above] appears on 
the same sheet. Tlu.s rule applies to maps and charts on wiuoh 
are plotted data and information derJ.ved. from Traffic Intelligence. 

TO 
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23. [Continued] 

24. Codewords. The Special Intelll.genc ... and Traffic 
Intelligence codewords used as suoh bear the TOP SECRET and SECRET 
classification respectively. These codewords and their implications 
shall not be me.de known to non- mdoctrmated persons, nor shall 
these code-r.ords be used l.1l their codeword sense J..D. the presence of 
non-ir..dootri.nated persons. 

.. ~·:::::::::: ... ....................... ..... . 
OGA 
EO 1. 4 . (c ) 
EO 1. 4 . (d ) 

, .............................. . 

12.. 
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20. [GontJ.Jlued] 

2.4. Code Wcrds. The code word •••••• [as in paragraph 19 
above] and all that it 1lllpl1.es bears the TOP SECRET olassll'ioatior 
The code word • • • • • • (as in paragraph 20 above] nnd all that l. t 
J.mPhes bears the SECRET ol.assl.f10at1on. These. code words and 
their implioa.tions shall not be made known to 11non- indoctr1na.ted11 

persons, nor shaJ.1 these code words be used lll their code word 
sense in the presence of "non-indoctrinated" persons. 

21. Tecl:nu.oal natter. Techm.oal Jll£l.tter apperta..J..D.lllg i:o t.ne 
producti on of Special Intelligence is nor'lD.11.y classll'ied. TOP 
SEXJRET and designated. • •• •••• Techm.cal J11a.tter appertalmng to 
the production of Trn.ffi.c Intelligence 1s nonna.l.ly classified 
SOORET nnd. designated •• • • • • • The appropriat e ol..:u;sl.fioation a.1d 
code word shall appear on wery sheet of paper wtu.cn contains or 
discl oses the existence of suoh technical matter • . I 

OGA 
EO 1.4. (c ) 
EO 1.4. (d ) 

. ..... . 
. . . . . . . 

... ...... . . 
I •' t ' 

•"' I ' 

. ...... .. . ... ...... ... ...... 

I 
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26. Ro.v Tra:f'f i.o. Raw traff'ic ( 1. c . mtercc pted -craff 1..0 

shovnng no evidonoe af processing for CQrnm.uucation Intelligance 
purposes) i s normally classified CONFIDENTIAL, except v.h<:.re o. 
hl.gher class::..f ication is mutually agreed upon~· ... ~e incl usJ on of a 
cnse- number m an item of raw tra:N'ic s}:utll not be deemed to show 
evidence of proccss111g for Conmn.m1cat1on Intell.igc.nce .. J?urpOJez 

'Zl. Techru.cal Success. Communications runont:; cogtuznht. 
offioiils of the Dritish a.nd U.S. Governmento which rcv'3al actucl 
success, progress or processes in the production of Special " ......... 
Intell1genoe or Traffic Intelll.gence lll spec:i..f1c JI.3tm..cen or :f'1sldS"·. 
shall bear the appropn.ate codevrord design!l.t....uns ev-ei thov()'. tb.~y 
do not thenselves reveal Communication Intel:i.genc'3 as sucr1. 

28.. Documents . Eitcept as l.ll'plicitll involved in the 
operation of paragraphs 1.5 above and 29(aJ below, documents 
contninmg COIIIM1l1ll.oation Intelligence and techm..oa.1 matter &hall 
remain excluro.vely in the custody of persons \,ho have been 
appropriately J.nO.OCtnnated, secure from exam:J..DAt1on by non­
mdootn.nated persons. 

29. Speoial Intelligence ond TOP SOORE.f tecbm.oo.l "iO.tter shall 
not be trarumo.ttcd in plain language (unencrypted) except as follows 

(a) sealed, by safe-hand channels over routes speci:fi.oo.lly 
llpproved by UOOIB or LSIB. Suoh o.pproval will be the 
excoption where such routes involve air ar land 
transport over the ten-i tory of a. th.l..ra party 1 

13. 

1946 APPENDIX B 

22. Raw tra.ff10. Raw traffic (i. e. intercepted traffic 
showing no evidence of :processing for Cttm'IUIU.cation Intelligence 
pW"poses) is normally classll'ied CONFIDENTIAL, except where a 
higher olo.ssification is mutually agreed upon. 

2.3. Techn:i.caJ succoss. Oomm.nucations among cognizant 
o:CT:i.cials of the British and U.S. Governments viluch revenl 
actual suocess, progress or procesae~ in the production oi' 
Special Intelll.gence or Traffic Intelligence .m speoll':i..c 
instances or fields shall bear the a.:ppropl ia.te code word 

""" ..... designations oven though they do not them::.elvas reveal CO'll­
"·im.}:rUcation Intelligence as such. 

"· 

25. ··, ··· ... :)l!IlOllts. Exe~ :wmltcitJ.r involved J.n the 
operation"I 26( a) belo'7 documents conto.~ ~cat1on ~1gancE: ru>d cerhn1coJ. 'lllO.tter <.>hall 
remain exclusively l.D the possession of persons who hnv~ been 
appropriately "mdoctnnatwn , secure frOl'l exruninn.tion by 
"non-mdoctn.nated" persons. 

26. Plm Language Tranrnssions. Special Inteli.J..gence 
and TOP SECRET techm.oal matter shall not be transmitted l.Il 

plain language (unencrypted) except as follows 

(a) sealed, by sa:f'e-hand channels ovar routes 
speoif1oally approved by ST.AM:IB or the LONDON 
SIGINT BOARD. Such approval Wl..ll be t he ex:oopt101 
where suon routes involve air or land transport 
over the tern tory of a third party, 

TOP SECRET 
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29. [Continued.] 

(b) via completely proteoted loca:L Commu.nJ.cntion systcns 
axolusl.vely mternal to Agencios or Offl.ces 
prod.ucl.ng or utl.1.isin.G Communic1tion Intelligence 
of the appropriate catogorics, 

( c) via completelJ protc:.ct~d externnl la.ndlmes only ns 
specifically approved by UOOIB or LSIB ll1 each 
lllstance. 

30. Tr~i.c Intelll.gence and SFCRET technical na.tter shall 
not be tr:msnu.tted 1ll plain language (unencrypted) except as 
follows· 

(a) as provided m paragraph 29 above, 

(b) by protected postal channels over routes approved 
by U'roIB or LSIB. 

31. Raw Traffic classli'icd CONFIDENTIAL und CONFIDENTIAL 
tcchm.oal matter shall not be tranSllll.tted. unencrypted except as 
follows 

(a) as pr0V1ded :m po.ragraphs 29 and 30 above 1 

(b) no external land.J.J.nes only as spec:U'ically approved 
by USCIB or LSIB l.n ea.ch mstance, 

194-6 APPENDIX B 

26. (Continued] 

(b) via completely protected local COillllllllU.oation 
systet"lS exclusively inter:ual to Agencies or 
OCfioes producl.ng or utib.sl...."lg 00llll11UlU.Cation 
Intelligence of th<a appropr:Late categories. 

( o) V'lD. external landlines only as sp~cl.fically 
approved by STANCI.B or the LONDON SIGINT BO.ARD 
in ~ :i.:nstanc e. 

27. Troffio Int€.lll.ge.nce and SECRET or CONFIDENTL\L 
teohm.onl matter shall not be transmitted lll pla.:ui language 
(unencrypted) except as t'ollows 

(a) n.s pr-0V1d1:;;d m paragraph 26 above, 

(b) by protected postaJ. channels over routes 
o.pproved by ST.aNOIB or th<. LONOON SIGINT BOARD. 

Note The o.bove rei:.tr1cti.ons on tho conveyance of 
confid.entl.o.l JllO.terw (JVer the tern. tory CJf .o. 
tlu.r<.l party Illa\Y' be relaxed n.t the discretion 0£ 
STANCIB or the LONDON BIG:rnT B01iRD to perml.t 
unencrypted raw traf£io ( classll'1ed CONFIDENl'IAL) 
being conveyed by o.ir or land transport over 
terntoly belonging to a third _t>arty provided. th&t 
the raw trof':fio hae not been on.g:i.na ted by 
nationals belonging to that third party, .A-

TOP SECRET .. 
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1948 APPENDIX B 

31. [ Contih~ed] 

32. 

( c )~the case o:f r~u tr<\f:f"ic cln.ssl.fied CONFIDENTIAL 
y, the restrictions on the conveyo.nce of 

ON.FIDEN'.l'LU. .ciaterial over the territory of o. third 
\ 
p~ may be relaxed at the discretion of UOOIB or 
LS~ to peI'IIll. t such transport by al.r or lanC.. Suoh 
rel~a tion mll be th~ exception m the case o'f raw 
tra.ff~c oribJ.D8.ted by nationals of the third party 
in que~tion. 

\ 
Except l1l cirqumstanoes contemplated l.ll paragraph 15 above 

(a) Special ~,elhgence and TOP SEVRET techru.cal matter 
transmitted\ m encrypted form shall be e:ncrypted m 
special orypt,ograpluc channels or ciphers expressly 
pr0V1ded for t~ese subJeots; 

(b) Tra:f'fic Intell~~~nce and s:ooRET teohm.oal matter 
transnu.tted lll eil9IJ7Pted fonn shall be encrypted in 

special cryptograffe11.c channels or cJ.phers expressly 
provided for these \rubJects, those lJ.sted m 
paragraph 32(a) a~~' or m tne lugbeat grade 
cipher available, \ ........ . 

(o) however, in the case of~r s:u'll.la.rly secure 
ciphers, the transnnsai~~cation Intelli­
gence , TOP SECRET and SECRET tecbm.oal matte!'s and 
raw traffic over the same channel is authorized, 
prov:i..ded that such channels are reserved for these 
subJects exclusivel y. 

15. 

1946 APPENDIX II 

29. l'ransmJ.ssion of Ra~1 Traffic . Cryptographic channels <:1r 

cyphers for the tranSllll.ssion of 11raw traffJ..C 11 shall be agreed 
upon :from tJ.me to tune by STANJIB and the WNDON SIGINT BOARD. 

28. Enomted Transnussi ons. Except l.11 circumatanc es 
contemplated m paragraph 17 above 

(a) Special Intelligence and TOP Sl!X;RET techruoo.l 
matter trarumu.tted m encrypted form sbal.l be 
encrypted in special crytograpluc channels or 
cyphers expressly provided for these subJects, 
and m no other. 

Such channols or cyphers shall possess at least 
the security ~ the CCM and shaJ.1 be approv~ by 
ST.ANJIB or the WNDON SIGINT BOAR!). 

(b) Traffic Intelligence and SEDRET technical matter 
tranooutted in encrypted f orJJ" shall be ancrypted 
in special cryptographic channels or cyphers 
expressly provided for these subJec~s or lll the 
h:l.ghest grade cypher available. 
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TOP SECRET •· 
12!fB APPENDIX B 

EXCEPTIONS 

33. The guiding pI".lll.C1ple of the expression "the need to 
know" shall be rigidly upheld 1ll all circumstanot!s. However, 
certa:in 111Il1ted exceptions from other prov.i.s1ons of these prinoiples 
shall bo recognised 

(a) with the approval of USOIB or LSIB, dissei:ro.nat1on 
r.eed not be confined to mdoctnnated persons, and 
&he applicable codeword need not be employed l.Il 

connection with the exchange use and dissemination 
contemplated :m the f'ollowing :mstanccs 

(1) certa:m D/F :f'lXes and bearings graded CONFIDENTIAL, 

(2) ocrta:ui cat~gories and. serioa of pla.J.n text 
me<>sages betw~en commarcl.al .firms passed on 
international links vnuch must be graded at 
least CON:fi.'IDENTI.AL, 

(b) an Agency engaged :m the production of Commuro.cation 
Intelligence may, at the discretion of the Som.or 
Officer concerned, af'ter full consideration of the 
risks involved to the source, Oill1 t the class1f1oatl.on 
and the appropnate codewords from its worksheets an::l 
slllllar documents used m.thJ.n the Age:ncy or WJ..tlun 
Interception or D/F stations m technical operations. 
Tho classification may be OIIll. tted from ra\/ traf'f ic 
passed bet\.-een Agencies 1 or from Intercept and 
D/F stations to Agencies; 

16. 

1946 APPENDIX B 

EXCEP.rIONS 

30. The gw.d.J.ng principle of the expression "the need to 
know11 shall be rig:i.aJ.y upheld :w all circumstances. However, 
certain bml.ted exceptions frOl"l other provisl.ons of these 
pnnc1ples f.hall be recogru.sed 

OGA 
EO l. 4 •. ( c) 
EO 1.4. (dj' 

{a) with the approva.1 of STANCIB or the LONOON SIGINT 
BOARD dissemination need not be confined to 
"indoctn.nated11 persons, and the applicable oode 
word nll not be employed m connect1on w:.i.. th the 
exchange use and d.isseaunation contemplated in the 
follow:ing J..nstanoes 

(.1) certain D/F f'ixes and. bearings graded. 
.. CONFIDENTIAL, 

(2) certain" cat.~gories and sen.es of plal.n language 
intercepts :tram.I lc1rcuits ~d 
COOIDEHTIAL, 

(3) certain categori~s and series of pla:i.n 
language l.Iltercepts from military OU'OU1.ts 
graded. SECRET, proVl.ded the source is 
disguised. 

[Note Sub-paragraph 30(a)(3) omttcd 'from 1948 
.Append.J.x B] 

.. ~--tt-c-nr---­_J.O P SECRET ~ 
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17. 

1948 APPENDIX B 194-6 APPENDIX B 

33. (Continued.] 

(o) forecasts or conclusions den.ved in whole or in 

pa.rt from analyses of lll8.ps an wluch Special Weather 
In~elligence l.S plotted may be issueJ to flying 
personnel and to other personnel who ore not 
J.ndootn.nated, but only l.ll such form as oan give 
no mdJ.cation whatever of the source. 

30. [Continued] 

(b) a Centre engaged l.Il the prodL20t1on of Ccmmun1oation 
Intcll1g<mce rrey, v11 thout encrypting the appropriate 
code \ ord l.1l the encrypted text, transmit TOP SECRET 
and SEJRET t;eob.nJ.col matter aver cryptographic 
channels o:r cyphers exi-ressly and exclusively pro­
vided. for such teohnical matter, 

[Note• po.rngraph 30(b) omitted from 1948 Appendn B]. 

( c) a Ce::1tre engaged J.n the productior. of Commwucation 
ktell1gence may, at the discretion of the Sem.or 
Of'f1cer concened, art~r full coruu.dern"t;l.On of 
t;he ris~s involv~ to the source, omit the 
classificat1on nnd the ai>propriate ood.e word 
from i.ts tmrkab.eets ru'Xl sl.Illl.lar documents used 
within the Centr1=, or used between the Centre 
and its Interception and "J/F stations in its 
technical operations. 

(No corresponding l.tem m 1946 Append..:i.x B) . 

-~t-telfTT • . TOP SECRET 
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10 W Qfl WWW WCk Ma Ml'I 11W18 Iii lllNQ'IU jl _....... I 

COORDINATION or Tfu~C ::: ~CHblm::~c ~IS JNFO~IJ 
(Noto • the new .ll.wcnd:u: D contalnS 1 tems much uere covered in paragraphs 4r-13 of the 1946 Appendl.x/~ Slld :i.n the 1946 Append.ix D) 

1948 .dPPENDIX D 

CO-ORDINtd'ION OF TlUF.FIC AW.I.YSIS MID EXCHANGE OF T.?..iBTIO /i.NAL~SIS 
iw:EPIAL ----

l_. le TI'l.lJ. be tho JOJ.nt ObJOCfaVO or the parhes ..,0 r>nslll'C 
'Chai; Wl.e roqui.rcd fiold. of traff10 annlysl.s problems J.~ covere"l as 
-;boroughly n.s possible but gcneraJ. rules oo.nnoli l>e la"!.d dmm for 
the di vision ar T/ A reapons1btl.J.. ty boW"ecn the t..-1 par vieso 

2o t"i tn tbJ.s obJcctJ. vo in vim1, u:c.prodt .. d,u o C.uphca c;-. 0 ... 1 of 
dotaJ.lod rrorlc ln.11 be ell.lll.UlD.tod o.nd it is rooogcusod t.'ba t the best 
m:Jthod. of fUrtbering this process of e ll.IJll.rul.t .... on is to exchange 
i:nformn.tian vffierovcr possible :m the form of portJ.y or fully 
processed mo.tcrio.l. 

3. Published. reports on Traff':Lo Analysis "W'J.11 ll.ll'leys be made 
a.vm.lo.blo to the other party. 

.Q9-<mDIN.tTION O~ AND EXcat.NGE OF INFORM/..i'ION ON. TRAFFIC ANAL!§!§ 
DIRGCTION FlNDING. 1· 

[Note. extracted frcn 1946 Appcndll D). 

CO-ORDINJ~ITON OF TRU:FIC AN.t.LISIS 

lo The d:LVJ.Sion o~ respomnbib.ty l.n traffio analysis 
follorrs, to SOI'"C extent, the divJ.sion of interce_..)t duties.. It 
is not piactl.cable, at tius stn.go, to def.Ln0 :further the d:.vision 
of responsibility in tlus subJcct tno'Jgh i;hl.s r.ay be desirable 
ut a later dnto. In the "leant:unc there mll be a full exchange, 
"&hrough regular liaison channels, or all written reports on Traff..1.<.. 
..m:tlysJ.S TTfiloh ore prepared by the VlU'J.OUS traf'fl.C ana.lysJ.S and 
intercept control groups. 

TOP SECRET 
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t 0 11 •tn ' NM'f OC'K ' WKA t•t 'llT8WP8111AI 

2. 

1948 .t.PPENDIX D 1946 APPEtIDIX D MID P.AR.AGRllH3S 4-13 ~USIVE OF ll.946 APPENDIX C 

4. Uhero the exchange of published roports is inndequD.te the 
roqui:romcnts for o. more dctniled oxchnngo 'nll be stn.tcd. These 
requirem(..nts ,T.Lll oo satisfied ns fnr a.a possible fI'Ofl'l tho m.a:terial 
being currently produced - e . g. wort<: sheets , log digests , doily 
d:ulgrmns and other predigested ma.tcn.nl - but both parties will 
endeavour to "llOet ony o.ddi tiono.l reqw.reIOOnts by mod.J.fy:i.ng tho form 
or content of those pa.rtly-<prooesscd roports . 

5. \ibOre in any specific oo.sc the oxchrulge of ma.tono.l 
proVl.d.cd for in paragmph.s 3 nnd 4 o.bove is inrulequo.to either 
party IIl£l.Y roqucst copies of the unprocessed logs or chatter sheets. 
Suon rcqucs ts \11.ll be so. tisf'icd m. tlun t.1le l:um. ts of the resources 
nvni.lo.blo. 

6. The Dlf)thod of exchange JJ1 o.11 co.sos will bo by radio or by 
bog according to the nature and urgency of tho mo.ten.al. 

7. In order to fn.ctl.J. to:te tho exchonge of material a degree of 
standarchsation '111.l be aimed a t in the use of names or 
abbrevia. tions to dosoribc T/ .a :f'eo. tures, o. g. , tranarussi.on-sys tams, 
oa.11-si gn systems, procedure cod.ea, traffio types eto. 

B. '.rho motnods u.acd to JJld.J.ca:tc vnlid.J. ty should be extended 
fror'l their present 1J.mJ. tcd. o.ppli.cn.tion to tll sui tnblo T/ A 
mo.ton..tl, so thn.t tho ~ight of ovidoncc attached to tho component 
elcmonts of a.nvr T/ A conclusion may be assessed on a conmen ba.aJ..S. 

[No corrcspondmg 1toms l.11 1946 .Appendices] 

" II u II " " 
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1948 APPENDIX D 

. .... . .. -· ...... 

TOP SECRET 
TO ... , WWW ux:a WI di »UV& IU. wee& 
"WM lfi:U 

.. :~- .... ··::.::: .:·-.:.: ... ::: . ........... _ 
..... . ......... 

-· ..... ·-· ... 

OGA OGA 

DIV!SION OF DPl'ERCEP.rION TASKS AND OF SEARCH PROGRAMMES 

[Note . extracted from 1946 ~\ppencb.x C] 

; . 

4.., SF?oif1c uutinl alloca.tion of intercept tasks and of aoo..rch 
prog!'OI!tllCs .L& l.lil'pI'!l.Ctico.ble for the follom..ng reasons• 

(a.) Laok of ad.equate oammzrucations for exchange of rmr 
tro.ffic 

(b) Instabllicy of th<' situation regarding persomie l and 
rcc.ept:i..on fac1l1ties during demob1l.J.sa.tJ.on and 
roorgruu.sa ti on penod.. 

(c) Laok of k:nOl?lodge on relevant problems ponding 
further General Search. 

S. 80100 uctuo.2 division of :interception tasks exists 
nobn. thstond.ing pnrngro.ph 4 above , duo to geograpluctl considerations• 

:· ::·: ::::::·· .. ::~~·::~::· .: :· .. ··. ::::(P:)L.. ==~='==3"c....w..-...i~o.11111oL..-..w.i.t:'.Oneral .American stations 
. ........ ·-· · ·· .. . . . ..... .. covcrr-=-~;;..;.;;i1...--__ -rc:=::"C"'"-dnnd Bn tisn s tationa 

·· · ··········· .... thos ug ere ore sOJOO nu.nor 
1..r--~----ir---___J .. ... ·· ···~.... :u ioa J..ons yet to be elJminated.. 

(b) Servico. ·~·~~: ~·s ··· ·~t~·r .. 1kn] I Bri tJ.sh stations 
cover tho great maJor:i.ty of tnase circuits whl..oh ore 
nC1d boJ...Dg intercepted. 

TOP SECRET 
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\ ' 1948 APPENDIX D 
\\ 

00-0RD~ION OF INTERCE?r CONl'ROL 
\\ .. \ ., 

[Continued] 

\ 

9. The obJecfave\;,f both parties v1ll ~ to onsur-3 tho.t t!'o 
totD.l intercept resourcos " a.va.ilLblc o.rc used so c.s to give 
a.s off1c1ont cover as is po~.l.blc- to the ,;hole fiold of mtcrcept 
tasks rGquired. by them both. · .. There W"l.11 be, co-ordinntion botwee.i 
the po.rt1es to elJ.minD.tc fU'IY. avo1dablo J.uphcation by con;;in:uous 
suggestion M to changes o.nd \ey" zµutuo.l t:-~OIIl~!l.t. Sc-~ d11plJ.cct:tan 
of covor JI2!lY reI'lel..D. nacoas1cy "to socure f'OO",?leto a.Tld acci.ra.1.e 
inwrcept:tan, or for tr::i.l.ll.l.llg ~sc.s, o.s. 11borc The arro.ngcmc.nt 
for me exch.:1ngo of T/ A informn.ti~ ·ana ro.i.1 mo.tennl cannot ~ct both 
po.rhos 1 roq..nre"'llOnts. · 

10. The basis tor tho cont.nu.oils co-ordination :uJ:volvod m.ll be 
an cxoh.:mgc of reports consisting o:f . ........... 

( l.) reports on intercept rcsul4 lor no re 
frequently n.s J..S required.) . · 

(11) lists of tasks nllottod to stations\ ! lor 
\10ckly bo.sia as is required) ·"--------'· 

(ui) lllfo1""1.Qt:J..on on lllllJOr changes in tho cover situn.tion 
(oxclul..~gcd by signo.l) . 

1946 APPENDIX D AND PARAGRAlHS 4cl)_INCLY.SXVE: _OF_1946\u~PENDIX._Q 
'· 

...... ,,,, 

6.. No dJ. vision of mterception tasks is pract:Loable ' -.:µi "Che 
follovn...ng f':Lolds until ad.equate COlmIIl.lIUcations for the exo~_e of 
ra'\"1 t:1C.. tonnl are providod 

7 ~ The f v.ture ci1:v1s1on of Intercept coverage un.d search falls 
m~y o.ccordJ..n& to the locations o.nd nnture of' lntercept 
fo.c1b. tics. T~ere Wl ll be co-ord.J..nat:i.on between tt'l.e parties l.n tho 
for1 0f cont.lllUOUS ell.l7l:lrultJ on, by l1'lltuol o.g:roe"!Cnt, of 'll?lTmnted 
duphoo.t.l.on ar..d o'!! con'tJ.nUJ.ous suggestion and -:mtuo.l agreeiron~ 3S to 
oha.."'lt;cs. -~ 3uch :)O-O.:'<h.n.:nao::i depends upon the provision or e.®quate 
tol..3cC7J!'llU!ll.ca.tion.s far tne exchange of raw tra.f'f:L.o. 

8. The bc>s.1.s for the continuous co-ordination involved w:ill oo 
nn c:x:ohange o:f monthly reports on coveragv. The forms for i;hesc 

"'J?rt• = ·~ .. 1Jl jb' bit .. i ·I J a:od Exlnbi t 2 to 1. 4 . <cl . 
EO 1. 4 . (d ) 

TOP SECRET 
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1948 bPPOIDIX D 

O"GA .. 
EO 1. 4. ( c) 

EO 1. 4. (d) 

ciGA ...... ............. .. 
EO 1. 4. (c) 
EO 1. 4. (d) 

TOP SECRET • 18 M Adl dletl WCR AND ALI MtU 10 W i&IOtlb • PAOFf IFC UfJIU 

5. 

1946 APPENDIX D AND PARAGRii:ffiS 4-13 INCLUSIVE OF 1946 APPENDIX C 

10. Reports m.11 first be exchanged to cover the month of 
Mey 1946. 

ll. The London Sig:mt Centre m.11 arrange for the production 
and distribution of the printed foms re:fcrred to J.n :pa.ra.g.raph a 
nbove. 

EXCfidlro:E OF REPORTS, FREQUENCY :rnFORMATION I.ND GEL''maAL SE.ARCH RESULTS 

l}. Each party 'WJ.ll exruinne Dnd sto:ndnrd.ise tho form lll 
't1hl.ob tho :mfo!""'ln.tion descn.bed in po.ragraph 12 o.bove 1B promulgated 
witm.n its own orgmuso.tion. After th:i.s has boen done both port:L.es 
will D.dopt a. common .fonn 'for the reports conveying this :i..nformo.tion. 

[Paragraphs 9 - 13 above ami tted from 1948 Appendix D or covered 
by pnragra.pn 10 of that Appendix] 

.,. ~-s-e-c-nT·~­__lO P SECRET 
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OGP. 
EO 1. 4. (c) 

EO 1. 4. (d) OGA. __ 
£0 L-4., (cl 
EO 1. 4. ~d-J..,_ 

··--... 1948 APPENDIX D 
.•. , 

11. In gcnera.l tho d:l.nsi.on of work n.ust ftll no:turt\lly 
n.ccord.J..ng to the loco.tions of D/F and intercept stations,, and the 
intercept tnsks and sei:rt'oh prog:ranri.es undertcltcn by eo.ch party. 

12. Collaboration between tho parties in the field of D/F eho.11 
be J.n the f'om of: 

(i) requests :fron o:ny o.gency direct to oozy other for 
bearings and fixes on spocified targets, ruid 

( 11) the ex:chonge of rcsul ts. 

13. Oollo.boro.tion in the fl.old o~o~k will 
autOIIlll.tico.lly occur in the norl!llll oxch~f':Lc·~sis. 

···· ... , ....•..... , 
... , .. , ... ,, 

JS46 APP.ENPJX n At"ID PJ.RAGRAFRS h--13 mQLUw:y;E OF 1946 APPEND!X 0 

CO-ORD:OM.TION OF DIREC_I.~~ FDIDING-~ ... __ _.lFAC:U,ITlES 

[Ifotc: oxtructed. fron 1946 Appendl.x D] 

6. 

2. D/F nna.Otncilitios o.vt:l.1lable a.re ll.stcd in the report 
described under pa.ragra.phs 1, 2 and 3 of Appenfu.x c. 

3. In generul tho d::i,y:i.sion of \Tork must fall natura.JJ\)I" 
according to thD loc:i.tions of D/F and intercept stations, and the 
intercept tcsks ::xnd scn.:rch prog~s undertaken by each contre. 

4. Collo.bora ti on between the parties in the field of D/F sho.11 
bo 1Il. the fom of roquosts f'rom ruw centre direct to ony other 
for bcarl.Ilgs and fixes on spec1f1ed._targets. 

····, ......... _,,.,. .. , .. , .. , .. , .. ,. ... .. 
OGA 
EO 1. 4. (C) 

EO 1. 4. (d) 

, .. ,, ....... . 

• OGA 
£0 1.4. (C) 

EO 1. 4. (d) 

'J-A~c-t"1r~•AG7L.~ 
-TOP SECRET 
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EXCHANGE OF COMMUNICM'IO!T INTELLIGENCE MID 00--0RDINATION lN T~ION 

l. Deorypts of foreign coomnmicatior.s m.ll not be e.xchar,,god 
bet\-reen the two ~es except as provided ill paragraph 6 of , 
Appendix E or as TDD.Y be nrrangcd for cryptan.aJ.ytic or other 
technical reasons, out any decrypt or sen.es of decrypts \all 
be made avru.J.able on specific request by one party to t.J.ie other, 
J.f not prohJ.bit:Lve.J.y mcoi1\-cru.ont. 

I 

2. Scqnr~ trnnala.1il..ng mid oocchanging material in the 
l r.Lcld J.s covc:'Cd. in Append.J..x K.. In other fl.elW:. 
as ts:C !igcnoJ.os:1.. probo.bly bo .ma.ble to translate all d.ocryp•s, 
pb.n. tox llS or WT lJl~r"'3pts 1..'l fllll o.r: evep in extract, each tll.11 
carry out a process of econzuns such as to Meet its O\'?l zeq'll.r~m:;s, 
The liru.son officers vill therefore bo free to sco.n this •n.o.tena:!. 
to ensure that nny particu1Llr interests of their own party ore 
bcL"l.g 1:>erved. 

3. Translations will be assUIOOd to bo in full unless labelled 
11 gi.sttt or "extract" • 

4. If either party considers tha.t decrypts or pl.am texts 
serve its intelligonoo needs \T.l. thout tron.slatJ.on, such decrypts or 
plm.n texts \'Tl.ll 'be rognrded by the other as if they were 
trnnslated -re:x:ts and theJ.r exchange between thG J.ge.nc:i.os 'Wl.1.1 be 
:precisely the same as that of transla.ted texts and extracts 
(see parogrnph 6 below) . It is the intention of' each party to l.unJ.t 
such oases to the m:uu.mum. 

194-6 AWENDIX F 

1.. Decrypts of f'oreign cammuro.catJonc will not be t.:ctJhanged 
between the COMINT Centres in London and \TashJ.ngton, except as 
prov:i...d.ed in .t-~agraph 6 of Appendix E or as imy be nrranged for 
cryptonolytio or other technical reasons, but. CUlY decrypt or oe.-:.es 
of d.ecrypts vill be ma.do evailnblc on specif_o request by ono 
Cent.ce to the other, rl' not prah.ibi ti vely incanvem.ant. 

2o h the Centres will probably be unable to tro.ns_-;..,u all 
decrypts or plnin te..cts lll ru:i or even in extract, e:l.Ch \ll.ll .)orry 
out n process of scar.rung such as to meet its am CCJC:r.I 
roq,u.tre~nts . The l 1.ll..l.Son off'l.cers uill therc:fore be free to ~cs. 1 
t'b.J s l"'lato:rial to ens\ll"e tba t any part"i cuurr mterests of tbeir 
CMn party a.re bOJ.ng served. 

3. Translations Vl..l1 be assumed to be in full unless labelled 
"gist11 or 11 extract11 • 

4. If either party ooru.id.ers that decrypts or plaui texts 
se:nro its intell.J.gence needs mthout translation, suoh decrypts 
or pl.aln te:rts will bo regarded by the other a.a if they -oore 
translated texts and tbe:i.r exchonge between the Centres Wl.11 be 
procisely the same M that of translated texts and extro.cts 
(see paragraph 6 belC'.r). It is the intention of each :pa.rtzy" to b .Illl.t 
suoh cases to the IDJ.IlJJIIUlll. 

TOP SECRET 
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5. Comments vn.1.l be clearly dJ.at:mguisha'.ble as such ond w:i.ll 
be pref aced by the word 11 oomment11

• 

6. Unless excepted l.J1 Appendix K, all translated texts, oxt:mcts, 
gists (unless excepted by para.graph 7 below), itens of Tr:rl'f'J.c Intel­
ligence and COlll!I2nts appended t.11.ereto, will be exchanged 
oontinuously, currently o:nd l7l. thout request unless otherwise 
o.rrangod in specl..f'l.o instnnces. Such e:x:chnngc, complete or :partia.l, 
w:i.11 be effected by ro.dJ.o when specll'ioilly requested by the parties 

• and in ad.di tion a ccmpletc cxchlmge m.11 be effected m. th the leMt 
possible dela.y through the regular ho.J..son chnnnels,. 

7 Gists which ore mnclc by an agency for i ta mm use but not 
issued nll not be exchanged but m.11 be at "tho disposal of t;he 
l:uuson officers who 'Dey o.sk for such decrypts or plain i:c:'ct.s as zooy 
be required. 

8. All CODUntaums will be exchanged whenever they are 
issued ond 'i7J.thout :req11est. 

9. LSIC m.ll be the chmmel through wluch all 
Coim'1Ul'Ucation Intelligence items produced ~y the other British 
Commomrealth .llgencies ( excep"(; Ottawa) 'r.tll be fo:rnn:rded to the U.S ... 
Agencies ond through which the same mate:nol.s produced by the u.s. 
1i.gencies will be forwarded, whenever o.pproprio:te, to other British 
ConnOilVlonlth recipients, (except Canadian). 

1946 APPENDIX F 

5. Ccam:nents m..ll be clearly distinguishable as such ond will 
be prefaced by the word 11 canment11 • 

6. .All translated textsJ extracts, gists (tml.ess excepted by 
para.g:roph 7 below), i terns of Tr&.L~ic Intelligence and comments appended 
thereto, «.ill oe exchnnged between the COMlNr Centres in l/ashmgton 
and London continuously, currently and vn.thout request unless 
otbertT.l.se arro.ngcd l.21 specific inst.onces.. Such ox:chonge, complete 
or partial, WJ.11 be effected by radio when spcoifico.lly requested 
by the partJ.cb and in add.l. tJ.on a complete exchD.nge 'n.ll be e:f'feotcd ~ 
with c;be leMt possible delay through the regular liaison ch:ll!nela. 

7 o Gists wmch are IIltld.e by a Centre for its o~m use but not 
J.Saued \ll.ll not bo exchanged but mll be at the disposal of the 
lJ.aisOl'I of'f'l.cers who ruiy ask for such decrypts or plain texta a~ "Illl.y 
be required.,. 

8. All COMLNTSUMS v.i.11 be exchanged between the producing 
Centroa :i.n Wnahington and Lon.don, whenever they are issued and 
tT.L. tbout r equos t .. 

9. The London SlGllfr Centre 'W:Lll be the channel throu.gl'. v. h.J..c~ 
o.ll COMINT .::rems produced by the other Br1 tish Conmomreal th Centres 
(except Ottaxra.) ~ v.i.11 be forwarded to the Yfo.shl.ngton COMINT Centre 
and throuzh which the sOPIB ma.teri.a.ls produced by the Wash.J..ngton 
COMINT Cont.re will be fo.nrarded, whenever appropriate to other 
British Commonwealth recipients, (except Canadian). 

TOP SECRET 
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10. The u.s .. Agenoies w.i..ll be tne channel through wb:i.ch all 
OammunicatJ.on In'tx..ll:Lgence items produced by Bntish Commonwealth 
Agencies w·ill be f'o:Narded, 'Whene-ver appropr:u>.tc., to U. s. 
:reoipien ts. 

DIVISION OF k~UR IN TRANSLATION 

ll. En.ch .L.gcnc;y w:i.11 und.ortl\ke such scanro.:ng o.nd 
transln.hon tasks as nre suited to its mm req)llremnts and. those 
of i. ts rec1pionts. 1..ny exception v.U.l be by prior agreement.. 

12. The cont:i.nuous excha:ngo of translD.ted. matenal m.11 
~1~ either party to c.1.um.nate unwanted dupll.co.tion i..11 translation. 

13. To o.void ombl.glll.ty and to promote ease of rcad:Lng, 
reference and recorcb.ng1 1 t \1111 be the n.:un ot the u. s. nnii 
Bri ti.sh Agencies to o.dopt ~ standard style an.a layout f'o:r headings, 
t:ronshted texts, gists, extracts, co'l!'lents ond translo.tors' notes. 

3. 

1946 APPENDIX F 

10. The Wo.shl..ngton COMINT Centre will be the chmmel through 
nmch n.11 COMINT rtems produced by Bri fa.sh Ocmnonweol th Contres 
vn.11 be forwarded, 'Whenever appropriate, to U.S. recip::i.ents. 

DIVISION OF LliBOUR IN 'l'RANSLATIOY 

ll. Each Centre m..11 undertake such scamung and 
t:ransla.tion tasks as are suited to l.ts own requ:r.reMents ond those 
of' its rec1p1ents. 1'Jcy- excopt:i.on will be by pr:i..or agreement 
betvreen tho Centres.. 

12. The contl.nuous exchange betW'cen the Centres uf the:u-
tr0l'l3lo.ted Ma.ten.al wtll nllow either party to el:uro.na.te unwanted 
dv:plication in translation. 

ST&T®ATIDISMION OF '!Rl!.NSLmON FORM 

13. To avoid ambiguity and to promote ease of rcaib.ng1 
reference D.lld reconhng, it will be the n:un of the Centres l.?l 

r1ash:i.ngton and London to adopt a standard. style and layout for 
heruhngs, trnnslated texts, gists, extracts, COlIJ!l'lents and 
translo.torst notes. 

14. To that ond the London S!GOO Centre \.1111 prepare a 
proposed. style and layout wmch wtl1 be introduced. m.th such 
modll'icn.t:i.ons as are necessacy as soon as J. t has been coneid.ered. 
by the u.s. technJ.col specialists concerned. 

[Note: po.ragroph 14 omitted from 1948 Appencb.x F] ~ 

___JTuo~p__._s ...... E ~c--1 ......... Ei-IT-.,_ 
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STl.i~ISld'!Oii OF 1'RANSLATIOK COHTENT 

s ICt4 a"' oo a 

l4. Each A~ncy \1111 furnish to the other, contllll.lous)\r, 
currently and mthout icquest, copies of all Supplc""lento.l 
Glossaries cr.d other Ca"'pl.latJ...Ons 'Which l. t prepo.rcs o.s o. :rosul t 
of o.nd fefr use :i.n its tra.'llSlation processes. The mater:i..a.ls thus 
e.xchonged mll be the basis for continuous fu.scussion bet\reen the 
.:~encies W.1.th a. vie>r to increasing sto.nd..:l.rfu.so.tion. 

15. In order to develop a. c<F1Mon st:md.ard of vali<b.ty.-
grnd.l.ng m l.:mgto.ge eqw.:vnlents, en.ch J..gency \ITJ.ll lllf'orm the other 
of the sJ..gl'.U.fico.noe of such gra.ch..-,,gs as it currently uses in :i.ts 
Supplc~ntal Glossll.r:l.Cs. 

~46 ~IX F 

ST..:lD&IDISATIOU OF TRA.~01f CON.rENT 

15. To cll.Jiunate dl.sorcpunoies l.Il translation and to obtain 
sttmdard.1snt1o.n lll tro.nslation terminology, ea.ch Centre .nll at 
once oom:p:i.le ond forward to tho other a. list of tho fu.cti.onnrios 
and works of 1J...."lgU1st1c reference, nhl.ch it cu.crcntly aoc(}pts as 
standard for the languages withvbJ.ch it is concc.rned, ond w.I..11 
conti.Y}.UC to fonro.rd euch l.Dforno.tion o.s necessary~ 

[Note : paragraph 15 onu ttcd fra:i 1948 Appendix F] 

16. Sa.ch Centre w:i.11 fu.i.""l'll.sb. to the o'ther, continuously, 
currently and v11 thout re1uost, copies of tll Supplemental Glossarios 
ond. other ca:apilutions which it prepo.res as n. result of ond for use 
in rts t:ranslation proceeses. The Mato!'J.tlls thus llXCho.nged \1l.ll bo 
tho basis for contmuou.s dl.DOUS3l.on bct\re.:m. the Centres m.. th o. view 
to lncreosing stondardJ.sa:hon. The Centres m.11 8.ll'l. to agree !'roll' 
tune to tl1"C an one Cfr w other as tne dee l.dJ....ng o.uthon ty m n 
spec:i.fl.c lnngua.go fl.e ld. 

[Note. last sontonoo of pa.ro.gra.ph 16 auttod from 1946 J.ppendl.:x: F] 

17. In order to d.eveloi) ~ common standard. of vab.dity-
gro.d:i.ng :i.n language equivalents, each Centre WJ.11 l.Ilf'onn the other 
of the Sl.gnl.:f'ioo.n.oe of such gra.cb.ngs ns it currently uses :m its 
Suppl emental Glossan.es. 

TOP SEC R 
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194.8 .APPENDIX H 

TELF.CCJlliHUNIC~TIONS ORG.tJ'IISATION REQUIRED 

1 . Exclusive and readl.J.y extensible teleoomrrnnu.cntJ.ons 
between Agencies, .'.l.nd between Agencies and their outlyins stations 

" wtll be mainta:ined lll order to maka possible the rapid flow of all 
types of raw trai-Pfic f.ccm the points uf mterccpt1on to "the several 
Agencies, the rnpid eocoh.an[e 'J'I' nil. types of raw traffic, techruccl. 
matter and COIIEmrll.CD.'tl.on Int~ll.l.3(mce betweer.. the A[encies, ond the 
eff ioient control of mterception coverage. 

Z.. Tho tenn.lJUl.ln of circm.ta or channels ll'l.tanded exclusively 
to carry Cocunt trnffic between the British Ccmnonwealth and tne 
Um. tod. States YTl.ll be installed, Mal1lt8.1neJ. and opdl'ateJ. o.s D.ITanged 
by the O.:;?Propriate COllll.llt Authorities of the co\U'ltnes concerned and, 
although norm.ally suoh ternun.als m.11 be lJ'lSta.lled, mt.Unta..ined and 
operated by the a.ppropn.ate U. S. or Bn.tish COl'llllOilweaJ..th o.uthority 
on whoso ter!"l. tory the terminals are ai tuated. this will not be 
obh.gatory. 

1946 APPENDIX H 

TELIDCI~"UNICATIONS ORG.JU:SATION REQOIRELJ 

1 . Pr0vis1on will be J'lla.de for exclusive and readily 
extensible talecommun:tcations between Centres and between Centres 
ar.d i;heir outlYl.nb stations. Except for certain D/F requirements, 
tvno t:Ype equipmer.t should be provided as soon as avatlable. 
Tms is necesoory in ordt.r to m.o.ko possible the rapid flow of 
all types or ro.w traffl.O fran tt.e pomts of l.llterccption to the 
several Cantres 1 the rapid exchange of all types of raw trnf'f'ic, 
t~clinl.Ce l matter ._--id COJ1?11\D'll.Catian Intelligence betweer. the 
Centres, and the effioit:nt control of ir..tcrception oove~age, 
V':l.th consequent r~duction in wasteful duplication. 

:;:_"'ffiT.ll.lATION I •fAINTE."i!J-a:J~ AND OPERATION ClF TE:nMI:t•.L.S 

2. The termino.ls of cll'OUJ.ts 111tended c...cclusively to 
oarry COMINT tr1f"f ic will normally be insto.lled, ma.:intained and 
operated by the appropriate U.S. or British Commonwealth authority 
on nhose territory the-terminals are situated. 

TOP SEC RE 
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TE!JOC;OOfilNICA'fIONS FACILITIES 

1946 APPENDIX H 

PARTICULAR CIRCUITS ro BE :ESTABLISHED 

3. (a) The Um.tc,d K:mgdon> auihonties in oonJtm.Otion with 
the Canadian authon.tics will ma.kc the folloWll'.lg 
racb.o teletype chann<ls available exclusively tor 
Comint traf'fic betw<len the Um.tt!d. Kl.ngdom and the 
North .Amen.can oontJ.nent 

( i) frcm the Foreign Of"fice U K./Canada circuit -
2 channels., 

(ii) from the R. A.F./R. C.a.F. U.K./Canada circlllt -
2 channels , , 

(b) tho UnJ.~~d Stat0s authoritios will be responsible 
for prov:i.cbng land b ... "l"" i'actlities bct;rocn Canada 
on the on~ hand and the Unitod States Agencies and 
t.ae London Sigint Ll.aJ.son Unit lil the U. S.A. on the 
other, 

( c) the Co.naJin.."l author 1 tics ' l.1.1 be 'lskc.d to take 
responsibtlity for prond.J.ns the following 

(1) 

( u) 

facilities for SWJ..tchl.ng tho Foreign Office 
U.K./Cannda circu:i..t to the Uru.tea States 
land line network; 

facilities for switching tho R.A.F . /R. C.A.F . 
U. K./Ca.'"l.ad.a. circuit to the Canadian COOllllt 
Agc,noy, 

3. The f ollolr.l.ng mil be set up 

(a) me London - Osba't78. circuit will be ma:mtained, 
opurated a.nd controllocl. by U.K. authonties and 
converted to ohannel1zcd rruiioteletype at the 
ea.rll.cst pra.oti.oable t:une. London ,n.11 control. 
U.S. authorities will operate the WashJ.ngton 
tonmnal , main tam the Oslla'ro. - Washington 
land.line, and proV1.d.c fac:i.h ties for relay to 
the London SIGINT liaison un4t in ~aslungton, 

TOP SECRET 
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3. [Continued) 

(111) EMergc.ncy facilities for ~tohing tne Foreign 
Office U.K./Canada circuit to the Clll'l&han 
Commt Agency and the R.A,F./R C.A.F. U.K./Oanada 
circuit to the Uruted States land hns network, 
to provide communication in the event of break­
do\ln of one or other of the r.idio chmnels, 

(d) in addition to the facilities provided by 3(a) Qbove, 
o. I1ll.DJJIJUPl of two chrum.C'ls of' the Londonderry -
Wo.shl.l'lgton ciroui t rnll be allocr-ted cxolwn. vcly to 
Ccmi.."lt traffic This circuit m.11 be operated, in 

a.coorcla..'lCe >11th paro.gro.ph 2 , o.bove / by the Um. ted 
States and/or Br:Ltish as may be "1U1iUD.lly arr:mgcd.9 

( c) both pQrt1es recommend that in those nreas ..tu.ch 0.1 e 
potentially opet ationa.l, fMilitl.os be established 
for the direct tr<l1ls."ll.ssion of ra\1 material from the 
intercept stations opcro.tod by one party to o. 
designnted agency or station of the oLhor party. 

On the specl.f1c request of one J?art:Y the other PQrty 
agrees to inake every endeavour to provide these f~ci­
h.ties, uh:i.ch if and 'hen :;?roVl.dcd., WJ.11 be brought 
into operational use o.s mutually agreed, 

3. 

1946 Ar??ENDIX H 

3. [Contmued] 

(b) a London - Washl.ngton radiotoletype cirouit will be 
establ:.sned and ~o chrumels thereof Wl.11 bo 
ollocnted cxolusivcly to CO.MINT t.co.ffic . Thia 
circuit vn.11 be operated by the o.ppropr:iate u.s. or 
British c.ut'1or1ty on \filose tcrn.tcry the tenn:i..nal 
is situatod, WJ.th Washingtol'l conc;.colhng, 

( c) the :Molbou:mc - .Honolulu CJ.rCUJ.t 'Wlll be re­
esh.blishod .:ind cho.nnah.zed, and m.11 be opor1ted. 
by the.. o.pprO!Jn.ate U. S . or British Ccmnomrealth 
authon t.t on whose terri tOX"'J the t erm.J. "lBl is 
situat~d, with Honolulu controlhng. 
[No corresponchng iteri m 1948 Appench.x H) 

[No correspondl..ng 1tan 1ll 1946 Appen.il.x H] 
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3. [Conbnued] 

(f) on- de:na.nd 11 quick exchange" COTlll'D.llUcation faoi11t1es 
will b0 provided. betweeti the ThutcJ. IU.ngdom and 
Waslungton o.s may be '!lutua.1.1.y arranged. 

PROCEDuaE .f'lID OPERATING SIGlW:.S 

4-. Procedure nnJ. operating sl.g'Ulls appropriate to o. 
particular circuit \ll.ll be used 

5. COMalOll cryptographic tU.d.s v11.ll be used for combJ.ned 
Coront CortJ'1unioanons. The ~tter of' cryptog:rc.phic o.iis ,,ill be 
kept cont:i.nuously under r 13V'l..ew 'R1.th the obJect o£ ma.intauu.ng and 
l.D.Creasmg security and of fo.cilitating coI:l!""UD.l.clltions. 

4. 

1946 APPENDIX H 

[No corresponding .i.tcm :m l9li-6 App.:mdix E] 

SJ!!JID.t.RD PROCK)URE A.'ID QPE&,,TIUG SIGNALS 

4. StanJard Procedure and Operlltl.Ilg fb.gnals Wl.11 b e 
mtroduccd :fo1 C<Y'lbmed. use. The current c0J:1bl.l1ed Procedure 
8.."1.d OperatJ.rr; Signnls ;n.11 be adopted. 1111t.ul.lly aubJect to 
TDJJ10r moJ.::i'::..cnt1ons win.ch mny be fomJ.d necessnry and mutually 
agreeQ. f1cn tl.""e to tlJXl~ to meet special COIDJIT requirC'Jlants. 
In o. 'hll. tio.1, tbc? U.S. authori. 'ties will un<l.m-takc the pr~o.ration 
of a Ccnbmed Cc:nrrN.r Commmucati.ons M.:mu.al , which will be 
o.C.optcd for use ... }um npprovecl by the LONDON SIGINT B<1UQ anJ. 
ST..~X::Ill • 

.5 . CortlMon crypto&raph.ic :ud.s 'll.ll be used for canbined 
COMINT comnuru.oa.ti.ons. Initially cru, SIGClN, one- tJJD.e t'\pe 
( SIGTOI'), and. one-time pads nil be used. The 1'18.ttier of 
cryptographic aids Wl.il be kept contl.IIUOUsly under review KJ.th 
the obJect of m:unto.in.ing ~ J.n.Creasl.Il.g security and af 
fnoilitatmg commwucntions. 

_..!-T~O~P~SL...CE~Cr1RHE:--1Tr----. 
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CCJlMONICAT.IONS LIAISON 

6. A representative of the Director, I..SIC., o.nd a 
representative of the Co-ord..J.l).ator of Jo:mt Operations, U.S. 
Agencies, will be given the specJ.fic duty C1f keepmg under r~ew 
Comint ooomnm1oat1ons problems and of raising and advismg on such 
problems as they occur 

PROVISION OF :EQummn 

7. The provision of eqtUplllent wtll bo by T11Utual assistance 
where necessary R."ld praoticWlc and as agre~~ m each specific 
case. 

8. Unloosed carrroercJ.al cables m.11 not be used for tho 
transnu.ssion of tmencrypted ral material c~·"c.r>t 1s c::1. oc:.mmunicat1ons 
emergency mceaure. 

BAG ROUTES 

9. Bag routes m .. 11 be kept under review WJ.th the obJect of 
takl.ng full advuntage of llnproved sea and <Ur services. 

USE OF l!IC'ROFILM 

10. All agonoios wtll be equipped to handle mJ.Crofilm so that 
it may be avaJ.ln.ble for use when l. t is not prao t1oable to send the 
ong:i.nal matcnnl. 

5. 

1946 APPENDIX H 

C CMMUNICATIOXS LIAISOU 

6. A representative of the London SigJ.nt Board and a 
representative of STAIDI13 will bo given the specific duty of 
ke.::pi.ng under rSVl.ew CCMINT communicat:...ons problems and of 
raising and ad.Vl.sing on such problems as they occur. 

PROVISION OF E~UIR1ENT 

7. Tne provision of equ:i.pment 'r.Lll be by riutual assistance 
where necessary and pract1.0able and as agreed in ea.ch specific 
case. 

B. Unleased oor.1111ercial cables w:Lll be used for transmission 
of COO.NT traffic only as a c01lllllU!ll.cat10~1s ereJ gcncy measure. 

9. The tra.ns-Atl.antic bag routes m.11 be kept under revicrw 
with the obJect of talang full advantage af improved sea and air 

services. 

USE OF MICROF:O:U 

10. ill ocntres Wl..11 be equipped to handle mJ.crofilm. so 
that it may be available for use when 1t is not practico.ble 'to 
send tho onginal material. 

TOP SECRET 
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COllPARATIVE TABLE APPENDIX I 

' LIAISON AND METHODS OF EXCHlu'lGE 

LIAISON PERSONNEL 

l. Each party shn.11 maintain, m the country of the otner, 
a senior liaison offic~r ~ccredJ..ted to th~ other. Such officers 
shall be responsible each m the c --untry to i7hl.ch he is o.ccredJ.. ted 
for all l:u:uson matt ... 'rs. 

2. Upon agreement between USCIB a.nd. LSIB, ad.Cb:tional 
ll.al..son personnel Im\Y" be ~ccrcd.i tod, and rork:ulb groups nny be 
assigned, to o.gencios of eitr~r pnrty by tltc oth~r. All auch 
add.l.t:i.ontl liaison personnol shc.11 be im.der the control ~a 
d.J.rec"tJ..On of the scm..or l:uuaon o:rf'icor. 

3. Suitable office facilities wilJ. be nnde uva:i.lable ns 
nace~so.ry by tho pnrty to ,,hom the ll.ns0n off:J.ccrs ure accredited. 

4. Li£U.son officers of one party shall no:!'JllallJ bD.ve 
unrestricted o.ccess to those ports of the otherts agencies which 
nre engaged dJ..roctly ll1 tho production of' Oomint, except such parts 
the.roof' flhl.ch contro.n unexchongea?le information. The points of 
contact of liaison of:f'J.oers \11 thin a.genc1es ror requests and 
inquiries shall be o.s detc..rmincd, e.sto.bb.shcd and deb.Mi ted by tho 
party to whl.ch they are o.ccred.J.ted. 

1946 APPENDIX I 

l. Each party shall. maintain, lJl the country of the other, a 
aeru..or lio.ison official accredlted to the ot~r. All canr"umcat:wn 
Intelligence 11.ll.l.son matters in each coim.try shall be under the 
cognizance ond. control of tho seruor COMJ!IU:r'..icntion Intelligence 
liaison off1cial :m that country• 

2. Upon ngreement botween STANCIB and the London SIGINT 
Boo.rd, add.J. tionnl ll.ro.son personnel may be accred.J. tedl' and worla.ng 
groups mcy be assigned, to operating agencies of either party by 
the other. .d.11 such ad.di tional liaison personnel shnll be under 
the control and dl.rcct:i.on of the senior li~ison official. 

3.. Sw. tublc office fo.cili ties m.11 be mruic avro.labla as 
necessary by the p~ to whom the ll.o.ison off1citls aro accredl tea.. 

4. L:uu.s0n off1c1tils of ono party sho.ll normally have 
unrestricted a.cccss to those parts of the other's operating agencies 
which are engaged d.J.rcctlf in the production of Commum.cation 
Inte ll1gence, except such parts thereof' whl.ch con ta.in unexchangenblo 
lllfonna.t;Lon. The points of conto.ct of l:u:uson <.f'f10:w.J.s w.i.tlu.n 
operating agencies fCFr requests nnd inquiries shall be as determined, 
established and del:uni ted by the party to which they are acorecb. tea.. 

TOP SECRET 
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5. In addition to the nbovc regulru:ly :l.Ssigned personnel, 
VJ.sits by selected -personnel for short periods of t.l.l'le to d.eo.l 'n.th 
special problens m.11 be encournged.. 

METHODS OF E!CHAllGE 

6. Requests by one po.rty for inform.tion or n.'\teno.l sh.111 be 
XllQ.dO by thnt party v:i.a its sero.or 11.ru..son oi'ficer who s.hlU.l not 
through presCTJ..bed li£U.son char.nels. Tho sanior liaise~ off1c01 of 
the roqucsting p.n-ty shn.11 forward whntcvcr in:f'ormtion or ro.terinl 
is ~adc avnilo.blc to lun, no!'I'lD.~ly by neans of fnc1l1tics under the 
control nf his cmn co'llll.try. Uom.o.lly the scm')T l.im.bon offl.ccr of 
the prOVJ.chng party shnll b<. kept in.famed. 

[Above paragraph of 1948 Lppendix I ccrbi"lcs :para.graph 6 ruid first 
sentence of pn.rngro.ph 7 af 1946 _'\.ppendix I]. 

7. T7h.on the rc..quest by cne party is for in:!'o:mD.tl.on or 
ma tcria.l to b3 supplied as a. "'1£1.ttcr of routine procedure, tho 
supply, after tho 1lll tial reqwst, may bo direct between the 
po.rt1cs by means of facilities cvail.n.ble to the senior liaison 
officer of' the requesting party. The senior b.a.i:Jon of'fJ.cers 
of both parties sho.11 be kept fully infonned of all such 
routine exob.ongos and sho.ll be given access to the mfonnation 
or llUl.terliU .'.lS -ny be agreed locally. 

2. 

1946 APPENDIX I 

5. In oddit1on to the above regularly assigned personnel, 
visits by selected J>C3rsannel for short pen.ads of time to deo..1 WJ..th 
specinl probleMs m.l.l be encouraged. 

CHA!~JELS FOR ZXCH.\NGE 

6. Requests by a pnrty or 1 ts agencies for J.nfoI'DUlt1on or 
mtcrio.1 sho.11 be made by tho.t porty v:i.a 1 ts semor liaison off'J...ou.l 
a.ccred.i ted to the other. No:rJ'llally the other party' a senior l.l.ru.san 
oi'f::tcl.ll.1 shall be kept informed of such requests. 

7. The senior luuson offl.cl.o.l actmg t.orough the 
proscribed cba,,.nels ond. points of contact, sho.11 receive whatever 
pertinent infonna.tion or roterio.1 1s mado avaiLlble to ~ o.nd 
i:.hnll forward it, nonilally Vl1l. cbmmels under the control of his 
own CCIUiltry. The rccciv:i.DE!. party shall give the semor liaison 
rffic.ua.1 of the prov.i..di.ng party 1 whatever smre J..n the d1st.rJ.bution 
ruid ut:i.li.za.tion of the J.Dformnt.1.0n D.S lllD.Y be agreed upon locally. 

B. However, the routll'l.e exchange of CO?fiNT mo.terio.l may be 
effected. as mutm.lly agreed directly betv1cen the Centres over 
C' "l!luru.cat:ton channels JOintly and exolus.l.vely maintal.:::.ed :for 
COMilrT purposes. In ad.di tion, 1t is conten>plated that chann<Sls for 
continuous conference and orrongemcnt dl.rect1y between tecbzu.oal 
GectJ..ons may be estabb..shed. 

[Above paragraph of 1946 Appendll I 1s covered by paragraphs 7 an:l. 8 
of 1948 Appendix I] • 
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B. Excopn.onolly, techm.co.l oxohmlges betvecn the parties mey 
be effected. directly ov~r non de"lfu1d" qhlck ooc.chonge cOJILluru..cati.on 
chrumels JOl.ntl.f ond. e.xolusivcly m.:unto.:i.ned for toot purpose. But 
the m.e of th.so direct channels mll be kept to the IIIJ..llllillDU :ind lJl 
eo.ch en.so tne senior ll.n:z.son oft iccrs of the t\to parties WJ.11 be 
kept :i.nf'orrled.. 

,9.. No prov.i.sion of pru-llb!'nphs 6 ll!ld 7 o.bove shall be 
construed o.s preventing either party from nccOllll"lodo:ting the other 
by transporti ""S or col1111Ull:!.co:b.ng .I!D terio.l for the other p!lrty. 

10. Eo.c'l Pf'ItY sh1ll noI'l'llnlly assist the other's stm:i or 
liaison officer by mola..nf; nvn.:i.lable to h.J.Jr fac111.t1os fa~ 
po.okao-ng c.nd p:::oporing rotcr:z.a.l f<"'r trnnspoi tat:i...on... Each poi ty 
sholl, to th<:; exwnt of fncilities opcro.ted by or nv,u.lo.blc -to 1t, 
assist tho ot%r1 s ~oru..or 1.iUJ.san ofticcr 'll. th en.fc-hnnd and ot~r 
transportation m. th:!.Jl 1 t~ u\"1 c01.mtry. 

191,.6 APPENDIX I 

9. No provision of p."l.M.giaph 7 o.bove shD.11 oo construed 
as preventl.l'lg either pa.L ty from nccomrrtoda. t:mg the other by 
tl.onsporting IIlll.tc:n.nla for the other pnrty. 

lO. Eo.cn party shall normally assist the otherr s senior 

3. 

b.aison of'f ic.Lal by makJ..ne available to him fl\C1litJ..es for 
-pnck.nging and prcpanng maton'll fo!' traneport'lt:Lon. Eno.a :i;:a.rty 
saa.11} to ~ extent of f~c1l1ties opernted by 01 aVCll.lable to it, 
assist the other1 s i:.eru.or 11a.ison of.ficinl Vil. th saf'e-hand ond 
other trnri sport a t:Lon \Tl. tlu.n J. t~ ~ count:ry. 
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194.8 Appendix J \filChangcd. from 1946 li.ppondix J except for :f'ootnote to paragraph 4 stating tha:t Chai:nnan LSIB transmitted 

the required ass..irance to Chairman USCIB in SB/409 of 17th Februnry 1948. 
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CCNPAR..'..TIVE ThBLE APPENDIX L 

EXCHhNGE OF INFORubrIOU ON INTERG:En ~Q~, Fi..CILITIES PRODOC:l'IW RESE!.RCR AND DEVELOBfENT 

(Note the 1948 .appendix L contains i.tero.s which were covered lJ1 paragraphs 1 - 3 of the 1946 Appendix C) 

194-8 APPb...""IDIX L 

INTmCEPI' EQOD?iIENT FACILIITES AND PR-?DUCTION 

l . A comprehensive report (to be mown as !;he .Annual 
Technical Report) concerning 

( n) 

all inte:r~eption facilities installed and available 
for use at 111tc:rccpt and D/F atat1ons, whether or 
not such fo.cill. fa.es are l.1l W3e, 

details of the numbers , types and descriptions of 
l.ntercept equipl'lont tmder contract and/or 111 production, 
together with probable delivery dates, 

will be exorumged annually. Reports are to show the position as at 
1st July lll eaoh. yea:r, and should llonnally be excbangM by 
1st August. 

2. Seotion I of the Report Wl..11 be arranged to provide 
l.nformation to cover tnc items sot out J.n pctragraph 3 for oach 
Inturoept ann D/F Stu non. Typos, m.al<:cs and numbers ( ond '>\here 
appl.J...cablc, normal and J'llllXl.llillill speeds) of equipment should be 
1...Tlcluded... No o.ttempi; has been made to lo.y down an exaot format 
for the Report, as such a fonnat might soon became out of date, 
and mJ..ght prevent fl~btlity. 

1946 .bPP.E..~ll a r.AR.hGru.PHS l - 3 

EXCHANGE OF INWRMATION O~ INTERCEPTION F.hCILITIES 

1 . A comprehensive report, concerning all J.nteroeption 
faotlihes installed and. available for use , ~ether or not auch 
facilities aro lll use, wtll be exchanged on 1st July, 1946, 
mid thereafter at six monthly 111tervala. 

2. Th<:. report will be arranged to provide information 
to cover che follom.ng .itams, whore applicable , for each 
interception and diroction- find.lng station 

TOP SECRET 
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1948 Af'PENDIX L 191,.6 APPENDIX C P.ARAGRA?HS 1 - 2 

3. A. HAND SPErn MORSE EQU!i'MENTS 2. [Continued] 

(~g! 
( l.V 

(v 

(vi) 

Single P~si tions (H/F) 
Smgle Positions (L/F) 
Smgle Posl. tions (All-Y1B.ve) 
Double Posi tiol'ls (H/F or All-wave) 
Wluch of thl, above (1) to (iv) are oapablc of 
double or tnple diversity '10rk:mg 
Wlu.oh of the above (i) to (iv) ore fitted with 
wire, tape or wax recOTders. 

B. IfiGH SPEED MORSE EQUIPMENTS 

(i) 

( 'l.l.l 
(111 

(iv 
(v) 

(vi) 

(vu) 

S1.llgle Positions (H/F) 
S:ingle Positions (L/F) 
SJ.ngle Positions (All-wave) 
Double Positions (H/F or All-wave) 
Whl.ch of the above (i) to (iv) are capable of 
double or triple diversity worla.ng 
Types of recordJ..ng (i.e. 'tIDdulo.tor) apparatus 
f'itted 
Types of recordJ.ng bn.dge fitted, mid whether 
oapable o1' accepting frequency slnf t trans-
missions 

( v11.1) Any other fu.gh Speed equipment. 

(a) f'ull inf ormat1on on the follor'lllg gcnero.l lines 
rega.rcb.ng .rnorsc and. non-morse intercept; and 
tr&.~scr1pt1on pos1l1on, 

(i) 

( 11) 

( ni) 

(iv) 

(v) 

(vi) 

( vn) 

numbers and types of sJ.ngle receiver manual. 
speed positions 
numbers a.Tl.d. types of smglc rec~iver high 
speed positions 
numbers and types of double receiver manual 
speed positions 
numbers and types of double receiver high 
speed posi ti.ans 
numbers o.nd types of diversity reoel.Vl.Zlg 
positions 

numbers and types of' tape transcripi;ion 
positions 

numbers and types of record.mg poSl. hons 
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C. ~RAPHIC ifilln'II'fil SQUIB~ 2. 

(~~I) 
(iii 
(iv 
(v 

( Vl. 

(vu) 

Single Channel Radio Telepn..."lter (Internati.on'll) 
Smgle Chazmel Rn.tho Teleprinter (National) 
··folti- cbannel or Lfult-...ple:x: T/P (Interno.tiono.1) 
3-channel T/P (Nntiono.1) 
2-channel Ba~dot 
6 and 9- obD.Ill'lel Bau.dot 
( 1) to ( v:i.) obove refer i; o 5 mn.t sy&tans. 
Equipments fitc;ed ~or ony othor systems 
( 61 7-um.t c..tc.) 

3. 

1946 APPENDIX C PARAGRAPHS 1 - 3 

(a) [Continued] 

( V'J.J.J.) numbers ".Uld typos of non- morc:;e terruna.J. 
positions 

D. V .B/F A:ID U .H,/E EQUIPMENTS [No corresponding item in 1946 Appendix C] 

E. F.dCSil.dILE Q1. ?'I~TUdE EQITTPMEN:rs 

:F . HKLLOOEREIBER E~DIPl .IENTS 

G. DIROOTIOJT FII~ING l!YqlUIPMENTS 

Whether fixed. or mobl.le. 

II 

" 
" II 11 II II u 

11 n II It " 11 

(b) Direction flll<bng equipment 

(1) number 

(ii ) type 

(11.1) frequency range 

TOP SECRET 
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l qb.8 APPENDIX L 

3. [Continued] 

H. TRANSMI'l"l'ER IDENTIFIC!..TI ON EQUIBlENTS 

J . ~ 

TOP SECRET 
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2. 

Infonnatio.'l to mclude number, types, whother used 
in diversity, frequency to wlu.oh cut ~ fu.reotivity , 
associated omphi'ioati.on equipment. 

124.6 .lPPENDIX 0 PARA.GRUHS 1 - 2 

(Cantl..lllled] 

(c) 

(d) 

(e) 

(f) 

Transmitter identU'ioati.on eqw..pment 

(i) number 

(ii) type 

Frequency measun.ng equipl'lent 

( i) number 

( 11) type 

Antennae 

( i) numb or 

( l.l.) type 

( 1.l.l.) di rec ti v-rty 

(iv) f reqµency to 'Which cut 

.l..en.al hohange/Mul tioouplers 

(i) number 

(u.) type 

( ui) frequenoy range 

TOP SECRET 
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3o (ContUJ.U~d ] 2. [ Continuod] 

OGA 
EO ._1. 4. (c) 
EO ·1.,_ 4. (d ) 

L. CONl'ROL EQU'Ii! IENT 

Details and use of equi.P"llent frttod for control of 
mtercapt ion \ 11. t!nn n s t ab.on. 

Not to mclude btandard I'"A111ten:mce equipment foz 
goner£8. use. 

E. ANY OTHER SPECIAL EQUii?MENl' 

(g) enumeration ond use of equipment fJtted for 
control o~ mtorcopt10:1. .n..t!)....u a statJ.on, 

(fl) bpecl.D.lised to.at equipm(:J'll: , 

(i) nwnbe~ 

(ii) desc1iption ond use 

(1) ~e.r ... t1on or o:ny epcci.nliscd funu:1:ure, 
[No cor.ospondl..ng ::.ten ::.ri 1948 A.:?J>eri.diY !...] 

[No corrczp0n<b..Jlb l. ter... in 194-6 Appa:n.c:.iz C] 

Tt II ti n 

(J) enumeration of o.rry llll.scellaneous specialised 
equipment , 

(a) ( :i.x) numbers and types of any other special 
positions not listed 

[No corresponding item m 1946 Append.ix C] 
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3. [Contmue:i] 

Notes. 

(1) a Single Position may consist of 2 or more 
receivers, used w diversity, or in order to 
increa.sti the freqt.ency range, 

(ii) a Double Position is one o.t '7lu.ch a single 
operator oan cover two end~ of o. duplex Cl.l'CUJ.t, 

where this is possibl e. 

INTERCE.PT EQUIP' IEllT RESEARCH AND :::>EVEL<JFMENT 

(a.) Int ere :pt &n...1.-.xnent RCJOrts WJ.ll be exchanged. twJ.c e 
yearly on 1st March o.nd 1st NO'recl>er. These Reports 
mll be in two sections 

(1) Equipment under developI'lent. This to J.nolude 
details of :ill proJects on \mien de\telopment is 
being conducted together w:i..th a statement of the 
obJeot to be attained, 

(J.J.) Research and Development trends. This to lllclude 
a statencnt of nll outstand:Lng problems together 
with on :mdioation of trends J.ll rosearch and 
development amed at their solution. In the event 
that no work is contemplated. on certain apeoll'1c 

6. 

194§ Af'PENDIX C PJJUGRA?HS l - 3 

3. The Sl.X-monthly reports (po.ragra.ph 1 aoove) will also 
include not as on the shortoa-imgs, maintenance, proposed 
J'lodll'ioations and any other sigruf'icant operational charaoteristica 
of tba c~uipment. Notes on new equ:i.p~ent under development may 
be mcluded. 

TOP SECRET 
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1948 APPENDIX L 

4. ( Cont:urued) 

( u) [ oontlllucdJ 

problems J these problems should nC3V'Crthelcss 
be. listed amongst those current, 

(b) Techro.c-U. Notes V'l.11 be exchanged as and uhen 
necessary on epcc:U'ic subJec~s. These notes to be 
designed. pr:imarl.ly i'or the i.nfomation o1: personnel 
actUD.lly engaged on eng:uieer:ing and reaenrcn and 
developMent work on interception equipment. '.i'hcse 
notos also to include d.a"t;a on signal analysis, · 
frequency lists, and other material assooia.ted '11th 
J.ntercept problems. 

7. 

19b..6 APPENDIX C ?ARAGRA?HS l - 3 
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EXCfi.til'filE OF ru~r; ~ A..l'ID ST.tJIDJJID!StTION OF I3:AVf ~ ~ 

(Noto: the 1948 .1~ppendl.x M conta.l.DS items \7'>uch weTC oovered 1Il paragraphs 20-33 o:f th'3 19b..6 Appendl..x c) 

l. Except o.s otherm.se agreed in Append:l..x K co.ch party ~fl.21 
tu.rm.sh to tho other o.s pramptJy as praotJ..Cnblo \TJ.thout request and 
as o. MO. t"tor of rout:..ne , one copy of every 11.em o'! rn r trnff1c 
oollcctcd by :!.ts oporo.ting ngencies) rogo.:ro.loss of source. Either 
party 'MY requost cxpedrood delivery, or o.ddl.tiono.l copies, of 
specif:i..c co:oogonos of ro.\1 traffic, ruld co.ch oho.11 cndoo.vour to 
meet the needs of tho other in tlu.s respect. 

• 

2. In so far as pract1.0able raw trafi'io exchanged. will be 111 

the forms contained in paragraphs 4 - 9 belo~. 

• 
191,.6 APPENDIX C PAIUGRAPHS 20-33 

EIC"tlf-1'~ OF !U\7 TRl.F¥IQ 

201> N, soon a.s it con be arranged oaoh party w:i.l~ furm.sn 
to the othcJ.· a.s p:romptzy as p!'S.Ctl.cable nt.'lout request and £IS c. 
nio.~r of routino) one copy of every l.1.0'".il of iaw traffic collected 
as n~qu:i..rcd by its opera.ting agencies, regardless of source. EJ.th~r 
pnrty JllO..Y request specially rapid dclivcry1 O'!' addl.tio:ruil copies, 
of spooJ.fi.c categories of raw traffic and oach shall endeavour t o 
meet the needs of tho other in th:t.s respect. 

21.. The ideal moans of conVLy:mg raw traffic, froin the 
stond.po121t of speed and mrurunum uti.hso.t1on of' manpo.ror, is 

tclecOIIl!:IUilJ.cat1ons. Therefore the procurement, ma.J.ntenance and 
t..ort:i.lisntion of teleca:nmum.oa:tJ.ons fro.l'l J.nteroopt pol.llts to Centres, 
nnd between Centres, w:i.11 be prol"lOted and encouraged by each party 
to tho u'bn.ost extent of 1 ts TOO ans. 

22. ill raw tra.f'fJ.c, whether or not ~xchangcd by ra.d.J.o, will 
bo exchanged via regular liaison channels or such othar routes na 
may be agreed upon. 

[ Contonts of .LJal'n7'0:.,)h3 21 and. 22 111 1946 lL.._'Jl)on<hx C a:im.'lttod from 
194-8 .t~:?Pond.J.x M] 

23. In so far as practicable raw tra.ff 10 exchanged 'Wl.11 'he 
in the !'orms contained in paragrap)is 25 to 33 below. Departures 
from this form will be eliminated as soon as possible 
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3. The l:n.Clus:i.on of a c::isc-number m a.o. i teJI\ of ro.w traf'fl.c 
w:i.11 not bo deemed to sh0i7 evidence of procesSJ..ng for Commum.catJ.on 
Intelligence purposes (paragr.1.pu 26 of Appenfu.x B :refers) J and 
therefore the mater:i.al "lay still be classified 11Con:f':L.dent:w.111 ., 

.\ 

19!,6 AEPENDDI: C P~\20-~ 
24. The lll.Olusion of a oase-iluniber lll an \~tcm of raw traffic 
m.11 not be deen;}d to show evidence of processing for Conmuru..cation 
Intcll:i..gcnce PUX1>0SCs and therefore the l"latonal may still be 
classified 11 Oonfl.den t:i.sJ.11 • 
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[No corresponding itci:i in 1946 Appenfu.x C] 
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