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1 Aido-nﬂmoiro to The President from Lothian
requesting intorchunge of secret tochuical

1nfsrmntiun with U.%., particulurly in ultra
short wavo radio. . 7=-8-40

3 Depurtrent of Stutu forwards Alde-memoire,
#1 nbova, to Secretary of Yinr, 7-19-40
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liamo for CofS from Gen. Strong, Vier PPlans

Division, Subject: General Uxchange of

Secret Tochnical Information boetween the

U.%. nd british Govermmaents. 7-19-40

(<)

‘HSuerctary of ‘ar to Secretary of Stato,
roply to tide-~meacire of 7-£-40, 31 ubova. 7-22-40

) ALOfS,G~2 to Cnief of Orduance, Subjoct:
wxchnnre of Informetioa sith Lepresentatives
of British Gouvornment. : 9-4~40
5;.# 'ﬂl‘.— *
thvh ACOTS,6-1 ta Culs, Subject: Directive to
G-% covering Intorchonge of Secret Technical
Intorantion with Ropresentatives of Pritish
Guveronent. 9-0-40 ..
WOt Ity |
' 1 AGO to Chilefs of Arms und Services, Subjoct:
Inturchenge of Tachnical Informntion wiith
4 irritlsh koprosentatives, 11~4-40

4 hudiogram from Travis, steting Copt. linstings
! willl represent G.C. & C,8. on palicy, Uaj.
Stevens to nssist in technicml uspect, S~13-42

Hepresontntion of G.C. & C.8, by Hastings
wal dlovens sabisfuctory. 0~19-43
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| N Lt. Cundr. Eramer, U.S5. Havy, to ZO—G,
Subjjeat: Crypianalysis; F.8.I, ectivitios
nend Linison with the Ypritish, G-3-47

Ly .14, %o Gou. harshall suzpestiag more
intinabe inburchange bubinen British &
T U.u. Rrades by Cipher cxports,. regels

3 i ALoIT,G-Y Lo UL Lrunanitc draft of Lono
Fer tho Urosident in answver o (M1 above. T=timdl
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Cof8 to Prosident, oxplanation re interchange
of oiphor informution between Dritish and U.S,
axperto,

Cof'S to President (rewritec) sanme subject as
#13 abovo.

Soc.G.5. to Col, Fiske, listing persona having
imowlodgn of cortain operations and Security
officers designated.

Cofts to Sir Juha Dill re Dr. Turing
(This lottor not used).

§ir Join Dill to Gon. Larshull ro dr. Turing
CC to Uan. Strong re intorview with

gol. Crawvford, Signal Corps, re Ur. Turing's
risnion, .

thar, Larshell %o CofS ro vr. Turing.

Uim, narshull to Gon, lciarnoy re Dr. Turing.
Cof's to Sir Jolm Dill re 3r. Turing.

J.C. Dill to CGen.. Harshall re Jr. Turing.

CuC to Yol. Bratton ro Axis Clondesutine
Cawrrorcinl Radio Traoaffic.

0% to Gen. Strong, draft of liemo for GVS,
rovivwing Turinpg ocuse,

¢\U to Gon. Strong, rewrite of 324 above.
GenLtrong to Sco.Gen.Staff, D/F transnit-
tins luttor to Sir Joim Dill for scigzrture
of' CoufS.

tien.lirchall to Sir Joha DIl siving in-

stayuer of lnak of full exchanse of iuferan-
LLL‘“.

Cul o Sir John Dill, wnused version of
+27 abava,

J.C. Dill to Gen. Lurshall, reply to #27,
re Jr. Turing.

Gun, Strung to CufS5, re 029 cbove,

7-10-42

7-11-42

8~17-42

Ho date

12-2-42

12-4-42
12-5-42

12-5-42

T 12-9-42

12-15-42

12-17-42

12=17-42

12-21~42

12-22-42
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Teavio to Tiltman, rodiogram re Turing and
Johnson.

' :
Tiltmanfto Travis, radiogram ro Turing, nlso
ro Col. licCormuck's proposed visit to London

irn ofw Fol. Bicher's nctivities.

Trnvis’to ‘Tiltman, rndiogrn.m ro Col.MaCormack's

prohosed trip.
Tiltman to Travia re Turing visit,

Rodiopranm for C.G.S. himself, re visit
of Uol. MeCornacke.

Sir Joln Nill to Cen. Unrshall ro
Turing viesit, .

Unaigod Br 1"'1. ash mouorandun re
Gen, Harshall's letter of 1/6/43,

Uun, ~arsaall o Sir Joim Dill ro Turing
visit and informntion wantoad by G-2 from
lritiah.

Ul:u;.rylud avtus ro Uen. larahell'r lettor
of li=lé=42 and Sir John Dill's lottor of
1-7-43,

Gir Joim Dill tu Gon, iarshwll expressiug
resret re Turiug wiesion failure.

Budiogrua from London for Tiltman for
vitrom re informantion furnished Gon,
i senhovor,

Gen, licllarnoy to Gon. Masready auilor-
izing Turiug viait.

ten, lrcrendy tu Gon, ileharney, reply to
W abovay,

“Fe Frimdty te Col. Cordersan re complo-
Len of "< gulving nachinery. and necesy-
city of petiing cortndin materiul wad in-
farsmvion Sra brlviab,

Colrv to AZ.APR rogd osran ro landvisobility
of lucuting slution ub amaars,

1-1-43

1-2-43

1-4~43
1-5-43

1-5-43
1-5-43

Undated
1-8-43

Undated

1-7-43

1-8-43
1-9-43

1-13-43
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Wnjor Browm to Col. Corderman re #45,
page 3. ’

Col. Corderman to Col. Clarize ra obtain-
ing from British G.C. und C.3. traffic
and collateral dota re "E" truffic.

CIe to Uen, Strong, same subjeot us 745
mnd 46, Radlio Intercept Station in Africa.

ur. l-ﬁ'iedn;nn's statanents re "L" nachines.

CiiC to Gon. Strong, uttachinz draft of
proposod ilcmo from Gen. Strung to Gen.
~arshall anid proposcd lettor from Gen.
Larchull 4o Sir John Dill re Uperational
xploitntion of German Army end Alr Force
Traflic.

Gen. sarshall to Gon. Strong requusting
that ven, Strong take up mavter in 360
nbyve with Cnpt. Hestings.

Gon, Strong to Laptuin iastings muaking

foranl request for traffic emud collateral
solution dute in’ ¢/w Onerutional Fxploive-
tion of Usrman Army und Aly Forco Treffia.

Luttur addreocaed to Fiold llarshall Sir
Jolm 1M1l by Chiefs of S5taf?f re coordina-
tivn of Rritish and U.8, ™" effort,

dofinitions of torms dated 2-26-435, attnohed.

Capt. lastings to Gen. Strong re {462 ubuvo.

Kudiogrem Stronpg to Kronm:. London, re
dusirabllity of oxploitation here.

Awivgram Kronor to Strong, same subjeot
na §465 sbova.

“njor Browm to Col. “urdormian, Subjeot-..
Traf'vic Zxchmnge with tiritish Scourity:
Coordinuntion,

Lt. Tnylor to Col. Joud re "[TURFLE".

Culfuo to CUC, Subject: Linison betweon
dritisl Sceurily Looruinntion and AZS
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USFOR to TAR re replaccment of Capt. .
Juhnooy at Bletchley Park. 3-29=-435

Col. Telford Taylor, Proposed Buois
far Aprdemont witin the British, 4-1-43

Radiogrpm to Freedom,Algiors, inquiring

re spegial intolligonoa furnished that

thenter. ‘.1_‘_3
Rudiogrna Freedom,ilgiora, to FAR

roquosting informotion ro ugromment with

G.C. and C,8. re {62 obove. P4 (N& 4-3-43

llema for Col. Curdurmon, enclosing dritich
Pronoged ugreement for rewrite. No date

Torms of Proposad dritish Agrcenmcnt with

dofinitions, attached to 464 above, 2-26-43%
. 3-7=43

Col. Cordaerman to C7C, pulnts re sronvse:d

draft of agreement in accordance with

instructions in -4 wbove. 4-35=43

Gol. Lordsroan's propused druft of
agromaent transmitted by -85 above.

Col, Toylor to (iC uttaching his proposod

draft of agreeuent, Subject: Cooperntion

botwoen U,S. Siznal Intellipemce Service

and Britigh ¥ Service. G=D=43

CIC to Yen, Strong, submitting counter-

proposal, Sublect: Lovperution between

U.%, and British Signal Intelligence

Services, 4-8-4%

Countoer-proposal subuitted with #69 ubove.

Original of agreement gu;gested vy British
dnted 3-7-43, sumo an 65 nbovo.

Jufinitiong ntoaci:od to British propusal,
dntad 2-20-43,

Gur, Stron; to CofS (GU%iARY), Subjoot:
Cogperation botwoon U,S. und dritich
“ignal Intelligonce Sorvieas, wsugposting

U.5. provosnl Lo prosontod to British for
colicurlulico, 4=-13-43

Gt Dhrong to Col's [T:0RALDUN) s

tub joot s #73 nhove. 4.12-7%
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76
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79

80

8l

83

84

W ue wme mew

Tab A to i74, samo as P71 above v

Tab B to 7#74, swae n3 #70 nbove 5

Col. Taylor to iC, Sudject: Blechley Purk

v, Arlington Hell. 4-1G-45
somo for Gen. Strong, Subject: Discussions ’ *

with Rritish re Bletohloy lark vs. Arlington

Hall. 4-108-43

Cen. Strong to Brigp. Redaan re mnin opoints -
of differonce between Britlsh & U.S. aro-
poszed ngroements, . 4=20-43

Condr. Travis to CWG, re Britiuh and 'U 5.
co-vpnrution re dpecial Intellizonce, oto. 5-16-43

Agrocmont betwoon Uritish lovernment Code and
Civier &ghool and U.¥. l.ar Jopartmont re co-
oporation in macters relating to bpeo-al
and "Y" iu telligence, slgnod by Uen, Strong
and Commnndor Travis. . .cyeh e in. & s T , 5=17-45
) AR 7'
Gon. Strong to Sof'S transuitting ;IBO above,
recomnonding approval.  §=10-43
Yallow Cume-Unok copy of 1 above, staiped
"Approved By Ordor of the Scueratary of ar
Jesuph T. HcHnrney, Deputy Chiof of Staff," G=15-43
Hdgrm Henzios to Heatings, shanks for ourdial 6~16=-45
rocoption of Travis und facilitios niforded
him at “.D. and A.H.,nls0 for visit of
ticCormnzk and Friediasn. Glad tu kave Taylor
« in lLondon. '

Gen,Bissell to Nenzies.Transmitting ghepoud 4-24-44
regulations for Pacific end Asiatic ‘heaters.

5 Srwt, 1340, Radlogram fr. Lee (London) to A.C. of
s..n-a. re nxchange of code & cinher info with Britich,

(6

(

( 7 Snt. 1q-'o Ruydio fr. Moutorgme to ul.a_:nalu. Wash.,
{ DC re sarne subJect.
{

{

(

(

4 Oat, 1240, fr. Cen., Files to Col. Resnlner, Alde
to Sec. War, Subj): Codss & Ciphers, re exchange with
Crect Britaln.

Abuve whrers (U5) zlven to Gen. Clarke 4 Dec 45 by
Col. Jacobs, Pollay Siaff
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Hr. President ~
Aide=memoire. 0
{3& The British Government have inf'ormed me thut they would greatly appre-

ciate an imnediate and general interchango of recret technical informntion
with the United Statos, particularly in the ultra short wave radio field.

It is not the wish of His ilajesty's Goverumont to make this proposnal
the subject of a bargein of any description. Rathor do they wish, in order
‘to show thoir readiness f.'ox]' the fullest cooporation, to be perfectly open
with you r.md to give you I'?ll dotails of any equipment or devices in which
you uro intarested \"rithoui'.7| in ony way pressing you beforehand to givo spa-
cific undertuxings on your side, although of* course they would hope you
would raeciprocate by discussing certain secret information of a technical
neture which they are anxious te have urgently.

I prosume that, if you approve in prineiple of this interchange of
information, you would wish to discuss it further with the Tar and iavy
Departments befere gi;'ing u decision, and, should you sc wish, I wculd be
gled to pleco my Alr Attache and the scientitic assistant to the Air At-
tache at the disposal of the staff of the C. G. 8. {General .arshall) and
the C. N.C. (Admiral Utark) with a view to their discussing what technical
natters might be of interest to these Lervices.

Ls to subsequent procedure, should you approvo the exchunge of in=-

. formution, it has beon supgested by my Soverrment that, in order to avoid
oany risk ef the infomation reaching our ehemy, a small secrot British
misnion consisting of two or three service officers and civiliun acien-
tists should be dospatched immediutely to this country to enter inte dis-
cussions with Amy end Navy experts. This mission should, I sugpest,
bring with them full details of all new technical developments, especial-

@ ly in tho radio field, which have boen successfullx used or experimented
with during the last nine montha. These might include our methad of
detacting ;h.n approech of enemy aircruft at considernble distances, witich
has provad so succensful;  the uze of shurt waves Lo cnable our own aire-

,JD&”—" bt R i
wt -':»»J-o.rc) : -1-

P

—— e



s haladead o Ty

Y 3

craft to identify enemy aircraft, end the application of such short waves
to anti-aircraft gunnery for firing at aircraft which aro concealad by
clouds or darkness. Wb for our part are probably more anxious to be per-
mitted to enploy tha full resources of the radio industry in this country
with a view to obtaining the greatest power poas;bla for the emission of

ultra short waves than anything else.

LOTHIAN

e e

8th July, 1940C.
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DEPARTMENT OF STATE x|

TASHINGTON ™ e

In reply refor to

=a

® .i

July 19, 1940

-STiEeTh¥-eﬁﬁFiﬁEN¥iﬁh-¥
The Acting Secretery of State presents his compliments to
the Honorable the Jecretary of War and encloses a copy of an !

MA.de-nemorie dated July 8, 1940 from the British Emhéssy propog=

ing & pgeneral interchange of secret technical information betwaen

the United Gtates and Qritish Govermmonts, particularly in the
ultra short wave rodio field. ) : £

It is understood that the Secretary of War is prepared to
consider such an interchange of information and the Department i‘

of Stuto would appreciate roceiving the views of the Sccretary

of Tinr as to the reply whioh should bo mede to the British . |
¢ {

Alde-memolre. f
. 1

Inelesurs:
Alde-menoire,
July 8, 1540
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_ WAR DEPARTHENT
TPD 4340 VAR DEPARTHENT GENERAL STAFF

War Plans Division

July 19, 1340

"

i
¥
'

1
NEAORANDUM FOR TIE CHIEF OF STAFF:

’ Subject: Genersl Interchange of Gecret Techni-
cal Information between the United
States and British Goverments.

1. There is enclosed herewith, under date of July 19, a

strictly confidential memorandum from the Acting Secretary of

! State to the Secrctary of Tar, transmitting a copy of an Alde-
memoirae, in which is proposed a general interchange of secret

. technical information botween the United States and British

i Governments, particularly in the ultra short wave radio field,

' and asking the views of the Secretary of ¥ar as to the reply
which should be made to the British Aidc-memoire.

2. It is understood that this Aide-memoire was considered
in the Cabinet ) Heeting of July 11 and was approved by the Fresi-
dent and by the Secretarles of ‘7ar and Havy (¥r. Dunn, State De-
partment).

3. The Secretary of War has informed me that ir. Dumn's
statement is essentially correct. The Secretary of iJar stated
that his policy, in which the President concurrod, is as follows:

"Give nll information possible to the British to
aid them in their present struggle, and furnish them
such material assistancc as will not interfere serious-
ly with our own defense preparations.”

4. The Secrotary of Tar stated that in regard to the
presont memorandum, the furnishing of any technical or scien-
tific information to the Dritish must be accompanied with an
oxplicit statement that procurement of any of tho articles or
dovices concerned fren sources of supply in this country must
bu subjoct to the approval by the .!ar nnd lavy Departments, and
such approval mmust be based upon noninterference with our own
procurement program.

By authority A, C. of 5., W. -

Washington, D. Ce. Date 7//?//0 ol BRI
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S5. It is to be noted that Lord Lothian's Aide~memoire in
effect asks us for all scientific or technical information that we
have in regard to;thc utilization of instruments based upon the
employmont of ultra short wave radio. This, of course, is aimed
at potting full informaticn in regard to our airplane detector,
which upparently-ls very much more eflicient than anything the
Dritish have. THe British in turn offer to reveal to us their de-
tector and the details of their "pip. squesk” idontification system
of aircraft, as well as the application of short waves to anti-
aircraft pumnery centrol, which apparently is somewhat similar to
our short runge detector for antiaircralt regiments. Insofar es
wo are concerned, thesc matters arc fully covared by the policy of
the Socretary of Tiar, as indiecnted in paregraph 3 above. The more
serious matter ir the British Aide-mewcira, however, 1s the desirs
of the British to employ the "full resources" of our radic induse-
try with e view to procuring the apparatus they desire. This
meitter, in principle, is covered by the policy of the Secretary of
fiur, as indicated in paragraph 4 above, howevaer, the actusl eppli-~
cation of this policy in regard to Eritish procurement mey offer
considerable difficulty: first, in view of the limited preduction
facilities in this country and, second, in view of ths time factor
involved.

6. iside from the Chief Signal Cfficer end his opposite
member in the Favy, the principal parties in interest are: G-2,
from the military inferuntion standpoint; 0-4, fram the procuro~
ment standpoirt; and WPD, from the plamning standpoint along with
the coordination of various activities to meot the rocquiremsnts of

“our Color Plans. Another bedy, who may ultimetely come into the

picture, is the Laticnal Defense Research Committee which is
about to teke up certain projectsz, covered in the Aide-uemoire
ef the British Ambassador, and on which the iar Department repre-
sentotive is the A. C. of S., W. P, D,

7. Actioh recommended.
- T.  That the &. C. of 5., G~2, bo designated as the
War Department representutive for coordinating the details of the
interchange of information covered in the Aide-memoire, and that
specific questions in regard to plans, types of apparatus, tests,
demonstrations, and procuroment be handled in close collaboraticn
with the Chief Signal Officer, G-4, and the Tar Plans Divisiou.
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€§} 2, That the letter herewith be signed by the Secre-

tary of i/ar and dispatched to the Acting Secretary of 3tate.

DISPATCEED

hy AGO 7-22-400 Cy- to G-Zo

AC/ehb.

16 AG O
JUL 22 1940
Received

Cencurrenco:
K. T. of ., G~2 {S-1).
A. C. of 8., G=4 (PCM).

Ineols:
Kemo. fron 5D 7«13-40)
s/Aido Mdemoire.

Ltr. for signature of §/%.

ml

JUL 22 1940
APPROVED
By order of the Secretary of War
G. C, MARSHALL
Chief of Staff

/8/ 0. Y. Bradley.
by O. N. Bradley
Lt. COI-, G.S.C. ABBt- SBG. T‘.D.G.S.

OHB
Hoted -~ Deputy Chief of Staff

’,

oOliB
Noted - Chief of Staff

Received 4. G, O.
(xsq)
JiL, 23 1940

/s/ Geo. V. Strong

GRE0. V., STRCNG,

Brigodier Goneral,
Assistent Chief of Staff.

-

v General Strong showed tais
to 57 who statod that the word’
21l in quoted par. in Par 3

I'should be used advisedly,
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ZSPATCHED
AGO 7-22-40.
1. to G-2.
.'".CW/ aehb,

18 AGO
JUL 22 1040
Recoived

¥PD bgﬂ
» GVS ocs v
GC4
WD 400,3295 (7~19-40) ) 5
K-TPD i
The Honorable, i JUL 22 1940 cinen

EPS F
The Aoting Secretary of State.

j

’

Dear kr. Seoretary:

I em in receipt of your strictly confidential memorandum
of July 19 in which is enclosed a copy of un Alde-memoire, dated
July 8, 1940, from the British Embassy proposing a general inter-
chenge of secret technical infermation betweon the United States and
British Govoraments, particulerly in the ultra short wavc radio
fields 1In view of the action taken on this memorandum in the
Cabinet Meeting of July 11, the Tar Departient is prepered to under-
take conversotions with o small secret Dritish Hission, consisting
of two or three service officers and civilian scientists, which will
be dispatched to this country for the purpose indiecnted in the mem-
orandum.,

There are two basic¢ questions which will arise {rom the
contemplated conversations. The first is the full and f1ee inter-
change of technical infeormation which presents no particuler diffi-
culty in view of the Presidential opproval of the Alde-memoire, and
the second, whieh presonts more possibilities of complication,
involves the procurcment of material by the Sritish in this country.
In regard to the latter, I believe that the furnishing of any toch-
nical or scicntifioc information to the British should be based on the
understeuding that the preccurement of related articles or devices
from sources of supply in this country should be subject to approval
Ly the Vlar end Novy Departments, such approvel being dependent upon
roninterference with our own procurement progrem.

General Shermen Miles, Assistant Chlef of Stafl, G-2, has
been designated as the War Department representative to coordinate
the details for the interchange of information, covered in the Aide-
memoire.

Sincerely yours, .
JUL 22 1940
CUT 4:08 QUT N
Office of . HENRY L. STI!ISOH \'c)'
Chief of Staff Secretary of iar. Qﬁ‘
. - f-‘:Z?QJ
ml R L e B
ame A REGISTER NO, 9004:B
7-22-40 l e et WY, Py e o
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! WAR DEPARTLIENT
¢ War Depertment Genera) Staff
- Military Intelligonce Division, G~2
Washington

®

' . ) : September 4, 1940

MEXORANDUM FOR THE CHIﬁF OF ORDHANCE:
Subject: Exchange cf Information with‘

Repreaentatives of British
Governmont.

1. Reference is made to paragreph 1 of your meio=-
randun of August 2, 1940, on abovo subjeot {350.05/7).

2. The present pclicy of the Seoretary of War is e

to broaden the field of exchange of secret technical in-

‘ formation and particularl: not to bar the diaclosure of 3
information on items still uader development on the solns
ground that they are under development.

3. 1t is desired that the list of items recom-
mended by you to be excluded from any exchanze of in-
formation be reconsidered in the light of %Yhis broader
policy and resubmitted. In caso of devices, instruments,
or systoms under develoyment, it is desired that those
whose exclusion is still recommended be listed specili-
cally, with reasons notad. .

(sgd) SHLREAN MILES,
. Brigadier General, U. S. dArmy,
Acting Assistant Chief of Staff, G-2.
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THE SPCRETARY  OF WAR
Diht G195 AHSWERS TO THIS
RADIO A% FOLLOWS:

AlpJLLg WITHIN 12 1QURS
W ALLY LR S UNKRECESSARY.

F ANSWER IS NOT SENT
winugn ?.ﬁl\'f- HEASON
MUST ; SLALLD,

t.F. CONLEY:

Atnlar dleneral,
The Aildufant ticarral,

.

RADIOGRAM
(JTP) Received at the War Department
17447 “eptember 5, 1940,
8:25 Ay
From . Londen, Filed 1:30 P, K.
: To Ass{ﬁgfnt Chief of Staff, C-2.
Y

Copiva furnished as noted:
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o mmmame—

London No. 401, September 5, 1940.

Are you prepared to exchange full inforration
on GCerman, Italian and Japanese code and cryptographic
information therewith? Are you prepared to agree
to a cuntinuous exchanre of important intercept in
connection witih the above? Please c¢xpedite renly.
This message for Chief of Starr from Strong.
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1 I_ g .
.| -.-'J-.. Y
e G O ST
Tar MILLMTEL DY, T
POSEF 5940 il
o WAT DFDARTMUNT
. '- o
L e Bl
= . R 1l .
-"-J. s -
1 -

Cwu-&bj‘

— e ——— = n 4%

-

e pmem 4 S me e = s

S PN a1 Rogg el tt :
s -

u. 9, MiviEAAeTT mm-s:g.’na-’; H“ol .

s e SRR T . e M— w37 e TrAES——— gty -



il = 2 e G i

[ — ——— o gk s

e

PP Ry

R N N i
R 4

Ree'd “lar Dept. Message Center, 10:44 4. . -» -eptember 7, 1840,

(ITP)

28WVP --- Fort Mogmouth, M. J., Septemsuzr ~ . ~240-

Signals, '

vjashington, D. C.
.. .~ense strongly urge

.wrong that this

As matter of utmost importance to Hatiz- =x.

concurren_ce Chief Staff in pronosal G=--.~°

government exchange complete technical :-: - ~ < -10R re Japanese

German and Italian codes and olpher sysse~- --- believe constant

exchange intercepted traffio unnecussery. #.2h povernment should

-~ ¢-a matorial and

.-as A, C, D and 2 of

rely upon ovn intercept sorvices I‘or‘co:;%'o

translation. Unnccessary to discuss Fzo="

. I : 1
Akins' memorandum because not bolieved -s~-: -t Wtrong's radio.
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WAR DEPARTLENT

Var Departinent General Staff
Military Intelligence Division G-2

WASHINGTON ,
September 9, 1940 St 3
b
KEIGRANDUM FCR THE CHIEF OF STAFF:
: 6;3
Subject: Directive to G-2 Covering Interchange of A

Secrot Technical Information with Repre=-
sentatives of British Govermment.

I. 1. In accordance with the agreement provided by the o
Mde-Hemoire of the British Ambassador of July 8 and the reply

of the Secretary of State thereto, War Department representa-

tives have been engaged since August 28 in the interchange of G

sacret technical information with mewbars of the British Tech- "\

nical jission headed by Sir Henry Tizard. >

2. Letter of the Secretary of i:ar to the Secretary of
State, dated July 22, 1940, (Tab A), staotes the conditicns
governing the War Department's participatien in this interchange
and desimates the Assistont Chief of 3taff, G-2, to coordinate
the details. This letter constitutes the sole directive from
higher authority under which the interchanges of information
have been conducted. .

The Secretary of “ar has stated verbally to the As-

sietant Chiel of Staff, G-2, that his policy is to {urnish full

and complete information to the British on all subjeots, with-
holding only informaticn whose exclusion is specifically recom=-
monded by Chiefs of Branch or by the Mavy Department. In the
former cmses, the Secretary of Var will reserve finel docision
to himself. Pursuant to this nolicy, the Assistant Chief of
Steff, (-2, has sent mppropriate instructions in writing to
Chiefs of Branch coucerned.

3. As the conferences proceed and the growing importance
and extent of the infommation exchanged become apparent, it is
believed desirable that the Assistent Chief of Staff, G-2, be
furmnished a written directive from the Secretary of Viar confinn-
ing the verbal instruction heretofore reoceived and defining the
infomation tu be given snd withheld. Becmuse of the secrecy
nttached to this subject and of the noocessity for prompt end
frequent contact between this Divigion and Chiefs of Branch, it
is also believed desireble to authorize diroct written couminica-
tion mnonp those ooncorned without going through the idjutant
Cenoral,
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4. The action recomiended bolowr has boen gone over
end approved hy representatives of the Chlefs of Branches
concerned and the Judge idvorate Gensral's office (Patent
Branch) .

II. Action Recommended:
The Secretary of War directs as follows:

l. The Assistant Chief of Staff, G=-2, is hereby desig-
nated as the War Dopartment representutive to coordinate de- .
tails for the interchange of infomation with wembors of the
British Technical idssion or other authorized represcntatives
of the armed forces of the British Empire.

2. The poligy of the Jocretary of “7ar in this respect
is to furnish full and conplete infornution to authorities of
the Rritish mpire, subject to patent rights not owned by the
United Stetes Government and to the concurrent interast of the
Kavy Departmont where that intercst oxists., Inforzation recom=-
mended specifically for exclusion by Chiels of Branch will be
reforred by the Assistant Chiel of Staff, G-2, to the Secretary
of Var for his final decision.

3. Information to bLe given to authorities of the British
Enpire will include tha {ollowing cutagories:

(a) Tochnical inforumation on munitions, devices,
. or processes of manufacture owned by the United States

Governmont.
(b) Cryptanalytie informtotion. {No infonaation
wnich concerns our own ¢odes, cyphers, and methods of

cryptography will bo divulped.)

(o) Infomation received from abroed concorning
foreign armies, their organization, equipment, morele,
and operations; muniticna uadar developmunt; politiocal,
economic end psychologieal information on foreipgn coun-
tries: provided in oll cases that the infoérmation hes
net been obtained frowm other Depurtinents of the United
States Goveornment.

4, Information on devices or procosses of manufacture
which are not ommed by tha United States Govermment will be
handled as follows:

{a) Information furnished by reprosentativos of
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the War Department will be of such general nature as
not to Jeopardize patent rights or trade secrets.

S (b) Should authoritics of tho British Lmpire

. desire to manufacture, or have manufactured, sopara-
tely or jointly with the United States Govormment,
by other than the patontees or the originel manu-

facturers theroof, eny such given devices, or to in-

corporate fgatures of such given devicos in other in~
struments of systems they mey devise, the authorities
of the British BEnpire must make such arrangements as
may be necessary with the patentees or the original
manufacturers of the given devices for the reproduc-
tion or use of any features.thereof, and must guaran-
teo to smid patontees, their assignees, or manufacturers,
the right to establish a claim against tho responsible
Goverment concerned for entire and reasonable compen=-
sation for such repreoduction or use of the given devices
or any of thelr features where such arrangements have
not been satisfactorily concluded prior to such repro-
duction or use. Furthermore, the responsible Zovern-
ment concernsd must apree to protect the rights of
such United States natentees or manufacturers or their
assigneas agrinst the filing of applications {or Lettere
Patent by others in Ureat Britain, its Dominions and
Colonies, on any such given devices or any features
thereof.

6. Communications betweer Chiefs of Branch and the
Assistant Chief of Itaff, G-Z, on matters touching these nego~
tiations will be direct end will not pass through the office
of the Adjutent General.

Sep 11 1940
APPROVED
By order of the Secretery of Viar
G. C. HARGHALL
Chief of Staff

/8/orlande Ward '
by Orlando Viard /8/ Shermen Kiles

Lt. 001-, G. 8. c. SBG.H-D-G.SQ Shpman }!iilﬂs’
: drigadier Geéneral, U. S. Army,
156 A GO Acting Assistant Chief of Gtaff, G-2.
SZP 11 1940 "TOT’-"?B}E—r
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October 4, 1940,

UEHCRAIDUM for Iieut-Colonel E. /A. Rognler, Alde to Secretary of War:
" Subjectt Codes and Ciphors.

1. It 1s-strongly recommended ag absclutely casential to Mational
Dufnnsa andt particularly vo the Amyy that thore bo arranged betwoeen the Governe
mnts of the Unitcd States and Great Britain an immcdiate axchango of informa~
tj_nn concornine military, military atteche end diploastie codes, ciphers, cipher
d-vicen and arparatus and cods and cither systems employed by Germany, Italy
and Japan, togother with ell informatlon conserning the methods employed to
golve caszagos in codes or clphers of the cluoses mentioned,

2, Information which can bo furnished by the United States will
Juslulo amonr obhor bhluzo the detailo of the soluticn of the moat difficult
Joneen Rsondine clnaer sreten used for "ubiost secrot! dirlcmatic correspondence,
v B3 jUSD DUEA CC. sautud DY ATy crypbanslysts aricy cighibeen months of
inbensivo word,

3, ‘This exchange i3 recamoended for the following reasonst

First, it would afford us technical information on tho solu-
tion of tho code and cipher systers emnleyed by the Armfes and Adr Forces
of tho porzrs in quest ien, Intercepted wmatorial partuum_. thereto is
not now aveilable. ren if the interecptad wotorial weroe obtainable, o
len~ pariod of intensive study would be nocessary befors solutions could
bo achivved. In {ie pres»nt CLSTERTCY the caving of timo is of the '
fFrentest inportance. ‘The-oxnorienses pained by the British in operations
aradnat tho forccs of the povers in question should provide invaluable in=
forualion, inclwiing captured codes, ciphor devices, ciphers and related
docusents, ’

Secand, it would afford us technical information on tho solu~-
tion of the systema, pertainirs to codes and ciphers, caployod by the
nllitary rtiachos, f:rev'n ofiieos, and ciplexatic crd consular rowraacnte
(0L el carmoany ond dtely,  whis dnforiniion ia ol the hithest iumortanco
ut. this tlaa, copeeially for the disclosurcs it misht yicld in connzotion
vith Ado Yntrentions, plans and operations in tho Canal Zons, Caribbean
&ran o n £ ontrel zrd South America. It ray 2lso discloso copionage,
pabotary ninns ond Zifth coluwan activities in this councry and its possess-
ionp. - .;rnu.ul ivins that risht be disclesed are tho plans and inton-
Liong of mr.-.uy and italy with roupect to the Far Last, Russla and the

tteri
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French posscssions in tho Western Homdsphare. Although it might be
poasiblo for this Governucnt to soive the syastens used witihiont the
aid of information cypected to be grined by this exclunge, the timo
nocessary to oblein such results zight aextend from hall & year to

two yoara. The exigencies of the present emsrgency forbid such delay,

Third, Our inforeation on the above subjects would, we are
confidont, bo oi material aid to Great Britain.

L. Thz Navy Departneant is opposed to any exchange of infermaztion on
cryptanalysis of foroism codes and cipaers. I understand that this opposition
43 bascd on a fear that any information we give on our mwthode of eryptanalysis
uay eid the dritish in brealking Gowm owr codes ond ciphers. .

Shormon Lilcw.
Briradier Uencrel, U. J. Ay,
hen N ficting Asaistont Chief of Staff, G2,
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VAR DEPARTUIZIT
The Adjutant General's Qlfice

ifashington
AG 400.3295 (10-18-40)12-VTPD-i4 dovembor 4, 1940.
’
SUBJECT: Interchenge of Technic¢al Informution srz::zzsstrssaszzsa:
with British Represcntatives. : SECRET 3 -

tAUTH: Te Ao Go = !
:Initinls J1 2,84, : |
:Dato: 1ll-4-40, t [T

TO: Cniafs of Arms and Servicaes. IR SRR R EF R R R R B T

{Seo Distribution Sheet Attached).

The following extract from a joint letter from the Secretary
of %ar and the Secretary of HNayy to the lational Defense Research
Committee, represents the iinr Department policy ruforence interchange of
technical information with British representatives, eand is published
for the information and guidunce of all agencies of the Tiar Department.

"It is agreed that all devices, instruments, or systems
in use, developed for use or under devslopment by the ar and Navy
Departments will be offeresd for relense to the representetives of the
British Govermnent except tho following

l:.

"i-‘crtainiﬁg to the Amy: Bomb ballistic tablss.
"Pertaining to the Javy: The bombaight and the

cntenna mine with two-
way firing device.

"Should the British Government request drawings, specifi-
cations, perrormance data and any other detailed information relatiug
to items available for release, such informetion will be furnisghed by
the Depurtment concerned.

"In all cases of exchangs, it must be understood that
ths 111.[‘omation to be furnished relates to tha existence and the operation
of spocific given devices; nand thet should the British Govarnment desire
to manulacture or havo manufactured by nther than tho patentees or the
original manufacturers thereof any such pgiven devices, or teo incorporats
features of such given devices in other instruments or systoms they may
doevise, theo British Government must make such arrangements as may be
necessary with the patentees or the oripginal manufacturers of the given
dovices for the reproducticn or use of any features of such glven davices,
l"ll wrantecing to smid manufacturers or patentees a rizht to establish a
clainm against the British Covernnent for entire and rensonable conipensution
for such reproduction and/or use of the given devices or any o their
fuatures where such arrangements have not been satisfuctorily concluded
prior to such repreoduction and/or use; and further, the British Jovernu~
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ment must agroe to protect the rights of such manufacturers or United
States patentees azeinst the filiug of apnlications for Letters Patent
in Great Britain, its Dominione-or Colonies, on any such givon devices
or any features thereof."

By order of the Secretary of War:

/s/E. 8. Adams
lajor General,
The Adjutant General.
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Moy 13, 1942

R-110

Fron Travis STOP Caotain l{astings, R. Navy is
returning to "“ashington shortly STCP %o propose and
hope rou will ngree that e auy represent G.C. and ©,5. \
on mnatters of policy STOP Also Propose mttnch to him
kajor Stevens, Essex, Fichting Area who will mssist him
and represent Y.C.C.S, in the touchnienl aspects of
the work, Naval, military, and air,
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Lny 19, 1942

f.

The reprcs,h‘:ntntion of G, C'. & Cs S, by Captnin

Hastines and Major Stevens in tho capazity indicated in B  .

vour 110 is considered highly satisfactory, * | O Ty
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of J2¢fort wora 1ot by placing all activitios of thla kind undor

o Poroifm Offlcos Thore wiero sovoral nood reasons for this;

tho Ti=nisoyry with tho ~roatost nrestiro, closect to the Eing

el Teizma JiAnictsr, ~ho et tines held this portfolio also, vian
tha Foroisn 02f1co; tho TM0. had a cercble proup of oryptanalystos
55 ot L0g on tne 1Inmorcaso 1n thalt orn of couforencod by ¢onie
trast to tho minor firzodisto choractor or inhoriutice of tho Arnye
Loy of2ort In peeno tiin; and the Torelnn (Yico controlled tho
scerct service lich can ald suok efforta to a proat dogroo.

Feroilza Crflieo control externds not vlone to tho dine
lo:ats and thelr teochkndeal attacho's svch as novol, rilitary,
covoiagint, SplaflusE], Taliznplat, and gultiaals 1€ Ancliaog
faraisn aviies npios, unair3ovor oreats, olvillan iatolllronee
Lipllvidualo wuld ormwildzotloas, tio undoracver cceiet carvice
esonb orjanizatisg, wnd naval=rzillicry otentsy it aleso lneludes
ccontrol of tso churcetaor and aceurity of all oryptosrashis aidcog
usal by tho abovo to insure tho inberent spfety of thelr on
cormunicatiozs, This last meationed coutrol, wileh oxtonds to
L1) LoelllTY= el systonio, is handlod by tho Coverront vodo
ol Simhor wohodl, e moe uhich is uced ulsd ob o.cover=un Lor
o pocled Solitlsh Dlogk Checiioy under the Joralre viTico. Thuus
£1) selivigise &2 WL Ioitlish Uoraptians Ix ghy vaseisn £10l18 gro
under Joroyn oivico cuntralizod control. . .

L.

Tan coneaactdn- Tl.o. ittt
Txo State Donartzont's control of ivs diplonats ond
tholr atiacho'n i ao.ounid cotpanablo 49 <hs Jseolmy O0fico. Im
othor fiocids of cotivity 1t 1lu quite difloront fron Drituinals.

{2) irom: louz oontast with tho stuto Dowartiant, both
o2ricial eal wnafticlial, I okaow tiat uzdorcovor asonts and uaing
have Leon noacticslly noneo=istont ia tho tredition of sur dine
1s n1tis sanvicae LE2 lhave ctmlored sor® In coytoln aivas, ehilofly
oittslide tha navoln Lenisafiong, o8 4il Lo arsy.e Wha offort wag
alaor in oxient apd pesulis. W3 rusc of owr atslllcsies couo
2ot dur acerellted slitoolals 223 Susorians, of 2loce Prom ship
vizdic ond voluu%ery intowm-anis, Yo o2zeb Hae saod Jor latssificae
TiT sl arcatliy omnandod offors i 419 1ln: tho C.C.I. vwao gut
un L2 iato 3%31.  TToet oxlstils undersover noditc oml sples of
orretlave womo transforred to Its Juwrislletlon aztondins vorld
‘{Q-liqc.:uapt Sor i Srtam il inss ilnh racoliie s sony-lovy
o dUdwy *

(%) Tho lostors llondzmioro wma plasod undor Mll.T.
wrlsdletlon Uor cowntorasnionara tvarto.25, not foxr osnionsao
LRSI e U und a nea ot o o0 ool Yol theor, uABh Loiieloaes
Avet s bleil ovly to 1939 vacn Lhay wore sado orianells es oleoug
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Ao vme to be exmocted, thoy procrossed slowly in thils difficult
101, aad wore Muided wund trained vrincipally by u.li.X. ond
.I.0e VVhloh had joint reaponaitcilities with thon in this work,
Tha ¥.3.I. W20 broucht up ia a tradition of erininal prosecution.
oy nado thelr reputctlon on tho thoroushnoss of their preparae
tion 01 a case {or court mrosantation. 4Whny obtained a porconte
arn of convictlons in the high ninatles, with Infomous “public
onamy™ or undomvorld Cicuros furaishing the color fur mublicity
and hoadlircs. #ut countorassohionaco work difforsd 1ln many ooves
£ on t!o utuel eriminal nrocodurs becausa duly acereditod
ofricicia of forci~n sovernments wero iavolved. The F.Bel. bel
to tn tzusht $0 ork cn thesd cases uwithout infrin~inc diplomatis
protoedl und without cuncetation of court :rosesetion, but Insitdud
aisin~ touard Lemdicannin: or provontins cffoetivo work, or do=-
volonin. dinlcantioally adniasabla reozcons o1 decloering then
Peapsana non sratals Jolnt Anye-llavy = F,D.I. offorts in thls .
1ise culrdinetcd in closing of Axis coansulatos by tho Jtato De-
partcant last susmap, . '

indzoandont F.B.I. offort continued to be tho
»oliscran araronch, aimod at court cooviction. Loy vere suce
eosatl in <z sann of rmant notir shies or unsaata rertlevlarly
coTo uhn oroita sront resistration act vas susdol Lo Jecllitaie
Lo0ir o

U bR el ele wnd siven Jusicliction of countore
gapioni e in tho Latin J:-rlcoe thoy took nold with susto, socde
irs oo off thelr na dmin In un attonnt $0 26t up en cffogtive
erganinction, Yoonc man vore, however, lacking the baclzroound
and $raining T8> this wonlie Yhoy woio gelqntlileally tralned
nollecnen vaizin: within the lesalistlo 1Xit.$iong of thair el
soricnco. Thar sogn cave w uny peetonga of 1oing: undsrecver
eowntor aronto rud Pa=orlontnd thoelr whidlo offort to bacciing
30=called Y$ac'mical udvisars” to tho Molice o the differont
Iatin fcerdcan nntiongse 43 auch, thoyr woro on fandiiur pround
and thoy havo dono ood worl: in disscoalaatin: scleantirfic police
methodse ut olhily they have bacn usotul in estublishing joPe
ncnal caatnet vith the polico, and in providing a chwmel ior
eiehanre of Aaloerilone Thoelr ctatus is imoim and wpproved by

tha sovorervmis soncerned ond in Tuet rany of than ere openly listed

a9 clvil nttocha?s of tho Ueds dindmuatic positge

It i thio lizizon eal ocoonorutive siatus with
tho nolice of I tin froriea thut tho Dritish Orerat Zorvice comnot
ROm 00 meteh ind it 1o Dor this ronmsh thet e Mltizh Gaeret
»rYien has esuwanlishod wad Yostered u vlusa liaizson witin the

B |

{c) Crmabonramiie widn, fe0. vDlen nnd cliplors, Levo
Alimeg oo cros pad BY 0rCH Usse JOVSDRINE W00y SLE LLG O

W mdspundontlye In Tecont years Jansy- . uvy coszloborstion b

ol
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boaa incrouasin~ to tho noint that now rutually developod uethods
ond srotono are froquently uwsed by bothe Tho chiof other usor

of couus uid eiparons 13 tin State Dorartzients 'Tholr systons in
tito naot kave boon the laurzhing stocis of the world's Blaolk

= oharte LI 13 only in tho nast goveral years that, uo A roe-
sulo Of Samye.uvy vonrosoant.tlons, thoy sturiod woing nom2 obe
yoloto Iluvy syste:s, und o reeantly, lorooly throush tho
wocasondations ol the D2afenep Coxmmicatiza N2ard, thoy havo
adonted a Tou raally socury Jystong. Othar soverawsnt aonclios,
sdehl ad Creadury, F.De.l., CoaTioree, oto. o on thde om. Thio
\iiiolo nlotuso cantrasta with the Exitish ceontrulined orzan Lor
davolos wnt od eoyntopraniile alds and for avaluztia; cr anprovin~
Teed SHOSDSE S JrSttid 2¢ior o 0=y by iy berench of tho 2ritli:
caverneate ThHis aToan i3 the Govoririoat LUodo and Cipher .ehool
cailnistered by tne soroimm UZilice, .

(d) Crywtanalysis in tho Unitad itates is nriaeily
Gogoint Jryelavy Sotur vizo. Collabdorstion is cluse, poitlculalre
-7 o rovelrn din~lsonvle scctonse lliteryensval systens ofo
Loteded by Too moouoetive Lervles, Thr ormnailzaticn thuz cone
SaceS O o dlotlat Jxvy and a ciztinet [mvvy urit Lreoly coobans-
Divt ey, Tut Covnlasins infoveridentls pvadar tha J-—mal Coaymg
PR -

LT . e B oo, i LY, - -, - ..
Lo riaTie Vo, o B lbist e ooy that e ghoye, In Sho G 0%
thavod Hlaps 1o 6 moall wmit ouhish waried urdos tha Uponmer o
- . - - va el Han e -, g . an b | n s .
Lasisigr, Disama]fanry Shoeliy (NG BNt INS oo gn mases

Slaly W i3 oo LaoYviced by tho-litTre  Uhe MaDeXe Run cntuoouw
in comptunalysis Lo g mAnor extaat ainee 134, surely oa nolice
N Baaiimil Trmom of Lmaltie L2 yerartlys itk Cosat Gonand ndd,
o a rouw werna viandestine oysteonm. 'The Tod.Ie vnit is nart

ol tacir ®loelnlenl Lavoratory! vhich doas rmch of thelr solene
2323c polico wori Inclulins soerot ink atudy. Thelr unit is
5ol and thoir caonthilitles are pd-ittod by theasolvas to he
Liiteod, since tiwy havo coufanoed tholr lashility to take over
cusliely oyon the cinpla Gosun clundostine rafvlo from South
suordoe viich in onll In volue and of conprratively oloiientury
LTSN enlly foom u oovrytanulwtical point or view. The Stnto Doe
pariviont ws no orymwanclrsis unlt. viaer covormwnt arpans have
oLouin Jronral offorts In tats fiold, orhayo a fou anatewrs (tiw
T.Cels), or cro troining o ow wep with fulr succoss (Ceuepsraliid).

(e) ¥olliAn: the deoisicn on oxciinzo vith tho

Dritiaohy Anxrellnyy roveeooniativos visited Enslsaxl An Febnuary
2ot yeare  mousbhincsten, ot thd rocuost of London, liuiaun vos
woatrhlicked ALt the British basey foval Attacioot o thes Lo
a3 o Tirthiey couprder ochunre o Lavibor end £or tho memoso o7
sarnlindas the Tritish Subasomdor with a 1iritzd erount of 4o
0 Luoastent Cran-o doerontod neosnsos, paitaily Gl ostiblisie
Lt o) macelal elonnels botucan o services ood Lao Deitish
Clle ., Coe Uhis chicincl o1 0:CRENsO o3 osisb.izhiod in v

B4 Vel ghavching of ceonyatlisng to Gho dsition helo was
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aotonjed by rutual agroenent. Courder service to loandon' via
vozhar continuod through the Lritish le/. , _

The abovo iz an outliae of ths U.3. pleture whon
Cantalin !lasting oarb on the scene in tho. lato sumior of 19%4L.

De Cantain jiastins'a activitics,

AB an !niivanoe aront of the B-itizh Tomalen O0ffico

Sooret Sorvice, Captala iastings quizicly and efflolontly ostebe
1ished close ond frieadly rolutions vith Dellels, ilalede, Op=20,
Cp=37, the Sirnal Corng, tha .tuato Dewartrmont, tha Coust Gunrd,
tho Fe3.1.5 Yroasury, Conxorce, tho ¥.0.Cep, :nd momy othor groups
and hish orficlals of tie Uede govoranmont. :lic slatus vag 5070
vhat cazeuro ut Tho tino, but ineludeld unans othar thinss full
authority to doal with the U.Je Lrmy cnd Davy cryptdnalytical
unlta fop the Uritlcsl C.l. & Cude 10 t00lz over the courler o=
ghease worl: from tho Hritich il.ie M0 roquosted at tizngs cartein
dagrrotions bsarin~ on Aslec finenelol cad oonionose activitios

in wouth anerica, 0l vas uwmally sudportad in tiicdo requests

v diasnatohoy 1ron tho Yoralsn Cf2icoe 38 @ laval L ficor by had
ponly 2ngnnd 0 040%I. and tho Jlavy Jovartroat wileh wag 2oc1ling
Lith ofskaarn of iy Jodllsh issions u tovme G o4 Dizitlsh
inT21l1-:00%0 rovTounuLLllive L9 s on ¢lo.so clid frlondly +song
Vith the Fo.D.I,, Or=lo=il, ond 1MeIl2e?s countare2sploausse soccioas,
48 2 Celle & Sale 2pTooontatlys Lo ot e Gonat Guenrd to fuwnizk
hi- thol> deervyptlora of Corruein Clandecting 'safsic. ila Srugs status
govoloned surmihat lutor whoen thoro arrivod in ..ov Yoriz a L.
tovenaol who s aamointed hogd of tho Dritiszh wocrct Jarvice
in tho Unlted Stateo and the Lwotorn ilbalopheors. Mils oxpandzd
activity vas sot up uvlth full Ul.se appiroval as u codporatlvo ace
tivity iIn counteresplonucae

wishln thls group vias outablizhed a szall wunlt €o
study tho Co:z.an clandostine radio pleture. Phey hud contuct

with the Havy Jonortiont (On=20-C) on this, and in lovonber 2041

ropresontod their work as being a dosire to pool in one placo
all tho Aritisk, Cavadian, awd U.s. rasults in oirdor to get o3
completo a plcture as posslble. Thuy furthor stated, ™Aa soson
au tha Unltod Jtutos i3 ablo to fully toin ovor this Lorman clane
destino radio work wo (the British) wunt to tura it comploicly
ovor to tho Unitold Jtates." I viow of tha fzotb that half a
dozon Veude Orranivations voro 1latorceopting or procossing thin

. traffic and ccllaboration by iLha Ary=llavy orpzalzutions wih tha

otlhors vus narligitlo for vurious reasons chlafly involving
s.urity, ead urther, bocauso t'v Tritish~Conudion offoirt hod
cortala ecvoranes vo imi:od, tholr cugoostlion wua considored
€. 2olloent a:d w3 ap-roved.

yantaln ikoting socordingly oozan Lo adllect cad

o
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rocoivo full inforn. :t!.on on thia subjoot f'ro:n all u.a. aaonclos
fuvolvede Sinco tho Coast Guard had dono i-ost of the U.S. work,
oh C:.'.'..'.'.iun clandsstinoe, his rolations vith then vere close end

neludsd full Tilos of decryptod systema. :I'n roturn tho British
oot .,or'.r ca unlt in Iow York furniched infornution to tho
(‘U\.Qt w.‘.

In tho ensulns ronthc, ‘under the stress of v-cr and
tho uorious shortase or cuncu.l.o oryntaualyticnl talont, the
wenecy of elininavipp cunlicution of efrort, or ut least co-
ordir ati:‘.,f; the oi'fort, vws ore and nore otronly felt. Por-
coznl cortacts \rro established vith the othor units as'a pre=

Sisinmanes €0 v2is ende I tazoh o1 thiz mear tre Coast Cunrd
cz.-:;m*:...mle, sis unit wus vroutht under dircet On=20-C supervizion.
I vou inbucliy Gocided tizt all llavyeCocot Guard intnl_:".:c:'.:'.o
.....;1 =ouoerch o1 uyar . claadonstire usuld be conterod in tiue Coact
.. wfa LRAu thelr output vould Lo chonnolod throush tia osteonliahod
vy a2 dloccoodnation sroten iIn CJlleIe Thiu wos a first aten end
O STulu ONCe
=i tn istorvening seel bofore this was put into
(..‘L‘..'f.‘ai., Lo suuascaactes of vantaln Jastias, you 211l rac:zl.‘l.,
vl nax myizih, owe L8 Zoooead anb foel <EoAn o= g r..,..... )

UO Cuty thLe oull A0 .c*.'.m Lind tlw"'"':tie't., Pron the Cuust .
L Lh.-,..:.-,. ) .._..-: LI Whdie WO Cadlold "W inm on thls iz
I.... WhaSh T34 Pocall d viag I .:'.';:",cstor‘ that thd o neare~plnivn

R - « e
S s b.r.u...u-.._,u s Tl el USwe ddem -u.'-‘-uiml UJ B Puyupiiiod ol v SIS I 4 |

wooliii, 9 o lenct ocovdination, of tho U.ds Sl ofrort on
teumd 33 ;....uu_.;r c.:*:.;;q >ve  Farta of our ﬁieture on Gorman Cliltle

ALl wod sblll e scattsrod botwoon Arr.v, luvy, Couost Guard, tho

Teielep 1u2 Zalaley 0D Tate i,..'m-t..azt, voacorshilp, snd the
CeQeze I vurimactoc it L0 SSuio ..e;,urt"o-t e tho lolieul
R s ol g ;-..t........_.._, such o Jat=tosothor and belioved Lt th
dewade iAW) uPgmate AuEl :-.:nt*-". «io Iritish e zprossod tontae
io7e sabiciue .l 0 uiun L —20e . ::,arc"‘l.,' :.n o foliviin: talx
A st T o el :.:,' Ges20s0s o dasira to have tho
taca ool witunjemiint it S Caoist Lasrd conbinun Do a wiiila,
This i Sot u....J' aruci to, Lut ..,..cm stren ‘thonod at our oo o5
TiCa ty votldy mooting av the Cpast ! uurd Tor o:xchanie of tcciw
nical datae 2moc3 raotings eontizuod botuon reprosentativos of
Caphela :lustinc, tho L-o Gt Goard wd tho u.svy untll last wsos und
-norad ratualir valunslo and about oqually benoficial to bLoth sidos.

!t:

So Cayo aftel Lim above Llll LM DellJde vaovd stichk
a pLondcul wd e J.u‘.'.‘:,c:.', ULU0Z L0 ulloratlions BuSsoste a by
23y WAy Bany LY L2 Marleos  A9nbly Choweerclr tha vieut o aoting
el Lowd Lt D22lala of2ico butiioon 'J"-’QSJ-I‘L.IUJ.V-..-J o0 Ldd e
fL0%0 & laeled, oxeept Colsarahio il tha €u0,T. which wmpd only
'i;':: ,....c...l;; intorested o h:d 0ol vﬂ G.’CD ous oi‘ Ta3 LiclulCe
Wb -."C- & s ohl .'-';-. > rattans 2 eoniin e rad oY ~Li L

W :..L::..'¢+C:1 in Yol ofWorts will oo rintlanes lavor siuwe '-.--.

w’foe
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(%1 eaould bo coasilored in the 11zt of othor activitios of Cauta!.n :
imuting and tia caczot orvico.

At

I'7 porsonal roletlons vith Centain ilnsting havo bean
qulte fricndly if nct cordial. &or cavoral nanths alter his
erolval 10 Lad fmoenont bucinacs contacto cnd o mwabar of lonn

; conyerseslong, Im the naculi:» nonltion of beling attochod to
1 0._..1.. tub '.c:- 'sins in 20«8, I wes consulted by. AdiAral Wwilicinaon

on ."::t-t'sr... br"'."’-'t to nin by -"am.-ain ..a..‘l.ln.'; vileci 1-..{ at bear on
Cor=male iion Thasslilce e 110 4a.Cp=i0 X s ua-.:..:.n.....t,' anoan,
£23 Cu.lDTGLE - .,a::..lt A ‘:.‘:s“t...m dosting Zad GuCe & Calls ...nt.tara
to boins upe At tirmas tho Cp=20 buniasss ves satirely vith 0 In
gerutation oitham '.1"1 dasipayg of ILoa-mlon o :..oc“;'p"r-.l iavoliloonce,
er 1t kRls oo ronuests Lo d:cr""ﬂ.*ans £ Sogret J3rvion uzs
AR e o B PN *1::.,:‘..1:;.-. vozs9o B latter prpoudure B a
viglitina of the walzrstandin: with Londan of the provious Juno
WS35 03895 wIED e‘.c:‘. rafozrod to the D.Il.I., but ainco they
Brmally oo hosiod Uy oa 2aspated £roa tho Foreign Cofice tiaoy
vora alvays grauatel. .

Txansiiaat thia Yiaiaan of ton SImLis, na~tliculaely
I~ zzma oof myocnple lons tolio with hlny tasceln Destias heo b

«."a - . . e =l o, ola an 'h- b T
l-. ‘:- . e . e r -y - -y * e - - 0 L | a- I):.
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et My el R R W oum e . —-... . Y S 3] ul-l..n-d--.-\.--. WPd B cemn s
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vk 18 L5A88 I8 (130 ..a h3 Juad JO Dudd L DG Saliang Loud
g innmatlias) gt 2 VISG L 2EvL Nl "."_tl.:z OINANIN00e  WallD
e ey outiol~hin- -":1"::: S woy wilz chould nep b tho cute in

end =& T8 .u...-..;J. e omohy DL Sha una Loun: u.l. \J.a .1.-1 Wi 73000 Udaa WS

PUloin L vallyws aim -'ﬂll ity n 2-yOie b I il of unu ol
£h32a tolas I ooade 553 posvwk t Captain .a..ti.:-:'_'. thue I vollovod
I coule rovonse 1y stond unld \'3:: D a5 IVrond an aygwaone for
ool aoc sl wilt no I bad r_ai.mam-.:u aruinst ite Adciyald
"o,,ms 119 !-:mt fully apmronlood of Lue dotuily of thoso tali:c ané
ot W I S e s o -::' SRRl 2 Setv i Y
Cantuln lastingts nHrosalyting offorio vora carvivod o

=itn nny othows eormizoat of i e “a:..::.ul,, ticel -\ctwlw AR
QUi UL COVaIPIaNLe =07 WO roonLdud with a doud oar fo- Lho
2:.1‘.!1- T, WMo 130 Jedeie Dtk thd SeCeCe Lilod ite “ils PRCUC -

3= a2 i.a.ﬁ. Lovorlably carviod on -.r:.‘..l: individuals in tio
h' "‘i" eanr£dang.al 1auacs »royor to L tubhlaot thouth Lisyronov
1‘“-: lmaes AN Lnich tuo x.eﬂamur:,-' :wcmcy' tl:o clooploa thwse -
Rinl tha zeonos cotivition, Wt the fact of ti.aly taxlss pluco
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or L uv:r"' .:::.wc-wie‘w. VAT allea Toan toab ’&Jl-n’-u ida
afra':;u in thoai 0 Jv:m.:im... 2O Tus o0 D oaoh wumro vhay

have ,m--;;t_ie.;-'c-- =1 o;-rc-ﬂ ug D3 0TS ThD Dauv 2 Lie0 you foad
Liz mulie fronidy a cotnls o ...a.h...s ¢02 Junt what 1o Tavy
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©  outoldo the lavy during tho lato opring poricd yhilo mrnforences if
wvure in prosroes ainoed at coordiacting tho U.ds effovt, 1s not |
uorinitely inoa, but the conforencos thenseldves us woil 48 Po-
aut develoroont mor glva a clun,

, Ge Us s "Coordinssice" conloroncods

The Tirat stop totmrd coordinnting U.le oflfort 13 cove
1 erod ebove in connoction-with iho Coust Cuerd. The circunstances
laadins o to thae Stato Sanertuent conrerenco nre wluo ovtlined,
Ao o rosult of thls conforence cortain nrineinlos wero ajnraad
unta chiafly aoitcorred siith Jizal actldéa %o he teken on decryptod
1L0llincidtue  Cumsiiong wi' psdeusuient, [wecossllyl end wig.codinate
irs coon retoreed to tho Intelllsomeo Corvdttona viiose netborn aro
tha Rosd of G'F%, TTID nad €ie TTI. Wwhls oo liles deeclded thot
Linne vice woeeoiont vas: dosirablo, cnd sines the piineinles of
Tinal aotion L:nd been dochiiicd, a sube~cOomitico villch they aopointe
¢l shoald otwiy end ronort oh the w0 cuastiona of Yprooossing"
and “Iissorinetlon® of dqcryptod fatelllsonce,

™10 gonforonces ere L2ld bttosh WW=20=G, tho Si-hal
Cormn, t3D, TiF, aald s ST0e o Siiml xansrt cutilineld oo
seiph Ty L, AT VAEs il U Anvarsies, the easuliliting of
T e obran Ualle voorOk GUzo ol Praegtuidmdod FInlietlion V0 twum 1.
AV peand wonst Qarid)y afii Bl TSI, wh) Decoumandod 1iiisailoagna 1
o ascsdanstaoite Ll 20020t A3 v an the Ronde od tho Xatoalll-
range conalnnoa owaitin®g aroval hoforo funtier actlon con Lo 1,
wizen Lo sut k9 mocwmandetlons Lits oltoch. )

"

In addlitlon Lo the above, asothor fomm=d etyn wan
talan 4t Ui Cid of fhy uhonAArmy agtasd o transior nll Lioir
Carvan el nnostine wori:s to ths Coast (uord nool vihieh thus had
 gbout U0 o Lo averall U.de activiiy oa Garxon oleadestino undsy
its chaxio. %Yhis sot=-upn thus nractieally olidinated U. s, daunlicoe
tion o ofTort aud diapairclon of wotlvity in thlz catorory -nA
wat vealdy cuhirorancos wlta Lritish econlinuing fwnishod noarly ’
an idoal arranserant Tor lritish-l.c. oooaansoe on Gorrion clsadestine.
Luab e vela corhoin fliis in the plotuzo.

———— N e

) A% the Initlal .ituto Dopartront conforenco suscustod
: CF Lis Dellele, W0e Jiy o tho 00 uidoncly udvoectod a gouteal
rincla Ultle Dlack Chanber.. Thid tay kave basn alrody ito om

1,02, wnlarlussecd vy olhers. L tho canlerances wAth thn ¥
cLu7 geonly ohdlu thuly enculumico of diplantie Loeliic, hut
drLan mo o strad-htforumrd tull tinoy £inully asreed to o noricne
CdoLosa tandatlon Lhat iy to included in iesenincilon of only
oLy Utidsuiiern elnndostisg Lrvfic. Thraechout the pordias of
vl 333 OITADCHEGS 2irod At SOIDJLLLTAng .He OSTORND Lo »oouloo
nelitvatizs of Losioln sting in this sadstioulor f4010 wara 0l Curo,
ERUT B T KR AP LTS o RS 0 A P AT b - BT RO « b3 o .t PR R B
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advantazo €0 bat.h orgunizations, fostored u'ul ineraased their
c~1laboration in "ecountaroonionarno' w ol in Yntin ‘oiorlea, It

wvan dasirable that the ¥0I ic,) of Coizan el.anuost..ne offort,
ro'nded ol about 3b » traffic covernso I'u't:lahed the by tho rcc,
b odced o tha manl for siveral yoztoud. Uhe .."L., as reationed
curlics, ads tc.;]v could ot unlartelae the vholo effovrt viien
oftarcd to t.her 'y uau“ita tim fuet tiho cr"p"a::a_:r..iczl orgauization
was ton ties tho alze af the Coaat Cuxyd.

w0 made tho offor bocnuso e m*xtol tc use tha Coust
Grinyq for othor —polceta. Tll ¥CC troffio and T fol"'w..:.::‘."
1- %018 =rnee wovin "':l:. O"‘l: tho 1. '. 1\‘.‘"’ ..’....'1 S0 Gyl Lusrlle
L TOT 150010 hud moma than it could ap orontly hanélo with
£..» erininal ‘c*'ﬂ'}:: ae o'-:'“‘"r-“'*'", sl i :!.n"i.u... ave tield, 4Whis
i~rcronco 23 £9 L dsm Drom the oot they hhwve often oculled
o1 g Conat uerd rartliculorly, o0 wnll os Arw=ilnvy, Tor cic.

"' F L ] de % ya P ot "I oha FL . e 2.
Fandler. almont o o 21D Pinlancl ragluet &0 wia 201 A LN

(n'.'.*. :n cical aotinn allot o gunll gntion of 4u.t Leins €ouw
T o i T4 LT Pomd sompiony ~wd nap® om0t En ‘,..'".C‘::'...OL. te 22X'3

-
i maulaie woprlog onee iz 4o Levirnl Loullu.

- we sl

aon Mm% of m Sl @ QESGORG EET Gredd ianE e e
B0 whis "l M end:  APENT s LN ADILLID eerus omviln In
B ApDanR &0 LEERLT G TR e TR 1t i SRR YR nGRle
== -Gk vl a2 Upast '“'::::". thnt &1l Lrykhes avol orey :_'::1 s s el o b

Tl lhenwinil e, Ll wallld L3 :.:.':3'." s gl Tl b T g
dite JBWLY Pigvsy % o AT 0T LA L0 sy Soons s Llisonome

L Dy u' o Yy c,.c‘*v'a'::'-lv SaTes pitich call...ao_- ..J.'-“ in tids puite

el o latin fravdican clundenting Jleld, L....ra ora swostionn of
v AT :._'.,', :'.'..*:"'"':“9 & '7_"‘- woAloy i leh heve looh LIl
PRI BN L wTL e doalu it ruvihos cu. = Lhe onrting

I-:t. .p- [] ‘l"i‘"f"fl".".ﬂ
R =

o ......r: c¥ IJ-J ae &f =2o0mg intaroot heg rescnsly tokun ploce L'.'.
‘o Fom: sl :-i'c'.:._': o) wiwoxrstoote. . .

To  Zalew Nk onivols,
e Lo Yol acteun of 0pel0-"w] L .:r::.-; ks W s o

M b U I e """'-m....n" ta nocuinge by vari u'z undercaval
D el s har of ..a..ai?,r'.’ :‘..'.vla"uuic and a few finow ruval
¢t ted 2alutnd copmbocoaqtiis ratanlal,  Uhese netlods vo

weoLvnl oyer g o variod of yoors '..::.""“ t“u 08 Sisctios o G
A =2 und 10-) in close touch uALH Uoeiusde -2icrn w2

-l o gLl & 4ol 8 ¥ "! 0 g ""IO"”" o0y Iz \| Wy Be Gckion inrgy

:'- ] l-_.- Gk ic'”‘" :-:'." 428 LN ch-l' g t Gnrllisat cod _,1'.].... .:'.l...'._',
o i ‘...-q s akuation Lad oen '-‘u‘ iy auvolisd o BRS

. v \qu] o paro e 0N vl 3 L-Jf“' AIL-I.._n.: e }uu..:i ; :—-.‘ptu-l'
bt Bem B 'I'In:}"' faf = ‘! - -‘unneraf" H
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in covolopin: 1t rurthor ho has nroduced ocourandsblo results,
~ut, becuuso it wms done without tio culdenco of Op=20=C (via
T.1), ovorythinz pz o:.acoa tl.i..a sorins 1o dato is in tho honds
af tho FUI, lncluding o orlsinal £ilio. , This is because-
I'arifonden Lad obt a!.nod no ca. .ara of hls @ aud hod to coll in
tho 3L, vhick hos plcnt" of monoy for canoras, in order to do
Ltioe joboe Tio ¥2I (Tos..nical Laboratony) in very liloly to ate
tont to excl.un,:p t‘ia r*.::i.eritﬂ. vith the Britich for ravorlal
nov to tharcelves in order to commt thelir roletions further
with tho British Secrot uowi.oe as well as to incrcuce their om
doowyntin.,."- covOrarc. “hn DT may clroady havo dono so singe
toay have tho rilia onld thils nay bo cnothor reason for tho
oaitloh vanting to doul priaerily with the FBI.

A noint In thics c:umoticn, clirtitly cisquioting two

vk &30, QS {urfouden?s Ionadk atouv "'Ur:: fron the Erit!....n"

ncn-:xin‘ nlch bin was veory :-a*'ico e 7his point hocanoas
o.isturbhf- L'1 viow of lz=st Triday's dovol --*er-.ts and, until
cl.:.:-i.::ic-:s, engoriiers ore t.un a cuspiclon thut the .,__u-m
Soerot_.corvice hanleucsters in fou Yook aro 1 1:1:1- use of tho
g i e .S SLONLL Cewe LYY SOLeuD, ‘.:;; iiract cwibuct (tho
Tl e O IV litwely 1‘..""7‘.1"‘1 e 72X amle nagtosoarily 4s
2o Vouny LOsvcintod Lavl caval Iutoillonco tlislCe

gareLin ‘asmut..., .-J.iCVaT bordered og tha nluarm Co

Cur L.ov ol un .._’. wosion wizishicd wives jobs and do s.i.*.roro.l ko
nagdiict oo thieo dirforo.t couricr tripc sprccd a vook or two
et Lasoro v ::;_"-_ua: ju clpizo of Wlo vork (vho wea tho
couriory) rove us any inbinitiom tuet pornona .utsidoe of hic
orcanization viero Livslvode o tho varlior tri-:a our tells with
h"_'1 l\o ™0 coucornod m.iofly his nethols, resuyl t..., and pluns. I
dnetl 2o vl 'u.-'x uot S0 nausion® certain Teatures of tha cuso.
.:.-\.-...,....1 Ll WA 3T3RLGT welng; an ossential ol tiis work tho
POLIT "L b B Yriliitue W W10 B2A0 el Lodneoday, ho evor, tio
gavenl. sl .4. ....:-.: NS eridwiaad aind 1 1.-"._‘.: nt oio wasd ronine
Laseoud O UVLOUI Cudul wath valch £ ked Zixut Luad ....,:x.‘j...:ac
I Siasd u...Q sableet of £3ulae '.."::f.a had Baosa en silr vertind)e

L3IV sa podnlan in provious rocis, et wo "-".'10.'.! f‘r ormoeany: ":‘. SeLV-

ntas of his ond Iron oy w "":: itors cbbud uh"t Ly hud salve
0 I '-':a.;.m “ho dircet cueaticn cliclted ¢ o b b .‘.:n o Tigld L

tisa wd a .’3".-.1,!-.:111 a._";t'.':'at, 0 wvonum, bad bc.o:: u.,osl i‘o“ o eeal

. nnf e
.\l'a-.‘i'h [

Twnro is no ~instion thut Maffondon Nhag ‘:.oan thorou:ji=
"

oy i'x.'.mt:-f.'z 222 "R diuconclivi. I v ghyoars thot in i3 he
a3 ST woalonn vl i eeland It ot ::um" > ue inf o.....s.;. 000
- h :L:-.-:."" g -\"-‘a": e Ly t::m vy the rrn.xlt of ‘ritich Incslltiwe
A LoraBinh o 4 u velhor fosiren oz YEiast on 1ero."1 ¢330 OCw-
PR oa in ‘».‘. Ve ia ‘.'.'.':;-' g .'.I‘.’. Lava oty t0 tha 1T »29-lo in
L L Lol Ltend ey ;p Lo Lo no-rmeir oF gll asnhoots

S0 G nneclly oved c.)u-wa | ".' BT Canl s ns 1.‘1.: . ~apc-- Coli=

wli- '
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trolling ogency through which the initiel exchange took place’
und work direct with unito of it without our knowledge. - Credit
ror this would be due Captain Heasting's spade work for the
British Secret Service headquarters in Iew York..

Ir the British Seoret Service is not a model of
ethics for the "9peoial iLilzsions” section of our proposed
"Coremnication RalGers" it is certainly a model of organiza~
tion tor aoquisitipn of foroisn enorypted systoms we may want.
Porhaps ethios 4o not beloag in this field. :

At any rate, further leanks of this kind were . .
cwrarily stonped as soon uo Cormendor Venpger and nyself rirst
lcarnod the facts last ‘Jednosde)y. Yerding pushing throush of
& DI0O~3 caiera rsquisition laffenden will rotura to tho pro- . )
codure usvd several dozen tircse in the pact, of calling oa us !
for Lolp Tor such vwori.

This episcode zhould be olozed with a word of czu-
tion on tho surnlues involved, uithourh thero is much to substans
tiats tho ploture, and in this bush-hucsh Tield it is usually
inpossible to do uovo then £111 in vwith leosical surniscs the
cutlinin:; facin. Pocitive inforn-tion on this opisods should
b3 krovm ln a Yew days vocauce soosther job is hoing sot up with
a Papresencative o tiis oivico, tut 20t of the FBI or Britisa,
nresent.

B. Gaourity.

This oubject 1s the very heart and soul of the use
of all codcs and ciphors, aerd, of oourse, of attempts to break
them by cryptanalysis. JFallure in security of one's ovm come-
nunicatlon systcrc obviously »asult in loat ships, battlcs, if
pot lost varo, and losus diplomatic conferences as gurely as
a gtud pokor playsr losce to opporounts wio read his hole cards.

Fut vhile possitlo compronise of our own gystsos
cen usually bo ramiziled boeforo irrepurable loss by chansing
ofton 19 scocurc uuconnromisod systens, cryptenalysis is a flowver
of eonridornoly greater dolicasy. Yoars of coffort of a larpe

eiution, sinco conpronise of the fact that we are readins even
a los wcelrity syuton invariouvly lcouds to its esncelletlion and ro-~

. plusue.ant vy a nore difficult systen, or olss to replooo:ont by

Lryiuuy o annroxinately equal ssocwrity at noro frequent inter-

*wlz. %0 tendoney of ovory natioa is tovmrd 1101'@ socure svatoma.

1. tio coce of Oraapo, inhoront sccurlty nas iicroased in the ]
7 % Jow resrs in ebout a jconetric ratio. Donnita the advanco

0x Lha orpratanalytieal awrt, it 1s olouvly but surely losins sround

Uy dneroroed eo. ploxity sud aeaurdty, waile tio nuwmbor oi systaua

I s :
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that booome blanks to the eryptanalysts 1s inocreasing.

Parullol with this development has grovm the tendoncy
in rocont years to muke greater use of osplionnge to obtain for-.
eilrn systoms. “This tendency will increase as the art of crypsanal-
yBis i:ithers. And thaut brin:s us back to the Lritlsh and the
F.i,I. A8 indicatad earlier in tnis remorandum, tho British have
a full appreciatlion cf the needs. The Scorot Service under tho
Forcipn Office is in an 1deal position to work for tho G.C. & C,.S5.
also uader tast offico, rnd the weight and support of Britich
Forel:;a Orfice Diplonacy con aid by a dslicate apsipt or diserate
prod i;aon eonsidorad feasible and desirabls. Ths U.9. hao no
comparnole orgunizatlon ror tals work excepl such as tiae U.Jd.
Iav, has davelopad within our borders.

The F3I anvreciates tho security features esssential
to aryptenalytical eflort oaly to tho dosgroe that is to be exz-
pesied of t.eir elenontary oryntanalytical abllitiose and oxpere
ionos. Thoy custozerily headle and diasseninate ormianelytiaal

e:ml‘;:s in the sue ..-L.\.I‘ ans othu. routline couticoe.tial liutelli-

STCU.  Joriuauvelt, oo cravae.s Laor Aav) been r2ading era only
':::‘:'a ....J" Qoo cle nc.ez,»i;lu JuGS. .'.:..:'.a anve ol ;uovuu..t.ly notv
L20d Ao g 0:LTA0U O WD MG QL. B

0a the otiher hand the I'SI's potentialities of irroe
wrrabla doiaco In Ghlo wlack Chember worlh ere inhersnpt in thoir
or-aaization, tradition esd murnoso. riipgh ¥9I off'icislu have ine
oz va wviab if tho Distriot Attorney, or the Attorngy Ganoral
calla 2o conpleted Geerypiioas to nsa in prosaoutias a onzo or
ap avidécnoo in conrt, the ¥5I rmuct oomiplye Thalr Trenk sdmission
of < -xr knlplosaiess to onard the nuurity of eryntenzlrtiocal

rrguliy 1o swmtoand only b-; tazir oan;:lccent acceptence of tho

situction; en sccentunce which sives a furthar oclue to thalr lank
oY apr>zelotion of cr:pccnalyticul scourity.

Iansdocuate underatending oil' the necessary soocurity
and cafonuards hae toen reapocsibleo for harmfully nisdirooted
cffort or for loahares snd cornronicos of our work in the pagt.
lazt yoarr in April tho State Dopartront came close to comnp: rorzising

ar ..o O0zninzo Din efford by niskondling of materiel cn that a
1c-u.~ to the Gerunn Secret Sorvice was rasaad on to the Jaosunese.
In 2CLC thio 73T nhotosrdphed 211 tio t.acu*wz;ts of a CGorcnn dip~
1> tie conrisy who wes 1'orc11.1,f dotnlned in Panana far +his
LUrTose iy others. Tho offord vins alnost uselers tor leek
(:!::.- 2.3 warnooss and aigiht havo Men very haroful i e hald boon
@eodic e the aystems. A~ain, las % yeor in !'cy, tho nargotlicn

. ,,L.opln “this tina, selsed, nhoto. ranted and uhus o3 enl;r €. 1Dr0=

'.J' Ju @ dananese lLaval systen ns..ul eilleily to m,-.tral v J..-:- HENE
siehant Tloot, but ussu wor aiilp movo.ent nurpIses dY cxiv o

Porgrraess Davy.  Ia %0 cocp o this  ~epigtlcor g'”t::‘.; and

Itz waiimariels co. Proaied I una soexs Wit :,-.p..uial vusling siaeco
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in order to obtaln it, I twice rioked nmy neck by entering o
darkened roon in vhica there was a forelgn armed puerd who wes -
tnown co ba resting, though on duty, end was osllsved to bo
uslesp. 7Tals sytem we had been readlng for a yoar before it

vas ozonly comoronkoed and was definitely scheduled for use
thrauch the end of 1942, porcups loter. The syatenwhich re-
nlacod it i3 stlll a blank, with few prospects of eracking in
vicu of other worx of higher criority snd importance for winning
tl'-la T e ' . ' °

ony otaner instancos nowed not bs listed hero othor
than to remark that both the wilte !louss snd the State Doparinent
havo bson involved. 1in viaw of t.> Taot thal in general tine only
noopla yualified to ley dovnm the dorree of ceourity necossary to
iasura continuancn of ewrntnnolytic cffort anre the noople familiar
with the intricocies of' the prodlans snd those charaed with ex-
orelzing or instituting the safequards nacesusary to contlinued
suegens, and furtheimore, sinco in the Unitad States the Ay
and Xavy orve tie government ornana thun quallilfloed cnd resnonsible,
w2 oord to the cuostion or desidorata in this oifort.

‘:‘o ])‘)119-"1

an thn gnehonco with the Erdtioh was doeldad 1n
toe fall of 2940 anu carried tupofhga 1a Helruury and ilvea of
1cL1, the U.de or~ans vamiler wlth the fuct o tho eigharne
w2rs ths Amsy, tho Yavy, cnd thes Vhito Houoo. if'or souw roadon
2ot imovn to nyaslf, the Jdiats Danacw.cat viaps not consulicd on
the initicl dceinion, nor Informed of tlie subsequent aotion until
ruca latere In Fonraopy 1041, Adiiral Nozura, tho now Jepaneso
Anbassedor to who Unitcd, Stetes arrived in ieshingcton. Sacrtly
ticae2fbor intor:al convorsatlions botwean hin and ire Eull 1odk-
li:g voverd filciily shme ooridn rainds for auclioretlwy: diflcr-
ences motlcen our rfvarnments vars insugurated end in tine dovelon-
ed inxo officinl nuwiotisticus,.

i

It Is beside tho polnt vwe are discuacing thut thoy
cvantuully reiled, et is to ths point is thuat for a prrlod of
soveral monthsc tho Rritish sovorrnont wae fenilier with all do-
trllo of our norotimtions with the Jeranese, tut 1t 1c en eazing
Tuet thot this vos not kotn to 1. ull uatil late. in ilay of 1941,
Jusnlic intizsso reol-tions bdetvozn tho Iritish roverni®nt and ouwr-
uelvag, tieir dlnlowmts diseretly dld not mentlen it to ocur iLbein
Lopart:antes It 13 of eouras likcly tiid thoy assuned our Statn
D .;axtuznt vas siare of our haviaz tuniod ovsr gll tho Orance
fiploiimtie syctors to tho 'ritipd owl thnt thalr discretion wmas
<1 diciinetive rocult or thedr lon; eszporioncs end baekground with
Ltiala 7.0 of intelli-ence.

] Lacis 2f U.S. ecurlinutica end sufficlont caatrol vap
Lrliarily rospoasible Tor owr inltlal relationa wvith tao Srltlsa

- 1;'-,.-
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in tho cryptanalytlcal field, as polated out above in the Ceneral
Stronz vPinLG. Vhether this 1s for rood or bad ranelns to be
ceen. Tut certainly a feature whioch 1s bad 1p the vaywe could
be forccd into an undertaking without control of the approacia or
tho deecision. IV twst bo borne in nind that I an talking aboutb
tho oootons, not the derdved iantellijencs. Unouestionablj it is
good Tor whe demoeratic cuuse to furnish import ant intellience
dorived Cron cryptunalysis to the Dr Lui?h.

The RZSULTS, 1.e. intelligence, 13 a diffcrent mattor.
he exchense can coatinue as long a¢ wo are allies, and will b2
mach casier to ease out of il we “went to do so arterwards. Su-
cian-a of O/F and traffic analysis would have hean nado in eny
casc, Also taerc would undoubtedly have been a Tull ané <complete
crxehanse of oll types of nlliteorye-ntval Operational and tecimnleal
mnuerial larcrnhtia" as well ag intellizencs in the poolzd cffors
tD ..1!1 l--L\.r .-.al'- " . . s .

To come back azain to the British Yorelgn Offico

-T

Scerot Sarvice o::a“ =ation, orficers in CUI have hosn discatlce
Ticd *iuk tae Dritish Scerct Jorviee passing waval int ar“ tion te
FII taroush vhies 4t than filicrs berore telns racsed on Vo avy.
Thcv tnf: 21t tudt the nronar chonnels ahould be via either -

(a) Cur il.M. in Loadon or Otteva,
(b) ?hﬁ 3"1ﬁi:n 1.“. G U 2531::tuh fxsge to I,
(e¢) I Capbuoin iasting of tie Sacret Sorvice zad 1%,

he informat ian should be pa sed ﬂirect to Favy,
"Oﬂ via the F

Bogideos the often inadmigsable delays iavolved -
by 1nfor1ntio passing throurh anothor organ, it would avpear ire
preper Tor the 8L to be in 2 position to exsrcise discretion on
wvhat 1o ¢» io not of iztercst to tae favy.

1 do noit presume to renraosont the above as the
polizy of the D.I._., tut as o facet of the oll nur“01nu EPitisn
orruonization with wikich 2C0-0 deals, and in view of tas FBT anzls,
I feol it chould be moationcd If thls Deerst Jervice retelas
cornizanco of our exchange with the Pritisu, and also of naval
natters 8, motiastions and actual ezcnanse thoresn tmst be vith
the llavy Dopartnent direct, not via a tiilrd sgency.

fiarry Xonpxins laot Pall told 1o as a Jritish jola,
nils oxnorlence on 0““ off iiipg recent viniis to Churonill, wlhen
aftor wimner Laey »laved for 2in a $ull peecord ¢of hig tr“’ﬂ-h*

lantie »ione convoersabions of tlie provious nislt with Roosoevoli.

urchill cuive frankly told llopiing he d4id nob want

Yerttlins S0 be wrncare of tile foet., Wain lsclL”ht s simibioned
0 warnasize the polns that ritish divlozncy nilsses rIow tricio

| =i5e
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of this kind, 0o far as Y an aware no British diplomat®s phome
ccavorantions to Junlond hmro evor boea recorded by tho United
statas. The llavy has dane this 3o the oage or tho Japaneso.

Tut, ropamlloss ol how i‘ully opon=handed and trustinrr
G:J...'J'i")lt and G.u:.rchill arc with ocoh otber now, politiocul londors
oo uﬂL LOIDOrUrYe 'wae poroanend undorsceroturios .and tho wp )
"civil corviceo' o Z“aitain upe tho vrivze polley mukors, vhcso wll
ic bont on.'u when ‘un unusuelly foreoful political loasder is in
poar suclt o9 hurc':!.ll. “ith a roturm to peaco and the intrirues
ol 1iplou e viould ve naivo to ospoct thnt w..ill* not to

Tlatton out again 1L1vd mpu »able allze UGrentinn that the
nast var ".IuO:‘.d.l oxdor nay Lo cuite differc:t rq,am.lom of viotor,
12 is aliost incououivabiy ©o comueet taut var owue cotburios to

¢ind OouR dad iutiona’ irterceto will be o parallol nd ungon=
ZALoting Shat all np otistloss vith a thisd rowe will Do coe
plutoly ontrusted to inho imm:la&ga of tho other.

12, DRocorrondationg,

{3) Usulinio V.Sl Eluch Clucber offoyd to Army-aavy, ,
c.eshe for Lrevtic Intornal i'uo.:a wialenr noir:nlly 1all wadoeor tho
= ovinee of 1l LI5, o2 of tho Uroosury and its soveral intullie

i «dXTL0L0e

(2) alznao AOPOLLTY ILDL MRl Sovara tizos in tho
e ':.:’.:::5"‘ va.,'w, Seaerd ULV Loy ruasunce necossaiy o Laine
e e :'.'.‘.SL."".I ..J af ihis efvort, uad '*:Ltos othor laterosced are20icd
asiveod <t 4 RIS soonont o'i.f.‘oro.‘aa thet o acticn should to
tcken on daorypted L5tslli-cacc -iticut rrlor refereace to ,*.-...,
Tavy, aisco:ddoiloa of doaryptod lnteliirfcnce of a dinplaatic Cy
r..*llt"ry nuval, o> Lalarantisual e.mmovor Should Lo oG oaly
il e 'I;::'b gatagaexrds sebl Wy oy Loy c'xr.. e

(3) Q) cuehdnsos that ".w ke sado with raroign cove .
ernnants in r_.ttc-.'s camcrr ns cryontoralysis mact bo only with
tho usnrovul of thosoe u_,a.lcm" Sudly coqmaliant of thls .m..a.v.«.‘ g
exd tho con: :.cuu.cau of mueh ©.chan;d, ..'!J...LJ.J the Army and ‘:a*.r;:.

; (4) Cthor acancics of ou- Soverant uio may ansaso
iz iatorcept nc...!.td:i..!.cr th eonnootion HAL: SHeSX Bow.ul DuIeoLons,
ix pamili calb: Lo JOC wnd Consorailn, sioeld Jumiish obo car....ll
Lo al LT BRTNLY 13 i...:.) Lo =any dreryntion wit. Tla is
o .1 'L““'a sant now bBany -.‘. 20 &It U valunte oy -...x.ﬂs, 1S WO
st Lo """’“3.“!:.'1.::. B ...::r.:i:: % 1ty IF 8 Laliclés) or Juad
::w-.bu-—-.J wilSG RS unroav of ..u-‘J"J,.-..tJ).

{5) s "'"“1.1..1.111}, starting ut oneco, wid as auite-
c'-slo acenniong r_'-e:m Yoy nll Swntiior omaluiigo W0 L3Nl eyl Ul
rrod sprstans witihh the dribial. Laksladlyr ':'".:.' aloliod U, by unly

LI R SN prm ppT———— oy * = = - =y PRSP e ) ~me—
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tsa di_,mlof..atlo ayotonn, since it vould anpecr dceircblo ta cone

ruo rull colla borut* on on 1.areil,n uavﬂ- nilitary systous foer
t,‘,e curction of tho vare. The 'Eritioh liove ofton und viith ad-
vaatore to thensclvea, anmccd in "l_u.i.tud“ ozchanze, for weo
o oo thi.a in tho casg of Firdlind, thio Frenoch, and ourtslvoen
initi al

{6) Gcnt_m.o orchanco of I Intalll- 'mo, including that
dorivod froa oryntanclysis, with the STiv Tio) c:aplately ead
Tor as long o noriod av corgsidorod dosirat 19. "l'a orrcat.. o“
thia exchanzo wm mn rach uore ..-eaaily cantrol than tho offcots

oY exolanso o1 bacio sraberms und mroccduros and mothods for ale
CHER wLoradms :

ifovet I T havo eppmarsd to set nmyzelf up as & one mai
countor Britisn capionoyo un..‘u, suoh van nat the 1utont which
vag ained rathor at -.:.-.}J.nr rora offoctive our oum nstionel
acfoit and our jolst o ouiart with mirscations kozod on
ubaowa ions, e:-"‘.,-ﬂr:l.unaa, and eonvioticna.

\. D. ""r‘ﬂ.'l'"ll"l

kB n-l-l..

Lt oy b o Ve 5. 1:3‘.’7.
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1e Booauzd of tao 7lde Al foroncon botwoon thy T«
cnd o pitlah besle fntelld -onoo o:pminationy, vith :acticuloy
rofarcnes o oryntanulysuis end 129 oroira .crvice, «id Lo-
¢. ubd 1Tull Toctual fadsration in iutollil enheo oca Aovoer b
comloto, & Trauk outlind of oninion supnartiod L7 «vallablo
foot 18 usad as tho anproach £oOr talos NWIDPranaiile

2 Tacu~h tho Usde vos e o lees "nrosturad® into
w3 0I3h2ans wilt. oo Eritloh 2o 1.3 Tioeh tlicw, rolotions it
6y 2itlah Gl 5 Cods AP0 nov? coxdial vai tooanicoal ocxchoanse
01950

. Tao Britich urei~n Offico controls not only its dine
lemnce, but all wetivitlos In vao Jovoi~a yviovid imcluding tho
3330t Soxwico, oita voathar elviliun, naval, or mdlivary,

AL GLmRMLGLG Ll TOaa A chwsvrptod casunin tion uy.Jioso.

ke o2 oanE ok dn U Lnliid Jhauns tha Ltato Danavie
DRI OINMLOLY § e W) e W LTS LrLLuToLt 1D WL0NLTS Shale
SF A G005 adniien . 07 QL0 ie  WALLD WJUZRT ITVIO0 A8 D 1NV0 L 0N
Jemdeg? JAVRIE UV L0EL WS Cabate dOviimad fu oa v Th Ede
BILde  wad Zloop UT Subavilid JdeOUe il gUat E0UR OJuOT
IS Vo LUUMWVURGL ot U edilineg wACDU AL VLD wilelot BLEOC oo
1osoly I oo L LliraCUe el statedd SNorut (EVICO 010 ke
eoasived Inovalit o valualio cwatsot Lin Yol s sstuuilcicd
vith 1o poliou o latin Jazriocs, \&lls tho 30T 18 ancdous to
losw: oo Lo Soltlin iy, Lo npossivdo, ontond thalr wislA to
alasnS80aul 2o muatLdysis wurs o vnded tho Lritach 20100
Wil ¥abd Lall JWVE Gu, alals 2l0Us

S¢ . Cauizia ‘awtine, wn arondt of iho “xitluh Scorat .or-
vigo, 68 ont..ovd Wi SNy toowy Wit nll Ulde AaLlllanC
astivitios oal runy oLLar hird ol.'leors we. r Latal orcnan. .0
Sag homa prosalytin An v slsis ouartora to Misthor i L.ia of
n candined U.le [ilachk Chinbor, cooplito itz vndaalrablliv: on
210 Ueria PALT OF VAU Ul NULILIG XCARLILULIUD 1M 00 G120
:i“t'."..:l.y LubicG iIn Lhy sy 2 Ly wasor oulawr loglitinuata wotive

t10Ue .

“ulaa out ol Lug jrasoat bnel potnd, A Natd Doe
roromatt doco not bovo o sesialonl Still oo baoikvound L0 1l
mabelmy AL, nav vha TELAtLan, sopwsarmat ead tralnias~ o nooxth
el L9 VLl e i uu 92 uotavitliug to wuemivealy eLutsal op o=
Ly av™ Lie SR IWOT0 WO ol SWIARTILAL Lo B 88 (e, w0
sem B30 darsd QOEr0e; GAd OLlwr o na videh niLl alntorl aen
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politicul vicisapitulos and whins whizh have oafdngerod tiwse
cirlfoirts in cho nste Yhe .Yy and lluvy, Lolh: far tho uout
nart non-politicnl] und dbjostlve in autiaa}:, aai heviag tho
armarionze wnd arconafniation rhlioh han Covolonad al:oet all of
o suoowss to dalae Lo tro only nropor piuoe fu this metivity
in ton Wnital Statne. ;

He Garmam clandostine traasmiacines fron south Smerloa
v 41 a3 lant your ar $uo orzetod un wndesirshle RAlael: Chai
nicturd J2 Tty Uele T30 gratins iaro of ninar irportancd ¢2d
wif2isult7y hongs, in defallt of any=cavy oflort on thin boocuse
O WNISTHATAOL Ll suifor naval wud dlnlodstle systema, and
Sy nnne oo offoet forr tho Luna reanonsg, Teiv Coult unxd
X5 svecnaivlly ancortskon o tmak thon, WUho ISI macoitly
boowany intarontod, rad, vith Conot Gurrd cid, has hsd misor
EUOGO3Ze A T Oi:lllod artotrs in tim 00 have z21s0 broXch aao
0 Tive JCaduno of tidia dunliocution and dispeorsiom of offort

U A tERalan et LY oAneanlln, euTleretiegs ultcd b eoordin
Y orius Ll eonLllin ils voeis vore iald tale oering,

Covtindn Latinn's cncomcasmnt thot S uould Canl

Goard® S0 a0 o0 C o2 U0 nntaNISN manigenlie Inteseiaeeas ot
N SETISU O YUCS odaseivieod and twr o ! ovivatod by solle
LeaulUbt JE LG wa@ Driliil WOCTOT .axVice ond tho NI

Te" T Y oend o Twitiah lluocot Carvico cmooer tO
e U LEA Vi, ey U G v de daaVY GUOYOOVNT Orpchizoatica in
L Tomi awatiout owr monledre, UhALs 1op Lariorlly utogcu wlcn
we Joemied o1 e <00 Toots vAll wo iioal shoatly.e

.I'

i S BIOUTASY e53aitlal €O opntinuod sucecns In cryTite
Casyda il Lo rwely adniuciitod oudy by thomd vho ere glillod
tioruine Thls s a omactaat ootecorn, o> scourlty in practico
ceseacs on ti.oroush Ladootrination o« tho wionocias to viom the
Lwalllpion 48 A he  GCGedt AN Sractlies, A% Lo poanldle Lo

L lootrizaty onlyr a o nopran noororirs S0 that raouon nvz
eoangetionsion Lelog "ATeGUETLITY, Janiwany YOG EN-Spooisl Loaalinoy
io goncicdared Iwmoonor onl Lniorusto. Jimier ol-suilfioctiu: o

%2 toioratald oziy wiim thore lu no evidont tio=up Wwiwoxn the
QULItLE ALtoilignco mad 1ts souroos Tun FRI hablituully uniore
oiz2nlliny Cldo tuturlal Eoouuad o lunl: of oo sealution -3 Uoe
2.3 Loy 9 L7 lugg of vaviniargelyticol orporlenno oxd by hasle
aoamlonticn focopuble of siotaluing tho necdsdsury ascurity.

Co ~31 doelinrp wlih the SoAltish An.vatbor: cuoneum:is-
vynionalysts anl welited rooltz shoulld bo sithkimle the U,
fa,-iCl0n FRELY ruilitlody hie SI¥ Sy VY, O poonelon Listodna
woel Lo Lactal wehanr g 89012 plrcu. e tmut wropara sav 100
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- FARITIGTON

July 9, 1942

- .

wmongnmey FOR

GENTRAL (4DSHALL:

Some time ngo the ¢rime linister stated that
our oipher experts of tiie United Jtatos and British Kavies
wore in close touch but that ho vms under the ixprossion
that thern wos not a aindlar intimate intorchaupe botarecn
our o Arafea, I wonder if you could taito this un with

Sonernal Dill and Yot ma knew,

t"D.R.

"YoXy 150°08¢ °G°I°F

e¥=6~4 UFPFRLE Jv0dy ‘togur s
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July 9, 1942

MOPALDUE FOR:  Chlof of Staff

1. Heferonco i3 mnde to attached momorandum Tor
Genorul Murochall, dated July 9, 1842,

2. Intimate interciinnse of tochnical cryntenzalytic
inforantion betweon the RBritish nnd thn sperican Armies hac
hognn in progross for nver n year, and appears to be quite
saticfactory to both aidos. Stulles and corferences pertain-
ing t¢ a almilar exchanpe »f tuchnical crypte;raphic infornn-
tlon tz facillitate comaupiention anang the Azericsn Army on
tie ¢ue sido and the IRF and the ¥-itish aymy on tha othar
aide £y gll eebelong hrve heen im 2rozross for abeut three
worths, oud will he cormleted very ssor. If intorchence of
#izdlar moterial spoears wo Le wsre wdvaticed Letveen the
Britigh llavy and the pacricaz Vavy, {t is becanso actual .
intercommrinicntion brtucen those two servicens hus been
necasarry for ¢ ruch lonper period 2 tine,

3. Draft of liemoromdum for the tYreaident lierc-

ﬂithi
Goorge V. Strong,
ajor Gonernl
Argigennt Chial »f Stafl, G-2
Lttachod:

iemo, V=042
liamu, for t'resident,
Tw10=420
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RN POR I PRESINLNT,

haferencs vour lomerandua of July 9, on the intimato

July 10, 1942,

j'!%GUI

oV3
“T2R77

interchange of inforwution botvwoen the oiphar oxwverta of the

Fritish and Americun Armles, such iunterchangs of techuleal

nreatanalytic informintion hus been in procross for sver a

goenar and andears o be satisfactory to beth nervices.

A

#iz2ilur evxchange of technical eryptopgraphic informetion to

ncilitarna conmunication botveon the Amnrican frmy and the

L

g

al will bo put into effeot {n the near future.

nl

oy :.;1151'.':‘ ':.f- '—42)

ny W
AR Y e Sy T T =

) BLONAST Penh, o 0Inln, (3.5,
L

Chiel of Staf'f.

(7-0-47)

? nnd tho Rritish Amy irn all echiclrors i3 new haing atudied

. Pa

/3
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July 11, 1242,

—— b

WEIBANDUL FOR TEE IRISIDINT,

I huve taken up the nuestion of interchange
of infuimation betwee: cipher experts in the Britizh
wid Americaz prmies with Sir John DI,

o find thnt an intarchange of orvptonnlytic

{s.l'orantion has baex in prugreuss for cver s yenr end

npenrcn to be satisfactery fo both servicea. A similar )
sromnee of tochnleal oryatenrazhiio informatien to :

tezilitate nomrumicatizns betweon theo mmaricen Army, -
the BAX, and the 3rd<izl 2rmy In wll echclong is now
Lo irg gtudied and will ho ut inty effect in the near
‘niure,

(S¢d) €., Lerahall

Vhief of Starf

. & 0w

Lo ol rewrlto for G- HIn 380.051 Yxoh. ol Irfo,,G.R, 7-11-47
: LF=tias™)
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" —BUPRR-SEoHEE August 17, 1942
A “DCSA 350.05 (B-17-42)
IORANDWUM FOR COLOWEL NOX!AN B, PISKR: . )
Room 202, Public Health bBullding. )

Reference to securlty measures, certain operations,
the following lists are suzmitted:

(a) List of persons now having knowledge, Office
Secrotary of «ar:

Lecretary of var
Colonel E. L. ¥arrison

0ffice Chief of Staff, Deputy Chief of Staff:

Chief of Staff
Deputy Chief of Staff
Colonsl J. R. Decane . "
Colonel i, ¥. Youns. -
Colonel . 7. Sexton '

Colonel +. ¥, Schulgen

Colonel U, L. welgon

Miss lona Xason

drs, Virzinla Cooksey

Il1ss i"ilrae vYeacen

Ky, Frank liurley

mp, G, A. Speers |

e

(b) Securlty officers desianafed: ' |

Colonel R, N. Young and
Colonel ¥. T. Sexton alternate.

(Szd) R.N., YOURG AUG 18, 1942
R, 3, YOUNG, STAVP

. Colonsl, General Staffl
Lest. bezrectary, General Staflfl

Offico of Chief
of stafll
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vy doar Sir Jobmi

Refcvrence yowr sccrat and personal note of 2nd Dccenber,
in recard to Dr. Turing, it anpenrs that Ur, Turing ceme over hera
as a renressntutive of the Post Uffice- Decpartment in the eapacity
of a Uryptographor and Zryptanalyst. As fnr-es 1 can deternine,
hc did not contact nuy person in outhority cithor in §-2, or the
Siznal Corps, or in Jeint Seourity Cootrol, nor was he vouchzd for
by tho British Joint Staff digalon to mwy of thoge authorities.

1 understand, however, that a relatlvely .junior o:'ficer in the Siz-

anl Corps was asked by Gaptaln Mastings for permicsicn %o have Dr.
Turing visit the Boll {atoratcries for the purpose of consultation
on A hiphly secrzt devige thet is being thore drveloped, In view
- of the prooedurc okon, I think vou will agree witt me thaot the
denial of the request wen proper ani that the 2ritish avihorities,
. under zimilar eircuustances, would havo takeu similar ection,

I heve insusd orders that this device, in its precent
stage, bhe held in.the ultra sucret clase and there nro vory few
officers, cven in the Americon service, who have nny inklirg as
to what is geing on in this line. Unfer the cirzumstuncos, I see
ne usef'ul purpose o be served &t tho present time in permitting
Pr. Turing to visit the Bell Laboraturies for purpose of cunaultu-
tion on this devine., Iff, ne end when develobment hus recched the

atage when it will serve a useful purpose to ~llow n Auly accredited
representativo of the British Jovernwent to lock intv the mattor, 1

_&hall be vory plod fo grant pernissfion for hinm to do so. In the

"moantime, if you so desire 1 shall be very zlad to direet that every

courtesy ba extendod to Dr. Turinp in the eryptantlytical field,

Faithfully yours,

Chiof of Staff.

Pleld Ynrghal Sir John Mill,
Combinad Chiefs of Ytaff Puilding, ) .
'f.'nsh:'.l:gtun, N.C,

I
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@ . 2d December, 1042,

Deoar HYarshall

This is not a big question but I have to write to you

about it because I am told thrt people concerned sre acting on your

direct order. :
: A certain Dr. A, il. Turing, who iz our leading authority
on scrazbling devices, has come over from England in the beliefl thet
he w;uld be allowod to visit the Bell Latoratories ficr ccnsultetion
.on a highly secrst telephone. "seriabling” device wrich is boing de-
weloped there, T widerstand now that the canstructién of your
seresbline doviee is woll udvauced,.but is considered ton secret to
alluw r, Turing tu look in on 14,
neral Olmstond knows all sbout the situstion end all I
will ssy ds thnﬁ Or. Turing is absolutely rolisble mnd is in on avery
secret we pogsess about cryptanalvst (I think thot i+ the richt word!)
devices. I am told that wa are working tegether en th;se questisne
in rull co-nperntion,
Can you left the baw on Dr. Turing?

Yours avey

J. . Dill,

Gevernl G, C. Yarshall
Chiel of Luallrl,
Boon 2050,
war ﬂhp“:tﬂnnf

way

) s = _
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Decenmbor 4, 1942

LIXORANDUN FCR CENERAL S ‘RO):G.

1. Reforence t.lm attached communioution I huve this
dato intervieved Cclonel D, 1. Crawford, Signsl Corps, who an
tho roprosentative of the Chief Signel Officer, ia responsille
for the formulation of their policy in commection with this
highly socret sorumbling davice. '

2, Colounel Crowiford edvises me thet Doctor Turing
res eome ovor to this cowntry posing nc o Cryptegrapher nnd
Cryptanalyst, hut that in his opiniva, hia (Turing's) chicf
misgion 18 to obtaln information relative to the scrambling
dovico. CUColonol Crawiord ctates that sevoral duyn voo he was
infornaed of Dostor Turing'c procence hers and that he callod
Genornl Stoner and anked him to 4ip o2 both you cnd tho Chief
of Stuff in advance coucorning the roul purpoze of Turli;'s visit,
Stouor told him that this hud been done., Uslonel Crewford zloo
stuted thut he nad Leen approsuched by Cuptiain testings and Brig.
Home vAth » view to ool possicsion sreated to Dector Turing to
vigit the Psell Leboratorioes ior ths purnoss of consultation on ihdo
device. Culenel Crastord %old tlene » o3lo “iet thiia dovice had
been deemed ulbre eecret vy oo Sidoel of 53020 wnd thot wndsy ro
considerction could permission be pranied T8 Uoctor Twring.
Crawford further stated that only e £: 5 days agd ne received a
phoro caull coout 10130 in tho morning astoting that Doctor Turing
was leaving for liew York on a 1300 train and cculd nrrangmnts
be mado *"01- hin to visit the Bell Luborntoriac.

3« It is Colonel Crnwferd's opinion, and alao ny wwm,
that this is just ono morc "Lack docr® atempt to pain inforastion,
not caly on this scrzmbling davies, but nlse on ewr svcrot cods
riccionss In both of theco cizoz, na you are well twaro, permission
to soc thezo doviceo hes alwiuys been donied representutlives of foreign

goverrnonis,

CLRTIR V. CLARKE,
Colonel, Gonaral Staff.

r\;q»n\‘ . ...,' = T (A%
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Konai -

Gen., licNarney took thin
letter in to Gen, Liarshall
ﬁt I-don't kmow if it has
en sgd,
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Decowmber b, 1942.

VEHORANDUE ¥R THD CLXEF OF STIFF: :

Svbject: Dr. A, L. Turing.
) - :

Dr. Turirf came to this country.ss a renronactetive of
the Sritizh Poat 0ffico, aunnoswdly as e Cryrtographer mad Srypte .
analyst. He did nut contack this olfice end, a8 far as I kmow wus
not vauchud for hy tlie 3ritish Staff ‘Missien. Jlowever, Captain
Uaptines, who i3 accroditnd as a liaisun officzer betweca tho grit-
ish Admiralty and the Havy Dexartment and who has no atanding
whatevor with the %er Donartment, did approanch ax officer in the
Siznal Crrps vho 1t chorped with the reaponaibility for the execu-
tion of pelicy ir comiecticn vith the highly seer~t telephone .
scrumblir;: doviee, ond neked that permicsion ba rranted to Ur,
Turiny e unﬂ. the Zel) Laberateries fur tho purpoco of consulta--
tic: on +h.‘.s daviecs., Crlznel Crewt'ord, in aceordarce with his
crders, =sld Iratnip iaatirea that the device wma ultre seoret 2rd
tha* wrdar 2o cu:-.::t"!r!nttur- savls rorai, gion ba crenteld o re-
avapted., A fow Aduys later galen,l Ceaviord, 5.C., recoived a oall
nbout 10;80 ir tho moralig steting that pr. Turing was leaviny for
¥ew lork orn the aftcrncon traln nnd requeshing thal arrangemeats bhe
made for him, Dr. Turinz, tn viait the Scll Laborntories. .

Thin incidont conptitutes Just cne more pedsn in the neck
resulting from the concistent nructice of Rritish roprane.xtativea
to thir commtry usins brek-door methods to pain informetion, nat’
rly in rerard to this purticvler scranhling devico but ~lso on -
sscrat code missicns nnd devicou, permismizn %o gee waich hes always
beor: doniod reprosentatives of foreipn cevornments, inclwiing the

Iritish, who have cxaetly the amme puhc'-v in regard to th_s type of n
materinl,

Iastances of this kind wil) constantly occur until the
Zritish sre edussted +o tho dogree of putting all the anrds on the
table emd tr dealing; with respinsible orficurs instuad of roiuz on
thelr cvn aud snooping with underlings. If the Britixh cannot be
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trany ond, on secrot informmtion, doal on the Eroger lovel uftor
hevine been proverly introduced and accreditod, they con expoot
na sthor srentment thun thoey heve recelved.

i recofmand that thc enclosed letter be sant to 8Sir
Ty ML in resdy to his of December 2, :

4

SHO. Y. STROXG,
Hujor Genoral,
A.C. of 5., G~-2

$ inels,
Ltr., f'rom.C4r Jpoha 211
t2 Cen. 'nrshnll, 12-2-43,
Henly 1o Sir Jobx: Dillfs
lettor.,
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-7 " ¥AR DREPARTENT T,
OFFICE OF THP CMIER OF STAYF o F g N

December 8, 1942,

UORANDIC: FOR  Ceneral lclarney:

“hen Dill spoko to me about this matter of Dr. Turing '
and tho Pall Laboratories he montionod the fact that Turing had .
accors to all of the wcrt seoret developments in England., If
that is tho case would thore contirue to be objeotion to htn
hnihs nllowed to see what is going on?

G.CuM.

nels.

.
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vpegA 095 Turing, Dr. - ¥ ' :
(12-5-42) . b & staz -

. . . ' :
‘ Doaember 9, 1942, "

]
INOPANDUH FOR PIHLD MARSHAL -STP JOHM DILL;
Nenr' Uills .;‘
! .
In answer to your note rogarding Dr. Zuring, ' ;
1 rind that this project has been placed in tho ultra
ancret 01028 and informatior conezrning it has been : . .
roptricted tu the fewost posaible officern, I am . ) i
Lold Lhat this sore polioy is being followed 1y your
Intellironce peohle and that there is not interchanye ree=
ol information regardin; thess ultrw secret develop-
menba, .

I regret that Dr. Turiz; should have been

»opmrrassed by a lagt-minute rafuczal after he had
ande plans €2 ge te Now York. The misvndorstanding
i+ Lhle~ wnbtter wins duo to D, Turin;'s having oun-
terrmal it svhordimtes in ths ar Penartnant who
b rob bave nuthority to deelide these guastions,
v .21 dirficulties will be eliminated if renueste .
rre vl to our [illitary Intelllcence Division, and }
1 nave lnstrueted that dlvisico 4o extend him every
, **4iulo courtaesy. '

Faithfully vours, '

(Scd. 2.C. tnrshall

Shief orf Steff,

wna Orizinnl dispatchod I'vom “t
Vs 12/9/42
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O © BRITISH JoLvT STAPF nIisIor . (@
Tn

OFPICES OF THE CQMBINED CHITYS OF STAFF
. VASHINGTON * ;

15th Yecember, 1842

F S

nonr karshall

I én nost groteful to you far your lettor

.
.

of the 9th Decomber concerning Dr. Turiog. .

1 was horrifiod vher I learnt that vio -

werg nob piviug you all our ultre seorat developmonts in

thia fiold and took sction accordingly.

1 am now told th;t we hide nothing from
vanr duly suthenticated pe-:plc: ard oven keep them
wiurmed o' projected developmenta. If eny of
yuur peaple still have eny doubts sbout this, I

hops ysu will let me know.

-

Yours eveor

(sigred) J. C. pill

Conarnl Caorge C. tinrshall,
Chicf of Staff,,
P-Oom lo. 30824,
Yontogon Building

- 027
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Decombor 17, 1942

EVARANDUM TO COLONEL BRATTOR:

Subjoct: Axis Clandoatine Commorcial Rudio
Truffic.

1. According to information roceived from Captain
fatidmont ol tho British Soourity Couordination Servigo, the
Britian ara intercepting about oight thousand wordus por dey
- fineson elundastine traffic on the continent of Ewropo, He
stataon, "Thls traffic has been of vast importanco to the
Mritish frea en intellifenco standpoint.” ilo waa scuwewhat un-
nartain vhother all or evon tho groater portion of this traffio
would nlso bo of Amportance to the Unitod Stntos, but pertiou~
Inrly in viow of our inorecsed participation in Zuropoun opor-
niiong, e oxprossed the opinion that that we mipght find thia
t.oteliaance of more then ordinary inportunce., He anloo stated
tiat the intolligonee obtainod by the British fron olandestine
tralt'iv is ourrantly being made aveilable to General Eiscnhower's

nte !'!'.

0. l.c.

Deaiin
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Docember 17, 1942

HENMORANDUN FOR GENERAL STRONG:
1. 'Reference is made to the attached copy of
memorandum, (A), which, I velieve, was prepared by you in

answer to letter from Sir John Dill to General HMarshall.

2. At the request of Captain Hastings I went on

December 12 to his office where he showed me u series of

—p———— = —

dispatches and communications which had passed between him-
self and Travis on the supject of Doctor Turing. Throughout
all these messazes there is the one central thought, to wit,

that every effort should be made by Hastings, Tiltman and

. others to convince us ti.nt they have no srojects, no metter i
howr secret the nature, which they are concenling from us. i
lastings kept repeating that he believes that we have made
aviileble to them everything which we have except this ultra
secret scrambler and the wiring diagrams of our ECM's.

5. Hostings also stated that he hed been directed
by Bir John Dill to make formal request of the Hilitary Intell-
igence Division for Doctor Turing to visit the Bell L&borgtori;s
and inspecf this new device., He furthor sta_ted that he had besn

directed to obtain either permission or a direct refusal of this °*

request,

4, Un December ldbat the request of Colonel Bullock,

1 went to Arlington Hall whore he showed me a mossage which had
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been received from London, {Copy inclosed/B). This message seemed
to imply that the decision to deny Doctor Turing permissiop to visit
the Dell Laborato#ﬁFiZs in reprisal for the failure of the British
to give us certuin oryptographic information relatinpg to clé;dastina
trurfic.. As shown by Bullock's reply, this assumption 1s entirely
erroneocus.,

5. Oﬁ December 14 Captain lastings, Colcnel Tiltman
end Lieutenant’ Dudley~-3mith, R.H. visited this offlce and agein
brougﬁt up the Turing case, They appeur to be very delermined to

)

get Doctor Turing into tho Bell Lnboraég;y; They set forth the
claim that in connection with this whole subject of secret com-
munications equi.ment,either voicve scrambling, cipher machines
or unything of a similar nature, the specialists,who are experts
in cryptanalysis or deccrambling, should bo in on the initiel .

developuent of the equipment . In that way these experts, {according

to Tiltuan, et al)}cun point out weaknesges in design whioh ocould bs

corrected in the development period. They claim that hundreds of
man hours could be saved if this procedure were lollowed ruthe?;then
to have a machine developed in one laborntory end then to giveéto
unother laboratory the job of breeking down its traffio.

6. In my opinion, this is morely anothor attempt to
ruiit techniocal information on our socret cipher machines and ultre
focrct scrambling device and is not a plaus_ible argufment, |

7. In ocunnection with this latest lettor dated December 15
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from Sir Jobn Dill from General Karshall I have agnin discussed this

entiru matter with Brigndier General D. k. Jrowford of the Signal
Corps. Crawford confirms my previous report to you and says that
so fur ns he knows the only things of this nature v.rhichv we have ever
denied to the British has been our cipher machines and the ultra
secrot scrambler. On all other S5,1.S. matters we have made avail-
able to thom all information which we possess. Both General Crewford
and 1 urgently recomuend that we adhere to our firmly established
polley. of reserving to ourselves the technical details of owr most
secrot cryptographic division and that we continue to deny them this
information. (The roason behind such policy are well kmovm to you).
1 should like to point out here, howuver, the possibility that higher
wnutnority, to wit, the ".'mte House, mr-ht overruls us in this matter.
B. As for the question (1) on General Kroner's note asking
what secret material or things we think the British are holding from
us, this can only be answered by sayiny that ws have 'not recelived from
thom any dotniled information on German clandestine traffic, (this l;e.s
been pronised but not yet delivered), the Germean P.i-ruy Field truffic,
cryptographic matorial derived from Slavio nations, or tho details of

tiicir high speed analyzer.

CARTER /. CLARKE,
Colonel, General Staff,
Chiof, Special Branch,
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Dooomber 21, 1942

LELIORANDUEI FOiR GIITERAL STRONG:

l. Referemoe is mads to the attachoed copy of
momorandwn, (&), whioh, I Leliove, wai praparsd by you
in auewor to letter from Sir gohn Pill to Genoral Narshall..

2. A% tho roguest of Captain Haatinge I went on
Dasambor 12 o his off'ice whare ke zhowod mo u nerioa of
dispatones sud communications which hud pagsed botireen hinme .
golf wnd Travia on the subjJoct of Doator Twripg. Throughout
all these masseyow there is tho onae cactral sthoucht, o wit,
that evary orfort should bo zads by flastinge, Tiltunn cnd
othors to sunvinoe us that thay have no projects, uo matter
how secrot the nature, which they arc coucealing frum us.
Bastings kept ropeating that he ballazves that we bavoe made
evailable {9 ihem overytaing which wo hove excapt tuis ultra
escret scrambler ond tas wiring disgrums ol owr ECMfs,

3. rGastiexs alsoe stated thai ba hed beon direoted
by &ir John DAl1l 49 a2nke formul rojusst of the Lillisry Di-
tzlligsnce Divialon for postor Turing o viaif the Bell Labe
oratoriss and isupact thds now dsvitoe, it Duriher sitabad thet
ko had beon directod to obtailn cithar psraiassion or a diroct
rofusal of thic roquost.

4. On Deceubsr 13, at tho request of Coulunel Bullook,
I went t9 Arlingion Aull where ke ghowed mo & mesaase vhich had
bsea reccived froa London, (Sopy ircloscd, B). This roessnse
seemed to imply that tho Aeclsion to dany Dooter Furlng permission
to vizlt tha Jell Laboraitorics wos ip reprizal for the failure of
the British to pive us certain orypteprspinic infernation relating
te clandestine traffic. Ao.shown by Eullock's reply, this casuap-
tien is ontirely orrcnoous. '

5. On December 14 Captain Iastinga, Colonel Tiltaan
end Licutenant [udloy~Gulth, Re . visited thius office and agein
brouzht up the Twring oase. They apponsr to bo very determined to

v
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gst Doctor Turing into the Bell Laboratories. They -sot furth

the alaim that.in conneotion with this wholo subjeot of ssoret
comuniontions equinment, either woloo sormmbling, olpher machines
or anything of a similar nature, tho cpecielists, vwho are oxperts
in oryptunalysin or desorambling, should ho in on the initiul de-
velopment of the equipmant. In that way those experts, (scoording
to Tiltman, et al), can point out weaknosses in dosipgn which could
Lo aorrectad in the developmont poried. They olaia that hwdrods
of iannu hours ovuld bie seved if this procedurs wore followsd rather &
thon to have a machine developed in ono laboratory and them to givo
to unothor 1nbora1;o}vy the Jjob of bLreanking down ite traffic,

6., In my opinion, tiis is merely ruothcr attomnt Yo gain
technlound inforrution on our ssorut oipher nrchines wmid ultra socret
gorembling device and iz not a plausible arpument,

7. In oommootion with this latest lettur dated Dovenber
18 from Sir Jolm Dill Erem General llxrsiiwll I have agoin dducussed
this ontire matter with Uripudior Gouwsiul D. H. Crawford of the
8lunal Corpss Crewlord cont’irms my vrevious report {o you and gays
that s¢ r'er ne e knows the only *hings of this natwro which vo have
over dunied to ithe British has bown our cipher mackines end the wltra:
peucet serenbiors  Oa Al vlnar S.T40. nelcors wo have made cvailable
to thea wll indurmaation wliloh we vossecs. 3o0th Gonoral Uravdord and .
I urcently regornend thet we adheroe to owr firmly cstablishad policy
of roommar %o curselvas the tecludeul dotalls of our mest zecret
crypronrea shio divielom and that ws continue to deny them this infor-
sotlon, (%he rensrns bshind suoh policy aro voll inc:in w you)s I
should liko to point out nare, howevor, tha poseibility that hicher
aviboraty, 4o wvit, the Thite liouse, might overrule us in this metter.

E. Ag for the questlien (1) on Genornd Fronor's nuie asking
what vccrot material or things we think the British are holdin; frem
uz, thls con crly be answered by caying that we have not rocsived from
Liem nny datniled informeticn on Cermen elandontine traffic, (this hog
Sucn crocised Wit nod yet delivered}, the Gerura frwy Field traffio,
orfposruvnie muverinl derived from Slavie nutions, or tho deisile of
tuelr hich apsod unalyzer..

CARTIER Vi. CLAREE,
Colonel, Gonoral Staif,
Chief, Spocial Branche
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YA DCPSPTINT GRIMRAL STAFF
DISPOSITION FORK

.G .
G- . . '
SImJieT: Lack of Exchanme of Information betweny .

British and Zmericen Ropresontatives Date December 22, 19412

TO:

X Secrotery, fieneral Staff

#orwarding for the sisrature of the Chief of Steff o
Yoporandun - Field Marshal Sir John Jill.

GI0. Y. STRCNG,
tmjor Ceneral,
h-.uc ”r :-; C'EI

‘nela;
fels L ==~ Mote from Sir Johr
ﬂill. .
lncly 2 =+« Memo, for Sir Johr
pill for C/5 sig, Doc. 23 1942
Yoted « Chlefl of °tnff
JOP

Noted Ueputv Chief of Starf
5,F,

'e WAV BOR nynonn.
.cPru'chbinr nety from Field Marshal Sir John Dill of
“eesbuvr 15, end informine him of soveral instances of the lack of
‘Ul wvehorps nf infarention o the pert of Dritish ropresontatives.
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Docombor 23, 1942
£

7DCSA 350.05 (12/22/42) ' L .

LELORANDUL FOR FISLD JANSIIAL SIR JOIZ DITL:

Donr Dill:

Loference your note of lbth Docenber, in
which you request that I let you know the facts in
regurd to lack of full exchange of information
berweon our tvo services,

G-2 tells me that we have been yneble to
set from your people any detailed infermetion om
Crr=an ity fiold trafiic, or UYerman clandestine
teartic, although tho latter hus beon promised, or
av eryntosraghic naterial derived from Slnvie untions.
W+ hve also boon urable ty get comwlete details of

yowr so=culled-hizh speed wnalyrer,

{Sgd) G.C. iiarshall
chief of Steff,

vre 23 1942

Uriginnl Dicnatohed From
©'lica Chief of Staf?

SOy FOHOFFICH CUINF 28 NTATF
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LEIOPAYDUM FOR FIELD MARGEAL STR JOI DILL:

Near Dil):

Refecrence your noto of 15th Sacember, in which you -
request that I let you know the facts in rognrd to lack of
full nxchanzoe of information between our twn services, I am
infyrned that we have beer: unable to got from your outhoritics
nny dotailed informstion on Curman srmy fiecld tralfiec, on Ger-
uny clondesting trauffic, althnuzh the letter has heen promized,
or on ervptographic material derived frzm Slevic natione. We
have nlss been wieble tu got cdmnloto dotails of your so-called
hizh speed analyser, .
tny I reiterate the thought, exprossed in my Yemoran-
dum of Decamber 9. to the effoct that it would be f'ar hotter if
duly ncered! ted reprorentatives or the British Uoverrment donlt
with acereditod represontetives of the “.or Ugpartmont, cpocifical-
1y . 2, of S., 0«2, rathar than deelins with nubordinates who-
nnwn no Authority in the premises.

Faithfully yours, -

Chief of Stnff

" - L T ol ol b Lang) -y e
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BRITISH JOINT STAFF HISSION
@ OFFTCES OF TET CQISINED CHIEFS OF STAFF
WASH IHGTON
i g - ' "~ 26th Decenmbver, 1942,

Dear imarshall:
Thank you for wyour lehter of 235rd Decenbner.
: T wish to confirm the assurance I gave you
in my latter of 15th Decemier that all our ¥oust Secret
inif'o.mantion including the items quoted in your letter
| of DNecencer 23rd are avalleble to a duly authorized

United States representative, indeed U.3. officers

are alrescy woricing with our aubhorities in London on
thene matters. The difficulties winiclh have arisen
nve ween due to a mutual misunderstancing of the
=ritisih and U.S. procedure in na'ins these reguests.
The duly authorized &<ritish orsanization vhich controls

| Lhese matters is named the Government Code and Cipher
chool under the direction of Brigadier Stuart Menzies
uder the Foreizn Office. This iody has a representa-

Live in vashincton, Captain F.G. Hastings, R.%., and

Liue senior officials ma¥e occasional visits on liaclsén

. % LN
HEIPIREE AL LS VLIS C, iTarsinall
II. i e
ciler .'_\"" "(,'lf
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A vork, 9One of these, Colonel J.H. Tiltman, is at : &
; @ ; yresent in this country and I am directing Captain ¥
' “astings and Colonel Tiltman to clear up any misunder-
: ;
: stnnaings vhich still obtain. 1
4 -! . y . .
Owing to a similar lack of knowledge on . :
3 our pnrt, the application for Dr. Turing to visit Bell ‘
. Ul
Lusoratories was made tiwroupl the wrong channels and I =y
1 ) !
] hope ne will now be permitted to make this visit. -:'
: "
I am so glad this exchange of letters has F
sniztled us to take thne necessary steps to eliminate "!i
. : 1
I any rature misunderstandings in the conduct of thic . l
viunl vori. '
je
Yours ever, :
: N
. a /s/ J. C. Dill fj‘l
L’ i
t
| ]
!
4 !
) ]
3 l
' 1
i
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-?‘-- ':l|
Il
]

ey

g it ey o gt B it stuthh o
——

R W w e g o .
e R Y e L Tl s o G WD e e e o Frass c4 - *
" - I



(COPY)

&aﬁuary 1, 1945,

.

MEIORAIIXIL FOR THE CHIEF OF STAFF:

Sub ject: Letter of Field Marghal Sir John Dill,
* dated December £,

1. Ilteferonce paragraph 1 of this letter, I have had a
Lnlk with Colonel Tilt=man who has promised to clear up the
difflculty in resard to:-the first shree items covored in
your letter of Decembver 23 to Sir John Dill, Detalls aro
wein: worked out between Colonel Tiltmaen and the 5.I.S.

ve ileference parazraph 2 of the letter herewlth, the
©inal Yorps and :avy Communications stronzly urge that
'nawled e of the ultra secret voice scramvler now under
v slop.ant at the lell Latoratories, icw Yor', uve withheld
f:rt all forsign countries and that forelzn reprosentatives
w0 denied nermission to view it. In thls connection, the

Ly Chlef of Staff askted Admirel King, on December 28,
uat Lo bhz attitude of the savy Jepartwoent in the premisen.
Lnduer dnte of Deceaber 29, Admiral King infomaed the Deputby
Suiuf of wbalf that ne desired the ultra secret volce
surabler be kept in the same secrecy classification as the
15:2=C amnaratus, 1 concur in these views,

s lUnder the circumstanges, two lines of action can

wlien: Milpsi, tale no esctlon on paragraon 2 of Sir John

w2
will's letter; or second, tell him perfectly frankly that
St Lecnndleal peovle, durinzy the present development stage
' Lha velce acramoler, aro opposed to mllowing anyone,
vilacr than the personnel charged with the experimentation
niut development, viewing this apparatus or being informed
a1 Lo 220 ress made, end that at present you do not feel
wirpoaed to overrule then,

G..:go \’. :IT:“):'G’
Major veneral,
sl A C. of 8., U=2,
48r. to en, marshall
Frum Sir John Dill,
1i-8-42
Copy for OUS Jan. 1, 1943
SEAL
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pombamy o aet 2

.- CO;X‘M. ’

From London, January 1st.

Following for TILTZAE from TRAVIS.

Your . Jolmson hus finisiied his timo with
w11 and T am forwerding his resurt to flar pepartmont

by next bag.

Your . Johnsun nov &n Kut 6. Can you uot
plunid aith ARLINGTOH or v-2 to avcist in mntter of
TURLNG. I have rofruinod froa tuking retaliatory
asteps in rogard to volmson und it would help cuopnr;at:\on

senorelly it they weuld reciprocate.

Y — —— - hEme wE, 6 =R ey S g - m-—-_—-—-p.-q"_—q-—w----r —
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COPY U.S.5ECRET

. To Loadon, Junuary 2nd 143,

A,

B.

Ce

et e e T S S S L e — A L e e, D gy B m . smee. t

Following for TRAVIS from TILTHAN
(Question of TURIKG being tuken up on highest level

and should bo decided shortly.

"(not relevant)

At long moeting with Goneral Strong this morniné he told

o

rnc he accepted my word that nothing was deliberately withhel
by u's. lliig interest is chiefly on long term intellizence
grounds and I SUégcsted thut he would pet best satisfaction
if he npplied for access to all decodes =ud intellifcnce
evuluu_';;ions at B.P. for a veronancnt competoent representative
of G-2. o is gerding Licutennnt-Colonel LleCOXMCK on short
visit ara will direct him to report on the best method of ’
implementing my suj;estion, I wsked hin at same tine to
diroci Lieutcrnant-Colunel ticCORMACK to satisly hi&sulf in

conjuncti.n with Colonel BICHIR that we withhold nothing.

'.-:t..s win

N T e e il T e e L ]
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To Lumion, January b 1043, ; . . .

1 . . Bk
- : ' : 1.

Following for TRAVIS from TILTHAN. . | o " L

1 Your XXX of Jarusry 4th.

A. Regrot my sugzpestion to Btrumg nut ncowptablo to Diroctor. -]

Doos he mdnrntmd,t-hlt G-2 under Strong has complotuv comtrol
of Y poliay? Recent sorious misundorstanding in matter of
TURICH aud suspioion uf ur slicerity arise larguly froa G-2's
reluctanco tu tako advice on polioy frun ARLINGTON oxperta

with whon all vur contact kan boon hitherto, I um convinocod

e thorv is dongor of further sisunderptandings unlons 0-2 is '

placed fully in uloturo at 4.7, &0 far war Jupartownt ocpumot
be rejnrded o nwvie; beum reprosontod ovn Y .pulicy nt 8. P.

at all,

B. ' Tar Deoartiuomi's oxporliumts t_umrdn new form of E boube }
at Jull Lnbaz-nt.urt.n were only dicclosed to me yestorduy. | !
EACIUS knows detuils and TURITG will now bo allowed to sec. l
They have ordored 2 Lombea to be cownloted Ly li!n-iné. I was l
not awarc of thia co::ltount vnen I saw Strong snd I atill I
hopo thut oy sujseotlon way nutisly Strons and thercfors save l !
4 the ¥ireotor frou konvy prossurv in near future to nllow K, :

uvzpluitation hore Ly wer Dopurtmunt. Situation is bLecoalug

-
-

P g, fme @ wme
-

Involved und L fusl it is noocionry tu adopt renlistic attitude. '

-8
.

T wne oblippd to tazo tho line with Strorg that wo vithhold

Luthln s whatuver frou duly woecreditod reprosuntatives in UK,
v Pudurvg thy rlhbt 19 diac wrege Jupllontisy uhers our

C-‘ s Mrwba e vibndlys eniteoled,

ol 3 Ree o agrcauent on polier wiel ha i wirdsy

. "I':-' Y3 Lnin maLblepr b [ e
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From London, January 4 1943

Following for TILTMAE from TRAVIS.

Your para C,.

Inform Genoral Stroup that Yolonol HeCORMACKE should
discugs vith J.M.I. any complnints regarding lack of menoral
intulligenoce. Director docs not(repcat not) approve of your

suggestion. Thore are U-2 officers iun i.I, every day and -

there ig a U.S. mamber of J,.I1.C.

- = - 4 ey = s e s T sde i # S Agm. e e e e e 80 T S e e
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To London, dJamdary 5, 1943, o . [

Following is lor V.S.5, himself.

A. - Your of' December 30th. Socret dovices in question

aru cxélunively for 8.1.8., and wo huvo not involved you

further.

B. lofurence of Jaruury 4th froum TRAVIS, Yenoral

v

Strony is Assistant C.0,5. U-Z, ia thu Aruy king-pin for
all ¥ pulicy w.d iz personnlly aost security couscious,
He is at lust persuuded that you aruv the Virectur of C.C, &

c-s. "“d. ot Doﬂ.I-

c. To avoid {urthor misunderstandinge I strongly urge you
to weleomo tiGCORMACK us Strong'e represontative end not b
divcrt hifﬂ to Dn“cIc
. 1 am couvincod that thls is Lhu correct pélicy for
Pulwre smooth cuvoperstion.
}
i

¢
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WAR DEPAR THENT
OFPICE OF THE SECRUTARY
1i13¢ OR ARDUL

Gen Strongt

?lease note and
return. 1 presume you
may wish to dlscuss this
witn the Chlef.

£/ my

Noted ~ GVS (s)

PO T S S )

ot s e 5 S——— o A



Young=-
{ T nave discussed
{ . +-is with C/S who will
@ W to Sir John on
h o, 2
: /s/ GVS
!
3
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BRITISH JOINT STAFF M1SSLON
OPFICES OF THE COHLINED CHIZFS OF STAFF
WASHINGTOH '
January 5, 1943

Dear fiarshall:_

. You will remcmber taat in ny lotter of the
26Lh Deccomuer L told you that onu of the senlor ofﬂcials
of our Govermment Code and Cypher School, Colonel J,H.
PLliman, was now in this country and that I wvas telling
nim to clear up any misundorstandings which still obtained
over the exchanse ol hiznly sceret information in crypto-
graphlc matters.

Colonel -'?z'iltmn tells me that he had a
lonz discussion wiih Genaral Strong on Jammry.le end
cxplained to him the vinole position whereby we make
avallable .‘l:t-J any properly accredlted 1-epreae.ntative‘or
tiie .ar Department all the processes and results of any
sryptozraphde investizetion at the British vovernment . -
Sole and Cyphor Schodl. General Strong was apparently
-;.-:-ow.irec:‘. to a:reo that .not.h:'t.n{; ras deliberately withheld
Ly us fron :;oﬁr peonle. ‘

on the subjact of pemmlssion to Dr. Turing

\:t :I'I:lgll‘ 3.'0‘. ::"-l o ‘:‘ll’
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to visit the Bell Laboratories for consuléation on the
tolephone scrambling device, General Strong informed
Colonisl Tiltman that the matter was now out of his handa
and that a decision by you would be requlred. As there
is gome urgency in getting Dr. Tﬁring Eack to Enigland,

I aa writing this to you to ask whether the necessary

authority could now te given to him.

Yours ever,

/s/ 3. €. D111,

T T T TR e e e
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Gonernl ilarshell's lotter of 6/1/43 d _ ' '

Goneral Strong tuld mo on 2/1/43 that ho wished o be
in u position to sec all our decodes su that tho cinff of Ua2
micht carry out its owm long term evaluution, I am not aware
tiat G-2 hac over nude this request officianlly, imless it
tns dune so through the Desi.I. T osupgested to Yenerul Strong

that he should apply for "acvcuss to ull decodos and intollipence

cvnlusbtions al Bletechley Purk for o pormanont coupetent rop~
resrnt vive of 6-2". I wired the Meud of the U.C. & C.8. to

troe mpove efl'wet bul my tuggustion nes not yeb net witn epproval.

I whall, howevur, make cvery offort to ubtn'.il-'n my diroctor's ; l

“j 1ival of' this policy, as I belisve it to be vitsl that 0-2,

whivh cuntrols all Y polioy at the hur Departuunt, should L .__'_
iy itsell that we witiihold nothing, . - '......i

TS e . -
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(copy) ocs
_ GCH

e

_ January 6, 1943

- .
< J10KMAIDUM POR FIELD HARSHAL SIR.JOHM DILL ' ¢

bear Dill:

Replying to your two communications of December
oth nnd January Sth resarding secrecy matters:

First, with reference to the 2cll Latoratories
..z. the telephons scrmmbling; device which Dr. Turing

couhund to o into. I find that this involves other
iazcrosts than the var %?artrenu and I have been unalle

s ¢lear it in Dr, Turinz's fevor.

Az to the matter of cryptog raphy, I understand
#+r voneral Stionz that he wanted further information
recarding the germans which is not wise for ma to vefer

Lo in more detail, so that our -2°could do its own evrluatb-~

7. de tells me that ne has teen unable to secure this,
Ll e agrees with me that turning this information over
l'.o us doas actuall:,' involve increased hazard. Therefore
* oplnion is that your pcodle ghould not relecase to us

iere detalled data of this kind than they do at prosent.
an I naild before, General Strong has uccepted this view,

I will have to talk to General Stm ng ajain in
sedntlon Lo Volonel £iliann to soce if there ore details
"-'aﬂiin., this cryptosraphic matter with whlch I sn not

.uciently familiar to discuss at the moment. I apolo=
_I 0 Jor the delay in handling this, but most of 1t has |
“oun due to my effort to meet your desires.

{5e¢d) G.C. MARSHALL
Chiel of <tafl

Original disnatched [rom 0CS
1/6/43
QC3 jellowr coby
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Gunural Hurshallts lotter to Fiold Narshul of 23/1Z/42.

High=Spoed snalyzor,
Ll Al

Tidis o only refar to the very extensive and coatly
scaunlng machinery which hus beon responsible for our succoss

in kooping sbrenst of the Gorman service high-prade traftic

enciphored vy means of the Ernipmn muchine. A a‘.lins.iou conslizting -

of 2 U.S. lavy cnd 2 U.S, srmy officers visited Blctchloy frum
February to April 19&1; 1ith the conourronco of the Primo -
~lnlsteor our successes wlith the service eniymn were disclosod to
tho mumbors of the nission who wero ruquired to'give o pledge 01‘-
sucrecy wod to stl..-bu to whun they wuuldl pacs the 1n1‘or:1:sutiox;.
They were alluwod frec nccess to all stages of tho work and had
the i:unctj.ons of the scw:mning machinery explmined to thom. "They
nere nob nt tho tioe ellov.ed to tuse notes, nor were thoy ;ivou
futl detnila uh p:..:nm-. Subsequontly in 1941 the internal wiring
ol' ell the viwels of tho Yerman sruy and <ir Porcs machine vore
cu.al micsled to the V.S, sarvives.

In 1942 i:he nochinery in qt.mr.tion hus: hoen shovn to
Brimndicr-vensral Stonor und Licutenant-Colonul bicher. It wus
"hll;_f studicd by a‘.‘.l;jor I-.l'lllbe.ck, (nov une or Lhe senior ur)';at:-
analylie oxp-rts at arlinsion} during Lis 2 months' atteciment, .

Capialn Julmsua (nlso f'rum arifngten) 1s at prosent studying tie

samc prublem st Mlutchley, 1lnoluding ull tho latcut dovelopmcnts,

The de.buils of Lho spocial Germun submurine machine
have boon di.:;clu:}t'll o Lha .1‘.:.:.\.':-,' Ueparbtaent, bub nel, to the boust
of my if.::o?rl.i;di;c, tu b e Depdorlaont.

Lo I'ar f'rea Lol belyge in poussession ol -LI'.u vennlete
drbnlle of our Yhich #p ol npnivser™ the taa Dot bnent hur: buen
exyoriniglant o tae il saborat or Len bewe s the production of
Riwre walicdhab tn o ocer bcd o e dutalls arevided by ous ad
tnoour JFoerbiner, skl experbianbs Lends crenbar orficicney

Gro, o' cwurce, of tue YLlest ssoeebanees Lo by Db Laer o)
.
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linus of the exporiments weru communicuted to me only for the
first time on 5/1/43 and no hint of . thu exporinouts' hus _ltiti:urto .

reucnud our technical liwison of'ticer with the Swr and rnv:}

Departments, hajor Stevuns, . ‘ .o i\
!
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Goneral Narshull's lotter of £3/12/42. S S

Goruon army Fiold Traftic L ..

Phic was fully disclosed to ilnjor hullback and
ctudied oy him. g]mo U,S. Aray Officer und 5 U.8, srmy ™
N,C.C's have been working, us part ol tho scection dusling

with this trnffi% at Bletchley for the pust Z months.

German clandestine traific

Here I am not in pussession of nll the lactu, but
imagine r.';mt. suw of the rosuits of decoding clendostine
traffic in Burope vere not forthooming; uantil the surth-ifrican
excratiol s and ve may have been late in pussing to Goneral

Jiscnnover. 1 beliove this het now been olunred un,

Cr.sto;rnohic naterinl dorived from Slovie Nubions

This proswwbly rofers tov our solutions of Hussion
and other Slavenic lenpusge ciphorn. All such rosults vore
dizclesud te the »merican Sorvicos iicsion early in 1941, The
general llnes of our investigution of Ausslan olphers up to
Juna 1Y41 have been discussed with U.S. army officors. The
dotails wore not, to the best of' ny knowledge, ngkod for, Thoy
cau be providod without difficulty if rcquired. On the outbreak
or wra belucen Uernnuy and Xupzia the ¥ Board decidod to cuase
Lt reoptlon of bunulen gorvice trulfic, tue 7/ interception
suls ro yelwiecd bolng upplicd to more uwrgent tasks. ®lnce that
ditbe o Fucsten or Bulrnan hvestications uve Lazen place ut the
dode & b, Ynern 1, o bsilova however, A small Folish gtation
an muglond videh exploity very low-zradn Suseian riold ard nir-Lo-

cruud aiphers,  Uowe urder-uf-bulilo delails wny bo derived from

-t | 5 -1



Copy

= -

_this trgffic, but the stetion is not under the inmediate control.

of' the G,U. & C.S,

It is just possible that the ruference may be to the

results-of our lioison on Y matters with the Rusa}ans. Here our

LY

limison han been most disavpointing. We have received rie

"eryptographic"” informntion, only suome Germen policeraw material,
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(Co2Y)

BRI1T1S8E JOLK. STAFF MISSLION
OFFICES OF THi COFBINED CHIEFS OF STAFF
WASHINGTON

4
D O Gen, Strong:
C—= Discuses this this
S e sy a morning witih Sec, of
T ’ War, Show uim my
letter to Dill and
P111's other letter
: to we,
' ' ' . /F/ G.C.K.

7ti Jehuary, 1943

hear marshell:

¥With reference to'your letter of January 6th
and our conversation todry, the matter which causes ne
Lhe most concerr is to uphold the principle of complete
frankmess and reciprocity between your people and ours
in &ll these hizhly secret matterss: Our position is per=-
nops easier than yours in that all ﬁhis business is con=-
ccentrated in one agency in Inzland, the Yovermment Code
anpad Cipaer School, whereas in your case there is more
Liian one Department c?ncerned;

It secris to me hoviever that tne »roposals in
vour letter derozate fram the nrinciple of full raciprocity-‘
Our position, 1 undersfand, has been made guite clear,

vo are prepared to show your neople everythilng in England,

but we reserve the rijht torofuse to anllow “"exploitatlon"

in the ¥,5, of vitally secret tralfic where we are ciiielly

e

concerned, unlcess wo arc satislied as to the necessity,
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Yie have, for example,-pérmitted such "erploitation" by
the U,5. Navy in one particulér type of traffic.which we
arreed was of "-Jital importance to then,

It nppears however from the refusal to permit Dr.

furing to havé access to the scrambling device experiments

at the Bell Laboraﬁory that -the U.5. wilsh to reserve the
ri:zht not to show our people everythihg even in this
country quilte apart from She question of permitting para-
1llel experiments in.the U.K. This is a new principle
contrary to .the spirit of existing agreements, It wogli
seriously disturb our people at home and vwould cf_céupsé
also involve the U.S. Havy vho are very much dependent on
free exchange ﬁith our people. -

vr. Turing was sent out from England for this one
taak as our expeff representative, and if he has to return
cmpty handed, it couléd not fqii to have &n unfortunate
effrct, I am sure you will agree with me that it is of o
the utmost importance inr this vital matter not to allow
any feeling of mistrust to arise. _Complete matual confi-
dence is all-important.

/s/ The above is perhaps rather crudely wd;ded
but I did it in a hurry to caten you befors
you loolred into the matter tomorrow.

Yours ever
fieneral 4,C,. llarshall, Fsl . By DELL
Lhalel of wgalfl,

noom GE~884, .
7] Ty e i ¥
Sentagon =Llds.
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From London, January 9th 1643, u ’

Following for TILTMAN for STRONG,

Regret conflicting views contained in D.M.I.'s letter
to SUMNER WAITE of December 16th and telegram 184 from TRAVIS to

you of January 4th, due to pure misunderstanding.

A1l information derived from R,S.8. affeeting E,T.0. e
-
i piven to General EISEWHOWER: equally anything affecting 0,8.8, %/

As regards "Y", am discussing this with D.M.I. and hope ey

R Sy

to telegraph shortly on best method of dealing with this matter,

I trust it is fully appreciated that General EISENHOWER -

- & *
At N

i1z \rcated on precisely the same terms as any British Commander.

s

A _,_.;l'/‘
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WDCSA/ 350,05 (1-9-43)

! . January 9, 1943,

Licutenant General G, N, Macreedy,
Britisn Stsff Mission,
Room 350, Public Hezlth Bullding,
YWashington, D.C,

Densr General Macready:

In General Marshell's absence I nave inculred into
the matter of exchenge of secrst informstion between the Brit-
isu and ourzelves wnlch nhas besn tie sublect of considerable
corresnondence between Genaral Marshall and Fleld Marehal Sir
John D111,

L am in complete ugresment with the idea exvreseed
ln the Fileld Marsnal's letter of January 7 that we suould
nave complete frankness znd recirrocity in all highly secret
mstters, For this resson I Rave inatructed our Aselstant Cnief
of Staff, G-£ to permit Dr, Turing to vislt tie 3Zell Labora-
tory for tiie purpose of inspecting tune scrambling device ex-
periments wnlch are being conducted there, However, tue War
Depsriment must algo reserve the right to refuse to permit the
"exploltation" of thesge secret devices by the Britieh unless
sucl. uge 1s aporecved in eacn instance,

I wien you would exprees my regret end apvologies to
Dr, Turing for any incon'venience trat we has been caused by .
these misuncderstandings, 1Itis lioped thav this matter has
been finally settled to tke mutual benefit 5f both the United
Stzten and tue United Kingdom and to the benefit of our war

effort,
| Sincerely yours,
(Sgd) JOSKPH T, MceNrARNEY |
Acting Chlef of Staff,
Coples sent CG, S0S, - ]
oFD & G2 January 2, 194
1-11.43

ORIGINAL LISPATCHED FROM
' OF"ICE CHLEF CF STAFF
' 1-10=423
by Lizleon '

——— . -
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BRITISH JOIE™ STAFF MLSSION
CFFICES OF Tiit COMBINZD CHLEFS CF STAFF
WA S LNGTON

CENERAL STAFF

M/1/38/e34, . E6RFB 13th Jenuary, 1943

Dear General Mclarney,

Thank you for your letter of Q%ti January

regerdlng D, Turin%'? yigif to the Bell Lsboratory,
It ie with much eacisfection thst I learn of the
aporoval for thig to take vplace.

It is auite understood thet each couniry.
ragerves the right to refuse to permit the "exvlolte-
tion of these secret devices by the cther country,

Meny thanke Tor your esslstsnce in tile
metter, '

Iours slncerely,

/e/ §. N, Macready,

Lieut, Ceneral J.,7, MeNarnsy,
Acting Chlef of Staff,

Room 3E, 944,

Pentagon Bulilding,

Arlington, Va,
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IN REPLY REFER TO

8P3IS 311.5-General

S

HEADQUARTERS ARLINGTON HALL STATION

ARLINGTON, VA.

Fei)ruazy 8, 1043

kemorandum to Colonel Corderman:

l. It is estimuted that our E solving macuinery will begin to
bo assembled and instelled in suitable fuarters in tho Operations 5
Buildine B by ! 0484 1t will shortly thereafter be in con-
dition reaqy for practical operations.

2. For our operaticnel exnleoitation of the German Army and Air
rorce L communications {or which this machinery wvas designed four
princinal classes of items are essential:

a. Speciully trained personnel. Steps are now being taken to
obtain thon.

b. Traffic, including docuaonts epplicablo to its effective
gethering (frequencies, schedules, ete., portinent thercto). e
do not now reczeive sny of the unplicable trafiic from the British
nor do we have the Gorman aArny call-sign books, inforwation on
disceriminants, etc,, whien ore esasential for practical interception
of this material. &As regards the traffie desired, we are now
dependent upon the British intsrcept service for it. It is truo
that we are currently receiving & small amount of interoept material
of this category from our stations &t Vint [{ill, Yewfoundland, .and
Ioeland. Interceopt service fram these points will probably incretse
in effeoctiveness as time goes on but beczuse of geogravhionl loeations
these stations con nevor nrovide complete intercept coverage of the
German army and Air Force B traffilec sufiicient te permit of rezular
solutions nor tihe required continuity.

¢+ Special information and complex special procodures applicable
to the solution of this traffic have been developod during the past
several years by G.C. & C.S. as a ros2ult of concentiated worle and
practieal cxploitation on a larpe scale, This information ond tie
procedures are extresmely importent, il not vital, f'cr ol iicient
eiiploitation of truis traiiic.. ¢ do Not nave tuis spucicl iuloruation
or procedurcs aund hove uut doveleped the nucessary procedures.
Lorcover, to do this would take several yuars,

OFFICE OF THE COMMANDING OFFLICER SPS1S-7
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T3=7,3119=Gun,
Ml Cordornmn

il. iipu‘ciul commnication chomsela end cryptographio spparatus,
az aot f'orth in subscquent paragraphs.

%, MNucauso mattors of policy deturmined on a very high level
are invelved, n casual rcyuest by us for items b and o above would
neapcaly bo honorod at ance by G.C. & C.8. Very informal discussion
o” Lhe galjoot with Colonhel Tiltman maikes it oloar that the special
in’ -11i=onew, reaulting from their exploitatioca of this materinl,
tu noeo Yolng furnishod our forces in the ETC and in ilorth Afriea,
Al walle gmlurial of tho pature ol that desiroed ia eveiloblo to our
srararly neervditod roprosentatives vho visit G.C. & C.8., and can
Yo pin jod Lhore at any time, serious resistance to sending the
watarinl’ to «eshington will be encounterod, unless e make a good
rane, Ly stubing important reasons viy we rust operate and have
i wata ,oro,  This position, Colunmel Tiltmon indicates, is dictated
ey T considorations of seourity and their grest fear that
Crocent, oxnloitation of this troffic may be juopurdized by allowing
e naba Lo luove Englaad.

4, wllk @ vio. to ostablishing our casv in an cdequate wanner,
ot i egstod that e telepram substantially cs follaws be sent to
beily o* L., ut an early date. . . g vl

"l. iww typo rapid analytioel machinery is now under
¢ nntrustion und will be reedy for operation heip in aboub
Yuur aonths. {ur type of machinery bears no oxternal or
tnuorpnl rosuublanoo to four 'bombes'! or to asaocoivted
o mimwnt and is cupable of solving various types of erypto~
recohic probloms. Among letter is solutiocn of Germsn Army
ae Alr forco B traff'ie,

<. Trafric and collateral solution data vhick will
arilln 13 oo to solve Ceraan Army ond Air Foroe E mossages
snrlicularly applicable to Horth Afrioan Area are urgontly
desired nt an oarly date so that W0 oan undertake oxploitation
of Wia saterial in .sushingtem. ™ 247

3. It §s runlized that specinl in*ellijonco rosulting
Freioveur exdlojtution of this truf'fic at Dlotchlay Park is
4% availnile to our forcos in Morth Africa and in BEngland aad
L ! o luctiunes to sond out of the oauntry mitorial of nature
o tunb poauentud {n- lmmgm?h‘ari based entiroly upon oon-
nadorations ol socurity. llovurtheless hich authoritius hero
4 1At dusirnble and nocessary for-us to undertalre operational

f..-.'.a_, " ¥ ',.._-.f '/. ./..._
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“Il-'.-
- em—¥ 0 MusE bo in position to solve traflic.

Sordorman

4
exploitation of this traffic in :.ashington under adequate
safeguuarids for following recsons: .
L L AP 'l./'-_\'-.t .
. a. It is probable thal we-here can maixe important
stechnical contributions in respect to type of machinery em~
ployzd becauss of new design pgiving greater operational spoeds
and more {lexibility. Developments now in progress give fair
promisc of ovurzll o')era't:ional speeds somewhnat in excoss of those
ndir possible with your types, but only wractical operation on '
actual tralfic can establish this voint. If successful, you “*
will receive direct bencfit from our o.evelo-r-xcnus. '
A s v .

b, Ib-is-desirod to render all possible assistance to ¥
,ae:rw;th view to obtaining widest coverajo and complete exyloita-
tion of 2ll {erman army and Air Force I traffic. This oprobably
is not now nossitle in vicew of' its large volume and shortapge in
m-..ch:mer;r and '.:ersonnol rejuired for con'}leta COVETREC.

(. - R -~ »

¢. Cur undertalrin: asuistance in exploiting traflic ap-
pliceble o lorth ifviean trea ~ives promise of possibly better
covera-e of other aroas in vaich 7oi may have primary interest
ond &1¢ not now avle To cover fully. ~i.e

d. Possibility thet CGerman Army and Adr rorce mey introduce
fourth wieel in their service must be visualized., If actually
introduced it iould Lecome much iuro dzﬁic..tlt to obiain evon
orescent coverane os regards solution and: 2 vould bo m nosition
to assist very mmteri allj- . TN e sy
-
a. It iy lelt thal operation of our special machinery on

prectical problems would afford best possible training of eur &-ev' -~

eryptanalytic personnel wnd this sort of training is hizhly
desirable in view of possibility that adaitional areas may
tecone active theaters in which american forces will have pri-
mary interest and therefore should be prepared o exploit with-
out imposing additional burdens uvon G.C. & C.8,

L. Indicavions of possible adoption of & inachine by
Japancse Aruy have been notud in recently solv.d Jupunese
1 J.lltnry Attacine messares. If actually adonted by Jawa.nene,

ge Although it is understood that gour presunt mmchinery
is well distributed it seenw wise to vrovide a;ninst even tha
meat remove coutingeney oi Jholeosale destruerion of ecyuiovment
and gpecinlly qualified key porsomnel in mnjlund,
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EO 1.4.(c)
. EQ 1.4.(d)

To: Col:Corderman’

2/8/43:;
@
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4. SipnelSecurity Seywico is not now in position to
obtain muchd the type of tralfiic desired but hopes to provide
forces in Africa with necessa wry intercept equipuent as soon as
precticable. Until then it is assumed that arrangements for
telographic forfurd:.ng of truffic by }ou o mtg\ can boe made.

' I.' e

5. Establishment of direct comuunicau,ions using high grade
eryptographic eyuipment between tiashington'and Algiers ean
afiord cdequate chamnels for safe and ..-ooﬂd'y transmission of
spocial intelligence resulting fronm pu¥r m-ono.sou oxploitation
of truffic recuue.,'l,au. \

SR

6. Until our equmment is ready for e.c'bunl operation the
traffic and swocial crvptanalytic data such aaﬁ
essential for cxploitation information ¢an bo sont by mail or
snie hand., As soon us actual exploitation of current trafiic
is wndertolken spe:ia) communication chwmnnels for electrically for-
warding traffic to .iashington can doubtless be arransed.
Fws

7. Cormmliance with or comments upon our re.quest are
urgen¥ly desived. It is heped.our request wistl be favorndly
considerod and an affirmative decision corznunicated at an early
dﬁ.'te."

Sager o Al

. :
6. PRefore souding a telegram such as that proposed in the
foregoing parmgraph, steps must be telen to ascertain (o) vhether

"the communication channels mentioned in paragranhs 5 and 6 of the

proposed %tclegram can bo made avuilable and (b) whether the necessary
eryvtopraphic apparatuas tor the protection of these cormaunications
chamecls requires coordination with Army Coaumunications Division.
Coinecicont with the making available of the commnications channels
the 883 Cryplogruphic Section can make available the necessary crypto-
graphic anparatus,.

6. e are now exchanging Jupanese Army inlercevt watorial with
the British and this fact should constitute some basis for establish~
ing similar e:chunges as rogards German Army and Air Ferce intercepts.

7« In this conneciion I may add that if tho British should ncceds
to our request for tralfic it will put our ¥ section in « vosition to
furnish (-2 with 2i%/I reports on Corman Ay communicutions in theo
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®o; Uol.lorderman

2/8/4%

®

51m0 Way as we now provide WI/I reports on Jepenecse Army comnunications,
“urthermorc, once we got a good start on E solution methods, ete., Ve
con progruss rapidly, if necessary by oursulves and without further
dopendenco upon the British.

8, After the stops outliued in paragraph 5 of this memo have been
tuizon, I asswne that this memorandwa will be taken up with Colonel Clarle
I'vr corcurrence in rosoect to the proposed telegram to G.G. & €C.S.,
vhich, in my opinion, should be coordinated with Captain iHastings.
Possiuly the telepram itself should be sont by laptain Hastings but this
point is subject to discussion. If you deem it desirable or necessary
I would be glad to furnish aeny additional technical details or viewpoints

in discussions with G-Z. -

illiam ¥. Fri¥eodman

Director, voframications
Resoarch
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F ) Tar Leparinent 4
5 Clossified ..essae Center CcC¥D [ 1
iled 5/223% INCOLNG S SSAGE reb 7, 1943 ,
01232 ! ]

Froms: Cairo
Tos AGGAR i '

Ko. &IS.E 4493 Tebd 6, 1943

Hadio intercept stotion is contemplated in
vivinity of Lsmara ¥riirea per jour 3087. lior
Marshall. Hecammend this possitilibty be recon-
sidered angd intercept stotion ne located at a
voint nore peosrephically consistent with our
tieatre and located at suech & point that will
lend itself to be capable of receiving irom all
croze o Lihe north sast and west. 18 svel
station is o he establizhed recomacond it be
locztod in the Salro ubean wlelo personnel aupnliea o

1 ot o mEETeahy 5 e vEdeRdve . P
LML QOULADNCHT ATl L GBLGTLINInNe2 Touac a2

P

B e — Y
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nimiced. It Lla Belizved thot bae asisrs aroa 1 '
15 not desircule for intercent ztalion dre te ‘

its rugrad eorraphical torrein and furiiwermore .
tie posulbLility of locztions for 30 receiving ) :
stetions is not believed fleasible in that arsa. i :

Eraraeton

Yootnote: .Heference 3087 is CL=0UT-9805 (28 Jan 43) CPD

e —— - — - -

Letion: oro

Information: 0-2
o L 2]

S05~-Talt

Cl=L5=341C (7 Tob 43) 0655 & mvs
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SP5IS~5 911, 5-Ceneral DIi‘.Lce of the Comranding Uflicer 1447 2/5/4 3
(2-=£3) Arlington, Va.

February 8, 1943

2 4

MRAIDUM for Colonel Vi, reziton Corderinan

Subject: Hedio Ditercept Stadtion in Africa

1, Hefersnce is mede to x ...._.or:'ﬂ:.'. Zron Goneral Zrereton
(Ciil 3141 2=T-43). Tivis r._u..u.o gren points cut the fact that
fgnara L an undesiraslc location for such a ratdo station. MAn

P08

alternate lozation at Tairo is suzpgested in the aare moessage.
Gairo is nobt conzidered desiradble due to itie larpe ritisn
intercept arnd radio intelligence ipstellation there.

2. In orver o carry oubt the »urpose for vhich the dsmara
station vwas proposed, it is recomnended that the following action
be talen:

a2, &soaadon plens for z fixed station ad lsmara, Ditrea.

b. Lirget the srzy Cround -orc*s o order two signal
radio ! :':tell:'l.g'cr;ce compenias (/0 11-77) 4o Vint 11l ierus Station,
Larrenton, Yirginla Zor oriontavion at u.ze carliust pracilicabls cate.
After arrival et Vint =311 Jarns Stztion, t:es¢ conmanies to have
{heir perzennel and cguipient checked o m' comletene and to
receive gpecial inghtructions as to their tasiss,

C. &5 soon &s orientation is complete and not more than
thirty des alter arrivel ot Tint (511 TFores S‘tation, vhese W
comnanios to he assirmed for opeoration overssos ::r.\w. thue ..ll’ cd
Jorce .oidguartera, corth ifrica, altor arrivel at illied Zorce
teadgquaricrs tiose Wo companies bo e zrgl-omen for acitive op=ra-
tion wnder the Jignal In%elli;ence Service, illled Z'orce [eauquartars,

de e Ciruzl Intellirence 3Service, Allied Force ilead-—
quartzrs mad 1ls tvo radio intellirence corpanies (122nd, 226th)
pluc L2 tuwo additional comanies -'.‘.SS_."‘.Lu, ba Le placed wnder the
':.;:‘:.L;o::al co'rbrol of tiie Siinal Seourily wervice, arlin-ton lall

-.Jt«.l. t'LD-] ’ 3 o) .Ln.lu...

‘e e esteblishnent of & saccial radio comienicutbion

e

cimnnal, 1ith sritable eryptorrophic equipment, between £11ied
Yeree Jlew yuardera, .Sricz mad .ashington, U. G, for t‘.w sole pur-
pme ol -u,;...f..:'. intercested :mt:.r- al d opurctional instrictions.

s..., counnel o v in opcration Wy lave of arrival ol the Wwo radio

telll onee componies.

e
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3. The action recommended in perajraeph 2 will provide a

total o louvr s gnal racio invelli:encc companiess, plus tre sigpal
intelli-ence service at an zetive tucater under the Sipnal Sccurity
Service., This vill provide the tactical military and air traific
desirod over o communicobion chenmnel capable of speedy results.
Mdig action slhiould render wnnecesser; th:e ostaslishment of 2 fixod
station abt gitiicr Cairo or iAsmara, and vill permit flexibility in
follonin; future military developments in the African 'theater.

/s/
H. Led. Jrovn
Jajor, Sizmal Corns

I certif~ t'ds 18 & true o:d
-3 e
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L 10 . WAR DEPARTMENT
Srule 511,.5-foneral OFFICE OF THE CHIEF SIGNAL OFFICER SP518-7
WARHINGTON
Q . i . Pebruary 10, 1943
}
!

: & t#ANDIAE For: Colomel C, ii. Clarke

/

In coxncction with tiw matter of obteiring, from the British G € and
¢ §,lralTic and collateral data on Gorman :ilitury and Air Force E traffic,
. u 'ollerine acditional pointc are submitted for your inf'ormatiom,

1. a. Tt is bulieved that the preoa.utions talkon from the very
Inauntion nad now in effect with regurd to our develovpments in this field
uttaru purfecily adoquateo security. BSecurity officers are now assigned
Cur duby nk the plant where the machinery is being menufnctured and as-
sunblod. Furtiormore, when the machinery is ready for shipment it will
Lo eonvoyed by aopropriate officer fuards.2gine quartors in which the
maachinney will be inatalled at Arlington XHall Btation are also to bo

o - i and undor adegquate speciunl protootion. Every percon cennected

by Basd cuvalopent and mamufacture vho hes had to heve imparted to him
1 iwcation considered Smortant was cleored throusn the proper cuamnels
sedue Luek imermation was Laparted. For the most part, the worlers
ety :-IU connected vrith the construotion of thne machinery hove avoolutely
Fe wiviw ol its purpose or its me'bhod of operation..Jg

g In Eis sxme connection, tha followingz is quotod from & report
wilaw Ly Jujor G G, -Stevens, Britiel Liaeison Officer et thisc station:

{ ™ l. Suonrity., The fact thet only standard egquipment is used
/ l nunst L securlty problen corsideraoly. 7To zmy untutored eye
‘ “wry iz little in the acrexbly of the machinc that would yive
‘}" ..':.u urdinury nrbisen much idea of what -it would be for. I have
¥ - %W avn tho agsorbly plant nor do I know what precautions are
tnian Wherv but 1 hove the impression that the snfe-uarda in the

tulhiing we vigited wore unobtrusivoly vory ei‘fect:.va.

“e 1t should be emphasized that our mcixina:y can be used for
reebleis athor than the B. The following s quotod from :injor Steven's
rn oré,

" '_-]_-'_-E_ qMlity., I understand that, owring to tho abandonment

e, robay motion, this machine is rendily adapted for uco ag gainst
1 -t oblior thun thut for which it vme originally deﬂisnod."
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To; Lol, Clario

Fel, 12,

&

1944

3, Attention is invited to the fact that it toc%k over eighteen
months of concentrated effort on the part of SSD to solve the Purple 7
irachaine .{.‘.{?.fot only were complete details of the solution inmarted el
Lo Ehw Yritish ¢ € and C S vwhen our first crystonalytic mission was
st to London {Janunry-:arch 1940), but also two or more machines ;
wirre vanceially constructed by us "and turncd over to them. All of this ;ﬁ{',-‘,;-‘
wna done without any pressure having been brought upon us by the Brlt:.sn
and tho contribution wis made as an ovidence of our desire for compléte
ruciproeity in tho exchange of technical information. (The S5 necd
hardly point out that the Purple traffic has yielded the “most vital
inforaation to the Allied Cause and: in fact it might be said that this
selution and She obility to reed this fraftic constitutes our secrot -~
wenpon in our struggle with Jepan, Vshen the contribution, ias mnde there
woro no strings attached to it and from tho very first, 41 hapg*heen
tho londcr in solving modifications and new developmeunts in that field
nnd in cach instance as soon as a uew discovery was made the rosults
wera imparted inmediately by fastest possible means to the British.d-

Wit oo

“i. Preston Cordermen
Colonel, Signal Corps
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1. On or 'about April 1 new type ultra-seerot, high-speed
nnolyticsael mnchineryjﬁhinh kas been daveloped by our oryptauanlytic
exnerts will be assembled and instelled, ready for practical opeora~
tions,. ]

2. This wechinery wes developud for general application
e in sultuble for the solution of vericus tyves of oryntanalytic
nroblems. It bears ne externul or internal rescmblence to the so-
enllud "Dombes" or associnted equinment develoned by the Rritish,
It is, however, adapted to the colution of' certain hiph-srode Ger-
e freny und fir Foroe treffic.

3. YVhen tho experimentul development of this machinery
wes 'mdertalen there was no immediute intention on the nart of owr
eryntunalysts of undertaking the exploitation of thia tyne of traffic,

4. XNow, however, in view of our oparafions in the North
Afvican arca and ol projected operations, tomethisr with the freid that
Litire are irdications thet the Jopnnese may nossibly adopt this saine
Lave of machine ws is emoloyed by the Gorpan sarmy and sir Yorce, it
iz felt that we shouls withont delay engeze in thae operationsl exploita-
tien of this traflic,

G, Sefore this oneraticnal ezploitation can be undertaken,
four nrincivel clarses of items are essential:

_ (a) Specinlly trained persounel. Steps are
now being takan to obtain them.

(L) Traffie, including documents applicable
to its effective pathering (frequencies, cched-
ules, etec., pertinent thereto). ‘le do not now
recslive anv of the copliceble traffic from the
British nor dv we huve the Uerpan Army call-
sign books, inforuation on discriminants, ete.,
wilch arc cgsential lor practical intercention
of' this mutoriul, Ay resards the trarfic de-
sirod, we arc now dewendent uvon the British
intwigept sorvice for it., It is true that we
are currently vecelviie o snll wowt of intor-
cent materinl st this entejory frua sur rmiations
at Vipt Hily, hewlowvialaad, wed Lo bued.  Inter-
copt service froan these points will osrobably
ireresae in mivcchivonenn as hime pooss on but
hacause of jjropruohicul lecations thess suntions
cidy never orovide concicte Lntoracpt covorase of
ihe Yarman Army apd Eir Voree ¥ teaflic sugficiont
to vornii of regulur soluticns nor the roauired
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Initinls
February 12, 1943

VEXMORANDULY FOR GLEYRAL STRONG:
SUDJECTs Radio Intercopt Station in Africa

1. Roforence is mnde to the radiogran from Gunerad
Dreroton, CH=-IN=3516 (7 Feb 43) 0666 Z. This radiogram implius
thet Asouru is an undesirable location for an intorcept stution
such oy we are congidering for thut point, Of course, this can
not bo definitely determined until tosts on the grouud heve been
conductods. It hus, however, cluays teen my underctunding, und
this is conflrrod by Guacral Storer, thet Ashwra ig o tar more =
guitnble locntion tnr... any othaer ,acmt in that gencrul arca,
furthermoure, there is already avoellablie av sawoars e f'ixed radio
gtabion throunn which the ir:torce;:u trariic oould vw cheineled

LX)

to washington with tho miuimuwe of doloy.

2s As for Genorzl Mreruvton's vuzicction mwnd recom-
mondation thay the stetion bo locetwd in the Gairo uren, we,
X bLeliove, are all ngreed that Cairo has wuny uwciccireble
{eetures, not the least of whiah isc tihw fmet that the Mritioch
alronly huve & lurge intercopt wikl raidio intellipence installa~

tior at thuat point.

J. e uro goin: anhosd with our piats to detemine
vhether oy not desmara 15, frun o tuchnieal stendpoint, o cuite
able locetion for ¢ fixea station, 1In tho ovent tests indicnte
thet Avmeru i unsuitsble, or 1f {for the zake of expedicney vo
nny decido to drop thio piun, wne folloving m.tum.ntu plun is
recurnaendods

(a) that tuo udditionul rudiv intolli;cnce
companioes bu given a speeinl courso of training
at Vint #iil farns for o poriod not to excced

thirty days;

(L) thet theso tuo somprniss thon bo sont
‘Lu filicd Force Lwisiauwurters, hLorti Africo and

sl ned fur active ﬂlu‘l'uuib: with the Sipnal
i:-.l'.w.i'.il_:t.-ucu torvice, Allied Forco licndguuriers;
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(o) that thu Sizual Intelligonce Sor-
vico, Allied Yoree ieadquurtars, with its
oristing redio intvilijonve caupunivs, nlun
the tho additionud compuuidss ansigaud, Le
pluced under tha oporativual conirol of tho
biynal goourdity Surviee (in this counoction
ploaso s00 sludy pubmitted toduy, aubject
"Rolations Betunon the birnal Scourity Ser-
vica wnd Filold iponcies Perforning fipnal
Seourity TPunctiong™);

(d) that a soecinl radio communioation
chaunol with suitable cryptogruphlo eGuip-
mont bo osteblishod betuecen sAlliod Forao
Bowdruaerters, Africa, nud Arlington fnll
Zor tho nulu purvoss of passing intercupt.
maveriisl ond oderatvional insuructions, tois
chuanad o bo In gperation oy uwnte ot ar-
rival of the twe radio intoliipgcince Coupurios.

4. Tho foregoin. recorsondation will give us a tetal

of fowr rudio irteiiivsicu couvrnies in this thoaver. It will
srovido sriington Hall with the techalenl, military, and wir
t dozired over o comnunlcation chwmel capsblo of spoody

This wevlion wWiil nossibly ronder wmocoysary the ey-

tablichoont uf o flxed station at either Cairo or Asaura and
will porait LlexibLility in following fubture milliury dovelop-

ments iu tho Alfricun thoater.

b, If the Alr Corps accedes Yo yuur recunmondation

to nllow Arlingter lell to preccribe operationul dirsctives for
Ar Gorps radio inteliiresge cempanius, tno coupay which thoy
hava in Cairo uay be very wseiul in supplementing the activitios

of' the fuur compunles at sillied Yorce Leadquurtors.

- e o d—
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CARTAR Y. CLIEYE
Coloncl, Genarnl Ltaff
Chiof, Spevial Bruwich, .I.S,.
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i Ly, Friedmn's stuteomouts 2-15-43 i

’ H 1
. 1|
- 4
The machinery wldch we have developed is of pgeneral ;
3
applicubility. Don't want them vo Ieel we startod off with - !
imuadiate intention of workiug on enigna. Ve de\relopo/d nachinery .

D | |
suituble ror verious types of problems and in view of ircrease - '
in "E" ¢rafiic and the work of cur Bypeditionury furces in 3§y } !

F t PP —
Atrion apd having machisniery makes it now possible for us to
¢a intn exploitation. Tiltman faelt bad because we did not
vanaulb tliam,
! £
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1:eORALDUY FOR Gelibithb STROUG:

Attachsd herewith le o draft of & proposed neuorandufl
froa sou to Ucneral Marsnall aed a dreft of o proposed luiber
frums Genorul ~arshsll to Bir John Dill on the same subjeots
GARTER T, CLARKE -
Culonwi, lrenorsl teff
Chiof, Susoinl Breach, 4.1.5.
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WAR DEPARTMENT
WAR DEPARTMENT GENERAL sTaFr L7 suthority A. C. of S G-z

MILITARY INTELLIGENCE DIVIEION @-R
WASHINGTON Date...Zx/7-48 (W A
Initials

‘e February /7, 1948

wuprnH POR GLEERAL LARRHALL:

SURJECT: Operaticnal Ixploitation of
Cormon Army and Alr Force Traffioc

‘ 1. heference is made to the correspsndence which passwd
] bebweizn vou and Sir Johe Dill on the oase of Doctor Turing and his
1 vigit to the Bell Leboratories in Wew York City. DParticular atten-
tion in invited to that rortion of Sir Johnts letter in which he

statan that camplote mutual confidence is all importent and thet it
is of the utmost importence rot o allow eny feeling of mistruct to

urisa,

2. 8ir Jonn furthor stated that the Eritish were pru-
. . omred ke shor our people evsrything in =nilund, but thet they re-
i ~nrye tue right to refuse to rllow expicitation in the United States
o vivaliy sucret trariic where they were chieofly conceraned unless
ey wore setiafiod as to the necessity.- He further stated that they
heve nernitted exploitation by the U.¥. lavy of one partloular tyoe
o' tra1ic whioch they agreed was of vital i ortance to osur havy,

8. The traffie to which Bir Johr refcrred wma a very
uncoinl type of Uoraan traffic.

B

4. It has now become necesszery for the irmy to enter
uuuu nxploitatior of traftic of ¢ similar nature, Lut pertaina.r to
tim Gersan Army and Air Fo-ce cormueicaticreg, Wo shauld,tharei‘ore,
recnive from the British the enne trestuent wnd oonsideration as
Lhey novw give tho havy.

AL ST TV R

§. A detailed explnzetion of this whole nroblem is at-
J trchod in TAB (A‘

; & letter eubstuntinlly ns
yov to Sir John Dill,

G.. It is recor
outlined in TA3 (3) be difpatched j

IW\_,\' I FORY]
Vo,
8 ] i
AL . G, V. STROLG,
I |. - WA b n-:.u- uﬂr"pul
g o fleln)¥,
‘ :-q\_“-‘-;-.g :lo . of 2 Y U=
- [%

ML L * -

[
e

e —




P ST 1)

(c) Specinl infcrmation and complex specinml
procodures applicnble to the solution of this
tralfic have been developed during the pgst sev-
oral years by G.C. & C.8. ns & result of concon-
trated work snd practicul exploitation on a large
scale. Thic inforuation and the prucedvras are

extremely Lmportant, if 5ot vital, lor eiileiont
0Xpl0itation of this urolfic, /e (o not have
thls specinl irformation or procedures ard have
not devoloped the necessary procedwres. liorsover,
to do this would take scveral ycars.

(d) Spocial communication chamnels and
crypvographic appuratus, as set forth in sub-
seguent paragraphs.

€. It is roanlized that special intelligerce resulting
from the Dritish exvloitution of this traffic is new in oll proba-
bility availuble to owr forecs in North Africa exd in lngland.
It is alsv reelized that any reluctance which the British miecht
hava to sending this moaterial out of nzlend is based eontlrely on
considerations of secirity. In connection with this matter of
security, however, wo are cunfident that thoe yrecautions teien from
the very inception and now in etTect with rejurd %o owr develop-
ments in this ficld arford perfectly adequate security. Security
officers are now arsigned for duty at tke plant where the nacitinery
iz beinz mmnulfactured nnd assenbled. Furthermors, whon the nechincry
is reedy fcr shirment it will be cunvoyed by auprovriate sfficer
guards. The guraters in whicn the machinery will e iugtalled at
frlington Foll Btation ere also to be sesrepated nnd under adequnte
special vrotection. Zvery person corneclted with the development
and manufacture who has had to heve imparted to him informetion
considered important wes cleared through the vroper chonnels
befors such information was impmrted, For the most poart, the
warkers actnully connectud witn the construction of the machinery
have avsovlutely no knowlesge of its purpose or its wethod of upera-
tion, In this same connection the following is guoted frum a
regort mude by tajor G. G. Stevans, British llaison Officer at
Arlington linll: .
"14., Security. The fact that only standard
equipmont is used lensens tie security orobleu
cousiderably. 7o my untutored eye there is little
in the agssembly of the machlie that would give the
ordinory artisan mueh idea of want it wovld be for,
I hevs not seen the azsemdly vlant nor do 1 lkeow
wnet precnutions nre norem there but { have the
impression that the zafeguards in the building we
visited wore unocobtrusively very effcctive,”
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7. Again referring to this whole question of security,
attuntion is imvited to the fact thet it toock over eighteen months
of concontruted effort on the part of our people to solve the go-
called "Purplo” machine. JNot only were complete details of the
solution imparted to the Hritish Y.C, and C.S. when our firat
oryvtanalytic mission was sent to London (Junuary-biarch 1940), but
also two or more machines were especially constructed by us and
turned over to them, &1l of this was done without any pressure
having beon brought upon us by the British and the contribution
wos made as un evidence of our desire for complete reciprocity in
the exchange of techunical information, ile need hardly point out
thunt tho Purple traftic has yielded the most vital iuformation to
tho Allied Causc and in fact it might be said that this solution and
the nbility to read this traffic conatitutes our secret weapon in
our struggle with Jrnpan. TVhen the contribution was mode there were
uo osirings wttached to it and from the very first, we have becn the
luader in solving modifications and new developments in that fiold
and in esch instance as soon as A& new disoovery iwas made the results
wero imparted immediately by fastest possible means to the British.

8. There is no question whatsoever that the British
aru ocntirely justified in considering this German traffic vital,
But wo ulso consider the Japanese "Purple” traffic vitel and, if,
as Sir John Dill states, “complete mutual . confidencs is all im-
portant”, we should also "uphold the principle of complete franke
noss and reciprocity between tne British and ocurselves in all
these highly secret mattars." .

- Pt
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HAR DEPARIMENT GENERAL STAFT
; DISPOSITION FORM Patelallnl o f{} *
J KG |
| @& . -2 |
SUBJECT: Operationel yxplélt&tlon of German Lrmy and Alr l'urce Traffic.
- D&,m February . 1943
70 | /c/o __Gel i GeR G=3 God, Air Staff
PG __OPD .1 USW ASW ASVIA ca e ALY
___AC  ___BLP BOWD - ExRA NGB cG Army Corps
__ I __FA __cav CA THGR cG CA
0D __QMG Cso SG FIN CG ' Dept
___GHQ  ___ JAG - WS 1G B/PR
' "X Scc. General Staff
FORp,_5/W directs Comment or Concurrence _.-Necessary action
:)hnit of reply Remark and recommendation  ____Information for reply
,Circcf reply Inviting attention to Ind, approved
—_ Approved See notation of . Primary intercst
_Disapproved o Information Nntat:.on and return
N - 1 - (onsult T Noted
}]‘i:f :_'.‘nCl rn..;sgrf : Pﬂdioﬁr’wﬁ-ir l‘!hilL I.EE"IEd. Action L‘tI‘ Ié"&"t’?!‘ rewsasvre
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WAR DEPARTMENT
THE CHIEF OF STAFF
’ WASHINGTON

—

February 19, 1943.

Dear Dill:

Within a short time new type ultra-secret, high-
speed annlytical machinery which has been developed by our
cryptanelytic experts will be assembled and installed ready
for practical operations. In order to utilize thisg new
type of machinery it will be necessary that we receive fron
Bletchley Park certain vitally secret data,

The new machinery will permit cryptanalysis of
Gerinan Army and Air Force traffic. It is felt that our
experts in the United States should without delay engage
in the operational exnloitation of this type of traific in

view of our present operations-in Morthn Africa, of projected -

operations, and more particularly since there are indications
that the Japanese will possibly edopt the same type of
machinery as is employed by the German Army and Air Force.

You may recall our conversation on this subject
during Doctor Turing's visit in this country and the attached
information prepured for your convenience covers our prob-
lem and what we propose. Will you be kind enough to furnish
this to the proper authorities at Bletchley Park?

Faithfully yours,

Field Marshal Sir John Dill,
Combined Chiefs of Staff Building,
Washington, D. C,.
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"}, New type rapid analytioal machinery is now under con-
gtruotion and will be ready for operation at Arlington Hall in about
four mouths. This new type of machinery bears no external or inter-
nal resemblance to our ‘'bombes’ or to assoolated equipment and is
oapable of solving various types of oryptographic problems. Among
latter is solution of German Army and Air Forace E traffic,

2. Traffic and collateral solution data which will en-
ablo Arlington Hall to solve Germeu Army and Air Foroe E meszagea
particularly applicable to North African Area are urgently desired
st un early date so that they cen underteke exploitation of thia
material in Washington.

3. It is realized that special intelligence resulting
from exploitation of this traffic at Bletohley Park is now available
to Amorioun forces in Horth Afrioa and in England and that reluoctance
to soend out of tho country material eof raturo of that referred to
above is based entirely upon cunsiderations of geourity, Neverthe-
loas high authoritles here deem it desirable and necessary to under-
take operational exploitation of this traffic irp Washiagton under
adequate safeguards for following reasons:

a. It is probable that Arlingtun Hall can make
importen: technical comtributiona in respect %o type
of machinery employed because of new design giving
greater operatlonal spoeds aud more flexibility.
Developments now in progress give fair promise of over-
all operational speeds somewhat in excess of those now
poasible with our types, but only practical operation
on actual traffic can establish this point. If succeas-
ful, we will receive direot benefit from their dovelop-
ments »

b, The Amerioans desire to render all possible
ssistunce to us with view to obtaining widest coverage
nnd conplete exploitation of all German Arumy and Air
Force E traffic. This probably is not now posasible in
view of its large volume and chortage in machinery and
porsonnsl requirad for complete coverage,

0. Undertaking assistance in exploiting traffio
epplicable to North African orea gives promise of pos-=
Bibly botter coverage of other areas in which we may
have primary intorest and are pot now able to cover fully,

d. Posaibility that Gornan Army and Air Foroe mey
introduce fourth whoel in their service must be vieualized.
if netually introduced it would becomo much more difficult
Lo ublain even presont coverape as rogards solution and
Arlinglon Hell vould be in position to nssigt very mnteriaelly.
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e, It ig felt that operation of this new specinl
machinery on practical provlems would afford best possible -
training of Awerican cryptanalytic persomnel and this sert
of training is highly desirable in viow of possibility that
pdditionzl areas may become activo theaters in which Ameri-
can forces will have prinmary interest and therefore should
be prepared to exploit without imposing additional burdens

- upon G.C. & C.S.

£, Indications of possible adoption of E nachine
by Jepanese Army have been noted in regently solved Japanese
Military Attache messagzos. If actually adovted by Japenese,
‘Arlington Hall must be in position to solve traffic.

g. Although it is understood that our present machin-
ery is well distributed it secms wise to provide mgainst
even the most remote contingency of wholesale destruction
of equipment and specially gualified key personnel in
Lnglande

4. Arlington Hall is not now in position to obtain much
of the type of trmffic desired but hopes to provide forces in Africe
with necessary interocept equipmeut as soon as practiceble. Until
then it is acsuned that arrangements for telegraphic forwaerding of
traf'fic by you to them can be made.

5. LDLstablishment of direct communications using high
grade cryptographic equipment between YViashington and Algiers cen
efford adequate chamnels for safe and speedy trensmission of special
intelligenco resulting from proposed exploitation of traffic requested.

6., Until the new equipnent is ready for actual operation
the traffic and special oryptsnalytic data sueh ae cribs, eto., essen=-
tiol for exploitation inforuwation csn be sent by mail or safe hand.

As soon us actual exploitation of current traffic is undertaken spocial
conmunication channels for electrically forwardini traffic to Woshing-
ton can doubtless be arranzed,

7. Complience with or comments upon this request are de-
alred. It is urged that thic request be favorably considored and an
affirmative decision communicated at an early date."
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WAR DEPARTMENT
THE CIHHIEF OF STAFF
WASHINGTON

VWDCSA 311.23 (2-17-43)

N

LEMORANDUM FOR GEMNERAL STRONG:

bt L5

e

Incls.

g | | G.Ca ’ 5’[%

/

February <z, 1943.

? . Subject: Operational exploitation
of Germen traffic.

Reference the recommendation in your
meporzndun of February 17th for letter 1o Sir
Jolm Dilli. First, please take up your request
personally with Captuin Hastings, R.No and see
: if you can clear it in that menner.

o
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" MILITARY INT hLIGE'CE SERVICE
VIR DEPARTHMENT

2/23/43
From: To:
: The A. C. of So, G-2 wlirousssces;
t Secretary, G~2 Staff - :
) : The Chiel, M. I. 5. :
1 xecutive Ofiicer - -?
i : EXECUTIVE GROUP :
p : Military Attache Pranch :
3 : Personnel Branch :
; : Finance Section :
A : Geopolitical Section :
% : Chief Clerk : .
{ ¢ Record Section :
) : lail Room :
? : : THNTELLIGENCZ GROUP

; MAI'IC
ATC
Dissemination Groupn i !

e ss we

.

COUMTERINTELLIGEXCE GROUP

FOREIGH LIAICSON ERANCH

a8 =8 sec ar

TAINTIRG BRLLECH

Translation Seclion 3
1 s+ PSYCHOLOGICAL VIARWALL c2RALICH 3 i
‘ ' H PRIS””ER O“ *VJ’IJLvuu1 :

lAllJON’ BD LCOJ] WiR. : "--:
: SECTY., INTER~AIR.DEF.ED.

¢ SECRETARY, GEMEHRAL ETLTT :

¢ EXECUTIVE OFFICER, g

¢ ADJUTART GEAERAL'S OUFICE
BUREAU OF PUBLIC RELALTICHS

e s

: Necessary action :
: .t Preparation of reply *
. + Recommendation or remark :
: r As & matter of prinary Int.

: Note and return

: Informalion « g 0
: Mail foted :
¢ File Signaturc

Gen. Strong: Hemorendum for your

signature to Captain lnstings, making

3 fornnl request for tiraffic and collate:
! ol solution data for Uperatiocnal
fxploitition uf Uerman Army and Air
Forco Traffic.

Lol

: . . R
J C.waC.
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.
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IEMORALUDUL FOR CAPTALK HASTILGS:

SUBJELT: Ogurxtionul Bxploitution of
Geraan Argy and Air Force Traffio

1. In waccordance with tha uisitos ol Sir John Dill
and at the directiun of Uuneral targhall, Cornul roqueust ia
nereniin naae for tas nreriis and coliatoral solutiun dnta
ymien v1ll enablo Ariiugtun ball Uo svlve Gursun -imy und Alr
Forece "1E" rossazos.

2, I un ipforned that Ly the time Arlinzton Nall
iz in w position to wndorssko the day te doy galution of thig
traffic thareo will be in ooeration « direct cuble gontuet
with Dletchloy Park oveor which this vital €raffia and volution
duta mny be pusaod.

G0 Ve OehehG,
lajor Veneral
A. U. \?f 5., U-a
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LETTYR ADDREUSED TO FIELD LMARSHAL SIR JOHN DILL

BY CHIEFS OF STAFY. .

You hnve alroady been made familiar with certain aspects of the position
betwoen U.8. Army Intelligence, U.S5. Navy Intelligence and cur own Intelligence
narvices in regord to our Moot Secret Sourcec by tho steps you took last

poconbur und January {during Colorel Tiltman's visit) to clarify the mattor with:

Guneral @arsinll. Copica nf the correspondence you had with him are in our

hands.

In nerticular your letter of 7th January 1943 and Genorsl MoNarney's reply
of 9ith January have lald dowm a jeneral principle, intended to vover the aubjeot
ol aupr Mot Secret Sources of Intelligence, in & most sutisfactory way.

~¢ now vish to meke thie gonerel prinoinle operetive throughout the British
and Lhe Amorican "Y" Services, laying down more specilically certain opruvisions
us n dblrective to the officers who have to deal with the mony points that earise
niment Jduily in commection with operational hnndling of the materinl in questio:
The innenvion is to cover all mattora connected with SPFCIAL and Y™ Intelligen:
[nte re:piion, Cryptogranh,,v and Socurity, from tho decoding of Axis mossejos in
Vivay nihect crade cyvhors dovm to the extraction of Intolligence from plain
Yt s telophony trewvsmitted from eireraft and field rntations. Ye foel sure
tot Lbe laerican ™Y" Services will welcome this auggertion ou it must be as
di:vigult r'or their officers to deal with ours eves for ours with tl*m- and they

are, ag we gnot, us anxiouc avout seourity us we are,

o dulicate however iz the tech:ziquc of hs.ndling thin type of Iutelligence
that ir' absolute gsocurity is to be mnintainsd it is essemtial thnt the sane
melhoda should be pursuod by both ocuntries at every level mnd in evary area
concerncd, sinco o leakage At ary one point would Jeoperdizo this svurco of
irlelllgence not in one area only but in all theatres of var an for all

5 i-‘i..;m:ing-; sorvices.

The points cn wnieh wo are mnxious to achisve npreement in elaborntion of
tiu: toersl agresment for somplute roelproeity reached betwuen ynu and Ceneral
nurehall e nob out below ane we would suigest that you should submit them to
m. Cerbined Chinfs of Staf'f in urder thet n directive on these lines cen be

fanuvad.

SO PCT LY SPCIAL I}'ThLLIG_!!'JFo

i
(a) Corinlu Wigh grade Axzig coden and cyphora have been molved and, dus to
their cumplezity mnd valuo for intelligence purposes, have boon speclally
handied ng resards cecurity. These ars specified below; und nre the
rowrens f'rem whicn, snd from which plone so callod 3"‘ LCIAL INTLLLIGERCE

fn dorived. They arep~
{1) 211 forme of German Eni:ma mochine cyphors used by the Germmn

Li=vd Forcus; oll forne of 4-vhosl wuifme caciine adapuad for
U.rman Secrvt wervice and Nilitary and Paval avtachos.

-
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rircumJLurceq dictate, in nmutual agreement.

TR

.(1i) All forms of German Secrét Teleprinter Machine, .7. b o

(111) Italian ﬁngalin Machine and SIGHA submarine code.

{iv) Japanese Diplomatic Machine (Purplﬁ). _ o .
(v) apanese Naval Code known es J.N.25, . ll.l

{vl) Japanese tiilitary attache Code..

Other cyphors nay te added to this list by either country as the .

'

SLTATICH OF SPECIAL iHTELLIGEECE.

()

“he exploitation of items (i}, (ii) end (ifl) will be left in British

bands in wull theatres ol war in Euvope, or in proximity to Europe, or

where the Commmnd is “ritish. German Kaval lnigma submerine keys will
continug to be exploxted by Americe, end thc dr:tiah as now,

Item {iv) will bc axploxtnd mutually as at present.
Item (v} will be exploited by America in the ¥,W. Pacific (ccngelrtly
with the british upit in Anstralia) and in the Command crea of the

. in C. kastern Flcet by the Britich.

Item {vi) will be exploited mutually as now.

SINTRIPUTINP AUD BECCRITY CF SPICIAL AUD ™Y INTHLLIGEKCE,

—— gttt

{c)

(<)

(o)

British or U.8. Commanders~in-Chief of Navel, Military or Air forces will
roceive all SPECIAL INTULLIGENCE necessery to them for the conduct of
thoir operntions from oithar British or U,5. expioitation centres es may
be mutually agreed.

Tho digtribution of intellitence from the sources in question will be

- peveread by the funcdamental principle that distribution will be

reatricted to the minimum and will theref'ore be confined solely to thoge
who require fo receive tho intelligence f'or the proper discharge of their
dulbiun, '

All rncipicntb of SPECIAL or “Y" Intelligence, whether British or American
O:fieers, shall be'bound by the same regulations, ths regulations now in
reree in t)v theatres of war where British forces arc oporating to be
neespled ot the present time., If at a later date aither country wish to
M i Sy thiem in tho light of further experience then this may be dono by
reitee Loagrecmont, ihﬁ axtersion to oflicors of a knowledze of the
nristence o such intelligence shall be continued to ac limited n number

a5 porsible and restricted to tne lovels of commnnd in conformity with

the nbove wentionid regulations. Urent stress is luid on the princinle
thut buiellirenco from thess cyphers should not be intermingled in reports
with tpat Trom olher ssurees. I, bowaver, Lt hecuizes imperative to do

w3 Ahe wiole must bhe troated as SPECTAL INTELLICEICL avd piven tho oame
steietl, limited digtribution. Under no vircumstances is it pormissibla
Lo pags SPUCLAL INPRELLIGCHETCS in e cypher which cun be road hy otiter then

tiie nuthorige) “Qu'“ioﬂ*

T3y
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g (f) Althcugh ™" Intellijonce is not subject to the same atringont reguletions

e

a9 SPECIAL INTELLIGENCE, since tho two uwre closely connaectad, it ia
eanontlnl to maintain a hlgh darreo of eecreoy in tho handling of ™"
Intelligence also. I any action taken upon it and in any documents or
tolegrems besed upon it it is essontial thet ita origin sheuld be dis-
guised and the cyphers used for its disseminution abaolutely secure,

r

{=) JSpeeinlly nppointed officers shall hove full acoess in the Pritish
Admirally, Yur Offico and Air Ministry to nll SPRSIAL and "Y" Intelligsnce.

The sume privilege will be extanded to British officers in Amerion.

g wATION OV™R RUSBARCH IN CRYPTOGRAPEY AlD ;05T ShCRET DEVICES, ™

(:) #ozoarch on cryptpgraphy snd all the means mechanical mnd scientific
apnertainicg thereto shall be on en entirely reciprocal bawis, together
wilh nll expoeriments end’'findings. U.S. Lialson officars will continue
Lo bo wulcone at the British "Y" Centre in the U.X. and from thoso
anecially nccredited nothing will be withheld.- Similerly in the U.S8.
quillfied British representatives will nave aocess to all informetion.

! Xither country reserves the right tuv rafuse "exploitation" of S2NUIAL
iLEALLGELCE to tho other untll 1t is satisfiod thnt the nececsity for
ilzad exploitation exists and thut the information is to be digseminated
unly to those to whon it is ezsential. .

CetTION AN COORDINATION O THE "¥Y® SERVICIS,

(1} sonerasiun betwson anAd coordination ar U.S. ard 3ritisl "Y" offort must
tuke placa ot all levels, technical eryptasraphlc information beiug
uxchorssd mutually at the same level and sich covntry to acree not
Ly .lrcrrde such information or the intelligence derived from 1t bolow
th~t leval without mutual agreement,

-y
-

TS
s

hech country shall inform the other of tho omploymeat and scope in
snch theatrs of war of thoir "™ wpits in the fiold. :

Tth Uarch, 1843,
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DEFIEITICHS

e

"Yy" SRFRVICE. The branch of all threo Services which is concerned with
Intercupting, docoding, interpreting, grading end dissemination of enemy

(and ueutral) signals, and the use of /T—npparutus for estnblishing
locntinns of enemy trannmlttora.

SPLCIAL INTELLIGMNCE., Certain crnemy oyphers have been plared in a
specinl-cakegory, ow1nﬁ to their importance and difficulfy of solution.

The intelliponce derived from these eyphers is knowm as SPECIAlL IRTELLIGEXCE.
Such maturial is treated with most stringent security moasures, a copy of
which is attanhed hereto, ' :

“{" LLTELLIGEECE. Irtelligenca derived from the solution of lower grade
cyphers.  Such oyphers may under certain cirecumsisnces be-upgredaed to the
"special” elass. The digsemination of "Y™ Intolligence is wider though
always treated us Yost Secret.

Vthereus SPECJAL INTFLLICGENCE is confined to a'very strictly limited number
of the most hizhly plece of'fisers and ir meinly of strategical importance,
"{" Intelligence may be used tactically.

AL Dziﬁmin‘" has no commercinl sisnificance but ic used to cover the

Gneavise, ictorpretation, grading end disseminotion of all intslligence
dorived 1r01 the activities of the “Y" Service.

Cortein prefixes are uned in the digsemination by telegram of SPECIAL
INTeid, [GECK and these prefixea may oocur,-loosely used, to denote SPLCIAL
[LT8LIGFECE in meme of the docunents that have from time to tims been
vxchanged with the U.S. authorities,

They ares=

ULTRA = SPECIAL IUTELLIGENCE passed [rom U.K. abroad or
to ships at sea,

ZYYOTIC = SPPECTAL IMTELLIGENCE originating from !lelbourne.

— =

SrUnaAR = " " " "  India.
SWELL " " " "  Hiddle Last,

Cthers will be allotted from time to time as necessary.

lio prefixes at present oxizt for "f" Intelligence.

26th February, 1943
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BRITISH JOINT STAFF MISSION @} @ﬁ TReeY 3*‘-’%"&?,’% Vo

OFFICES OF THE COMBINED CHIEFS OF- STAFF y g srongr—
WASHINGTON i J

’ February 26, 19430 «

F ‘ ;
{ .

!
MEMORANDUM FOR MAJOR-GENEHAL GEO, V., STRONG 3

SUBJECT: Operational exploitaticn of
German Arny and Air Force Traffic.

In secordgnce with your memorandum of February 23, iy

I forwarded your request to the Director of the Government Code T
and Cipher School and have today received his reply stating that
the whole .question has been referred to the British Chiefs of

Staff and is now under discussion with General Kroner. {

gt M "'

E,.G, Hastings,
C&pta in 3 B N
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WAR DEPARTMENT—OFFICIAL BUSINESS
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OUTGOING CLASSIFIED MESSAGE
— Dats .._Hnroh.ﬂ...lﬂca...._...__..' 1

"y anthi PR Y W Y

lﬂ.l.ﬂﬂl\’ 1IITBLT.IG 1L SERVICE

T “beanesh sextion, sud Krmbni)

To:

B SN 618 § X HR H

heamint 1N

w Jr,

C
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U. 8. KILITARY ATTACHE

j |

LULCON, LXGLAID

Al UNANLE TG ASCLPT YOUR CGHOLUSIORS AL TO GRAVE UNDESIRARILITY
Foit 810007l OF RAY HATIRIL TO ULITLD STATES RO DO I SFE ANY

Wi WL SU0UR AYY WISY B JROPARDISED DY ERITISN

¥ fSULD XY

TRAFFLIC WIICK I DIBIDN SXPLOITED fITRE. TOUR l!E‘?SbGB

Lo e
W ews TIGISULI LLBTINGS LANGH 4. FLON STNONG TO KROULR. ERPLOITA~ i
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ALD L LAnINE YOU PRy TRIS POINT TO TED ..I!.'.I"‘ OF YUUR ABILITY,

¥ Xeu l.'.:HD TUCHNICAL ADVICK AND ASSISTANCE CONSULT CAPTALN
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WAR DEPARTIHIENT

CLASSIFIED LIESSAGE CENTER

AR 3 N~ s N ] 2N\ RN
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PRRIORBRITY

Proms Anenbacsy Loadon
o2 MYLID

1a reply cite: 4414, Marea 13, 1043

Have nade closest contact with very highoot
anthozity Jusi wue“, 02 Pmime Winisver TeIar Talng
your ingiTuctiony Ot Horeh (Personal private for
WIEORLE oty ;?-;:r::; Drcaer oyl Hashemi. ean -:';137 aad
ezrhaulcallv ia your nan? 228, you high powitica aulke
all »ew uraific ug yew dirccicd De ceat 34 for om-
plolgntion at 2 alil, %Tie uspshababie apeyer nt the
msacat is YLD pﬂ“ticiﬁ&a‘&ﬁ ia U no expisitation
in AT, X campot pay that your doslrse are nadar-

stood but I do Tind every ipdicavion to mae, LIA
aze!n for ntelilperce,. Hovevey Sritich 21il not
Ac precgent ggree Lo erploltation irn UHA of rav na-
corlal procured Rere shord oFf direet order fran P,
Tiae voy cun bo moade o3 app2al ©o P 42 you wiah.

it hut I recommend waiting dmell Bir Jobn Pill geto
Britich Chiefu of 8ialy pr o;ozztion to lay peicre
Ganeral Harshall of vhlca ny cable through Taptioge
vas brie? surmarv. I do hope yeu oppreciate thad

1 coenld not pefuuve offer of tae estings chaasnsld
and fop our o soensity I 4id net wvish to repoat
mRnnEe taroughk ouy o chagoels, Pavidsons long -
Lottor peply vo yousrs and Beitd 'u Chieie »% BLni?
lotter o Biil ore i adr 223l ond probably ermive
waoit i do. 1 an boend w3 €231 yveu Lhat Eesitich

Aay grealt glare Ly Samozsl Mewsholls letior Sth Jd
uey 4 to Siy gobn 2LEX la wialehk Be,  Mopahall,
arraen Ghat Jedoioh alweid 20l soend nero ey Gorzen
nReoAnl te USA pnd giuidod "inoersi 2tyeny alod
nSSOpnG tlde vign® Loletones h.lﬂ ietiar curprice
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vJAR DEPARTMENT
* CLASSIFIED MESSAGE CENTER

INCOMING RIESSAGE
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3 From: MAriexbaesy Londen
; v HMALID

1 12 veply cite: 4414, Mapch 11, 1943
i : _ o mp. You éill-find Buvidaon reiers to it.

Faced as wo are with defimitec refusal of Brite
ich to give vav Cerman materlial for explolvaticn ia
U3A I believo your uitinane objecilve ig nor node
] _ iilkely o bo mainod by the atop by step method., That
a3, participate cont2libwio expleit hore ain gort of
combinad oboy of » Forward or ogeraticmal scholong
mnker devalon resar ecielnam leokipp €0 lohpr Donpe
waleeg and T4 armeeliad iatowaaie By oonioltation ia
L3, Rw owmnlmes B 9y waboopy 2o% o Briag heoe bacoa
23 wou widah i, 1 have bolaod very pedveuely o
Txhioon and Richor vwhe ozeh ooparaiely ngrce with 2

what meehed poenicen hooe of wiiizade esuecess Lor U3
whentens laslstende ¢a direct netbed night jeopordize
@an prosant arreRnenents., 1 azbwlde that Ao Mme,
guve youroeli?, covldg lay U8A point of view heloro |
Redtich more Zrankly nndd morgigteatly than 1 have. i
Ther ara ad2mant e refuonl your zegusst but I cannot dotont
the siizhicot hootillity favard youx or TOA i their ro-
fusal o pormit emploidatleon of thls trafdfic im H3A.

i fo Apmdistoed tEev vrofnsal ig pased selesy onr pretogt-

up ef this wifal 1lzk vo oporatises and hoa mothiny
vhatever o do with lacl of ecudidzaca ia your security
dtosly, R Rave ceemn how Bridlshk comaadiers nre handled

in thise matier,. It in povero and postrictive backed

by ordore ef Frimg Nlnlsiar.,

L)
a
m

e =y

- e

1€ exly romaling forr vour (o o2ne Rere yoursol?
and Gevehia oW Dolk enRewmzion Lo This teskh. I cowld
ROE Poeasrpesd any ong elug ormving gnedet ve heop the

CGechriesl poople 23iwdys oo vho dob in Both places.

W will peehobhly doave Loendon affornoasn 12¢h
] . end MlAiCary AtSeelis will laflerm Fou engel tine deparie

wra. Wiadie 1 de pot onguct Tunther reply ficn you would

i :
P
- L3
FUNY  mew P oamg oy i 5 . o
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‘ WAR DEPARTMENT
' CLASSIFIED IESSAGE CENTER

INCORING LIESSAGE N

From: Anepbazasy Lordon
HG: MILKR

in reply cite: 4414, March 11, 1643

..1;1”-.-3.-.3:3.:3»';9 cable sayirg you have rocoived this.

Mo Sig

HIRI0N:  GEU. STUONG

- XN-4503 {11 #ar 43) 182392 wunjc
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WAR DEPARTMENT

HEADQUARTERS, SERVICES OF SUPPLY
OFFICE OF THE CHIEF SIGNAL OFFICER
WASHINGTON,D.C. Lirch 17, 1y43

\\.

1T 0RARDULL for Colonel Corderman

Subject: Traffic Exchange with B. S« Ce
1. Attachod to this momorandum is a report shoving

the velume of traffic received from ond sent to the British
Seeurity Coordination duriny February, 1943.

. 2, Traffic received from ond sent to British Security
(oordination represents messanes exchanged vith both the Britisn
and the Canadianse It is impossiblo to stute exactly how many
messizes vere oxchan-~ed with cach, inasauch as the British Secur-
ity Coordination of'fice in Hew York resresentz both the United
dinrdom and Ceneda in treffic exchenzes In some ceses o mivon
nzoune forvarded by this office to Britich Security Ccordinntion
iz incended for Conadag the messare ney ve intonded
for Britain; and in quite o mumber of casss the one messase nmny
be intended for both Britain and Cenada, This section forvierds
cach day to Britich Security Coordination such treiiic as is re=
miested on the combined Tnited Einrdome=Cancda list, leaviar tae
final decision as ©o wiaere the messaze shall ultimately be sent
to British Security Coordinction in few York.

3 -
1L

Sa "
«8r cusep

3. The agreement tc exchenrse intercepted Diplomatice
traffic on o three-viny basis between the United States, Canada,
and the Thited fin-dom was rcached in o ecnference held at Arle
ington Hall Jenuery 15, 1943, attended by representatives of
the Sismel Security Servieo, Assistont Chief ol Staf'f ¢-2, the
United States lovy, Conado, and the United Kinsdems At that
timo it vus decided thet each country would be provided viith
Dipleonetic coverage schedules of ths other counitries and that
from these schedulas reguests for traffic vwuld be prepareds
Thig arreencat has beer in effoet sinece that tinme and traffic
has been exchianred rejularly cn thet basigz. Hevised requests
aro prenwtred fron tine to time by each countrr to conform vith
chrangcing coverarw sehodu

3o
e

o
4, The cvxmchonse of Japanese Aramy traific betvween
States nnd the United Ringdom originated apvroxi-
veers o%o wid hag eontinued siuvee that time., it
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the prosent. time this office is sending to the United Kingdom
gnpaneso Ay traf{fic intercented by ilonitor S‘to.‘t:.on 15 vhich .
:-rvprc sents avproximately 40 ner cent of ell the Jepunese military
tratfic intercopted by fAmerican famy intercept staticns. fThis
trarfic is reloyed to British Security Coordination the semc day
it renches Arlington llalls In exchenie e roceive the totel
Jupanese Army intercept irom the {wo Canadian stations. In addi-
tion, e rceeive more oi this moterinl from the British in Indie,
ungd throurh our ropresentetives in tho Centrel Bureau in Austrelia
e recoive further intercepts copisd by Austiralian stetions.
Fven thon ~i some of thic traffic arrives here several woelis alter
intercurtion it still hos -much wvalue for the traflic analysis

seetion &n well as Tor "B" section.

5. At the present time the exchauge of troaffic be-
tweon Arlington wpall Stution and Britisn Security Coordination
ig consined princinally to Dipleomatic tnd Jepancse Army motor-
inl. <o éiucontinue the oxechsnupe o r‘e"\c_‘_'L_‘_t‘._ at this time _would
cut ofi {0 wery vn.lt atle ..oux'co of trese a ">ortunu tioeg. Do-
couse She United 1’1nfao~n hag moritor’ st'w.t- ons il erces wiich
nk -no'f-.rt are uosv covcrm‘ by imcricon intercent stations, we
arec nole te rocoive [rom Britein reny messarsos which ve could
nai m:‘ srvise hope to o~t. TU iz "L"\T.‘.ll 5 narticulorly to treffic
trongmiticd vidthin thy eentinent of Xurcpe where leov={reguency,
lav=powzr:d ciotions oan ba neard oy Jritish uenitor stations
becuuso o vhelir relatively clese positvion but which Jmorican
monitors nil to receive, J‘.‘hus , e ot frem Jritain much of
the tral’lic cmonating i'rom Sweden, Snuin, Switzerlond azd the
countrics of Central murope wnder Germun demiunation.

6+ Similerly Jagonese Avmy traffic roceived from
Britein and f‘nnndc'. rearcsents approrinately 30 ver cont ol our
totel volume of inturoesnts of thiz tyne. The ..c.uc‘qr of such
tralitic by our sraitie ;mf'lvst- orcevides us vith mony frequencies,
civeuits erd o ther operational duobtn whieh our ovn intercernts do
kot allora. Eritisa 1.'_-cerc.r.pt.,, for exmmanle, cover Bumme,
“hailand, (.b:ma and the Duteh Last Indios much better tian our
American intercept stations are able to doe. .05t off the moter-
icl recoived from Caneda, India, ond Australia represents troffic
not interoevted by our own monitor stations. .The de;rec of dupli-
cation =-- v'mrox...n....tcly 10 per cent =~ rothor thon retwrding
tralfioc annlysis or cryptanalysis sorves o ucseful purpose in

chnelzing "'"rulcs and vonfy"n doubtful infornotion.

7. To facilitote the Lronsmission of oxchenie traffic
belieen Londen and British Scevrity Coordination in ilew York it
iz planued Go iive 1) {ine eable facilitics avuilable within
n akord tims. dien this eable bocones operativeé -- on or about
Inrch 81 -- Lritish voteriel will be tranaoeitted over thel cip-
¢ty iraa Lowvdon B bow Yerk wid tiorneo relwred to us uy uU1

o

vrne.  dhe telebyne cireuit linddng Sional Jzeurity Servies

. -p wey q:“ .
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viith tho British Seourity Coordination office in How Yerk is

nlrewndy in operation. At tho prescnt time mch of the traffic 3

i wo reecive from Congde is forvmrded Ly teletyps fram Ottamm |
to dritisiy Security|Coordinution in itew York and relayed oy .
teletypo from Uritish Security Coordination to uss Similurly, ; 4
British traffic now: cobled or eir mailed to this country is o
forvmrded by teletype from British Security Coordination te ]

our offiecc. Iroffid which v gend to tho Britisn ind Cenadions '
is trunamitted over this toletyve oirouit to liow York, and ro- !
- layed from thore to Uttova nndﬂ)r London by British Security ]
Coordination. ’

8. ‘During the neriod ve have been exchanging diplomatic
treffic vith tho Urited Kinsdom muca of the rotericl has not yeot
urrived from London, becnuso of the delays invclved in sending
tidis material by soa bogs. tho use of the eablo circuit comtom=
platod f'or this purpoco will overcomo such delnys snd showr o
rrreaor volume of motorinl recoived caeii day from tho Britich,.

3 - 7

He 1. B
Lajor, Si:nal Corps
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TRAFFIC SE2IT P70 BRITIS:H SECURITY COORDIHATIOH
(CN'IAD{: ATD UFITED KINGDOLL) DUNIFG PERIOD FEBIUARY 1 - 28, 1943

- DIPLQATIC
FilBa TED. FED. FEB.
1 -7 8 - 14 15 - 21 22 - 28 TOTAL
Arenatina 63 91 69 93 . 306
nol; iwa i 1 1
Bolivian | 1 2
1 Broasil 4 13 - 4 4 25
: Hulraria ] 8 i 27
: Clile 1 . 21 50 11 7
J China . 8 2 S
j Cal:umbia 1 1 2
f ez 2 2 . . 4
; Sinlund 6 12 20 G 44
»rmen 520 647 : 303 732 2002
: tiermuny 557 463 472 449 1941
Specne 1 1
tnutenala . 1 1l
- * iame ey g 10 13 13 49
1 T 1y . 160 166 128 202 €16
Whuan 255 0235 €23 1457 3683
: Purple 290
J=19 1261 !
: LA 1766
J=22 35
4 : jiiscelleneous 316
: (CA,YO,Piain
] : _ Pext, ctcs) L . - i
Ge
L onchiulavo 29 36 24 b3 147
‘exico 1 1
-‘] JRCFRARTS 35 3
e racuay 1 1
: lera 9 4 13
] Poland 1 1
: Vortu el 23 23 39 ) 103
: Wumnnin 1% 18 34 32 89
. ussia © 153 110 80 - 212 GES
4 trnin o4 S0 g9l 171 444
: thedon | ae 29 02 ah 142
Uuivtiovimnd 4.3 %5 70 S 234
aallond 2 TS 306 56 143
Turliey 2 12 a2 16 67
Venazucle 1 1
Tuneslnria 2 e
| POLALL 2150 2705 PRI BTOE TOLAR
4 *  Includon wossnres fram s lestor Diplraatic et
——TIRNTR. P L P Adiaean o g o v TerTErT T I TR T T TR RE S Y PR Y TR -
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PRRTAN DL PR - §.0 VR

CCETERCIAL

FER, FEB. FEB.

1 -7 8 - 14 16 - 21

freontina 6 3
Chile 1

{iciaan 1
Jupan 1 10
TOTAL g iT

MILITARY ATTACHE

TEBa YEB. FrB.
1 -7 & - 14 18 - 21

Jnpun 316 177 61

Jovan 6 49 29
Toriu 2l 3 2 37
VoL o 31 A

JAPATESE TTLITARY & TAVAL

FrH YLD, B,
1-~7 8 ~ 14 16 - 21

Army 8831 6425 8240

My n 15
Jii/ 15
TOTAL IS0 €10 6256

ROCAPT TULLTLION

3 T, BB, LB,
1w . 4ot 15 - 21

TEB.
22 - 28

wj e

TEB.
22 - 28

233

TE3.
22 - 28

21

]

YEB,
23 = 28

6126
16
51

6192.

Dinlematic G0G S5 378 636

Cormereinl 1] 14 3
Filitery

Attacho als art Gl 234

Ventiher 3] ol 86 25

dap. iliter, U358 3510 G255 6108

¢ o I T PR Uy

PRI IS B o)
-ﬂ-—
'mﬁ-"_'.\"-_ B L300 S i S A Tty e b T e Fae oo 0 o

TOTAL

ik =~

NI =

TOTAL

766

10UAL
125
=7
171

TOLAYL

27691
56
66
27793

[




Sfbﬁhg i
VUAFFIC JCEIYVED RO . BRITISII SECURILY COOMDITATION i
(CAUADA AD VMITED KINGDGI) DURILG FERIOD FEBRUARY 1 - 28, 1943 1
* o
DIPLO:ATIC d
" FEB. I'EB- FEB- FEB.
*i LELTOM 1 -7 8 - 14 15 - 21 22 - 28 TOIAL
j Arrentinn S 18 2 30
] Loldvia 3z 1
] Bruzil 5 5
1 hulsaria 2 g
3 Chile 17 6 3 6 32
] Cclimbica 1 1
inlund 1 5 6
Sreanee 168 17 14 40 239
Gorawny 173 72 % b2 205
hanory 1 1 2 1 5
Italy 21 1s 3 14 54
#Jman 154 168 535 469 1128
Purple 250
4 J=19 258
LA 203
4 J=22 1 .
; Y0 - | :
I'igeellnneous i
] {Plain text, ¢
1 vress, otc.) 226 1
g ole6 ;
[ Lanchukuo 8 4 10
1 Poru 2 2
1 Portusel 6 1 2 9
Rumania 4 1 5
] Russin .8 22 1 29
Snnin 13 18 14 31 76
Hvioden 1 T 2 3 10
Wiitrzerland 23 e 3 : 34 !
Thailand 2 7 9
Turley . o | }
4 t— e o — L]
; 1O9AL 806 365 378 636 1265
| '
p %  Ineludes mecouses fran vepanase dar westorn Dipleuantic not
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. pEPpr?
LY
r
L ] [
CQLEHRCIAL
FEB. 1"E3, Fluld e FEB.
o_ 1=17 8 - 14 16 = 21 22 - 28 TOTAL
!
e anbinn | & 1 8
Jul erie 1 1
“ninu i ® 2
g ’; 3 o
"or:nu}:f 07 . 42 1‘.'!9
ey 1 : 1
1L 22 § 27
S, un 508 121 429
tarbrenl 1 . 1l
el 3 3 6
Soitrerl-nd 7 1 _c
VURAL 45T 178 685
HILITARY ATUACIHE
.'.".i.;:‘ ¥ Py cx :3“1.33 . iR
l-7% b~ 26 16 = 21 2% - 28 POTAL
S c2 330 150 641 1253
. JAPEESS JILLTAIY & TAVAL :
3. i3 e ¥EB., YED.
l1-7 g -14 15 - 2} 22 - 28 TOTAL
Ay 5273 9254 6175 10074 e ™
i wvy 33 529 (73] 165 728
JL/ e 1372 30 1i11 ;
oL B2UG TS - 7603 T10278 5978 .

RECAPITULATION
!'"" ® :"EB: m: I'EB. R '
l-7 8 =14 16 -« 21 22 « 28 TOYAL )
Diilomciie 2150 2703 2207 2764 175968 '
Conzacreinl any 17C B33
Wilitoy Attoohe a3 500 180 G4l 1283 '
Jasuncce Lili-) :
bory s Ewal ) 5806 TS CT@e loawe g
TOLAL LO%H Laici YT =l FAHITS
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24 MARCH 1943

{
L EMORANDUM FOR COLOMEL DOUD:

TOTAL PURPL& MESSAGES RECEIVED (ALL souach)untﬂwnlwquTu

1 MARCH 1943~-23 HARCH 1343 443

TOTAL ORIGINAL PURPLE MESSAGES RECEIVED -“(LL’ 09—#..9

(ALL SOURCES) SAME DATES

TOTAL PURPLE MESSACGES RECEIVED FROM BRIT!SH ta~
SOURCES 173

TOTAL ORIGINI\L MESSAGES RECEIVED FROM BRlTiSHM

SQURCES 147 Q
» 3 v

PERCENTAGE OF ORIGINAL PURPLE MESSACES
FURMSHED B8Y BRITISH SakwE PERIOB

PERCENTAGE OF ALL PURPLE MESSAGES FURIiISHED
2Y BRITISH, SAME PERIOD _ 257

CARLISLE G. TAYOR
18T, LT., SIGHAL CORPS
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Harch 26, 1943

2ORATOUM FOR COLOVWEL cx.q'm:

Subject: ILiaison Between British Security Coordination and
IS. ;

L;— .D ‘["7 L) '."‘E—""'
1. In a mexorapndum by the representatives of the British Chiefs of
Sinff to the Combined Chiefs of Staff, subjsct "Security Measuras in latin
Amorinat:::;:;d that the British Ohiesfs of Staff were anxidus"to sze an end
of Axis machinations in Ietin America.” It was ntated that an order to cragts
a security orrsaniation whose ravbers could de troined to protect kay points
. a=afuat snbotaga, British éecurity Coordination was training in Canadn British

nfTicinla in key mositions in comonnies opsarating in South America. Iikewise

it “ne stnted that the Canadian authorities wore coopsrating with the British

Security Coordinption and arrangements were bdeing made for members of Canadian
comnani~rg to train in the same way as the British. The representatives of tha
Hritish Chiefn of Staff desired to coordinate the work of the U.5. and British
necirlty ornanlnﬁtions and requested information as to which U.S. puthorities
British Security Coordination should deal with.

2. On Sentember 16, 1943, in a memorandum by the Joint U.8. Chiefs of
5tnrf to.the Com§inod Chiefs of Staf{; the British war; 1ﬁiormad that the
Aztrican Intelligrence Cermand wae undartaking a nrozram éi:::éi::& adequate
to reet security messures in latin America. The British Chiefs of Staff were
tulorzed that 1t was the firm conviction of the Joint U.8. Chiefs of Staff
%hﬁnxfhe etatue puo should de mainteined in latin Ameries, ns the introduction

of #is third party into the ares might meriously imodjiy the nccomslishment of

the projecird nroeram of the American Intellirance Commond nnd thus harm thais

au
» - -t
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our combined war effort. In a memorandum for the Security, British Joint
Staff Mission dated September 19, 1942, Colonel Duff of the AIC was designated
liaison of “icer in Washington with whom the British Director of Security
Coordination should deal on cuestions of security measures in Iatin America.

1. It was as the result of theee mamorandums that contact with the British
Sacurity Goor&in&tiqn was established by AIS. Since that time the FBI kas taken
sver reapolislbility for plant protection in Iatin America, and the British have
been authorized to deal directly with the FBI on this subject. ‘AIS has continued
to maintain liaison with the British Security Coordination. From information
available it is indicated that the AIS representaotive accomnanied the British
officers and U.S, ¥avy officers on their tour of South America and the‘Caribhean
lelnonds at the direction of Colonel Heard. '

‘4, ™o incidents in the relstion between AIS and Britigh Security
Coordination may be of intereet to you. First, it is believed that the British
attemnted to penetrate our undercover intelligence by sending one of theilr
agents to our officer who is responsidble for aelactgéjagents. Secord, the
British were particularly arxious that Colonel F. M. Harris should continue
the trip around latin America with the British officers because the British

Q/"CG"M‘-‘(.V h m*a e r‘-ﬂqu
were ablq?to obtain from hih more informntion concerning our syetem of under-
|

cover 1ntelligence than rrom any other officer.

5. Froma relxabla source it is stated that the British have permitted

&”‘h o nJ+an%
055 to use their dlulomqtic vouch¥sy Ar-entina to the U.S, Yy=C8fdnments.

Thia ie interestinz to note, becruse 0SS ia)by directive)forhidden to enter the

Iatin American area. f A . wilnre: .
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From: USFOR-Loadon
To : Uar .

In Reply Cite: 8288, Harch 29, 1043 .

el ot e

!
Believed inexpedldient Tor Canisin Rov B e’ F ]
Johnsoa C417580 Sigral Corps to be witharawn v it ) ' 1
procent otation uniess replacement be provided B Tk 3
Tirst, Agoread to by British, (ecite ETAGO sign~ U ___ < '
¢d Andrevs) your R 8949 March 2516002 S5P3I3. RLRUET T '
ost advantapoous to Eecep SIS comtact at BPF. otk e
tugmest consuli Geaeral .Krcher who ia cognizant ' il
o situatioa. ' . . v,

No 513 °

‘“

Zim=mia e

D=y |El

FOCTNOTE: Reference not identified in WD CHC,

st SIS

ACTION: ASF : - LI
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Proposed Basis for fgreement with the British:

2 —
, r' l.l =.--. -

h. Cryptanalytic and Cryptographic o ,\.13""” TN

ey

i

-

1. Full inteldipence ol cryptanalytic deta, in-
cluding machine devices, covering all "Y' intelligence and
wy# inference.

2. Asa to special intelligence, we should have (a)
mituality on Purple and JHA and (b) freedom to develop our
ovn technigue for dealing with Enigma snd Tunney, the British
to furnish vs with some traffic and some cribs to help us
daevelop contimuity, eventually working into a supolementsry
position s0 as to improve joint coverage,

3. Cooverstion on cryptography (includirg keys,
systens, and mechanical develoumen ts) on 2 caselbasis only. _

B. Intelligence \ f\) Tl ’,}

1. Free and full interchange, with due regerd for
securi ty, of all "Y" intelligence and "Y' inference.

2. Free and full interchange of all special in-
telligence of a diplemetic or semi-diplomatic nature, including
European clandestine.

3. As to specizal intelligence of a military nature,
ve will folluw the British proposal, except that the iiar Depart-
mert should have the same status as the Commander in’Chief of
a {ield force, and thereby get access to British special military
in*elligence on the same bzsis 23 our theater commanders do,

4. Follow the Sritish proposal on intelligence liaison -
officers, but also we should have access in Britain to the foreign
office, ircluding the Sezret Service at St Albans,

T
v/ (43
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1 APRIL 1943,

FRELDOM ALGIERE

R APPARATUS FCR YOPE ! GERMAN HIGH COMMALD EASY TRAYFIC I:Y..i'E-CTEHJ
TO BE RERDY BY LAY PIRGT PO INM CRDER TO DEVELOP THCENICAL BACKGROUND
¥R CUR PRODOSED DY..I'LOIT}-.TI{JII CF THIS TRAFFIC PLREN TC COL IAYES

FRULINL ALGITRS PRIL UBUIS Dash VT EISLLD OLLSTEADL PAREL U0 FISH TO
R ED

ENC IX ALY SPOUIAL INTELLIGENCE RUSULTING FRON G.C ALD € § LEXPLOITATIOR °

OF TIUT TRACFIC WLATING TO YCUR THEATLR X5 I'OW BEIRG FURITISEERD !‘.T:‘!-ZQ

ALD IF S0 JOIfrA THAT TYDDS COLA TG WHAT EXTEET COMEA ANMD THROUGH

CIAT CTAEVLLS ARP TUPSL RISULTS IURNISHED THAT IS WHLTIIOR DlR':-.'CTI.Y.

TC G 70 R DIRECTLY TC YOU

SESRD IN SPOUIAL PAZA SYSTIZI
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INCQUING JMOCACH Dato T
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FROM: FUEEDOL ALCIERS
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Prsaan

s 1142

pUEORD COMPLOTE ANSWIER YCUR FIVE OV ZERC DIGUT FOR SPSIS RPT SPBIS

an

dasd dea

DASIE ORE FROM HAYES SIGLED EICEE HOUER CAY BE GIVEN IT IS LCST NECEDSADY
I BY ADVISED CONCRRNILG YOUR AGRUIILIT WITH GO AXD CS5 CURCLRNING  YOUR

ATION CF & RPT LASY JIAY I TEFORI BRITISH RERE THAT YOU INTEX

M-

Tiil & WORK QUURY EAGY '?”."3‘1‘ TC"""E FECIY DP BRI BEEER PETER IS HalpLED

agai —aes

VI "F"'LI!.I. RAOTO LIEY ABD IS GIVED QUDNGR T0™ HERE PRROOUEILY X

AL

8 € FoRE

BT YORE SERYICE KERL EAR FOTHING TO DA RITE 1T LOMERP 1 TO uevh

PURIORE TLNISTICATION LUET HAYE TIFORLDI0N RLCUESTLD AD0VE AZ JATTEY
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L0 FOR COL. CORDERHAM,

b BTE T i, dndiets S50

Plense rewrite this so that we will be satisfied.

Gen., Strong says he winnts to include full, free, and frank
t:.torchanrce of technical data, bulutzon data, and military
infornntion; put in under heading of "exploitation” of
speeinl incelligence only whnteVBP we think is reasonsble
nird practiceble; in the heeding "anplication" {(employment,
lt.ultlnF action, or utilization tu us) make provision for
us net only te get it but also to u.e it, five due regord to

al) phases of socurity; be ronsunable and conservative.

We will work on a copy over here and get tcrethar
and reconcile our diffarcncou before we submit the paper to

fl('ﬂ . btfﬂl’.g .
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LETTER ADDRE SED TO FILLD MARBHAL SIR JOHN DILL

BY CUIFFS OF STAFF.

I3

You have nlroudy buen mado familiar with certain nspects of tho position
bhotwoon U.8. Army Inteiligonce, U.8. Havy Intellipgonce and our own Intellijence
Sarvices: in ropard to owr Host buerot Sources by tho stops you tuok last
Necsombor and January {during Colopel Tiltmun's visit) to clarify the matter with
Gonural Lurshall. Coples of the correspondensoe you had with him aro in our

hands,

In purticular your lettur of 7th January 1943 and Coneral Meliarney's reply
of 9th Junuary have laid down o general prineiple, intended to cover the eubject
of our YMoat Sccrot Sowrceos of Intollijence, in a most sutisfactory wuy,

“o now wich to make this renoral prirnciple oporative throughout tho British
and the Mricun "Y' Services, laying down more specifically cortsmin provisions
an n directive to the officcers who have to doal with the mzny points that arise
almust unily in comnection with operetivnal handling oi' the materinl in question,
Tho intontion is to cover all mattora conuoctod with SPLCIAL and .MY" Intelliense,
Inturcention, Cryptopruphy and decurity, from the decodiny of Axis mossu;es in
Lhielr nihest _rade cyuiters down tu the extraction of Intellipjence {rom ploin
linuane tolophony trencmitied from aircraft and field statious. lw feel sure
that the Sawricen T Services will wolcome this sugsention as it must be as
difricult ror their officers to deal with ours us f'or ours with thew wnd tiiay
are, us wo koovi, 48 anzious aboub security «y we arce

S0 delizate however is tho tochniouo. of hundling this type of Intelligence
that ir wbsolute security is to be maintained it is essential that the sane
wethods should Lo pursued by both countries ut every level and in uvory area
cuncerned, sinco n lesknpe &t ouy one point would joopaurdlze this source of
intulliseuce not in oue wrea only but in wil theatros of war andg for ull
3 Fightiny Sorvicos,

The points on which wo ure mnxious toe achieve ajrecaent in claboration of
Lhe -cuersl ogroonont for complete reeciprocity reaciied between you und Genoral
Larshull wee sot out below wnd wo would su:gost that you should submit thon to
the Cowbined Chiefs of Stals in order that a directive on thoso lincs cun be
issuod.

SOURCT R W SPLSIAL IRTILLIG FCE.

(a) Cortein kigh prade Axis codos nnd cyphers huve been solved and, due to
thelr comolexity nnl value for intelligence purposos, havo beon speclally
handled ns repards socurity. %hecte are spucified below uwnd tro the
svurces from which, and from witich alono so cnilod SATCLAL INYULALITINICE
is dorived. They uros~ )

(1) ALl forms of German knipme muchine eyphicrs usod Ly tho Gernon
Amod Forces; all forus of 4d-whool EHudgue sachine adepted for
U orrat Beerct Servics and Cilitery end Luvael Attachos.

-
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DEFINITIONS

1) "Y" SERVICE. Tho branch of sll three Sorvieces which is conceorned with
Thtorcopting, decoding, interpreting, prading and disseminstion of eremy

4&3 {undd voutrul) sipnals, end the use of Q#F apparatus for establishing

lagaticns off onemy trunsmitiers.

2)  serclal, 1nTULLIGHNCE. Cortain anemy oyphers huve buern placed irn e
Bpocinl category, owing to their importunce and difficulty of solution,
The iutoliijvrce derived from those cyphers is know ng SPECIAL IETELLIGERCE.
auch material is trouted with moust gtringent coocurity meocuuros, m copy of
which ls attushed heroto, -

3) YT OINTLLICKENCHE, Intelliponce dorived from the soluticn of lower gude
typhora.  ouoil cyphors may undor certain circumstoxces be upgraded to the
“ipacial® class. The dissemination of "Y" Inlelligonce is widor though
wlwnya troated us lust Socrot,

Theraes SPRCIAL INTULLICENCE is cenfined to a very striotly limited number
o1’ tie rout hizely plece officers wnd ic mainly of sitrategical impurtonce,
"I hateliipunce mey be used tacticully.

A) MUl TIOUM hug no commorciel cipnificance but is used to covor the

dugouds;, ruvorprotution, graaing and disscmdinuation of all intellipence
R — o+l = . Wt o o
do=ived Jrom the sotivitiea of the "I Servico.

Coritaln provixes are used in the disscminetion by tolegram of SPRCIAL
LNTLLLTG D0 and tlhiese prefixes may ocour, loosecly used, to denote SPICIAL
INTELLICELCE du some of the documents that havo fron time to timo ween
oxchangod with the U.8. authoritics.

&
S

Thﬂy nra:=-

- ULTRA = SPECIAL INTELLIGENCE passed from U.K. abroad or ;
to ships at soca.

aYLOTIC = SPECIAL INTIELLIGENCE originating from ilsllLourne,

SIMBE = " » - R " Indin.
SUTLL " " . " Miudle Last,

Othors will be allotted {rom time to time as necvessary. .

iv prefixes nt prosont exint for "Y" Inlelligoncc,

26t Fobruery, 1743
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(11) AL forms of Curman Seorot Toleprinter Mashino, - ) £
(444) Itolion Hagelin Lnchins .a.nd SIGMA webmarine code.
(iv) Jupanoso Diplomatie linuh!.ne (purpaa). ¥ .
(v) Jopaness liaval Codo kuown us J.H 25, .
(vi) Junpanena Militury Attoohe Codo,

Othur ayghors uay be ndded to this list by oit-hnr umtry as thn
oircunstuncues diotnto, in nutu.a.l agroeusnt,

TRPILATATION OF SPLOIAL INTELLIGIUCE.

(b) The exploitation of itoms (i), (i1) and (111) will Ye l.ot"b in Britinh
"hande 1.:1. ull thoatres of war in Burope, or in proxiwity to Burope, or
whore tho Command is dritish, Gorman Navel laipna subswrine koys wil.].
continuo to bo exploited Ly Anorica, and tho british as now,

l1tem (iv) will be oxploited sutually ns nt present,
It (v) wiil be exploited by America in tho &.%. Paclfio (canjointly
with the oritisi unit in sugtralia) and in the Cotsaanld nrez of %ho

C. ir C. Lartern Fleat by thu British,

ltam (vi) will be exploitod mutually as now,

LISTLIPUTION ALD SECURITY OF SP.‘.'GIM; A1 "Y" INTELLYCENGE.

(e) writish or VU.S. Comasndors=in-~Cnief of Luval, Military or air Foroos will
reculvo all Si5:CEAL INTLULIGCNCE noocessury to thom for tha cunduct of
thulr upurutions from oithor British or U.8. exploitation centrus s nay
be mutually agroeod.

(d) Thu distribution of intollizonee froat the mourcus in qucstion will be
vevernod by the funcwoental prineiple that :distributlon will be
reatrictod to thy minimua wrd will thercfore bo cunf'ined suvlely to thope
wiw require to ruceive the intelligonce sor the proper :discharge of their
dutfen, .

(o) ALl rooipionts of SPHCIAL or "Y" Intelliponos, whother Dritish or American
0 floors, chall bo bound by the sanc regulatlions, the repulations now in
force in tho thoatres of war vhore British forces wru uporating tuv bo
ucgented at tho prosent tinc. If ot ¢ latur doto oithor country wish to
moudity thom in thu light of further oxporiouou thou this omy be dJdona by
Ll wgreumuit.  The extension tuv oilicurs of a kuowledge of tho
uxiclunge of such intelligenco clinil be confincd €5 ac lizited a number
&8s poiLuibleo and restrictod to thy lovele of corsmaid in cunforzity with
tho alovo wentioucd rojulations, Groat ctress is lald un tho prinviple
et dntulli~unop froa ziicco cyvhiers should not by interminelwd iu roqorts
with tant Cron othor ssurcos. 1, hewever, it Locoocs laperibiwe £y do
w0 L wiale uat be Srented as SPOCLLL ILTILLIGLIAL aud rivets tho sano
strioll: liudtus distribution. weanr ho olrovascwes 1y Lo ouedauinge
Lo puga LULCTAL JNTULLIC SV in a eypier vhick czn bo rcm.‘ P obhar Lk

o authurised rooipionta. o ) |
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(£) Althoush ™" Intelligence is not subject to the smse stringent regulations

GHaP,

) —— . ' -3-...

as SPECIAL INTTCLLICELCH, sinocs thu two are oloscly conneotod, it is
ossontinl to maintnin m high dogree of seoreay in the handling of ™¢"
Intulligonce alco. In any action token upon it and in any documonts or
tolograms based upon it it is osaontial that its origin should bo dis-
zuigsed nnd the oypnors usod for its diysominution nbsolutoly secure,

Jpaciully uppointed officers shall have full mcovss in tho #“ritish

Adiralty, Viar Office and Air Miniatry to nll SPECIAL und "Y" Inteiligonos.

Tho sumo privilego will bu extonded to British offiocurs in Amorioca.

PATLION OVIH PUSEARCH IN CPYPTOGRAPHY AND ROST SECRET -Dl:.‘VIC‘.':S.

(h)

losoarch un oryptojraphy tnd all the moans moochaniocal and scientifio
upportaining thureto shall bé on an entirely rooiprooal basis, together
with all oxporiments and findings.- U.5. Linison officers will coutinue
to bo wolcorno at tho British "Y' Centre in tho U.XZ., and $rum those
spoolally accrodited nothinp will be withheld., Uimilarly in the U.S.
yualified British revrosentatives will have nccess to all infurzatiom.
Eithor country rosorves the right tu refuse “exploitation"” of SPRSIAL
Le: LLIGHLGE to thae othor until it is catis{icd that the noovsgity for
dunl exploitation oxists and thut tie infornntion is to be diszominated
only to thosu to wvhom it is essentinl,

ATLON N0 CCORDINATION UF THE "Y" SZHVICLG.

(J)

Cusperation betweocn und ocordination of U.5. and British "Y" effurt must
tuke plnce ut ull lovolo, technicel cryptopraphio infurnnticn being
oxchunpoed wutually at tho sune level aud ench country to ajgree uat .
tu Jujroade such inforamntion or tho iateolligonce derivod froa it below
that leval without mutunl opgreement.

lach country shall_inform the other of tho employmont and soope in
unch tiientre of wvar of thoir "I units in the fiold.

7th liarch, 1843,
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1 HEADQUARTERS ARLIKGTON HALL STATION ™
ARLINGTON, VIRGINIA 8PSIS-1

DATE Avril 2! 1943. - -

THFORAL MEUO PORt Colonel Clarke.

It rppears from the second paragruvh of the
Tritish document Liwt they huve seized upon cnd
are rroponsin;c to exploit to the fullest some’hing
which Generel icarner srid in & letter dated Jan.
9, 1943 to Field harshel Dill., -

In ry proposed druft of nn agreement with’
the Fritish I nove omitted the five preliminery
poraiTapins of tiweir napsr, since I think they have
nn pluce in r formml zareetent. .

“WAC.
W. Preston Gorderman
Colonel, Signal Corps

... Conmanding
.- ~ ey
'm____ﬁ__m _CONFTOENTTAYL SECEEZ

‘-.
W
A
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Znl, Corderman's “poin&”' re the countarprenosal to present to

1.

Ja

Ve want to aznnml on several ot‘ tho na.ruurlpha that have been '

{included in tho British doounont.

¥n want to iz‘umd the whole tu irclude not unly tho fiold of
eryptannlysis but alsro nryptonrnphy.

Yo have converted this te !.marlcnn fron ﬁlgueh. We. inoludo
n definition of oryptography snd cryptenulysis.
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;G 3NT_GOIICKRUING COOPERATION I _ALL MATTERS RELATING TO swc;g;,
A TRAFFIC ANALYSTS IS INTELLIGENCE

¢

1. Certain hiph grade Axis codes atd ciphers bave been solved and,

Wit Lheir cosplexlty and velue for intelligence purposes, heave been

weortelly lenllel as regurds security. Thesa are .Specified below:

-.‘ -. -

2. k11 Corms ef German En.i.w'a :racmne ciphers uded Ly the
Germen hfmed Rorces;.all forms of Enigma Kachines adupted
For. Gorman’ Soérek’ .‘-féwiua And I‘a’ilit.ary and Neval Attuches.

LW All t'oms o!‘ :}erixlup .aecrea. Toleprinter [4echine.

'_‘o\

¢. Itallan 'Elngel:i.n ﬁ.uu‘hina and SIGHA submerine code.
1, I mn-.e_..ﬁ Diplo:m:tic ¥echine (Purple).
v. o Ju u. ue-;ud{uvul Coda \cno-'n as J.0. 25,
. t‘_..- e ,..a.m..ru h.‘..llturs At\te.cho Systemn.
.'.:' . Lo " Juprnone Diplomatic J-19 (Fuji) Systenm.
h. Germon Biplomti? Keyword System (Floradorz).

Other systems muwy Le udded to this list by either country us
e mirareastimes dictate, in mutual u.greement..

PYPTONTETEY NP SPESIAL LITELLIGTHCE SD TA INTELLIGEMCE.

<« TUVUCTIAL ITELLIGENCT and TA Intelligence in ell theaters will be
o .':..'1'..--1 -n-\;-c-r:tlval., ut w1l exploitation centsers, with o full, free, und
Cr.ow's lnte reiroy 0 of rew meterial, technicnl data, solution data und
eaitetored tulellipence,

NECS TN 40D SUCURITY OF SPECIAL AND TA INTFLLIGENCE, .

. Vrltlsh or U.5. Commnnders-in-Chief of Navel, Military or Air

’ " #UL reeedve nll SPFCIAL and TA Intellipence necasavry to then for
e nlmt of their apevetions from either Drit.is.x or U.5. axploltation

ST ER s e e mrl.u:ally vgreed, There will be un exchance of limison
coet . Zor L purpose of facilitating the executlon of this provision,

Yo Thoe distelbubion of intellipence from the sources ln guestinn
ST N waw eweni by the Cundament.l wrdneinle bhnt Meiribution will be
fo teiete Ul the pinlmwa i will thorelore be coufined anlely to those
©ov e wies o reeeive Lho intelligence for the propor digchurse of their

i ¥
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5. All rcciplents of SPECIAL INTELLIGENCE er-RiIntelddgence,
whetlcr British or Americen officers, shall he bound by the same regula-
Linns, the ropulntions now in force in the theaters of war where British
forens: nro opernting to he acceptod at the present time. If at o latar
dnte vither country wish to modify them in the light of further experience
then this moy Le done by mutusl ogreement. The extenslion to officers of
n knowledpe of the existence of such intelligence shall be confined to
sz 1lnited o number as possible and restricted to the levels of command
in cenformity with the ubove mentioned regwlctions. Great stress is laid
ot the ineiple that SPECIAL ewsalkhe Intclligence should not be inter-
mingled in reports with genorel intelligence from other sources. If,

i wever, it lecomas imporstive to do so, the whole munt be treated as
rPRGIAT, I¥THLLIGHNCE end glven the soamne strictly limited distrilution.
Unirr no circumstances 1a it permissible to puss SPECIAL INTELLIGENCE in
a cryptorraphic system which cun be read by other than the authorized
reglpients. '

6. Ailthough TA Intelligence is not subject to the some stringent
ropulations ns SPECIAL IUTELLIGENCE, since the two are closely connected,
it is ensential to mrnintsin & high degree of secrecy in the hondling of
TA Intsllisence also. In any action taken upon it exd in sny documents
or b.lorreaon based upon it it 1s essential thet its origin sheuld Le dis-

. fuiaed andd the cryptographic aystems used for its disseminotion absolutely

scowre,

7. Specially appointed U.S. officers shall have full access, at all
British hesdnuarters, to all SPECIAL and TA Intélligence. The some privi-
lope will be extended to specially eppointed British officers at sll U.S.
headcuarters.

8. The British and the U.8. Signsl Intelligeace Servicee sre per-
nitbtel to lnvestijnte »nd to setisly thenselves as to the eofficucy of the
socurity meusures taken by the other Service for the protection of the
opcrutions nnd activities of the signul intelligencs service. In particu-
lar, euch Jervice will imnedicztely notify the othor Service when one hus
information indieating conpromises of crynstoyrephic syatems used by the
other, this havings heen ancert:iined es v result of the solution of enemy
commnications Linliceting such compromises. 1

COOPERATIOH TH CRYPYAUALYSIS, AMD IN CRYPTAMALYTIC, INTERCEPT, D/F, AMD
TA_APPARATUS.

9. Reseurch ih oryptonalysis ~nd in the development of: eryptnnnlytic,
intercept, D/F :ud TA cppuretus shall be on sn entirely reciprocel basis,
topether with &1l wivnriuvents nnd findings. Specirlly mncoradited U.8.
representatives will contlaue to be welcome ot all British Signol Intelli-
gonce centers, oud Irom them nothing in the field covered Ly this para-

graph will Le withheld. Similarly, spoeially zceredited British representa~
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" DEFINITIO
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|

- 1. OIGUAL INTFLLIGTHCE SERVICE., The branch of ell three Services
vhinh is concerned with intercepting, decoding, interpreting,
classitying snd dissemination of enemy (and neutral) communico-

" tlons, ni the use of D/F nnd other specislized apparatus for
ool 1lishing; locla.tions and identities of enemy trensmitters.

D, rvenipl, IHTRLLIGENCE. Iatelligence derived from the texts of
Tulvud cryptogryns is known as SPECIAL INTELLIGRNCE. It is divided
inta twn categories:

n, Timt embracing the cryptographic systems enumerated in para-
raph 1, which is based on their importence and difficulty of
1 solutlon. Such meterial is treated with wost striagent
zacurity mensures.

h., All other systems.

] 3. TA_(THFTIC AMALYSIS) INTFLLIGENCE. Intelligence witlch is derived
Croa the otwly of comruniertions with e vliew to penetrating the

r: mon®loge superirvosed upon the commmications motworks for purposes
o seewrity, Spocificenlly, it involver the recoanstruction of con-
sanlestio networks by noting chenges iu the volume, dircetion, nad
] vonrLioge o' pensnges; correlating tne tronomission fracuencles and
ol ludan employed; locating the trsnsedtters; developing the systenm
1 m' rsslyning and crunging cell sims; cud stud;'ing operators! con-

v s b o within the networks. The disseminstion of ThA Intelligence
Iz =lder, though nlwaye treuted »s SECRET.

| fs  TEPIOTTITION™ covera the decoding or deciphering of enemy crypto-
] prems cud tronslating, classifyling und disseminating the intelligence I
v ivad r-hurg from,

5. Gertein wprefixes are used in the disseunination by telegrum of SPECIAL
. HEYTLIGENCE and these prefixes may occur, loosely used, to denote
GAGHL TNTLLIGUCE in some of the documents th-t have from tize to

Llm Leen exelingoed with the U.S. suthorities. They are:

ULTRA ~ SPECIAL INTELLIGEWCE pussed from U.X. abro:d or to .
ghips ot sea.
AYOTIC -~ DPECIAL INTELLIGENCE originating from Melbourne.

-..-: !.i.t. I_.y_‘,i_t_ - " n n T ITodiu.
i " " N " Liiddle Eust.

Othery =111 be allotted {rom time to time as necessary. .
1 #o praflzes ut preosont exist for TA Intelligence, -
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tivea will continue to be welcome at all U.S. Signual Intelligence canters
«y! Fron them nothing in the fleld covered in thls peragreph will be with-
5o nr na mracticable, the security regulstlons adorted for the
srobechlon of the ectivities et the opsraotions centers of the Signal In—

t {ilne- fervices will be ldentical.

i‘l"l'lo

CEHITION 4D COORDIMATION OF THe SIGNAL INTELLIGLNCE SFRVICES,

11, Coonarntion between snd coordination of U.S. end British Signal -
Jntel) Yponce of fort must toke plece ot all levels, technical cryptunsolytie
fnrforrrtion belng exchanged :mitually at tha asame level z=nd each country
b s« not Lo lower the classificatlon of such information or the
inkedilpence derived from it below that level without mutual ug‘aement.

11, Ench country shall inform the other of the employment vnd scope
int ench thenler of war of thelr Signal Intelligence units iz the {ield.

€0 W 0eTI0N ITTH OPHER MEMBERS QF TUE UNITED IIATIONS

1%, Il is zapreed thet bofore enrapging in cooperntion in signel
Inb-t1f, »nce relivilles with any other menber or menbers of the United
sty omd s Pore fwrnishing any of the lattsr with SPECIAL or TA In-
L1 e, Lhe Pritlsh Signal Intelligence will comsult with the 0.8,

i1 int-1ligence, wnd vice versn, in order to obtoin epproval of the
prnp-mud action,

ot ini IN CRYPTOORAPHY.

13, Vhere necsasury for the estalilishment of cryptographic systens
fir entihined onorations, the British ond the U.S. Signal Intellizence Serv-
teeed 101 axchunpe technical information relutive to the systens propozed
o we or rebunlly in use, Fach service roserves the right to withhold
puy- ar 1l inforemtion relative to ocryptogruphic systems not in or_proposed
Pus e in conbdned operstions., It 4is furthar egreed thet neither Service
w11l jvovLie new eryptographic systems or technical information for the
i1, mwommenk of existing cryptographie systems to eny other members of the
Unitedd lintlons without prior consultution with and approval of the other
Servicu,

o s ‘T—WWW'-_ ™ ..-.- . o=
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DEFINITIONS {cont'd)

0 (.  CRYPTOGRAPHY, - That branch of knowledge which treats of the various
m "G, ..mt.llods, znd devices [or converting plein-lenguage into
eryptopram form rnd for reconverting the cryptograns into their
sindn-l.npuage form Ly a direct reversal of the sieps or processes
eanloyed in the origiunl conversion.

Y

22 2

7. CFYPPAIALYSIS. Thst lwanch of lmowledge which treats of the vurious
PRI N nmt.hods, and ‘devices for solving cryptograms, that is, de-
rivine their plain-langunge contents, without knowledge or possession
of Lhe specific method, means, or ey employed in the groduction of
Liar eryplopTuns.
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"Col. Clarke -

(1) I bave not conculted Col. Corderman on this -
he has been out of town. )

(2) 1 have not seen Gen. McNarney's letter, on
which perfidious Albilon relfes.

(3) I have writ at lenghth herein on matters
@ I do not understand.

(4) On reading it over, I seem to have gone
. on a limb, but ites my best guess.

TIT.
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WAR DEPARTMENT
WAR DEPARTMENT GENERAL STAFF
MILITARY INTILLIGENCE DIVISION G-2
WASHINGTON [.

o April 5, 1943

MEMORANDUM TO COLONEL CLARKE:

Subject: Cooperation between United
: States Signal Intelligence
~ Service and British ¥ Service.

References: (1)} Letter to Field Marshal
Sir John Dill from the British
Chiefs of 3taff, dated February
26, 1943.

(2) Col. Corderman's memo-
randum and redraft of the Brit-
ish proposal, dated April 3,
1943- "'

A. Nature of the Problem

In considering the 3ritish proposal embodied
in reference letter to Field Marshal Sir John Dill, and
Col. Corderman's counterproposal, we must keep in mind
(1) the manner in which the present “crisis in our re~
lations will be resolved, (2? the long-term interest of
the United States Intelligernce Service, and (3) our
partlicular strengths and weaknesses in the fisld of
slgnal intelligence at the present time.

1. The Chiefs of Staff of the United States

and British Governments will not countenance an out-
rirht breach between the United States snd Britigh Sig-
nol lIntellipence 3ervices.

The principal cause of the British proposal
6 the current controversg over exploltation of German
rmy and Secret Service "Enigma® traffic.. This contro-

VF;“Y has arisen between the United States G-2, as
pollcy-maker in signal intelligence, and the British
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officinle in control of their Y Service. But 1f G-.2
and the British intelligence officiale do not reach

a solution, the problem will undoubtedly be settled

at a higher level, probably by the Joint or Combined
Chiefs of 3taff, although the possibility of lnvolve-
ment of the Fresident and the Prime Minister must not
be forgotten. lndeed, the Eritish Chlefs of Staff
sugpest in their letter to Fleld Marshal 8ir John Dill
that the Combined Chiefs of Staff should consider this
matter and issue a directive. ,

Bignal intelligence 18 a highly technical
field, and the High Command will no doubt be gulded
1argeiy by the advice of the experts. But, if con-
fronted by disagreement between United States and
British experta, surely thelir first impulse will be
to tell the experta that they must reach an agreement,
and if none is then forthcoming the Combined Chiefs of
Staff will by directive io the experts establish an
agreement themselves.

From time to time within G-2 and 5.8,D, there
has been discussion of & complete breach of relations
with the British ¥ Service, in the event that they
should persist in their demands for a British monopoly
of "Enigma" ex»loltation. Certainly, in the employment
of the delicate weapon of c¢ryvtanalyals-<hardly less
useful in peacetime then in wartime~~it 18 wige to keep
under constant scrutiny the advantages and dlsadvantages
of sharing some or all of our techniques with any other
country.

But this is wartime, and the Combined Chiefs
of Staff will no doubt treat signal intelligence as one
of many important wartime weapons. From a military
standpoint, the United States and Brltaln bave both
profited from signal intelligence collaboration. In
other military matters, so far as I know, the trend 1is
toward increasingly cloce collaboration. As military
activity in the bBuropean theater intensifies, the two
countries must, willy-nilly, become increasingly inter-
dependent. The Combined Chiefs of Staff will surely
approach this particular question from that standpoint.
Unique as the fleld of cryptanalyais is, I cannot con-
ceive that they will countenance a severance of sipgnal
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N more, it secems to me that it would be poor tactics for
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intelligence relations. And I think that we must ap-
proach our immediate problem on that premise. Further-

\ ue to mention the pousibility of breaking off relatlons

/ either to the British or to the Chiefs of Staff. I
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think the Chiefs of Staff will be go definitely opposed
to such a result that this kind of talk is liXely to

L\arouse impatlience and constitute an obstacle to our
securing an advantageous sclution of this problem.

Captain Haetings has, 1 think, striven hard
to convince us that the British Y Service is quite
ready to break relations if we do not accept their
propvosal. No doubt the British Y Service has surveyed
the advantages and disadvantiages of collaboration, just
as we have done.: But I think this kind of talx--as
well as Captain Hastings' frequent disparaging allusions

to the Purple and to our signal intelligence performance

in peneral--is intended primarily to frighten us into

i accepting the British proposal and I strongly doubt

1

- whether they think su_ch an upshot possible.

1f necessary, I think we can perhaps turn
Captaln Hastings' talk to our own advantage by charac-
terlzing the Britich provosal, accompanied by these
oral threats, as an ultimatum, and pointing out to
the Combined Chiefs of Staff the absurdity and impro-
priety of any such ultimatum in times like these.

We should also bear in mind that the British
proposal comprehends Naval Slgnal Intelligence. 1 do
not Xnow the nature of the relations between the Brit-
ish and our tavy in this field; certainly the Army does
not want to find itself leolated when this matter 1is
Bettledn

in short, I conclude that (a) there will be
no breach of relations with the British, (b) we should
not threaten a breach, (c¢) we should, if the record
will support ua, put the British in the position of
having threatened a breach, and (d) our whole effort
should be concentrated on securing the most advantageous
(froT our standpoint) basis for British-American collab-
oratlon.
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2. The long-term interest of the United States
requires the greatest posgible self-sufficiency in the
r'eld of signal intelligence.

J

This is an established War Department volicy

and needs no. proof. But we must insure that United

"3tates representatives on the Combined Chiefs of Staff

(1f the matter is settled there) are made fully aware
of the importance of this policy. Self-sufficiency will
become increasingly important as the war progresses and
the military situation improves. When post-war polliti-
cal adjustments move toward the center of the stage,
diplomatic signal intelligence will be at a premium.
And the closer the end of the war appears to be, the
lens eager the British will be to share their diplo-
matic secrets with us. VYhen the parting of the ways
comes, &3 1%t probably will, the United States must be
in full command of the art in 1ts then state,

3. At the present time, the United Stetes hasg
much to gailn from colleporation with the Britich in the
Lield of signal intelligence.

Much could be sald on this point, but it seems
enough to point out that the present situation arises
directly 'out of our request that the British supply us
with traffic and '"eribs'" so that we can start to handle
"Enigma." We are pressing that request to the limit:
certalnly it would be an ungatisfactory result for us
to fall to get what we want so badly. Breaking off re-
lations would not give us what we want.

Furthermore, there are numerous other types
of traffic in which we do not as yet have a foothold.
Before the war, our efforts were largely concentrated
on Japanese diplomatic traffic, zand we achieved con-
spicuous guccess, FLEubt events are puching us deeper
and deeper into the European picture. In working on
European traffic we are suffering from lack of erypt-
analytic continuity, inadequate intercept facilities,
and a shortage of fully trained personnel. Britieh
assistance can greatly expedite our progreegs, and we
are now in a position to require that assistance. We

- should make hay.
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Finally, concrete results hsve been obtained
from Jolint attacks on difficult problems, notably JMA
nnd German KW. %e are not yet into Japanese Army, and
ahould not cut ourselves off from assigtance in crack~
sng this nut. The same holds true for several Itallan
secret diplomatic codes and 3candlnavian Hagelin and
doubtless for many other current problems,

"B, The British Provosal

Vs
1. Egsence of the proovosal.

The "high pointe® of the British proposal are
ng follows:

8. 1t establishes the category of “svecial
intelligence." Iteme included therein of var-
ticular intereet %o the Army are German Army

. "Enigma"; German Secret Service and semi-diplo-
matic "Engima"; Germany "Tunney'; Japanese
Purple; and JMA,

b. It provides that exploitation of the
three German items shall be a Eritish monopoly.

c. 1t provides that exploitation of the
two Japenese items shall be mutual.

d. 1t lays down general principles govern-
ing the disesemination of special intelligence.

e, It provides for llaison intelligence
officers between the British and American exploi-
tatlion centers.

f. It calls for Joilnt and reciprocal re-
cearch and technical collabtoration in the field
of “cryptography,” by which I belleve is meant
cryptanalysis.

£. It calle for reciprocal disclosures of
the employment of field signal intelligence unite,

T T L - T . e ey L T T

g e AT LT A s s o v
et e e, TP

e T A b R AT T T = AL Y T ST S




AR e 1

PR LA S A A N LATTY, T ¥ DT

&

pg— T ——— ey

2. Principal defeéts of the British pro-
ponal, ¢

;
One defect with the British propossl is 1its
vague and cloudy language. For instance, paragraph (h)
enlls for ccmplete reciprocity in research in "eryptog-
raphy," but apparently (though not certainly) the scope
of thise parsgraph is confined to cryptanalysis. Further-
more, no specific provisicn has been made for exchange
of what the British call "Y Intelligence." There are
other ambipuities that should be cleared up.

But the most important feature of the pro-
posal and the most undeeirable from our stendpoint, is
the apparent exclusion of the United States from all
participation in cryptanalyzing German "Enigma" and
“Tunney” traffic or disseminating intelligence derived
therefrom.

I do not think we should agree to this feature
of the proposal, If the matter is kicked up to the Com-
tincd Chiefs of Staff, we should make every effort to
convince them that they should not apvrove this restric-
tion on us. And I think we csn be successful in this
ei'fort, because it is obviously and inherently unreason-
able. Britain is relying heavily on American manpover
nnd productive capacity to reduce "fortress Europe.’

In a military sense Europe is now German. How can it be
argued that, in a Joint British-American attempt to over-
throw Germany, we should not even learn how to handle
"Enigma' treffic? To say nothing of the further consid-
erntions (a) that Blechley might be bombed or suffer
other catastrcphe, in which case elementary security
requires that we be in a position to fill in, and (b)
that there 15 more “Enigma" traffic than the British .

can handle, so that supplementary exploitation by us
would be immediately helpful.

. On the other hand, if this matter reaches the
vombined Chief's of Staff, our reouest should be so
{famed that 1t will meet a symoathetic reception. We
YRS BOL phrase 1t so broadly that it seems to envis-
nire nodunlicate operation at Arlington Hall, or to im-
posc ungue burdens on the British in supplying us with
traffic and other aids. |

What we really want at thie time 1is to gain a

s s L , Ly o
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foothold in "Enigma" and develop technical competence,
and gradually develop a supplementary operaticn so as
to improve Jo nt coverage. %hat we ultimately want is8
independence, but if we get the foothold and develop
our technldue, indevendence will come anyhow. As our
position in Europe gete better established, we will be
less dependerit on the British for intercept asgsistance;
a6 our ekill in dealing with the traffic grows, we will
need less help in securing "erits.'

There are other bothersome points in the
British proposal, but they do not apoear lnsuperable
and probatly are the result of English draftsmanship.
These-are_dealt-with below-under-the-recommendations.

€. Colonel Corderman's Pronosed
Revision of the British Pro-

posal.,

Colonel Corderman's memorandum of April 3,
194353, encloses a redraft of the Eritish proposal which
makes nline changes therein:

1., He revises the language of the British
propesal .80 ag more nearly to correspond to our termin-
ology and includes definitions of cryptography and
cryptanalyais. Thls seems to me a desirable change,
but not an importznt one.

2. He adds J-19 and German KW to the cate-
gory which the Britieh call "Special Intelligence."
Again, thls seems to me to be all right, but not very
1mportant.

3. He completely revisea paragraph (b) of
the British proposal, with the result that the exploi-
tation of all Special Intelligence 18 made a mutual
and cooperative proposition. This is highly desirable,
and would rectify at one stroke the critical defect in’
the British provosal. However, 1 am afraid that Colonel
Corderman's solution may need a little quslification,
if we are to prevail.

4, As a reeult of change No, 3, the whole
nature of “Special Intellligence" as defined in the

T T T T M T e e G T e L e v mam o
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Under Colonel Corderman's
there 1s no monopoly in Specizal Intelligence;
there 18 merely a specification of those codes which
are so secret and important that speclal security pre-
cautions are desirable.

British proposal 1s changed.
redraflt,

5. Colonel Corderman's redraft specifically
calls for complete reciprocity in the fields of Y Intel-
ligence and ¥ Inference. This 1s an extremely desirable
change; furthermore, I doubt that the British will raise
any objection.

B, He widens the access of United States and
British intelligence officers who are performing lialscn
functions. This, again, is a desirable change,

7. He provides that the British and American
8ignal Intelligence Services may investigate each other
in order to insurc that proper security measures are
being observed, I cquestlon the desirabllity of this
provision, as it would seem to allow British officers
to go wherever they please in the name of investigation.
4 don t believe we would like this, and I doubt whether
the British would like To have our officers snooping
around. .

8. He provides that neither England nor the
United States can cooperate in the slenal intelligence
field with other members of the United Nations without
the agreement of the other. I question the desirability
of this provision.

9. He adds a provision svecifically reserv-
ing the right to withhold information relative to crypto-
gravhic systems, I agree with the purpose of this pro-
vision, but doubt 1ts necesgsity, particularly if the
general language of the agreement 1s revised in accord-
‘ance with change No. 1 so that the agreement is in terms
epplicable only to cryptanalysis.
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D, BRecommerdations P

1., The British proposal in its present form

Le not accepted.

2« We proceed on the premise that there will
be no breach of relations, and submit a counterproposal.

3. That the proposal be that embodied in
TAB A attached hereto.

TAB A consists of Colonel Corderman's draft,

amended in the following important particulars:

2. Paragraph 2 thercof hzss been qualified
in a manner which I belleve will give us all we need
at the moment, and standfy a better chance of accept-
ance than Colonel Corderman's proposal would.

b. A sentence has heen added to paragravh
7 of Colonel Corderman's draft so as to insure that
we 1n Washington will be able to get full access to
intelllgence avatlable in London, and vice veraa.

¢. Paragraph 8 has been very much restricted.

4., Paragraphs 12 and 13 have been omitted.

€. Definition (No. 3) of traffic analysis
has been amended.

g
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AGREAENT COUCFONING COCPERATION TH ALL ZATTERS LA TTNG TO SPRCTAL

AND TRAFTIC ANALYSIS INTELLIGRHCEf/

1, Certain high grade &ixis codes and ciphers have been solved
and, due to their complerity and vslue for intelligence purposes,
have been specially hendled as regards security. Tnese are speci-

fied below:

a. All forms of German Enigma machine ciphers used

~ by the Germen hnmad Forces; =11 forms of “nigma
Machines adapted for Cermen Secret Service and
Military and Maval Attaches,

be All forms of Uerman Secret Teleprinter ¥achine,

Iteliein Fapelin ¥achine and SIEiA submarine code.

jo
)

d. Japanese Diplematic MNachine (Purple).

Japarese Haval Gode kmovm as J.Y, 25,

]
.

Jeparese Milifary Attache Systen.

1+
-

g. Japenese Diplomatic o-19 (..\1--1) Systen,
h. German Diplomatic Keyword System (Floradora).

QOther systems may be addad to this list by edther country
as the ei rcumstances dictate, in mutual agreenent.

ritlo st Lo DA IR GEHOE-AND <~ F N TR ETU SR8,

EXPLOLTHTION S5

2. SPECIAL JNTLLIGIICE~and- Th-Inteldigence -in alX-theaters
vwill-te-exploited -covneratively-at-21l exploitation-centers, -vith
a-full,- free, and Iratk interchange of- raw-material, technical -data,
solnfion-date -and -collatersl 1ntcll:.gencc. It is rer'ornized that,
at the present time, the eyploitution of items a. ard L. above is
primrrily a Pritish responsibility, and that of items u. L+ and g,

A responzibility of the Urited States, However, with respect to all
items, Mull advsniage shall be taken of the intercept,. cryvtenalytic
and other signal irtelligence freilities of the Unitec‘ Stafes and
Britain, in order to improve coverzise 2nd gmard pgainst interruption
of onereticns., To this end, tiw United States w31) furnish Britain
wilh all reaw waterial under itenms d. f. and g which the British
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lack together with such technical date, solution data and

collateral intellipence as may be needed by them; EBritain viall
O furnish the United States with sufficiemt raw meterial and all
: technical data, solution data and collateral intelligence under
"! 4tems a. and b. s0 that the United States exploitation centers
' . %31l be able to furnish supplemental coverace at 211 times, and
y provide security against interrvptions in British operations.

- 3
’Z.fe&: Daragraph-on-—iiema-grent-dethich-ihe-Navymast !
.\'W'J‘:*g-in o . -'p'-'".. !1_ _:-". Ki

DISTRIBUTION AMD SECURITY OF STCCTIAL, AND Th TMTFLLIGENCE, g é’ f/
/\.t.v‘-‘-" -,
3. Br:.t:.sh or U.5. Commanders-in~Chief of ,Naval, Mi litary/

or hir Forces vill receive all-SPESTifrand=B4 TNtelligence-hetessary
to them for the conduct of their overations from either British or
1'.5, exploitation centers as may be mutually agreed, There vwill be
an exchange of lieison officers for the purpose of facilitating the
execution of this vrovision.

ISP S S TR PP LTI

padeala

L. Tre distribution of intelligence from the scurces in
question will oe governed by the fundamental principle that distri-
bution will be resiricted to the minimm and will therefore be con-
fined solely to those vho require to receive the intelligence for
the proper dizcharge of their duties.

S All recipients of SPECTAL INTELLIGENUE whether British
or American officers, shell be bound by the some reguletions, the
regulations now in force in the theatere of war where British
forces are operating to be accepted at the present time, If at
a later date either country wish to modify them in the light of
further expericnce then this may be done by mutual agrecment. The
extension to officers of a knovledge of the existence of such in-
tellipence shall be confined to as limited a number as possible
and restricted to the levels of command in conformity with the
'J ' above mentioned regulations. Great stress is laid on the prin-
; ciple that SPECIAL Intellipence should not be intermingled in
reports with genersl intelligence from other sonrces. If, however,
it becomes imperative to do so0, the whole mst Le treated as SPECTAL
TINTELLIGENCE and given the same strictly limited distrimtion., Under
no circumstances is it permissible to pass SPROTAL INTHEIIIGENCE in
2 cryptographic system which can be read by other than the authorixed
recipients.

1 6. Although TA Intelligence is not subject to the same
] stringant resmlations as SPECTAL THTELLIGEUCE, since the two are
4 closely conrected, it is ossentizl to masntatn a high degree of

PN TEEN )
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seerccy in the handling of TA Intelligence also. In any action
taken upon it and in any documents or telegrems bzsed upon it it
is essential that its origin should be dispuised and the crypto-
rraphic 3ystem§ used for its dissemination absolutely secure,

7« Specislly appointed U.8. officers shall have full access,

© at al) British! headquerters, to all SPECTAL and TA Tntelligence,

'he same privifllege will be extended to specially appointed British
officers at all U.S5. headquarters. Through these officers there
alall be full and free exchange of SPECIAL and TA Intellipence of
a1l types, between the responsible U.5. and British authorities

in vlashington and London.

e The Dritish and the U.S8., Signal Intelligence Services
will immediately notify each other when either has information,
from any sourcas, incdicating compromlses of cryptographic systems
uted by the other.

COOPRL:TION T¥ .CRYPTAHALYSIS, AHD IN CRYPTANALY'TIC, IMTERCERT, D/F,

rad i APURIIATLS.

9« Hesesrch in cryptansglysis and in the development of cryot-
annlytie, intercept, N/F, and TA apperatus shall be on an entirely
racipreeal basis, together with all experiments and findings.
Spenially accredited U.S. representatives will contimue to be welcome
at 21l British Signzl Intelligence centers, and from them nothing i
(he~finlidrvoverad-=ly—tshis~rarorarh will be withheld. Similarly,
specinlly accredited British representatives will continve to be
weleana at a1l U,5. Signal Tntelligence centers,and from them nothinpg
i z i bbby, x will be withheld, So far as
practicnble, the security regpelations adopted for the orotection of
Lhe netivities at the operations centers of the Signmal TIntelligence
Garvices will be identical,

-

CONPERATTION AND COORDINEiTON OF THE SIGHAI, IMTEILIGTAICE SERVICES.

10. Cooperation betveen end ccordinztion of U.5. and British
virnnl Inlelligence effort must tale place at 211 levels, tcchnicel
aryplanzlytic information beinpg exchanpged mutually at thoe same level
snd ench country to agree not to lower the classification of such
informotion or the intelligence derived from it below that level
without muinal spreement.

11. FMach country shall inform the other of the emnloyment and
scoze in each theater of war of their Signal Intelligernce units in
the {ield,

-
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DEFINT TLONS

STGNAL TNTELLIGFNCE SERVICE. The branch of all three Services
which is concerned with intercenting, decoding, interpreting,
classifying and dissemination of enemy (and neutral) comminica-
tions, and the use of D/F and other specialized apparatvs for
establishing locations and jdentities of enemy transmitters.

SPRCTAL TNTELLIGENCE. Intellipence derived from the texts of
solved eryptograms i8 knovm as SPRECTAL INTELLIGHNCE., Tt is
divided into two categories:

a. That embracing the cryptographic systems envmerated in para-

~ graph 1, which is based on their importance and difficulty
of solution. %uch material is treated with most stringent
security measuras.

b. All other systems. -
Th (TWAFTIC AALYSIS) IHTHLLIGEICE. Intelligence which is

derived Ircm the stuCy ol communications, without resert to
cryptienalysiss Specifically, it involves the reconstruction

of ccmmunications networks; correlating the transmission fre-

quencies and schedules employed; locating the transmitbters;

analyzing the volume, direction and routing of messages;

developing the system of assigring and changing call signs; ;
studying operators!' conversations; noting correlations betveen |
transmission and other circumstances or evidence; deriving all '
pessible intellipence from the foregoing studies and all other

features of the traffic, without resorting to cryntanalysis.

- the dissemination of TA Intelligence is wider, though always

treated as SECRRET.

WEYPLOT ' CATION" covers the decoding or deciprering of enemy

. eryptograms and trenslating, classifying and disseminating

the intelligence derived therefrom.

Certain prefixes are used in the dissemination by telegram of

SPECIAL INTELLIGIICE and these prefixes may ocenr, loosely used,
to denote SPECTAL IHNTELLIGINCE in some of the documents they have
Trom time to lime teen exchanged with the U,0. authorities. They

are:

ULTA - OSPECIAL INTELLICFECE passed from U.E. abrozd or
to ships at sea,
ZYE0TIC - SPRECIAL IHTHIIIGEICE originating from MNelobourne.

STiullalt — " ik " " Tndia.
oL - n " " t 1liddle East

Others will e rdlotied from tinme to time as necessary.
Mo prefixes ¢ present exist for Th Intell:l jence,
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- DEFINITIONS (cont'd) . 7

LRPTOSRAIHY,  That branch of knowledge which treats of the
various means, methods, and devices for converting plain
languaze into cryotogram form 2nd for reconverting the crypto-
grom into vheir vlain-language form Ly & direct reversal of
the steps or processes employed in the oripinal conversion.

CRYPTANALYSIS. 'that branch of knowledpge which treats of the
various means, methods, and devices for solving cryptegrams,
that is, derivipg their plain-largnage contents, vithout
knowlege or pessession of the swecific method, means, or key
employed in the production of the cryptograms.
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WILITARY I¥TELLIGENCE SERVICE
VAR DEPARTHENT

g jf;éﬁ;<§!;g To:

The A. C. of 8., G-2
Secretary, 0-2 Staff
The Chief, M. T. &. °
Executive Officer

From:

: EXECUTIVE GROUP
Military Attache Branch
Personnel Branch
¥inance Section
Geopolitical Section
: Chiefl Clerk
Record Section

}iail Room

LTS
s e a8 We ae s

INTELLIGEMCE GROUP
HAFIC
AfC :
Dissemination Croup %

& 8 ss 4¢ s ae

COUNTERIITELLIGENCE GROUP

.

FOREIGH LIATSOM ERAMCH

TRAINIHG FRANCH

Tranglation Section
PEYCIOLOGTCAL WARNARE OBRALCY
PRISOVER OF WAR ERAKCH
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LIAISON, BD.ECOM.WAR. :
SECTY., INTER-AIER.DEF.BD. :
SECRETARY, GFWERAL SIAFF :
EXECUTIVE OFFICIR, :

ro diaan

ADJUT T CLABRAL'G OFFLCS :
BUREAU OF PUBLIC NZLATIC!S

.

Hacessary action
Preparation of reply
Recomaendation cr remark
As a natter of primary Int.
Notc and return
Information :
Meil . Noted 5
File Signature
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LEMORANDUM FOR GENERAL STRCNG

SUBJECT: Cooperation between United States
end British Signal Intelligence
Services ,

1. In considering the British proposal cmbodied in
the sorresnondence handed you by Sir Joim Dill, I belisve that
wo must kecp in mind:

(2) the mecner in which the present crisis
in our relations will bhe resolved;.

(b) the long term intcrest of the United
States Intclligerse Service;

(¢) our perticular strength and weakresses
in the field of Signzl Intelligence at
+ the presant time.

2. I firmly bclieve that,re;ardlesa of what Captain
I'nstings says to me, to you, or to anyone else, the Chisfs of
Starf of the ynited Statos and British sovernments will not
crmtenanes an outripght bruak end severance of contact between
our respentive intovlligence services.

3. The British proposn) is svbmitted as the result
of thc current controversy over whether or not the Americans
nhinl be permitted to exploit German Army and Secret Service
"Srigea" traffic. The controversy has arisen between the
Unlted States Army G-2 as the policy meker in Bignal Intelligence
wrl the corrssponding British offieials. Ve must besr in nird
that 1f G~2 ond the British Intelligence officiels each acting
i uccordance with what they consider to be thair respective
fyvernments' best intarests do not reach m solution, the problem
vill un.ioubtedly be settled at a nigher leovel, probanly by the
Juint or Combined Chiefs of Staff, althouzh thae possibility of
fnvolyomont of the Yresident and tho frime #iniater must not
ba tforvotten. Az a matter of fact, thoe British Chiofs of Staff
fn their lotter to Field iurshal Sir John Dill sugpest that the
P somnined Cniei's of Staff should consider thisz matter and issue
P I B0k n Jdrective,
|3 oy
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4., Signel Intolligenco is & highly technical fleld,
and the lligh Command will no doubt be guided largely by the ad-
vice of tho experta. But, if confronted by disagreement be-
tnuen United States and British exncrts, sursly their firat
impulse will be tc tell the experts that they must reach amn
ngreemeut, and if nono is then forthcoming the Combined Chiefs
of staf?® will by directive to the experts establish an agrosment
thumselvea. '

G. From time to time within G-2 and 5.§.D. there has
bcan disousgion of a compleote breach of reletiong with the
British ¥ Service, in the event that they should persist in
their demands for a Britiah monopoly of "Enigma” exploitation.
Certainly, in the employment of the delicate weapon of orypt-
anulysic-~hardly less useful in peacetime then in wartime~-it
iz wine tv keep umnder oonstant acrutiny the advantages and dis-
ndventages of sharing some or all of dur teohniques with mny
othur cowtry.

8, But this is wartime, and the Combined Chief's of
Stnlf will no doudbt treat siumal intellipence us one of many
important wurtimz weapons. From a military standpoint, the
Uniterd Stutea and Britsin have both profited from aiprsl {ntel-
ligrnce collahuration. In other military matters, so far as I
kuow, the trund is toward inecrecsingly olose collaboratiom.
An militory activity in tho Buropean theater intensifies, the
two countrics must, willy-nilly, become inecreansingly inter~
donendent, The Combined chiefs of Staff will surely appronch
Lhis particular quostion from that standpoint., Unique aa the
Field of oryptanalvais is, I carnot conceive that they will
countomnahce o neverance of sipnal intolligence relations. And
L thing thev wa muct appronch our immediate problem on that
prembve.  Furthormore, it asems to wme that it would be poor
tactics Por us to mention the possibility cf breaking off re-
Inticne elther to the British or to the Chiefs of Staff, I

_ thinii the Chlef's of ftaff will be so definitely opposed to such

n runult that this kiud of talk {3 likely to arouse imnntience
and donrtltute an chstacle to pwr securing an advantageous solu-
Ltion of this problem,

7. Captain Bastings has, I thirk, striven hard to
cenvinen ws that the Eritiszh ¥ Service is guite remdy to ureak
reletiona if we do not mccopt their proposnl. No doubt the
Eritish ¥ Ecrvice has aurveved the adventa;os nnd disadventeges
of' ¢olluhoration, just s wa havo dertes 2ut I think thia kind
of telkesnn well an Cantain Fnstings' frequent disparuging ale
luglonz to the Purplo nad to owr sigral tntalliyence porformances
In graeral-cis intendod nriwerily to frigiten ue into nocepting
the dritloh propnanl wnd L gtrougly doubt whuthor thoy think
wuch A l.l!u:hot poggibl.. ' ,
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8. I hove a {eeling that the British "ultimatum" offers
an opportunity to clari.fy the whole signal intelligence problem and
to set our own house in order. Furthermore, before submitting this
proposul to Sir Jolin Bill, it may be woll te point out to General
Lnrsball the abeurdity end impropriety of' anything which approaches
the nature of an ultimatum in times like thesc.

[/

5. "o ihould bear in mind thet the British proposal
cumprehends Naval sipgnal intelligences I have nover baen able
to learn the exuct nature of the relations botween the dritish and
our ovm Navy in this field, Certainly wo would prefer not to find
oursalves isolated when this metter is Iinally settled. There 1is,
howevar, one very lmportant point which I would like to stress.
This point iz thot {irst, last and always the primary mission of
our Ammy Signnl Intelligenco Service is to intorcept and solvo all
available enemy aroy traffic. Zverything else {s, or should be,
subordinate to this primary missions, The fact that wie are not yet
sulving tho army traf{ic of our principal foe, to wit Jdepan, doos
no% chnrugo this proyosition. I firmsly believe that very shortly
vio will be solvins this trafiic and «ill be in & position to furnish
the rosulting intelligence to the field commanders. Je also have
nn wry in contuct with the Germans. The [uot that it is an allied
forcs is o no importunca. .o will sooner or loter bo in oontact
with the Germens with an indepandent smerican Amy and should be
iu a position to do for thut ormy the swmae thing that we hape to do
for Goneral (incArthur and his torces. Regardless of what we cun do
or will in the ruture be able to do, tho point is that we showld
never put ourselves in the position of having any foreign government
tell ns what we can or cwnnot do in the matter of intelligence for
our ovm forces.

10. In short, I conclude:

(a) thnt there will buv no breach of re-
lations vith the Britigh;

(b} that we should not threaten a breach;

(c} that wo should omphesize the fact that
it is the British, not ourselves, who are
threantening a bireach;

(a) that our whole etfort should bo con-
centrated on sgcuring the nost wdvan-
tojeous basis (from our standpoint)
for u Britishe=jimerican collaboration;

=3




. (e) that we should submit the attachod
counter-proposal ; -

(f) that if the British reject this
counter-proposal our next move
should be to forget the vhole
matter and let Bletchley Park
and Arlington Hell go their res-
pective ways, exchmnging inforna-
tion when it is mutuvally advantage-
ous to do so,.

11, Referring now to Paragraph 1 (b), "the long term
interest of the United States Intelligence Serviece®, it is an
ostablished policy of the Ter Department that we should have the
greatest possible self-sufficiency in the field of sipgnal intel-
ligonce., This statement, in my opiniocn, needs no procf. Ve
must, however, insure that the United States representatives
on the Combined Chiefs of Staff (if tho matter is settled there)
nro made fully awere of the importance of this polizy. Self-
nutficiency will become incrsasingly importunt not only as the
wrr progresses and the military situetion improves bLut also
vihen it renaches its final stages, ends, and we sit dowm to
tho pence table. In this letier period when postewsr politicel
ndjusiments move townrd the ceanter of the stape diplomatic
sinnl intellipence will then be at a premium and the closer
he: ond of the war sppears to be the less eager the British
wiil be to shars their diplomntic secrets with us. Then the
pnrting of the woys comes, as it most assuredly will, the
United States must be ir full command of this art in its
then stete,

12, Discuzsing 1 (c) above, "our particular strengths
nnd wealmesses in the field of Signal Intellizence at the pres-
el tiame", 1 fee) thet the United States has much indeed to gain
fron collaboration with the British in the ffeld of signnl intel«
Iipenes,

13. Yuch could be said on this point, but it seems

" enough to point out that the present sitvation arises directly

out of’ sur raqueat that the British supply us with traffic and
"eribs" su that we can start to handle "Enipma." Ye are press-
ing thet ronusst to the limit; certainly it would be an wneetis-
Ynelory result for vus to fail to get what we wext so badly,
Srenking off relations would not give us what we wunt,

14, Furthormore, there are numerous other types of
treffie in wnicii we do not us yet have a foothold. Defcro the
wnr, ouwr affores were larvely concentrated on Japaroso dinlo-
antic tratlic, mnd we achieved conspicucus succcss. But events
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are pushing us deeper and deeper into the Furopean picture. 1In
werkinz on European traffic we are suffering frof leck of crypt-
analytic continuity, inadequate intercept facilities, and a short-
nge of fully trained persvnnel. British assistance can greatly
exnedite our progress, and we are now in a position to require
that assistence. Ve should meke hay,

15, Finally, concrete results have been cbtained
from joint attacke on difficult problems, notebly Ji/A and G2rmen
¥t If we oan maintain A cooperative relationship with the
oritish wa may be able %o get help from them on other wnsolved
syatems, e,g., certain Italian secret diplomatic codes end the

Seanlinavien Hegelin

The British Preposal

1. ZEsserce of the proposal,

The "high points" of the British proposal are
sy follovs:

(2) It esteblishes the category of "specisal
intalligence,." Itens included therein of particular
interest to the Army are Cerman Army "Enigma™; German
Seeret Service and semi-dipleoantic Pinigne; German
"Tunney"; Jepancse Purple; and JiUL,

(b} It provides that exploitation of the
three German items shall be a British monopoly.

(c) It provides that exploitation of the
two Japnnese items shall be mutual,

A Y

(d) It lays down gencral principles govern-
ing the dissemination of special invelligence.,

(e) It provides for liaison intellizence
officeru batween the Pritish end Americen exploitation
enntnrs., )

(f) It calls for joirt and reciprocal re-
ﬂvnrch #nd technical collaboration in the field of
cryptography," by which I belisve is meant cryptanalysis,

(£} It calls for reccivracal disclosures of
the employment of field signal intelligence units.
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2+ Principal defocts of the DBritish pro-
posal. !

!

Ono defect of the British proposel is 1ts vague
and cloudy lmidguage. For instance, pnrnrrnnh (h) callu
for complets jfaciprocity in research in "eryptography’
but apparently (though not certainly) the scopa of this para-
graph is confined to oryptemalysis. Likewlise, their pro~
pasal does not reter to traffic analysis (which they call
"Y inference™), elthough it is an important feature of
signal iutellizence worke.

But the most lmportan®t faature of the proposal
and the moet undesirable frow our standpoint, is the
apparcnt oxclusicn of the United States from all partici-
pation in oryptanalyzing Germsn "Inigma" traffic or dis-
seminnting intelligence derived therefrom.

I do not think we should agree to this feature

¢l the proposul. If the matter is licked up to the Com-
biund Chiofs of 3tai'f, we should make every -effort to
gonvinco them that thoy should not appruve this restric-
tion on use JSnd I think wa cen be successful in this
eij'ort, becuuse it is obvicusly and irherently unreason=-
nble, DBritein is relying hearily on Juerdcan manpower and -
productivo copaecity to reduce "Coriresc Furope," In a
militery senss Burops }g now German, [How can it be argued
that, in & juint British-imerican stfeapt to ovorthrow
Germany, we should not even lcarn how to handle "nigma”
trarfic? To sny nothing of the further considerations

() that Bletchley might be bombed or suifer other catas=
hropha, in which oase elemgntary security requires that

we bo in a position to fill in, and (b) that there is more
"Inigan” traffic than the Jritish cnn hendle, so that
supplamentary exploitation by us would be inmediately helpful.

Gn the other hoid, if this matter resches tho
Coribined Chicfs of Starf, our request shwould bo so
Crapied that it wlll meot e sympathetic recoption. We
should not phrase it sc broadly that it secms to envisago
n duplicuts opuration at Arlingten Holl, or to inmpose
uniie Burdous on the British in supplying us with traffic
und othor aids,

‘5"
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Ahnt we really want at this time is to gain a
foothold in “Enigma" and develop technical competence,
and greduslly develop u supplementary operation so as
to improve joint covorapge. Vhat we ultimately want is
independence, but if we get the foothold end develop
our technique, independsnce will come mnyhow., As our
position in Europe gets hetter established, we will be
loss dependent on the British for intercept assistance;
as our sliill in dealing with the traffic grows, we will
need loss holp in securing "eribs."

“here are other bothersome points in the
nritish proposal, but they do not appear insuperable
and probably are the result of Inglish drat'tsmenship,

16. It is recommended:

(a) that the British oroposal in its
present form be not accepted;

(h) that we nroceed on the premise
that there will be no breach of
relations;

(c¢) that we submit the counter-proposal
embodied in Tab (L) attoched hareto.

JAUTHR W, CLA%KE
Colonul, Gereral Staff
Chief, Specinl Branch, ¥.I.S.




A,

[T PRI X SIPPL I 17 T PO YL A P lh. .

L M e wre we ~— - oyus e
.’l-i|u Fob L " it \.? ey '-l'u\-l { 0--.'? !lfl :T\J.. 'I

A A I DY A WY S ML AT ).

1. Jertain hiph grado iis codes and ciphers have beon
solved and, bacause of their comploxity and value for intelli-
canee purponcd, heve boen swecially hendled ag regards

ey rl. tya IRONS are ngedfmd beloers

4, A1l forms of Cerman inigaa machine ciphers used
by th German Arned Foarceu; &)1 forms of Enigra
nachines adepited for Lerman Searet Service or
Military and fsval Attachoés,

K

£11 forms of torwmen Secret Tolenrinter lacliines,

{=2
.

Tirlinn Eerelin Y¥achine rrd GYGIA gubmarine code,

a0

{1
l.

Javanewae Diplozstic inciire (Purple).

f=H
»

wel oode kaovm as J. N 20,

By

1
O

JApEnoue

Jspenesa ilitary [ ttackd Systen.

Uy

Jopanave Diplomatic J~19 (#u3i) Sisten.

fo
he Germun Diplomntic aoyvordd Hmten {Floradora).
ther systonn ray bo addad to thiis list b;,; of ther

- Ve

couniry &g Lhe clrcumsiences dicuate, in mutval apreenent,

CAPLTTATI O

e Th L recopnices’ L"n‘, at ihe progsent tine, the c¥-

e
sloitation of itsus p. ood be above Is prigarily a sritlsh
rasgonsi 4 1ity, ol Thau of kama Caoy .{‘. srd fe is primerily
a res;mmm.bixi - of the United Shotes. torwever, w Lh reepeet
to rll Liamg, 1ell cdvantese shall be trken of Lho intercent,
arombonans s rnd olhene :.E:;':"l inteliipsnee fazilitles of troe
Unital dirbes owd neiunin, ia order Lo inorsvs coverceae end juard

rrexinsk interreption of oranbionn, T 4aks end, Yo Undted

wirued vl Jerelsb Critoin vien adl rav ralerial undae dtena dey £
anl o v high Wy Pritish leok tocather with sneh technicsl dutn,

olnlden data rrdd colloyorsd inbollionce so mny bo needed by theo
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PBritain will furnisb the United States with sufficient raw
naterisl and 211 tachnical data, solution dathk and collaterel
intelliyence under ftezis a. @nd b, so that the Lnited Ltates
cxnloiteidon centers will bo able to furnish mpplemenial cover-
cye ot 61l tines, and provide securlty apainst interruptions in
Eritich operationu,

TYCTRIMTI (0N SDOURTTY OF SPECTAL AU TA TIrTLLYGTIOR,

3., BPritish or V.S. Comnamicra-in=Chief of laval, Lilitary
or My Forees will receive all intellironco dorived fron the
pystenrlisted in pwragreph one, which 1s nocescary o them for
the conduct of thelir operations, frou cilher Mritioh or U.0.
exploitation centers os nzy he nutually ajreed. There vdll be
¢n exchange of lizison officers for the purpose of facllitating
the execution of ithia provision.

he The diatribution of initcllirence [rum the oources in
gacsticn vill ba poverned by the fundavenisl wrinciple thad
¢iotrivebion will L2 resuricted bto ihe nininxn ond vill therofore
be cemined solely to thceso swhio require Lo roceive ihe intellipanco
for o aoper disshirfe of vaoir O WusS.

Se All recipilenzy of 5¥0IAL ILTLLLIGLICE whather DBritsh
or Jrmerican officars, shall be boumd Ly the oumae reqdaticns, the
requlesions now in force 'din the thealars of var whoere Pritish
forces are oporating Lo bo accered at the prcoent time. I8 ad
a later dale either country wich bo zedily then in the lisht of
further exserience then this may bo dono Ly mutual egrectent,
e extension o officers of & monledpe of ihe cexistence of such
ubeldiraneo chidl be confincd Lo as limited a uuzber a3 nossible
and resivicted to the levels of comnrond in conformity with the
ahove nenbioned romlasions. Uroat stress is leid on the orin-
c¢iple Lhal SPINTAL THTALTHNUCH should not be intominsled in
reports with genersl intelligence from other sources. If, hovever,
it bocomes imperative to do so, tho whole rust be trented as LOUCIAL

TUTNLLIGUICE and iven the #umo siricily ilrmdted disiritmtion. Undor

no elirsemsionces 1o it parndiusible %o pnog LEEOYAL TUTTLLIGNGE in

4 erypuosraphic urston vhich can be read by otrer than the authorized

recipients,

G. M¥ourh T Intellizence 45 not subjoct to the came

stringont res:louisngs &3 50L0TL INJLLIIGLCL, since the two are
clerly connecSed, it 48 eusontinl Lo meinbtoin e hich depree of
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sacrecy in vhe handling of TA Tntelligence also. Ta any action
an upon such intelligence and in ony doooments or taeprans
cocd vpon 1L, it 18 essential that its orifin be dinpuised und

that the cryptographic syateas used for itx disseninstion Le

ebanluloly secura.

7. Speciflly sypointed U.5. officers shall have full nccess,.
at 81l British heedauarters, “o all SPFCTAY, and TA Intelligence. *
Tha sane priviloje will be exterxled to spoclally enpointed “ritish
cfficors at nll 1.5, headmarters, Drourh speclplly scerodited
lizinon oriicara whore shall bo 11 ond Iren axchanra of UPECTAL
end TA Tutalliponce of »ll types, Lotween tho responsible V.. and
Br{itish suthorities in nashington and lomion.

8. e Oritish end tha U.5. Signsl Intellilence Services
vill iemediataly notify cach sthor whun either has information,
froa ony aouraos, intleating cocproxines of cryplopraphic oystens
vacd ny tho otier, '

T T TY AT MALIS TG
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S« Nagzorch in cryptenclrals and in the develoxont of crypte
snalytie, interuvept, 4/T, and TA aozaratus stell ba on an entirely
recinracal basis, topsther with ali ciperizmenis sud findings.
inaciallyacoroidtod Uul. rearosentols vus vill contirue o ke
wolcomo at #11 iirltish Y conters, end from then nothing will be
v thheld., S&milarly, scgeclally acaredited Aritish reprecentatives
%11l contyimie to ve woleoms at 311 V.S, Signal Insellipance cventors .
and from them pothing will be withheld. So far as practiocalds, -
tho zecuily reppletions cdoptad for the protection of tho cetivi-
tiea al tho oncmtions conters of tha Signal Intelliponce Servicen
wiil e jdentienl,

COQTH I £ CQOIOTURTTOR OF T STQUIAYL, TUTELLTLERICE SERVICTS,

10. Cooparation betvorn and coordination of U.G, and r{tish
v effort mist trka viace ut all lovelo, tecknical eryptunalytic
informatiaon bolnpg exchanged mulually st tho nvow level end onch
country ¢ rrro2 not Lo lorer thn clamslificztion of such infornfe
tion or tle intelligence devived from it Ixdox ilmi level sZthout

"mlual ogreczont.

11. ¥ach country abhall infom the oiker of the esplowmont and
ocope in each theater of war of Lholi "Y¥v uynlts in tho {lold,
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DEYTIR TIONS
nyv STAVICR O STGUAL TUTRLLIG! UCE STRVICE. The Rritish,

Ueda sruly, &6l Uude isivy services concorned with intarconiing,

decoding, interproting, clessifying nul disscaination of cneny
(rnd neuirnl) courmnicationa, mid the wse of T/F and othor

. specialized ayparaius for estoblishing locations and idantities

of unemy transaittcors.

SPTLIRL IHTMILTG.N0S. Intellipgence derived {rom the Lexts of

Golved oryoitoprums (cnewy and nentral) is known oo SPECIAL

LTl NCE. Tt is dividod into two catejiories:

uy  Tusl .ezbresien the oryplofrsblc §sters enumerated in para-
graph 1, wliich is baced on thair importence end difficulty
of soluticn. *uch meterlal ia trested with most strinpent
securily measurea,

Y. All other sysiema.

THT N TR R ETTR LCRNINCTS) TOLITGTINK,  Intellisende which
g ¢ wrdvesl Ivon i s owiy of cormuercnsfonyg, without resart to
erysinelreise Dpecifianlly, it invelves the rocomnTruction
of commuications newiorizay correlaving the trencaizcion free-
guencles end scehodvlen ammlorredy locazing tha trensad tlers;
znglyaing, e voluse, direstion md routin;; of nossereo;
rlrveloning the sysoes of raigniny on< chan-dlng: enll atrmag
sbudidng operetors! convarsctions; noting corrcintions bebtwean
transnivaion and other cirainsisnced or evidence; derivirng ell
saaalble intnllicence fron ihe Turepring nbulies wxl all other
fazturrg of tha traflfic, without rosoriing o crvotanalysis,
Tho disawaination of TA Intollipzance is wider, thouph always
trentod no SNCELT.

"oLWOT T covers Bl decoding or deciphiarin,; of enayy
Cryplairens and Lrarals ting, clacslfying and dicseminating
tho intelligenco dorived ulureinum.

Cortidn prefizes ame raod in Ll Jisseainacion by toles—em of
OALLAL LN OLLIC™LE and thuce profixes ray ocevr, loosaly vused,
to danpte SPICTLL THLELIICTICL in zone of tho documents thoy hava
Lrom tirs Lo tinw Loen exchisyied with the li.5. wuihoritica, They
el

ULTRA - SPICTAL THTULLTOIS.CN peussed from Hl.ive abroad or
to sriau 2% oz,

ce TG e BATETIY THITLLTG GCE oripinoting from Helbsurne.
. 0t e " . " ¢ Indla.
ey, ¥ 4 " " 40dle faat,

iierg will ba allotted from Vine 0 timc 8 necesnary,
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DISFTHITIONS (cont'd)

CRIIoL.UNIE{, That branch of kuswledpe which troats of

tits various zeans, mwethods, and -dovices l'or converting
nlain lanzuage into cryptogram forma and for roconvoruing
tho cryptosran into iholir plain-lanfuage forn by a
direct ravorsal cf the stepe ur procosses employed in
the orlginal coavaersion.

CTEPTANALYSIS. That brauch of knowledgs which ireats of

the vuarious rinons, nethoda, cad daovicoes Cfor coiving
erratoprens, that jo, doriving their plein-lungunge con=
vents, without knowledpo or possession of the spocifioc

mothord, maons, or Loy ouanloyed in the productioun of tho

cryptograns.
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LETTER ADDRESSED TO F'IELD JARSHAL SIR JOHY DILL

BY CIIEFS OF STAIT.

¥ou hove already been made famillar with certain nspects of the position
between V.8, Army Intelligence, U.S. Navy Intellipence and our ovm Intelligence
serviees. in recard to our llost Secret Sources by the steps you took last
Decerbar and Jamary (during Colonel Tiltman's visit) to clorify the matter with
Generall Moarshall. Copies of the correspondence you had with him are in our
hondo. %

In particular your letter of 7th Jamary 1943 end General lici{arney's reply
i of 9th Joumary have laid down a general principle, intended to cover the subject
; of our lost Secret Sources of intelligence, in a most satisfactory way.

Vle now wish to make this peneral principle operative throughout the British
amd the American "{" Services, laying down more specifically certain provisions
ns o Adrective to the ofi'icers viw have to deal with the many voints that arise
almost doily in cormection with operational handling of the material in cuestion.
The intention is to cover all matters connected with SPECIAL ad "Y' Intelligence,
Interception, Crypltography and Security, from the decoding of Axis messages in
their lugheat grade cyphers dowm to the extraction of Intelligenoe frem plain

* lanmage telephony tranzsmitted fyoor aircraft and field stations. Ve feel sure
that the American "Y' Services will welcome this suggestion as 1t must be as
dit'ticult for their officers to deal with ours as for ours with them and they
are, as we lnow, as amxious abouit security as we are.

. So delicate however is the techmiaue of handling this type of Intellizsnce
. that if' absolute security is to be maintained it is essential that the seme
methods should be pursued by both countries at every level and in'every arca
concerned, since a lexkage a¥ oy one point would Jeopardize this source of
inlellicence not in one ares only but in all theatres of wer and for all
3 Pirhting Services.,

The points on vhlch we ere arvdous to achieve apreement in elaboration of
: the geuneral apreement for complete reciprocily reached between you and General
' Jarshull are set out welow and we vould supgzest that you should submit them to
tire Conbined Chiefs of Staff in order that a directive on these lines cen be
issuecd.

SCUXCES OF SPeCLAL TMTHLLIGKIE.

(o) Certain high prade Axis codes and cyphers have been solved and, due to
their complexity and value for intelligence purposes, have been spacially

‘ handled as regurds securiiy. These are specificd below and ere the

sources {rom vhiich, and from which aloue so called SPCLL XMELLIGITE

iz derived. They oare:-

(i) All Towms of German Enigma mochine cyphers used by the German
Armed Forces; all forms of j-vheel Enigna Ifachine adspted for
Gorman Secret Service and Hilitary and Kaval Attaches.

(ii) All forma of German Secrct Teleprinter Nachine.

: o (1i1) Italion Ilapelin Machine and SIGI\ submoarine code.

(iv) Jupanesc Dirnlomatic Machine (Purple).
(v) Jopouese ijoval Code knovm as J.1ie25.

(vi) Japmuese 1Zilitary Abtache Sode.

Other ¢rszea rmay be added tu this izt by el bhor country ae the
cirewwinees divtate, in rotunl i oyeaaent.
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RAPLOTTALIC OF SPECIAL LELLIGRTE,

(b) The cxploitation of items (i}, (4i) and (iii) will be left in Drdtish
hands in a1l theatres of wer in Burope, or in proximity to Europe, or
where the Command is British. German Maval Enipma submarine keys will
contime to be exploited by America, and the British-as now.

Ttom (iv) will be exploited mutually as at present.

Item {v) will be exploited by America in the S.W. Pacific {conjointly
with the British unit in Australia) and in the Command erea of the

C. in C. Fastern Fleet by the British,

Ttem (vi) will be exploited mutually as now.

DISTHIMTION AlD SECURLTY OF SPRCIAL AMD "Y' THTELLIGHICE.

(¢) pritish or V.3, Commanders-in-Chief of Haval, Hilitery or Alr Forces will
receive all SPYCIAL TTHLLIGEMCE necessary to them for the contuct of
their operations from either British or U.S. exploitation centres as may
be rmtually apreed. '

(4) The distribution of intelligence from the sources in question vdll be
joverned oy the fundamental principle that distribution will be
rostricted to the mindmum and will therefore be gonfined solely to those
who require to receive the intellijence for the proper discharpe of' their
duties.

(e} ALl rccipients of SECIAL or "Y" Intelligence, whether British or American
Officers, shall be bound by the same repulations, the repgulations now in
lorce in the theatres of war where Brivish forces are operating to be
accented at the present time. If at a later datc either country vich to
rodify them in the light of further experience then this mey be doue by
nectual aeeenient. e exbension to officers of a knowledge of the
exintence of such intellisence shall be conf'ined to oas limited a rumber
an poomible and restricted to the levels of cormand in conformity with
the wbove montioned regalaticns. Great stress is leid on the prineciple
that Intclligence from these cyvnhers should not be intemmingled in reports
with that from other sources. If, however, it becomes imperative to do
so the vhole mst be treated as SFECIAL INTBLLIGHITE and given the some
strictly limited distribution. Under no circumstances is it permissible
to puso SPuCIAL LEFWOLUICHICE in a cypher vhich can be read by other than
the anthorised recipients.

(£)  Although "Z* Intellirence is not subject to the same stringent repuletions
s GHOIAL DRCLLIGEICE, since the {wo ere closely connected, it is
cusentinl to maintain a high depree of sccrecy in the handling of "Y
Intellisence olso. In any action tolien upon it and in any documents or
teleprams based upon it it is essential that its origin should be disguised
and the cyphers used for its dissemination absolutely secure.

(z) Opeolally appointed officers shall have full access in the British
Admiralty, Wor Office ond Adr Hinistry to all SPECIAL and "Y" Intelligence.
The some vrivilepe will be extended to British officers in America. .

COCITIRATION OVt SEUEARCH I CRYETOCRARN ArD 10ST SECRET DiEVICESD.

(h) Rezearch on eryptography end all the meens mechanical and scientific

| appertaining thereto shall be on an entirely reciprocel basis, togzether
with oll exoeriments and findings. U.S. Liaison officers will contiime
to be weleone at the British "' Centra in the U.¥. and from those
spceiclly vecredited nothine will be withheld,  Sinilarly in the U. 5.
malified Britich renrasecutetives will hove sccess Lo all information.
Bither eowntry reserves the richt to refuse "exploitation" of BHAGIAL
LreallIce 08 o the other until it in satisfied that the necessity for
duid. cxploitation exists and thabt the infeormution is to be disseminated
only to thoss to whom it is easential. !

COUESRATION A0 COCIDTATIGE CF 5 "Y' SLRVICHS.

B

('l) Cooperafiion balwzon el coprddr-bion of U.S. and Bratish "W eflort must
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toko ploce at all levels, technical eryptographic information being
exchongad rrutuo.ll,_r at the same level ond ecach country to agree not

to dcprade such informution or the intelligence derived from it below
that level without mutual agreement,

(j) Eoach country shall inform the other of the employment and scope in
each theatre of war of their "Y" units in the field,

7th Wtarch, 4943,
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interconting, decoding, interpreting, grading and dissemination %

(and neu‘.:ralj sirmals, and the use of D/P apparatus for establish-\

locations of enemy transmitters. “
"y

The branch of all three Services ywhich is concerzn

SPCIML LITELLIGECE. Certain enemy cyphers have been placed in a {
opeeled oaterory, owing to their importance and difficulty of solutioni
The indelligence derived from these cyphers is known ag SFECIAL IILILIY
Such matericl is treated with most strinpueut security measures, a copy
viiich is attached heresto. '

2)

h-

!

" RReLLIGEICE. Intellicence derived from the solution of lower prode
cypiners.  Such cyphers may under certein circumstianczs be upgraded to th
"eeciad" elass.  The dissemination of MW Intellige.ce is vider thou:”
alviiy, 3 treated as liost Seoret. (
Tnerers SUZCLAL INTOLLIGI

. - - . s v
ITOLLIGECE 18 confined to & very strictly limited rau.w
of the most higaly placed oifficers and is mainly of strategical iiporiancw.

3)

"Y" Intelligence may De usad tactically. _ =

-r.

4) "DXPLOITATICIY has no commercinl significance but is used to cover the
deooding, interpretation, grading ond dissemination of all intelligence

derived from the activities of the ™Y Cervice.

i
|
N

hY

"

5) Certnin wrefizes are ussd in the
LV 1T IS T 2

2471
D3ML

these mrefizes moy ccour, locsely used, to dencie SPECIAL
in fome of ta:s dacuments that hove from time to time been
cxrenuized with the U.5. authorities.

kLIS - bR
L L A L i

They tre:=
ULTRA = SPECTIAL TRELLIGEIDSE passed from U.K. abroad or
to shirs at sea.

SPICL, LICILIGECE originating from NMelbourne.

ooy = u " t "

India,

YL = w L “ "

liddle ¥uast.

Cllinras will be llotbed Dwon 1in: to Limc a9 noconsary.

T T . - a . ’
=0 nealinen L vevasnt el Tor U DiAcllioenes,

[}
cemination by telegram of SPECIAL fi
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WAR DEPARTMENT
WAR DEPARTMENT GENERAL STAFF
MILITARY INTELUIGENCE UIVITION G-2
WASHINGTOR

April 12, 1943

MEMORANDUM FOR THE CHIEF OF STAFF:
Subject: Cooperation between United
States and British Signal
Intelligence Services,

BUIARY

1. The Britisgh Cryptanalytic Service ("Y¥
Service), throush Field Marshel Sir John Dill, has put
ror-ard a proposal (TAB A) under which the Britieh
vatld hove a complete monovoly in the handling of German
armed Uorces and Yecret Service communications. This
mononroly would extend not only to the technical pro-
ceuning of the traffic, but also to the dlssemination
of intcllipence derived from it. The British have sug-
veated informally that, if we do not agree to thelr
iropoonl, they may break off entirely cooperative re-~
lntiono between them and ourselves in the signal intel=-
ligence field.

2. The British proposal is unreasonable, snd
it doen not meet the reculrements of the situation. The
Untted Statea Army cannot consent to & provosal vhich
~ould exclude 1t from any participation in the techni-
c~l handling of German Military traffic, and from any
rhare in disseminating derived intelligence.

‘ 3. I have prepared a revision (TAB B) of
the British proposal, which I belleve is a reasonable
dolution of this question.

4. Action recomﬂggggg' That the attached

ﬁr:gt. TAD B, be presentefl to th British for concur-
L “°,
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f WAR DEPARTMENT

WAR DEPARTMENT GENERAL STAFF
MILITARY IHYELLIGINCE OIVISION G-2
WASHINGTON

® . | | April 12, 1943

MEMORARDUM FOR THE CHIEF OF STAFF: i

Subject: Cooperation between United
States and British Signal
Intelligence Services.

1, During the past 2 years, the British and
ourselves have been exchanging cryptanalytic information
and intelligence derived from enemy encoded communica-
tions, This exchange has been of substantial benefit to
both countries. Recently, however, the British officers
in control of their crycvtanalytic service (which they
call the "Y" 3Sgrvice) have pvt forward a proposal which
threatens the continuance of this mutually advantageous
relationship.

2. The British have succecded in developing
a technique for “breaking” highly secret cipher systems
(xnown as "E" traffic) used by the German armed forcee
and Sceret Service, A very few United States liaison
officers were shown the technidque in England, and as a
recult we have developed an analogous (%hougﬁ not iden-
ticnl) method for handling this traffic, However, our
progrress will be much retarded unless the British co-
operatc by furniching us with some "raw" intercepted
measnges and collateral intelligence which tiey, by
virtue of their proximity to Europe and their longer
crpericnce in thls fleld, can and do obtain more easily
thon we can by the utilization of pregent facilities.

3. To date, the British "Y" Service has de-

qllnqd to cooperate in this respect. They huve tsken
the attitude that the cryptanalysis of “"E" traffic gnd |
the disseminnation of intellirence derived therefrom :
uhou%d be left entirely in British hands. Furthermore, |
the Sritish have recently put forward, through Field }
|
\

Marghal Sir John Dill, a

' - pronoged general agreement
between the United States and Eritish Signal Intelli-
gence Services, Under this proposed agreement (attached
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S hereto as TAB A), German "E® traffic, Japanese secret
diplomatic traffic, and a few related types of German
and Japanese secret systems are placed in a s eclal
engegory called “Speclal Intelligence." The "exploita-
tion' (which ineludes both technical handling and dis-
gemination of intelligence) of German "E" trafflc 1s
declared to be a British monopoly; the Japanese traffic,
to which the Britich contribute less than 40, is to be.
“exploited® on a mutual and cooperative basis as here-
tofore. The British have suggested informally that 1f
we do not agree to their proposai they may decide %o
break off relatlions entirely in the signal intelllgence
rficld,

4, I belisve that the British "Y" Service
io mistaken and, indeed, quite unreemsonable in demand-
ing a British monopoly for the handling of German Mill-
tary and Secret Service communicetions. As you can
wrll understand, this le one of the most important
nourcea of military intelligence in the Furopean-aAfricen
theater, There is more of this "E" traffic than the
British are equipped to handle, and our participation
chould yield more intelllgence than is novw being pro-
cured Crom this source. Furthermore, Britain is not
7ot immune from bombing, and the possibility of inter-
ruptionsa in Britlsh exploltation of this traffic must
not be overlooked. Elementary security reduires that
tho United States be in a position to provide both
materiel and tralned personnel Af necessary, But, more
fundmpentnlly, the attitude of the British "Y' Bervice
feemn to me strangely out of keeping with the times.
The British and ourselves have embarked on the gigantic
tank of destroying German military power. I do not see
how they can ressonably say to us that we should not
even lenen _how to handle German milltary secret commun-
lcutlonn nnd extract intelligence from them. Nor do I
underatand why the British "I" Service should serve an
ultimatum® on us under these circumetances, and demand
cg?pllnnce as the price of continued collaboration in
OLicr Lypes of signal intelligence, I cannot believe
Vhal the Lritish members of the Combined Chiefs of Staff

ﬁ?ﬁﬁﬁcapprove the attitude which the "Y' Service has
Y § "

5, However, there is one matter which the

-
-
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& British "Y" officers have repeatedly ralised, in connec-

' tion with which, they are on firmer ground. As you know,
intelligence derived from cryptanalysls muet be handled
under rigorous securlty safeguards leet the source be
adricd uo. The ;British "Y" Service 1s highly centrallzed;
the dissemination of intelllgence 1s carefully controlled
at certral headquarters, and theater commanders are glven
orly such information as is vital to them. Our S5ignal
Intelligence Service is quite different. Signal intelli-
gence units attached to the theater commands are not
directly controlled by the War Department, but operate
semi-independently under the theater commenders, Often

: we have very little information in Weshington about the

ﬂ operations of these units. The British belleve this 1is

1 poor security, and point to thls situation as a reasan

! why we should not be entrusted with a share in exploit-
ing YE" traffic, I think thelr ecriticlem ie, to a degree,

well-founded, thut we should promptly take steps to
gcctify thls situation, and that we should so inform the
ritish. '

i) ot T ) L ety i b o 2 D e

6. With respnect to the British "Y" Service
proposal submitted through Fleld Marshal £ir John D111,
I do not see how we can agree to it in ite present form.
If we do, we deprive ourselves of any participation in
: extracting intelligence from German military secret com-
! munications, and any share in diseeminating derived
intelligence, :

' 7. Attached hereto as TAB B 43 a revision of
1 the British egreement which 1 belleve 1s 'a reasonable

3 eolution of this questicn., There are a few other short-
| comings in the British proposal, but I do not belleve
the correction of these, as proposed in 1TAB B, will pre~
gsent any serlous problems,

8. Action recommended: That the attached draft,
TAE B, embodying a revisilongof the British proposal sub-
mitted through Field Marshal Sir John D111 {TAB A), Te
presented to the British Fdr concufrence therein,

GEQ, V. STRONG
¥njor General
Ao C. of 85,, 68
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LEI.’TER ADDRESSZD TO FIELD :ARSHAL SIR JOHN DILL

BY CIIEFS OF STAFF. : ' )

You havo already been made f{amiliar with certain aspects of the position
between U.l. Army Intelligence, U.S. Navy Intelligence and our own Intelligence
Services in rogard to our Host Secrst Sources by the steps you took. last
December und Junuary (during Colomel Tiltumen's visi$) to clerify the matter with
General liarshall. Copies of the correspondence you had with him are in our
hends.

-

In particuler your lottar of 7th January 1943 and Genersl icNaruey's reply
of 9th Junuwry hinve lold down a poneral principle, intonded to cover the subject .
of our Host jlucrot sources of Intellipgence, in e moest satisfactory way.

Ve nuw wilsh to mnlte this gonerel principle operative throughout the British
and ths Amorican "Y" Sorvices, laylng down more specifically certain provisions
as a diroctive to the officers who have to deal with the many points thot erise
alrost deily in connoction with operational handling of the meterial in question.
The intentiun in to cover cll matters connected with SPECIAL and "i™ Intelligence,
Interception, Cryptography aud Security, from the decoding of Axis messages in
their hiphest ,jrude cyphors down to the extraction of Intellipence from plein
languege tolopiwny trenswuittod from alreral’s and field stations. 1le feel sure
that the Anerican "M Sorvices will welcome this suggestion as it must bo aa
difficult for thelr of“icors to deel with ours as for ours vith thom and they

are, &g wo kuow, wy anxious ebout security ss wo are.

Su delicutu liovever is tho technique of handling this type of Intelligence
that 1f absolute socurity is to be mainteined it is cesontiel thet the same
nethods should to pursuod by both oountries at every lovel and inu every area
concerned, sinco n loukage et any one point would jeopardize this source of
intelligeace uvl in one area only but in all theaters of war snd for all
Y Pighting sorvicax, -

The points un uwhich wo are anxiocus to achieve agreement in elaboration of
the geroral wieecuont {or complets reciprocity reachsd beiween you and General
Larshall aro »ot oub below and we would suggest thet you snould sulmit them to
the Combinud chiaols of staff in order that a dircctive un these lines can bo
isaued. . !

SOUIICES OF Uil 1LTELLIGENCE,

(a) cCortain Mi:n predo jxis codas and cyphers havo been solved and,’ due to
their cowpluxd Oy und valus far intelligencs purposes, have beon specially
handlud na ropurds socurity. These are specified Lelow and are the
sources rroew whick, and from waiich alone so called SPECIAL INTELLICEHCE
is darival. ';'hu;-,' NAry 3=
(1) AL% fomim o Gorman Enlgan mnaohine cyphers usod by the German

armmd torcas; all foras of 4-vheel ixiges jachine adapted for
bl Gocrad Servico wnd kilitary oud Maval Abtachos.
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(31) ALl forms of, German Secret Telasprinter Lachine,
(ii1) Ital:;.an Hagelin Machine and SIGMA submarine code.
(iv) Japanese Diplomatic llachine (Purple).

(v) Japanese Naval Cc;da lnovm as J.H.25,

(vi) Jamnese Li.litary Atache Code,

Other cyphers may be }added to this list Ly either country as the
circumstances dictate, in mutual agreement.

EXPLOLTATICH OF SPECTAL INTRLLIGENCE.

(b) The exploitetion of items (1), (ii) and (1i1) vA11 be left in Dritish
hands in all theatres of war in iurope, or in proximity to kurope, or
where the Command is Sritish. German Haval Znignra submarine keys vill
continue to be exploited Ly imerica, and ti¢ British as now,

Ttem (iv) will be exploited mutually as at present, -

Ttem (v) will be explc.)ited by America in the S.W. Pocific (conjointly
viith the British unit in Australia) and in the Commond area of the
C. in U, -astern Fleet by the oritish.

Item (vi) 7411 be exploited mutually as now,

DISTRIBUTION AHD SECURITY CF SPECTAL AND WY% THINTIT(RNCE,

(c¢) Dritish or U.S. Commanders—in-Ciief of Maval, ¥litary or Air Forces will
receive 21l SPHCTAL INTELLIGENCE necessary to then for the conduct of
their operations Irom either Dritish or U.5, exploitetion centres as may
be mutually zgreed.

(d) Tne cGistribution of intelligence from tne sources in question will be
governed by the Tundamental principle that distribution will be
restricted to the minimm and will therefore be confined solely to those
who require to receive the intelligence for the proper discharge of their
duties.

(e) All recipients of SPMCIAL or “IM Intelligence, vhether British or fmerican
Officers, .snall be bound by the same regulations, the regulations now in
force in the theatres of war where British forces ere operating to be
acceoted at the present time., I{ at a later date eitiier country vdsh to
nodify. them in the liglit of further experience then this may be done by
mutual arreement, The extension toofiicers of a knowledge of the
existence of sucl intellipence shall be coniined to as limited a mmber
as possible and restricted to the levels of conmand in conformity vwith
the above mentioned repulations. Ureat stress is leid on the principle
that Intellirence from these ¢ yphers stiould not be intormingled in reports
vith that {roa other sowrces. 1If, hovever, it bacumes dwmperative to do
80 tne vhole must be treatod as SPLECIAL INTHLLIGEICE and given the same
strictly limited distriution. Under no circumstances is it permissible
to pass EPeCIAL 1WRLLIGLICE in a eypiwr whicht can 0o read vy other than

the authorized recipients. e v - ce e < r e
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(£) #lthougn "Y" Intelligence is not subject to the same stringent regulations
as SPECIAL INTELLI GUICE, since the two mre closely connected, it is
essential to maintain 2 high degree of secrecy in the handling of "YM
Intellipence also. In any action taken uwpon it and in any documents or
telegrans based upon it it is essential tuat is origin should be dis~

@. guised and the cyphérs used for its dissemination absolutely secure.

PR T P Ol TR

() Specially appointed éi’.ficers shall have full access in the British
Modralty, Viar Office and Air linistry to all SPECIAL and "I Intelligence.
The same privilege vill be extended to Eritish officers in Americsa.
Y

f
COOPERATION OVilt RESEARCHE TN CRYPTOGRAPHY AKD LOST SECRET DWVICES.

TN

. (h) Nesearch on cryptography and all the means mechanical and scientific

1 appertaining tihereto suall be on an entirely reciprocazl basis, together
] yith all experiments and findings. Y.S. Lia.son officers will continue
to be wolcome at the Zritish "i% Centre in the U.K. and from those
specially accredited nothing vill be withheld., Similarly in the U.S.
qualified British representatives vwill have access to all information.

i Either country reserves the right to refuse "erxploitaetion' of SPECIAL
IFTELLICENCE to the othor until it is satisfied that the necessity for
dual exploitation e.xists and theb the information is to be disseminated
] ’ only to those to thom it is essential.

COCEZRATION AHD COORDIUATION U0 TU7E WYW SERVICES.,

A

(i) Cooperation between wnd coordination of U.S. and Iritish WY" efiort must
take place at all levels, tecimical cryptographic information being
excnanged mutually at the same level and oach country to agree not _

! to de;rade such iniormation or the intellizence derived from it below .

] that level without mutual agreement.

(j) rach country shall inform the other of the employment and scope in
eacih thcaire of war of their "Y' units in the field.

7th idareh, 1943,
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HOST_SHeT o AzZ/235
: DEFINITIONS

1} "ym npviCE. The branch of all three Services which is conc?rhed vith
Intercepting, decoding, interpreting, grading and dissemination of enemy
(20 nuubral) signals, and the use of D/F apparatus for establishing
locuilons ol encmy tran?mitters.

2) sieinipl THTELLIGDHCE. Certaln enemy cyphers have been placed in a
apucs 4l catejory, ow:.n:, te their importance and diificulty of solution.

T .'_W';:'

R P

Tu inlellisence drived from these cyphers is knovm as SPECIAL IKTELLIGENCE,
cuch malerial is treated with most strinzent security measurea, a copy of
1 vhleh Lu attached hersto.
E . ar
:{ 3)  wie el LInsiCE.  Intellipence drived from the solution of lovwor rrade
] Grplarg.  Sucl cypacrs may under certain circumstances be upgraded to the
; “Epecinl®  class, Tie dissemination off "YM Intelligpence is wider though
3 aliery treated as rost Secret,
Yerwpeas SPLCIAL INTILLIGENCE is confined to a very strictly limdted number
af e aout hipaly place ofilesrs and is mainly ol straterical importance,
Wi falelld, ence may be used tectically,
4) Wi L UBIOO hoy no commercial significence but is used to cover the
dot a0, <tberpretetion, grading and dissemination of all intelligence
* der,ven o ron the activities ol the WP Service.
5) Lertein i Ees are used in the dissemination by telegraim of SPECIAL
JLo Ll TLLl and phese prefixes may occur, loosely used, to cenote SYECIAL
; Lhcwd gk i some ol the documents tnabt have from time to time been
] exeomed witiy the U,S. auwthoritioes,
Tugy Wei=
L = SPECTAL INTELLIGENCE passed from U.XK., abroad or
to stiips ot sea.
W TG = SPECEAL THTLLLY CENCE origineting from lklbourne,
B R n u " n India.
; a4, =« " " t  jdddle Kast.
Olners i1l bo allolted from time to time as necessary.
W profien ab present exist for YY® Intelld cence,
A a4
| . 26th February, 1943
L . . .
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AGRERENT CONCERNING COUPZRATION IN
MATTIHS ReLATIHG TO SIGHAL INTRLLIGENCE

i

R

)
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-
L, Certain high grede Axis codes and cichers have been B
solved nnd, becagse of their complexity end value for intelli= o
gence purposes, kave been speclally handled as regards =

security, These are specified below:

a. 41l forms of German Enigma machine eiphers used
by the UGermen Armed Yorces; all forms of Enigma
machines adanted for German Secret Service znd
Military and liaval Attachés, .

——————

b. All forms of German Secret Teleprinter Machines.
c. Itelien Hagelin iiachine end SIGHA submarine code,
8. Jap;neﬁe Diplomatic ifzchine (Purvle).

£. Japsnese Neval Code known es J. i, 25,

£. Japanese iilitery Attackd System.

g  Japanese Diplomatic J-19 (Fuji) Systenm.

German Diplomatic Keyword System (Floradora).

¥

Other systems may be added to this list by either
country as the circumstances dictate, in mutual sgreemont,

FXPLOITATION j

2. It ic recognized that, at the present time, the ex-
rloitation of items 3. and b. above is primarily a British -
reeponsibility, and that of items d., £. and g. is orimerily '
a resuvonsibility of the United States. However, with respect
to ' 2ll items, full advantage shall be tzken of the intercept,
cryptonelytic and other signal intelligence facilities of the
United States snd Eritszin, in order to improve coverage znd guard
rgainet interruotion of operations, To this end, the United
Strotes will furnish Britsain with all rew material vnder items 4., f.
and g. which the British lag¢l: together with such technical desta, i
solution data and collezteral intellizence as moy be nceded by them;
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Britain will furnish the United States with sufficient raw
material and sll technical dats, solution datz and collzteral
intelligence under items g, a@nd b. 5o that the United States
expolitation centers will be able to furnish supplemental cover-
age at all times, gond provide security ageinst interruptions in
British operations,

DISTRIBUTION A} SECURITY OF SPECIAL AND TA IWTELLIGHUCE,

3. Eritish or U.S. Commanders~in-Chief of Naval, Military
or Air Forces will receive gll intelligence derived from the
systems listed in paragraph one, which is necessary to them for

. the conduct of thelr operations, from either British or U,S,

exploitation centers azs may be wutually agreed. There will be
an exchange of lialson officers for the purpose of facilitating
the execution of this provision,

4, The distribution of intelligence from the sources in
guestion will be governed by tiie fundamental principle that
distribution will be restricted to the minizum znd will therefore
be confined solely to thors who require to receive the intelligence
for the proper discharge of their duties,

5, All recipients of SPECIAL IVINLLIGINCE whather British
or Americsn orfficers, shall be bound by the same.rezulations, the
regzulations now in force in the theaters of war where British
forces are onerating to te accepted at the rresent time, If at
a later date either country wish to modify them in the light of
further experience then this msy be done vy mutual agrosment,
“he extension to officers of a immowledge of the cxistence of such
intellizence shall be confired to as llmited a number as possidle
end restricted to the levels of commend in conformity with the
ebove mentioned regulations., Great stress is laid on the prin-
¢ciple thnt SFECIAL INTELLIGEHCE should not be intermingled in
reports with generzl intelligmnce from other sources, If, however,
it becones imperative to do so, the whole must be treated as SPLCIAL
INIXLLIGHYCE and given the same strictly limited distribution. Under
no circumstances 15 1t vermissible to pass SPECIAL INTELLIGIENCE ia
a cryptographic eystem which can be read by other than the authorized
recipients,

6. Although TA Intellizence is not subject to the same

stringent resulations as SPECIAL INTELLIGLINCE, since the two are
closely connected, it is essential to maintain a hign degree of
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gecrecy in the handling of TA Intelligence slso, In any action
taken upon such intelligence and in sny documents or telegrams
based upon it, it is essential that its origin be disguised and
that the cryptographic systems used for its dissemination be
absolutely secure,

7. Specially asppointed U,S5. officers shall have full access,
ot all British headquarters, to 211 SPECIAL end TA Intelligence,
The same privilege will be extended to epeclally appointed British
officers at all U.S. headquerters. Through specielly accredited
lialson officers there shall be full and free exchange of SFECIAL
and TA Intelligence of all types, between the respomsible U.S. and
Britieh authorities in Yashington end London.

8, The British and the U.S. Signal Intelligence Services
will immediately notify each other when either has informetion,

“from any sources, indicating compromises of ecryptographic systems

used by the other,

COOPSRADICH IN CRYPTANALYSIS, AND I8 CRIPTANALYTIC, IHTERCEET,
D/T, AsD T4 ASCARATUS,

9. ZReseerch in cryptanalysis and in the development of crypt-
analytic, intercent, D/F, and T4 spverstus shall be on an entirely
recivrocal besis, togethier with ell experiments ard findings,
Specizlly accredited U.S, representatives will continue to be
welcome at all British “Y" centers, znd from them nothing will be
withheld, Similarly, specially accredited British representatives
will continue to be welcome at all U.S, Signel Intelligence centers
and from them nothing will be withheld, So far as vracticable,
the security regulations adopted for the protection of the activi-
ties at the operations centers of the Signal Intelligence Services

will be identical,

COCPERATION AND COORDINATION OF THe SIGHAL INTFLLIGENCE SERVICES.

10. Cooperation between znd coordination of U.S. and Eritish
"Y# effort must telke plece at ell levels, tecinical cryptanalytic
information being exchanged mutualiy at the same level and each
country to agree not to lower the classificotion of such informa-
tion or the intelligence derived from it below that level without

mitual agreement.

11, ZXach country shell inform the other of the employment and
scope in each theater of war of their “Y" units in the field.
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DEFINITICIHS

ftytt SEAVICE (R SIGHAL INTELLIGKICHY SERVICHE, The British,

U.5. Arwy, and U.S. Navy services concerned with intercepting,
decoding, interpreting, classifying and difsemination of enemy
{end neutral) communications, and the (se of D/F end other
speclalized apparatus for establishing locations and identities
ot enemy transmitters,

SPECIAL IMTMULLIGEHCE, Intelligence derived from the texts of
solved cryptograms (enemy anc neutrel) is nown as SPECIAL
INTELLIGENCE, It is divided into two categories:

8. That embracing the cryotographic systems enumerated in pare-
graph 1, whick is based on thelr importance end aifficulty
of solution. Such materizl is treated with most stringeat
security megsures, ’

b. All other systems.

¥T/1 OR TA (TRAFFIC AMALYSIS) INPRLLIGHHCE. Intelligence which
is derived from the study of communications, without resori to
eryptanalysis, Specifically, it involwes the reconstruction
of communications networl:s; carrelating the trzasmission fre-
quenclee and schedules employed; locating the transmitters;
enalyzing the volume, direction end routing oI messzzes;
develoring the system of assigring and changicsg call siznsg
atudying opersztors' conversations; noting correlations vtetween
trensmission and other circuwistances or evidence; deriving a2ll
possible intelligence from the foresoing studies end all other
features of the traffic, without resortinz to cryptanalysis.
The dissemination of TA Intelligence is wider, thouzh always
trected os SICRET. -

TEXPLOITATION" covers the decoding or deciphering of enemy
cryptogroms and translating, classifying and disseminating
the intelligence derived therefrom,

Certzin prefixes are used in the dissemination by telegram of
SPECIAL IWTELLIGENCE and these wrefixes may occwr, loosely used,
to denote SPECIAL ITTLLIGHICE in some of the documents they have
from time to time bdeen exchanged with the U,3, authorities, They
ares

ULTRA -~ SPECIAL IJTZLLIGEICE passed from U.X. abroad or

: to shins at sca.

ZYACTIC ~ SPHCISL IUTELLIGHICK origineting from Melbourne,
SIRDAR ~ i n # ¥ India.

Suill - " " ' " " Middle hizst,

Otlicrs will be allotted from time to time as necessary.
o prefixes at nresent exist for TA Intelligence.
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DEFINITIONS (cont'd)

CRYPTOGRAPHY. That branch of lmowledge which treats of

the various means, methods, =nd devices for coaverting
plein language into cryptogram form and for reconverting
the cryntogram into their plain-language form by a
direct reversal of the steps or processes employed in
the original conversion.

CEYPTANALYSIS., That branch of knowledge which treats of

the various means, methods, and devices for solving
cryptograms, that ie, doriving their plain-lenguage con-
tents, without knowledge or possession of the specific
method, means, or key employed in the production of the
cryptozrams,.
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WAR DEPARTMENT

WAR DLPARTMENT GENLERAL STAFF
MILITARY INTELLIGENCE DIVISION G-2
WASHINGTON

| April 16, 1943
i
HEMORANDUM TO COLOHEL CLARKEZ
Subject: Blechley Ferk v, Arlington
Hall,

1, I feer our gentle Allles will not be
happy with "dropping the whole thing," They are
1ikely to pursue thelr efforts tc obtain a directive
embodying their oroposal, They won out in the Turing
case, 1hey heve direct zccess to W. C. and thorefore
to F, D, B, Tre Sea Lord knows we preversd & counter-
proposal; he will now deduce that wé couldn't put it
acrose, Cur cousins will went to get us tied up now,
while they own & hot iron,

2, Our counterprovosal is so cleerly reason-
tble end sound that it muet have been turned down for
reasons other than the merits. Perhaps the C, ¢f §,,
having been let down on Turing, 1e fearful of being
let down egain,

3, Likewlse, we will never mcke progress &p
long aslthe Britieh (o) can play verious U, B, orgenize-
tions off against eech otker, and (b) have a direct

charrnel to W, C, ard F. D. K. while we have none,

PSR LA
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4, Ergo, we must golidify our position as

rapldly as possible, We have, I think, a polential
Aly in the State Department, which le dependent on
ua for diplomatic intelligence of this type, I
think General Strong, or you, should diecuss the

matter with Sumner Welles,

5, Ve ghould slso recspture from our szilors

the funection of "servicing" the Wnite House with this
intelligence, end develop a channel theregby,

6. We should elso, as soon e poerible,
comuerce construction of g Tixed intercept steation in
tie furoncnn theater,

Snoken rashly s=nd out of great ignorence,
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WAR DEPARTMENT
WAR DEPARTMENT GENERAL STAFF
MILITARY INTELLIGENCE DIVIEION Q-2
WASHINGTON

byaid. o
o 17

W
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April 16, 1943

UAORALDUM FOR GRUERAL STRONG:

bea pable

Discussions with British regarding
Blctchley Park vs. Arlington Hall

SUBJECT:

1. In ordcr to get on paper the thoughts which I
rather vaguely voiced to you this morning I would like %o
cubmi{ for your consideration the following alternatives:

Firat: WYe can continue to press this
antter with both Gexerzl Yarshall end the
British; or

Sccondy e drop the whole affair cnd
mploy another tack,

2, A& for the first line of actiosm, minge owr
counter~propognl is so clenrl: reaconadle and sound, Gezernl
Harahel L must be "stde-stepping” for rensons other then the
merits o the ease. Porlinps hoving buen let dowm in the
Turlre anse he is feurful of beinz let dwvm azain., Does
ieuernal Marshnll realize that lerze as our $5.8. operetions
are cumpered to whoat they vere a year aco, they are still
amonovery, very smell seale compared with verious comparable
vperetlons of the British., This is also true of the intel-
lTigenuse side of the nicture, and sv long as it remains true
we- will centinue to be at a dissdvantage ir dealing with the
dritish in thir field, At present they receiws from us, in
neeoway or anothor, the whele output of cur radio intercept
wrLivities. te, on the othor hand, zot from them only vhat they
el.eosn Lo vive us. Of the enornocus number of Coatinental
furanesn wessugen which they intercept and read--gsaid by
Iritisgh offieers to run as hish as 4,000 per day of Gurmen
Lenr'fie nloneg--they cive us nothing in its orizinal form, ard
mrackically rothing in any other form. - They zive owr Cenerals
whe awemncl Allied forees such iufornation as, in the opinicn
of s apritish authorities, is "necessary” in the conduct of
eperotiang, and thay have nn exchnage of naval traffic and
inferaatior with our “avy, Ixeept for what ic obtained in
thomi, fwe vays, wo ot the intellijonce derived from Sritish
rlareenk facilities ouly when it hecomes publin infsruation,
T st lven to thn eacnoinie warfare euthorities, or is com-
“ondeatad Gn the State Departrent or sene other U.S. ngency
Perotne swrpese of indueing uction or baonuse the British
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think it to their advantage to leep us informed. Thus there [

are today 2 classes of intercept intelligonce--thut which is
a British moponoly snd that which is shared equally with the
British. The first includes the bulk of the intelligence
about Furope, This situntion leaves us in igrorance of 2
mass of information ecbout XHurope which, in the nature of
thinge, must add up to a considerable body of intelligence.
Though the British defend their nosition on security grounds,
it is obvious that they can maintain it only bacause they
think they have nothing more tc gain from us in this field;
that if prosent relations were to be severed ws would lose
much more than they, They do not have a high oninion of
Arlington Hall, and they knew that their intelligence
activities in the cryptanalytic field are on a much largor
scale than ours, with the result that they get more informa-~
tion end better information than we do, and they get it more
quickly because their facilities are better and thoir trained
manpower more numorous. W“hile we may be able to break dewn
the 5ritish insistence orn n complete monopoly of Sermen "E"
truffic--the class of Continental Furcpean traffic heving the
preateost milisery si;mificaice~-we will never get on a parity
with the Britich in the field of irtercept intelligence, un-
less and wntil we attain greater independence in the crypt-
analytic ficld nni pzyv more attertion o the intelligence
aspects of thot field. Unless we aro caretul, therefors,

ve gre £s likely as not to eitd the war in the position of
havirzg shared with our ally ovur one great cryontanelytic at-
tainment--the bresking of the Japanese machine cipher and ]
reconatruction of the machine~-and heving got very little
in return,

3. In view of the rumblings that are geing on

beneath the service snd the possibility of a strong come-~
baci: by Donovan, I fusl thet we would be unwise to prass
General Narshall any further. e might be playing too
strongly into Donoyan's hards. .

e ——

4, As for the second orcpesal, to drop tho whole .
thing, I greatly fear that the Rritish would nnt be at all i
happy with, nor will they consent to, dropving the whcle
thing., They ars very likely to nursue their effcrts teo ob-
tnin a directive embodyirg their proposal. They woen out in
the Turing casc by having direct accoss to %.C, end thernfera
to F.D.R. They, of asurge, ¥now that we vrepared a counter=~
preposal, and they will now deduce that we were unable to
put it across, They will, thercfore, nake every effort to
ret us tied up now while they have control of the hot iron,
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5. T am convinced that we will never mnke reanl pro-
grass so loug as the British cen continue to pley various U.S.
orzanizations offf one againat the othor and have at the same
time n direct charnel to ¥.C. and F.D.R, while we have none.
I think thnt we ghould immedictely send to London at least six
of the ablest ond most agressive officers that we san find.
These officers would gc into the Alr sinistry, the Foreign
Office, the 0ffice of the D.H,.I., Office of D.M.I,, etc., andl
dovote their entire time to discoveringz and transmitting to
us all possible intellisenca. At the same time 4rlington
liall can be Asing the sume thing at Bletchley Park.

6, Thile this is soinp on we shonld on this side
of the wator be striving to solidify our nosition as ranidly
as pocaible. Ve have, I think, a potential nally in the
S5tnte hHepartment which now is totully dependont on us for
dinlomntic intpllibcnce activities. I strongly recommend
if you can do so0, that you discuss thla entiro matter w1th

‘Vc’-Scnzataau-_ataﬂeu=ﬂaﬂ= Mr. Surmmer Welles. e should also

’I‘I

"recapture” the function of servicing the Thite louse with
our oarticuiar intellicence, developing an additional chan-
nel te the hirhest level.

7. I heve riven considerable theught lately to
the adviaanbility of moving this Branch out of the Pentagon
Building to scme secludsd copot separated physienlly from
the rest of G-2 and also from srlington Hall., There are
certain functions in cornnection with cur activity which we

have not develonod, nnd which the Pritish employ tao their s
very great advantage, whieh-we-htveTot—duveloped, and which

£ developed at all should obviously be kcpt separate from
our normal intelliprence and counter-intelligence orgenization,
By this latter I menn er informatisn service,or secret ser-
vice if you prefer, patterned uf'ter the lritish Secret Ser-
vice but created with our ovm pertiecular protlems and nationel
naychology in mind. I em prepared to embark ou this under-
taking vhenover I get the green light from you.
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LMOPARDUM FOR IPIGARIER . WFILAH, '
Secretery, Loabined Chiel's of ftaff.

1. Tefercnee our conv:rs:tlon y:ooherday aflernoon, Lhe esdn
rolnta o1 dllference concern the allos-tlon snd the Yerplolizticn®
0" th» parters covord in the Luwr.neun of the Lritioh dolnt Caluls
ol WL fy datod Loreh 7. T w11l nole thet this allocailan wuts
T..wa ), & and 3, from a practicul snindéoolnt, -~aiirely in the hionds
A o oweviiihe A8y e ITiac Ly 5 ac & oore concirnud, the rettor
!oszcand Lurdse  dne nat zesult 10, U7 rou chooae o look ot it
t.vaoea o sllote tleal el assolnt, the Reatlon v w75 ner At Inbope
W b el aabile B oes 2 e ibe T v rerann Wit 1 apce
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2y I alliov muloolig Wi Lhe Srovaritae in b AC L0 TN At
t-ltuslon of tne cunject was r 21 the mTmar e, I A2 rll vewy
1eil to L they o wbsreoned Lhoybrr costizndar 43 Jarnlirhd sush
Litaruilon Lo o eancidomd nsecaamy,  Tho fact remoina thot thls
C Tirgy w6 ubi ool e cnd Yavaletin: odlic ry inbodligence
W0 AL Vi b 6 vl 20 6o tha Jeant sind Custinec Chicrs of LU NF,
a2ty g e otde WAy avchiloe weer the prono.ed evrme, IF Y o
ctaarnminy wnerrl GLi! T in the Unl4rd Lo erd Aoy Lo Peeord o bho
ederd talt e thls ey nur, Lo Ceats Der I orn enimmoriant
UG To et wciiel 1ol Du kichb Be broler deflalbely so
*a L oww otag thoon eith the wore ' '

e L own i Llttle mmmcbhy with the provisions of the memo-
Pinowd novead 1o sl T et 0t ettt T ool Lhla acelion,
il prnGt Lk LLiadeads,t, et sol woprt n to T relnently noud,

T 0 Limeu tan o Do bronS ¢ ol Et e in e Lo of Lhils
catn? Lo eiet Y maas tu Lut Tenl @ vy wmul Ly in Peme reranoba,
sl a0 At WL eanaand o, Toern el roLbert s forner pu e
Liatin LY e Lol geogq Seo e 10 e o Spev oo the (pelitanien oK
e Theenia ey oo tall o Ccret At MLal tine ar sl (nl i
e Fesa o oocad X ossaree o, ane w4 X hepen., e ol ey lor
el ot unbon of Ll Taul T oLn sl aoad Ararin iy L gl ool
W oater co SJliie Poselnistey, A o S 0PLT an g ety tRiL tO
v AU Loy e ULl
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Lo In rcrard Lo tha definitions appendect to the Docwminz, that
of Mxilainition” s tobally unacerot! .ulr. lincer N9 eircun=iénceo
»111 T be bowmd Lo sec2pb & Drilish interpretaiion on any plece ol
intelliveonces X v.ill ploce my omn interpretation therocons I would
not premuma to domend or roruire theat a Dritish Gencral Stai’f Offi-
cor be vsund Lo ucopt ny cr«r#”ttfm, for instancs, of a plcce

of inlarmotion obliinad er Fmapiotn cources,

5. It eém«; $9 me wnet the hastle troauklo tiee in the unville
{npnang of the BpiLizh Lo p*ra\...t imeriems L0 entar the Goraso
AL Taxarich as wan Upised fhedes e fntora:ts in theoe note

2y .I.l -
tep, guite fuperane ond “i Linci {rom britich m"Prc.wr;. the plaa
?

.

of rumun.ty ctoos noY =ity W &nrvl._\ ient reason L@ deny Auerican
teadning and senivity i "l.i':‘i.s Fivld. :

B. Lrury Ahe corarsnine sirs ™t you took away yestowiny aftcope

tor W

noon wiLlL Le 1..-mf.: 40 DU o TCLrae -2 Foiution,
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BRITISH JOINT STAFF MISSION
OFFICES OF THE COMEBINED CHIEFS OF STAFF
WASHINGTON

I May 16, 1943,

Dear Colonel ClarkJ,

Colonel Corderman and I have, I hope, come to
agreement on British and U.S. co-cperation over Special

Intelligence, etc,

Our problem was, so far as I see 1it, to ensure that: -

"
G ]
~—t

G-2 obtain the leng term Intellirence
they requlre from the "E" source, (that is
they do not wish to have gurely leecal

(U,5, requirements) operaticnal intelligence

~
o
S

L U,8, section is formed to gain
actual experience in the solution of the
"E" type of cyrher,

"'need tc know!' for the prosecution of the
war and for the same reason duplication of
the work of solution 1s avoided.

(Brstish reauire-
" ments)

~~
u
~t

The hlghest security standards are

P e Ve W N N b T ot T T T i T Ve P N
~
o
s

Intelligence from "E", so vital to tiwe
British, 1s restricted to those who have the

adopted for the handling of this intelligonc...

e

There is, however, one outstanding mestter over which
I foresee some difficu’ty, and I think with some justification, and
that 1s the refusal of the U.S. (so far) to give access to the

syntems employed in U.S. cyrhers(we don't want the keys or wiring)

Sihich will be used for transmissien of Special Intelligence.

.‘7y
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The British have afforded the U.S, full Jmowledge of all |4
their cyphers and future cyphers, and I ccnslder that the withholding

of kmowledge of U.S. cyphers may ranlkle and 1n some cases impede the

war effort.

Another point I would like to make is that whilst this
agreement gives Both sides every right to appoint Liaison officers |

I hope that at B.P. we may be allowed to work cut matters with

Colonel Taylor. Our reporting orggnisation has had very great
experlience and once given directioné as to what is required will,
I know, carry out these directions loyally, and Taylor will have '
the full access to everything Lo see that this is so. I think

leCormack and Téylor should go carefully into the matter as soon

as we arve agreed here and prepare with our Intelligence officers

_ ]|
a direction of what should be sent to you. E

The reason for keeping the number of officers to a d
minimum is the great difficulty in accommodation for officers at

Bletchley.

I am hoping to see you tomorrow afternoon at 2 p.m. . }
%D‘Wm S E
val |

raws,




.8, SueRRT Ko & . say 17, 1944,

Agroemcnt botwoon Uritish Government Code and Ciphor School aud V.S, Var

vartment ooncorning cooporation in mattors relating to:

© .8, - " fritich
Spoelial Intelligence A Special Intelligonce
specinl Intellizunce B ¥ Intollijenco
TA Intolligonoe Y Iuferenoo

A distinction ia made in nomenclature and procedure in handliué intellipgonce

erived froa the #oluticn éf crony high grado and that obtained from low srads
codon znd viphors. The prosorvatiun of seorecy in ropard to either category is

o matter of groat concoern to Loth countrios mnd if tho highost dogree of socurity
iag to bo muintained, it is ossentlel that tho snme-mothods should Lo pursued by
both cutntrics at cvery level and in evory aroa concornod, since u leaktago at any
ceno polst tould juepnrdico lntellisenco fron these sovurces not in one area only hut
in o1l covoeern ood snr tad Lor nil services.

Tnio oo prevment iy limiled to tie truitic speeificully dosijuaeted heroin, It
doas not cover trefflc cmanating from non-sorvice enomy or noutral scurcos. Thuse
subjucis will bo cuvered by future nepotiations botween Dirsctor, G.C.C.S§. and
.0 oy L., U=, Lor Dopurtnont,

{1) Loth the U.§, and Eritish agree to oxcharge complotcly all informntion

cunicarning tho dutce#iou, ldentifiontion and .interception of sipuels from, ond thgam, o

solution ol codos nnd ciphara usoed by, tho :iilitary nnd &ir forcus of tho fAxis pok.
ors, lnala-ing gocret services (Sbwehr),

Vg o Uewo W3LL ugsiie us o onin responsibility the remding of Japaneso
wilitary audlhlr-codun tud ciphers,

(e) hiz dirllish will asswie ss o medin rosponsibility tiw rending of Ceruan

n £..,1%3

and Lwdivl D iMlery rud Alr codes wad eliphers,

e
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(4) Doth countrios ngroe that specinl sccurdty regulutions shall apply to

*atolligonco obtained from decoding toleérums in eaumy high grudo codos and

@ hora, ' !

(4] Dath countrios aprve to uso their mout socuro codos und ciphors for trans~

wta;iun of the docodoa of oneny sigunls eand transmission of' teohnioal oryptanalytic
dnta, ‘ —

(6) British or V.5, Commanders~in-“niof, #ilitury or Alr, will recoilve. all
Spocial Intelligonce nooossmwry to them for tho conduct of thelr operntionn from
oitlier british u? U,5. cuntora us may bo mutually agrood, Lieison officers will 5
Vo rpolntod as desirod for fasilitating this. Thoy will be piven full access to 3
ull docotus.

{7) Tho distribution of invellijence frum tho gources iu quoution will be ]

gov-ried by the [undauuntal principic that distribvution will Lo rostricted to the

rulsy il |

miniina ond will therefore be confined solely to those wio require to roocoive tho

inueliltd senco for the proper disclarge of their dutios. i 5’

{4} ALl rocliplents of Special intolligence &, whothor Dritish ﬁr Amorisan
offizsta, slnll ba bound by the same rogulutlons, the rogulations (Abpond;x B)
pov in furée in the thoaters of war whera DPritish furces ere operating to bo ag-
cupl-d at the vrovent tiwe, If at u luter dato oithur country wishos to modify
thes. In the 1l ht of further oxporience thoen this mey be dono by mutwal agrocment,

(3} Tho extousion tuv offlcers of u Jmowlodge of tho existence of such intol-
ligence shall Lo confined to ap linited a nuwber 4? vassible und restricted to tho
lovels of cusrtnd in conforzity with tho nbove montioned rnﬁul;ﬁicua. Uroat strees
fo 41l un Lhe prineiple thet Gpocinl Intollijpunce A chould not ba interminzled in

«  Fe ~rv o wlen peneral intelliconcu Fro; other courcoes. If.-howavcr, it bocoxzes in-

rerniiis Lo do vy, the wholo nust be tronted as Ypooinl Intellijoence 4 aud given

“
- o
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tho gano.utrictly limited distribution. Under no circumustances is it pormissible

Q:} pass Spocinl Intelligonoce 4 in u code or cipher which oan beo roud by other than

. authorigod rooipionts. |

(10) 4lthouph special Imtolligorico B 33 not subjuct to the same stringont ropu=
W
lations up Special Intelligenco A, sinoo the two are olosely connectod, it is osvene

tinl to maintain a high dogree of socreoy in the handling of Speoial Intelligence B

“algo, In any action tnlkon upon such intellironce and in any documonis or tolegroas

basod upon it, it is essentinl that 1ts origin bo disgulsed and thut the ocodes or
cipliors uged for its dissemination be absolutoly socures

(11) All involligenco availablo from decodos shall bo made avaiinblo to
Lioizon officers, and 1f thoy deem nocessary it will Le ezchanged botwe~u London
eud ..chington. Theso Lialson cfficers will beo speciaily appolutod and given full
focilities for this purpose.

(12) British and V.S, will notify one onother without doluy, giving fuil par-

ticulars, whon eithor has informntion fron wy svurce indigeting the compromiso of

ary code or cipher used by tho other. iution on such information will be most caro~

fully consldered in order not to compromiso tho svurce und if posaibleo mutuual agrea=
ment in such action will Lo souzht.

(13) Cuoperation betweon and svordinntion of U.S, Sipnal Intelligenco Sorvice
und Brltléh ™" Sorvioe must teke placo at all lovels, tochnical information boing
oxchaugod mutuully at the samo levol and each country to agroc not to lower tho
clapsificaticn of such information or the intellijonce derived from it below that

levol without mutual ucrceeacnts

-3-
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«ch Jolnt thouter of wer of thoir Sipgnel Intolligenco (Y) units in tho £inlde

(14) Each country uhall inform the othor of the omployment and soupe in’

(L) Tidn agroeaont or the uppendiocs thersto wny bo supplenented or wodi-

fiod froa tine to tiwe governing aay syouial fonture for which oither party

wiohos to mnku spoviul provision,

(16) 5uglnitiunu£

(u) Y tervice ur Sipsul Inteilirenco Jervice. Tho Uritish,

U.8. Army, und U.S. Hovy services concorned with interoeps-
ing, decoding, interpreting, clnunirying and diasenination
of encany {und neuvral) comsumientions, und tho veo of Qf?
eatd other zseelalized aypurctus for astubllshiny locations
and ifentities of wnemy trongmitters,

(2) vnooial 1ntslli tico Al Cortetn clphors ors pluced in

6 speclal oalujory, owing te their Lmportance and difficulty
of colution. Tha Lutellijencoe derived from thopov eiphers is
krnemn as Speeinl Inveiiljeuse 4, Sueh meberisl is truated

with neosv stringent ccouwrity nensures. Speeinl Intolligcnc#
A L6 cunfinod to u vory strictly limited number of thu most

highly placud oificora mnd ig saminly of stratogical inportanco.

(o) Special Intoliiienee 3, iIntulligonoe derived from the

colution of lowor pgrode olpaory,  Such oiphors may under

cortoln eircunstuncos be upgraied to the "Spoolal A" cluis,
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The disacmination of Ypecial Intellijence i ia witer though
! 4

alwsys traated oz British Yost Sceret--U.Y. Sovret, Special

Inteliigunoo B muy Yo used tactically. .
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APPENDYY. (A)

S=eaial Provisions Rsgardling Vork cn German Maching Ciphers

Since it is boelicved unnecessary end impr;cticﬁbla to
duplicate work on Gernan machine ciphers and in view of the large
mumber of personnel requirad and the uncvoldable extra risk to
tha security of the aour;:e involved, agreement which follows has
boen arrived nt. This agreexent provides ihat:

(2) 411 desircd intellipence from this source will be
wrdo available to the Viar Teprrizent in Viaehington.

(b) U.J. personnel will obtain exparience Ly engaging
in the solution of this 4ize of cigher in Creat Pritain.

(c) Résearch into new metheds of attack will be made
in Yashingcton,

(4} Srcnmmission of Inteliipence to Commenders-in-Chief |
in tio field will He accom.plishcd b;,;' speclal routes and staffa
¥ho w111 mcintsin a wetch over the use of the intelligence %o
ard apainat compromlse of ihe source.

(1) U. S. liaison officers will be appointed at
Go. C, & Co O, to exinine messeses end gxmmaries end select thoae
desired for transaittal to Vashiagion for (-2 or the Theater
Commandora. #11 decoded w: 4erial will be made avallable to

thoae officors: Deccdes giving informetion regarding Order of

L I T el R T o s [} R R L L R T Lt — eyl i w -
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Battle w11l bo handled as at prosent, 1.e., through U. S.

1lisison officers in far J{fice and iir Kinisztry, regsectivelye.

{2) Dacodea or rummiaries to bo prased to Tlashington

hrourh oxlating Uritish chponelas.
{3) Ve 3. pariy to cffect independent nolution

woys will ke estrblished in dreat Britain, but so co-
ordinated by mutual agreement to avsid deplion ‘Jon. Thio
qarty will cooperate s th the 3ritish in rag :.rcl to L=5ks and
will ba givon overy rssisiuncs Jor instruction of porsonnel.
They will be (osrnished Fritish pachines. Iecudos frem Lhisg
secuion will Le panced wo Mletchly Durk Jor onuentovlon, wans-

Joiiln Jles doewblaaiilng et

« e orriy WALl zanduet conpleta

4

¥
3
5.
2
c‘n

ploceayllyr, irclucling tondailen wnd trsnzlotion $o such an
nprtunt 8 Lhay desira,

(L) TYorqulzs will ve swpplicd by Oreat Aritain for
une on aoehinog now v friiazton Hall.

(5) 2. 5. to undestise reucarch for firdine ¢ new
mevhad for solution and Lo be rewlered evary asmiptonce hy ihe

detvink Qo this purpssc.

(6} Tn conformity with Drilish vollcy. Y. 8.

Arrsonnul angeced fn caluiion soark *n Craet Ypeditsin will

nov be wracaforred slises sro except far very rrecnd rmocond.
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(7) Special Intolligonce irom this source will
be passed to Gommanders-in-*hief in the field through the
Sseeial Aritish ﬁnif_s oravidad for this purprae. The
o {icer in t;.om::w_nd of theoo units will have direct access
o the Com.arﬂ.qiin—ﬂﬁef “nd pdvise as n2couadszry on the
socur. Yy espest of heandiing end uvuing this {ntaelliponce.
Thera an Amepican officer is Cormmmdier-in-cnief,an iLaericen
cificar, avosrely trained ord indecurinnted ot Bletchly Fark,

111 be aitsched Lo the uvniit Lo advise and net s lizison

cIificer to ovorcore difficulties 4hnt nay arise in regerd

o difforonees in lonitscoe

(1) .o Zireszor of tho u. 0. 8 C. Bl will hove
the £inad decloion wnes sooborg of mosurl by are fmeolved in

intellifonca i4ems (pouuln) #md an o what {3 passed W

Tocnarderg-~in~-thiof in the Tleld.
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LAPPENITE (B)

British Security Romlcztlons for Uuewial Intellircence

('f)-’?it""'! TLON UF RORTING, SECURY T L0D VSR OF L2POVAL THATLLYG )

dan

*
- rrt T

1) SrESTAL ITTALTGTHCE 18 the ofrend nrme for the hijghly Seerot ine
fornrtion oblained by cryptopgraghic means from encmy hiph grade
cl \)\nrs.

2) Lo oy rrade. c:-:,-nto,;raphi“ =atoriel elsased in pgoueral as 'Y Ine-
Lollizerce, is nol includad In the definitien of LPFITARL IVTTLLICRICE,

PLRT T 0 DE TIUTUTD Y PTROCUE RNED

Jart 7Y

1) A1 GEETAL TATILLOGHGCE eoaneting fros dne United Einevlon mnd
wraninilutd Lo voraavia abrond i1l receivo Lhe prefix 'Wltrat.

) M LWL LT R AR e« canvres othor than tho
T tan i arvnsu blad el b o Wie Lndned sinedoa or

alve die ‘/.‘:'Dl'i.:\.' gpeciilly
Jellogr -

SO T
L2 0wk it LUrasd, 18 LU DGO
Parmielh WOoLnen procuulls centre iC

- LI L TS

el
' I-l..l..I i':':':"""' # -l..:u ; i
B
N i arelix

)
J
cibiees JUVOER, J [ T::dn.tf
:
J

BTHLL RAOT i Sl

3) UL TUTIALLIUOND provoed Uy Ulddli. SONWes elihor in U.0.A. or
el tere Af bronieitled o --.rf-r Jritish raates elithor o the United
il don or o 2ritish Gommoeis svorsesy, is Lo raceive <he profix
ol ha lgnnand or centre Wircuph vhleh 5t 1o distributed,

a  Vlers 14 g negengery for P OTAL TN TELIAGITICE to be trananmd ited Lee
en Gty nds O 2entPeS Clive wisa whe Ll e 1‘1-1:.4-0% Baneial
rueles and zlohors sra Lo te errasced ond spiroved hy Lendon.,

& s B ne TIrEe Lozhove) fnlfursr tion ¢nn he roompeded 2g orelirila and
At -n L Loea oA du, ondh € 2rlersg Bes nanum Luh o Dailowing
- L' Troitie g rrn vl T fhe 'r«-"".n'::t': ~n ol Wla sourers ol
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The 1 most. nacroé.y 4o 3 bu vsed In deling with SLTU informatdon.:
Atsention g czlled o tho fact thot ..‘.‘ from aay donwment that mipghd
2211 into ihe hando of Wid onasy or Irom ony muszepe thnd tho encoy
nirht intorcepy, froa any word that aight be reven?.ed by o prinsonor
of vr, or from eny ill-cunsidored aciion based upon &Y, the cnomy
wert to guaposi Lhe exiswance o the LITRL gource,s thr;t acurce vould
srabebly forever bo oot W oonr cause.

h*s losg-voudd vitslly allset opurationy @11 fronta, not only the
aarticular front on widch the sourco hed !;nen conuroniced,

Comacnding Uificers of those Comasnds anbhori od 10 recoive UITRA infore
aation, 1 €.y noTaally only Senoral and ALy oCficors comaanding hrmioon
and Ahir fareos, &re ic be instricwed “".:*... ULTPE messnras are for them,
gty ersanal ro, "em'r:.:':h'n and :hf.-’i- Canjor Tuinlliconce urnd Opero-
tLong auaff oiilcer only, and’ or nct o be acen Ly, roud to, or Jise
gudstd vl oA Wiy owar ceraon, DA r::ss::,‘ g are ‘o bu das! J‘Oj-..d by
Mes dmmeiisfaly notien rg boom daken on ..n.. m. PO vrecowis of

Tneilipense bosed on UINHL Inforadiion mey v kepd, exdent at the
Ve o ol Vho Tounenden~-in-Chianf,

Lem LU qnformntion 13 Lo ba usod by the lomvwador of an Army or an
LU wead 25 2 Lauia for astlen wo Lo taden Yy oa svoeordlnsnlo ehimand,
Leoinerietion ust te woncisuvad, wvhon prasced to tho .:uh‘“ inavae

Cln wobids wited WDaVE XS0 oL ) ordor, o wprdnd Thatl &2 a.r'ured

P FapewanEaste ] WP Sl SN whe GRS 18 e Iauussniian could ned be

el B L CH U B ‘..‘-..', Jel ey ITGNGAI WAL mvur zontrin The

plod ol cumedy QA0 S0 JLN 0 O LD noenay opasnilon rwr-a“xul oy Ui,
$LAY A aars i Tn L. e .z.-..'.‘. 2alion LY Vroaanilied b ¥ 'I‘ =5t U
epeded only in nuthorized cioshers, Lnlor no gireuosinncen aalover
16 Lo ptiltiaefioay W Wonc b 7 U0 Luformolion g sich to lover

formutiony.

n remaral, 18 ny ‘m..\o't is %o @ trlien based vpon VLTRK iafornetion,
Ve 132l worpezader ip 89 envere 4 '=\'f. mch acslon anvnot be trosed beck
Ty "..r: eneny Lo the recestion of 1 THA Tntellipenco alona. A nonentary
cwarnenl edventn e is nol wlJlian -.‘:.:., ,":’.mr‘r Tor Leking nny risk of cone
Rix :"H""w the source. 4 petion nay bo tnken opninst sp:a::!..—.l(. soa or
Liini sty t8 govesled by ULTRA waleus: z.p_:mmrtatn. tir o lnnd recone

1, ...m..uc aru alto beoen whdertihens  liames of eneusy oships revealed by

v -

LoDl RDunst Ly rever Lo o otod,

The nimast care s 10 Yo tatvem 4n \.\r:'.ei‘m" plloto for an operation basad
on VTR Inforartion thrt enly sich deteils cre given thea ap mipht kave
o ohinod by other norre, ©.ch nB ALr reconnal caanca, end enly such
L4are vLzenitinl W lhe cozceus of wha oporaiions.

0 releriTon t,o ot information iu Lo Mo made in any sumary whnluoever,
seevar Jimiuod ha cirewisiicon. Do c:-::c:.-t::*.i.o'\ pf 1L ig nerntzatile
¥ Sav s

oo nens hntyveon 1. ¥ osunior pliicars who oo i ...L.n‘ucl‘-' concarned vl Vo
FINICD WU wikion wien Lu.
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IT it ia recossary to nsk gquestiona, or nake commoents on UNTRA
raterinl, whothor on natturs of Intellijence, Cperatlona, Renting
or ‘amurily, such mopssses are to de trananit tad only over tho
apacial channcl nd in the snecial ciphera provided for U'LTHA

e .n..i.' Ce f

Pe2izients off VLTTh may nat vnder nny circumstances cacry on thelr
sopuons outsida their Herdyerters, (1772 possages witich have been

dolivered tothen.f

lb o .-.ﬂ"'""l 1‘::2.'.
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GEU, V., STRONG
' ' Mo jor Goneral
A.C. of S., Q-2
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WAR DEPARTMENT Ly authority &. C. of §., G=2
WAR DEPARTMENT GENERAL STAFF Date_ o (G2 (_M ,
MILTARY INFELLIGENCE DIVISON 02 m-'_—ﬁ.BIB
WASHINGTON

June 1C, 1943.

ECRANDUIL FOR THE CHIZF G STAYS:

Subject: Agreement betreen British Government Code end
Jipher School eand U.S. 2r Lopariment in regard
to certain "Specizl Intelligence."

I. Discussion.
l. 'There 1s attached en original copy of tke agreement between the

British Goverrnment Coée znd Cipher School and the U... war Department,
signed by . w. Travis, Leputy Director (cervices), G.C. and C.S., act-
ing for the British Chiefs of Staff, and by the undersiged, ecting for
the Chief of Steff, U.S. Army.

2. This agreement covers the production, exchsnge znd dissemina-
tian of all specizal intelligence derived by cryptenalysis of the com=—
mmications of the military and &ir Zorces of the Axis povers, ineluding
thedr secret services. It coes not cover treffic from non-service enery
or meutral sources. It provides for complete interchenge of teclmical
datz and special intelligence from the sources covered, through liaison
ofXMcers sictioned 2t l.ashington and at London, end for Sisserdnation
of such intelligence to £ll field commenders through aveclel chermels’
end subject to special security resulations., Provision is elso made
for United Stztes persomnel to obtain evperience by engasing in the inde-
pendent solution of keys in Great Britain.

The United Stetes assones as a mein responsibility tkhe reading of
Japanese militery and eir traffic; the 3ritish assume 2 lilke responsi-
bility for German and Itelien militery and edr traffiec.

3. This agreement, vhen implemented, will enable us vo fulfill our
immediate needs for specizl intellipgence fran these sources and will
sefeguard our long term interesie b3 2lloving us -to gzin tke ewperience
required for achieving indepvandance in tnis field, APPROVED

'-ql,':—.) qn

1'vs &

L
-

£4 ""-35) Q/

By order of ths Seoretary of War

OSEPH T. McNARNEY
Ohief of Staff

II. Action recormended.
lpproval of this agreement is recommended,

Approved; by order o2 the Secretary of lar. 15 JUN 1943
JOSEPH T. McNAPNEY, )
Lieuwt. Generzl, U. S. Army Ant. to the Deputy Chicf of Staff

_ Deputy Chiel of Steff.
1 inclosure

kgreenent betweenRritish . o
5.C. #nd C.Y. and U.S. Ler G20, V. STaGi7,
Departmant tajor Generel,

A.C. of 5., G-2.
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Prom London, 16th June 1943.

cXec 26

Following for-ﬂnafings from Briradier lenzies.

Plcase convey to Veneral Strong parsonclly fron me my apprneintio;_
for his cordinl reception of Travis nnd the facilities that were afforded
him, both at the war Depnrtment and &t Arlinptor. I nlso wish to thank
him for serding Colonel Yelormack nnd Nr, Friedann whose vigit here has®

bear of great assistance to us in discussing our joint endesavours.

%o aro gled to have Lioutenant-Volomal Taylor atill with us.
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Dear Menzies:

Refarcnce s made to paragraph 8 of the agreemont, dated
17 May 1943, botween the U,3, War Departmert and dritish Yovernment
Code and Cipher Schod, which provides that all recipionts of high-grade
signal intelligence ("ULTRA™), whether Sritish or Smericen, shall be
bound by the sgecurity regulations annexed to the sgreement, and that
if at a later date either country wishes to modify them in the light
of further experisnce, this may be done by mutual agreement.

As you know, U,5, repulations conforming to the raquirements of

"the apreament were issued in Cctober 1943, #lso, in Harch 1944, the

Yoy Yepartment accepted a modification of the security roegulations, pro-
posed by G.C, & C,5. pursuant to the agreement, but limited its acceptance
to tho Eurcoean, Forth African and Middle Yast Theaters of Cperation
bacruse thon modifications proposed avpeared unsuitable in certnin reasvects
for the Pncific and Asiatic thenters, for which the U,S, under the agree~
meat has assumed the main responcibility with respect to Ultra,

There 1s inclosed herewith a new sat of regulations, which are pro-
posad ns a modification of existing regulations for tha “acific und Asiatic
Theaters. Theae reculations have been prepared with special regard to the
fact that Japnnese Yltre is produced not only by the Mar Department and
G.C. ond C.5, but also by a U,5, - Australian organization in Brisbane and
both British and U,S. organizations in India. Decause of that fact and
bocause of the different intelligence requirements of the sovernl widely
soparated thoaters in the Facific and Asia, it 1z felt that the collation
and ovaluation of Japanese Ultra from all sources and the preparation of
Ultran messages to field cormands cannot be confined as in the case of
Gorinnn Ultra to n single disseminating agency for all theaters, but must
trke plnce within ench theatar as well as in Washington and London. The
provnsed rogulntions permit that to be done, and orovide for centralized
control only of the saecurity aspects of tho handling of Ultra within
thantera.

The inclosed repulntions, like those for Buropa, North Afrios ard
tho Ulddle Enst, recopnize that in combined Y.S5. ~ British operations
viithin any thenter the wnximum security and efficiercy in the handling of
Ultrn can bo nchioved only by having o sinpgle spency toreceiva all Ultra
and dissaminate it to hoth V.8, and British recipiecnts within tho thsator,
fiowsver, vogpulations for the Prcific and Asiatie thentors must take into
neeount the fact that ot present some of thone theaters include only
Yoo forcen.  Algo as the situation dovelops in thenitars of combinoed

- - N

81

T A e L e b g e e o — = e T
; e - = - ram——— e




il

0y i

T -

]

b,

Al et e & e s

wt v Pleide & ki e pe

e psind e b £

v

L ]

-

oporations it may become impractical to adhere in every cnse to the
requirenent of only a single such agency within onch thester. The proposed

epulations thorefore provide for a combined agency oaly in theaters of
cunbined operations and permit separate Y,%, and British agoncies in auch
theaters when the situation requires.

The proposed regulations are being forwarded by the War Deoartment
to tho V.5, Theater Commanders concerned, for their comments prior to
final adoption. They are therefore proposod at the prosent time subject
to such changes as may avpear desirable after the commentas of the lheater
lommanders are recelived.

CLAYTOR BISSELL,
la jor General,
Ao C. Of S.’ G-E

Tncl, - Regulntions _
dtd 19 liny 44, - o Do~ v . .

ia jor General Stewart U, Monzies,
Chairman,

Signal Intelligerco Poard, London,
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8. CRYIPTOIRAF{Y, That bronch of knovledge vhich treats of

T

the verious means, methods, and devices for goaverting
plain language into cryptogram form and for reconvertiug
the cryplogrzm into their plain-langusge fora by a
direoct reversal af the eteps or procecses omployed in
the coriginal ecoaversion,

CRYPTNALYSIS. That branch of knewledge which trasts of

the varisus meanc, wethode, and devices for solving
eryptograns, that is, deriviag thelr plalip-lrongungoe cone
tents, without knowledge or rogsescion of the gpecific
rethed, means, or key esployed in the production of the
eryptogramn,
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