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sUBJECT: Memoranc!um ror oember!J of STJ.BCICC subccnuni ttaa on 
Intelligence and Security. 

Ret1 Ad Hoc SUbcommittee metno. of lB January 1946. 

Berew1th a copy ot a tentative clra!t or c proposed 
Britiah-U.s. identical Seeurit~ rn~ D111em1nation Regulations. 
prepared tor discussion at next ~eet1.ng. A lira.rt of a pro,oaed 
section on ezchanae and 11a1aou channel• will follow. 
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§lfl!ti'z epo R&••ep'p•tipn 1ecu11ttsm• 

Amen\ 

1-. ~•• r .. ulatiozut aba.11 be the baa 1• of all recul• ti OD• · 

tar \he •-11.tJ end dl•••'A•t.1on ot Ca& a1 .. •1on Ia\ell1gea" 

1ato1aation iesued a., oF md•r ~· au~r1ly ot &!ilCIB or lite 

1:.tadon SIODT ...... fh• aeope an<1 l)bnain& ot IND ~ 

Uoa• mar .-i-y 1n aoool'dm•• with YaJ7i.Dc requl~mt• nt the 

panie1, qeo1H1 depar'8lm\•,and m1n1a\r1•• to whom they an 

... t,ped to a,pi,., llia:a' all eh,ell be ia aoooN with ~·· IMl1te 

nrula•lcm1 in ••ft7 napee•. 

GI .. , MUU\111•• IUOh aoooN, •crh pan,. •Mll NIU all 
~-~~ 

nab ncuJ.a•1ona t.o '-be o~er tar appro'!!_l prigr Ji1. ''IV'· 

2. .ill resulalion• tor tba aeeur1•7 an4 41•• .. t.na,1on ·or 

Ce aaS .. tlon Iaullt.cenc=e iafOl'IUtion an.11,· upou due appJ"Oftl 

of lteUl par\1n md aubaequen• 1aau•1 beeo .. add1Uona to thS.a 

(• .. •1•) 

ltelt P!1nUa1u g( lt911lf,'1 

'· 

t 

1a PM"~ nano' be 0Td"e•U.le41 caaaena,lon ~t the •our•• ~· 

at l!U• 1aMtl.l.ia ... • 1• ot RPr•• ilrportaaee. I• 1• ••••ttal, ~ 
\ 
) 
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tof SY'E! 

theJ"etore, that the d1~aCJB1nat1on accorderl all relat~ or 

nlJ\lliant 1.ntoraat1on be etrletly cont:roll•d and limited. T'h• 

p~aioal. ••curi~y nt relat.ed. doCUllienie ia not alone ~u:rr1e1mt1 

it 1a essential \hat all referenc•• '° the 1n1'armat1on involved, 

l'n4 all l"eVelAtionn thereof, trf~fL iudil"eC\ 1 be A~oidet\ fl::ICeDt 

11mong thoae to llho~ this 1n!orut1on 't.1 nece1'81.I"Y .tor th~ 

orop•r ~rtonDl&llee c.)f (lffici~l dutiea. ?he time 11B1t for th• 

eatqua?"(!ing of Counm1cst1on Intt·lli&ence 1nf'onut1on nn~r 

ezpins. Althoush f'r.~!". t1~• to t1r.ie Dll•I~ Coiun.m.1c:at1on 

Intellia•ce 1n!oraat1•)n ·~y be rutili1htt" 1 ~~t ~s ot the utmo11t 

i111>ortanc• th&t per~onA cogni•ant of Communtcation Intelligence 

•tt.ers and rec1p1ent!i or Cof'm'!\ln1cn.\1on Int~ll1genae 1.nfoMlllt1on 

refl"idn rrorc 1'eCU1't.~1ntz "the fdC\ Of t'lUCh publiCA tivn 85 relH !S­

in&. them rrom th~ neca~stty of ~•1nt~1nine complete ai:W ab~olute 

~llcc• an all •ubJects involYed until they are treed !'ram thiiS 

oblilat.1on by unsistaku.ble,. c:atag<,rice.l, ot'!!eial notice. 

4. In time of war, th• full etfeet1Yen•s9 of Communication 

1Dtell1geno• cannot be reali&ed unless operation~l use 11 made 

ot 1\. Bo,,uer. when action it contemplated 1n the light nt 

Comaunioation Intellilm:ice, the pons!b!ltty 0r coaprom1sir~ th• 

soure• must always be born• 1n ~in~ sn~ this ~nncer mu•t •lwa.y• 

'b.i t\'eighed a&ti.ins t the aUitAry adYtUltage t.o be 1a1ned. In 

cn•,._l, J1011eatary '-ct1cal a4Y.111t.ag • is not sufficient rround 

ror r1•lt1nc the eo•proaise or a Co..un1oat1on Intellilence 1ouree. 



tar wm:u 

tntellirence, studied effort must be made to ensure that 1uoh 

action. aannot be attributed to ComAunieation Intelligen•• ,,..---

&lone. In eY•l'Y case, where at all practicable, action aga1nat 

a •pec1f1c t&J"l•t reTealed by Communication Intelligenne shall 

'be pnclded by ap11ropriate reconnaissance or other suitable 

deceptive l'.!!easure1 to ~hieh the enemy can ree.§onably bta expeeted 

to attribtJte the aetion. 

5. In time of peae~ the ~rineiple that the conserYat1on of 

Communieati'-"11 Intolligenee sources is i1t paraJiount cons1~•rat1on, 

atf•ot1ng any action taken 1n the 1.1ght of CoCU11unication IntP.tl­

l1&11nce, must be r111dly upheld. 

P.tpia,t,1.gn1 ansl Catuor11f! 

6. r.sm.wuatiQA Xnt1llicgc1 (COMllT) 1• the name given to 

intelligence der1Yed rrom th& >'10J'k of tho5e agencle!-t, opPra.t1fll 

under the cooruination anc1 control or 6?.AICI.B or the London 

SIG:Ili? ~~ard. which •tudy rac1o trAnsmiseiona, and oth~r commm.1-

e&tions, not originat~ by United States or British orr1e1•1•. 

'?be tena~ Co'ill'micaticm IntelJ.igmgt (CCIII.MT) :me: BJ.cnal lat•l­

li«IQOt (SIOIJI?) are syn0ft1'ltf)us. Communication Intelll1enee 1• 

d1Y14ed into two eate1or1~a, •• follows& 

(a) Special In'•ll1genee 

(b) Tratt1c Inielli1ano• 

-.) -
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· : ISA2 5X l 
. 

1NSA2 SX3 
.' NSA25X(> 
' E:O l. 4 . i c :· 
· EO 1 . 4 . id: 

7. •-set Iat1ll1c- 1a that ~·at.ca,10000~~:li~a-tiocn•a. ~r;· .~ 
wMO!a re.ui.u tram the daoryption 1~t •amted ~--.. .. ~Zr 

~ ; 

I' 11 4••1--ted by tb.e code •Ord CJtEIJI .•"*"' ... It ~. 

Co"Clll1Uia1eat1on Int,ell1cenoe obbin.-d 

1°l'"oll plain language lll••••1•• may on oecae1on \be included 1n. 
. / 

the oa• .. ary ot Special Intall1-soae. 

8. C....eht lpwutal lftlillifeJ;)C• of iitth•1t ptJl1tiCfi! l'.JljSott­

aa.--lnt!" nut or 1wwwc4iak :o1l1;t•17 tmnortu~.c•. AQ-e11,. atn:a:baed 

tma. .. aa.e •oPW-~I ____ ...... ~,· MstB!\Riieattt91'!s" · ~~---------' 
..., ~• ••1d1reted ·kQr · t-• sate Wdi't1 llm'tE. 

~ t. netae naw1 tc•ft 1• tilat ComlwUeation In'•ll.taenee 

TO? ~}:-:-,~~ ... :-::·.··: 
TOP SECRET 

(Insert on page 4 a.tter old paragraph 9 (new paragraph 8).) 

9. It is of the ul.most importance that a.11 concerned fully 

appreciate the .distinctions entailed in the definitions of para­

grapm7 and 8, aboYe. '!'he operations and techniques which produce 

Traffic Intel11gence do not necessarily produce .Q.a1z Traffic Intel­

ligen.ceJ e.g., .traffic analysis and D/F bearings produce Special. 

Intelligence when they are used in connection with corlate!"al. in­

formation obtained .from s·pecial Intelligence, as is the oase when 

the call-sign identifications and organizational relationships 

involved have been determined in whole or in part rrom decrypted 

te,tts. 



.. 
' . . ; ~. ~- . ' ,, .', 

• , men 

,'tJSl'.25Xl 
! ~I SA25X3 

['!Sl'.25X6 
i:;o 1. 4 . ! b ) 
so 1. 4. (d) 

7. -tel IUe11kwqt 11 tha~ Comunicat1on Intelligence ~, ').. 

lll>J.llla reault• troa tile ••oryption ot Oll•J'Ypt .. . ~ioationa.~~~ 
I\ 1a dea1111&W by the code ,,ord CftE.tM .•ewtJt :,WKiA 1\ ~· 

i• ••• l1a•• .,. -,.. •tte e•• WOHi mntn1-. 

•• d••erua..s hae ... tt.r. Co~U,tion Intell~1ence obtained 

t'r011 plain lancuace me1sa1e11 -Y op occasion be \ included in 

\be oateco!"Y ot Bi>•eial Intall1geiQa.. 

8. C.»•etn Spwe1ll Ibtflligen~e of !itthwat fmi1c1Cil fiiport-

umt-·att not of 1w4tak .. .:;.i 11 ~•'"¥ 'm>0rtuu:e, iaa=·u,y obtahaed 

U¥ •• •••'1aeted ·llv "*'••·"«Ate waftl DbtE. 

~ t. l"'tl.I Iattl>y••t 1s Uult c::o..un1eat1on Intellil:ence 
-

wbieh results 1'ro1ll the stucy ~r corrunun1eation netwQrks and the 

proeedure ~ignal! anrt cnll signs appeAr1n~ thereon, traffic 

load~ ~nd tendencies, D/F beari.ngs, anc other me~s~r~~.mt~, 

analyses) anc~ 1nter;>reU.t1ons· 1Jt the gt1tn1l phenomc·Ho. of com­

mun1cat1ons f in 11hortj tt !..s c~m.mm.1cAt1on Intell1gencc ~btaine<!. 

by all ~eans 1hart of the dear;ption ot encrypted cor.mrun1cations. 

Intelligence obta1netl rrom the tJ"anslotion "'t plain l.'mguage 

m••HI•• is normally class~ as Traffic Intr.<lligenc~ but 'Uli/' on 

oooasion be classed ~g Special Int~llt.&~nc•. ?raffle :nt~lli­

g .nee is defti&nated m· tho code wol"d ITOJ\Y. 

10. In war-time lt may be round neceasary to sub-d1v~de both 

5pec1el Intellirenoe nnc Trarr1e tntell1g@nce into s11aller 

.. 4 -
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w RAU-
; t-

' )~,~-1-•v\. 
.. ~ .. orl•• 1D oder to fttlft:.t;lta"9 dia ••1na ti on and t.o ~~· 

Hnain al&•ft!t,._o( •~qlL !Dte~ltcen~• ~J,i., w~9'1i:i'W"-' ~l'fadf~' ~ 
~,,4,..~d,.(~'il-1'1A_~/-Q~ 1 ~' /Ld.'41.,IU.) 

... lt"UD R*t~t•J Rt••• ot 9;.aa~~lt1 •••• ·w2•9' to be 

U•tr1bu'ed to apeo1al qao1ea ~ lower etilel•• ot the 

.Wbr.r loree1 11b.1eh would not ~i\;£1!'~ .. ~ ...,J1"" :lsrPH•i"N, 
o~•r Coasuniution llltel.liamee uterial. 

DJ.11ntgtiqp 

u.- !'be 1ui4in1 prinoiple ot •t•••tna\ion is \hat each· 1•• 

£M-uarw1•\101l Intell.11-..., &l' neh, "'111 be mad• known aal1 

'° •bo•• IAdirlduala who require it in the 1'e1°fol'UJ1•• or tbei.r 

4•t1ea &ad 'Ibo ha-.. lMten •1.Ddoetriuted• and -4• •nH of ~ 

aoune. 

12. Enry attort •ball l>a Md• to redu•• th• number o~ •lad.,._ 
b1u'ad• per10111 to ua &uolu'• m1n1IRIJI. 'Personnel to be 

hdoovtnated tor aastaa•u\ to Counmieaticm ln'•lliltm•• 

dllti•• •hall be the su.bJ••'• ot apeeial aeeur~'7 m:iqulri••• 

Bnept in n•esori•• and 1Dd1T1dual ••••• acre-4 upon fJ"Oll 

tiae '° tiJH b7 8filCIB and. ~be London SIGD~ loard.1 personnel· 

to lae tadoch'in&Md •tJ rectpiet• ot CommunioaUoa In~elligeaoe 

1atol'll&tioa. ah.all be the 1tJbjea\a ot special 1eeur1ty enqu1r1••• 

·13. S!AJICII aDd tbe London &IGDT Board •ball. maintain eom­

P1••• liats ot per8<>n• eurran•ly •lndoehtinaW• tor 

caUon Iatellia- in their r••ped1•• IOT•nmmh. 

- 5 -
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14. lbnD Uld ~· London SIGin Board @•11 bep uc1t. 

...... "'117 iatonaed o~ ... ,. •·pu--u, 111Dl1Uie1, aa•cte1, 

etttw _. na.u eaheoriee oi pa.001 reeetYial C 

U.. ra~ .. and ot tbe approxt•u mMl'a at •1nd"'r1-
u•ed • per1ma 1n Mah. 

1,. Sbould 1• become •••e11•1al tor o~ra,1oual rea:ton• (a• 

_,. oewr la wu) lo d.U••lna\e a apeeUie 

•s.. Iabllil••• io an ott1eial no 1• not AD au'11oriaed 

PH1'1•' (1.e., no' •1ad~tr1na•e4•) 1• mut be •bodied 1a 

a ea "t.•tian • worded ~• ~ • .ub~eet .. ,,.~ -eamot be 

'need baOk to Comwm1cauon Int.il.lemo• 'aouree1 (•1Ul wea, 

'iM• llmd poa1,1on1, aDd otha 1paeitlo 4aA bO'a orla1ul 

4eunhd ,_.. eantall7 .i~•e4) end, 1t to ba Uraand\•ed 

"1 a s1·n• apoMCl '° illtenep,ion, •Ctl"J"PW 1n Ul• aftilable 

c17P'°1nphio sy•'• ot 1rea'91t aeouri•Y and mo•t l.1aiied 

41•U1.-t10D. !.b• eod• word•- , CRUil and non are not 

'° be uMd ill aoan .. t1on wi'b ,-.1cb .a •ntn,1on1. 

1,. Cu& 1tea,1on In\•llt1•c• shall nner mlder &IQ' oirem 

ataacaa aD4 1n aay tora be 41•••'Mhd to ._., •1Al•b7, 

4epart.•t, aaenq, ottioe, or 1n41ri.dual lPOll whieb or trom 

no. it Id.ah' naaou.ltl.y lHt apeeted to t1nd 1'• wq, 

ettial~ or atn-ott101al~, 1D•o \he PG•••111on ot UQ' 

per•an 07 ll"OllP wtao eou14 uae 1' t•• eomaeJ1oia1 oomp4ttitiaa 

er c: era1al 1•1D or adTDt&I•· 

_,_ 
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17. UffVll h1eell'&&c.a" Jh.ll l ,.lla.,.ac~orcle4 u111eetel"l7 ·t·twt~ed : 
~ :y--d1••~·.·,:~~ .... -a,, ....... ~fti'.l~ ... !!Jdlel'Br' OP"'· .. IC·'OAri• . \ \j 

~!IQDIT aoara·, ••-ap~rol>rtatc. !ael'l -·srtn1• =tte.p,-..-._~ .. -"iftflf,.._ . 

..._at \111 .. ..u •.. o1- aaell .app-n•eri, ~&.Um. 

"" .... "" ·-~ ' . : . 1'.;.. \. ' ll ~ -.t : 1 ~.~ · ( 

S1euri17 CJ..asait1gat1gn apd %rAD••iss1op 

Int1lligge1 

1 _, ·,,.. ,' . . . . 
A .. .,, • . 

TOP SECRET 

(Insert on page 7 a1'ter old paragraph 19 (new paragraph 18)) 

19. IVORY information is classified SECRET~ !he word SECRET 

and the code word ITOHY must appear on every sheet of paper whieh 

contains this intelligence, unless TOP SECRE! CREA.It information 

appears on the same sheet. This rule applies to maps and charts 

on whiCh are plotted. data and intormation deriTed from !raftie 

Inte111genoe. !he eode word IVORY shall be included 1n the tert 

ot· every despatch (signal) conveying such intelligence (unless the 

despatch also conTeys ~- intelligence)~ except as provided in 

paragraph 23, below-. 

,., ~wo, na orncta ciour1er and ocher sa.fe-band 

chaanels,. and onr rou'••, •?PJ'OTed b)' SUICIS 

or \he I.cmdon SICIIIT Boa!'d, <>r bo,h, •• al)proprtate. 

(b) Yia Colll'l••ely protected local comunioati~n q1t•• •tt,l1s1'o1Jt(f 

1A••rn•l to aaeaci•a and orr1oe1 pJIOdu•1al or a'111»­

Ill,elli1••• of ibe •PPNllfta .. 
oatcori••• 

- 7 -
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17. UUUI m.eli.11•0• shall . .be._acicanhw1-•.a111a•twtt1 •!11deMt-· 

~ ... _1:-t-•w...,. .u. tteb'.11 "l!J' ·emetlhtir "•• tswd- \o/ 
. ~Drr Board. a-s · a,l1''2"0'J)Mate.. DCf!t·"e.ir ~-~ .... ~ tn~.,,._ 

- or ~M4.l---ol · deA appRoYM .d!.aa•iaa&~• 

.... 
StsNr1Sx C1•~s1ticat1pn apd trN>••1ss1pp 

~ · . · ot Cgeepnic1t1;m, Iptelligcne• 
JA-4~l. 

·"'Ra• .... it .. l" (1. e., :tntarce:ited tra t"!1e ~h~,..ir.1 !lO 

appear on rf'•'l"'Y sheet ~r ~aper -imtcn con~a1na this int~lliCClC• • 
• TbtJ .rule a~pli•• to ma-pa uia chart.1 ?n "'h1cb are plott-1 d.aca 

. ~~~~- ~· end 1.ntom't1oa der!Yed !r-.Jr.11 Cea FBkl•l:le Inte-lllgenc~~ap,m-

t.~~14"' 
, •• •• oode ~ol'd •ball be included 1n the tut o~ n•ry dea~a.teb 

(•icnal) conY.,.iftc ~ch 1.nt~.ll1gence, exoent as :\rortded 1D 

p&r•l?'U.~h 23, below. 

20. !OP SBCU! Collrmn1C!at1on IntellJ.cene• rnattt1Al HY riot lte 

tnn•1,ted 1D ·~lain l.aalu•1• (un•arJt:t&e4) ucept •a tollowsa 

· (a) Sea.led, Tia ot'Ncer aour1e'I" and '1ther •a.te-ba.ad 

channels~ and oY•r rou'9•. a,pl'O•ed ~ S!ilCI!f 

or 'h• t.ondoa s.IOnT Board, or both, •• •1>Pl"Opri•'•· 

(b) Tia oamol•telJ' prohoted loetal co..,.f.eat1~ ay1,•aa •~''•"'•(/ 
illtemal to acenc1•• and otttoea oJIOdu•inl or u•:t.11-

1111 eo-iaai1on Intelligeao• ot ~· •J,.PM1tl'1•h 

- 7 -
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(•) Y1a estnnal l&ndlin•• only atJ .,_c1tiea1t7 

approftd b7 8!.dCIB or &he l.tmdon smin Board. 

•• appropr~•• 1D •ch iA••an~•· .... __ _ . 
21. ama ~ut1on Ill'e.111-mcte •• ....,.-~..,, no• be 

vaau.1,, .. 1a plain 1-uaa· <--eP)'p,ed) UG•P' •• pl'OT1.d­

.. 1a paracn.pll 20, alMwe, aad, 1D addition, bJ protened 

postal cllaaal• (ncb aa o.s .... l•t•red Mall), and Oft!" 

J'OGMa, appl'OYed by 8?.0CIB or \he Lon4on 5IGII? ~ard, •• 

appropria'•· 

21. bffJ\ 1ll th• etrcNuu1use1 c:onteaplahd 1n pan1n.rnfL~ . ' vt f\.A.«) ' ' 11-.1 r.. ._,. ) 
1,, •'°••, eo..wi1eatlcm Ia••llilae• uterlal ~tnaiH .. Sil 

) 

mal'J'P•.._ ton eball M eorJpted 1n 1peeial eJ'Yptol~phie 

9Mmtel• ml'Pl"9••17 and a:oluai'Wel.J' prlWi&l-4 tor th11 puPpe_••1 

and 1a ao other. luah oh•nn•la aball -po•ae111 ·~ l••t ~ / 

•"'1ft'7 of t:be CCM and asat bo appro•ed "1' STANCii or th• 

London BIGill Boan, •• appropri•••· 

2J. In ••Pniul _.,,sm1Nt1ona which are •'r1etlr 11a1, .. 

1n o1raula,1oa to .,enelu mcaaed 1D th• nr1ou • ?rocessu 

lA•ol•• 1n the pl'04uct1on ot Coumn1cat1on Illtellilenn, aAd 

whieb. an morypt;ed 1n eryptccraphic cbannti• uelu•1"17 

•••iln .. tor aueh '•otmiaal mhna••, tho won• cn•v and 

,.. ........ ""• '' 1.a, ' ' -·· •pp···-

.-s-



·ror S'"" en~.:. f Q,·,.> t .L 

•• ·nn 
2'· Other Usaa a• eaa,_,lat.ed by t>&J'SCftp.b 2)• abo••• co.­

.... ieatiOll• ....,. eocnts•n• ot~ieial• ot \laa Br1t11h aad u.s • 
• l•••zwea•a •bi.-1\ ~ U\\lal •UOC•a• OJ" p~7tee• in tha 

proctue•1oa ot 72 b en··· and non 1ntoJ"Mt1on J.a ''"'''' 
ip••nn• a tielf 1 ab&ll .... th• approp?la•• erode won 4••11-

aatia. n• \heNih: ~ do'no' th_.elft• rn•l eomnmioa-
__ --:ScctlfrT 

Uon latelJtceao• a11 auoh. 
~ ;,r~ 

!he aode wol'Ca ... CU&ll1 •t•,•••.,;--•'lliitMlll ... 'lie'r 1lp11'1-' ~ 
..... aad oemao'9•1one, bear.'119 !OP ngD ola111t1eat1cm. 
~ ~~ I vc A Y --· .$(( "'(-· .." t.ft_ , 
Ill a4f1\1'9 to u.. rea~1et1ona 1a,o-.d ~ •na• e.l.assit1eat1oa1 

••ll no' be ud• lmown ta"non-1ndoe,1'1natee• 
Vt~ _,,,P. ~ ri bA ~. (2J._jt ~.ui~ ~ 

P•l"•oa8 1 nW 11TIJ 9'1'1jJ=t ....-n=&a m*9': •a •-01 • mm,t• ot 

'11••• • rd•• uaed 1A their eoda-worcl aenau, 1n' th• pTumc. of 

._ __ ilMloe•rSAa ,... ~ia~ona. 

26. b"P' •• 1apl1c1•17 im'ol"fH 1D '11• operation ot pan-

aa4 DOIU llltonatlon m•t r1a tn eselu•1Yely in the po••••sion 

ot •1Dde)9U1Aat.d• pereona, aecrure hom aallina,ion b7 ttnon-

1D4oo,r1Da\e4• peraon•. 

A911£11 IP!•ptigp to Bllt!1•t1M&• 

2T. tiUl the approftl or StAJICIB and the London ~IGIIT Bo9rd 

.la eaob •au 1D•klloe, and despite ~ other J>NT1a1ane ot 



,_ 

TOP SECR£T 
nr 111111 

arrv• Af ....... ._,, .... •»" '-*••na •••• .. 11a1 1 ·r1r, ee4 ~ 

~·- u 1Ma• ••••-en•••~, cabin elaen~&J"Y 'tratf'1• 
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