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TOP—SECRET_CREAM

A jolnt meeting of STANCTB-STANCICC was held at 1415 on
27 February 1946 in the offlce of Llieutenant General Vandenberg.
General Vandenberg led the dlscussion of matters requiring con-

sideration at this mesting.

Matters Requiring Consideration.

General Vandenberg stated that this meeting had been called
in order to consider certain matters which had been referred to
the Board by the U. S. Delegetion to the British-U, 8. Technical

Conferencse Making reference

to a 11lst of these matters (see

Inclosure A), he suggested that their discussion be ilnitisted
by those Delegation memwbers who were present for this meeting and
vho had primary lnterest thereln

a8 Regards the FBI (paragraph le

ﬁ%aplication of the Agreement
of Inclosure A)

General Corderman outllned the proposal of the Delegation
as regards the proper relationshlp between STANCIB, the London
SIGINT Board, and the FBI. He noted that thée recommendation
that "STANCIB be furnished complete information on &ll the
CREAM supplied to the FBI by the London SIGINT Board or other
British communication intelligence actlivities" is consistent
wlth the provislons of the Agreement which concern STANCIB's
relation to the Dominions Admiral Inglle indicated that thls
proposgl 18 acceptable in view of the present situation. Bow-
ever, inasmuch as the exact relationship between the FBI and
STANCIB may be determlned prior to the concluelon of the Tech-
nical Conference, he suggested that the Delegatlion refraln
from ralsing thls guestion with the British during the early
days of the Conferencs He further suggested that arrangements
regarding this matter should be retroactive so as to provide
STANCIB information concerning the current commitments of GCCS
to the FBI. Indlicating that MIS would be 1lnterested to know the
British commlitmonts to thoe FBI runnlng back to V-J Day, General
Clarke 1nquired es to the spscific date to which the arrangements
ghould be made retroactive Admiral Inglis stated that the Navy
would requirc informetion regarding prcsent and future commit-
ments only General Vandenberg indicated his feeling that the
proposal of the Delegation constltutes an adequate basis for

officlal agreement. However,
endeavor to obtaln addlitional
¢clel basls, All prescnt wers
that the proposal be accepted

he suggested that the Delegstes
speclific 1nformation on an unoffi-
in agreeoment with his recommondation
and that 1t be consldered to apply



to current and future relationships between STANCIB, the London
SIGINT Board, and the FBI.

Control over Disseminatlon and Protectlon for the Sources of
CREAM (paragraph 1b of Inclosure A)

Captain Wenger referrcd the Board to the alternsative texts
of paragraph 3, Appendix A as prepared by the Delsgates (see
Inclosures B and C). The alternative versions represent the
varyling views of the Army and Nevy members of the Delegation,
and were therefore referred to the Board for policy declslon.
There ensued a discussion of the three major problems involved,
i.e., (1) the extent to which subordinate field commanders will
be glven responslbllity to mnke decisions Fegerdlng the use of
CREAM 1in a tactlcal situation, (2) the need for a disciplinary
poliéy to assure proper use bdF CREAM, and (3) the extent to
whlch CREAM may be dlssomineted for use 1n lower echelons of
command General Vandenberg suggested that STANCIB authorlze
the disseminstion of CREAM to subordinate commanders and that
General Eilsenhower and Admiral Nlmitz be requested to render s
decislon which will providec a strong discipllimary policy re-
gaerding 1ts proper use. Admiral Inglls indicated his fesling
that any conslderatlion of wartime dlsseminstion and disciplinary
measures is acadomic at present, and that, for purposes of
peace-time operation, STANCIB should apply strict limitatlons
upon dissemlnation. Cilting the presept sltuation in Yugoslavia
as a case 1in point, Geheral Vandemberg noted thet the question
of proper utilization of CREAM 1n & tactlcal or local sltustlon
will arise in peace a8 woll as war. It wes hils feellng, there-
fore, that STANCIB must now delineate satlisfactory procedures
vhich wlll ba applicable during both war time and pecce. He recom-
mondced that STANCIB propare proposed regulatlons concerning the dis-
semination of CREAM and & recommsnded poliey regarding disciplinary
action. The Chief of Staff and Chlef of Naval Operations should
then be advised that a pollecy statoment regardl strong dis-
ciplinary action 18 prerequisite to adequate dlssemination. He
further proposed that, 1f such actlion 1s acceptable, the Board
should agree 1n principle to an extension of dlssemlination, and
should direct STANCICC to prepare specific regulations and recom-
mendations regerding disclipllinary actlon. Indlicating hls agree-
ment wlth thlis course of actlon, Admiral Stone noted that the
final regulations should be prepared on the basis of the poliocy
approved by General Elsenhower and Admiral Nimitz for dissemination
and use with due emphesis on dlsciplinary pollcy.
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Admiral Inglis lnquired whether the Board could determine
a Bpecific lcvel below which subordinate fleld commanders would
not be authorized to makes deolsions regarding the use of CREAM
in a tactical situation, He was concerned thet a& subordinate
commander with incomplete knowledge of the over-all strategilc
sltuation might use CREAM 1n such fashion as to jJeopardlze the
activities of other fleld coumanders., It was hls feellng that
the authority to make decilslions regarding the use of CREAM
should not be delegated leéwer than to theater commandcrs,
General Vandenberg stated that, aslde from intelligence person-
nel, CREAM should be passed to those who need 1t., Its proper
use will depend largely on thc adequacy of disclplinary measures
applied. Notlng that the Army mcmbers of the Delegation prefer
the strlict Interpretatlon contailned in Inclosure C, whereas the
Navy members favor the less restrictlive verslon presented 1in
Inclosure B, General Cordorman requested that the Board maks
a definite decision in terms of these two polnts of view, He
recommended that, for purposes of discussion and agreement with
the British, the Board acovpt the principle that declalons re-
garding the use of CREAM may be wmade by all commanders suthorized
to recelve 1t, Captaln Wenger 1indicated hls agreement with
General Gordermen that fleld commanders willl use any Intelllgence
they have. The extent to which 1t 1s properly used will be deter-
mincd primarily by the strength of disciplinary ocontrols. Cap-
tain Wenger and Captaln Smedberg oltvd the submarine esetivitles
and kamikaze ralds in the Pacific as cases whereiln the less strioct
interprotation of the Navy had been necessarily and successfully
epplied. Admlral Stone notod that the Nevy polley as reflected
in the durrent corrected edition of CSP 1805 resulted from con-
sldcrable efforts to effect the proper balance between security
and use of ULTRA during the Pacific War. General Vandenberg
recommended that the Navy verslon be acecepted by the Board with
tho understending that it will be amonded to add provislons for
drastic dlsciplinary actlon. Admiral Stone stated that General
Vandenberg's proposal ls entlrely accoptable to him.

Admiral Inglis inquired whether the proposed appendices in-
clude speoclfic delineation of recipicnts and their responsibilities,
Colonel Hayes polnted out thet the appondix material prepared to
dato 1s lntended to serve as & basls for agreement in principle
with the British and is not consldoered to be o set of Bpecific
regulations Indicating hls agrcement with Coloncl Hayes, Captain
Wonger noted that tho version recommended by the Navy 1s bassd on
the assumptlion that adequate specific regulatlons will be prepared
consgsistent with the principles sstebllished theroln, In view of
thls, Admiral Inglis lndlcated his acceptancs of the Navy version

-
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wlth the understanding that subsequent reguletiens will pro-

vide specific definition of regiplents and respensibilitles.
General Corderman stated hls understanding that specifilc regula-
tions wlll be prepared after the Conference. All present indi-
cated agreement with his vliew that, for purposes of dlscussilon
at the Conference, STANCIB would prefor agreement based on Inclo-
sure B, but would accept Inclosure C if necessary in reaching
agreement with the British. _

Extent to Which the British May Be Ahvised Regarding U. 8, —
Intercept Facilifles {paragrap 16 of Inciosurc 4).

General Corderman reported that & 1list of British intsrcept
facllitles had been. received and that the British had requested
that a simﬁlnz 1iar of U. 8., facilities bo made availeble to them.
As reogards ‘intercept stations and the proposed statlion
in! ! he recommendod that no wrltten record thereof be
ma to the British., However, he indlicateod his intcntion
to inform S8ir Edward Trevis pcrsonnlly that STANCIB controls s TTT
fow unlisted fecllitles. He further indilcated that 1t might be
advisable to mention the station specifically. Admiral
Inglis indicatcd his feerrTmg—TtnEr vrnic unlisted stations should
be mentioned 1ln the written reply to the British although 1t
should not be neoessary to indicete thelr specific location. It
was his feeling that this 1s necessary to fulflll our obligatlions
for tho exchange of information 1n accordance with the Agreement.
A written statement in this mattor would protoct STANCIB against
any possible feeling that STANCIB had fciled to meet 1ts obligation,
Admiral Stone indiceted hls agreement with Admiral Inglis. There
ensued a discusslon regarding the neccssity of exchanging this
typc of informatlon within the provislons of the Agrecment.
Gonerol Corderman felt thet, cven though the Agreement may not
specifically require that this information be made avallable,
practical collaboration in intorcopt control requlres that 1t
be exchanged It was agreod by all present that Information regard-
ing the existonce of thuse "extra" facllitles should be mado
avallable to the British in writing, but that 1t should be pre- -
sented in the same manncr as used by the British to indicate a
small percentage of thelr facllitios not specifically described
a8 to location

Extent of Direot Exchange and Liaison betwoen ASBA, Europc and
GCCS as Regards ProDlams.s ... . e e e s E . (b)
. (c)
Generc]l Corderman 1lnquired as to the pollcy of the BoardEo 14 <§)
regarding direct lielson and exohange between ASA, Europe andnsa25x3
NSA25X6
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@CCS on | problems. Admiral Inglis restated his views

regarding ] [Sxchonge cnd indicatod that collabaoration on .
e

other problems need not be so carefully regtricted. All present
vere in agreement that no speclal security restrictlons need be
applled tol lproblema.

Admiral Inglls and Captain Smedberg left the mceting at
thils time.

Use of U. S. Equipment for the Additional Communication Channel
Between Washlngton and London ({peragraph 1d of Inolosure AJ)

Noting that the proposod Navy channel may be used to provide
additional C I. communicatlons between Washington and Lopdon,
Captain Wenger recommended that the Board accept the proposal
of the Delegotion in this matter. Admiral Stone suggested that,
lnasmuch as the proposcd Navy channel had been initiated by the
Navy to handlo sevoral coctogorles of communications, the Navy
rather than STANCIB should bo consldered responslible for furnishing
the necessary equlpment He steted that tho proposod equlpument
will be & four-channol Multiplex from the Navy Department to the

Admiralty, including ono channel from Op-20-G for the handling —

of C. I. traffic, one channel for goneral naval traffic, one _
channel for 3tate Departmont traffic, and one channel for the uyse i}
of the British Admiralty unit in Weshington. The channel for C.

I. ocommunicatlons may be extended from the Admiralty to GCCS8,

this extension to be provided by the British U. S. equipment - -

wlll be provided by loan rather than by lend-leass. Captoin
Harper recotimended that, through the U. 8. Delegation, STANCIB
officlally urge the Admiralty to accept the Nevy plan. This
proposal wes accepted by the Board.

Pointing out the necesslty of maintalning two channels of
communicntion, General Cordermen noted that the present channel
through Czncda should bo retained as & Britlsh-ocontrolled 1link.
However, tho U. 8 will heve to maintaln the land 1line from
Washington to Oshew2, He therefore recommended that STANCIB

approve Army respouslbillty to maintain this circult. All -

present indicrted thelr approval of thls recommendatlon.

Use of U. S Cryptographic Equlpment and Tralning Faocllitles
'‘Tor the Enciphermen% og C. I. Communlications between U. .5.
and British Organlzations (paragraph le of Inclosure A).

The Board accepted this proposal of the Delegation.

6




Exchange of Tcchnlecal Equlpmosnt

Making reference to that pertiomn of paragreph 5, Appendix -
B (see Inclosure D), whlch concerns provisions for the exchangc ;
of technical fqulpment, Captrlo Wonger noted thet this problem
had been railsed with the British in connoction with the extent
of the c¢xchange of methods and tochniquues. Inasmuch as the Army
and Navy will be limited 1n thelr exchenge of technical equipment
by commercial contrects and petont rights, he recommended that
the Boerd spprove this portion of the appendlices as prepared by =
the Delegation., All prosent indlcated thelr acceptance of these
provisions.

Agenda Matoriscls to be Forwarded to the Brltlsh

STANCIB directod that, subscquent to final review by ths
Delegatlion as to form and content, the proposed U. 8. Appendlcos
to the Agreemsnt b. mnde avelleble to Colonel Marr-Johnson for
forwarding to the London SIGINT Board. N—

There being no further matters for conslderation &t this
time the meeting wes adjourncd.

Rcspuctfully,
ROBERT F PACKARD

JOEN F. CALLAHAN - T
Secrctarliat, STANCIB-STANCICC
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INCLOSURE 4

MATTERS REGARDING TECHNICAL CONFERENCE REFERRED TO
STANCIB FOR uONSIDERATION

1. At 1ts meeting on 26 February the STANCIB Delegation to the
forthcoming Technical Confercnce decided thet the following
matters should be reforred to STANCIB for policy decision
or approvel ; ,

8. Tho STANCIB Delegation will inform the London SIGINT
Board of 1ts 1nab111ty to represent the FBI in matters
requiring liaison with British agcnolces, cxcepting that
STANCIB will TODTCSth all communication intelligencc
activitiecs of 'the Unlted States in fiolds other than

[ —]° Tho Dvlegation deslres that STANCIB act
as thc channel via which the British communication in-
telligence activities will furnish CREAM information to
the FBI, it has as 1ts minimum requirémont that STANCIB
be furnished complete informntion on 211 the CREAM sup-

. plied to the FBI by the London SIGINT Board or other
British communication intelligence aotivities

b. Reference Paragreph 3 of Appendlx A*,-— The problem of
controlling the dlssemination and protecting the sources
of CREAM intellligence 1s consldorcd to be one of deter-
mining how far down 1id the echelons .of command CREAM
lntelligence should be mede avallable It 1s believed
that all commanders having accoss to CREAM 1ntelligence
should be authorlzed to determine whether the risks in-
volved 1n 1its utllizatlon are justified by the results to
be galned thereby. A broad policy statement concerning
the dissemination and safeguarding of CREAM 1s requcsted.

c. Refercnce Parcgraph 5 of Appendix C*.--It i1s proposed

that the existonce of tho | Entercopt stations and
the proposced intircept statlon In| |shall not

be divulged to the London SIGINT Board a8 existlng or
proposed intercopt facllities.

d Refcruvnce Peragraph 1 of Appendix F#,--Will STANCIB fur-
nish radio cquipment to the London SIGINT Board Statlon
noar London for uso in communicction 1n Washington?




e. Reference Paragraph 4 of Appendix F*,--W1ll STANCIB fur-
nlsh cryptographic equipment for use by the London SIGINT

Board and provlide for the troining of British personnel
to operate such equipment?

*Paragraph references apply to the second version of Appendices
A-G which were distributed to STANCIB-STANCICC on 27 February 1946.




INCLOSURE B

PARAGRAPH 3, APPENDIX A

3 In time of war, the full effectiveness of
Communication Intelllgence cannot be realized unless
operational use 1s made of 1t. However, when actlon
18 oontemplated in the light of Communication Intellil-
gence, the posslbilllity of compromising the source
mist always be borne in mind and thls danger must
alweys be welghed egainst the military advantage to
be gained. In general, momentary tactical advantage
1s not suffilcient ground for risking the compromise af
a Communication Intelligence source, When the decision
1s made to take actlion based on Communication Intelll-
gence, studled effort must be made to ensurse that such
action cannot be attributed t& Communication Intelli-
gence alone In every case, where at all practlcable,
action against a specific target revealed by Communica-
tion Int.lligence shall be prcoeded by appropriate
reconnalssance or other sultable deceptlve measures to

wvhich the enemy can reasonably be expected to attribute

the actlon.
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INCLOSURE C

ALTERNATIVE PARAGRAPH 3, APPENDIX A

B ¥When 1t 1s necessary to take action based on
Communication Intelligence, the greatest possible care
must be taken to ensure that the ;ction cannot lead
any representative of a foreign power to the conclusion
that such action was inspired by Coumunication Intelll-
genoe In war tlme the gaolning of a temporary tactieal
advantage 1s an entirely insufflclient reason for risk-
ing the compromisec of & source of 8pecial Intelligence,
and any actlon based on Special Intelllgence must be
capable of belng fully accounted for by other means
such as reconnalssance, prisoner-of-war repbrts, agents!
reports, eto., a sultable lapse of time belng allowed

before promulgation of actlon, 1f necessary.



INCLOSURE D

EXTRACT FROM PARAGRAPH 5, APPENDIX B

. » » +» The conveyance by one party to the othsr,
pursuant to this paragraph, of a device or apparatus
may take th; form of a gift, loan, sale, rental, or
rendering available, as may be agreed and erranged
between the two parties in the specific instance.
The fact that the disclosing party may have the
privilege of using a method or techniqgue, or & de-
vice or apparatus pertalning thereto, on a royalty-
free basis shall not of itself relie;e the recelving

perty of the obligatlon to pay royaltiles



