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I approach the task of writing this note with some diffidence, as
. the diagnosis and solution of the printing mechanism which was the
cause of the vulnerability of this one time pad system was entirely
the work of U.S. crypt.analysts and was quite one of their most important sucoeeses. I and my Reeearch eect.ions at G.C.H.Q. only
joined in at the exploitation stage. But we did work in this field for
three or four months starting in January 1945, our chief contribution
being the reconstruction of the first few wheel patterns which led to
the solution of a large part of the material passing between Berlin
and Tokyo.
The system was intended by the Germans to be a one-time system
to be used for the most important and secret diplomatic !JlBl!88gee,
and there is every reason to believe that its vulnerability was never
suspected by the German Foreign Office, as it was in ll8e for over ten
yeare, during which relianoe was plaoed on a one-part code (re-edited
more than onoe) and no attempt was made to avoid by bisecting or
other means beginning atereotypee. In fact, I have seen captured
pads beiµing on the back as many as eight signatures testifying to
the fulfillment of the various security meBBlln!ll in production.
The solution callSed such a revolution of thought in the minds of
collBUDlers of intelligence that, for about two years after the war
ended, if, in reply to queries from higher authority as to prospects in
quite other fields of research, I explained our lack of succeee as due
to 1111e of one time pads, I could sense the suspicion that we were not
really trying!
Tiie Germane were to a large extent committed for the duration of
the war to the main cryptographic systems with which they entered
it, and, although there has been much improvement in cryptographic
systems since the war ended and this particular way of producing
one time pads is hardly likely to be uaed again, there are important
'-ins to be learnt from careful atudy of old systeme such as thiB
which presented difficult problems of initial diagnosis.
Brigadier J. H. Tiltman
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SECTION 1.-THE MECHANICS OF THE SYSTEM
I. INTRODUCTION

The most voluminous German diplomatic system in use during
most of the second World War a n d b d considered most secure
It consisted in the oneby its users was known to the ASA a
time additive encipherment of the mam etrnan diplomatic code, a
one-part, five-digit 57 ,000-group code known 3.\l the Deutscluls Satzbuch.
From a variety
including cryptographic instruction messages in the solv
.and captured additives, the essential mechanics of the syst.em were·· known. When the attack on the system
began, what remained for solution was the predi.ction of the unknown
additive.
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The tw1lemenr necessary f~r the processe~ of encrypting and decrypting i
.re the code book and the pad•of additive sheets.
a. The Code Book.:--From the first appearance of traffic inC]
until 1 January 1942, the German (;ode Book No. 3. (the third edition
of the Deutsches Salzb~h) was used:. From 1 January 1942 until 19
April 1945, when traffic· stopped, the. German Code Book No. 4 was ,
~ Both code book.'!. were also used during the. same period in '
L_j(the. doditive system or theGrundverfahr1m) and in pl.ai_n .
. The codes have both four-letter and five-digit :
code traffic
equivalen~ or
e f>.l aintext ·. meanings, '..which are well chosen and :
easily used . . Code• Book No. 3 contains approximately 31,500 code i
groups; No. ·4 .contains ··approximately 57,500. The repeated use o(
these codes ind'icates thai>the German Foreign Office b~ its confi- .
herment.
·
dence in the security of the···~ystem · on
b. One-time Additi1,1e.-Each sheet .of
one-time additive has
48 five-digit grouj)l! arranged i;.·.8 rowii. 0 6 gro\ips each. The sheets•
were bound into volumes of lOQ sheets each. \ These v:olwnes we'
refer to as pads; the Germans call~ them Beren® or Bloecke, Each·
pad of additive sheets had (1) a designation of whether the volume
or pad is in deciphering or en·ciphenftg
(En6'.itferung or Verzifferung); (2) a pad number and sometimes a color designation (Band

1. Dine Bind• akld In clt:r Relhenfolge ihrer Bandnummern aubu·
br8uchen.
-2. Jede unfeNrtiche oder btolm Druck au:agefallitne Zlffer de,. wor·
gMrucktett Bl•ttKh.Hbul 1st du~h elne ,.Null" zu •r:s•tan.

y··
form

' Tblem .. the next most important·<;;erman eyBtem in "· \_7olume ·and secu ~
rity t
ment y a
addi iv

~~s

an tmcipbered code, uein~ th~ same code. as GE.E and encipher1ilve. taken from a 10,000-hne book and au erenci hertnent b

e earliest intercepted 'message in the files of the ASA io dated 1934, but
TICOM has revealed 1925 as the earliest possible date, for at that time the
Germans purchased the tint machine to generate this type of ~dditiV-~. .
Fig. la.-One type of cover of
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/ . Dir bl•urn &ndc sind slrr:ng in dcr Rtlhenfolgt lhrr:r &urdnumman
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2. Dir 81dlltr /edrs bl•uen B•ndrs slnd strong In dtr Rtlhtnhlge lhrer
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Fig. lb. ·-Another type of cover of
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4. /ede unieserlldre oder btlm Dru<R •usgtf•llene Z/Her der ~en
814/tsdJ/Ussel Isl durrh eine ,,. Nu 11" zu enefen.
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2734

1701

rer

88975

39765

38800

40284

22791

5381 2

88286

1 4678

61703

741 55

12916

35381

68545

92218

65668

41955

67504

27963

87990

69874

45380

71843

02355

39983

44696

48947

57279

60712

13030

45629

00066

34555

36206

15427

57169

28332

85772

59723

54631

18955

50044

70125

50351

18051

30869

30388

32924

37572

P'i&· 2a.-A page of one-tJme additive.

Fie. 2b.-Another type of one-tl.Jne additiTe

Notice the perforation• which permit
the destruction of a pace a1 It Ill u1ed.

•beet.

Note the two Identifying numbers.
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s.

Nr. 41 or Blauer Band Nr. 49); (3) a series number or a five-digit
recognition group (Serie 52 or Kenngruppe: 40008); (~) the range o~
the five-digit aerial pad numbers (Blatt 9000-9099 or Seite 4800-·4899);
(5) the circuit and direction for which the pad was to be ueed (0011
Tokio nach Berlin); and (6) directions what to do in case digits of additive could not be read on the sheet. Each sheet of additive had a
four-digit serial number print.e<I in red at the top; and in the case of
volumes of additive made up later in the use of the system, there was
also on each sheet a four-digit number print.e<I in black to be used as
an indicator in transmission. (See figs. la, lb, le, 2a, and 2b for
photographs of front matter from volumes of additive and the additive sheets.)
Plain

Mullie"

12

89

12. November

Code

50864

04330

13024

62896

Schmidt

Te:ict

Mutigen

Fuehrer-

73032

33317

27303

65166
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In the typical process of encoding, the plain text of the message to
be sent was first convert.e<I iii.to five-digit code groups. (See Fig. 3a.)
This code text was then enciphered by the addition (noncarrying)
of the key provided on a sheet of the pad, the first group of the code
t.ext and the first group of the key coinciding (see Fig. 3b).
To prevent wasting an inordinate number of additive groups of a
page of additive, the German code clerks were allowed to send up to
four final groups of the text of the message in plain code if the words
were not compromising. In these cases the last part of the plain text
was encoded and the four-letter code groups (not the five-digit groups
neceesary when additive was to be applied) were re-divided into fiveletter groups for transmission, and if the last group was not a five-

kundgebung

aus

Anlasz

43314

00093

07002

044i6

6 0 8 1

4 8 0 6

("Black" nonserial number
used as indicator in trans-

("Red" aerial number used
generally for reference in
servicing unreadable mes--

mieeion)

sages)

(Combi~two

preceding
worde)

ENCRYPTMENT

(Genitive

Code text
Additive
Reeulting
Cipher tat

50864
43416

04330
27267

93279

Code
Additive
Cipher

33317
34418
67725

13024
02983

62896
26631

65165
22763

73032
35178

21697

16907

88426

87828

08100

27303
11312
38616

43314
91904
34218

00093
11751
11744

07002
45729
42721

04485
92241
96626

Feirlichf<git·

plural)

9. November

wird

25266

00147

62570

88382

Code
Additive
Cipher

26266
96193
11359

00147
96401
96548

62670
39302
91872

88382
02492

80774

50451
03638
63089

15374
62865
77139

Moniag

8 Uhr

mitteleuropaeiBche zeit

durch

60461

16374

50045

19356

Code
Additive
Cipher

50045
41197
91132

19356
09021
18376

64454
58046
02490

15476
03071
18446

75481
96826
60207

00001
70990
70991

NP

D

uebertrogrn

Code
Additive
Cipher

12337
24126
36463

32831
99760
21591

21396
39549
60835

11070
00462
11432

00007
93616
93612

21402
87426
08828

64464

16476

75481

00001

Bitte

Hell-

empfrumger

~tz

76112
12955
03267

31794
18427
06903

36791
49402
82387

20719
95273
77072

93647
66243
94364

48991
19057
51578

12337

32831

21396

11070

• Paragraph

Empfangsbeataetigung

00007

21402

Fig. 3a.-The encodement of
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Additive
Additive
Additive

The cipher text to be sent reads:
93279
34218
53089
36463

Desaage.

21697
11744
77139
21691

15907
42721
91132
50836

87828
11369
02490
93612

88426
96626
18376
11432

08100
96648
18446
08828

67725
91872
60207

38615
80774
70991

Fig. 3b.-The encipherment of Q e s s a g e .
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a heading completed the message (see Fig. 3c). Thia was a typical
case. There were of course numerous variations.

letter group the remainder of the five letters was supplied by some
or all of the' letters of the code equivalent for Fuellgrup~ or '.'Null,:'
(GBUE). In other cases of non-coroprising final groups m plain.~·
the code clerk simply used the switch group DESAB (an abbreviation
for Deutsches Satzbuch) to precede· the five-digit groups of plain-code
text;
The resultant message text was next provided with indicators immediately preceding, and repeated immediately following, every ~
groups of cipher. text; with precedence deeigna~o~, ~ extemal serial
.message number, the encryption dat.e, and ~ indica.tion o_f the number of parts; and with a group count. A B1gnature m plain text and

For some time it was thought that the ~nnan Foreign Office made
up complementary versions of the pad sheets for the receiving ends,
as was the caae in theC}dditive, in order to make both enciphering and deciphering procesees a matter of addition. When we
learned how these sheets were produced, however, we became certain
that the procees of deciphering was one of subtracting the additive
groups from the cipher text as received. The prooess of deciphering
was then simply the reversal of the enciphering process. The cipher
text received was written above the additive groups of the deciphering
sheet and the additive subtracted without carrying from the cipher
text. The reSulting text was plain code which the code clerk looked
up in the code book and converted into its ~nnan equivalent.
5. INDICATOR SYSTEMS

38~2 ""20' 90819 inMO 1121!80 218'6 55788 81680

Three main types of indicators appeared nr-lramc. They are:
(a) pad~t indicators (clear and disgui~other external numerical indicators, (b) economy-measures indicators, and (c) special
indicators.
·

~43 81611 18082 166-48 64097 7-4961 22132 16000

9~721 74528 68240 U719 63094 749M' 34632 60272

84582 52761 78619 906-'3 87016 12308 015155 25010

Repet.itfon of

The characteristics of pad-sheet indicators can be cJassi1ied on the
basis of the two networks on which German diplomatic traffic WBB
transmitted. The traffic on the· regular commercial German Diplomatic Network (Clandestine SGDN), BB generally disguised.

. 1.t Wkator
~ §1~_•6"64
_ _ _ __.,2d "black" m..t.
~~------->

45664 70203 75327 748'2 14164

Jnclb~r

28846 :151766 215081 59206 7514:i 52845 44377 91167
392&.4 28248 77504 96052 9443ti 95:!i60 45226 21426

a. Regular Commerciql German Diplomatic Traffic.-rltraflic on
the German Diplomatic Network had all indicators in~clear, and
could be divided into two types, one having pad-sheet indicators running in seriee and the other having pad-sheet indicators which did not
run in series. The traffic with clear serial pad numbers had the following characteristica in the clear: international call signs, station of
origin and. destination, message number, date of encipherment, fourdigit pad-eheet indicators running in series (preceding each block of
48 groups of five-digit c\pher text), a group count, and a signature.
The group count WBB a nve-Oigit group composed of three zeros in the
first three poeitioIJ,11 and two digits giving the nwnber of ci her
back to the iailt four-digit indicator. For example,~..;;:<=:..a=:=.--.

74440 72488 40649 96107 40713 45989 ~1 61931

11627 89486 01205 °'541 094615 93265 U 120 ~2
437S3 68929 17859 82386 8093!5 15828 33178 70283
25440 36910 "'9604 66061 '17232 11517

Repelliion of
2d indk:ator

szz.rr ~

~ 93993 22"'98 18&32 93369 07021 33246 50303

3d "black" - lndlco....

33817 64618 62T77 03604 38037 72960 65333 13752
43812 25686 081C'T 0780-4 ~ 30292 1:5760 28628

06500 23227 90150 32227 10888 77189 40335

o07ao

-nwr

Repettt.ion of

~-~--~"' 3d indica\01'
8916' 55177 7•.rTT4 17600 99487 ~~
Group cmmt to

~---~--- lat U:adioatar

~~.~~~~-~~---~~-~~·Sip&"'"

•I.e., thli iiM1icatOlr
\..d

ror rer....-

U9ed.

in~. di.UDct. &om

the ''l:ed" indiee:Lor,

to ~·bl.~··

F'lir· Se.-The complete m--ce.
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CUD2 DK DGD 10310KCS SJR3 ISllY 1508Z OS4/06.3'52

S HRLIR 326 319/378 18 lMO

gTt.T

CC l/!50

DiPt.ocaulA LISSABON
~~-----------------• K~np"Uppe
1299/17 ~ ~ 86704 29383 87796 "'6837 15828 61!599 05306

<t liM9 (88 poupe) omJUed

PG! 2/50 326 DIP
~
~-----~---~--->• Repetitiwmkonngrup~

.

38689 11111 49017 · ~ ~ 23508 96441 86833 91296 45163

....... ...,....,.,,.......
(

PG1

3/~0

326 DIP

9:1877 07289 c1301 ~ ~ co239 66446 os2o7 86979 17011

PG£

4/~0

326 PIP

1

56917 -29881 93175 ~~ 46167 31964 51T747 98719 72825
74208 35782 96920 04759 23833 70194 01169 128:18 88069 57837
2001 11"'4 Z¥707 07687 25715 64649 00021
AUStlilRTIG

Fla. li.- A r l m-aae ..,nt on the GDN
with •~three-dJglt Indicators.

~f-----------·~
Fig. 4.--A typic•r-1..--.:e MlDt OD the

GJ>N with

se~~- nnmben.

same indicator characteristics with the eirception that the pad sheet
numbers are three-digit instead of four-digit and that there may be
a five-digit discriminant (Kenngruppe) preceding either the first padsheet nwnber or all of the pad-sheet numbers. An enmple is gi~en
in Fig. 5.
\
The other type of traffic, that with no~riaJ indicators, on the
regular commercial German Diplomatic Network had the so-called
"four-figure repeat" indicators for the pad sheets. The traffic had the
international call signs in clear, as well as station of origin and destination, external serial message number, date of eneipherment, gtoup
count, and signature. The four-figure pad-sheet indicators coming at
48-group intervals did not run in aerial order and seemed to be well distribut.ed, apparently at random, among the 10,000 nunibers pol!Sible.

TOP S!CR!f
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Because theee indicators did not run in eeries, it was found neaiseary
to repeat them at 48-group intervals so that garbles would give
only a minimum of trouble. _Therefore, the indicators and repetition
of them are spaoed throughout the cipher text thus: 4221 . ... "(48
groupe of cipher text) 4221 0958 . .. . (48 groups of cipher text) 0958
7203 ... (48 groups of cipher text) 7203 6466 .. .• (21 groups of
cipher te:r.t) 0021 (group count back to the last indicator) 6466
SIGNATURE. An example of this type of message is given in Figs.
6 and 3. _

b. A Kind of Traffic on. Buth Intonational and Clan.destin.e Circuits.--Traffic with nonserial pad-sheet indicators also appeared with
other characteristics, ·both on the regular commercial net and the
Special German Diplomatic Network. The call signs, therefore,
might be either international trigraphic call signs or letter-digit-letter
di.sguiees. (Appendix A contains a summary of the system of disguising call signs on the SGDN, some meana of penetrating the disguise, and some remarks ori the operating signals used.) If the in-

13.

12

(b ) ( 1 )

( b ) (3 )-5 0 USC 4 03
( b ) (3) -1 8 USC 798
( b ) (3) -P.L.

86-36

TOP 5EERE'F

rlll~AR

'l'HE GEE SYSTEM

'fef 5EatET 9114i'cR

THE GEE SYSTEM

temational call signs were used, then the stations of origin and destination would be in I.he clear. If the letter-digit-letter disguises were
used, no other designation or station appeared.
IIMI 88 10/9/"3 O!MS/10/43 13345XCS

~DE @j!@ SSS 423 lLISBOA\ 103 10 OOOS
GE!UWIY COV'f

~~

~ / (@~ 27562

11297 25633 l8421 eo'585 42075 37711 27165

Fis. 6 . - r l n - 1 e oent on the
GDN

..rl'Ui'ii;;".iaerl.al indleato...

c. Traffic on the Special German Dipl,omati£ Net.--On the .clandestine Special German Diplomatic Net,• in addition to the REMAX
traffic elready described, four types of indicators occurred: (1) fourdigit indicatom disguised by means of conversion meaaiires instituted
on 2 April 1940, which remained in effect until 10 April 1943; (2)
four-digit indicators disguised by means of conversion measures inati' tuted on 10 April 1943, which remained in effect at some stations
until traffic ceased in April 1945; (3) indicators disguised by the chain
addition, and (4) indicators derived from the first, second, and last
groups of text.
As for the first type, on 2 April 1940, we read in therlayetem,
a message from Berlin to Dub~ng complete di)~ the disguise of pa~-~t ~dicators UL...Jtraffic. On 19 December 1941,
a message inst1tutmg the same measures of disguise was sent from
Berlin to all stations on circular links. (The message from Berlin to
Dublin was not complete; .therefore, the following transcription of the
message is from the 19 December 1941 version.)
From:

Berlin .·

To :

Broaq.e ast (Circular} · Intercept Dat e : 21 Dec ·41

Date:

19 Deceaber . 1941

On this particular type of traffic; there usually ()Ccurred the special
discriminant REMAX, after the external message nwnber and the
date of encryptment. All other indicators except thil signature

Syste11 :

usually came in the clear. There was one difference between this

Message No .,: . MULTEX 1095

type of nonserial indicator traffic and'.t he "four-figure-repeat" traffic,
and that was that this type of traffic riever seemed to repeat the indicator for checking purposes. An example is presented in Fig. 7.

~
J2

----·-----.....:,.,---~SG~i=--'

DK D'FE/DOC 9810 KCS S3R3 07JA.l832Z

USCl/0361~/Jl

(Nollr. No .te.bom of
origlD

lA. lDS WDS l/~O

~f1i30119255 36~
~

or

~ticJIJ)

~l

65987

~ 84~

09S66

8269~ ~9

Piret.nonwlal, u.n,repeauid
ped lhMt i.nd.icaLM

t. li.Dee (40 jTWpl) omit.t..d

l<.l

•;_!•_•_ _ __

~

- --- - ----..,.--- _ _....

78873 U91 6 58508 40001 1:5718 97051 1)3244 9741!7

s2994

omitted

l<.l 3/06

- - - TIUrd indicator

~-97-,-.. .-• .,,.,,
-. -. ,-. . ••••• ~

( NoW: No Cpa\.utt)

Fig. 7 . - A [ : } n - e with a REM'AX discriminant.
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~ntercept

Station : 7

D

Keyword :

ZIRlOSlR

Kenngruppe.:

20202

Conrldential llatt&r B. MULTEX 1095 , 19 Decembe r 1941.
Sec tion C of the Decree PERS ZB 387, Secret Government
llat.ter/39 (Decree or l 11.ay 1941)
.Telegrams p r 6ceeding l'.1:2.!!! Berlln via secret radio channels
v.a r..Y from the cus tomary telegraphic form as follows :
. a. The address is omitted.

b. N\llll))er, date reference, and signat ure are secretly
enciphered.
c. In the case of special press repo r ts all tour figure 2!£!
nu~bers

4 U - ( 39 KTOUi-)

lQP 5EEREi 811'4All ·

are disguised (three-figu r e page nuzbers ; aa provided

!9r the red , yellow, violet , etc . , volumes, are not disguised) .
(Only at posts which use the sparf assung of t he sondarver fahren :
·In using the lower hal f of a page Berlin omits the open word
"~".)

' Th• Special German Diplomatic Net (SGDN ) W811 a special private network
established by the Germans t o carry their diplomatic traflic esclUBively; it bad
it.a own call ailJD& and procedures.
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Conversion of the disguised page numbers into the original
page numbers : Look up the four figures of the disguised page
number 1n order in the following conversion table and replace
each of them by the figure standing to its right in the table.
Conversion Table: O = 3, l = 7, 2 = 9, 3 2 O, 4 = 6, 5 = 8,
6 = 4, 7 = l, 8
5, 9 = 2.
Under the four figures obtained from this conversion write in
order the first four figures of the five-figure group following
immediately upon the disguised page number in the telegrB11.
Subtract these four figures according to the method of
schluesselsubtraklion (i.e., without carrying tens) from the
four figures standing above them. The four-figure number which

Deciphered, the four-digit number 0436 is the original page number,
as illustrated. When all pad sheets of a given message have been undisguised, there should result a clear aeries of pad-sheet numbers.
This type of traffic hes Special German Diplomatic Ietter-digitIetter-Call signs, no stations of origin and destination indicated in
any other fBl!hion, no external message number or date of encryptment in clear, but there is a group count at the .end of the message
giving the number of groups to the last four-figure indicator. A
typical message is given in Fig. 8.
Concerning the second type of SGDN message, on 9 March 1943,
Berlin sent a message (Mult.ex No. 230) to all statien.s on the circular
links giving the new measures for the disguise of four-figure pad-sheet
numbers. These rnerurures went into effect on 10 April 1943. A
~ription of the parts of the message which have reference to
LJoUowa:

=

results is the desired original page number .

Example:
Beginning of a telegram which has arrived with disguised
page-number: "7189 13267 etc ."
7189 by means of the TAUSCHTAFEL (conversion table) is converted into 1752. 1752 minus 1326 g."ives the original page
number. 0436. .

This method of encipherment and deciphennent is needlessly complicated, however, because the same prooess can be performed in a
single operation by the use of 8. conversion square, reconBtructed in
the ASA' and callecl the Old Conversion Square. The cell is identified by row and column co-ordinates (the first and second digits, respectively, of the dinome).
'

rrom:

Berlin (AUSWAERTIG)

TO:

Circular

Date:

9 March 1943

D

MULTEX #230
Classified Matter B.
In connection with Multex #209 of the 4th.

Old Corwer1U>11 Square

Section B: Measures for dis&u1s1ng telegrams from other
0
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l

0
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1

0
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4

offices forwarded via special channels.

1. In order to prevent foreign authorities from identifying the radio station with the.help or telegrams whioh arrive
in the normal, official manner and later must be forwarded to
the (department?) or to an office abroad via special channels,
the following is to be rigidly observed:
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4

via normal official channels are to be aecretly enciphered and

disguised before being forwarded to another office via special
channels.
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0
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8
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0 9 8 7 6

6

4

3

9

2

7

8

9

0 l

3 4 5 6

2 . Plain text or nonsecretly enciphered telegrams arriving

3. Secretly enciphered telegrams arriving via normal.
official channels or via apecial channels. before forwarding

via special channels to another office, are to be deciphered,
re-enciphered, (with new keys), and disguised.

• Reconatructed before contents of MULTEX 1095 were read.-E<I.
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4 . If the deciphering of such a telegram is not possible
at the forwarding office because of the lack of the required
secret cipher material, the telegram is first to be disguised
in the normal manner so that ·i t consists only of five-digit
groups .
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disguise !.!!_ telegrams sent via
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1. Telegrams arriving from the foreign office.
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Conversion Table :
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4
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4
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4
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4

0
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special channels.

1.
2.

Line :
Line :

0

2

4

9

3

7

6

The 5 numbers of the s econd line are to be placed directly
under the 5 numbers of the first line.
1. Telegrams arriving from the Foreign Office via special

channels have only

. changes 1n the otherwise customary

external form .

2. Only these are not to be disguised .
A. In the case of sonderver!ahrenc=J
page numbers . .
are not disguised . . .

The four-digit

3. Undisguising ~ the ~ number . . :

--

A. The four-digits of the disguised page number are to be
looked up in the above- mentioned conversion table and are to be
replaced by the numbers either above or below them.
B. Each of the first four digits of the 'first secret-text
group, which follows immediately upon each of the page numbers
to be deciphered, is to be multiplied by 2. The. results of the
multiplication-omitting possible tens places which might come
out (2 x 0 = 0, 2 x 3 ~ 6, 2 x 5 ~ 0, 2 x 8 = 6, etc,)-are
written down as a tour-digit group and

conver~ion

c. The tour-digit number as given in B

i~

1

2

3

4

5

6

7

Thus, Enciphered indicator
First group of cipher text
Plain indicator

8

9

1

0
'---

0

7189
40866

9741

This is the original page number as in the illustration. When all
p_a d-sheet indicators of a given message have been deciphered, there
should result a clear series of pad-sheet numbers. This type of traffic has exactly the same external characteristics as the traffic with
pad-sheet indicators disguised by the Old Conversion Square. See
Fig. 8.

table.

to be subtracted

. . from the four-digit number obtained in A. The four-digit
number thus obtained is the desired original PJige number.
D. Example : Beginning of a telegram •1th ~ enciphered
page number : 7189 40856 and so on . 7189 is converted to 4650.
The first four digits of 40856 , after being multiplied by 2 ,
result in 8060 . 8060 is converted to 5019 . 4650 minus 5919
gives as a result· the original page number 974i.

The third type came with only five-digit groups, it.s pad sheet.s
being disgulsed by chain addition; it had letter-digit-letter disguised
call signs, no ext.ernal message number, no date of encryptment, no
group count, and no signature in clear.

Again, the same example given in the message 'can be performed
by the four-figure indicator by means of a cipher square, reconstructed in the ASA and called the New Conversion Square, given below;
the cell identified by the row and colwnn co-ordinates (the first and
second digit.s, respectively, of the digraph) gives the plain indicat.or.

Io

,I

The method of disguise is one baaed on the filth G AT• of the message. This fifth group is in reality the first group of cipher text, the
first four groups being part of the disguised indicator. The chain
sum is a number fonned by adding successively the digits of the in• Group As Transmitted.
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( 9880 KCS)

SHEET ONE

S3RJ H 20

81'4~

-

.
NOW. No station Ui
oleor

l / 49
24317

,.SG,_°c:'-~

43536 345'9 137116 95058 34456 04734

F;..t d...,_ indlcetor (yieldo "306)

• ~ (39 gft>UJJO) omittod

~-----

-------------~ Bocoad

18-482 3127; 65510 82912 47592 S67S6 S9-CZO 65"97
4 llnel (39 ~JM) omiUed

<lioeulled

·-·

74CM9 .C9262 07659

c:mr.or (yiekls"30?)

(first

group of

Chain aum of the first gro.up:

~

cipher

Sum check and pad-aheet number:

62446

text)

Chain sum of the third sroup:

62471

Date and group count:

04048

"li.o.e8 (39 p-oup1) omitted
5/25

- - - - - + F i f t h dicuiled i:adi-

29719 34304 8!Ml08

Chain

BUm of

11608 99026

o~- ;9076

95186

aitor(yielclll4309)

"4998 17118' 8611~3 73628 ' 13302 86034 74llJ 83774 76-039 0681'3
50768 92S98 06~17 71321 ~>-------------->J G:a..c::t. to Jut .

Fie- 8.-.-r-ln--&e sent on the

SGDN wit~ed oerlal indicator.

dicator (the first to the eecond, the eecond to the third, and so on,
Wltil the last which is added to the first) to produce a five-digit number. In the decryptment, such a disguised fifth group is subtracted
from the fimt group of the message; the chain eum of the first group,
from the eecond group; the chain sum of the second group from the
third, and the chain sum of the third gl'(>Up from the fourth. The
result of these proceeees ~
- first a d.iscriminant, 12345, which
indicates that the traffic is
raflic; SllCQnd a group compoeed of
a sum check (the first digit) o the . pad-sheet number and the four
digits of the pad-sheet number; third, a repetition of the second group
(sum check and pad-sheet number); 1111d fourth, a Schlu.118gruppe
(literally, cloeing group), compo8e(i of the day ·of the month in the
first two digits, a zero, and the group courit eit.bbr to the nert set of
indicators or to the end of the meesage. All example follows:

(lh&t

(b) ( 1 )

(b ) (3) - 50 USC 403
(b) (3) -1 8 USC 798
(b) (3) -P.L. 86 - 36

groupe

72447

Chain sum of 63rd group:

27689

of cipher

Repetition of sum check and pad-ehcet no.

72447

text of

Chain sum of 64th group:

89265

2nd pad

Date alld group c oun:t:

04048

sheet )

Next, 48 groups following, beginning to count with the 56th group-which is real cipher text-there are similar indicators. Groups 104,
105, 106 are the erlratextual groups, and group 107 is the fimt group
of cipher text of the next pad sheet and is used to make the first
chain sum. The discriminant 12345, does not appear in any of the
succeeding eete of extratextual groups for the other pad sheets in the
message. Therefore, the number of extratextual groups involved in
the disguise of the first pad-sheet indicators ill five, and in the digits
of all other pad sheets in the meeeage, four. Figure 9 gives an erample of meesagee of this type.

The method of disguising pad-sheet numbers by chain addition
went into effect on 10 April 1943, the ·same date ae the introduction
of the new conversion meaBUl'08 for traffic with four-figure pad-sheet
indicators. The meB1111ges sent forth are given in the appendix to
this section. Berlin aent the11e messages to all stations on citcular
links. And, finally, a fourth type of traffic with only five-digit groups
was UBed by stations of the SGDN in 1942 and 1943; it had di&guiBed letter-digit-Jetter call signs, no stations of origin or destination
in clear, no group CO\Ult in clear, no message number or date in clear,
and no indicators in clear.
\

21

20

83223/ /68116

the 56th group:

Sum theck and next ps.d-sheet no.

4 lb"9 (S9 l'J'OUPI) omitted

~JS &<~- 66709

66419/ /93493

12345

Pie.in discriminant

53rd, :>4th. 65th and 56th groups:

022~

15770

Repetition of 8llffi check and pad·oheet no.

- - - - - - - - + T ! U r d dlosWood indi-

873-47 5.a"73 20496 '73994 -071108

87676

ll>-

d/ator (yioldlr

3/49

gr

39667

Cha.in sum of the 6th group:

Cha.in sum of the oecond group:

2/49

@7~03

Firat five groups of m..-ge:
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SGDN call -
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12740 KCS at 1142 13/3
SGDN call aic'm
·------~r

S3R3

• Anbro
136 • 1/60

KA 441W 1/00

, ,.

870$4

74127

34319

9 44.CO

75669

55842

15064

77402

12345 2/9355 2/9355

07879

11909

(44 groupe omitted)

270"8

53
20355

82384

24091

54
93259

3/9356 3/9356
104

55

~8300

34~7

- - - - - - - - - - - - > Pint pad-.boot. ~
73271 91953 4~0'T7 42646 723!13

4 liD• ( 40 gl'OUJ19) OlOftted

~unl

,42786
25748
27048
105

88718

2/50

•279

l37G02l89741

Group 5 • 6ret. JrFOUP
cipher test

KA 2/50

"'278

(ilii6J~ 6909C

Group I - di9criminant
Oroups 2, 3 ""' pad-eheet
number preceded by •wn
check
Croup 4 - date and pvup

2

56

_ _

_, Second pad..bMt numbor

s liD• (30 IJ'OUP9) om.lued

63259 89300
( 42 RT'C)upe omltiod )

SecoDd pad...beet. Indicator
4280-----to Third i-d-flheet D~ber

7425r5 98102 21246 60305 87738 55618 56029 41500 68826

106
58343

_

88619 39994 263~ 0461B 70617 80632 97342 36302

10'7
9750'7

(59735]

.

3/36

89898

4256G 27546 14274 ..6390

58~

01997

9~168

01459 32889 88739

07551 10146 1581549 54025' 52488 12204 93129 55500 87866 06143
8S93.C 694'79 38620 49004 7-4681 00760

01~

74302 06279 66544

'10S83 465•9 10529 80312 30249~-

LMt.groupofm-s-

8~936---------->

If the first five-digit group of such a message is subtracted from
the la.st five-digit group, digit for digit, the result is the so-called
Schlussgruppe, containing ill its.. first two digits the date of encryptment; in its third digit, a zero; ·a nd in its la.st two digita, the group
count to the position of the last l>ad-sheet indicator. The pad-sheet
indicator for the first pad sheet is·.f ound by subtracting the first digit
of the second five-digit group in the message successively from digits
2, 3, 4, and 5 of that group. The second pad-sheet indicator results
from the same process performed on group 51. The pad sheets when
und~. should yield a clear aeries. The example given in Fig.
10 has the original pad-sheet number written above the group from
which it results.

Finl group oC ~·

-------+ Scbl\llllll'UPPI

13035

on the SGDN
with ~catora with the diquised
date and group count at the end.

Fig. 10.-Ar-ln-ce aent

The date for the institution of the first set of Sparfassung measures
is not certain..· The first evidence in the way of external information
...!!Wm1 these- early measures, however, came in a message sent in
.· L_J>n 3 February 1940:

6. F.C.()NOMY MEASURES (SPARFASSUNC)

If a message to be enciphered i~did not happen to be an
exact multiple of 48 groups of code (tlie"mi'mber of groups on the pad
sheet), the sheet was not completely Used. The German Foreign
Office felt it necessary to set up eoono~y measures for the purpose,
of making use of all the groups of additive ieft over on the sheets at
the end of messages not exact multiplee of 48 grouJis.

'

.

..

From:

Berlin (CIRCULAR)

To :
Date:

Guatemala. Mexico
3 February 1940

r---l!Keyword:. ALTAAFENJ
~age Number : 30
An indicator or the group or the BANDBLATT with which you begin
enc ipherment is necessary even •hen the telegram begins with
the !irst group or a new BLATT. ( . . . )

ful after some time because the complexity of the measures·ronfUsed
the code clerks; the second attempt, which .Proved sucOOseful, was
designed to make use of half-sheets of additive.
·

The measures were used, apparently, only for the South American,
Central American, and Mexican stations. The indicatOr used for designating the group of the pad sheet was a five-digit«group. The
first digit of the group indicated which line of the pad sheet to begin
with, and the second digit gave the nwnber of the group in the line;
Tbe last three digits of the group were nulls selected at random by
the clerk. For eu.mple, if in the first two uses of the pad sheet, only
33 groups of the sheet were used, the third use of the pad sheet would

22
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The first of two attempts at using the left'over groupe, an at.tem,Pt

to make use of all groups of additive on each sheet, proved ururuc~
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begin with group number 34. The indicators for such a situation
might be 3073 64972 DREI, meaning that the third use (DREI) of
pad sheet 3073 was begun with the sixth line, fourth group (16 groups
to a line).

clear on telegrams which were so important that they should be decrypted immediately upon arrival, even though at night. On 23
July i940; the English designations Urgent, Very Urgent, Most
Urgent, Super Urgent, and Super Most Urgent were authorized to be
sent in clear only on traffic sent via the Sonderweg (the secret government channel, i.e., not commercial, but clandestine channels). Later,
the German designations Drin.gend (Urgent), Sehr Dringend (Very
Urgent), Sehr Dringend Nachts (Very Urgent Night), and AeUSBerst
Dringend (Extremely Urgent) were used for both regular commercial
transmissions and for transmissions by the clandestine link. On 28
August 1941, The Designation Emil was to replace Citi.ssime on military situation telegrams, and in very urgent cases both Emil and
Citissime were to be used.

TOI' !EEIU!T BltVcA

T

Beginning 6 September· 1941, however, new econom~
were instituted. The details of these measures came in a
mes. sage of the same date. According to this system, the lower
of
each incompletely used pad sheet was to be used beginning with line
5; the word "Zwei" was to serve as a warning of this. The pad-sheet
indicators for the Sparfassung measures would be like the following:
3089 Zwei 21105 i.e., the second use of the pad sheet 3089 began
with the first group of the fifth line of the pad sheet and that the
first group of cipher text produced by that encipherment was 21105.
The measures remained in effect until 15 January 1945.
7. SF..CURIT'V CLASSIFICATION

Priority designations, etc.-The following types of exterrial designations receive attention because they figure in the external appearance
ofrltraffic: (a) security claSBifications, (b) priority designations,
(c~, (d) distribution directions, (e) special d.i.$Criminants,
and (f) special volume and special-use indicators.

a. Securr C~ijications.--On 22 February 1943, we~read in the
backlog of
message sent on 13 November 1940, containing
security classification. The message contained specific definitions of
Verschluszsache A, B, and C (classified matter A, B, and C), categories
of claSBified material which correspond in many respects to our claBSifications Restricte~·
·. d·en.tial, and Secret. These class•ifications
were enciphered ·
messages and never appeared in the clear.
They frequently serv 118 cribs and so deserve mention here.
Previous to 24 April 1941/the designations, Vertraulich (Confidential), Geheim (Secret), Strengst Geheim (Most Secret) and Geheime
ReichssOJ:he (Secret Government. Matter) had been authorized to be
. sent in the clear as classification. for material sent in either---lir
I I After 24 April 1941, however., the designations Verira~d
~t Geheim were discontinued, and the system of cla8sification
was simplified tp one of designating ma.terial sent as either Geheim or

c. Addresses.-Before December, 1939, messages sent to naval attaches (Marineattaches) were prefaced with the address Marineattaches
in the clear. On 12 December 1939, however, it was decreed that
three successive identical digits in the third group of the message
should indicate that the message was addressed to the naval attache.
Traffic to Tangier for 1942 and 1943 had very,often the designation
Gemaoo, an indication that the message was to be turned over to ~
German naval attache.
The designations Milon, Lucie, and Maria (to indicate traffic for
t?e military attacJ;ie, the air attache, and the naval attache respectively) to be sent m the clear on circular and broadcast traffic were
instituted on 3 December 1941, for the most stations and on 19 ·
October 1942, for Buenos Aires. Maria was aCtually never seen in
the traffic and Milon came later to be used on traffic sent as a matter
of <:°urse to both the military and air attaches. Lila was the designation used for all traffic destined for Von Ribbentrop personally.
The distinction between traffic for the embassies and traffic for the
consulates lay in the designations, Diplogerma and Consugerma.

b. Priority Designations.-On 3 April 1~40, the designations Ciro
(Urgent), Citi.ssime (Very Urgent), and Suj}er Citissime (Super Most
Urgent) were authorized to be sent in the clean:m messages to indicate
the urgency with which they should be decryp~ and handled. On
9 June 1941, the designation Na.chta was s~ to be put in the

Early in the use of ther--\iystem by the German Foreign Office,
a system of distribution :rrrecITons was set up involving colors. The
messages prefaced with the word Gelb (yellow), which served both as
a kind of indicator and an address, were messages enciphered by
means of the so-called All Schluessel (universal key) and were to be
copied .and decrypted by all stations holding the cryptographic materials necessary. The designation Rot (red) was used on messages for
stations holding the Ring-Schluessel (circular key). On Rot messages,
when stations of origin and destination were not indicated in the
clear, a five"digit discriminant ( Kenngruppe) was used to distinguish
among the different circular keys. The designation Gruen (green)
was used on messages for stations holding a particular Landes-SchlU£B-

24

25

Geheime Reichssache.
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seln (continental key). Again a five-digit discriminant was used to
distinguish among the different Landes-Schluesseln. The designation
Blau (blue) was used with a five-digit discriminant on messages from
one particular stati_on to another particular station holdin, the
e
Emzel-Schluessel (smgle key). Very early in the use of
the
colors were used for the same purposes iLs in thr-liyst.em. And
others such as Weisz (white), Schwarz (black), 'Viozett'(violet), Lila
(purple), and Braun (brown) were used probably to indicate traffic
for specific correspondents. With the circular designation Rot the
following address groups were used for specific combinatiOn.s of sta•
tions: 04440, 08822, 17111, 28200, 28868, 33735, 35599, 46444, 57513,
59999, 62400, and 82282. In addition on 26 April 1945, the designation Silber was used on messages transmitted directly to Bern after
Berlin stopped functioning as a station. The messages were to be
forwarded to the place where the Foreign Office had taken up headquarters in Stockholm.

l.

1934 (when more or less serious interception of German cipher traffic
was resumed, as far as can be determined from the traffic on hand)
until, traffic ceased on about 15 April 1945, our intercept stations
picked up 156,0&?r-lnessag~ involving a total of 357,802 pad
sheets. The statio"iisw!i'ich received a volume of traffic exceeding
1,000 messages for the whole period were the following, in order according to the volume of ~raffic in terms of pad sheets:
Station
Tokyo
Lisbon
Circular
Madrid
Tangier
Athene
'Buenos Aires
Ankara
Rio de Janeiro
Shanghai
Santiago
Sofia
Bangkok
Mexico City
Belgrade
Bucharest
New York
Bern
Tarabya
Hsinking
Tirana
Fasa.no

d. Special Discriminants.-All forms o~ere considered the
same syste~, and, therefore, _there are no
terns. But the~e.
are some km~fraffic which resemble
ut which cannot be
prov~d t? 1?8
One of the most important is traffic which bore
the d1scrunmants 'Pf!Ta and
Some of the ID,essages with
such designations begin with
ncipherment but ~bviously contain portions which are no
traffic. Others caruiot even be
.
determined to have any portion in thec::::Jsystems.
s y· .
s.
.

lperaFrnd.

e. Special-Volume or Special:Use lndicaWrs;...:.Very little is.kn.own
about the indicators which designated special volumes of pad ~ts
or special uae of the volumes. The group Ltla already mentioned,
was apparently an address for Ribbentrop; it was used in connectiop
with pad sheets mentioned i n r l messages aa "special" volumes
made up specifically for Ribben"Erop."' The indicators Salon and Aster
seem to have been of the same sort. They were used only in connection with certain pad-number series which stand out distinctly from
the regular pads. The indicator Adler which appears primarily on
traffic to stations in the Far East may actually be an address of
military and air attaches because all traffic read up to the present
with such an indicator has dealt with the military situation and bore
an address of either a military or an air attache. The series of pad
sheets with Adler as an indicator are distinct from the regular padsheet series and therefore should be considered as special volumes.
8. TltAFFIC.. STATISTICS

Besides all these data about the cryptography and extemals of the
messages, we had an enormous volume of traffic to work with. From
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Messages

Pad Sheets

20,071
23,113
4,843
8,470
6,568
5,431
5,663
4,193
5,262
4,620
2,985
2,243
1,992
1,994
1,760
1,544
1,536
1,016
1,048
1,220
1,318
1,236

54,766
54,476
21,716
19,613
14,073
11,335
11,333
9,798
9,400
8.434
6,199
5,012
4,605
4,031
3,915
3,224
2,746
2,529
2,462
2,436
2,378
2,372

b) (1)

(b) (3)-50 USC 403
(b) (3)-18 USC 798
(b) (3)-P.L. 86-36
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APPENDIX TO SECTION I

From :

Berlin (AUSllAERTIG)

TO:
Circular (Tokyo, Shanghai, Peiping, Hsinking , Buenos
Aires , Bangkok)
4 llarch

~

CJ
MULTEX 1209
Classified Matter B.
In · connection with telegram of the 1st, Mu! tex 199,
Appendix to Decree PERS Z B 99 Secret ~overnment Matter /43 :
Instructions for Disguise Procedure .

Bll~l'<R

be put in clear in front of the complete l y disguised telegram .
Special instructions regarding the treatment

A Message oonceming the use o Q

TQP 6EERET

or

this indicator

have been issued to the radio offic i als or the posts concerned . )
c. Indications or the number of parts and the numbers of
the sepsrate parts or massages consisting of several parts are
to be omitted.
In the ~rundverfahren, fairly long telegrams are to
be divided into parts of which each (save the last) must consist 2f exactly ~ secretly enoiphered £22! groups.
d . The separate parts of a message consisting of several
parts should, after disguising , be J oined together without
recogni%able separatlon or paragraphing to form a single
11essage·.

.

e . The "final group" or a message, both in sonderver-

tahren and grundverfahren , ls to be formed from the message
date (in grundverfshren , the date of the daily key employed)

~! : ·.

and the group count .

Disgui'se Measures in the Trans11i~aion of Telegrams via
Sonderweg .

II . '.!'.!!!!. Disguise .

I . General .

Before the secret text groups or each telegram or
the first part or a telegram consis ting of several parts, put
the following in the order indicated and disguise :
a. In the sonderverfahren :
The indicator "12345" l 12345) (as an indication
or the use of the s onderverfahren). the page number. the
repetition of the page number. and the final group
( SCHLUSSGRUPPE) .
Before the secret text groups of each additional
part place the following and disguise : the page nu~b&r , tho
repetition of the page number and the final group . At the end
or the secret text of the telegram or a part there should be no
date of any sort . In tbe case of t elegrams enciphered by' the
use or several pad pages, the pages should be completely used
up.
b . In the grundverfahren :
Tho indicator of the key book used, the first
hilfszahl, the second hilfs zahl , and the final group .
Hiltszahlen should not be converted into rourlet ter code words ("key words " ) . At the end o·r the secret
text or a telegram or part there should be no date of any sort .
2. Disguise for sonderverrabren :
a. Form the "quersuaune" of the four digits of the
page number of the first hilfszahl by adding the first, second .
third. and fourth digits without carrying (e.g . , the quersumme
of 4036 is J) . Place the number derived as quersumme _!! ~
!1.f these !our digits so that a five-digit number is produced .
Form the quersumme of the four digits of the rapotit1on of the page number or the second hil!szahl -and place
the resulting number !_!! front S1..f tbese four digits .
b. From the five digits of the first secret text
group •hich immediately follows the " final group" or the tel&-

l . All telegrams prepared at the foreign service posts to be
sent by unoftiqial secret

transmissio~

service ( 11 Sondenreg 11 )

11ay consist only of consecutive five-digit cipher groups without~ additions whatsoever and must, therefore, be stripped
of all characteristics typical of the ' German cipher telegrams
(page number . keY.,.ords in the grundverfahren, final grt>ups,
etc. ) ; i. e . , they must be "disguised . "
2. a . All telegoms dispatched via· Sondenreg must be completely enciphered by the SECRET cipher process .
b . Ir. for special reasons, one and the same telegram is
sent both via the normal public telegraph or radio channels
and via the unof!icial_ "Sondenreg," it is to be dirferentl:r
enciphered for transmi~sion via each or the two channels, i . e . ,
in sondervertahren. witn different pad pages for each of the
two channels, in grundverfahren with different hilfszahlen and
different zshlenwuermer (or each ot the two channels . The
telegram to be dispatched . via sondenieg is also to be disguised.
c. I t is permissible "· to send one and the same telegram
in clear or with noneecret 'encipherment via an official intelligence channel and simultafl~ously with secret encipherment
and disguise via Sonderweg. ·-.

3. External form of the tel_egrams ;
a . Omit address
b . Yes~age numbers , refe~ences and signatures , as wall
as spe c ial additions which are ci9mmonly given in clear (cito ,
ci tissime. etc .. ). a r e ·to be tree ted as me9sage text, 1. e-:-:-Sre
t o be enciphered with the secret \ex~ . (The indicator REllAX
must not be en c iphered along with ' th~ secret text but should

TOP SECRET
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l . Preparatory measures.
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gram or part, form the "kettenzahl" by adding the following
digits. of the first secret text group without carrying :
First and second digits, second and third digits, third and
fourth digits, fourth and fifth digits, fifth and first digits .
Write down the result of each of these five additions so that
a new five-digit number, the_ "kettenzahl'

1

is produced. (e.g.,

the kettenzahl of 72601 is 98618).
- -c-.--:fcidthe kettenzahl formed from the first secret
text group to the indicator by the method of schluesseladdition .
d. From the five-digit number thus obtained, form the
kettenzahl and add this to the repetition of the page number or

the second hilfszahl~augmented by prefixing the quersumme--by
tho method of s chluessaladdition.
e. From tho five-digit number thus obtained, form the
kettenzahl and add this to the final group ( schlussgruppe) by
the method of schluesseladdition.
f. Example :
A telegram of 69 secret text groups which was enciphered on
the· 23rd of the month in the grundverfahren "ith the key book
"13131" and by the use of the hilfszahlen 7893 and 3987 for .the
first part and the hilfszahlen 1642 and 2461 for the second
part .
The first secret text group of the first part, "64379"; the
first secret text group of the second part, "22061."

Placing the QUERSIJMME 7 before the first HILFSZAHL ·gives
88793. Placing QUERS!JMNE 7 before the second HILFSZAHL 3987
gives 73987.
The kettenzahl ot th~ first secret text group or th& first

part. 64379, is 07065'. Adding 07065 to the indicator 13131
gives 10196 . The kettenzahl of 10196 is 11057 . Adding 11057
to the first hilrszahl 77893--augllented by prefi>cing the
quers umme--g1ves 88840. The kettenzahl of 88840 1s 66248.
Adding 66248 to the second h1lfszahl 73987--augmented by prefixing the guersumme p gives 39125. The kettenzahl of 39125 is
20378. Adding 20379 to the final group 23048 gives 43316. Thus
the.following groups should be placed before the 48 secret text

groups of the first part: 10196 88840 39125. 43316.
Placing the queraumme 3 before the first hilfszahl 1642 gives
31642. Placing the quersumme 3 before the second hilfszahl
2461 gives 32461. The kettenzahl of the first seoret text
group of the second part, 22061, is 42673. Adding 42673 to the
first hilfszahl 31642~augmented by prefixing the quersullDle-gtves 73215 . The kettenzahl of 73215 is 05362 . Adding 05362
to the seoond hilfszahl 32461--augmented by prefixing the
quersumme--gives 37723.
The kettenzahl of 37723 is 04956 . . Adding 04956 to the final
group 23011 gives 27967 . Thus the following groups are to be
placed before the 11 eecret text groups or the second part:
73215 37723 27967 . (Continuation follows . I
Confirmation of receipt .
SELCHOll
Auswaertig

IOP Si!('.ftl!f "114AR
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SECTION 11.--EARLY ATTEMP'l'S AT SOLUTION
I. SUMMARY OF' ATJ'EMPTS A'f .YOLunON

In July i940, Dr. Emil Wollf, an employee of the I. G. Farbeninduatrie and a passenger on the Japanese steamer Yasukuni Maru,
suspected of being an agent for the Gennan Reich, was apprehended
by a special agent of the Federal Bureau of Investigation, Mr. Richard
E. Smith, and Major L. D. Carter of the United States Army. In
Wol.IT's possession was a trunk of secret docwnents including code
and cipher materials, which the F . B. I. searched thoroughly and
photographed. This material was forwarded immediat:ely to the
SIS (the ancestor of ASA) for study. It included some 3,600 sheets
of one-time key.
A standard IBM index (the "XYZ") was made of the one-time key
material, and it was diagnosed as "random"; i.e., the number of fivedigit coincidaoretically expected at random occurred. At
that time, th
ystem had not been broken in~o inforTheremation was avai
e from its messages conceminl!
fore, research on the system was abandoned because t re seemed to
be sufficient indication that it was a one-time pad system, and that
further research without more extensive infonnation and no other
cryptanalytic aids would be a waste of time. Later we gradually
learned m0re and more about the syst.em but even when we understood its nature complet.ely and the cryptanalytic problem became
merely that of reconstructing the keys, this task for a long time was
believed impossible.
In Sliptember, 1943, shortly after the completion of the derivation
of additive in the second additive book used in the double additive
enciphennent system.II ri!search began again o n . r l This
time the point of viewiil""tJie'1eeearch and the methpds ~were
considerably altered by t4e fact that ~1~mgw :ad : n learned
about the system from JDessages read ~ _
~and
that more experience bad led to a sounder mf.erpreta fono raIFom"
applied to ten~
Research was r.eeumed in Sepqimber 1943 and was carried on from
that time .tintil january 1944 by one person working full time with
the assistance of five people working part time. Then the staff was
gradually increased to approximately twenty full-time persons until
the initial-'entry into-the systembe midsile of November, 19~,
when all avai).able personnel w i t _
!experience and with
cryptanalytiil- experience -0n·
ys~drafted to carry
forward the solution. ~u~t1on of the
ystem. At the
.jieak·of production, ~t included 1 persons working full
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time; emphasis was then put on the production of Berlin-to-Tokyo
and Tokyo-to-Berlin traffic in an effort to produce all information of
military operational application before the end of the Japanese War.
Eventually messages on a number of circuits were read and theoretic
cally all the traffic became readable. Indeed, message text.a encipher·
ed with ab.out 14,000 one-time pad sheets were read.
The first attempts at solution were made on the basis of the compromised pads in Wolff's trunk.a:nd consisted in several
attacks on two-deep overlaps afte
. essages, read in 1944, had
revealed situations under which the
rman Foreign Office approved
the re-use of additive. And the third wa& the complete IBM index
study made of all compromised rnat.erlal. This index of 380,000
cards was completed about the middle of November 1944.

THE GEE SYSTEM
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system authori:iin Buenos Aires to use

cases, ut no

ct
over pt! were oun .m t e
c was discovered in the third case.

WO

a. Beginning and ending overlaps.-In the _first~· it was observed
from filing and Jogging traffic that in some mtuatmns w~ere messages
were sent from one station to more than one other ~ta~on, there appeared several groups of cipher text ·
•
sa e or at the end or at

2, THE "X YZ" INDIEX OP 1940 COMPROMlSEI) MA.TRIUA.L

The first attack was made on the basis of the "XYZ" index. Although it could not be located for subsequent research, and cannot
now be found, it was apparently a standard IBM.index containing in
a single listing every five-digit group of additive on each of the sheets
of additive compromised, the total amounting to approximately
170,000 liatings. Each liating showed in numerical order the group
to be indexed, and a few groups preceding and following. This apparently was examined and evaluated with a view only to.determining
whether or not the number of five-digit coincidences expected at random actually occurred. Apparently· it was not noticed that in
certain blocks of the index the digits in certain positions in the groups
indexed produced crests in the distribution far greater than those expected to result from thoroughly mixed and evenly distnouted text.
As a result, the phenomenon which later came to light and .proved to
be the most important factor ·in the solution of the system was not
observed at the time of the XYZ index.
3. ATT'PMPTS TO SOLVE TWO-DEEP OVERl..4.PS

When personnel were made available for work on thr-lroblem,
it was necessary, first, to begin the enormous task ol-mmg-land logging the traffic so that research could pr~stematically. At
the same time, all information concemin!!l....__Jaccumulated up to
that time was studied. In the COUI5e of filing ilnd logging traffic and
of reviewing the cryptographic information available, three different
two-deep overlap situations were discovered: (a) overlap!! in sevetal
beginning or ending groupti between two slightly different versions of
a circular out of Berlin or a message sent from one aecondar}r· station
to Berlin and to another secondary station; (b) overlaps ma~
sible by a message from Berlin on 29 September 1939 in t h l _ j

lQP &EERCT BllV1R

The difference between the first two textual
for on the
unds that the

ou

can be accounted

asith the cip er groups e
sumption is most reasonable.
In the case of the other pair of groups which overlap, ~e ~ts·
are somewhat more fruitful. The solution for the one which 18 followed by the group count "0019" is a signature since the Gennans
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put the signature meticulously at ~of the message; and since
the most common final signature orL___jnessages out of Berlin was
Auswaertig.(Foreign office), the exact signatµre was assumed to be just
that. And the best possible con1innation for the validity of the aiiSl!roption resultB from the other version: thE! group with the highest
fmquency in all German traffic using the German Code Book is
"00007" (PUNKT ABSATZ = Period Paragraph). But at best the
recovery is not ex tensive.
The second example is one involving more gw.ups:
TOKYO-BERLIN
1 July 1943
Pad
Sheet
1856 01817 76923 73578 19771

From :
Berlin
To:
Buenos Ai res
Date :
~eptember, 1939
System : l.......J(Keyword- KEGAFUBA )
No

In

I

m~ssage

answ~r

CI BBl
Translated :
26 April, 1944

number

to telegram of the 26th #479

f

1 . To. make new enooding pages out of the page series ll
(000-499) for immediate use :
a. New numbers : Omit "ROT ." Add "6000" to each original
page number of three digits .
.
b:- New pages : Copy jhe prj gted Cf VP d' g 11 (1 gnre mraun
. from eRch original page ~

I
78665

40318 . 2501 (Blllne)

2 . For the usual deoodin' of cor responding telegrams, t herefore, save i n order the original pages for #1.

U1U10lved

Additive =
61726 67190 42000 04067 '25024
Code =
12852 52681 36665 46351 0.0007
!leaning = BOTSCHAFT NANKING INFORMIERT LUFTPOST · PUNR'I' ABSATZ
TOKYO-NANKING
Pad
Sheet
1856 01152 75112

Fro~ :

92764

77750 23383
04064
42364 Same
67190
61726 67190 42000
04067
25024
31048 10660 81383
00007
27340
HABE BERLIN VERSTAENDIGT PUNKT ABSATZ FUELLGRUPPE

Unsolved
Additive =

Code =
Meaning =

The period of time during which pad sheetB were to be used for
.__ _ _ __.!was indicat.ed by the following message also read in the
backlog:

most

To : .
Date:

Berlin

Buenos Aires
~ovember,

Sys~em : l.......J(Keyword
No mese:a·g e number

1939
- LUGABORA)

In reply to telegram of the 23rd #765.
l . Thirty BAENDE are expected to arrive there the middle of
January.

Several of theee Buenos Aires ovi:rlaps were found, ~ut ~y were
not BQl.ved with any degree of certainty because the shift
although apparently an a vantage
•.__m_p_r_oa-u-cm_g_m_o_re_te_x~t.-a-18-p•Ja-~,... the stereotyped begiiming of one

I

I

·!:I .,..., _,.. ro <hat"""' - ••"'""bhd>ocl<~<borolufum; i•-.
1
. c.[
._The t?ipl...lw;lap situation was known as
a reiiU!t of another message read

1___J

d

1

Date :
36 Juiy 1 44
Meg . No . ~BAAFON, ~~nrigruppe : 59971)
System : l.......J(C. I .. 966, translated 8/10/44

IOP SELR!i Dli~AR
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i~

Pl83§e, therefore

use there onl

th

C8ll68 of two-deep ov~rlaps were ~ply shifts to a
different five-digit group, future groups mtact. The mdex, therefore,
would revea.l additive identity, even though the starting Point were

b

I

Traffic between
"th Ankara, however, was not forthcoming.
No plain text of any value was recovered from the two deep overlaps. The value of the work done on them was two-fold: (a) it confirmed the suspicion that Berlin's invarial:>le systematization of proced
in communications would lead tol
conforming to a gteat extent with the
·ch we were thoroughly familiar wi m
...an--.,..,.(":')-:t~hro-ugh-:--'the'.:~ discovery of eeveral gen\1ine

Dl~I A.R

LJn the special

~sed

The cifher material
for cipher traffic
between the
(Embassy and the consulate there. h•aii......,..._

destro ed.

"TO,. 3EERE'F

I

overlap ?ituat1ons, it led to. ~ t:icion that the = F = ·
Office rru~t as a Jeneral pnnctp _
_
_
thinking that
cy woWd no
en ang
L-,th"""'e""re'"'b"'y=-.- ....h"'e"'""'nrs~ of these discoveries was of the utmost importance
to the actual solution.

~
~

sbifted \

in the case of patterns of similarity, it waa assumed that a standard
IBM index would possibly reveal more obvious patterns if they existed
and could be seen.
The additive available for study at the time the index was made
up consisted of three different typee. The first type. waa the compromised additive taken by the F. B. I. from Wolff m 194-0 (3,600
sheets or 72 800
u ). The second type of additive was what
additive. It was noticed from a study of the
traffic that on 15 January 1942 there began to appear
ystem

l

stem. The
co
simply be subcircular and additive

4. TllE SI0,000-CA.RD STANDA,RU IBM INDEX OF AU.. AVAll..ABI.£ ADDITIVE

In the attack o n r - l t was assumed that the oply cryptapglvtic
hich mi~~;ce
results waa that o~
In studying
dditive two types of results were
"hie· a the discovery o
er duplication of add:v'TI or
in which case the system woul
(b) the discovery of patterns
L..m,..,.,,..e,...,,.co"'llll.,.,.,.ru~~o-n-o~~e~n!'1t:'!1~ve"."""'.:""."!':l' might reveal the lljlture of
the method whel"eby it was generated. The eecond ~ty was
suggested by a consideration of the extensive WJe of th~,
by the tremendous volume of traffic involv.e d, and by a ~on of
the problems in the matter of generating random materi"-1 in an
economic, efficient, systematic fashion. If the system was ,to be assumed to be a legitimate one-time system, the only hope qf solution
f. u . r t b

I

"' .. - - · ... a........i

.. ,

Therefore, when the index of avail.able additive was ina=~ took
the fonnJhich would best revea.l .eithei
~
and a ehift of starting point or .jlatte~ J<il
. tY m
.._th..,...e_m_a...te-........ Tliat is, every group of additj~',avai)~~ to be indeud
waa listed together with two groups preced~g alid!fivJ. following. It
was assumed that since shifts in starting pciiJ\t inli.,:.....-......

I
I

II;

I
I

----..!
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"rd type of
a
t1ve wail aolv with a fair degree of certainty on two-deep overlaps; a~~ ~oups of this type of additive we~ avail.able.. We
called ~ditive. Eventually, therefore, the mdex 88 finished
contained appoximately 380,000 groups.
All this additive waa thrown into one index which waa eet up thus:
b

86061
A4356
A9913
A766'7

c

d

5
4
5
8

25
19
25
43

r

9

91324
33204
18352
77949

54340
71016
25072
53780

g

02478
02478
02478
02478
4

02383 10801 38244 74751
97048 16173 08562 34975
32473 ~8971 72212 92414
90660 38838 39969 37687
(Total o! groups 02478)

A4278 6 35 63670 90464 02479 32549 89911 60064 71737 66643
A5495 8 47 52204 57355 02480 77263
C9627 5 29 59032 30422 02480 92387 51010 41676 66075 21002
A3424 8 48 37713 67827 02480
3

88937 4 16 61560 "18406 02481 31980 75885 19568 72658 84771
86323 5 25 34320 99263 02481 58299 30923 38388 78938 73442
A4190 4 23 64305 63091 02481 66216 66240 86054 53308 30551
3
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96922
68458
46097
71443
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a. Version.-Originally a designation used to differentiat.e additive

hmed by the Germans at
derived for thd
different periods; it later lost significance.

b. Pad sheet number.

c. Line number.

j

(b) ( 1)

(b) (3)-50 USC 403
(b) (3)-18 USC 798
(b) (3)-P.L. 86-36

d. Group number.

e. Groups preceding.

f. Control group (eort column).
g. Groupe following.

In this ind9ll the aignificant factl!I were obaerv'ed -which led to the
discovery of patteme in the additive and eventually to euclt a complete understanding of the structure of the additive that all pad Bheete
ever used can in theory be reoomtlucted. In the 0011111e of the re-1'ch, the nature and the e1111ential functions of thtj
I
I were also re~_'.l'heii· aometw m

I

;::~...~~•.;:="".!:.°;k-,,1;;;_!"· ... -. I

l j l d ( n t i v e appanmtly originated'wim a company
o n engmeera m London from whom the Genn8n Government
had bought thnM! such devi088 in 1932 with no provision that it.
nature be kept secret. Finally the exact nature of the machine was
proved from an examination of filee captured in Germany.
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