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1n emmmmiontioes uuu.tm(m) i o
ey techunigues gave us {mmediste snd camplste access to most
aneny Migh-level oommmications. COMDE is still of greatelue.

Only furthar rescarch vill disclose the pocsi-’;’/

bility end extent of exploitability. Zvem with the grestest

optimizm, it 1is clear that /
F | Our cryptanslysts believe that

sane of ouyr own cipher machines are entirely unreadadble with foree

secabls technology, even if the ensmy has s cooplets machine, emd
wve bhave no reascn to feel that s similar dsgree of security is :'

beycnd the capedilities of other countries. !
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eomts for our /f ¢/,3;  | moaeea,
num;wmmmmmrywtyumn«m
s we d0. L/

nly through researsh o the fundamental problems of

cryptalogy, as vell as e / L hem=

lelm,cmvebopotodedviththommmdfectinmsof

the cipher machines of | ad perhaps to read messages

that aro nov undeciphersbls. The cryptenalyst needs maximum
assistance idx:n[:::::::lgﬁtiau undertaken to discover both how
ansny cipher machines are canstructed end hov they are used.
Modern cryptogrephic systems include elaborste safegumards to
lixmit one's losses ir the event the system is breached. We nust
assune that in many csses success, by vhatever method, may mesn
ths ability to read either a mmall grouwp of messagss or & con-
tinuing amall sampls of messages, rxtber than the oamplete traffic.
Signals can be most effectively exploited by integrating
the processing of COMINT and KLINT and by speeding and improving
collection and proosssing. This ealls for certain crganizstional
and technological changes, and for strong snd effective lesdership

by the KHA.
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the pattern of Ios Almaos. nmmwm-,,,m
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nov workiag oa Fndothen.
The over-riding priority assigped to the W“ﬁ .

L shmxldbemlmd The intellectual problem

is much too refractory to yleld to administrative pressure, mdl' ajl
extrems euphasis on this ons project harpers the KBA ed bee | |
litties {ts many vsluahls cootributions in other directions. ",
The non-research components of RSA should be Judged solaly
ou the basis of the timely producticn, and efficient supply
to consumrs, of intelligence dsrived from all directly ex-

ploitable comunications snd elgztromic inberocepts. To this

roquind. mwpm,mmmm'-
B/D, wil} require streagtheniog sod expension.

To this end also, w recamsend the responsibility for and com-
tmloflulrprocuungmdmlyluhmi@dtoth.
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Our iatelligmos progrem is & major teckmical wespon.
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The Panal wu the hm Myvisery Committes
ofthoOfﬁocorMmobbulutien, at the direction of the
President, has st\m.id the ﬂ!rive.tim of foreign intelligence,
particularly tm tho mogt secure codcd copunications of the

|nmmlyqppo.mntthctmothcrmhodsot

gaining foreign intelligence lhoul4 be included in the stuly, S by (1)
_ 7 (b) (3)-50 USC 403
and, after appropriate consult.ttiqnl, the charge to the Pansl 7 (b) (3)-P.L. 86-36

w3 sonewhe’ broadensd. The vork of the Panel nas been chiefly,/"/
baned on infor:.atica obtalned f"u' the N3A, es the princip&l
TeLhe O Jomeim carmunieations intalligon e, out Lhe aoopcrl
tion of several other govcmnent sgencies ia n.cknovl.d.ged
The Panel has been i.npraued by the ca:plaxity of the
ceryptanalytic problem, and the vu'iety of military, politin-l,
and technological conudnrn:uon- vhich enter i.nto t.he over-all
situation. It Les bean p..rt.i.culn.rly irpressed by vast chancos
viich recent yoars have broucht hoong thcn wre ‘
(1) Amatimnucinthonlatinhpomcof
cammxntmmwmmtmm

| |mmtqzun;mm.ow
This has led to a grest incresse in the bulk
of intereepted COMINT msterial compared vith
any previous peace-time period.
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(2) Te grest taswense fa Be Sportense and
wrgmay of cartais kinds of ONONY tatellge
gsnoe beemmee of he great spesd and &~

structive power of modern wespoms.

(3) An taprovement in the wnderstanding ead

tealnalogy of cryptography whish hac led

t0 the wide use of cipher .chim vhioch
have proved invulnersbhle even vhen attacked
with the aid of the repidly sdvancing art
of alectronic computstion.

The magnituds of these changes is 80 great that the role
of COMINT in cur intelligence effort cannot be properly Judged on
the basis of previous experience. Intelligence plans snd actions
need to be thought through from the beginning. Tha Panel has
made no attempt to undertake such a camplete review. It has,
howvever, emerged with a mmber of conclusioms, vhich it feels
must underlis any general reccasideration. Its conclusions and
recamendations are expressed in detail in the verious sections
aof the report, wvhich ere summarized below.

I. Introduction

Much of the judgment of the Panel concerning the intelli-
gence problam reletes to the best utilization of our national tech-
nical abilitiss. Iecsuse these are concentrated in the N2A, the
structure end operstions of the agency are subjected ¢o searching
scrutiny. Rescomendations for changes should not be comstrued as
s critisism of that highly competent agency in its present role,
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of less th-nﬁihs hiquit level are @nn

ciphered by a machine called

r.dndtharmclbclimacurmtmduumwumpmctml\
ta:mlikely by cryptanalysis ‘natded by-.cuvuy. Ao 1o. “1
creasing smount of both| ;’ ‘@ ; 1
1s routinely| | The m1 b..ucm thet
this also vill n-vcr'bo read aaqplutcly llthough a -nnll pcut, not \
of our choice, uny or may not b. !-nd boclusc of c:voun in opcr-zian.\

The prospsct or our being -hl- to x‘-d.nnssagnnl tlx:t by
’ / | something which voula for the

bc technically 'trliahtfbrV|rd emd vould prtaunahly be

done routinely (snd qpp-r-ntly has begun) when unusual .ocu:ity

is desired, is of oourno mallpr yot. Teclmalogy is lrrts&.tihly
making the -1tu-xinn vomlo rether than better, snd whet 1: oY tunn
of the llv beoame trus of other, tochniclll:’lalo-
sophisticated ommtriss.
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pare of COUNT astivities. mmnmumn
propartion to the valus of 1ts osatemd or %e the prastisal |
mnwwummcuum.nn—dm
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1s iapossiils, and ve wast mebe the wisest sapling of(
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esilly & pessidls. Othaw byafris w 'il m y -cam
should be made o Ldentify -
1n the f1e14 »o \uat relsted, Mmuw:muua, tnm.c

th.tr-nnam.nvolmq
mmmmsmuwmmmmg-ofmw
redistions call for mtegr:tion of callection snd Ldnntifiottim

activities. Chmgu in ccummiccticu signals and the use in

some cam\micltions o{ increasingly high frequencies,
including the rango,hu.nd.cmmmimimnum‘h

hard to distinguish froa

redistions. Rplicstion and separste operstion of intercept
facilities, and separste procassing, such es in operation ot
Kally Pield, are not only costly; they could lead to dangerous
dslays in the interception end evaluation, snd even ths identie
flcation, of new signals. M incamplste evalustion of signals
through separats intercept and processing of various redistions \Vb
mmwtmmnmormnightsMu:my. \[\\l/
mMpmmMnuuuntmmu \\\L
mifisd vith COKINI activities under the direct control of the BSA,
vhose wide socpe end umparelleled techbnical competence afford the
proper setting for this sssential integretion of effort.
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eollect and processing (b) (3)-50 USC 403

- o » exsrcise is M in (b) (3)-P.L. 86-36

order to avaluste the speed vith which the NAA could imtercept,
process snd make evailabls mnummmnmm nder atme
IV. Processing snd Avalysis of Ccnmzu.c&tiom w

In oxdar to ooyocfﬁcientlymdpmm&lyvithm
tmm&orcummormumlm, gxmm
mutbemadeinthemormhinesbothintbepmpmtionot
mxterial snd in eryptanalysis itsclf This requires, among othcr
things, that material be mordadinthc nmmumrmt-
able for machine reading, qx for swvift, automatic omnicctiqn\
to machine headquarters. |

A vigorous, indz_pendant, and well-directed program of
systems engineering -nam-lmmt 1s called for, both in the
specific a.mtofmac.hinc readable recording at ut.crccptwdm

the general area of nachina processing andl

| Meny suggesticas in this direction bave

I+
already been advanced.

V. Yo Sources to

COMINT objectives should realistically reflect the
accessibility as vell as the potential value of material.

Presumadbly, the infommstion contents of memy secret
nesafges are actually reflected in masses of acoessidle

-
- -
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countries, at loutin conmction withl

Putmbtim mmmmndmguul

mmmmmmm-nmnw

-nuam,c-ototvum-nmmmmunnmunﬂ
organization and operstions, but vhich is not mmﬂﬁctotho
realities of today. What 1s needed nov is & complete division

betvesn cryptanalytic resesgeh o ot e
-utull productioa of curremt intelligence. |

T by (1)
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mnummnmm “Vﬂlmmmwm ' (b) (3)-P.L. 86-36
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remote chance of | lta the future, m ‘also
sny possibility of e
traffio Tor the eneipher-

nent of susd tyraffiac is bound to become mOTE® snd mtOye effective.
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| to the point of, but not beyond "production” ex~

ploitation. The successful operation of such sn institute calla for

the ultimate in effort and selecticn in ths recruiting of persomnel.
Toe remainder of the N3JA ehould have as ita enthusisstic

alr the most rapid and akillful supply of ccmmmications intelli-

gence to users, based oo currently exploitable COMDIT meterisl and

on ELTST material. It should be supported by a vigorous systens

cigdneering and development progran directed at the over-all

problans of improvement end mecheaizatica of the collecting end /')
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handling of meterial.
In order to secure the most fm:lepomtma zod

to make the best use in thexn of the tecimical knowledge and strength

of the NSA, much more detailed technical cooperstion should de /
|

[

proucted between the N3A end the CIA. 4
A snall growp concermed with intelligence about

eryptology should be established samevhere in tbe U. 8. intsele
ligence commmity.
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The Fanel assembled by the Bcicnco Advioory Comzittee
diroction of the

of the Office of Defense lobmutian, at
President, has ltudiod tho derivation of rordm Mtemmco,
particularly rron t.he most secure coded eomm.leatiom of the
[::::::::::]/ ‘The facts fuced -ugg.-tod th.t certain aspects of
other forms of gaining foreign mtelligencc lhould also be studied.
The charge to the Panel was then, folloving conlulution vith
appropriate individuals, comspondingly brondenod

Concern with the results of t.hin study is assoclated
with differing interests, mponnibilitie-, and u:tiv:l.ties.
Ascordingly, the report has levera.l a.tnl, proninmt among which
are: |

(1) ofrsring of judgments sbout exploiting the most difficult

| in order to

provide s ucimtiﬂqﬁ/buu for policy decisions.

(2) 8urveying possible’,,s"‘ndvnnces in t.he technology of exploiting

Jinord.ertoenauncon-

sideraticn of the application of all presently conceivable

facilities toc the problem.
(3) Proposing a revised evaluation of foreign commmications
intelligence, in order to develop a more quantitative basis

for the most appropriate distribution of technical effort.

TOP SECRET EIDER-
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(v) Wuwmmmmmamm
of ELINT sctivity to OCMINT,

(5) Recommending some altered festurss of Naticoal Security
Agency's structure and operation, in order that the Aclncy
may mest the present and future challenges of rm-d.gncc-

mmications sources particularly well.

{(6) Providing an open viev of the besic issues of eo-unicltionl
intelligence and cryptanalysis in terms of modern .ciﬁhé:o,
in vhich the future problems of decipherment, procsling,
and interception are outlined in generalized aspects. :“:

These objectives relate to the administrative, ﬂ.lit.uw,
diplametic, technological, and professional aspects of the 1ntel-
ligence community. Because of this diversity, several ltnll of
technical detail are included in the report. The l.ppendicu pro-
vide deteailed support for the conclusions stated in the botbv O:fi
the report. The technical adjuncts cover more technical upect.s

of apecific situations. B

The body of the report begins with an l.ntroductory

section vhich attempts to place the exploitation of

commmications {n the hiararchy of our technological national

security effort. The wvork on the 1l

sumarized in the second section, in order to bring out the

present position (n

2
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eighors, The third sestion eoveze the erigiail dowess er tmte~
etgtion of eur whale commnisstions tale. ¥This lays & basis fav
censideration of the tetal saw msderisl aveilsble to agply the
shamging intelligence needs. Methods of hanfling the Setal cele
lection we may be able to ssquire are tresied ia the feurdd
section, which deals ia partisular vith yrossssiag snd smalysis
prelininary to reading or other dispositicn. The fifth sectiom
treats the chenging positiom, in foreign easmmiocstions imtel-
licence, of
eiphors. In this connection,/

0 USC 403
8 USC 798
.L. 86-36

o,

/7?1:;&11:, reconanded nodificationg on the fom

and operetion of the major comamications intelligence instrument,
the MJA, are dipcussed in the siwth section.
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’de’thm ummummm
vmum,mmm m-u«m
mwummdmu
WuummMnuwn¥Mumu
thoninduﬂmirit,oomeofitcttmglsth.jptmumm-
trol of information. |

Unfortunstely, mpeacetim,ifnat mm,mj,phu'nd
emmmioatimomheusoddalibm‘telydvithcm, so that today
the ports of errors vhich leed: mmtimmmcenmuldmmxr.
In peace it is also very much barder to nscocluzo coagmni cations
ummmawm;mmu@tmn-mwm
coatents. |

mmxmmtymmmmmw
doal with this very difficult situatiom. This lhlual soes the H3A
&3 the principal force in ocur struggle for lucﬂ: 1n11=u:ut1£l1

mmuummu“mwmmm
M&mw,mbmty,mdiwimdm
mm,mlimlmmmcmmtymth.miﬁd
orgmisation, | [have encompessed
the vast bulk of the :mm
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significance will be disowssed in the following sections. To deal

——— e

vith this situation vith any effectiveness, our commmications J (5

DR S T

intelligence skills, particularly owr cryptamalytic skills, must
be completely integrated. Dilpertlon_cqn_lggq QEEZMEQ_F§‘
scattering of ocur meager decipherment talents and to an Lnoffec-
tive and inefficient use of them.

Accordingly, much of the judgment of the Panel on the
foreign intelligence problem will relate to the utilization of
our national techrnical abilities. Because theses are, fortunately,
now mostly ccncentraied in the KSA, the structure and operations
of the RS8A will be sLl ecied to searching scrutiny.

This should not be construed as a criticisa or evalua~
tion of the Agency in its present role, but rather eas an ingquiry
into hovw it could best contribute to the overall foreign intel-
ligence problem. At the outset we render to the N8A the highest
confidence and admiration that we xnow. Its technical achieve-

ments are unexcelled, and it deserves the unqualified confidence

and support of all civilian ana military departments and agencies.
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1 ) nd.
eoapt through the grossest misuse or w thl:l.@m 777777777777 o

Hs)
tion of ayplensntery iafommstion. lo-eﬂ.hlul“- are -: E;Ei;:ﬁ%“g;gg
sxasple of this last, most difficult uw “

hnpﬁ:mmmdnwumciphu‘d
um-mmmungcumtuofuymnn The used key ns-
terisl (mrmywmaummrmww
ortham)uthanm'tmnd. If the key material is prope

erly produced, as k-ywvnmt certainly is, and if the
key 18 used but once, u:mwmaunnmu, suah
enciphement is, both theoretically and prectically, completely

unreadshle, aod this fact has loug besn recognized.®

* i paragreph sumarizes cne ares of the subject called

%ﬁhmn, the aryptogrepher devises either intricste
G or machines for trensfoming the sucesssive sharacters,

TOP SECRET EIDER-



50 USC 403
18 USC 798

j
E
.

by turning vheels), or electrically (for example, by aligning
contacts on vhesls), or both, atahid:prmamgmtc,;bsn

resulted in » great ocse in the use of encryption. %r,mt

Cryptanalysis offers oame hope ¢of success only wvhen
the ideal rules are not being observed. Furtunately, the ideal

rules are not too easy to put in prectice.

First, it is not quite simple to tuild a reliable
gnerstor for completely randam key. UWhils & mmber of technigues
are known, our own experience with this problem shows that, unless
the machine is rathar sophisticated, it tends to bresk down gquickly
and produce a hiassed sequance.

Second, it is difficult to prevent seocond use of the
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Beles yoi GYebens A2nest wweekedle ou sirestts easvying &
mmmuuaumm;mm
tmaedistely cpem the systen 10 aryptezalytie atisex. During
mmmwmuwmmamm,'
w,mmmmmm;nrunhrpm
of this trauffie ou a currest basis. mﬂaﬁmm’un

sfter the war,
qppa.muythcirf

rxcy vhich u

uaadmctlyt\ucopmcryptomam&mber“mh
wvith the greatest ditficultyavmhynrywmm;.
Most of the mumgmc‘gu-mm x-a.t-

fie inm,j;otbiorv—uuatm. Unfortunataly, noumlu

of ra—uuot key have been found in any,

{ (b) (3)-50 USC 403

{ (p)(3)-P.L. 86-36

of finding a fev mOre readahle messages from this period and to
noke & definitive detemination of wvhether or not re-use exists
in the nore recant traffies. If this is unsuccessful then sus-
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tuined efferts te widl be
ohendmed. If sericus offart wve then shopped, 1% Weuld bessns
Sapertent to maintain sume yeuting check em the STaffis ¢

dstarxing, for axmmple, Whether hey Svitsh to some othar systam.
fhe Agmey hopes t0 be ahle $0 mske this weteb-dog eperstion

ompletely sutamatic within s fev years.
is very hlesk. mmmummmmmmumi

basie principles of correct ped usage and that they are now

capable of producing key properly. Anmu-xmmrma

these appear to be unblassed. There 1s every reascu o balieve

that they are nov operaeiing their ped systeas correctly.

At present, therefore, there is no way of |

one-time oumuunications except by gaining acoess t0 the key material
aad copying it without detection (dstecticn would undoubtedly result
in the kay material being dsstroyed without use). This is one case in
vhich technical Judguent, bLoth in the intelligence ocammunity and

in this Pangl, advoceates

T —— e

by (1)
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Mn—uﬂuamummumw
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Of courge, Mmmm«m
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TooTo
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this involves & considexehd® effort.

m-mmm,mwmﬁﬁumwﬂm.
uunhbylmmm,ﬁthcrneotmwofuy
toremhchamtarotmmtobetmmittg&. (This suount
aof key must be provided to both sendar and recipient, snd, for
highest cecurlty, separute key must ba pmdadvtxm e sender
stemmmmwtgtmorqgnmipiauts.)
Fommerly, enciphemuent wes done mlulivchrhyhmd, tut both
hmdmammuizedncbhodsmnwm#c. Becxuse machine
systems, vhere much sualler gaounts of koy—lﬁu material pneed
bemmlytmsremdfmmwwmtw,putfum
load an the secure trmmisuonandqfiomge of key-like material,
use of cme-time ayctauvillpreanq’gly continue to be restricted
to the nost delicate ca:zmnicati.cns. Thus, a review of the
"sociology"oftheuuofcne-tine’/padsmﬂ.dbohalpm M
minatimot\mm,m,mdhovthayu‘MLnour,md
inother,coxmtrieumm;iveameinnightimtheumiﬁmu
of antru.cuhreimm,

if the messags itself cammot be reed.
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|

or use of cos-Atae ped Should be eetimed.
(2) mmmmumuu—uum-u-
tine key material “
(3) An operstional stuly of cna-time usages mimed st deriving
inaifental intelligsnce should be considered, 5inoe no
direst mtack fircugh eryptasalytic study is possible.
2. Machine Enciphement.

Yor many commnication purposes, cue-tims aystems are
to0 slovw and reguire too much oy material to be useful. Thus,
the vulk of enciphered material is smnciphered Ly cipher machines.
In machine enciphement the kc, !s in priceiple & fuirly short
list of initial settings of the¢ zachine, comprising s number
of chararters very such maller toal the mmber of charucters
in the measage to be encimsrwa.

A e¢ipher machine makes use of an snciphering box
vhich converts plrin-text letters to sngipheyed lettars. The
cipher box may be operated by & typevriter keybosrd and print
out the cipher text, or it may bes cpersted by & telstypewriter
tope and prodace electric signals vhich are trenmitted directly.
The plain text is coaverted to cipher text by a somplicated mase
of alsctrical circuits vhich ere rearrangsd in scme fairly
re@ular namnsr after each text lstter has been amsizhored. A
simtlar eguipment decighsrs by nmning the eaciphered text
through the eiphering box beckwards. Cipher mashines, eince
ey oparete ot Vpewriter spoeds or faster, esa acoumodszts
mth larger volumes of truffis them hend aystens.

SE L1 9 EIDFER
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atybhering er dusighoviag o nossnge sSoguines fived
e cijher saching s40lf Sogeiher with any muxilieny perts %0
e wied with 16, and sestnd %he My %0 o uend with the
individes] nesmage. Tulp oy wseslly coneisls ef Vb salowkien
of esrtsia muziliary campcuents, the plugging of certain wives
m 8 plughoard, the setting of certaia dials, ete. In prestiss,
oertain parts of the key, usually those reguiring the grestest
physical effort to changs, are the smme o all msssages on &
partieular day on a partieular cirouit, snd only relstively
minor changes are made in the kqy froa message to message.

While the mmber of components in the key is rels-
tively azall, rarely over a dosem, the total msiber of dif-
ferent keys is found by multiplying the mmber af posaibilities
for each oampone:t and the resuiting mmbers pxy be of & sise
mich to0 vast to be disulssed &3 merely astronocaioal.
Experience with Earlier Moochines

The cryptanalysis of s machine systea falls naturally
into two stages. First, there is the recovery of the machine itoelf;

that 18, the detemaination of exactly how the machine yorks and the
wiring of all circuits in the machine and any of its suxiliary
oxponents. Second, there is the dstamipation af the individual key
for oach nessage. Because of the prectios mentionad sbove,

this usually breaks into two parts, dstemination or the daily

kay and subesguently the nesssge keys. Understanding of the

besic process is perheps best obtained from the following sketch

of the attack on the Euigna vhich was the principal aiddle-

lsvel cipher maching used by all ths Gexman military services

9-A

g e~ T . o oo g S "' r‘}__.!"
(RN W S G S S W et e

ER Y

<p




S T s T e e 9eB

—TOP-SECRET —EIBER-

Guring the seomnt war. Busesss ta Pesding this Gyvbes ws
almoet $08a) and mey Vell have had & deeisive iaflueses @ the
The maching 1tself vas & medificstion of & oam-
mercially svellable machine. Thucugh on the part
of the Foles Just befure the var began, the basis design of the
aathing nd the wheel vwirings were knowm. Bw kay wes aads \p
of four parts: the steckar vhich consisted of a mmber of wires
to be Plugged, the wheel order, the ring setting, and the
window setting. The stecker vires ocild be plugged in soae

(
(

[
{

( )
( )
(

w W

-50 USC 403
y—p

)=P. L. B86=36

oo

10,000, 000,000,000 4ifforent ways. The wheal orders offered
330 possibilities, the ring setting, 676, and the window setting,
adout one-half million. The total mmber of possible keys 1s
the product of all these mmbers, that is about
100, 000, 000, 000, 000, 000, 000, 000.

This mumber is more or lags typical of the gituation presented
by any cipher machine. Tue prineipal thing it tesches is that
large numbers, in themselves, offer no guarentas of security.

Jemaan cammunications prosedure changed the first
three parts of the key daily; only the vindow setting veried
from measage to messege on the ame day on the smae circuit.
mlmttutwmwmlwmudquﬁMtpmb;-
of finding a whola kay only ance per day per circuit; after coe
message was out the rest could be reed much more essily. One
tSadhaigue for the latter tug: was simply to decipher the mes-
sags using every possibls window setting and sslsct the one
which made sense. 8inoce there were only about a half-wmilliom
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pooniilities this.guavll 0 b sulativily cany with high-apesd
destrsnis-aschanisnl egipnent.

A sinilar try-all-4he-pessidilitiss attack an the
Gally key is conpleialy umpossihle, sines even sb the highsst
elactronie spesds we can rationally imagine it would take
osuturies of machine time to nake the trials.

The daily bdreak-in wes acomplished hy an {ngenious
eandirstion of exhmistive tricls and gusasing. First, ome had
to guess the plain text underlying a short stretoh of cipher.
If the ring setting was favorable at this point in the cipher
ther: it had no effect on the recovery of the cther three ele-
nomts, the stocier, vhecl order, and wvindow setting. An
electrical clrcuit vas dsvised vhich could test io one step all
poasitle steckers for sach etkbinstion of vindow setting and
wvheol onxler. The reguired mmbaer of these trislg wns then
ebaut one-half aillion (for tae wisdow setting) times 33 (for
the weel order) or same 17C million. A large mumber of special
machines (called Bombeg) were buillt which could make these trials
in a few milliseconds onth ad an exheustive nm could then be
mede uaing sbout 100 hours of maghine time. About fifty million
dollorn was expended on these machines stiioh representsd a major
diversion of our electronic sikills during the war.

Once the routine bresking of the traffic started a
mmber of favorahls facts vere observed. The dsily key lists
were spperently made wp in a noa-rendom manner and this
materially reduced the mmount of machins time required for a
hreak-in; 4iligent study of the texts of Geciphered nessages
9-C S B
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(D)
(b)
(b)
(b) .L. 86-36

ST W o ,
fagroved sur sh111%7 %0 Mte the sl1-iaportent Jeelintaary Peses
s way vhish gisplified cur task; ete. The over-all «ffect of i
M“uM“mMnmm‘umMMM
of the traffic from 1942 until the and of the war, l.nqiuot
the fast that the Jemens introdnoed & mmber of additional
coxplicstions into thelr usage as the war progressed.

These possibilities as discussed primarily for the
Garman Fnigna had been brilliantly masde use of in other cases,
as vhen masters of the cryptanalytic art, such ss Willism

Friedman, solved Japanese nachines and eerly nodels of the

Ushappily, the actunl readabllity of a message depends
not only on the smount of kmy used, but on both the aophisticatioéﬂ
end canplexity of the enciphering machine and alsoc uypon the lnm-
ligence and oare with vhich it is used. We may note mconnectien

vith care in use that although messsges encipheredbymstusersét

this smie machine. Presumahbly, either the meassges enciphered are
t00 brief to allow deciphement, ©r separste Xeys are used for
portions of longer messages.

In fest, vhile a dosper understaniing of eryptology and
oryptanalysis tells us that machine-enciphered messages are in aame
sense thsoreticslly readadble, its shief practical results have been

- 'Wmm*ummmwmwwgm
e - = 29 ja N .
[]

a
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matheasiics)l mass the Madhine eremties ia trenaferming plain texd

aresters ixte ciphere, with escmoxy of ey, "Ommplexity” refere
%0 the %otal expanse of Guchh & Mase.

% provide madhines Wiieh are aew Drectigally wareadehle snd also
% hev that the cuiput of sush machines csnnot be deciphered by
any straightforwerd effort of sny physisally possible magnituds.
In particular, methods of decipbemmsnt vhich depend on the simple
chsastion of All pospidilities can ba, and have now besu, made
physically impossible.

Indged, in the cases oi the most canplex modern machines,
the only analytic source of kuowledge of the coustructlon of a
machine has been encijhered wuen the aschine was misused or mal-
2dJusted. A acsaage enciyjiered improperly, or while the machine
:8 malfunctioning, is collel ¢ vuat measege, and the vord bust is

upel generally in refersrind o ithe miguse or mulfunction of a ¢ipher

meochins or, BoFre gsmerrlly, a 2y5leam.

in the whole COMINT cffort 1s oroaught out later in the report, and
also in Appendix 1.
Returning to the kulgns experilences, it is certainly

truc that the Gemens could hove modified their cammunications 0 TEE 4TS

8 USC 798
.L. 86-36

o O,

rules i such a way a8 to huve rulned ocur explolitution techniques.
The fact remains, however, thot they 4id mot. It 1anateuytonqiu
a change in a major cammunication petwork sven in peace tima, and
it is clesrly much hayder iu war time. The changes they didmc
“(b) (1)
seened to be largely directed towerd the prevention M:' (b) (3)-50 USC 403
b) (3

/ (b)(3)-P.L. 86-36
recovery of the keys, and whille they slowved us down we weren't |

stopped. N3A and its prodecessors have |

10



Hommnwtothemnmt,uml

cipher machines. It is clear that it is dangerous to reason,
by enalogy, that becauac we wvere able to read the Bnignn

machine we must nececsaril, be able to read the undoubtedly

On the other hand, it 1e aiso clear that the resources svail-
ahle to the cryptenalyst sre greater than may appear ot Clrst
sight, and thet if he once cucceeds in breaking into . wasnine
pysten he 1s very likely to be able to fallow it througi subse-

quent developngonts.

SExoept vhen we told an allied govermment what to do.

e T — =T

0 USC 403
8 USC 798

.L.

86-36



mmwwwmuumm_m.‘m”",
mmmuwum“nm“m‘
procedural eonfusion which usially sttends tht Wi&n uf
& nev cipher machine.
There are at lesst| ) km
undar the| l .

t.hmwmwthenostaha.\t-mdtholmtabwt

|-nn be discussed here.

was lost. Reading this traffic may 4o more than regtore the
st=tus quo since it may hondle moterial which would not

rreviously have been entrusted to the airvaves.

11-A
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are nmders of o family of similar devices vhich, uaananer
m.mwwmmun:mwm \

Iamn to be &ome with new cuciphering

deviees which ure cepabie of headling traffic maore erﬁcieut.ly,x\‘
m vapeciall, 12 larger voluae, than 16 po8sible with one-Line
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Additiona)l festures of work on

mnmud:l.n\

mmrumm(hrtﬂ)mdmlomtof-pecmmi

(n/nmmu),uwnuumrauwmgmm

Decipherirg_skills meloped _@1 ltnmu vit.h

repregent. resmu-cc of great va.lue in dcc _ghqr'ing other a;r-t.emc

trafric :epmenua a. demxmt“ated nt.andani of obacuritu

Ageinse wils, claver nt,*m.chs by aw;;ica..iona of 'r.ne deersst knowl—l
e o of lasnage, stal latics, anu g cunning are being made.
These have revealed a.pproaches in weciphernent wnich have 8o far
merked the b«,u..mary zor us uud .c:IZI batweern the deable

and the nr;..;ma.,,,»” Continuation and strengthening of tue asssult ou

he er..fﬁ. in vital]y important to our cryptanalytic

position and intelligmce practices with respect to the ui.ole” wrld.

ite8 secrets. Sucb linmited knowledge is not surprising, nor does

it conatitur.ﬁefﬁan implied criticisa of those who bhave worked on

f"""’It is a trus neasure of the difficulty of the problem,

1k
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Sevever, if ve em
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) (3)-P.L. 86-36

o) (1)
b) (1 , i(b)(3)-50 USC 403
b)(B)—BO Usc 403 * i(b)(3)-18 USC 798
«b)( ) i (b) (3)-P.L. 86-36

With the riee of cryptologic technology, the need for

faforuation ebout our oppouett's aystem is growing, aot

declining.

C

understending botn the machiine and tie exploitation problem its

messaces offer. Oue nucﬁ‘l | ir lucc“sf.ml,;i would

today take us beyond where 1C years of hard vork:Iand
messages have brought us. Ten years ago, of course, such an operse

tion would have been of equal use. As cryptogrsphic techniques

Al BT i
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86-36 T

*!ﬁ“ ‘yuu thn erntommc m contime to improve, m roJ..-

tinvduoturm mmmmmumwnu hnh

Lnrcmtiun nnd Dot be as definitive and co-plm . ;- ot

mcntixcnchim,orq leo-:h

clerk 5{ knov enough about t.ho internal operation of thc -chim

tobeaveryusemlmro.. Onl mybevorththo

dntenmeoluotsn-bcrofntmcptpouuourorcmnbcr

of years, a subsumtia.l sum in dollars, and value

able, but signiﬁcnnt I:l vhich would be still more vﬂ.usble,

are so far non-existent,

4 measure of either the leval or competence of the effort or of
ite value to us, but only of the difficulty of the problem.

Both large and small powers all over the eartn will soon
be able to handle the buly of their wireless telegraphy communica-

tions by enciphering machines. Tnese will eventually provide a

17
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comon Mgh~lovel of commmisstion seeurity, even i svsistises where
tosimalagies rennia vesk. Rovevey, wve may aapest, provided ve eon-
time end, tadesd, deepeniamd {xtemsify cur currest work em
:m,u,m.mmmuz—n,m
mwmm,umummmuma
mmllMMMmmuluscnthap‘rxph-ryofm

zad inte.ntim:.g Work m:|md similar syste:s is Junu-
Sod by the i:zportmt mle it plm in daveloping and ..m.ntn.imna

a “.irhaer and me.ber laval of Ueneml capetence, wvilc: i3 a uacca-

-

ai v 1% thepe po .'1ph¢m I!.rtul e w eintinue to yieid mu.ahle

1the1144}=nce. E(b)(3)_5o usc 403

o) [ B ) =Puli. 86=36 0 USC 130

0 USC 403
.L. 86-36

(1) vork onl |shoals comtinue at @ high pitch in order to _

w»rapare for and to h.--,ili%gte the

hacamaemadationg

(") ¥o stretogic relisncs should bs plm:ed on tho .nq:uctat,#m

of success with

{3) Mcens vhich could edvencc the study of trafric,

noted later in this report, ahould de pursusd vigoroualy.
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/;‘ssanwhat anelopouu te thot posed to the art of 1940
by the construetion of the firsi. ciectronic Dombes in mgland
to cllow the coutinued and sdequate exploitotion of Enigne
traffic dnile it 1o ot clews that the large machines r-quinod
for ﬂ:e|:|probm Vill o aa valusble as ware Aise Donbes
oither in terms of the mcnmt of naterial recd or m tems of the
intelllgence value of me n«ue-‘al, the chpeercc gnined through

then is bound to lead to L:nuom;ult advences in ﬂw cryptanalytic

art, and ahould prove egpeciaily vulua.hlo 1n att.acung the

-50 USC 403
-P.L. 86-36
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\is i head.  Die most hopefld present views are
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86-36

-:d nxture progpects: oonceruing $vo togortent

nnwng dtscuseions bave dealt with past experience

nnwtmmmmwrommmmmg

wmswmuwmmwww
msult h.tuonolutim, mtonlyof

v oi a.u:ceeding mhineo a8 well:
‘ '.xi°pmblm is discussed in more detall in Appendix II,
"L:;o:may“;x.,m 'meorvtic “Frapework {or Crystonalysis,” The snswer

uz-k_).o

except for the stmigi.ttowm'd PIrocedaire of

ﬂmver,mh:veuywnomneruncthodordoinem-,

1n onlor. A first sight 1t aight be thought that the sdvast of
mmhigh-spoedomwutmwummamnmmmm

try. For machines of the
bovever, the soount of calculstion required is still fantastically
impossible, sven vith all inmaginadle allovence for future advences
in oamputer technology.

TOoOP «FrrbheT— o aman



(o) (1)

(b) (3)-50 USC 403

(\E)(B)—P.L. 86-36 fppeadin IT intlufies two senputakions vhish fllustrzets
this sitastisn. In eue it 18 sugpased thet we kaow the gemerel
Pam of & slightly simplified

e i e

However, it
is physically impossible to carry out the ccputations requirod.
Within the ncope of basic nhy-ical laws thers is pot neerly snoush

energy in tue universe to power the camputer, itself impossible,

vhich nicht do them.

I'ihuinam

modest wdertaking, and comic lindtations of aveilable ensrgy no
longer cabhe it irpossible. PFor practical purposes, nowvever, the
proposal ic gtill fartestic. At present power retes fL would still
cost sanething like tvwo tilliam trillion dollare per nessage sorely
tc supply pover for toe hypothetical caputer to do the wvork,

Ticre renains the possibility that, with the use of cam-

putéers, ve may find sone way of sttacking such situations which is

morc expediticus than the metbod of emudsrutioa of ell possibilities.

mhopeuotmutinere-qu hwtmrutwcn
24
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t2is possibility. Stremucus efforts ia this fisld, however, have
m““wmmwﬂm,dmm

t0 Yo some msthematical evidence to support the idea that suech
genoral, expeditious methods may be non-existent. |

1)

3)-50 USC 403
3)-18 USC 798
3)-P.L. 86-36

Tooo

)
)
)
)

It 15 possible that fundencntal research will lead to
subtle new ways of attacking machine-cncrypted naterial. It is
clear, bowaver, that ve are squarely facing the issue as to whether
camnmication concealed by some facility devised by tie uind of man
can necessarily be inveded by the mind of man. Unless stertling

nev advances are made, the anaver may well be pegetive. It seems

25
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et 8 given smomtt of inganuity can be used %0 develap mm en~
srypbicm method that needs & very much lmrger moumnt of ingmaity
%o unravel by cryptsuslysis. The offease semas to have & besic
and oontinuing edge on defense. 7
In the present, vha::mrmztput:frmthcmhiuuot

current camplexity are Judged to be at all exploitehle ccne trc-

human frallities of operatiocn which lead to one or anothpr kind

but the rore i.mport.ant posnibility of cantinuing

to cope successfully with the ,radual advnnce of cryptology in
other insglauces.

It is clexr ‘L,.‘:at,r""u;in nerrowing 6f the fleid of explol-

tat on suould not aam,e t.ue enersy &nd detemi_nstion of the attack

ou norelwaldltdzcmemrmadineuto

exploit sloppy usage whizh alght pemit reading ino tine of war

or emergency. we nuct realize, havwer, that the slightest

tightening of the[

, night deny us sny inmoﬁi.xuor perhaps eventual possibility

-50 USC 403
-P.L. 86-36
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nations, u-quwwmti/mrmhm-ku-.
umwmmumupmw lnh

the case of the dutmnmcmdm
pations, ucmmmmmuythmmmmm
intelligence 1s forcved upom us, |

For the tforecescble fubure tbhere mist be asveloped a

phileoaopny of fyazieats, in whuch e and igoisted romliage
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conclusion thet thore must be a fundsrental change in sttituds H

and objactives in the collection =nd processing of cannicatm
intellirence. In tha past, sn overvhelning emhasis hes becn

Jut on volune md completencss of interceptica. Today, volwe y > i°
of intercept 1z out of proportion to the value of {ts content. ‘.

and thc rect probles 45 to (O~ 1., @l Aatereest s oaseftl smiple

of puch i:uffie,




hmawhlttmtﬁeu:vuln'hhwu, 1t11nooonury

to choose visaly what abould be mborceptad s:netmfrie, for

example, that ooncerning

msy have to be intercepted as mllyand procn:ed as speedi.ly as

possible. However, much other tmffic can at best merely fill in

our plcture of the a.nd its nctivities in & sta.tu-

tical nanner, and there is e limit to the volme of such mster:la.l
vhich vill add materielly to our intelligence pictum

Our interception ahouid be ained at prcvid:mg the 'best
saapling of foreign traffic, vhoce exploit.;t.icn will yleid the

hishest vaiues, rather than at covering all ava.ilublgl '

signaling. What sampling ic best will be discussed later in
this part of this report.

2., The Cost and Efficiency of Collection and Processing.

guch conaidersticns might have little weight if the intere

ception of the huge bulk of 'were easy or chesn.

Bowever, the present interception system is a global operstion

involvingsme:lpeople nseded to man, to service, and to

B (3)-P.L. 86-36
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+OP-SECRET » EipgRm

Js



{from a total of ) in some ,,

statioas, mwum‘mnwummm

the primary expenss of ths comsunications Wcaob.
Clearly, th.bunorm.uwgdmmnuub‘

desirable or feasidle to intercept -ndprocm depends on the
cost and difficulty of interception :nd processing, and the value
of any interception incresses vit.ht.hc spesd and efficiency of
processing. The N8A has long puraued vays to relieve menpover,
to make interception and pmcxeifsing more sutomatic in the field,
and to reduce or eliminate the considersdble duplication or over-
lapping of message cstch,/'/ Howvever, the strong emphasis on
problexs oq:léryptm.mis togsther vith the day-to-day struge
gle with sn overwhelming volume of material have left too little time
and effort for the vitally urgent problem of improving methods of
collecting and processing intelligence.

The recrganization and mechanization of collection and
processing 1s a complicated and, indeed, & highly technical problem.
It is discussed in somevhat more detail in Appendix IXI. It 1s so vital,
hovever, that something more should be said about it here. It in-
volves many sorts of needs and possibilities., Among these are:

Mechanization of Morsse code reception.

Investigation of whethsr or not an operator could use a
broad-band receiver to monitor many frequencies at once.

Isprovement in the quality of interception through improve-
ment in antennas and receivers.

0
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wummmm |

wuumammu
memm.mmmmm
proceasing. ; I} :

mm-m-mmmammm mw-

The possibility of editing and von!.-rcoomium by nnoh.tm
16 the srtomatic meognitimﬂ,cif v huve soen thet the mly |
hope of exploiting the| " ,, /o ”
frirly frequently (-bout oace in 3so hau'a of tranmicuicn)

v‘tnchoccur

Itinposaiblctodutoc‘bmostoralloftheu

by moans nfadevim called o

vhichvﬂlnombetr&oﬂ \

'ﬂnh@orbmceof‘amhadmieecmbemer-

embasized. Itausecoulxlpmvidemcmicklythawrtof

cryptenalytic material. v-xtm in tuc effort to wloit the
In the event that itbeco..oepossibletoxudtqulw
the besis of At could identify potmtinlly readable ma-
terial praptly. macmlmtmuaeoq |

deserves groat anphaais. The pozaibility or|

detection in the overuhelmin(_;ly more dif‘fi(m.lt. problen of

ahmxldbe investigeted.

3 Areans ut Intercg:tion.

&lentleuvckastbecontimmdonthe interception of
linhmduhutmr:wmm rotor machine
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traffic is found. In this fleld it appears that 1nta§c

be global, and include surveillance of all countrias, :

of present political alignments. Apparantly th.l 1§ an accept(ble

present view.

However, it appears that certain countries,'uucn as

and oth.rs do not, for

crie reason or another, get real attention.

The virtual lack of interception by the United Btatel

Trom /@” 13 a cauae for

concern, A powerful receiving ststion in ‘the Texns area should 2

be valuable ﬁf f f Such a ltation

could 2180 Berve as & gite for field trials of antannas and other

equipment.

4, Importance cf Coasolidating Ef ort of

Most of the foregoing uiacussion hal been concerned p*i-

merily with /” It has becn mad. clear, however,

that most COMINT material Loncerning currently comes from

interception and that ve may most

reasonably expect this to remain true in the future.
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mmmm-mmumw
and evaluation eof such signals. FNurther, the oqpip-nt lnd poT
mludhrthilmotlﬁmcpthncwmhhm
mtmumwutiﬁtiummmum
at the same stations as thoss used rormfnimll.vhmm
various radiations nov compete for facilitiel and attention.

The size of the Job now calls for unitlrof effort. We

have seen the magnitude and cost of the”' 1ntarcept

problem discussed earlier. Together uith this ve face a tre-\
mendous volume of valuable[:::::::::]intercept and a Jreat ranép

cf these other radiations. In vies of the urgency -f the need ;

for {nfeormaticn froan

scurces, there can be nc hopest end Informed excuse for a duplie
catlon of collectins er proccossing activities, or for a scattering
of talent mnd effori,

Technically, duplicaticn .r separate operation of inter-
cept sctivities tends to put us in the dengerous vositioca either
of lLiaving ever; existing scrt of intercept equipment acsigned to

each cetegory of intercept, in order to keep current during the

ipevitalle technical changes in frequency and modulaticn of

trecsmission, or of being lefi out in the cold, perhaps a.ty\,»"“yn most
eritical time, following changes because the only azaprwdate equip-

ment 16 used for other and perhaps less well-considered ﬁurpose-.

"UP—‘U‘I
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Rurther, lcputtion of u:tivit&“ into COHIll'l' lndl.IIr,
may lead to miaintm-pretation of oignn.l even vhen t.hcy are inur-
cepted. Those nctive in ELINT a,‘ppurently define n_m as uu'
signal which dou not to their lmovledgo Ccarry voice ox- tm

I:l signnll, and pa.rticularly

might. give little ind.ic.tion of

their voice or textual charscter to one nmot vitally interutodin
COMIRT. |

The growing difficulty of intercept, as morc and nore

traffic is carried by and the groving

variety of uses and subtlety of modulation of redistion, call for
the maximus possitvle coordination of all interception activities 1n

order to achieve tne meximm in both penetration and ut.iliution.i

greatly strengthen COMIRT activities.
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ntng wers of forvign fmtelligwmes, siangle etllestiem
sad prosescing of intercapt is prbebly the mest ecotreversial
mcmmmm'mm. In this
Punal, bhovever, there is gbeolute mogord. Based en She knowledge
of 1957, and ve oould pearvely have resched this oonclusion &t
g-mu-run. ve delieve Wbt all Pprecesging prograns of

Hemu, EINY, sod their relatives should be iutegreted mdarﬂ,(b) ,

the direct ocoutral of the WEA.
The nstural tendency to an Lndnqud;o u:togr-zmn 1.
rather unheppily 1llustrated by & hybril mnn.y ot uu.y rield
|:|pmrmu to be interested in talsmetering signals snd not
in digital tranmission of other infomsation, but in prectice it

has been unsble to distinguish with certsinty one sort of truns-
nission from the other. The ecntinmued handling of KLINT sstsrial
by those uninterested or not highly skilled in COUINT oculd leave
nev and perhsps crucially vital sourcas of informstion untapped.
This extra-S8A icterception, handling, snd snelysis
illustrates the close asscgistiem of COMINT and ELINT in mnothar
eaavizroment. It raises a disturding questien, bhevever--Rovw een
such activities grov up cutside of the KA vhen even the most the
country esn muster for cne emderted attack is not ecough?
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Tooo
DLwe
[ |
o=,

Mmmmwwﬂu, mm
nmmmawmunmmmnmw
umumwmmammzw
ibove all, 1tnwbotnmﬂ.mntofthomimafm
vhole intelligenace m.nlt.y l.t. t-he insccessibility and oapunty
of recent

hongthim:pouiuc snsvess, hovever, coe can be
mmuitcmmbemxdadummummm
wa.leoftim As the cryptanalytic|

UsC 403
s BG=E6
Usc 798

|:|h.-_s diminished, the natursl useasiness of the military
the foeling of & need for overnight varning of a.ir ammenthaa
increased. As the backlog of HSA mtarcept presently spable
oc£‘| } thc mt;emr.l urgency for pr;npt pm—

cessing of intercept has insvitably dim.niuhed. ’By,coutm.st of

coursa, the Alr Force needs wmunlca* ions Lntell.igmce mremisht.

Its pgreetest present need 13 t‘or the fastest possibu.e pmcessin“%

of | |1n an orderly and ta.xt trn.fric shop. .nia
calls for | | Indeed, xan,y
Field has achieved| |of ma.ch intercept once

it macheathm(vhichwtmdwnorweeka) The Atr Force

looksmomandmratothismme anmunemmmmm‘

HBA muat be the natural guarsntor

of keeping curremt on

TOP- SECRET EIDER



h ways vhich vill %o ememined 1“-, uﬁn lll.
wmuw-mwmmmmm

and recondite work of

nw truffic

a =
hmmmwmmpmmcmmmm. It
1is human snd imevitebls, hovever, that beesuse of the exphasis of
the difficult cryptenalytie work of PEOD, a tidy daily run-down

of all lz’:?-fnc hes not alvays come first.
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inberoeyt being prosessed 1n its damets. Meturally, full ocpies
dm:uuncymmmumnmntu’mmw
Mummwmmum
realn of "oognizance” ummmgmxouofmwum
hmmmmtmmpmummm

mmdmmuvwm,i

we hove scen that ve may expect that 1 wil)

be enciphered by wethods increasingly difficult to read. It s
tmcwcmmmmmmmtymai, mluneumeot
anarcency, vital e:cu;hemdmnnlm@t get into the hlmh
ofcryptmalystllasuahlathlntbcbeﬂltthnﬁl. n'.l.lm
more tragic to contexplste the poanihility that some niainbupn-

 tation of ELINY, or even of COMDIT, date, without the

pmnwwmmmmmdm&m _—
camumromamn,mgxtp.mmw-mwmm fo

mrtimsl a_ctim or inaction. “
The ELINT easlysis nma:t.imsnnnluuon-oonaim«i

. correlstion~-synthesis, right up to disseminstion, vhich is ocr-

tainly tbe user's job, should de directly enrolled in the NSA.
Infeed, the need for integrution of ELINT snd COMINT is well i‘
Tecognized and vell practiced at Kelly Field. Comversely, mnm.
emmum«pmmumonmm&mw
a8 vell es sound. mmuummdwnﬁ
spirit as of any real deficiency, for the NSA sppeavently menegss




unmmummn

mummmam-mmmmqm
handle commmicstions htolumu information prcqptly enough
toboortactiulunllultntexicnlut nxrou@outthc
military dcpe.rtl-ntl thm is spreading, llovly but pernsivnly,
a feeling that rlth t.h. thwvarting of {ts cryptlmlytic orfortl
WWth-nmromdmnintoadoubmunbody um
ulzlnourcu go. This impression 1s fulse, unfair, and
terribly dangercus. A sense of urgency lnd umediacy is mt
in the N8A. Other wvays tosttack the quut.ion of speed of pro-
cessing will appear later, but would not a realistic exercin
in which most stringent military tj.ming 1l impoaed be valuablc
to see wvhat the present NSA network could do? |
Consideraticn of such an exorcise is strongly u.rged.
It would require, of course, a closc lia.ison amxong all the |

services. It would be a cogent tut of hovw the total n lla-

tion outputl |could be handled in an

emergency. Even two Years ago, at tho time of the study of thn
Techt!:al Capabilities Panel of t.he ODI Bcience Advisory Ca:nittu
(Meeting the Threat of Burprise Atuck, Pebruary, 1955), our

strong dependence for early n.rning on comzunications mtelliamct

b.-odon|

| The situation is certainly no
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(b) (1)
j (b) (3)-50 USC 403
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(b) (3)-1
Yottery 20w, m.mm&.—nmuu—
mmmmmemw
hility ss based o such repid intslligence w
nmtmrmum:mmmmm

coption as wvell as, oromm,thcirprinryomctmmm

coammunications. Also, | |um vell be murt.od

wunmwmmmmummwmymwm
Such a practice opcntimnignwummuthnth&pmt
processing vhich the Air Force, anong others, Miﬁnblydmmdn
can nmwubettermhimdﬂthmthemmmﬁmy;WQ
activity (such as that at Kelly Field). If the exercise udnot
ahow this, the HSA would have the wrgemt &uty to rvviuitl%pera-
tiona until this wvas 80, for the NSA has resources of tochnica.l

In any cage, the duplication of commmications mte.ui-
gence activity, wvhich seems to be increasing beceuse of ‘ccidanta.l
features of collection and the historie comprumises vhich ledt.o

the ELINT function, should be cerefully scrutinized. While

beve greatly expandied the poesitle infomstion

»



UsC 403
. 86-36
Use 798

eeshant of puah inSavept. numumm

are beoaming incressingly concealsd. Thus, ltuﬂtmwthc
mmuwnwermmw
Jobs are becoming wntenabls. Sigm.li.ntelnmunllnghﬂm.
Recosmendations |

(1) Mschanization of intarcept should be accelsrated m .11 cases
in vhich human judgmnent can be dispensed with, Avaihbl.e

mnpoveralmuldbedivertedtommaccmumdeomplm

interception of new kinds of radiation and routines e.wmected

to yisld the =ost

(2) sbarpening snd mechanization a8 lctinlq

pursued at RSA, should receive additiomal u:pbssis at t.b.

expense of some of the unused volume eollectionnqvbeingai
(3 mmmmummtmmmmumﬁ;aum

COMINT within the NK3A. |
{(4) A pev stsndard of urgency of traffic enginecring, lmludhu

delivery of contente to oconsumers, lhoul.dbcutabulhedm

the E8A

{S) A glodal exercise should be planned and carrisd out to denone
strate the speed mnd completensss of commmications intelligence

ho
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tm.naoz-mummm,)yinnymmsm
WA, of detatled informaticn en all|

ingredients should be included, es vell as| |

Fusion of these remxlt.vit.h concurrent traffic apalysis of

| |supplmnted by whatever fragmentary

cryptanalysis is possible, st the RSA to lead to the highest-
level decisions would be a further valuable exexrcise of
total COMINT cepacity.

From the preceding exercise, as well as from current exe
perience, there should come sn overhsuling of COMINT traus-
miesion systems. Communicetion nets which allov proper fileld

distribution without, logging, or being stopped by, Washington
oparations, should be dgvised.
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Tooo

Dwwe
[

o=,

Wamwwmmmu
mmmmummmuwm&m
mtx-mormmmummmm Hh-:
tbcvolunuofintcrcqttobchmdladmvmuhlun,,thcpd
wzs hard copy, that is, machine-produced chnr.ctm (typcmung,
etc.), in contrast to handwriting. mmmmwm

h\mnbeingcouldruditupidlynndmmuly roa::y because
the volume of material has increased snd 'bccaulc of -.dvmcoa in
mechine processing, the goal must be a tom of rocond wh:l.ch
machines canr read rapidly and -ccurntely Paper upe and mag-
netic tepe on which sither pulses or audio signals m recorded
are possibilities. (Whenever -pochl reading mchine- are econcme
{cully feasidble, undulmtor tlpc 1- alsc & pouihmty.)

The processing pmbln is strikingly ﬂlultratod by the

case of nnttrh.l, because mlt of chat take is

currently merely fed into the super-store of bgcklog. Eevartheless,
this type of signal requires snd to a degree muvu constant
checking to look for evidence of mechine chn.nsu, different

routing practices, and so forth, We have lom that some of the
required immediate identification u:m\m and may soon

be done in the field. In the face of such extensive and Aifficult

k2

TOP SECRET EIDER-



0 USC 403
8 USC 798
.L. 86-36

Mmu-.mmum.nﬂ.-wm
mmamumbymm. |
Ihnhin. procelcing should also be uo.d thrf”

is recorded in suitadle form, as di.c“ll.dfiﬁ Appendix 111.2 ih‘ 1

analysia of
are diminishing in volunme, rvproo-nta nn art vhich mst be k-pt

vigorous for the treatment of m.te:riu.l froa

rcquirc a still dif-

ferent kind of preparation C6r analysis vhich is, in this case,

mostly editing, word recognitian, stat.uticn.l surveys, and the
likxe. PFurther discussion of this is included in the next pert.
2. The Place of Processing in the !IHA.

Processing and analysis are pru:uﬂ

The Panel finds thet research and development at the NSA

has been busiest in comnection with prep.rl.tion of material for the

cryptanalysis of cystan eand in machines for

carrying out same computations required by cryptenalysts. Pre-
sumably, this vas considered to be the ares which would benefit
most from sclentific and enginesering studies., The resesarch and
development activities are, however, clearly identified, not as

cryptanalysis, but as the provision of machines accessory to

k3
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w,ummmammm
Wmmmwmuummwxu
quMormmmamm“

W‘uﬂm‘tmm«nnmmmum

vith ~ér7pt.nnlya1.. | ‘
Of course, it 1is not surprising that thi runction?or

processing and even analysis should msnifest t.h-nulm in tcru
of equipment. Hovever, we assert strongly thst idm and -hstra.c-
tiocns must be more fruitfully cultivated in son. form in a rgsearch
and dsvelopment area. The research and davelopment. aress uust de-
velop their own viev of immediste and future "‘;’])oa!ibilitlel and
neads in the whole field of data procecsing, and also in the rield
of cryptanalysis ftself. In the case of cryptanalyua, a concretc

suggestion will be made later.

3. _The Place and Promise of Computer Devtmt in Crypta.nalysis
and Processing. ; ‘

Computer development 18 onsmﬁm, but it 46 no longer

the way out of Hehawminedthe

question of vhether the development of analytic facilities, mostly

in the form of computers optimized for the

systems, can in itself lead to a sclution of these systems. Ve
Teel quite certain that it cannot.

The strategy of developing both certain special-purpose
machines for comparing and counting in cryptanalysis, and the
drastic speeding up of large general-purpose machines for the

b
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e NealN o

Ay exploitstion ot

Will inevitsbly preas the technoe

logical cspabilities of cu:;mt.en to the utmost. Hhile the nominal

goal of und while

millimicrosecond pulaesha:\reboigm achieved using trensistors, the
anwotWrWts@MMec. The Pensl
ﬁvomthecumtattihﬂomt#emthﬂmmhmmm
thom.rﬁxtmi‘mndiullydi?temt arrsngements of coavens
tionsl elements, perhsps combined gi(ithnudﬂicet, than from the
mere such speeding up. (Inthalaigm,bothunetmor
udmeovillbecmbinodtoreechbéymdthacwmthsof
either alone.) Certain lort-otqpoétll ArTengsnents may coms
mmmzvmm,mwﬁbﬂa-mmmm
in anslytical processing speed--a p.i.nwhichhubmmtly
sought for ysars. i

Eowever, 1tmvlppemboth£pstthom1:nofth
mwmmtyxummw,mmmmh

total it wvould provide is far

h5

TOPRP- SECRET EIDER-




-10 USC 130
~E.Li. 86-36

guters, it believes that seversl special-purpo ,in

of a 100- or 1,000-megacycle machine.

Special-purposs computers ars cttnwv- -wuons L
the cryptanalysts’ desk and mind, Keen mmm lkills uhould

be put on full use of the editing—typo machine Junt dn-

livered, which was d.esigncd at HBA to read certain manua.l lt:rse

codes and follow some 57 possible mstmctions. NSA hls &lrea.ch;

conceived 8 wodification 01’ this machins to reu:rd in

menageable form the tiwme intervals between reference points (axis
crossings) of a sigpal. Since auch intervals contain I‘requency

infornetion, further mod.iricution mi@t yYield a auperbly simple and

ef"octive way of examining vast, quzmtities of In

any case, such high-speed ecuting machines hu about a

20-microsecond cyecle in 1ts coru wemory) seem to be a pz—incipa.).

hope of managing the flow or material that will have to be

1
filtered if f‘rl.gmntl.ry breaks can ‘be made into certain aortl E ;E3;_50 Usc 403
(b) (3)-18 USC 798
tl:ltn.fﬁc. ‘ { )(3)—P.L 86-36

B o3l ol ol o B

Beyond ed.it.ing, however, it would seer that computer
development should turn towvard involvement with the senior cr;.pt-

apalysts' daily vork rather than toward some heroic, generel-

purpose, cmtrllj.zod mechine. While thel

program (vith a machine perhaps 100 times the

hs
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qunyormmgwmnzuma-«wwtoswm
cm-uu.--mxawm-uu.w
logle, e-mmup.nms.ooouumm,unmh)
ummmmmmutw,umummm
bcturmdpwﬁ!tonrdnkingitamlnhlctoemmu
vho wish to do fast but frngmntu'y progreza. In.ddition,

speclal ~purpose ml.cninu, such as t.he| vhich vas oonceivod

for such tm-nhn.ring, deak-nc-lo use, lhould be rapidly mctended,

a8 indead FBA hu drea.iy planned in connaction with an e.cpamion

of thel ype of facility.

kL, The Need for Fundamentai Advnncel 1n thc Cryptanalytic Uae

of gggzuters.

The Panal has conveyed 1ta specific Judgments ubout

the nature and use of nmachines in crypttmlynin because it ‘be-g

lieves that the central hope .f ege“tual advence in

‘requires that the sorhisticated

cryptarelyst learn machine lancusge end prograrming thoroughly
encugh to formilate a sophieticated machine attack cn e code.
This requires the solution of extrezely difficult problena: |
the formilation in clear terwms of cryptapalytiz .ecnniques,

and the adaptation of these technigues to machine larguage or
the develomment of ac interpretive language in vhich they may
be easily expressed--an interpeetive language woich machines
could translate into machine language. These are problems vhose
solution will require much ingenuity and a great deal of time

and effort. Happily, we have seen e modest beglnning of this

TORSECRET—EIDER-
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in the HHA, Nowever, mummu-uummm
prodlems of machine design or ycrror-nco. Scme at RSA have
recognized this, but this recognition 1s yt;\go bave its major
influence on the nature and extemt of what 1 dnm. A careful
swmmary of this problem and its position at EBA ;ppnrl in
Appendix IV. |

The Panel applauds the preperation and use of\'\‘rgriou:

special-purpose machines for rotor simulation, including the

and so forth, It urces that these be extended as promptly as
possible to the examination of made-up problems which can furnish
direct informaticn on the cipher lsvels we may face as electronic
rather than inechanical combinatorial devices become customary.
Recomnfiffiguions

(1) Computer plenning, especially in the R/D stage, should be

rviewed in terms of special programming rather than of
over-all (exhaustion) capacity.

(2) Closest possible connection between a cryptanalyst's formie
lation of sclving a crypt and a general machine language to
expreag this formulation should be attempted in new machine
design.

(3) Computer facilitiea abould be specially plannad for easy use,
as are some desk-access machines nov available at NSA. lore
casual attitude toward their ugse than is so far thought

noreal should be encoursged.
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npum-yurpouwmint—-umrmhchoul& Ebo

neglected because of the prcuiu of the rormer.

V. FORKIGN Inranxq;néx BOURCES SUPPLEMENTARY TO

1, | | Sources.

Pregumebly the infom&ti.o'l contents of m:& u.-cret mea-

sages are actually rerlected m waes of accessible comnuxucatiom.

Despite the nearly perfect concel.lment of

commniw

tions for the past u'verll ya.ru, ,t.he mtelligence comnunit.y hu

pevertheless boen getting meortant indications of

reading as the most we should expect from

| Bince t.he Pmel has emphasized frngmantary

eiphers in the foresee‘ble mtu.re, it may be impo“.ant to look

into t.he technology of the thriftieat coupling c; urhatcver

I:l in.tormtion ther. 15 with the great mass or

of such coupling in ln autocracy like

Indeed, comparatively little is known about the realities
' It may be that e

useful political lq,imco-cconmicl study could be made of the wvay

L9

"ﬁecilionl end sctions are anticipated or reflected




by & mass of dlsseminsted |

such as in

econnected with

dertted from such a comparison would be of vital and 1

usefuiness nov and in the future,

problez of actually sorting through

We should alsc keep in minc that |

' and many routing

activities are regularly deciphered rruml

systems. Presumably similar codes are concermad in %&e U. 8;

anc 1n1

certain of their internal comsumications in § | |

Thorough abatracting of Bl revea.l

intelligence tradicionally sought only in

In all handling of these auxilisry scurces of intelligence there
is supposed to be rigid adherence to the Users COMINT Objectives
List of some 12 items. A4 disturving unreality persists in such

a single list of objectives, which tends to concentrate sttention

%0

~“TOP SECRET —EIDER




tunatomotthclnfox-tun.w&tmfwivuualm-

hnddmﬁuubunorml:muamntdmw

fSupplewentary, adjustable priority dcciuionn prob.b Edo,

surely should, take account of real rathar than ldtal exploitn-

tion. The Panel believes in the meedinto iqportance or an

operstions analysis type of study aimed at bringing the mans

production application of the Objectives Liat into line with

the best content of the

‘acontent

of several hundred thousana

message: per month.

As Appendix IV on progrumming brinns out, | there is

importart prugrese in the NSA

tovnrd machin»s which can rapidlv

exploi]

| It should Le possihle o coa-

vert such messages to

text by uachine and to erploy

speady methods for scanning the large bodL c*® such cpr 1n con-

Junction with the scanaing of

interccption. Tho

scanners novw looking for special words in ought as

soon as possible to be supplenented by word-recosnjtion machines.

A possible design for such devices is discussed in Technical

Adjunct II.

Evidently, the filing aand cross referencing of informa-

tion aftos it is completely read i1c alone & formidable operation.

It too must have improved mechine treatment such as cen neither

51
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nmmmwmmnmu.mywe
mnnmmmmnu(mmwu
«mmm)mmmmum Sorure
thelees, here, m,nn;mnnu.pm, mmm ot
reference asseudly which u a stimulsting, if num, m:plo.
2. Sxpntt 1oty of strictly ourre cperettons from the
:Lm_pammw Such an cbjective will
also clearly favor the mupmmmmnnummtmrér
proper use of the ILINT intercept.

2. Urgeat Current Values of | | | |
mereisl cperetions into 90 pr!mipal dutrictn m tomporarily |
enrich the content of cipher systezs.

It is underntood that, while ruv mmls, nenufecturing, end
merchendizing or d.uu-:nmm miviuee will be controllad
locally, the research and dmlmt functions for industries
will be approved ml:mmen Aopareatly, traffic
concerning Asvelopnent activity has often yleldsd the most eccese

early 7 f
end so forth, Conooivsbly, s important period accamenyins the

ooulﬁnovbo starting. Doubtless, much of the

commuicstions concerning this will be sent via| |
=d perticularly vis the rmpidly streugthening|
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meted caxliay, Web far the mab fo Juses Ve B6Y be Suseptioasd
values 12 move maseive end dotallsd setentien %0 the Wik of

other changes. Sixtlarly, the expending commmicsticus in

|vhile subject to

large fluctustions in both mcceszidility mnd interest, should ba
hendled by such seai-routing rachoniced surveillence mathods. 1 
matitmmthum.lmudmm&dbymcwrde-}
mxnd for occult snd (perhsps unccxnmicsted?) military mrom.ltim
Tue conscientious staff thus becomes cbsessed with ciphers--the
more Aifficult the better, A grow intellectually suited for
¢rytpanalysis must be strengthensd for that task, dut hundreds

or even thousends of others in COMIAT should fwel squal etphesis
on assimilaticon of existing, accessible infomatiom.

It vould be interesting to know vhat tactics the

find moat efTicient in using the grest bulk of militsry and com-
mercisl intelligence that the fros world aopenly communicates and
oftem publishes in pepers end jourmals, What filtering system is
applied, sxy, to the Nev York Times, or Avistiom Week®
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Belaticns of the RBA and other parts of the intslligence
commmity wvith allied nations seexs alresdy of great technical

value snd ahould be discrestly expanded.
We have long linkodl

-50 USC 403
=b, L. 86=86

with much of our activity. As wvas eonﬂncingl; 1@11111 tho

report of| |to Direct.or of l&l,

LUS eooportuon is a tremendous adJunct.

to our own highest skilla.

Our contacts with communicationl 1ntelligence practicel

and techniques 1n other

COuntries like the ch revnrv;ing,

especially in connection with systems,

and snould be cultivated.

VI. KB8A--THE BATIONAL RESQURCE FOR COMMUNICATIORS INTELLIGENCE

1. The Need of a Hew Pattern for the K3A.

The Panel finds that the National 8ecurity Agency has one
of the highest levels of technical efficlency of any Government
office and deserves the ungualified aupport of the military and
civilian complex concerned with our n»nolitical and strategic
policy. This judgment is based partly on a clear and forceful

impression of the competence, intellectual stature, and devotion

1
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asnd offectivencss of the staff, but it also resta om firm
scimmtific bases, inoluding evidence that information om weapons
and logistic cepacity comes more definitely from cosmmications
intelligence and properly related ELINY effects than from any
other source.

As noted in the Preface, the Pansl's recosmendations
about the NOA involve shifts of emphasis and organization which
are related to a viev of its activities sppropriate to the situs-
tion which it faces today and must face tomorrow. It is not
within NBA's province to make these shifts either on its own
initiative, or on the recommendation of any advisory group. Only
clear leadership and guidance from the sources of its most basic
policles can create 2 situation wvhere these shifts will not only
be possible, but administratively obvious.

Given such "gulidance from on high,” a most fundamental
change in outlook can, and should, be accomplighed. Central to
the NSA a5 8 researching, developing, producing, continuing or-
ganization is the 1deal image of vhat the N8A should be, not only
ir the eyes of its adminietrators, but as seen by all of its in-
formed personnel, especially the many thousands of informed membars
of its Washington staff. Buch an image can deav NSA ahesd, hold
it back, or even destroy it.

Thousands of XSA employees are most devoted and intel-
ligent public servants, skilled in technology or administration.
They are largely denied the satisfaction of public recognitiom of

5
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(b) (3)-50 USC 403
b) (3)-P.L. 86-36

the satisfastion of being knows to bs wrking om an ilpurtlnt problem
for the ypublis good, as would e the ocass Af they 'agyid et Los
Alamog or Reme-Wooldridge. M,Mh:nmﬁt,ndm-
tinue to seek, the best sveilable substitute. wmu
amhrormomiummdmvﬂ,tbqhsnww
ummmuammnumm
wvar tioe eccoxplisiments < a tiny group of inspired ané exzinent
eryptanalysts. The supply to our military and diplan-tiy heads
ofthehmarmntJofomrpovex-lMlnrunsmicomneh
connot be overestimated, one that cammot, and should notﬁicvar
be forgotten, i
However, cver the past decade, notvithstaunding t%o cone
stantly incressing skills of our cryptanalysts, our accoa.}to the
I |

Raturelly, the adbition to regain this access and the search for

vay to do 8o, in order to continus to deserve the confidence vhich
they have won, &till constitutes a driving force for the K3A,
vhich accounts for many curious features of its organization and
operution.

Today, the largsr part of the prime intellect and leader
ahip of NGA 18 concentrated in the ADVA section of PROD., (This, of
cowrse, is the part of PHUD wvhich is least concerned with
“production.”) Yet the enterprise and coursge so strongly dis-
played here are despsrately needed in other parts of the Agency's
operutiaon.
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n»—m»u—d—am"hm,
constantly grester hesps of material Mchudoln or 20 erypt-
analysts, experienced and capable of t@tiéiing such material, cannot
even lift, let alone survey. /

Conversely, the most/pféoling problem of the Agency, the
great organizational and eggi;eering challenge of exploiting
quickly, wisely, erric;gﬁiiy, and as fully as possidle, all of

which ere cur.ently actually or potentially

useful, has come as & necessary but not welcomed diversion to the
most akillful and original intellectusl leaders in the Agency.
N8BA has most characteristically, under both its military and
civilian leadership, werked manfully despite this condition of
split personality, but its full potentialities in contributing
to the national security cannct be reslized without a recorienta-
tion in the thinking and atiitudes of its leading spirits, a
reoriestation on which eorresponding reorganizations of structure
and function could be profitably based.

2. Broad Problems of NS8A's Research and Development Activity.

The researcl: snd developmwent organization Las, wisely,
been encouraged tc take a leading part, in cooperation with the
other parts of K3A, in planning exd supporting RSA progress. Top
administraetors in the Department of Defense and the EBA have given
most thoughtful snd devcted attention to the support and growth of

the R/D organization. The evidence and the record make it clear
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how thoroughly [isutsnant Gemerel Malph J. Cenine sew and wnder-
stood the desp meed, in a eentral commmnications intellignoe ore
genization, for a vigorous research and development organiszstion.
Great strides wvere taken during his term as Director, but, as
General Canine potnted out in his testimony before this Panel,
the job is far from complete.

The nedd for adegquats contacts with extremely competent
outside scientists and engineers wvas clearly recognited at an early
date, and the official position of such consultants vas strengtheneda
by the setting up, in 1953, of a Scilentific Advisory Board composed
of emincat sacademic, government and industrial scientists, and
assisteld by panels of consultants in mathematics, electronics,
and telecommunications. By and large, however, the members of
this Board continued to operste sas individual consultants. Besides
the Robertson Report of 1953 on COMINT as a source of early wvarm-
ing, the only example of & ¢collective study of a broad area of
MAA activity would appear to be the 31 May 1957 report of the
8cientific Advisory Board's Mathematics Panel on the use of
mathematics end mathematicians throughout the Agency. We hope
that the clarification snd readjustment of NBA goals, recommended
in our report, vill be accompanied by a ltmgthening of the
Scie-3ific Advigory Board as & source of vorking groups concerned

wvith the technical aspects of many more broed prodblems within the
Agency.
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ihile the top administrators and the Scientific Advisory
Board eontinued to emphasize the central role of ressarch and de-
velopment {n NSA affuirs, the necessary persons, exparience, ideas,
and insight could not be crested overnight. In partially adspting
itself to nev times anc nev problems, the N3A faced obvious
problems of development. It was natural, and we believe wise, to
press first and hardest on development. However, Genersl Canine,
himself, has expressed to '8 his belief that research has lagged,
and that this should be corrected.

A(b) (1)

In part because of a sequence of fateful events, partly ' (1) 3)-50 usc 403
3i‘(b)(?:)—P.L. 86-36

triggered by the emergency conditions of the

aggravated by many changes in to: personnel, the 1ntention/;ﬁﬁt thcg
research and develcpoeat organization should play a cengrﬁi role

1s 5till far fror realization. Wuile there is contigu’i/ng end, 1n
many respects, effective build-up of the R/D progpéé, tne R{D
organization seems never to have assumed the qgé;ssary leadership
in fo: ddng a patternc fou the stealdy renevn;/éf RSA.

We should emphrsize that thisﬁh;s not been because of
leck of over-all support in elther fuﬁ&a or people. While further
expansion is currently sought, thg/éontinuing growth of the R/D ‘
operating budget e
in 1957), together with thg*ﬁresant size of the organization

’ihovs that administrative support of the

R/D complex has not been absent.
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ihat has been absent has deen & recognitiocn of BSA's
role in & nev ers and, specifically, a recognition that research
a8 contrusted with bdoth production and development, is aa ssseutid,
central function of NB8A; a function vhich must De carried cut well
if NSA is to do its best against the mounting challenges it faces.
In less vivid terms, the #ifficulty has centered in the intermal
aizs and emphasis of the R/D organization. There have been pres-
sing diversions from the path of forward-locking leadership. In
particular, as explasined sbove, it has been quite natursl for the
mathematical research group to turn toward PROD problems, instead
of systematically attacking certain basic problems of cryptanalysis,®
and for other research and development groups to turn toward the re-
cent exaggsrated emphasis on machine design. Accordingly, there
has been little chance for any substantial part of the whole R/D
organization to think and act together toward integrated progress
of the NBA.

Because of this situation, the Panel recommsnds rether
drastic proposals for strengthening this part of the COMINT effort.
These are drastic in that they call for unusual organizationsl
action, but they continue the orderly growth of the past insofar

as aims and techniques are concerned. They are in line with the

¥ These are reviewved in Technical Adjunct III, Estimcate of
Technical 8ituation in Cryptanalysis.
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need for streagthening research vhish has beem slear to kay ed-
xinistrstors in RSA, as evidenced by such fur mere drastie
proposals as PARALLEL.

3 W&m@d%ﬁud%mty!:

As a background for the proposed changes, ve need to dis-
cuss further exsmples of present B/D work. Part IV has already
treated activity in machine design and performance, as it arcvss
in connection with processing and analysis, although attention
wvas pot there drawn to the unfortunate division of machine de-
velopment activities between MPRO (in PROD) and such R/D con-
stituents as AREQ, MODL, and ERGR.

The basic science groups in R/D deal principally with
physics and mathematics. Physics is supporting, wvith justifisble
pride;, a number of important scademic researches. Those devoted
to the upper atmosphere, with their implications for propagation
of signals, antenna performance, and related basic factors in
interception, seem appropriate., Buch suitability is alsoc apparemt
in certain progrsms on theoretical physics, such as the N.Y.U.
work on Mexwell's equations, although the quality and orteéntation
of such studies might be improved. The wvork in ths field of
solid-state physics 1s discussed briefly in Technical Adjunct IV.

Engineering research activity in R/D 1llustrated how
alert observation of vhat can be learned from external sources
can be of the greatest value, The preoccupation of one group

with certain components for high-speed machines, especially with
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0 USC 403
8 USC 798
wilue.  80-36

those usable in electronic roter stmilstiom, hdtwn&utﬁ%

the E3A. This u.:»n:mmwmmu&mmu-
classified activitiss that should be firmly snd stesdily w
Yar instance, eleatronic rotor simulstion imvalving -mw
pulse rates snd megacycle stepping retes can and should muwt
strongly vith modern camunications developments for pulse moutim
and handling. Further, such techniques could inspire systems for ,

<b><1>
COMSEC which would protect our position for years to case and at u -50 USC 403

) P.L. 86-36

szme time give us poasible insight into t.ha most ﬁ:mtcnmg n-chme

advances by foreign powers.

The canputer progras affords an important :ll\u-

tration of how the program of this part of R/D should be revised,
once the revised objectives for the NGA are put in force. The goal

of the 1,000-megacycle repetition rate can no longer be regarded u

a near magic solution to the problem of bresking

ciphers. Thus, a back-breeking effort to achieve a& camputer of this
capacity is unwvarranted. On the other hand, a shrewd, well-engineered
advance toward this goal should be of tremendous over-all importance
to COMOINT's general capability in the years to came. From this dbroed
view, however, the effort should be to establish a new level of com-
puter deaign, such as recent canceptions of microweve logic appear to
offer, rather than t0 rush a computer to completion by en extraveagant
expenditure of both momey and of our technical resources.
In contrast to some of the research discussed above, some

of the mathematical wvork (and some closely related work) 4in R/D is




-50 USC 403
=Puli 86536

clearly pointed toward the best interwsts of E3A. The m u
interpretation of the interests end sctivities of this ww a-u-
cates good insight into the basie needs of] |-
mummm-mm,hmnu-mmmtupmm
& nev emphasis st NAA. In their four divisions, of mwu,

cryptanalytic, statistics, and methods research, m'- mthmticim
have begun a systamatic formuletion of cryphnaly'is that enccmpa.llel
many of the improvements advocated in our ducuuion of proceuing
and analysis in Part IV. ' i

The statistical division's achievangﬁt of a prograsa tor

0 UsC 403
8 UsCc 798
L. 86-36

"Ul—‘U'I

13 a bea.utiﬁ:l single

exmple of vhat must be repeated many times in me f‘uture Thil
vwas the sort of capitalization of lea.mina about the ﬁmdmentals

of sophisticated mechines ret'erred to in earllier pzu'ta l'urther,

bymemsofthispmgramactuallyhas

found intense epplicatiom during the|:|1n reeding messages

wvhich were inacceasible to earlier techniques. PFPurther significant

progress has been mede in snother connection with ﬂ:4

in vhich programming techniques exhibiting some of the buman judg-
ments of the crafty snalyst are attained. This work seems to have,

in KSA opinion, something of the position of harmless but not

#The Panel sgrees generally with the recent report of the Msthematics
Panel of the NSA Sclentific Advisory 3oard {31 May 1957) om the
need for and progress toward "a unified science of methematical

cryptology."
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(3)-50 USC 403
(S #Bwlew 8656

Lirst-order activity, but, to this Penel, it sppesrs t#’h- closer
4han enything else to the sort of besic work which tyﬁxrtnnl bel Leves
%0 hold the best hope for progress in ea-uunzo.xtangf1nt-1113-nco.

A. Needsd Changes in the Basic Begmentation of the NSL

The next logical development, cnce the cemtral role of
research for EBA is recognized, is to a-ccent:unteand strengthen
resesarch. That this will require the bringing together of the best
research abilities of the KSA {s obviocus. ‘Dut this vill require
a separation of research from development unot quite as obvious,
but the Panel's studies have indicated thigfto be equally nscessary;
in fact, the Pencl has become thoroughly convimed thet this separation
wvill have to be orgenizationally deeper than the Pangl believes likely
to be possilble without special action. "D:le basic subdivision of com-
munications (end, as elsevhere recamended, elctronics) intelligence
activities should thus be into productim, development, and research.
A1l three of these flelds of tctiviﬁs' should be recogaised es of
erucisl importence to KSA's ccmtinuing functions of supplying critical
intell igence.

The Institute for Camﬁinicutions Intelligence Research. The

centrai proposal directed tov&rd sharpening end accelerating the N84

assault on ‘is the establishment of an external-~

internal organization for research (a cover name should perhspe be
used). This organization, like the AFC's Los Alamos Laboretory, or
the DOD's Wempons Bystem Evaluation Group, would be operated under

external contract in close association with a1l the rest of the E3A.

6k



Such s crgmisation would &iffer fram that propossd in
PARAILEL, in thet, like Los Alamoe axi WENKI, i%s perscmnal would
dsal with the substance as well as the abstractioms of REA. This

substance would mainly consist in dealing with the most difficult
eiphers, though but not beyond the point that they were broken or
reascnebly penetrated. The branch would bs composed primarily of
the mathematical and basic research parts of R/D snd the bulk of
ADVA from PROD. Its leedership and staff would have professional

and economic levels fully comparable to the best scientific activi-
ties anyvhere in the nation. This has indeed quite generally been
maintained at Los Alemos, despite the high secrecy necesgary there.
It 1s believed that the growing activity in the country in the
coxmunications fleid generally, and in camputers end data handling,
in particular, will provide an incresaingly satisfactory interaction
for the professional expression of many members of such an KS8A branch,
even though most o' its work is highly classified. That is, there
will still be a chance for scientific exchange with, and invigoration
from, rapidly groving caollateral activities. This could, and should
€0 considerably beyond even the praisewvorthy but relatively com-
streined SCAKP cffort.

This proposal would overcane the somevhat confused objectives
vhich nov exist in the EBA structure es a result of the sincere and
diligent efforts of its leaders to adspt it to the bewvildering
rapidity of change in demands and pressures vhich it has felt almost
weekly in the tense and speedy atmosphere of foreign affairs since

Korea.
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By this yrqposa), the Wels remaining structure of R2A
vould be resiied for & uwnified and precise sdjustasnt to the needs
sl oppoxtunities of the day-to«dsy commmicstions intelligence
struggle. Yurther adjustments may be oonsidered in ordar of their
separation from the Institute for Commmications Intelligsnce Ree
search proposed sdove.

Development of CQUONT jpparstus epd Systens. The offices
of the R/D orgsnization not included in the new Institute, end cer-

tain sections of the four PROD aupport offices involving desvelopment
progracc, especinlly s considerable pert of the existing activities
of MPRO, should form the develommert organizetion of BSA. This
cremalilzatlon would have the highest culling to transform knowledge
e 0 mopuratus decligns into practical end usadble form. Presunably,
tuis orpaniratian would scyve both COMIIFE end COMITC, It would
provide the best fucilities for encryption, decryption, processing,
an’ interception that can ve ettained. Above all, this orgenizstion
woald hare a chance to evaluste end to select objectively fram the
very best from the vast corplex of mathansmtics, physicsal ascience,
clectrical and mechanical engineering, and systems rescarch that

ig dAaily sccumileting in commmicgtions and data-handling fislds.
This seloction and exploitstion cmnnot be done while the dgvelop-
ment effort is dispersed and presomitted, partly by fusion with

the basic resedarch progrem snd, even woree, by fusion with coperating

divisions, such as PROD and the COMJEC production area.
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demmmmmmn. uwu
hmmmomnmm and exhibised u'nriml
wuwmm.wwmmmmdm
appropriata areas vhich can give the best intelligence mxa. |
Critical in this, the majar, partofPHDhmoot.lytbemedto
spply the highest efficlency of modern systems engineermg 'mil
does not imply deficiencies 4in the current admi.n:.stratim,; but “ 
rather a basic reorientation of the motives for PROD, t,aking into

sccount the patterns dlscussed in the beginning of this purt and

elsevhere in the report. Throughout the persoanel of saae

menbers, including both civilians and military, spanning t.he widest
imaginahle ran.e of (—ainiug end instincts, there must be implented
e uniform corwviction of urgency and currency--& certainty that they
arc dealing with the possiule and the inmediate. Thie sounds naive

when we know that under any conceiveble circunstunces ularga part

of the actual work of FXOD offices, such as COLL, end pertape

ALLO, are inevitably to build up backloge. TKeverthaless, the attitude
can Le that even & backloy should be built quickly and, as far es
hendling of raw intercept goes, the more backlog the more merit!
This, of course, would be backwards froz the present system, in
which the final reading of the bhardest, and hence most belated,
code ig the essential gauge of merit in PROD.

PROD is, after sll, the shadow of the military intelligence
groups collected together for ths FSA. System rather than content
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untu:-u.nqt.h.critarum1'!::&:11.&1»‘\0th-omﬂ.l-:”i tho

diverse nilitary consumers. Mrtmitimmmhth:tﬂm
mwt,mmm,aﬁmmumxmm )
Mmcepmtimthqﬂnhmnkmwmtpma
nthmymmtoftecmzcdmeumaeinl

2. Folation of N3A to Progrems of Other Agencies :
etemu@huhmmmtmthaﬂmuthatwcm

really sypport, at least in breimpower, only one HSA. I.O-Je:ve:;,a%

tho conscientiocus centrelization of commmications “ :
reflly also resas, aund dassnds, refinsd coonunxtion wiu otaer

irtelligence ageucies, particularly CIA snd FBI. F.s.r_icr dis-  : ‘

cussiwas accaunced the reusrkshle values that u.ct..ur.lz.a

r=lgisd to COMIUT now easune, with single machine pattenus .,uding
accese to lnmdreds of thoasands of essagses. |
The Panel balieves that technical advauces mmuld .._t*a..t
nore &nd more collaborution between 1ISs,. and CIA. Detailed L unmnb

of a-ent operations is, of course, not an amn for wsul pu.r'twipa:tion

or copnizance. But ths tecknical techniqueas ofl mtert

ception, such as| |

|can be irproved throu(,h
close tecinical collaboration betwveen representatives of COMINT, |

CORNBeC, and various branches of the CIA.




-50 USC 403

)-P.L.

86-36

Juigaents of the Pansl ooncerning scisntific aids for

aotivity are svatlahle separately from this repors. Bowever,

" in specifis spplications to commmications intelligence, such es

oboervatimn of code bocka through safe unlocking, ve balieve the
FEI cupadilities sre excellent. Pull mpport of them, with better
extamim af the FEI scientific work to other parts of the intelli-

gence ccmmmity then pov exists, is imperative.

‘Bowtere in the U. 8. intelligence commmity is there even

a small) group cancernsd with a contimuing intell igence study of

fm-eisn cryptélogy and commnicaticas security procedures. In such
a rield a8 bialogica.. varfare, for example, groups actively study
current. dzvelo;mnta and endeavor to predict future weapons and
d.angeu. But in cryptology and cormnications security, a field
vhose grea'ber mportance is budgetarily clear, we do nothing

explicit to obtain a basia tor preparing for the future. This gap

in U. S. intglligence activities may well have

occurred because the bmmauybetueen NSA and CIA wes hazy in this
area. The Panel hes no recr.mnendntion as to vhere this work
should be carried out, so long es ‘A‘i\«,;\la.ism with both organizations
is intimgte. The Panel does feel at;rmcly that this sort of work
should be undertaken samevhere.

6. Erailppower et RSA

Over and over, the Pansl hos aascrted that vhatever

strengthening the naticn can hope to gein n-m|
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umdmmushmumm nm
anvm;mmmmww“m,
Mlumumhthmm-uthmm-
well ss appreaisted! m.m.ummm.
hhwtlhmwu,wtmhdmdhutmm
mcmitlnamtmhthooonmt. imuof.bemnberod' " good
professionals” 1s :aidtohueboentripled already (to a total of

about |cxpocted to become tap-level crypta.m.lynh, of AINA

stature), there are still only cxpericnced enough to effectively
,,,,,,,,,,,,,,,,,,,,, ey (1)

! o 7 (1) (3)-50 USC 403
advance the work. (b) (3)-P.L. 86-36

For ressone related to the Panel's profound couvictim

that unadbated assanlt on m-aterial is

requisite for our nationel position in cryptanslysis, reenforcement
of this select mour is urgent. Of courss, that 4s the intentiom
aof the cantinuing recruiting program but the timing is such that
we hope there is currently e positive teat of vhether new generationa
of cryptenelysts will be evalved camparshle to the present remerk-
gble dorzen.
All the techniques used in acasdemic and industrial research
to develop youngsters into outstanding research men, including a
proper use of the apprenticeship relastion, should be applied by EBA
in the cryptanalytic field, as well as in other research areas.
Studies at the NEA about the "psychology of cryptanalysts”
may ultimately help to identify them smong the population st largs.
But we lock for immediate assufdnce that through calemitiss of

¢
T
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{llness, etc., the tiny, critical oore of existing skills does not
vanish. Bven the cammmications ixtelligmnoe capacities we thimk
wa have could then venish too. (Bame of us bave talked to Penov,
head of the "Information Institute” in Moscow; his enrcllment secms

to be rising fast.)

Bpcpmendetions
(1) Research should be recognized, slcngside dsvelopment and

(2)

(3)

(&)

production, as a prime activity of R8A. This recognitiom
should be implemented by an organizational separation betwern
regearch and development.

The research organication should unite the besic resesxch
nov in R/D and the most pubtle cryptanalytic work, now in
the ADVA office of PROD.

The nathemetical part of the research organization should
seek pranptly to develop 2 basic mathematical foundation

of cryptology Nany valueble steps toward such an echieve-
ment have been pointed out in the 31 May 1957 Repart of

the Mathemstics Panel of the NSABAB.

The research organization should be set up as a cantract-
managed research agency on the general pattern of Los Alamos
ar the Wespons Systems BEvaluation Group. Like these
institutions, the research organization should not confine
iteelf to mbstractions, but should be closely related

to HSA's basic probdlems, differing in this from such

T
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(6)
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(&)

¥ (o)
(b) (3)-50 USC 403
b)(3)-P.L. 86-36

The leadarship and staff of this resaarch organizstion
should, mareover, be on an econamic end operational besis
equivalent t0 the best industrial and acedemic institutions.
The develqmment responsibilities of the NSA should also

be cansalidated. In particular, these will invclve the
development of both analytic and processing machines,

new cryptogruphic systens, end new systems of dats
hendling. Components fraa R/D, fran COMSEC, and fram
certain sections of PROD, such as MPRO, will certainly

be involved.

The revised Production organizetion chould estaoblish
expadited systeme of inter:ept procecsing and enmlysie

g0 that its gonuge of performance 18 currency of reporting
rather than a mixture of this with depth of reading, es

is the present practice.

By systems enginecering techni-.es, PROD ahould create
procedures whereby intcrcept snalysis is continuously
provided for military surveillunce, even if the informetion
provided is limited to treffic counts aor even to state-
nents of the existence of foreign linka. This mesns that

repid systenatic criteris for assizning intercept to



(9)

(10)

(1)

(o) (1)
(b) (3)-50 USC 403
(b) (3)-P.L. 86-36

Jrobaile tmeeforereaiing label for various classes of
iproved, becauss cryptenslytic valuss ot
ars 50 grous.

”A snall croup ooncernsd polely with intelligence sbout

eryptology and eaxxomicgticus cecurity prauctices should
be cstanlighed within the U. 5. intelliponce camrmity.
cepecial attonticn must be cont'meally given to the
sacruitceut of potential top cryptensiyats, and to their
des clomment ofter enbry inte K32, az by epprenticaghip

tacaigues.
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that is working tmperfectly, eiﬂmrbecumotﬁqohnnictl faflure
or from operster error. Bometimes, for exaple, !ulnnticll copy 1.

inﬁmcopyori.n

the circunstances of its tranemission. Great ctfn't 1s being madn;’f

,ﬁr

| |ransnu hi@ as 20 per cent, tmt. ”

At present, estimates of

a nore reasonahle figure would be about 3 per cent. Mt u,

we did find a salution to the use of

we ghould have access toa.tmoot3perceutafthatrntfm, and
we should have no cholce as to which 3p¢rcmtt.bh vouldbo.
It vould be, however, clearly & falulous !P'P fonard

It is sad but trus that, thou o date heve

glven us a falr sncunt of knouladgna‘bo;t the

have | |*indood, there 1s absalutely no

'
)
T

!
0 USC 403

8 USC 798
L. 86-36
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8 USC 798 [ -
o T

more likely to underge small Wt orippling

86-36

vill-ako fowar mistakes and hence the fre-

Quency of|

(1) The size and cspecity of our camputers is
increasing enormously, snd with them our
| ability to hanfle such problems.
x‘\.«,‘(a) Our store of copy is also steadily increasing.
"‘(,3) In the fow historically comparable cases the

: The intense study st the HZA and by outside study groups
(m)humtmly-hmmligndwmyorwm.
Mn&wnwuonmummwmw

as the anes, tut 1t also suggests that such a vulnerability
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om secresy Iystems e very similar to Wweirs. @ne 15 lod %0 o~
sider exbanstion Sechnigms, wiich are exheustiag ot o
aysten being sclved but slso %0 the mmalysts. This matter is

sed in detail in Appendix II, "Iaformation 1
-(b){l)

of Cryptanalysis.” Although fa | the mber o) ()50 vec o

# i) (3)-P.1. 86-36

dmthuwboutdmmm)xﬁnwy nﬂu'tha.lm it

hmtdocmtmmtimmluﬂm-oﬂ

ﬂubamdsotfusibﬂiﬁ,mﬁﬂnthcmemunt«ob‘

mﬂnhlavithinﬂumtﬁnnm &urtcuﬁbothcnading

of | J\mm:vm Yy-pass mmpmofmmtmn

must cone, I1f they can came at -J_l, by ﬁmd.nant-l reuarch m}.
eryptography and in machine crypta.qu':h, ‘ar ml:lmfumntim

abcut ciphar machines.

prognosis; 1tha.nutahlhhod ru:t Mfroqmcydtrvooco
I:I 1s nlouly dccreuing We may hape that. mtmutio
technigquss will lud to -ut:anati.c recognition of m:ljthn.t

mmwumtmmmwm|

milnhlotous, butthm.omtobclitﬂnmtoumo

thntthhvﬂlmtholmgnmincmuoﬂuwmntaat'hn:h

I:lbeccno mnablc.

Itnhmldnaturﬂ_lybo-phuu.dtbctmnldmm

in lctivitil! """ (C Vg, the| “Mh W EE; Eé;—5o UsSC 403

(b)(3)-P.L. 86-36

a uf all kinds, (noluding outright trensmission of {b) (3)-18 USC 798
1-3
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slesr text. Assoolasion of |

the tayartmoe of
bcmﬂhmodmﬁu“uuwunhun

state of resscnable alertness for| - hhm.nﬁun‘hﬂo

wmw-mmmamtum. Ithyrob.hlo
htmmwmmm,mm.mwrmm.
Mdmhu,hutﬁmdﬂiamccmﬂcmvﬂhmm

Itlhalldbokcptinmimdﬂnt,munolutmdom
came from situations, thhwuldnotmultnaprauptﬂooa
of clear text. hchlalutimmldprobchlym.conlidnrahlctim,
and,inmycm,mmmyotsqlutwmﬂ:gxmbemu
is 1ikely to be small. -/ - |

The main value of| yeaterday and ! today 1s likely to

betbeirminvnluntwm meyhucnervod,nndnwemct
thmwomtimuwum,uwcmm:mmtlnrmtimahout
m-mmmmmmam.mcmwm
systems. The Mmtimthayhcnpmodhu notboenﬁnplicam,
eitlwrua\mnlc,orinmmtmm b:'ﬂl)'oﬂmr-ou.rce They
mthemmtooddcmunﬂy-u. Ouatetfmﬁtomopual:
mmmmwyumdam-nm,mm
valuahle.

Ia sumsary, there is justifiahle but faint hope, snd anly
saall mmm, that] | as presently recognized and handled,
villprohcerudnhhtcxttra wpy. Tha present frequency
Cmymm,mnmhwwm,w




&oiag erisos or in dime of var. Tw hupe ws Rave of oo effwidvely
mloith;I:Lm“danﬂdmmd

l-chin-l(omputtrl) for their recogaition emi malysis.
mwmwmmmmdwnm infureation

wm,mmummtmmhrmdown,m

vill remain, very ilportmt,
b) (1)
( ) (3)-50 USC 403
{

b
b){(3)-B.L. B6-36
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Bescent years heve ssem conxidersbla progress, particularly
oo the mmthaastical side, in our basic wndarwtanding of sfyphemalysis.
This wderstanding can coovenisutly be summarired interne of the
oconoepts of nodern infomation theory, though most of the advances
ectuslly took place vall before the formulation of the theory.t
The problen of cryptanalysis nay be formulated in information
theoretic tems by the simple cbservation that t0 decipher e mes-
saze ve peed infomstlion on the type of enciphering aystem snd the
particulmr kay used. Buch information must, in most prectical
caoccg, be recovered from the intercepted messegs itself.

In termns of information theory, however, the qumrtity of
infomation in & message 1s relatsd to the 8 priori ststistical
structure of the enserble of massagns of vhisch this messags is but
ane representative. It is only by the relstion of the message to
pOne conveivable ensenmbls thet ve oan lsayn about the system frmm
s encrypted message. At one extrame of such structure we heve
purely rendoa seQuences of charectars akxin to rendom poise in
elactrical comymication. Any msssage encodsd by meens of camplstaly-
ranionl y=produced one-timse kay hae such a campletely rendom structure.
At ths other extreme ve have, in messagee produdced by certain aimple
schenss af enaiphering, stetisticel departures from rwndamess in

T ¥. E. Eamnon, "Cammlcstion Tasary of Becrecy Bystezs,” Bell
8ysten Toomical Journal, Vol 28, pp 656-T15, Octcber 1949
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such simples charactaristics as freguensies of oertala imdividuxl
sharecters or of certain pairs or triples of comsssxtive sharecters.
Any statistical structure of the enciphered taxt, such as & pre-
dmminance of oo letter, of esrtain pairs or triples of ocmsecutive
characters, too frequant repeats of the sme character a$ certain
critical distances, etc., represents a reduction of actual informe-
tion conteot from the limit of s randam seguence.

If a language had no statistical structure, sero redundancy
as the infommation theorists would put it, there would be no possi-
vility of decrypting an encoded message. In other words, the informa-
tion content aof the intercepted signal would be all used up by lack
of knowledge about the mesaage itself. There would be nothing left
gver to help the cryptanalyst to deatermine the key. Any possible
key he chose wvould lead to a plausihle message, and there would be
no wvay of distinguighing ane such from another.

Formal information theory does not usually concern itself
vith the actual meaning of the messagas. Thus "roses are red” and
"please send reinforcements,” which are both good English, would be
equally admissibls for meny purpcoses. In principle, however, the
a priori stetistics of the actual messages are also irportant, end
the frct that & pessage sent over a military commmication 1link
ncrmally has to do with a military situstion cannot be ignored.
The power of cribbing in cryptanalysis dspends on this. It repre-
sents the introduction of message statistics in a particularly

strategic wvay.

II-2
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Infermation rebe, redundancy, sd thelr mm, fofarmation
eapacity sre usually dsscribed as 80 meny Pits per sharacter (per
second, ete.). One bit represents & single binary (yes-er-no, sero-
ar-aoe) choics. Ten bits represent tem such binary choics, or the
sgutvalent choice of one out of & thousand alternatives (precisely
1 in 102%).

Ths redundancy of English has been calculated in various
e by Cleuds Shannon. The limiting infarmation content of messages
in written English text is about 5 bdits per character {since the
muber of possible characters is sbout equal to 27). If we consider
only elementary statisticsc, such as individusl letter frequencies,
the redundsncy is small, of the order perhaps of & bit per character,
but it grovs steadily as the complexity of the logical structure
considered incresses. E&hannon has found,2 by indirect meens in-
valving the use of human subjects to guess the coantimustion of a
message,; that in long English messages the redundancy reaches an
asyzptotic value of at least 3 or 4 bits per charactsr, so that the
actual content of pewv information appears to be around 1 bit per
character. This ahows that there is a great deal of statistical
structure in English toxt (end similerly in other text). However,
this structure is not ecasily descridbed, particularly since we don't
knov Just how a hunan gubject is sbie to use the totality of his
past experience in extrapolating such messages.

S e D EME m En W MER e e e CND GER Ger G i Em Ay e e GNP G R S D aUE N WD AED  En wEe oA S WA A

2 ¢. X. Shamon, "Prediction and Entrapy of Printed English,”
Bell System Technical Journal 30, 50-64 (1951)
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Ia eny eryphelogionl aysten we is made of & certain
snount of koY in sasiphering a message. In cme-tise enciphewment
e charester of rendomly produced key is wsed in emciphering eadch
charecter of the messege te be trwasmitted. Ome-time kay systess
are thecretically and practicslly unbreskabls if proper key is
used (snd 1f the key is used for cns messags cmly).

n"-m, 1tshc;n1dbo_
I WY 2 W
> HUS oy b

\ that utility
" ’ . 3

" g 4 q ¥ | l
‘v . $ - & i e .-'_ [3‘ ,'_ l‘ t’tw g %‘.: , 6. . ‘ : '" Bn’“ "
¢ message which camot be in practice deciphered. This fixes the

frequency with which the key must be changed, eand, since the trans-
misgion of new key i8 equivalent to the transmission of one-time key
materidl , measures the relative practical advantage of & cipher
machine ver the theoretically perfect ong-time system. For example,
if the message redundsncy were 50 per cent, end if we assumed that

a message could be deciphered at the minimm theoretical length,

we would find that the length of message which could be transmitted
before the key had to be changed would convey only twice the informa-

tion content of the key itself. The practical advantege of @

theoretically unbreakable cipher machine over cme-time key would ,,
fw~”””" (b) (3)-50 USC 403
be minor if this wvere the case. (b) (3)-P.L. 86-36

In all systems which are practical for volume traffic, such

as '“i'“&npmtively small smount of key

is used in enciphering very long messages.
According to fhamnon's theory, s coded message becomes

decipherahle, roughly speaking, vhen the message is long enough so

II-4
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that its nominel information content (without redundency) is equal
to the actual information content of the clear text (including
redundancy) plus the information required to fi:: thc key. Thus,
because of the redundancy in the clear text we nccumilate a certain
mpount of Information, character oy cherecter, until we have Just
enougl to salve the problem. Messages shorter thun this are un-
decipherable, because many keys will lead to velid piain text, end
we »ave no way to choose enong them. Messages longer than the
criticel length contain e surplus of information and should there-
Hre be vanevhet easier to decrypt.

At the critical length, where we are essentially using all
our knowledge of the language to salve the problem, the procedure of
deeryoting 18 essentlally ome of simple enuneration of all possi-
biiities, %o represent the single one which statisticslly spesking,
is valid plein text.

Here we have assumed that we are using all our knowledge of
the statistical structure of the clesr message. XHowever, the same
approach should work 4f we deliberstely make use of only a portion
Of the sotual statistical rejniepex M the ATISIMNL Ww $.¢
example, vhile English text eppoars %o have a relundancy of 3 o b
bits per character, we might meke use only of simpls charectar fre-

aenciss, egitvalent %o a vehmianey of 1 bit per cherester, and
still hape te yead the text Wy going %e messages 3 or b timeg the
langth of o nessssary nintem. To ceivy his sert of sesseaing
% e Gihmie, Hwr smagple, % 2t comstive of Sesgyiiing
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extremely long messages encipliered charscter by character fram
English plein text merely fram the fact that, in the English
lengusge, u follows q almost without exceptiom.

In cryptanslytic practice we eee the same situstion as in
Ehannon's vork. Single character and character-psir frequencies
are used explicitly and in understandable ways. Cribs (likely words
or phrases) are chosen by the aid of unfr mulated, and so far un-
formalizshle, rapport with the sender's likely messages. Other
delicacies in the statistical structure of language are used subtly
and with much buman cunning. Ko one has yet identified the subtler
structures of language effectively; suck technigues are still far
from the possibility of machine use.

In dealing with specific problems of cryptanalysis we can
draw certain valid conclusions frum the comcepts of information
theory if we properly identify the meaning of key. In essence, the
length of the key might be defined as the number of charscters
needed to glve a non-redundant description of what we do not know
ebout the machine used to encipher the message. Buch a description
would be sherter, for instance, if we knev that the rotors of the
nuhimnr?chmmnmslhnitadutofviﬂmﬁm if v allowed
lnypmm-:iriw. If ve knew sverything about the machins except
e starting point in its cycle of gperation, then a set of charecters

speesfying the starting point would omstitute the kay.

Tess conoepts oaa be {llustreted by an example which is
in 1tealf of camsiderudle interest. The machine sbart to be deserided

e e e o e .3 ...I,_. ..... [ R Sy A
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) (3)-50 USC 403
118 ~Fle. 86-38

easier, by svoiding certaia actual details. The sizes of the various
exhaustion prodles are somevhat altered by these simplifiesstions,

but the alterstions sare not important. The simplified

nglisbh text uses I/ caeracters counting spaces, aud thus
there are .72 gequences of 2 charecters. ~Ghannon's results indicate
thet only svout 20 of thase zase good Euglish,” snd 1f these make
up less tuan 1 (2 x 10°™) of the vhule there will ordinarily be
culy one of the 2 x 100" gtarting polnts vhich vill ecavert our

mnessage to food Inglish. This is the coodition we must meet if

x-7
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we mfe b0 pesssssfully dscrypt he messegs by cxbaustion, for w
mat yesognine he corTeet meesage &3 the only reasemadls pewsi-
PHLIty mmang £ x 1075 pttespted decipherments. (b) (1)
{(b) (3)-50 USC 403
T™he condition (b) (3\\)—P.L. 860-36

(M (2x10%) < (2™

Suppose a calculeting machine, equipped with a full know-
ledge af the subtelties of English, were to try all 2 xmm starting
points. It would not need to carry all trimls out for meny charscters.
The average triasl length might be, say, 20 characters, with a mini-
mm energy requirement per cherscter tried of, say, 10723 kilowatt
bours {see Bectian 2 of the Supplement to this Appendix for details).
The total energy required would then be 2 x 10720 kilowatt hours.

This smount is quite fantastic, so fantastic that mesaningful expressiouns
are impossible. JFor exmeple, accosding to modern physical theories,
it 15 many times the total emergy in the universs.

Thus, although the problem is in principle saluble by this

simple technique, there is fundsmentally no possibility at all of

carrying out such & progras.

n-8
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mhM(M“ml‘m\v
mmummmuumumw
h-n-hy-chhudmw nuuw
mhum,mmummm-wtgg
mm-mwmmmumnmumm

Ithﬁocryphmhuh‘mtomqnimmllphcudm
tinnubaxtuea:pluuchimbyiu mWrmtimurwd.mt
mmwmmmmnm(muuum’)nf

the encrypted messages.

Thus, it is a simple matter to recognize/

II-9



(b)) (1)

(b) (3)-P.L.

ot present prices. This 15 111 fur 1 the Fmge

o€ W fumtastie, yot Saceess weuld provide ey eus setiing, s
resting other nessages Sent Over the smxe liak cn the smme day.
Mﬂnmmp«mmm,wmu
not practical.
nu&&kz’i&ﬂ‘m.mmm@m
Mhﬁww,mmuuofmtmmmwnw
ormmm'-wnwm,mmmmuﬁor
single letter frequencies, letter pair frequencies, ete. I.nstad
otnm&mdmoyofhbiupercwactor,nehouldhmbmshieto
uge only 1 or 2 bits of redundasncy per character. 'misvwldhtve
rultiplied our computing labors by s fastor of from L to 2. mcan-
pariscn with the large factors actually present, suchnfwtorin
nearly negligibls, and might indeed e emtirely cogpensated for by
increased sase of recopnition of structure. (It vould,ofeaxr-o,
cmmewhtmsulmgcmnm,mmwpmtiné
of subjecting to refined exaninstion only those trials with satll-
factory simple statistics would allow us to take advantage of the “‘

gain in ease of recognition without requiring longer mossages. )

fhould al

(b) (3)-50 UsC 403

86-36
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starting yeizts % twy. Fifty Geeeal xfllim xillies trisls
1]l meny, dut the sesle of thin emputing yyedian can maw Mo
camtamplated. Vith 1960 equipmemt, this should tie wp showd &
hendred millien dollars of emputing machine for & wesk, (See
Beation § of the Spplement % Whis Appendix.) Bvem this, fur
-m,mumumgmmmunm
ehmstion. (Thare is no substiute for ingemiity in modern
eryptanalysis.)

In the foregoing calculations wve have considered the
minimal length of message essential for dccryption. A further
possibility is provided by the uss of elements of messages aof Dore
than a minimm length. To exmmlify this, suppose that we are using
a redundancy of 1 bit per charsctar and at that rate that a theo-
retical minimm message length af S00 characters is required far
dscryption. This means that the method of exhaustive trial would
r‘quinultotmimewocuutoﬁm&mproperpluntaxt.

On the other hend, if we intarcept a message 501 charscters long
ve have ong excess bit of information st our disposal. Naively,
ooe might hope that this wvould meen that we could find the correct
messags by searching a.‘mgcnlyzhgg al ternstives, and s0 or. Thus,
ons would hope that by intercepting s message about a thousand
charecters lang bs could so limit the problem that it would be
casputationally msanageeble.

It is quite possible that there is & basic 4ifficulty here,
as would be the case were it s mathematical faoct that there is mo

-1

TOP SECRET EIDER



cony vy of wsing ths axton tafmsdden %o estugwrise the givem
passinflitiss, vithext requiving s snomt of copuiation songershle
with thad vo som trying %o avwil. Tis gwetism fulls iz & sHl}
wenpleved mathematisel ages. CGurrest stady «f theorems whish may
#2ll us vhethar certain scxts of smoryption are besically more
effestive (cam use fewer compuber cperations) than the ecrrespanding
“‘f”‘.’“‘!ﬁ?"‘f""m“'m (Such work s 1n
yavgress st AFCRC by Professcr Tlessmm af Earverd University, s
mexber of this penal.) This guestion, and the prohlem of stating
what wve mean by high-arder langusge statistics, or of e low order
of lowv-arder statistics, illustrate soms of the basic thearetical
areas vhich are still wexplored.

While informetion theory providaes a firm and useful basis
for cryptenalytic studies, much work must proceed from & more par-
ticular point of viev. We have seen in the foregoing exmmple a
cagpling of information thearetic idees with the conatraints of
a particular machins structure. Other possible structures in the
process of encryption ocan; however, be assmed and investigated.

At Alr Yorce Cambhrridge Research Cezter a small growp in
the Conmunications Laboratery is stodying "oryptogrepbic systems
far nan-literal data.” The grep developed from some IIY studies
soms YoArs ago. They have eomtast with, but, they clatm, saall
fertilization from, BSA. Thay have dscided to put their main (small)
effort e thecsetisal ressasrch direeted st complets undarstanding
of a few sixple systems; vis., X to X mppings. Thay have initisted

1-Ag
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e suwrfan of sumew studics, like SN, and wil) peshape senbinm
semt anall iadividesl ooxtyests thoewgh he vizbess. The e
stadies cre presently condusted 2t Rewleta Waivewsity at & loval
of eboat $30,000 per year. The main task is %0 ixvestignte the
stresture of grops with two genertars, ets., ead % cansider a
1ist of speaifis prohlems. e direstor of the swrrent sumser study
is A. A. Albert; ether participants include Mills and Nerstein from
Tale, Khaeffer from Untversity of Comnecticut, Lowell Pags, Kaplansky,
and half a doxen othars. It clearly resembles BCAMP strongly, and
was doubtless modeled after it. Its sadvantage is that its problem
field is pot nearly 8o extensive and smbitious.

In summary, we conclude that informetion theory provides
an attractive, promising, and one might hope, a feartile setting for
the cultivation of cryptanalysis. It cen be employed in comection
vith the study of systems for encryptiom of voice or picture signals
as wall as in conoection with text; the broed principles invaolved
are the sams.

Together with this btroed view, however, ve need both par-
ticuler data and & degroe of speclalizatiomn. VWe nesd some explicit
stetements concerning the redqundancy of text snd other sigoals,
rather than mare estimates of the mmount of redundsnoy. We need

vays of dateeting statistical structure.® We need & clesr forwulas-
tion of cryptamalytic procedures, ss dissussed im Appexdix IV,

® This problem is commented en ia Tesdmisal Bupyplemsat
“"Pacogaitica of OGumplex Logical Btxructure by Andio or V
Means®

3-13
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"Peagremiag Mntheds.” Wo mead & dagres of spesisl insdiem swh e
Sat provided by & given Wrpe of machiae or a ghvem sert of Wrems-
formstien. Al) of Whis oma be provided anly by reseerch of the
troadest end st fundamental kind.
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SUFFLEENT T AoTEDIX 13

1. felowlstiom of mumber of machime strucwires snd iaiyial
paBibions.

A NT-point rotor is wired t0 comnect sach of &7 given
points to one of a second set of §7. 1In a givem position this
can be done in

k7 - 2.59 x 1077
wvays. (If the sems rotor in different positions is regarded es
equivalent, there will be 47!/47 = k6! = 5.50 x 1077 different
rotors.) A b7-point hot plate with 23 or 24 points hot or s 47-

point ring with 23 notches can be arrsnged in ‘
{b) (1)

u-{] k72 13 55 . see
(23 * e - 620

vays. A machine made up of a mmber of such elements, enchof\mich
may be chosemn seperately, has a mmber of possible canﬁguratiam
{combinations of structures, arrangements and settings) equal to
the product of factors, one for each element, vhere each fuctor is

equal t0 the number of configurations for that element.

At the other extrems, if the selections gynd arrungsments

of rotors and notoh rings are knowvn, as is the wiring of the hot
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plats, then thesre remains eily the setting %o be dstammined. If
enly ¥he 0 setors sre % de sst; there vill e enly

(38 = 2.98 x 103 poss a1 stiee.
If the A notch rings are also %0 da set, thare will be 12 settings
in al1, yielding

(57)12 » 1.16 x 10%° posatbilities.
If only the 6 movable rotors and the & notch rings are set, there
will be

(47)2° = 5.26 x 1016 possibilities.
Tt is this last value which appears in our example in Appendix IT.

In the intermediate situatiomn, wvhere the 'rotor box' 1is

known, we obtain an intermediaste result. If there are 12 rotors
in the rotor bax and 8 are to be used in the machine, then there

are

%%i = 1.00 x 107

wvays of assembling rotors. If there ere 14 notch rings, and 4 are

to be used in the machine, then there are

1h . b
o = 20,020 = 2 x 10

ways of selecting and plecing notch rings. The hot plate can, as
noted above, be wired in
3}’733— - 1.61 x 10°3
vays. Including settings, there will be, in all
B:g_] [ig] [21‘:]2:3,] w72 « 3.7% x 20™

configurations.
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Pozhaps the simplest snd most fsvulneradle way &f showing
that cartain attacks by complete mxhmistion are funtastically
twpossible iz by calculating a lower bound for the power required.
Present coxputers use very much more power than this lower bound
suggests, and 1t is prodadble th.l.t, even with the improvements which
mwmmww:ﬂm, sctual power requirements
will be 10 million times those given by the lower bound.

In a simple exhaustion attack, proceeding character by
character, the falloving operations have to be carried ocut in
connection wvith each character: recognition of the charescter,
reference to simulated configuration of the maching, calculation
of 'deciphered' character, advance of simulated configuratiom.

It does not seem possible to do this with apprecishly less than
100 binary choices, wvhose results must be recorded, at least
temporarily.

Each record of a binary choice must be relisble, and
consequently must involve an energy change largs compared to randme
thermal fluctuations. The energy change typifying such fluctustions
1e kT = & x 10°1% ergs = b x 10'2“ xwsecs = 1027 kilowatt hours
at roon tempersture. (Even if the camputing elements ere refriger-
ated, the heat transferred at room temperature will have to be
related to this amount.) If & record of a binary choice must
smmount to a nintmm of, say, 100 kT = 102 xilowatt hours, then
8 single charscter, vith 1ts 100 choices to be recorded, will
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sogive 10°%3 kilovatt heurs. Wis 15 e fipore weed as o Lower
bomd i the doiy of Wais Appendix.

3. fpeeds, pover requirements, oad eoete probably ashigvatle
in the nesy future.

Estinstes of speeds, power requirements and costs of
super-high speed camputiag equipment possible in the next temn years
can only be rough. The figures given in Tadle A are belisved to
be reasonshle.

In order to bring these figures into a usable form we
need to introduce (1) the cost of electric power, which we shall
take as ome cent per kilowett hour, (11) the investment required
to generate electric power, vhich we shall teke as $300 per kilowatt
of capacity, and (111} the fraction of the memory being consulted
st oue instant, which we shall teke as 0.0l. Using factors (1)
and (i1), the nuubers in Table A lead to the following estimates
(for apparently useful systems)

Bits possibly handled per week for
each million dollars spent on

Powver for
System Etatus Canputer Genarators a year
1960 - Trensistor Building 6 x 1026 102 b x 102
o0 2

8 x 10

: B x 1021‘

1965 - Transistor Possible(?) 2 x 10%° 2 x 10

1965 - Cryotron Perhaps 6 x 1022 2 x 10°

Par mil1l1ion dollars of investment, the nmumbers of charsacters

handled per week in an exhmistion sttack would themn be roughly as

follows, vhen we make allovence for the fact that only one
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sme-hmnidredth of the memoary is likely to be used ea sny ayels.

1960 - Transistor 6 x 1Y

1965 - Trensistar{?) 2 x 1087

1965 - Cryotron(171) 1.5 x 102
I1-19



TARLE A

Energy/bit Repetition Mate
2 x 1072 erg 107 /second
~ 1073 erg 3 x 10 /secomd
1077 erg loe/ucmd
i 10%/second

Cost/bit
Date Memory System (installed)
T 1960 Trensistor (stretch) $100
~ 1965  Tremsistor (¥) $2
T 1965  Cryotron (%) 0.1¢ (ws)
~ 1965  Optical (+#) 1074 (ases)
b Assuming an all-out effort on an all-parallel machine, this may be possible.
»" Also quite problematical.
e Assuming so far unknown fabrication techuniques.
senn 1B bits/plane st $100/plane.

i
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hhvtmhdhﬁohoﬂ:dﬁcmmmtﬂnﬂobd
aperations involving -m:lpoaplomum, tourvict,
and to harvest the :

acoounta for

the primary expense of the commmicatioms intelligence job. The
tranendous flov of materinal so harvested into NEA headguarters at
present sorely taxes & staff of 10,000. Largely because of the
necessity of trmnscribing incaming material into a suitable form,
serious backlogs have repcatedly arisen either ian the processing
of meterial or in trke avellability of material for cryptanalysis
or treffic anal;sis.

Clearly, ® more rational epproach to the proper sampling

of \1:8 necessary in keeping ths material intercepted

and processed nmm\mmble bounds, ead this matter has been
discussed 1n the body af the report. Bovever, the macunt af material
vhich cen be reasomably mtcrcepted end processed depends on the
intercept and processing methods used.

While the bulk of present tr-.rfic scens overvhelming when
peasured in reels of peper and megnetic t.-peandhonl of hard copy,
1t is not necesserily ummsnagesble when considnrodinhm of the

speed of modern electronic computing machines. For tmtlnco the

0 USC 403
8 USC 798
.L. 86-36
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oompiter 1s cepelle of reading frem mﬁc Sape at a rste

of 50,000 bits (binary waite) of inforsation (pulses) o secomd.
Acoording 0 our estimates, this is & fev times faster thas the
total imput of COMINT -am-uleo the NAA. Mareover, fast printers
such as hl:lcmpr‘lnt out hard copy from magnetic tape st s
rate of 2,000 characters a second, comvpand.?.ng to 10,000 bits &
secand. "ﬂm‘l, 1f all the traffic were to arrive an the proper sart
of magnetic tape, a considerable portion of it could be turned into
hard copy (page print) by a few fast printing machines (4f this wvere
useful or desired).

These preliminary remarks have been made chief' to indi-
cate that it is within the scope of the present art to design
electronic machines which could cope with the entire ir: it of
materiel to the N3A, i1f only that materisl arrived in a suitshle
| form and if proper use were made of avellable modern methods of
data hendling and processing.

What is celled for in traffic intercept handling is a
1vell-thought-mt program for mechanizing and expediting =ll phases
of the handling of traffic in bulk, in order that the persomnel
employed nay e&s much as possihle be employed at tasks requiring
tifeir povers of human judgment.

One important problem for instance is the mechenizatiom

of | The NSA, recognizing that about 70 per cent

of all the|

Fncluding even military vhers many copies are required),
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has alvesdy desigied schanes expested %0 be in the field by Jme,
1961, whish vill teke dewm these vith least

nanpower. It was estimated that perhisps

\

by mechenical replacement in this area. Undecided issues includs,
however, wvhether or not the reception should be directly translated
in the field to scme punched tape or other machine-accessible fomm,
in vhich a repid mechanical word-recognition survey could be dones.

Our later dis~ussions of plain-text p.wmceesing will return to thia

0 USC 403
8 USC 798
s Ly 86-36

issue.

TooTo
Done
[ |
lnofl O]

It 1s catimated now that as much as 30 #'T cent of cperators'
tine irn tne fleld may be spent sitting waitlng for o signal to came. |
The possibility thet an operator could momitor = fairly broed band-
width by us¢ of 2 broad-band recelver should be explored. The
question of how much could be covered by a band-puss filter without
specific tuning should be answered.

It should be possihle to improve the quality of the large
valume of outanatic intercepticn by better receiving antennes. An
antenna stud; 1s emnhasized in sectioms on the research and develop-

ment program.J J

/ﬁven for routine cammunication, it is

important to have adequate quality of reception for traffic analysis
and identification.
Becanse all the FSA's activities dspend on the accurate

interception of signals, NSA should exercise a strong technical
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leadershiy ia receiver pavhiens, and in the prddlem of sseertaining
end resoniing very scourmbaly the time of reswpiitm of sigeale e
a mesns ¢f signal identification as well as of proper logging.
Through {ts technical strength, the X8A could be of considsrable
help to the services in this field.

Where gperators or occasiocnal operator intervention com-
tinue to be necessary, ths identification of unusual or wveak signal
type should be supported by an up-to-date "electric dictionary” for
spotting of items vhose significance is indicated by other sources.

The importance of recording COMINT material in proper form

at the intercept statlions cannot be gveremphasized. At present, some

traffiz is recoxded in audio form on maguetic tape. This is relatively
bulky and costly, but it has advantages. In the cese of weak sgignals
vhich result in garbles (mistaken interpretations of characters),

which are very serious in cryptenalysis, sudio recording preserves

the signal together with the noise or interference in its original
form, so that sophisticated meens can be used to distinguish the

signal from the noise. PFurther, sudio recording is sdaptable to
signals of all sorts, including new types of signels.

Thus, we believe that intercept stations should be equipped
vith adequate audio recoxrding facilities to handle wesk signals and
a fair volume of txraffic of new types, should they appear.

It is advantageous in many vays to transcribe the signal
into a digital or on-off form and record it on magnetic tepe, and

the BEA has done good but insufficient work toward this end. The
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0 USC 403
L. 86-36
8 UsSC 798

adventages of sush recording are Wat 1% 1s lass bulky then sudis
mumumummmumm:w
electronic machines. As indicated, the disatvantages are that
devices for transcribing signals digitally handle only ome -y:tu
ormotymdlntn.mmtummsmuukomaw&é
-mmummdmma-muuuuumuncueo%

Saretimes hard copy is masde at intercept points. Whue

hard copy may be made for immediate tacticel use, hard copy should

never be the only trenscript of a received signal. All received%
slgnals should be recorded on magnetic tape so that they cen be
sent electronasnetically and automatically to processing centers ,
and so thet they can be read by machines. Even signals typecd out
by & listening operator could readily be transcribed to tepc at t}\e
same time if & sultable machine wars used.

At present, a good deal of punched paper tape is used in
RBA operatioms. Campared with magnetic tape, paper tspe is slow a.nd
bulky, and its use must prove sxpensive in the long run. Every ei’fort
should be made to do all recarding on megnetic tepe in a uniform
ommer. |

If a wise sampling of traffic is to be made, 1t1;1mpo%tant

to exercige as much jugnent es is soundly possible in the field. I.t

or

faulty traansmissians, then it is important that traffic contatning



“HHb) (1)
/i(b) (3)-50 USC 403
(b) (3)-P.L. 86-36

e seleched aiﬁ thuillnna 0 Ihn'llnnuy')u-quly lla h- domng

work cn| |tbr use 1n the £ield, and a fiald trinl 1- windes
way. mu-mumwtmm,mahnmmu
pressed vigorously.

Tactical ccosiderations mske it most desirahle that recog-

nizably relevent materisl be sorted out near or at tﬁe point of ‘:
intercept anf made immediately availshle for local Asoklonl use.
It is equally necessary to sart material as to 11:. urgancy of trans
miseion, so that limited facilities for elect:magnetic tranmisuicn
to NEA headquarters vill be as efficiently used as possible. ’Ihis
latter operation can omnly be effectively ca.rried out by persons of
high campetence. The shortege of such pergons makeg extreme decqntral-
jzablon o Eily lstber task dnpowsdbis. |
The final stages of fleld proc&uing cannot be effectiwiply
decentrelized and certain other stages shou 1 not be. The RBA hu
already recognized the advantages of ccncentmting field—pmcessi;xg

operations at a few points. (Indeed 1t has cansidered one procenéing

center iz ) A trend in this direction is

inevitable and should not be blocked. Some care may dbe required.,%
however, to protect the requirements of tactical coamnanders. Hard
copy of me.nuaily transcribed messages can be furnished locally, eithex-
by carbon copy, as at present, or, in the future, in parallel \rit.h
the magnetic tape for further processing. To this possibility tbera
may need to be added a word-recognition machine cepability for loco.l

use, and, conceivably, machines for decryptiom of |
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Yar mere ispertant, however, is the previsiem of » dabbaw
commmioatisns net smeng the imtercept end processing statisms im am
extended sres. All or slmost all OOMINT material eculd thea be trems-
" mitted directly to ¥he major processing centers by electrasagnetis
means; there it could be sarted, analyred, and either mypplisd %o
users, transmitted to NSA headquarters electromagnetically, flowm
to K3A headquarters, or discardsd.

Any such fleld processing centers should be operated ddirectly
by R8A because only HBA has the experience and competent persomnel to
do the job efficiently.

In forwvarding intercept to processing stations, strong and
familier signals can be gent and trenscribed by dir'tal mesns.
Unfamiliar signals can be sent from audio tapes. Far this purpose
sane method of encrypting audio signale is needed. In the case of
week signals, audio tapes cap be flown to the processing centers
for camparison with digital tapes.

After same sarting or processing in the field, urgent
material can be sent to N3A headquarters electromegnetically in
digital form. Less urgent material can be flown %o headquarters
in the form of digital or audio tape. An effort should be made to
evold ever shipping hard copy. Fast printers should provide transription
from nagnetic tape to hard copy virtuslly without delay, and so
make the shipping of hard copy unnecessary.

There should be a great increase in the use of fast electromic
machinery in data-handling functions both in field processing centers
and st XSA headquarters.
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iy oculd perbaps perfum ssrtain editing functicos in reprodusing
such messages iz a dasirehls formas. mmhubeomtomim

such prodlems, but it is urgent thet more be done about them. :

Elesctronic devices could lock in messages fc:!'k.aywucl'd.l“:‘-1
or phreses. They could sort and transcribe messages on this buil.
Again this has been comsidered,® but it has not been adequately
Implemented.

Much if not all routine decryption could be dome by

electronic machines. Bame decryption

is being done in this way, and machine methods are used as a toal
by cryptanalysts, but machine decryption should be extended and
mechanized; as discussed elsevhere.

At present, the NSA has considered the protblems discussed
above, apd it has often considered them intelligently and thoughtfully.
It has not dane enough sbov. ‘*hem, however. Samething more is needed.

Partly, vhat is needed is & careful enalysis of the real
problems of bulk traffic intercept and handling, to see vhat can be
done now end wvhat should be dcne in the future. The traffic handling
activities of the HSA should be organized and equipped mccardingly.

Partly, vhat is needed is vigorous ressarch and development
aimed directly at overcaming problems of traffic intercept and handl ing

e s e s T S AN Gm GEh TER G GED G M eEn D en MRS e cen G GER epr GSR e GG M WER GEN e e A e Gme S SRR Ao

#Technical Supplement ITI discusses one way of doing this.
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Lnjorpmhlnmuthmdnd-mhx%p-
the process of translating instructions from the language u.udby
pecpls to the langnage used by the mashine. !nnod.nrnatomd—
progran machine is a truly universal device in that it can, m
principle, solve any prohlem that can be salved by any machine
There are two cbstacles, however, and either may meke it mprac%.ic&l
to solve a particular problem at e particular time on & particula.r
machine. One of these is obviocus. It is cost, either in dolla.rs or
hours. A particular problem might be too large for either buﬂ.get
or patience. The otlier is that smang problems that are amall enough,
there are sane that are too hayd o state to the machine. Apmblan
may require too many man-hours of too high a calibre of prog;rmr
to translate the statement of the problem into machine language.
This mppendix is concerned with these problems which are now too
hard to state. It recomends a course of action to alleviate t.be
difficulty. %

In the course of the Panel's vork, it has considered the

prohlem of exploitiigj/ J

The evidence indicates that more sophisticated autamatic

programing methods would be of great value for handling these




Aabonshis m £s & mathod of getting the mashine
te halp the progrumer tremslate the instructiens from Eaglish (eod
nathematicsl sywdols end specialissd terminclegy) imte maahine
lmgusge. The method is to devise mm intermediate lmguage vhish
has two properties:

1. num?nrcpemtotmm

English, ete,, to the intemediste lamguage
than to machine langusge.

2. It is possible to vrite a program to enmble

the mgchine to transiste (ron the intemediate
~rmunaese to ite own lnnguage.

T & fSA there heve been soune imortant cirtaamtic pro-
Sl Al ooveents, and there are now soaec commendeble rojects
under Wy . oever, Lhe R34, by Liwe noture of its work, .3 Taced
viti an o ~w:riinary protla. that gc=zg to npave inhidbited the
fullest develowment of mutonatic prograoming methods. The vork
of toe ' as required the mequisition of a grest variety of autoe-
matic on . aL0rs. A mojor unsolved proolem in autoaetic srosrecwning
is o 0 trenslate mechenically froc caoe machine lmnfumie to anotber,
or evez Low Lo get sn interasdiate ieznsunge that would be guiteble
for a1l or ut least many automatic calculators.

A caprehmmsive eutomatlic programing project for the
Agenay would indeed require solution of this currently unsalved
prodblen. Dut, on the other hand, too many inspired creative

programsers vould be required to prepere separste automstic
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prograsning ©ystans for sach Yype of maching. This sitestion sesms
%0 kave dissipated some of the Agmay's strength in the Aevelgment
of sxbtomstic progruming metdods, as will be seen delow.

In attacking a production problem it is necessary to use
only methods that are quite sure to be relevant and quite sure to
work. The dsvelopment of nev methods snd their refinement to the
point at vhich they can be picked up by the PROD aree of HSA is a
proper function af its R/D area. To state this in another wvay,
saaetines a method is well enocugh understood so that there i8 a
reecsonahle chance of success in spplying it to a current problem.
When this is true it should be the task of PROD to carry out the
programuing. At other tines, a promising method may be s¢ new that
it can be applied effectively only to simplified problems or problems
that are po 'anger current. The hope wvould be that, after successful
spplication of the method to & simplified problem or to & graded
succession of simplified problems, the method would be wall enough
understood ao that it could be applied to current problems. This
longer-range approach is a proper function of R/D, and while there
are nov camendable efforts of this sort, the Panel recamends even
more emphasis in this directiom.

There seem to be three useful spproaches to programming
research in cryptanalysis. One of these is the development of inter-
madiate langnages, as mentioned above. The FSA nov has w0 reseaxch
contracts that are aimed at this protlem. One of these, vith
Allsn Perlis at Carnagis Tech, is aimed at the problem of the
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miltiplicity of mechines. %he yesemyeh i5 simed st the prelastisn
of sa intersediste longuage and an array of tremslation progress,
so that ene can write a program in the interwediste languags sad
then translate {8 40 any of seversl mschine lenguages. To our
nowledgs, no such coxprehensive "universel lsnguags™ has so far
been written. If the project is successful 1t will be an important
step forwexd.

The other contract is with L. Roberts of General Kinetics.
The project is to produce a2 languas~ for cryptanal ysis which, hopefully,
could in turn be tranalated by machine into machine lenguage. This
would be an important ster, and it should, if possible, be made.
Only becaugs most branches of nuthemotices ere go wvell reduced to
a2 tidy language hias it been possible to produce such powerful auto-
natic programming methods as sre now aveilahle for meny perts of
mnathenatics. If cryptanal vsis can now be pushed as far along this
route es methematics has moved (during many centuries), real suto-
matic programming of cryptanalysis will be much essier to achieve.

There exists & grand concept: 1t should be possible to
canbine these two nrogramming advances now being sought by stating
the cryptanalytic lenguage of Roberts in the universal language
of Perlis. The Agency would then be asble to give ites cryptanalysts
the meens to use the large machines without becaminc progrexmers
and without having to operate through programmers vho do not, by
and large, understand cryptanalysis. While the Panel endorses this

grand chjective, it is concerned that there are spperently no plans
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% we he evyptmmalytic Lengamge sought ia the Muberts pregren
wmless (sr watfl, or to the axteni that) the Periis effert is
Sunonaeil .

It dces comm that o strong effert is needed to produce
s cryptanalytis eguivalent of WURTRAR, which bas dane such a large
Job in the spplicetion of machine computation to & vidse variety of
analytical problems. However, FORTRAN required 27 msn-yoars of
affort by a close-knit team of highly capahle pecple who wewe
directed by a very talented leader. The Agency is tackling s much
more difficult prchlem, in that the language of cryptenalysis 1is
not yet as tidy &s mathematics, end in that a common lenguage for
many different machines is sought. Yet, this much more difficult
objective iz being pursued by two groups, loosely coordinated
because of cantractual relations, geography, and the requirements
of security, and totaling far fewer people than were necessary to
develop FORTRAN.

The Panel recammends that effort along these lines be
reenforced, to the end of obtaining some useful result in 2 resson-
able time.

SBquarely in the way of machine methods of cryptenalysis
stands the fact that expert cryptanal ysts cannot explain clearly
bhow they do their best work. Before machine methods can &uplicate
their results, sameone must find ocut just what they are doing.

Bare the bast course seenms to be to seek machine sqlutioms of
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.L. 86-36
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chplified poshions o of yeal povhiens of Jesteviag l‘t
mﬂh-m-bmﬁ.ﬁmﬁ-ﬂm
stending of adenstis machine sxryptamalysis, .Mc.mit
will hawve growm $0 the stature of todxy's kig problems. The l;‘lll
Emoeseny of th4 \13

m exapls of the kind of effort needed here.

iheo a task has besm parformed by & machine, one usually
has 3 much eclsarer wnderstaniimg of it thmn could be obtained solsly
through humas ingsnuity, intuition, and imaginstion. It is ccomon
experiance smong prograumers that if ane thinks he undsrsiands a
process and then vrites a programa to make a machine do {t, he attains
a much more profound understanding of the process. The act of
progrmming appears to subject the progremmr's undarstanding to
the scrutiny of scme kirnd of s "logical microecope’ that dstects
many subtleties vhich are not evidence to the naked eye.

In summary, there are twvo advantagss to research on amstomatic
wachine cryptanalysis op sixplified or amall problens, One is that
tae activity davelops the art so that it may come vithin range of
the big problems, and the other is that the very act of such progrem=-
maing will reveal things about cryprtemalysis.

The third gpproech to the cryptanalytic progresming provlem
is revesled by recent progreming davelopment s in octher areas. It

has recently been shown® that progrmas ocsa be writtem to emadble a

# "The logle Theory Machine,” K. A. Jimon end A, Hewell, in Truns. IRE
Prof. Group on Inforastion Theory, Septeaber, 1956
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*(b) (1)

computer © by Sagmity % prove Tesmms, Pariber wesh in
Wi1s ares 1s yveseding ot the Caraegie Tawiitete of Sechnaleny,
the Mecsaciusetin Tnstteuss of Sehaslony, =b Drterastisssl Resfumse
Machines Gorporstion, md sleewhers. T4 sppears that there may be
and progrens that could be used The
mtﬂshpmtuminmwmaprwmpmu
thet the machine makes shrewd guesses that it later tests snd by

80 doing is able to prove thecrems that would take much too long,
sometimes even an infinite period, to prove by the conventional slow,
plodding, systematic programs. The cryptanalytic parallel is that
by guessing at a crib and then checking, one is sgmetimes able to
solve & probler by hand faester than a high-speed machine cen 4o it
exhaustively. If these pew methods of progremming can be made to
allov the high-speed machine to use guestrwork efficiently, a great
increase in speed may be possible.

In sumary, advances in programing, unlike improvements
in machine technology, are alvays immediately gvailable for applicatiom

both to current problems snd to advance the science of progremming.

Thus there should properly be an extremaly rzpid progress in the
production and improvement of eautometic cryptanalytic programs just
a8 has been the case in programs for mathematicel camputing.

Recamnendations

The Panal recomsends that the Agsncy inorsase its effort

in programming research by:
-1
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1.

3.

Sesking, in sdlitien 90 f%s yresent Jrugramxing
wadertekings, a mave &irest rexts %0 a exyyt-
snalytic equivalent of FORTRAN.
Flasing more exphssis on the develepment of
sutonatic maghine methods for simplified
problexs and gld problems as a part of an
orderly development of cryptenalytic theory.
Investigating the poeefbility that methods
resenbl ing the new machine theorem-proving

methods will be useful {n cryptansl ysis.
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mmusmmmwduu.mmm, o.¢.,

by 'nzultmetuuunotdnphth
art of the aryptogrepbsr has been used to destroy all sinmple structure

eod meny not-eo-simple structures. Ooe of the arts of the cryptologist
mmmwm“ﬁmmorwmmtmm,
fomerly with encoureging succcesses, of finding pot-so-sirmple but
not=tocecomplex structures which would reveal significant infomurtim
sbout tbhe machins or its settings. Unrendomly fregquent reped:ltt
interesting eand significant distances, the use of window indm:al,

etc., aye exmyples.

Ifnmtomkenﬂuua@um| use

of the statistical structure whicn inforustion tbeory assures us must
be there, we will probsbhly hewe to deal vith not-so-sizple stetistical
patterns. Tvo main &ifficultiss stend in our vay. First, difficulties
of calculsting individual measures of individual sorts of not-so-simple
psttarmns. GSecond, onoe we consider not-so-simple structures the
multiplicity of possible structures ve must considsr rises repidly.
Both of thesse factors oconbine tO present a difficult computing loed,
but camputer speed and logical flaxibility continue to irprove.

TA-I-1
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Bevicss wsing hansn yesegnitisn offer sevtain suldhpively
uaigw ggortmitias vhen wo vish %0 lock fer act-se-simples strwstumes.
Two basic esusidaraticns operste here; (1) & humsn cem listem te,
ut mere especially lock at & very econsidersbls body of imformatios
"at onoe,” end (11) s human vill often detect structure in a sound
or visual pattarm without advance knowledge of what pattern aight be
present. It is this latier feature that is crucial. Once we know
that we are looking for cue of a fev types of pattern, s machine can
almost alwvays be made more eensitive than a man.

The human brain, vhen supplied through its best infarmation
channels (the optic nerves) is much the most subtly flexihle data-
processing system we know for complex situations. The problem of
using it effectively is one of presentation.

2. Examples.

Sane examplcs may make the situation clearer. To begin with
vhat we axe trying to find is saue logical structure in a nearly
rondan function, like random noise, or & randam ray. If we consider
in particular the acoustice problem we notice that rendom noise has
a flat power spectrum. So also does an impulsive noise like a pistal
ahot. The difference between a pistal shot and thermal noise is,
however, fmediately recognizable to the ear. The characteristics
of the pistal shot sre of course carried by the phase gpectrum and
could be discovered if the phage spectrun were camputed. We would,
howvever, not normally do this, unless ve vere expecting something
1iks a pistal shot, and in any case the prohlem of recogniring the

TA I-2
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existence of & pistel shet fyen Uhe yhase spesown, pavtioddandy if

£% vere lamgely maskel by acosnpusied rendon nsise, might %o &iffiex]t.
Sixllsrly the esr vould have ae diffioully ia resegnining clae mese
ocomplex structures, such as & pistol shot with revarberstion. The
same oamsidarations spply to the eye. A flst aplituds spectrum
night represent s random time functiom. It might alsc represent

a pesked standing wave, if the phase spectrum were Jjust right. There
would be no Aifficulty here in picking out such variations from this
as a wave vith reflections or a wave moving relatively slowly in one
direction.

Optical displays have the advantage that they can directly
exhibit relationa in two dimensions. We may visuslize in particular
an oscilloscope display such as that furnished by a television screen.
By pemitting the imput to vary contimiously with a third paremeter,
and relying on memory, one might, to a limited extent, be able to
display logical situations involving three paremeters.

It sppeers from the discussion in the section an information
theory that the ideal encoded nmessage has all the characteristics of
randam noisa. Thus a visuel display of the sort described prepared
in any normal menner stould sppear as a slightly mottled structure-
less gray. Any suggestion of a more definite pattern than this
would represent a hint of a logical structure vorth inquiring into
further. One need only think of the infinite diversity of fabric
patterns om wallpepoer or the distortions of such patterns vhich

preserve structure but destroy strictly periodic properties to

™ I-3




vedi0e hov mah Sottar the @3¢ Wild 2o fa pevesiving nsh sysieantis,
s mpredistehle, relstionships then axy yessilis mashine.

e nmmst, of couree; axpect %0 deseive eurselves mamy timss,
since the mest Yo exn hape fer is & fuint pattarn superimpesed
a streng randam beckground. Bat it is Ot necesssry few the yeoog-
niticn to be infallible. We cun cheerfully follov meay false trails
ummuwmw.r«m%.

3. Eature of displaye.

Cryptanalysis has long made use of such abilitiss of eye
and brain in an elementary way. Writing out cipher text "omn s width
cf"moormlalcctodnmbmis;clusmntechniqu--a
technique adapted to visual perception as wvell as column statistics.
But most, if not all, spplications to date have prescnted characters.
The present discussion hes taclitly sssumed thaet the presentation would
be in shaedss aof light and dark, by various calors, or both. On the
other hand, i% does not attempt to say, beyond this, exactly vhat
vould be displayed aon the screen. The proper choice of function and
parsmeters to be utilized is the principal part of the problem and
would best be undertaken from a background of deep understending in
cryptanalysis. Presumably, however, the display would not be prepared
directly from the message itself, but from some simple statistics com-
puted from the message. For exampie, in a literal message one might
even use as & basis the "eutocorrelation” functions camputed from the
tice series obtained by replacing a glven chearacter by 1 and all other
characters by 0. Higher-order correlations of the sems sort involving

TA I-h
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move hin and lotter vill weedfly l’tm Sash cm

wold Gaserihe mathenatisally many of the m statistiss of uu-

m.m;hhmdl

The preparation of the material for sush &isplays would

svidently require a large smount of computing of a rether elementary
sort. 8ince ths ocutputs are probably simple correlations indspendent
of any time reference, the uss of computers involving a very large
mmber of elementary parallel modes, as suggested in Appendix
suggests itself.

k. Operstional experience.

There i2 a precedent for such displays in visihle speech
and in visual reans of underwvater sound detection. To persous
Tamiliar vith these fields the stertling power of the eye in picking
out an elaborstie pettern in the presence of a diffuse background is
an old story. In underwater sound detection, for exmmple, the eye
provides an additional integrating means, sside from that provided
by the ordinary filtering in a sound spectrograph, vhich permits a
very low-level signa! to be detected in the presence of a high-noise
background. Moreover, the patterns can be found not only for stationary
vessels, vith fixed signal frequency, but for vessels moving in
caplex wvays, so that the patterns vary graduslly with time. The
situation in visible speech is still more striking. Here the
instantaneous patterns are themselves camplex and follow ocne another

vith great repidity. The fact that we ocsn visually detect end read
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suth 8 jahile is shariling ovidemee thad %he aye proviies a nawe
ixtinets ltuk botwvem the dyuin end emplex stracturs than we hove
boum abls %0 bDbaia to date threugh any resart to furma)l mechsnised
procesess. (Though omce a perticular structure has been recognined,
mechanical dstection may be more sensitive.)
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Yhile the N2A has given sme attentiom to the development

and use of smujamatic word recognizers, present-day technology offers
";,pouihnuu“od&m do adt beea to hav@ been fully exploited. The

imuihﬂitiu vhich follow are presented both on their own account,
an.d as 1llustrative exsmples. PFor convemience and simplicity they

usume input from a six-channal magnetic tape, such as that used in

an | data processing machine. The techniques are, however,

applicable to any digit input.
1. Utilization of the principle of the 'Dianond Ring Trenslator,'

a ptandard telephone exchenge campanent.

The general scheme 1s indicated in Fig. 1. The charscters
are fed fram the tape into a ghift register. If the characters are
6-bit characters as indicated, ( bits may be fed in similtanecusly.
Either 6 parallel shift registers may be used, or the bits may be
errangcl in serial form. When a new character is fed in, =ither
the G parellel shift registers each advance one position or, if
one serial register is used, the register advances six positians.

As ocutputs from the registers, there are availeble sane M pairs of
leads corresponding to the M total bits in all of thec characters
af the longest word whose presence can be recognized by the device.

For a givem bit, an approximately constant voltage output ou the

TA IX-1
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1 lsad with no volbage extput ea tds 0 lesd indisstes O, vhile =
ppraxinstely sconstent voltage eutput ca the O laad with ne oxiput
voltags o the 1 lead indicstes 1.

The various bit leads are led % a plugboard whisk is
internally wired so as %o recognisze or respond to wvords of a givem
vocabulary. This plugboard will have P outlet leads, vhere P is the
lergest number of words which can be recognized by meens of the plug-
baard. Each output lead goes to a box marked cutput circuitry. Bignals
an leads from this box indicete the presence of & word in the vocabulary
or in socue sub-group of the vocabulery.

Figure 2 indicstes one possible nsture of the plugbosard,
viiich is very similar to the Dignond Ring Translator used in telephone
switerndng. PBach pair of digit wires is threaded through a set of
pairs of magnetic cores, which are shown in cross sectiom in the
driwing. A pulse on 8 O lead will induce & negative voltage in any
vire threading the "C” core to which it is comnected, snd a pulse om
8 1 Yead will induce a negative voltage on any wire threading the "1"
core to which it is comnected.

Two wires sre shown threeding the cores. The wire labeled
CL0 so threads the caores that when the signal from the coift register
is 0100 reading from bottam to top, the 0100 leed threeds no excited
cores end no voltage will be induced on it. We will remember that
the sbsence of & pulse on a lead indicates 1. Por any other threading

of all 4 cores, a wire would have a negative valtage induced on it.

TA IX-2
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A% e tSiue &b shich the vwiltages smpplisd by the shifh
register are ad their maxima, & small positive resding pulss is
epplied alomg the wires threading the ecres by mesns of the reading
ilse gmerator PR. If & vire to vhich the pulse is epplied
threads no active cores, this pulse will cmuse current to flow
through & suriss diode Dy and t0 an output lead OL. Far instance,
1f the voltages from the shift register sigafy 0100, the output
pulse vill cause current to flow through diode Dg; to output lead
OLl of Fig. 2.

Because transformers cen trensmit ac only, positive voltages
in the wvires threading the cares will fallow the negative voltages
produced by puises from the shift register. These positive voltages
cannot produce ocutput at the ocutput leads QL because of parellel-
connected diodes Dp. An output lead can go positive only when the
reading pulse u syplied to the perallel diode Dp, ag well as tn
the wire connected to the corresponding series diode.

Bonetinmes we may wish tc get an output corresponding to
e short wvord. In this case we thread the wire through only scme of
the sets of cores. For instance, in Pig. 2 wvire X011 will give an
output vhen the ghift-register supplies signals corresponding to
either 1011 or 0011 to the plugboard.

Various output leads can be connected together to give
a combined cutput for a particular section of the vocabulary, aor
all output leads can be connected together to give a respounse

vhen any word in the vocebulery is read out of the shift register.

A II-3
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I¢ i3 pessdile Wit the cepesitences of the disdes drivea
mgative vill ecause sa spprecistle sigmal vhem mexy culput leads
are eonnected tagether. This cem Ve garded against by replaciag
the series diodes by the eonfiguraticn of Pig. 3, retaining the
previcus parallel diodes, which are not shown in Figures 3 and k.

If we replace the series diodes by the configurstion of
Fig. b ve esn avoid applying large negative voltages to the series
diodes.

It mey be desirable to make the output associsted with
a given portion of the vocabulary availlable in binary coded form.
This can be done by threading an output wire through a aseries ol
cores, as shown in Fig. 5. Here an output pulse on wire W, pro-
duces pulses on leads corresponding to the number 010, resding
upward, wvhile a pulse through wire W, produces an ocutput 110.

It is worth noting that a "word space” is a cherscter, so
that it will be possible, and may or may not be desirable, to define
a wvord as consisting of certzin specified characterc preceded,
or followed, or both proceeded and followed, by e vord space.

As the sbove scheme has been outlined, C-bit characters
night be read in every 1/15,000 second, that is, every £7 micro-
seconds. If parallel shift registers were used end the bits were
read in parallel, no operations would have to take plece more
frequently than this. In order to induce sufficient voltages in
the leads, vhich thread a given core but once, it would probebly

be desirable that the length of the pulses supplied from the ghift
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segisther b il dom ¢0 adoxt cne misyosesand. One might ulse
ayply the Julses frem the saift register %o, say; & LO-tum primsry,
0 that 20 volts &% & ecmparativaly lov curreat spplisd %0 s ocre
by the shift register would produce 2 volts in a wire threading
the care.

We may note that to accomodate 5000 S-mil vires, the
cores wvould have to have openings with dismeters of around a half?
an inch.

In order to make it easy to thread the cores, U-ghaped
sections could be mounted on ane support and threaded; then, the
magnetiec circuite could be camleted by bar-shaped sections mounted
on another support.

2. A c.re-memc -y device.

Figure 6 shows another sort of word recognizer in which
cores are used not as transformers but as magnetic ator:ge devices.
Here there are two colurms of cores and the digit pulses fram the
shift register are currents to the cores; a current to a 0 lead
for a zfero and to a l lead for e one. Curremts in the O lead set
cores in column 1 opposite from cores in calwm 2, and currents in
the 1 lead set cores in the opposite sense fram currents in the O
lead. After the cores are set by a given set of digit currents
from the shift register, a reading valtage 1s spplied to wires
threading the cores. If one of the vires so threads the cores
that the reading voltage tries to set all the cores along its path

in the same sense in which the digit pulses have already set them,

™ 1II-5



then sa spprecisiles cxrrunt vill flow fabo the low Hpedesss load
md = iadicstion of recogritism will be cbtained by meuxe of the
aplifisr A. If no wire is so thresdsd through ths cores as %
terd t0 set them in the same direction in which they had deen set
by the digit pulses, them the resading pulss voltage will cause no
epprecishle current through any of the wires and no indication of
mognitimvﬂlhow.
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ESTDMATE O TECENICAL STTUATION IN CEYPTANALYSIS

It is very difficult for a non-specislist in the cryptographie
field to pruride = very peuctrating appruisal of the technical position
of the fiald. However, it seems importnnt to sey samething in this

regard, if anly to emphesize the fact thet the central difficulties

Lo b Y ]

ere in fact technical anl intellectwl probleas of a high arder, and
that managerent and en.ghmcri;ﬁz dacisions wiich do not recognlec this

central faci e not 11)'.@;;,"/{;9 increuse ows actw.. proficiency in

sulviag ‘Crvrteasicis, «nile it is more purtisuler-

" jocd than eclentific rescarch, hns much of the exacting character of
suc:. recearch, particularly as this ch-:acter 18 exhibited in research
in mathematics and trheoreticel puysics. It can be evaluated anly by
sinllur stindords.

Cryptanslymis nae alweys seen a very specialired art based
in part or & very nigh naturel voucen in particular directions, and
i pert ou very great experience. Before World War I1I it involved
lersely whe diligent study of the relevant small numbere of messages,
such: as diplomatic mescages, known or suspected to be of importance.

Since then many things have happened. One is the fact
that cryptanslysis is nov in & sense "big business.™ The CONINT

effort in the more oxr leas routine collection, transmission, and
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processing of istercepted date is hugs. IV 1a clear What the
managuaent of such am eaterprise has very little move hdo vivth
besic advances in cryptenslytic tecimigues ¥han factory managasest
this report, the two should be sepersted more -hu-plyﬂun they are
at present, and a specisl systems-analysis attack cnﬁ:o goals of
the routine producticn job should be morited. -nm,«"’/mum provide
faor more efficient discharge of the production mncticn and would
provide the Agency with a stronger position in dﬁaling vith its
customers. In addition, it would pemmit a better concentretion of
tie cxlisting most expert tudent ar the baric problmc of ~rypt-
analysis, and would provide a better fcxmdatig;;:x for e plenning for
eystenatic advances in tie field.

Other chuuges In the fieid have 5;§v’olved 2 grmeru)l lncrease
in understanding of cryptanalysis and of p,i;act.ica.l wveys of breaking
into new ciphers, and the aevelopment of ;}‘;i{;h-speed camuteras. It
is clear thet the high-spee? comuter Qf"ﬁrﬁpotentia.ll)- e very powarful
ally of the cryptanalyst. 1t permitc hi.m to undeartg.e much more
Leboricus teaxs than he could do vy xa.nd and tc expiHre more subtle
frroets of problems of cryptanalysis than was previcusly prselble.

On the other hand, it a.ppee.rs thnt general sdivences 1n
the field in other directicns have’;""‘fammd the cryptographer us

agalnst the cryptanalyst. In gxnam.l, the cryptenalyst relies on

(for his victories. As this 1is

more gensrally undsrstood, the cryptographer 18 in a positiom to

TA III-2
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| e;rhin m-bcr Moreover, present sipher mechines
m].u'galy mechanical. "Their operations, however, are of a sart

ﬁ:iehland themselvas extremely well to the present alectronic art.

It should not be difficult vith modern electronics to provide very

ccnpaat machines with significantly more camplex and flexihle

coding even than the present mechanical systems give.

Penel's opinion that the advantages will be

incnea.s“‘i,pgly in favor of tre cryritographer as againet the crypt-

enplyst, L srite of the imtroducition of camputer techniques. This

may mean tif:.; nochines & o Wil pecomc 80 sophisticated that we

can no lcmt,er Lope to bresal except On 8n

accidental aml irree,’ule.r basia e Panel's opinion in this matter

is discuesed els‘e'.rhere in the report. 1t is clear, however, that,

without regard t«, onc 's actual prognoun, the estekes invalved in

the ability to read "V"‘*gven occasionelly, ere suf-

ficiently great to induce us to make a strond effort to maximize

our cametence in the field. Moreover, 1‘:.(“‘:‘4; only by the most

intense effort toward the solution of current

that we can hops to keep into & pocition to read|

as they, too, became more sophisticated.
The first element in such en effort is the establ ishmemt
and maintenance of a nucleus of tﬁe most skillful possible analysts.

It is important to notice that it is only the highest level of skill

TA 1XX-3
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hore thed comin. Sivil Bwrvies Ngdistions, Wighary emsidepetions,
ote., shadld net be allowed o stend fa the wy of develeping aad

conperving sush akills. Ons is lod %o think of & Malfberate omm-
emntyutisa of the most skilled analysts in the Agmey, ecmbimed
with & aclose spprentice system, as a possihle mesns of developing
2 lsrger body of aryptanalytisc skill quickly.

The required skills smd sability of s nev generation of
cryptanalysts may, however, be samevhat different from that of the
ald generstion. An accawpanying sectian spesks of the shift from
low-order message and language structure to high-order structure
as part of the problem of reading difficult codes. This is, broadly
speaking, equivalent to a shift to a mare abstract and general peint
of view. Whereas the traditional cryptanalyst could rely entirely
on & particular “"bag of tricks,” the nev expert must have more of
the generality and abstractness of the typical profeasional scientist.
He mmst, however, be just as sharp as the ald generation was, and
this iz saying a great deal.

This evidently has scme implications for the kinds of
recruiting which the Agency should do. The Agency needs men of the
same general sort as the beat it has recruited previcusly, dut they
may require samevhat more formal scientific training. A particular
1lustration of the present situstion is furnished by the spparent
gap vhich exists in HESA between the traditional analysts and the
sk1lled programasr on modern camputing machines. HNew recruits
should, smong otber requirements, be men vho can bridge this gsp.
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fhe A Sattisted & povsistng Fessnvh Jregrs soversl
Foscsn age, &l 18 spgesss @t Wis VALl yoy fncyessing Aividents
1a the fubwre. e Fumal Welieves, hewsver, et the researeh
u-n-ton-pmwmmh-mhh-ta-
MMmMmcmmwhlm of types
1ikaly %o be useful for the Agmmay. mmznm
mmmmwgnw@hmmm
subtle aspects of the Agency's problems. |

Yor exanple, the Agamcy nprob-blymdeeply interested
in basic cammmication theory and {n the /y,é;nplexitins of linguistic
structure and higli-order langwa ge utstigf'¥icl than any other group
in the country. Tis i1s & field of gmat subtlety and challenge,
affording meny opportunities for open and revarding scientific
advances. However, NSA appears tohm no work going on in this
or releted inrmmtim-ﬂxemtin/,,*ﬁimtm.

The prohlem of recognitim is 2180 crucial. The use of
visual Aisplays as a poaliblg”/means of recognizing snd identifying
obscure logical structures 15 described in another section. There

iz also a very important recognition problem involved in the

and other situaticns which seem particularly

pranising for exploitation.
Such very subtle questions deserve serious research over

a8 period of ysars by a mixed teaa of mathematicisns and statisticians,

psychologists, and engineers. It would seem that the Agancy should

™ YII-5
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estuditsh a shoung offort ia this i1l fteelf. In addi®ien, X
might will syt sush work &t outeide tastitetions, fer exaple,
Mssaciusetts Institats of Tochmology or Narverd. -

Memy of the problems of cryptemalysis sre ia effect
msthenstics, and a redoubled efford in this area secms also to
be indicated. It is important, however, that ths mathsmatical
espects be construed broadly and mafntain a sufficient touch vith
cryptenalysis itself. The presence of security barriers, such as
may exist for some of the mmbers of part-time advisory groups to
BSA such as SCANP, the strung traditioms of academic mathematics,
eto., probably temd to shift tha attention of many mathematicians
to problems which fall within the normal intellectual organization
of mathemetics, but may have only peripheral or supporting interest
to eryptanslysis.

If the Agency's research department is properly arganized
and administered its interests will spen a broed and rewerding field
af scientific endeavor of the highest level, and yet it should be
perfectly clear that the core, purposs, and culmination of this
effort is nothing more or less than the advance of the theory and

practice of cryptanalysis.



KA SUPFORTED EESRARCH TN BOLID-STATR PEYAICS

The work spansored by the N3A in salid-state physics
may indeed be important academic research, but its relation to
Agency needs ig by no msans up to the standards provided by their
gponsored work in nhysics of the upper atmosphere and theoretical
physizs. This work appesrs to be an {llustration of a comon
regponse to the frustrations that must enter when public support
of fundementzl rceearch is intended to directly support so narrow
a range of aprlfcoticns ss NSA'c neceds provide. The scientifie
spansors of such reseﬁrch recognicze the Aifficul ty, agsraveted by
securit;, cf obteining sallf contributiaons to the large explorstory
developuent program they are tryir: to support. In reaction, they
support glamorcus and widely acclemed subjects and profeasors.
The cutput fram such work secns & ‘fust:ioble object of public
expenditure, and 1s usually heiled as scientific progress, although
it has almost no interactlon witl the NSA. Such eppears to be the
case, for examnle, 1z 4he carefully chosen support of work om cyclo-
tron rescnance in metals at the University of California (where,
interestingly enough, the discovery, attributed to HBA support,
of this 2ffect in tin fallowed its observation elsevhere in other
netals, like bigrmuth, by a year or more). A similar situatiom

spperently exists in support of the work at Harvard on the effects

A IV-1
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of yressxre ea elsctven spia reseasmte. This vas noted as Langaishing
Secnmpe of the interest ot Narvard ia nev spin esslllater effests.

No wikininess is meant wvhen i3 is said that perbape ysefussors, 09,
realize that at presemt the linkage of this yeseeach with the ryeal

interests of the supporting sgency is t00 remodte to tske thelr fizsd
attention.

While ths total ammal cost of such work is less than half
a million dollars, it seems important to bring out the missed oppor-
tunity to get done basic work really relevant to the needs of NSA.
At the same time, of course, an alert besic development survey should
make it possible to take advantage of the huge volume of fundemental
physicc of golids, end of other things, which is readily accessible

for NSA purhoses.



(b) (1)
' (b) (3)-50 USC 403
(b) (3)-18 USC 798
m-m”“ (b) (3)-P.L. 86-36

Ammmmmm—uzmnns, 1957,M
the fornation of this Panel, for the technieal study of]

|'nm followed reccmsassndstions ot the President's

Boaxd of Cousultants oa Foreign Iatelligence k:tivitm, as ap-
proved by the Presidant and referred to the socreﬁary of Defense
eod the Director, Office of Dofense )bbilization},‘”j oo January 29,
1957,

Jaci & poael wus forux. Ly the Scimce AMvisory Canmittee,
Cli{, end hes hod a seriec of ° ~c¢fings by mpmmwuvea of USCIB,
tuoladla s e followingy OIA, FoI, (DA, rm-c, olM, State Doparte
meagt B olaeT YOS canoaain VOGVITI ouftmzt, such ag Netiooel
Lx.coion Carber, Ratiomal Toaryd oo i’atim@, etc., and & USAFSS
rros.. oo arsa of study ‘es Lrvadoned to cover the vhole renge

of carsw. totions iatelly ence and Aiso ALINT, as oecned necessary

to &a5=38 Loroughly the "" problam. About 25 detailed

ACNBLa L. WUIV. ToRpled Wits auertus smpolenetary studies. Cooe
ferenre. &uxy’ W ranel ambers Jouixered about 20. The Federmal
prencles  arc both friendl - end cooperutive iy providing sensitive
rmateria.. soet of ths meetincs vere 7iih KA experts, vhoee
willincness 1o oeet the Penel's requests for highly specialized
{nformation vas matched by their diligence in orpmiring and

coopacting: it.
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0 uUsc 403
8 UsC 798
.L. Bo6-36

mmahum-m

M,m-u:mmdmm.
Mmm,oh mrul'-:“uﬁnm

issue of em had to be based com knowledgs of
ﬂnobncoarpttmg information on coding machines and methods

Llso, the relation d:llctivity t0 commmicstions

intell igence more gensrally csme up reput@ly- Accaordingly, the
Panel has some speciasl findings o teehnicai‘»gct.ivitiu in this
field vhich may be availshle separately. .

The crucial position of field work (mterceptim and
processing) in both the cost and effectiveness of tﬁ“e\cauxr
program caused the Panal to seck more information om thu then
could be ressonably gained in Washington. Hence, at a -un-hl.

time, which covered much of September 1957, Drs. Garwin snd

(b) (3)-50 USC 403
(b) (3)-P.L. 86-36

The Panal functioned in areas of Govermment more sensi-
tive and restricted than most scientific people believe can be
effectively studied. In this case, however, the cooperation and
disclosures of the relevant agencies wvere mostly superb. For
this, thenks ere given to the Department of Defense, in particular,
General G. B. Rrskine; the K8A, in particular, Lisutenant General
J. A. Banford; and to the Central Intelligence Agency and the

Federel Bureau of Investigatiom.
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Nuch mere them perxiseion, howsver, is mesesssxy Ve give
e sstisfastory survey of ommplex ecmmmicaticns intelligmmoe
Sectnology. For the mmmersus brisfings whish cbjestively dis-
played the ESA wark, Dr. A. Binkor (with the full cogaissnoce of
Brigadier General W. N. Burgess), Nr. A. Levenson, Dr. B. Kullbesk,
and their associates wvent to endless pains in capleteness and
clarity. They heve. our gratitude also for hospitahle, but private,
places vhere the Penel conferred, snd studied highly secret material.

Indeed, the Panel could heve hendled such materinl, and
woried out its own findings, only with the constant, skillful, and
highly understanding support of the 0ffice of Security Servicas,
NSA. Its essigmment of Mr. J. A. Groams, Mr. A. . Matnigen, and
others to facilitate the whole project wus esscntial to its progress.

Perspectives extendéing over the whaole scope o7 modern
hkuerican ryptology end cormuaicatians luvel igence were exgp.itl;
and generously given the Panel Ly Lieutenant Genere’l Ralps Cinine

and Mr. Williem Friedman. (b) {3)-P.L. 86-36

‘end o%.ers of the l:ience

Advisory Boerd of RBA kindly briefed us o2 R.elr currcat
comsiderations.

The Office of Defense Mobilizatic. wes neadqQuarters,
with Mr. D. Z. Beckler, ol the Szience Advisary CTamalttee, maliing

the whale study cogent and operable. ¥We than: alm end



» A o

¥r. Bareld Lawremce alse of the Bussutive 80Fice of the President

for devoted sexviss to our cause.

D.

Je

Je

A,

W. Alvares

W. Bode .

¥. Milnor
R. Pierce
Rochester

Selfridge
¥V, Tukey, Consultant

s hcher, Chaimsan

M. Cleason (partetime)

Septeaber 20, 1957

University of Califomia

Bell Telephone Leboratories, Inc.
Intermeational Business Machines Corp.
Mass. Institute of Technology
Princeton University

Bell Telephone Laboratories, Inc.
International Business Machines Corp.
Lincoln Laborstories, MIT

bell Telephone Leboratories, Ine.
and Princeton University

Bell Telephone Laborstories, Inc.

Horverd University
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