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SecrioN I

INTRODUCTORY
Paragraph
Prehminary remarks ... .. . . - 1
General remarks upon the nature of cryptographic periodieity. - . - 2
Effects of varying the length of the plain-text groupings........ ... . = . . 3
Primary and secondary periods, resultant periods - 4

1 Prelimmary remarks —a The text immediately preceding this devoted itself almost
exclustvely to polyalphabetic substitution systems of the type called repeating-key ciphers
It was seen how a regulanty m the employment of a lunited number of alphabets results in the
manifestation of periodicity or cycdic phenomena m the cryptogiam, by means of which the
latter may be solved The difficulty in solution 1s directly correlated with the type and number
of cipher alphabets employed 1 specific examples

b Two p.ocedurcs suggest themselves for consileration when the student crypilanalyst
reahizes the foregoing cucumstances and thinks of meshods to elunnate the weaknesses inherent
m this cryptographic system First, noting that the diufficulties in solution increase as the
length of the key increases, he may study the effects of employing much longer keys to see 1if
one would be warranted m placing much tiust in that method of increasing the security of the
messages Upon second thought, hov evel, re: .er.bering il a% as a general rule the first step
1n the solution consists 1 ascertairing the number of alphabets employed, 1t seems to him that
the most logical thing to do would be to use a procedute which will avo.d periodicity altogether,
will thus eliminate the cychic phenomena tlLat ate normally mamfested i cryptograms of a
periodic construction, and thus prevent an enemy cryptanalyst from taking even a first step
toward solution In other words, he will m.estigale the possibilities of aperiodic systems fitst
and 1if the results are unsatisfactory, he wil then sce what he can do with systems using lengthy
keys

¢ Accordingly, the first part of tins text will Le devoted to an examimation of certain of the
very sumple varieties of aperiodic, polyalphabetic substitution systems, after this, methods of
extending or lengthening short mnemonic keys, and systems using lengthy keys will be studied

2 General remarks upon the nature of cryptographic periodicity —a When the thoughtful
student considers the matter of pertodicity i polyalphabetic substitution systems and tries to
ascertain 1ts real nature, he notes, with some degree of interest and surprise perhaps that 1t 1s
composed of fwo fundamental factors, because there are m reality fwo elements mvolved m 1ts
production He has, of course, become quite famihiar with the 1dea that pertodicity necessitates
the use of a keying element and that the latter must be employed i1n a cychc manner But he
now begins to realize that there 1s another element involved, the sigmficance of which he has
perhaps not fully appreciated, vz, that unless the key 1s applied to constant-length plam-text
groups no periodicity will be mamfested externally by the cryptogram, despite the repetitive or
cyclic use of a constant-length key This reahzation 1s quickly followed by the 1dea that possibly
all periodicity may be avoided or suppressed by either or both of two ways (1) By using constant-
length keymg umnits to encipher vanable-length plamn-text groupings or (2) by using varable-
length keymmg umits to encipher constant-length plamn-text groupings

b The student at once reahzes also that the periodicity exhibited by repeating-key ciphers
of the type studied 1n the preceding text 1s of a very sumple character There, successive letters
of the repetitive key were apphed to successive letters of the text In respect to the employment
of the key, the cryptographic or keying process may be said to be constant or fized m character
Thus termnology remains true even 1f a single keymng umit serves to encipher two or more letters

@
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at a time, provided only that the groupings of plain-text letters are constant length For
example, a single key letter may serve to encipher two successive plamn-text letters, 1f the key 1s
repetitive i character and the message 1s sufficient 1 length, periodicity will still I;e manifested
by the cryptogram and the latter can be solved by the methods indicated 1n the preceding text !
Naturally, those methods would have to be modified 1n accordance with the specific type of
grouping involved In this case the factoring process would disclose an apparent key length
twice that of the real length But study of the frequency distributions would soon show that
the 1st and 2d distributions were similar, the 3d and 4th, the 5th and 6th, and so on, depending
upon the length of the key  The logical step 1s therefore to combine the dlstnbunor;s 1n proper
pairs and proceed as usual

¢ In all such cases of encipherment by constant-length groupings, the apparent length of
the period (as found by applying the factoring process to the cryptogram) 1s a multiple of the
real length and the multiple corresponds to the length of the groupings, that 1s, the number of
plan-text letters enciphered by the same key letter , ’

d The pomnt to be noted, however, 1s that all these cases are still pertodic 1n character
because both the keymg units and the plain-text groupings are constant m length ’

3 Effects of varying the length of the plain-text groupings —a But now consider the effects
of making one or the other of these two elements vamable mn length  Suppose that the plan-text
groupings are made vanable m length and that the keying units are kept constant in length
Then, even though the key may be cyclic in character and may repeat 1tself many times m the
course of encipherment, external periodicity 1s suppressed, unless the law governming the varation
w plawn-text groupings 1s atself cychiec wn character, and the length of the message 1s at least two or
more tumes that of the cycle applicable to this variable grouping

b (1) For example, suppose the correspondents agree to use reversed standard cipher

alphabets with the key word SIGNAL, to encipher a message, the 1
, tter b
i oo i the key ) age, the latter bemng divided up mto

I G N A

S L S I G N A L S
I G
1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345
C OM MAN DING GENER A LF IRS TARM YHASI S SU EDO RDER SEFFE
Q UW UGT KFAH UWNWJ I HN ARG NGPU PGNVF I TR OPE RFER OCBBC
N A L S I G N A L S I G
N A L
1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345
E TI VET WENT YFIRS T AT NOO NDIR ECTIN G TH ATT ELEP HONES
HS QHS WOFZ KDARQ N NU NMM YIDU OQZKF C NZ NUU WPWL EXYHT
S I G N A L S I
1 12 123 1234 12345 1 12 123
C OM MAS WITC HBOAR D SC OMM
Q UW UGO RFUL TZMAJ I AQ Uww ..
CRYPTOGRAM

QUWUG TKFAH UWNWJ LHNAR QNGPU  PGNVF ITROP ERFER

OCBBC LHSQH SWOFZ KDARQ _NNUNM MYIDU 0QZ
KF  CNZNU
UWPWL  EXYHT UWUG ORFUL TZMAJ TAQUR W

FIGURE 1

! In this connection, see Seetion IIY, Miliary Cryptanalysss, Part I 1,

3

(2) The cipher text m this example (Fig 1) shows a teftragraphic and a pentagraphic
repetitton The two occurrences of QUWUG (=COMMA) are separated by an interval of 90
letters, the two occurrences of ARQN { =IRST) by 39 letters The former repetition (QUWUG),
1t will be noted, 1s a true periodic repetition, since the plain-text letters, their grouping, and
the key letters are identical The mterval i this case, if counted m terms of letters, 18 the
product of the keying cycle, 6, by the grouping cycle, 15 The latter repetition (ARQN) 1s not
a true periodic repetition m the sense that both cycles have been completed at the same pomnt,
as 18 the case in the former repetition It 1s true that the cipher letters ARQN, representing
IRST both times, are produced by the same key letters, I and G, but the enciphering points mn
the grouping cycle are different in the two cases Repetitions of this type may be termed
partwally perodic repetations, to distinguish them from those of the completely perodic type

¢ When the intervals between the two repetitions noted above are more carefully studied,
especially from the pomnt of view of the interacting cycles which brought them about, 1t will be
seen that counting according to groupwngs and not according to single letters, the two pentagraphs
QUAUG are separated by an interval of 30 groupings Or, if one prefers to look at the matterin
the hight of the keying cycle, the two occurrences of QUWUG are separated by 30 key letters
Since the key 1s but 6 letters in length, this means that the key has gone through 5 cycles Thus,
the number 30 1s the product of the number of letters in the keymng cycle (6) by the number
of different-length groupings in the grouping cycle (5) The mteraction of these two cycles
may be conceived of as partaking of the nature of two gears which are 1n mesh, one driven by
the other One of these gears has 6 teeth, the other 5, and the teeth are numbered Tf the
two gears are adjusted so that the “number 1 teeth” aie adjacent to each other, and the gears
are caused to revolve, these two teeth will not come together again until the larger gear has
made 5 revolutions and the smaller one 6  During this tume, a total of 30 meshings of individual
teeth will have occurred But since one revolution of the smaller gear (=the grouping cycle)
represents the encipherment of 15 letters, when translated m terms of letiers, the 6 complete
revolutions of this gear mean the encipherment of 90 letters This accounts for the period of
90, when stated 1n terms of letters

d The two occurrences of the other repetition, ARQN, are at an interval of 39 lefters, but
m terms of the number of intervening groupings, the mnterval 1s 12, which 1s obviously two
times the length of the keymg cycle In other words, the key has mn this case passed through 2
cycles

¢ In a long message enciphered according to such a scheme as the foregomng there would
be many repetitions of both types discussed above (the completely pertodic and the partially
periodic) so that the eryptanalyst might encounter some difficulty 1n lus attempts to reach a
solution, especially if he had no information as to the basic system It 1s to be noted m this
connection that if any one of the groupings exceeds say 5, 6, or 7 letters in length, the scheme
may give 1tself away rather easily, since 1t 18 clear that wuhwn each grouping the encipherment 18
strictly monoalphabetic  Therefore, 1n the event of groupings of more than 5 or 6 letters, the
monoalphabetic equvalents of tell-tale words such as ATTACK, BATTALION, DIVISION,
etc , would stand out The system 1s most efficacious, therefore, with short groupings

f It should also be noted that there 1s nothing about the scheme which requires a regulanty
1n the grouping cycle such as that embodied 1n the example A lengthy grouping cycle such as
the one shown below may just as easily be employed, 1t being guided by a key of its own, for
example, the number of dots and dashes contamed 1n the International Morse signals for the
letters composing the phrase DECLARATION OF INDEPENDENCE might be used Thus, A ( —)
has 2, B (—...) has 4, and so on Hence

DECLARATIONOFINDEPENDENCE
214433 2123 23 422314133713 4.1

’
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The grouping cycle 18 3+1+444-1-2 » or 60 letters in length Suppose the same phrase
18 used as an enciphering key for determming the selection of cipher alphabets Smce the
phrase contaimns 25 letters, the complete period of the system would be the least common multiple
;ﬁaﬁu a.cnd 60 (;r 30(1)3 liti:;lrs ’.[(;hlﬂ syj]tlem might appear to yield a very lugh degree of crypto-
security u e student will see

e maay ot firt glanes eppern et W1 as he progresses that the security 1s not so lugh as

4. Primary and secondary periods, resultant pertods —a It has been noted that the length
of the complete period m a system such as the foregoing 1s the least common multiple of the
length of the two component or nteracting periods In a way, therefore, since the component
periods constitute the basic element ot the scheme, they may be designated as the bassc or primary
periods  These are also fudden or latent perods The apparent or patent pertod, that is thé
complete period, may be designated as the secondary or resultant period In cer;sam typ;s of
cipher machines there may be more than two Primary periods which interact to produce
resultant pertod, also, there are cases 1n which the latter may nteract with another pimary
period to produce & tertiary period, and so on  The Sinal, or resultant, or apparent period 1s the
one which 1s usually ascertained first as a result of the study of the mntervals between repetitions
This may or may not be broken down mto 1ts component primary periods i

b Although a solution may often be obtamed without breaking down a resultant period
Into 1ts component primary periods, the reading of many messages pertaming to o widespread
system of secret communication is much facilitated when the analysis 1s pushed to 1ts lowest
level, that 1s, to the pomnt where the final cryptographic scheme has been reduced to 1ts simplest

Section 11

SOLUTION OF SYSTEMS USING CONSTANT-LENGTH KEYING UNITS TO ENCIPHER
VARIABLE-LENGTH PLAIN-TEXT GROUPINGS, I

Paragriph

Introductory remerks - - e e e e e o e el - - .48
Aperiodie encipherment produced by groupings according to word lengths . ____ . _ __ .. . .6
Solution when direct standard eipher alphabets are employed v
Solution when reversed standard eipher alphabets are employed ... G -
9

Comments on foregorg cases n e e e e cemn m cemmemee mmee o mm e e e —n = e = -

6. Introductery remarks —a The system described 1n pa.agraph 3 above 1s obvrously not
to be classified as aperiodic ir nature, despite the injection of a vaiable factor which mthat
case was based upon mmegularity 1n the length of one of the two clements mvolved m polyalpha-
betic substitution The varable factor was there subject to a law which 1n 1tself was periodic
in character

b To make such a system tiuly aperiodic i character, by claborating upon the basic
scheme for preducirg variable-length plain-text groupings, would be possible, but impractical
For example, using the same methed as 1s fiven 1n paragraph 3f for determining the lengths of
the groupmgs, one might employ the text of a Look, and if the latter 1s longer than the message
to be enciphered, the crvptogram would certainly show no periodicity as regards the mtervals
between repetitions, which would be plentiful However, as already wdicated, such a scheme
would not be very practical for regular communication between a large number of correspondents,
for reasons which are no doubt apparent The book would have to be safeguarded as would a
code, enciphering and deciphering would be quite slow, cumbersome, and subject to erroi,
and, unless the same key teat were used for all messages, methods or indicators would have to
be adopted to show exactly where encipheiment begins mn each message A simpler method
for producing coustantly cLanging, aperiodic plain-text groupmgs therefore, 1s to be sought

6 Aperiodic enc'pherment produced by groupings according to word lengths —a The
simplest method for producing aperiodic plan-text groupings 1s one which has doubtless long
ago presented 1itself to the st ident, 2, cncipherment according to the actual word lengths of
the mevsage to be enciphered

b Although the average number of letters composing the words of any alphabetical language
18 fearly constant, successive words comprising plain text vary a great deal mn this respect, and
this vanation 1s subject to no law?! In telegraphic Enghsh, for example, the mean length of
words 18 5 2 letters, the words may contain from 1 to 15 or more letters, but the successive
words vary m length in an extremely rregular manner, no matter how long the text may be

¢ As a consequence, the use of word lengths for determinming the number of letters to be
enciphered by each key letter of a repetitive key commends 1tself to the mexperienced cryptog-
rapher as soon as he comes to understand the way in which repeating-key ciphers are solved
If there 1s no periodicity 1n the eryptograms, how can the letters of the cipher text, wrtten mn

1Tt 18 true, of course, that the differences betwcen two writers 1n respect to the lengths and characters of
the words contained 1n their personal voeabrlaiies are oftern marked and ecan be measurcd  Thesce d ffercnces
may be subject to certain laws, but the latter arc not of the type in which we are interested, being psychological
rather than mathematical in character Sce Rickert, B, New Methods for the Study of Laterature, Unmiversity of
Chucago Press, Chicago, 1927 ®
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5-letter groups, be distributed into therr respective monoalphabets? And 1f this very first step
1s 1mpossible, how can the cryptograms be solved?

7 Solution when direct standard cipher alphabets are employed — a Despite the foregoing
rhetorical questions, the solution of this case 1s really quite simple Tt merely involves a modifi-
cation of the method given mn & previous text,? wherein solution of a monoalphabetic cipher
employing a direct standard alphabet 1s accomphshed by completing the plain-component
sequence There, all the words of the entire message come out on a single generatrix of the
completion diagram In the present case, since the mdividual, separate words of a message
are enciphered by different key letters, these words unll reappear on different generatrices of the
diagram Al the cryptanalyst has to do 1s to pick them out He can do this once he has found
a good starting point, by using a httle imagmation and following clues afforded by the context

b An example will make the method clear The following message (note 1ts brevity) has
been intercepted

TRECS YGETI LUVWV IKMQI RXSPJ
SVAGR XUXPW VMTUC SYXGX VHFFB LLBHG

¢ Submitting the message to routine study, the first step 1s to use normal alphabet strips
and try out the possibiity of direct standard alphabets having been used The completion
diagram for the first 10 letters of the message 1s shown 1n figure 2

d Despite the fact that the text does not all Teappear on the
same generatrix, the solution 1s a very stmple matter because the
first three words of the message are easily found CAN YOU GET
The key letters may be sought m the usual manner and are found
to be REA  One may proceed to set up the remaining letters of
the message on shding normal alphabets, or one may assume
varlous keywords such as READ, REAL, REAM, etc , and try to
contmue the decipherment in that way The former method 1s
easier 'The completed solution 1s as follows

R E A D E R S
CAN YOU GET FIRST REGIMENT BY RADIO
TRE CSY GET ILUVW VIKMQIRX SP JSVAG

D I G E S T
OUR PHONE NOW OUT OF COMMISSION
RXU XPWVM TUC SYX GX VHFFBLLBHG

¢ Note the key in the foregomng case It 1s composed of the
successive key letters of the phrase READERS DIGEST

S The only difficult part of such a solution 1s that of making
the first step and getting a start on a word If the words are
short 1t 1s rather easy to overlook good possibilities and thus
spend some time 1n fruitless searching However, solution must
come, 1f nothing good appears at the beginning of the message,
search should be made 1n the interior of the cryptogram or at
the end

3 Mulstary Cryplanalysis, Part I, Par 20

G2
=
3

QWP NHKMIOS
PN Edadxanw
ZEOPRGOHITQOME

NN I<CHUUIOVOZErRGHIQEEU Q
OZEMRUHIQTIEHUQWEPNKXS<CSHd 0
C:HIMWO"UOZE["NQH:EQ"]HUQW»N@

MTHTUQUWPNAHIB<AHNTIOVOZRE NG T
DQUWrErN<RHMEdAH IO VOZENRGCHTO T
NAVOYVOZRINMRNRUHIQHABHUQWD N M= <
TQEHUQWENW}KHMILSACH N IO VOZ2 NG H

UDaaurN<AMsd<cHuwoOvo

o= N

OvoZEr"XNGUHMHIQOEIEHmUODOW
nov

WXOYOZRINRULUHIONOAEEY

Ha<
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8. Solution when reversed standard cipher alphabets are employed —It should by this time
hardly be necessary to indicate that the only change in the procedure set forth in paragraph
7¢, d n the case of reversed standard cipher alphabets 1s that the letters of the cryptogram must
be converted mto therr plam-component (direct standard) equivalents before the completion

lied to the message
sequgl.lcg(:fnilx)gntes on foregomg fases —a The foregomng cases are so sumple 1n nature that the
detailed treatment accorded them would seem hardly to be warranted at this stage of study
However, they are necessary and valuable as an mtroduction to the more complicated cases to
fOIIO\Z Throughout this text, whenever encipherment processes are under discussion, the pair
of enciphering equations commonly referred to as characterizing the so-called Vigenére method
will be understood, unless otherwise indicated This method 1nvolves the pair of enciphering
equations ©,,=06x., 6,1=0,.,, that 1s, the mndex letter, which 1s usually the imtial letter of the
plain component, 13 set opposite the key letter on the cipher component, the plain-text letter
to be enciphered 1s sought on the plamn component and 1ts equivalent 1s the letter opposite 1t
r component

- thce ("’Il‘l})l};esoluu& of messages prepared according to the two preceding methods 1s particularly
easy, for the reason that standard cipher alphabets are employed and these, of course, are dertved
from known components The significance of this statement should by this time be quite
obvious to the student But what 1f mixed alphabets are employed, so that one or both of the
components upon which the cipher alphabets are based are unknown sequences? The sumple
procedure of completing the plamn component obviously cannot be used Since the messages
are polyalphabetic in character, and since the process of factormg cannot be apphed, 1t would
seem that the solution of messages encirphered in different alphabets and according to word
lengths would be a rather difficult matter However, 1t will soon be made clear that the solution
18 not nearly so difficult as first impression might lead the student to 1magme

3 See 1n this connection, Military Cryptanalysis, Part IT; Section II, and Appendix 1
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SOLUTION OF SYSTEMS USING CONSTANT-LENGTH KEYING UNITS TO ENCIPHER
VARIABLE-LENGTH PLAIN-TEXT GROUPINGS, II

Paragraph
Bolution when the original woird lengths are retamned 1n the cryptogram . ... _ .. S 10
Solution when other {ypes of alphabets are employed .o e ol e e e e 11
Isomorphism and 1ts 1mpoitance 1n cryptanalytics .. . ___.___ _. o e e cm e e ———— e 12
Tllustration of the appliation of phenomena of 1somorphism n solving a eryptogiam . _______ ______ .. 13

10 Solution when the onginal word leagths are retamned m the cryptogram —a This case
will be discussed not because 1t 1s encountered m practical military cryptography but because 1t
affords a good introduction to the case in which the origmal word lengths are no longer 1n evi-
dence 1n the cryptogram, the latter appearing mn the usual 5-letter groups

b Reference 1s made at this point to the phenomenon called 1diomorphism, and 1ts value 1n
connection with the application of the principles of solution by the “probable-word” method,
as explamed in a provious text ' When the onginal word lengths of a message are retamned 1n
the cryptogram, there 1s no difficulty 1 searching for and locating 1diomorphs and then making
comparisons between these 1diomorphic sequences in the message and spectal word patterns
set forth in lists man tamned for the purpose For example, 1n the following message note the
underhined groups and study the letters within these groups

Mzssace
XIXLP EQVIB VEFHAPFVT RT XWK PWEWIWRD XM
NTJCTYZL OAS XYQ ARVVRKFONT BH SFJDUUXFP
OUVIGJPF ULBFZ RV DKUKW ROHROZ

IntomorraICc SKQUENCES

(1) PREWIWRD (2) ARV KFONT (3) SFJDUUXFP
N e’

VR

(4) ROHRO Z
N———

¢ Reference to lists of words commonly found 1n mibhtary text and arranged according to
their 1diomorphic patterns or formulae soon gives suggestions for these cipher groups Thus

(1) PWNEWIWRD (3) SFJDUUXFP
DIVISION ARTILLERY
N e’ N——
(2) ARVVREKFONT (4) ROHRO Z
BATTALIONS 0CLOCK
—— s —— -

1 Malitary Crypianalysis, Part I, Par 33 a—d, inclusive
(8

9

d With these assumed equirvalents a reconstruction skeleton or diagram of cipher alphabets
(forming a poriion of a quadricular table) 1s estabhished, on the hypothesis that the cipher
alphabets have been deitved from the shding of a mived component agamnst the normal se-
quence First 1t 1s noted that since O,=R, both 1n the word DIVISION and 1 the woid OCLOCK
therr cipher equivalents must be 1n the same slphabet The 1econstiuction skeleton 1s then as

follows

AlBICIDIE|F|GIH|I{JIKIL|M|N|OIP|Q|R|S|[T|UjV|W|X{Y|Z
Division, =l={=/= =] = ]—
o'clock_..__ 6} ol|P W Z|H DIR I E
Battalion _.__(2)|R] A F K N|O TV
Artillery _____(3){ S X D U F| |Jg P

FIGURE 3a

¢ Noting that the mterval between O and R mn the first and second alphabets 1s the same,
direct symmetry of position 1s assumed In a few moments the first alphabet mn the skeleton

becomes as follows

AlBlCc|D|E|IFIG|H|I|J|K|L|M|N|O|P|Q[RI|S|T|U|V|W|X|Y|Z
(1) N{O{P SIT|V|WIX|Z|H DIR|A|U I E|F J|K
@)[R{A F K| {N|O T|V
3)| S X D U F J P

k1eUPE 3b

f The key word upon which the mixed component 1s based 1s now not difficult to find
HYDRAULIC

g (1) To decipher the entire message, the sumplest procedure 1s to convert the cipher
letters mto their plamn-component equivalents (setting the HYDRAULIC Z sequence agaimst
the normal alphabet at any pomt of comcidence) and then completing the plamn-component
sequence, as usual The words of the message will then reappear on different generatrices The
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Pl ABCDEFGHIJKLMNOPQRST
Cipher......_______ HYDRAULICBEFGJKMI?IOPQg¥VVIV€1$J¥§
XIXLP Q VEFHAPFVT
YHYGS WKLAESLWYV
ZIZHT XLMBFTMXW
AJAIU YMNCGUNYX
BKBJYV ZNODHVOZY
CLCKW AOPEIWPAGZ
DMDL X BPQFJXQBA
ENEMY CQRGKYRCHB
A,=S, DRSHLZSDC
ESTIMATED
Ap=P,

”JMUOWPN%NS<CHMWD'UOZSE"NH
OZEL“NQHIQ'TJI’]UOUJ>N*<NS<GH
D"UOZEFNQHIQWHUQWPNNNS<
QW»NNNE<CHU)WO"UOZZF‘NC¢H.’EH
B)UQW>N*<NS<GHMWD“UOZSE"N“—-W

=g

.-}

il o
(e}

e

|

FiqURE 4

(2) The key for th
as foHo)ws ¥ tor the message 1s found to be SUPREME COURT and the complete message 18
SoLuTION

S U P R E M E C 0 U
ENEMY FORCE ESTIMATED AS ONE DIVISION OF INFANTRY AND TWO
XIXLP EQVIB VEFHAPFVT RT XWK PNEWIWRD XM NTJCTYZL OAS XYQ

BATTA?..IONS 0'1;7' ARTIsLE Y " r g " 0
RY MARCHING NORTH AT SEVEN OCLOCK
ARVVRKFONT BH SFJDUUXFP OUVIGJPF ULBFZ RV DKUKW ROHROZ

k In case the plain component 1s the reversed normal sequence, the pr
from the foregomng, except that m the completion diagram %:he re;erseg g:;g;l;zéslgzglﬂim:;
after the cipher letters have been converted Into therr plam-component equivalents ny

¢ No doubt the student realzes from his previous work that once the primary mixed
component has been recovered the latter becomes a known sequence and that the so?lrltlon of
subsequent messages employing the same set of derived alphabets, even though the keys to
mdividual messages are different, then becomes a stmple matter ’ 7

T
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11 Solution when other types of alphabets are employed —a The foregoing examples
involve the use either of standard cipher alphabets or of mixed cipher alphabets produced by
the shding of a mixed component against the normal sequence There 1s, however, nothing
about the general cryptographic scheme which prevents the use of other types of derived,
interrelated, or secondary mixed alphabets Cipher alphabets produced by the shdmng of a
mixed component against itself (either direct or reversed) or by the shding of two different
mixed components are very commonly encountered 1n these cases

b The solution of such cases mmvolves only shght modifications 1n procedure, namely, those
connected with the reconstruction of the primary components The student should be 1n a
position to employ to good advantage and without difficulty what he has learned about the
principles of indirect symmetry of position 1 the solution of cases of the kind described

¢ The solution of a message prepared with mixed alphabets derived as indicated in sub-
paragraph b, may be a difficult matter, depending upon the length of the messege 1n question
It mught, of course, be almost impossible 1f the message 1s short and there 1s no background for
the apphcation of the probable-word method But if the message 1s quite long, or, what 1s
more probable with respect to military communications, should the system be used for regular
traffic, so that there are available for study several messages enciphered by the same set of
alphabets, then the problem becomes much easier In addition to the usual steps in solution
by the probable-word method, guided by a search for and identification of 1diomorphs, there 1s
the help that can be obtamed from the use of the phenomena of 1somorphism, a study of which
forms the subject of discussion in the next paragraph

12. Isomorphism and 1ts importance in cryptanalytics—a The term idiomorphism 1s
fammbiar to the student It designates the phenomena arsing from the presence and positions
of repeated letters m plain-text words, as a result of which such words may be classified according
to their compositions, “patterns,” or formulae The term wsomorphism (from the Greek ‘“1sos”
meaning ‘“‘equal” and “morphe” meaning “form’) designates the phenomena ansing from the
existence of two or more 1diomorphs with identical formulae Two or more sequences which
possess 1dentical formulae are said to be wsomorphic

b Isomorphism may exist in plain text or in cipher text For example, the three words
WARRANT, LETTERS, and MISSION are isomorphic If enciphered monoalphabetically, their
cipher equivalents would also be isomorphic In general, isomorphism 1s a phenomenon of
monoalphabeticity (either plamn or cipher), but there are instances wherein 1t 1s latent and can
be made patent m polyalphabetic ecryptograms

¢ In practical cryptanalysis the phenomena of 1somorphism afford a constantly astonishing
source of clues and aidsin solution  The alert cryptanalyst 1s always on the lookout for situations
1 which he can take advantage of these phenomena, for they are among the most interesting
and most 1mportant m cryptanalytics

13. Illustration of the use of 1somorphism —a Let us consmder the case discussed under
paragraph 10, wherein a message was enciphered with a set of mixed cipher alphabets denved
from shding the key word-mixed primary component HYDRAULIC XZ agamst the normal
sequence Suppose the message to be as follows (for sumpheity, original word lengths are

retained)
CRYPTOGRAM

VCLLKIDVSJDCTI ORKD CFSTV IXHMPPFXU EVZZ
FK NAKFORA DKOMP ISE CSPPHQKCLZKSQ LPRO
JZWBCX HOQCFFAOX ROYXANO EMDMZMTS

TZFVUEAORSL AU PADDERXPNBXAR IGHFX JX1I
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b (1) Ouly a few nunutes mspection discloses the following three scts of 1somorphs

() YVCLLKIDVSJDCI (a) IXHMPPFXU
(1) () CSPPHQKCLZKSQ (2 {() HOQCEFAQOX
() PADDERXPNBXAR | ~ 1
S ! || () NAKFORA
(3) l(b) ROYXANO
| —

(2) Without stopping to 1efer to word-pattern hsts 1 an attempt to identify the very
striking 1diomorphs of the first set, let the student piroceed to build up partial sequences of
equivalents, as though he were dealing with a case of mdirect symmet1ry of position Thus?

From 1somorphs (1) (a) and (1) (b)

Vo€, CcS, P, K<H, I<Q, DK, SCL, JC4Z,
from which the following partial sequences are constructed
(a) VCSLP (b) DKH (c) IQ (d) JZ
From 1somorphs (1) (b) and (1) (c)
CcP, S<A, PD, HCE, @SR, K&X, LN, ZSB,
from which the following pariial sequences are constructed
() CPD (f) SA (g) HE () QR () KX (3) LN (k) ZB
From 1somorphs (1) (a) and (1) (¢)
V<P, CcA, LD, KCE, ISR, DX, SCN, JCB,
from which the following partial sequences are constructed
) LDX (m) VP (m) CA (o) KE (p) IR (q) SN (r) JB

Noting that the data from the three 1somorphs of this set may be combmned (VCSLP and CPD
make VCSLP D, the latter and LDX make VCSLP D X), the following sequences are
established

1 2 3 4 5 6 7 8 9 10 11 12 13
(1){v Cc S L P A N D K H X E
1 2 3 4 5
(2){1 Q R
1 2 3 4 5
(3){J z B

¢ (1) The fact that the longest of these chains consists of exactly 13 letters and that no

additions can be made from the other two cases of 1somorphism, leads to the assumption that a

“half-chamn’ 1s here disclosed and that the latter represents a decimation of the original primary
1 2 3 4 5 6 7 8 9

component at an even mterval Noting the placement of the letters V. S P N K,

2 The symbol <= 1s to be read ‘18 equivalent to ”’
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which gives the sequence the appearance of being the latter half of a keyword-mixed sequence
running 1n the reversed direction, let the half-chain be reversed and extended to 26 places, as
follows

1 2 3 ¢4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 190 20 21 22 23 24 253 26

E K N P 8 v X H D A L ¢

(2) The data from the two partial chains (JZ B and IQ R) may now be used,and the
letters mserted into their proper positions Thus

1 2 3 4 5 6 7 8 90 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

E JK N PQS V XZH DRA LICB

(3) ThesequenceH D R A L I Csoon suggests HYDRAULIC as the key word When
the mixed sequence 1s then developed 1n full, complete corroboration will be found from the data
of 1somorphs 2 (a) (b) and 3 (a) (b) Thus

1 2 8 4 85§ 6 7 8 9 10 11 12 183 14 15 16 17 18 19 20 21 22 23 24 25 26

HYDRAULICBEFGJKMNOPQSTVWIXZ

(4) From 1diomorphs (2) (a) and (2) (b), the mterval between H and I 1s 7, 1t 1s the same
for 0Oand X, Qand H, C and M, etc From idiomorphs (3) (a) and (3) (b) the mterval between
Rand N1is 13,1t 18 the same for O and A, Yand K, etc

d The message may now be solved quite readily, by the usual process of converting the
cipher-text letters mto their plain-component equivalents and then completing the plamn com-
ponent sequences The solution 1s as follows

[Key STRIKE WHILE THE IRON IS (HOT?)}

S T R I K
COMMUNICATION WITH FIRST ARTILLERY WILL
VCLLKXKIDVSJDCI ORKD CFSTV IXHMPPFXU EVZZ
E [) H I L E
BE THROUGH CORPS AND COMMUNICATION WITH
FK NAKFORA DKOMP ISE CSPPHQKCLZKSQ LPRO

T H E I
SECOND ARTILLERY THROUGH DIVISION
JZWBCX HOQCFFAOX ROYXANO EMDMZMTS
R 0 N I S
SWITCHBOARD NO COMMUNICATION AFTER TEN
TZFVUEAORSL AU PADDERXPNBXAR IGHFX JX1I
e (1) In the foregoing 1llustration the steps are particularly simple because of the following

circumstances

(@) The actual word lengths are shown

(b) The words are enciphered monoalphabetically by different alphabets belonging to a
set of secondary alphabets

(c) Repetitions of plamn-text words, enciphered by different alphabets, produce 1somorphs
and the lengths of the 1somorphs are definitely known as a result of circumstance (a)

(2) Of these facts, the last 1s of most interest in the present connection But what if the
actual word lengths are now shown, that is, what if the text to be solved 1s mtercepted mn the
usual 5-letter-group form?

135922—39——2
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Ly dI;ﬁfiful t;pbg: i ;:olz (s)cfalgl(:mf oz;} 1;}(1\ er 1the case  The problem 1s therefore made some“

¢ Iact that there 1s nothing to mnd f

b g to mndicate definit

. mpl:fﬁﬁ; i)gr t;J:;::c;f:lv;fhkeylet;:}«irs However, the solution merely nec;;sfgtfsl enIll?;:atse;f
erimy e than m the preceding T !

repetitions which may serve to “block oﬁt” or dfhmxtl::o:gpmaly“ hat whon g Hoto of

el , and hope that when t
i : ‘;l;‘li sf.othf:’g;ins;x;gdlizx(\;ﬂy c(Iaxf'f:;lm aequ;ances baving familiar idiomor phmli‘eiltlsrl:sd:: ;::
) e ere 18
to vk & emplorme G entering o plenty of text, repetitions wall be sufficient in number
" enb Of cofu:}sle, if any sort, of stereotypic pluaseology 18 em
o &ﬁdmmg;soa : ufclli{lzzz;igt;fs, theF matter of assuming values for sequences of cipher letters 15 easy
ot on or example, suppose that as a resuli of previous work 1t has b ,
- any messages begm with the expression REFERRING TO YOUR NUMB e been
ldlavmg silejveml messages for study, the selection of one which o
fouf;oge sm ;ngl;g. Riggen by the word REFERRING 15 & relativel
wor NG, if with a farr degree of cert
NUMBER( 1 )th; :;;lut;lon 18 probably well under way &m
c e the case discussed n para
graph 13, but assume that word ]
:;g:;:::d bec?luse the message 1s transmitted m ,the usual 5-letter gxl-'ou e: ga’llﬁ‘;hare S
mng the exact length of sequences which are 1somorphic, or b e 13 o
H 1

pscertam: as the
rathe(:-d’t enl:}gﬁl:xzﬁrou; 1sofmorphs” becomes 8 more difficult matter and mustp:‘)(;::zsr:sstbﬁeﬂy
eads of reasoning For example, take the ulustrative message just dga‘:llt:

with and let 1t be assumed that 1t was arranged 1n 5-letter groups

ployed, espcetally at the beginmngs

y simple matter, and having
ty one can add the words TO YOUR

VCLLK IDVSJ bc

I0R XKDCFS TVTI
ggggczl EggAK FORAD KOMPTI SEC.JS{g gzggg
CEMDM ZMT(S)g gg\?gl}; Aons: LAOXE D ERLD
NBXAR .ono¥ . AORSL AUPAD DERXP
(2) The detection of 1somorphisms now becomes a more difficult matter There 1g no

special trouble i picking out the followmng thiee 1somorphic sequences
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since the first one happens to be at the begmmng of the message and 1ts left-hand boundary, or
“head,” 1s marked by (or rather, comncides with) the begmning of the message By a fortunate
circumstance, the rght-hand boundary, or “tai,” can be fixed just as accurately That the
repetition extends as far as indicated above 18 certain for we have a check on the last column
I,Q.,R If an additional column were added, the letters would be 0, L, I  Since the second
letter has previously appeared while the first and third have not, a contradiction results and the
new column may not be included

If, however, none of the three letters 0, L, I had previously appeared, so that there could
be no means of getiing a check on their correctness, it would not be possible to block out or
ascertamn the extent of the 1somorphism i such a case  All that could be said would be that
1t seems to mclude the first 13 letters, but it might confunue further

d (1) However, the difficulty or even the mmpossibility of blocking out the isomorphs fo
thewr full extent 1s not usually a serious matter After all, the cryptanalyst uses the phenomenon
not to 1dentify words but to obtamn eryptanalytic data for recomstructing cipher alphabets
For example, how many data are lost when the illustrative message of subparagraph 13a 1s
rewntten In 5-letter groups as m subparagraph 14¢ (1)? Suppose the latter form of message

be studied for 1somorphs

VCLLK IDVSJ DCIOR KDCFS TVIXH MPPFX UEVZZ
FKNAK FORAD KOMPI SECSP__PHQKC L7ZKSQ LPROJ
ZWBCX HOQCF _FAOXR OYXAN OEMDM ZMTST ZFVUE
AORSL. AUPAD DERXP _NBXAR IGHFX JXI

(2) If the underscored sequences are compared with those m the message m subparagraph
13a, 1t will be found that only a relatively sinall amount of information has beenlost Certanly
not enough to cause any difficulty have been lost 1 this case, for all the data necessary for the
reconstruction of the mixed cipher component came {rom the first set of 1somorphs, and the
latter are 1dentical m lengih in both cases Only the head and tail letters of the second pair
of 1somorphic sequences are not mcluded m the underscored sequences m the 5-letter version
of the message 'The third pair of 1somorphic sequences shown 1n paragiaph 13b does not appear
in the 5-letter version since there 18 only one repeated letter mn this case In long messages or
when there are many short messages, a study of 1somorphism will disclose a sufficient number of
partial 1somorphs to give data usually sufficent for purposes of alphabet reconstruction

¢ It should be noted that there 1s nothing about the phenomenon of 1somorpism which
restricts 1ts use to casesmn which the cipher alphabets are secondary alphabets resulting from
the shding of & mixed component against the normal It can be useful 1n all cases of mterrelated
secondary alphabets no matter what the basis of their denvation may be

f In subsequent studies the mmportant role which the phenomenon of 1somorphism plays
m cryptanalytics will become more apparent When the traffic 1s stereotypic mn character,
even to a shght degree, so that 1womorphism may extend over several words or phrases, the
phenomenon becomes of highest importance to the cryptanalyst and an extremely valuable tool
n his hands

15 Word seperaiors ——¢ One of the practical difficulties m employing systems i which the
keyimng process shifts according fo word lengths 1s that in handhing such a message the decrypto-
graphing clerk 1s often not certain exactly when the termmation of a word has been reached,
and thus time 1s lost by him  For instance, while decryptographing a word such as INFORM
the clerk would not know whether he now has the complete word and should shift to the next
key letter or not The word might be INFORMS, INFORMED, INFORMING, INFORMAL, INFOR~-
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MATION, etc ‘The past tense of verbs, the plural of nouns, and terminations of various sorts
capable of being added to word roots would give mse to difficulties, and the latter would be
especially troublesome if the messages contaned & few telegraphic errors Consequently, a
scheme which 1s ofien adopted to circumvent this source of trouble 18 to mdicate the end of a
word by an nfrequent letter such as § or X, and eneiphering the letter In such usage these
letters are called word separators

b When word separators are employed and this fact 1s once discovered, their presence 1s
of as much axd to the eryptanalyst i his solution as 1t 18 to the clerks who are to decryptograph
the messages Sometimes the presence of these word separators, even when enciphered, mds
or makes possible the blocking out of 1somorphs

16 Varations and concluding remarks on foregomng systems ~—a The systems thus far
described are all based upon word-length encipherment using different cipher alphabets Words
are markedly wrregular in regard to this feature of their construction, and thus aperiodicity 1s
mmparted to such cryptograms But vanations m the method, aimed at making the latter
somewhat more secure, are possible Some of these variations will now be discussed

b Instead of enciphering according to natural word lengths, the irregular groupings of the
text may be regulated by other agreements For example, suppose that the numencal value
(in the normal sequence) of each key letter be used to control the number of letters enciphered
by the successive cipher alphabets Depending then upon the composition of the key word or
key phrase, there would be a varying number of letters enciphered 1 each alphabet If the
key word were PREPARE, for instance, then the first cipher alphabet would be used for 16
(P=16) letters, the second cipher alphabet, for 18 (=R) letters, and so on Monoalphabetic
encipherment would therefore allow plenty of opportumty for tcll-tale word patterns to manifest
themselves 1n the cipher text Once an entering wedge 1s found 1n this manner, solution would
be achieved rather rapidly Of course, all types of cipher alphabets may be employed i this
and the somewhat stmlar schemes described

¢ If the key 1s short, and the message 1s long, penodicity will be manifested m the crypto-
gram, so that 1t would be posaible to ascertain the length of the basic cycle (n thus case thelength
of the key) despite the wrregular groupings mn encipherment The determination of the length
of the cycle might, however, present difficultzes 1n some cases, since the basic or fundamental
period would not be clearly evident because of the presence of repetitions which are not periodic
in their origein  For example, suppose the word PREPARE were used as & key, each key letter
being employed to encipher a number of letters corresponding to its numerical value m the
normal sequence It 1s clear that the length of the basic period, 1n terms of letters, would here
be the sum of the numerical values of P (=16)4R (=18) + E (=¥5), and so on, totalhng 79
letters But because the key 1tself contains repeated letters and becsuse encipherment by each
koy letter 1s monoalphabetic there would be plenty of cases 1 which the first letter P would
encipher the same or part of the same word as the second letter P, producmg repetitions 1 the
cryptogram The same would be true as regards encipherments by the two R’s and the two
E’s n this key word Consequently, the basic pertod of 79 would be distorted or masked by
apertodic repetitions, the intervals between which would not be a function of, nor bear any
relation to, the length of the key The student will encounter more cases of this kund, 1n which
a fundamental periodicity 18 masked or obscured by the presence of cipher-text repetitions not
attributable to the fundamental cycle The oxperienced cryptanalyst 1s on the lookout for
phenomena of this type, when he finds 1n a polyalpbabetic cipher plenty of repetations but with
no factorable constancy which leads to the disclosure of a short period  He may conclude, then,
erther that the cryptogram imnvolves several primary pertods which wteract to produce a long
regultant period, or that 1t involves 4 fairly long fundamental eycle within which repetitions of a

—
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ent and obscure the phenomena mamnfested by repetitions

of a periodic
nonperiodic Orign are pres

le-longth
ongu; (1) A logical extension of the principle of polyalphabetic encipkerment of vanab g

tters, so
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Group 3 Group 4

Group 1 Group 2
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Uppose
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k shifting of
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word DIVISION occurs 1t 18 enciph vacily the same sequence of key
as RPRNPCKS  Before DIVISION can be twice enciphered byt ; oot }é r o oeourrences of the

ne be
letters, an mterval of at least 140 letters must mierve 40), and then the chances that

word (the sum of the values of the letters of the key phm;?:one Jn three Only one of these

herment of DIV are alents the
the key letter P would begmn the encip o sequence of cipher equivaien
three possible encipherments will yiold ezactly the saio Se8 text were such as to place two
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second time as was obtemned the frst e For oxample, thewr encipherments would

occurrences of the word DIVISION mn the positions shown below,

be as follows

s 11 8 8 11 2 3 1
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Although the word DIVISION, on 1its second appearance,

where 1t begins on 1ts first appearance, the cipher equiv
letters, the fourth, and the last letters Thus

begns but one letter beyond the place
alents now agree only m the first two

DIVISIO

(1) THIJGVFX

(2 THZGTPN

¢ Attention 1s directed to the characterstics

same word When they are supenimposed, the first two cipher equivalents are the same m the
two encipherments, then there 1s a single mterval where the cipher equivalents are different,
the next cpher equivalent 1s the same, then follow three mntervals with dissimilar cipher equiva-
lents, finally, the last cipher equivalent 1s the same 1 both cases The repetitions here extend
only to one or two letters, longer rep

etitions can occur only exceptionally The two encipher-
ments yield only occastonal comncrdences,

that 13, places where the cipher letters are 1dentical,
moreover, the distmbution of the comneidences 1s quite wrregular and of an mtermttent character
J This phenomenon of wnfermatient comncidences, mvolving comecidences of single letters,

pairs of letters, or short sequences (rarely ever exceeding pentagraphs) 1s one of the character-

1stics of this general class of polyalphabetic substitution, wheremn the cryptograms commonly
mantfest what appears to be & disturbed or distorte

of the foregomg two encipherments of the

d periodicity
g From a technical standpomnt, the cryptographic prinaple upon which the foregomg

system 15 based has much mert, but for practical us
to error  However, 1f the enca
key were quite lengthy,

machines for accomphishing this type of substitution will be treated mn a

age 1% 18 entirely too slow and too subject
pherment were mechanized by machinery, and 1if the enciphermg

such a system and mechanism becomes of practical importance Cipher

subsequent text
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....... 89101112131415
3) Ilf:tyt elt;rnent No......__ 1-2-34-5-%4-3-* 4.5 g »_ 8- 9-10- 1—*—:3—1;—13—13—*—2§
= eli o D 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35
Yy element No_._______ 9-10- 1- 2- 3-*2— 1-10- g- g *_ 9-10- 1~ 2- 3 ete

As
A tll'leegt;::ls the third method, which mvolves only an alternation m the direction of progression
Dome g;mf sequence, if there were no Interruptions m the key 1t would mean merely that a
o andezﬁzgm iet%::nce,l éo:hexa;npllle, could be treated as though 1t were an 18-elemeni,
cou en be handled as though 1t w.
mothod . Bat iy Slbade g were a special form of the second
ples of the second
e ma?}er may bocamas ey o cond and third method are combmed 1n one system
¢ If one knows when the nterry
ptions take place m each cyel
the basic keymng cycle n the three cases may be superimposed y’:‘lﬁ&: e suceesetve secions of

MEersoD (1)
Keying element No._ 1 2 3 4 5 6 7 8 g 10

Letter No__. ... 1 23 4]
Letter No_...._.._________ 5 6 7 8 9 10
Letter No......___________ 11 12 13|
IL:::erlltIIo ................. 14 15 16 17 18 19 20|

er No.....___________ 21 22 23 24 25
Letter No.._...___________ 31 32 33| 0B 0]
Letter No...._...______ 34 35 etc

M=zTrOD (2)

Keymg element No._ 1 2 3 4 5 6 7 8 9 10
Letter No_..__ ... ______ L2 3 —— =12 35 &
Iﬁ::erﬁo ................. 8 9 ]— 10 11 12]
Leero _________________ — — 13 14 15 16 17 18 19 20
LetterNo _________________ Al — — — — 4 23 24
Le::erll:IIo ................. 25 26| — — 27 28 29] — 30 31

er No.__..__._______ 82| — — — 33 34 35 ofe

MzTr=oD (3)
Keying element No._ 1 2 3
- 4 5

Letter No.__.._________ 12345]3—7—8910
Letter No......__________ — —l7 6 — - _ ___
f:::ﬁ:ﬁﬁ .............. —,T — 8 9 10 11 12 13 14
potter N 15— — — —|19 18 17 16

erNo.. . 23 24 25| — — — _ 9) 91 29
Letter No..____________ 27 26 — — — __ —[30 29 28
Letter No._._____________ 33 34 35 ete 31 32

then the successive

d Th
prograr t:i mltezrupt.lon of the cyche keymng sequence usually takes place accordmg to 8
ged plan, and the three basic methods of mterruption will b . g
& short mnemonic key as an example °
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¢ Suppose the correspondents agree that the mterruption 1n the keying sequence will take
Place after the occurrence of & specified letter called an nterruptor,! which may be a letter of the
plan text, or one of the cipher text, as agreed upon in advance Then, since in either case
there 1s nothing fixed about the time the mterruption will occur—it will take place at no fixed
mtervals—not only does the interruption become quite irregular, following no pattern, but also
the method never reverts to one having periodicity Methods of this type will now be discussed
1n detail

19. Interruptor 1s a plain-text letter —a Suppose the correspondents agree that the inter-
ruption 1n the key will take place immediately after a previously agreed-upon letter, say R,
occurs 1n the plan text The key would then be interrupted as shown n the following example

(using the mnemonic key BUSINESS MACHINES and the HYDRAULIC XZ sequence)
Key.oooeo ... BUSINESSMACHI|IBUSIBUSIIBUSINE
Plan__.......... AMMUNITIONPFOR|FIR|ISTAR|TILLER
Cipher........._. BOLYRPJDROJKIXIKJF|IYXSX|IDJUPSY
Key .. BUSINESSMACHINESBU|BUSINESSMACHTI
Plam... . YWILLBELOADEDAFTER/AMMUNITIONTFOR
Cipher........... IYDPYFXURAFAENMJJV/IBOLYRPJDROJKX
Keyoooeeo ... BUSIIBUSIBUSINE|IBUSIN
Plamn . ______. THIRDAR|ITILLERI|Y
Cipher........._. DGDX|GUFIDJUPSY|I
CRYPTOGRAM
BOLYR PJDRO JKXKJ FYXSX DJUPS YIYDP
YFXUR AFAEN MJJVB OLYRP JDROJ KXDGD
XGUFD JUPSY IXXXX

b Instead of employing an ordmary plamn-text letter as the mterruptor, one might reserve
the letter J for this purpose (and use the letter I whenever this letter appears as part of a plain-
text word) Ths 15 & quite simple vamation of the basic method The letter J acts merely
as though 1t were a plamn-text letter, except that in this case 1t also serves as the mterruptor
The mterruptor 1s then inserted at random, at the whim of the enciphering clerk Thus

Key..... . BUSINESSMAC | BUSINESSM | BUSINESSMACHINESBUSIN
Plain _______ TROOPSWILLJ | BEHALTEDJ | ATROADIUNCTIONFIVESIX

¢ It 1s obvious that repetitions would be plentiful in cryptograms of this construction,
regardless of whether a letter of high, medium, or low frequency 1s selected as the signal for key
mterruption If a letter of lugh frequency 1s chosen, repetitions will occur quite often, not
only because that letter will certainly be a part of many common words, but also because 1t will
be followed by words that are frequently repeated, and since the key starts agamn with each
such nterruption, these frequently repeated words will be enciphered by the same sequence of
alphabets This 1s the case in the first of the two foregomng examples It 1s clear, for instance,
that every time the word ARTILLERY appears in the cryptogram the cipher equivalents of
TILLERY must be the same If the mterruptor letter were A, mstead of R,, the repetition

! Also called at times an “influence” letter because 1t influences or modifies normal procedure In some
cases no influence or interruptor letter 1s used, the mnterruption or break in the keying sequence occurring after
a previously-agreed-upon number of letters has been enciphered
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would mclude the cipher equivalents of RTILLERY, if 1t were T,, ILLERY, and so on  On the
othe;' hanuci:ilfta lgti;er of low frequency were selected as the mterruptor letter, then the encipher-
ment wo end to approximate that of nor -
would be plonttdl oo ﬂl:st, pamate th ormal repeating-key substitution, and repetitions

d Of course, the lengths of the mtervals between the repetitions, i any of the foregong
cases, would be irregular, so that periodic ity would not be manifested The student may
mquire, therefore, how one would proceed to solve such messages, for 1t 1s obvious that an
attempt to allocate the letters of a single message 1nto separate monoalphabetic distributions
cannot be successful unless the exact locations of the mterruptions are known—and they do
not become known to the cryptanalyst until he has solved the message, or at least a part of 1t
Thus 1t would appear as though the would-be solver1s here confronted with a more or less msoluble
dilemmsa  This sort of reasoning, however, makes more of an appeal to the novice cryptog-
raphy than to the experienced cryptanalyst, who specializes in methods of solving cryptographic
dilemmas

¢ (1) The problem here will be attacied upon the usual two hypotheses, and the easier
one will be discussed first Suppose the system has been m use for some time, that an original
solution has been reached by means to be discussed under the second hypothesis, and that the
cipher alphabets are known  There remams vnknown only the specific key to messages Exam-
ming whatever repetitions are found, an attack s made on the basis of searching for a probable
word Thus, taking the illustrative message in subparagraph a, suppose the piresence of the
word ARTILLERY 1s suspected Attempts are made to locate this word, Lasing the search
upon the construction of an mtelligible key Beginning with the very first letter of the message
the word ARTILLERY 1s juxtaposed agamnst the cpher text, and the Lkey letters ascertamed’
using the known alphabets, which we will assume 1 this case are based upon the HYDRAULI(;

XZ sequence shiding agamst the normal Thus

Cpher ... . _BOLY

(2) Smce this “key” 1s certainly not wtelligible text, the assumed word 1s moved one letter
to the right and the test repeated, and so on until the following place m the test 1s reached

Cipher..___. . . ____SXDJUPSVYTI
Plain ARTILLERY
Key. . ... __SIBUSINERB

(3) The sequence BUSINE suggests BUSINESS, moreover, 1t 1s noted that the key 13 -
terrupted both times by the letter R, Now the key may be applied to the begmning of the
message, to see 1f the whole key or only a portion of 1t has been recovered Thus

BUSINESSBUS
BOLYRPJDROJ
- AMMUNITIUMT

(4) It 1s obvious that BUSINESS 1s only a part of the key But the deciphered sequence
certamnly seems to be the word AMMUNITION When this 1s tried, the key 1s extended to
BUSINESS MA Enough has been shown to clanfy the procedure
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f The foregoing solution 1s predicated upon the hypothesis that the cipher alphabets are
known But what if this 1s not the case? What of the steps necessary to arrve at the first
solution, before even the presence of an mterruptor 1s suspected® The answer to this question
leads to the presentation of a method of attack which 1s one of the most important and powerful
means the cryptanalyst has at his command for unraveling many knotty problems It 1s called
solution by superymposution, and warrants detalled treatment

20. Solution by superimvosition — a Baswe principles — (1) In solving an ordinary
repeating-key cipher the first <tep, that of ascertaining the length of the period, 1s of no sigmf-
cance 1n itself It merely paves the way for and makes possible the second step, which consists
m allocating the letters of the cryptoegram nto individual monoalphabetic distributions The
third step then consists in solving these distributions  Usually, the text of the message 1s trans-
cribed mto its periods and 1s written out 1n «uccessive lines corresponding mn length with that
of the pertod The diagram then consists of a series of columns of letters and the letters in each
column belong to the same monoalphabet Another way of looking ai the matter is to conceive
of the text as having thus been transeribed mnto supcrimposed perods 1m such case the letters m
each column have undergone the same kind of t1catment by the same elements (plamn and cipher
components of the cipher alphabet)

(2) Suppose, however, that the repetitaive key 1s very long and that the message 1s short, so
that there are only a very few cycles in the text Then the solution of the message becomes
dafficult, 1f not 1mpossible, because there 18 not a sufficient number of superimposable periods to
yield monoalphabetic distributions which can be solved by frequency principles But suppose
also that there are many short cryptograms all enciphered by the same key Then 1t 1s clear
that if these messages are supermmposed

(a) The letters in the respective columns will all belong to individual alphabets, and

(b) If there 1s a sufhcient number of sur h superirposable messages (say 25-30, for Enghish),
then the froquency distributions applicable to the successive columns of text can be solved—
wnthout knounng the length of the key In other words, any difficulties that may have arisen on
account of fallure or mabihty to ascertain the length of the period have been circumvented
The second step 1n normal solution 1s thus “by-passed "

(3) Furthermore, and this 1s a very unportant pomt, in case an extremely long key 18 em-
ployed ard a seres of messages beginming at different iitial points are enciphered by such a key,
this method of solution by superimposition can be employed, provided the messages can be super-
1mposed correctly, that 1s, so that the letters which fall 1n one column really belong to one cipher
alphabet Just how this can be done will be demonstrated in subsequent paragraphs, but a
clue has already been given i paragraph 18¢ At this point, however, a simple illustration of
the method will be givew, using the substitution system discussed in paragraph 19

b Example —(1) A set of 35 messages has been intercepted on the same day Presumably
they are all in the same key, and the presence of repetitions between m.essages corroborates this
assumption But the intervals between repetitions within the same message do not show any
common factor and the messages appear to be apetiodic in nature The probable-word method
has been apphed, using standard alphabets, with no success The messages are then super-
mmposed (Fig 5), the frequency distributions for the first 10 columns are as shown 1n Figure 6
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(2) The 1st and 2d distrbutions are certainly monoalphabetic There are very marked
crests and troughs, and the number of blanks (14) 1s more than satisfactory m both cases  (Let
the student at this point refer to Par 14 and Chart 5 of Military Cryptanalysis, Part I) But
the 3d, 4th, and remaining distributions appear no longer to be monoalphabetic Note particu-
larly the distrtbution for the 6th column From this fact the conclusion 1s drawn that some
disturbance m periodicity has been mtroduced n the cryptograms In other words, although
they all start out with the same alphabet, some sort of mterruption takes place so as to suppress
pertodicity

(3) However, a start on solution may be made by attacking the first two distributions,
frequency studies bemng aided by consideraticrs based upon probable words In this case, since
the text comprises only the beginnings of messages, assumptions for probable words are more
easly made than when words are sought 1n the interiors of messages Such common ntro-
ductory words as REQUEST, REFER, ENEMY, WHAT, WHEN, IN, SEND, etc, are good ones
to assume Kurthermore, high-frequency digraphs used as the imtial digraphs of common
words will, of course, mamfest themselves mn the first two columns The greatest aid m this
process 1s, as usual, a famiharity with the “word habits”’ of the enemy

(4) Let the student try to solve the messages In so doing he will more or less quickly find
the cause of the rapid falling off 1n monoalphabeticity as the columns progress to the rght from
the mtial pont of the messages

21 Interruptor 1s a cipher-text letter —a In the preceding case a plain-text letter serves
as the mterruptor But now suppose the correspondents agree that the interruption 1n the key
will take place immediately after & previously-agreed-upon letter, say Q, occurs 1n the cipher
text The key would then be interrupted as shown 1n the following example

Key . o BUSINESSMACHINESBUSINESSM
Plam... ... AMMUNITIONFORFIRSTARTILLE
Cipher....ooo.. BOLYRPJDROJKXTPFYXSXBPUUQ
Keyoooooeeeee BUSINESSMACHINBUSINESSMACH|BU
Plam. . ... RYWILLBELOADEDAFTERAMMUNIT|TIO
Cupher............... HRNMYTTXHPCRFQBEJFIELLBONAQ|0'Q
| L€ A BUSINESSMACH|BUSINE
Plamn ... NFORTHIRDART|IILLERY
Cipher....________ VECXBODFPAZQONUFIC

CrYPTOGRAM
BOLYR PJDRO JKXTP FYXSX BPUUQ HRNMY
TTXHP CRFQB EJFIE LLBON QOQVE CXBEOD
FPAZQ ONUFI CXXXX

b In the foregoing example, there are no sigmficant repetations  Such as do occur comprise
only digraphs, one of which 1s purely accidental But the absence of significant, long repetitions
18 1tself purely accidental, for had the interruptor letter been a letter other than Q,, then the
phrase AMMUNITION FOR, which occurs twice, might have been enciphered identically both

if
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times If a short key 1s employed, repetitions may be plentiful For example, note the fol-
lowing, in which S, 18 the mterruptor letter

Key oo e BANDSBANDSBANDSBANDSBANIBANDSBANDSB
Plam ... FROMFOURFIVETOFOURFIFTE(ENAMBARRAGE
Cipher......_.__..._. KTAKZWXIIDACBNZWXIIDKWS|JONKTBTIDHJ

¢ This last example gives a clue to one method of attacking this type of system There
will be repetitions within shoit secticns, and the mnterval between them will sometimes permit
of asce: taiming tle length of the kev  In such shett sections, the letteis which imntervene between
the repeated sequences may be eluninated as possible mterruptor letters Thus, the letters
A, C, B, ané N may be el.nunated, in the forezoing example, as interruptor letters By extension
of tlus principle to the letters intervening between other repetitions, one may more or less
quickly ascertain what letter serves as the mterruptor

d Once the mterruptor letter has been found, the next step 1s to break up the message
mto “aninterrupted” sequences and then attempt a solution by superimposition The prn-
ciples explained 1 paragraph 20 need only be modified in minor respects In the first place, 1n
this case the columns of text formed by the superrmposition of umnterrupted sequences will
be puiely rionoalpunabetic, whereas mn the case of the example in paiagraph 20, only the very
first column 1s purely monoalphabetac, the monoalphabeticity falling off very 1apidly with the
24, 3d, columns Hence, 1n this case the analysis of the individual alphabets shovld be
an easter task But this would be counterbalanced by the fact that wlhereas in the former case
the cryptanalyst 1s dealing with the initial words of messages, 1n this case he 1s dealing with
mterior po: tions of the text and has no way of knowing where a word begins  The latter remarks
naturally ao not apply to the case wheie a whole set of messages in this system, all in the same
key, can be subjected to stmultareous study In such a case the «ryptanalyst would also have
the mmitial words to work upon

22 Concluding remeiks —a The preceding two parag.aphs both deal with the first and
simplest of the three basic (ases referred to under paragraph 18 The second of those cases
mvolves conaiderably more work 1n solution for the reason that when the mterruption takes
place and the keying sequence recommences, the latter is not invarably the mnitial pont of the
sequence, as 1n the first case

b In the second of those cases the interruptor causes a break m the keying sequence and
a recommencement at any one of the 10 keying elements Consequently, 1t 18 1impossible now
merely to supertmpose sections of the text by shifting them so tLat their imtial letters fall in
the same column But a superimposition 1s nevertheless possible, provided the mnterruptions
do not occur so frequently ? that sections of only a very few letters are enciphered by sequent
keyletters In order to accomplish a proper superimposition in this case, a statistical test
1s essential, and for this a good many letiers are required The nature of this test will be
explained m Section X1

¢ The same thing 13 true of the last of the three cases mentioned under paragraph 18
The solution of a case of this sort 1s admittedly a rather dufficult matter which will be taken up
1n 1ts proper place later

d (1) In the cases thus far studied, either the plamn-text groupings were vartable m length
and were enciphered by a constant-length key, or the plamn-text groupings were constant i

2 When no nterruptor or ‘“influence letter” 1s used, the interruption or break 1n the keying sequence ocecurs
after the enciphcrment of a definite number of letters Once this number has been ascertained, solution of
subsequent messages 18 very sumple
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length and were enciphered by a vanable-length key It 1s possible, however, to combine both
principles and to apply & varable-length key to variable-length groupings of the plamn te:;:. -
(2) Suppose the correspondents agree to encipher a message according to word lengths, bu
at wrregular mtervals, to add at the end of & word an interruptor letter which will serve to inter-
rupt thekey Note the following, m which the key 1s BUSINESS MACHINES and the mterruptor

letter 18 X

Key. oo oo B u S B

Plam... .. AMMUNITION FOR FIRSTX ARTILLERY etc

Cipher_..__.. BTTRVODOWYV EQV ZDFGJO BHDOSSJHI
CRYPIOGRAM

BTTRV ODOWV EQVZD FGJOB HDOSS JHI ete

e foregoing system 1s only a minor modification of tne stmple case of ordinary word
lengt(l?)el'i:}llpherment ga,syexplamed m Section II If standard cipher alphabets are I:islef;g, tihe
spasmodic 1nterruption and the presence of the interruptor letter would cause no cu t};
whatever, smce the solution can be acneved mechanically, by completing the plam—comlf;l)nen
sequence If mixed cipher alphabets are used, and the pumary components airIe untll owxi,
solution may be reached by following the procedure outlined m Sections II and III, with such

as are suitable to the case

mOdleﬁc;:lfsnlsmrdly necessary to pomnt out that the foregomg types of aperiodic substitution are
rather unsuitable for practical mihitary usage Encpheiment 1 slow and subject to error in
some cases enapherment can be accomplished only by simngle-letter operation Fox;1 i the
mterruptor 18 a cipher letter the key 1s interrupted by a letter which cannot be knowfn ma vatﬁce s
if the mterruptor 1s & plan-text letter, while the mterruptions can be mndicated be oref enclip er({
ment 1s begun, the ir1egulanties occasioned by the mterruptions m keying cause cog umox;daxll)
quite matenally retard the enciphering process In deciphermg, the rate of spee W:lilth )
just as slow 1n erther method It 15 obvious that one of the prncipal disadvantages 1 h]eﬁe
methods 1s that if an error in transmission 18 made, if some letters are omitted, or if anyt }gl
happens to the mterruptor letter, the message becomes difficult or mmpossible to deft:)llyplfogmp :
by the ordinary code clerk Finally, the degree of cryptographic secunty attainable by mos
of these methods 1s not sufficient for mihitary purposes




Section VI

REVIEW OF AUTO-KEY SYSTEMS

Paragraph
The two basic methods of auto-key encrpherment_ . __ . . cicaeaacee= 23

23 The two basic methods of auto-key encipherment —a In auto-key encipherment there
are two posstble sources for successive key letters the plain text or the cipher text of the message
itself  In erther case, the wnitial key letter or key letters are supphed by preagreement between
the correspondents, after that the text letters that are to serve as the key are displaced 1, 2, 3,

mtervals to the rnight, depending upon the length of the prearranged key

b (1) An example of plain-text keymg will first be shown, to refresh the student’s recollec-
tion Let the previously agreed upon key consist of a single letter, say X, and let the cipher
alphabets be direct standard alphabets

Key oo XNOTIFYQUARTERMASTER
Plamn_ . ____________. NOTIFYQUARTERMASTER
Cipher......__ .. KBHBNDOKURKIXVDMSLXV
(2) Instead of having a single letter serve as the imtial key, & word or even a long phrase
may be used Thus (using TYPEWRITER as the mtial key)
Keye oo TYPEWRITERNOTIFYQUAR
Plam. . . NOTIFYQUARTERMASTER
Cipher.... ... ... GMIMBPYNEIGSKUFQJYR

¢ (1) In cipher text auto keymng the procedure 1s quite sumilar If a single imitial key letter
18 used

Keyooooooenee. XKYRZECSMMDWARDDVOS
Plam_ . .. NOTIFYQUARTERMASTER
Cipher. ... KYRZECSMMDWARDDVOSJ

Key oo TYPEWRITERGMIMBPYNETI
Plam.. ... NOTIFYQUARTERMASTER
Cipher............. GMIMBPYNEIZQZYBHRRY

(3) Sometimes only the last cipher letter resulting from the use of the prearranged key
word 18 used as the key letter for enciphering the auto-keyed portion of the text Thus, in the
last example, the plain text beginning TERMASTER would be enciphered as follows

)OS TYPEWRITERIBFWIIATX

Plam .o NOTIFYQUARTERMASTER

Cipher..oo. GMIMBPYNEIBFWIIATXO
28)

29

d In the foregomg examples, direct standard alphabets are employed, but mixed alphabets,
erther mterrelated or ndependent, may be used just as readily Also, mstead of the ordma,ryfr
type of cipher alphabets, one may employ a mathematical process of addition (see par ?Ojto
Special Text No 166, Advanced Mf;ﬁ:;rny g’lry}zl)ttﬁvr:phy) but the dﬁe:ziger::itween the latter

one usin abets 1s more appare:
PI‘OOZSS gll;iettﬁeo:il:l;;i of the csse mn wghmﬁ the cipher text constitutes the auto key 18 usually
easter than that mn which the plamn text serves this function, the former will be the first to be

discussed

185022—39—38
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Secrion VII
SOLUTION OF CIPHER-TEXT AUTO-KEY SYSTEMS

Paragraph
Solution of cipher-text auto-keyed cryptograms when known alphabets are employed 24
General primeiples underlymg solution of cipher-text auto-keyed cryptograms by frequency analysis_..___... 25
Frequency distributions required for solution 26
Example of solution by frequency analysis 27
Example of solution by analysis of 1somorphisms __ 28
Bpecial case of solution of cipher-text auto-keyed eryptograms 29

24 Solution of cipher-text auto-keyed cryptograms when known alphabets are employed —
a (1) Furst of all 1t 1s to be noted that if the cryptanalyst knows the cipher alphabets which
were employed m encipherment, the solution presents hardly any problem at all It 1s only
necessary to decipher the message beyond the key letter or key-word portion and the mitial part
of the plamn text enciphered by this key letter or key word can be filled 1 from the context
An example, using standard cipher alphabets, follows herewith

CryYPTOGRAM
WSGQV OHVMQ WEQUH AALNB NZZMP ESKD

(2) Wrniting the cipher text as key letters (displaced one mnterval to the right) and deciphering
by direct standard alphabets yields the following

Key . WSGQVOHVMQWEQUHAALNBNZZMPESK
Cipher......_____ WSGQVOHVMQWEQUHAALNBNZZMPESKD
Plamn .. ________ WOKFTTOREGIMENTALCOMMANDPOST
(3) Tnal of the word REPORT as the mitial word of the message yields an intelligible word

as the mtial key FORCE, so that the message reads

Key. oo, FORCEVOHVMQ
Cipher ... ______ WSGQVOHVMQ ..
Plan REPORTTORE. ..

(4) A semuautomatic method of solving such a message 1s to use shding normal alphabets
and align the strips so that, as one progresses from left to rght, each cipher letter 1s set opposite
the letter A on the preceding strip Taking the letters VMQWEQUHA m the foregomng example,
note 1n Figure 7 the series of placements of the successive strips  Then note how the successive
plan-text letters of the word REGIMENT reappear to the left of the successive cipher letters
MQWEQUHA

(30)
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t of the analysis of several messages (as descmbed m par 25), mixed
pnmg.rylféo:pZantzl have been recf)nstructed, the solution of subsequent messages m:.g reatly
be accomphshed by following the procedure outhned mn @ above, since i that case the eipher

known alphabets
dphsé%?%?:::a},e;ﬁ;ples undgrlymg solution of cipher-text auto-keyed cryptog:allx:s by
frequency analysis —a First of all, 1t 1s to be noted in connection with (:1pher-t;e:;;s1 aulo- 013-,::5
that repetitions will not be nearly as plentiful m the cipher text as they are m ?11 1; 2:01151 .
because m this system before a repetition can appear two things must happen sim la. her-tezt
First, of course, the plain-text sequence must be repeated, and second, one orhmore c g her-text
letters (depending upon the length of the mtroductory key) immediately beforeI tf, : secon : £§tel
ance of the plain-text repetition must be 1dentical with one or more eipher-text 31 er; m b IZ
before the first appearance of the group This can happen only as the res (113 od mconentS
the following example the mtroductory key 1s a single letter, X, and direct standard comp
are used in the usual Vigenére manner

L) XCKBTMDHNVHLY KDKSJMDHNXE§¥
Plam FIRSTREGIMENT THIRDREGIHLYR
Cipher.....n..e.c. CKBTMDHNVHLYR KDKSJMDHNY
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The repeated plain-text word, REGIMENT, has only 8 letters but the repeated cipher-text group
contamns 9, of which only the last 8 letters actually represent the plamn-text repetition In
order that the word REGIMENT be enciphered by D H N V H L. Y R the second time this
word appeared In the text 1t was necessary that the key letter for its first letter, R, be M both
times, no other key letter will produce the same cipher sequence for the word REGIMENT 1n this
case Kach different key letter for encipbering the first letter of REGIMENT will produce a
different encipherment for the word, so that the chances ! for a repetition 1n this case are roughly
about 1 1n 26 This 1s the prncipal cause for the reduction 1n repetitions 1 this system If
an mtroductory key of two letters were used, 1t would be necessary that the two cipher letters
immediately before the second appearance of the repeated word REGIMENT be identical with
the two cipher letters immediately before the first appearance of the word In general, then,
an n-letter repetition in the cipher text, in this case, represents an (n—#k)-letter repetition 1n the
plain text, where n 1s the length of the cipher-text repetition and k 1s the length of the mtroductory
key

b There 1s a second phenomenon of mterest 1n connection with the cipher-text auto-key
method Let the letter opposite which the key letter 1s placed (when using shiding components
for encipherment) be termed, for conventence m reference, ‘“the base letter ” Normally the
base letter 1s the mutial letter of the plam component, but 1t has been seen preceding texts
that this 1s only a convention Now when the mntroductory key 1s a single letter, if the base
letter occurs as a plam-text letter its cipher equivalent 1s 1dentical with the immediately pre-
cedmg cipher letter, that 1s, there 1s produced a double letter in the cipher text, no matter what
the cipher component 1s and no matter what the key letter happens to be for that encipherment
For example, using the HYDRAUL I C X Z sequence for both primary com-
ponents, with H, the mitial letter of the plain component as the base letter, and usmng the
mtroductory key letter X, the following encipherment 1s produced

Keyo oo XJOIIFLYUTTDEKEKYCXG
Plamm oo MANHATTANHIGHJINKS
Cipher .. JOIIFLYUTTDKEKYCXGL

Note the doublets II, TT, KK Each time such a doublet occurs 1t means that the second letter
represents Hy, which 1s the base letter m this case (initial letter of plamn component) Now if
the base letter happens to be a high-frequency letter in normal plam text, for example the letter
E, or T, then the cipher text will show a large number of doublets, 1f 1t happens to be a low-fre-
quency letter the cipher text will show very few doublets In fact, the number of doublets
will be directly proportional to the frequency of the base letter in normal plamn text Thus,
if the cryptogram contains 1,000 letters there should be about 72 occurrences of doublets if
the base letter 1s 4, stnce m 1,000 letters of plamn text there should be about 72 A’s  Conversely,
if a cryptogram of 1,000 letters shows about 72 doublets, the base letter 1s likely to be A, if 1t
shows about 90, 1t 1s ikely to be T, and so on  Furthermore when a clue to the 1dentity of the
base letter has been obtained in this manner, 1t 15 possible immediately to msert the corresponding
plan-text letter throughout the text of the message The distribution of ths letter may not
only serve as a check (if no mconsistencies develop) but also may lead to the assumption of
values for other cipher letters

¢ When the introductory key 1s 2 letters, then this same phenomenon will produce groups
of the formula ABA, where A and B may be any letters, but the first and third must be 1dentical
The occurrence of patterns of this type mn this case indicates the encipherment of the base letter

1 If all the cipher letters appeared with equal frequency the chances would be exactly 1 1n 26  But certamn
letters appear with greater frequency because some plain-text letters are much more frequent than others
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d The phenomena noted above can be used to considerable advantage 1n t]éne s&l;t‘illtég gi
cryptograms of this type For instance, 1f) 1tt1113 kr;cl)lwn tl;?;l tll;:t;):dc:?i?; \If)iif:: zsmponem ot
used (Oxp=0n o /1=9,,/2 , en ¢ i
:ﬁzlg:::ﬁ?clgrls If, fur(tl::r, 1t 1:3 ’kn(x;wn that the plam component 1s the normgzl direct seqﬁlzf:lie,
then the base letter 1s A and a word such as BATTALION will be enciphered by a groupt tar%
the formula AABCCDEFG If the plain component 1s & mixed sequence and happel}nls Vlc; 8 ot
with the lett;ETEhen a word such as ENEMY would be enciphered by a segt;fnce da eg]dm
formula AABBCD 2 Sequences such as these are, of course, 1diomorphic an wor si gf; mang
such 1d10£1:;1;hxsms are frequent 1 the text there will be produced m the la%ter s;?verf;1 o Oyf
cases of 1somorphism  When these are analyzed by the principles of indirect sy. v
lution may follow
POSIZOHA %ﬁ:lmflfrfr?cqfle undez‘rlymg the solution of cipher-text auto-keyed crypt(t)‘gratrlrlls riall:lal;:
to be discussed It concerns the nature of the f;equhenq; }(lhstnbtutl:rr;sg ;‘:gﬁued or the analy
s Ths principle will be set forth in the next p
o Su;g cggg?xil;?;; d1str1bult)10ns preqmred for solution —a Consider the messagzdggae;; u;l;
paragraph 23¢ (1) It happens that the letter R, occurs twice in this short message 21 Wl;e cnse
of the nature of the cipher-text auto-keymng method, this letter must also appﬁatl)‘e wice 1n be
key Now 1t 1s obvious that all plamn-text letters enapher,e’ad by key letter llfx wi e e
cipher alphabet, 1n other words, 1f the key text 15 ‘“‘offset”” one letter to the ninl Chvlony t(})) or
text, then every cypher letter which immedrately follows an R, wn the cryptogglsz il belong {0 14
same cupher alphabet, and this alphabet may be designated conveniently ,as eJ0 t,hpn X frep i
Now 1f there were sufficient text, so that there were, say, 30 to 40 R.'s 1n 1t, the | h&bgtlclt
distribution of the letters immediately following the R./s will exhubit ;no;mti: p botic vuf,
What has been said of the letters following the R.’s apphes equally well to t 1ef 36 :airztnb gtmni
all the other letters of the cipher text, the A.’s, Be's, C.’s, and so on  In short, (11 o 1succeedmg
are made, one for each letter of the alphabet, showing the cipher letter 1mni)e mil yted cooding
each different letter of the cipher text, then the text of the cryptogram cs}z)n fe ) O:ﬁ; e
uniliteral, monoalphabetic frequency distributions which can be solved by frequency s
providing there are sufficient data for this purpose
b The foregoing principle has been described as‘pertalgmg
key 1s a single letter, that 1s, when the key text 1s “offset” or P
right of the cipher text Buf 1t applu(ais (1q1§ballty to (;azesg :;}égrzllx;og :h
the frequency distributions ar
gﬁggtg?ﬁ;epfl?;?;iment d?le to 3tr;he length of the mtroductory keyl For mstance, suppose
the mtroductory key consists of two letters, as the following example

to the case when the mtroductory
displaced but one mnterval to the
key text 18 offset more than
e proper mnterval, as deter-

Key text .o commeeeee Q{__Z_]MRHFHGFNQRXOMRMVEEE
Plain text .o RELIABLEINFORMATIOE .
Cipher text ... MRHFHGFNQRXOMRMVWE

f the cipher text and, therefore, fre-
terval to the nght of a given cipher
because some letter not related
etter one mterval to the

The key text wn this case 1s offset two mtervals to the right o
quency distrtbutions made by taking the cipher letters one 1n
letter, each time that letter occurs, will not be m(;noalphal;letlc oo
t all to the given cipher letter 1s the key letter for enciphering
irllo'}?t of the lg;tter For example, note the three R,’s 1 the foregoing ﬂlu[:tmt;oﬁowg(‘ihg ﬁl;,t
Rb 1s followed by H,, representing the encipherment of L, byf Nlli” thf,1 slfcol\rnld réplfesgntmg thg : nc:
; R, 1s followed by M,
resenting the encipherment of Fy, by Qx, the third R,
zgh(;rmentgof A, by M, The three cipher letters H, X, and M are here entirely unrelated and do

2 Si1x letters are shown beecause the idiomorphism 1n this case extends over that many letters

R
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i
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not belong to the same cipher alphabet because they represent encipherments by three different
key letters On the other hand, the cipher letters two intervals to the night of the R,’s, viz,
F, 0, and V, are m the same cipher alphabet because these cipher letters are the results of en-
ciphering plaimn-text letters I, 0, and T, respectively, by the same key letter, R It 1s obvious,
then, that when the introductory key consists of two letters and the key text 1s displaced two
ntervals to the right of the cipher text, the proper frequency distributions for monoalphabeticity
will be based upon the letter at the second mterval to the right of each cipher letter TLakewase,
if the mtroductory key consists of three letters and the key text 1s displaced three mtervals to
the right of the cipher text, the distributions must be based upon the third interval, and so on,
n each case the interval used corresponding to the amount of displacement between key text
and cipher text

¢ Conversely, in solving a problem of this type, when the length of the introductory key
and therefore the amount of displacement are not known, the appearance of the frequency dis-
tributions based upon various mtervals after each differcnt cipher letter will disclose this un-
known factor, sice only one set of distributions will exhibit monoalphabeticity and the interval
corresponding to that set will be the correct interval

d Application of these principles will now be made, using a specific example

7. Ezample of solution by frequency analysis —a It will be assumed that previous studies
have disclosed that the enemy 1s using the cipher-text auto-key system described It will be
further assumed that these studies have also disclosed that (1) the mtroductory key 1s usually a
single letter, (2) the usual Vigenére method of employing slidmg primary components 1s used,
(3) the plain component 1s usually the normal direct sequence, the cipher component a mxed

sequence which changes daily. The following cryptograms, all of the same date, have been
intercepted

Megessace 1
IJXWX EECDA CNQET UKNMYV DIWPP
QZSXD HIFEL NNJJI DIVEY GTCZM
EHHLM RVCUR GDIEQ SGTAR JJQQy
CARPH MGLDY FYTCD GYFKR FKXKSET
TDIQK KMLTU RQGGN KMEKIZX JXWKA
OKNTB TZJOQ YSCDTI DGETX (GXXXX
Mzssagr 11
GRVRM ZWKXG WPCKK RMXAN JCCXU
RTNJU AKOBL NLMWEK YYZJU CSUHF
FHIJA QBMLT PURRS UEQEYV ZEYGC
FFNFI BWNYS TCETP DGTTZ RRQHQ
AOOXD BUYNK LBWCD GGKIXX
Mzssace 111
RWEKAO LTCJM ZDKVU JCDDY BZELM
MWTQO HQVGX CHOLM WVGRK IBRXD
LAQYU KIROZ TQYUX
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Mzssace IV
XJJPM LTZKX ECAQ?Z NTTOC ONDUC
TUTCYV GRJPF FDIPP DIXCE SETWW
SUMUJd CSLGX HXMO0Z EKAQI SUAO0X

Megessage V

1) NBTJG

GISUH WZHST TZ0ID DHOO
XCTBS FXIRH MMVYM IIVUU CZMJE
HAGIE WMEHH LMWKY PPDQZ GBOIW
PSFAJ UQZHZ MTFHZ MLACZ ROVDI
WPVIB 0OBCCX NNDGTI ESJOC KBJHQ
MUZEL YOOVU JWKIE IBBOZ AJIEF
FORSA JLNQM BQXXX

Mgessace VI
TBJPA ARYYP VHIDTI TUXNJ MXGSS
BDAQY MMTTF UNMG QPUXM OVUYE
CECZM MWOHZC FOBHY NKAZC KMXXX

Mzessace VII
TBJPA QAAZT RXALX FKKME IAAB]IDJ
SFTQT CJJGJd OVMRG LVWTT JUAW
XUKTX GGBOX MXDID SPBSF LYZKZC
FXXXX

b A distiibution table of the type described in paragraph 25¢ 18 compiled atrﬁd 18 showrxllas:
Figure 8 below In making these distributions 1t 1s simple to msert a tally 1.nh1 he app:?ill)atd
cell in the pertinent horizontal hne of the htla?lleiltz lmdlcatelthe Clgl{l):l; ;Slt;‘{;r Xl " (;) : ;n:llethod 05;

ccurrence of the letter to which that line applies )
i%lggjls;c?hg data 1s to handle the text digraphically, taking the first t;,nd tseconfdﬂllets?;; tll;:
second and third, the third and fourth, and so on, and distributing the fina, le'ok ers:G }(1) ﬁf:h bemp s
m & quadricular table The distribution merely takes the form of tally marks, the g
diagonal stroke so as to totalize the occurrences visibly

e

i

I ——— B O
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SECOND LETTER sequence represents BATTALION does not appear to be warranted Similar attempts are made

ABCDEFGHTI JKLMNGOTP QRSTUVWXYZ at other pownts in the text, with the same or other probable words Some of these attempts
may have to be carried to the pomnt where the placement of values 1n the tentative cipher com-
ponent leads to serious inconsistencies  Finally, attention 1s fixed upon the following sequence

m /i / /il /i Y / 1

il —

o z/ AN i i Message VI, line 2 BDAQY MMTTF UUNMG
A A A

/
The word MXE;XEEH};%S 15 assumed The appropriate frequency distiibutions are consulted

to see how well the actual individual frequencies correspond to the expected ones

Assumed Frequency

Approxi
mation

/i Expected Actual

AT
M
i
m

Low
High
Medium
Low
Medium
High

EZcma=

The assumption cannot be discarded just yet Let the values derivable from the assumption
be mserted in their proper places m a cipher component, and, using the latter in conjunction
with a normal direct sequence as the plain component, let an attempt be made to find corrobora-
tion for these values The following placements may be made

ABCDEFGHIJKLMNOPQRSTUVWIXYZ
F G UN T

The letter M, appears twice in the cipher sequence and when this partially reconstructed cipher
component 18 tested 1t 1s found that the value L,(Ny)=M, 1s corroborated Having the letters
FIoURE § M, F, G, U, N, and T tentatively placed in the cipher component, it 1s possible to msert certain

¢ The individual frequency distributions give every appearance of being monoalphabetic plan-text values m the text For example, m the M alphabet, Fo:=D;, Go=E;, U;=0,, N.=P,
which checks the assumption that the enemy 1s stil employing the same system The totai Te=V, In the F alphabet, Go=B,, U.=Ly, No=M, To=5;, M.=X, The other letters yield
number of letters of text (excluding the final X’s) 15680 If the base letter 1s A then there should additional values m the appropniate slphabets The plamn-text values thus obtainable are
be approxumately 680X7 29,=49 cases of doubls letters 1 the text There are actually 52 mserted 1n the cipher text No inconsistencies appear and, moreover, certain “good”’ digraphs
such cases, which checks quite well with expectancy  The letter A 1s substituted throughout are brought to light  KFor nstance, note what happens here
the text for the second letter of each doublet z LA
d The following sequence 1s noted Message V, line 4 MLAC

Message V, lmne 1 GISUH WZHST TZO0ID DHOOV NBTJG
A A A Now 1if the letter H can be placed i the cipher component, several values might be added to this

partial decipherment Noting that F and G are sequent 1n the cipher component, suppose H
follows G therein  Then the following 1s obtained

U
Y

A
B
c
D
E
F
G
H
I
J
@ K
B L
EM
N
%0
Ep
=
Q
R
S
T
U
v
W
X
Y
z

C z
zZ .

Assume that the sequence DDHOOVNBT represents BATTALION Then the frequency of H, m the
D cipher alphabet should be high, smce H;=T, The H has only 2 occurrences lLakewise, the
frequency of 0, 1n the H alphabet (=T;) should be high, 1t 15 also only 2 The frcquency,of v H
m the 0 alphabet should be medium or low, since 1t would equal Ly, 1t 1s 5, which 1s too high Message V, line 4 Z
The rest of the letters of the assumed word are similarly checked agaimnst the appropriate fre-
quency distributions, with the result that, on the whole, the assumption that the DDHOOVNBT

Z H ZMLAC Z
M Z MLACZ
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Suppose the VIC 1s the beginning of VICINITY This assumption pernuts the placement of
A, C, L, and Z 1n the cipher component, as follows

Plain ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher............. MA FGH L ZUN T C

These additional values check 1n very micely and presently the entire cipher component 1s
reconstructed It 1s found to be as follows

Plamm . ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipher.___..._____. MABFGHJKLQSVXZUNDERWOTYPIC

The key phrase 1s obviously UNDERWOOD TYPEWRITER COMPANY All the messages now may
be deciphered with ease The following gives the letter-for-letter decipherment of the first
three groups of each message

I (Introductory key K)

Key KKIJXW XEECD ACNCAQ
Cipher._... TJXWX EECDA CNQET
Plamn RIGHT FAIRL YQUTIE

II (Introductory key E)
Key EIGRVR MZWKX GWPCK
Cipher..e .. GRVRM ZWKXG WPCKK
Plain NOTHI NGOFS PECIA

III (Introductory key R)
Key RRRWKA OLTCJ MZDKV ..
Cipher...__ . RWKAO LTCJM ZDKVU
Plamn ABOUT ONEHU NDRED

IV (Introductory kev J)
Key JXJJP MLTZK XECAQ ...
Cipher_ ... XJJPM LTZKX ECAQZ
Plam GUARD INSUF FICIE

V (Introductory key E)
Key. ElGISU HWZHS TTZO0I .
Cwpher ... GISUH WZHST TZOID
Plan NUMER OUSFL ASHES

VI (Introductory key B)
Key BITBJP AARYY PVHID .
Cipher...... o TBJPA ARYYP VHIDI .
Plan THERE AREAB OUTSI

VII (Introductory key B)
Key BITBJP AQAAZ TRXAL ...
Cipher........oeeeeeeeo TBJPA QAAZT RXALX .o
Plam THERE ISAMI XUPHE .e

»dh
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¢ In the foregong example the plam component was the normal direct sequence, so that
with the Vigendre method of encipherment the base letter 13 A If the plain component 1s &
mixed sequence, the base letter may no longer be A, but mn accordance with the principle set
forth 1n paragraph 255, the frequency of doublets i the cipher text will correspond with the
frequency of the base letter as a letter of normal plam text If a good clue as to the 1dentity
of this letter 1s afforded by the frequency of doublets in the cipher text, the insertion of the
corresponding base letter n the plain text will lead to further clues The solution from there
on can be handled along the lines indicated above

27 Example of solution by analysis of 1somorphisms —¢ It was stated in paragraph 25d
that m cipher-text auto-keymng the production of 1somorphs 1s a frequent phenomenon and
that analysis of these 1somorphs may yield a quick solution An example of this sort will now
be studied

b Suppose the following cryptograms have been mtercepted

1

USYPW TRXDI MLEXR KVDBD DQGSU NSFBO
BEXKVB MAMMO TXXBW ENAXM QLZIX DIXG2Z
PMYUC NEVVJ LKZEK URCNI FQFNN YGSIUJ
TCVNI XDDQQ EKKLR VRFRF XROCS SJTBYV
EFAAG ZRLFD NDSCD MPBBV DEWRR NQICH
ATNNB OUPIT JLXTC VAOVE YJJLK DMLEG
NXQWH UVEVY PLQGW UPVKU BMMLB OAEOT
TNKKU XLODL WTHCZ R

2
BIIBF GRXLG HOUZO LLZNA MHCTY SCAAT
XRSCT KVBWK OTGUQ QFJOC YYBVK IXDMT
KTTCF KVKRO BOEPL QIGNR IQOVJ YKIPH
JOEYM RPEEW HOTJO0O CRIIX O0OZETZ NK

3
HALOZ JRRVM MHCVB YUHAO EOVAC QVVJL
KZEKU RFRFX YBHAL ZOFHM RSJYL APGRS
XAGXD MCUNX XLXGZ JPWUI FDBBY PVFZN
BJNNB ITMLJ OOSEA ATKPB Y

¢ Frequency distributions are made, based upon the 2d letters of pairs, as mn the preceding
example The result 1s shown i the table m figure 9 The data i each distribution are rela-
tively scanty and 1t would appear that the solution 1s going to be a rather difficult matter
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SECOND LETTER
ABCDEFGHIJKLMNOPQRSTUVWIXY?Z

/il / / i i1 iy i /
il i Wy // i Ul /!
/ / / i (oW /|
/! I\ i/ /Wiy // /
Py i N ! oW

/ U R / /Il i
i /il / / i/

/ i /vy / U i
/ i 7 /| / [ i

/ i/ il i o / /
n /| Ul I U / i i
R i / / LR U
i / oV iy /Wl

-

FIRST LETTER
NdHME<clDIOUTOZEDRUHIQEEHUOUQW>

/il /| /W / / /ol
[ W /| U W / U (R

I\‘
=
=

U i /U / /! /

/ W /i i / /N / R
i / o I / i /
I /W i\ U

ABCDEFGHIJKLMNOPQRSTUVWIXY2Z

FIGURE 9

N<KMS<cHNAIOUYvOZEZNRGHIQEEBOOQW>

d However, before becoming discouraged too quickly, a search 1s made throughout the
text to see if any 1somorphs are present Fortunately there appear to be several of them
Note the following

(1) DBDDQGSUNSFBOBEK
Message 1......... @ NEYVJLKZEKURCNIF

3 TNEKKUXLODLUWTHCZR | end of message
Message 2.......... 4 CRIIXOZETZNEK)]| endof message
Message 3._......... (5) CQUJLéZEAURFRFX

First, it 18 necessary to delimit the length of the 1somorphs Isomorph (2) shows that the 1s0-
morphisin begins with the doubled letters  For there 1s an E before the V V 1n that case and also
an E withm the 1somoiph, if the phenomenon included the E, then the letter immediately before
the D D 1n the case of 1somorph (1) would have to be an N, to mateh 1ts homolog, E, 1n 1somorph
(2), which 1t 1s not  Corroborating data are given by 1somorphs (3), (4), and (5) 1n this respect
Hence, we may take 1t as established that the 1somorphism begins with the doubled letters
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As for the end of the 1somorphism, the fact that 1somorphs (2) and (5) are the same for 10 letters
seems to mndicate that that 1s the length of the 1somorphuism  The fact that message 2 ends 2
letters after the last “tie-In” letter, Z, corroborates this assumption It 1s at least certamn that
the 18omorphism does not extend beyond 11 letters because the recurrence of R 1n 1somorph (5)
18 not matched by the recurrence of R 1n 1somorph (2), nor by the recurrence of T in 1somorph (3)
Hence 1t may be assumed that the 1somorphic sequence 1s probably 10 letters m length, possibly
11 But to be on safe ground 1t 18 best to proceed on the 10-letter basis

e Applying the principles of mndirect symmetry to the superimposed 1somorphs, partial
chains of equivalents may be constructed and 1t happens mn this case that practically the entire
primary component may be established Let the student confirm the fact that the followmng
sequence may be derived from the data given

1 2 8 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 10 20 21 22 23 24 25 26

TEZKR.IVF. Q WG.NUSBXJDOL

The only mussing letters are A, C,H, M, P,and Y By use of the nearly complete sequence on the
text 1t wall be possible to place these 6 letters i their positions in the cipher component Or,1if a
keyword-mixed sequence 1s suspected, then the sequence which was reconstructed may be merely
a decimation of the onginal primary sequence By testing the partial sequence for various
intervals, when the seventh 1s selected the following result 1s obtamed

1 2 8 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

% 28
TYWXZ..DR ULI BEFGJK NO QS

The sequence 1s obviously based on the keyword HYDRAULIC, and the complete primary cipher
component 1s now available The plamn component 1s then to be reconstructed A word must
be assumed 1n the text

f A good probable word to assume for the 10-letter repetition found 1n messages 1 and 3
1s ARTILLERY This single assumption 1s suffictent to place 7 letters m the plamn component
Thus

) [C:) A VVJLKZEKUR .
Plan . ......... . ARTILLERY
Cipher.. oo .. VVJLKZEKUR

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

. A E I L. . R.T . ¥

These fow letters are sufficient to indicate that the plain component 1s probably the normal
direct sequence A few minutes testing proves this to be true The two components are there-

fore
XY Z

JKLMNO
B WXZ

M RSTUV
EFGJK T

GHI PQ W
LIC MNOPQSTYV
With these two components at hand, the decipherment of the messages now becomes & relatively
simple matter Assuming a single-letter mtroductory key, and trymng the first five groups of

message 1 the results are as follows

) () A USYP WTRXD IMLEX RKVDB DDQGS
Cipher.__.......... USYPW TRSDI MLEXR KVDBD DQGSU
Plamn ... ... ?PHRF YIVEF IREOF LIGHT ARTIL
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It 18 obvious that an mtroductory key of more than one letter was used, since the first few letters
yield unintelhbgible text, but 1t also appears that the last cipher letter of the introductory key
was used as the imtroductory key letter for enciphering the subsequent auto-keyed portion of
the text (see par 23¢(3)) However, assuming that the IVE before the word FIRE 18 the ending
of the first word of the plan text, and that this word 18 INTENSIVE, the introductory key word
18 found to be WICKER Thus

Koy.....WICKERTRXDIMLEXRKVDBD S .
Plam.... _  INTENSIVEFIREOFLIGHTA L. .
Cipher...... USYPWTRXDIMLEXRKVDBDD u.

The begmnings of the other two messages are recoverable 1n the same wa;
as follows

) (O A PROMISERXLGHOUZO
Plam.... oo REQUESTVIGOROUS
Crpher..... ... BIIBFGRXLGHOUZO
) 1O A CHARGEDIRRVMMHCVB .
Plan SECONDBATTALION,
Crpher..... ... HALOZJRRVMMHCVB .

g The example solved 1n the foregong subparagraphs offers an important lesson to the
student, 1nsofar as 1t teaches hum that he should not immediately feel discouraged when confronted
wnth a problem presenting only a small quanty of text and therefore affording what seems at first
glance to be an nsufficient quanhity of data for soluiron  For 1n this example, while 1t 18 true that
there are msufficient data for analysis by sumple principles of frequency, 1t turned out that
solution was achieved wnthout any recourse to the principles of frequency of occurrence Here,
then, 18 one of those interesting cases of substitution ciphers of rather complex construction
which are solvable without any study whatsoever of frequency distributions Indeed, 1t will
be found to be true that ;n more than a few instances the solution of quite complicated cipher
systems may be accomplished not by the appheation of the principles of frequency, but by
recourse to mnductive and deductive reasoning based upon other considerations, even though
the latter may often appear to be very tenuous and to rest upon quite fimsy supports

29 Special case of solution of cipher-text auto-keyed cryptograms —a Two messages with
1dentical plamn texts enciphered according to the method of paragraph 23 ¢ (3) by mitial key
words of different lengths and compositions can be solved very rapidly by reconstructing the
primary components The cryptographic texts of such messages unll be 1somorphac after the vmbal
key-word portions Note the two following superimposed messages, in which 1somorphism be-
tween the two cryptograms 1s obvious after their 6th letters

) |L 1 lr N ‘
1 TSBJS KBNLO CFHAZ LWJAM BNFNS MVJRE

2 BKKMJ XYC}{B HRP\{O XlMUVI YCRCG IKUTD

| || S—’ l
. N~
1 HFPRX CPCRR EHFMU HRAXC NFDUB ATFQR
2 PRETN HEHTT DPRIW PTVNH CRSWY VJRFT
N’
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Starting with any pair of superimposed letters (begmning with the 7th pair), chams of equiva-
lents are constructed

1 2 8 ¢4 5 6 7 8 9 10111213 M

) F—— Z0OBY

b S LXNCHPEDSG .
8—"rww=waoQFRTJUWMI ..

- S AVK .

By mterpolation, these partial sequences may be united mto the key-word sequence
HYDRAULICBEFGJKMNOPQSTVWXZ

b The mitial key words and the plamn texts may now be ascertamned quite eamly by
deciphering the messages, using this primary component shd aganst itself It will be found that
the 1mtial key word for the 1st message 18 PENCE, that for the 2d 18 LATERAL The reason that
the cryptographic texts are 1somorphic beyond the imtial key word portions 18, of course, that
since the text beyond the key word 1s enciphered auto-key fashion by the preceding cipher letter
the letters before the last letter of the key have no effect upon the encipherment at all Hence
two messages of 1dentical text cannot be other than 1somorphic after the 1mtial key-word portions

¢ The foregomg solution affords a clue to the solution of cases mn which the texts of two
or more messages are not completely 1dentical but are m part identical because they happen to
have similar beginnings or endings, or contamn nearly simular information or instructions The
progress 1 such cases 18 not so rapid as m the case of messages with wholly 1dentical texts because
much care must be exercised 1 blockmg out the 1somorphic sequences upon which the recon-
struction of the primary components will be based

d (1) In the foregong cases, the primary components used to encipher the illustrative
messages were ldentical muxed sequences If nonidentical components are employed, the
cryptograms present an interesting case for the apphcation of a principle pomnted out mn a
preceding text ¢

(2) Suppose that the three messages of paragraph 27b had been enciphered by using a
plain component different from the mixed component The encipherments of the word
ARTILLERY would still yield 1somorphic sequences, from which, as has been noted, the recon-
struction of the cipher component can be accomplished

(3) Having reconstructed the cipher component (or an equvalent) the latter may be
applied to the cipher text and a ‘“decipherment” obtammed In this process any sequence of 26
letters may be used as the plamn component and even the normal sequence A Z may be
employed for this purpose The word dectpherment 1n the next to the last sentence 1s enclosed
by quotation marks because the letters thus obtained would not yield plain text, smce the real
or an equivalent plan component has not yet been found Such “deciphered” text may be
termed spurious plamn text But the important thing to note 18 that thas text 18 now monoalphabetic
and may be solved by the ssmple procedure usually employed 1n solmng a monoalphabetic cipher
produced by a sungle mazed alphabet  Thus, a polyalphabetic cipher may be converted to mono-
alphabetic terms and the problem much simphfied In other words, here 1s another example
of the situations m which the prineiple of conversion mto monoalphabetic terms may be applied
with gratifying success It 1s also an example of the dictum that the use of two differently
mixed primary components does not really give much more security than does a mixed component
shding agamst 1tself or agamnst the normal sequence

¢ Military Cryplanalysss, Part I1, par 45g
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e (1) If the auto-key method shown 1n paragraph 23¢ (2) had been employed 1n enciphering
the two 1dentical texts above, the solution would, of course, have been a bit more difficult To
lustrate such a case, let the two texts be enciphered by key words of the same lengths but
difterent compositions PENCE and LATER Thus

No 1
Key...._... PENCE TSBJS MMNRU LPUIH JBTXF INNRM
Plam_.._.___ REQUE STINF ORMAT IONOF SITUA TIONTI
Cipher..... TSBJS MMNRU LPUIH JBTXF INNRMUDWIQYV
Key..._-... DWIQV PCKAO DPAZO BCMRI AFNWO GLIHT
Plamn._.____. NFIFT EENTH INFAN TRYSE CTORA TONCE
Cipher..... PCKAO DPAZO BCMRI AFNWO GLIHT IWWCU
No 2

Key........ LATER BKKMJ RBTUX SGEBQ YRHHA TETUC
Plain___.._. REQUE STINF ORMAT IONOF SITUA TIONTI
Cipher...._ BKKMJ RBTUX SGEBQ YRHHA TETUC NOGTM
Key....___. NOGTM LDQLE NGBYE WDSUH PUTZE HHGDXK
Plam___.___ NFIFT EENTH INFAN TRYSE CTORA TONCE
Cipher..... LDQLE NGBYE WDSUH PUTZE HHGDK TODEZX

(2) Now let the two cryptograms be superimposed and 1somorphisms be sought They are
shown underlined below
) TSBJS MMNRU LPUIH JBTXF INNRMODWIGQYV
e BKKMJ RBTUX SGEBQ YRHHA TETUC NOGTM
1 PCKAO DPAZO BCMRI AFNWO GLIHT IWWCU
p S LDQLE NGBYE WDSUH PUTZE HHGDK TODEX

It will be noted that the intervals between 1somorphic superimposed pairs show a constant

factor of 5, ndicating a 5-letter intial key word
(3) A reconstruction diagram for the pairs beyond the first five letters 1s established, based
upon this mterval of 5, and 1s as follows

ABCDEFGHIJEKLMNOPQRSTUVWIXYZ
1|P|W N H TIY|D|IS|R L|I|O F|G
2{X|R|D U H|B|E G w ofP
3|B|K I N{O G Q S(T WiXicC H{E D|R
4|L|F|E]A DB N|C p S|T|U W ZH Y
5|W|D T A|U|Q|H I C|B|E|[F|G K|X|M|N{O

The equivalent sequence A WNBDTKIHQGUXOERVMCYSJLZPF1s
established by indirect symmetry, from this, by decimation on the eleventh interval, the
HYDRAULIC XZ component 18 recovered

(4) It will be noted that the foregomng case, in which the 1mtial key words for the two crypto-
grams are of the same length, 1s only a special apphication of the method set forth in paragraph
44 of Military Cryptanalysis, Part II But if the key words were of different lengths, the method
set forth i paragraph 45 of the text referred to would be apphcable No example 18 deemed
necessary, since no new principles are mvolved
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30 Prelmimary remarks on plain-text auto-keymg —a If the cipher alphabets are unknown
sequences, plain-text auto-keying gives rse to cryptograms of more mntricate character than
does cipher-text auto-keying, as has already been stated As a cryptographic principle 1t 1s
very commonly encountered as a new and remarkable “mnvention’ of tyros in the cryptographic
art It apparently gives rse to the type of reasoning to which attention has been directed
once before and which was then shown to be & popular delusion of the untmtiated The novice
to whom the auto-key principle comes as a brilhant flash of the imagimation sees only the apparent
mmpossibility of penetrating a secret which enfolds another secret His reasomng runs about
as follows “In order to read the cryptogram, the would-be solver must, of course, first know
the key, but the key does not become known to the would-be solver until he has read the crypto-
gram and has thus found the plan text Since this 1s reasomng around a circle, the system 1s
mdecipherable ” How unwarranted such reasomng really 1s m this case, and how readily the
problem 1s solved, will be demonstrated 1 the next few paragraphs

b A consideration of the mechanics of the plamn-text auto-key method discloses that a
repetition of n letters mn the plam text will produce a repetition of (n—Fk) letters in the cipher
text, where n represents the length of the repetation and k the length of the imntroductory key
Therefore, when the mtroductory key consists of a single letter there will be as many repetitions
m the cipher text as there are m the plamn text, except for true digraphic repetitions, which of
course disappear But on the other hand some “accidental” digraphic repetitions are to be
fairly expected, since 1t can happen that two different plam-text pairs, enciphered by different
key letters, will produce 1dentical cipher equvalents Such accidental repetitions will happen
less frequently, of course, 1n the case of longer polygraphs, so that when repetitions of 4 or more
letters are found 1n the cipher text they may be taken to be true or causal repetitions It 1s
obvious that 1n studyng repetitions m a cryptogram of this type, when the mtroductory key
18 & single letter, a 5-letter repetition in the cipher text, for example, represents a 6-letter word,
or sequence repeated i the plamn text When the introductory key 1s & letters m length then
an n-letter repetition represents an (n--k)-letter repetition in the plam text

¢ The discussion will, as usual, be divided mnto two principal cases (1) when the cipher
alphabets are known and (2) when they are unknown Under each case there may be an mtro-
ductory key consistmmg of a single letter, a word, or a short phrase The single-letter mitaal
key will be treated first

31, Solution of plamn-text auto-keyed cryptograms when the mtroductory key is a single
letter —a Note the following plam-text auto-keyed encipherment of such commonly encountered
plam-text words as COMMANDING, BATTALION, and DIVISION, using two 1dentical primary
components, 1n this case direct standard alphabets

135922—30——4 (45)
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Key text_........._ BATTALION Xeytext...____.. DIVISION
(1){ Plam text....._____ BATTALION Plain text.......___ DIVISION (2
Cipher..__......__. BTMTLTWB Cipher...._______.. LDDAAWB
[Keytext ___________ COMMANDING XKey text..._____ CAPTAIN
@){Plamtext_..... . COMMANDING  Plamtext_.______ CAPTAIN @)
Crpher........____. .QAYMNQLVT Cipher .. CPITIV

These charactenistics may be noted *

(1) The cipher equivalent of A, 1s the plam-text letter which mmmediately precedes A,
(See the two A’s m BATTALION, 1n example 1 above )

(2) A plamn-text sequence of the general formula ABA yields a doublet as the cipher equivalent
of the final two letters (See IVI or ISI m DIVISION, example 2 above )

(3) Every plamn-text trigraph having A, as 1ts central letter yields a cipher equivalent the
last two letters of which are 1dentical with the mitial and final letters of the plam-text trigraph
(See MAN 1 COMMANDING, example 3 above )

(4) Every plan-text tetragraph having A, as the mitial and the final letter yields a cipher
equivalent the second and fourth letters of which are 1dentical with the second and third letters
of the plamn-text tetragraph, respectively (See APTA mn CAPTAIN, example 4 above, also ATTA
In BATTALION, example 1)

b (1) From the foregong characteristics and the fact that a repetation of a sequence of n
plain-text letters will yreld, 1n the case of a 1-letter mtroductory key, a repetition of a sequence
of n-l cipher letters, 1t 18 obvious that the simplest method of solving this type of cipher 1s
that of the probable word Indeed, 1f the system were used for regular traffic 1t would not be
long before the solution would consist merely 1n refermng to hsts of cipher equvalents of com-
monly used words (as found from previous messages) and searching through the messages for
these cipher equivalents

(2) Note how easily the following message can be solved

BECJI BTMTL TWBPQ AYMNQ HVNET WAALC
I\/v I

Seemng the sequence BTMTLTWB, which 1s on the list of equivalents in @ above (see example 1),
the word BATTALION 1s mserted m proper positton Thus

BECJI BTMTL TWBPQ
B ATTAL ION

With this as a start, the decipherment may proceed forward or backward with ease Thus

BECJI BTMTL TWBPQ AYMNQ HVNET WAALC
EACHB ATTAL IONCO MMAND ERWIL LPLAC

¢ The foregomg example 1s based upon the so-called Vigenére method of encipherment
(6xn=011, ©,1=6,n) If m encipherment the plan-text letter 18 sought m the cipher com-
ponent, 1ts equivalent taken m the plamn component (Oxp=01x, 6,,=0.,), the steps 1 solution
are 1dentical, except that the list of cipher equivalents of probable words must be modified
accordingly For mstance, BATTALION will now be enciphered
by the sequence ZTAHLXGZ

1 The student 18 cautioned that the charactenstics noted apply only to the ease where two 1dentical com-
ponents are used, with the base letter A
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d If reversed standard cipher alphabets are used, the word BATTALION
will be enciphered by the sequence BHATPDUB,
which also presents 1diomorphic charactenstics leading to the easy recogmtion of the word

e All the foregong phenomena are based upon standard alphabets, but when mixed cipher
components are used and these have been reconstructed, similar observations may be recorded
and the results employed m the solution of additional messages enciphered by the same com-

onents

d 32 Example of solution by the probable-word method.—a The solution of messages
enciphered by unknown mixed components will now be discussed by example When the pr-
mary components are unknown, the observations noted under the preceding subparagraphs are,
of course, not applicable, nevertheless solution 1s not difficult  Given the following three c1ypto-
grams, all mtercepted on the same day, and therefore suspected of being related

Mgssage I
HUFII 0CcQJJd IVZ02 VPDGO VVVKVW
UEWHU UQHUM RZVAQR UAKVD NNEZY
GJPGH AYJDR UWNGR YSKBL QVUXN
PHDPR SVKZP PPKGS LLPRY RBHAK
WUAVW YUEZQ XAPQY GPSVS FNRAK
CIFG2Z uvceccCceP DKCWY XTWFM RFKBY
ROQOJ DRUWN GRYSK BL

Mzssage I1
JUFITI 0CQJJ IVZ02Z IBFEJ SUBRJ
SPKTS RZVXT WFMRF QHHFO RFJPD
GOVVY KWUHE NDBDD RHWUN KCMPD
GOVZS ENDBD DRHWU NPPKP EQO0Y

Mgzssaar II1
FJUHP FKDEN ALUPZ KQMYVEB JWVPK
EUBDD RHWUM RHVGP DNCUJ CDZCY
RHUJU FZPQP YQCYH OEQZYV XKCQF
TVHNS VCCEJ PEAMP APOEP BHMVJ
UNMHH WKCVG DSWJA EQZBU FFYUE
ZQXAP QYGPA RPZVX CFNRA KCIFG
zZzuvcece PDKCO GJWZH APUFZ FVHAY
XMHFF KMYHS TBSKC VRQIJ YCPZH
UHCBM THOFH

b (1) There are many repetitions, thewr intervals show no common factor, and a unihteral
frequency distribution does not appear to be monoalphabetic Plam-text auto-keying 1s sus-
pected The simplest assumption to make at the start 1s that smgle-letter mntroductory keys
are bemng used, with the normal Vigenére method of encipherment, and that the plain component
18 the normal sequence Attempts to solve any of the messages on the assumption that the
cipher component 1s also the normal sequence bemng unsuccessful, 1t 15 next assumed that the
cipher component 1s a mixed sequence The 13-letter ropetition J DRUWNGR Y S
K B L and the 10-letter repetition P D G O VV V K W U are studied mtensively If a
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single-letter introductory key 1s being used, then these repetitions involve 14-letter and 11-letter
plamn-text sequences or words, if the normal Vigenére method of encipherment 18 in effect
(Oxs=0r11, Opn1=0,p), then the base letter 13 A If the latter 1s true then a good word which
would fit the 13-letter repetation 1s

Key...cceeeececeeeee. R
Plain text.......... R E
Cipher...nn oo

A
I
G
and a good word which would fit the 10-letter repetition 1s
R
v
v

Key OBSERY
Plain text............. 0 B S E R|V A
Cipher................. PDGOV|V

en

(2) Inserting, n a mixed component, the values giv
the following

ATIO
TION
VKWU

by these two assumptions yields

PQRSTUVW
R A X L VW
Crpher....... {E D 0P

(3) It 15 a simple matter to combime these two partial cipher components mto a single
sequence, and the two components are as follows

ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher......... READJUSTINGBCFHKLMOPQVWXYZ

(4) With the primary components at hand, solution of the messages 1s now an easy matter

¢ The foregomng example uses an unknown mixed cipher component shding agamnst what
was first assumed (and later proved) to be thenormal direct sequence  When both primary com-
ponents are unknown mixed sequences but are identacal, solution i1s more difficult, naturally,
because the results of assuming values for repeated sequences cannot be proved and established
so quickly as mn the foregomng example Nevertheless, the general method immdicated, and the
appheation of the principles of mdirect symmetry will lead to solution, if there 1s & fair amount
of text available for study When an mtroductory key of several letters 1s used, repetitions
are much reduced and the problem becomes still more difficult but by no means msurmountable
Space forbids a detailed treatment of the method of solving these cases but 1t 18 beheved that
the student 1s In a position to develop these methods and to experiment with them at his leisure

33. Concluding remarks on the solution of auto-key systems —a The type of solution
elucidated m the preceding paragraph 1s based upon the successful application of the probable-
word method But sometimes the latter method fails because the commenly expected words
may not be present after all Hence, other principles and methods may be useful Some of
these methods, useful mn special cases, are almost mechanical 1n their nature Extension of the
basic principles imnvolved may lead to rather far-reaching complexitise However, because these
methods are applicable only to somewhat special situations, and because they are somewhat
mvolved they will be omitted from the text proper and placed m Appendix 1 The student
who 18 especially interested m these cases may consult that appendix at his lexsure

b. It s thought that sufficient attention has been devoted to the solution of both cipher-text
and plain-text auto-key systems to have demonstrated to the student that these cryptographic
methods have serious weaknesses which exclude them from practical usage m mihitary eryptog-
raphy Besides being comparatively slow and subject to error, they are rather easily solvable,
even when unknown cipher alphabets are employed

MNO XYZ
C Y
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¢ In both systems there are characteristics which perrmt of 1dentifying a cryptogram as
belonging to this class of substitution ~ Both cases will show repetitions n the cipher text In
cipher-text auto-keymg there will be far fewer repetitions than 1n the orgimal plam text, especially
when mtroductory keys of more than 1-letter mn length are employed In plain-text auto-keymng
there will be nearly as many repetitions in the cipher text as mn the ongmal plamn text unless
long mtroductory keys are used In erther system the repetitions will show no constancy as
regards mtervals between them, and 8 umliteral frequency distribution will show such messages
to be polyalphabetic in nature Cipher-text auto-keying may be distinguished {rom plam-iiex;
auto-keyng by the appearance of the frequency distribution of the second member of sets o:
two letters separated by the length of the mtroductory key (see par 25h) In the case of cipher-
text auto-keymng these frequency distributions will be monoalphabetic 1n nature, n plamn-text
auto-keying such frequency distributions will not show monoalphabetic characteristics




Secmion IX
METHODS OF LENGTHENING OR EXTENDING THE KEY
Erehmmary remarks ;2
xtended and nonrepeating ke » th alled - "
Other systems employing lengt}l;By ke;;:(;eqienc?snmus ey ysten” - - gg

34 Prehmunary remarks —In paragraph 15 of this text 1t was stated that tw
fiuggfiStb themselves for elminating the weaknesses mtroduced by periodicity of tgep:;;‘)zd;rrz?
t.l?ec(; 1 ys 1inlmlple, r:lll)ezstmg-key methods The first of these, when studied, embraced some of
e ke?andpu: lgxe o l())lf sluppressmg or destroying pertodicity, by such devices as mterrupting
fopos o g % var;a. e-length groupings of plan text It was demonstrated that subter-
e o ¢ Ple nature are inadequate to ehminate the weaknesses referred to, and must be
Scarded 1 any system intended to afford resl security The other alternative suggested mn
pa.rafmﬁh 15 therefore remamns now to be Investigated, viz, that of lengthenng the keys to a
fc:)ll:e tvlz e;re angere would seem to be an msufficient amount of text to enable the cryptanalyst to
oo B e traflic  Attempts toward this end usually consist in extending the key to such a length
i ; g;m{n szgtﬁagztsthwmdh:ve only a very hmited number of penods to work with
text ;g bg:nclgh:red: 80 tha% the:fzey (:saug:(;n cfnvl‘;}rl ?)I:c:at pecoren o3 long as, or longer thas, the
tended and nonrepeating keys —a It 1s obvious that one of the sumplest methods
::nlitl;zzzmtf tllxe key to a message 1s to use a long phrase or even a complete sexlx)tence, prov1dt:,c;e
ot m1(;1 tong to remember In addition to the difficulties that would be encountered m
S b s,argrt :zptogmphy 10 selecting long mnemome phrases and sentences which would
o ep bo ap 0 many clerks, there 1s the fact that the probable-word method of solution
oo of e 8 a plc))werful tool n the hands of enemy cryptanalysts And if only a word or
oo of & i;ey cla.n tse reconstructed as a result of a fortunate assumption, 1t 18 obvious that the
phra.s{ oz;-ns)e:::ni’: ;(:ullld readily guess the entire key from a fragment thereof, smce any long
knov;n to may pe:pl : 18 selected because 1t can easily be remembered 1s hkely to be well
There are, however, more or less sumple methods of em:

ploymng a short mnemomic key 1n

:;;i;; ;:tﬂr:;iu:e & much longer key Basically, any method of transposition applied to a sggle
& phabelic 0;1 1:ance repeated several times will yield a farrly long key, which, moreover, has the
exampl:ga ok ::g;l t;inmtelhglble and thus approaching a random selection of letters For
rampl ;p fumer c ley may be derived from a word or a short phrase, this numencal key may
bt rf: od o8 8 columnar-transposition key for a rectangle within which the normal alphabet:
e minn b a 'I;‘»;evllously agreed upon number of times 1 a normal (left to rmght) or pre-
the oo, SmAnne 6 letters when transcribed from the transposition rectangle then become
‘ tve letters for enciphermg the plamn text, using any desired type of pnmary com-
po;nl:lx:7 ; wﬂ(?r, lfl a single transposition 1s not thought to be sufficiently secure, a double trans-
ﬁa o lyle d 2 still more mixed up sequence of key letters Other types of transposition
Y be employed for the purpose, ncluding various kinds of geometric figures  Also, a non-
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transposition method of lengthening the keying sequence and at the same fime mtroducing an
uregulanty, such as aperiodic interruption has already been described (see par 18)

¢ Another method of developing a long key from a short mnemomc one 1s that shown below.
Given the keyword CHRISTMAS, a numerical sequence 1s first derived and then one wrntes down
successive sections of this numerncal key, these sections terminating with the successive num-
bers 1, 2, 3, of the numerical key Thus

Mnemonic key__.__._ CHRISTMAS
Numerical key-_..... 2-3-6—4~7-9-5-1~8

1121 3 4 5 6
Extended key-..... CHRISTMA|CICHCHRIICHRISTM|CHR
7 8 o
CHRISICHRISTMAS|ICHRIST
Thus the orngmal key of only 9 letters 1s expanded to one of 45 letters (1-2+3+ +9=45)

The longer key 1s also an interrupted key of the type noted under paragraph 17, but if the mes-
sage 18 long enough to require several repetitions of the expanded key the encipherment becomes
periodic and can be handled by the usual methods employed 1n solving repeating-key ciphers
If the basic key 1s fairly long, so that the expanded key becomes a quite lengthy sequence, then
the message or messages may be handled 1n the manner explained m paragraph 20
d Another method of producing a rather long sequence of digits for keying purposes from a
single key number 1s to select a number whose reciprocal when converted by actual division mto
its equivalent decimal yields a long seres of digits  For example the reciprocal of 49, or 1/49,
yields a sequence of 42 digits beginming 02040815 Such a number, coupled wmith a
key word hke CHRISTMAS, could be used for mnterrupted keying, the successive cipher alphabets
bemg used for enciphering as many letters as are mdicated by the successive digits  In the case
of the example cited, the first digat 18 0, hence the C alphabet would not be used The next
digat 18 2, the H alphabet would be used for enciphering the first and second letters The third
dignt 18 again 0, the R alphabet would not be used The fourth digit 1s 4, the I alphabet would
be used for enciphering the third, fourth, fifth, and sixth letters, and so on
36. Other systems employing lengthy keying sequences —a The so-called ‘‘runming-key"
system —To be mentioned in connection with this subject of extensive or lengthy keys 1s the
cipher system known as the running-key, continuous-key, or nonrepeating-key system, imn which
the key consists of a sequence of elements which never repeats no matter how long the message
to be enciphered happens to be The most common and most practical source of such a key 18
that in which the plan text of a previously agreed-upon book serves as the source for successive
key letters for encipherment ! The solution of this type of cipher, an accomphshment which was
once thought impossible, presents some interesting phases and will be considered shortly At this
point 1t 18 merely desired to indicate that according to the runmng-key system the key for an
mdividual message may be as long as the message and never repeat, but if a large group of
correspondents employ the same key sequence, 1t may happen that there will be several messages
m the same key and they will all begin with the same 1mitial key letter, or, there will be several
which will “overlap’”” one another with respect to the key, that 18, they begin at different mitial
points m the keymng sequence but one message soon overtakes the other, so that from that pomt
forward all subsequent lotters in both messages are enciphered by the same sequence of key

letters
1 8ec IX, Advanced Military Cryptography See also footnote 8, page 71 of this text,
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b The so-called progresswe-alphabet system —In the so-called progressive-alphabet system
the basic principle 18 quite stmple Two or more primary elements are arranged or provided
for accordmng to a key which may be varied from tmme to time, the mteraction of the primary
elements results :n making available for cryptographic purposes a set of cipher alphabets, all
the latter are employed 1n a fixed sequence or progression, hence the designation progressive-
alphabet system  If the number of alphabets available for such use 1s rather small, and 1if the
text to be enciphered 1s much longer than the sequence of alphabets, then the system reduces
to a periodic method But if the number of alphabets 1s large, so that the sequence 1s not
repeated, then of course, the cryptographic text will exhibit no penodic phenomena

¢ The series of cipher alphabets m such s system constitutes a keying sequence Once set
up, often the only remaiming element in the key for a specific message 1s the starting pomnt 1n the
sequence, that 1s, the imtial cipher alphabet employed 1n enciphering a given message If this
keymng sequence must be employed by a large group of correspondents, and if all messages
employ the same starting pomnt i the keymg sequence, obviously the cryptograms may sumply
be superimposed without any preliminary testing to ascertam proper pomts for superumposition
The student has already been shown how cases of this sort may be solved However, 1f messages
are enciphered with varymg starting points, the matter of superimposing them properly takes
on a different aspect This will soon be treated m detail

d The respective cipher alphabets constituting the entire complement of alphabets may
be employed m & simple progression, that 18, consecutively from a preselected imtial pomt, or,
they may be employed according to other types of progression For example, if the system
comprises 100 alphabets one might use them 1 the sequence 1, 3, 5, 7, ,orl, 4,710,
or wrregular types of skipping may be employed

¢ In addition to the foregong, there are, of course, a great many mechanical methods of
producing a long key, such as those employed m mechanical or electrical cipher machmes In
most cases these methods depend upon the interaction of two or more short, primary keys which
jomntly produce a single, much longer, secondary or resultant key (See par 4) Only bnef
reference can be made at this pomnt in the cryptanalytic studies to cases of this kind A detailed
treatment of complex examples would require much time and space so that 1t will be reserved
for subsequent texts

J Fually, there must be mentioned certamn devices m which, as m encipherment by the
auto-key method, the text itself serves to produce the vanation 1n cipher equivalents, by con-
trollng the selection of secondary alphabets, or by mnfluencing or determining the sequence with
which they will be employed N aturally, in such cases the key 1s automatically extended to a
powmnt where 1t comncides i length with that of the text An excellent example of such a device
18 that known as the Wheatstone, the solution of which will be described 1n its proper place *
Some writers classify and treat this method as well as auto-key methods as forms of the running-
key system but the present author prefers to consider the latter as bemng radically different 1n
principle from the former types, because in the true running-key system the key 1s wholly external
to and ndependent of text being enciphered This 18 hardly true of auto-key systems or of
systems such as the Wheatstone mentioned heremn

8ee Sec XII, Advanced Milstary Crypiography
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Section X

GENERAL PRINCIPLES UNDERLYING SOLUTION OF SYSTEMS EMPLOYING LONG
OR CONTINUOUS KEYS
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Solution of a running-key cipher when an unknown but intelligible key sequence 18 used and the primary

components are KnOWN . e 38

Solution of a progressive-alphabet eipher when the primary components are known 39

General solution for ciphers involving a long keying sequence of fixed length and composition_ ... 40

87 Solution when the primary components are known sequences —a As usual, the solution
of cases mvolving long or continuous keys will be treated under two headings First, when the
primary components are known sequences, second, when these elements are wholly unknown
or partially unknown

b Since the essential purpose 1n using long keys 18 to prevent the formation of repetitive
cycles within the text, 1t 1s obvious that in the case of very long keying sequences the crypt-
analyst 1s not going to be able to take the text and break 1t up mnto a number of small cycles
which will permut the establishment of monoalphabetic frequency distributions that can readily
be solved, an end which he can attain all the more readily if to begin with he knows the primary
sequences But, there nearly always remains the eryptanalyst’s last resort the probable-word
method Inasmuch as this method 1s applicable to most of these cases, even to that of the
runmng-key system, which perhaps represents the furthest extension of the principle of long
keymg sequences, an example using a cryptogram of the latter type will be studied

38 Solution of a runmng-key cipher when an unknown but intelligible key sequence
1s used and the primary components are known —a In paragraph 36¢ mention was made of
the so-called running-key, continuous-key, or nonrepeating-key system, mn which the plain text
of a previously agreed-upon book serves as the source for successive key letters for encipherment
Since the running-key system 1s entirely aperiodic, and the cipher text can therefore not be
arranged 1 superimposed short cycles, as 1n the case of the repeating-key system, 1t would
appear on first consideration to be ‘“indecipherable” without the key! But if the student
will bear 1n mind that one of the practical methods of solving a repeating-key cipher 1s that of
the probable word,? he vall immediately see that the latter method can also be applied in
solving this type of nonrepeating-key system The essence of the matter 1s this The
cryptanalyst may assume the presence of a probable word mn the text of the message, if he
knows the primary components mvolved, and 1if the assumed word actually exists in the message,
he can locate 1t by checking against the key, swnce the latter 18 indellagible text Or, he may
assume the presence of a probable word or even of a phrase such as “to the,” “of the,” etc,
1n the key text and check his assumption against the text of the message Once he has forced

1 At one time, indeed, this view was current among certain eryptographers, who thought that the prineiple
of factoring the intervals between repetitions in the case of the repeating-key cipher formed the basis for the
only possible method of solving the latter type of system Since, according to thus erroneous idea, factoring
cannot be applied 1 the case of the running-key system (using a book as the key), therefore solution was con-
sidered to be 1mpossible How far this 1dea 18 from the truth will presently be seen In this same connection
see also footnote 8, page 71

1 See Milstary Cryptanalysis, Part II, par 25
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such an entering wedge into either the message or the key, he may build upon this foundation
by extending his assumptions for text alternately n the key and in the message, thus gradu-
ally reconstructing both For example, given a cryptogram contamning the sequence
HVGGLOWBESLTR , suppose he assumes the presence of the phrase THAT THE 1n the key text
and finds a place in the plain text where this yields MMUNITI Thus, using reversed standard
cipher alphabets

Assumed key text... .. . ... THATTHE
Cipher texb...o.meee . HVGGLOWBESLTR
Resultant plamn text______________. MMUNITTI

This suggests the word AMMUNITION The ON 1n the cipher text then yields PR as the begin-
ning of the word after THE in the key text Thus

Assumed key text. ... .. THATTHEPR
Cipher textoooooooo .. HVGGLOWBESLTR
Resultant plain text MMUNITION

PR must be followed by a vowel, with O the most hkely candidate He finds that O yields W
m the plain text, which suggests the word WILL. The latter then yields OTEC in the key,

making the latter read THAT THE PROTEC Thus
Agsumed key text. THATTHEPROTEC .
Cipher text. BHVGGLOWBESLTR
Resultant plaimn text MMUNITIONWILL

This suggests the words PROTECTION, PROTECTIVE, PROTECTING, etc Thus extending one
text a few letters serves to “coerce’” a few more letters out of the other, somewhat as 1n the case
of two boys who are running approximately abreast 1n a race, as soon as one boy gets a b1t ahead
the spint of competition causes the other to overtake and pass the first one, then the latter puts
forth a httle more effort, overtakes and passes the second boy Thus the boys alternate mn
overtaking and passing each other until the race 1s run The only pomnt 1n which the sumile
faals 18 that while the boys usually run forward all the time, that 1s, 1n a single direction, the
cryptanalyst 1s free to work 1 two directions—forward and backward from an iternal poimnt
mn the message He may, mn the case of the example cited above, continue his building-up
process by adding A to the front of MMUNITI as well as ON to the rear If he reaches the end of
his resources on one end, there remams the other end for experimentation He 1s certanly
unlucky if both ends terminate i complete words both for the message and for the key, leaving
him without a single clue to the next word 1n erther, and forcing him to a more intensive use
of his imagination, guided only by the context

b In the foregoing illustration the cryptanalyst 1s assumed to have only one message
avallable for his experimentation But if he has two or more messages which either begmn at
1dentical mnitial points with reference to the key, or overlap one another with respect to the key,
the reconstruction process described above 18, of course, much easier and 1s accomphshed much
more quickly  For iof the messages have been correctly superimposed unth reference to the key text,
the addition of one or two letters to the key ynelds suggestions for the assumption of words 1n several
messages 'The latter lead to the addition of several letters to the key, and so on, in an ever-
widenming circle of 1deas for further assumptions, since as the process continues the context
affords more and more of a basis for the work
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¢ Of course, if sufficient of the key text 1s reconstructed, the cryptanalyst might identify
the book that 1s being used for the key, and if available, his subsequent labors are very much
simplified

d All the foregoing 1s, however, dependent not only upon the use of an mntellhgible text as
the keyimng text but also upon having a knowledge of the primary components or cipher alpha-
bets employed in the encipherment Even if the primary components are differently mixed
sequences, S0 long as they are known sequences, the procedure 18 quite obvious in view of
the foregoing explanation The tramnmg the student has already had 1s belhieved sufficient to
mdicate to him the procedure he may follow 1n that solution, and no further details will here be
given 1n respect to such cases But what if the primary components are not known sequences?
This contingency will be treated presently

89. Solution of a progressive-alphabet cipher when the cipher alphabets are known —a
Taking a very surple case, suppose the interacting elements referred to in paragraph 365 consist
merely of two primary cipher components which shide against each other to produce a set of 26
secondary cipher alphabets, and suppose that the simplest type of progression 1s used, mz, the
cipher alphabets are employed one after the other conmsecutively Begmning at an initial
juxtaposition, producing say, alphabet 1, the subsequent secondary alphabets are in the sequence
2, 3, 26,1, 2,3, ,and soon If a different mitaal yuxtaposition 1s used, say alphabet 10
18 the first one, the sequence 1s exactly the same as before, only beginning at a different point

b Suppose the two primary components are based upon the keyword HYDRAULIC A
message 18 to be enciphered, beginning with alphabet 1 Thus

Plamn component_ ... HYDRAULICBEFGJKMNOPQSTVWXZHYD

Cipher component.... ___. HYDRAULICBEFGJKMNOPQSTVWXZ

Letter Noooeo . 1234567891011 1213 141516 17 18 19 20 21
Alphebet No_........__.. 1234567891011 1213 14 15 16 17 18 19 20 21
Plamn text........ ... ENEMYHASPL A C EDHE AV Y TIN
Cipher text ... EOGPUUEYHM K Q VMK 2Z S J QHE
Letter No_.ooeeoo . 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39
Alphabet No_._......_..__ 222532425261 2 3 4 5 6 7 8 9 1011 1213
Plam text T ERDTITCTTIONVFTIIRIEUTPUON
Cipher text....ooeo. NLHHLGCVBSSNUJEUPI KT DT DD
Letter NO-—ececeeemeananneae 40 41 42 43 44 45 46 47 48 49 50 51 52 53

Alphabet No_..___________ 14 15 16 17 18 19 20 21 22 23 24 25 26 1

Plamn text Z ANESVIULULUEIRUOAD

Cipher text...c—ceccemoeoen G P UHPF KHHT YU LUHMMEPBRD

¢ This method reduces to a periodic system involving 26 secondary cipher alphabets and
the latter are used mn sumple progression It 18 obvious therefore that the 1st, 27th, 53d,
letters are 1n the 1st alphabet, the 2d, 28th, 54th, letters are in the 2d alphabet, and so on

d To solve such a cryptogram, knowing the two primary components, 1s hardly a problem
at all The only element lacking 1s a knowledge of the starting pomnt But this 1s not neces-
sary, for merely by completing the plain-component sequences and examimng the diagonals of
the diagram, the plam text becomes evident For example, given the followmg HIDCT
EHUXI Completing the plain-component sequences initiated by the successive cipher letters, the
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plamtext ENEMY MACHI 18 seen to come out 1n successive steps upward in Figure
10 Had the cipher component been shifted mn the opposite direction 1n encipherment, the steps
would have been downward instead of upward If the shding strips had been set up according to
the sequence of cipher letters but on a diagonal, then, of course, the plamn-text letters would
have reappeared on one generatrix

¢ The student will understand what simple modifications mn
procedure would be required 1 case the two primary components
were different mixed sequences But what if the primary com-
ponents are not known sequences? How does the cryptanalyst
proceed m that case?

40. General solution for ciphers mvolving a long-keying
sequence of fixed length and composition —a It 1s obvious, as
stated at a previous point, that no matter how the keying sequence
18 derived, +f all the correspondents employ the same key, or 1f this key 18
used many tvmes by a sungle office, and +f # always begqins at the same
point, the various messages may sumply be supervmposed  Thus, ther
respective 1st, 2d, 3rd, letters will all fall within columns
which have been enciphered by the 1st, 2d, 3rd, key letters
If there 18 a sufficient number of messages, solution then becomes
possible by frequency analysis of the successive columns—nomatter
how long the keying sequence may be, and regardless of whether the keymg sequence constitutes
mtelligible text or 1s a purely random sequence of letters This method of solution by superimposi-
tion has already been outlined m paragraph 20 and no further reference to 1t need here be made

b But now suppose that the keymg sequence does not always begim at the same pomt for
all messages Suppose the several correspondents are able to select at will any pomt m the
keying sequence as the point of departure in encipherment Thus, such a keyng sequence, if re-
garded as partaking of the nature of a circle, will afford as many possible starting pomnts as there
are letters or characters n that sequence Now if there are no external imndications or ¥ndrcators *
m the cryptograms pertamning to such a system, such as would afford enemy cryptanalysts direct
and definite information with regard to the mitial keying element for each cryptogram, then 1t
would seem as though the supertmposition of messages (to bring letters enciphered by the same
cipher alphabets withm the same columns) would be difficult or impossible, and therefore that
attempts at solution are blocked at their very beginning This, however, 18 not the end of the
story For suppose two of the messages have in common only one polygraph, say of 5 letters,
these two messages may be juxtaposed so as to bring these repetitions mto superimposition
Thus, the possession of this long polygraph in common serves to ‘“tie’’ these two messages to-
gether or to “interlock” them Then, suppose a shorter polygraph, say of 4 letters, 18 possessed
m common by one of these two messages and a third message, this will serve to tie m the latter
with the first two Extension of this process, mmcluding the date from shorter repetitions of
trigraphs and digraphs, will serve to assemble a whole set of such messages m proper super-
mposition Therefore, the first step 1s to examine all the messages for repetitions

QEFWQHECR» IO«
OWOoOZERNRCQAEIHMWQ M
RunEBWaHPrEG»Y Y
NOvYvOoOZTERLAOTIHWO
HEECErIDUOWENMIEII
QPAEREBQHDOQrPrIOW LT
ozZERuEERTOHITC
HwaaHPD Q> X0 <IN M
voZERGQEAEWQHT

Figuns 10

3 Indicators play an mmportant réle in practical cryptography An indicator s a symbol (consisting of a
letter, group of letters, a figure or a group of figures) whioh indicates the specific key used under the general
eryptographic system, or 1t may indicate which one of a number of general systems has been used, or 1t may indi-
cate both
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¢ When such repetitions are found, and if there are plenty of them so that assumptions for
probable words are easy to make, 1t 18 clear that the correct assumptions will enable the crypt-
analyst to set up plamn-cipher equivalencies which will make 1t possible to reconstruct the pr-
mary components Depending upon the type used, the principles of direct or indirect sym-
metry of position will be very useful in this process

d But if 1t happens that there are no polygraphs by means of which two or more messages
may be tied together and properly supemmposed, the mmple methods mentioned in subparagraphs
a~c cannot here be apphed However, although the road toward a solution seems to be blocked
rather effectively, there 18 a detour which presents rather interesting vistas The latter are
really of such importance i cryptanalysis as to warrant detailed treatment

- o e
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THE “COINCIDENCE” OR “«”’ TEST
Paragraph
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Example of application of the x test — 43
Subsequent sbeps o e e e e 44

41, The basic theory of the coincidence or « (kappa) test —a In Appendix 2 of the pre-
ceding text! certamn simple applications of the theory of probability were presented for the
student’s consideration, by way of pomnting out to him the impo1tant role which certain phases
of that branch of mathematics play n cryptanalysis Reference was there made to the subject
of cowncudences and its significance 1n connection with the study of repetitions m cryptograms
In this section the matter will be pursued a few steps fuither

b In the appendix referred to, 1t was shown that the probability of monographic comncidence
(1) 1n random text employing a 26-letter alphabet 1s 0385, (2) in Enghish telegraphic plain text,
0667 These two parameters were represented by the symbols «. and «,, respectively The
important role which these values play 1n a certamn cryptanalytic test will now be explaned

¢ One of the most important techniques 1n cryptanalytics 1s that known as applying the
covncrdence or “kappa test” 'This test 1s useful for several cryptanalytic purposes and one of
the most 1Important of them 1s to ascertain when two or more sequences of letters are correctly
superimposed By the word “correct” mn tlus case 18 merely meant that the sequences are so
arranged relative to one another as to facilitate or make possible a solution The test has for
1ts theoretical basis the following circumstances

(1) If any two rather lengthy sequences of characters are superimposed, 1t will be found,
on examuung both members of the successive pairs of letters brought mto vertical juxtaposition,
that 1 a certawn number of cases the two superimposed letters unll comnerde

(2) If both sequences of letters constaitute random text (of a 26-letter alphabet), there will
be about 38 or 39 such cases of comncidence per thousand pairs exammed This, of course, 1s
because x,.= 0385

(3) If both sequences of letters constitute plain text, there will be about 66 or 67 such cases
of comcidence per thousand pairs examined 'This 1s because «, 18 0667

(4) If the superimposed sequences are wholly monoalphabetic encipherments of plain
text by the same cipher alphabet, there will still be about 66 or 67 cases of commcidence mm each
1,000 cases examined, because 1 monoalphabetic substitution there 1s a fixed or unvarying
relation between plain-text letters and cipher letters so that for statistical purposes monoalpha-
betic cipher text behaves just the same as if 1t were normal plain text

(5) Even if the two superimposed sequences are not monoalphabetically enciphered texts,
but are polyalphabetic 1 character, there will still be about 66 or 67 cases of 1dentity between
superimposed letters per thousand cases examined, provded the two sequences really belong to the
same cryplographic system and are supervmposed at the proper pownt unth respect to the keying
sequence 'The reasons for this will be set forth 1n the succeeding subpaiagraphs

! Malstary Cryptanalyswe, Part II It 18 recommended that the student refresh his memory by reviewing

that appendix
(58)
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(6) Consider the two messages below They have becn enciphered polyalphabetically by
the same two primary components shding against each other The two messages use the same
keying sequence, beginming at the same imitial pomnt in that sequence Consequently, the two
messages are 1dentically enciphered, letter for letter, and the only differences between them are
those occasioned by differences mn plamn text

Alphabets__..... ... 16 921 18 5 6 4 17 10 21 21 2 6 3 6 18 18 1 7 12 6
No 1{Plamtext....... WHENINTHECOURSELUONGHM
Ciphero—o.... EQNBTFYRCXXLQJNZOYAVW
Alphabets_.____...... 16 21 18 5 6 4 17 19 2 2 2 6 3 6 13 138 1 7 12 6
No 2{Plan text . ... THEGENERALABSOLUTETLY
Cipher... oo PQNTUFBWDJLQHYZPTMGQTI

Note, now, that (a) m every case m which two superimposed cipher letters are the same, the
plam-text letters are 1dentical and (b) m every case n which two superimposed cipher letters
are different, the plain-text letters are difterent In such a system, even though the cipher
alphabet changes from letter to letter, the number of cases of identity or comncidence the two
members of a par of superimposed cipher letters will still be about 66 or 67 per thousand cases
examined, because the two members of each pawr of supervmposed letters are wn the same cipher
alphabet and 1 has been seen an (4) that n monoalphabetic crpher text « 18 the same as for plawn
text? mz, 0667 The two messages may here be said to be superimposed “correctly,” that 1s,
brought mnto proper juxtaposition with respect to the keyng sequence

(7) But now suppose the same two messages are superimposed ‘“4ncorrectly,” that 1s, they
are no longer n proper juxtaposition with respect to the keying sequence Thus

Alphabets__....... 6 a1 18 65 6 4 17 19 2 21 3 6 3 5 13 1B 1 7 12
No 1iPlamn text......... W HE NI NTHECOURSETLO N G
Cipher— ... EQNBTFTYRCXXLQUJNZOTYA
Alphabets_..____.._ 6 21 13 5 6 4 17 100m 20 2 6 3 6 13 13 1 7
No 2iPlan text ... T HEGENERALABSOLUTE
Crpher ... PQNTUFBWDJLQHYZPTM

It 15 evident that the two members of every pawr of superimposed letters are no longer m the
same cipher alphabet, and therefore, if two superimposed cipher letters are 1dentzcal this 18
merely an “accident,” for now there 1s no basic or general cause for the similarty, such as 18
true 1 the case of a correct superimposition The similarity, if present, 1s, as already stated,
due to chance and the number of such cases of sumlarity should be about the same as though
the two cipher letters were drawn at random from random text, in which «= 0385 It 18 no
longer true that (a) m every case mn which two superimposed cipher letters are the same, the
plain-text letters are 1dentical, or (b) mn every case m which two superumposed cipher letters are
different, the plamn-text letters are different  Note, for example, that the superumposed T,’s repre-
sent two different plam-text letters and that the S, of the word COURSE m the first message gives
J, while the S of the word ABSOLUTELY in the second message gives H, Thus, 1t becomes clear
that m an mcorrect superimposition two different plam-text letters enciphered by two different
alphabets may “by chance’’ produce identacal cipher letters, which on superimposition yield a

3 The fact that 1n this case each monoalphabet contains but two letters does not affect the theoretical value

of ¢k, and whether the actual number of comcidences agrees closely with the expected number based upon x=
0667 depends upon the lengths of the two superimposed sequences
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comcidence having no external indications as to dissimilarity in plamn-text equivalents Hence,
if there are no other factors which enter mto the matter and which mught operate to distort
the results to be expected from the operation of the basic factor, the expected number of cases of
1dentacal cipher letters brought together by an incorrect superimposition will be determined by
the value x,= 0385

(8) But now note also that 1n the foregoing incorrect superimposition there are two Z,’s and
that they represent the same plan-text letter . This 18 occasioned by the fact that the plamn-
text messages happened to have L’s 1n just those two places and that the cipher alphabet hap-
pened to be the same both times Hence, 1t becomes clear that the same cipher alphabet brought
mto play twice may ‘‘by chance’ happen to encipher the same plamn-text letter both times, thus
producing identical cipher letters In some systems this source of 1dentity in superimposed
cipher letters 1s of little importance, 1n other systems, 1t may materially affect the actual number
of coincidences  For mstance, 1if a system 1s such that 1t produces a long secondary keying cycle
composed of repetitions of short primary keying cycles, an imcorrect supermmposition of two
cryptograms may bring into juxtaposition many of these short cycles, with the result that the
actual number of cases of i1dentical superimposed cipher letters 1s much greater than the ex-
pected number based upon k.= 0385 Thus, this source for the production of identical cipher
letters ;n an incorrect superimposition operates to increase the number of cases to be expected
from the fundamental constant x,— 0385

(9) In some systems, where nonrelated cipher alphabets are employed, 1t may happen
that two 1dentical plain-text letters may be enciphered by two different cipher alphabets which,
“by chance,” have the same equivalent for the plan-text letter concerned This s, however,
a function of the particular cryptographic system and can be taken mmto account when the
natare of the system 1s known

(10) In general, then, 1t may be said that in the case of a correct superimposition the
probability of 1dentity or comncidence mn superimposed cipher letters 18 0667, 1n the case of an
ncorrect superimposition, the probabihity 18 at least 0385 and may be somewhat greater, de-
pending upon special circumstances The foregoing situation and facts make possible what
has been referred to as the “comncidence test ”” Sinere this test uses the constant «, 1t 18 also
called the ‘“kappa test "’

d The way m which the comncidence test may be apphed will now be explaned The
statement that x,= 0667 means that in 1,000 cases where two letters are drawn at random
from a large volume of plain text, there will be about 66 or 67 cases in which the two letters
coincide, that 1s, are 1dentical Nothing 1s specified as to what the two letters shall be, they
may be two Z's or they may be two E’'s This constant, 0667, really denotes a percentage
If many comparisons of single letters are made, the letters being drawn at random from among
those constituting a large volume of plamn text, 6 67 percent of these comparsons made will
yield comcidences So, if 2,000 such compansons are made, the theory indicates that there
should be about 0667X2,000=133 comcidences, if there 18 sufficient text to permut of making
20,000 comparnsons, there should be about 1,334 comcidences, and so on

e Another way of handling the matter 1s to find the ratio of the observed number of co-
mcidences to the total number of cases 1n which the event in question might possibly occur,1 e,
the total number of compansons of superimposed letters When this ratio 18 closer to 0667
than 1t 18 to 0385 the correct supermmposition has been ascertained This 1s true because 1
the case of a correct superimposition both members of each pair of superimposed letters actually
belong to the same monoalphabet and therefore the probability of their comnciding 18 0667,
whereas I the case of an mcorrect superimposition the members of each pair of superimposed
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letters belong, as a general rule, to different monoalphabets ®, and therefore the probability of
their comeiding 18 nearer 0385 than 0667

J. From the foregoing, 1t becomes clear that the kappa test imnvolves ascertammng the total
number of comparisons that can be made 1n a given case, as well as ascertaining the actual number
of comcidences 1 the case under consideration When only two messages are supermmposed,
this 18 easy The total number of comparisons that can be made 18 the same as the number of
superimposed pairs of letters But when more than two messages are supermmposed 1n a super-
smposshion diagram 1t 18 necessary to make a sumple calculation, based upon the fact that n

"(7'2—1 pairs or comparisons, where 7 1s the number of letters in the column ¢ For
example, 1 the case of a column of 3 letters, there are 32ﬁ=3 compansons This can be
checked by noting that the 1st letter i the column may be compared with the 2d, the 2d with
the 3d, and the 1st with the 3d, making 3 comparnsons m all The number of comparisons per
column times the number of columns 1 the superimposition diagram of letters gives the total
number of comparisons The extension of this reasoning to the case where & superimposition
diagram has columns of various lengths 1s quite obvious one merely adds together the number of
comparisons for columns of different lengths to obtain a grand total For convenlence, the
following bref table 18 given

letters yield

Ao | fvomberof | Sefhie! | Namberot | et | Nombes
2 1 11 55 21 210
3 3 12 66 22 231
4 6 13 78 23 253
5 10 14 91 24 276
(] 15 15 105 25 J00
7 21 16 120 26 325
8 28 17 136 27 351
9 36 18 153 28 378

10 45 19 171 29 400
20 190 30 435

¢ In ascertaming the number of comcidences in the case of a column contamning several
letters, 1t 18 again necessary to use the formula n(n; 1), only 1n this case n 18 the number of

1dentical letters in the column The reasoning, of course, 1s the same as before The total

i The qualifying phrase “as a general rule” 1s mntended to cover any distortion in results occasioned by the
presence of an unusual number of those eases of comncidence described under subpar ¢ (8) and (9)

4 This has already been encountered (footnote 8, Appendix 2, Mililary Cryptanalysis, Part II) Itismerelya
special case under the general formula for ascertammng the number of combinations that may be made of n

different things taken r at a time, which 1s %= ;'(n—"_'_T)' In studyng coincidences by the method indicated,

'
since only two letters are compared at a time, r 1s always 2, hence the expression rl(_:—;)—l’ which 18 the same as

n(n—1)(n—2)!
2(n—2)!

» becomes by cancellation of (n—2)!, reduced to "—(12:}-)




62 63
number of comcidences 1s the sum of the number of comncidences for each case of identity For 43. Example of apphication of the x test —a With the foregomg 1n mind, a practical example
example, 1n the column shown at the side, containing 10 letters, there are 3 B's, 2 C’s, 4 K’s, and will now be given The following messages, assumed to be the first 4 of a series of 30 messages,
1Z The 3 B’s y1eld 3 comncidences, the 2 C’s yield 1 coincidence, and the 4 K’s yield 6 supposedly enciphered by a long keying sequence, but each message commencing at a different
c comcidences The sum of 3+1+46 makes a total of 10 coincadences 1n 45 comparisons pomnt 1 that sequence, are to be arranged so as to bring them mto correct superimposition
K 42, General procedure to be followed 1n making the x test.—a The steps 1n applying
B the foregoing principles to an actual case will now be described  Suppose several messages MzssacE 1
K enciphered by the same keying sequence but each beginning at a different point in that PCLPN HUFRK SAUQQ AQYUO ZAKGA EOQCN
Z sequence are to be solved The indicated method of solution 1s that of superimposition, PRKOV HYEIU YNBON NFDMW ZLUKQ AQAHZ
K the problem being to determine just where the respective messages are to be supermposed MGCDS LEAGC JPIVJ WVAUD BAHMI HKORM
c so that the cipher text within the respective columns formed by the supertmposed messages LTFYZ LGSOG K
B will be monoalphabetic From what has been indicated above, 1t will be understood that MESSAGE 2
B the various messages may be shifted relative to one another to many different points of
K supermmposition, there being but one correct superimposition for each message with respect CWHPK KXFLU MKURY XCOPH WNJUW KWIHL
to all the others First, all the messages are numbered according to their lengths, the long- OKZTL AWRDF GDDEZ DLBOT FUZNA SRHHUJ
est being assigned the number1 Commencing with messages 1 and 2, and keeping number 1 1n NGUZK PRCDK YOOBV DDXCD OGRGI RMICN
a fixed position, message 2 1s placed under 1t go that the mitial letters of the two messages comncide HSGGO PYAOY X
Then the two letters forming the successive pairs of superimposed letters are examimed and the MEssace 3
total number of cases in which the superimposed letters are 1dentical 18 noted, this giving the
observed number of comncidences Next, the total number of superimposed pairs 1s ascertained, WFWTD NHTGM RAAZG PJDSQ ﬁ g l(; F g 1(-)1 }A[ }I’ : ;){
and the latter 1s multiphed by 0667 to find the expected number of comncidences  If the observed HRZWC ZSRTE EEVPX 0ATDAQ AZ 191 D TNALT
number of comcidences 1s considerably below the expected number, or if the ratio of the observed THDXL HYIGK VYZWX BKO0QO Q
number of comncidences to the total number of comparisons 1s nearer 0385 than 0667, the CNYEH TSCT
superimposition 1s mcorrect and message 2 18 shifted to the next superimposition, that 1s, so MzssacE 4
that 1ts first letter 1s under the second of message 1  Again the observed number of comcidences TULDH NQEZZ UTYGD UEDUP SDLIO LNNBO
18 ascertamed and 18 compared with the expected number Thus, by shifting message 2 one NYLQQ VQGCD UTUBQ XSOSK NOXUV KCYJX
space at a time (to the rmght or left relative to message 1) the comcidence test finally should CNJKS ANGUI FTOWO MSNBQ DBAIV IKNWG
indicate the proper relative positions of the two messages When the correct point of super- VSHIE P
imposition 18 reached the cryptanalyst 1s 1arely left in doubt, for the results are sometimes quite
starthing After messages 1 and 2 have been properly superimposed, message 3 18 tested first b Supermmposing ® messages 1 and 2, beginning with their 1st letters,
against messages 1 and 2 separately, and then against the same two messages combined at their 5 1 5 2 2% - -
correct superimposition * Thus message 3 1s shifted a step each time until 1ts correct position No 1. PGLPNHUFRKSAUQQAQYUOZAKGAEOQCNPRKOYV
with respect to messages 1 and 2 has been found Then message 4 18 taken and 1ts proper pomt No 2. CWHPKKXFLUMKURYXCOPHWNJUWKWIHLOKZTL
of superimposition with respect to messages 1, 2, and 3 1s ascertained The process 18 continued o o o 5 o o -
mn this manner until the correct pomts of superimposition for all the messages have been found No 1 HYETIUYNBONNFDMWZLUKQAQAHZMGCDSLEAGC
It 18 obvious that as messages are added to the superimposition diagram, the determnation of No 2. AWRDFGDDEZDLBOTFUZNASRHHJNGUZKPRCDEK
correct pomts of superimposition for subsequent messages becomes progressively more certain
and therefore easier s % 8 % ¥ g LGSO lg K
b In the foregoing procedure 1t 18 noted that there 1s necessmty for repeated displacement No 1. JPIVJWVAUDBAHMIHKORMLTF PYAOYX
of one message agaimnst another or other messages Therefore, 1t 15 advisable to transcribe the No 2...... YOOBVDDXCDOGRGIRMICNHSGGO =
:;Zsiai::n lotr:’g ;ﬁﬁ;ﬂ;:::s:izhonggsz m,e]o%lrﬁﬁsse:tl;:saczuzzt::ys;f ::a‘;‘::rll;ughc::lngs the number of comcidences 1s found to be 8 Since the total number of comparisons 1s 101, the
shifted t :g'lous ponts of supenmpﬁfmon rzlgatwe to a.;xother st?cgh message, without :;peatedl; expected number, 1f the superimposition were correctf, shoul(; be 101Xt (1?67=g 787, or abzz:
the messages 7 comcidences The fact that the observed number of comncidences matches and 1s even grea
reWI:tng[Lachmery for automatically comparing letters m applying the comeidence test has been than the expected number on the very first tral creates an element of suspmlonh stf;(r:il go:il
d d  Such machin. tlv faciitate and 4 up th cod fortune 1s rarely the lot of the practical cryptanalyst It 1s very unwise to stop at the first tnal,
ovised achines greatly © and speed up the procedure even of the results are favorable, for this close agreement between theoretical and actual numbers
5 At first thought the student might wonder why 1t 1s advisable or necessary to test message 3 against message EnEe——
1 and message 2 separately before testing 1t against the combination of messages 1 and 2 The first two tests, ¢ The student will have to 1magine the messages wnitten out as continuous sequences on cross-section paper
1t seems to hum, might be omutted and time saved thereby The matter will be explained in par 43f (3)
1
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of comcidences might just be “one of those accidents”” Therefore message 2 18 shifted one
space to the right, placing its 1st letter beneath the 2d letter of message 1 Again the number
of comcidences 1s noted and this time 1t 1s found to be only4 The total number of comparnsons
18 now 100, the expected number 1s stall about 7 Here the observed number of comneldences 18
considerably less than the expected number, and when the relatively small number of com-
parisons is borne mn mind, the discrepancy between the theoretical and actual results 1s all the
more striking The hasty cryptanalyst might therefore Jjump to the conclusion that the 1st
superimposition 1s actually the correct one But only two tmals have been made thus far and
a few more are still advisable, for in this scheme of superimposing a series of messages 1t 1s
absolutely essential that the very first superimpositions rest upon a perfectly sound foundation—
otherwise subsequent work will be very difhcult, if not entirely fruitless Additional trals will
therefore be made

¢ Message 2 18 shifted one more space to the right and the number of comecidences 18 now
found to be only 3 Once again message 2 1s shufted, to the position shown below, and the
observed number of concidences jumps suddenly to 9

5 10 15 20 25 30 35
No 1. PGLPNHUFRKSAUQQAQYUOZAKGAEOQCNPREKOQYV
No 2. CWHPKKXFLUMKURYXCOPHWNJUWKWIHLOQK
40 45 50 56 60 85 70
No 1. HYEIUYNBONNFDMWZLUKQAQAHZMGCDSLEAGC
No 2. ZTLAWRDFGDDEZDLBOTFUZNASRHHJNGUZKPR
75 80 85 20 95 100
No 1. JPIVJWVAUDBAHMIHKORMLTFYZLGSOGK
No 2...._. CDKYOOBVDDXCDOGRGIRMICNHSGGOPYAOTYZX

The total number of comparsons 18 now 98, so that the expected number of comcidences 1s 98 X
0667=6 5366, or still about 7 The 2d and 3d superimpositions are defimitely 1ncorrect, as to
the 1st and 4th, the latter gives almost 30 percent more comeidences than the former Agan
considering the relatively small number of comparsons, this 30 percent difference m favor of
the 4th superimposition as against the 1st 1s important  Further detailed explanation 1s unneces-
sary, and the student may now be told that 1t happens that the 4th superimposifion 1s really
correct, 1f the messages were longer, all doubt would be dispelled  The relatively large number
of comcidences found at the 1st superimposition 18 purely accidental 1n this case

d The phenomenon noted above, wherem the observed number of coincidences shows a
sudden 1mcrease 1 moving from an mcorrect to a correct superimposition 1s not at all unusual,
nor should 1t be unexpected, because there 1s only one correct superimposition, while all other
superimpositions are entirely mcorrect In other words, a superimposition 1s either 100 percent
correct or 100 percent wrong—and there are no gradations between these two extremes
Theoretically, therefore, the difference between the correct superumposition and any one of the
many mcorrect supermmpositions should be very marked, smce 1t follows from what has been
noted above, that one cannot expect that the discrepancy between the actual and the theoretical
number of comcidences should get smaller and smaller as one approaches closer and closer to
the correct superimposition ? For 1f letters belonging to the same cipher alphabet are regarded

7 The importance of this remark will be appreciated when the student comes to study longer examples, in
which statistical expectations have a better opportunity to matenalze
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a8 being members of the same famly, so to speak, then the two letters forming the successive
pairs of letters brought into supenmposition by an incorrect placement of one message relative
to another are total strangers to each other, brought together by pure chance This happens
time and again, as one message 18 shd against the other—until the correct superimposition 1s
reached, whereupon 1n erery case the two superimposed letters belong to the same family There
may be many different famihes (cipher alphabets) but the fact that in every case two members
of the same family are present causes the marked jump in number of comncidences

¢ In shifting one message against another, the cryptanalyst may move to the right con-
stantly, or he may move to the left constantly, or he may move alternately to the left and nght
from a selected initial pomnt Perhaps the latter 1s the best plan

f (1) Having properly superimposed messages 1 and 2, message 3 1s next to be studied
Now 1t 15 of course possible to test the latter message against the combination of the former,
without further ado That 1s, ascertaining merely the total number of comncidences given by the
superimposition of the 3 messages might be thought sufficient But for reasons which will
soon become apparent 1t 1s better, even though much more work 1s involved, first to test message
3 agamst message 1 alone and against message 2 alone Tlus will really not involve much addi-
tional work after all, since the two tests can be conducted ssmultaneously, because the proper
superimposition of messeges 1 and 2 1s already known If the tests against messages 1 and 2
separately at a given supermmposition give good results, then message 3 can be tested, at that
superimposition, against messages 1 and 2 combined That 1s, all 3 messages are tested as a
single set  Since, according to the scheme outhned, a set of three closely related tests 1s mnvolved,
one might as well systematize the work so as to save time and effort, if possible With this in
view a diagram such as that shown 1n Figure 11¢ 18 made and 1n 1t the co.ncidences are recorded
1n the approprate cells, to show separately the conicidences between messages 1 and 2, 1 and 3,
2 and 3, for each superimposition tested The number of tallies in the cell 1-2 1s the same at
the beginming of all the tests, 1t has already been found to be 9 Therefore, 9 tallies are mserted
1n cell 1-2 to begin waith A column which shows 1dentical letters i1n messages 1 and 3 yields a
single tally for cell 1-3, a column wliuch shows identical letters 1n messages 2 and 3 yields a single
tally for cell 2-3 Only when a superimposition yields 3 identical letters in a column, 18 a tally
to be recorded simultaneously 1n cells 1-3 and 2-3, since the presence of 3 1dentical letters 1n the

column yields 3 comncidences
1 2 3

NI
x| M m

2 x| x| w

3| x X | X

FIGURE lla
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(2) Let message 3 be placed beneath messs;

ges 1 and 2 combined, so that the 1st letter of
message 3 falls under the 1st letter of message 1 (It 1s advisabl ’ i
so that they cannot easily be disturbed ) Thus table 6o Tasten the latter m place
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(3) The reason for the separate tabulation of comncidences between messages 1 and 3,

2 and 3, and 1, 2, and 3 should now be apparent

Whereas the observed number of coimncidences

18 57 percent below the expected number of comcidences 1n the case of messages 1 and 3 alone,
and 50 percent below 1n the case of messages 2 and 3 alone, the discrepancy between the expected
and observed numbers 1s not quite so marked (—21 percent) when all three messages are con-
sidered together, because the relatively high number of comecidences between messages 1 and 2,
which are correctly superimposed, serves to counterbalance the low numbers of comncidences

1234b678910111213141510171819
T PGLPNﬂUFRKSAgQQAQXUggﬁﬁgigg
%, CWHPKKXFLUMKURYXCOPHWNJU
I WFWTDNHTGMRAAZGPJDSQAUPFROX
2829803132333435363738394041424344(546
T QCNPRKQVHYEIUYNBONNggﬁﬁgfgﬁ
%l WKWIHLOKZTLAWRDFGDDEZDLVOTF
- JROHRZWCZSRTEEEVPXOATDQLDOGQ
655657585960616263“05066703&70717273
I QAQAHZMGCDSLEAGCJPIsgggzggg
S UZNASRHHJNGUZKPRCDKYOOBVDDZX
S ZHAWNXTHDXLHYIGKVYZWXBKOQOA
82 88 84 85 86 87 88 80 00 ©1 02 03 04 05 06
AHMIonguLTFYZnggg?mmm
S CDOGRGIRMICNHSGGOPYAOYX
I ZQNDTNALTCNYEHTSCT
1 2 3
x|l w
21 x X m

Figure 11b

3‘;11; ﬁﬁzﬁzscg:lﬁm are now examined and the comcidences are recorded, remembering that
opLy comciden elween messages 1 and 3, and between messages 2 and 3 are now to be tabu-

ed n the diagram The results for this first test are shown Figure 116  This superim-
position yields but 3 comecidences between messages 1 and 3, and the same number between

messages 2 and 3
18 dra\%rn up The total numbers of comparisons are then noted and the following table

Number of coineidences
T

Combination of':t(;‘lln;grlﬂgg; D:!::(!"e P
Expected Ohserved v

Mos . Percent
sages 1 and 3 . _ 99 | About 7 3 —57
Messages 2 and 3 96 | About 6 3 -~ 50
Messages 1, 2, and 3 291 About 19 15 —21

between 1 and 3, and 2 and 3

may yeld such good results as to mask the bad results for the other two combinations
(4) Message 3 1s then shifted one space to the right, and the same procedure 1s followed as
before The results are shown below

Thus, a correct superimposition for one of the three combinabons

5 10 15 2 25 30 35
No 1. PGLPNHUFRKSAUQQAQYUOZAKGAEQOQCNPRKQV
No 2......- CWﬂPKKXFL_l_JMKURXXCOPHWNJUWKWIELQ_K
No 3..-.._- WFWTDNHTGMRAAZGPJDSQ_A_UPFRQXJROERZW
40 46 50 55 €0 85 70
No 1o HYEIUYNBONNFDMWZLUKQAQAHZMGCDSLEAGC
No 2....... ZTLAWRDFGDDEZDLBOTFUZNASRHHJNGUZKPR
No 3......- CZSRTEEEVPXOATDQLDOQZHAWNXTHQX_LHYIG
(] 80 85 2 95 101
No 1. JPIVJWVAUDBAHMIHKORMLTFYZLGSOGK
NO 2. CDKYOOBVDDXCDOGRGIRMICNHSGGOPYAOYX
No 3. .- KVYZWX_B_KOQOAZQNDTNALTQ_EXEHTSCT
1 2 3 Combimation To'i:}r %?m Number of coincidences D:::;p
1] x % % CompArigons Expected Observed
Pereent
o Rl e 'yl Messages 1and 3 . . ] 99 About 7 10 +43
31 x| % X Messages 2and 3 _ ... 97 About 6 6 0
Messages 1, 2,and 3 . _. 293 About 20 25 +25
FI1GURE ll¢
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Note how well the observed and expected numbers of comcidences agree m all three combna-
tions Indeed, the results of this test are so good that the cryptanalyst might well hesitate to
make any more tests

(5) Having ascertained the relative positions of 3 messages, the fourth message 1s now
studied Here are the results tor the correct supertmposition

5 10 15 20 25 30 35
No 1______ PGLPNHUFRKSAQQQAQXUOZA_KGAEQQCHPRKQV
No 2....__. CWHPKKXFLQMKUR_Y_XCOE_HWNJUWKWIHLQK
No 3....... WFWTQNHTGMRAAZQPJDSQ_A_UPFRQXJROERZW
No 4. .. TUL_D_HNQEZZ_QTYQDUEDUESDLIQLNHBONYL
40 45 %0 55 () (13 7
No 1. HYEIUYNBONNFDMWZLUKQAQAHZMGQQSLEAGC
No2_______ZTLAWRDFGDDEZDLBOTFUZNASRHHJ}_IGUZKPR
No 8....... CZSRTEEEVPXOATDQ_L_DQQZHAWNXTHQXLHYIg_
No 4. QQVQGCDUTUBQXSOSKNOXUVKCYJXCNJKSANG
(] 80 85 90 25 101
No 1.._.... JPIVJEVAUI_)_B_AHMIHKOBM_LTFXZLQ§0GK
No 2. CDKYQOEVDD_KCQOGRGLEMIQHHSGQOPYAOYX
No 3....._. KVYZWX_BKOQO_A_ZQNDTNALTQL‘XEHT§_CT
No 4 ... UIFTQEOMSN_B_QQBAIVIKNWGVSHIEP
1 2 3 4
Combrnation Tom]r%l;m Number of coincidences Diserep
1]x W/ % r/‘/” COMPArisons Expected Observed aney
2| x| x | MM P
¥ 'ercent
Messages 1 and 4 96 About 6 7 +16
3 x| XX [py Messages 2and 4. ... 95 About 6 7 +16
alx|x|x|x Messages 3and 4 _____ 96 About 6 5 —16
Messages 1,2,3,and 4 ...| 581 About 39 43 +10
FIGURE 114

The results for an mcorrect superimposition (1st letter of message 4 under 4th letter of message 1)
are also shown for comparison
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5 10 15 2 25 30 38
No 1....... PGLPNHUFRKSAUQQAQYUOZAKGAEOQCNPRKOV
No 2.____ CWHPKKXFLUMKURYXCOPHWNJUWKWIHLOK
No 3....... WFWTDNHTGMRAAZGPJDSQAUPFROXJROHRZW
No 4...._.. TULDHNQEZZUTYGDUEDUPSDLIOLNNBONY
0 4% 50 55 60 65 70
No 1__..... HYETUYNBONNFDMWZLUKQAQAHZMGCDSLEAGC
No 2...... ZTLAWRDFGDDEZDLBOTFUZNASRHHJNGUZKPR
No 3....__. CZSRTEEEVPXOATDQLDOQZHAWNXTHDXLHYIG
No 4....__. LQQVQGCDUTUBQXSOSKNOXUVKCYJXCNJKSAN
5 80 85 ) 95 10
No 1_..___. JPIVJWVAUDBAHMIHKORMLTFYZLGSOGK
No 2. ..... CDKYOOBVDDXCDOGRGIRMICNHSGGOPYAOYX
No 3....... KVYZWXBKOQOAZQNDTNALTCNYEHTSCT
No4 _._GUIFTOWOMSNBQDBAIVIKNWGVSHIEP
1 2 3 4 Combimation To%' :‘,’:,‘;m Number of coincidences D screp
1| x /’W/ % m comparisons Expected Observed ancv
2| x| x M/" n Percent
/ Messages land 4. . . 96 About 6 3 —50
| x|{x]|X Messages 2and 4 .. ____._. 96 About 6 3 —56
Messages 3and 4.. _... 96 About 6 1 —83
4| X[x|x]|X Messages 1,2, 3and 4 .| 582 | About 39 3 | —18
FIGURE 116

(6) Itis beheved that the procedure has been explained with sufficient detail to make further
examples unnecessary The student should bear in mind always that as he adds messages to
the superimposition diagram 1t 18 necessary that he recalculate the number of comparisons so
that the correct expected or theoretical number of comcidences will be before him to compare
with the observed number In adding messages he should see that the results of the separate
tests are consistent, as well as those for the combined tests, otherwise he may be led astray at
times by the overbalancing effect of the large number of coincidences for the already ascertaned,
correct superimpositions

44 Subsequent steps —a In paragraph 43a four messages were given of a series supposedly
enciphered by a long keying sequence, and the succeeding paragraphs were devoted to an ex-
planation of the preparatory steps i the solution The messages have now been properly
superumposed, so that the text has been reduced to monoalphabetic columnar form, and the
matter 18 now to be pursued to its ultimate stages
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b The four messages employed 1n the demonstration of the principles of the x test have
served their purpose The information that they are messages enciphered by an intelhgible
running key, by reversed standard cipher alphabets, was withheld from the student, for peda-
gogical reasons Were the key a random sequence of letters instead of intelhgible text, the
explanation of the comcidence test would have been unchanged m the shghtest particular, so
far as concerns the mechanics of the text itself Were the cipher alphabets unknown, mixed
alphabets, the explanation of the x test would also have been unchanged m the shghtest par-
ticular But, as stated before, the four messages actually represent encipherments by means of
an mtelligible running key, by reversed standard alphabets, they will now be used to illustrate
the solution of cases of this sort

¢ Assuming now that the cryptanalyst 1s fully aware that the enemy 1s using the running-
key system with reversed standard alphabets (obsolete U S Army cipher disk), the method of
solution outhned in paragraph 38 will be 1llustrated, employing the first of the four messages
referred to above, that beginming PGLPN HUFRK SAUQQ The word DIVISION will be taken as
a probable word and tested agaimnst the key, beginning with the very first letter of the message
Thus

Cipher text. PGLPNHUFRKSAUQAQ
Assumed plam text........___._. DIVISION .
Resultant key text. ... SOGXF
The resultant key text 1s unintelhgible and the word DIVISION is shifted one letter to the right
Cipher text PGLPNHUFRKSAUQQ
Assumed plan text.....___.____. DIVISION
Resultant key text ...._._._._._. JTK . .

Agam the resultant key text 1s unintelhgible and the hypothetical word DIVISION 1s shifted
once more Continuation of this process to the end of the message proves that the word 1s not
present Another probable word 1s assumed REGIMENT When the pomnt shown below 1s
reached, note the results

Cipher text. PGLPNHUFRKSAUQQ. .

Assumed plan text............_. .REGIMENT .

Resultant key text............... . . ELANDOFT
It certaimnly looks as though intellgible text were bemng obtamned as key text The words
LAND OF T suggest that THE be tried The key letters HE give NO, making the plamn text
read REGIMENT NO The four spaces preceding REGIMENT suggest such words

as HAVE, SEND, MOVE, THIS, etc A clue may be found by assuming that the E before LAND
m the key 1s part of the word THE Testing 1t on the cipher text gives IS for the plamn text,
which certainly indicates that the message begins with the word THIS The latter yields IN
for the first two key letters And so on, the process of checking one text against the other con-
tinmng until the entire message and the key text have been reconstructed

d Thus far the demonstration has employed but one of the four messages available for
solution When the reconstruction process 1s apphed to all four simultaneously 1t naturally
goes much faster, with reduced necessity for assuming words after an 1mtial entering wedge has

n

been driven into one message For example, note what happens 1 this case just as soon as the
word REGIMENT 1s tried i the proper place

=
r
-
=
lw)
o
e
-3

Key text

No 1 {Clpher 17353 S P|G|L|P

Plain text

Cipher text__.oooee—. c
Plam text . oo ..

No 2
Cipher text
No 3 {Pla.m text,

Cipher text_...______________ T(U
Plain text
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No 4{

It 18 obvious that No 2 begins with FIELD TRAIN, No 3, with ROLLING KITCHEN, No 4
with ANTITANK GUN These words yield additional key letters, the latter suggest additional
plain text, and thus the process goes on until the solution 1s completed

¢ But now suppose that the key text that has been actually employed in encipherment 1s
not ntelhgible text The process s still somewhat the same, only mn this case one must have at
least two messages 1n the same key For mstead of checking a hypothetical word (assumed to
be present 1n one message) against the key, the same kind of a check 18 made agawnst the other
message or messages Assume, for mstance, that i the case just described the key text, mstead
of being mtelligible text, were a series of letters produced by applying a rather complex transpo-
sition to an ongmally mtelhgible key text Then if the word REGIMENT were assumed to be
present 1n the proper place 1n message No 1 the resultant key letters would yield an unmntelhgible
sequence But these key letters when apphed to message No 2 would nevertheless yield
IELDTRAI, when apphed to message No 3, LINGKITC, and so on  In short, the fext of one mes-
sage 18 checked against the teat of another message or messages, if the origmally assumed word 1s
correct, then plain text will be found in the other messages 8

® Perhaps this 1s as good a place as any to make some observations which are of general interest in connection
with the runming-key principle, and which have no doubt been the subject of speculation on the part of some
students Suppose a basic, umntelhigible, random sequence of keying characters which 18 not derived from the
interaction of two or more shorter keys and which never repeals 18 employed but once as & key for encipherment
Can & cryptogram enciphered 1n such & system be solved? The answer to this question must unquahfiedly be
this even 1f the cipher alphabets are known sequences, cryptanalytic science 18 certainly powerless to attack
such a cryptogram  Furthermore, so far as can now be discerned, no method of attack 1s hikely ever to be devised
Short of methods based upon the alleged phenomena of telepathy—the very objective existence of which 14
denied by most ‘“‘sane” mvestigators today—it 18 iumpossible for the present author to conceive of any way of
attacking such a cryptogram

This 1s a case (and perhaps the only case) mn which the impossibility of cryptanalysis 1s mathematically
demonstrable Two thmgs are mmvolved in a complete solution jn mathematics not only must a satisfactory
(logical) answer to the problem be offered, but also 1t must be demonstrated that the answer offered 15 unique,
that 1s, the only possible one (The mistake is often made that the latter phase of what constitutes a valid
solution 18 overlooked—and this 1s the basic error which numerous alleged Bacon-Shakespeare “cryptographers’
commit) To attempt to solve a cryptogram enciphered in the manner indicated 18 analogous to an attempt to
find a umque solution for a single equation containing two unknowns, with absolutely no data available for
solution other than those given by that equation 1tself It 1s obvious that no unique solution 18 possible 1n such
a oase, sInce any one quaniity whalsoever may be chosen for one of the unknowns and the other will follow as a
sonsequence ‘Therefore an mfimte number of different answers, all equally valid, 1s possible In the case of a
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J All the foregomng work 18, of course, based upon a knowledge of the cipher alphabets
employed 1n the encipherment What 1f the latter are unknown sequences? It may be stated
at once that not much could be done with but four messages, even after they had been super-
1mposed correctly, for the most that one would have 1n the way of data for the solution of the
mdividual columns of text would be four letters per alphabet—which 1s not nearly enough
Data for solution by mdirect symmetry by the detection of 1somorphs cannot be expected, for
no 1somorphs are produced mn this system Solution can be reached only if there 1s sufficient
text to permit of the analysis of the columns of the superimposition diagram When there 1s
this amount of text there are also repetitions which afford bases for the assumption of probable
words Only then, and after the values of a few cipher letters have been established can mdirect
symmetry be apphed to facihtate the reconstruction of the primary components—if used

g Even when the volume of text 1s great enough so that each column contains say 15 to 20
letters, the problem i1s still not an easy one But frequency distributions with 15 to 20 letters
can usually be studied statistically, so that if two distributions present sumlar characteristics,
the latter may be used as a basis for combining distributions which pertain to the same cipher
alphabet The next section will be devoted to a detailed treatment of the imphcations of the
last statement

cryptogram enciphered in the manner indicated, there 18 the equivalent of an equation with two unknowns,
the key 18 one of the unknowns, the plain text 1s the other One may conjure up an infinite number of different
plain texts and offer any one of them as a ‘“‘solution ” One may even perform the perfectly meaningless labor
of reconstructing the *key” for this selected “solution”, but since there 18 no way of proving from the cryptogram
1tself, or from the reconstructed key (which 1s unintelhgible) whether the ‘“solution’’ so selected 1s the actual
plain text, all of the mnfinite number of “solutions” are equally valid Now since 1t 18 tnherent 1n the very 1dea
of cryptography as a practical art that there must and can be only one actual solution (or plain text), and since
none of this infinite number of different solutions can be proved to be the one and only correct solution, therefore,
our common sense rejects them one and all, and 1t may be said that a cryptogram enciphered in the manner
indicated 18 absolutely impossible to solve

It 18 perhaps unnecessary to point out that the foregoing statement 18 no longer true when the running key
constitutes intelligible text, or if 1t 18 used to encipher more than one message, orif 1t 1s the secondary resultant of
the interaction of two or mcre short primary keys which go through cycles themselves For in these cases there
18 additional information available for the delimitation of obe of the pair of unknowns, and hence a unique solu-
tion becomes possible

Now although the runming-key system described in the first paragiaph represents the ultimate goal of
cryptographie security and 18 the ideal toward which eryptographic experts have striven for a long time, there 18
a wide abyss to be bridged between the recogmtion of a theoretically perfect system and 1ts estabhshment as a
practical means of secret intercommunication For the mere mechanieal details mmvolved in the production,
reproduction, and distribution of such keys present difficulties which are so formudable as to destroy the effective~
ness of the method as a system of secret intercommunication suitable for groups of correspondents engaged 1n &
voluminous exchange of messages

Srction XII
THE ““CROSS-PRODUCT SUM?*” OR ‘x TEST’*!

Paragraph
PrelimInAry TeImATKE oo e e camcemecmmmamm mmmeestacon em—am—mmmeemeee—ee—ee—n —amam 45
The nature of the “Cross-product sum”’ or “x (Chi) test’’ 1 eryptanalysis_.. .. - 46
Denvation of the x test - .- .- - 47
Applying the x test in matching distributions.. 48

45, Prelminary remarks.—a The real purpose of making the comncidence test n cases such
a8 that studied 1n the preceding section 18 to permut the cryptanalyst to arrange his data so as to
circumvent the obstacle which the enemy, by adopting a complicated polyalphabetic scheme of
encipherment, places in the way of solution The essence of the matter 1s that by dealing 1ndi-
vidually with the respectave columns of the superimposition diagram the cryptanalyst has
arranged the polyalphabetic text so that 1t can be handled as though it were monoalphabetic
Usually, the solution of the latter 18 a relatively easy matter, especially if there 1s sufficient text
i the columns, or if the letters within certain columns can be combined into single frequency
distributions, or if some cryptographic relationship can be estabhshed between the columns

b It1s obvious that merely ascertaxmng the correct relative positions of the separate mes-
sages of a series of messages 1n a supermmposition diagram 1s only a means to an end, and not an
end 1 itself The purpose 1s, as already stated, to reduce the complex, heterogeneous, poly-
alphabetic text to sumple, homogeneous, monoalphabetic text But the latter can be solved only
when there are sufficient data for the purpose—and that depends often upon the type of cipher
alphabets involved The latter may be the secondary alphabets resulting from the shding of the
normal sequence against 1ts reverse, or a mixed component against the normal, and so on  The
student has enough information concerning the various cryptanalytic procedures which may be
apphed, depending upon the circumstances, in reconstructing different types of primary com-
ponents and no more need be said on this score at this pomnt

¢ The student should, however, realize one point which has thus far not been brought
specifically to hus attention  Although the supermmposition diagram referred to 1 the preceding
subparagraph may be composed of many columns, there 1s often only a relatavely small number
of diyfferent cipher alphabets involved For example, 1n the case of two prumary components of
26 letters each there 18 a maximum of 26 secondary cipher alphabets Consequently, 1t follows
that 1n such a case if a superimposition diagram 1s composed of say 100 columns, certain of those
columns must represent sumlar secondary alphabets There may, and probably will be, no
regulanty of recurrence of these repeated secondaries, for they are used in a manner diwrectly
governed by the letters composing the words of the key text or the elements composing the
keying sequence

d But the latter statement offers an excellent clue It 1s clear that the number of times a
given secondary alphabet 1s employed i such a superumposition diagram depends upon the com-

1 The x test, presented 1n this section, as well as the ® test, presented 1n Section XIV, were first described
n an important paper, Stafssiscal Methodsin Cryplanalysis, 1935, by Solomon Kullback, Ph D , Associate Crypt-
analyst, Signal Inteligence Service I take pleasure in acknowledging my indebtedness to Dr Kullback’s
paper for the basic material used in my own exposition of these tests, as well as for his helpful eriticisms thereof
whule 1n manuscript )
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position of the key text Smce 1n the case of a runmng-key system using a book as a key the
key text constitutes mtelhgible text, 1t follows that the varmous secondary alphabeis unll be em-
ployed wnth frequencies which are durectly related to the respective frequencies of occurrence of letters
wn normal plawn test Thus, the alphabet corresponding to key letter E should be the most
frequently used, the alphabet corresponding to key letter T should be next in frequency, and so on
From this 1t follows that instead of being confronted with a problem involving as many different
secondary cipher alphabets as there are columns in the supenmposition diagram, the crypt-
analyst will usually have not over 26 such alphabets to deal with, and allowing for the extremely
1mprobable repetative use of alphabets corresponding to key letters J, K, Q, X, and Z, 1t 1s Iikely
that the cryptanalyst will have to handle only about 19 or 20 secondary alphabets

e Moreover, since the E secondary alphabet will be used most frequently and so on, 1t 1s
possible for the cryptanalyst to study the various distributions for the columns of the super-
imposition diagram with & view to assembling those distributions which belong to the same cipher
alphabet, thus making the actual determination of values much easier in the combined distri-
butions than would otherwise be the case

f However, if the keying sequence does not itself constitute intelhgible text, even if 1t 18
a random sequence, the case 15 by no means hopeless of solution—provided there 1s sufficient
text within columns so that the columnar frequency distributions may afford indications enabling
the cryptanalyst to amalgamate a large number of small distributions 1nto a smaller number of
larger distributions

g In this process of assemblng or combining individual frequency distributions which be-
long to the same cipher alphabet, recourse may be had to a procedure merely alluded to 1n con-
nection with previous problems, and designated as that of “matching’”’ distrmbutions The next
few paragraphs will deal wath this important subject

46 The nature of the ‘‘Cross-product sum’’ or ‘‘y (Ch1) test’’ m cryptanalysis —a The
student has already been confronted with cases 1n which 1t was necessary or desirable to reduce
a large number of frequency distributions to a smaller number by 1dentifying and amalgamating
distributions which belong to the same cipher alphabet Thus, for example, n a case 1n which
there are, say, 15 distributions but only, say, 5 separate cipher alphabets, the difficulty mn solving
a message can be reduced to a considerable degree provided that of the 15 distributions those
which belong together can be 1dentified and allocated to the respective cipher alphabets to which
they apply

b This process of 1dentifying distributions which belong to the same cipher alphabet 1n-
volves a careful examimation and comparnson of the various members of the entire set of distr-
butions to ascertamn which of them present sufficiently symilar characteristics to warrant their
bemng combined mto a single distribution apphcable to one of the cipher alphabets imnvolved 1n
the problem Now when the mmdividual distmbutions are fairly large, say contaimng over 50
or 60 letters, the matter 1s relatively easy for the experenced cryptanalyst and can be made by
the eye, but when the distributions are small, each containing & rather small number of letters,
ocular comparison and 1dentificataon of two or more distributions as belonging to the same alpha-
bet become quite difficult and often inconclusive In any event, the time required for the suc-
cessful reduction of a multipheity of individual small distrbutions to a few larger distributions
18, 1n such cases, a very matenal factor n determuning whether the solution will be accomphshed
1 time to be of actual value or merely of historical interest

¢ However, a certain statistical test, called the “cross-product sum’’ or ““x test’’, has been
devised, which can be brought to bear upon this question and, by methods of mathematical
comparnson, eiminate to a large degree the uncertainties of the ocular method of matching and
combining frequency distributions, thus in many cases matenally reducing the time required
for solution of a complex problem

%

d It 1s advisable to point out, however, that the student must not expect too much of a
mathematical method of comparing distributions, because there are imits to the size of distribu-
tions to be matched below which these methods will not be effectave If two distributions
contain some similar characteristics the mathematical method will merely afford & quantatative
measure of the degree of ssmilanity Two distmbutions may actually pertain to the same cipher
alphabet but, as occasionally happens, they may not present any external evidences of this
relationship, 1n which case no mathematical method can indicate the fact that the two distribu-
tions are really stmilar and belong to the same alphabet

47. Derivation of the x test —a Consider the following plain-text distribution of 50 letters

min

-~ ~
= - = - = =

= ~ o~ -~ = = §§ =
ABCDEFGHIJKLMNOPQRSTUVWIXY?Z

In a previous text ? 1t was shown that the chance of drawing two 1dentical letters in normal
English telegraphic plain text 1s the sum of the squares of the relative probabihities of occurrence
of the 26 letters in such text, which1s 0667 That 1s, the probabihty of monographic coincidence
m English telegraphic plain text 1s x,= 0667 In the message to which the foregoing distribu-
tion of 50 letters apphes, the number of possible pairings (comparisons) that can be made between

single letters 1s 50>2<49=1,225 According to the theory of comncidences there should, therefore

be 1,225 0667=81 7065 or approximately 82 comncidences of single letters Examimng the
distribution 1t 1s found that there are 83 comncidences, as shown below

= o= = - = = “x=2Z = ZEEFEs =
ABCDEFGHIJKLMNOPQRSTUVWXYZ
34040+ 142140+ 0414340404041 +0+154+0+041+10-H154+1 4041404040 =83

The actual number of coincidences agrees very closely with the theoretical number, which 1s
of course to be expected, since the text to which the distmbution apphed has been indicated as
being normal plain text

b In the foregoing sumple demonstration, let the number of comparisons that can be made

in the distribution be indicated symbohecally by N__LJ\_;:I_)_’ where N=the total number of letters

in the distmbution Then the expected number of comncidences may be written as MJ\Q(—N:—I—),

which may then be rewntten as
0067N*— 0667V

M -
¢ Likewse, 1f f, represents the number of occurrences of A 1n the foregoing distribution,

then the number of coincidences for the letter A may be indicated symbolically by f“—(j—"z—_—l)

And sumilarly, the number of comcidences for the letter B may be indicated by M”z-—l); and
so on down to fz(f—1) The total number of actual comncidences found in the distribution 1s,
2

— — — t
of course, the sum of fA(f,_z 1) +j3(f; 1) + A f,2 1) If the symbol fo 18 used to indicate

any of the letters A, B,

Z, and the symbol = 1s used to indicate that the sum of all the

2 Miltary Cryptanalysis, Part 11, Appendix 2
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elements that follow this sign 18 to be found, then the sum of the actual comncidences noted 1n
the distribution may be indicated thus Zﬁaﬁfez;l) » which may be rewntten as

an PR

d Now although derived from different sources, the two expressions labeled (I) and (II)
above are equal, or should be equal, 1n normal plam text Therefore, one may write

Efe’—fe= 0667N*— 0667N
2 2

Sunplifymg this equation
(III) 2fe’—Zfo= 0667N*— 0667N
e Now Zfo=N
Therefore, expression (IIT) may be written as
av) 2fe?—N= 0667N*— 0667N,
which on reduction becomes
) 3fe’= 0667N*+ 9333N

This equation may be read as ““the sum of the squares of the absolute frequencies of a distribution
1s equal to 0667 times the square of the total number of letters mn the distribution, plus 9333
times the total number of letters in the distribution ”” The letter S; 15 often used to replace the
symbol Zfe?

J Suppose two monoalphabetic distributions are thought to pertam to the same cipher
alphabet Now if they actually do belong to the same alphabet, and if they are correctly
combined into a single distribution, the latter must still be monoalphabetic 1n character That
18, again representing the individual letter frequencies 1n one of these distributions by the general
symbol fo, the individual letter frequencies in the other distribution by fa,, and the total frequency

m the first distribution by N, that in the second distnbution by N, then

VD) Z(fo,-+-fes)= 0667(Ny+Ny)+ 9333(N,+NVy)
Expanding the terms of this equation

(VII) Zfo -+ 22f6,fo, 1 2fo,’= 0667(N2+2N.N;+ NV + 9333N,+ 9333N,

But from equation (V)
Zfe,*= 0667N,2+ 9333N, and

Zfe,2= 0667N;*-+ 9333N,,
so that equation (VII) may be rewntten thus

0667N,*+ 9333N,+-22fo, fo,+ 0667Ny?+ 9333N,~
0667 (N,*+2N,N;+N,*) + 9333N,+ 9333N;

8 By “correctly” 1s meant that the two distributions are shd relative to each other to their proper super-
imposition

7
Reducing to simplest terms by cancelling out similar €Xpressions

2Ef°1fex= 0667 (2N1N2), or
b,
(VIII) —va?j\f’—:,’= 0667

9 The last equatwon thus permits of estabhishing an expected value Jor the sum of the products
of the corresponding frequencies of the two distributions being considered for amalgamation  The
cross-product sum or x test for matching two dustributions 1s based upon equation (VIII)

48 Applying the y test in matching distributions —a Suppose the following two distribu-
tions are to be matched
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P .ABCDEFGHIJKLMNOPQRSTUVWXYZ

Let the frequencies be juxtaposed, for convemence m finding the sum of the cross products
Thus-

Foremeemememeememen 14030100100100100322101302._N,=28

ABCDEFGHIJKLMNOPQRSTUVWXYZ
Fogemammemeeeeee 02000300101001100311000012._Ne=17
Sor fog- weememeeees 08000300100000100922000004

Zforfo,_ 30
NlNg —‘m- 0711

b The fact that the quotient (0711) agrees very closely with the expected value (0667)
means that the two distributions very probably belong together or are properly matched Note
the qualifying phrase ‘“very probably ” It mmphes that there 1s no certainty about this busmess
of matching distributions by mathematical methods The mathematics serve only as measuring
devices, so to speak, which can be employed to measure the degree of similanty that exists

¢ Instead of dividing Zf, fo, by N, V; and seeing how closely the quotient approximates the
value 0667 or 0385, one may set up an expected value for Zfs, fo, and compare 1t with the ob-
served value Thus, mn the foregoing example 0667 (N,N:)= 0667 X422=28 15, the observed
value of Zfe, fe, 18 30 and therefore the agreement between the expected and the observed values
18 quite close, indicating that the two distributions are probably properly matched

d There are other mathematical or statistical tests for matching, m addition to the x test
Moreover, 1t 18 possible to go further with the x test and find a measure of the rehance that may
be placed upon the value obtamned, but these points will be left for future discussion m subse-
quent texts

135922—39——6
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¢ One more pomnt will, however, here be added 1 connection with the x test Suppose
the very same two distributions in subparagraph a are again juxtaposed, but with fe, shafted one
mterval to the left of the position shown m the subparagraph of reference Thus

1 {14030100100100100322101302 ...... N,=26
B1-o- oomoooeooes ABCDEFGHIJKLMNOPQRSTUVWXYZ

P {BCDEF‘GHIJKLMNOPQRSTUVWXYZA ______ N,=17
Of-ses -ommononomes 20003001010011003110000120

Here Zfo, fo,=2+3+2+3=10 and Zfo,fo,_ 10 _ 0226

‘N\N, 442

The observed ratio ( 0226) 1s so much smaller than the expected ( 0667) that it can be saixd that if
the two distributions pertain to the same primary components they are not properly superimposed
In other words, the x test may also be applied wn cases where two or more frequency drstmbulions must
be shafted relatively wn order to find thewr correct superimposon  The theory underlying this apph-
cation of the x testis, of course, the same as before two monoalphabetic distributions when prop-
erly combined will yreld a single distribution which should still be monoalphabetic in character
In applymng the x test in such cases it may be necessary to shift two 26-element distributions to
various superunpositions, make the x test for each superimposition, and take as correct that one
which yields the best value for the test

J The nature of the problem will, of course, determine whether the frequency distrbutions
which are to be matched should be compared (1) by direct superimposition, that 1s, setting the A
to Z tallies of one distribution directly opposite the corresponding talles of the other distmbution,
as 1n subparagraph a, or (2) by shifted superimposition, that 1s, keeping the A to Z talhies of the
first distmbution fixed and shding the whole sequence of tallies of the second distribution to
various superumpositions against the first

Sectron XIIT
APPLYING THE CROSS-PRODUCT OR x TEST
Paragraph
Study of a situation in which the x test may be apphed............... 49
Solution of a progressive-alphabet system bv means of the x test 50
Alternative method of solution e e e ———- 51

49 Study of a situation in which the x test may be applied —a A simple demonstration
of how the x-test 1s apphed 1n matching frequency distributions may now be set before the
student The problem mvolved 1s the solution of cryptograms enciphered according to the
progressive-alphabet system (par 36b), with secondary alphabets derived from the interaction
of two 1dentical mixed primary components It will be assumed that the enemy has been using
a system of this kind and that the primary components are changed daily

b Before attacking an actual problem of this type, suppose a few minutes be devoted to a
general analysis of 1ts elements It 1s here assumed that the primary components are based
upon the HYDRAULIC Z sequence and that the cipher component 1s shifted toward the
right one step at a ttme Consider a cipher square such as that shown m Figure 12, which 1s
appheable to the type of problem under study It has been arranged in the form of a deciphering
square In this square, the horizonial sequences are all 1denivcal but merely shafted relatwely, the
letters 1nsude the square are plawn-text letters
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CIPHERALETTER
NHMNE<OHDAIOTOZRE O RULUHIOTWRUQW >
NHKMIdCcHIOTOZENRUHIOT@BUQW >
TUONMEr<dbRROYTOZHEXRQOAKULOT@IWEO
HIOINMHECHNOYTOQZEWUOUXRGA>MET
UOb<INQXSISIrd<dNOYTwWOZEIZRGOTOH
MCURKITWNMHIEI<HANOEOYOTMPZRRIOONOLO
POITURBINQOMSES<HNEHWOUITNCOZEHLWRW
CHPAURKIIWUNMS<<aAQUONIN TOZQaRERN
FQCrIQU<pINMESdudNRHOYORREZT
HOCCPr QA URKINXESXR<d<aIZEounovsmzon
QRHPQRPAIAQURKINMES<<ZEANOTOTY
WHMOQOHIME2 QP GRHAUOUKINZXNSOR<S<ANO YO N
BFQWOHZMNPrGRPIUKIONM IS GONEE
U UQOHINTECr AU YT INOQMNS<IRNA Z
QRTMEHEWIQHZNAPIUORITNUNXEEId<O
CEQTHHOWQOHDIMCGPTNUKARNINMZ <= 'v
RZ2WEHNEWITQOHINGPrPrAIU<CE<RTINOSRNMD
EoxRGoHETHMOVWQOHDDCC<S > IS Z0KTITUXN®
ZUYUSERGU<S<QTEWUEBADNOHMNSECGPrXOWUXONTS
COZERILOHANBAWOOAHNXIOANTY PP IO <<
TnoZEMRGUDERRWONHP OG> W3OS |8
OHYOZNEZRIAUWUQTIRAWIOHKNIECP SO OM|R
N<OVOIZEMIRLCQAQTYMEBELAWQUAHDCOET>» N| B
HENOYHKOZNERILCOTMUOAWI<OQOHDMP QM| 8
<HMARNOUJOIZERWOIEHEARPIWOHNOGD <] ®
SN<HUITOUITHOZERGIPOEHAXEHIQICHUD
MNIE<H3PrnOUYOZERNCACUQADr N TR <<HOQD

[Plain text letters are within the square proper]

FI1GURE 12

¢ If, for mere purposes of demonstr.atlon, mstead of letters within the cells of the square
there are placed tallies corresponding i number with the normal frequencies of the letters
occupymng the respective cells, the cipher square becomes as follows (showing only the 1st
three rows of the square)

Avrraaser No

1 2 3 4 5§ 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
=
ARk l-El sERER| BER LK sk ER
=
= = = -~ £ = [= =
BLEEKR SRERE| BELLK sk ERERERKL
=y
Z = |x -~ = T = =
CrluRFkk sEFERR! BENLKL T EREREE
FIGURE 13a
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d Tt 1s obvious that here 1s a case wherein 1f two distributions pertaining to the square are
1solated from the square, the x test (matching distributions) can be applied to asceriain how the
distributions should be shifted relative to each other so that they can be superimposed and made
to yield a monoalphabetic composite There 15 obviously one correct superimposition out of 25
possibilities  In this case, the B row of tallies must be displaced 5 intervals to the 1ight 1n order
to match 1t and amalgamate 1t with the A row of talhes Thus

==
~
= B = = = - T =
Az WER K slzlzlk| EBRELLK S s 5
123278 |w)u|T2 (T34 5161718 [0 20| a|22|23 24252
S - foll Wil Il
~= = = = > ~ [ :
Blz |z 2 = R 2 E R = e == = [Z
2 a2 2|35l 7[8 [« |To|n{12[{i3|Ta[Ts|16]|17[18[T0| 0 a
FICURE 13b

e¢ Note that the amount of displacement, that 1s, the number of intervals the B sequence
must be shifted to make1t match the A sequence in Figure 13, corresponds exactly to the distance

between the letters A and B 1n the primary cipher component, which 1s 5 intervals Thus
01 2 3 45
AULTICB The fact that the primary plain component 1s 1n this case identical

with the primary cipher component has nothing to do with the matter  The displacement anterval
18 bevng measured on the cipher component It 1s important that the student see this pomnt very
clearly He can, if he like, prove the point by experimenting with two different primary com-
ponents

f Assuming that a message 1 such a system 1 to be solved, the text 1s transcribed m rows
of 26 letters A unihiteral frequency distribution 1s made for each column of the transcribed
text, the 26 separate distributions bemng compiled within a single square such as that shown 1n
Figure 14  Such a square may be termed a frequency distrbution square

g Now the vertical columns of tallies within such a distribution square constitute frequency
distributions of the usual type They show the distribution of the various cipher letters in each
cipher alphabet If there were many hnes of text, all arranged 1n periods of 26 letters, then each
column of the frequency square could be solved in the usual manner, by the application of the
simple principles of monoalphabetic frequency But what do the horizontal rows of talhes
within the square represent? Is 1t not clear that the first such row, the A row, merely shows the
distribution of A, throughout the successive cipher alphabets? And does not this graphic pacture
of the dustrbutron of A, correspond to the sequence of letters composing the primary plawn component?
Furthermore, 1s 1t not clear that what has been said of the A row of tallies apples equally to the
B, C, D, Z rows? Fmally, 1s 1t not clear that the graphic pictures of all the dist1ibutions
correspond to the same sequence of letters, except that the sequence begins with a different letter
m each row? In other words, all the horizontal rows of talhes within the distribution square
apply to the same sequence of plain-text letters, the sequences i one row merely beginning with
a different letter from that with which another row begins The sequences of letters to which
the tallies apply 1n the various rows are merely displaced relative to one another Now if there
are sufficient data for statistical purposes in the various horizontal sequences of talhes within the
distibution square, these sequences, being approximately simila1, can be studied by mesns of
the x test to find thewr relatwe displacements And 1 finding the latter 2 method 1s provided
whereby the primary cipher component may be reconstructed, since the correct assembling of
the displacement data will yield the sequence of letters constituting the primary cipher component
If the plain component 1s 1dentical with the cipher component, the solution 15 iImmediately af
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1 3 8 4 5 6 7 8 9 1011 12 13 14 15 18 17 18 19 20 21 22 22 M4 25 26

b The message 1s transcribed 1n lines of 26 letters, since that 1s the total number of secondary

alphabets in the system The transcribed text 1s shown below

NNMNEBEXESNAJNNSUZNXZ>PPOZHHRREUSVNEAKKZX >N >N
MAERLEOCUMNMHI>PHAMOMLEHOYIHAUOBEVNHEERENMXMOUONOAQEK> AN
HEHEHASESHKODNHNIOKRJLEHSHAO<CNODANRNN NN ZHNMOKNMMHODU AR
HEMNIHAOA<SDNPEHMZEXOODOADNPEOLPOIDAUENNNINERU KX
HIINDUNMNIOONMOLDOPUHPOMN JODO>>EPPUHRAMUDOIODOMA
HENMEMEONOSODAMAMEUNKESEORDENPOELOELODDOREONAEOMLAYXMAA
MOOMEMNMNALOEMEMNMDAKOAXNMMODEANZDAMNHEOUKAENMOMCO
LXALMENITILPOOAEIOUEINHALADMHOKRIKAILOAADMBEHYAXOIX
K EALIEENQALALDSAEAMEMARDHEAEIOMNAMAMMYENMSAX
EROMEMERENSDRHSANOODUOREEMEHNERELSMEMALCNDNIIDHEBNN
B kO R B R YR ZO RO AR EREODZUOZVOANMOMNPE NI RN
OHEXHEHOXODUMNMOMOUAHMMANXMMIIOMNOPOI MDD IIXKEMMXMEDD>
COREBMENORMONZHENHOMNEHRENEDSVNZYMEYRXENANKENLM
OMOEZUNNMNJAMNEBEOZONUOEEEMNEHNLEBEDDANKNAKMEEMNZEND
UEOAADSCEAEEDDOHHUUCERHORSPMHAOEBENMUEDRDMHROJAAZ0>P>0
AEMdMJIdHUDZOAZ AZMMZAAAHEE A Ao ZO AN AMNARZHAQ ZEB
HMEOEQAOHN<<SES>-:NEEJAJZERANHUOBEOXENAEBENEMON SO AREMEP
HMEEXDPDDH AILNOPHALOUOHNMAIRNEPXIMAMPDEDHPEHDDHKEMEIMXMD>
nEEEREHAORDY SN ONOYSdMHYMNMB>PENSGK.IJA>XERMDE>MXEADL
SO RMNODERSPDHHUPHAMNCASEOPANPEENSDMELEMONS®NEM
SEOALARNMAMDHDODAMAMEDASGHKHEKMHDAUADOUOENMODANDUHED»EH
HEMNAHTITOHDMMONOHITONINEOINUKMNDHINOACAK N IXOONMDOLE
mZHMAOXXAOAHLDMOHLZZAEDZOEALRIAXMEBHEAOAERED Y AZRONH EOD AN
B ZHmDEHRADEHECNZOMHPDOERHEREENKREDHNOONHRNOEREERORE
OUMNJAMRBROMMMMABEOKAEINIXXORMMEOUARUIMN I ARBUDI I EOSRDUAO
ErXOEHHRAEUOAHEUEHZNEUHEMKBEDZAD A AAZRBEEKPOHAH<LRKO

OO NN HDOIM RO =" NNDH DO O
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p removed Thus, there has been elabo-

pher system unthout makwng any assumptions of values

hand, if they are different, the solution 1s but one ste

rated & method of solving tlus type of c1

Jor cipher letters

ZEAS DM NEZP P ZZARFRUAONFRFSYNZOUBEEX IHEHUER
ZEEAHMAOMNMOBEASAKORHPHAANLIK<HERRMIMX»D <=
HAEXNALINLSP>ODLORDNEEDHAEMUOBRZUNOQOND NN
EALAMZXNUNIEZOIMUOINIEMOLIDAZOLDAEH A KMHLAS>E
NARKNARMNAOEHAKNODACRODLDUAADMHHECSCEHIMMODAO

MOMHEKEIIDAROPONEALHSEUENMXMOPUSRPNMOMNEKERNMAUNR
HdloAQeE 20N HDODEEMAEHAHBDOHENUOEREHIERMMOO>
HOHPUOKOMZMXEEOOHI DM EURHNAOAI SUMMM®0N>NMXA,
HNAHSITAMAHEOELROGHNMEX Y LEALDDEMMALMNEMMZ TIOMLO
EC<CONUHANHHERKZOEERAQAMEMMMNE AT XL HDUOEZXNX KO

NN EEONKNOOIZNOOHHXSUMNMODEROPEALASNIEU A NN
LAEHEEINIDNEHYPHOPXOUCOKLPERMOLUOHPARMLDPOEZEHAM
EIXXa>LOoNOA VA ZAH>DOANKCONRAMNZHY B ME
HEXMERZODDPDEIMOUCHENAQAINIOSIMLHN<<AMNEMHED @
FEOHRMMONMNZOHHOAKHNKEEMMSEDKROKONEHRERKAQO

OMMHODNROUOILIMDZOEDKUNMTINEESORKEHYHNOOAENAQ
ONHIMMOMERERD IAIKALZDALOCRSMDMNRNAEESKUOMERMO
OEMEEYROMOHEBHODNUMHOR<LIOKRITAL>PALNECHAS T
UILIoOmouoA<HEAXMNANUEHAHUDHOGDLENS AKX OUOOKRENX
AHATITHHSNUNALSEPHDAMDOEHENIIEHEODNOM IJEHNHMMXNN

ary cipher component agamst an identical primary plain
CRYPTOGRAM

-alphabet system by means of the x test —a The following
according to the method mndicated, by progressive, simple,

HMOMOUOUEFEAN IAKMMOMAEREOEMND I MHZZNIXMOELXOHONM> K
HPPrUKALDM JOOKUZLIHOODHNEAIAMISAMNEBEEMOAERENZ >
DEEMEMNMNEOADPEODU MU LK ED YN MEKERDD MM
EFARAHEDAADEHSOOHAHNCEDAMDAOHNNMERNNADMD
EEMRAUMHODEHRERIMNAX M IOEONAUDDNAODMESONDRADL

EEFOHEEHOZUAZNIIKERNE LI MRO<NEEOZXNEPEALEEHERH
PEOUDBHHMDMODINOUDHERNAAMENIPNZ>ONIND K
SEXMMEAUKIEMBOEXKBEUAOAMMDZHADMAMEABSEPNBHNHDR
ODOUORMRAMMEODAEZAO-AMEE<<NNMOZHPEZANEHA<NEOY MO
EOMEEOOPDAMNEEMEdERASHEPOPLNIDRMHIXEdAMXKOM

60 Solution of a progressive

cryptogram has been enciphered
uninterrupted shifting of a prm

component
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¢ A frequency distribution square 1s then compiled, each column of the text forming a

separate distrbution in columnar form 1n the square
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

16

The latter 1s shown n figure 14
17 18 19 20 21 22 23 24 25 28
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FIGURY 14
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d The x test will now be apphed to the horizontal rows of tallies 1n the distribution square,
in accordance with the theory set forth in paragraph 49g Since this test 1s purely statistical
1n character and becomes increasingly reliable as the size of the distrtbutions increases, 1t 1s best
to start by worlang wath the two distributions having the greatest total numbers of tallies
These are the V and W distributions, with 53 and 52 occurrences, respectively The results of
three relatave displacements of these two distributions are shown below, labeled ‘“First test,”
“Second test,” and “Third test ”’

First TEsT

0021111106 40 2 4] Ny=53
13 14 15 16 17 18 19 20 21 22 23 24 25 26

10 11 12 13 14 15 16 17 18 19 20 21 22 23
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e Since the last of the three foregoing tests gives a value somewhat better than the expected
0667, 1t looks as though the correct position of the W distribution with reference to the V distribu-
tion has been found In practice, several more tests would be made to insure that other close

approximations to 0667 will not be found, but these will here be omitted Th(le t:stsmﬁcates

that the primary cipher component has the letters V and W in these positions V W, since
the correct superimposition requires that the 4th cell of the W distribution must be placed under
the 1st cell of the V distribution (see the last supernmposition above)

F The next best distribution wath which to proceed 1s the F distribution, with 51 oceurrences
Paralleling the procedure outlined in paragraph 43, and for the same reasons, the F sequence
1s matched agamnst the W and V sequences separately and then against both W and V sequences
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at their correct superimposition  The following shows the correct relative positions of the three
distributions

fv{i

8
4 ”{1 Ne=51
foF 1 Efvfp=212

f"’{i Nwp=52

5
fr{o Np=51
Zfwfr=210

Ny+w=105

I(v+w) {‘:

0 30
2 3 4

8910111
P11 21
0 6 0

1 Np=51

flrem)frt 2f wew fr=422

Zfvamfy__ 422 _
Nv+myNr 5,355

1 23 4 85 6 7 8
The test y1elds the sequence V W F

g The process 1s continued in the foregoing manner until the entire primary cipher com-
ponent has been reconstructed It 1s obvious that as the work progresses the cryptanalyst 1s
forced to employ smaller and smaller distributions, so that statistically the results are apt to
become less and less certamn  But to counterbalance this there is the fact that the number of
possible superimpositions becomes progressively smaller as the work progresses For example,
at the commencement of operations the number of possible points for superimposing a second
sequence against the first 1s 25, after the relative positions of 5 distributions have been ascer-
tained and a 6th distnibution 1s to be placed 1n the primary sequence being reconstructed, there
are 21 possible positions, after the relative positions of 20 distributions have been ascertained,
there are only 6 possible positions for the 21st distribution, and so on

h In the foregoing case the completely reconstructed primary cipher component 1s as

follows
1 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 2¢ 25 26

2 3 4 5 6 7
VALWNOXFBPYRCQZIGSEHTDJUMK

Since 1t was stated that the problem involves 1dentical pnmary components, both components
are now at hand
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v Of course, 1t 1s probable that in practical work the process of matching distributions
would be interrupted soon after the positions of only a few letters in the primary component had
been ascertained For by trying partially reconstructed sequences on the cipher text the skele-
tons of some words would begin to show By filling 1n these skeletons with the words suggested
by them, the process of reconstructing the components 1s much facilitated and hastened

J The components having been reconstructed, only a moment or two 1s necessary to as-
certamn their 1mtial position 1n encipherng the message It 1s only necessary to juxtapose the
two components so as to give “‘good” values for any one of the vertical distributions of Figure 14
This then gives the juxtaposition of the components for that column, and the rest follows very
easily for the plain text may now be obtamed by direct use of the components The plain text
of the message 1s as follows

o
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HI >0 HIT WH PO Z2W 0O I WH PO HIL T O ZW 32|
Z'"M 29 279 MQ <o WG HQ X ZY AR 29 29 B =R
QG o O P AR NG XQ 2 P> HEag W e e T R
W KO PP IM A A HUG HOG << W OH OF Z90 20 H Gl
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 33 24 25 26
6|IOEMOIBJMLNNSYKXJZJMLCZBMS

INGDAYLIGHTHOURSXUNOBSERVE
ST|DJWQXTJVLFIRNRXHYBDBJUFIRJ

DDAYLIGHTMOVEMENTSWILLREQU
3B|ICTUUUSKKWDVMFWTTJKCKCGCVS

IRETHERESTRICTIONOFHOSTILE
39|AGQBCJMEBYNVSSJKSDCBDYFPPYV

AIROBSERVATIONBYANTIAIRCRA
40 |FDWZMTBPVTTCGBVTZKHQDDRMEZ

FTARTILLERYANDCOMBATAVIATI
41 100

ON

WITH THE IMPROVEMENTS IN THE AIRPLANE AND THE MEANS OF COMMUNICATION AND WITH
THE VAST SIZE OF MODERN ARMIES STRATEGIC SURPRISE WILL BECOME HARDER AND
HARDER TO ATTAIN X IN THE FRESENCE OF MODERN AVIATION AND FAST MOVING MECHANIZED
ELEMENTS GREATER COMPLEXITIES MORE SUBTLE DECEPTIONS STRATEGEMS AND FEINTS
WILL HAVE TO BE EMPLOYED X IN MODERN WARFARE IT IS STILL POSSIBLE TO GAIN
TACTICAL SURPRISE BY MANY MEANS X WHILE THE MEANS OF OBSERVING AND TRANSMITTING
INFORMATION OF TROOP MOVEMENTS ARE GREATLY IMPROVED OVER THOSE OF THE PAST THE
MECHANICAL MEANS OF MOVING TROOPS ARE LIKEWISE FAR SPEEDIER X ALSO FALSE
INFORMATION CAN BE FAR MORE EASILY AND QUICKLY DISTRIBUTED X THE LESSON TO BE
LEARNED FROM THE OPENING PHASE OF ALLENBYS BATTLE OF MEGGIDO IS THAT SURPRISE IS
POSSIBLE EVEN IN MODERN WARFARE BUT ONLY BY PERFECT DISCIPLINE ON THE PART OF THE
TROOPS AND ALMOST SUPERHUMAN FORETHOUGHT AND ATTENTION TO DETAIL ON THE PART OF
THE STAFF BACKED UP BY RESOLUTE ACTION IN THE AIR X TO MAINTAIN SECRECY MOVE-
MENTS MUST BE UNDER COVER OF DARKNESS AND COVERED BIVOUAC AREAS MUST BE OCCUPIED
DURING DAYLIGHT HOURS X UNOBSERVED DAYLIGHT MOVEMENTS WILL REQUIRE THE RESTRIC—
TION OF HOSTILE AIR OBSERVATION BY ANTIATIRCRAFT ARTILLERY AND COMBAT AVIATION

k The student should clearly understand the real nature of the matching process employed
to such good advantage in this problem In practically all the previous cases frequency distri-
butions were made of cipher letters occurring 1n a cryptogram, and the tallles m those distribu-
tions represented the actual occurrences of cipher letters Furthermore, when these distribu-
tions were compared or matched, what were being compared were actually cipher alphabets
That 1s, the text was arranged 1n a certain way, so that letters belonging to the same cipher alphabet
actually fell within the same column and the frequency distribution for a specific cipher alphabet
we3 made by tabulating the letters in that column Then if any distmbutions were to be com-
pared, usually the entire distribution applhicable to one cipher alphabet was compared with the
entire distribution applying to another cipher alphabet But in the problem just completed,
what were compared in reality were not frequency distributions applying to the columns of the
cipher text as transcribed on p 83, but graphic representations of the variations in the frequencies
of plawn-text letters fallung n dentical sequences, the rdentitves of these plawn-text letters being
unknown for the moment Only after the reconstruction has been completed do their 1dentities
become known, when the plain text of the cryptogram 1s established
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bl Alternative method of solution —a The foregoing method of solution 1s, of course,
almost entirely statistical in nature  There 15, however, another method of attack which should
be brought to notice because 1n some cases the statistical method, mnvolving the study of rela-
tively large distributions, may not be feasible for lack of sufficient text  Yet in these cases there
may be sufficient data 1n the respective alphabets to permat of some assumptions of values of
cipher letters, or there may be good grounds for applying the probable-word method The
present paragraph will therefore deal with a method of solving progressive cipher systems which
1s based upon the application of the principles of indirect symmetry to certain phenomena arising
from the mechanics of the progressive encipherment method 1tself

b Take the two sequences below and encipher the phrase FIRST BATTALION by the pro-
gressive method, shding the cipher component to the left one mnterval after each encipherment

CoMPONENTS
Plamn . HYDRAULICBEFGJKMNOPQSTVWIXZ
Cipher........._..... FBPYRCQZIGSEHTDJUMKVALWNOX
MESSAGE
1 2 3 4 5 6 7 8 9 10 11 12 13 14
Plam. . FIRSTBATTALTION
Cipher- oo EICNXDSPYTUKYY

¢ Certain letters are repeated in both plain text and cipher text Consider the former
There are two I’s, three T’s, and two A’s Their encipherments are 1solated below, for con-
vemence 1n study

FIRSTBATTALION

1 2 83 4 5 6 7 8 9 10 11 12 13 14
Plamoeooeoee . I I (1)
Cipher..._.____. I K (2)
Plan...____ ... T TT (3)
Cipher______________. X PY (4)
Plan._______________. - A A (5)
Cipher. ... ] T (6)

The two I’s in line (1) are 10 letters apart, reference to the cipher component will show that the
mterval between the cipher equivalent of the first I, (which happens to be I,) and the second I,
(which 1s K,) 18 10  Consideration of the mechamcs of the enciphering system soon shows why
this 1s go: since the cipher component 1s displaced one step with each encipherment, two 1dentical
letters » 1ntervals apart in the plain text must yield cipher equivalents which are n intervals
apart 1n the cipher component Examination of the data 1n lines (3) and (4), (5) and (6) will
confirm this finding Consequently, 1t would appear that 1n such a system the successful apph-
cation of the probable-word method of attack, coupled within indirect symmetry, can quickly
lead to the reconstruction of the cipher component
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d Now consider the repeated cipher letters in the example under & There happens to be
only two cases of repetition, both involving ¥’s  Thus

1 2 3 4 85 6 7 8 9 1011213814
T ON

Y . YY

Reference to the plain component will show that the plain-text letters represented by the three
Y’s appear mn the order N O T, that 13, reversed with respect to therr order in the plain text
But the intervals between these letters 1s correct Again a consideration of the mechanics of
the enciphering system shows why this 1s so since the cipher component 1s displaced one step
with each encipherment, two 1dentical letters n mntervals apart i the cipher text must represent
plain-text letters which are n intervals apart in the plain component In the present case the
direction 1n which these letters run 1n the plain component 1s opposite to that in which the
cipher component 1s displaced That 1s, if the cipher component 1s displaced toward the left,
the values obtammed from a study of repeated plain-text letters give letters which comncide 1n
sequence (interval and direction) with the same letters in the cipher component, the values
obtamed from a study of repeated cipher-text letters give letters the order of which must be
reversed 1 order to make these letters comcide 1n sequence (interval and direction) with the
same letters mn the plain component If the cipher component 1s displaced toward the right, this
relationship 1s merely reversed the values obtamed from a study of the repeated plain-text
letters must be reversed i their order when placing them 1n the cipher component, those yielded
by a study of the repeated cipher-text letters are mserted in the plain component 1n thewr onginal
order

e Of course, 1f the primary components are i1dentical sequences the data from the two
sources referred to m subparagraphs ¢ and d need not be kept separate but can be combined
and made to yield the primary component very quickly

f With the foregoing principles as background, and given the following message, which 1s
assumed to begin with COMMANDING GENERAL FIRST ARMY (probable-word method of attack),
the data yielded by this assumed text are shown mn Figure 15

MEsgsAGE
IKMKI LIDOL WLPNM VWPXW DUFFT
FNIIG XGAMX CADUV AZVIS YNUNDLetc,ete
1 2 3 4 5 6 7 8 0 10111213 14 16 16 17 18 18 20 21 22 2 24 25 26
Assumedplantext COMMANDINGGENERALFIRSTARMY
Cipher.............___ IKMKILIDOLWLPNMVWPXWDUFFTF

o
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FIGURE 15

Analysis of the data afforded by Figure 15, in conjunction with the principles of indirect sym-
metry, yields the following partial components

1 2 % 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 190 20 21 22 23 24 25 26
Plam_____.___ .. A LIC EFG MNO S YDR
Cipher.............. {D MKV LWNO ; P I T

Setting the two partial components mto juxtaposition so that C,=1I, (first encipherment) the
8th value, I,=D,, gives the position of D 1n the cipher component and permits the addition of X
to 1t, these bemng two letters which until now could not be placed into position i the cipher
component With these two partial sequences 1t becomes possible now to decipher many other
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lotters mn the message, gaps bewg filled mn from the context For example, the first few letters
after ARMY decipher as follows

The word after ARMY 1s probably WILL This leads to the msertion of the letter W mn the plam
component and G m the cipher component In a short tume both components can be completely
estabhshed

¢ In passing, 1t may be well to note that in the illustrative message m paragraph 50a the
very frequent occurrence of tripled letters (MMM, WWW, FFF, etc ) indicates the presence of a
frequently used short word, a frequently used ending, or the like, the letters of which are sequent
m the plamn component An astute cryptanalyst who has noted the frequency of occurrence
of such triplets could assume the value THE for them, go through the entire text replacing all
triplets by THE, and then, by applymng the principles of mdirect symmetry, build up the plamn
component 1n & short ttme  With that much as a start, solution of the entire message would be
considerably sumphfied.

b The prmeiples elucidated m this paragraph may, of course, also be applied to cases of
progressive systems in which the progression is by mtervals greater than 1, and, with necessary
modifications, to cases in which the progression 1s not regular but follows a specific pattern, such
as 1-2-3, 1-2-3, , or 2-5-7-3-1, 2-5-7-3-1, and so The latter types of progression
are encountered I certamn mechanical cryptographs, the study of which will be reserved for
future texts

188922-—30——T



Section XIV
THE ‘“MONOALPHABETICITY” OR ‘@ TEST”
Paragraph
Purpose of the ® test _____ S : -
Denivation of the @ test. - 53

53. Purpose of the ¢ (ph) test —a The student has noted that the x test 1s based upon the
general theory of comcidences and employs the probability constants x, and x, There 18 one
more test of a related nature which may be useful for him to understand and 1its explanation
will be given 1n the succeeding paragraphs

b In paragraph 48¢ 1t was stated that two monoalphabetic distributions when correctly
cembaned will yield a single distribution which should still be monoalphabetic in character
This question arises, therefore, mn the student’s mind Is there a test whereby he can ascertain
methematically whether & distribution s monoalphabetic or not, especially in the case of one
which has relatively few data? Such a test has been devised and 1s termed the “‘® (ph1) test ”

53. Derivation of the & test.—a Consider a monographic or uniliteral frequency distmbution
which 18 monoalphabetic mn composition If there 1s a total of N letters mn the distribution,
1 a system 10 which there are n possible elements, then there 1s a possible total of J_Y__(Zg___—l)
pairs of letters (for comparison purposes)

b Let the symbol f, represent the number of occurrences of A, fz the number of occurrences

of B,and soon tofz 'With regard to the letter A then, there aref a “2_1) comcidences (Agan

the combations of f, things taken two at a time) With regard to the letter B, there are

fe(fs—1) Jz(fs—1)
2

5 comcidences, and so on up to
N(N-1)
)

comncidences for the letter Z Now 1t has been

seen that according to the x test, 1n comparisons of letters forming the two members

of pairs of letters in normal Enghsh plain text, there should be K’JV(Z—M comncidences, where
x,18 the probability of monographic comncidence for the language 1 question

¢ Now the expected value of fi‘%_—l)-l-fi(%g+ +féfz2—_1—) 1s equal to the theoret-

1cal number of coincidences to be expected 1n ]-—V—(ivz——ll comparisons of two letters, which for
normal plan text 1s x, times ZLA;_—I) and for random text 1s «, times A—(A;;l) That 1s, for

plain text
Expected value ofj‘(f‘2_1)+f"(f"2—1)+ +fZ(fz2"1)=,‘, XN(A;—I), or

(IX) Expected value of f4(fa—1)+fe(fe—1)+  +fz(fz—1)=«,N(N—1), and for random
text

Expected value of fa (f“2_ 1) -I-f B (f”2_ 1) + +f2_(&2—_1)= XX N (N2 —1) r

(99)

9%

(X) Expected value of f,(fa—1)-+fa(fa—1)+ +fz(fz—1)=x,N(N—1)
If for the left-hand side of equations (IX) and (X) the symbol £ (®) 1s used, then these equations
become

(XI) For plan text E(®,)=k,N(N—1)
(XII) For random text E(®,)=«N(N—1),

where E(®) means the average or expected value of the expression m the parenthesis, x, and
«, are the probabilities of monographic comncidence m plain and 1 random text, respectively

d Now mn normal English plam text 1t has been found that «,= 0667 For random text
of a 26-letter alphabet x,= 038 Therefore, equations (XI) and (XII) may now be written
thus

(XIII) For normal Enghsh plamn text E(®,)= 0667 N(N—1)

X1IV) For random text (26-letter alphabet) E(®,)= 0385 N(N—1)

¢ By employimng equations (XIII) and (XIV) 1t becomes possible, therefore, to test & piece
of text for monoalphabeticity or for ‘“‘randomness ’ That 1s, by using these equations ove can
mathematically test a very short cryptogram to ascertamn whether 1t 18 a monoalphabetically
enciphered substitution or involves several alphabets so that for all practical purposes 1t 1s
equivalent to random text This test has been termed the & test

54 Applying the & test —a Caven the following short piece of text, 1s 1t hikely that 1t 1s
normal English plain text enciphered monoalphabetically?

ABCDEFGHIJKLMNOPQRSTUVWIXYZ N=25

223 =
==E=

"

For this case the observed value of & 1s
(1X0)+ (1X0)+ (2X1)+ (3X2)+(4X3)+ (2X1)+ (1 X0) 4 (4X3) 4+ (2X1)+4 (1 X0)4- (1 X0)+
Bx2)=2+6+124+2+12+2-46=40
If this text were monoalphabetically enciphered English plain text the expected value of & 1s
E®,)=x,N(N—1)= 0667X25X24=400
If the text were random text, the expected value of ® 1s
E(®,)=x,N(N—1)= 0385X25X24=231

The conclusion 18 warranted, therefore, that the cryptogram is probably monoalphabetic sub-
stitution, since the observed value of ®(40) more closely approximates the expected value for
Englhsh plamn text (40 0) than 1t does the expected value for random text (23 1) (As a matter
of fact, the cryptogram was enciphered monoalphabetically )

b Here 1s another example Given the following series of letters, does 1t represent a
selection of English text enciphered monoalphabetically or does 1t more nearly represent a
random selection of letters?

YOUIJ ZMMZZ MRNQC XIYTW RGKLH
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The distribution and calculation are as follows

ABEDEFQEIJ!\{EMNOPQRSTUVWXYZ
ff—1... 0002000600 02 00 0026 b

Zf(f—1)=18 (That 1s, observed value of $=18)
E(®,)= 0667X25X24=40 0 (That 18, expected value of &,==40 0)

The conclusion 1s that the series of letters does not represent a selection of Enghsh text mono-
alphabetically enciphered Whether or not 1t represents a random selection of letters cannot
be told, but 1t may be said that if the letters actually do constitute a cryptogram, the latter 1s
probably polyalphabetically enciphered (As a matter of fact, the latter statement 1s true, for
the message was enciphered by 25 alphabets used mn sequence )

¢ The & test is, of course, closely related to the x test and derives from the same general
theory as the latter, which 1s that of commcidence When two monoalphabetic distributions
have been combined 1nto a single distribution, the x test may be applied to the latter as a check
upon the g test. It 1s also useful in testing the columns of a supertmposition diagram, to ascer-
tamn whether or not the columns are monoalphabetic

SectioN XV
CONCLUDING REMARKS

Paragraph
Concluding remarks on aperiodic substitution systems. 55
Synoptie table 56

55. Concluding remarks on aperiodic substitution systems.—a The various systems
described 1n the foregomg pages represent some of the more common and well-known methods
of mtroducing complexities In the general scheme of cryptographic substitution with the view
to avoiding or suppressing periodicity  There are, of course, other methods for accomphshing
this purpose, which, while perhaps a bit more complex from a practical point of view, yield more
desirable results from a cryptographic pomt of view  That 1, these methods go deeper mto the
heart of the problem of cryptographic secunity and thus make the task of the enemy crypt-
analyst much harder But studies based on these more advanced methods will have to be
postponed at this tume, and reserved for a later text

b Thus far in these studies, aside from a few remarks of a very general nature, no attention
has been paid to that other large and important class of eiphers, v1z, transposition It 18 desir-
able, before gomng further with substitution methods, that the student gain some understanding
of how to solve certamn of the more simple varieties of transposition ciphers Consequently,
1n the text to succeed the present text, the student will temporanly lay aside the varnous useful
methods and tools that he has been given for the solution of substitution ciphers and will turn
lis thoughts toward the methods of breaking down transposition ciphers

56. Synoptic table.—Contamning the plan mstituted in previous texts, of summarizing the
textual material 1n the form of a very condensed chart called An Analytical Key for Mihtary
Cryptanalysts, the outline for the studies covered by Part III1s shown onp 119

g
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APPENDIX 1
AppiTioNaL Nores oN MEeTHODS FOR SOLVING PLAIN-TEXT Avro-KeyEp CIPHERS

Paragraph
Introductory remarks __

Sumple “mechanical” solution
Another ““mechanical”’ solution
Solution of plain-text auto-keyed cryptograms when the introductory key 1s a word or phrase
Subsequent steps after determining the length of the introductory key _. -
Conversion of foregoing aperiodic cipher 1nto periodic form. .. _ __._
Contluding remarks on auto-key systems

“I O N 00N e

1. Introductory remarks.—a In paragraph 33 of the text proper 1t was indicated that the
method elucidated m paragraph 32 for solving plain-text auto-heyed ciphers 1s likely to be suc-
cessful only if the cryptanalyst has been fortunate mn his selection of a “probable word ”” Or, to
put 1t another way, if the “probable words” which his imagmation leads hum to assume to be
present mn the text are really not present, then he 1s unfortunate, for solution will escape him
Hence, 1t 13 desirable to point out other principles and methods which are not so subject to chance
But because most of these methods are applicable only 1n special cases and because 1n general 1t
18 true that auto-key systems are no longer commonly encountered in practical mihtary eryptog-
raphy, 1t was thought best to exclude the exposition of these principles and methods from the
text proper and to add them in an appendix, for the study ot such students as find them of
particular mterest

b A complete discussion of the solution of plamm-text auto-key systems, with examples,
would require a volume m 1tself Only one or two methods will be described, therefore, leaving
the development of additional principles and methods to the ingenuity of the student who wishes
to go more deeply mto the subject The discussion herem will be presented under separate
headings, dependent upon the types of primary components employed

¢ Asusual, the types of primary components may be classified as follows

(1) Primary components arc i1dentical
(8) Both components progress in the same direction
(b) Both components progress in opposite directions
(2) Primary components are different
2. Simple ‘‘mechamcal’’ solution —a (1) Taking up the case wherein the two 1dentical
primary components progress m the same direction, assume the following additional factors to
be known by the cryptanalyst

(a) The primary components are both normal sequences

(b) The encipherment 1s by plain-text auto-keying

(¢) The enciphering equations are Oy,=0;,, O,y =0p

(2) A message beginning QVGLB TPJTF 18 intercepted, the only unknown factor 1s
the imtial key letter Of course, one could try to decipher the message using each key letter in
turn, beginning with A and continwing until the correct key letter 1s tried, whereupon plain text
will be obtamed But 1t seems logical to think that all the 26 possible “decipherments” might
be derived from the first one, so that the process might be much simphfied, and this 1s true, as

(98)

9

will now be shown Taking the two cipher groups under consideration, let them be ‘“‘deciphered’’
with 1mtial key letter A

(0711) 12 U QVGLBTPJTF
Deciphered with keyletter A . e eaeeeenn QFBKRCNWXI

The deciphered text 1s certainly not “‘plain text ” But 1f one completes the sequences imitiated
by these letters, using the direct standard sequence for the even columns, the reversed standard
for the odd columns, the plain text sequence 1s seen to reappear on one generatrix It 1s HOSTILE
FOR(CE) From this 1t appears that instead of going through the labor of making 26 successive
trials, which would consume considerable time, all that 1s necessary 1s to have a set of strips
bearing the normal direct sequence and another set bearing the reversed norx’r}al sequence, and
to align the strips, alternately direct and reversed, to the first “decipherment ”’ The plamn text
will now reappear on one generatrix of the completion diagram (See Fig. 1)
Initial

key
letter

NHMaES<OCSNTOYOZErRGCHIQTERODOQWR

HNHO<<IXNANIPTQUETEIQILIHASKDEZ0'vOo|o
HUQUWPNHKXIESSGCHNAOJOZRB R GHITI QYIS
AUREQILIHOGWRPEZoOTOTNHCLSES N <NPIIO
GHPOQEAUDOQOWENRKXIICIN DO WO ZE T RNIM
NHCOC<SSX<NPQDUEHEIQIHGOGRCEZO0OYVO AW
e NKMESdHIOIUOZErRuHIQOTEUAQIA
oMOoOMUNHC<IMANPTQUEHEEIQIHGXD R 21T
<CHNIOVOZEMNRGCHIQEAEBEUOUDQOW > NKM |G
“NFPmQUEHEOQIHGWROEZOoODOTUNAA<SAEXMA
ToTMRnUQEPNRKMNIS<CHANWOYTOZET NG HT

FIGURE 1

b The peculiar nature of the phenomenon just observed, mz, a completion diagram vlnth tl;e
vertical sequences 1n adjacent columns progressing In opposite directions, those mn a temz e
columns 1 the same direction, calls for an explanation Although the matter seems rather
mysterious, 1t will not be hard to understand First, 1t 1s not hard to see why the letters in
column 1 of Figure 1 should form the descending sequence QPO for these letters are merely
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the ones resulting from the successive ‘“‘decipherment” of Q, by the successive key letters 4, B,
C, Now smce the ‘‘decipherment’” obtained from the 1st cipher letter in any row in
Figure 1 becomes the key letter for “deciphering” the 2d cipher letter in the same row, 1t 1s
apparent that as the letters 1n the 1st column progress in a reversed normal (descending) order,
the letters mn the 2d column must progress 1n a direct normal (ascending) order The matter
may perhaps become more clear if encipherment 1s regarded as a process of addition and de-
cipherment as a process of subtraction. Instead of primary components or a Vigendre square,
one may use simple anthmetic, assigning numerical values to the letters of the alphabet, begin-
ning with A=@ and ending with Z=25 Thus on the basis of the pair of enciphermg equations
6:s=0O1n, Opn=0,p, the letter H, enciphered by key letter My with direct primary components
yields T, But using the following numerical values

ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
01 2 3 4 5 6 7 8 0 1011 12 13 14 16 16 17 18 10 20 21 22 23 24 25

the same result may be obtamed thus H,(M)=7+12=19=T, Every time the number 25 1s
exceeded 1n the addition, one subtracts 26 from 1t and finds the letter equivalent for the remain-
der In decipherment, the process 13 one of subtraction! For example T,M=19—12=7=
H,, D;Ry)=3—17=[(26+3)—17]=29—17=12=M, Using this arithmetical equvalent of
pnormal shding-strip encipherment, the phenomenon just noted can be set down 1n the form of &
diagram (Fig 2) which will perhaps make the matter clear

1 It will be noted that if the letters of the alphabet are numbered from 1 to 26, 1n the usual manner, the
arithmetical method must be modified 1n & minor particular in order to obtain the same results as are given by
employing the normal Vigenére square This modification consists merely in subtracting 1 from the numerical
value of the key letter Thus

ABCDEFGHIJKLMNOPQRSTUVWIXYZ

1 2 3 4 5 6 7 8 0 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 28

Ho(My) =8+ (13— 1) =8+12=20=T,
T.(Mx) =20— (13— 1) =20—12=8=H,

For an mteresting extension of the basic 1dea involved 1in anthmetic cryptography, see

Hill, Lester 8  Cryplography wn an Algebraic Alphabet American Mathematical Monthly, Vol XXXVI,
No 6, 1929

Ibid Concerning certain linear transformation apparatus of cryptography American Mathematical Monthly,
Vol XXXVIII, No 3, 1931
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QVGLBTPJ etc
Q.(Ac)=16- 0=16=0——Q F B K R
Vo(Qu)=21-16= 5=F. L1 [ ‘

1

Go(Fyx)= 6~ 6= 1=B__ ' ' |
L¢(Bx)=11- 1=10=K Lo ‘
Bo(Ke)= 1-10=17=R__ f o

'
* X O ¥ X X K ¥ X X

-);-*-);-*********
Q,(Bx)=16— 1=15=P PGALQ
Vo(Py)=21-15= 6=G - [ I
Go(Gr)= 6~ 6= 0=A j
Lo(A¢)=11- 0=11=L e |
Bo(Ly)= 1-11=16=Q RN

H [
¥ N X ¥ X X K ¥ X ¥ * O OH K O X K ¥ ¥ X ¥
1]
'

Q.(Cs)=16— 2=14=0———0
V,(0,)=21-14= 7=H __ ! 1
Go(Hy)= 6= 7=25=2__ ' ! |
Lo(2Zs)=11-25=12=M L
B,(M,)= 1-12=15=P Pl
FI10URE 2
Note how homologous letters of the three rows (joined by vertical dotted hines) form alternately
descending and ascending normal sequences
¢ When the method of encipherment based upon enciphering equations 6y ,;=0,,, 6,53=0,,
18 used 1nstead of the one based upon enciphering equations 8yp=0,,, 6,1=06,, the process
mdicated above 1s simphfied by the fact that no alternation 1n the direction of the sequences
in the completion diagram 1s required For example

Cipher
Deciphered A=A_.... ..

A Ny -- k-
=

[ e R i ™

_—— g -

<
e o]

o vo=zZ=20 RN|~E

TOTWEUQW > N

ozZzrRarTaly

HuwovTozZ=rxw
HIOTETMEOOW >IN
CfROURIOmMBROlay
MOQW>NKM =l g
THUOUQW> N<Xl=sw
ozZE=rRUHIO|H
wovoZErRulHY

*

FIGURE 3

d (1) In the foregoing example the primary components were normal sequences, but the
case of 1dentical mixed components may be handled 1n a simular manner Note the following
example, based upon the following primary component (which 1s assumed to have been recon-
structed from previous work)

FBPYRCQZIGSEHTDJUMKVALWNOX
Message.......__._. USINL YQEOP ... etc
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(2) First, the message 1s “deciphered’’ with the initial key-letter A, and then a completion
diagram 1s established, using shding strips bearmng the mixed primary component, alternate
strips bearm~ the reversed sequence Note Figure 4, in which the plam text, HOSTILE
FOR(CE), reappears on a single generatrix  Note also that whereas i Figure 1 the odd columns
contain the piimary sequence i the reversed order, and the even columns contain the sequence
m the direct order, in Figure 4 the situation 1s reversed the odd columns contamn the primary
sequence 1n the direct order, and the even columns contamn the sequence mn the reversed order
This pont 1s brought to notice to show that it 1s immaterial whether the direct order 1s used
for odd colurrns or for even columns, the alternation wn direction 18 all that 1s required 1n this
type of solution

¢ (1) There 1s next to be consider ed the case in which the two primary components progiess
m opposite directions [par le (1) (b)] Here 1s a message, known to have been enciphered by
reversed standard alphabets, plain-text auto-keying having been followed

XTWZLXHZRX

(2) The procedure 1n this case 1s exactly the same as before, except that 1t 1s not necessary
to have any alternation 1n direction of the completion sequences, which may be either that of
the plain component or the ctpher component Note the solution in Figure 5 Let the student
ascertain whv the alternation mn direction of the completion sequences 1s not necessary in this
case

(3) In the foregoing case the alphabets were reversed standard, produced by the shding
of the normal sequence against its reverse  But the underlymg principle of solution 18 the same
even 1f a mixed sequence were used instead of the normal, so long as the sequence 1s known, the
procedure to be followed 1s exactly the same as demonstrated i subparagraphs (1) and (2) hereof
Note the following solution

MESSAGE
VDDNC TSEPA
Plain component_______ FBPYRCQZIGSEHTDJUMEKVALWNOX
Cipher component..... XONWLAVKMUJDTHESGIZQCRYPBF

Note here that the primary mixed sequence 1s used for the completion sequence and that the
plain text, HOSTILE FOR(CE), comes out on one generatrix It 1s immaterial whether the
direct or reversed muxed component 1s used for the completion sequence, so long as all the
sequences 1n the diagram progress mn the same direction  (See Fig 6 )

f (1) There remsins now to be considered only the case m which the two components
are different mixed sequences Let the two primary components be as follows

Plamm_ .. ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher...._____ _FBPYRCQZIGSEHTDJUMEKVALWNOX

and the message

CFUYL VXUDJ

—rrdRNRECHCTUHIHLOHNOQI KT WTXKOZ=H|C

—— G OER<PrCEZoMTmIKTIQONHQUNEA T IUO|W

— I RNEMUATITHNOHNOQR K UTWERMOZ I P|H

N AONHOQUEBIHUOLCE R <SP =20 XYW <=
e mcHURIDUQHNOOQX R IWENMOZ S » < =
o acER<Pr2ZoX MW UI<TQONHQ W FH|w

P e R ECLUUOUHN I HNOHMNOQI W IR KROZ=|o
—E2RAPIEZoMTOEIKTaOoONHQUEITIAODLC|R

—NOoOQAKUTDEHmKOoOZIrrPsRNEAGWDIIHULOH|O

THoOGGA=Z X <rlv

*

—ArEZOMTIUIKIQONHOQUM
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= M

WeErENRMNECHNIOTDVOZEDRGCGHIQ=EO|OQ M

HIQTWEHUOUQWEPNHKKEI<<ANITOY9OZRT R

BErxRcHIQEREUODQEPPNRMKELCcCIN IO 9OIZ =

ZErrRUHIQEHRUQTEPNHKKMELCH N DO 7O N

QwrN<MsS<cAnWoO7OZErrRGcqHIQ=E@EOE
HHUOQWPEPNKME<AHNIOYWOZI2DODRGCHI|M M
HHMNEI<$<CCHNAWVOYVOZR_NRUHIQEEBUOUQW>INI

NKME<CHNIDIVOZEBEDrRCGCHIQEHIEBUQW|EN

HIQEHMOUQWrEr NS CHNIBIO VO Z=EC XNlax
CFXRUHIOQTOWEBUOOQOAWEPNKKICHNTOYUO =

NOQX TR IAHMOZErerpPINECACSLCOOI I MWUNLOH|IN<

< RECHUUSaTIDULOHNOOQX K DOWRMOZIOEIgUO

QAU AMOZIrPFARECLWOA I NNOOHNO|IQU

HNO QXK T HMOZSErpPaRECCLCUOUEIEHWNQIHZ

KT HEMOZErerRECLUTOSIITHULUOHNO QX<
CLUOMITFNOQHNOQA K DT KOZIMNPrPgRE|ay
OQAK TR NXoZ=ErrdREBECCWUSIRNOHN|OW

FIGURE 8

MrdXN=2CcCoaUAIHNNOHNOOQI YW ™™o =Z=lm

< RECCUUUATITHOLWUOHNODOQAKTWHMO=ZSIC g

*

HROZIFPISIRNECUURAIINOHNOOQ X < UW x>
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(2) First “decipher” the message with any arbitrarly selected mitial key letter, say A,
and complete the plain component sequence 1n the first column (Fig 7a)

Crpher...__. CFUYLVXUDJ CFUYLVXUDJ
Plamn........ LFQXWXAWSTF LFQXWXAWSE

=r-
<
> 4
|2C
o
[ B

*

ROUHIQTEHUQWPNRKIE<SCHN WO IO ==
NUHIQUMHUOWPNHRNS<QHN IO WO ==
HOCNO WP TE<NQHNMNWETLRZO0 5 q<ad
NUHIQYUHUQWEPNKNS<CHO YO U0 Z 2 a
HECNOWP ITE<NEHNXERODRZOoOIo<ao a|mm
HSNUEZEONMUTLIUN YUHRKHAXNCGrZHow|oa
HETHNSHOT INWONPODL Z G HK Q|

F1GURE 7a FIGURE 7b FI1GURE 7¢

Now prepare a strip bearing the cipher component reversed, and set 1t below the plain component
so that Fy=L,, a setting given by the 1st two letters of the spurious “plamn text” recovered
Thus*
NOPQRSTUVWXYZ
THESGIZQCRYPB

(3) Now opposite each letter of the completion sequence in column 1, write its plam-
component equivalent, as given by the juxtaposed sequences above This gives what 1s shown
m Figure 7b Then reset the two sequences (reversed cipher component and the plain com-
ponent) so that Q,=F, (to correspond with the 2d and 3d letters of the spurious plamn text),
write down the plamn-component equivalents of the letters in column 2, forming column 3
Continue this process, scanning the generatrices from time to time, resetting the two components
and finding equivalents from eolumn to column, until 1t becomes evident on what generatnx
the plamn text 1s reappearing In Figure 7¢ 1t 1s seen that the plan text generatrix 1s the one
beginning HOST, and from this pont on the solution may be obtamned directly, by using the

two primary components

105

(4) When the plamn component 1s also a mixed sequence (and different from the cipher
component), the procedure is identical with that outlmed i subparagraphs (1)-(3) above.
The fact that the plain component in the preceding case 1s the normal sequence 1s of no particular
significance 1 the solution, for 1t acts as a mixed sequence would act under sumilar circumstances
To demonstrate, suppose the two following components were used 1 encipherment of the
message below
ZMNFORPEQDSCTKU
EHTDJUMKVALWNOX

DQXJD

To solve the message, ‘“decipher’” the text with any arbitrarly selected initial key letter and
proceed exactly as in subparagraphs (2) and (3) above Thus

Cipher ~-BBVZUDQXJD
“Plamn” (Ox=X)_-coceeeee- VYRIYZEFOR

Note the completion diagram i Figure 8 which shows the word HOST very soon in the
process From this pomnt on the solution may be obtamned directly, by using the two primary
components
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8. Another ‘‘mechanical’”’ solution —a Another ‘“mechanical’” solution for the foregoing
cases will now be described because 1t presents rather interesting ecryptanalytic sidelights
Take the message

REFERENCE HIS PREFERENCE IN REFERENCE
BOOKS AND REFERENCE CHARTS

and encipher 1t by plain-text auto-key, with normal diect primary components, mitial key
setting A,=G, Then note the underscored repetitions

REFERENCEHISPREFERENCEINRETFE
XVJJVVRPGLPAHGVJJVVRPGMVEYVYJJ
RENCEBOOKSANDREFERENCECHARTS
VVRPGFPCYCSNQUVJJVVRPGGJHYKL

b Now suppose the message has been intercepted and 1s to be solved The only unknown
factor will be assumned to be the imutial key letter Let the message be ‘‘deciphered’” by means
of any mitial key letter,? say A, and then note the underscored repetitions i the spurious plain
text

:

Cipher ____________ X
“Plamn text”_ ... X

Cipher ...
“Plam text”.__...

Il LB | nall £
RN [Nl
T T
Hlo |Ho
I i<
HQ OX
o I
QI |
0 < [
n=x |
H I

The ongmal four 8-letter repetitions now turn out to be two
different sets of 9-letter repetitions Tlus calls for an explana-
tion Let the spurious plam text, with 1ts 1eal plamn text be
transcribed as though one were dealing with a periodic cipher
mvolving two alphabets, as shown m Figure 9 It will here be
seen that the letteis mm column 1 are monoalphabetic, and so are
those mn column 2 In other words, an auto-key cipher, which
1s commonly regarded as a polyalphabetic, apertodic cipher, has
been converted into a 2-alphabet, periodic cipher, the mdividual
alphabets of which are now monoalphabetic in nature The two
repetittonsof X Y L Y X Y T W K represent encipherments of
the word REFERENCE, m alphabets 1-2-1-2-1-2-1-2-1, the two
repetitions of L K Z K L. K H I Y likewise represent encipher-
ments of the same word but.in alphabets 2-1-2-1-2-1-2-1-2

¢ Later on 1t will be seen how this method of converting an
auto-key cipher mto a periodic cipher may be applied to the
case where an mtroductory key word 1s used as the mmtial keying
element mstead of a single letter, as in the present case
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3 Except the actual key letter or a letter 13 intervals from 1t See subparagraph (7) below
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d The student has probably already noted that the phenomensa observed in this sub-
paragraph are the same as those observed in subparagraph 2b In the latter subparagraph 1t
was seen that the direction of the sequences in alternate columns had to be reversed in order
to bring out the plain text on one generatrix If this reversal 1s not done, then obviously the
plain text would appear on fwo generatrices, which 1s equivalent to having the plain text reduced
to two monoalphabets

¢ When reciprocal components are employed, the spurious plain text obtained by “decipher-
ment’”” with a key setting other than the actual one will be monoalphabetic throughout Note
the following encipherment (with mmtial key setting A,=G,, using a reversed standard sequence
shding agamnst the direct standard) and 1ts “decipherment” by setting these two components
A=A,

Plam text .. _..______ REFERENCEHISPREFERENCE
Cipher..... ... ______ PNZBNNRLYXZQDYNZBNNRLY
Spurtousplantext.. LY Z YLYHWYBCMJLYZYLYHWY

Here the spurious plain text 1s wholly monoalphabetic

f The reason for the exception noted in footnote 2 on page 106 now becomes clear For
if the actual imtial key letter (G) were used, of course the deciphern.ent yields the correct plain
text, if a letter 13 intervals removed from G 1s used as the key letter, the cipher alphabet selected
for the first “decipherment” is the reciprocal of the real mitial cipher alphabet and thereafter
all alternate cipher alphabets are reciprocal Hence the spurious text obtammed from such a
“decipherment’’ must be monoalphabetic

g In the foregoing case the primary components were :dentical normal sequences progress-
ing 1n the same direction If they were mixed sequences the phenomena observed above would
still hold true, and so long as the sequences are known, the mdicated method of solution may be
apphed

h When the two primary components are known but differently mixed sequences, this
method of solution 1s too mvolved to be practical It is more practicable to try successive
mitial key letters, noting the plamn text each time and resetting the strips until the correct
setting has been ascertained, as will be evidenced by obtaining intelligible plamn text

4 Solution of plain-text auto-keyed cryptograms when the introductory key 1s a word or
phrase —a In the foregomng discussion of plain-text auto-keying, the mtroductory key was
assumed to consist of a single letter, so that the subsequent key letters are displaced one letter
to the nght with respect to the text of the message 1tself DBut sometimes a word or phrase
may serve this function, 1 which case the sub.equent key 1s displaced as many letters to the
night of the mtial plain-text letter of tne message as there are letters in the mmtial key This
will not, as a rule, interfere in any way with the application of the principles of solution set
forth 1n paragraph 28 to that part of the cryptogram subsequent to the mtroductory key, and
a solution by the probable-word method and the study of 1epetitions can be reached However,
1t may happen that trial of this method 1s not successful 1n certain cryptograms because of the
paucity of repetations, or because of failure to find a piobable word 1n the text When the cipher
alphabets are known there 1s another pont of attack which 1s useful and interesting The
method consists in finding the length of the mtroductory key and then solving by frequency
principles  Just how this 1s accomplished wiil now be explained

b Suppose that the introductory key word 1s HORSECHESTNUT, that the plain-text message
18 as below, and that i1dentical primary components progressing in the same direction are used

.y
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to encipher the message, by enciphering equation ©y;=0,/;, 6,;=6,; Let the components
be the normal sequence The encipherment 1s as follows

1 2 3 4 5 6 7 8 9 1011 1213 14 15 16 17 18 10 20 21 22 23 24 925 26
Key oo HORSECHESTNUTMYLEFTFLANKIS
Plam ________________ MYLEFTFLANKISRECEIVINGHEAV
Cipher ... TMCWJVMPSGXCLDCNINONYGUOIN
Key oo RECEIVINGHEAVYARTILLERYFIR
Plain___.. . YARTILLERYFIREENEMYISMASSI
Cipher ... PETXQGTRXFJIMCEEXUJTWDYXAZ
Key oo EENEMYISMASSINGTROOPSTOLETF
Plam ... NGTROOPSTOLEFTFRONTANDCONGC
Cipher........_..___. RKGVAMXKFODWNGLKFBHPFWQZRH
Key. oo, TFRONTANDCONCENTRATINGARTI
Plam ... ENTRATINGARTILLERYTHEREIXWI
Crpher.....______. XSKFNMIAJCFGKPYXIYMPRXEOPQ
Key oo LLERYTHEREXWILLNEEDCONSIDE
Plamn .. LLNEEDCONSIDERABLEREINFORC
Cipher. ... WWRVCWJIJSEWFZMCLOPIUGWAXWUG
Key oo RABLEREINFORCEMENTSTOMAINT
Plain EMENTSTOMAINTAINMYPOSITION
Cipher....... ... VMFYXJXWZFWEVEURZRHHGUTAQBG

It will now be noted that since the mtroductory key contains 13 letters the 14th letter of the
message 18 enciphered by the 1st letter of the plain text, the 15th by the 2d, and soon  Lakewise,
the 27th letter 18 enciphered by the 14th, the 28th by the 15th, and so on Hence, 1f the 1st
cipher letter 1s deciphered, this will give the key for deciphermng the 14th, the latter will give
the key for the 27th, and so on  An important step i the solution of a message of this kind
would therefore mnvolve ascertaining the length of the introductory key Ths step will now
be explained

¢ Smce the plam text itself constitutes the key letters in this system (after the mtroductory
key), these key letters will occur with their normal frequencies, and this means that there will
be many occurrences of E, T, 0, A, N, I, R, S, enciphered by Ey, there will be many occurrences
of these same high-frequency letters enciphered by T,, by Oy, by Ay, and so on  In fact, the
number of times each of these combinations will occur may be calculated statistically With
the enciphering conditions set forth under b above, E, enciphered by Ty, for example, will yield
the same cipher equivalent as T, enciphered by Ey, m other words two encipherments of any
pair of letters of which either may serve as the key for enciphering the other must yeld the same
cipher resultant® It 13 the cryptographic effect of these two phenomena working together
which permits of ascertaming the length of the mtroductory key mn such a case For every
tume a given letter, ©;, occurs m the plain text 1t will occur = letters later as a key letter, ©,, and
n 1n this case equals the length of the introductory key Note the following 1llustration

3 It 15 1mportant to note that the two components must be identical sequences and progress 1n the same
direction  If this 18 not the case, the entire reasoning 1s mapplicable

1 2 8 4 5 6 7 8 9 1011 12131 2 3 4 5 6 7 8 9 1011 12 13
(1) Key.. e HORSECHESTNUT. . T
2) Plam___._._____ T E
(3) Cipher___..__.. X
1 2 8 4 5 6 7 8 9
1) Key-ocoooeeeen E
2) Plamn__........ . T .
3) Cipher...____._ X

Here 1t will be noted that E; in line (2) has a T, on either side of 1t, at a distance of 13 mtervals,
the first encipherment (E, by Ty) yields the same equivalent (X,) as the second encipherment
(T, by Ex) Two cipher letters are here 1dentical, at an mnterval equal to the length of the mntro-
ductory key  But the converse 1s not true, that 1s, not every pair of 1dentical letters in the cipher
text represents a case of this type For mn this system 1dentity in two cipher letters may be
the result of the following three conditions each having a statistically ascertamnable probabihity
of occurrence

(1) A given plain-text letter 1s enciphered by the same key letter two different times, at an
mterval which 1s purely accidental, the cipher equivalents are :dentical but could not be used
to gave any information about the length of the introductory key

(2) Two different plain-text letters are enciphered by two different key letters, the cipher
equivalents are fortmtously identical

(3) A given plamn-text letter 1s enciphered by a given key letter and later on the same plain-
text letter serves to encipher another plaimn-text letter which 1s 1dentical with the first key letter,
the cipher equivalents are causally 1dentical

It can be proved that the probability for identities of the third type 1s greater than that for
1dentities of exther or both 1st and 2d types for that wnterval which corresponds unth the length
of the wntroductory key, that 1s, 1f a tabulation 1s made of the mntervals between 1dentical letters 1in
such a system as the one being studied, the mnterval which oceurs most frequently should coincide
with the length of the mtroductory key The demonstration of the mathematical basis for this
fact 18 beyond the scope of the present text, but a practical demonstration will be convincing

d Let the 1llustrative message be transcribed in lines of say 11, 12, and 13 letters, as m
Figure 10

1 2 3 4 5 6 7 8 9 1011 1 2 3 4 5 6 7 8 9 1011 12 1 2 3 4 5 8 7 8 9 10 11 12 13
TMCWJVMPSGX TMCWJVMPSGXC TMCWJVMPSGXCL
CLDCNINONYG LDCNINONYGUO DCNINONYGUOIN
UOINPETXQGT INPETXQGTRXF PETXQGTRXFJIM
RXFJIMCEEXU JIMCEEXUJTWD CEEXUJTWDYXAZ
JTWDYXAZRKG YXAZRKGVAMXK RKGVAMXKFODWN
VAMXKFODWNG FODWNGLXFBHP GLEKEFBHPFWQUZRH
LKFBHPFWQZR FWQZRHXSKFNM XSKFNMIAJCFGEK
HXSKFNMIAJC ITAJCFGKPYXIY PYXIYMPRXEOPARQ
FGKPYXIYMPR MPRXEOPQWWRYV WWRVCWJSEWFZM
XEOPQWWRVCW CWJSEWFZMCLO CLOPIUGWAXKUG
JSEWFZMCLOP PIUGWAXWUGYM VMFYXJXWZFWEYVY
IUGWAXWUGVM FYXJXWZFWEVE EURZRHHGUTQBG
FYXJXWZFWEV URZRHHGUTQBG
EURZRHHGUTAQ
B G

[] b ¢

FIGURE 10
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In each transcription, every pair of superimposed letters 1s noted and the number of 1dentities
1s 1ndicated by ringing the letters mvolved, as shown above The number of 1dentities for an
assumed mtroductory-key length 13 1s 9, as against 3 for the assumption of a key of 11 letters,
and 5 for the assumption of a key of 12 letters

e Once having found the length of the introductory key, two lines of attack are possible
the composition of the key may be studied, which will yield sufficient plan text to get a stait
toward solution, or, the message may be roduced to periodic terms and solved as a repeating-key
cipher  The first hine of attack will be discussed first, 1t being constantly borne in mind 1n this
paragraph that the entire discussion 1s based upon the assumption that the cipher alphalets
are known alphabets The illustrative message of b above will be used

5 Subsequent steps after determining the length of the mtroductory key —a Assume that
the first letter of the introductory key 1s A and decipher the 1st cipher letter T, (with direct
standard alphabets) This yields T, and the latter nvcomes the hey letter for the 14th letter of
the message ‘'The 14th letter 15 deciphered D, (Tx)=K;, the latter becomes the key letter for
the 27th letter and so on, down the entire first column of the message as transeribed n lines of
13 letters The same procedure 1s followed using B as the imtial key letter, then C, and so on
The message as 1t appears for the fiist three trials (assumng A, B, then C as the imtial key letter)
18 shown 1n Figure 11

] 23 45 67 8 9101 1213

TMCWJVMPSGXCL

123 4 5 6 7 8 010111213

TMCWJVMPSGXCL

1 2 3 4 5 67 8 913011121,

TMCWJVMPSGXCL

AR <<>xaoauusEaorMEaocaMaTmyRoAa
cRxR<itTQEmyxRMZaldd<<amEutrown
<HLSCEQOEQU4UMXoOOQhaAINQUI=RUON

(@) First column of kigure 10 (c) * dceiphered | (b) First columnn of Figure 50 (¢) ‘deciphiered ? | (¢) First column of Figure 10 ()  deeiphered
with 1nitial Ox=A with mitial Ox~B with 6x=C

FIGURE 11
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b Inspection of the results of these three trals soon shows that the entire series of 26
trials need not be made, for the results can be obtained from the very first trial Ths may be
shown graphically by supernmposing merely the results of the first three trals horizontally
Thus

Cipher letters of Col 1, Fig 11________. TDPCRGXPWCVE
A TKFXUMLESKLT
Bo SLEYTNKFRLKU
Keyletters.__ {C_________ RMDZSO0JGQMJYV
D ...
e 2T ITLTLTITLT

FIGURE 12

¢ It will be noted that the vertical sequences n adjacent columns proceed 1 opposite
directions, whereas those 1n alternate columns proceed m the same direction The explanation
RG X cv for this alternation 1n progression 1s the same as mn the
previous case wheremn this phenomenon was encountered
(par 2b), and the sequences m Figure 12 may now be
completed very quickly The diagram becomes as shown
mn Figure 13

d One of the honzontal hines or geneiatiices of figure
13 1s the correct one, that 1s, 1t contains the actual plain-
text equivalents of the 1st, 14th, 27th, letters of the
message The correct generatrix can be selected by mere
ocular examination, as 1s here possible (see generatnx
marked by asterisk 1n Fig 13), or 1t mav be selected by a
frequency test, assigning weights to each letter according
to 1ts normal plamm-text frequency (See par 14f of
Mtary Cryptanalysis, Part 1T )
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UQUWPrNHKMKNE<CHNDOYOZErROHTIONS H|Y
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¢ Identical procedure 1s followed with respect to columns 2, 3, 4, of Figure 10¢, with
the result that the mitial key word HORSECHESTNUT 1s reconstructed and the whole message
may be now deciphered quite readily
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6 Conversion of foregoing aperiodic cipher into periodic form —a In paragraph 4 1t was
stated that an aperiodic cipher of the foregoing type may be reduced to periodic terms and
solved as though 1t were a repeating-key cipher, provided the primary components are known
sequences The basis of the method hes in the phenomena noted in paragraph 26 An example
will be given

b Let the cipher text of the message of paragraph 45 be set down again, as m Figure 10¢

1 2 3 4 5 6 7 8 9 10 U 12 13
T M CWJ VMZPSGIXOCL
D CNTIWNU ONYGTUUOTIN
P ETIXQGTRIXT FUJTIM
CEEIXUUJTWDYZXAZ
R K GV A MZIXI KT F O0ODUWN
G L K F BHUPFWAQZRH
X S K F NMTIAUJTUGCTFGHK
PY XIJYMUPRIXUEUOTPNAQ
W WRV CWJ S EUWTF ZM
C L OPTIUGWAIXUWUG
VMPFYXJIXWZVFWEV
E URZURHHGUTU QB G

FIGURE 10¢

Using direct standard alphabets (Vigenére method), “‘decipher”” the second hne by means of
the first line, that 1s, taking the letters of the second line as cipher text, those of the first Line
as key letters Then use the thus-found ‘“plain text” as ‘“key letters” and “‘decipher’’ the third
line of Figure 10¢, as shown in Figure 14 Thus

“Key" oo TMCWJVMPSGXCL
Cipher_..........._.._ DCNINONYGUOIN
“Plamn” ... ... KQLMETZJOORGC
B (0 A KQLMETZJOORGC
Cwpher_ ... . PETXQGTRXFJIM
“Plam”___._____________ FOILMNUIJRSCK

Continue this operation for all the remaining hnes of Figure 10¢ and write down the results 1n
lines of 26 letters Thus

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 10 20 21 22 23 24 25 26
TMCWJYVMPSGXCLKQLMETZJOORGC
FOILMNUIJRSCKXQWMIWZOUHFYP
UUKJSQYWLHYYYMRAWJRRJLJBTUJ
LBKJEVRRYTENBEXNZURYAZLKCP
SZEWIFLSFLYXXKMKTAPVEVMBXJ
LAVFXUCSETVHMTURNUUNFOQAVUU
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Now write down the real plan text of the message in lhines of 26 letters Thus
1 2 3 4 85 6 7 8 9 10 11 12 13 14 15 168 17 18 19 20 21 22 23 24 25 26
MYLEFTFLANKISRECEIVINGHEAV
YARTILLERYFIREENEMYISMASSTI
NGTROOPSTOLEFTFRONTANDCONTC
ENTRATINGARTILLERYTHEREXWI
LLNEEDCONSIDERABLEREINFORC
EMENTSTOMAINTAINMYPOSITION

FIGURE 18

¢ When the underlined repetitions in Figures 15 and 16 are compared, they are found to be
identical 1n the respective columns, and if the columns of Figure 15 are tested, they will be found
to be monoalphabetic The cipher message now gives every indication of being a repeating-key
cipher It 1s not dufficult to explain this phenomenon n the hight of the demonstration given n
paragraph 3g  First, let the key word HORSECHESTNUT be enciphered by the following alphabet

ABCDEFGHIJKLMNOPQRSTUVWXYZ
AZYXWVUTSRQPONMLKJIHGFEDCEB

“Plain’’ e HORSECHESTNUT
“Cipher” ... TMJIWYTWIHNGH

Then let the message MY LEFT FLANK, etc, be enciphered by direct standard alphabets as
before, but for the key add the monoalphabetic equvalents of HORSECHESTNUT TMJIW to
the key 1tself, that 1, use the 26-letter key HORSECHESTNUTTMJIWYTWIHNGH 1n a repeating-key
menner Thus (Fig 17)

1 2 3 ¢4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 28
Key oooeoooo HORSECHESTNUTTMJIWYTWIHNGH
Plam ________________ MYLEFTFLANKISRECEIVINGHEAYV
Cipher.............. TMCWJVMPSGXCLKQLMETZJOORGC
Plamn. ... YARTILLERYFIREENEMYISMASSTI
Cipher............_.. FOILMNUIJRSCKXQWMIWZOUHFYP
Plam ... ... NGTROOPSTOLEFTFRONTANDCONGC
Cipher.....__. UUKJSQYWLHYYYMRAWJRRJLJIJBTJ
Plain ENTRATINGARTILLERYTHEREXWI
Cipher______._______ LBKJEVRRYTENBEXNZURYAZLKCP
Plamn________________ LLNEEDCONSIDERABLEREINFORC
Cipher._.......___ SZEWIFLSFLVXXKMKTAPVEVMBXUJ
Plan ... EMENTSTOMAINTAINMYPOSITION
Cipher ... LAVFXUCSETVHMTUWUUNFOQAVUU

FI1GURE 17

The cipher resultants of this process of enciphering a message coincide exactly with those obtaned
from the ‘“deciphering’’ operation that gave rise to Figure 15 How does this happen?
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d First, let 1t be noted that the sequence TMJI , which forms the second half of the
key for enciphering the text in Figure 17 may be described as the standard alphabet complement
of the sequence HORSECHESTNUT, which forms the first half of that key ~Amnthmetically, the
sum of a letter of the first half and 1ts homologous letter 1n the second half1s26 Thus

H+T= 7+19=26=0
0+M=14+412=26=0
R+J=17+ 9=26=0
S+I=18+ 8=26=0
E4+W= 4+4+22=26=0

That 1s, every letter of HORSECHESTNUT plus 1ts homologous letter of the sequence
TMJIWYTYIHNGH equals 26, which 1s heic the same as zero In other words, the sequence
TMJIWYTWIHNGH 1s, by cryptogiaphic anthmetic, equivalent to “minus HORSECHESTNUT ”
Therefore 1 Figure 17, enciphering the second half of each hmne by the key letters
TMJIWYTWIHNGH (1 e, adding 19, 12, 9, 8, ) 18 the same as deciphering by the key letters
HORSECHESTNUT (1 e, subtracting 7, 14, 17, 18, ) For example

Rp(Tx)=174+19=36=10=K, and
Ry(—Hy)=17—7=10=K

Ep(Mk)=4+12=16=Qc; and
Ej(—0x)=4—14=(26+4)—14=16=Q,, and so on

¢ Refer now to Figure 15 The letters in the first half of line 1, beginming TMCWJ
are 1dentical with those m the first half of line 1 of Figure 17 They must be 1dentical because
they are produced from 1dentical elements The letters mn the second half of this same line m
Figure 15, beginning KQLME were produced by deciphering the letters mn the second Line
of Figure 10¢c  Thus (taking for 1llustrative purposes only the first five letters mn each case)

KQLME=DCNIN-TMCWJ
But DCNIN=RECEI+MYLEF
And TMCWJ=MYLEF+HORSE
Hence, KQLME:(RECEI+MYLEF)—(MYLEF+HORSE)
Or, KQLME=RECEI-HORSE (1)
As for the letters in the second half of line 1 of Figure 17, also begmmning KQLME , these
letters were the result of enciphering RECEI by TMJIW

Thus
KQLME=RECEI + TMJIW

But 1t has been shown 1 subparagraph d above that

TMJIW=-HORSE
Hence, KQLME=RECETI + (-HORSE)
Or, KQLME=RECEI-HORSE (2)

Thus, equations (1) and (2) turn out to be identical but from what appear to be quite diverse

sources
f What has been demonstrated in connection with the letters i hne 1 of Figures 15 and
17 holds true for the letters in the other hnes of these two figures, and 1t 15 not necessary to

repeat the explanation The steps show that the origmally aperiodic, auto-key cipher has been
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converted, through a knowledge of the primary components, into a repeating-key cipher with a
period twice the length of the mtroductory key ~The message may now be solved as an ordinary
repeating-key cipher

g (1) The foregomng case 1s based upon encipherment by the enciphering equations
6p=011, On=6,, When encipherment by the enciphering equations Oxp=0,, 0,,=0
has been followed, the conversion of a plain-text auto-keyed cipher yields a repeatmg-,ke; c1ph:>/;
with & period equal to the length of the introductory key In this conversion, the enciphering
equations Oxp=0,, 6,,=0,, are used 1n finding equivalents

(2) An example may be useful Note the encipherment of the following message by
auto-key method by enciphering equations 6y,=0,,, 6,,=0,,

TUESDAYIINFORMATIONFROMRELIABLESOURCESINDIC
INFORMATIONFROMRELIABLESOURCESINDICATESTHE
PTBWOMCLVJZOFOTJQYDJNZNODMRBTOQZJRAWBWFQZC

(3) If the message 1s written out in lines corresponding to the length of the troductory
key, and each line 15 enciphered by the one directly above 1t, using the enciphering equations
6:n=01/1, 851=0,x I finding equivalents, the results are as shown m Figure 220 But if the
same message 1S enciphered by equations ©yxp=0y,, 6,,=0.s, using the word TUESDAY as a
repeating key, the cipher text (Fig 18c) 1s 1dentical with that obtamed mn Figure 185 by encipher-
ing each successive line with the line above 1t

Orniginal cipher text Original cipher text Repeating key encipher
and converted text ment
TUESDAY
INFORMA
PTBWOMC «——— PTBWOMC «———— PTBWOMC
LVJZOFOQ &———— LVJZOFO
.o TIONFRO
KVCRQ &———— AOQOKVCR
TJQYDJN «——— TJQYDJN ?
. x MRELIARB
ATFAD e——— TXATFAD
ZNODMRB —— ZNODMRSB
s x LESOURC
SKOWRRE &——— SKOWRRE
TOQZJRA ———— TOQZJRA
ESINDTIC
LYEVAIE e———— LYEVATIE
WBWFQZC «——— WBWFQZC
ATESTHE
HZAAQHG &———— HZAAQHG
a b [
FIGURE 18
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(4) Now note that the sequences jomned by arrows m Figure 18 b and ¢ are 1dentical and since
1t 18 certain that Figure 18¢ 18 periodic in form because 1t was enciphered by the repeating-key
method, 1t follows that Figure 185 1s now also m perodic form, and 1n that form the message
could be solved as though 1t were a repeating-key cipher

h (1) In case of primary components consisting of a direct normal sequence shding against
a reversed normal (U S Army disk), the process of converting the auto-key text to periodic
terms 18 accomphished by using two direct normal sequences and “deciphering” each lLine of the
text (as transcribed in periods) by the line above 1t For example, here 18 & message auto-
enciphered by the aforementioned disk, with the mitaal key word TUESDAY

TUESDAYIINFORMATIONFROMRELIABLESOURCESINDIC
INFORMATIONFROMRELIABLESOURCESINDICATESTHE

LHZEMOYPFRBMVMHRKCXRNBNMXOJZHMKBRJAEZEVKBY

(2) The cipher text 18 tianscribed in periods equal to the length of the mitial key word
(7 letters) and the 2d Line 1s “dectphered” with key letters of the 1st lne, using enciphermg
equations 8yn=6,,, §n=06,a 'Lhe resultant letters are then used as key letters to “decipher”’
the 3d line of text and so on  The results are as seen 1n Figure 1956 Now let the original mes-
sage be enciphered m repeating-key manner by the disk, with the key word TUESDAY, and the
result 18 Figure 19¢ Note that the odd or alternate lines of Figure 195 and ¢ are 1dentical,
showing that the auto-key toxt has been converted imnto repeating-key text

Original expher text Original cipher text Repeating key encipher
and converted text ment
TUESDAY
INFORMA
LHZEMOY «——— LHZEMOY ——— LHZEMOY
PFRBMVM ——— PFRBMVM TIONFRO
AMQFYJK ——— AMQFYJK
HRKCXRN «————— HRKCXRN MRELTIAB
HDAHVAX «———— HDAHVAX
BNMX0JZ ——— BNMXO0JZ LESOURC
IQMEJJW ———— IQMEJJIVW
HMKBRJA ——— HMKBRJA ESINDIC
PCWFASW «———— PCWFASW
EZEVKBY —— EZEVKBY ATESTHE
TBAAKTU e——— TBAAKTU
. b [
FIGURE 19

1 The foregomng procedures indicate a simple method of solving ciphers of the foregomg
types, when the primary components or the secondary cipher alphabets are known It consists
1n assuming introductory keys of various lengths, converting the cipher text mto repeating-key
form, and then examming the resulting diagrams for repetitions When a correct key length 1s
assumed, repetitions will be as numerous as should be expected mn ciphers of the repeating-key
class, incorrect assumptions for key length will not show so many repetations

7 All the foregoing presupposes a knowledge of the cipher alphabets mnvolved ~When these
are unknown, recourse must be had to first principles and the messages must be solved purely
upon the basis of probable words, and repetitions, as outhned m paragraphs 27-28
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