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15 March 2010

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/A*96¥ Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/#e6) Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that intelligence activities of the National Security
Agency during the quarter ending 31 December 2009 were unlawful or contrary to Executive
Order or Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of
Executive Order 12333.

(U/A6t07 The Inspector General and the General Counsel continue to exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines. and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.
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Acting General Counsel

(U//R8UQ). ] concur in the report of the Inspector General and the General Counsel and
hereby make it our combined report.
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Lieutenant General,'U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report
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TOP SECRE T7COMINTANORORN

1. (U/#SY67 Intelligence, counterintelligence, and intefligence-related activities

that violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations

(U} inteiligence Activities

—“FSASHRETE- U5 PYE-Unintentional Collection Against United States Persons
This quarter there were[_Jinstances in which Signals Intelli gence (SIGINT) analysts
inadvertently targeted or collected comm unications to, from, or about U.S. persons while
pursuing foreign intelligence tasking. All intercepts and reports have been deleted or destroyed
as required by United States SIGINT Directive (U SSID) SPOOT8: .

(b)(3)-P.L. 86-36

. | h - - R e :

selector belonging to a foreign inteiligence target who traveled to the United States durino[ _

| Pl : _ [one selector was
overlooked and remained tasked until| | The query results were deleted on
[ fnd no reporting was issued. /
{U) Targeting |
__(b)(3)-P.L. 86-36
—FASHANTY While scanning collection on| | a SIGINT analyst found

indications that a target, who was believed to be a vahd forei gn target; résided in the United
States. The analyst detasked the related selectors that same day and no reports were issued.

However, related collection was not deleted from the SIGINT database until |
because the analyst did not understand that in addition to markiae the ¢ : Slefion o
the datai)asc,! e |
e — (b)(1)
" “iiab | 86-36
. 18 USC 798

* B0 USC 3024())

(L) Database Queries

b)(1)
g(s)-P.L. 86-36

AR TR E e o s T A e e e [ O A S TR

- SATFVE OnD-occasicnS{?ﬁ?.lyS_is. constructed poot database queries t
targeted U.S. persons, and on Dof-th.ose“'occaéions, the queries returned results from the

Derived From: NSA/CSSM 1-32
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Declassify On: 20320108
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database. The returned results from the overly broad or incomplete queries were deleted, and no
eports were 1ssued. Procedural errors contributed io f the violatons, T {b)(1)
TROERIRE ¢ © Lt I (b)(3)-P.L. 86-36

: | an NSA dnawst nerfermed a
query on| _| The error occurred because the analyst

did not research| fefore xubmmms' the query. No fcsu ts were returned
from the query. - '

" HSASHREETOESATTYER | | "Ni‘l]t performing an audit of an
By .. NSA collection database, a SIGINT analyst discovered a query on a U.S. mobile

(b)(3)-P.L-86-36  teleplivne selector, The anulyst who submitted the qucry had reccwui the selector from a
(b)(3)-50USC 3024(0—

on the number, because he did not behevc that U.S. "fiiimbc:s| |

Eias 1mpicmf,ntexi| |to prevent the (ti‘;plav of Us. nurmbers| |

[ e

- T B85 : hi |
T

|an NSA analyst discovered that a
tasked sel ector that was be] ieved to be an alternate selector of a valid foreign intelligence
target belonged to a U.S. person. [

(b)(1) """""""""" | Upon
(b)(3)-P.L. 86-36 receiving verification, the analyst canceled all queries using the selecior and ddmed

1
(b)(3)-18 USC 798 very results. The s Ie tor was detasked e
(b)(3)-50 USC 3024() 10~ . i | | (b)(3)-P.L. 86-36

: (b)(3)-18 USC 798
'(-’F’iﬁ‘i-b’?“HFﬁ-In response to a customer’s request, a SIGINT aqcﬂyﬁt performed a search

(b)(1) " Jusing an e-mail selector of a target who might be located in the :
(b)(3)-P-L. 86-36  United States. While s reviewing the query results, the analyst noticed| |
] | The analyst realized that he had misunderstood The request from
e customer, and that there was reason to believe that the target misht be in the United
States: | its were returned

from the query of the raw SIGINT database. The querties and results were deleted and no

information was di swmmatca " (b)(3)-P.L. 86-36

a R TSI N .I_{;I_I_I_NSA analysi erformed 2 query
) times using his [to retrieve statistical information about his
(b)(3)-P. L 86-36 | | The queries returned [Jresults. The analyst was counseled by
(b)(3)-50 USC 3024(j)an Intelligence Oversight representative.

* —SHEHAREEFOHSATTYE A selector remained tasked during a target's visit to the

United States. On Lan NSA analyst submitted a guery covering the Ei)
o - period from| I =— — (b)(3)-P.L. 86-36

)y N On  (p)(3)-18 USC 79¢
(b)(3)- P L 86 36 -] e — _lthe same day the query was submifted, the analyst remembered that

the target h‘]d bef.n in the United States in| land deleted the query resulis.
No reports were issued.
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" 7 - - s lan analyst failed to notice a
LS. selector among a list of foreign selectors before submitting 2 query. [ |
the analyst realized that the query contained a U.S. selector, and the guery resulis

were deleted. No reports were issued.

| AR oS A U O | | an NSA analyst submitted a fﬁ’ﬁ!ﬁp N
query associated with a target that was in the United States during a portion of the ) o
queried time period. The query covered the period from | lihmugh

=

the typographical error, the query included |

As atesult of

/hen the
target was known to have been in the United States. | the analyst
realized his mistake and deleted the results. No reports were issued.
0 “TTSHS an anatyst discovered thaton|[ | ®)(1) 56,36
branch analysts attempfing to respond to a customer request for information had (©)(3)-P.L. 86-

mmproperly targeted the foreign telephone number of a U.S. person. Management
instructed analysts to obtain target details before responding to future customer requests.
Targeting of the U.S. person’s telephone number was subsequently approved by court

order.
. SHARE - _Jan NSA amalyst[ ] (0)(1)
| [before submitting a query. By doing so, the(,,b}@'gb'-ug%%soz 40)
analyst created an overly broad query that inadvertently incl uded| |°)'
| |the analyst recognized the mistake and deleted query resulits;

no reports were issued. The analyst was counseled not to submit questionable queries

performed a query uSing the| Jof NSA personnel. The error (P)(3)-P.L. 86-36

occuired because the analyst put the | fin the wron g field in the database.
Mo data was collected.

(b)(3)-PL. 86-3

/]

)

) s

- zomu I |while doing research related to a
foreign target, an analyst submitied]  Jjuerics containing a selector associated with a
U.S. entity. The analyst was instructed| |to delete the uneries,
which were found during a routine audit, and to no longer submit queries on this selector.

The analyst deleted the query] |upon retumn from holiday leave. No
collection or reporting resulted from the query.

. W@-&Sﬁ,—%' | an NSA analyst submitted a
query without including the

selector of a valid foreign intelligence target and using only
the dates of activity betwefml The error occurred because the

analyst was unfamiliar with a new database interface and incorrectly filled out the query
form. The analyst did not view any of the[__Jresults before deleting them on
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i P.L. 86-36
(U) Detasking Delays - (D)(3)-P.L. 86-

(b)(3)-50 USC 3024())

el

[

| an NSA analyst discovered that the

. ot i " - - .. 3 Tt 3
selector of 2 U.S. person, |

- upon discovery that the selectoq] ~ (b))
“ — ®)(3)-P.L. 86-36
i — (b)(3)-18 USC 798
DIV e i (b)(3)-50 USC 3024(j)
FSHS TOUSATTY Jan NSA analyst discovered that a
telephone number tasked{_ ———— Twas a U.S. number incorrectly identified as a
foreign number, The error was not identified untif kiuring a routine check of

tasked telephone niumbers. Intercept was deleted and the selector was detasked. Team members
were reminded to research-all new selectors before tasking.

FSHEHAES NSA analysts learned or{ @t they had inadvertently targeted a
U.S. person beyond the] ___| consensual collection agreement
expiration date. | kelectors was detasked on| |when the U.S. person
signed 2 new consensnal collection agreement authorizing collection of] |
previously approved selectors. The remaining[”_Jselectors were détasked on] |
after analysts learned that required paperwork had not been processed and the NSA
Director had not approved the request. No collection was obtained from| |
| and no reports were produced. On] | consensual collection

of] kelectors) .} for the period-of
[ Jand for continued collcetion from | — Jantit | [
[ e b
(b)(3)-P.L.. 86-36
FSHSHREETFO S AT On | ]__NSA analysts failed to detask a selector
belonging to a foreign intelligence target when the target was| [the
United States on | | The error occurred because the analysts did not understand
the need to detask the target’s selectors as soon as the target entered the United States. The

target’s telephone and e-mail selectors remained tasked untii| | when they were
detasked. No data was collected.

TFSSHRETFOUSAFvEY Dissemination of U.S. identities
The NSA Enterprise issued :lSIGIN T product reports during this quarter. In those reports,
SIGINT analysts dissemina;’[cd cominunications to, from, or about U.S. persons or entities on
occasions while pursuing foreign inteiligence tasking this quarter. A total of[_JSIGINT
products were cancelled as NSA| |analysts learned of the U.S. persons,
organizations, or entities named 1n products without authorization. All data in the canceled
reports was deleted as required and the reports were not reissued or were reissued with proper
minimization, s

o)1)
(b)(3)-P.L. 86-36
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(U) The Foreign Intelligence Surveillance Act (FISA)

(U) Targeting

-

wy o)

HA > S5A during areview of active customer

requests, an analyst discovered that a FISC order did not inchude a | fforeign = (b)(1)
telephone numbers. Analysts had used the foreign tel ephone numbers as selectors during L s
searches of NSA data without first requesting additional information fo determine U.S. person

status. No reporting resulted from this search. Management instructed anai ysts to verify

citizenship with customers before conducting any future searches.

ey e erarate-ﬁceasicns{ |NSA analysts realized that they
(b)(3)-P.L. 86-382d been quérving-on[_JFISA-authorized selectors used by] |

~__quernies._None ol the unauthorized queries produced results and all were stopped (ml |(1)

| | (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)

(U) Detasking Delays

N Ian analyst discovered that a selector authorized for collection

[the analyst determined that the selector was ne hum_u_sad_hu_r_h;l
foreign targe(| .

[When | il [revealed

that the selector the analyst informed 4 colleague that
the selector needed 1o be detasked | , - lPach analvst
believed that the other would detask the selector. It was not_:d-i;ééoy}:jre(i' unti}
| | The selector was detasked the same day,
No collection occurred. it
5883 P.L. 86-36 &
TFS#SHANE) Business Records (BR) Order (b)(3)-18 USC 798 / EE;E;;-P.L. 86.36

b)(3)-50 USC 3024(i)
{U) Nothing to report. O (

+FSASHANE, Pen Register/Trap and Trace (PR/TT) Order
~ESHUSHAES Tn Court Order PR/TT[Jand previous orders, the FISC authorized the

installation and use of pen registers and trap and trace devices as described in the government’s
application to collect specific information likely to identify the sources or destinations of

specified electronic eommunications | INSA’c Office
of General Counsel learned that|
| ot specifically authorized by the Order. NSA

informied the-Department of Justice’s National Security Division that, 1n consultation with the
©_-NSADirector, it had instructed NSA analysts to cease querying the PR/TT metadata until the

10

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024())
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matter was resolved and with the court’s-express approval to resume receipt of specified __
communications and to resume iis previous operational practices. The order expired | (b)(3)-P.L.86-36
| | Data in NSA’s possession was quarantined and collection ceased.

(U) The Protect America Act (PAA)
{U) Nothing to report.

(U) The FISA Amendment Act (FAA)
(U) Section 702

(U) Unauthorized Targeting

(SHSHRELTO-USA-EVEY) O] leparate occasions on NSA
analysts tasked selectors belonging to foreign intelligence targets before the selectors were
approved for tasking. In each instance, NSA analysts submitted the selectors for tasking and
approved the routing of collection to other Inteiligence Community customers before the
selectors were approved for tasking. The selectors did not meet FAA requirements for tasking

and were not approved. All selectors were detasked on| in] |ins.t_ar_.z_e¢s, no

data was collected, and data collected in thd nstance was purged from NSA’s pnncxpalraw b))

traffic repositories| — oo
=SSR S ATYEY NSA discovered that a selecto

Jhad been tasked under PAA authority since
The selector was detasked and the analyst was informed that tasking of] |
jvas not allowed under FAA; because it was niot possible to confirm that '

ARy i g “P.L. 86-36
[were neither U.S. persons nor were located outside the United States. (b)(3)-50 USC 3024())

belonging to a foreign intelligence target who traveled to the United States.onf-———"72 1 (b)(1)
[the United States, the anal yst de‘iaséked| | B)E)-P.L. &€

[The analyst did not review collection from
the e-mail selector during the tume the target was in the United States.

[ 8

- - | while reviewing| |
data, an NSA analyst discovered that a tasked e-mail selector was associated with a U.S. person.
After realizing the selector belonged to a U.S. person, the analyst detasked the selector and

deleted the traffic| ®)1)
B0 (b)(3)-P.L. 86-36
(U) Tasked Under Wrong FAA Certification (b)(3)-P.L. 86-36 (b)(3)-18 USC 798
5 (b)(3)-50 USC 3024(i)

g - ox NSA analysts discovered that a selector
had been incorrectiy tasked under the] ] Certification instead of the
[ |Certification. The selector was detasked| |

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i) o :
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R -

selectors were detasked|

(U) Tasking Error

< IO T T

instances, selectors associated with valid forei gn tar
Certification instead of the

)

(b)(3)-P.L. 86-36

|NSA analysts discovered that 1

oets had been incorrectly tasked under the

|Certification. The

T

continued onl h foreign

target's selectors during the time the selector]

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024())

SIGINT analysts learned that targeting

when the new anal

' | At that time, the target and
yst tried to retask the selectors, he discovered that the]
»m |

| | Coliection
.

selectors were to be detasked: however.

o)1)

|.. (b)(3)-P.L. 86

[was not reviewed, and|

the United States from]|
on the selector was purged from NSA’s principal raw traffic repositories

reports were issued from the data.

(U} Dissemination

FESHEEA-On[_ Joccasions

traffic on targets tasked under FAA

Joere missed. The data collected

No

NSA analysts forwarded ur

imized FAA

ustomer

not authorized to view unminimized FAA SIGINT. 1o the| linstances, e-mail selectors

associated with U.S. entities or persons were left uiminimized in SIGINT
were either revised or reissued with proper minimization.

(U) Section 704

(U) U.S. Person Status

o)
 (B)@)-P.L 86-36

et e T

(b)(1)

reporting. All reports

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

|a SIGINT analyst mistakenty included date ranges not

covered by a couri order when chaining the selectors of a target authorized under FAA 704, The

analyst queried the database for information dated|
[__1but was only authorized to query from|

issued.

| The analyst realized the mistake that same
results with 2 senior analyst. Query results were deleted

k] i !

| |had tasked a selector bel

U.S. person |

| an NSA analyst noted thail
longing to a U.S. person. (NSA learned that the target was a

| and from I:I
day while discussing query
| No reports were

land obtained approval under FAA 704 to target the individual on

" target selector.

were issued.

(b)(3)-P.L. 86-36

b))
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)

These qclﬁctQif,S,\.WeféfEié'task(?d'ﬁfﬁin'

i

_ - ! tasking associated with this selector was removed
[__1NSA could ientify no reporis related to thc:haski;i_g; From

| NSA analysts identified additional fasked selectors associated

vith the initial

and no reports




DOCID: 4165269

{ F / T

ASHSHRI OO S AT VR | a SIGINT analyst discovered a selector
identified as belonging to a U.S. person but believed to be foreien when tasking first occurred.
The problem occurred because detasking was not wmpictcdl | as requested. On

[ lthe seicc‘tor was detasked.

S
{U) Section 705b ¥ (b}(ﬂ;)__

" (b)(3)-P.L. 86-36
(U} Unauthorized Targeting K R,

LFSHASHAT) | in response to'a rcqucs,t from sepior managers, an NSA
analyst queried a raw SIGINT database using U.S. person- dssoma@d SLICLtOr‘; not authorized
under FAA. The ana_i]at conductcd tht, sedrch be‘,amcjﬂ N ——— I(b)(3) -P.L. 86-36

_____ ey

[The analyst was

whenever a U.S. person 1s involved. The query produced no results and no reports were issied.

(U) Database Queries | %83 L s
' (b)(3) -50 USC 3024(i)

SSHREETFOESATE |an analyst who did not have proper |
authority queried a raw SIGINT database with a selector associated with 2 U.S. person. A{ the
same time, the analyst quencd the database using a FISC-approved selector (authorized under
FAA Section 705b)] |
[ | The analyst deleted
query results and was coume?ed on targeting U.S. persons without proper aufhonw andon |
database restrictions. AH e-mails and copies of the e-mails were deleted or dpstroyed by

I | o))
(b)(3)-P.L. 86-36 -
SHSHAREETO S S0 | |a SIGINT analyst qumod araw &,1GINT

database with a selector belonging to a U.S. person whom the analyst had ;msiakenlv identifi ed
as being foreign. The analyst, researching a selector associated with a tarpet ;

FAA 705b, transposed two numbers _
[ | the analyst queried the
raw SIGINT database using the selector, because he assumed that the selector did not belong to a

U.S. person. When viewing query results the same day, the analyst recognized the mistake and
deleted the results. No reports were issued.

(U) Other
(U} Unauthorized Access e (D)(1)
e (b)(3)-P.L. 86-36
i = |1t Was dmcovcmd that two NSA analysts

w;thout proper dpprovai had been reporting on FAA-aunthorized data. Although the analysts had
planned to obtain the proper clearance, one had been reporting on FAA and PAA material for
almost three months, the other for ten days. The analysts ceased FAA-related activities and
received appropriate training and the required approval the following day. Management
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reminded personnel of their responsibilities under the FAA, established procedures for

exchanging FAA material between approved personnel using properly labeled e-mail, and
restricted FAA data.

(U/Fetey | an' NSA database account manager determined thatan ) - 8838
individual was misiakenly given access to a database without having the proper approval, and

promptly removed the individual’s access. No disseminations occurred during the period of

unauthorized access. i

(U/FeBe)| |an NSA database account manager determined that an analyst
was mistakenly given access to a database without having the proper approval. The account
manager provided access based on a verbal confirmation that the analyst had authorized access.
The analyst had unauthorized access for one month and the access was removed that day. No
dissemination occurred during the period of unauthorized access.

SR E-FO-HSAF Y Problems with access control procedures were discovered duringa
|review of an NSA database. In [Jinstances; individuals” accesse )(1)
exceeded thetr authorizations. |:|ind'i'vid'u'al's"ﬁ?élfé__giycn;.acce'ssi”f‘ﬁata when ®)(3)-P.L. 86-36
their current mission was not approved for it. [ Jindividuals were granted access to the
database without completing the niecessary training. An individual continued to have access to
data during the time that his access to_____]data had been terminated; this
occurred when he left one site and new accesses were pending at the new site. Another
individual was granted access to FISA data at a site that was not approved for access. All

accounts have been updated to grant access to authorized data onl y or terminate access as
appropriate.

(U/Fe50) lan NSA supervisor was found to have had unauthorized
access to-a database for four months without having a current USSID SP0018 briefing. Part of

the standard operating procedures is to check for a valid USSID SPO0OI& briefing before granting

access. | | an analyst with administrative privileges created an account for his
supervisor without submitting the required formal request. | the NSA
supervisor completed the required USSID SP0018 training.

(UlieEe)| | an NSA analyst training for deployment was inadvertently
given unauthorized database access. Upon notification, the analyst’s access was terminated.
- Team embers were counseled on the importance of verifying access for those who are in
e training and need database sponsorship
(6)(3)-P.L. 86-3

lUFReye)| | a random check on personnel listed as database auditors
reveated that ersonnel were no longer at the Agency. Database administrators were notified
to remove thcle-'ﬂ) personnel listed as auditors for their respective databases. The action forced
those being audited to identify new auditors or lose their respective database accesses.

~SHREETFO-USAFYEYS An NSA analyst failed to terminate access to his database account

prior to his deployment|
analyst accessed the account; he was returnin g to the same team followin
did not realize that his access should have been terminated.

the
g the deployment and

(b)(1)
_ (b)(3)-P.L. 86-36
e e e e e B A (b)(3)-50 USC 3024(i)
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(U/Fete Jan NSA deployer was submitted to be ro- sponsored for - FOU(B)P.L. 8538
database access during his deployment. The NSA deployer was missing information necessar y

to be properly re-sponsored and was told how to fix the problem. The deployer failed to take

action immediately and the deployer’s new orgdmm ion was unable to ré-sponsor him.

Believing he was using his new organization’s accounts, thv deployer accessed his old accounts

during this time. The deployer’s access was corracted| |and he was provided
the correct sponsorship. -

dmi"@ﬂ'(‘)‘}l |‘m ‘\I‘%A deployer used a previous sponsor’s authorized
access to databases. The deployer failed to check out with the sponsor prior to deployment and

as a result, databases were not reassigned to the proper sponsor. The deployer was counseled on
[ lupon returning from leave.

(b)(3)-P.L. 86-36

) —— e
deployed Without notitying the Senior database spopsor of 1‘1@ Teed to n‘ans_ac;
Sponmmm% for specified databases. [ | the incident was discovered when

th leployer requested specific access. | I-th'é individual was re-
sponsored.
) : (b')(:l,) P.L. 86-36
b (3)-P.L. 86-
{U) Computer Network Exploitation (CNE) (03

(b)(3)-18 USC 798
(h){'{%)-so USC 3024())

F

(L)) Dissemination

SR a SIGINT analyst forwarded an e-mail containing a U.S.
identity without considering USSID SP0018 implications. The e-mail was recalied, and the
customer was asked to destroy any copies of the information.

(U) Counterintelligence Activities

(U) Nothing to report.

(b)(3)-P.L. 86-36

e D I Iy T iR I]“I\T'{‘fn\T{"‘.i T
LR} A ) WA L B W W W v Y i e s QP\I\

10
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(U) Intelligence-related Activities

SHSHAES To reduce the risk of unauthorized telephony collection and prevent violations, NSA
instituted 2 process that gives analysts greater and faster insi ght info a target's location.

F = . fu the instances when collection occurred, it

Eb%%s;'_"i;"'lﬁ_ﬁ'-irss_%was_'p_urged from NSA’s principal raw traffic repositories when required. ... Eg{g 2 o il

(b)(3)-50 USC 3024(i) . — USC 3024())
NSA 'éﬁﬁiysts .iéundl_l f:-maall Sélec’ttsrs-l |

[ Ithis quarter. When collection did
oceur, it was purged from NSA’s principal raw traffic repositories when required.

(U//FeE67} Although not violations of E.0O. 12333 and related directives, NSA/CSS reports three
instances in which database access was not terminated when access was no fonger required.

Once 1dentified, the accesses were terminated. In addition, there was one instance of account
sharing.

2. (U} NSA Office of the Inspector General intefligence Oversight Inspections,
investigations, and Special Studies

(U//F&865 During this quarter, the OIG reviewed various intelli gence activities of the
NSA/CSS to determine whether they had been conducted in accordance with statutes, Executive
Orders, Attorney General procedures, and Department of Defense and internal directives. With
few exceptions, the problems uncovered were routine and showed that operating elements
understand the restrictions on NSA/CSS activities.

(U/e50Queries not Reviewed

OB G Due to a lack of trained personnel at a SIGINT site, it was discovered that[___|
individuals were not reviewing audits trails of raw SIGINT queries using an auditing tool. | ]

2

' lthat
| P
account was subsequently suspended. NSA was not able to determine the volume of queries not
reviewed during the period of | | The site is arranging additional
training for all audit trail reviewers at the site. '

(U//FEY0) Misuse of the U.S. SIGINT System {USSS)

(U} Nothing to report. ' 'kb)(s)-P_L. 86-36
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(U) Congressional, 10B, and DNI Notif_i__cation""s Eg}gj_p_,_, 86-36

|NSA notified the Congressional Oversight Committees of a

pOS“ﬂbIC vmlahon of the FISC PR/TT Order referenced on page 5. A copy of the notification is
enclosed.

(U/kesen| l'-NSA.ng_t_iﬂed the Congressional Oversight Committees of a

potential breach of travel-related documents containing protected personal information. In

| | travel-related documents containin g protected personal information were plahed

in 2 public Microsoft Outlook folder accessible to any cleared NSA person with TS/SCI

clearance and an NSA QOutlook e-mail account. The documents contained[— JNSA' and " (b)(3)-P.L. 86-36
l Request and Travel Authorization (RTA) reports and travel-related

direct deposit forms. The documents have been removed and are no longer publicly accessible.
A copy of the notification is enclosed.

3. (U) Substantive changes to the NSA/CSS Inteiligence Oversight Program

(U) Nothing to report.

4. (U) Changes to NSA/CSS published directives or policies concerning

intelligence, counterinteliigence, or inteiligence-related activities and the reason
for the changes

(U) Nothing to report.

5. (U) Procedures governing the activities of Depariment of Defense (DoD)
intelligence components that affect U.S. persons (DoD Directive 5240.1-R,
Procedure 15) inquiries or matters related to Intelligence Oversight Programs

(U) Nothing to report.
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