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MEMORANDUM FOR THE CHAJRMA1'i, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary ofDefonse (lmelligence Oversight) 

SUBJECT: (U//rOUO) Report to the Inteiligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U//.rOUO) Except as previously reported to you or the President, or otherwise stated in 
t.he enclosure, we have no reason to believe that intelligence activities of the National Security 
Agency during the quarter ending 31 December 2009 were unlawful or contrary to Executive 
Order or Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of 
Executive Order 12333. 

(U/ffOUO) The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

01"' ."'-?/J/j / l _/ ( ~7r<-~ C..!c1o~ 
GEORGE KLARD 

{' --~~r ~.~~~~~ ''·· i:;:•t: ){ \ '\ .... .... ...:~ [,• L-Zfy. ., . 9_,, .~~=--
PATRICK J. REYNOL16S 

Acting General Counsel 

(U//POUO).. I concur in the report of the Inspector General and the General Counsel and 
hereby make it our combined report. 

; l /: 
/ _,- " I I 

- I~~ I i~'l 11 h~J . 
/.-1{. !' ':V~ I / 

KEIWI B~<\.LE#NY)ER 

Encl: 
Quarterly Report 

Lieutenant General,tJ. S. Army 
Director, NSA/Chicf. CSS 

This document may be declassified and marked 
.. UNCLASSJFIEO!,'f'er OITieial U:ie 0111)' 
upon removal of enclosurc(s) 

@>pp roved for Release by NSA on 12-22-2014, FOIA Case# 70809 (Litigation) 
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1. (U/JrOUO) Intelligence, counterintelligence, and inteUigence-related activities 
that violate law, regulation, or policy substantiated during the quartet, as well as 
actions taken as a result of the violations 

(U) Intelligence Activities 

(T8/,t611/REL TO USA, PctEY) Unintentional Collection Against United States Persons 
'This quarter there wereO insti:l.IJ.Ces in which Signals Intelligence (SIGINT) analysts 
inadvertently targeted or collectedcotnmunj~ations to, from, or about U.S. persons while 
pursuing foreign intelligence tasking. All intercepts ·and.r.~ports have been deleted or destroyed 
as required by United States SIG INT Directive (USS ID) SP0018-:·········· ...... . 

°(5)(3)-P..L ..... ?6-36 ... ·;;;;;;;;;;;:;:7(b)( 1) 
· · (UJ fr ravei to the United States . . . ...... ::: :::: .. :::;;;;;;,,:, "" .. ··</ (b)'(3.).::P. L. 86-36 

(T8N8h4'RBL TO USA, rVJ?I) Ori I ...... ··· ··· . . .......... l·;~::~§:~:::~~alys(~:rfdm1e~\~. ~~6ry .. on a 
selector belonging to a f9:reignin.felligence tar· et·who traveled to the Unit · t \ · .... · ...... 

.. ..······· ........ .... 

L-----:L-------.-......-...,.,,....~::..._-:':"11 ______ ..,..::::-·...-_·· ---r/-' -!. one selector .. was 
overioo remain¢ .. tasked until ... The query!~·esu1ts were dcletaj on 

(U) Targeting lanii no reporting was issued. // . -~ .(b)(

3

)-P .L. 

86

-

36 
(TS/itSff/~ff) While scanning collection onl I' a SIGINT an~~yst.fotfrid \..._\ 

indications that a target, who was believed to be a valid foreign tw;:ge~ .. resided in the United \ .. , ........ 
States. The analyst detasked the related selectors that_.$.ame··day.and no reports were issued. 
However, related collection was not deiete<,i .. fr-0nfthe .. SIG INT database until 
because the analyst did not und~.rs.tand· ni~t in addition tom .L.----,..-T"'T""""!'"""-~-' 
the database, 

,..,,,... lln TI /'I\. 17:''" 
, .... - "' .... ..I I 

········ 

(U) Database Queries 

(b}.(1).. 
. \ .L. 86-36 

18 USC 798 
)Q USC 3024(i) 

~~~14+-P+~~~H~~.,. On0o~~~~:?~~~:.~g?.l.Y:@i :m~stniefo(fpoo:r:<lif~~~~:~::q~~~;j';~"'t~~~~~-P .L. 
8
6-36 

ofthose occa!:i10ns, the quenes returned results from the 

Derived From: NSNCSSM 1-52 
Dated: 20070J08 
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database. The returned results from the overly broad or incomplete queries were deleted, and no 
reports were issued. Procedural errors contributed to Q Hhe·vioiation::L ............... :::::·::,,,::::::::::::::::::::::::::::.:::~~:~:'~13)( 1) 

........ :·::::::::::::::...... .. .... ,.. .. ,.... (b)(3)-P.L. 86-36 
.... ·······""'"·' ... . · .· 

,;..::....;_.:....:......:....:..:...;~___:;;,..,,;,..:..L... ____ ""T"'.~,...-...J':;;a;frNS:(~nalyst per.fotIPcif<{ 
query on ............... '"The error occurred beq1use tbe··anaiyst 
did not research efoie submitting the query. No ~~sol~ v,f..ef~ r~furned 
from the query. . ........ · · ,....,.......- · 

• (TS//8J://REL TO USA, FVEY) I hvi~ile pe.r.fo,.ing .. ah audit of an 
(b)(:r):::::::· ........................... .... _NSA coilection database, a SIGINT analyst discovered a 9.u6ry on a)J.S. mobile 
(b)(3~~:fQ::·: 86.~~6 . tdephone .. selec.tor. .. The analyst who submitted the qu~r~{had rece..ived the selector from a 
(b)(3)-50 .. ~~Q· .. ~024-(q ......................................... ...... .. ...... J.The analyst .did not erf01m research 

·.......... .............. on the number, because he did not believe that p:·::L"ii:wnbers.:i,.::::::;;;:::::;;;;;;;;.;;~~=---=--r-.....,.i 
_· ................ :~as implemented I lro prevent tt.~·«iisp1ay or u.s:n=umber 

(TSi'/Sf,',qlEL TO USA, FVEY)r I ·~ NSA analyst discovered that a 
tasked selector tl1at was beJiev~ to be an alternate selector of a valid forei intelli ence 
target belonged to a U.S. ers.on. ... 

........................... L---------------------------,1-----' (iJ)('W::. ............ ... ................. Upon 

(b)(3)-P.L. 86-36 receiving verifi?ation, the analyst canceled all quelies using the selector and ct..~~.f?.~t;!(.l~}f1 ) (b)(3)-18 USC 798 . query results. 1 he selector .~~ .. 4.~~kedj I ......................... (b).(
3
)-P.L. 86-36 

(b)(3)-50 USC 3024(1) . .......... ........................................ . ................ ·· (b)(~)-18 USC 798 

......................................... ..... '(TSi9Sfh'NF) In response to a customer's request, .<:1 .. SIGINT a..tJ.alyst performed a search · 
'(6)('.j:r:_ ........................................ on·I lusing an e-mail se~.(;;.Gtor ·ofitarget who might be located in the 
(b)(3)-P':L.,.,~~-~36 United States. While revie~~gthe«'.}uery results, the analyst noticed I I 

... , ..... ,.,,,,_J l .. l'he analyst realized that he had misunderstood the request from 
''ffii. .. su.stomer, and that there was reason to believe that the target m jpht pe in the United 
States:" I... ... huts were returned 
from the qli'ef.y::~f..the raw SIGINT database. 'The queries a..11d results were deleted and no 

infonnation wa.S. diss~n:i.inated. .. .............................. ·:::::::::::::::::"::"""'" (b )(3)-P. L. 86-36 
-----= ......... ...,............................................ .. ... ······················· 

• ~'+AA*"'~~~~~,......;t;~;;¥.~t......................................... ~.NSAahaly~t perfom1ed a query 

'(5){1) .. ·· ........... ,....... . . ·... t6'retneve s~atistical information about his 
(b)(3)-P.L. 86-36 ....... The quenes return&i·O results. fhe analyst was counseled by 
(b)(3)-50 USC 3024(i)an Intelligence Oversight representative. 

11 (T£//8J//REL TO USA, FYEY) A selector remained tasked during a target's visit to the 
United States ..... On t submitte.d. a 

.. ....... .. ~'(6)(1) 

~~~i:~ (_--~~-:~ - -penoa from the .s;une day the query was submitt<-<l, the a.-ial yst remembe!':rutt ~~~gi:; a\J~~37~1 
the target had been in th~ .. "United.'States·inl land deleted the query results. 
No reports were issued. 

TOP 8ECRET/fCOMFNT//~tOFORN 
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• ('f S//SJJffl::EL TO USA, FV&~ Ian analyst failed to notice a 
U.S. selector among a list of foreign selectors before submitting a query. I 

I I the analystr.eaj.~~<:Xi that the query contained a U.S. selector, arid the .... __ -qu_e_ry_ r_es_u.,,..lt-s----! 
were deleted. No reports .. weie iss\1ed:· ... ········ ...... . 

• (T£,i,i£if!R6LTO USA; f'/£¥) On I Lan NSA arialysfsubm1tte<l .. a ... :::: .. :{b)~1 >_p L 86-36 
query associated with a target that was in the United States durin a 001tion of tjie'"_..· (b)(3) · · 

ueried time eriod. The uerv covered t . .· furnngn 

L-----.,....,.......,,.....--~----:----::---:--:T------------,·· s af~sult of 
tne typographical error, the query included hen the 
target was known to have been in the United States. the analyst 
realized his mista_"lce and deleted the results. No reports were issued. 

,. ( .f ~:h'Sf//HF~ Ian analyst ·discovered thafori l ................ · .... .. .. .. . ... J(b}~ 1) 

branch analysts attempting to respond to a customer request for information ha,d-··::::::::/ (b);(3)-P .L. 86-36 

improperly targeted the foreign telephone number of a U.S. person. Ma:riag~.ID"e~t / 
instructed analysts to obtain target details before responding to futµr-e ·custoiner requests. f 
Targeting of the U.S. person's telephone number was subseq\lent(y approved by court · 
order. 

• (TS//StJ,quzLTO USA; PIE\) Ian NSA analyst I ......... ::: .. ::: .. :: r .:::(b')"(1) 
I ll:refore submitting a query. By doing so the(b)(3)-P.L. 86-36 

• 

· - ' " . '6)-50 USC 30240 analyst created an overly broag.query that inadvertently includedl i 1 

I hhe analyst recogniz.ed tlte mistake and deleted query results; 
no reports were issued. The analys! was counseled not to submit questionable querie.s 

....... 
······· 

. ' .......... . due to human error, an NSA ~~ly~t 
pcrformed .. a.query ti.s.ing the~-------.._,ofNSAp¢tsonil.e[ :''f'he ·~rror (b)(3)-P .L. 86-36 

occurre<f because the analyst put the · n the"\vrong field in the database. ········· ...... .. N d t 11 d 
·~&y(1;,";.; 1,nti•;;""1111 ....... ..... .... o a a was co ecte . 

(b~,<3j;F(t:::::~~~'3_6' ... · .... '" while doing research related to a 

foreign target, an analysi:sub;rttitt . . ueries con.tainin a selector associated with a 

• 

U.S. entity; Th~. analyst was ~struct fo ·delete thellaueries, 
which were found during a routine audit, and to no longer submit queries o~s.selector. 
The an~lyst deleted. the qiiery( ,. I upon return from holiday leave. No 
collection or reportmgresulted rrom the query. 

ff8/f3t//REL TO USA, ri~;·EY}r I an NSA analyst submitted a 
query without including the·selktor of a valid foreign mtelligence target and using only 
the dates of activity betweei~ l The error occurred because the 
analyst was unfamiliar with a new database interface and incorrectly filled out the query 
form. The analyst did not view any of theC-,results before deleting them on 
I I 

TOP SECfIBTHCOMINT//t~OFOR~l 
3 



DOCID: 4165269 

(U) Detasking Delays 

TOP gf,GRET/fCOMJ:~ffh'HOfOJtlq 

... ······(b)'(-1) ..... 
.. ....-· (b)(3)-PL ·8f?.:36 

.. / (b)(3)-50 USC 3024.(i) 
..... ·· ·····-- ......... . 

---~~~~---~---. 

an NSA analyst discovered thatthe. 

...... ·················::::::µp9ndis.cov.ery-that··the·sel'ecnr 

~~r~1~~;~;_0::~6~:·· : · : : : ::: ::::: : :::·::::::::::::::·················· 
· ..... {TS.//Slii1tEI)T.O::YSA~TYEY}I Ian NSA analyst discovered that a 

········ 

..... (b) 1) 
(3)-P.L. 86-36 

(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

telef;ho:rie __ rmmber tasked-~ .. .... · ·· .. .. . J was a U.S. number incorrectly identified as a 
foreign number ... The error was not identifie(f"until b uring a routine check of 
tasked telephone .. ii'umkers. Intercept was deleted and the selector was detasked. Team members 
were reminded to research-.aJI new selectors before tasking. 

···. ···. 

(TSffSih'fU') NSA analysts lea..rned ·o, that they had inadvertently targeted a 
---~~~~L-~~~~~----1-, 

U .S. person beyond the .- consensual collection agreement 
expiration date. electors was detasked o:t;i when the U.S. erson 
si~ed a new consensual colleetion agreement autho~ing collection 9fL..-______ ..____, 

previously approved selectors. \The remaining[=:J~dectors wei.:~·deiasked .. on·L. ____ ____. 
c=J.q,~er analysts learned thattequired pap.er.o/O"rk had n,9t.heen .ei.:qcessed and the NSA 
Directorhad .. not a roved the request. N9-- 9.0Hectio1} .. .W..:a::·s....:o:..;;;9;;.::;tai;;;;;. ·;;;;;n .;;..oo;;;..;;;;fr;.;;;o;;;.;.m.;;.i" i......,.. _____ __, 

l....,.--~~---.a.:~::; .. ::;: .. d:..:n.:.:o::..:t:.:·e:.t:p.:::.ort.:..:",~$..:.W:..:e:::.re;::; .. ;.i:::· - ~~ro~ .. :d:.::u::.:ce:.::::::.d· ··:..· .... ~-0..:::.'.11.:;.,1.- -----.-::-----:-' consensual collection 
of elec.t9rs .. ............... for the .p.erio_d_o_f! .. __ ~,.... 

,......__....,.... ______ ....1 ____ .. :~~~::~~~::~~~i<Pbi;p),:_,ri .. 
1
._,,_,) .. ":_;:_;~.' ... :.;§t,1=~t.~<?~::·g;Qm:: ... .... . ....... ......... ......... . u11ti1 L.1 ____ ..... ............................................. \. 

L------1 (b)(3)-.p·:L .. 86.-36 . 

(TS//Sfh'RELTO USA, FVEY) On\f ... ... ·· ............. J NsA analysts failed to detask a selector 
belonging to a foreign intelligence target when .. 'th~target .was·I Jthe 
United States on I I. TI1e error oceuq.ed because the analysts did not understand 
the need to detask the target's selectors as soon as the target entered the United States. The 
target' s telephone and e-mail selectors remained tasked until'! I when they were 
detasked. No data was collected. 

(TGffSll/REL TO UGA, FVEY) Disseminat ion of U.S. Identities 
The NSA Enterprise issued I I SIG INT product reports during this quarter. In those reports, 
SIGlNT analysts disseminated communications to, from, or about U.S. persons or entities on 
C:J9_ccasions while pur~uing foreign intemgence taskint this quarter. A t?t_aj ... of.0 SIGINT 
products-..~ere cancelled as NSA .. I _" nalysts Ie.cg:ned .. bf the U.S. persons, 
organizatio:qs, or entities named in products without authoriz~tiorc .. AH data in the canceled 
reports was deleted as requir~d and the reports wer~ .. notreis~ued or were reissued with proper 
minimization. "· · .. .. ................. . 

········ ····•··· 
······· 

······· ········ 

········ 
·.;.; .... 

(b)(1) 
(b)(3)-P.L. 86-36 

TOP SECR:ET/fCOM~lT/~JOfO~t 
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(U) The Foreign Intelligence Surveillance Act (FISA) 

(U) Targeting 

(SN8t//REL TO USA, FVEYj l du.ringareview.o.facti:ve. custom~r. ..................... .. 
requests, an analyst discovered that a FISC order did not include a I lforeigfl' ................ (b)(1) 

telephone numbers. Analyst5 had used the foreign telephone numbers as selectors during (b)(3)-P.L. 86 

searches ofNSA data without first requesting additional information to determine U.S. person 
status. No reporting resulted from this search. Management instructed anaiysts to verify 
citizenshlp with customers before conducting any future searches. 

-~~~:gi;;'.'~'.";~~:~:~~~~~9~~~~~A~:~~~:L.~-:-.. -se-:-le-.c-to_r_s-·u-sed- .:-: .. b:-.-=. :::::::l~N_S_A_an_a_l~ys_t __ s _re_al __ iz..,..e __ d_t ..... h ..... at..,..th ..... e.........._,' 

'\\\~~>t;:eries. 1 one o 

(U» .. bet~sking Delays 

foreign targe 

.. ·· .. ·· 
.... 

··········· 

(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

.. ·· .. ·· .... · 
.····· ..... · 

.. ···· 

L-------------------.---~ .. When- revealed 
theanal- · :s:t"1nfofu1 d .. a·""oneague that 

,:;(1) 
I (b)(3)-P.L. 86-36 

// 

the selector ne · ea o e e · .. .... Each anal t 

believed that the other would detask the selector. It was'-~9{d;i$.&;v9,~ed ·unti' 
L-____________ __,T11e. .. ~eleetor ':<V.-~::~~askCa"ihe same dLay_" _____ ........, 
No collection occurred. .. ............. >.. f;;i;:1;::=:::.. .. .. 

"'<b)(1) 

ffSf/Sl//~lF}.Business Records (BR) Order ~~~~;~~~a\J~~37698 
(b)(3)-50 USC 3024(i) 

(U) Nothing to report. 
:: 

(T~//~l//~lF) Pen Register!Trap and Trace (PRITT) Order ! 
(T~//£1//~W) In Court Order PRJ0-·c=J and previous orders, the FISC authorized ti/¢ 
installation and use of pen registers and trap and trace devices as described in the gofdrrunent' s 
application to collect sp~eific information likel ·to identif the sources or destinati94s of 
specified electroni9 .c6rnmunication · · ffice 

of General Couns.el learned.th:afL--------~-------"""I".'" __ __. 
A .... ~10-rsp~cfocally authorized by the Order. 'NSA 

/ mfo.r-med:Jhe:Uepartment of Justice's National Security Division t at, m consultation with the 
./' ....... ~$A::D1re~tor, it had instructed NSA analysts to cease querying the PR/TT metadata until the 

t~):~:~:; ....... . 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) TOP SECRET//CO:Mfl>H'/fNOFORN 
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matter was resolved and with the court's·express approval to resume receipt of specified 
communications and to resume its previo1:1s __ ?per~tional practices. The orderexpii:eoe:::::J-···::::: :::"{bj'(3)-P.L. 86-36 
I I Data·in .. NSA"s .. p(>"ssession was quarantined and collection ceased. 

(U) The Protect America Act {PAA) 

(U) Nothing to report. 

(U) The FISA Amendment Act (FAA} 

(U) Section 702 

(U) Unauthorized Targeting 

(£//gI/.'RJ;!;L TO U~A. ~V~Y) 0rJ bepa:r.!'lte occasions o1 J-~SA 
analysts tasked selectors belonging to foreign intelligence targets before the selectors wert'. 
approved for tasking. In each instance, NSA analysts submitted the selectors for tasking and 
approved the routing of collection to other Intelligence Community custor.ners before the " 
selectors were approved for tasking. The selectors did not meet FAA r: uirements_ for tasking 
and were not approved. All selectors were detasked onl I Ir1Di~~~~, !l:? 
data was collected, and data collected in thq nstance was purged o~ .. N§.A~:~::Ptj!ltjpa.I:~~~-,"a"··(b)(1 ) traffic repositories I _ ........................................................... --···.. (b)(

3
)-P.L. 

86 

,l..:..:::.:.:..::::.::.::..:.:.:==.~~.:;;;.:..;~...:..:::;:..;::;..'-4.... __ ...,.,..._._.;..;.,;.;_~ NSA discovered that a selector .... I ___ ..... 
. . ............................ had been tasked under PAA authority since .... · 

J...------~~~~..-.;.;.-----:--:-""""."""" 
The selector was detasked and the analyst was informed that.taskipg 9; I 

jwas not allowed under F ~-;::.~e..c~1u§.'ejtwas not possible to confiriri"iliat I < ........ · I 
..,_ __ ...___...,!were neithef U.S . . persons nor were located outside the United States. (b (3)-P.L. 86-36 

(b)(3)-50 USC 3024(i) 

(TS/i'Sl/fnFl I an·NSA analyst neglected to detask.the. e-::mail.$.~l~~t.9r ...... . :;;,. .. ,., .. 
belonging to a foreign intelli ence tar et who traveled to the. Y..niJ~ . .States-0nf ............. ::::::::::::::::::::::::::::::.;::::::::: I::::::=" (b)(1) 

the·Un1tooSfafos, the analyst-detaskedl ,...... (b)(3)-P.L. 86 
'----------------'-......;...--i....._ · e"analyst did not review·c6llection from 

e e-ma1 . se ector urmg the time the target was in the United States;·"· 

(S/J£l//.RBL TO USA, FYEY)I I while reviewingL.I _______ __, 
data, an NSA analyst discovered that a tasked e-mail selector was associated with a U.S. p~rson. 
After realizing the selector belonged to a U.S. person, the analyst detasked the selector _~nd 
deleted the traffic I I .. .. (b)(1) 

{U} Tasked Under Wrong FAA Certification (b)(1) 
(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

~.f.1$,u,q;~rig.-l~~' F¥:et~ NSA analysts discovered that a selector 
had been incorcectly tasked unde~.J e Certification instead of the 
I .. . -- l ~~J.tificatfon. The selector was detaskedl I 

······ 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

TOP SECRETHCOMfi'ff//1~0FORJq 
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(S//8Ji/REL 'FO USA, FYEY) I . ...I NSA analysts discovered. ~1).<:lt . irLJ 
instances, selectors associated with valid foreign_targets had been incorreetlylaskoo under the 
I leertiiication..instead ?~_t:h_eJ .............. ····· J~ertification. The 
selectors were detasked l .I ... :· ... .. .. · .. · ................ ."":· ... 

.. ···:.::-""{b)(1) ~~~g~-P.L. 86-36 
(U) Tasking Error .. ....--_:...·· (b)(3H;,..L 86-36 (b)(

3
)-SO usc 3024(i) 

..... ..... ··:!::::: .. 

(TS//SlHREL TO USA, F\~_PY)l -...... . "':\iS.:~Q_INT analysts learned that tar ettn 
continued OP .. f9reign.targe.Cs.. sel~~tQrn .. 4:ti.r.:i.1.lg .~~~ --~1~~-.tp.e selecto1 . 

... The·targethad··beefi::as&ijii~gJ()j~ ii.ew::analyst ............. ·····:::::::;::;;; ... ) 
L---------:'!.:·::.. 'f attime;:lhe'targefandl fs~lect~~~ .. v/ct~:'to .. be det~ked; ·J:n5we\i:~r·: / ~~~g~-P.L. 86 
when thepevr analyst tri.ed to retask the selectors, he discover~.-~hatthel ··.......... I 

[ l·Collection fro:rrtl I-was not ~~viewed, anal I 
1 lfue United States fromJ ~lere missed. The data collect¥d 

on the selector was purged from NSA's principal raw traffic repositoiies I j'No 
reports were issued from the data. 

(U} Dissemination 

CT" ' /C<T/fll. Yr':l, 0 .----., . 
\l:~h on1nr; IlL__J._~ccas10ns. 

traffic on targets taskech .. under i:<:/ 
not authorized to view ulµr1.ini$ize IGINT. In.Jh · instances, e-mail _selectors 
associated with U.S. entittys o/: persons wer'!.Jefhmminimized in SIGINT repo].:t.fug. All reports 
were either revised or reiss-~e,d wi!lJ.prop·er .. i:ninimization. ,. . ....-

...-kf:i).(:1:) °(b )( 1) 
(U) Section 704 _....-·) (b).{a}.'P:L .. 8f3..~36 (b)(3)-P.L. 86-36 

(U) U.S. Person St?tG~·· / -..:<~<'.<:::-... .... .... ..... .... .... .... (b)(3)-SO USC 3024(i) 

(TSUS!1ll>' f)I ./ 
1 

\[~~ldw aoalyst~i~~Only ii!~luded date ranges not 
covered by.·a court or<\,er when chairung "tile s~l~tors of a target authorized .. :under FAA. 704. The 
analyst .. queried the d?iabase for informati61f dat~d·I .... .... . .. I 
11··6ut was only ~uthorized to query frorri·I ........ I and from·I I 
C J' The analyst realized the mistake .. ~~at same day while discussing query 
results with a senior analyst. Query results were delet~ I No reports were 
issued. 

~~Q.++.~ .. ~. an NSA analyst noted ti:f:ltl I 
pad tasked a selector belonging to a U.S. persoti: (NSA learned that the target was a 

-C-1 .S-.-.er-~son. and obtained appr9vafunder FAA 704 to target the individual on 
... tasking ~soeiated with this selector was r~J!!.Qv.ed-~ I 

.1<J INSA could i enti · no repo~~..refated t?.Jhel .... . ......... ltas~~g:~::::Fromj I 
.1<:<<1 . J NSA analy~~~ -iden~-~-~4::add:~ti?,r.i:~Uasked .. select6rs associated with the initial 

/:{{:::/ target_ selecto\ . ~-~~~ -§.~b~~~:~~~:;wet~::~~~~~:~SI. .. froml I and no reports 
t~~ii{''.::::~'.:.:: ...... ,, ... .,,,,~~:;;~::~:~:~P:~~~:::\~.z:-:;::::~;:;~<'~,~--.... ·.::·:: ......................... . 
'(b)(1) (b)(1 ) 
(b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36 

(b)(3)-50 USC 3024(i) 

TOP SECRE'f//COMfN'f7't'I~OPORN 
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(£,UgI,4'ReL TO U8A:, FY&ISi ..I a SIGINT analyst discovered a selector 
identified as belonging to a U.S. person but belieyed to be foreign when tasking first occurred. 
The problem occun-ed because detasking was n.oi complet.¢ 1 I as requested. On 
I l thes~l~ct?~ .~1as detasked._...._........- ............. 

········ ..-· .... ···· 
.. >'t~>01 

..... (b)(3);p:;~ •.. §6-36 

(U) Section 705b 

(U) Unauthorized Targeting / -.... ........ ·<:::::::::::::::··· .. . 

(TS//SV1Hf')j Vin response t6 .. 3: r~~i~~(fr~~ -senior .. ~anagers, an NSA 
analyst queried a raw SIGINT database using U.S. person-assodated selectors.not authorized ...... . 
under FAA. The analvst conducted the search beca:usel ··.. .. ··· ··.. ····.. l(b)(3)-P.L. 86-36 

l ·-TheanaivsfalSoh~ii~~·~ ·th~t ili~1 ·..... ·...... ·····... I .·· ....... ··... ······r ..... .... 
"trhe analyst was 

.... I 

whenever a U.S. person is involved. The query produced no results and no reports were issued . 

.. ./(b)(1) 
{U) Database Queries .// (b)(3)-P.L. 86-36 

./ / (b)(3)-50 USC 3024(i) 
(S//Sb~'REL TO USA, F'IEY] Ian analyst who did not have_ .. pr9per \ 
authority queried a raw SIGINT database with a selector associated with a U.S. p~rson. At the 
same time, the analyst queried the database using a FlSC-approved selector (authorized under 
FAA Section 705b )I · ./ · I 
I r The/analyst del~ted 
query results and was cot1nseled on targeting U.S. persons without proper authc~rity and on \. 
database restrictions. AU t,.._mails and copies of the e-mails were deleted or de~froyed by \ 
I , ........ ···°<b)(1 > / '· 

(b){3)-P.L. 86-36 / \ 

(8//St//RELTO USA, rvE ... 111 I a SIGINT analyst queried a raw SIGH~T 
database with a selector belonging to a U.S. person whom the analyst had Jhistakenly identifieq 
as being foreign. The analyst, research.in a selector associated with a ta .· · 
FAA 705b, transposed two numbers 

L--------------------------, the analyst queried the 
raw SIG INT database using the selector, because he assumed that the selector did not belong to a 
U.S. person. When viewing query results the same day, the analyst recognized the mistake and 
delek,d the results. No reports were issued. 

{U) Other 

(U) Unauthorized Access 
........ 

........... ··········' °(b)(1) 
.... (b)(3)-P.L. 86-36 

(gsl/R:BL TO UeA, FVEY~ ht\va~ .. discovered that two NSA analysts 
without proper approval had been repo1iing on FAA-authorized data. Al.though the analysts had 
planned to obtain the proper clearance, one had been reporting on FAA and PA.A.. material for 
almost three months, the other for ten days. 'Ibe analysts ceased FAA-related activities and 
received appropriate training and the required approval the following day. Management 

'fO'.r 8EC:KE'f/iCOMtH'fm~o:r·o:ttM 
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reminded personnel of their responsibilities under the FAA, established procedures for 
exchanging FAA material between approved personnel using properly labeled e-mail, and 
restricted FAA data 

. ......... ......... ......... ......... ......... ......... ......... . ........ :::::::T6)'(3)-P L 86:35 
(U//FOUO)I l·arrNSA"dafabase .. account manager detennin~1. .!hatan-:::::::::: .... / .· · 
individual was mistakenly given access to a database without having th.~ .. propei approval, and 
promptly removed the individual's access. No disseminati9}.1s-0cchrred during.th{period of 
unauthorized access. ··· ·· ··· .. 

(U//FOU011 h1ff'Ns·A··~atabase account 9ar1ag~;· detennined that an analyst 
was mistakenly given access to a database without havi_r.1gthe proper approval. The account 
manager provided access based on a verbal confaJnation that the analyst had authorized access. 
The analyst had unauthorized access for on~ _m6nth and the access was removed Ll-iat day. No 
dissemination occurred during the petj_od··6funauthorized access . 

.. ··' 

(S//.RBL TO USt\ F\>'frT>, .. f.~obfems with access control pro~ures w~~: ?.~~c'?.Y~~,,,~,~~~~~1,?:,,,~,,,,. .... 
I _tev1ew of an NSA databas~: ..... 1.~D:i.ns.tam~es:;::1n~1v1dwds7.,.a~~$.~"S..... (b)(1 > _ 

86
_
36 exceeded their authorizations. I lmdividlialS were. .. mx~n:accesS''tal ... ....-h fata when (b)(3) P .L 

their cun-ent mission was not approve:<_l_.t.9.r..it..- l·········· j:indiVi<fuals were g:rywtea-·access to the 
database without COJ.I.!pletingtheriecessary training. An individ.µal··wntinued to have access to 
I l datif°dur!~g the time that his access tol ld-ata had been terminated; this 
occun-ed when he left one site and new accesses were pending at the new site. Another 
individual was granted access to FISA data at a site that was not approved for access. All 
accounts have been updated to grant access to authorized data only or terminate access as 
appropriate. 

(U//f'OUO'I Ian NSA supervisor was found to have had unauthorized 
access tq..·il database tor four months without having a current USS ID SPOO 18 briefing. Part of 
the st9-ridard operating J rocedures is to check for a valid US SID SPOO 18 briefing before granting 
ac~¢s.J _ an analyst with administrative privileges created an account for his 
~µp~r\lisor without submitting the required fo1mal req:q~t.- 1 l the NSA 

/ §µpervisor completed the required USS ID ~P..0018lraining. 

,-'.'.''.>~///FOU9)j I~ ~~A analyst training for deployment was inadvertently 
/·>···· giyen·unau.tlionzed database access. Upon notification, the analyst's access was terminated. 

_..(/ ........... ·::J.eanrtfiembers were counseled on the importance of verifying access for those who are in .:::~:::'.':·:·:::::··::::: :....... training and need database sponsorship 
.(Bn3):::P::4::::86.:.~? ... 

......... ~:::::::::::Q:!/if:QY.OJ a random check on personnel listed as database auditors 
rev·ea!edThat ersonnel were no longer at the Agency. Database administrators were notified 
to remo~~"tne· personnel listed as auditors for their respective databases. The action forced 
those being audited to identify new auditors or lose their respective database accesses. 

(8//REL TO USA, FYEY) An NSA analyst failed to terminate access t: his database accr unt 
prior to his deploymen~ _ _.. ..-_ the 
analyst accessed the account; he was returning to the same team following the depl9yfnent and 
did not realize that his access should have been terminated. ./ 

TOP £ECRETf/COMilqT/J'MO:FOftM 
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(01,q-:ouoi lmrN sA-aepfo'Yer .. was ... submitte<l.'to.6e .. ~~~·~·r;~~~~~~Hi~~::: .. :::·::::.'::::£6Y<3>-P · L. 86-36 

databa<;;e access du.ring his deployment. The NSA depfoyer was missing informati9n·rtecesshi·y 
to be properly re-sponsored and was told how to fix the problem. The depl9yertailed .. t:o"take 
action immediately and the deployer's new organization was unable. .to·re:::sponsorhim. 
Believing he was using his new organization's accounts, the .. deployer accessy.d ·fus old accounts 
during this time. The deployer's access was correc~~ ........ . · 1-a"rid he was provided 
the correct sponsorship. .. ........ · 

····· ····· 

(U//FOUO)j lanN~A deployer used a previous sponsor's authorized 
access to databases. The deployer failed to check out with the sponsor prior to deployment and 
as a result, databases were not reassigned to the proper sponsor. The deployei· was counseled on 
I b pon .. returniu.g .. from..k~s~~- ....... . ............................. 

. ........................ .. 

(U I fFOUO) ...... :.:::·:.:::::.:::: .. ;;:;:::::;::;::·::~:~::'.'.'.;,;'.'.'iiii!(B) (3 )-P. L. 86-36 

I ~d~p oye w~t .. out non ng .e senior database .. spofs°.~::9-D~eneedtofj·a~.~fer ............. 
sponsorship for spec1fied d~t.<J,bas.es. I the mc1dent w~ .. d1soovered when 
thej ~eployerrequested specific access. I l·ilie .. individual was re-
sponsored. 

(~)(1) 

(U) Computer Network Exploitation (CNE) (~(3)-P .L. 86-36 
(bJ{.3)-18 USC 798 . 

---------------------------~':"":h'~~·'~)-50 USC 3024(i) 
/"'T"r-, 11£1 y . h 't, .... , . ";l1 
' .... ....,., .._, .AJ ~"'\A JI 

L_ _________________________ __, .... ', 

(U) Dissemination 

(T~;WSl/i'R:EL} I k~ SIGlNT analyst forwarded an e-mail containing a U.S. 
identity without considering USSIQ SP0018 implications. The e-mail was recalled, and the 
customer was asked to destroy any Cb.pies of the information . .. 

(U) Counterintelligence Activitie~· ............. . 
.. 
...... .. 

(U) Nothing to report. "·\ 

......... \ (b)(3)-P.L. 86-36 

TOf SECRETh'COM&ff/,~~'OFORH 
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(U) Intelligence-related Activities 

cS//Sn'~ff) To reduce the risk of unauthorized telephony collection and prevent violations. NSA 
instituted a process that gives analysts greater and faster insi t into a tar et's location:·· 

"'6 :·1 ;:;::.:.:· ,. . . . ~the ·instanoos:when .. collectiQ~:::?::SSwted, it ~b~:h~::.P·~ ·c::35::3!;?~;~·-P..1:1:~~~ rrom NSA's pnnc1pal raw trafiic repos1tones when r~~-1.~~9. : .............. ········ (b)(1) . 
86

_
36 (b)(3h?O}.JSC 3024{i ... SC 3024(i) 

''<:,<· ... -----,.,, .......... ~~;;;;.~~l':11"'"""'1":::-:::~~~;-:::::~-------------1 
L---.,.----""':'""".:-----:"~"".""".""--:--:---:-----=:--- this quarter. When coUection did 
occur, it was purged from NSA's principal raw traffic repositories when required. 

(U//FOUO) Although not violations ofE.O. 12333 and related directives, NSA/CSS reports three 
instances in which database access was not terminated when access was no longer required. 
Once identified, the accesses were terminated. In addition, there was one instance of account 
sharing. 

2. (U) NSA Office of the Inspector General Intelligence Oversight Inspections, 
Investigations, and Special Studies 

(U//FOUO)-During this quarter, the OIG reviewed various intelligence activities of the 
NSA/CSS to determine whether they had been conducted in accordance with statutes, Executive 
Orders, Attorney General procedures, and Department of Defense and intemal dlrectives. With 
few exceptions, the problems uncovered were routine and showed that operating elements 
understand the restrictions on NSA/CSS activities. 

(U//FOUO) Queries not Reviewed 

-(rOUC) Due to a lack of trained personnel at a SIGil~T site, it was discovered that L-1 _"""" 
individuals were not reviewing audits trails of raw SJGINT queries using an auditing tool.LJ:::] 
I' · J hat 
account was subsequently suspended. NSA was not able to determine the volume of qu¢Pes not 
reviewed during the period of <f.he site is arranging a<J:¢fitional 
training for all audit trail reviewers at the site. ........... . .. ' 

·· ...... 
(U//FOUO) Misuse of the U.S. SIGINT System (USSS} 

(U) Nothing to report. 
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(u) C . I IOB d DNI N ·1· . . .. · (b)(1) ongress1ona, · , an ot1 1.~~bons (b)(3)-P.L. 86-36 
.····· 

(TSNSb'Rff)l I NSA notified the Congressional Oversight Commjttees of a 
possible violation of the FISC PR/IT Order referenced on page 5. A copy of the notification is 
enclosed. 

(U/faFOUOJ"I lNSA.ng:t_if.ied the Congressional Oversight Committees of a 
potential breach of travel-related documents containing prot~c_ted personal info1mation. ln 
I I travel-related doq.unent~ ~n.ta~ing protected personal infoII).lation were placed 
in a public Microsoft Outlook folder accessible to ariy Cleared NSApersonwithTS/SCL ::: ": ;,, .. ,, ... 
clearance and an NSA Outlook e-mail account. Tu.~ qocuments contrunecll·· ........ INSA"and ........ '(b)(3)-P.L. 86-36 

I I Request and1"iave1 Authorization (RTA) reports and travel-related 
drrect deposit forms. Tne documents have been removed and are no longer publicly accessible. 
A copy of the notification is enclosed. 

3. (U) Substantive changes to the NSAICSS Intelligence Oversight Program 

(U) Nothing to report. 

4. (U) Changes to NSA/CSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence-related activities and the reason 
for the changes 

(U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1-R, 
Procedure 15) Inquiries or matters related to Intelligence Oversight Programs 

(U) Nothing to report. 
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