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UNCLASSIFIED 

(U) OFFICE OF THE INSPECTOR GENERAL 

(U) Chartered by the NSA Director and by statute, the Office of the Inspector 
General conducts audits, investigations, inspections, and special studies. Its 
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, 
provide intelligence oversight, protect against fraud, waste, and mismanagement of 
resources by the Agency and its affiliates, arid ensure that NSA activities comply 
with the law. The OlG also serves as an ombudsman, assisting NSA/CSS 
employees, civilian and military. 

(U) AUDITS 

(U) The audit function provides independent assessments of programs and 
organizations. Performance audits evaluate the effectiveness and efficiency of 
entities and programs and their internal controls. Financial audits determine the 
accuracy of the Agency' s financial statements. All audits are conducted in 
accordance with standards established by the Comptroller General of the United 
States. 

(U) INVESTIGATIONS 

(U) The OIG administers a system for receiving complaints (including anonymous 
tips} about fraud, waste, and mismanagement. Investigations may be undertaken in 
response to those complaints, at the request of management, as the result of 
irregularities that surface during inspections and audits, or at the initiative of the 
Inspector General. 

(U) INTELLIGENCE OVERSIGHT 

(U) Intelligence oversight is designed to insure that Agency intelligence functions 
comply with federal law, executive orders, and DoD and NSA policies. The IO 
mission is grounded in Executive Order 12333, which establishes broad principles 
under which IC components must accomplish their missions. 

(U) FIELD INSPECTIONS 

(U) Inspections are organizational reviews that assess the effectiveness and 
efficiency of Agency components. The Field Inspections Division also partners 
with Inspectors General of the Service Cryptologic Elements and other IC entities 
to jointly inspect consolidated cryptologic facilities. 

UNCLASSIFIED 
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I. (U) SUMMARY 

I (b ) (3) - P . L . 86-36 

(UiiP'CIU6) ·1be NSA Office of Inspector General (OIG) OP.~ne.dan inv¢stigation 
regarding an alle ation tha an NSA.c.ivi-liarr eni ~oyee assign~t:fto Analysis and 
Production, had misuseci his Government --==~"""""-...,.--,,,--~-....,.,--....,.. _______ . . 
travel credit car (GTCC). peel 1ca y, 1t was a lege that ___ ,_ .sea his GTCC for personal 
purchases and cash advances not related_ to any approved ~9lr'e~~nt purpose. 

' . . 
(U//FOU~ The OIG investigatio'n included an° interv

0

i~w with! I contact with his 
supervisor, representatives from I '. . ·' I and Emplo:Y,ee Relations (ER); 
analysis of his GTCC statements for the period May-2011 to Jtily 2012; anp review of his 
training profile. Analysis ofl iGTCC'~tatements for the period in :question revealed an 
unpaid balance of $2749.30 in May '2012. I bcknowledged that he used his GTCC for 
personal expenses during the time in q~stion due,to experiencing personat financial difficulty. 
In May 2012, the account was canc~led an'dl ~ntered ~nto a volunttµ"Y reduced payment 
plan with CitiBank. A voluntary reouced payiR!!nf plan is an agreement beiween CitiBank and 
the cardholder that morthly 2yments, less than 'tqe' a~count balance, will be made until the 
balance is paid in full. informs cardholders· of tpis option in their standard e-mail 
messages regarding past due accounts. Participation fn.~iti8ank's voluntary reduced payment 
plan is a way to avoid placement in the Agency's involun~ salary offsei plan. I I 
satisfied the debt and paid his account, in full, in July 2012. 

(b ) (3) - P . L . 86- 36 
(b) ( 6) 

(U,/POUS, The preponderance of the evidence supports the conclusion thatl I 
misused his GTCC by using it to make purchases and cash advances that were not related to 
Government travel. Additionally, he repeatedly failed to pay his GTCC balance in a timely 
manner. His actions were in violation of 5 CFR § 2635.101 (b), Basic Obligation of Public 
Service, Subpart A: General Provisions; 5 CFR § 2635.704, (a), Use of Government Property; 
DoD financial Management Regulation (FMR) §7004.14-R, Volume 9, Chapter 3, Subparagraph 
031003, Misuse; and NSNCSS PMM, Chapter 366, § 1-3, (h), General Principles for 
On-The-Job Conduct. 

(U//l"OUOt Copies of the OIG report will be forwarded to MR, Employee Relations, for 
action deemed appropriate and D23, the Office of General Counsel (Administrative Law) for 
information. A summary of the investigative findings will be forwarded to the Associate 
Directorate for Security and Counterintelligence (ADS&CI), Q234 (Special Actions) for 
information. 

UNCLASSIFIED/j'IJOft OFFICfit.L HSE Oi\l'.f5¥ 
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II. (U) BACKGROUND I (b) ( 3) - P . L . 86-36 

.-.... ··:/'•" (b) (3) - P . L . 86 - 36 

(U) Introduction 
(b) ( 6) . . . .. 

, .. : # # ,. , .. , .. 

(U/,'FOUO' 
. 

He has b~en 
employed as an in~e 2.010. has acce ted 

a position as a.L...,......-----~....,..-----:----~----""':------.....1 
which hewill begin·mApril-2 13., . .· . . ·. 

,,... ..-- ,' : ' , , ' .. 

(UIIH illO( 6~ 17 ·"'y 20{ 2, re OJG ro;,,i.,;I informatiot. frornl_.....;._, ___ _ 
Chief, videncing'that ; had misu,secthis GTCC. $p~cifically, it was.alleged that 

.__ _ ___.used the GTC~ for perso~al purchases ;uld cash advances tjot related to any 'approved 
Government purpose: On 11 May; 2012J ~otifiedl : lvia e-mail that his GJCC 
account was over 99'days past du~; therei ore, iJie account would be canceled on 17 May 2017, if 
it reached 120 da~S past due. · · · 

(U/ff O~ O) An initial re.~iew ofl n rcc statements: for the period 
May 2011 to.July 2012, revealee multiple charges every month, except in June, September, 
and November 20 11, when I ldid not use the card. The charge~ included six cash 
advance (ees, two late payment charges, and two returned check fees.: The statements show 
monthly. 'payments were made to the account during the period in question; however, the 
paym~rits were often less than the balance on the account. Four payments, totaling 
$688.9.58, were returned due to insufficient funds in the account. I •upervisor verified 

I idid not have any official travel during the period in question and was not authorized to use 
the GTCC for any other purpose. 

(U) Applicable Authorities 

(U//fOUO) The investigation looked at possible violations of the following authorities. 
Full citations are contained in Appendix A. 

- (U) 5 CFR § 2635.101 (b), Basic Obligation of Public Service, 
General Provisions 

- (U) 5 CFR § 2635.704, (a), Use of Government Property 

- (U) DoD Financial Management Regulation (FMR) §7004.14-R, Volume 9, 
Chapter 3, Subparagraph 03 1003, Misuse 

- (U/i'FOUOJ NSA/CSS PMM, Chapter 366, § 1-3, (h), General Principles for 
On-The-Job Conduct 

UNCLASSJFJED//FOR OFFIG.4~ U.ls Q,NI..l' 
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Ill. (U) FINDINGS 

(U//~) Did._! __ _.!misuse his government travel credit card? 

(U,ifi10UO' CONCLUSION~_Substantiated. The preponderance of the evidence supports 
the conclusion thati tnisuseq his issued GTCC, in violation of 5 CFR, § 2635.101 (b), 
Basic Obligation o Public "Seryice, Gen~ral Provisions; 5 CFR, § 2635. 704, (a), Use of 
Government Property; DoD Finan~ial M'iml!gement Regulation (FMR) §7004.14-R, Volume 
9, Chapter 3, Subparagraph 031003, Misu~e; a'tlq NSA/CSS PMM, Chapter 366, § 1-3, (h), 
General Principles for On-The-Job Conduct: - . _. · -.. 

(U) Evidence . . .. ........ -----------. 
(b) (3) - P . L . 86- 36 
(b) ( 6) 

(U) GTCC Statements 

(U/ffOUO~ The OIG obtained I IGT~G:: st~;~-menis tor the period of 
May 2011 to July 2012 (Appendix B). Analysis 5}f-t'hese statemy11ts tevealed personal charges 
and cash advances not related to any Govem,mej:i.rtravel, totaling $63il .11, within the time period 
in question. The statements showed! '. -jmade monthly p~yment~ on the account; however, 
most payments were Jess than the mont)lly' balance on the acc!'unt. F qur attempted payments, 
totaling $6889.58, were returned due-fo insufficient funds in .the accou}lt and two returned check 
fees were issued, totally $58. Sjx' ~ash advance fees were ch'arged, totaling over $32 and two late 
payment charges were issued; totaling $58. The balance was paid in July 2012. 

, , I I 

(U) Delin_quency Notices 

(U{/-fi()UO') Representatives otl !sent I !two delinqu~ncy notices via e-mail 
~ his GTCC account (Appendix C):. lbe first notice, dated 15 M,arch 2012, advised 
L__Jthat his GTCC account was over 45'.days delinquent and would be suspended as of 
23 February 2012. The second notice, dated 'l I May 2012, informedl !that his account 
was over 90 days delinquent and would be casceled on 17 May 2012, when it became 120 days 
delinquent. · 

(U//FOUO) NSA/CSS Corporate Trav.el Gram Issue 01- 2008 (Revision to 
Issue 01-2008) July 2009, Department of Defe~se Government Travel Card Procedures. 

(U/JFOUO~ This guidance is published on.the! !web page and it details the basic 
NSNCSS policy and procedures for mandatory use oftl1e GTCC (Appendix D). . , 

I (b ) (3) - P . L . 86- 36 1 

UNCLASSIFlEDJ;?Oft Of'f'ICb\f; HSE ~4.¥ 
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(Ul/fOl::IQ• Testimonial Evidence 

(b ) (3 ) - P . L . 86- 36 
(b ) ( 6) 

, ' 

IV-12-0090 

(U/,'fOUO)I ,,' it·: ::,. II 
was interviewed by the OIG on 1 ) 1Dece(lii.er 2012 and 2g February 201 ;¼., ·and testified as · 
.t'. , : : f~I •• I I ·, \ f 1ollows. ,:' : ,,,,, •, , , •, , · 

; : ; ,! 11',, I •. I f : ' I I 

, I 1t I I ' 1 

(U//~) , began ex ··J~niin ersonal :financial diffi~ty'in approxim~tely 
2006..,___,,,_.,.....,...._,........,.... ....... --""P"!'!---.r-·d he became f.inanciajJy responsible for her 

~ - · · foo•o, ine icati,ons, medical bills, and <,>1Ji~ e~penses. In 2007! !watµna~le to regu~arly 
~ ~ay his m~>rtgage_ and ot~er bills f ri.'ti_rne'.fhe~e~or~, he_ file~ for Charer 1~ ~.anktµptcy, wpich 

:e=:---=inclgcte<t·debts-of app1 o.r.nnateiy · · · • · · fi~nnmg m 2~07, was qe~ucted. from : 
·~·:{ ··--.... ,.jbfweekly·pa-y.checl< _t~·re~y:h1s ba;nkruptcy debl. In 2009 and 201'91 I : 
', ·:.exeerienced'-~',(eral I V L I He itr!;urred medtcal 
:. ·~ilis ~~om th~ · · ·.. i,wht~~;added ~ his financi~l struggle. : ··::•.'· ' 

I ' I I \ • ' .,_ ' ., ) t t I I t t f U I I l t1 I I 

•: · ,> .. ·. . (U//FOUO) ;~e ~~~~·psdd his tjTce for no~-Govemment r~ia'!~'d purchasts in 
L '... ·lw~en he charg~Q a $)21,(]0ff yehtc_l<;:aown-paymi:nt on the card. t ·,· , I : 
·~;::~_owledgeo:t~at in the,)?roce,c;s Y p1;1rchasi~~ a.-.:~hicle be wrote a $2,000 ch',ec;k for th~ down
l;laym.em. Ho~~e!, he .d!d nof liaye sµfficieritfimds 1nhi~ account to cov~ th'e down-p~yment 
apd tlte check was_r'e~rned. ! , · : lthen use!j his GTee;id charge the dorjayment.; After . 
~Rig·t~~ Gree to P{!,Ywfor tqe;do.\.vn-paymen~:bn his vehi~le in! I: ' . !beg~ using 
(fie card-.regularly for'~sh _ad\/'an.ces ~d pers9nal purchas~s on almost a mQnthly basis. : He used 
the card for personal purchas~s in eight out ofthe eleven months in question. I _.:: ~xplained 

I I \ I ,, f II I I 

that he used the cash'advanceg to as$ist in his :mortgage payments. He asser.ted that he never 
I I I I I ( \ I I I 

us~ his G1:cc f9r ,persoJ}'al;putch~ses at any :t;)ne other tlian the period in questi0n. , 
I I I I I I l ,1 I I I I I I I 

__i.....!!JII~) In M
0

a~ 2d1.2; d~epresent~iive of! : !contacted! j·super:visor, 
~ and-infonned;him ~r the ,Pa~t-'due stafus ofl._ __ ___.!GTee account. V(henj I I 
quest-ione ; ·. e din the matttrr,~nitially dcpied using the accoun'l foi personal 
purchases arid tol · · that aimistak~n made ano the charges initiated from a:2009 
TOY ~ssigriment\vitl1 his previo_u~ office. . en contactj;:d an unrecalled re~re~enfative 
from Employee Rela.tions (fR) aftersp~a1_<in~bv.ith . and'.informed the individpal.'that he 
had accidentally gi~~n;the ~:rreq to his wire·; ·w~~-had.useo i~ on 01].e occasion. ! I 
ackno\11,ledged during.this jntervi,ew that he was no(ho.iie.~t with I lor the ER ; : 
repres.eqtative initiall~. because h'e was embarras~ed. · J:Ie as·sefteQ._~ _t·be told I (and the 
ER ripresemativ~·the ir~d, ?"e ~•Y after he ini'4lly spok~ to'tb~.m: .. Hi<.e-mail. senf ~ 
I •-~I / . : .. !i.s-a~ached.m.Appen~1x.E_ .. --: _-_- . -~-~: -- I (b ) (3 ) - : L - 86- 36 1 

(U(/ffltffi)! ·. !paid the balance on lhe GTCC irquly 20.\2. Since the ca'l:d was 
suspended. in March 2012,I· !has not used the card. His GT_CC wa~ canceled ii ~ay 2ti012; 
however,! ·. •~xpects td.have the card reins~ted when he begtn.~ employment in ·n 
April 2013: .. 1 txplaine~ that he is remorseful about using the ~d for'p~rsonal purchases 
and stated he will never use hi~ GTCC for anything other than official Government purposes in 
the future. ije explained that his financial situation has im roved as th•• ·. ! 

·. Additional! , in fall 2012, in 
cooperation wit t e terms o 1s bankruptcy,..._ ____ 

1 
__ ttended a"-!-__________ ....... _. 

! !which taught him budgeting skills and made him aware of financial 

UNCLASSIFIED/KO~ OFFICM'5 U&.i QML}'. 
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services available to him if he experienced similar difficulties in the future._! ___ !also 
refinanced his mortgage in 2012, which reduced his monthly payment. 

(U//reuo, Following his interview with the OIG on 13 December 201~,I !sent 
an e-mail to the OIG, which stated he accepts "full responsibility" for his actions and iQ.cluded an 
apology. The e-mail is attached in Appendix · 

2012. 
(U/IFOUO~ .. l _____ __.!ChiefJ,., _ __.iwas contacted via e-mai~ on 10 ~cember 

(U//rOUO) I ~~rifled tha~ he has been I ~irect superv,sor since · .. 
October 201 O. ! ,klid. Q(?t_ travel o!l any TOY assignments 'during the period in question 
(May 2011 to July 2012). Additionally, 101 ~nowledge,I . . . }was not authorized to 
use his GTCC for lo9al travel or ~ny '9therpurposes. . .. · · · · · - - .... >·-. : 

, (b ) (3) - ;. L . 86- 36 r - --.>•1'r-i_:_! _i~-;---p-_-1 ___ 86 ___ 3_6..,I 

(U) Analysis and Conclusions ... -.·.·-:-:-:_·:~:. 

(Uli'fOUO) Our analysis otl IQ.iGC·st~~~ent~ from' May'2011 to July 2012 
revealed unauthorized personal purch_a.ses ancf casp,advances _in-tbe amount of $6381.11. During 
the time period in question.! liid n_o_t.travel on any :FOY assigllll}ents, nor was he 
authorized to use his GTCC for any_ other reason. I hcknowledged that he knew he should 
not use the GTCC for personal-purchases and cash advances; however, out of what he felt was 
financial desperation? he-diet not believe he had any other options. ,: 

, . . 
(!J/,'fOUO~ The preponderance of the evidence supports-the conclusion that 

.. , --...;tnisused his issued GTCC. The OIG's analysis otl iGTCC statements for 
the period in question revealed that he consistently used his GTCC for personal purchases 
and cash advances. His actions were in violation of 5 CFR, § 2635.101 (b), Basic Obligation 
of Public Service, Subpart A: General Provisions; 5 CFR, § 2635.704, (a), Use of 
Government Property; DoD Financial Management Regulation (FMR) §7004.14-R, 
Volume 9, Chapter 3, Subparagraph 031003, Misuse; and NSA/CSS PMM, Chapter 366, 
§ 1-3, (h), General Principles for On-The-Job Conduct. 

UNCLASSIF1ED/2PO,. OFFJQJAl U:iE ONC Y 
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IV. (U) RESPONSE TO TENTATIVE CONCLUSION 

(U//FOUOJ I !provided two responses, via e-mail, to the tentative 
conclusions. The-information provided by! idid not impact the findings of 
the OIG investigatiop. ! lresponses are attached in Appendix G. . . 

(b) (3) - P . L . 86- 36 
(b ) ( 6) 

UNCLASSlFIEDJ}'flJR OFFlCfi'iL l:ESE 0Nl5Y 
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V. (U) CONCLUSION (b) (3) - P . L . 86-36 
(b) ( 6 ) 

(U/,'fOU~ The preponderance of the evidence supports the conclusion that~I """""""'""""!"' .. 
misused his issued GTCC, in violation of 5 CFR, § 2635.101 (b), Basic Obligation of Public 
Service, Subpart A: General Provisions; 5 CFR, § 2635.704, (a), Use of Government 
Property; DoD Financial Management Regulation (FMR) §7004.14-R, Volume 9, Chapter 3, 
Subparagraph 031003, Misuse; and NSA/CSS PMM, Chapter 366, § 1-3, (h), General 
Principles for On-The-Job Conduct. 

UNCLASSIFIED;;ffift Bflf11Cb\L NS£ ~rE,y 
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VI. (U) DISTRIBUTION OF RESULTS 

(U//FOUO~ A copy of this report of investigation will be provided to: 

I . MIER for information and any appropriate action. 

1. OGC, Administrative Law, D23, for information, and; 

2. Q234, Special Actions, for information and any appropriate action. 

Concurred by: 

Investigator 

Assistant Inspector General 
for 

Investigations 

(b) (3 ) - P . L . 86-36 1 

UNCLASSIFIED//FOR OsFFICIAi. U~.[ ON1Y 
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APPENDIX A 

(U) Applicable Authorities 

Personnel Privileged Information 
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(U) 5 CFR § 2635.101 (b), Basic Obligation of Public Service, Subpart A: General 
Provisions 

b. 9. (U) Employees shall protect and conserve Federal property and shall not use it for other 
than authorized activities. 

{U) 5 CFR § 2635.704, {a), Use of Government Property 

a. (U) Standard. An employee has a duty to protect and conserve Government property and shall 
not use such property, or allow its use, for other than authorized purposes. 

(U/JFOl!JO, NSA/CSS PMM, Chapter 366, Section 1-3, (h), General Principles for On-The
Job Conduct 

1-3. (U/iFOlJO' Generally, every employee is expected to: 

H. (U//~) Conserve, protect, and properly use Federal funds, property, equipment, and 
materials. 

(U) DoD Financial Management Regulation (FMR) §7004.14-R, Volume 9, Chapter 3, 
Subparagraph 031003, Misuse 

Misuse of the GfCC will not be tolerated. Commanders/supervisors will ensure GTCCs are 
issued only for official travel related expenses. Examples of misuse include, but are not limited 
to: 

(a) expenses related to personal, fami ly, or household purposes, 

(b) cash withdrawals from ATMs or banks when not related to official Government 
travel requirements, 

(c) intentional fai lure to pay undisputed charges in a timely manner, and 

(d) ATM cash withdrawals taken more than three days prior to the official Government 
travel. 

Cardholders who misuse their GTCC may be subject to administrative or disciplinary action, as 
appropriate. 

UNCLASSIFIED/2q:O~ OlTJQA.I. U~£ OMI Y 
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APPENDIX B 

(U) GTCC Statements 
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cffi· (b) (3 ) - P . L . 86- 36 

I I- ·::.·.·.·.:•:•:-· (b) ( 6 ) ______ _ 

-_ 'f,,,. i ,-.,,,.:- ;<"~s/· :1 ·,;,f,::1.,.,~ \.:·~;;;; :,;;-1,z:~·~~;i7'··'' •f'{ene,/~rr~i{Pllid,:'<, __ 
C6/l7 / .'.0i1 

I r ---- . 
Fo,1--..i-0,--CNIIClll'l!ll.,_ta'llt. ---~.:. X o, f>1,--ar.1m.ic~t»e ...... ~°" ............ ). 
"-CIOIIIIOit:""-•·j,looog.~--... """""-,,.,,.,,.......,. ........ CIIICJ< 
0< __ ...,...,U..S.dallalllonaO.S.-•~ _,.._,...,..._on-.. 
"' ....... Ol'dlr. NII...,,.,___ Dona1--or11pe yo..-•---· 

Addren ~-to: 
;:;T.JBANK GOvE!UlHENT :ARO 
SER'IICES. 
P.O. Ile.ix 1831'3 

c,nBAi«sovERNMENTCARDSERVICES ' - --
CARD ffANllll!lfr. . 

,,.. . . 

-·~ -~ 

... SC.OZ $2,ooo.c, 
i 
FOIi CUST0UER tlalYICE CALL 1-·211CFIO!e0fl-11: PO. llo<-. SIOUX FAU.S SO. 57111-- . 
O\ITSIDli THE U.,AND~CALLCOUZCT'1117-415H07' 
SUC>PAYM&NTS TC) ~00\IIANMIHTCAJIDIIIMCES. P.O. -1113173 ~ . OHoat.3173 

Agency Na!M: 
AccounlWig~ Center 

Account Number 

8illiog Office Id: Ag11ncyl0rg Id: 
Oiaefetiona,y Code: Tax Exempt#: 
Smit PurctlaM Limit: $0 . 00 Cycle Purdlue Umlt: 

Sale Post MCC 
0.. Qate Code Ref-.nce Number Description 

~ 
,J~/Oli2:n l 0~/0~/2011 I ,i ~.;211 ;;,,i l ()!,/2Ji ZOU 

I . 

~ 

1.,-:-~:conT Sttt-!MARY 

$2,000.00 

I 

$0,00 

, 

I 
" ' .. TOfAL AMOUNT DUE: 

' Purdluea and r .... ancs-Fa· :·•: J' !'-ENt n:n•:;::, Pr..,.. Balance Pavmenls CJds . AMIICIIS 
Pu rcha:-ies -
AdvanceS 

30 . Ii?. s2,ooo.02 
TOTALS - $0.02 s~. 000 . 02 

Memo Section AITiOunt ~er-ti limit: 
Amount Put Oue: 
NetTOIII~; 
TOIIIICUI\~: 
Cumwtt_ - .Total: 

App!O¥al5edior\ 

Pago 1 ol 1 

.. ; 

-. 

r 

. ~ Date 
l)~/23120 ll 

Due Date 

06/11 /20: 

Tofil~ . 
'' '· .. 

l O.O~ 

$2,.00'-.~0I) ...... 

.. 

-a.i.n,.,. 

$?:,00(1.0\) 

"2,000.ilO 

$0."Gv 
so_c:o 

$2,0.~0 . Ll.: 
$0.(),, 

,z; ooo'. o_::' 
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..-.:-.,t . Cl· I 

,0'>/19/~0l l 

(b) (3) - P . L . 86-36 
(b) ( 6) 

$C.OD 

Add ..... con.po,,._ to: 

ClTlSAl~JI'. GOVE P}IM~!IT C!.ll~ 
SERV!CES. 
!'.C. Sox HH 7.l 
cot~~aus, OH ~321s.1: 1 3 

0< t~0<-.,.....0fl--,p1Nwple'1e"'X "'lllepe,,tnlh-.111'1dmoke .. .-_,..,_,.....,.,,._..,., ,) . . 
p.._...,.~ ..... Qltilotig~allil~1'qpCIIIOl---1. ...... _ ' 
o, ,---,_,.peplllell'\l.l.--.9!'el#.L-ID~ ...._ __ .,,,_ 
or--,O<IMt. 14'>~-~ -Do-~~~•.Yf!"'-to1'il- , 

~:..,~~•Em-CARD SERVICES ·. ~-. ~ . . ~tt{ .,. .. :.~ •- -: .. 

S2. 0.J0 .00 $2, 000 . Cl'J $1) . ()/J 

FOltCUS~SlflVICIICAU.1-70560RWAITEPO. a...-. SIOUXFAU-SSO 57l17·640I 
OJr&IIDl!~U.S.NiiCANo\OACAU.COll.fffm-.Z«11e 
~!'A~ TQCfTIMH!( ~lllaff CNID 8EfMCE8.. P.O. 8olC 193173 ~ -OHWll-3113 

AgincyNarne: 
AccounlinOCooelCOllc.nter 
Bili,oOffic:eld: 

. Olscltlionafy Code: 
~Lifflil: so,oo 

MCC 
Code Reletenee Number 

,, ~.:.ot~Nt SW.!'.AP:,Y 
c, ·p_q:E?,:t PE:IU:>O" 

Furchll8e11 
Advances 
.TQ'l'.AJ.S 

s2.ooo:oo 
$2,000, 00 · 

P ems 
S~, 0:)0. OJ 

- $::,.000. oc 

Account Number 

Agency,O,Q Id: 
TaxEJi~ 

Pt.wd!Qe Omit: 

Paga 1.ol 1 

; 

$0.0(i 

™fof.UJ 

•-: 

.,•.; 

~ ; -.. 
. ' 

· · - · f 

.··~o.1e 

06n~JJl)l ~ 

DIMIDate 

, ,..,r ,. ,,. 

' .~· ~ '•·. 

·. r ·i, .. -.. - ·-· .... ,~-
... 

• ~fJ,tj, 

__ .. ~ 
_.:>-~. ~-... 

$-; • iJOO. 0.•J fi 

,. ' $'0.0'0 
to .• Qo: 
;c .o., 
~OtC0• . ·-- ·•~· .... _ ... -·--, . ..._.,, 

. I 
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cffi• 

Fo, ........ or-.~o,,---pie.ep1aw_,,c., ... __ .,..._the -~-... --.. } ' ..__...._ • .j.g...,.;,_ ......... ,...IIOll(Clli-fOll{..,,,_.-.m 
.,_,..,--,-.,ue ,..._ ..... u.1.-,11io~.,..--oncl'_ .,......,. _ _ Noc-.-.r,o,...,_9t __ ~'°N1-. 

~-= CITISAN~ ,GOV£11NXEN1 :AR& 
SERVICIS. 
f.C'. 80lC 18Jl7J 
COLUMBUS; 011 H2U•~l73 

. : 

----------- ,:, ----~---------------------------------- .·.----------· -- . --·- .· ----
CmBANK GO,VER#IIEtlT CARD SERVJCFJ.t;_;;~, .. . . .. , . . . ; , . -. ;:.•\"•. ·, 
CAIIDffA,,_,,,. ',, • • · . , , · '.-i. ,;_I;.. ·c, • , < -· • 

I • 

FOIICl.$lOMBIIEl'MCaC4U.•«l0-200' 'a,t'Wl!ITIP.0.:.0...._ $10UltFM.1.$S0.17117-
0UTSIOITHI U.S. NID ~CALL C0U£T 71J41t. -
SINOPA,-rglO: CITl9AN( QOll&flNMlfff CMIO~ l',0 , IDll 113111 COWlaUS. OHGIHl73 

. '\• • · • 

(b ) (3) - P . L . 86- 36 
(b) ( 6) 

$0.00 

n• /1 1!~011 Cl/l~/2011 

01! 18/201 1 0111,12011 
!•,/ lS/:O!l 07/1 9 /2011 

~-,1~1zo11 0111 ~1:c1 1 

~•"! / 1 3/: l'll l :S7 /;J !)/:;O.L1 

Al:C00lt1' -$~\'. 
CURR£1it P~H>O 

l1ui-ch•••• • 
.Adv•nc-es 

TOTALS $681.95 

Amount OM, Cf41dl Ullllt:- -~ 
Amount Pail Due: 
Net Total ChargeB: 
Total CUh Adv~; 
Currant Period Tml: 

S68'1.9S 

;o.(lo 

' 

~Dale 

. ~~7/ :3/201 : 

OU.Oate 

o~n 11:::::1: 

·'' 

:91!;~:: ... ~.::~ -=-~~ 
·· ·,io,oo 

h~.95' · r. · 

· $2o.·oo 
· ,10.00 

'lioo:.~·o 
s-ae·, ,oo t 

·: ,;~ :r 

.::. lO-AO 

$~81.-95 
. ~,O. . ilO 

,: ~ : §5. 

\., 
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(b) (3) - P . L . 86- 36 
(b) ( 6 ) 

ati" 

· l~==~-r--L .. ____ ~ 
,.,,...-ir;~~._.: ......... po,lian--~ -chK
Ol'ffiO(Wt'~•PM!llfl!I . . ---~•·u~._lil«-n.l!ICU!e-,i-ondllck 

l:JTIBAllK -r, C,VEP.NMEMT C1'Rlt 
s£Rvrczs. 
P.O. B<:>x 183113 
C'OLm<:!!_trs,. 01:1 43::?l&-3!13 . •. 

' 

. °'__, ....... - ....... - .......... ,__ .. ,,._ . 
--~:~ :·, -~t~~:~ ~--~"'l'~~.~~"":,-- ----- - ---~--------- -"'.""- - -- - ----- - -- -~----

~ . 
<' 

·' v. 

------¼--.~---, 
, ~ · _. -, . . ~-,.tlJlRIMfENT CARD SERVICES 
' . '. --". . .,.,,...,,.,,.-re.....,..---,--.---,-,..,..,,,,.=--,,.,..,.,,,...,,.....,..,..,.._,,....,~.,.,,~,,.,,, 

::~{~ -~ ~~r:~::._..=· ' lfi'IOicitDalll 

$681. 95 S500 . 00 
.. ii\f.;; . :>.• ...... . l()lt~..-.~ ~ . .. . ,Clft'"'9TE P.0. lloa1401. SC)UllFAU8 SO 117117...ol . 

..,..,,._ 
~Cocle.'Coll e;.nter 
9"""0fliceld: 
·~Code: 
SlngllP.u!tt!Utl.ll)lll: 

J•/Z8/2~ ll 01/2~/2011 

0 1 /2f/20l l 01/29/2011 

0'/Z!/idll 08/0L/?Ol l 

,\C,:OONT stMM,;P.Y 
CllAAENT PEP.to[) 

• • •-• "I_; • • w .,'\ 

, . I·. 

,·j,ff,:!'~j,;-:.· 

Purchas•s 
Advamcea 

TOTALS 

$0. 00 

$681.!15 

$681.~5 

Account Number 

Agency/Q,g Id: 
Tax Elcemptt: 
C P\A'Chue Limit. 

- .,500 .0'0 

- $~00.,bo 

Page 1 012 

$719.92 

$719. 92 

S90l'; 97 

$0. 00 

. - t 
.q8/2)f;?Oll 

Due ~e 

Oit111z:,;11 

I ~. 

' . ' 
. .. ·,~ 

• L,-.- :i":'·· 
~ !-, .. ; 

r•2/9s · ; 

' .j 
i.2 ,:9!;- .. 

$42.JI~ 

. $,2, 9~ 
,.. \' 

s-iioY.a, · 
·$~01.87 · 

f0 . 00 
H8L 95 
$71s9,92 
, s:u.ilii 

~.,1~~•z, 
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\ 

cffi' 

0!1 V~ / 2JJ1 Q@/08/~011 

J~, , ~.~ Oll O! / l C/:Oll 

3i /lbl:O:l 08/ld/2011 

(b) (3 ) - P . L . 86-36 
(b) ( 6) 

· Page2of2 

. I 

-·;'·· ··"· 

•~O... 
oat: '.l / :> ,~L i 

$5. 17 

$75.0() 

as: oo 
SSOO . O(i r··r 

• ~ :<i("" ... , i 
-~• ·- ·-,-, . i 

· I 

' ,· 
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' ' '1 . f 

' ;-

cm·-

.1-0;,18/201 l 

(b ) ( 3 ) - P . L . 86- 36 
(b ) ( 6) 

CITISIINK GOVEMM&NT CARO 
SE!I.Vl(."E:!t, 

P.O. 'So x 18H73 
COL:.tMBUS, Cff 4J 21B- 3 l'13 

'. ¥ 

• ·f; , .:.:·, 

:.- ..... ;. ..... 
" '.:. 

?:,~·~rrr?~~r,;~~tt 
"'J,:t.,~ tt \•" j;. ., .... , 

~ -· ,; 

>-; :~:.::~~-:~:-:::·::::, · ... ~ . ,.. ......... Number Dnc:llplioff --~'' ," -~ 

..,·-; ... ;~:"~,
1
~ ... -.;,'i.i 1 ..... o~..;, .. 1-2-i!,_ 2;.;.0.:..1-1 :

1

:::::::.:::::.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.1:.:.:.:,-.-+---...... : .. :.,;,.:;· ·~ :~:~1:~ ~1. 
i, , • . IMifijfJ([lilCdr •:,;•:•, t 

-~';,;_,__;.~.;..~: ·~ ·pay11ie1111111~~-,-- IIYoUhave,-nllltd.payment,--~llil l 

. - . . :---~ 
Pure)':aaes 
Advance,i 

TOTALS 

--~ .~:'Iii ' • ... , I l' I CA1
. . .. . . $bNATllAE 

Pmlous 
S90l.81 

$90.1,87 

• $200. ll C 

.. - $200.00 

···: 

Cfeclfa. 

/ 
( 

$0.00 
$"101.$ '? 

$0 . QO 

,~ . ; r, ; 

\ 
i 
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.-' 

(b) (3) - P . L . 86-36 
(b) ( 6 ) 

cffi' .. -.. ·. ·. ·-... ··--
C • 

,.,...,._.,..,_~..,-aow.,.__...,x_111-........_.s.-... _.,.......,._ __ (, · 

...,,..,.......,,... .... ~ .. ---......... ,...,..... .... _ .,omilll'_,,__.,.,,a....,.onaU:S....,,oa.iink ...... _ ....... .,_ 

... _Older .... - ...... DunOl1""""0, ___ 1o_.....,. 

MdlWC:.,tllj)D ... IQIIO: 

CITUIAME GOV!IUIMEN'l' CAAD 
SEP.'IICU. 
P .o. Box 1 8 31 73 
COLUMUOS, OR 43218-3113 

------------------------- .---------------------------------r---------------

$701 . 8; $748.00 $4~.40 

FOR~~~ ,...,..,.011~~-P. ...... IIOlll(FAU.8,80. 57117 .... 
OU,,.. TI« U.S. NiDCWWIIACM.L ccuacT 717~ - . ·· ·· 
SEND PA'rllaffll 'lo. CfflllllNK~CMDllilWlta. P.O ... 111111 COi iMP• OK'321Nt~ · 

N/llfCY..,.: 
Aocoulltillg Coda/Coll c.nc.r 
BilingOlb.ld: 
Oilct9liorWyCode: 

Pun:!aelimlt $0,0 

MOC 
COde Re..,...~r 

0~/~ 9/Z011 09/30/2011 

"J/11/:~ll 10/ l 1/20ll 

ACCOIDIT . $.IJMMA~Y 
CUl<~'l' - Pifl.101>· 

,.., _. \ 

Ptu::eh.u .•.t 
Advance• 

TOT7'1.9 

, f -,.:.e,' -
.'101.8'1 

-~ -. . 

·1· • ·, • 

Pa 
S1•8 .00 

- $748 .00 

"'-1 af 1 

$0.21 

$0.00 

. . r \.! 

10123no1 1 

OUIDale 

ll.'17/::Vll 

H6.4C 

$148 .0~1 FY 

IU7 

,., ~~(ti) 
·.,,.,fO~OG 

Ho. •o 
J9 .~o 

,-$46.4 
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·statemt?ht Detail 

·$ 
$ 

,• ·.- $ 

E 1VQ71200 • · 1),'0112011 

,-,:. ~ bill ~cct 
· ,.; ''' ref hum 

· · J trar, code 

(b) (3) - P . L . 86- 36 
(b) ( 6 ) 

Cardholder State~nt 

Account N""'~-' . · · 1 I 
Statement Period · ' itizaJzoH • 12'2312011 

1,05 
241.52 ' 

0.00 

Total Payments 
PrtYlous DleputN 
Other Credits 

lat alloc date time merchant 

· ·s·: 1:(1!1 
.. . NIA 

s 'o.oo 

Total~~ 
CurNlltDilpcMe 
8tamnientTotal 
Tax Total 

PAYMENT RECEIVED - THANK s 
ong amt 
setUement 
conv rate 
conv date 

Page for 1 

' · H t.' . ., ;) 

' 'c'.~ ;;_.;;g ount ·i ..... . 

.-.. .. 
•1.05 

' ' 1.05 
. ' · •1.05 

0 
.NfA 

S 12f!IIZQ1"'i ' >1211aqo11 $ 177.70 

~"' ;s • btfl .acct 
r'fnum 
tra.n code 

~ :, . 

'l e ·~24,izo1, :.: '1212012d11 

· :'< ~ i;.. bill stet ' 
,r. ' ' refnum . 

tran code 

biH:acct' 
ref num 
tran code 

I (b) ( 6 ) I -End of Statement-

b rig am_! 
,-ettlement 
~orw rate 
onv d.ite 

orig am,t 
settlement 
conv rate 
r;.onv date 

orig amt 
seUlem•nt 
COOi/ rat.e 
conv date 

$ 117.70 
$ 17UO 

0 
~ · 

• • • ~ <N • • ' • 0 

' 

$ 45.97 

s 

S 4U7 
I 4U7 "--

0 
~ 

· :r i .. 17; .. 
v • .•:• , 1t.~•. 

0 

• 

• • ":'-. ••~ ?),. ,, ( ' . ' '.• . : I • ' .,. • f 

·https://www.cards.citidi~~StrnfPrint.asp?id= I 846625 I &inq=(}&pption~_ TS ::J ... ··1211 Ol2012 

• • f ~-
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,Sta~!'• Detail 
(b) (3 ) - P . L . 86-36 
(b) ( 6 ) 

I "'4 YAAWL-~ .·· .. . ~ .. . 

:~ 12/28/2011 12/27'2011 

hill acct 
rul num 
tran code 

8 12/2ll2011 12/28/2011 

bill acct 
rot num 
tran code 

,.:,; 12128/2011 12128/2011 

hill acct 
ref num 
tr.:tn c1) <le 

,:.:; 12/3°'2011 12128/2011 

bill acct 
,·ef num 
tran code: 

r-;- 12l29/201 1 12/29/2011 

bill acct 
ref num 
trancode 

E1 t2ml2011 1V29/2011 

bill acct 
ref num 
tran codo 

EJ 12/30/2011 t2'30l2011 

lat alloc date time 

' 

s 

,orig,amt 
, "~ttlement 
com, rate 
comi date 

$ 

.. orig amt 
s~Ulement 
COfW rate 
conv dale 

.~ ... ~, .. - -·"•-•~-

I 
.. 

orig.amt . 
5ettlem~nt 
conv rate 
con11 d&te 

s 

9,rig ~mt 
5ot ll~n~nt 
'tonv raft? 
convda'te 

s 

orig al\,t 
settlement 
conv rate 
conv date 

s 

orig arnt 
sottlemcnt 
com, rate 
conv date 

--· . ' 

I 

, . P-.ge.l of3 

s ' ~~111,P-
',...,Ai 

s 2.-.es 
s 1U1 

amouwt ..... l! 

81.24 

s 66.24 
s M.24 

0 
NIA 

8.116 

s 1.06 
s 1.06 

0 
NIA 

44)3.00 E 
s 403.00 
s 403.00 

0 
NIA 

49.05 

I 49,08 
I 411.GI 

a 
It/A 

II.Oil 

··•· 
.. 

s 
I - , l :Of. . 0 -~ 

1~~ -

~;OQ .I 
s = s 

' Q • • 
I.OS 

hu~:/~.canls.citidirect.com/StmlPrint.asp?id= I S!,O~J4()J~"option=O& .... TS==J.'.. \ 2/1_0~9,t 2· 
. . ' ' ' ' ,, - ' ' ' ' ') ' '" -

; 
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. Statement Detai I 

:,.,, acct 
ref rmm 
1ran code 

,_, 12'30/'l011 -.,,.., 12/30l2011 
. s 

bit.f acct 
ref num 
lran eodf: 

, 
~II acc.t 
refnum 
tran code 

· ._ • • • i ·, 

··~e.i°'IOM012 12/31/2011 

bill acct 
· ref 11um 

tra11 code 

r~ 01/09/2012 01'°5/2012 

bill acct 
ref trurn 
tran code 

;;::; 01/12/2012 01/10/2012 

bill acct 
ref num 
tran coc;to 

.::: 01/1612012 01/12/2012 

bill acct 

0 ng .u11t 
setttemo11t 
conv rate 
conv date 

or,g amt 
settlement 
conv rate · 
conv date 

orig amt 
scitlemont 
conv rate 
COl'IV date 

orlg-anit 
setdement 
com, rate 
conv «ate 

orig amt 
f>ettlctnent 
coi,v rate 
conv date 

otig amt 
setllement 
conv rate 
conv dafo 

orig amt. 
s.ettlemelll 
convrate 
.conv date 

orig am~ 
settlement 
conv rate . 
COil\/ date 

orig amt 

s 

s 

I 

I 

s 

s 

s 

s 

.,Page 2 of3 

s · 8.05 
$ 8.06 

0 
~ 

.. , . •.) 1 

.-ol.00 I 
I 403.00 
I ·403.00 

0 
NIA' 

·i.c--,..---• ..,. 

4.08 

,:1 4.08 
s ••• . 0-· 
~ 

~ ... -· r-; ~.,., ,. :> 

4.08 

:,S 4.tll 
i ••• 0 
~ 

.. ; ., ·;· .... ~~-

203.00 · I . ·1 
s :=· • ' . 

' • 

·~ ,,.... 
- ... 7 ;·--· ·--- '\1 ~;7~1- -·.(, 

203,00 I·. ... 
:·ma •· , ... .... ~~ 

$ 

' ',Jf :·· 
: J •·:'-~\.' •r·t} • • 

' , 

30.04 .... 
' ' . . -.... .. I 

s '30;t.l. 
0 

NIil 
: .. :-,•.• 

2U$ 

• ·2U f 
s 2$~ 

0 
WA 

!18.42 

I 68.,42 

• . . • . ~ , . • t I · ... ,"' ,,. . 
littps:l/www:cards.-citfdirect.com/StmtPririt.asp?id= t 8705846&incr()&opti~~-TS 3 ... · 12/l 0/2012 

,!" " 

, 
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Sta~t Detail 
. ~ .. -. ..... . ,. 

r1:1f num 
tr,m code 

S 0 '118'2012 01/18/2012 

bill acct 
ref num 
tran code 

::;:; 01119'2012 01/17/2012 

bill ac:c.t 
ref num 
tran code 

e 0111t12012 0111a,zo12 

btll acct 
ref num 
tr,111 code 

;::,i 01120/2012 01119/2012 

hill .acct 
ref num 
han code 

~'. 01/20/2012 01/20l2012 

hill acct 
ref num 
tran code . 

8 01'20/2012 01/20/2012 

bill c\CCt 
ref num 
lran code 

a 011n120.12 01123/2012 

b11l acct 
ref num 
tran code 

settierncnt 
conv rate 
con. date 

orig amt 
settlement 
eonv rate 
convdate 

orig amt 
settlement 
COJW rlrte 
to"v,date 

orig amt 
settlement 
e~~,ate 
·conV da t'e 

orig atl'lt 
settlement 
cc;nv rate 

· conv· date 

01•ig amt 
settlen,ent 
cbrlirrate 
i;Of'lv_'dat& 

orig amt 
settlement 
-c-i,m'ratt, 
~ r_t;;da,e 

PAYMENT RECEIVED- THANK 

_I_ -
. 

-Encl of Stlilllment- • 

orig amt . 
settlem~t 
co'cW~te
co~ ·\4¥,e 

, ,, P~e 3 ofJ 
• . i,• >•.· r 

I 58.42 
11 

WA 

I 24.37 

s I 
2•,31 

s 2•.37 
0 

NIA 

s 45,"8 

s 41' ... 
s 45, .. 

0 
NIA 

• 526.38 

s 528.311 
s 52US 

0 
NIA -

s 1.12 

• 1,92 

s 1,92 
0 

NIA 

s 0.0 

• 0-,43 
s 0.<0 

0 
H/A 

. . ... - u-... . • ~ ..• 

I , 21.110 

S ~41'.52 

$ l <tt .• , 
S 21.50 

O ' 
NIil' 

, --·: t',tuz · • -· •M~ . -;,o 

~ 

,, .· 
l'r ' j : • 

https:/~.~-f itid~ m/StmtPrint.asp?id= 18.70~-~ ~igJJ~,ption=O& _ TS==J... _ 12/~~l.29,J 2 
' . ·-- . . . , . . . 
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"S~nt Detail 

(b ) (3 ) - P . L . 86- 36 
(b ) ( 6) 

Oardholder Sfjtenhtnt 

Account Nwh•. · I mJ , 
Statement Period' ' oi1241Ztiiz. 02/2 12 

s . 2,494.37 
S 186.94 
• . 0.00 

Toe.1~0111 
C"'""'.1~ 
~Totill 
Tax Total 

Page 1' of I 

. 
·~" •():'6nciat. Int alloc date time merchant 

. - . . , .. 
• <· '.. . I • 

. .,. Ottmo12·· ,,., , 01;.m2012 d . . . . 
J. ;,,.,.\>· . . 
- •. ;Jc • bill acct 
. ~i,,,,·. , ~f num 
·" tran cod,e .,.,vi'"· 

\ , , 

. ·_ E?j'.~tz· . 0t/31/2012 - ; ' \ 

'-;if; .PA -~ll a~ct 
tt:t:,!., nifnum 

' •. ttan code ,.:, J.i . 

' . < -, . 
. · •. s -.·QVQ21201f 0210111012 ·, .. ,~ . . 

a 02111112012 : bzlo3no12 

. bill accl 
··· ref num' 

tran code 

t:i 02114/2012 

bill acct 
ref num 
tran co<lo 

02/13/2012 

... _ .. ~ 

s 

orig amt 
r,uUl(l1_nent _ 
c:om, rate 
c onv date 

s 

OtiSJ ~IJ)t 

settl!'!f'l&nt 
conv rata 
com, dato& 

s 

orig a.mt 
seutemont 
conv rate 
conv date 

s 

orig amt 
&ettiement 
com1 rate 
conv date 

s 

orig iilmt 
settlement 
corw rat& 
conv date 

.. . ., . , .. .. ......... ---· ~--,... . . . .. ···-~--.... ---- . 

-Encl of Statement-

•. ·. . . ·., ,,. · . · , .. , ,·· r{Hr,q,·' ' ;' : · 
http$:/lwww.cards.citidirect.com/StmtPiint.asp?id= 191 o:h41iin~optfona0& _ TS 

/ 

43.31 

.32 

105 

9.<M 

4.90 

. .. ·, -~ 

I ., -·4.11 
• . ··ilut 

0 
,. N.¥. 

,. ' ., ,· .. 

t 50.32 

• ao.az 
0 

NIA 

: ,· : 

s 18.95 
s 1U5 

0 
NIA 

s 49.48 
s 4U8 

0 
NIA 

$ 24.10 
$ 2:U0 

0 
NIA 

··- .... ........ ....... ~·--·. • · • 

12/100012 
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) ' •.!- · ....... 

S~e,ltDetail 
. . • 'Ci . , 

(b ) (3 ) - P . L . 86- 36 
(b ) ( 6 ) 

. ' 

. ·9•r,dhQlder.~~ 

' . . ' f . : ~/! .. .:, 

.. , T_M_VEL __ --iiW-. -.. -.. "-. -~ · =:•~-ti•-·;, ~~:t:;''. ~ 

poet clllc. nn dlltlt 
. I. 

!~ ~012 03l05f2012----------

biil .icct 
rt,f num 
tran code 

S 03/0912012 o:Ml!il2012 

btll acc:t 
ref num 
tt ai, code 

·,;. 03lt312012 03/1212012 

bill acct 
ref 11um 
tran code 

.• _ : __ . . _Due . 
··. . :.- TOliil . 
··-·1-,· 

PAYMENTREClENEO-nwlK 

Ofi~amt 
.. ~roent 
cbt¼>J rate 
conv date 

C?ri5A amt _ 
.selt:foment 

· coiiv r~te 
convdaie 

$ 

$ 

s 
.. orig amt 
-•~ttlement 
·conv rate 
ci>n\i d.ne 

. ' ,, 

,., 

$ .. 2.191~ 
. . MfA . ..... 

· s ·o.oo 

-300.00 

$ 
$ 

300.00 

$ 
s 

t.99 

$ 

I 

300.00 
-300.00 

0 
NIA 

300.00 
300.00 

0 
NIA 

t.99 
9.99 

0 
NIA 

0311tl2012 -------- P~'1!1E~ M(:EIWO- THANK $ . -2,.300.00 

bin acct 
ref oum 
tran code I I 

" ori9 ~!1,ll 
sattfettt.•i:i~ .. ________ ····-~ ~~!1:a~· 

tran code con'ohattf . · 
COIW date· 

s 

• s 

2,300.l)O 

• • ~-;;:--.. I I~ 
________________ __, · -··•· ·~ . •.. ·······•· ··· .••- ~ 

-end of Statement-

i•.oo -a.•;oo 
0 ._..,,. 

. ~~tps://www.~ards.citidireet.comiStmtPrint.asp7id= t ?~~}'3;~~option=O&_ TS=8.... 12/1 ~f!-012 
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Statement Detail 

Cardholder 
P~T.ype 
OifaultMAC 

~lance 

Oltw~ 

I::: 04l09/2012 04A>912012 

bill acct 
r l:'f num 
tum code 

(b) ( 3 ) - P . L . 86- 36 
(b) ( 6 ) 

Cardholder S~etnent 

S 2,fl81.30 
S 0.00 
S 29.00 

Account Number I I 
Statement Period - 03124120t2. IM/2312012 

Total Payments 
Prevtoin Dlsputn 
Other Credits 

$ 0.00 
NIA 

S 0.00 

Total Amount Due 
Currentl>ilpulN 
Statement Total 
TaxTotal 

last alloc date time merchant 

, , '....enc1 ot Statement-

orifJ a rnl 
S!.'tl!(l ll:Cilll 

c.O11v ra1e 
cnn v <..fatP. 

s 

Page I of I 

a... .,.. ' -. - " 
' ' s 2.720.30 
~ 

s 21.00 
s -0.00 

ount at.tu. l! 

29.00 

' 20.00 
s '29.00 

0 
NIA 

https://W\\rw.cards.citidirect.com/StmtPrint.asp?id=20020217&inq=O&option==O&_ TS 1... 12/10/2012 · 
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Statement Detail (b) (3) - P . L . 86-36 
(b) ( 6) 

Cardholder Statement 
C.dholder 
PfOductType 
f>NuftMAC 

I l I RAOEL - iniilvidua&; illed 
Account Number 
Statement Period 

· Prwl~ Balance 
·PurchaaN 
~Debits 

S 2.289.58 
S 29.97 
$ 4,808.16 

Total Payments 
Prwious Ditputes 
Other Credhs 

laat alloc date time merchant 

0512•12012-06/22/2012 

S 4,579.16 
NIA 

S 0.00 

Total Amount 
CurrentOiepulN 
&~Total 
Tu Total 

Page 1 of 2 

entStau. New 

s 2.341.~ 
NIA 

s 58.17 
$ 0.00 

-B 05/2412012 05/2412012 PAYMENT RECEIVED -TI-WIii< S -2,289.58 
bill acct 
ref num 
tran ccdo 

i_Z,, 05128l2012 0512412012 

bill acct 
ref nvm 
tran code · 

e ~12 05/2412012 

1-
bill acct 
re:f num
tr.:in code _ I __ -

d OSl'S1l2012 05124/2012 

bill acct 
ref lllllll 
tran code 

.~: D!l29/2012 05128/2012 

bill ac,r;t 
Yt:/ llUl1l 

tran code 

:-:, 05/2912012 0512812012 

bill ilCC1 

ref num 
han u,de 

01ig amt 
scmh,me 11t 
conv rntn 
C('P)I/ rl,1le 

PAYMENT RECEIVED - THANK $ 

1-·::-.:~ orig amt 
settlemenJ. 
con.., rate 
conv dllt.e 

, , , , , J ' I 

II 
\ ,, 

$ 
' 1 

.l 
,, 

' ,, ong amt 
' • st,ttlement ., 

' ., conv rate 
'' COil\/ date 

I ~ I s 

orig amt 
settlamam 
c..:mv rate 
conv date 

$ 

0 11g amt 
scttl£:mont 
conv rate 
COfl\/ date 

s 

orig amt 
settlement 
COIW rate 
conv date 

I s 

https://www.cards.citidirect.com/Stmth int.asp?id=207 t 79%&inq=O&option=O&_ TS 

s 
s 

2.289.58 

s 
I 

2.289.58 

s 
s 

.~9.58 

s 
s 

9.99 

s 
s 

9,99 

$ 
s 

29.00 

2;288.118 
-uaa .• 

0 
NIA 

2,2at.S, 
-2.2at,58 

0 
NIA 

2,289.58 
2,219.58 

0 
NIA 

2,289.58 
2.289.58 

0 
NIA 

9.99 
9.99 

0 
NIA 

U9 
U9 

0 
NIA 

12/10/2012 
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Statement Detail 

bill acct 
ref num 
tran code 

8 06/12/2012 08111/2012 

bill acct 
ref num 
tl'an code 

-·End of s..m.nt-

orig amt 
settlemm,t 
conv rate 
co11vdat11 

s 

orig amt 
settlement 
conv rate 
conv date 

9.99 

https://www.cards.citidirect.conyStmtPrint.asp?id=20_7' 7~inq=0&-0ption=O&_ TS=4 ... 

Page 2 of2 

s 29.00 
S 29.00 

0 

. ' ,..,,.. 

s 
s 

• • 1 • 

. · .. . ,• 

t .99 
·t.99 

0 
NIA 

12/10/2012 
' 
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(b) ( 3) - P . L . 86 - 36 
(b) ( 6) 

Cardholder Statement 

I &L-'AXwc- ,namu; Aceount Number ! I 
Statement Period il8123ho12 - 0712312012 

·poatda• tnndate 

~ cien?~t2 .. 04/27/2012 

b ill aact 
ref nurn 
tian code 

. ·:_,,: 

8 01111'2012 0111oi2o12 

t>i!l '<lc'ct · 
, rel num 
tran code 

, /. 

8 07117/2012 07117/2012 

bill acct 
ref num 
tran code 

8 07/23'2012 07/17/2012 

bUI acct 
ref num 
tran code 

(,?, 07/2312012 07123/2012 

bill a~ct 
ref num 
tran code 

S 2,3'!.55 . Total Payments 
s 9.99 Priwlous Dl1putaa 
s 2.029.00 Other Credits 

S 2,350.00 
NIA 

· ··s o.oo 

last alloc date llme merchant 

Total Amount 
c~01, 
Statement T ota1 
TaxTotal ._ 

PAYMENT RECEIVED- THANK s 

________ I·· s 
.. ,',,,1 . : . ... . 

orig amt 
:;;ett!cmenl 
con11 rate 
COIW date 

.. 

. •, . ·. . ·. s 

orig amt 
sotttement 
conv rate 
conv date 

PAYMENT ftECEIVED - THANK s 

.--l 

ong amt 
se1tle1ne111 
C<)11v rate 
r.01w date 

. ~ ··•• ... - ... 

" 

: s 

I orig amt 
settleoumt 
cr,n•, rate 
c c, rw d ,1te 

I I 
$ 

orig amt 
,ettlemcnt 
con;, rate 
conv date 

- End of Statement-

amount 
., .. 

'S 2.031.~ 
Hff, 

S -311'.Q1 
f .: ., 0.00 .... 

-350.00 

s 
s 

9.99 

·2,000.00 

s 
s 

2.000.00 

s 
s 

29.00 

s 
s 

350.00 
·350.00 

0 
NIA 

/ 

' ...• 
S UII 

0 
NIA 

2,000,00-
-2.000.00 

0 
NIA 

2.000.00 
2,000.00 

0 
NIA 

29.00 
29.00 

0 
NIA 

https://www.cards.citidirect.co~/Stmt.Print.asp?id.:;:2120 J 882&inq=O&option=O& _ TS 3 ... 12/10/2012 

l! 



Doc ID: 6597293

Release: 2017-11 
NSA:  00551

Statement Qetail 

Pl;wlol.-Belance s 
Pi.we .... s 
OtherDltlltll s 

poet data trln data 

r~ 0112512012 01125/2012 

bill acct 
rel 11urn 
tran code 

'=I 07125/2012 07/25/2012 

bill acct 
ref num 
tran code 

(b ) (3 ) - P . L . 86-36 
( b ) ( 6 ) 

3~.'-: . 
__________ __. .. 

Cardholder $~ant 
' . .,~ ., . .. 

Page 1 of 1 

Account NIMlber ' . Y' ,-, . . . ~ 
Statement Period. . o_frwJ612 - 12 stltNlent Status 

2mtt. 
. o,\lQ 

0.00 

( 

i. :~03?,..,. T~Pay..,_ l--~Due I 
PrtvlowDllpl,tee - NIA ~=--Otherer.ctha s 0.00 S1iUtNntlotal 

ruto&11 

merchant 
,_ . .. ... . 

PAYMENT RECEIVED - THANK .. 

1···8 tlrig illllt 
settlement 
co1wrate . 
COI\V. date 

PAYME~ IECEIVED- THANK 

- End of Slallmlnt-

orig amt 
settlement 

. conv rate 
conv date 

$ 

s 

s 
s 

amount 

·U00.00 

s 
s 

·.z37.54 

s 
$ 

D.410 
N(A 

-2.~7.54 
0.00 

atatu9 ~ 

1.100.00 
-U00.00 

0 
NIA 

237.54 
-237.54 

0 
NIA 

bttps:J /www .cards,citidi~t.com/StmtPrinlasp?id=216114.l S&inq=O&option=O&_ TS=9 ... l 2/10/2012 
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APPENDIX C 

(U) Delinquency Notices 

UNCLASSIFIED/?tt)f< BfTJCli4l u:GE ONl Y 
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From: 
Sent: 
To: 
Subject: 

2013 10·50 AM 

I 
.. . 

' l .-)':<-,i fic;::; !1on 
· : ;•,JC L ;;, S ~; i F I ED r W 0 
i' 1 )f"TT' l¾l . ,Sf; I \ \ . I _,.,, - t.... ; 
:_· J ;' J '. _ ~ / 

To: 

Cc: 

Supervis~r: 
Time Sent: 

Subject: 

Body: 

03;j5;2612 02:58:56 PM · .. 

(b ) ( 3 ) - P . L . 86 - 36 
(b ) ( 6 ) 

. . 
**tJRGENP'* GTC-C.45 Days Delinquent **URGENT** . . 
H;lJ,~ I .. I 
Op9n reviewing the Citi government travel charge card (GTCC) acco~nts 
this month, we found that you are currently over 45 days past due in 
~;ying your government issued travel charge card account . 

.' p,'t_ midnight en 23rd of March 2012 Citi will have no choice other than 
.' to automatically suspend ATM and charging privileges until your 

' \ 'd:linf uent balance is paid in full. Please contac t me @ DL 
;, Travelcard ASAP if you will be in a t ravel status on er around 
;; tis date. We will then, on your behalf, be able to communicate with 
~ ,titi to request that your charging privileges remain active until 

:: . · your TOY has been completed. If you have not filed you r TDY expense 
.~· report/voucher, please de so now. To expedite the processing of your 
t --------------
1 

expense report/voucher, you may scan/e-mail it directly to Travel 
(b) ( 3 ) - P .L. 86- 36 Entitlements at their e-mail alias of NSA TOY. 

------------"'-,.-----~E:- .-1:-e!fl_i,!'?~?. ~~at in accordance with A enc GTCC olicy (Corporate 
'.: • TraveIGtdl'TT ·0-1-~MB: -date~ "Mel ·c00-8· -

.. ~~""""!"-------""""""'""""""'--""""!"--------,--...... --................ - ...... --....... •:.c.111 cha.rges en your G1CC are due upon receipt of your Citi statement. 
\5[loul d a"rrl char{ es on your statement appear to be in question, please 
r1ptify CL Travelcard immediately so these charges can be 
dfi~ussed, investigated, and/or resolved . 
If 'y~u have mailed your payment , please promptly provide us with a 
che~i·pumber, amount paid, and date mailed . If you made an o n - line 
payrnent',please provide the payment amount and date of payment. 

Thanks ,', 

. ' 

,·········~-······-··-·····-·r·················· 

recounting Analyst I 
769-710C (s ) 
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- .,, ,.,,_,_.,.~,..~~.,.....,. - ,....,,_.~ ---• ... :, ... , ........ _, ____ r-----··•~ --.. -~..,....-·,..~ -·-,,,. -

:::;R;:;::~:.~;:; .lnt 90 Days Pafil Due 
............................ 

From: 
Sent: 
To: 
Subject: 

...................... 
Clas sif i cation : UNCLASSIFIED/,,., l'.,,O"'R-O"F!"llf~IT"t.,.l"'A""L-o"'S~E~O"'N:nt-,,Y ·· ·· · 

- -- --~ri Rina l Message- --- - .. --~:.-.•. , .... ] 
From: IL.. ___________________ !·••••••··· .1 (b) (3) - P . L . 86-36 

Sent: Friday I May 11, 2012 2; 3~ PM • · · ;,: 
To: I . - I , · ;' 
Cc:.. .. .... , ,' ;' 
SubJect: **Action Required** ActOijAt.?0 Days Past Due ,f 

Classification: UNCLASSIFIED/ /F8R 8FFIElAL w,, ·om.¥ , ' 
****************************************************~************ 
THIS IS AN OFFICIALLY WORDED DUE PROCESS NOTIFICATION SE~T·°UJ: ACCORDANCE WITH DOD FINANCIAL 
MANAGEMENT REGULATIONS . , .. 
****************************************************~*****"'******** (b) (3) - P . L . 86-36 , . 

I I·· ······· · · · ·· · ·· · ······· · · ··· · ·· · ·:,. ... . . ........ . ..... (b) (6) : , . ._ _________ ..... 
As of 05/ 11/2012, a review of the Citi government travel.'eharge card (GTCC) database 
indicates that you are now over 90-days delinq'uent in t~e· payment of your GTCC. 

, ' . 
Total amount due is $$2,749.30. 

Please be advised that your GTCC account will be can~elled on 05/17/2012(120-days delinquent) 
and any outstanding balance which is r,iot formally di,SP,Uted will be submitted to the Finance 
and Account Office for involuntary ~alary offs'i,.l,,.._...u.Llii...Y.L.l.lo,.and Agency travel card policy 

requires all undisputed 
c arges to be paid by the specified due date as stated on the Citi monthly 

Citi will automatically cancel any GTCC account.'that reaches the 120-day delinquency mark~ 
with no reinstatement privileges. You are remiDded that if you are required to travel in the 
future you will not receive a cash advance fon'the benefit of government transportation 
rates. All costs will be borne by you. the traveler. until you are reimbursed by the agency 
for which you traveled. Reimbursement by the.'Agency will not occur until you have submitted 
an expense report/voucher and the applicabl~' receipts. 

Non-compliance, or failure to adhere to the guidelines for the GTCC, can result in 
disciplinary action in accordance with PMM, 30-21 Chapter 3661 Section 3.lD Government 
Credit/ Charge Cards! !. To resolve this delinquency. 
you may conduct a phone payment by calling the 800 number on the back of your Citi GTCC. 
NOTE: You MUST contact Citi from a home phone, DO NOT use a government phone exchange to 
contact Citi. 

If you are financially unable to make a full payment. and wish to enter into a written 
agreement with Citi to make voluntary monthly payments and avoid involuntary salary offset, 
immediately contact the 800 number on the back of your GTCC to make the necessary 
arrangements. (DO NOT CONTACT CITI FROM AN AGENCY PHONE EXCHANGE.) 
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In accordance with the Travel and Transportation Reform Act of 1998, Public Law 105-264, 19 
October 1998, and 41 C.F.R. Parts 301-54, and 301-76, and the Department of Defense Financial 
Management Regulation, Volume 8, paragraph 080602 (civilian employees), your outstanding 
balance will be sent to the Finance and Accounting Office for involuntary salary offset if 
your GTCC account is not paid in full within 30 days from the date of this notification. 
Deductions not to exceed 15% of your disposable net pay (gross pay less deductions for 
federal, state and local taxes, Medicare and/or OASDI, retirement, TSP, health insurance and 
basic life insurance) will be initiated until your balance has been paid in full. If you 
have paid this debt in full, or believe the debt is invalid, please send an e-mail to our e-
mail alias of: I ! You have the right to inspect and request copies of records 
related to your debt., You also have the right to request, in writing, a hearing concerning 
the amount and validity of the debt or the amount of involuntary deductions. To request a 
hearing, you must co~plete the Petition for Hearing Request form, which can be found at: 

Thank You 

(b) (3) - P . L . 86- 36 

Classification: UNCLASSIFIED//POft OPFfef~L ~SE 9~b¥ 
Classification: UNCLASSIFIED//f6ft 8FFiEiAb w,, Q~b¥ 

Classification: UNCLASSIFIED//F9R err1,10L l~E ANIY 

Classification: UNCLASSIFIED//F8R ern,.i01s 11S5 ANIY 

2 
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UNCLASSIFlED//FOff t)ttfe'f,tL tl~!! ON'Ll 

APPENDIX D 

(U//1"6Y~ NSA/CSS Corporate Travel Gram Issue 01-2008 
(Revision to Issue 01-2008) July 2009, 

Department of Defense Government Travel Card Procedures 

UNCLASSIFIED/KOR. Of'FlCf::AL t#Sf 0.Vtl' 

IV-12-0090 
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UNCLASSIFJEui/f"e,tt ernCtiAtL USE ONUf 

Issue 01-2008 
(Revision to Issue 01-2008) 
July 2009 

(U) DEPARTMENT OF DEFENSE GOVERNMENT TRAVEL CARD 
PROCEDURES 

(U) This Coqx)rate TravelGram details the procedures for mandatory use of the 
Government travel charge card (travel card) under the "Travel and Transportation Reform 
Act of 1998" (TTRA), Public Law l 05-264. 

I. (U) PURPOSE: 

(U/ffOUO) The purpose of this Travel Gram is to inform National Security 
Agency employees (civilian and military on 4000 billets) of the basic NSA/CSS policy 
and procedures for using a government travel card, while traveling internationally 
(OCONUS) and in the continental United States (CONUS). Effective l October 1995, 
the individual Government travel card program was instituted agency wide for the 
payment of official travel related expenses. NSA's employees should use the travel card 
for all official travel expenses unless those expenses are otherwise exempted. (See section 
VIII of this Travel Gram) 

(b) (3) - P . L . 86-36 

(U//FOUO) Employees, 
ill tie exem t from using the travel card. 

Employees must consult with the prior to making -------------travel arrangements. 

II. (U) PROCEDURES FOR OBTAINING A TRAVEL CARD: 

(U//rouo, The Citibank charge card application form may be printed from. go travelcard 
~ The following sections must be completed: (Email address is not needed) 

1. Name 
2. Address 
3. Social Security Number 
4. Date of Birth 
5. Cardholder' s signature 
6. Date 
7. Credit Report Authorization 
8. Supervisor's signature 
9. Date 

The remaining sections will be completed for you by the Agency Program Coordinator 
(APC). 

UNCLASSIFIEDNfOn OFFICIAb USJ; O~ILY 
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UNCLASSIFIEDNFOR OFFJCIA:L USt! ONL'f 

(U//FOUo, Military personnel must complete and submit a direct deposit form and a 
military point-of-contact sheet (POC) with their Citibank charge card application. All of 
the forms can be accessed on thei l,vebsites. 

(U//fOUO, Applicants must read, initial, ano. sign the Statement of Understanding 
Government Travel Card Program form (SOU). A supervisor's approval signature is 
required on the SOU form for both civilian and'.tr1ilitary personnel. 

(U//FOUO~ A listing of all APCs and additional p~ints-of-contact for the Citibank travel 
card program can be found by typing "Go Travel" o'r "Go Travelcard" in the intranet 
browser. · 

(U,'/FOUO) Applicants will receive their travel cards usttally within 7-10 business days. 
The travel cards will be mailed to the applicant's home addresses. If a travel card is not 
received within the 7-10 period the APC should be contact€cd. 

(U/,TOUO) EXPEDITED CARD PROCESSING: If an empl~yee is required to perform 
a mission critical TOY and does not have a valid travel card, tfiey must have their 
Request for Travel Authorization (RTA) processed through! ~ ! 
I I J?rior to submitting the completed travel charge card ap?licatiqn to the APC. 
Upon receipt orlhe .appJication, the APC will initiate action with 0\tibartk to expedite 
delivery of a travel card. "rnerc-is an_additional processing fee for the expedited card 
service which is reimbursable by the funding-organization. Please note that someone 
must be available to sign for the card at the mailing-or·home.aqdress, o~ the card may be 
sent to either of the travel offices for pick-up. · · · · - · -'·.,· ------------. 

Ill. (U) PROPER USE OF THE CITIBANK TRAVEL CARD: 
I (b) (3) - P . L . 86- 36 

(U/lrOUO) Authorized use of the travel card is reserved for purchases related to and 
made during official Government travel only and which will be reimbursed using travel 
funds. Expenses to support travel mission should be not charged using this card. The 
travel card should be used for purchases such as the following: 

air travel 
rail travel 
lodging 
transportation services 
conference fees 
auto rental 
fuel 
ATM access 
service fee/agent fee/transaction fees 

The travel card may be used at food service establishments. Use of the card for meals & 
incidentals expenses is not mandatory. 

UNCLASSIFIED//FOR OFFICfM; USE OHLY 
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UNCLASSIFIED//PClt CPPtCIAL U~.1! ~NL i 

(U) Permanent Change of Station (PCS) 

(U/;Fouo• Use of the travel card is required for purchases related to and 
made during official Government travel for a Permanent Change of Station. 
Examples of these expenses would include lodging rental cars, airfare and 
taxis. The card may also be used for meals. 

(U/,IPOUO~ The travel card should be used for purchases relating to the 
following entitlements: 

Temporary Quarters Subsistence Expense (TQSE) 
House Hunting Trip (HHT), including Airfare. 
Mileage and Per Diem (MIPD), including Airfare 
Temporary Quarters Subsistence Allowance (TQSA) 
Foreign Transfer Allowance (FTA) 

(UOFOUOj The Travel Voucher Summary, Form DD 1351 ·2, should be 
submitted within five days of the completion of each entitlement. All 
necessary receipts should be attached to the signed travel voucher summary. 
Both the employee's signature and the Approving Official's (AO) signature 
are necessary on this form. 

IV. (U) When the Employee Requires Cash: 

(Unrouo, Employees in preparation for official travel may need to withdraw cash from 
an ATM for incidental expenses, or in instances when a vendor will not accept the 
government travel card. Cardholders will be provided personal identification numbers 
(PIN), which will allow access to A TMs. The employee can always "customize" their pin 
number. The use of a travel card for cash withdrawals is limited to $1,000 during a seven
day period. In circumstances where the cash limit is insufficient, the employee should 
contact the Agency Card Program Manager (CPM). Employees will be reimbursed for 
any fees associated with ATM withdrawals made using this card. Reimbursement of the 
ATM charge is only authorized for withdrawals made in conjunction with official travel. 
A TM withdrawals should not be made more than 3 working days prior to the start of the 
travel. 

V. (U) EMPLOYEE REIMBURSEMENT: 

(U#t'OUOj DoD has mandated that all civilian employees and Military members must 
designate the portion of their reimbursement for charges made to the official travel card, 
be sent to Citibank to liqudate their bill. This amount should be recorded on the top of 
the RTA under the Split Disbursing area. If the outstanding balance is unknown, the 
employee may contact their APC for the correct amount. If an amount is not indicated on 
the RT A, the following expenses will automatically be split disbursed to Citibank: 
air/train fare and service fee; lodging and lodging tax, rental car and conference fee. The 
split disbursing process is not available for sensitive TDYs. If the total balance of the bill 
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is not paid through split disbursement, the traveler is res onsible for any remaining 
balance owed to the Bank. 

(b ) (3) - P . L . 86-36 

(U/ffOU~I lhas,been exempted from the ma'rµiate to split disburse funds. 
This option is not availablc,:fo. ~eimburseme~ts:. · 

, , " ' . . ' 

U/,'N'-~~ All TDY ti~~el claijns must be submitted to I ·. '. · I 
within five (5) working d]iys after the L--------~--=-~--~....I! comp etlon o each- trip. Failure :to submit a claim does not excuse 'the employee from 

paying the Citibafik by the due date posted on the billing statement. · .. , . . 
(UHFOU~).All PCS travel claim:s must be submitted to! '·. I lwithin five:(5) working days after._th_e-co-m-pl-c,-ti-on_o_f t_h_e __ _ 
entitlement. Failure to submit a claim does not excuse the employee, from paying the 
Citibank by the due date posted op the billing statement. 

. . 
(U,tf'OU~ During long-term TO:Ys, those in excess of 45 days, the e~ployee is required 
to submit a claim for each 30-day:period. The claim must be submitte<i within 5 days 
after the end of each 30-day perio~. While in an extended TOY status, i~ is important that 
employees ensure their travel card bill is paid by the due date specified Qn the Citibank 
billing statement. To help facilitate this, employees are required to contact their APC or 
Field Site POC prior to departing on the extended TDY. . 

. 
(U/i'FOUO,, Employees shall be reimbursed no later than 30 days after submitting to the 
Travel Entitlements Branch, a properly completed claim for reimbursement:, . . . 
(Ultf"e>U03Each claim must incluc\e: RTA with AO's signature and employee's 
signature, as well as paid receipts for lodging, transportation tickets, rental cal, 
conference fees and any item $75.00 or more. Claims must be submitted to! khe 

1 l 

(Uh'fOUO, If reimbursement takes longer than 30 days, the Government may be required 
to pay the employee interest. Interest is payable, using the "Prompt Payment Act" interest 
rate, beginning on the 31st day after the submission of a properly filed travel claim and 
ending on the date that the payment is disbursed by the Government. The only exception 
to the requirement for this payment is when the payment would be less than $1.00. In 
addition, the employee shall be paid an amount equal to any late payment charge that the 
travel card contractor would have been able to charge had the employee not paid the bill. 

VI. (U) LATE PAYMENT/DELINQUENT ACCOUNTS: 

(U/,'FOUO,, Payments are due in full by the due date specified on the Citibank billing 
statement regardless of whether or not the employee has received reimbursement. 
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(U,'i'FOU01 Employees will incur a $29.00 fee for payments returned due to insufficient 
funds. This return payment fee is not reimbursable. 

(U/i'FOUO, MILITARY DELINQUENT ACCOUNTS: In accordance with the 
Memorandum of Agreement (MOA) between the Military Commands and the National 
Security Agency/Central Security Service, military accounts which are 45 days delinquent 
will be reported directly to their parent military command. 

(U) CIVILIAN DELINQUENCY CYCLES: 

(U//FOlJO~ 45 days Delinquency -After 45 days of delinquency, the APC will send 
notification to the employee and their immediate supervisor stating that unless 
outstanding charges are paid in full, their travel card will be suspended on the 61 st day of 
delinquency. On the 61st day of delinquency, the Citibank will automatically suspend 
A TM and travel card privileges. 

(U//FOUO' 75 days Delinquency - After 75 days of delinquency, the APC will send 
notification to the employee, their immediate supervisor and the organization's Chief of 
Staff stating that travel card privileges remain suspended and the outstanding balance 
must be paid in full to avoid further action. In addition, a $29.00 late fee, which is not 
reimbursable, will be applied to the employee's account. 

(U/)FOUO' 90 days Delinquency - After 90 days of delinquency, the Individually Billed 
Account Manager (lBA) will notify the organization's Chief of Staff and the Employee 
Relations (ER) Office for appropriate disciplinary action. The 
IBA will send a Due Process Letter to the employee allowing 30 days to make full 
payment of the outstanding balance ( copies will be sent to the organization's Chief of 
Staff and ER). 

(UNFOUO~ Salary Offset - If the employee's payment is not made in full within 30 days 
of the date of the Due Process Letter, then the Salary Offset process will be initiated in 
accordance with the DoD and BOA established policy. Payments of 15% of the 
employee's net pay will be deducted from their bi-weekly federal salary to satisfy account 
balances that are not in dispute. 

(U//FOUO' 120 days Delinquency- On the 120th day of delinquency, the Citibank will 
automatically cancel the employee's account. Once the account is cancelled, the Citibank 
will not reinstate the travel card for any reason. 

VII. (U) MISUSE OF THE TRAVEL CARD: 

(U/}FOU01 Travel cards should be used only for reimbursable expenses associated with 
official travel which will be reimbursed on the RTA or D01351-2. 

UNCLASSIFIEDh't'Ott Off1CIAL USE ONL1f 
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(U/ffOUO, Military Misuse: In accordance with the Memorandum of Agreement (MOA) 
between the Military Commands and the National Security Agency/Central Security 
Service, when misuse of the travel card is suspected Military accounts will be deactivated 
and a notice of deactivation will be sent to the respective parent command, 

(U/IFOUO, Civilian Misuse: If misuse of the travel card is suspected, the IBA will send 
an email to the employee and their immediate supervisor questioning the expenses on the 
traveler's account. Depending on the response provided and the seriousness of the 
misuse, the travel card may be deactivated to prevent further misuse. In addition, a 
formal case will be forwarded to Employee Relations (ER) for disciplinary action. 

(U/lfOUO) Supervisors shall not tolerate misuse of the travel card and cardholders who 
misuse their travel cards shall be subject to appropriate administrative or disciplinary 
action. Possible actions range from written reprimand to removal. 

VIII. (U) EXCEPTIONS/EXEMPTIONS TO TRAVEL CARD USE: 

(U/~FOUO) Military or DoD civilian personnel whose use of the travel card, due to 
operational, security or other requirements of a mission, would pose a threat to national 
security, endanger the life or physical safety of travelers or others, or would compromise 
a law enforcement activity. Refer to Section I (PURPOSE, paragraph 2). 

(U,'ffOUO) Military or DoD civilian personnel traveling to or in a foreign country where 
the political, financial, or communications infrastructure does not support the use of a 
travel card. Consult thel ~or gordahce: · · · · · · · · · · ... , -(b_ )_ ( 

3
_) ___ p ___ L ___ 

8
_
6

_-
3
-

6
-, 

(U/frOUO) Military or DoD civilian personnel that are determined to be infrequent 
travelers. An infrequent traveler is one who travels two or less times per year. While 
DoD has exempted infrequent travelers from the mandate to use the official charge card, 
NSA offers the card to all employees and will offer no special accommodations to those 
infrequent travelers who elect to not apply for the card. 

(U/,'fOUOJ Individuals employed or appointed on a temporary or intermittent basis upon 
a determination by the individual' s supervisor or other appropriate official that the 
duration of the employment or appointment or other circumstances pertaining to such 
employment or appointment does not justify issuance of a travel card to such individual. 

(U!,'fOUO' There are two exceptions when personal charges may appear on the official 
travel charge card. These are: 

a. personal lodging or rental car charges incurred in conjunction with 
official travel charges when travelers are extending their official time at 
the hotel or use of a rental vehicle to include personal (leave) time 

b. when travelers are charging expenses incidental to the hotel bill 
(exercise room fees, movie rentals, personal phone calls or beverages) 
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While these personal charges are not reimbursable, travelers will not be expected to use a 
personal charge card since these charges are incidental to use of the hotel /rental car. If 
the traveler elects to change hotels or rental vehicles during the personal time, the official 
charge card should not be used for these expenses. 

(U/,1FOUO~ rRIENDL Y REMINDER: If an employee has any questions/concerns about 
their account, they should contact the APC. It is very important that the APC be notified 
of any address changes, name changes or to report a lost or stolen card. If an employee 
receives any inquiry for data, appearing to be from the Bank, either on the phone or 
through e-mail, the employee should not respond to it. The Citibank will not attempt to 
communicate via these modes. When this type of correspondence is received it should be 
reported to the APC. 

(Uh't"'OUCJ' EFFECTIVE DATE: This Corporate TravelGram is effective immediately 
and rescinds Corporate Travel Gram 01-2003. If you need additional information, please 
contact the Travel Card Program Office, 968-4027s orl I 
NOTE: (U) The contents of this Corporate Travel Gram have bee11 coordinated with the 
Office of General Counsel. 

(b ) ( 3 ) - P . L . 86- 36 
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APPENDIX E 

(U) E-mail fromllto l 
datecJ"l'B""May 2b.1Piin2r-----

IV-12-0090 

I (b) (3) - P . L . 86- 36 1 
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From: 
Sent: 
To: 
Cc: 

Subject: 

. . .. J 

I I ·. ... 
(U) Security'Matter .... '. 

.. .. : .. .. '' 

(b ) (3) - P.L . 86- 36 
(b) (6) 

. . ' .. .. .. , 

Classification UNCL.t\SS!f :~F.:PltfOR OFFICIAL USE Ot~t.Y .. . .... ' . 
~ •' ~----------· 

Cood mornin~ I"' <Ii •..• .. /J (b) < 3 ) . P . L . 8 6· 3 61 
I ,,, I 

I Rnow it has been a great matter of co,r,t~rh'for me and those involvekl.. in this situation. I am so 
deeply sorry for the problem that l've-c~us.bd Gmd mis-using the Gov't .'Credit Card. I am also very 
sorry for the response I gave my su,pe'rutsot'i· i I feel really sadd~ne~. troubled, and 
embarrassed concerning the GTCC ancl th'at's why I wasn't truthful with him when it was brought 
to my attention. I am so sorry .for this -and what I've done. Wheni lalso talhed to me 
concerning the Security Financial fo~,'.n d.u~ May 15th I had only remembered May 30th from the 
email. I spoRe withi .ust,yest~rday morning and I began to re-d,o my SecFin form. I then 
realized that I had started It bad~ ih February of 2012 when I saw the icon on my deshtop. Upon 
opening it, I had only a few minor.'chadge, to add to it. I related this to! ~o let him hnow 
that I wasn't ignoring it at all, but' because of my medical situations and everything surrounding 
that I had forgotten about it. ' ' ' 

Further in my conversation with! I I reminded him of my absence being on Med. Leave last 
year when my SecFin forms were due anp that I could not have met the due date, he did respond 
by saying he remembered, so;lt wasn't a ;pattern at all concerning my security obligation. 

I realize that this still does n9t justify nor :Provide on e><cuse for my actions. In all my years here, I 
never had to deal with any; of these Rinds of situations before because I treasure deeply the 
privilege and honor and respect of wor~ing for this Agency. I am so deeply sorry that I mis-used the 
GTCC and I have taRen steps to rectify this matter of significant Importance in full. I also am deeply 
sorrowful that I was not truthful in respense to this matter, and to all involved, I asR your 
forgiveness ' · 

. ' 
I am sending this message because I do;care and appreciate my portion of service to NSA, and I 
earnestly and thoroughly believe in th~ purpose, mission and integrity it upholds. The bottom line is, 
I love serving at NSA and I earnestly w:Ould liRe the opportunity to continue doing so. Please 
forgive me for the wrong that I've cauled and I do taRe responsibility for my actions. 

' ' 

With all sincerity, : 
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APPENDIX F 

(U) E-mail from! ho the OIG, 
dated 13 December 2012 

(b) (3) - P . L . 86-36 
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From: ·. r I 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

·. Jllllrsdav OecerobetJ3 2.ll12 l~f AM 

~:, Re, (U) T ermin~tllm-ai~ankruptcy_ Garnishment for .. ! ___ _ 
I -. pa~ . . . . . . . .. . 

', .. ._, .............. __ -- .............. .. 
.. .. .. .. 

· ·!;isf,i fr::~tion UNCLASSIFIED/ff OH OfTfCI.C,L UC[ O~JLY .... : :-:::., ...... ---------.. 

ORaY1 .. ___ lhere is the email w/atfq~hment, T~?nRs. 

(b) (3) - P . L . 86- 36 
(b) ( 6) 

.. .. ' # .. # 

I i I Rno~-l said this, but I am so son:y, and I dpologize d~er,,ly f~r -~Y lad~ of wisdom in misusing the 
Government credit.card. I do tal::?e full responsibility for my-actiom which will never happen again. Although I 
value, with _high esteem, the trust that NSA 'f'las put jw;ri,e as,en' employee, I realize that I waivered on my 
responsibility.•lhave tahen the careful steps through caµrnei and education to ensure that this incident will 
never tal:?e place .again. I tr~ my best to walli and live cl; a person of integrity and that's why this hurts so 
much. It is a privilege and arr honor to· serve the-~gency In the fulfillment of its mission. With my whole heart 1 
do loot:? forward to se~ving ~ ~ore years. , · · ·, · 

Thanl:?s. 

•-
........ .. .. .. .. # .. ' .. 

. --. 
) - . 

- . . 
" ._ .,1. ....... .. ,.,,,,, .:,.. • .,.,...,.'"':" .. ~-- ...... ,,,,;~,r,l_,-.,. .. ~~ _, i,;,.;.,.,,,. .; 

Drop Bo xi.._ ____________ ___. 

. 
' . 

. . . . . . . . . . . . . 
' .. . .. ~l (b) (3) - P . L . 86-36 

" /J 's not 1ul1al goes into n mr111 that defiles hi111, .. b11t whnt comes 011t of /,is mouth"! 
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APPENDIX G 

(U) Response to Tentative Conclusions 
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From: 
Sent: 
To: 
Cc: 
Subject: mment on the conclusion of OIG Investigation ..... _ .. ,: ' 

' ' . ' . 
r· ::j::~~-,fl! :,_ ;\!~ in uNCLASSIFIEDr.~1F·O rk. o,s F 1c11\t u ~, E ONLY . ' . 
Good momin9' .. __ _ 

I I .. 

' •: 
' 

•' ' 
' 

As I shared before, I a;;..~ deeply sQdc:timec:t and qpologize for the wrong decision I made previously to use 
the Government travel ctedit card (Gl;tC). I ~now. I went through some very difficult financial and 
emotional times, but nevert.heless, I :wds· ,till wrong. l am so sorry for my dishonesty. I felt ashamed and 
embarrassed, in which I was aeservihg::of:Jn repaying my debt almost a year ago, I realized regardless of my 
circumstances there was still no Justific~ion for my a~ions. Since that time I have learned so much and it has 
had a tremendous effect on me 'c!md rt,y family. Through lots of prayer, Credit Counseling, and Financial 
Management courses, I've been able fo turn things around for good. 

:, ; ' ' 

I came to this agency with a gratefql ~art becduse of th~ opportunity Cod gave me to help serve and 
support NSA's effortless and dedicatE!d mission arid that's why this incident hurts. I've learned though that 
there are several support groups an~ emiMpyee prQgrams ftere at the agency to help with the difficult times 
and to help employees and their far:tiillles reg~in their footin~ to move forward. 
Again, I am sorry and I apologize fori my offe~e. With. all sln~erlty, please, I do covet the opportunity to 
continue to serve faithfully in the ml~slon of NSA. Than~ you sb very much. 

i: ' ' ' 
I •. • • 

Respectfully, 
(b) (3) - P . L . 86- 36 

._ _ _.~ --· - -·--··-~ - (b- )- (6-)------

I 

DropBox. --------------

. . .. 

::'1 (b) (3) - P . L . 86- 36 

" If'.~ not il'lwt goes into a ma11 that rii'.files liim, .. but what comes out of his mouth"! 
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From: 
Sent: Monda A ril 08 2013 -9.: 
To: 
Cc: 
Subject: <lrt!'!l~nt on 1Re coQci~s16n of OIG Investigation 

....__ - .............................. _· .. - ......... .. 
.. _ .. _ ... _-_ ....... _ .. _ .... ,: .. :,..~ 

Ciassifica tion: UNCLA..SSIFIED//FOFl OFFIGl,'l{l. UGE O~JLY - <b- )-<3- l- - -P-.L- .- 86-- -36-, 

Good mornin~ .. __ _ 
(b ) ( 6) 

. . . , , 
, , 

As an additional note, as explained before, dµring my financial difficultfe-5 I struggled with mortgage 
payments, medical bill, and other utilit bills: T , he door to our strug1,.,.._..a.. __ 
when 

·ogs became veiy difficult flnanciqll~ as well as emqtfonctlly. · 
..,_ __ ...,_a~nd" t•h·e· care·me-'Aeeded'.was constgnt gnd t;r,som'e ~.ecause there was no one ~lse able to care for 

her. Soon after I .. r~},icl)·put a strain on our own a11d before we !:?new. it 
we were.behind the eight baU, if you will. I bec~me oiJerwMtmed-fror.n-c.qlls_Qf1d letters threatening to ·. 
foreclose, r,')edical offices turnin_g us ~ver to collec,tiOn age1•1cies, and utility offices li~e-B<:i&&t-hreateni[lg to ·. 

I 

turn off our ·~?wer. ·.. ·.. , ':, ··.. , , , ' : ~ 

I !did e·~eotually pass awciY. whi~t,-~~s ~ ~.e~ difficult time especially .for I · I 
I am sor,-y to say, out these situations and circum'stances were very real and it put a great strain on our 
household., I do apo!Ogize to NSA be<ause, I made'-µ wrong decision to use the CTCC to ~elp heep us above 
water when there were.only day~'before tlie'cou'rt~ would foreclose on our house, and C(ttorney threats to 

# \ i, I I 

ta~e us to court.for failing, t9-ma~e paS,ryte"ts on ·.other bills. Although there is no balQnte I owe. I thoroughly 
regret that decision. , .. _ , 1• • • • : : .. 
I am glad that thing~:ci;e mu~~·(nuch, bet~er f~'nan~i~lly and emotionally and becaus~ ~f prayer, counseling 
programs and courses we were able to pay 'off 'a lot.of bills and refinance our current:mortgage. 
I want NSA to !:?now that this.was d major/eid,,a'vstiv~ lesson in my life and that I WIii :Use it as a quality step 
to strengtl)eh my radical pu,rsu'it.to fut{ill its' m'ission. ·. ·. · · 

# I .. ' .. I I II I 

# # ._ ' I I I 

I 

' ' . 
', ,' 

I I 11 

' ' ' I I II 

'.:•' ' ,, I 
' ' ,' I ' ' I' ". ' .. :1 ,,u 

.. . . . . .. .. 
•' 
•' .. .. .. .. 

· ··:,J~_(_b_) _(3--) -_ P_._L_._s_6_- _3_6_ 

DropBox~I ___________ _ 

"/l 's 110/ 11,f1t1l goes i11to n nun, that defiles him, .. but w!tat comes out of lzis mout/J" ! 




