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. To the Inquisitive Reader:
. Tho manuacx:ipt entitled "Kriegsgeheimnisse im Aether" came
" to the attention of American authorities in Germany by accident.
Al). rights to the book were purchased for a ourious reason and
fiow, soms five years ‘]Iater, the National Security Agency f£inds
itself custodian of tﬁis property. This translation is isaued,
by request, in the belief that the document will interest other
agencies. :
/ No attempt has been made to verify the authorts statements.
M,zl. Flicke says that his manuscript covering *he history of the
/[ntercept gervice down to World Waxr:II was lost and had to be

Ireconstructed largely from memory. This reconstruction, in two

i
parts, constitutes the present volume. Part III, bound eeparalo-

ly, covers World War II and was written partly, from memory,

partly from notes made under trying conditions. Readers who
chance to have more adequate information on this or that point
will, therefore, make due allowance for any dubious statement.

This brings up the question of the authort!s qualifications

and background. Mr. Flicke began his intelligence career in the

WArendt Service" during World War I; from 1919 to 1939 he worked
in what was eventually known as "OKW/Chi", where he developed the
evaluation saction; in 1939 - apparently after getting into hot
water by his opposition to the Nazi Party - he was sent to set up
the f'irst; intercept station of OKW/Chi at Tennenlohe, from there \
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he went to Liboume;: and later to Lauf as technical director of
the station; in Seplember 1944 he was transferred to "Funkabwshr'
(ra.d.io couni';erin’oell-_:;genoq) in Zinna, where he became ssquainted
with the work ageinst forelgn agents end partisans. Frou the foro-
going it is evident iii(hat Mr. Flicke saw mny of the fruits of
German gry;gtax‘xallysis and that ,hg himself gartioipa.ted actively

in most otl‘x‘er aspact; of thq_u vlm;k t}e describes.

One ;:i'._her fa.cto-.r; way be gonsidgred. Flicke says that in 1934
General Fellgiebsl, then head of the intercept service, coumissioned
him to wrif:? 8 histcfg of that qe'rwi_ce; this acgounts for his copious
notes. Possibly one ‘n__lO‘biVQ for completing the book was his loyel
devotion 'o:c_:‘_tr‘xe Imemor;y o::r Fellgiebel, who was one of the victims of
the purge ‘J‘,.“ollowins 26_ July 1944.

"War Secrets in E_he Eth_;,;'" atteypts to cover large segments of
);ime and s'x_;ac.e'. On t}:x_o espi'oxfxage fide ‘1t affords an interesting
# check on t}.xe "Handbook of Spg.es" by A. A. Foote; as a revelation of “
German ioppgaition to Ng.ti.oqa.}_. Socmd.gm it lacks some of the dramatic!
qualities o;I Gisevius'_‘ "To ;’.,;}e Bitter End"; nevertheless, tho rea.dez!-
may grant ;;haf. it is signific;nt . |
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PREFACE

The author of the book is a scientist who over a pariod of
'twcnty—nine years had opportunity to gain decp insipght into a
speclal branch of the secret service of all Europcon countries;
this branch is known as "intercept service® to only a small part '
of the public.

Since the invention of technical means of commnications «-
such as the telephone, telegraph, and teleprinter —- the worl.
has been spanned by a mighty network -- partly visible, partly
invisible -- over which messages of all types arc spceded almost
without interruption. Since the invention of radiotelegraphy the
ether has been filled with radiogra;s whose content extends to
all realms of public and private life and gives a reflection of
human existence on our planet,

On the other hand, all these radiograms_aét like a magic
motor in shaping the life of mankind. Whoever follows this )
exchange of information in the ether (and in part over wire lines)
knows the course of events in the past, present, and near future
as no one else can and has a chance to look into things in a way
of which the outsider can have no conception,

The present book draws on this source. It can offer‘only a
tiny fraction of what that source has-yielded in the courée of the
last thirty years. But even this small section will show mankind
in:what fateful fashion the interception of radiotelegraphy and of

1

other technical means of communication has influenced the‘courae of
{

events,




_RE.S_WI.FB:I' e pd 2]
A AWNA NS A  BAcaArs

The contents of this book fall into three periods of time:

1., The period from the inception of the intercept service
to the end of World War I;

2 I The period between the two World Wars;

e " The period from the summer of 1939 to the end of Werlid
; War IT.

Pa.?t. I is purely historical in character. It is considered
here in order to give a basis for an understanding of the intercept
service, and to assure to the treatment of the material a certain
degree of completeness.

Part II throws light on the development of the intercept
service in European countries, especially in Germany, and is
calcula..ted to give many a hint regarding the events leading up
to World War II.

Part III, the largest section, shows the decisive role of radio
espionage in all its branches during World War II. It reduces the
events at the fronts to a position of secondary importance when
compared with the invisible, dynamic force of radio espionage in
this mightiest of all wars. Here for the first time the most secret
nmatters of the‘ warring states are brought into the light of publicity.
This is done in order that the world mey know what went on behind the
scenes, and so dispel many an illusion which might tend to glve this
war a sembllance of romanticism.

In this third section the present work aims to show to tpe world,
and in particular to the German people, the incredibly frivol'"us » casual.
unscrupulous manner in which Hitler not merely began the war put -

what is worse -~ continued it contrary to all laws of reason and humanit;

after every chance that it might be decided in his favor had long since
' viii

—RESTRICTED-




Dge &
O A ANANLS L LY

vani ghod,

This book is intended to help give the peoples the truth;

it is intended as a warning, and so to serve the cause of pecace.







FOREWORD

The Second World War has come to an end; it ended as it neces—
sarily must. An infinite amount can be written about this war, the
events leading up to it, and about the domination of the National
Sociallst system in Germany and its effects abroads Many things
will be explained eventually; many will forever remain veiled in
darkness. This book is intended as a contribution te historical
researchs An attempt will also be made to air many a secret, to
furnish an explanation for some things which seem inexplicable.
This work is intended to illuminate events of the past thirty
years from a point of view from which this has never yet been done
and could not be done: namely, from the point of view of the so-
called intercept service, i.es., the interception of radiotelegraphy
and all other technical means of communication and the decipherment
of cryptograms. The book origin:ated in the main during World War II,
but its beginnings go back much further. Originally it was intended
to be a “History of the Intercept Service and of Illegal. Decipher-
ment.! The first part, embracing theg period from 1908 to 1939, was
completed in 1940, It was lost in consequence of the war. Hence,
only a reconstruction in rough form from memory is possible,

This work will destroy many an illusion. The period of the
great generals, in whose hands armies/To;came chess pieces, is past.
In place uf armies moved about with happy daring has come the war

machine which operates with precision. The man at the helm c::a.ni

guide it, to be sure, well or badly -~ according to his ability.
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But the operation is so complicated that he is not in a position to

keep his eye constantly on all details of the mechaniam. He does
not nutice thingg that have gone wrong until. they begin to affect
the operation as a whole and then it is often too late. In decisive
questions he must rely on his collaborators and subordinates, and
thus he becomes dependent on their skill, their mental ability, their
perspicacity, their ability to grasp intuitively the organic working
of this va.st_ma.chinery. If one little wheel in this mechanism fails,
then the result of his work becomes questionables On the other bhand,
these fallures cen give the helmsman of the opposing side chances of
decisive impor’?ance and can suddonly place him in' a pos:i:t.’i.on where he
merely needs to grasp the opportunity. Whether sﬁccés:s; or failure
results, is quile independent of the personality of the general and
of his merit. The general himself becomes a tiny wheel in the machine.
This work is intended to serve the truth and hence to serve peace.
The more we strip war of its romantic charm and reduce it to a basis
of fact, the more strikingly does its horror appear to us. Along *
with the heroism of the s.oldier we sce the frightful, dostrucltive
force of the war machine of medern states. And that forces us to
turn away, i+l Lo recognize that war is not the father of all things,
but that it merely deslroys wvhat is positive and is able to create
only what is negative. And if, in the course of centurics, the
positive has growm ﬁp again and again out of the negative, the
credit is not due to war but to the creative powers innate in mankind.
Advancing these poyers mecans at the seme iime deelaring war on war.

Mnd that happens vhen we strip from it its veil of rcaanticism and the

xii
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charm of adventure.

I deliver this book to the public and the critic with the
assurgnece that all things mentioned herein are based on facts.
Possibly here and there a name or a rank or a'da'oe may be wronge
This is not a vital matter; only the 'happenings as such are sig-
nificant., Most of my nctes had to be made from memory after I had
seen and studied the authentic documents., Moreover, all this was
done at the constant risk of my life.

This work means neither to praise nor to accuse, neither to
glorify nor to judge. It is intended only to aid in finding the

truthe.

THE AUTHOR

Summer 1945
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THE BEGINNINGS OF THE INTERCEPT SERVICE

The endeavor to learn what is in the opponent!s mind and to
draw advantage from it has always been very important in the
history of mankind in peacetime and particularly in wartimec.
During thousands of years only the methods have changeds 1In the
days wheﬁ there was no technical mediuwm for conveying thought over

great distances, the only existing possibility was either to over-

hear the spoken word or to intercept ~ or at least have a look at
messages transmitted in writing. To guard against this latter
possibilily, secret writing was invented. The history of the last
three thousand years is full of examples of great successes in
statesmanship or in military enterprises which were du; solely to
the fact that the statesman or general concerned was able to organize
‘ cleverly and to maintain for a considerable period of time a method
of sp&ing on the transmitted thoughts of his opponents. Cleopatra,
Alexander of Macedonia, Caesar, Napoleon, Metternich, and many

others owed their successes to the extensive use of this type of

epying.

However, the practical possibilitles were narrowly limited,
and great individual cleverness was necessary in this work in order
to arrive at the goal.

In the middle of the nineteenth century, when the Morse telew
graph came into use, soon followed by the telephone, new technical
Possibilities of attack resulted by switching-in and listening;

this quickly produced a new situation. The invention and use of

1
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radiotelegraphy, with the pessibility of picking up anywhere at

any time the radiations of a transmitter worlking at any point what-
soever, increased the possibility of interception in a way hitherto
undreamed of., The hour when radiotelegraphy was born was also tie
hour of birth of illegal listening-in, i.e., of the so-called
intercept service,

There were two countries in Europe in which the esplonage ser=
vice had been especially cultivated for centuries: France and
Austria~Hungary. Consequently, these were the two countries which
first recognized the importance of technical means of intercepting
cormunications and took correspogding action,

Prior to World War I Austria had several occasicns to test
out this new means of gaining inrormatibn.

During the crises which arose in 1508 between Austria and Italy
in connection with the annexation by Austria of Bosnia and Herge-
govina all Italian radio traffic on the continent and at sea was
intercepted by the Austrians, At that time Austria began regular
cryptanalytic work, and in this way was able to get valuable in-
sight into Italy's attitude; this proved of great value for Austrie-
an foreign policy.

In 1511, when war broke out between Italy and Turkey over
Tripolitania and Cyrenalca, the Austrian intercept service had an
opportunity for the first time to prove its worth in the military
as well as in the political field., Since the Italians had set up
several relay stations for traffic between Rome and Tripoli, where

the first Italian landings were made, the Ausirians hod a finz

opportunity to intercept all trensmissicns more thin once - ard
2
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therefore very completely. The radlograms with military dispositions
from the homeland, and the reports from the theater of war were all
intercepted and deciphered so that the course of the operations in
Libya could be followed day by day by the Austrian intercepl service.
This was the first time in history that the course of military
operations between two opponente could be followed move by move by

a neutral third party using technical means at a distance of hun-
dreds of kilometers,

When the war in Tripoli took an unfavorable turn and Turkey
lost its last possession in Africa and therewith its dominant
position in the Mediterranean, an opportunity was offered the
nations in the Balkans to shake off Turkish rule, This resulted
in breaking up Turkey in Furope, The Balkan League, consisting of .
Serbia, Bulgaria, Greece, and Montenegro, which had been formed

meanwhile, declared war on Turkey in October, 1912, The Bulgar-

ians were victorious at Kirk-Kilisse and Lule Burgasj; the Ser=-

bians at Kumanovo; the Greeks occupied Salonika, On 3 December
a truce was made,

For the Danube Monarchy the course and outcome of the
military actions and of the entire development in the Balkanw
were of interest. Therefore, Austria followed the radio traffie
with close attention and again had opportunity to make success-
ful use of this new means of gaining information, this time,
to be sure, working to some extent with Italy. Austria and
Italy put through the formation of an independent Albania. Imw
the preliminary Peace of London, 30 May 1913, Turkey ceded to
the allies all territory west of the Enos - Midia Line.

3
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But a quarrel arose among the allies respecting the congquered
territories. The Balkan League broke ups In bloody battles the
Bulgarians were driven out of Macedonia by the Greeks and Serbs.
Romania and even Turkey, which won back Adrianople under Enver
Pascha, took the field against Bulgaria., A redistribution of ter-
ritory took place in the Balkans, And once more Austria had the
keenest interest in following the course of diplomatic and mil-
itary events in this area, For the fourth time within five years
Austria had a chance to get practice in interception and in crypte
analysis, At the peace conferences of Bucharest and Constantinople
the new map of the Balkans was drawn,

Prior to World War I France had less occasion io engage in
radio interception, but it watched all wire lines leading into
foreign countries and particularly the exchange of foreign dip=-
lomatic telegrams passing over these lines, In the French For-
eign Ministry there was a oryptanalytic section which worked with
good success on the solution of the secret writings used by
foreign governments and their representatives. For instance,
even before the outbreak of World War I the French had sol¥ed the
cryptographic system in which messages were exchanged between the
Foreign Office in Berlin and the German Ambassador in Paris,

When the long telegram containing the declaration of war on France
was transmitted to the German Ambassador by the Foreign 0ffice
in Berlin, the French first deciphered the dispatch and, after
they had taken cognizance of the content, so garbled irportant

passages in the original that the German Ambassador could at first
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make nothing out, of the telegram he received. Only after divers
inquiries was he able to get matters straight. In this way the
French gained valuable time.

In the Deuxiéme Bureau of the French General Staff there
was, even before World Waxr I, a desk charged with following all
foreign radio traffic (especially German and Italian), in order to
have an idea of the normal radio situation and of the changes oc=
curring in case of military complications., The use of radiotele-
graphy in the armies of Europe had even then assumed considerable
proportions and would probably increase considerably in any coming
war., But this raised the question of the extent to which it would
be possible to gain insight into the situation on the enemy side
by observing his radio traffic. A prerequisite was to watch this
traffic in peacetime, to recognize the types of traffic, the use
of ciphers, and any methods of camouflage, and by so doing to
maintain contact, so to speak,

These chances and possibilities had been recogniged both in
France and in Austria before the beginning'of World War I. And
both countries had made preparations in time, As in the French
Deuxidme Bureau, there was in Vienna in the Evidenzbuero a desk
for watching foreign army radio traffic, while in the Forelgn
Ministry in Vienna and in Paris, bureaus had already been set
up which were engaged in the decipherment of the cryptograms which
were customary in the diplomatic correspondence of: other states,

In Germany to be sure, the General Staff thought of such
possibilities, but down to the outbreak of World War I had underw

taken practically nothing. Even in the Foreign Office nothing

5
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had been done in this direction which was worthy of mention. In

England at the Foreign Office the decipherwent of eryptograms had
been attempted some years before the beginning of World war I,
and good results had been achieved. In Russia, on the other hsand,
no attention had been paid to this matter,

This then was the situation respecting' the intercept service

and cryptanalysis at the beginning of WorldjWar I. At that time

people did not suspect the proportions which interception would

assume during the course of this struggle.
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TANNENBERG

Heavy, gloomy, the towers of the Tannenberg Monument once
towered against the sky of East Prussia. Grand and powerful stood
'behind them in those days the spirit of General Hindenburg, a
symbol, as it were, of a force which must necessarily wreck any--
thing that endeavored to attack it. The Battle of Tannenberg had
become, since 191l, a symbol for the German people. Much has
bgen writtenad spoken about this battle, but only little about the
deciéive factor in this mighty action. Tannenberg - a symboll
E&en for one who knowsy For it was at the same time a symbol of
tﬁe ease with which small causes can unloose great effects, of the
rapidity with which a great success can be achieved, if by ac-
cident the human inadequacy of wholly secondary and insignificant
persons on the other side opens the way. Tannenberg -« a symbol
of mighty superiority and at the same time a symbol of fateful
chance,

The Battle of Tammenberg was the first in the history of man
in which the interception of enemy radio iraffic played a decisive
role, This is all the more remarkable since the intercept service
of the Germans at that time was not yet systematically organized,
and the intercepted radiograms often represented the results of
chaﬁée occurrences,

After World War I a series of books was published which, among
other subjects, dealt also with the Battle of Tannenberg. The chief

i
ones were: Hindenburg!'s "Aus meinem Leben," Ludendorffts “Erinner='

ungen," General Danilov's "Russland im Weltkrieg," and the German

s

RESTRICTED




T AP BRRE21
Wy Ve v

o

_ Archives publication "Der Weltkrieg 1914~18% 1In the three laste
named publications the interception of radiograms of the Russian
Army before and during the battle d4s discussed; but nowhere is
it discussed fully, In the German Archives publication the inter-
cepted Russian radiograms are touched upon briefly; but there are
many sentences attempting to prove that all the Russian radiograms
intercepted at that time had no influence whatsoever on the out=-

come of the battle,

What are the facts?

At 1400 hours on 23 August 1Y1llL the new head of the German
Eighth Army, General von Hindenburg, and his Chief of Staff, Major
CGeneral Ludenderff, arrived in Marienburg and assumed command,

The Eighth Arny, which was to defend East Prussia, was composed
on that day of an Eastern Group (I Reserve Corps,-XVII Army Corps,
and First Calvalry Division ) on the Nordenburg-Insterburg line,
and a Western Group (mostly the XX Army Corps ) in the region of
Tannenberg, The I Army Corps was being transporied by railroad

from the Eastern Group via Marienburg to the Western Group.

The Eastern Group was facing the Russian First Army (General
Rennenkampf) consisting of the XX, III, IV, and II Army Corps
plus five and one-fourth cavalry divisions; the Western Group
was facing the Russian Second Army ( General Samsonov ), consiste
ing of VI, XII, XV, XXIII, and I Army Corps, plus three cavalry
divisions., The two Russian Armies formed an Army Group under

Genexral Shilinskij.

L]
‘
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The Germans had the following radic communicationsy Twd

heavy radio stations at the Army Headquarters, one heavy and
two light stations in the First Cavalry Division, making a
total of five mobile radio stations for the entire Army. In
addition there was one radio station each in the garrisons 6f

Kgnigsberg, Graudenz, and Thorn.

Just what radio equipment the Russian Army Group had and
how it was allocated cannot be accurately stated; it seems,
however, that most of the staff headquarters down to the corps
staffs were outfitted with radio stations. At the outbreak
of the war there was one radio company each in I, II, IX, and
XV Army Corps in European Russia, as well as in the Caucasus
Corps. As can be seen from the above, T and XV Corps belonged
to the Russian Second Army, and I;I Corps to the Russian First
Army, Fach of the companies which had been organized in the
years immediately the outbreak of the war had at its dispos

al at least six radio stations.

General Shilinskit!'s objective wass ~ according to direc-
tives of 13 August - to make a decisive attack in which the
First Army was to surround the German left wing ( the Easte
ern Group ) and prevent its retreat to Kgigsberg, while the
Second Army was to advance into East Prussia south of Kgnigs-

berg in order to cut off the enemy's retreat to the Vistula

and to attack him in the rear.




The German Army Staff Headquarters obtalned information on tliis
objective of the Russians through an order which 125 frund on
Russian officer who had fallen in the batiles around Gawaiten .n M0
August, This order contained an extract from the above-mentioned
directive of QGeneral Shilinskij.

Almost simultaneously with the arrival of this order in the
German Army Staff Headquarters, a Russian radiogram was intercept-
ed which mentioned this attack and contained an atiack order for the
Russian IV Army Corps (which was attached to the First Army).

Thi? telegram was, therefore, a confirmation of the order found on
the\fallen Russian officer,

On the evening of 23 August General von Hindenburg's oper-
ational plan was essentially complete, The entire Eighth Army was
to be concentrated for the attack on the Hussian Second Army. The
XX Army Corps was already organized, primarily only for defense
purposes, The I Army Corps - being transported by railroad - was
to be stationed t.0 the right of the XX Corps, to attack first the
left flank of the enemy, and then the rear. The principal part
of the XVII Corps and the I Reserve Corps (until then in the East-
ern Group) were to march in a southerly direction and attack the
right flank of the Russian Second Army, The two lastnamed corps
were at that time still at a distance of about three day' march.
Only the cavalry division and a small portion of the infantry of
the XVII Corps were to remain behind to face the Russian Niemen

Army.
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How far this plan was capable of execution depended, on the one
hand, on General Rennenkampf's tactics when he discovered the de-
parture of the two German army corps and, on the other hand, on
the ability of the XX Corps to maintain its position until the
concentration of the Eighth Army.

On 23 August the battle began along the front of the CGerman
XX Army Corps, where the Russians started to attack, The Germans
at firs{ maintained their positions, but -~ to reserve their strength
until an actual crisis - retreated somewhat on the 24th. On this
day several radiograms were intercepted, which among other things,
gave information on the line of march and the mission of the
Russian XIII Army Corps. This Corps was to circle around the
left flank of the German XX Corps and appear in the rear of the
Corp's 37th Infantry Bivision.l

The Germans succeeded in avoiding this encirclement without
too great losses on their side,

on 25 August they continued with the concentration of the

"1 The two radiograms which were intercepted on 24 August at
0500 and 0555 hours were as follows:

To the Commander of the XV Corps.
The Corps will deploy along the Komusin-Lykusen-Persing
1ine +11) 0900, at which time attack is desired. I
shall be in Jablonica. Kljujew (-XIII Corps).

To the Army Chief of staff
The XITII Corps will go to the support of General Martos

(XV Corps) and will deploy along the flank and rear of
the enemy at 0900,

11
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Eighth Army troops. On this day CGeneral von Hindenburg intended
to leave for the front early in the morning, meet the head of the
I Army Corps, General von Francois, in Montawa¥ ond acquaint him
with the existing situation.

Before his departure from Marienburg a radiogram was handed
him which had been intercepted in the night of August 24-25,
This radiogram, which was not enciphered, but had been sent in
plain te*t, contained (a thing which until then had never happened)
a complete operational order of General Rennenkampf to the IV
Army Corps. From this intercepted radiogram General von Hindenburg
obtained information on the future aims of the Russian First
Army, which up till then had been competely unknown to him,
Among other things, the radiogram stated that the First Army would
not reach the Gerdauen-pltenburg-Wehlau line until 26 August with
the southern flank (IV Corps) at Gerdauen. Also the marching
goal for the 25th was given, which was to be several miles east

of the above-mentioned line.1

#* Montawa not found, there is or was a Montowo in Western Poland, ([Ed.]
1 The radiogram contained the following:
To General Aljev, IV Corps.

The army will continue the attack, On 25 August it will
reach the line of Wirbeln-Saalau-Norkitten-Potauren-
Nordenburg; on 26 August the line of Damerau-Petersdorf-
Wehlau-Allenburg-Gerdauen., The river divides the XX and
III Corps; the Schwirbeln-Kl. Potauren-Allenburg road
belongs to the III Corps. Chan Hussein Nachitschewanski
(2 cav. Div.) is to proceed in direction of Allenburg
before the army front and in the sector between Pregel
and the pParkehmen~Gerdauen-Bartenstein line; north of it
Rauch (2 Cav, Div. Guards), Crossing of Pregel is mission
of XX Corps,

L2
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Hindenburg now knew that for the present Rennenkampf was no
menace. Therefore, in the course of the day he was able to decide

to decrease still further the number of troops which were facing

the Russgian First Army and to withdraw the entire XVII Army Corps
L]

toward the south.

Hindenburg now went over to the I Army Corps. On his way
down there, when he was passing Lgbau, another intercepted radioe
gram of no less importance was handed to him, This time the organ=
ization and destination of the Russian Second Army were completely
revealed, This radiogram, also in plain text, was dated 0600
hours 25 August and contained an order of General Samsonov to
the Russian XIII Army Corps. To be sure, this radiogram was some-
what garbled, The intercepted contents were as follows:

"After battling along the front of the XV Army Corps

the enemy corps retreated on 2l August in the direction

of Osterode, According to informatione..,..the land
defense brigade by Gilgenburg.....The First Army pursues
the enemy further, who retreats to kbnigsberg-Rastenburg,
on 25 August the Second Army proceeds to the Allenstein-
Osterode Line; the main strength of the Army Corps occu~
pies: XIII Corps the Gimmendorf~Kurken ILinej XV Corps
Nadrau-Paulsgut; XXIII Corps Michalken-Gr. Gardiene,
Boundaries between the Army Corps on advance: between
XIIT and XV the Maschaken-Schwedrich Linej between XV and
XXIIT, the Neidenburg-Wittigwalde Line, The I Corps to
remain in District 5, to protect army's left flanke.sees
The VI Army Corps advances to the region Bischofsburg- .
Rothfliess, to protect the right flank. To protect station
Rastenburg the Wth Cav, Div,, subordinate to VI Army Corps,
will remain in Sensburg to observe region between the
Rastenburg-Bartenstein Line and Seeburg-Heilsberg Line,

The 6th and 15th Cav. DiV..... staff quarters 2 Army in
Ostrolenka,."




Thus when General von Hindeﬂburg arrived at 1300 hours on 25
August at the General Command Staff of the I Army Corps, he was
completely informed respecting the mission of the Russian Second
Army for that day. It was decided to begin the German attack on
the following day. On the same day}at 2030 hours the orders for
the army to attack on 26 August were released in Riesenburg,

One must admit that it was a piece of unusuwally good fortune
for the Germans that both these radiograms were intercepted on
the morning of 25 August, that is, at a time when critical de-
cisions had to be made, It seems the more remarkable that these
two radio grams were the only ones of any considerag;e length
and with contents of decisive importance to be sent in plain
text by the Russians, and intercepted by the German radio stations;
during the enti?e period from the beg}nning of the war to the
middle of September, 151L.

on 26 and 27 August the I and XX Army Corps prepared to
attack the left flank of the Russian Secvond Army. The Germsn dive
isions which had advanced the farthest toward the right (the 5th
Landwehr Brigade and the 2nd Infantry Division) met with stiff
opposition, and for a while the situation was critlical. On the
Porenoon of the 27th, Russian radiograms were intercepted which
disclosed that the Russians were expecting reenforcements or
perhaps had already received them, among others, the Third Guard
Division from Warsaw (which was attached to the XXIII Army Corps).
This information contributed to the fact that General von Francois

(I Arny Corps) no longer deemed it possible to proceed eastward
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to Neidenburg in order to sever the enemy's commectionz in the
. rear, but decided to turn the attack in a southerly and southeast~
erly direction.

The left wing of the XX Army Corps, which on 26 August had
not been drawn into the battle to any great extent, was attacked
by the Russians early in the morning of the 27th., The attack
gradually spread out more and more toward the north and finally
reached the German Third Reserve Div. iion, which was on the left
of the XX Army Corps. A Russian radiogram which was intercecpted .
by the Germans now gave information on the attack mission of the
opposing Russian XV Army Corps and revealed its intention to en-
circle the German left wing, Other radiograms disclosed thet the
Russian XITI Army Corps intended to support this attack toward

. the right of the XV Army Corps, and te¢ proceed toward the rear of
the German Third Reserve Division,

While these encounters were progressing, the German XVII
Army Corps and the German First Reserve Corps made forced marches
toward the battlefield. On 26 August at Gross-Blssau they fought
with the Russian VI Army Corps which then retreated southward,
Simultaneously, a Russian radiogram was intercepted from which
the German Eighth Army Staff Headquarters assumed that the Russian
II Army Corps, which was at Rennenkampf's left wing, had been
proceeding northward from Mauer lake and was now supposed to march
in a southerly direction, in order to help Samsonov,

That the Russian II Army Corps was proceeding northwarci from
Mauer. Lake was already known from reports of the Lotzen garrison,

. but that it was supposed to advance in order to support the Second

1
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Army was news, The Germanr First Cavalry Division, which was
stationed in the region of Schippenbell, now received orders to
halt the advance of the enemy corps along the Rastenburg-Korschor
Line.

The German Army order for 28 August was signed by Hindenburg
on the evening of 27 August. Later in the evening information was
received tﬁat Russian troops from the south had arrived in Allen-~
stein. There was thus the possibility that the Russian XIII Corps
was striving to reach the north in order to Join the approaching
II Corps. The Army order which had just been signed was now im-
mediately replaced by a new one which, among other things, ordered
the XVII Corps and the I Reserve Corps to Allenstein,

on 28 August at 0700 hours Hindenburg and his staff arrived
in Frdgenau to direct the battle from there, @reat tension pre-
vailed at Army Headquarters, They were entirely in the dark as to
ﬁye enemy's purpose at Allenstein, This group still had complete

/Ereedom of action,

At 0800 hours radiograms of the Russian XIII Corps disclosed
that it was marching from Allenstein southward to Hohenstein, and
that ite vanguard would arrive at 1200 hours in QGrieslienen, five
kilometers north of Hohenstein, Its purpose was to aid the XV
Army Corps.

On the basis of this knowledge, an order was immediately
sent by airplaﬁe to the ﬁerman I Reserve Corrs to prececd at &1
specd, regardless of everything, by the shortest possible route,

to the Stabigotten-Grieslienen Line (northeast of Hohcnotein).
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Even while the battle against the Russian Second Army was

still at its height, the attention of the (Qermans was called to
the pending opérations against the Niemen Army. On the 28th a
Russian radiogram announced that the II Corps (left flank Corps
of the First Army) was to begin the retreat toward the frontier
and to be transported by railroad., This move, however, did not
take place.

Early in the morning of 29 August, an incomplete radiogram
was intercepted, which stated as follows:

"Because of heavy battles of Second Army the
Army Command orders supporting reinforcements...
and advance of cavalryee. o

(General Rennenkampf had received orders on the morning of
28 August to proceed with his left flank to the support of the
Second Army. This radiogram was apparently an order of Remnen-
kampf to one of his Army Corps. A later radiogram, however,
interrupted the advance again).

The above-cited radiogram confirmed what they had been ex~
pecting in the'German Eighth Army Headquarters. During the night
gf the 29th a number of radiograms were intercepted which mention-
ed the encirclement of Kgnigsberg from the south. On the morning
of the 30th one such radiogram gave information that the head of
the Russian II Army Corps on his countermarch (which thus had been
ordered éor a second time) was to demolish completely the railroads
and telegraph wires west of the Kgnigsberg-Rastenburg line, in=-
cluding Korschen and Rastenburg. This last-mentioned radiogram

made it possible for the German Eighth Army Staff to devote

'
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further attention to the remnants of Samsonov's Army,

A1l these Russian radiograms were intercepted by the German
garrison radio stations Thorn and xanigsberg, but also in part
by the two heavy stations of the Righth Army Staff, and were ine
mediately translated and transmitted to the German Army Command,
The German Command therefore knew not only the strength and organ-
ization of the enemy, but ﬁlso his objectives,

It is very interesting to note how differently the importance
of these intercepted Russian radiograms was estimated in the post-
war period. Ludendorff mentioned this fact very casually in a
subordinate sentence: ",,,.we had received an intercepted enemy
telegram which gave us a clear picture of the enemyt's moves for -
the following days." ILudendorff forgot that there was not only
"one" radiogram but that several dozen were .inte;'cepted during .
the course of operations which revealed the situation of the eneny,

Hindenburg himself, in his boolc, "Aus meinem Leben," which
appeared in September 1919, did not devote even one word to the
radiograms; on the contrary, he described the course of the Batw
tle of Tannenberg in such fashion as to give the definite im- _
pression that he was in the dark as to the enemy's objectives and
organization,

The Russian General Danilov spoke of an "unpardonable neg-
ligence" in the Russian radio service, and declared that the
imperfect communication service had been the chief reason for the
catastrophic outcomz of the battle,

The German Archives publication declares: %,.,0n the whole

the German Army Command viewed th~ intercepted radiograms as an .

te
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extremely welcome source of intelligence. The Army Staff because
of them, was temporarily, and even immediately before the begin-
ning of the Battle of Tannenberg, advised of the objectives of

the enemy in a way rarely possible in wartime." And in connection

therewith, the German Archives publication immediately strives

to save the face of the German Command by continuing: "But the

critical decisions and orders for the battle, according to the

unanimous statements of all participants, were made independently

of the information which became known on the morning of 25 Angust
through the radiograms. One cannot assume that without these radio~
grams the course of the battle would have been different.”

To this one can only reply: The general has not yet been
born, who, after winning a battle, would admit that he had won
it thanks to a well-functioning intelligence service, Since the
victory at Tannenberg had become a symbol for Germany, the "unw
animous statements of all participants" could not of course be
any different. Undoubtedly the dispositions for the battle were
made before the first radiograms were intercepted. But during
the course of the battle the knowledge of the contents of the
intercepted radiograms played a decisive role, The development
of the battle without these radiograms would very definitely
have been entirely different.

Now we shall try to find out why the Russians sent their com~
munications in plain text, To use plain text for such important
communications as the two radiograms of 28 August was a mistake

of the gravest kind., However, an examination of the eircumstances




on the side of the Russians gives an explanation., The Russian
communication system operated very imperfectly during the battle.
As a resuli, the army orders reached the staffs of corps at the
front too late, Many times they did not recelve their orders until
about 1000 hours of the same day on which the orders were effectw
ive; under such circumstances the troops could not enter into
action in the designated formation until almost noon, Very sel=
dom were there telephone connections, which was partly due to the
fact that there were insufficient cables, For this reason, where
there were radio stations, these were preferred for the transmis-
sion of communications, as was the case between the army leaders
and the army corps.

In itself this would not have been dangerous if the radio
traffic had been handled so as to prevent enemy interception, but
this was not done, '

The radiogram of General Samsonov to the XIII Army Corps at
0600 hours, 25 August was of an urgent nature since it pertained
to the operations of the same day, It was sent as a priority mes-
sage, There were no wire connections. One can assume that time
did not permit the encipherment of this messapge; in the last an-
alysis, however, the reason seems to be that in the XIII Corps no
radiograms could be deciphered; they had no cipher keyl! Hence an
enciphered radiogram was simply out of the question in traffic
with t@e XIIT Corpse.

”éis almost unbzlievable state of affairs was the reason why,
when th; above-mentioned corps headquarters abtompted to licten

in on the traffic of a nearby corps with the Army Ce v Iy order
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to obtain desired orientation, this traffic could not be deciphered
by them and as a result could not be read, For example, on 26
August the XIIT Army Corps was ignorant of the pesition and mlssion
of the VI Corps, although they had in their possession intercept-
ed radiograms from the traffie of this particular corpsi

Since various Russian coxps headquarters did not possess facil-
ities for deciphering radiograms, it is probable that this was also
the case in the Russian IV Army Corps, to which General Rennenkampf
sent the above quoted fateful radiogram in plain text,.

General Danilov, Quartermaster General at the Russian Head-
quarters, in his book "Russia in the World War," gives a differ-
ent explanation for the use of plain text in radiotelegraphy.

He writes: "The use of radio was sonjething entirely new and theree
fore unfamiliar to our staffa. More%ver, our enemy was guilty of
the same errors, and now and then we were successful in intercepte
ing their plain-text radio messages and orders, But this does

not absclve us from the charge of unpardonable negligence."

Danilov considers the faulty functioning of the Russian
commuhications to be one of the major causes for the catastro-
phic outcome of the battle, Although the Russians at times made
active use of radio, this means of communicatlion was, nevertheless,
not utilized as it should have been. On the Russian side there
was not the experienced leadership which is required for the main-
tenance of a dependable radio neotwork. When General Samsonov
betook himsei} on the morning of the 28th to the XV Army Corps
and sent the major portion of his staff with his radlio station

across the Polish border to Ostrolenka, all radio traffic on the
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part of his army ceased. All comnections, both with the Chief of

the Army Group and with the VI and I Army Corps were thus inter-
rupted, ?herewith the command of operations on the Russlian side on
thigs day practically ceased, On 31 August the Battle of Tannen-
berg caﬁé to an end,

In Gerisan military literature these circumstances have been
carefully passed over or greatly reduced in importance, But any-
one who has ever experienced how thirsty a command in a critical
situation is for reports regarding the enemy, whoever knows how
difficult and nervously exhausting it is to have to reach decisions
without a knowledge of the enemy‘ts situation, such a person will
entertain no doubt that the knowledge of the content of the Rus=
sian radiograms decisively influenced the course of the actions
in the Battle of Tannenberg,

The Germans had learned sométhing from the happenings along
the ether waves at the Battle of Tannenberg which was supposed to
be put to practical use during the "Battle of the Masurian lLskesy
Before the German attack on the Russian First Army began, the
Germans wanted to tie up the important enemy reserves stationed
farthest to th> north - (east of Kdnigsberg) - so that these could
not be moved to the southwhere the German attack was in progresse.
Since no troop contingents were available to hold this large enemy
reserve, the German Eighth Army Staff resorted to strategy. In
the forenocon of 7 September, the radio station at Kdnigsberg sent

a radiogram in plain text as follows:




To the Corps Chief,

Guard Corps,
Priority telegram.
Tomorrow the Guard Corps will Join the...
immediately west of Labiau, parts of V
Army unloaded,...(here follows a series
of garblesS)eececnsnses
Army Staff Headquarters.,m
The radiogram was intercepted by the Russians and the strate
egy succeeded, This is the first known case of purposely mislead=
ing radio traffic during World War I. The contents and the precise
wording of the radiogram had been well thought out, The Guard
Reserve Corps, which had shortly before arrived in the theater had
in reality a different mission, but still was the northernmost army
corps within the German attack organization; hence the mission de-
signated in the radiogram coula be possible. The V Army Corps,
which was stationed in France, was garrisoned in Posen in peace~
time, hence its presence in East Prussia appeared possible, The
Russian Army Command had also believed for a long time that this
V Army Corps belonged to the Eighth Army, although they did not

know where it was located,

.
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VA AVNAN/ L LAY

THE GERMAN AND AUSTRIAN INTERCEPT SERVICE IN THE EAST

AT THE BEGINNING OF THE WORLD WAR 1

When the war broke out in August 191k, there was no fixed
organization on either the German or the Austrian side for ine
tercepting the foreign army radioc traffic which immediately devel-
oped. The field regulations for German telegraph troops did fore-
see the possibility of listening-in on foreign redlo traffie during
those periods when their own radio traffic was dorment, in order
to get some insight into the situation on the other side. Act=~
ually this work had never been practiced at all in peacetime mane
euvers, and when the war broke out, nobedy thought ef undertwking
the task,

At that time there were two rather large foritrese vadio
stations in eastern Germany which had relatively little traffie-
of their own and consequently were in & position to listen to
the enemy in periods of light traffic., These were the fortress
radio stations at Kgnigsberg in East Prussia, and at Thorn., More-
over, there was in Breslau the radio statlon of the German Eastern
Europe Institute, which was likewise employed for military traffic
after the .war begsn but was used only for transmission. Entirely
on theiyx. own initlative & few operators attempted soon-after:the
outbreak of the war to listen to Russian army traffic as a sport-
ing proposition, so to speak; it was not long before the Iirst
nessages were intercepted but no one knew quite what to do with

-them because there was no regulation stating what should be done
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with such radiograms., In those days radiotelegraply was a novel-
ty both in Germany and in Russia. People were astounded abt tho
technical progress which mado possible wireless transmission of in-
formation over rather great distances, but they did not yot undor-
stand how to make sensible use of this technical advance in order
to gain information. In the Russian army the idea had not even
become general that messages sent out by radio could be heard Just
as well by the enemy, and on the German side the idea was utterly
foreign in lower and medium commands that one might be in & posit=
ion to shape or alter one's own plans on the basis of intercepted
traffic. Military thinking tended to consider one's own operation
on the basis of the orders issued to be a fixed factor which could
in no wise be influenced by any messages which might be intercepted.

The Russian operational orders intercepted in the last phase
before the Battle of Tannenberg were forwarded to General von
Hindenpurg by motorcyclists solely on the personal iniative of the
chief of the German fortress radio station at Thorn. The impres-
siLn which this produced on the German High Command was, so to
spéak, the birth hour of the German.intercept service, ;;nce now
for the first time were the value and the possibilities of this
service recognized,

The Austrians had already advanced somewhat further in this
field by the time the war began. Here again there was no special
organization for intercepting foreign radio traffic; here, too, they
employed existing fortress radio installations for intercepting

foreign traffic as a side issue, In the main, the stations at

.
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Krakow and at Przemysl were the ones involved. However, *--..
was already rather more system in the organization of the work
and, above all, provision had &lreedy been wade befoar- *7-~ =-
for passing on and utilizing intercepted enemy messages

In this way the Austrians in the very first days of the war
had definitely geared this new branch of the service with their
Secret Service,l Moreover, the cipher section had taken up its
work as soon as the war began, so that within the first fortnight
it was able to read enciphered Russian radiograms,

In Germany,\on the other hand, the cryptanalytic service
limped s0 badly that it was almost half a year befors the first
regular work in this field began to take shape, It hardly seems
credible that, in spite.of the example of the Austrian intercept
orgenisation and in spite of the stimulus which must have resulted
from the intercepting of Russian radio traffic after the Battle
of Tammenberg, a fixed German organization for the systematic
monitoring of foreign radio traffic did not come into existence

until nearly one year after the beginning of the war,

1 (Geheimdienst = Cryptozraphic Sectiion of the Imperiai
Chancellery.)
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AFTER THE BATTLE OF TANNENBERG

The Russian radiograms intercepted before and during the
Battle of Tannenberg had suddenly pushed the value of the intercept
service into the foreground with the German command. Only now the
people began to say that, apart from the radiograms of the armies
of Rennenkampf and Samsonov, many Russian radiograms had been heard
which m:lxght have been valuable in the execution of one's own mea~
sures, ha.d they been exploited in time, The fortress radio sta-
tions were now instructed to do intercept duty in periods when they
were free or had light traffic, and even the army stations were
told to start hunting for Russian messages, insofar as their own
traffic allowed, Natural;ly that was a rather pitiful measure -
compared with the practical possibilities - for it resembled a
suggestion rather than an order, and gave the receiving operator no
hints at all as to how he should do his Job, since for this there
should have been a systematic search of all wave bands which
might come into account, The effect for the moment was merely to
arouse interest in this work, while any practical results depended
on the intelligence and skill of the momentary heads of the state
ions. The only thing that was covered by regulations was the for-
warding of intercepted telegrams so that at least there was no
longer any doubt on this point, The radio intercept service was
attached at that time to Section IIIb of the General Staff and was
controlled from there, insofar as this word can be applied to con-
ditions of those days, Only during the second half of 1915 were

special receiving stations for monitoring foreign military traffic




it !

set up with the army groups and only frwem thi - pnint on w5 any
real, systematic coverage of the enemy possible, .: the Gexrma.
Army Command had attacked and solved thegu stiou oL mc1 voir.n
and evaluating enemy traffic in the fall of 191k, it it had in=
troduced a special organization for this purpose in the east Uy
the end of 191k, i.e., at a time when the eneny was nakiug one
mistake after the other in this field, it is highly probable that
a8 number of decisive operations might have been added to the
1ist of German successes,

The Chief of the German General Staff in the years 191k~
16, General von Falkenhayn, stated later in his memoirs: "The
radiograms intercepted by us permitted us to follow the move=-
ments of the enemy on the eastern front, day by day; week by
week, from the beginning of the war nearly to the close of 1915,
and we adapted our measures to this circumstance,®

Conrad von Hoetzendorf, who describes the activity of the
Austro-Hungarian Headquarters in World War I, remarks in Volume
IV of his memoirs that "from the time when the Supreme Army Com~
mand was set up in Neu-Sandec (i.e., since the middle of September
191)) it was able to get information in an ever more exact and
dependable manner regarding all measures which the enemy ordered
by radio." At another point he says: "In this way a basis for
the performance of the command functions wes created which no pre-
vious war had ever knownh... "

In Volume V of his memoirs, Conrad von Hoetzendorf ecrphasizes

the fact thal whenever the words "according to relichle reports®
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were used in conncction with orders of the Supreme Command of Lhe
Austro-Hungarian troops, only such reports were Lo be understood
as had been obtained from intercepted radiograms; this was never
admitted in order not to betray this highly esteemed source.

Colonel Nikolai, Chief of the German Information Service in the
years 1914~1918, writes; "The intercepted Russian telegrams consti-
tuted a very trustworthy source of information. Of course, the
orders were enciphered, but the cipher systemn was very simple and was
rarely changed; consequently, it was easy to read the radiograms.™

The common conduct of the war in the east by the German and the
Ausirian Armies was dominated at the outset by the point of view that
Russian attacks should be beaten off by active defense until, after
the expected decision in the west, adeguate forces could be brought
from the west to pass over to a decisive attack in the east., The
Austrian Army was to mske a thrust from eastern Galicia against the
Russians still on the march, the Austrian First and Fourth Armies
began the advance on Lublin and Scholm; defeated the Russians near
Krasnik and Komarov; but, due to the failure of the Auslrian Third
Army near Lemberg, had to withdraw in the face of superior Russian
strength during the first half of September to the Carpathian Mountains
and behind the Wisloka., The German Army Command now decided to
support the Austrian front by detachments from the Eighth Army
located in East Prussia, which had participated in the Battle of
Tannenberg, and, using these detachments; to set up a new German
Ninth Army in Upper Silesia, with its right wing extended to Krakow.

Hindenberg took over its command.
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The removgl of large portions of the Eighth Army in order to
set up the Ninth Army had to be carried out with great caution in ‘
order not to reveal to the enemy that Fast Prussia was now left
with very feeble protection. Consequently, the Germans decided to
try deceiving the enemy again by radio., Since the movements of the
transports could not remain entirely concealed, it was decided to
bluff the Russians by pretending that a new German thrust from East
Prussia was impending. Two radiograms i1elating to such unloading
were intentionally sent in garbled plain text under the assumption ~~
that the Russians would intercept these messages., Actually, the
trick worked.

Meanwhile, the Russians had recognized the danger of sending
plain text by radio, and the Supreme Command of the Army (the so-
called "Stavka") sent out instructions by radio on 1L September to
the effect that as a matter of principle military arrangements should ‘
only be sent completely enciphered in the futurs. However, this
instruetion came too late, The Austrian cryptanalytic service
had already gotten so well started that the Russian digit cipher
was solved on 19 Septenber., Henceforth, reading Russian radio-
grams no longer caused any difficulty.

Meanwhile, ihe German initial ussembly in Upper Silesia was
completed,

In their retreat the Austrians had expected the Russians to
pursue them sharply; however, after reaching the San the Russians
took a very slow pace and finally stopped at the Wisloka.

This conduct of the Kussians posed a serious riddle for the
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Austrian Army Command, especially as il was learned from intercept-

’ ed messages that the Russians werc constantly receiving reenforce=-
ments. From these doubts lhe Austrians were relieved cn 23 September
by an intercepted radiogram of the Commander of the Russian Ninth
Army, General Litchizkij, who ordered the XVI Corps to return from
the Wisloka toward the San to Stany on the following day. With this,
the assumption that the Russians would continue frontal attacks was
dismissed, )

Meanwhile, at the Austrian army commandpost, reports were com=

ing in from agents who spoke of strong Russian cavlry forces in

the area between the Nida and the River Vistula, Soon, however,
the radio intercept service showed that here it was a question of
the Novikov group, which consisted of only one cavalry corps but
. regarding which the Russians had been spreading exaggerated reports.
An intercepted radiogram from General Novikov to the Russian High
Command in Warsaw, dated the morning of 2l September, revealed to
the Austrians the complete results of his reconnaissance work
and also showed his intentions clearly.
It was probably the first time in the history of warfare that
. the result of enemy reconnaissance was revealed so swiftly to those
against whom this activity had been directed. While the Russian
cryptographers in Warsaw were busy solving the radiogram, the
Austrians were working on the same text. The telegram was inter-
cepted at 0840 hours. Toward noon it lay deciphered before the
Austrian High Command, At 1600 hours the German Army Gommand
had been apprised of the content and was able to make good use of

‘ the data in its dispositions for 25 September.
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The day following, Austrian and German divisions stood ready
for battle in their new positions. 1In this phase the Austrians
again intercepted an important order of the Conimand of the Russian
fiinth Army; it reads as follows:

By commanid of the Supreme Gommander and with ref-
erence to the impendinpg movemerits I order the withe-
drawal tomorrow, the 26th, of the troops of the Army
behind the Wisloka and the leaving behind of only
gmall rear guards at the wWisloka, The troops are

to be quartered in the areas previously occupied by
them, The guard corps will femain in the area
Kolbuszowa - Kupno, which it reached today; its
8dvance guard is to approach nearer.

With this the situation was ¢larified for the Austrians. It
was obvious that the Russians were undertaking regroupings for a
new opération. The Germans now began to urge the immediate begine
ning of an offensive, in order to attack the Russians during their
regrouping, The Germans had their eyes on the middie reaches of
the Vistula,

- 1n the night before 28 September the Austrians intercepted
the Russian order for a shift of the Nimth Army behind the vistula,
" below the mouth of the San. It was ncw clear that the Russians plan«
ned to shift their main weight from Galicia to Poland.

On 28 September the German Ninth Army and the Austrien First Army,
which joined ii to tho right, starited an advance on Ivengorod nerth
of the lower Vistula, South of the Vistula the Austrien Fourth,

]
Plird, and Second Armies movec forth on [} Octoter toward the San,
The Auslricn intercept servicrs bhod reccived from Russian radiograms
full informaticn rogarding the 1vseien dispesiticn. Tle Army Scece
lion under lMackenszn vndertocl vn: protectaon of the Goive~n left

arainst an cnedreling moveennl * noen bhitwetcned Fror e, o ys
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For a time the German-Austrian offensive progressed well,
Soon, however, the intercepted radiograms showed daily more &nd
more clearly a shift of 'tzhe' Russian Ninth, Fourth, and Fifth Armies
from the San to the middler reaches of the Viatula, and of the First
and Second Armies from the Russian "northwest sector® to tho area
porth of Warsaw. Other Russian dispositions betrayed the fact that
the Russians were assembling an enormous force for an advance
pgainst the heart of Germany from the Ivangorod - Warsaw area.

Yo less than 94 Russian divisions were to attack 52 German and
jJustrian divisions at most, in which connection it should be re=

" membered that the effective strength of a Russian division was far
greater than that of a German or Austrian division. In the event
of an attack by this military force, a catastrophe for the armies
of the Central PowersAf/as inevitable,

on thé basis ¢f information obtained from intercepte:l Russian
radiograms, the/ (;ermns decided to retreats Without the Russians
notiecing any'bhi/.ng, the German and Austrian units broke contact with
the enemy and retreated, to the Russians' surprise, to the line of
the Carpathians - Krakow ~ Upper Silesia., Hindenberg was now ap-
pointed Commander-in-Chief of all German forces in the east,

!

Mackensez took over the Ninth Army; it was moved to the area of

Thorn and prepared for a new thrust at the right flank of the ad-
vancing [Russian army group, Protection of Upper Silesia was taken
over by, the Austrian Second Army, which was moved from the extreme
right wing of the Carpathian front to the region north of Tschgn-

stochau, From East Prussia all available forces were sent to the
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Ninth Army.

On 12 Novermb:r Mackensen started his adviuca hetwreuw 11
Warthe and the Vistula, 0On 13 November the Hussia' «is;.-atisn
for a general advarce cn the follrv ' v vny Ly ¢ . fvo - °n b
roller" deep into Germaiy was inuvercvepi=a and Cew . Lrgea Lhn u6 s
day. From this it was evident that the Russiena had no idea of
the extent to which thoir northern flank was threatensdsy they
thought that the German Ninth Army which was attackiig amounted t.o
a corps at most,

On 19 Novembsr the Russian Commander-in-Chief, Grand Duke
Nikolaj Nikolaevich, radioced that the hour had come, when by ex-
erting all their energies the general attack would be crowned by
success,

The next day brought the Germans and Austrians a sudden sure
prise, A comunications officer of the Russian Fourth Arny announc-
ed that the old cipher key had come to the knowledge of the enemy,
A new cipher was introduced, The Russians had captured the German
cipher key, had deciphered a few messages, and had learned in this
way that thelr system was known to the opposition,

There resulted a painful situation for the armies of the Cen-
tral Powers, since the great struggle had reached its climax,

The right wing off the Russian army nes1* Lods was almost encircled;
capitulation was gwaited hourly., And at this moment the best re-
connaissance means of the Germans failed,

The German Command now had to operate without knowledge of the

enemy situation. This was all the more disagreeable since from

the Warsaw area new Russian forces were coming up. In a few days
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the fortunes of war changed; The German group, which was supposed

te encircle the Russians, was itself encircled. It consisted of the
XXV Reserve Corps under the command of General von Scheffer~Boyadel
and the Third Guard Infantry Division under the command of General
Litzmann., The result was the well known battle of Lodz, in the
course of which the annihilation of the German group seemed almost
certain. 1In ice and snow, without any supply, it was obviously
fighting in a lost position.

At the Austrian and German cipher bureaus they were working
feverishly to solve the new cryptographic system used by the Russians.
There were direct teleprinter connections between the two offices, and
every meaning which was recovered by one or the other was exchanged
immediately. In the evening hours of 21 November solution of the
Russian cipher was aceomplished, and with it a solution of a number
of intercepted radiograms. From these the troops forming the encircie-
ment ring were recognized. But it was also discovered that this ring
was not absolutely closed but that there was a relatively weak spot
near Brezeziny which was closed only by Russian cavalry units. This
fact was reported by radio to the encircled German groups, and General
Litzmann unéertook the task of breaking through the Russian ring near
Brezeziny.

Meanwhile, the Russians had already prepared means for trans-—
porting the encircled German units off into captivity. To the
surprise of ?verybody General Litzmannt's break-through was a
success, and ‘the encircled group was able to escape although its
heavy materiel was left behind. This feat later won for General
Litzmann the nickname, "The Lion of Brezeziny." Nobody made any

N
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mention of the cryptanalysts whose work made 1t possible to recog-

nize the weak point in the Russian line, If they had not succeed-
ed with their decipherment, then the whole Oerman group would have
been taken off into Russian captivity along with the "Lion.®

Before and during the winter battle of the Masurian Lakes (l-
22 February 1915) the interception of Russian radio traffic by
the German intercept service was of decisive importance, This time
the Russiang sent very little in plain text, but the German crypte-
analytic service, which had been set up meanwhile, succeeded in
solving the eryptographic system used by the Russians, the so-tale
led "Service Code” (RSK), and thus deciphered all Russian radio~
grams,

The German attack under the leadership of von Hindenberg was
directed against the Russian Tenth Army. From the line Johannis-
burg-Lgtzen = Gumbinnen - Tilsit, the German Eighth and Tenth
Armies attacked and with encircling operations forced the Russians
back to the forest of Augustowo where the remnants of the Russian
Tenth Army had to surrender. All Russian countermeasures against
the German advance were recogniged promptly by the German radio
intercept service.

Since the Battle of Tamnenberg Ludendorff had become so ac-
customed to making his dispositions on the basis of intercept re-
sults that he became impatient and nervous if these radio monitore
ing reports falled to come, were delayed or gave little information.
His regular question was: "Any radiograms?? Later on he took it
as a matter of course that the Russians would have to send infore

mative radiograms and thet the German cryptanalytic service was
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+ to declpher them. If for a time no messages of importance were
intercepted, then he used t?" growl that they had not been paying
enough attention and would 'they kindly do better. If a new cryp-
' ‘tographic system was not solved in & very short time, he called
it a "damned mess® and said the cryptanalysts had become "absgo-
lutely stupid,®

In apite of all the German successes, the situation in the
east remained serious. On 22 March 1915 the fortress Pruemysl
fell, aftef ha.ving been encircled by the Russians. In the Carpa-
thians the Austro-Hungarian front laboriously warded off Russian
attacks, Only because of the smooth functioning of the Austrian
intercept service was it possible to recognige impending dangers
promptly and to take countermsasures.

In March 1915 the Austrian intercept service had ascertained
that in the area between Tarnow and Gorlice the general military
situation on the enemy side was such that this front sector seemed
the one suited for a break-through operation, The Austrian Chief
of General Staff, General Conrad von Hoetzendorff, proposed there;-
fore to General Falkenhayn the inauguration of a large-scale of=-
fensive starting from this area. The plan of operations was
developed in consultations between the two. It was necessary
to handle the assembly so that the enemy should notice nothing
by intercepting German and Austrian radio traffic, Radio sche-
dules and the handling of all other camouflage and secrecy
measures were worked out by the Austrians, and it was actually
possible to execute the entire German-Austrian assembly umoticed
by the Russians, Colonel General von Mackensen tock command of
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the Cerman Eleventh Army, which was to effect the break-throughs

on 1 May 1915 the German attack began; on 3 May the Russian
front had been pierced., The Russian armies were cavght in a vast
rolling-up operation in a northeasternly direction and were either
defeated or driven away. In the second half of May came the cros-~
sing of the San. Early in June Przemysl was recapturedy on 22
June Lemberg was ocoupied, Mackensen was appointed General Field
Marshal, In mid-july the (Qerman armies in Poland passed to the
attacks In quick succession during August and Sebtember the Ruse
sian fortresses Ivangorod, Warsaw, Lomza, Kowno, Ncvom(eorgievak,
Oswiec, Brest-Litovsk, and Grodno fell,

During this-entire operation the Austrian and the German inter-
cept services experienced their period of glory. The swift change
of battlefield forced the Russians to make constant use of radio=~
telegraphy. Of courée, they were always changing their ciphers, but
the Austrian crptanalytic service had gotten so well tuned to Rug-
sian eryptographic systems by this time that every new key was solved
in a few days. And in this the Russians often afforded wonderful
assistance; often they sent one and the same message in the old key
and in the new one; Or they would send an inquiry in the evening
in the old key and get the answer from the same station on the fole
lowing day in the new key (which had gone into effect at midnight).
Often they sent messages in plain text with references to enciphere
ed messages, etc, All this facilitated cryptanalysis. Day by
day the Qerman and Austrian intercept services received so many
Russian radiograms that in every phase of this operation the Com-

mand of the Central Powers was almost completely orientated regard-
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ing the enemy. In view of the existing strength ratios, it is
absolutely impossible that the German-Austrian summer offensive of
1915 could have succeeded as it did if Russian radio traffic had
not constantly betrayed the Russian measures.

The prompt reaction of the German and Austrian Command to
measures undertaken by the Russlians came so often and in such &
persistant manner that it could not fail to be noticed by the Rus=
sians, In Russia, however, they could find no other explanation
than the suspicion that treachery was always involved. The cry,
"rreasonl" ran through all Russia and the Russian Army, and a
search for "traitors" began every%here. Every Russianzggficer with
& German or a German sounding name now appeared suspiclious, A
number of them were deposedy many were courte-martialled, It went
so far that finally this fury had to be stopped by cabinet order
of the Ogar. At that time no one in Russia got on the track of the _
actual Wraitor! And in that fact lay the great tragedy for the
Russians; for in tnose summer days of 1915 the entire campaign was
decided and decided against thems And that was the opening act of
the revolution of 1917

Late in September 1915 the front ‘ran along a line from Czerno-
witz almost due north to Dﬁnaburg and fr;m there along the Dvina
to the Gulf of Riga. On the Russian side, the Grand Duke Nikolaj
Nikolaevich was relieved and the Czar resumed Supreme Command o}
the Army himself,

The eastern front subsided to a war of position,

Early in Oectober 1915 began the great German-Austrian offen-
sive in Serbla which led at the end of November to the complete
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collapse of Serbian resistance, Early ln December Serbia had been

slmost complqloe/.'ly- cleared of Serbian troops. The Russians now de-

cided on a diversional offensive to aid Montenegro, which was then
seriously menaced, They began to bring units from southern Russia
to the eastern Galician front, and to shift the Ninth and Elev\i\mth
Armies thither, These measures, however, were very soon Favealed
by the Austrian intercept service which was able to deduce there~
from an impending Russian offensive against eastern Galicia, |
in this tense situation the command of the Russian southwest
front on 2 December forbade all radio traffic until further rotice,
The measure was correct, but it came somewhat too late, sinfé too
ﬂmuch had already been betrayed. Three weekas later (20 Decesiber,
at eight in the evening) Russian radio traffic started up with a
jnew cipher (now the thirteenth); however, this cipher had long
"since been solved becduse the Russian Third Army, which did fiot
belong to the Russian "southwest aector," had begun working with
1t on 1l December. The so-called New Year's battle was not a
success for the Russiansj the exertions made were in vain; Monten-

egro was not saved,
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THE INTERCEPT SERVICE IN THE WEST

. AND THE "MIRACLE OF THE MARNE"

When the war began in 191, there were two countries which
sought to shape the fortunes 6f war in their own favor as quickly
as possible by a swift, powerful thrust far into enemy territory
and by orushing hostile armies. The Rugsian armies wers to fight
decisive battles in East Prussia and then advance quickly on Ber-
1lin, In the west the German armies were to advance through Belgium
and northern France and deliver a crushing defeat to the French
army somewhere east of Paris.

There is a certain irony in the fact that, at the very time
when in the east the Russians, by clumsy use of radio, were ex~
posing themselves so disastrously that the course of the battle

. of Tannenberg wrecked tha:l..r entire plans for the campaign, the
Germans in the west should make the same mistake with the same
results -~ namely that, although the war continued for years, the
fundamental ldea had already been hopelessly wrecked, In the
east it was the Battle of Tannenbergs; in the west the Battle of
the Marne.

There are few battles in military history regarding which
so much has been written as about the Battle of the Marne. There
are many names for it one of the best liked among the French was
"The Miracle of the Marne." People have sought and found 2l1 sorts
of explanations for the seemingly inexplicable bogging down of the
German advance, and they have tried by clever reasoning to figure

out what the course of the Battle of the Marne would have been if
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this or that measure had been taken. On the German side Lieut-
enant Colonel Hentsch of the Supreme Command of the Army came off
worst; he had to accept the role of scapegoat because ostensibly
he callgd for the German retreat without compelling necessity.
People contented themselves with this explanation because it sound-
ed as if the Battle of the Marne had really "almost" been won,

In 1928 the Polish Lieutenant Colonel Szieszynski, and shortly
afterward the French Colonel Calvel,'lifted the curtain, inasmuch
as both of them gave out some information from the archives of the
French Deuxidme Bureau, These were little memoirs which were not
given to the public but had only a limited distribution. 1In Ger-l
many they were not published at all but were passed over in absol-

ute silence., These glimpses into the French secret archives gave

an explanation of the "Miracle of the Marne," which was no miracle

but only the logical result of very commonplace and factual matters,

The German war plan had consisted in advancing with a strong
righ? wing through Belgium and then by a gigantic sweep eastward
to the left, thrusting south past Paris, and surrounding and de-
stroying the French armies in a grandiose, encircling battle. With
that the entire campaigi was to be decided, The German right wing
was made up of the German First Army under Colonel General von
Klucks to thls army belonged a cavalry corps under the command of
General von der Marwitz,

Immediately after the beginning of operations, an active use
of radiotelegraphy began on the German side, Since the GQermans had
done practically nothing with radio intercept before the war, they
could have no idea of the effect which the use of radiotelegraphy




by armies in the field would have on the opposite side. Gonsequent-~

ly, camouflage measures were very inadequately developed. The use
of station call signé, for example, was such that all radio stations
of an army had call signs beginning with the same letter. More«
over, there was no change of call sign or of wave length. Therefore
it was possible after a short time to recognize a given radio stat-
ion as belonging to this or that army by its call signs.

To this we must add the astonishing lack of discipline in
radio operation on the part of the German station persomnel., The
radiograms were not enciphered (or deciphered) by the sender (or
recipient), i.e., not by the staffs which were exchanging messages;
the staffs turned the messages over in plain text to the radio
stations where the cipher materials were located, The messages
were enciphered here by the ridio offiger of the station and were
then transmitted. If we cons.der the lack of experience in trans-
mitting, receiving, enciphering, and deciphering radiograms, it
is clear that 3 chain of errors must be the result; frequently the
receiving station requested repetition of part or all of the radio-
gram; sometimes merely of a single cipher group or of a word, Ime
patient persons sometimes requested the answer in c¢lear.

Study by the French of the numerous messages.intercepted soon
permittéd a division of the intercepted stations into the follow-
ing three groups:

a, Stations, each of which was in communication

with a number of receivers - always the same ones;.
aggn% these weg? iﬁc?gnized the :tazions of the h@gher
echelon command; their correspondents were recognized

as! stations of their subordinate units,

b, Stations of those units which were constantly
i3
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or often active; these were interpreted to be stations
of cavalry divisions opurating on French or Belglan .
soil,
c. Stations of the lower echelon command, which
operated rarely and obviously belonged to units whose
staffs rarely changed location; these were the radio
stations of army corps and of infantry divisions,
Accordingly, a mere checking of radiograms and station call
signs allowed the French information service to differentiate quickly: ’
Call signs of stations belonging to staffs of armles,

Call signs of stations to be considered as belonging
to staffs of most of the vavalry divisions,

Call signs of stations which were to be considerasd as
' belonging to staffs of some army corps and infantry

divisions,
The fact that various cavalry divisions belonged todefinite torps
was easlily recognized because the station call signs of divisions
subordinate to the same corps began with the same letter. What was
even more important was that the call sign of the station of the ‘
staff of a cavalry corps could be recognized by the fact that it was
the only station within a group of radio stations which regularly
commnicated with all other stations having call signs begimming
wit\.h the same letter,

This a}lmaed the French to recognize four groups of control
radio stations, each of which belonged to a cavalry corps; the division-
al stations of each corps had call signs beginning with the letters
ngw, ngn, WLn, or Wp", N"S* gperated in Belgium, "G" in Luxembourg,
LY in the Woevre plain, and "D" in Lorraine,

These findings were soon confirmed by various radiograms in
plain text which were intercepted by the French.

14
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Generally the messages were enciphered. Nevertheless, from
time to time single words of plain text were encountered; these
were either geographic terms or words which the recipient had not
understood. Radiograms were intercepted repestedly which were
entirely in plain text, and sometimes even bore the signature of
the originator in clear. Thus, after a few days, it was known that
General von der Marwitz commanded the corps whose staff radio state
ion had the call sign beginning with "S"; while General Baron
von Richthofen commanded the corps whose staff radio station ysed
a call sign beginning with wg",

From an intercepted radiogram sent in clear (by a station with
call sign beginning with "L"), it was learned that two cavalry dive
igions bad forced their way into the Woevre Valley, and were moving
toward Yerdun via Malaviller: and Xivry-Circourt, where one of the
divisions had its staff quarters,

The French had committed their intercept service in full, even
before thg beginning of the war, and were following German army
traffic attentively, After a few days they had a perfectly clear
plcture of the operational structure of the German army in the
west, It was of greatest importance for them to follow the move-
ments of the German right wing on its way through Belgium in the
direction of Paris,

The above-mentioned cavalry corps of von der Marwitz was relat-
ively well Fupplied with radio equipment, and consequently used it
extensively;

There would have been no objection to this in yiew of the

situation and of the rapidity of the advance. What was very
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risky was Lhe fact that these radio stations sent a vast number of

messages in plain text giving locations, iroop designations, move-
ments, plans, ordepé, and commands. In betwsen, enciphered mesaagés
were sent, but thei were 81l quickly solvable because they refer—
red to the cqntent'of the plain-text messages. Sometimes there

was a question in;clear, while the answer was sent in cipher. This
made i% possible &or the French to solve the cryptographic system
in the shortest lossible time. In the course of 1L days, the
French intercept service picked up some 350 radiograms from the
cavalry corps under von der Marwitz alone, and through these ;\é
were informed not merely of all movements of this corps, its planb,
and its geographical distribution, but regarding the whole German
First Army of von Kluck, and the Second Army of von Bi{low adjoining
to the souih.

The French intercept service did not fail to no?e the move~
ment of the German First Army toward the north to avoid being
outflanked by the French Sixth Army of Maunoury; furthermorc,
the overexpansion of the German front and the resulting gap be-
tween the First and Second Army, which could only be filled by theI
cavaelry corps of von der Marwitz, could be quickly recognized by
the French intercept service.

The cavalry corps of von der Marwitz was supposed to effect
a screen between the areas of the German First and Second Armies.
But what the troops tried to accomplish in cariying out their orders

was utterly ruined by the German radio service, for the transmitted

N
\

radiograms gave the French an absolutely clear picture of the

situation. That gave the French and English the possibility
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of breaking into the above-mentioned gap on 8 September, since

they knew precisely the weak places in the German fronte. This
threatened to encircle the army of von Kluck, and to cutflank
the army of von Bllow; and this circumstance was decisive for
the recall of the German front. |
| It is not true that Hentsch ordered the retreat without
cogent reasons in a situation which was favorable for the
German troops, and that the Allies were surprised and followed
only hesitantly; rather, the penetration\Py the Al}ies gave
Hentsch occasion to recommend withdrawal to the Aisne. On 'the
French side, the fighting units were indeed surprised by the
change in situation but not the higher command, which had a
precise view of events on the enemy side during the entire
course of operations becau e of the intercepted radio traffic.
With the outcome of the Battle of the Marne, the German
attempt to gain a quick decision in the west had failed. The
resulti§g war of position and the subsequent superiority of
the Allies in materiel decided the entire course of the\“

campaign in the west. .




11 DECIPHERING OF CHYPTOCGRAN ' .

In the course of Lhe preceding descriplions, there hat been
repeated menlion of Lhe facl thal Lhe Auslrians, French, and Ger-
mans broke the cryptographic systems vsed by foreign governmontis
or armmies te repder their copmunications safe from unauthorized
reading, In lay circles, any such decipherment of foreign ciphers
is always regarded as a kind ¢f %hlack art! where one warks by
magic recipes. That, however, is not truej; instead, the art of
deci@hcrment resta on ;xach scientific foundations. To render
the nature of this work somewhat intellipgible tq laymen, an attempt
will be made below to give some clarifyling explanations.

Fi;st, a few words on the question of whal a cryptographic
system is. We may remark here that in this connection seecret '
writings praduced with cshemical ink, which can only be recogniged
by some ghemical or physical procedure, will not be considered
here. Nor can we Lreat here cryptographic systems found in antiquity
when a long gilrip of parchment was rolled around a gonjical staff,
inscribed across the laps and then removed, so that the gtrip
appeared tS bg covered merely wilh myslerious signs and could
only be resad by the person who, as rightful recipient, possessed
an absolutgly identical staff around which he wrapped the strip
in the preseribed manner, Only such systems will ;e described as
can be transmitted by technical means (by radio or by wire).

Cryptographic systems of the last mentioned type were like-

wise used in olden times. One of the besl kngwn was invented by

Julius Cagsar, who subsLituted for each letfer of the alphabet .

"
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either a group of digits or of letters, and thus transfored the
open plain text into a cryptogram which consisted merely of a long
series of digits or of letters arranged in seemingly meaningless
fashion,

; This type of cryptogram could not be solved until it was learn-
ed that every language is constructed according to definite mathemat-
ical laws, i.e,, that the frequency of occurrence of the individual
letters in any languare differs and is subject to the laws just
mentioned. In the German language, for instance, the letter E oec-
curs most frequently; then, at considerable intervals, follow the
letters R and N, then D and T, then S, and so on, Accordingly,

one merely neeas to substitute the corresponding letters on the
basis of the frequency of the cipher elements appearing, and he can
in this way solve a considerable portion of the cryptogram; the
remainder comes as a matter of course.

During World War I this type formed the basis of many cryp-
tographic systems; indeed, it was often used in the same way that
Caesar used it; for this reason it is also called "Caesar."

In Germany during the Middle Ages, an abbot by the name of
Tritheim invented a eryptographic system in which, instead of
replacing single letters by secret elements, he replaced syl-

lables, endings, word stems, prefixes, etc. This resulted in a

great multiplicity of secret elements oceurring in a cipher, and

the problem of solution seemed to have been rendered rmch more

difficult, until people became aware of the fact that a fixed
rcgularity underlay the occurrence of endings, prefixes, and the

like, with respect to their frequency of occurrence, After that
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cven this type of cryptogram could be solved.

People now went on to the use of the s o~called multiple values ‘
(variants), i.e., instead of assigning one secret elcment for the
most frequently occurring letters, cndings, prefixes, cte., thoy
now assigned several. But the art of cryptanalysis also found
ways of solving these cryptograms, Little by little an entire sci-
ence developed, both with respect to the creation of new cryptograph-
ic systems and in respect to their cryptanalysis. They created
the system of the reenciphered "Caesar® or "Tritheim" through the
addition of specific groups of numbers to the cipher texts, and
in this way transformed the so-talled “open® ecryptograms into "con-
cealed! cryptogramss this did for the moment veil the frequency of
the cipher elements occurring, and preyented recognition of the
cipher elements as such, People inven!'bed the "box" transposition, ‘
the "comb," the "Raster,"(grille) the "double box," and theu re-
enciphered these with a limited or an infinite "additive sequence,"
i.e., by a correspondingly long chain of digits. They also invent-
ed the “open" or "concealed" code by numbering the entire vocabul-
ary of a language from 00001 to 99999, for instance, according to
a definite system; or they sometimes used groups of letters instead
of groups of digits, When the llmits of the individual code groups
were effaced by reencipherment, then the cryptanalysis of such a
message clearly caused considerable difficulty.

But let the resulting ciphers be what they might, the science
of cryptanalysis always found ways of solving them after a while,

because every cryptographic system conceals within itself a number

510
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of possibilities of solution; these have to be tried, until one
finally encounters the one and oniy correct possibility. It is
simplb a question of making the number of possibilities so great,
when setting up the system, that tﬁe unauthorized decipherer needs
such éXlong time to try out these gqssibilities, that, practically,
there will be no useful result; wi#h a really complicated crypto-
graphic|system, the numbers of pos;ibilities to be checked runs into
the biiljons,

The {solution of qryptographic systems is in most cases facil-
itated by, errors in their use. In World War I, for instance, it
frequently happened that a station receiving an enciphered message
could not decipher it completely and asked the senders "Send 0317
in plain text," which'was sometimes actually done. Or in case of
change of key: "“We have not received the new code books yets please
repeat in the old code." By comparing the two transmissions, it was
often possible to solve the key.. Sometimes requests were made in
plain text and the answers were sent enciphered, or vice versa. In
these cases one generally knew the approximate content of the mes-
sage, and that helped greatly in the task of cryptanalysis. The
number of such compromising errors was so great that we could take
a long time telling about them - so we shall only suggest that in
most cases the quick solution of an enemy cryptographic system was
possible only because of errors made.

In the use of cryptog;aphic systems, the Russians at that time

were/go unskilled that the recipients of radiograms often asked whew

ther there had not been a mistake in the encipherment or wheather this
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or thit group was correct. The Austrian cryptanalysts, on the ‘

other hand, were alrecady so adept al solving Russian ciphers that
they would often hzwelz been in a position to help the Russian ad-
dressces decipher tllmeir own Messages.

Once in a whiln%r an Ioriginal Russian gipher book (code) was _

captured. In this i:ase it was not necessary for them to make any

analytic decipheme,ht, since they could go about decoding at once,

using the captured material,
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THE DIKECTION FINDING SERVICE

Today every schoolboy knows the essential things aboub direction
finding. Ab one time - in 1915 ~ this invention was a novelty, and
at first an English rather than a German novelty., Soon after the
beginning of the war the English had developed the systom of
ndirection finding," that is, of fixing the direction in which a
transmitting radio station was located; and they had put it to use
against the floating units of the Germsan navy. Direction f{inding
stations were not introduced infb the German army until about the
end of 1915.

-

Since the radio service in all armies was tending more and
more toward the principle of secrecy (not merely regarding the
content of the radiograms dispatched, but also regarding the
location of the transmitters), while determination of the location
of an enemy station was of great importance,since it always
coincided with the location of a unit staff, and the detormination
of the territorial distribution of radio stations likcwise gave
clarity regarding the front organization of the enemy, henceforth
direction finder siations were coupled with all radio intereept
stations. The sum total of their direction finding readings made
pogsible the determination of the location of transmiiters within
a fourth of a square kilometser since at that {ime all armies were
using long waves. With this the system of changing call signs,
which had been devised to prevent identificaticn of the stations,
lost effectiveness., As a rule three dircction finding recdings
from different receiving stations sufficed Lo detennine the avot

wviiore the radio station was set up, Sines the nowhor of sintions
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in the armios of Europe in those doys was very small when contrasbed
with the present, it was almost always possible to identify positively
these transmitting stalions.

This became recally important whon troop movements were being
carried out by the opposing side. In this way, one could often
follow for bhundreds of kilometers the movements of radio stations
(and hence of the units to which they belonged). This was true in
a very significant way, for insténce, during the preparations for
the first grand Brusilov offensive in the east; later in connection
with the support of ihe Romanian front by the Russians; in connection
with the Austrian grand offensivé on the_Italian front in 1917; and
on other occasions. |

The French set up their direction finding service (goniometric
service) very quickly and in a very perfect fashion; the Italians
were also very active in this field. The Russians,|on the other
hand, limped far behind, and had not gotten beyond some very modest
beginnings by the end of World War I.

Looked at practically, direction finding operations in those days
were by no means so simple as they are today. At that time there were
no maps showing local and magnetic deviations. It was necessary to
learn by experience how deviations of the direction finding ray
behaved in the terrain lying between the transmitting station and the
direction finder. When a direction had been fixed, it was very
important to know whether the station fixed lay at a distance of 20,
50, 100, 200 kilometers or more. Such experience had to be gathered

and collated.
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Direction finding operations achieved their greatest import-
ance in the naval intercept service. The English in partici™ar
scored outstanding successes in determining the movement of
German warships, particularly of submarines, Many a German
submarine sunk in those days could be credited to the British
direction finding service. Moreover, Zeppelin raids were
observed constantiy by the Bnglish with exeellent results. The
task was rendered easier for them by tne fact that the Zeppelins
handled their radio traffic on a definite wave: length, and;worked
with a fixed system of call signs. Therefore, as soon as such a
call sign was heard, people over there knew at once that a
Zeppelin was coming, and they merely needed to follow its course
by readings at short intervals, which was easy to do because of

the low flying speed of the airships.




POLYPS AND PENKALAS

By a peolyp we understand in zoology a marine animal which
catches its victim in its outstretched tentacles in order to
eat it. Vthat a "Penkala" is, that probably few people know
today. Thorefore, it may be mentioned that this was the name
of a firm which before and during World War I was producing the
first mechanical lead pencils. In its advertising, this firm
used a head with an cnormous ear behind which was stuck such a
mechanical pencil. Beneath was simply the word '"Penkala."

This big ear uf the Penkala poster and the tentacles of the
polyp served the Austrian and the German intercept services
respectively from early 1916 on as the symbolic designation
for a new branch of this service which will be described below.

In the summer of 1915 German enginecrs near Verdun had .
captured instruments by the aid of which the Freuch had been
intercepling German telephone lines. These instruments had
been improved in Germany by the then Postal.CounciiS; Arendt,
and they had becn used in the war of position, first by the
German and then by the Austrien army, to intecrcept telephone
conversations of the enemy. These dovices were installed in a
dug-out in the front line, and from here insulated wires radiated
out which ended in the so-called "scarch groundst; these search
grounds consisted of metal stakes which were driven inte lhe ground
as close as possible to the enemy's system of trenches. Where a

single telephone line was used the currents passing through tho soil




would encounter one or more of these search grounds, and after
being amplified by the atiached apparatus were rendered audible.
Thus, as if with a mognet, conversatiohs carried over the tele-
phone net of the enemy were atiracted, and, by using a switch—
board, any number of scarch grounds could-be throwmn in selsctively
to eavesdrop on a definite sector of the front. In the German
army these listening posts, which by the beginning of 1916 were
installed everywhere along the front, were called "Arendt Stations"
or "Polyps®; the Austrians called them "Penkalas" (big ears}).
Since at that time the Russians at the front used almost
exclusively so-called single wires, and even in the west single
wires were still used to a great extent, the German and Austrian
listening stations generally had very good results. While the
radio listening service gave the conneciions, orders, and reports
of the higher staffs, the Arendi service supplemented the plcture
with respect to small units and the front line. The results
during 1916 -F especially in the east -- were so abundant that one
Arendt staticn vas ;upplying on the average 15 to 20 pages a day of
significant information regarding the enemy. Excellent resulis were

\,

achieved by the Auslrians with their Penkalas on the Italizn front,

where they ware always very exactly informed of the situation on




th> [LLirn side.

Unen sovaoral such stalions fell into Lhe cuomyts hands during

ihe sunmer of 1916  ond ihe listening in on telepliona conversations

beeae lmmn, prople begon to use tiro wire connections everyvhsro.
IL vas much more difficult (often impossible) to intercept these.
Neveriheless, it took a very long time to make the change and to
safepuard telephone traffic at the front - particularly for the
Russians -~ to such an extent that listening in became virtuwally
impossible. In any case, the German and Ausbtrian Arendl services
were able from early 1916 till about the middle of 1917 to hear
most of the telephone conversations of the Russians up to five
kilometers behind the front, and to utilize the content for
shaping their own measures. The Russian telcphone operators were
very loquacious when seated at their instruments. When a Russian
telephone operator took over either by day or by night, he began
testing! all his connections by calling up the correspondent
stations. Generally he knew the men at the other end of the
wire, and a conversation ensued in the course of which the two
exchanged expariences, impressions, and observations. Very often

they spoke also of official matters., They discussed impending or

1. It is true that the Austrians did not find out until November
1917 that the Italians, beginning early in 1916, had likewise
set up a considerable number of these listening stations. As
General Max Ronge states in his book, "Military and Industrial
Espionage,t the Italians listened in on some 5200 telephone
conversations of the Austrians in the sector between Wippach
and Rombon. In October 1916 the leader of an Austrian listen-
ing station deserted to the Italians, and was able to acquaint
them in detail with the Austrian arrangements and to warn them
fully, Later on a numnber of Austrian deserters were employed
b Lhe Itslians in this listening service on the basis of their

linguistic ability.
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accomplished reliefs, the question of supply, the spirit of the

troops, extension of positions, losses suffered, changes in cpmma.nd,‘
reenforcements received, and the like.

Aside from these bits of private information, very goed infor-
mation could sometimes be obtained from the conversations of the
officers,, particularly when patrol undertakings were impending,
attacks were planned, etc. Precise information was obtained regard-
ing the locations of staffs, batteries, depots, and the like,
Artillery observers could generally be heard clearly because they
were stationed well forward with their telephones. They gave Fir-
ing directions; by observing where missiles struck and comparing
the figures transmilted, one could soon get the exact location of
the hoslile battery., From now on it was impossible to prepare, for
any major military action without its being noted by the lArend:c,

' service, since, if an order was given to stop all telephone traffic
and this was done, this very measure was enough to attract atilen-
tion and to indicate that the enemy was making preparations.

Since the telephone lines of the staffs further to the rear
iere atbtached to the same switchboards in which lines ‘i'rom the
front terminated, induction often made it possible to listen also
to these wires, over which extremely informative conversations

were carricd. |

The introduction of the “Polyps" and “Ponkalas" in the armies
of the Central Povers sipnified from the military poinbt of view an
unparalleled faclor. Since,from the summer of 1916 on, these

stations were located al intervals of about 10 xilcueters along the

~ 4
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entire front, it was possible to monitor the entire cnemy telcphone ‘
traffic at the front almost without a breake In the ecasi this one-

sided superiority continued down to the end of the war; in the wesi
it was cqualized since the French and English used similar apparatus
to intercept German conversations.

In‘the eastern theater the practical result of this superior-
ity was that a large part of the troops of the Central Powers
could be withdrawn without risk, since there was now no donger
of a surprise movement by the enemy. It would never have been
possible for the armies of the Central Powers to keep the eastern
front stabilized, if they had not had such extensive insight into

the enemy situation, due to the results of the radio intercept and

the Arendt services, since the strength ratio on the eastern front

was in many sectors 10:1 against the Central Powers. ‘




THE WEST

While in the eastern theater the intercept service during
World War I resulted in a one-sided German superiority, the
situation in the west was quite different. Here it was not the
Germans who starled using this novel means of gathering informa-
tion and thus got a head start, raither it was the French who
began working systematically and purposefully in this field as
soon as political tension began and who derived a corresponding
advantage. There were two reasons for this: the first was
that at the very beginning of the war the French had at their
disposal a fairly well set up system of interception which
merely had to be adapted to the new tasks; they already lmew the
value and the possibility of using this means of gathering infor-

. mation. The second reason was tactical: while the French were
operating in their own country and could rely on a closely knit,
undemaged wire network and consequently needed to use the radio
but little, thus affording the enemy few chances to employ radio
interception, the situation was reversed for the Germans. After
crossing the frontier the Germans encountered a telephone and
telegraph net which had been more or less destroyed or rendered
temporarily useless. They either had Lo set up their own field
wires, which took time and on the right wing was hardly practic-
able due to the swift advance, or they had to resort to radio-
telegraphy. This was done to a great extenl and afforded the
eneny a marvelous opportunity to get practice in interception.

After a few days the French intercept service had already gotien
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its Learings, end from bhen on maintained very close conlact wilh
radio duevoloy wenbs anongs Lllw Goimans.

We have alrcady reported briefly on tho French intercept
sc1vice which became so in‘ltporl,ent before and during lLhe bati:le
of the larnc. Imucdiately after ihis fatcful baitle there fol~-
louwcd in tho west the so-called M"race to the sea®, The German
attempt to outflank tho enomy :;e;a.in from the north called for
the utmost watchfulness on the part of the French. Once again
the focus of French reconnaissance lay in the intercepl service.
On the other hand, the French army command Lried to crealbe a new
siluation here by threatening the Cerman x:ight wing. Thus the two
opponents kept crowding one another more and more to the north and
there resulted the famous "race to the sea.th

These movements forced the German army compiond to make exten~
sive shifts of troops. The French, on the olher hand, were faced
with the problem of recognizing these movements, their type, extent,
and goal, and of doing this in timoe.

The Germans were still resolved to conitinue to hold the front
in Lorraine and the Vosges by defpnsive action and to force a
decision in the north., The two German "Southern Armies" (the Sixth
and Seventh) were withdrawn from the front and replaced by newly
activated army units., The Seventh Army, which was in the Vosges,
was transferred to the Aisne sector and committed there. The Sixth
Army was moved from Lorraine to the extreme German right winge. Thus

the Gormans succeeded in counblering the movcement of the French and the

Enpglish which was extending farther and farther to the norih. From
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1 to 13 Octobor the battle raged around Arras; by mid-Oclcber a new
front ran from Noyon to north of Lille.

?he removal of the two German armies from the southern flank,
their replaccment by new units, and their march to the new areas
of commitment were recognized in thé, very beginning by the French
intercept service as clearly as one %ould wish. It was the first
time in the history of war that such, s movement had been followed
by the technical means of radio intelligence. The French also
recognized these units as they appeared one after the other in
the new areas. That gave them and the English a basis for carry-
ing out countermovements, whereas the Germans had to rely exclusive-
ly on reconnaigsence by patrols and scouts along the front;
thus at best they had success with their reconnaissance only
after the hostlile units, which had been brought up, had already
been committed,

On 9 Octover 1914 Antwerp had fallen., From the besieging
troops thus released and from new units activated in Germany a
ney Fourth Army was formed in Belgium, which started its advance
on 18 October with the purpose of bringing the channel coast under
German control, This movement was also recognized promptly by
the French intercept service and by the intercept service of the
British Expeditionary Army which had in the meanwhile bscome
active, so that appropriate countermeasures could be taken in
time. After heavy fighting the German attack was stopped at the

Yser. The attempt of the German Sixth Army to break through

toward Ypern, which was prematurely betrayed in radio traffic,
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was likecwise without success. With the end of the battles around
Ypern the war of movement in the west was concluded for the time
being. The war of position began.

Several years after World War I the French Colonel Calvel
prepared for instruction purposes for the Signsl School in \
Versailles a timetable containing all the German army radiograms \
intercepted by the Frénch intercept service during those months.

Upon comparing this table with the operational movements executed by
the Allies one recognizes clearly that these results were the basic
factor in carrying out countermeasures, and that it was only due to
the intercepted German radio traffic that the French and Engl%sh were
able to act so promptly and to eliminate the German threat inzthe
northe Wmt the derman intercept service accomplished in the east,
the French did here in the west. With remarkable parallelism there
took place here an equalization of spiritual forces which determined
the outcome of the war back in the fall of 1914.

In the further course of the campaign in the west the forces
were equalized in respect to the intercept service, just as the forces
on that front had been equalized in other respects. On the basis of
experiences in the east, the Germans began late in 1914 a systematic
interception of enemy radio traffic. Both sides now developed
extremely great activity in this field. There resulted an invisible
struggle between cemouflage, concealment, and deception on the one si&e,
and the intercept service, evaluation, and cryplanalysis on the other,
which was soon carricd on by both parties with the most refined methods.

This service extended to interception of all technical means of commun-

01
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ication of the enemy, but was concerned primarily with radiotelegra-
phy and the telephone. As recogniiion of the danger of using radio-
telegraphy for transmilting secret information began to permeate
everywhere, people in the weslern thealer began more and more to
give up the use of this means of communication. Furthermore the
stabilization of the fronis afforded a possibility of extending wire
communications. Consequently, the focus of the intercept service in
the west shifted more and more to the interception of telephone lines,
both on the Allied and on, the German side., Thislduel sometimes sssum-
ed violent forms, as for example, in 1915 near Apremont, where mutval
interception of the telephone conversations of the artillery formecd
the tactical basis for the military actions. At times some rather
droll situations resulted. Once the Germans had even learned the
hour of the impending attack. But instead of learning a lesson from
this and belng doubly cautious in the use of their own telephones,
the Germans made the mistake of paésing the time of the expected
French attack in plain language by phone, and all countermeasures
were adjusted to this point and time. This was intercepted by the
French in turn, whereupon the French attack was advanced several
hours angd was completely successful in spite of all German preparations
for defense.

In the autumn battles in the Champagne (22 September to
3 November 1915) and at La Bass&e and Arras (25.September to

13 October 1915) the Germans were able to frusirate the intended




RESE TR 51

break-Llaou,h of Lhe encay ginply becsuse, through the interception .

of cnemy Lelephone tratfic, thoy had been in a posilion to recognize
the impending altack and to prepare approprinle deflenec.

In Scptewber 1916 during the Latile on the Somme, the French
intercepted a German radlogram from which they learned deilails of
the impending greal German counteratlack in the vicinity of
Bouchavesnc.

The French Colomel, Givierg:., who describes the resulis of
interception durlng the First World War, says: ®The resulls
achieved by deciphering telegrams were unusually great since
they made possible the identificatinn of many units. If we glance
et lhe archives, we gec Laat 2utween § and 15 Deceubsr 1917 four
movements of divisicus were recupnised Ly Lhe aid of this special
organ more gquickly Lhen would have been possible by any other means
of reconneissance; rhese divisions were lzler checked by the state-
ments of prisonsrs. Moreover, 32 infaat vy regiments wers spolied,
whose areas of commibment had bheeun ascoriained previously by cother
means, A radiogiram inberceplea on 10 Decenmber veporbted to us thoe
presence of an tattack division® nerth of Ste Quenting another
telegram of 10 Decamber informed vs o° the presence of General
von Erpf, commuznder of lho 242nd division; another telegram of
15 December zlloucd us Lo aaticipate bthe German soriie agalnst the
Albia Farm; cur Lrocps anticipaled the enemy and thirew him back.

A radiogram of 5 December reported to us the change of call sign of

a German radio station, and gave us the old and new call signSeee!




. 0f the utmost importance in the intercept service were so-
called little things; they often proved of decisive value. In
many c¢ases the French discovered and identified German radio
sﬁétions by the fact thal when they changed call signs the German
gtations did not break the sequence‘of message number in the
,/headings.

One German divisional radio station (183rd Infantry Division)
could always be recognized by the fact that it put the sending
time and the word count at the end of the radiogram instead of
at the beginning, ar was generally done.

Another German station could be recognized by the stereo-
type formula: "Can you hear all right?", which occurred each
time it began traffic with a correspondsnt. In such cases it

‘ did no good to change the call sign.

The French and English were especially successful in
listening to the radio traffic of the German Air Force. At
the very beginning of the war the German airships were easily
recognized in radio air traffic because they all had call gigns
beginning with the letter T4, VWhenover this signal was heard,
it was known that the transmitter of a Zeppelin was involved;
the position of the airship was then dstermined quickly with
the aid of radiogoniomctry. At the beginning of the war these
ailrships cruised over the North Sea and radioed incessantly to
their base in the Helgoland Bight; they reported the spotting
of mine fields, submarines, warshipé, merchant ships, etc. The

French kopt posted on these matters by lislening to thessz
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Lran.alosions ove 1t a distance of 700 o 800 lkilomelers.

During the alr attacks on Paris and London, Lhe Zopprolins and
large airerafl shiich corried oub the bomboardirent rore constantly
requesling beosrings from various Germon direction finding stalionse
This eontire rodio corrospondence was listcned Lo by the French and
Inpglish, uho thus received dircclly from Lhe cnemy valusble clues
regarding the movement and the direclion of the German atlackse
Moreover, afler the English and French direcetion firnding stations
had become acquainted wilh the signals of the German Air Force
transmilteors, they took ithe nceessary readings and delewmined
the momentary posilion of the airships.

Toward the end of the war the German dirigibles - like the
land stations ~ changed their call signs almost daily so thal it
was more difflicult to rccognize them  Bul this difficulty wms
offset by the routine vhich had been acquired neamhile by the
French and English intercepl opsrators and by the aid of the
improved direction finding system.

Intercepbion of hostile artillery aviators was likewise
carriod on successfully. One system of interception, which was
orpanized particularly for the purpose, yielded a mass of informa-
tion which permitied the command to orient ilself on the following
questions:

2. Inlentions of the encmy artillery; recognition of the
firing procedure of newly commilted balieries and the firing
of old batteries getting a range on new targets.

b. Zones and distribution of fire of cnemy heavy artillery.




Interception of this type is not so easy as listening to the
traffic of ground radio stations. The planes move very fast;
fixing their momentary position in the air ealls for great speed
and practice on the part of the crew of the direction finding
stationse In addition, it is necessary 1o recognize the trans-
mitters again in spite of the daily change of call signs; more-
over, deciphérment of the radio dispatches calls for no little
effort. In addition, the precise times of the flight must be
compared with those of the artilleny.fire and evaluated.
Nevertheless, it was possible again and again to get valuable
information and to shape one's own measures correspondingly.

With the introduction of universal military service in
January 1916, England manifested the tenacity of its purpose
to keep fightinge On the other hand, France appeared greatly
weakened both in a military and an sconomic way. In order to:
wear dor 1 the French completely-and thus bring sbout a decisiof
in the west, the German army supreme command decided to attack'
Verdun. The attack began on 21 February and continued until !
September without achieving the desired success. In these ;
battles the intercept service on both sides played an unusually
important role. The telephone lines were constantly being
damaged by the uninterrupted artillery fire so that there were
possibilities of interception by the recsuliant grounding.
loreover, a new phase began in the wer of inbterception. Every-

vhere along the front so-called ground telegraphy instruments
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wrvo inctalled, Their inoducet Loa had boconae nnceusary beo-v-e
reliable use of the 1clephons had become inpossibly in vier of Lhe
desbruclive oiffeet, of Lhe artillery Lite. The pmround telepitaph
sent, buzzer curmizuls infto the carth, and waus thervefore indspendent
of wires. Of course, il could be heerd Ly Lhe ceuemy al short
distances butl not Lo Lhe same extenl aus rvadiotclegraphy. The
intercept sbtalions, at whi<h hitherto the lisbeners had be:n
accustomed to hear and Lransiate oral conversations, now hal 1o
shift to intercepling Mogse Lelegraphy, which also offered a
possibility for the use of cryjtopmraphic systems. The English

had constructed a special deviee for signal communicalion in the
combat zone, tho ro-called Fullsrphoue, which thay considered secure
against eavesdropping; bni even Lhis luined oul to be subjecl to
interception under certain comdiliouns, 30 ihal Lhe struggle in this
field never c«-=ed bul mcrely changed in iis technical aspechs.

The intercepl service achieved slral.gic siguificance in the
west only once on the Corman side, and thal was in February -
March 1917. TFrom countless inlerceplted conversations and telegrams
the Germans had ascerlointed thei lhe Allies were preparing an attack
on a grand scale in the Somne arca. The areas of atlLack and the
directions of thrusi could be clearly recognized. This Lime the
German supreme command aclnully did draw ihe correct conclu;sions

‘
from the available information, and imnedialely Lelore the altack
was to begin ordercd # wibhdrawal to Lho so-callad Siepfried Line,

In this way, the targsi was withdraun from the crushing supeariority
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of the Enterite in materiel, and the attack petered out in empty

space. Of course, tho Allies had recognized from intercepted
German trwffic the German intenlion to retreat, but strangely
enough they did not draw the only corract deduction and
immediately continue the attack which could have resulted in a
very difficult situation for the Gérman troops. Instead, they
clung rigidly to their existing plan and missed a very favorable
opportunity.

Meanwhile, the French had been making excellent progress
in the field of direction finding. As early as October 191,
they had started experiments with direction finding apparatus,
and then devsloped a model which could be used in the field,
being held to such dimensions that it could be installed in a
vehicle, The rotable frame had sides two meters long and was
located on the roof of the vehicle. The apparatus itself was
mounted inside the vehicle,

With this mobile direction finder the French got excellent
results. Such direction finding stations particularly proved
their worth early in 1917 when the Germans were preparing to
retreat to the Hindenburg Line. Long before they started to
occupy this defense line, radio stations were set up and put
into operation. Of course, that was sheer stupidity because
" there was no valid reason for operating radio stations far

behind the front as it then stood; they could have gotten along

very well with the existing wire communications. The fact that
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tho- did oo oo e vipe roedtio Leaf'fie chors Lhel The reapoasilble
autheritics I not Lhe slipghtest didrea of the doug»r cecemsnying
the uee of rodiololer rophy.  They were setiing up communications
Just as wipht howve been done for practice according to Lhe prin-
cirles cuploy-d before 191,- The new radio sbations were imuwediate-
1y recomnined by the French; readings were laken, and the locations
delemined, so thal in a relalively short time Lhoy reocognizcd the
exact course of a new German line of defensc. The French wore als
in a position to recognize wilh certainiy ihe imminence of Geinan
retrcat eoperalions,.

A little while aller that Lhe Germans also missed an exceedingly
favorable opporlunity which lhe interccpt ‘service served up to them,
so to spezak. In the middle of April 1917 the Frcnch under General
Nivelle with strong employment oi troops and malerial made an attack
on the Aisne and in the Champagne, easl of Reims. The Germans
intercepted this‘thmst. by a mobile defensec, and in heavy fighting
ceused the French such severc losses that the morale of the French
army wvas badly shaken. In numerous army corps there was mutiny.
Troop units and single soldiers were leaving the front, or going
over to the cneny.

The Germen intercopt service had its great hour in the west,
as one intercepted message after the other revealed clearly the
eritical situation on the encny side. In this situation the French
front could not have resistcd a German atlacke But the incredible
bappened: the German command saw in thesc events a parallel to those

on the Hussian front, and expecled a collapse of the French power of
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resistance without any action.by the Germans. It missed the chance
which was never to return, and kept waiting until the French Goveer
ment and the army command had succeeded in restoring the situation.
Petain resumed supreme command; the crisis came to an end; the
French front again stood firm. America was able to proceed
calmly in shipping its divisions and armies to Europe. The Danube
Monarchy recognized the hopelessness of the situation, and the:
idea of a separate peace began to spread there visibly. The
Entente had survived the crisis; the scale of victory slowly
tipped in its favor.

In respect to the intercept service, the tide now began to
turn. Just as the German intercept service in the east had
been able to follow the increasing war weariness of the Russian
soldiers from early in 1917, so now the French were often able
to observe similar phenomena among £h€ German troops, ?ven
though not to the same extent as had been the éase in the east.
The resolution in favor of peace passed by the Reichstag on -
19 July 1917, the Peace Note of the Pope, the German reply
thereto, the formation of the "Independent Social Democratic
Party," the resignation of Reich Chancellor von Bethmann-~
Hollweg, and many other happenings became the subject of
occasional short conv4rsations over the telephone, in spite

of all.regulations, and these allowed the Allies to infer

M~

that there was a general, slow decline in the willmgs;Fhe
German troops to resist. Thié phenomenon was increaseci\?a.s~

the. American troops began to arrive in France from overseas;

o
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conversations on this topic occurred again and again on the .
telephone, and showed that the Germans at the front were by

no means indifferent to this problem. But the most valuak;le

intelligenc; was gained by the French intercept service in

’1istening to the telephone con versations of German units which

were moved from the eastern to the western theater beginning in

December 1917. These units had no taste for the war, and the

French intercept service was busy seeking such units since their

telephone conversations afforded the best information. Never-

theless, the French did not succeed in recognizing from intercept-’

ed telephone traffic the impending German offensive of March 1918,

This offensive, which broke loose in the morning hours of 21 March,

came as a complete surprise to the French, at least as far as its

timing and the direction of thrust were concerned. Numerous .
German troop movements had been recognized by the French intercept
service, but in the main very good radio and telephone discipline
had been observed by the Germans. Hardly had the front come into
movement, however, when the German radio stations again began to
send eagerly and to supply the French with excellent material.
Foch quickly recognized that the éerman offensive had been under-
taken without adequate, fast moving forces, and he quickly took
his countermeasures, After barel% two weeks of succeéssful German

attacks, the great spring offensiTe had bogged dowm.

A few examples may serve to show the importance which was

attached to the intercept service even in 1918 -~ after the danger

,}.
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of using technical means of communicalions had been generally
recognized.

The French Captain Ccusillan relates that on 6 May 1918,
for example, the French station MZZ2" sent a telegram to
station ®ZZ1' which began with the words: "The lieutenant and
chief of the radio service with the staff of Genera’ X. To the
chief of the radio service with the staff of General Y." Th2
Germans, who knew, naturally, what divisions were led by these
generals, discovered in this way the presence of these units in
the sectors involved. -

The presence of several Italian divisions on the French
front was brought to the attention of the German intelligence
service by the fact that an Italian operator made what would
seemingly be a very slight mistake., The Italian radio stations

employed in France were required to follow French regulations and

to accommodate themselves to the French traffic in all particulars.

The operator in question madelthe mistake of transmitting the

Ttalian signal wY di Xv instejz of the signal "Y de X' when
this way the presence of Italian

calling another station. In
units on French soil was betrayed.

On 1 June 1918 the Frencé intercepted a German radiogram
which they deciphered onlthe second day followinge It had
been sent by a station in the region of Roye, and contained
the text: "Speed up supply of ammunition even by day, if

not subject to observation.m This telegram, which suggested

an impending action, was a warning signal for the army of

15
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Geazral baedb b, sud mode 1L poosible Lo o vpuare Lhe means
caplayed by Conerel iangin on 11 June neor Hory-Courcellos tu
hold the atlnek, which slartcd near Monldidieir in the night
from 9 1o 10 Juic.

The order of ibe day ol the German Scventh Army on 9 July
1918 stales Lhal the presence of the French Tenth Army had been
revealed to the Germans by mentioning a French radio officer by
name. This arny betrayed itself by the stereolype formulalion of
the daily reports of the weather station Trilport. The German
Idaily report also remarks that an the end of the week the station
call signs of iLhe American Third Division ‘had been heard in the
area east of Chateau-Thierry.

The French intercept service scored its greatest triumph in
July of this year before the beginning of the German atiack on
both sides cf Reims. From intercepted German telephone conversations
and ground lelegraph traffic, as well as from several intercepted
radiograms, the French had recognized the area and the tilme of the
attack. They did the only thing possible under the circumstances -
they evacuated the front positions and received the German thrust in
their rear positions. Twenty-four hours after the attack began, the
German supreme command had to issue its order to stop the offensive.
Likewise, the attack of Foch from the forest of Villers-Cgtterets
on 18 July against the right flank of the German bulge was supported
for the most part by the intelligence gleaned by the French intercept

service, mainly from intercepted ground telegraph traffic. The same




held true for the attack by Foch be@weeg the Somme and Scarpe in

the direction of Cambrai on 21 Augpst, and agaln in connection
with the American attack shortly there;ftey on the Lorraine
front near St. Mihiel. '

In all these cases inter;eption 6f German ground telegraph
traffic had given the Allies extensive insight into:

1. the structure of the German front,

2. strength, or losses, and weakness of the
German units,

E
3. difficulties with supply of artillery
ammunition, and with respect to the quality
of the badly used up German guns,
morale of the troops, conditioned by the

difficult supply situation, by the war
weariness of unlts brought’ from the east, and

by the impr3551on on morale made by the tanks
now appearing in 1arge numbers on the Allied
side.

On the German side, the above~mentioned attacks by the enemy
had been recognized in time by inﬁércepting telephone and ground
telegraph traffic; however, there were équfqpces left which
could be opposed to the superior fofces gf.the enemye.

The French direction finding service_had been greatly
developed during 1917 and during the first half of 1918. A
large number of mobile directi?é fiqdiﬁ; gtations had been
assigned to the armies, and thesé ﬁatroled the entire front.
These stations proved their worth admirably in July 1918; with-
out ‘having to decipher a single German radiogram, the German
intention to retreat beyond the Vesle, then the Aisne, then
the Aillette was recognized clearly from day to day by com-

paring the French direction fixes. The fact that the German
7Y
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stolien call oa, ne uere changed daily, -~omclimes several Lias
o day, did nub dismise Lhise The German radio slations were
working so ludustlriously that the IFrench -rere able Lo recognize
the identlly of the sbations from Lhe abundance of dircclion
finding fixes wuhenover there vas a change of call sign. 1he
long moves of the wealher stations in the rear areas held by
the Germans gave ithe French valuable clues as to the Gexman
inlentiona.

Shortly after the end of the war it was asseried on ilhe
German side lhat the German axmy in the west had retwrned
unbeaten from the war and that only the "dagger thrust from
the homeland® (Lhe Revolulion of llovember 1918) had brought
about the catastrophe. While maintaining complete objective
ity, I must observe that Lhere can be no mention of such a
thing. I had opporiunity Lo compare tlie resulis of the German
intercept service and those of the Allies for the year 1918,
to weigh them against one another, and to compare the military
measures which were then carried oul. The intercepted messages
gave a reliasble picture of the situalion on both sides; they
showed the degree of readiness for baltle and the morale on
both sides. Without wishing to detract in the least from the
value of the German soldier, it must be stated factually but
emphatically that, from May 1918 on, the German front was in

an utierly hopeless situation. 7The assumption that the Cermans

might perhaps have succecded in gaining more favorable conditions
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for an armistice by rebtreating step by step and fighting all the
way is quite erroncous. Had this been done, then a complete
collapse would doubtless have come in the spring of 1919 at_the
Jatest, and it would haye resulted in the complete annihilation
of the German army in the west. Any attempt to gainsay this
neglects tbe facts, and these facts were nowhere reflected more
¢learly than in the rasultslof the iﬁterceph service. The German
soldier fought bravely; moﬂe than that - he tried with heroic
self-sacrifice to resist just as far as possible in spite of
undernourishment and hopeless inferiority in materiel. But there

is such a thing as the impossible,




TE SECOND DALF OF 1M WAR 1N TIE EAST N .

(IATE 1915--1918)

Frow Seplcuber 1915 to the end of May 1916 virtually nothing ™
occurred in the east, operationally spesking. Then in June 1916 -
on the Austro-lungerian front the fawous Brusilov offensive broke loose,
Just at the moment when bthe Austrians hod committed all their avall~
eble forces on the Italian front. This offensive was not quite un-
expected by the Austrians, for the Austrien radio intcrecept scrvice
slong with the Arendt service had picked up wany indications of an
Impending large scale operation. In-particular, there wzs a Ruasisn
telegram sent on 3 June which betrayed to the Austriesns the impending
large scale attack. But in downright, frivolous underestimation of
ihe fighting strength of the Russians, the Austrians had taken the
matter lightly and made almost no preparations to ward off the attack. ‘
Thus Brusilov was able to penetrate deep in the region of Lubsk and
particularly in the Bukovina before rcenforcements from other sectors
brought the wavering front to a stand.

The Austrian intelligence service had not at that time recogn-
ized fully the value of the Avendt service, and had not organized the
exploitation of the iutercepted conversations, as it shouwld have done.
Moreover, the Austrian army command had turned its entire attention
to the Italian front, and, desplte the varnings of the counmanders
in the east, luwd not been able to moke up its mind to send reenforce-

ments to the thievalened front. In the cenlral sector of the eastern

&0



. front, which was held by Germen troops, the Russian attack had

po success, for here the people ha& known how to make better and
promptluse of the results of the'ihtercept service, At thet time
all Ruéfian arrangéments from armyi40wn té company orders had
been intercepted long before the beginning of the offensive. The
attacks met with a well-organized resistance.

Eveq at the end of 1915 the Russians were still supplying
plenty of material for the opposing intercept service. Only slowly
did recognition of the danger lurking in the caxeless use of
technical means of commmication begin to spread among them., Late
in 1915 one station of the Russian Fourth Army was ordered to
monitor the work of its owm stations, This was the first recorded
attempt to increase the securi*y factor by monitoring their own
réﬁio discipline; at that time, however, it was already too late,

In the spring of 1916 the Russians attempted a radio deception
on the Austrian front, and this ceused much amusement in the Aus-
trian intercept service. To veil the withdrawal of two corps,
they had several radio stations carry on deceptive traffic,

Ronge reports that the Russians, imnocent as children, announced

this in advance in a radiogram which was solved, naturally, by the
Austrians. Moreover, they prefixed to every fake telegram an en-
ciphered sentence with the following content; "Do not be alarmed;
th%s/is Just deception" This intermezzo was comforting to the Austrians,

/

inastush as it showed that the Russians had no idea that their
Vi
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enciph~vred wessngmes were being dec ipbered currently by the cnemy. . .

The Brusilov offensive wos the last allowpt by Czarist Russia™
to turn the fortunes of woy in its own favor. With iss expiration
in Septeuber 1916 and with the outcome of the following caupaipgn in
Romania, the var spivit in Russis had disappeared. Intercepted
Russion telephone conversations revealed a rapid decline in fighting
morale and a clear rise of revolutlonsry tendency. Over the telephone
wen scolded openly about bheir officers and tallted about the sense~
lessness of prolonging the war. The thoughts of the Russian soldier
turned more and morve toward howe rsther than to the front and to the
enemy. Even auwong lhe officer corps trends could be recognizdéd which
aimed at ending ihe war, since a military victory was no longer con-
sldered possible. Supply was lnndequate; the ammunition s.ituation ‘
was bad. Social tensilons bepgan to occupy more and more space in all
conversations.

In March 1217 the revolution broke out in Petersburg. Czar
Nicholes II abdicated in Lhe night of 15 - 16 March. The middle
class Pemocrats and the moderate Socialists under Kerenski I"l;ook
pover. In spite of the var weoriness of the soldiers, they determined
to continue the wor. Ilionitoring of Nussian internsl traffic showed
thot a nev wave of energy from ebove pouved oul over the country and
the army. There vas an atbtenpb under national democratic watchwords
to reenliven Lhe wmilitory Tighling spivit al the front.

Very soon the inlexcept service learned thabt the Russian front

vas sbabilizing ilself ancr, and wes prepering for offencive batbles.

o
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‘ While the Germans were engaged in violent defensive battles in Flan-
ders, and the Austrians stood at the Isonzo, the Russians under Brusi-
lov, who had meanwhile become commander-in-chief of the entire Russlan
Army, attacked on 1 July 1917. The impenﬁing attack had long since
been recognized by the German and Austrian intercept service. They
had had ample time to prepare for it. Tpe wen at éhe instruments sat
tense and listened to every conversation which referred to the abttack-
and its execution. TFrom Riga to Smorgon the storii broke before the
German lines. Only in Galicila did the Russians hve partial success.
But in the counterthrust German and Austrisn troo, s broke through the
Russian lines near Ternopol, and cesused the entim Russisn front to
wever. All of East Galicia and Bukovina, which hsd been lost the

' year before, were again occupied.

To complete the military collespse of Russia, on the left flank
the German Eighth Army attecked and Look Riga on 3 Septeuber. The
islands Oesel, Moon, and Dagoe were occupied in October.

Meanwhile, the intercept service hed learned of the complete
break~down in morasle of the Russian front., The former var weariness

of the Russian soldiers had made way for definite hostility toward \\\

war. The tension between men and offlcers changed into open conilicit, \\\

N

The social fuctor came into the foreground, sharp and clear. All con-
versations, turned on the ending of the war and the readjustment of social
problems. , They tolked only about capitaliste and bourgeois as parties

interested in the war; it was clearly to be felt that the war on the




castorn Lronl wies virlually ab on ~wd.  un 'f Tloveuher Llie second ‘
ravolution noke out in Ietersburp. Koeronski was overtlhyown.
The Bolihevists took over the government, Mow proporanda redio-
groms mad instructions from the new government went out all over
the counbry by the dozen, Ly vere heexd by the German and Austrien
intuercept services as well. The major activity o:-L‘. thege services
was novw turned from wonitoring Russian wilitery xadio traffic to
listening to Russlen internal traffic. It was a guestion of gain-
ing clarity regarding evenis in Russia. The military intercept
gervice in the emst had completed iis assignment; now the political
assignment stepped into the foreground.

ATter the end of World Wer I, General Hoffmemn, in hils book
"The War of Missed Opportunities," stated with regard to the inter- ’
cept service that during the entire war in the east this service
had supplied the German command currently with such complete ine-
formation regarding the enemy that it was always fully informed
regerding the situation on the enemy side,

From Tannenberg to the end of the war the interception of
Russlien technical means of conmmications had given the German
and Austrien cormand so many suggestions for the execution of theirx
own measures that it is impossible to conceive how the war in the
east might have gone, 1f this means of intelligence had not been

enployed by the Central Powers, and if the Russians had not used

thelr technical means of communications in such a careless manner.




THE ZIMMERMANN TELREGRAMS

In the course of World War I the intercept service on both
sides scored various successes which wmade it possible to win battles,
to plan end carry out operations, o; to help shape entire campaigns
to a very greabt degrece. However important these individual. succes-
ses were and however pgreatly they influenced the couxrse of militar&
events, they were nevertheless not able to produce results.which
would decide the war. Only in one case did this heppen, and this
case will now be described briefly.

It was in August 191k, o few days after the occupation of
Brussels by the Gexman troops, when a German officer appeared in
an aristocratic villa in tﬁe suvurbs of Brugsels, presented a
billet slip and took up his quarters there. The villa belonged
to the family Czek. On the following day the son of the house,
Alexander Czek, an engineer by calling, announced himself to the
German officer and asked for a brief interview. It was granted will-
ingly, and now Alexander Czek related that he had set up in his
house a short time before a radio sending and receiving set vhich
was not being used by him at the moment but was ready for oper.
ation. He desired to bring this fact to the alttention of the
Gernman military authorities so that he would not come under sus-
picion of carrying on espionsge with the aid of this redio set.
He led the German officer into the room in question and showed him

the ppparatus. The officer now gave instructions to lesve the
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set sbtaudivg unlouched and said be would immcdiabely report Lo Lhe
coupetenl Germon sipgnnd officer, who would then Luke propcr action.
On the following day there appeared at the home of, Alezander
Czek o Cermon licutcnant colonel, the signal officer of the Gerwmen
comnand in Brussels, who had the scet demonstraoted. He recognized
at once that Czck had constructed an apparatus which was brond new
4in the field of radiotelegraphy, since it mode possible working
on an extraordinarily wide wave~band without having to undertoke
complicated switchings or other changes. Such an epperstus was
exceedingly iluportaent for handling recepltlon, especially for the inter-
cept service which still had tb count on ;:he enemy's using waves for

|
vhich one was not equipped. CZek's appar tus was dismounted and

taken to headquarters. t'-lith that the watter was settled for the

time being.

Sowme wecks later technical trouble developed in the transmit-
ting apparatus of the heavy German radio station in Brussels, vhich
could not be eliminated with the means at hand. By chance, someone
rewcubeyed the engineer Alexander Czek and had him summoned, Czek
succeeded. in eliminating the troub]..e in a short time and in getting
the station ready for operation.

The radio statlon of the Brussels general command had three
assigaments at the time: f£irst, i1t had to work the army traffic of
the higher Germen militery authorities; next, it was in direct commne-

ication with Neuen and K#nigswusterhausen for handling diplomatic




radio tralfic belween the Foreign Office in Berlin and the "Mili~
tary Administrotbion Belgium"; the third task consisted in copylng

i
during frece periods foreign radio troffiec, l.e., in carrying on

4

\
‘intercept work,

\ The technical qualifications of the enginecr Alexander Czek
ﬁgd now attracted the attention of the Germans, snd it was decided
té make use of his services. Especially since, as 1t turned out,
Czek was not a Belgian bul an Austrian. His father had held a high
position in Austria and belonged for a time to the intimate circle
of Emperor Franz Joseph. Alexander Czek's mother was an English
woman. The femily had resided in Brussels for several years, and
Belgium had become their new homeland. Before engaging Czek's
services for a long ter , some investigations were wade, which all
turned out in favor of the Czek family. In Vienna it was stated
that there was not the slightest doubt regarding the family in
general or sbout Alexander Czek in particular,

Whereupon, Alexander Czek was reguested by the Brussels command
to eppear, and they now revealed to him that there was a prospect
of using his services for some little time; they suggested that
he enter the Brussels radio station on the basis of a civilian
contract.

Aside Trom his technical knowledge in the field of radio,
Czek had a good knowledge of several languazes, and it wes thié

lotter circumstance which finally proved tkhe determining factor




in engoging blm at the radlo stallon. Cznk egreoed oid, os Lime went
on, proved Lo Lo an c;cl:rcmnly useful fellow worker. Ile took care of
all the spparabus, made suggestions for improveuwents, and on cvery
occasion reudered good survlice with his linguistic knowledge. They
cam? to btrust him absolulely and one doy revealed Lo hiim that they
intended to use hlm in the radio receiving service.

Czek kneow the lMorse alpbsbet and could copy at what was then
the usuai spced. Jle was glven additionnl troining in ear reception,

and waos then euwployed in copying the trensmissions of foreipgn stations
/

sent }In plain text. They had had Czek sipn a pledpge of seecrecy; had

admonished him to maintain absolute silence; and wibh that, all Llhe
formialities were at an end.

In his new field Czel: worked to cverybody's satisfaction.
Eyidently they had mode e good find at the Brussels radio slalion.
l.t'\i'ter soue months had pessed, they wenl a stop further and used
'Czek for their own sending and receiving service, primarily oa tralflic
with Hauen end K¥nigswusterhousen. He had to send or receive the
enciphered teleproms.

Alexonder Czek was not only o competent technicien and linguist,
but he also proved to be an aprecable componion and couradc. He
spent mony an evaning in animated conversstion with his uew comrades
ond with the officers of ihe Brussels comrand und was everyvhere
a welcome gurzt. The general confidence in him vas unbounded. One
dey vhen there vas peak operstion at the radlo station, several very

long cneiphered telegroms arrived Lron the FPoreipn Office ab Berlin.
a8
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It also happened that two people at the station were sick. The
heads made up their minds quickly amd hended Czek the two code
books by the aid of which the cryptographic system used Ly the
Foreign Office was deciphered, {:a.ve‘ hinm the necessory instructions
for using the two codes, and Czek sct bo worlk,

The 'cryptogro,phic system used by the Foreign Office in com-
munication with representatives abrosd (including the adminstra-
tion of the "General-Gouvernment Belglen") consisted of a code and
an encipherment. The code, or "Schluesselbuch" asg it was called
at that time, was a thick volume in vhich the code elements and
their meanings in plain ’cexlb were entered in alphabetic sequence.
A decipherment by the aid of this key book was quite simple; one
only had to look up the code groups in their alphabetic sequence
and read off the meaning. To make the system more resistant to
unauthorized decipherment, they had provided an encipherment by
the aid of which the secret text derived by changing the plailn
text into code groups was changed again, i.e.; was reenciphered.
This encipherment book wes grelatively small volume, and when
deciphering a telegram it was necessary to work wibth this little
book first, i.e., to find the basic key by removing the encipher~
ment. This procedure was relatively simple, but called for a cer-
tain skill, since radiograms sometimes arrived in garbled condition
end the solution of the groups was not always obvious. Therefore,

it was necessary to master the Morse alphabet and to Imou the

&9
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posaibla cvore and gitles in order to reach a solvuica of r.um=-

blad ucsseres without baving to =end Lack long Indqalries.

ook turned out to be an cxtremaly clever docoder, onl Lrua
thon on he vas used repeatedly for decofing wessages arrviving
from Berlin. By being introduccd into the interccpt service,.
into the cntire serding snd rceceiving octivity of the station,
into the work of decoding, ard into questions of tochnology,
Czck had errived al a confidential position of the firgt ranl-.
e £1l1lcd it consciontiously, and gave no occasion for eny com-
plaints vhatsocver. .

In the sm.arex of 1915 a coptain of the English Intelligence
Service turned up in Drussels vho hed lcaxrn: d that there was s
man euployed at the Brussels rediuv stablon viio had becn residing
in Brussels. He thousht this micht be a chence to get some insi-ght
into the operation of the station, and begon 1o —spin a veb around
Czek, s0 to speal. A young lrdy ol Drusscls vas sclected to win
Czek ovexr to work for the British secret service. This wws not
exactly easy because Czeck bad endeavored thus far to be correct
in every way. Gradually the young lady broucht Alexander Czck
into contect with menbers of the Belgian li“eration wovenment, and
after months of work finally succecded in convincing him that it
wvas his duty to work not for the Germans but for the Allies.
They reminded him of his mother's nationality, of his new home-

land, of the German attack on Belgium, of the German siriving for

’ D0
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power, of the just cause of the Allles, and brought 1t about that
Czek said he was ready to prepare a copy of the code of the
Berlin Foreign Of[ice for the British secret service.

This was the goal of the entire activity of the British
secret service, as far as Czek was concerned,

This task was not exactly easy since the two code books were
not in Czek's custody but were only handed over to him from tima
to time when he hed to decode an incowning telegream. And this
was by no means the rule, Normally, decoding was done by the
German personnel of the stabtion; Czek was only brought in to
help out. Moreover, there was usually a second person in the
room 80 that it did not seem feasible fo copy the book systemati-
cally. Consequently, Czek chose another way. When decoding
incoming telegrams, he noted the groups occurring in the telegram
along with their meaning on a sheet of paper, as a draft for his
Tair copy so to speak, and then copied the text neatly. The
pencilled notes on the draft he 4id not destroy but concealed on
his person. In this way he succeeded over some months in noting
the meaning of all the code groups contained in telegrams received
during this period. And after all, those were the syllables,
words, or phrases which were most frequently used.

Czek went about his work so cleverly that never once did
suspicion fall on him. It was in & different way that he aroused

the mistrust of the German military authorities. He had been

91
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sccn a fov tiwes in public places in the comprny off woewbers of Uhe
Buelglan liberabion movem:nt, People watched hlw end fousul Lhot hLe
went around wilth a young lady concernlng whom it was tWnown thal

she vas in contect with the Brltish secret service. ‘Therewpon, C:- v
vwas dismisscd Mrom the scrvice of the Brussels militory command, snd
was ordered to rouain in Brussels and not to lecave that cily.

Now Czek saw denger arising for himself and for his work, an?
he decided to flec. FHe left Brussels, teking along his gketches,
and reached the Dutch border. Along this border the Germans hod
stretched a great wire berrlicede charged with electrlcity. Czelr
knew this. With two boards which he wrapped with inflated bicyele
tubes, he succeeded in producing two insulated plates by the aid
of which he crawled under the eleclric fence and rcached Dutch
territory. Shortly alterwards Czek's sketches were in the British
Cipher Durcau in London. From then on they were able to decipher and
read all radicrxrams whicl'; were exXchanged beiween the Berlin Forelgn
Office and ‘the German representatives abroad. This v~s the case
from sbout the end of 1915 on.

Even though this stroke by the Rritish Intelligence Service
deserved great recognition, il is simply marvelous that the English
succeeded in keeping secret throughout Lhe entire war the fact that
they knew the cryptographic system. ot Lhe slighlest shadow of
suspicion was aroused by any lack of caution. Every Geruon telepram
enciphered by this systemm was laid belore the Rritish Foreipgn Iini-

ster personally, who mede his decisions ceccordirgly.
Q2
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What made the Alexsnder Czek case a matter of the utmost im-
portance will now be revealed,

The Secretaxry of State for Forelgn Affalrs iIn Berlin at that
time was Zimmermenn, ILate in 1916 and early in 1917 the role of the
United States as purveyor of war waterial for the Allies had assumed
such importance that it almost et'lua.led a state of bellipgerency.
Again and again, voices had been raised in the United States to the
effect that the United States must enter the war in order to shorten
its duration. On the German side, an intensive counter-propagande
bhad been c;a.l*ried on, and gradually thexre had developed a war psrty
and & peace party. As seen from Germany, the possibility o:f the
entrance of the United States into the wor loomed 'l:hreateni'ngly
on the political horizon. Then in the Fox"eign Office they decided
on a political intrigue which was intended to afford a counter-
poise for this danger. Z:'Lmerma.nn decided to pley Mexico ageinst
che USA.

At that time the President of Mexico was Carranza » Who hai at~
tained the presidency by the aid of the United States bul, never.
theless, had teken a position distinetly friendly towsrd Germany.
About the middle of 1917, Zimmermann had recourse to the German
anbossador in Mexico, von Eckhardt, in a rather long telegran:x.

This te‘legram vas so0 jmportant for Zimmermann that he vas
very enxious to have it reach the Germen ambassador, von Eckherdt,

safely under any circumstances. Accordingly, several routes vere
0
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chosen for transmission. The first led vie radlotelegraphy from
Nauen to Sayville on Long Island for forwaxrding to the German
Anbegssador von Eckhardt in Mexico,

The government of the USA had, to be su.x:e s since the begin-
ning of the war forbidden the use of this wireless link for the
transmission of wessages dea.liné with the war, and had kept an eye
on the radlo traffic. Nevertheless, the radiogram waes sent and
delivered to Count Bernstorff, the German awbsssador in Washington,
who forwarded the contents to von Eckhardt.

The second route wes via Sweden, by wireless from Stockholm
to Buenos Aires, from there to Washington, and from there again
to Mexico.

The third route was not without its humorous side. It had .
been planned to send the telegram in the form of a letter on the
large German submarine "Deutschland," whose captain, Kbnig, was
considered at that time one of the best submarine commenders.

The departure of the pubmarine, which was originally fixed for 15
Januery, was delayed and they withdrew the letter in order to
append 1ts contents to a telegram which was being sent by the

then Americen ambesssdor in Berlin to his government in Washington.
How this route came to be chosen was as follows:

The German Foreign Office applied to the ambassador of the
USA in Berlin, Gerard, with a request to transmit & telegram of

the Foreign Office to Anbassedor von Berngtorff. Since it was
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customary to show the text of the telegram in plain languege

in such cases, the Foreign Offlce showed Ambessador Ger'e.\rd 8
'belegra‘m mumbered 157 which was di?ected to von Bernstorff end
vwhich referred to the peace actlon of President Wilson. Gerard
epproved of sending the telegram. In reality, however, the
Foreign Office had appended to the enciphered text of the tele-
gram 157 another telegram, namely, the one previously _mentioned
and Iintended for Ambassador von Eckhardt. The grotesque Ifea,ture
was that Zimmermenn was using the American ambassador, Geraxd,
and. the American Secretary of State to transmit a telegram whose
content concerned a hostile action against the USA.

At the Berlin Foreign Office they felt at that time that
they had been very sly, and they were proud of having so neatly
“"taken in" the ambassador of the USA. But it is an old story
that, prec;isely vhen one 1s trylng to be especially sly, one is
already sbout to commit something especially stupid. In this
case the stupidity was enormous, for it was known to the Foreign
Office that this belegrem had to take the following route: Lfrom

Berlin by wire to Copenhagen, from there by cable to London, and
- from London by ceble to New York.

After the outbreak of war, Engla.nd had generously declared
itself ready to forward enciphered telegrams of neutral diplomats
which contained messages of the German Governuent to its diplo-

wmatlic representatives abroad. It never occurred to anyone in
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Berlin that this generosity was prowpted by the idea of being
able in this way to control all German telegrams in both direc~
tions.

The humorous part, in this instance, lay in a different
direction. On 16 January the British Intercept service had
intercepted the Nauen telegram to Sayville; however. the recep-~
tion wae s0 bad that the message could only be copied in badly
garbled form. When they had deciphered the enciphered text ir

Iondon, they finelly gdt the following:
)

To the Imperial Ger_xlia.n Anbassador in Washington,
Count Bernstorff,
For the Imperial Germa.r\‘Ambassa.dor in Mexico, von Eckhardt.
Strictly secret, intendeé only for the personsl informsa-
tion of Your Excellency asnd to be forwarded to the Tuperial
Aubagsador in Mexico, by means of ... by & secure route.
We are planning to start ﬁnrestrictec‘l gubmarine war-
Tare beginning 1 February. New-;rtheless, ve are very anxs
lous to keep the United States ngutral,.., . If that is not
successful, we propose to Mexico an allisnce on the ;Eollow—
ing basis: ...warfare,...conclusion of peace. Your Excel~
lency will, for the time being, inform the President...wer
with USA...President..., that our submarines will force
England to meke peace within g few months., Confirmation

requested. .

i Zim.ormanm




This dispatch showed that a diplomntic action of the first
rank by Germany was involved.  The "Uecrelb Gervice" was immediate-
ly told .Lo purchase in Mexico City from the telegroph bureau a
copy of the belepram forwarded by v.on PerngtorlF to von Gekhardt.
However, before bhis happened, ihe telegram sent by Gerard to
Washington axrived in Room Murber h0 of Ulhe Eritish Admiralby,
end this supplied the British eryptanalyiic service with a cou.
plete text of that selerram of Limermann to von Eckhardb.
On bthe evening of 23 Februvery 1717, the anbassador of the
USA in London, Ihr. Page, received a telephone cgll from the
British Foreign llinister, IlIr. Baliour, who requested him to call
at the Foreipgn Office that same day. Page Letook hlwself at once
. to Dovming Street. After the penlklemen had jreeted one another,
Balfour without a word handed the ambassador of the USA a sheet
of paper whose typewritten text Pege read with growving interest,
In the following night the following very urgent cablegram

went from London to Washington:

2l February 1917 t
To the President,
Office of the Secretary of State, Vashington.
In about three hours I shall dispatch to the President and

Secretary of State a telegram of the greatest importance,



At Lhr expirntion of the gnnounced Lhree hours the London

owrsean cable ntalion resclved Lhe following o lphered ielegram

for wrpgant d1 ,pnlch:

2h Fobruary 1917
To the I'ri:pidentk.,
Orffice of Lhe {'nrretpry of Ctate, Vashington.
Bccrel. JFor the I'resldenl and Lhe Offlce of the Oacretary
of Glale:.
Balfour hes glven me Lbhe lext of. an enc lphered tolegram
Trom Zlm lc'-rmrmn Lo Lhe CGerman mnbassodlor Ln Moxico. A copy
can probahly be secired Lhrouph Lhe lelegrnapb office in
Vachinslon. ‘ihe flrst proup indleates Lhe telepram mimbor;
the second ihe code yhich wae naed; Lhe third is Zimmermaonnts
perno'nn.l idenl ifirabion rroup. T an rending by p;,nb a copy
of the cn~lphrrml 1psn o givl Lhe deeiphersd Gerunn btext.
Heanwhile Lhe in 1foh franalnl.fon followa:

"Ma pre plan ey, Lo open uireslrJeled subinrine var-
fore on 1 Frnway, kv plheless, v ave ondeoavoring to
keep the Uutled Gloirg nenbzel. Shomld ihisr not suecced, we
shinll wmabe lexieo n proponilion fer en plllience on the fol-
lowing bagic: rcoinmn condieel of Lhw ver, coamn ermielusion
of peacc, exluns tve Fivauelol atld, sl on mddersliveling on
owr part Lhab lledeo ir lo reronmer Lhe 1oet @ eos ol Tcxos,

Iiny HNexzleo, Ao frlzour. Neballs nes TPl Lo zone UL you
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most secretly inform the President of this when the entrance
of the United Statés into the war had become certaln, and
suggest at the same time that he on his own initiative call
upon Japan to join us, and that he mediate between Japan and
ourselves., At the same time, call the President's attention
to the éact that we are waging unréétricted submarine warfars,
and in that way shall force England to make peace in a few
months,
Zimmermann"

I hasten to send this message so that all necessary mease
ures may be taken to guard our territory against invasion,

Strictly secretl -- At the beginning of the war the
British Government came into the possession of a code, It
served for decipherment of the above telegram, The Govern-
ment obtained copies of von Bernstorff's £e1egrams which went
to Mexico. They were sent to London and deciphered there.
This system has hitherto been a strictly guarded secret regard-
ing which the British Government informed me only in view of the
unusual circumstances and of its friendly feelings for the
United States. The British Government requests maintenance
of strictest secrecy, but has no objection to the publication
of this Zimmermann telegram.

Copies of this and other telegrams were not secured in

Washington, but were purchased in Mexico.

99




I have thenked Balfour.

The Japanese have not as yet been informed, but it is

probable that they will discuss the matter publicly when

they have knowledge of 1t, In order to clarify their position

and to prove their fidelity to the Alliles.

Pege

The way in which the British ceme into possession of thig

message is described in the words; "The telegram was purchased

in Mexico." However, the English secret service actuslly got

this precious message in the following ways:

1.

2.

3.

by intercepting the radiogram from Nauen to Sayville;
by intercepting the radiogrem from Stockholm to Buenos
Aires;

by reading the cablegram from Berlin via Copenhagen to
London and Washington;

by rurchasing from a Mexican telegraph official the
Morse tape, preserved in the telegreph office in Mexico,

of the telegram from von Bernstorff to von Eckhardt.

The purchase in Mexico did not teke place, to be sure, until

& knowledge of the content had been obtained in the Ffirst three

ways wentioned; it merely served for confirmation.

One can imagine what impression the knowledge of this dispatch

made in Washington on the President and on Secretary of State Lansing.
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Although the content of the Zimmermann telegram was conditional
and only applied in case the United States declared war on Germeny,
nevertheless this German step aroused great indignation in Washing-
ton, Tﬁe support - even though conditional - of Mexico's claim

to the three southern states which it had lost to the United
States in the war of 1846, was regarded as an attack on the ter-
ritorial status of the United States. They overlooked the basic
idea of the dispatch which was to the effect that Germany wes
trying to meintain the neutrality of the United States, and only
regarded the contingent consequence which would be released by
America's entrance into the war.

In spite of all their indignation, people in Washington were
nmistrustful of London. Suppose the entire Zimmermsnn telegram were
only a fake to maneuver the United States into the war? They wanted
proof, and telegraphed to the ambassador in London that he should
esk the British Governwent to twrn over a copy of the Germen secret
code,

The British Government declined from basic considerations of
secﬁrity, but declared that it was ready to have the Zimmermann
telegram decoded once more using the code present in London, and
to have this done in the presence of a member of the Americen
enbassy in London. This was an easy matter, since Mr. Bell, the
Secretary of the American embassy and representative of the signal

service, lived quite near the British central intélligence office.
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The enciphered Zimmermann telegram was given to Bell; the
British loaned him their precious Cerwan code, and Bell was now
gble to perform the decoding within a few hours. Wilso$n was now in
a pogition to determine that the message was a'bsolutely' authentic.
However, 1‘:he President insisted on receiving the Gexrman original
text. In answer to this Page telegrephed:

London 2 March 1917

To the Secretary of State in Washington _

The first group signifies the nlumber of the telegrla.m 130.

The second indicates the code to be used in deciphering.

From group three on, the groups read:

Auswlirtiges Amt, Jarmar 16,Nr.1l. - Ganz geheim.

Selbst zu entziffern. ~ Wir beabsichbtigen = seeevscee

Meanvwhile, the second Zimmermann telegram had been deciphered

in ILondon and Page got a copy:

To the Imperial German Ambassador in Mexicq von Eckhardt
8 February 1917
Btrictly secxret. To be deciphered personally.

Under the sssumption that the USA would f£ind out nothing
sbout it, you are requested to present again to the President
the proposal for an alliance. Any final decision, however,
1s dependent upon the entry of the United States into the war.

The President may enter into negotiations with Jepan on his
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own initiative. If the President should fear retaliation,
you are Authorized to offer him a permanent alliance after the
conclusion of peace, provided he succeeds in drawing Jepan

into the alliance.

Zimmermann

In London they declared they were ready to have decipherment
of telegrams of the CGerman Foreigh Office carried out Jointly with
a umeunbey of the euwbasay of the USA in order to give guarentee of the
genuineness of the waterial. They were also ready to have messages
sent to Berlin by German representatives sbroad deciphered in his
presence, In Washington they a.greec;. to this.

In Berlin, meanwhile, people entertained the firm conviction
that the ciphers of other natlons might be capsble of solution but
not their own. And the method of transmitting a message of such
importance through the et'her aia not appear to them as a piece of
folly.

Through these two telegrams of Zimmermenn's, Wilson's position
in regard to Qerwany was now clearly determined; for those states
which had not been able to.get up sny enthusiasm for the wer these
dispatches afforded proof that an intrigue of the Berlin Foreign
Office was willing to hand over to the Mexicans great areas of the
USA. |

Meanwhile, in Washington they had become convinced 'i'.ha.t the
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first and second Zimmermonn lelegroms wore premiine. 7They laquired
in Tondon whether pﬁt’p]n lhere wonld apree to wakiny; the content
of the lirsh lelepram Luowm. Afler some hesilalion the British
Government shated Lhat 3t would egrec on condition thab the lrue
source should not be resealed bul tbat Lbe impression should be
given th.a'l; the lelegram hod hren Brought Lo Hhe al Lentlon of Lhe
United States in nome wonner In llexico. Thereupon, Vileon al the
White Douse published lLhe conlenl of Lhe dispaich on L March.

A storm of indighabion pnssed throwh ‘he Congress eand the
entire country. The war parly ot an cnormons 117t.

The publication ln.‘.-.'u.shln,«-,'.nn of the Ziummcruann dispatch
became known al. once in Berlin. ‘here wvas an excifed session ol
the Reichstag. Liwkerann was {orsed lo admi! Lhat Lhe dispabch
vas genmuine.

On the followlug, day in "he "Vongiscle Zeitung," Georg Bernhard
criticized the frivolousncsi: of bLhe Jeran Coverorent, and declared:
"We cannot comprehend how o resiay,e = goch fuportonre can cowe
t.o the knowledge of o foreisu roueir:. Le epnimo- conceive thab
8uch a messagsc uvonld Le gi-men _Ln.a. “ et for L;e.)-sni.ss'ion, even
‘though he were the best ool wos. r~1t  le 'n L world."

Georg Dernhord was absolul-l. o : o covrier plaved a
role in this case, snd In Mnglawd Licr gal Lighl.

On the very day on vhich iilsun vas pal Lishii g the texl of the

Zimmermann telegram in Washingion, voo golhawmll vad Lelegrephing
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the results of the negotiations, According to him, Corranza had
shown himself "not adverse to such plans®; he would "econsider
benevolently," and he had "talked for an hour and & half" with
the Japanese ambassador in Mexieco,

But.on the very same day von Eckhardt learned of events in

Washington, and on the next day he telegraphed:

To the Secretary of State of the Foreign Office 2 March
1917, in Berlin.,

The local paper "Universal," which is friendly to the
Allies, publishes today the same report that was contained in
Yyesterday's Washington Telegram -~ and which apparently has
been in the hands of President Wilson since the breaking of
relations - namely, the wording of cablegram A Nr. l. Nate
urally, this was not revealed by me here. Treachery or indis-
cretion must have occurred in the United States or cipher
I 3040 has been betrayed,

The wording of cable Nr. 2, which reached me in the other
familiar fashion, has not been published as yet. I have
denied everything here.

Ve Eckhardt
In Berlin the uneasiness grows. They seek the source of
the betrayal., The following exchange of telegrams ensuess
To v. Eckherdt 7 March 1917

Please burn all compromising instructions. Have publicly




recognized the cable. Please see to spreading the word that
the slliance was only intended in case of America's entrance
into the war.

Zimmermann

To v. Beckhaxdt 21 March 1917
Strictly secret.

Decipher personally.

Pleasse cable in the same code 1I1sed for deciphering cables

1 and 2 how the originals and keys were safeguarded, and
egpecially whether the two cables were kept in the same place.

Stumm. - Berlin.

To v. Bckhardt

Various thing indicate that the treachery took place in
Mexico. The utnmost caution is in order. Burn all conpromi-
sing documents.

Zinmmerann

To Zimmermann 27 March 1017
Both cables were deciphered by Magnus according to my specisal
instructions. Bolh telegrams, as always where political
documents of secret character are involved, did not come to
the knowledge of cubessy personnel. Telegram Hr. 1 K b
arrived in the cipher system I 3040, while Kinkel (a former

employee of the (erman embassy in Washington), who is now

loc
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employed here, thinks he recalls that the Washington embassy
sent it, like all other enciphered telegrams sent hére, from
Cape Cod (a cable station), In both cases the originals
were" burned by Magnus and the athes were scattered., Both
cablegrams were preserved in an absolutely secure safe, which
was bought solely for this purpose and was located in Magnus!
bedroom, down to the time that they were burned,

- Answer to telegram Nr. 2l. Instructions were carried out.

Cable number 18 has not arrived as yet,
v, Eckhardt

In a further telegram of 30 March 1917, von Eckhardt asserts
again that any indiscretion in Mexico was not possibfe and recounts
again all security measures, the reading of the telegrams in a low
voice at night, the security of the safe, etce; lut at the same time
he calls attention to the less cautious procedures at the German
embassy in Washington, where even secret telegrams had been known
to the entire chancellery and where two carbons had always been
made for the registry office, something which was never done in
Mexico. Finally, he insists upon a judicial investigation by
Consul QGruncwe.

In Berlin they allowed themselves to be convinced of von
Eckhardt's innocence by this telegram, and confirmed this to him
by radiogram of 4 April 1917 in which it says: "No blame attaches
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to you or liagnhus." . '
Mcanwhile, negotiations with Carranza in Mexico continued be-

cause the deliveries of ammunition stood in the forefront.

To v. Bckhardt, Mexico 17 March 1917
IMind oub whal ammmition and wespons are desired and what
Mexican harbor on the east or west coast a German ship would
enter under a foreign flag. As fgr as possible, Mexico mist
procure sxms from Japan and South America.

' Zimernann.

The Berlin Foreign Office, however, did not build all its
hopes on Carrsnze alone. They even went so far as to draw his
political opponents and antagonists into the cirecle of intrigue, ‘
Thus, on 24 March 1917 the CGerman wilitary attache in Mexico radioe

to Berling

The Vice-~Consul in Mezatlen reporbs that Villa, who is being
supported by the Germans, is expecting three shiploads of
ammniltion to be landed between llazatlan and Manzannillo.

It is thought that Cantu is also in the alliance. (Cantu was a
Mexican revolutionary leader whose field of activity was
southern California.)

These telegrams were deciphered in London, and the content

disclosed in 3 small intimate cirecle. The (German sesrch for the

source of the comprowmise occasioned great nerriment.
®




In this connection, it must be emphasized that the British
intercept service was able during the entire war to keep its work
80 secret that not the slightest hint regarding it reached the
outside, The British secret Jervice, to which the intercept
service belcnged, evenr went so far in camouflaging its work that
it allowed articles to appear in the British press eriticlzing
its own work and making violent attacks on it, In these articles,
which were written by the service itself, the work of the British
secrel service was characterized as totally antiquated, and it
was asserted that one failure followed the other. The affair of
the Zimmermann dispatch was made the occasion for special crite
icismy it was said that the American intelligence service wag
much more thorough and precise and it was a shame that the Zimmer=
marm affair had been discovered in Washington and not in Londén;“;
By this constant self-ridicule they fooled the German inielligence
service and (erman public opinion so thoroughly that these arte
icles in the English press were seized upon with great delight,
were reprinted, and provided with appropriate commentaries.,

Far more serious, however, was the effect of the Zimmermann
telegrams in the United States. Between mid-January and the end
of April 1917 some 60 telegrams were exchanged between Zimmermann
and von Eckhardt, All came to the knowledge of Wilson. Their
pression of a plot between Germany and Mexico., They tipped the
scales in the foreign policy of the United States. On 6 April




1917 the USA dcclared war on Germeny. .
However, the exhange of telegrams between Berlin and Mexico

continued;

Zimmermann, Berlin

To v. Eckhardt, Mexico 13 April 1917
Please answer telegram number 10 stating the sums which will
be required to support our policy. Preperations for the
shipment of considerable smounts (aild, eventually weapons,too)

are being nade here.

v. BEckhardt, Mexico

To Zimmermann, Berlin 13 April 1917
For Nedolny and the Grand Genersl Staff.

Mexico 12 April. ‘
Where is Lieutenant Wohst? Did he send approximately 25,000
dollars to Hilken? He or someone elsc must send me money for
55793 quarterly payments for Hexrmann, An explanation:
Hermann, a handsome, blonde Germsn with an Engl!sh accent,
claims to have received from the general staff a year ago the
mission to destroy the Tampico oil f/j,:;d by fire; this order
wes repeated supposedly by Hilken in January; he now proposes
to carry 1t out, and asks we whether he is to do so. Would it

not be well to answer him that I am not in touch with Berlin?

Verdy thinks that he and his cowpanion B 51158 Gerds are
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English or American spiles.

Request an immediate answer,

V. ?ckha.rdt s Mexico
To Zimmermann, Berlin 14 April 1917

The President declares he intends to remain neutral under al.l
circumstances. If Mexico nevertheless becomes irvolvad in the
war, we must wait and see. In his opinion the alliance has
become a ridiculous matter due to the premature publication

of the telegram but way later tm out to be ne%ezssary. As

for the deliveries of ammunition -"f mm Mauser rifles - and
money, he will give an answer when he has the power of decision
in his own hands after getting powers plenipotentiary from the
Congress. The Congress 1s dominated by the pro-German military

party.

v. Eckhardt, Mexlco

To Zimmerwann, Berlin 17 April 1917
Mexico, 16 April.

Yesterday I attended the opening of the Congress. The
President expressed his strict neutrality. Both coming end
going I received great applause. "Long live Germany! ILong
live the Kaiser!”™ On entering the hall the entire chamber
manifested 1ts good wiil. The Auwerican ambassador was whistled

at feebly three times.

]
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The German public learned nothing of all these events, and
in the Foreign Office at Berlin no one had any idea that the en-
tire telegraphic correspondence between Berlin and the German
representatives abroad was being read in England, insofar as it
could be picked up there, In Berlin they strove for the utmost
secrecy, and yet, for all pr;ctical purposes, it seemed as if the
most secret matters stootl in the public press, Down to the end of
the war the English were able to follow précisely all dispositions
of the Berlin Foreign Office and of the German Imperial Government,
The chief of the British secret servite during the war, Admiral
William/Reginald Hall, declared in 1920, in a very interesting
epeech/at Manchester, that the decipherment of the Zimmermann telew
grams/had decided the World War in favor of the Allies; It would
be impossible to estimate highly enough the significance of this
deed,

But what became of Alexander Czek? = When World War I had
come to an end, hi; father tried to follow the trail of his .son." ™

e inquired in Holland and after much difficulty discovered the

last traces in Rotterdam, From there on nothing could be discovered.

Since he knew that his son had worked for the British ;ecret
service, he applied to the chief of that service after the end of
the war, and requested news of his son's whereabouts., He received‘
this information: "I have received your letter and must inform

you that this is the first time I have ever met the name Alex Czek.




l' .
' 1
I am sorry to have'to inform you that I cannot tell you snything
[

vhatsoever regarding your son end his fate."

Aléxender Czek had diéappeare&.
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TIE INTERCEPT SERVICE AT SEA
;'
The war at sea 1914--1918 (aside from submarine warfare)

d1d not. play the [role that one had initially been led to expect.
Germany's princil:a.l opponent at sea was Great Britain. On the
question whethe:.:" the Gexrman fleet should seek a decisive battle
with the Engl:l.slllx Battle Fleet, the German Imperial Gecvermmuznl
diffaved with the Admiralty Staff and with the Secretary of the
Imperial Wavy, Grand Admiral von Tirpitz. Whlle these last two
wished to commit the flee}, above all to interrupt English-French
communications across the channel, the Imperial Government con-
sidered it correct to guard the fleet against severe losses so as
to have 1t as an instrument of power at the time of the peace
negotiations.

With.in the framework of the inlercept service, however, the
intexrception of enemy radio traffic occupled no less a place at
seg. than with the land forces. In fact, we way say that the
battle in the ether at sea was much more intensive than on land.
Primarily it was England and Germany which pald wost attention
to the nevael intercept service and repeatedly knew how to derive
advantage from this invisible weapon.

The principle of disguising radio traffic was here pushed
into the foreground far more than ashore, From the very begin-

ning, the use of cryptographic systems was on a larger scale.
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Moreover, Lhe system of so-called fake radio tralfic wms very
good; here a message from a navel command statlion to a ship ab
ses, was spparently dispalched by radio to some other coastal sbta-
tion, while the warshlp stood by for reception on the same wave
length and hesxd it at the same time,

Soon after the outbreak of the war, the German fleet suffered
g mishap which later turned out to be very disadvantageous for the
German navel forces. In the Baltic the German fleet opened the
naval;war with an attack by the smali cruisera "Augsburg'" and
'!\Iagd?!burg" on Libau on 2 August 191k, A few months later the
crufser "Magdeburg" was sunk by Russian naval forces in the Baltic,
Thet did not remain s secret. However, it did remain a secret
that the Russians sent down a diver to the sunken "Magdeburg!
who brought up from the radio booth the code book with 1ts heavy
lead covers. The book was dried cerxefully and turned out to be
utteriyr undemaged. Monitoring of German naval treffic by the
Russian naval intercept station at Kronstedbt revealed that the
Germans were stlll working with this secret system. Now there
began a lively deciphering activity at the Russian cipher bureasu
in Petersburg which ylelded excellent inforwation regerding all
events in the German high seas fleet. The English got & copy of
the code, and henceforth were likewise in a position to decipher

German neval radio traffic, ~- and that for a period of years!

One of the first successes of the British fleet, which
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was based on results of the intercept and deciphering service,
was the battle at the Doggerbank on 24 January 1915. The English
had been able to follow exactl& the spproach of the German light
naval fotces, and they knew ell the CGerman ship units which had
been committed for this action. The sinking of the German armored
cruiser "Bliicher" at that time was due to the English intercept
service.

In the course of World War I, the interception of naval radio
traffic assumed ever greater proportions; the English in partic-
ular achieved very noteworthy results,especially in monitoring the
traffic of German submerines with their bases and with other naval
units on thg high seas.

The London "Times" on 22 Deceuwber 1927 published a short
resume of a lecture delivered by Sir A. Ewing, Professor of the
Philosophicel Faculty at the University of Edinburgh. This men,
an outstanding professor, was, during the period 191%-1918, chief
of that bureau of the English Admiralty whose task it was to de=~
ciﬁher the intercepted rediograms of the Germen Ilavy. This bureaun
thrived beyond g1l expectation and had more than 50 regular decoders;
on the average 2,000 intercepted messages were handled here daily.
A1l movements of German warships were followed by the British
Admiralty, primarily by the aid of information secured in this
fashion. As Sir Ewing remarked, thanks to various fortunate ac-

cidents, the British information service had nearly all the German
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codes in 1its possession; the remainder were solved by analytic
methods.

The carrying ont of the long ranpge blockade of the Germnan
North Sea coast by the British wes possible with only nweager forces,
because they were promptly informed regerding all movements of
German units. Moreover, the British cipher bureau very quickly
succeeded in solving the German cipher used in the radio traffic
with submarines. This was & success of really Inestimsble value,
since now in connection with the diréction finding service the'
English were in a position to follow the movements of the German
submarines precisely from day to day. While in Germany people
were anxiously endeavoring to keep everything pertaining to the use
of submarines strictly secret, doubling and tripling their guerds
and security weasures in a downright convulsive fear of English
sples, the English intelligence service had nothing té do but to
follow carefully the German naval radio traffic. In Room Number
4o in the British Admiralty, in which the evaluation center was
located, thefé was busy activity day and night. On an enormous
wall chart the ascertained positions of Cerman units were entered.
Lverything having to do with this was as well known here as if
deiails had been published in an "Extra." .

The English were the filyst in World War I to create a tech-
nically exact and fast working system of evaluation, a system which

can be regarded as modern even today. The "direction finding"
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stations were connected with each other and with the central
office by teletype. Every regaing taken was passed at once to
the central office, and laid out bere by the aid of silk threads
on a gréat orientation map which was mounted horizontally., In
the cipher bureau sat the men who day and night deciphered every
incoming intercepted radiogram. An enormous card file contained
all statlion call signs which had hitherto sppeared iun .he inter-
cept service, along with all other svaileble data, and this wade
it possible to recognize currently the systems according to which
call signs were changed in German traffic, to reconstruct these,
end even to tell in advance what call signs this or that German
station would have tomorrow or day after toworrow or a week henhce.

The collsboration between direction finding, evaluastion,
and decipherment was sensible and well-organized, as it never was
in Germany either during World War I or after the war, or even
during World War II, because here people never got away from
petby concern with their own interest and egotisbtic pride in their
ovn unit.

What significance the English attached even at that time
to the intercept service is evident from the mere fact that there
wves an admiral at the head of the service; in leumuenster (vhere
the central office of the German naval intercept service was loce
ated) 1t was a naval lieutenant. In London, at the last, several

hundred men were engaged in decipherment and evaluation; in
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Neumuensler there were a few dozon. And if, in spite of that, suc-
cesses vere scored by the German naval intercept sexrvice, then that
was due to bthe intelligence end initistive of individual men.

The over-all orpganization was insdequate,

The greolest success of the young Germon submerine weapon
came soon after the beginning of the wer in the sinking of three
English ermored cxuisers by "U-9" under Lieutenant Weddigen. That
was before the bresking of the (erusn coide for submarines. Later,
when 1in February 1915 subugrine mri';).re was carried on asccording to
plan, it did nbt bring the expected results, and for the above~
mentioned reasons could not possibly do so. After the sinking of
the "Lusitania™ submarine warfare was slso limited by Amexrican ‘
pressure. And vwhen 1t was resumed apgain in an intensifled form on 1
February 1917, it only served in conjunction with the Zimmermann
dispatches to bring the USA upon ihe scene as an active opponent.

The forces avallable at the beginning of the war for cruiser
warfare abrond consisted essentially of the East Aslatic Cruiser
Squadron undey Vice Adwiral Count von Spee. Since von Spee could
not nmaintain himself in eastern Asia against the superior forces
of the Allies, he put out into the Pacific on 13 August 191k,

His srmuadron consisted of the armored cruisers "Scharmhorst" and
"Gneisenaw,” and the small cruisers "Dresden," "Leipzig," and

"Ntrnberg."

What happened in lhe next weeks on the Pacific was an
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extremely interesting battle in the ether, which was essentially
something brand new. While the English radioed away bravely in
their search for von Spee's shuadron, with the result that it
was alwpys possible for von Spee to keep posted on the movements
of the enemy, he himself was able so to mislead the enemy by radio
silence and occasional deceptive radio traffic by the ship's
radio of the little cruiser "Emden," which had been ordered into
Australian waters, that his sppearance in Chilean waters came as
a complete surprise. At Coronel on 1 November 1914 von Spee's
squadron in complete battle order and battle readiness met the
squadron of the utterly unsuspecting Admiral Cradock, who supposed
that von Spee was far away in the direction of Australia. Von
Spee was gble to bring his ships into such a favorable position
and to strike so unexpectedly that within a very brief time the
British armored cruisers "Good Hope" and "Monmouth" v‘rere sunk,
and several other units were badly demaged. By this naval vice
tory Allied shipping in adjacent areas was almost completely
parelyzed for a number of weeks,

To be sure, the "Lmden" itself fell victim, so to speak,
to radio traffic a few days after the battle at Coronel. After
a fairly long career as a raider in tle Jndian Ocean, it had appear-
ed off the Cocos Islands to take on water and destroy the radio
station there. In so doing, the radio station of the "Emden"
engaged in traffic with the land station, which took the "Emden®

for an Australian cruiser. During this radioc conversation the
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operstor of the "Emden" did something in an unskilful way so that
the land station recognlzed the true characler of the ship and
sent oub alarm messages; the "Ewmden" now sent out & lanling party
to degtroy the radio station., While the ship was wailting for the
return of this unit, a superior Australian cruiser hurried up in
response to the alerm messages from the station, fired on the
"BEmden" and domaged it so badly that it had to be run on the reef
by 1ts own crew.

Count von Spee had a slmilar m%sfortune with his squadron
on 8 Deceuber 1914 when, on his way around South America, be was
approaching the I'elkland Islands and made contact with the radio
station there, without noticing that a strong British squadron was
lying protected by the Islands. In this way von Spee gave himself
éway prematurely, and was attacked unexpectedly withoul being sble
to deploy his ships properly.

The greatest see baltlle of World Viar I was the battle of the
Skagerrsk on 31 May 1916. It, too, was influenced by the intercept
service and, to be sure, on hoth sides. Both Lhe British and the
Gérmans had folluved the course of the enemy squadrons; the only
difference was thalt the Germans had succeeded in velling the
course of the Ceruan main fleet so that it appeared as a swaprise
fdr the English, and by so doing decided the course of the belile.

In many other undertakings at ses during World Var I the

inlercept service played a decisive role. A detslled sccount

of all these cases will be reserved for a leler work.

122

RESTRICTFED




RESEERICTAPER21

- - —— v ——

THE ITALO-AUSTRIAN WAR

Down to the begipning of World War I the Austrian intercept
service had been directed against Italy. The Austrian ciyptanaxytic
service had succeeded even before the outbreak of the war in solving
the cryptographic system used by the Italians in traffic between
Rome and the diplomatic representatives abroad, and it was able to
read such traffic. That was a success of the greatest importiancs,
since the attitude of Italy was one of the significant problcms
occupying the Austrian diplomatic service in those decisive days
of July and August 1914. And bhé question still remained open;
therefore, it was a matter of employing all possible intelligence
sources to obtain clarity.

At the outbreak of the World War, Italy had proclaimed its

' neutrality. In December 191 negoliations were started between
Vienna and Rome which dragged on lazily. Beginning in January
1915 the Austrian radio intercept service established the fact
that Italy was turning more and more to the Allies, and that
preliminary conversations weore taking place in Paris between the
Italian ambassador and the French Minister of Foreign Affairs,
conversations which must be taken seriously. Vienna decided,
therefore, on a countermove, and on 30 March 1915 made the
Italian Government a proposal to relinguish the purely Italian
portion of ihe southern Tyrol in return for the assurance of
benevolent neutrality on the part of Italy until the end of the

war, and of complete froedom of action for Ausiria in the Balkanse




"",cm held several con~
trersations with the French and I.’}ugltsh ambassadora, the results of
which were again revealed in radio traffic picked up and deciphered.
by the Austrians. It could be clearly recopnized thai a much greater
Austrian concession -- especially with regard Lo Trieste, Istria, and
the Balkans ~- wonld be neceasai"y in order to influence the attitude
of Italy decisively in favor of Austria. The greatest haste was also
demanded in order to mest successfully the effurts of France and
England, In Vienna, however, they siuck obslinabtely by a peculiar
misinterprelatlon of strength ratios, and decided to wait.

The Italian Foreign Minister thon officially turned down the
Austrian offer as inadequate, and Italy d;cided to make its entry
into the war on the side of the Allies. Early in April 1915 this
intention of Italy gould be recognized beyond doubt from several
radiograms exchangad between Roms and London.

On 26 April France, Fngland, and Russia concluded in London a
secret treaty with Italy which oblipgated Italy to declare war on
Austria within one month. In return, Italy was assured of the
fulfillment of all its territorial claims and aspirations in Europe,
and also of an egual share in thc division of Turkey. The content
of the London secret treaty was known in its essential points in
Vienna on 30 April,

On L May Italy denounced the Three Power Pact; on 23 May it
deeclared war on Austria-Hungary.

Apart from the previously .mentioned information received by
radio, which -~ from a military point of view — musi exclude any
factor of surprise from ithe start, the Austrian intercept service
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succeeded during April and May 1915 in following the Italian
assembly, especially behind the Isonzo. But instead of taking the
clearly recognizable situation into account in any adequate fashion
and massing strong forces in tye southern Tyrol to create the hase
for a rapid thrust in the direction of Venice, in order thus to
take the entire Italian assembly in the flank, the Austrian command
had its principal forces drawn up on the Isonzo front to await be:a
the enemyt's attack. The consequence was that serles of fruitle
battles on the Isonzo which characterized the entire Jtalo-\rsirian
War,

The entire conduct of the Austrian command is all the more
incomprehensible, since the Austrian espionage service had succeeded
during the summer of 1914 in securing the most important Italian
code, namely that for communicstions of the higher staffs, which
actually came into use shortly after the outbreak of the war and
which gave the Austrians an abundance of excellent information.l

The Italian "Field Keys" had been solved by the Austrians
back in June 1915, To be sure, they were changed on 10 July but
the Austrian cipher section soon found the solution of the new
ciphers. Subsequently the Italians changed their cryptographic
systems very frequently, but this did not help them much. Early
in October 1915 they put the "Cifrario Tascabile" into use, which
the Austrians had bought long before the war. It had proved a

profitable deal,

1., This was the so-called "Cifrario Rosso" which was used for
traffic between the general staff and the army command.




For the rost, the "Cifrario Rosso! remained in force for almost
a year, Nol until 30 March 1916 did the Italian High Command forbid
in a radiogram further use of this system in radio traffic, ™since the
suspicion that it was partially known by the ecnemy has been confirmed".
In reality, it was entirely known to the Austrians. On 1 April the
new system went into efflect. Twenty-four hours later it had been
solved by the fAustrian cryptanslysts.

Probably rarely has a sequence of very Importani intelligence
resulte been used to so slight a degree as in the first phase of ihe
Italo~Austrian War. And therewith the course of the entirs campaign
was declded. |

Not until the spring of 1916 did they try the obvious plan of a
flank attack. With several German divisions, which had been requested
and promised as reenforcements, they wanted to do what a year before
would have been correct and might have been crowned by success, but
what now could no longer be accomplished since the Italians had mean-
while materially strengthened the Tyrolese front. There was the added
fact that the requested German divislons could not be spared, because
tho bleeding of the German army before Verdun had exceeded all expecta-
tions. The Austrian command then decided on an attack with its own
(inadequate) means. As might be expected, after initial successes at
Asiago and Arsiero, the attack bogged down and had Lo be broken off,
because the Brusilov offensive had stlarted which brought the entire
Austirian eastern froni lnto retreat.

In connection with Lhis Austrian attack, thore was a piece of

deception which we shall not allow to pass without mention. In order
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to mislead the Italians and to force Cadorna to hold his opera-
tional reserves in readiness behind an entirely different sector,
the decision was reached at an interview between General Ronge,
Chief of the Austrian Evidengbuero, and representatives of the
German General Staff to carry oﬁt a deceptive action on a large
scale based on experiences of the intercept service. The Italians
were to be fooled into believing that a German army was being
brought up.

The only chance of success was by using the radio. The entire
action had to be prepared very conscientiously and carefully, and
carried out with the same care, if it were to succeed. For the
execution of; this action, a staff was formed, at the head of which
stood the German von Bonin, at that time Major in the General Staff.
He was charged with the tactical management of the deceptive measures.
For the technical execution, a German radio company was employed which
was under the command of the then Captain Meydam. Furthermore, a
battalion of mountain light infantry was detailed for the purpose.
The plan was to lead the Italians to believe, over the space of
several weeks, that a German army, the headquarters of which had
hitherto been in East Prussia (as far as I recall it was the Tenth
Army) was moving up into the Kdrnten area.

Meanwhile, it had become known to the Austrians that the
Italians were preparing for a new attack on the Isonzo.

The radio company detailed for this deception had four heavy
and four medium mobile radio stations. They begen by having two
of the heavy stations and a company of mountain infantry change

trains as conspicucusly as possible in Munich. The leader of the
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transport had his mofl Grawn Wp belore the train, gave them a sclie:

of general. inviructions, and then enjoined upon them the utmost .
scerecys 'YNo one nceds to know that we belong to a Germsn army
going Lo the Italian Lhealer,' he declared al the end. The grins
of several bystanders showed that Lhe first seed had fnllen on
fruitful soil; the innate nced of the Germsn to tell something would
take care that within 24 hours half of Munich would know all about
the sending of a German army to ihe south.

During the transport, these people had to show themselves
diligently, and to drop mysterious hints. A%t the location selected
for amny headquarters, they set up the i‘i?at of the heavy stations.
The transmitier was tuned up, and then conunmica‘tion was begun with
two Ausirian army radio stations. On the following day, the second
heavy radio station was set up at a distance of some 15 kilometers.
Both stations immediately entered into regular traffic wiih one .
another. For 't,heir radio traffic they used a cipher which had been
produced egpecially for Lhis purpose by Lhe Austrian cipher expert
Captain Figl; il was so consbtructed thatl. Lhe Italians could not fail
to solve it, bulb ihe intention to mislead must nol be evident in any
evenlt. For the rest, the manner of handling traffic al Lhe German
slalionr differed markedly from that of the Auslrian stations so iLhat
»olh elations conld not £ail to be recoguized al once as German.

A radiogram of this Yarny stalion" was transmitied to the garrison
. vllo station al lunich wilh the request Lhat mail arriving there for
Lthe staff of the Tenth Army be sent to ,.. in the Tyrol. Other messages

went via Munich to K¥nigsberg and had reference to the handling of supply,

yreparation of quaricrs for the troops, forwarding of mail, and the arrival
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A few days later the two remaining heavy radio stations
arrived in the area picked for the fake assembly, and entered into
communication with the "army radio station® and with each othey.
They were fhpposed to represenﬁ corps stations,s A second and a
third company of mountain troops also arrived; they too had to

show themselves as much as possible in the "assembly area'; they
were quartered now in this and now in that place, and special
billeting officers went through the entire region and abelcd build
ings and barns with the numbers of formations belonging t.0 the Tent!
Army.

At intervals of two days, the nine medium stations arrived and
entered into traffic in the manner prescribed for them, They were
supposed to pass for divisional stationse

The traffic grew more and more animated, The content of the
messages now referred to the arr@galfsf—individual units, and had
to be corposed very carefully in order to make the fake transport
movements agree with the capacity of the Austrian railways,

In order to help the Italians in their task of deciphermen#,
various intentional errors and breacheg of radio discipline were
made; a few messages were sent in plain text, The handling oflthe
entire traffic 'was managed so that the new radio net could not help
but stand out clearly from the Austrian picture. It was intended to
reveal to the Italians tre entire “assembly area' of the German

Tenth Army.,




Now it was most important to ascertain how the Italian inlercept
I
service was reacting to this little game. A few doys afber the first

stations had started operations, an Italian instruction to their own
radio stations was intercepted and deciphered. It called for a
limitation of their own operation so as not to "disturb interception
of the German stations which had just appeared.® A day later came
the instruction Lo follow most carefully all traffic at the German
stations, since this was most important." A few days lator several
telephione conversations of the Italians were intercepted from which
it could be recognized that the opposing Italian forces had been
ordered to watch for any relief in the enemy lines and to ascertain
when the first German troops showed themselves at the front. A
couple of Austrian horse-drawn batlerics, to which a number of
German mountain troops had been assigned, had to drive around
behind the front, go into position, fire a few shols to get the
range, and thus little by little indicate ihe arrival of Lhe German
artillery. g
- s

Soon it could be noted from intercepited llalian radio traffic
that the Italians were beginning to sirengthen Lhe opposing front
and to set up operalional reserve units behind it. The ruse had
succeeded.

On 13 March 1916 Cardona began his £ifth battle of the Isonzo.
It brought him no more success than the four preceding; incidentally,
he was holding a considerable portion of his troops behind the

Kdrnten front in expectalion of the "German attack.!
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. But the Austrian offensive on the Tyrolese front suffered
a great delay through enormous snowfalls which made the entire
district impassable. Instead of beginning in mid-March, it did
not get going until two full months 1at;r.

A few days before the Austrian attack in the Tyrol, the
deceptive station set up as varmy radio station' began sending
time signals for setting watches. This had always been a signal
for an impending large scale attack. German mountain troops
appeared at v.'rious points on the front, and had to carry on
telephone conversations which they were sure would be heard by
the Italian intercept stations. Twenty-four hours before the
attack, all Austrian artillery assigned for the deceptive game
began drumfire on the Italian positions, while already, on the

. day before, the radio stations had sent out orders for a change
of position and then ceased sending; only the main radio station
sent out mysterious X-signals.

Then the Austrian attack on the Tyrol broke loose. After
intial successes it bogged down and ended indecisively. It had
been prepared and carried out with totally inadequate means.

Soon the Austrian intercept service was able to recognlize
the bringing up of Italian reenforcyments. In the night from
19 to 20 May, an Italian radiogram was deciphered from which
dispositions for a great Italian counter-attack were learned.

At 3 ofclock in the morning the decipherment was completed; an
hour later the orders for countermeasures to break up the attack

[}

. were already going out. On 1 June the Austrian intercept service
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recognized the appearance of a new Italian r'adio station in the .
region north of Padua. Here the Itallans were preparing strong

forces for a great counteroffensive.

Meanwhile, in the east the Brusilov offensive had started.

Reenforcements had to be sent hastily at thl? very moment v@en the
superiority of the Italians on the Tyrolese front was increasing
greatly. Part of the territory gained had to be sacrificed. The
entire operation fizzled out without lasting results.

General Hoffmann later called the First World War the "war of
missed opportunities," i.e., of opportunities missed by Germany to
end the war decently. I should prefer to call this war a "war of
halfway measures,” or the "war of inadequacies." From beginning to
end these appeared on all sides, but they were especially bad in the .
Italian campaign.

The whole action should have been based on a really big and
decisive operation. A deceptive maneuver of the kind described above
can be effective only once; it is hardly possible to repeat it with
any prospect of success. Therefore, one should have saved these
deceptive measures for a case where their execution must be really
profitable, Instead, they made use of it where 'J'.ts effectiveness
was allowed to peter out. The Austrian attack was made with too
feeble forces., When it was done, history recorded another battle,
but the Austrians had to write off what was in and of itself an
excellent ruse which they had wasted uselessly.

Since the war between Italy an4d_ Austria developed chiefly az".-

a war of position, the "Penkalash achieved_spscial importonce here. .

(me of the principal reasons why all Italian attacks, particularly
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on the Isonzo, failed, lay in the fact that all preparations of the
Italians were recognized by the Austrians in good time by lisvening
to their telephone conversations, so that the necessary defense
measures could be taken. Of course, iLhe Italjans likewise eaves-
dropped successfully on the Austrians, so that in this field things
were equalized in the 1ong‘run. |

The Austrian intercept service in this thealer attalned its
greatest importance in connection with the Ggrman—kustrian
offensive in October and hovember 1917. Down to the autumn of
1917 the Austrians, thanks to their intercept service, had been
able to frustrate all Italian attempts at an offensive an& )
maintain their front. Nevertheless, in September 1917 the situa-
tion was 50 tense that the Central Powers decided on a large scale
attack. Nothing l€ss could give the Austrians a breather.

The Ausirian intercept service had learned meanwhile that
the sector Flitsch-Tolmein seemed best suited for such an attack,
in view of the grouping of the Italian forces. It was decided,
therefore, to choose this sector. The German Fourteenth Army
was directed into this area and was to force a break-through.

From 24 to 27 October followed the attack and break-through
under the command of General Otto von Bslow. On the 28th Udine
was occupied. Advancing along with the adjoining Austrian armies,
the Tagliamento was crossed early in October. The Italian radio
service had been thoroughly disorganized by the German attacke.

All movements of the Italians, all plans, and the entire constitu-

tion of their front could be recognized clearly. Scarcely had one
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of tho Ilaliun zodio stations token up a now pogiticn when i
announced in plain text "1 am packing up," and then announced its .
new location. That showed thal. the retreab was contirwing.

The entire offensive becrme a triumph of the Austrian inlercept
s%rvice. Soon, however, two things became evident from the intercepted
r%dio traffic: first, that the Western Allies were bringing up strong
farces to support the Italisns; and socondly, that a strong new defen-
sive front was being formed on the Plave.

On the Austrian side they were uncortain resp-cting the strength

d organization of the new front. Then a long message from the chief
o the Italian radio service gave absolute clarity. In its address
this message listed alllthe higher units with the locations of their
sLaff radio stations. ?his betraycd Lhe entire organization of the

new battle alignment, but showed that the army group oppesing the
Austrian and German troops was far too strong for the latter to think
of overrunning the new front. Therefore, the decision was made to
break off ihe offensive. Henceforth, the Piave remained the new front
line.

In sunming up, we must gay that the results of the Austrian
intercepl seirvice during the entire Ilalian campalgn were so
abundant and good that at times they far exceeded the results of
the intercept service on the Russian front., Strangely enough, full
advantage of this was never takei, except in connection with the
last described attack in the fall of 1917. But at that time the

proper momeni had already been missed, due to general political and

military developments.




The struggle was to flare up once more on the Austro-Italian
front in the summer of 1918, Early in March the Austrian intercept
service noticed that the English and French had begun to withdraw
their troops {rom Italy. By mid—March it could be clearly secn

!
jthat only the French XII and the English XIV Corps were left.

'
!
1

The, Austrian attack was planned for mid-June. The intercept
cervice began in the spring to strengthen its work because the
listening stations which had become free in the east could be
profitably used here. By the beginning of June more than 80
"Penkalas" had been installed on the Austrian southwest front.

The Austrian radio intercept stations also found a fruitful
field of activity. There was, to be sure, on the Italian side
a general order to use radio only in urgent cases, but the chief
of the Italian army radio service required daily reports from all
his stations, so that the Austrisn intercept service was very well
supplied with material day by day. The situation reminded one of
the fairest days of the war in the east, All the prerequisites
forr the success of the Austrian attack were at hand.

But in this case the equalization of strength in the intercept
field, which I have mentioned several times, showed up in an
especlally striking fashion, Not only had the Austrians been
listening industriously, but so had the Italians. In spite of all
orders to the contrary, the Austrians had used the telephones
incautiously. The preparations for the attack, and even the

precise hour of attack, had become known to the Italians.
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They abandondd their fronl lincs and deluprd Lhe advancing A oo 0 a1l

a hail of shells from batteries which hau Likwuise shifled Lheir pooilion ‘
in time. The Austrian artillery preparalion had been vasbed on an cmply

area; the second Italian defense line was well equippeds. The Auslrian

attack failed and the losses were heavy.
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A SECOND “ZIMMERMANN®

The deseription of the affeir with bthe Zinmermann lelegrams
above has shown that t.-he Alliesl during almost three years of
World Wer I were in a position to decipher the diplomatic traffic
of the Berlin Foreign Office and to ‘derive a great deal of profit
therefrom. In regard to Auastria, something similar occurred in
the course of the war, although in quite different form, and,
indeed, in the following way:

Since 1913 Count Czernin had been in Bucharest as the
Austrian smbassador. He was a diplomat of the old school, and
likewise a polished society men and cavalier who not enly knew
his job but also knew how to take 1life in an agreeable fashion.
Just when the event we are aboui to describs took place I can
no longer recall exactly, but I believe it was before the outbreak
of World War I. Count Czernin had taken a little ride in a cab
and then gone into a cafe to spend a brief hour. While he was
talking with a lady of his acquaintance at one of the tables, it
suddenly occurrsd to him that he had left his brlef case in the
cab., He excused himself, hastened to the cab, which was waiting
for him, only to discaover that the brief case had vanished. The
cab driver could give no explanation; he had left his carriage
for a little while and c¢laimed that he had not noticed a brief

~

case in it. JIn this brief case there were a numbor of extremely
important documents, including the cipher used by the Austrian

embassy in Bucharest for communicallion with Vienna.




Count Czernin ilmmcdiately reported ihe malter Lo the Bucharest
police who willingly promised their aid, and immecdialely began
investigations concerning the whereabouts of the brief case. Three
days later Count Czernin gol back his brief case undamaged and with
all the contento.

Conscientiously Count Czernin had informed Vienna of the
occurrence, and offered his resignation. DBnperor Franz Joseph in
his courteous fashion declined to aceept the resignation, called
the matter a regrettable oversighl, and requested Count Gzernin ic
continue in ¢ffice. With thal the whople affair was settled, and in
the Foreign Office in Vienna it never occurred to anyone to change
the cryptographic system, although lts continued use contravened
all principles of security; for any document which has been in
strange hands for even a few hours without control must be regarded
as compromisead.

The first phase of World War I ran iis well-known course. Ths
atlitude of Lemania toward Austria became cooler and cooler;
relations grew more and more tense; and finally, at the insistence
of Russia and the Western Allies, Romania declared war on Austria
in August 1916.

The course of the campaign was not what had been generally
expected, and after a few months ihe Romanian arny was crushed and
Romania was conquered. Russia had not been able to give adequate
assistance because, from a military poini of view, Russia itself

had already been forced to the defensive.
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When the Austrian troops had occupied Bucharsst, the dwellings
of members of the former Romanian Government and other persons of
high station were searched. There in the attic of the villa of the
former Romanian Prime Minister Bratianu was found a box of photo-
graphic negatives. When they were studied more clesely and the
individual plates checked, some turned out 1o be photographic
copies of all the documents which had boen in the brief case of
the Austrian ambassador, Count Czernin, at the Lime of iis loss,
among them the secret code. The Romanians had, therefore, heen
in a position to follow the entire telegraphic correspondence of
the Viennese Foreign Office with the Austrian embassy in Bucharest,
and also to decipher all messages enciphered in the same system and
radioed to other Austrian embassies.

Meanwhile, Count Czernin had become Austriats Minister of
Foreign Affairs. Not until now was the cryptographic system of
the Foreign Office changed. However, the damage could not be

repaired, for in 1917 the war had been virtually decided.

On the one hand Zimmermenn, on the other Czerninl The
Allied secret service could be quite satisfied with the Central
Powers, since copies of the Austrian diplomatic secret code had
been supplied to France and England by the Romanians,

It seems almost incredible that the two powers which had dev-
eloped the intercept service to 2 high degree of perfection during
World War I and whose military operations were based to a very great
extent on its results, which therefore knew very well how exposed the

communications of a country or of an army are to the attack of an

139

RESTRICTED-




oneny, should have displayed abt iimes such uttor unconcern in ‘

rospecl to Lhelr own communications, an unconcern which could hardly

be exceeadcd.




THE “JUDGEMENT OF GOD* AND ITS EXPLANATION
During World War I there was a German soldier song wiilch
contained, among others, the following couplet:

esoFOor this campaign
Is no fast traine.. «

Although in general there is little logic and sense to soldiers?
songs, the accuracy of this verse could not be disputed. From a
campaign at express speed, such as had been expected in August 141!
there developed one which at best had the speed of a sl freight,
and this was true on all fronts. There was only one exception, and
that was the campaign 1916-17 against Romania. In four months this
action was carried oul from the beginning to a completely succassful
conclusion, and the enemy was utterly beaten. In those days in
Austria and Germany they spoke of the Judgement of God which had
fallen on this country. But they were careful never even to hint
at what had really brought on this "Judgement of God.n

In 1973 Romania had renewed its treaty of alliance with tha
Central Powers. The condition for any active paiticipation in the
ﬁar by Romania on the side of the Central Powers was that the attack
must not be made by Lhe Central Powers, and that Italy should immed-
iately enter on the side of Austria and Germany. However, since
Austria had let loose the war by its abtack on Serbia, and since
Italy took a waiting attitude, Romania proclaimed its neutrality
on 3 August 1914h. After the death of King Charles on 10 October
1914, it became more and more evident from monlh to month that
Romania was turning more and more to the Allies. At Lhe time

of my sojourn in Romania in the spring of 1915, I could fczl




RESERICTED

plainly ithat sympalby for Lhe Cenbral Poirers hind rceceded greatly,
and that the question of cnboring the war on Lhe side of Lhe Mllics
had beeomy morely ono of timz and of a favorable opportunity.

Strangely cnough, pcople in Austrian and German official circles
gimply would not belicve this change. The Austrian ambassador,

Count Czecrnin, sent Lo Vienna one report aftor the other in which

he emphasizod Romaniafs love of peace and strossed the fact thal he,
as represcntalive of Auslria, was being treabed by all organs of the
Romanian Governmeont in the most respeoctful and cooperative fashion
and that he was conslantly being assurcd thal Romaniats entry into
the war against Austria was a thing which could not even be discussed.
The German ambassador took a similar position in his reports. On the
other hand, the Austrian military altaché had his cyes wider open.
From the spring of 1916 on, he reported earncst military preparations
on the part of Romania which by their very naturc could only be
directed against Austria. The differcnce of opinion betuween the
Austrian ambassador and tho miliiary attache went so far that an
open conflict broke out between iLhcme.

It must be admiticd that the Romanians were able to deceive the
diplomatic representatives of the Contral Povers in masterful fashion
reg 'ding the true thiLudc of the government. The two ambassadors
were invited on evory occasion, ib> Wiruditional friendship" with
Austria and Germany wvias diligenlly sbressed, and the existence of any
tension or of causcs for conflicl was positively denled.

Since the Romanian Governmenl was in poosession of the Austrian
code, it could follow proeisely the effect of its deceptive measures

by rcading the bLeloproms sent by Count Coernin Lo Vienna. For Lhe
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Romanians it was an extremely interesting play which was going on
here behind the scenes.

Now while the official. diplomatic representatives of the
~ Central Powers continued their .reports from the point of view
that the Romanian Government intended to maintain absolute
neutrality, the reports of the Austrian military attache took
on more and more a tone of warning, especially after the begin-
ning of the Brusilov offensive. These warnings finally led to
a common consultation of the chiefs of staff of Ausiria and
Germany during which it was decided to set up an increassd
security force along the Transylvanian border. A new
Austrian First Army was formed, with a new German Ninth Army
at its right; but both consisted solely of worn-out formations
which had been withdrawn from the Russian frent for rest and
to be brought up to strength, Many of them consisted of very
scant remnants without any fighting strength and needed to be
built up almost entirely from new perscnnel. This was done with-
out any haste because nobody believed there was any serlious
threat to the Austrian border in the southeast.

Meanwhile in Romania they were preparing for the attack;
above all, the Russians urged Romaniats entry into the war.
On 27 August 1916, on & quiet Sunday afternoon, the Romanian
ambassador in Vienna delivered a long-winded declaration of war,

while in the same hour the Romanian troops began their advance.




The moment of Romaniats eantry into the war could not have
been better chosen, for the Austrian offensive in Italy had
bogged down and the Austrian troops there were engaged in severe
defensive fighting. The Brusilov offensive was progressing
beautifully, and a thrust by the Romanians could tie in with the
advance of the Russians. Germany and Auslria had their hands
full trying to stop this Russisn advance., Furthermore, Germany
wag badly tied up in the west before Verdun. Moreover, posgsses—
sion of the Austrian diplomatic code gave the RHomanians exltensive
information and a feeling of greal security. They were convinced
that the collapse of Austria was impending, and that for the
Romanian army it would merely involve more or less of a picnic.
They had to hurry in order not Lo arrive too late for the division
of the spoils.

The Romanian declaralion of war was directed only against
Austria-tlangary, bul necessarily and sutomatically it involved
Germany too. The firsi rcsult of this declaralion of war was
the resignation in Gyrmany of General Falkenhayn as Chief of the
General Staff; Lhe failures at Verdun and Lthe crises nn the Somme
had helpad bring this about. Hindenburg, with Luwdendorff as First
Quartermaslber General, replaced Falkenhayn, while the latter
assumed command of the German Ninlh Awmy againsl jtomania, General
Arz von Straussenterg commanded Lhe Ausbrian Firsl Ammy. On
Bulgarian soil along the soulbern {runticr of Romania stood Lhe
Danube Army under General Kosch i lhe Bulgarian Third Army, the

latter facing the Dnbrudja.
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The Romanians had marshaled their main forces on the
Transylvanian border. Immediately after the declaration of war,
they started an attack on Transylvania from the east and the
south, using an encireling operation with greatly superior
forces against the German Ninth Army. Fighting a delaying
action, the German units withdrew while the Romanians pressed
forward over the eastern and southern Carpathians and turned in
the direction of Klausenburge

The Austrian and German inlercept service had done 1.0 work
against Romania until shortly before the outbreak of the war;
in fact neither Romanian diplomatic nor army radio traffic had
been monitored. Now and then they had listened to Romanian
stations, but that was rather due to accident. Consequently,
the Central Powers had no special experience with the handling
of Romanian radio traffic before the end of July 1916, Not
until early August were several receiving stations committed
by the Germans and Austrians to begin a systematic monitoring.
However, during their assembly the Romanians had been so
cautious in their use of radio telegraphy that very little
information could be gleaned. When war broke out on 27 August,
the German and Austrian intercept service faced an utterly new
problem.

The picture changed, however, within a few days. Scarcgly
had the Romanian advance gotten under way, and scarcely had the
first engagement resulted, when the Romanians began to use the

radio to their heartst content and, to be sure, in a way that
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would have made the incautious Russians of 191, Lurn pale with

envy. They radiocd with fixed call sipgns in plain text; gave the
names, numbers, and designations of troop uniis and formations;
sent back all reconnalissance reports in plain language; and
received their instructions and commands in clear. Of course,
they used cipher for a large part of their radiograms, but this
was done with so little skill, and the number of plain~text
messages gave the Austrian cryptanalysts so many clues, that the
cryptographic system was solved in a very short time,

And now on the part of the (‘}ema}n and Austrian intercept
service began an activity which was and remained unique during
the entire war. The number of translators; was hardly sufficient
to translate all the intercepted melssages. The evaluators were
busy day and night turning the results into situation reports.
In a short time they had a clear picture of ‘the organization,
strength, and intentions of the enemy, and of all of the
difficultie's which the enemy was experiencing in respect to
supply and communications, Through their own radio iraffic the
Romanians gave away their operational and tactical situation so
completely that even the handling of radio traffic by Llhe
Russians before and during the battle of Tannenberg seems
simply superb in comparison with what went on here. For
Tannenberg was somethiné that happens only once, and on~ had
to excuse th~ Russians because of the novblty in the ugse of
tbis moderu means of commmnication. Meanwhile, however, lhere

had been Luo years of war and the Homanians of all people should

have dixwn o lesson for Lheir own anny from thelr praclice in
116




intercepting Austrian radio traffic. Bul now they acted ge if they
had never encountered the idea of an intercept service.

General Falkenhayn seized the opportunity which was thus
offered him. Every three hours the radio evaluation center of
his operational section had to'supply a situation report on the
enemy, For four weeks he withdrew into the interior of the country,
deceiving the enemy. Then the situation was such as he required
for his blow. From 26 to 29 September he crushed the Romanian
left flank near Hermannstadt; in the following weeks he broke
through the center of the Romanlan line of battle near Fogaras,
and immediately afterward in the battle before bhe Gelsterwald
drove the enemy back on Kronstadt. On 8 October Kronstadt
was taken; on the 10th the passes of TUrzburg and Predeal were
occupied. At the same time, on the left of the German Ninth
Army the Austrian First Army attacked the Romanian right wing -
and threw it back. Transylvania was reconquersd within two
wéeks.

In the meantime, the Bulgarian Third Army had begun its
attack from the south against the Dobrudja. Collaborating with
the Bulgarians, the Austrian intercept service had set up a
central office in Sofia, and from here was able to give the
Bulgarian army valuable suggestions. On 6 September the bridge-
head Tutrakan was taken; on 9 September Silistria was occupied.
After the loss of Konstanza the Romanians withdrew from the
Dobrudja late in Qctober, and left the protection of the mouth

of the Danube to the Russians,.
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Thir firs phaea of the ramozisn had broken over the Romanian
army like a Lhundovaslorm, TiL rauld happen as il :#id o1 1 becansa the
Romanirsn radlo service svpolied Lhe enemy wi'™ all ihe da!s s requir~
ed by its intelligence sarvice. It was a play with 2 . rotesque chamm
waich one was watchine here; if anyone were to describe the details
of ihe operations cariied oul. on the basis «/ intercept results, it
vould give a story comparable with the moet theilling deteclive story.

The Romaniang were dez2ily impressed by the precision with which
the enemy was acting and, lika the Russians in thair day, were
convinced that treachery was ‘involved. They looked for traitors,
replaced men in various positlons, conrt-martialled a number of high
of ficers, bul in Lhz main allowed theiv radlo to operate in Lhe same
old way. They mereiy changed some cryptographic systems and did so
with the cooperation of iha Frenrh military mission which had meanwhile
arrived. .

Bul it happened that in tha decipherina office of the Ninth Army
there were two decaphicrers who hed worked for snme Lioe salving TFrench
cryptogy apivie gystems. Ther wera acrrainied with a definlte French
tendency Lo Le svstematic, With tlhe aceimnlated traffic, amowmting
1o some 80 measscprs, bhey nbtocked 1he new system, and within six days
achureved comolate surcesn. A1 told; the German and Austricn inter-

o DL Setvvce t 2eived and praaeasced daring the Cirsy tio months of
tha war no leas than 5,240 Lomenian radioyrams?

Meanvhile, the pomanisms had once agais will *d themselves
topether Tor determined 1cosistanse. and opposzsed all available
troops 1o any fuither adionce of the tamaan Linth Arny over Lhe

Torybure and Predeal Fass toward kucharesl.. They were ccnvinced
b
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that the German attack would come here, and omitted strengthening
their lefl wing., This circumstance could be recognized in all
details from intercepted traffic., Falkenhayn therefore decided on
a mighty surprise attack against the Romanian left wing. In mid-
November at the Vulcan apd Surduc Passes the right wing of the
Army broke through the Romanian position, overran the main
Romanian force on 17 November near Targu~Jiu, and on 21 November
took Craiova. The out-flanked Romanians then had to abandon
their resistance at the Roten-Turm Pass. On 23 November the
Danube Army, which had learned from intercfgged Rmnhﬁian traffic
of the withdrawal of some units, forced é"crossing of the Danube
near Swischtow by a surprige attackes The battle on the Argesul
(1 - 5 December) ended with the defeat of the demoralized
Romanian troops and with the evacuation of Bucharest. Covered
by rear guard actions the Romanians retired behind the Sereth.
The Romanian campaign was then concluded and settled into a
war of position. The Russians, for whom Romania's entry into
the war'was supposed to briﬁg relief, had been forced during
the last phase of the struggle to send troops of their own to
aid the Romanians. |

At the conclusion of the Romanian campaign, three-fourths
of the Romanian army had been annihilated and, save for a meager
remnant, had ceased to exist,

Later on, the lightning campaign against Romania was ascribed

to the outstanding strategy of General Field Marshall von Mackensen,
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whose troops occupied Bucharest. Actually, von Mackensen was nominal .
commander-in~chief of the troops operating against Romania but only

the "Army Group Mackensen", which was composed of the Danube Army and

the Bulgarian Third Army, was directly under his command. This southern
group was assigned only a secondary role during the entire campaighne

The decisive operations took place on the northern front, and the

focal point here lay with the Ninth Army. This army, however, would

never have been able to deliver such declisive blows against the

Romsniang in Transylvania, and later on sgainst their left wing in

the north, if Romanian radio traffic .had been handl 11 according to

modern /principles of concealment. The only credit due Mackz=nsen came

from the crossing of the Danube near Swischtow, the battle of the .

Argegul, and the occupation of undefended Bucharest. All this was

posdible only thanks to Falkenhayn's operatlions ~ and thanks to ‘
Romianian radio Lrafflc.




THE INTERCEFT SERVICE IN THE BALKANS

The various campaigns and operations in the Balkans during
the course of World War I were very largely influenced by the
Austrian intercept service, In a number of individual actions
the Ausgtrians and Germans were successful sgolely because of the
results of the interception of the technical means of communi-
cations employed by the enemy. To rsport on this in detail
would far exceed the limits of this work, However, we must
not fail to mention that, after their landing at Salonila, the
Allies on their part devoted very great attention to the intere
cept service and v.vere especially concerned with preventing
intelligence material from reaching the enemy through their
radio traffic. The greatest triumph in securing one's omm
radio traffic against enemy inbterception came for the Allies
in September 1918, At that time, the French 122nd Division
and the 17th Colonial Division succeeded in maintaining
absolute radio silence up to the moment of their commitment
at the front, so that neither their disembarkation nor their
transport to the front was recognized by the enemy, According
to an admission of the Bulgarians, the element of surprise,
which was thus gained, was the reason for the defeat of the
Central Powers in the Balkans.
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BREST=LITOVSK

One of the main goals of the Bolshevik Government immediately
after it selzed péwer was to bring the war to an end. Not merely
the war between Rﬁssia and the Central Powers, but the World War
as a whole and on all fronts, This was the burden of the appeals
which went out b% radio from Petersburg and Moscow. They were
directed to the ﬁorking population of the Western Powers, and
to their orggnizations and representatives,

-But it soon appeared that the political power of these
organs was far too small to have any decisive influence on the
attitude of the governmentg of these countrisa. On the basis
of this discovery, the Soviet Government decided on separate
negotiations with the Central Powers to bring about a separate
peace, On 22 December at Brest~Litovsk conversations began
between the Russian delegation headed by Joffe and the repre-
sentatives of the Central Powers whose spokesman was, in the
main, General Hoffmamm, The cou}se of the negotiations is in
general well-known; what is not known, however, are certain
eircumgstances which will be mentioned here for the first time.

The special character of these peace negotiations lay
in the fact that here there sat at the conference table to
end war not merely representativ?s of the two countries or
groups of countries which were in a state of war, but that
here two philosophies sﬁ:od opposed to ons another, betwsen
which « from the point of view of ideologies - there was no

bridge; on the one side were the representatives of militarism,
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inperialism, and capitalism; ~n the other the representatives of

radi.cai socialiam, of anti-militarism, and of the inlernalional ‘
collaboration of the prolelariat. From Lhe beginning this

created a hostile atmosphere, There was the added fact that the

Bolshevik Government had only been in power a few wecks, and this

in the greatest continental country on earth. On the side of the

Central Powers there was, therefore, a very great interest in gain-

ing insight into the actual siluation in the newly created Soviet

Union as well as into the thoughts of its delegation. Accordingly,

in all haste a large radio intercept .center was set up in Brest-

Litovsk, whose task it was to intercept all Russian intermal radio

traffic and to exploit it for the information of the German and

Austrian delegations, A great staff of evaluators and analysts

with linguistic ability was at work day and night. .

A teletyps line for direct exchange of telegrams with the
Soviet Government had been placed at the disposal of the Russian
delegation., The hussians even had permission to use civher. The
Hughes teleprinter at Brest-Lit‘ovsk was operated by Russian
personnel,

Without the Russian telegraphers! knowing anything about it,
other teleprinters had been wired in parallel with the Hughes
teleprinters used to transmit telegrams. The tapes produced hers
went at once to the cryptanalytic bureau set up especially for the

purpose, where 15 cryptanalysts were sitting ready to begin work
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av once. On the third day of the preoceedings the German crypt-

analytic service succeeded in solving the eryptographic system
used by the Russians. From thgn on, all incoming and outgoing
telegrams could be decipherpd, and General Hoffmann received
their content currently; som#timas the deciphered messages were
Jaid before him during the cenvergations,

Aside from these twe intergept devices, there was a third
listening device installed in Bregi~Litwoske In the conference
room of the Russian delegation the Germans had installed in the
chandelier several microphones from which well-disguised leads
ran to a listening room. Here sat seversl interpreters who took
down in shorthand the conversations of the Russians., Moreover,
behind the wallpaper in the living rooms of all members of the
Russian delegation there had bgen concealed a series of micro-
phones from which ihere were leads 1o the above-mentioned
listening room. Thus, every conversation of the Russians could
be heard.

The net resull of these three listening devices was that the
chief negotialor of the delegation of the Central Powers was not
only very well-informed at all times regarding the sometimes

very unclear situation within the Soviet Union and regarding the
actual power of the new government, but was also informed
regarding all instructions which the Russian delegation
received, all reports which it sent to Mosgow, and all ideas

discussed within the delerations 1They knew precisely how far
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they could go, how far the Russlans .were ready to pgo, and what they
could answer to the threats of Joffe and later of Trotzly. The
Russian delegation could bring up anything it wished, but this did
not make the slightest impression on General Hoffmann, since he
often knew the enemy's situstion better than the Russians'themr
selves.

Twice it happened that General Hoffmann sald too much in the
heat of debate so that the Russians noticed that their correspond-
ence with Moscow was being read by the Germans. Thereupon, they
changed thelir cryptographic system b;t this too was broken in
barely a week, and the total picture was now the same as before.
The Russians, from a technical standpoint, found themselves in a
hopeless defensive position and could not go a single step
forward. Then on 10 February 1918 Trotzky declared that Russia
‘regarded the war as ended and would dispense with a formal treaty
‘of peace. He then broke off the negotiations.

On the German side this step by the Russians was used as a
pretext for doing away with the armistice; beginning 18 February
1918 German troops occupied Livonia and Esthonia as far as Narva

and thus threatened Petersburg. The Soviet Government found

itself forced to give in, and on 3 March the treaty was signed at

Brest-Litovsk,
Meanwhile, a governmenl had been formed in the Ukraine which
was quite independent of the Bolshevik Government; it had come

into being with German support; on 9 February it concluded a
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separate peace with Germany and Austria-Hungary which provided

for the entry of Germen and Austrian troops into the territory
of the Ukraine. Beginning 18 February the troops of ihe
Central Powers marched into the Ukraine, occupied Kiev,
Odessa, and Kharkov, and early in May advanced to the Don.

In the south the Crimea was occupied.

In spite of the conclusion of peace the situation in
the east remained very strained, indeed -~ from a military
point of view - it became still less favorable than it had
been up to February 1918, since in the enormous expanse
of the western and eastern Ukraine there was stationed only
a relatively thinly distributed force of the Central Powers.
The Soviet Government on its part now set about organizing
with great zeal a new "Red Army,'" and let it be recognized
that it had no thought of tolerating permanently the situa-
tion in the Ukraine.

It was now necessary for the Central Powers to keep an
exceptionally watchful eye on the development of the situa-
tion in the Soviet Union, in order to be protected from
surprises. A whole net of radio intercept st;tions was
set up by German and Austrian troops in the Ukraine and in
the occupied northern territories, in order to monitor the
entire radio traffic within Russia, The results were so
good that actually a completely clear picture could be

secured currently.
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Along with their entire governmental apparatus, the Russians
also had Lo reorganize their entire radio service, and in the early
months Lhey made Lhe same mistake as once before by sending out
thelr measures and arrangements all too frankly into space. But
they soon made up for this error in another way, They began to
send over their hipgh-power transmitters a propagenda campaign in
the German language which was directed to ilhe German and Ausurian
soldiers., These transmissions were lntercepted by all Gexrmen
receiving stations, and despite all sccurity measures were soon
trickling through everywhere. The Gérman and the Austrian
soldiers, weary of war, filled with the questions of a new social
order, were eager to hear and to absorb what was coming out of this
land of consistent socialism. The reports of the Russian trans-
mitters, however, were calculated to undermine confidence in the
leading class of onets own country. The system of radio
propagenda, used here for the first time in history, began to
bear very serious fruit in the summer of 1918. The war in the
east was ended, to be sure, but - and this signified far more -
the troops which had been left there began to drop out of the
picture as a dependable military force for the Central Powers.

At ilhat time Russia was the first country to recognize and make

use of the value and power of modern radio propaganda.




COMPIEGNE

The First wprld War showed during its course a number of paral-
lel incidents in the intercept service, some of which strike one
as remarkable, some as dawnrigh% comical. The first of these parale
lels is between the battle of Tannenberg in the east, and the Battle
of the ;;rne in the west; the last is between Brest-Litovsk in the
east and Compiegne in the west,

In the negotiations at Brest-Litovsk the Germans listened to
all communications from and to the Russian delegation, and decipher-
ed them - insofar as was necessary., In the forest of Compiegne the
same thing occurred, although in an abbreviated and simplified form.

on 8 November 1918 the German armistice delegation headed by
Erzberger arrived at Allied Headquarters in the Forest of Compiegne,
It remained there until 11 November, During this time all telegraph-
ic traffic of the delegation was deciphered by members of the Deuxieme
Bureau of the French General Staff, Even the famous dispatch to
Erzberger: "Iry for milder terms; if not obtainable, sign never-
theless." was deciphered by the French. To a certain extent, th;s
decided the fate of the defeated partner in the negotiations, The
interception and decipherment of the German telegrams to and fr;m

Compiegne were the last act of the intercept service during World

War T.
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TIE GERMAN INTERCEPT SERVICE

AFTER T BED, OF WORID WAR T

The collapse in the west and the armistice in the Forest

of Compilegne ended the First World Var. At least in bhe west.

In the ecast the struggle went on in a new form; in the Ukraine,

in bthe Baltic provinces, and along the Polish frontier, since the
Poles had announced extensive claims and had set up & new army,

and since there was fighting in the border regions. On the CGerman
side, volunteer corps were formed. In Berlin the National Ministry
of Defense was created; a small remainder of the general steff
took up its work anew.

The German intercept service likewise began immediately,
under the changed conditions, a task adapted to bhe new situation.
All gerrison radio stations were reoriented for intercept service,
which they had to carry on along with their own tralfic. It was
a question of following developments in the Soviet Union where
civil war had flared up. Moreover, the situation in Hungary
required the closest attention. In Berlin, in Friedrichstrasse,

a new central office was set up for the intercept service and the
cryptanalytic section., The then Lieutenant Colonel Buschenhagen
took charge. He had been concerned with the Gerwan radio decep-
tion in Italy and had subsegquently worled in the intercept service
at Grand Headquarters.

This newly created office bore the designation "Voluntecer
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Evaluablon Office of Lhe OHL" ond consisted at [lrst of a swoll
group, which was sbtill more reduced in o short tLiwe when various
participants Lound more proulsing jobs in private industry.
Buschenhagen now endeavored to creabte a new group which would
form the basis Tor the subscquent development of this branch of the
service. AL tle same tiwe a Captain Selchow, who had llikewise

been active in the intercept service during the war and had for s
time headed the cryptanalylic pgroup of the OliL, sel up a bureau

in the Foreipgn Office which was occuip:i ed with ihe developument of
cryptographic systews and their cmploywent in diplowalic corres-
pondence and also - and this wos Lhe rovelty ~ with the decipherment
of foreipn systems. The assignment covered foreign diplownltic
radio traflic.

Thus after the end of the war there ensucd the Lypical Geruwan
phenomenon, thatl inslead of combining all energies to atlaln the
greotest possible useful results, Lhere begon a splitting up, a.
struggle between rivals. To Lhe oubside world the creabion of
the two burnaus was Jusbified by ssying that Lhe "Bureau Buschen-
bhagen" was to occupy itscll with cryplaunalysis and evaluation
of foreign wilibtary radio btraffic, while "Burceum C of ihe Foreipgn
Office” was Lo carry oubt cryptanalysis ol foreign d;plomalic crypto-
graphic systews. In practice, however, it was by no uecans easy
10 draw the line betveen them since the radio tralflc of a mili-~

tary attachd, for exnnple, can Tall both inlo lhe millitary and
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into the diplomatic circle of interest. Furthermore, in solving
a crypbographic system it is an open gueslion where bLhe content
of the messages to be deciphered will lie. Jurthermore, a crypto-
graphic system - no mabter vhere il is used - is simply a crypto-

graphic systew, which has to be solved by Che some methods with-~

out regard for the use to which it wmay be put.

The methods of cyyptanalysis had Lo be the same, naturally,
in both bureaus, and the experience and practical application
were the same. Any knowledge gathered in one of the bwo bureaus
must also be of value to the work of the other.

With rational collaboretion between the two offices, it would
have been possible in the long run to avoid duplication and one
could have euployed the scanty personnel available in a rational
wanner. However, anyone who knows Gerwan conditions will not be
astonished if I tell him that, as soon as the two offices had
been set up, there sprang up a mutual jealousy, an effort on the
pert of each to oub-strip the other, to find out as wmuch as pos-
sible from the other without giving enything in return, and to
hold itself apart as far as possible. There was an atteupt, to
be sure, to keep up appesrances and to arrange a sort of exchange
of ideas, but from the beginning these attempts vere not based
on any honest intention, so that no really sensible collaboration
came gbout, either during bthe period of organization of the two
bureaus or later. Of course, with the small nwiber of really

high-grade cryptanalysts available, this meant a very impractical
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uta of t-lent ¢l vony yeoxra pasrcd bofus. the 130 olfieces hed
developd ra cdaguate mmher of goed crypteasdyla.

While with Buveon C of the Foraign Office the 1i.ln caphaain
was on crypt-malysis, in the control office of the Inlorcapt mexr-
vice of the liaticn:l Minlsley of Dclense, tic< mvin cu.phasis goon
turned to th2 field of po-called evaluvation, i.c., Lo the synte~
watic piceing togothor of mmierous single phenomicna in foanigm
radilo treffic for the puwrpone of gathing sn ovur-all plcture of the
situation in the avea to be obacrvad. That wis to the point, cnd
corresponded to the dutlics of an inlixyecept control station atbtach~
ed to the highest counrvil of the eruind forces of a counitry. The
resuwlt, hotover, wvus ilhat soon there broke out an envious compe~
tition between the sectiona "Cryplanolysis" wnd “Evoluation", re~
garding which wore will be paid luter,

As alrcody w-ntloned, iwn2dletlely eftr tle el of the Gregt
War, fightiog hud broken out bezluoen the Poles sud Gerunnsg eloig
the nevly wobnblisbed Loundoxry in the ecasb. .Ou the Gerwan pide
po~callced Rocder Guuwrd Arwles wore sel up; obe Border Guaxd Arxmy
Soulh with ity chicl cowiwud in Dreslau, ond a ¢cond Berder Guuisd
Arey Hoxrth with its chlef ccirand in the vicinity of Hawuerstoein,
These consisted in Lhe waln of volunluiey forwntionsz; th2 coumrad,
bovgver, already Lelowged to the cadie of tlhe novly cviented Relchu-

waebir, In bolh Border Cuovd Avades evalvablon ciflos veare seb up

fur the intoercept porvice, and the atilimt ves rode Lo Intereopt




Polish traffic both by radio and by wire. Since the Poles hnd

no experience in this field, they used their technical means

of communication in & very caéefree fashion, and thus gave the
German intercept service g vast amount of good information.

All preparations and plans of the Poles, all proposed undertakings,
and all details regarding difficulties encountered in them were
revealed to the German intercept service, so that it was almost
alweys possible to start countermessures in time.

Here in the east there was a repetition of the situation which
had existed on the Russian front during World War I. With the
internal situatlon of those days 1in Germany, with the great var-
iety of political currents, with the constantly recurring, severe
internal tensions, with the militla-like character of the relgir
tively feeble border guard formations, it would hardly have been
possible to safeguaxrd the German i{rontier in the east to ihe ex-
tent it was, had not constant knowledge of events swong the Poles
put the German command in g position to intervene gt the danger
points in such effective fashion that the enemy was always forced
to take the defensive. Here the Poles had to pay the same tuition
fees that the Russians had had to pay at the beginning of World
War I. Of course, they learned their lesson more quickly than
the Russians and governed themselves accordingly. We shall have

something to say on this poin¢ later.
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THE WINIKER CASE

Older readers may perheps recall an episode which occurred
in 1906 in the vicinity of Berlin and which, under the title
"The Ceptain of Koepenick," formed a favorite subject of conversa-
tion for many years and, in & sense, even became a part of German
history. For those to whom this theme is new we will report bhe
occurrence briefly.

On 8 beautiful summer Sunday wmorning a small detachment of
Gerwan soldiers under the charge of a non-commisgg::?geé officer
wes uwarching through the little o0ld city 'o'f'f{';c-epenick , southeast
of Berlin. 1In the vicinity of the city hall, a man in ceptain's
uniform wet them, to whom the non-commissioned officer reported his
detail in accordance with regulations. Thereupon he was ordered
by Lhe captain to wmarch with h:\'.tln to the Koepenick city hall, since
he (the captein) had the mission of arresting the mayor because of
serious malfeasance in office.

The non-commissioned officer saluted snappily, had his
formation about-face, and marched his little force under the cormand
of the captain to the city hall, The entrances were occupiled, and
the captain, slong with the non-commissioned officer and two men,
betook himself to the office of the mayor where the latter was told
that he was under arrest because of serious irregularities, and was
to turn over the keys, in particular that of the city strong box,
to the captain at once. This was done, whereupon the wayor was led

avay; the detachment of troops departed; the captaln remained in the
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building. On the follouwing day it turned oub That the whole affair
was a bluff; the supposed captain had been a shoemaker, Wilheln
Voigt, who had already been convicted recpeatedly. Ile had procured
a capbain's uniform and relying, correctly enough, on the sbsolute
obedience in the Germsn army to the Insignia of a higher ronk,

had used this occasion to appropriate with the aid of this siall
detachuent, all the money he could lay hands on in the town held,
and then had vanished with it. '

There was a great deal of laughter about the aifalr later on,
and i. wvas called "typically Prussian," although people were incliaed
to ad&it thet it probably could hsppen bul once. It probably was
typijcally Prussian, but 1t can be saild that it would only heppen
onge as far as éhe external circumstances wexre concerned; Koepenick
pﬂans of like type have often occurred in Gerwany especlally in
?Lussia; only they were less talked about.

The event described ebove has been mentioned here, because an
event which took place in the summer of 1919 in the Border Guard
Command South in Breslau reminds one vividly of the Ceptain of
Keepenick, save that in Breslau matllers were far more serious.

One forenoon in March 1919 there appcared in "St. Petersburg
Court" in the Teichstrasse in Breslau, where the Army High Command
(South) was stationed, a genbtleman in army uniform, having the

insignia of & technical officer with the rank of major, to see the

head of the intercept service. He introduced himself as Dr. Winiker,
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private scholax and teache'r at the Ingtitute of Technology in
Berlin, and declared that he ,, elong with all students of this
ingtitution, had placed himself at the disposal of the Border
Defense sgainst Poland. er himself had been ordered to the Army
High Commend {South) in Breslau by the hesd of the commmicetlon
system in the new Defense Ministry because of his linguistic
ability, and was now placing himself at its disposal.

Winiker gdave the Impression of a man well versed in the
ways of the world and possessing good mannets; hé was very sociable
end in a short iime was known all over the place. He was not
a friend of much work, in contrast to this, however, a friend of
long drawneout conversstions and gossip. Since he possegsed a
complete command of the Polish language, he was enmployed in the
trewslation of Polish documents. He telephoned to Berlin almost
daily, especially to numbers in the Defense Ministry, end wade
8 great showing of his far-reaching connections. 8Since his family =
s he declared -~ wag living in Berlin, he sometimes traveled
from Breslau to Berlin over the weekend, and as a rule, did not
return until scwe time the following Monddy. These trips always
furnished him with wore material for chats in his circle of comrades
in Bresian, It was rather remarkable that on his journeys between
Berlin and Breslau he searly always met soumeoile M0 was very well
inforwed on the situation in Poland. At that time no one in

Bresisu attached auy significance to this circumsitance, but on the

comtiamry, they weds gnly interested in the stories told by Winiker.
1%
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A few weeks after Winiler's errival, vaviocus sccrel papers
began to disappear from the main office of the intercept service,
as"l well as frow the office of the head of the communications system, !

/o which Lhe intercept service was subordinate; these, however,
generally reappeared elsevwhere, As & rule, it s0 happened that
they disoppeared toward the weekend, and reappeared on one of thé
flrst deys of the following week.

It took a very long time before one began to puy attention
to the legality of these hoppenings. After some time it was estsgb~
lished that the Poles at different times had information at their
disposal which they could have acquired only through treachery.

In the meantime, Winiker lived in Breslau in a good hotel, boasted

-

gbout his excellent connections in Berlin and his privete wealth)
end,wherever possible, incurred debts. *

The months passed until the beginning of August 1919. Then
on a Saturday forenoon, there dissppesared from the privete office
of the head of the communications system a strictly secret map,
on which were minutely drawn the couwplete wire connections of the
Southern Army. Thils dissppearance vas lmmediately discovered and
created great excitement. Not until Mondey, when Dr., Winiker failed
to report for duty, did they become susplcious and make inquiries
at his hotel, only Lo discover that Dr. Winiker had venished leav-
ing behind him nothing but a large unpaid hotel billl.

Now an investigetion waes begun which showed that Winiker was
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neither a doctor éor a professor at the Institute of Teéhnplogy

in Berlin, but an!ordinary sDY wﬁo hed brazened hig way into the
Defense Ministry/in:Berlin through hils personality end references

to his outside comnections in the same way that he had deceived

the men in Breslau. They now found out that Winiker had underteken,
while in.BreslaJ, to obtain for himself knowledge of the most secret
matters, which ﬁe then delivered on his Journeys between Breslau
and ﬁerlin to lisison men of the Polish secret service.

The incident was hushed up as much as possible in the office
of the Army High Command (South) because the affair was too shame:
ful. All inquiries es to what had become of the cgpsble co-worker
yielded no results. The episode has been related here Pecause,
for one thing, it is symtomatic of Germen conditions, but also
because the effects of this incident were very far-reaching.
Winiker had communicated to the Poles all results of the Germ;n
inﬁercept service, and had given them valuasble pointers on what
not to do in radio traffic. This gave the Poles thelr first
lesson in regard to camouflsge and one must admit that they learned

to follow these instructions in s comperatively short time.
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THE WORK QF THE GEIMAN INTERCEPT SERVICE

In Februa*y 1920 the "Volunbeer Lvaluation Office of the
Army High Command" moved from Friederichstirasse to the Defense
Ministry Building in Bendlerstrasse. The office now received the
designation "Cipher Bureau of the Army l{igh Command," and belonged
to the "Abwehr'¥ Section ag Group IL. This merging with the "Abwehr"
Section lasted only a few years. Since the intercept service had
to work with personnel and equipment of the communication troops,
there naturally followed e close connection with the Inspection of
Commmlcaiions Troops, In btime this led to friction belween the
Abwehy Section and the Inspection of Communications Troops, so
that evetibuelly the intercupt service was wholly subordinated to
the Inspection of Communications Troops, Of course, to a certain
extent cooperation with the Abwehr Section wes still maintained;
this was, however, more of an inf'oruabional chauncter.

In the years 1920.1025 the tsusk of the German Intercept Ser-
vice consisted in watching the entire inlernational press radio
gservice. The intercepts were vwyitten wp in brief reviews, and
gave the govermmeni valueble ingight and inforwalion of a politi-
cal and economic character, In additilon, they turned more and
more to the expansion of fhe cryptanalytic group and the inter-

ception of international diplorablic radie treffic. This work procceded

% Abwehr = counterintellisence




rather slowly, but wes carried on very systematically and in time

showed gradually incressing results. At that time they were es~
pecially successful in deciphering Italian diplomatic traffic,
and in this way derived from the reports of the Italian aubsesgsa-
dors and legates in London, Paris, Moscow,and other places;a good
insight into the governmental proceedings of these nations.

Viewed as a whole, the focel point of the work of the tevman
intercept service lay in the f£ield of politics. With regard to
militery matters the work was limited to the observation of events
in the Russian Civil War and the course of the Greco-Turkish War.
Especially in regard to cccurrences in the Soviet Unlon it was
possible for the Germa_n intercept service to pursue evenbs in al-
wost uninbterrupted sequence. It was especlslly interesting, haw: ‘
ever, to follow the radio traffic on both sides, and in particular
on ‘the Russian side during the Russo-Polish War in 1920. '

The course of this campaign was one of the first noteworthy

things in the period following 1918. At that time Russia found
. itself in a stabte of clvlil war which raged everywhere. The armies
of Kolchek, Denikin, Wrangel, Petljura, Judenich, Miller, and
various other VWhite Russian leaders were seriougly threatening °
frou all sldes the structure of the newly srisen Soviet Union.
Resurrected Poland took advanbage of this condition to declare

wer on the Soviet Unlon, and to abnex large areas . At that time

the Poles succeeded in pushing forward and reaching the Dnieper,
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in crogsing it at some points, and in advancing beyond Volbynia
toward the south.

A very critical situation resulted for the Soviet Union, but
this sgoon led to an astounding reaction; the result was that with-
in the territories dominsted by the Soviet government ell political
dissension ceased at ohce and there arose a united defensive front
ageingt Poland. Even high officers of the former Czarist army
placed ‘themselves et the disposal of the Soviet government, and the
"Third War for the Fatherland" began.

The onrush of the Polish troops was brought to a hall, and
in bold advances, units of the Red Army succeeded in throwing the
Polish forces back o long way. It was particularly the cavalry
ermy of Budjennyj which was sble to achieve surprising resulte in
the beginning, until there came that famous "Miracle at the Vistula,“
vhich was no miracle at all but the result of very matter—of_-fa.ct
causes. These were as follows:

During World War I the Russiang had had to pay dearly for
their lessons in the proper use of radio in the face of the German
intercept service., Nevertheless, they had begun to learn and in
the course of three years of the war had in some cases wade very
good progress. The collapse of the Czarist army resulted in sca.t-
tering all previous experience and knowledge to the wind like
chaff, and the newly arisen Red Army virtually had to begin agsin

from the begimning. That meant that in respect to the security

177

—RESTRICTED-




of thelr own radio treffic they were precisely where the Czarist
army had been in 191k.

The command of the Red Aruy abbached greab lmportance bto the
use of wireless telegrophy in pencral and egpecially in the army.
When the new defcnse armies were set up sgainst the Poligh invader,
they were equipped ebundantly with redlo appearatus from the remsine
ing stocks of the old Czarist sruy. This equipnent was - relatively -
Tar more extensive than any one of the Czarist armlies had ever had
during the World War.

The shock of the Russian forces, which had passed to the attack,
threw beck the Poligh front and pressed 1t nesrer and nearer to the
Vistula. It lcooked ag though there would be g vash babile of anni~
hilgtion in the great bend of the Vistuls, but the Rusgian surces.-
ses suddenly began to diminish until finally there came the well~
known, decisive bturning point. Thls came aboul in the following
way.

In the {irst phase of the Russian attack, the Polish commend
had virtually ro information regarding the orgenizalion, sbrength,
offensive power, snd intended direction of abtack of the Russian
srmies. Thus the Russians were able lo tgke sdvantage of the element
of surprise to a full extent., However, scarcely had the Polish
front begun to move backward when the Russlans began to use radio

on s large scale, This was particularly the case with the cavalry

sany of Budjennyj.
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Some elght years after thls campaign, the Polish Colonel
Szieszynskl revealeéd the secrets of those days in a brief memoir,¥*
and clted = nm.xﬂoer of interesting radiograms which were sent by the
Russians during those weeks, partly in clear, portly in a very
primitive cryptographic system, and which were intercepted and
deciphered by the Polish intercept service. The Polish intercept
service had heen bullt up from former Austrian-Polish and German.
Polish officers as soon as the Polish sruy was created. From the
events mentioned in the Winiker case » they had hed a good opport-
unity to gather experience and o btrain themselves.

When the Polish-Russian War broke out, there was a small but
nevertheless very useful Polish listening organization. It was
imnediately committed for the monitoring of Russian military traf-
fic, and after the beginning of the Russian offensive afforded such
an gbundsnce of fine and superfine intelligence regarding the enemy
that we can only couwpare with these events those associated with
the cavelry corps of von der Marwitz in 191k, but with the difi'er-
ence that the individual messages of the Russians were much more
comprehensive end informative than those sent in its day by the
cevalry corps on von der Marwitz. In content the Russian tele.
grams closely approached those from the days of the battle of
Tannenberg. In particular, it was the cavalry axmy Io:E‘ Budjenny]

which soon distinguished itself in this direction. Such conduct

¥ For the Polish Signal Coxrps.




e A Ve N - — ——

must naturally lead to a serious reverse sooner or laber, cspea-~
ially since the Poles for their port wmade no use of radio due to
lack of spparatus, and hence were not supplying the Russian inber-
cept service, vhich did not exist to any appreciable extent, with
information of like vglue. The Russions revesled their measures
and intentions to such a degree thalt the Polish general staff,

in collsboration with the French militery mission, could prc¢ ‘e~
successfully with the preparstion and execullon of a counbexrhlow.
This was the famous "Miracle of the Visbtula," that astoundingly
striking perallel to the batile of the Marne, which gave a deci-
sive turn to the entire campalgn and put the Poles in a position
to secure g drawing of the boundsry virtuslly as 1t remained until
the subtunn of 1939,

Frorn the gigantic mass of redio messages intercepted by the
Poles we reproduce s few below,

From a telegram intercepted 2 July 1920 from the chief of the
radio service of the Bolshevik Fourth Army, Hlr. 517/op. taj., it
could be learned that the radio station of the 4Bth Infantry
Division was to be moved to Dzisna to serve the stafl of the
Fourth Army. In this way the Polish intelligence service received
definite confirmation of earlier reports of the formastion of g
Pourth Army. At the same time, the locabion of the sxmy staff
was disclosed.

On 24 July the chief of the signal service of the 16th Army
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revealed in a service message through the signal officer of the
10th Infantry Division the location of the army staff in
Baranovichi,

On 26 July the chief of the radio station of the Fourth In-
fantry Division informed the chief of the xadio station of the
54th Infantry Divislon of his location in the village of OlszanaQ'

On 30 July the heads of the radio station of the 10th and
53rd Infantry Divisions did the same thing. This was repeated
during the entire war, so that the Poles know the precise location
of all higher Russlan staffs, and hence the grouping of the enemy.

On 10 August a service telegram of the War Commissex of the
Fourth Army was intercepted which was deciphered on 12 August;
its wording was as follovs:

"To the War Commissars of the 10th, 12ih, 15th, 53rd, 54th, and
48th Divisions, to the Third Cavalry Corps, to the 16G4th Brigade,
and to the Quarteruaster Section of the Fourth Arumy; from the
moment of the axrrival of this present message the use of cipher
'Natisk! 1s forbidden; in its place the key "Revolucija' will

be used for communicealion of division staffs with army staffs.

The key 'Natisk! may be used up to receipt of the key "Revolucijat,
which has been dispabched by courier. Then it is to be retired
from use, and sent to the field staff of the army. Report on
receipt of the key and on measures undexrtaken.”

In July 1920 the Poles learned from most juportant operational

telegrams of the commander of the cavalry army, General Budjennyj,
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which were dated Korzce, h July al 2030 honrs, preci.e delails
of his inlended advence and Lhe wilitary coupnsllion o Lbe arwy,
vhiich was given in Lhe open addyess of Lhe telepram:  "To the
comuanders of the Lth, 6th, 1lLh, and Ihih Cavalry Divisiong and
to Lhe Cowmander of the I5th Infantry Divislon.”

On 5 July ihe Lirst operalional order of Lhe Cousawder of
the Fourth Army, General Tschuvaev [?7], was heard, vhich was
adaresscd to the commanders of Lhe 12Lh, 53rd, and 18th Infantiry
Divisions, the Commander of Lhe 1h3rd, Dripade, and the Comuander
of the IIXI Cavolxy Coirps.

Op 6 July a siuilor order from the comuander of ihe 12th
’ Army was inlercepled. ‘

These three, almost siuwulboncous orders were the tasic orders
of Lhe three luscion arwy coutanders for Llhe Lapinning of a new
stage of the Russlan offensive.

Such orders in enorwons nmub.er vere inlercepbted and decipher-
ed during the month of July. ‘'lheue intercepted telegrams werc
usually deciphered on Lhe sormc day, or on the following day al
the latest, and were brought to the imsedlate nolice of the IT
Seacbion of the Gonerel Lblalf as vell as Lo bhab of Lhe Operalions
seclion. The Iussion LIL Cavalry Corps dislinguished itself
particuwlarly in lhis respeal; il supplied the YFolish intercuept

service with ab lecast one very informative radiogiam dally.
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The events during the Polish~Russlan War were also dﬁserved
and evaluated by the German intercept service so that day by day
the troop organization of bLoth sldes @ufl the course of events
could be followed by use of large maps. This was the first train-
ing which the reconstituted intercept service received and its
first opportunity for practice. -

At the beginning J¢f 1920 the total strength of the central
office of the German intercept service in Bendlerstrasse consisted
of some 12 persons. Then they began to expand both the eryptana-
lytic and the evaluation groups. This progrsum, hqwever, was nob
edsy to carry out, asince the orgens of the Inter-Allied Military
Control Commission were endeavoring to follow closely all happen=-
ings in the National Ministry of Defense. The Germans tried with
2ll means in theixr power to deceive these control officers. The
cryptanalytic group was transferred in part to Grunewsld. To the
outside world +the evaluation group became s newspaper translation
offic;, and in this way it was possible again and again to escape
the threatened dissolution of the intercept center. For the Inter
cept service had been strictly forbidden to the (German Reichswehr
by the Inter-Allied Military Control Commission. The cipher bureau
was only authorized to develop, reproduce, and distribute crypto-
grephic systems for Germsn use. Any unauthorized decipherment of
foreign cryptographic systems was forbidden by the Inter-allied

[ilitery Control Commission. A few times the Inter-Allied
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surveillance organs hod gobien on the trace ol the activily of the
German Inlercept service, ond there was a regular fox-~hunt. Dub
in cach case bhe wabter burned oul favorably for the Gerwan inter=-
cept center.

While the CGerman intercept service had Lhus Ffar limited it~

sell to inlerception of foreign radio tralfle, in 1925 gl lhe

interceph center in Bendlerclrasse an office was set up which wvas
concernaed wililh listening to telephone conversgtions. In the main

it was = question of Listening to conversalions of the Russian
erbassy and the Kussian millitary atlaché. In a speclal room u

series of svilchboords was instlalled, and every time a telephone

at the Russian euwbassy c¢n Unler den Linden became active, a flap

fell dowm, and the interpreter on du“y could listen Lo the conver- .
sation, and if neccssary could even record it with a mapgnetophone.
Later the Germ-s slso Degan observing the British and French .
enbassies, and the results of this activily not only proved of

great interesi because of the direct informatiion, bul also indirect~-
ly, since they gave such good insight into whabt wes going on at

these embessies that the cryptanalysis of enciphered messafes

emanating from thew was in many ce.ses greatly facilitated,

In spite of all budgetary difficulbies and in spite of lhe
survelllance of the Inter-Allied Military Control Commission, the

expansion of the cryptanalytic group and the evaluation group

of the cipher bureau made good progress, whereby the main emphasis
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resled more on cryplenalysis than on evaluation. Thls situation
did not change when, beginning in 1023, an increased monitoring

of ihe radio traffic of foreipgn armies began. In pgrticulaer, the
observation of the radio service of the Polish airforce, and the
results achieved thereby, lent charm and stimulus for a further
extension of the intercept and evaluation service in the pwrely
military :['ig.eld. A sound balancing of the interests of the two
branches of work would have been the only correct solution, since,
in the framevork of the army, the focal point of the work must
necessarily lie in a purely military field,

Suprisingly_, hovever, at that time another development gained
ti’xe upper hand, nomely, the defense Ministry weddled in purely
political affairs and especially foreign political affairs. A
deciphered diplomatic radiogram offlered far more wmaterial for
lectures, conversations, and interesting discussions than 4id
the determination of wilitary detalls gbout the armed forces of
foreign countries.

Haturally, the Foreign Office did not like bthis developument
at all, and there vwas consiant teusion and friction between <)
"Bureau C" and the "Cipher Burean." Another result was that an
increcsingly shorp conblest arcsz betieen the evaluaticn group

and the eryptanalytic group, since the labter elivoys




wai-bed Lhe tralt porronnel fior g, Tn mcak rpgos 16 ermptanae
lytic group waos succt qsl“;ﬂ risca the Nefrnac MHinlaterv, r3 wmtioned
sbove, s Tar more interented in po'l:lt:lr-a."l proceadivry chan in
, wilitary establishmrnts, and in eddillen strancely eroush, the
idea prevaillcd that s higher repres of intellpenc~ way required
for cryptanalysis Lhain [nr tlwe solentiitir work of evaluabilon.
Sucli an installation, which oirli! have been Jvstified in
1914 or 1915 but which now ignored the facte ~ompleiely, laber
proved tu have ominously detviimental resulis for the German inter-
cept service,cspecially duriug World War II. The present-day
pursuit of evaluation in the inter<eopt field reauires such a wealth &
of knowla2dge of the organlza'ion, lactics, slructure, snl equip-
ment of forelim armica » an? pbove all, sueh a far-reaching knowledse ‘
of the ptrucbure and smployment of forelrm comimnical ions lxoops,
such an intense meni:! prolecttion into the cowree of operations,
that only a high degrec of “nicllinence rvanled with intensive
training extending over a perind of years Ir able tr produce peracpn-
nel who are hishlv qualil.ed far L.is work.
In coturnet ro thic, '#r feral polnt in eryptanalysis lics
in *h» £1eld of stul.asics, Whicrh can be mueh more repidly paste
pedid, 1r *n.' nowoeyver, charsrieriglic of 2ryptanalyols that 1t
= "mrow.ded hy en air of mystery, and - suppurted Lv this risbus -
iz able lu arouse mure interest. )
Now, whila the rmnbanalrtle srowe waug exn: adine mnyve and rore,
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the evaluation group remained restricted essentislly to a very
small group of persons, This picture hecame still more marked in
the autumn of 1928 when Major Kesselring (who later became General
Field Marshal), as delegate for the personnel retrenchment pro-
gram, ordered a further reduction in personnel in the hilitary
evaluation group.

As mentioned above, the resulis of observing the ra.ldio traf-
fic of the Polish air force spurred the Germans on t'cn an intense
vigilance regarding the radio systems of the armed forces of the
countries bordering on Germany. At that time the Polish air force
was being built up and delivered an extraordinarily large volume of
radio traffic, which was sent partly in plain text and partly in
secret text., The German cryptanalysts were successful in breaking
the system used by the Polish air force, and thus were able to
read all its enciphered radio traffic.

The results were so volumindus that the German evaluation !‘
service, insofar as collective proceedings and details of the
Polish air force were concerned - no matter in what field - wa

able to obtain the very best kind of information. After a few

months they knew every airplane with its number and engine number,
every pilot, every officer, all details of equipment, organization,
structure, tactical views, preparedness for commitment, etc., so
completely as has perhaps never before or since been the case in
the German intercept service. One day, however, this fine source

of information was stopped by the following event:

L




Polish espionsge service had been successful in obtain-
ing the services of & German rallwsy postal clerk working betwean
Braaley and Berlin. Thias clerk, whose duty it was to sort the
mail addressed to Berlin which came into Breslau and Frankfort

on the {Oder, had veceived instyuctions from the Polish secrect pervine
to holt;l back pleces of wall bearing certain addresses, and on
arrivdl in Berlin to hand them over to a confidential agent wio
carefully opened the envelores, looked over the contents, plutoe
stated them, carefully resealed the envalopes, and on the same day
returned them to Lhe clerk for forwarding.

This work proceeded very smoothly for several wonths until
& chance discovery revealed the activity of the railway postal
clerk, He was followed, but plunged into the Landwehr Canal and
drowned, His body was recovered the next day immediately in front
of the Defensc Ministry Bullding, =

The Pollish intelligence service had obta.ine‘ci’from this postal
clerk inforwaetion that the Uermen intercept stationz in Breslau
and Frankfort on the Oder were engsged in watching the Polish
alx force traffic, and vere able to asceritain from the intexcepted
mail Just how far the Polish enciphered telegrsms were being deciph-
ered by the Germans, since the deciphering of thege telegrams was
not done in Berlin but in the individuel intercept stations. The
Poles therefore changed their system and substituted for it one

that was extraordinarily complicated and could not be broken by
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‘ the Germens for several years. In addition, they restricted their
redlo traffic so greatly, both as to volume and content s that

ere was no comparison at all between the present results and those

formerly achieved,
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THE OBSERVATION OF MANGUVERS

The year 1928 signified a turning point for the @erman inter-
cept service inasmuch as from this year on the actual duties of a
military in'bercep.t service began to be cultivated wore than hitherto.
In part this was a natural developmenc, because in most of the states
of Europe ‘down to 1928 there had been no maneuvers on a lirg,e scale.
The possibility of training the intercept sexvice in the qbservation
of the course of military operations was therefore preseﬁ:t only
to a very limited degree. Now a maneuver is a wmilitary é.ction
which in its essence closely spproaches e state of war. The intercept
service of the armed forces of a country has the task of training
itself for the observation of the radio traffic of a potentisl

opponent in time of war. If the German intercept service hed trans-

ferred 1ts primary interest to the cbservation of political events,
that would have been an unnatural phenomenon. Of course, this
continued to be the case, but, nevertheless, on the initiatlve
of a few men, the proper task of the Germen wmilitary intercept ser-
vice, namely, the observation of foreign armies, began to gain in
importance,

The first opportunity for caerrying on an observabion of regu-
lar waneuvers was afforded by the Rhineland meneuvers in 1928.
These began with a crossing of the }osel near Trier by the British

trocps, and continued during the course of a week into the vicinity
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ol Iuskirchen. At that Lime the Germesn intcrcept service suc-
ceeded Lo ihe Tirst time in following very exactly the cnlire
co&rse of the mancuvers and in reconstructing the propgress of
opgrations in all detalls.

The next opportunity was afforded in 1929 by the maneuvers

in |Czechoslevakia and Poland. The Czech maneuvers at that time

togk place somewhere in the neighborhood of Oluuetz, and one of the
CGerman cryptanalysts succéeded in solving within six hours the
:cr togrephic system emp#oyed. That permitted such extensive
ingight into the course ér the maneuvers that these could be re-~
cogstructed in the sane %ay as the Rhineland maneuvers. The
CGexrman intercept service was not gulte so successful that year in
observing the Polish maheuvers in the vicinity of Lida. To be
sure, here téo they succeeded in recopgnizing in general the entire
course and the organization of the iroops; however, Lhe way the
Poles used redio and the cryptographic system which they employed
caused such difficulty that only after s considerable time was
it possible to gain insight into the details.

The obsexrvation of these three maneuvers revecaled that
the three countries in question differed pgreatly in their use of
radiotelenrrsphy. Consequently, it was necessary hto adapt Lhe
comnitment of intercepi units, direcbtion finding uniis, evalu-

ation and cryptenalytic scclions to the condition~ of each indiv-

idusl case. Neverlheless, one could say even now thal when Tollowing
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' foreign meneuvers results could be achieved in every case, if the
tactics employed in commitment were sensible, and 1f the units
could feel their wey into the radio situation of the country to be
observed. The extent of this success might vary according to
circumstances, but in all cases good information was to be expected.
That weant that the intercept service, if employed properly,
must necessarily gain great significance in a coming war. If I
say "if employed properly,” then I mean that the commitment of one's
owh monitoring organs must be carried out very carefully and must
be adapted to the situations then existing; but I also mean that
for this type of evaluation of the results of the observations,
it 1s of the greatest importance to have s large nurber of really
first-class men who must be appropriately trained and constantly
given additional training. No improvisation is possible in this
#ield. If one does iwmprovise, one is exposing himself to the
danger that not only will the value of the intercept service be
qiminishea by falsely drawn conclusions, but that this service in
the hands of inexperienced people can become a great danger for
one's own commsnd,

From 1930 on there began & long series of French maneuvers
and large-scale exercises. They occurred ch;efly in the northe;st-
ern part of France, specifically in the French defense districts
Vi, VII, and XX, Almost all were observed by the German intercept

service and in almost all cases it was possible to gain extremely
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Toar-resching insight nol only into the course of the mancuvers
but also wilh respeet bo lLroop organlization, Lacltics cuployed,
weppons commud. bied, march perloruence, cuployument of the air force,
etc. France burned oub ko be Lhe country whose mancuvers could
be obscrved in an especially favorsble fashion. We shall speak
Jaoter of ihe reasons for Lhis.

1t wag inleresling nol only Lo follow the land mancuvers
bhut also to observe drills and maneuvers of the I'rench air force.
Thus Lhe German intcrcepl service succeeded, vhile obgerving an
air exercise in the vicinily of llaney, in caleulaling precisely
how the French warning service was relabed to the speed of the
aliscking enemy. It was possible Lo sel up r-'omparative time~
tables wlhiich showed on g bLime basis the movement of the Incowming
units and showed simultaneously the manner in which the warring
servire reacled, It turned out that in all cases the warning
srrvice went into operation promptly at the starting point, but
alerted the objects Lo be warned much too late, and this based on
the relatively low flying-speed of those dayst

In observing French air waneuvers in the area of Grenoble,
the German intercept service had succeeded in reconstructing the
alr verning system, the reporting system, and the compags points
used by the spotting system, all by means of short radio reports.

The German intercept service succeeded in following sowme

Irench maneuvers, e.g., on the Aisne in 1932 and on the Marne s

104

RESTRICTED




to such an extent that the results were congiderably more come
prehensive than the reports of all the wmilitary attachds and egents
employed.

The coplousness of the results of monitoring French maneu-
vers was exceeded only by the results which could be obtained
ageinst the Italians. The Italians used radiotelegraphy at all
maneuvers and exercises as if they had never heard of radio cam:
ouflage, radio deception, or of an intercept service. Most of the
radiograms were composed in plain language. Thelr contenﬁ was
so informative as to remind one of the best periods of the World
War; indeed, they sometimes surpassed these. The observation of
Italian maneuvers or exerclses did offer one difficulty, inasmuch
as the distance, the intervening massif of the Alps, and the sharp
angles resulting from a short directlon finding base resulted in
wany diéadvantages; however, these were coupensated for completely
by the rich and instructive content of the radiograms which were
transmitted with high power. It would be hard to conceive of a
moxe satisfactory opponent for one's own intercept service than the
Italian radio service,

The observation of Austrian, Dutch, and Belgian maneuvers
was also crowned as a rule with very good success. The problem
children of the German intercept service were éhd continued to be
the Poles and the Russlans. In the case of the Poles it was pos=-

sible to achieve certain successes by employing a very large number
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of direction finding stations to recognize the movement and the
location of the individual radio stations. That in ltself was

a great dcall For the rest, the Polish air force saw to it by ite
use of radiotelegraphy that much was revealed regerding the ground
forces. In general, however, Polish redio traffic was handled

80 cleverly that it was only with the greatest difficulty that
realtions could be recognized.

With respect to the Russians the situation was still leas fav-
oreble. Distance slone offered insuperable difflculties. Any
nasg employment of dirvection finding station wes possible only
from East Prussia, and consequently gave such sharp angles that
any cextaln location of the stations was in mogt cases impossible,
The radio proceduxre ugsed by the Russiang was the beat in all BEurope ‘
as far as the camouflage factor was concerned. Their cryptogrephic
systeuns also proved in wmeet cases Incspeble of solution. Of course,
covering Rupsian maneuvers always gave a certaln amount of infor-
mation, but this wes so slight that it scarcely repaid the time and
effort expended.

Aside from the observation of foreign mansuvers there was one
other opportunity to get training on a war basig.

In general, people are accustomed to regard the perilod of
time between the Firast and Second World Wars as a period of peace.

In reality during this entire time there was an uninterrupted chain
of revolts, revolutions, uprisingn, and militery actions, with

one following on the heels of the othcr or sometimes running
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parallel. In the years 1926 to 1932, for instance, the Italians
waged a series of six campaigns in Tripolitenia and Cyrenaica,
of which one read little in the European papers, to be sure, but
which afforded an extremely welcome target for the training of
a wartime intercept service.

The six Libyan campaigns were led chiefly by General Graziani,
started ipitially from Tripoli, subdued all Tripolitania down to
Gat, and ended later in Cyrenaicsa with the conquest of the Kufra
oases. For this, fast moblle columms were engaged which ﬁaﬁe very '
extensive use of radiotelegraphy. The entire traffic of all units
engaged in these operations both in commmication with one another
and with their bases, in commmication between Tripoli and Benghasi
and between these places and Rome, all instructions emanating from
Rome, and slwost all orders and reports were handled by radio.
That gave a watchful intercept service the chance to follow the
course of operations and to recognize on the basis of numerous
reports and orders the preparations for further operations long
before they began.

The results of monitoring the Italien Libyan campaigns,
together with the results of following Italian maneuvers at houe,
gave reason to assume that in any coming war the monitoring of
Italian radio traffic by a foreign intercept service would not.
fail to give the best possible results,

Things were similar in Spanish Morocco during the revolt

of the Riffs under the leadership of Abd el Krim. The Spanish
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expedlibionary ilroops maintained a very acltive radio tralfic,

both awong thenselves and also with the gaxrrison stalions Ccuta,
Tebuan, and llelilla. These last Lhree stations also comrmuni-
cated congtanily with Barcelona and Medrid. Almost all the
traffic was sent In plain text. Insofar ns clphers were employed,
they were extremecly primibive and capable of quick solution.
Consequently, 1t was easy in those days for the French, as well
as Tor the Ttalians and Germens, to pgel detailed insipght into
events in Spanich Morocco.

Bul even the French vere nol acting very dlflerently in
those days. In comnection with thr uprising in Spanish llorocco,
there were other serious natlve uprisings in Freunch lorocco,
in particular in the area of Lhe middle and high Atlas range.
On the one hand, the forgl 1oints were in Lhe arcs Ouezzan -~
Taza - Oudjda, and on the olher hand in the area Taflilelt -
Ksar es Souk - Ain Uelra. The radio traffic of Lhe larger gar-
rison stations gave so many insights inlo the course of the en-
tire operation thal one could follow events very perfectly from
Turope. As in the case of Lhe Italians and the Spanish, the
entire handling of military iraffic was guided solely by the
idea of transmitiing ihe information to the addressee quickly.
The factor of disguise retreabted entirely Inio ihe backpround,
From a tactical poinl of view this was an ~rror in any case s

since even though it might be assumed thal the nalives in Libys
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and Morocco had no radio intercept service, and consequently could
draw no advantage from enemy traffic (which is by no means proven),
nevertheless, this represented s danger in respect to the training
of the signal troops, a danger which was not to be underestimated.
The same signal units, which were developing their radio traffic
in this menner here, might be engaged at any woment in an entirely
different theater of war|. There was, great danger that they would

then operate in the same manmner they 4id here.







THE INIERCEPT SERVICE OF OTHER EUROPEAN COUNTRIES

Not only had Germany pleced grealt euwphasis on 1ts intercept
gervice after World War I and bullt up a good organization accorde
ingly, other European countries were also busily working in the
same direction. However, the methods adopted were vastly different.

On the basis of its previous experience, France had built up
& very good organization, the wain part of which was wmerged with
the Deuxieme Bureau of the General Staff. This handed out the
various wori: assignments, and here also were to be found the
cryptenslytic group and the evaluation center. The technical
accomplishment of intercept work was in the hands of communication
troops. The organization for intercept service in France differed
from that in Germany in that the intercept stations installed in
Germeny from 1925 on formed themseives :I.ntc; special organizations
and were never used for domestic radio traffic, while the French
wmany times entrusted their domestic military radio stations with
intercept duties as well. This was a great mistake, for it hap-
pened again and again that the radio traffic of these stations showed

that they were also engaged in intercept work. For example, they

would request certain forms which were only used in intercept service,

or they gave information on equipment which also was used only in
intercept service, and so on. The knowledge obtained from observ-
ing these French radio stations was so far-reaching that in 1931

the German intercept service was very well informed on the French
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intercept service, 1ts organizetion and practical accomplishwments.
The organization of these intercept stations was very cleaxrly recog-
nized.

While in the French inbtercept service the focal point was
directed towaerd the observetion of redio traffic of foreign armies,
the English vorked in two different dlrections, namely, in obser=
vation of all radio tralfic of all nations in the world, and in
complete coverage of the international political (diplomatic)
radio traffic. 'The last-nemed field was, of course, also cul-
tivated by other countries, but in no country in such s coupre-
hensive and strictly centralized manner as 1ln England. Accord;
ingly, their results in this fleld were undoubtedly the best in
Europe, since the English placed great emphasis on the selection
and training of personnel.

The Itslian intercept service presented a pilcture of rsther
extreme lexity. The Itslians had erected a legion of relatively
small intercept statlons along the French and Austrian borders,
and in addition were operating several such stations in southern
Italy. The control station with its auxilisry organizabilons was
located in Rome. From a ﬁechnicai stendpoint, the Itallian inter-
cept stations were well equipped; but their organigation end the
processing of waterial was deficlent. Also, their cryptanalysis
was in quality far behind that of the English, Germans, and
French.




In the four military districts of Czechoslovakia, all the

larger garrison radio stations were integrated for intercept ser-
vice. The Czech intercept service opersted not at all bhadly, but
it made the same mistake as did the French s by compromising itself
through the radio traffic of its own intercept stations. The
Czech intercept service was connected with many of the traditions
and experiences of the Danube Monarchy, and maintained excellent
cooperation with the French intercept service. .

Strange to say, the new government of Poland had one of the
best organizations. Indeed, I would like to say that this organi-
zation was really better than that of the French. Here there was
a clesr separation between radio service and the interception of
foreign radio traffic, so that no compromises could take place
by radio transmission. Occasionally officers of the Polish couw
minication service were ordered to France where they participated
in intercept tralning courses. Since France had gathered abundent
experience in World Wer I, this training was extremely advantageous.
On the other hand, the Poles themselves had already had opportunity
to gather practical experience vwhich was now turned to good account.
Polcnd maintained a still more intensive cooperation 'with the
French intercept service than did Czechoslovekia.

The Russian intercept service had 'tt):e most obscure organis-
zation. That they attached great importance to it, however, was

shown by the fact that in all communication formations they had




large contingents for purely military intercept service. How the
watching of foreign diplomatic and militery radio traffic was
carried out es a peace measure is shown only indirectly by the

fact that they mede use in their own radio traffic of all experience
gained from the mistakes made by all other countries. For the
rest, it appears that the organization was very simple bubt for

that very reason was more repid and exact in operation.

The Austrians and Hungsriens hsd elso established a very nisble
intercept organization in thelr countries. The Hungariauns as well
as the Germens lald stress on the political side, while the Austrians
looked heyond this and directed more attention to the military
side of the intercept service. In cryptanalysis the Hungarians
were far ahead of the Austrilans.

The cooperation of the intercept services of the different
Buropean countries presented a fascinating picture. The Gexrman
intercept service had since 1926 cooperated closely with the
Hungerisn service - particularly in regard to diplomatic decipher-
ment. The cooperation of the cipher bureau of the Defense Ministry
with the cryptanslytic bureau of the Hungarian Honved Ministry
was closer and wore intensive than thet with the Foreign Ministry
" in Wilhelumstrasse.

Late in 1929 cooperation started haltingly between the (ermans
and the Austrian intercept service, which was beamed especially
toward Italy and Czechoslovakia. About the same time cooperation

began between the German and Finnish intercept services, maintaining
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a united front against Russia. Since the Finnish intercept ser-
vice on its part also cooperated with the Polish service, very
ticklish situations sometimes arose. The German interceph ser
vice also maintained after 1930 a certain amount of cooperation
with Lithuenlis. This was directed against Russla as well as
against Poland, but was accompanied by a great deal of mutual
suspicion.

Only occasional cooperation existed bebtween the Cermen and
Spanish Intercept services. It was directed against France and
Englend and was chiefly sponsored by the German naval intercept
service, After 1933 collaboration was also brought sbout between
the Italian and the (ernan services, especially in the field of
cryptenalysis. There has probably seldom been a cooperation
which from its very beginning was wmarked by such strong mutual
susplicion as this. Directions were always glven on both sides to
exhaust all intercept possibilities of one's partner, but to re.
veal nothing yourself.

The French maintained good cooperation in intercept work
with Poland, Czechoslovakis, Romania, atd Yugoslavia, and occasion-
ally also with Switzerland. -

The English cooperated with the Horwegisn and Danish inter-

- cept services, and also in part with Portugal. Essentially they

worked only for themselves, which wag easy for thewm since they

were in a position to esteblish intercept stations throughout




the wordd in thoix own poosonsions.

Between I'oland and Czechoslovekia os well as between Poland
andl Rouanln there nloso exisled a cooperabtion which sometimes be~
came quite Tar-reaching. Dut in all the ebove-mentioned cases,
this never kept the contraseting parters of the moment from sctm
ively monitoring ench others traffic. One of the clogest £orus
of cooperation probobly exisled later during World Wer II between

Germany and Hungary and bebtween Germany ond Ilely. And yet these

three eountries watched each olher so closely that a large part

of apeh monitoring organization was burdencd with this work.




SOE KEMADRKS ON T TECHNIQUE OF THE INTERCEPT SERVICE

-Ii‘ in what follows something is said regarding the technigue
of the intercept service, then this does not mean the technical
spparatus by the aid of which the stations to.-be observed are mon-
itored, but rather the technique of practical commitwent for the
wonitoring of foreipn radio stations and the processing of the
material intexrcepted,

For the observation of fixed radio slations sbroad there wvere
in Gerwany in 1926 six so-called "Fixed Intercept Stations" 3 one
each in

Kfnigsberg in East Prussia,
Frankfurt on the Oder,
Breslau,

Munich,

Stutbgert,

Minster in Westphalia.

The wonitoring of foreign stations was generslly divided up
by countries, thus Stublgart monitored France, Spain, and North
Africa; Munich wonitored Italy, Switzerland, Austrie, and a parb
of the Balkans, etc. Along with this, hovever, for technical rea-
sons those stabions which vere difficult to hear vere assigned to
the intercept stations where they could be heard Lesi.

Not quibte so easy to solve was the question of ronitoring
the radio traffic vhen maneuvers vere held altrosd. Ior this prupose,
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debachmenbs ol Lo be sel up which were pushed forward to the
fronlicr. In lhis couneclion, bthe areas of coumitmenl. deprnded
primerily on lhe ares in which the mapcuvers to be observed were
taking place. Besides this, the following faclors had to be con-
sidered: recepbion conditions in the placcs whcre the silabions
vere seb up; wire comnections avallable for brausmission of Lhe
observed resulls; and sbove all, electromsgnelic condiiions for
employvent of direction l‘indczrs.‘ The locations for Lhe direction
finders had to be selected very carefully if the readings were

to prove relisble. Iurthermore, it was very importent, when
employing direction finders, to know in which direction the man-
euver parties would move, If the mancuver ran off in such fashion
that the two parties woved parallel to the dircction finding

base, then it was relatively simple to keep the radio stations
egpart and to determine their locations. On Lhe other hand, if the
parties to the mancuver moved on s line vertical to the direction
Tinding base, then the resulling angle was generally so acube bhat
an error of lo in a reading was often cnough to cause wrong con-
clusiong. Therefore, 1t was not at all simple to diflerentiate
the two partles to the mancuver by direction finding. And within
‘the one party matiers often lay so that small errors in the reading
were enough to give false conce‘.p'l.ions regarding the grouping of
this party. In such cases 1t was necessary to choose a relatively

broad direction finding base. Iowever, this was limited by the
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. audibiliby of the radio stations. The best possibilities resulted
when a maneuver occurred in an erea which could be surrounded,
80 Lo spesk, by direction finders. This was usually the case,
for example, when observing Polish maneuvers, since here the op-
ponent could be taken in the flank from Eagt Prussia.

Until 1936 a great obstacle to Lhe observation of French man~
euvers vas the so-called demilitarized zone, in which no orgens of
the German armed forces were to be employsd. IFrowm 1928 on, there
wenre cat;loui‘laged operations here each year, whereby the units
committed were represented as technical surveylng detachments of
the German Broadcasbting Company, of the 'Ge:r'man postal districts,
or of the German Central Post Office, Persons par'bieipe.ting_ vmrti

. civilian clothes. 8o far as I kmow, cowplete disgulse of the : a2

comnl tment was achleved in all cases; at least, the French never

reised any objections through diplomatic channels.

0f the utmost luportence was the monner of caxrrying out eval~
uation of lhe incercept results, since the work was so planned as
to keep step at all times with the developuwent of the operations
so that, lor example, the fruits of the day's activities should
be available late that evening at the cenbral evaluatlion office,
This called for precilse work on the part of the cormunications
service, and lor intelligent cooperation by the various branches
of tue evaluation service. 7The reports of divzctlion findings
were passed every hour by lelephore to Lhe evaluation cealeyr and

were processed there, On g lorge niep the locaciurns and uove.enis
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of the radio stations which could be heard were marked by colored
pins, Traffic evaluation endeavored to recognize from the relalions
of the radio stations to one another the framework of the command
net of the paxties. The cryptanalytic section meanmhiie worked
feverishly to solve the cryptographic systems employed, and to de-
cipher the redlograms sent. The content evaluation section tried
to deduce tactical conclusions from the content of the intercepted
dispatches, vhile the final evaluation section combined the results
of all the above-nmentioned branches, and endeavored to gain a clear
picture of the course of the movements.

We must say that the monitoring of foreign maneuvers by the
German intercept service during the period from 1928 to 1939 was
attended by greet success. The wmost favorsble period lsy between
1931 and 1937. Of the 52 wmaneuvers and large scale exercises
covered in this period, the German intercept service achieved a
complete reconstruction in 35 cases, a good partial reconstruction

in 12 cases, while the results in the ramaining cases were still

geod. encugh to yield useful information.




THE CHANCES FOR THE INTERCEPT SERVICE

The monitoring of the radio traffic of foreign armies and
air forces afforded an excellent o?portunity for a comparative
estimate of the radio procedures employed in the various
countries, Spontaneously the question arose, to what extent
the radio Lraffic of an army would be vulnerable, so to speak,
to the enemy intercept service, i.e., Lo what extent it was
likely to afford the enemy information. Around 1936 all the
Buropean countries could be divided into three groups, and it
is very tempting to compare these groups mwith oﬁ;;another.

To the first group belonged those countries whose radio
traffic gave the most information and which consequently in
case of a future war would be likely to offer welcome targets
for a hostile intercept service. To this first group belonged
Italy, France, Austria, Beigium, and Holland.,

To the second group must be assigned those countries
where the armed forces worked according to radio procedures
which were likewise calculated to offer good information tol
a watchful intercept service, but by no means to Lthe same
degree as the countries in the firsl category. Here belonged
primarily England, Czechoslovakia, and Yugoslavia.

To the third gréup bclongcd'those countriec where cpecial
altention was given to the camouflaging and disgunising of radio

traffic, and where these measures were so far developed Lhat




information of a laclical .. v wal characler could be oblain-
ed Lo only a sTliprhl oxtouni r 2! prory one must assiyn primar-
ily Russia and Toland.

Before defining move p» + -1 w1 ya.ilion in respecl to the
several groups of countrieuﬂ some i1¢maths may be in order regarding
radio procedurcs in general. The oldest and simplest procedure, which
was used especially in World War I and had been relained by the
countries mentioned in the first group above, is the so-called
circular.£raffic (Kreisverkehr). Here a certain number of stations
communi#éie with one another on a common wave lengt™, using fixed
call i%gns. The call signs may be changed daily, but are fixed for
any oﬁe radio station insofar as its call signs remain the same in
commﬁnication with any other station. This system is very convenient
fo7;practical radio communication, and affords a large degree of
security for the transmission of the message. However, it has the
uhmistakable disadvantage that the enemy intercept service very
,éoon recognizes the connections belween the radio stalions and cen
'easily draw from them deductions as to tactical relations.

Another system is the so-called star traffic (Sternverkehr),
where a definite number of slations communicate with a control
station. In this system various call signs and wave lengths can
occur.

A Lhird method is termed net Lraffic (Netazverkehr); it is
similar to star traffic in ibs use of wave lengths and call

signs, bubt differs in ilhat the radio stalions communicate not
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only with a control sbtation but also qmong'themselves. The two
last mentioned systems make the work of the enemy intercept
service much more difficult because the relations within the
command net are not immediately obvious, since in every

traffic direction a different call sign and a different wave
length will be used; a considerable amount of observed traffic
is necessary to be able to reconstiruct a tactical or operation-
-8). command net on the basls of the traffic handled and the
direction findings obtained.

Tt is still more difficult when so-called line traffic
(Linienverkehr) is introduced in an army; here only the radi6
traffic of iwo stations with one another is recognizable, since -
for each so-called radio link a particular instrument is employ-
ed with its own wave length and its own call sign. If in this
case, as happened in Poland and Russia, several call signs are
used optionally by one and the same radié link, and if traffic
in the two directions is worked on different wave lengths, with
daily change of wave length and call sign, then recognition of
the relations is possible only if an extraordinarily large
number of very dependable direction finding readings is available,
or if the type of traffic sent permits some deductions. If
neither of these condilions is satisfiea or is satisfied only
to an inadequate degrece, Llhen we no longer get on the evaluation
map of the enemy®s intercepl service a picture of a coherent
command net, but simply a large nuﬁber of individual links

totally without connections, and with these nothing can be done.

213

RESTRICTED-




While it is poussible Lo recoasbuct the Laclical and opera- .
tional commoud nel from Lhe traffic of an anay working with
circular Lraflic, even when it is nol possible Lo gel a single
plain text message or to solve quickly the eryptographic system
used, il is generally impossible to work out the command net
w#thout a knowledpe of the content of the messapges when line
fraffic is used.

Of very greal importance in disguilsing radio traffic 1is the
mammer of using call signs and wave lengths, or of the system
according to which tables of call signs and wave lengths are
constructed.

I just used the word f'system", and precisely in this
there is a trap. 7f a table of call signs and wave assign-
ments is constructed according to a system (i.e., with a .
periodic recurrence of the same call signs or wave lengths in -
a definite rhythm), then the enemy is in a position to recognize
this system afier a time, to reconstruct the table, and the ’
disguise that was aimed at becomes unavailing. The temptation
to work according to a system is very strong, however, since the
use of such a table is extremely practical for the cperator and
for handling a change of call sigqs and wave lengths., It is
possible to change such tables relatively often and without great
difficulty. Furthermore, the preparation of such a call sign table

is easy., If it is lost in any manner, it can be reconstructed

quickly. When using call sign tables which are without system

the difficulty lies in the fact thal a single table must be
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prepared for the entire army in order to avoid repetitions of the
sawe call sign. In spite of its relative simpliciil:y, the produc-
tion of such o table is very time consuming and must be carried
out most conscientiously, if subsequent errovs are to be ruled
out. If such ta.blles ere lost, then the damoge cannot be calculat-
ed, since the production of new tables always calls for a greab
deal of work and their introduction entails a whole avalanche of
changes in the srmy. Nor can one keep such tables in stock in
any cdesired quantity.

These technical questions have only been indicated here in
a rough' way 1n order to show the significance which the use of a
specific radio procedure may have on the disguising of traffic,
However, there are still other factors affecting to a large degree
the camouflaging of traffic. One of the chief of these is the or-
ganization of the comnmunications troops of an army. In this res-
pect the various countries of Europe differed very greatly from one
another, and the organization ranged from one that was greatly
centralized to one which was 'en:birely decentralized..

France had the centralized type of organization with all
communications troops cowbined into three regiments from which
detachments wvere sent, according to need, to the individual di-
visions, corps, and armies. On the other hand, there was great
decentralization in the Soviet Union where every division, every
corps, and every army had its own signal unit. From the standpoint

of disguising radio traffic¥ the. decentralized.organization is
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-unqpustiuuubly be-bler aince Lt is better suiled Lo Lake into acecount
the prneclical nceds of rodio operation, c.fg., no proeviows "huning

up period! 1s required. In France, for instance, when large scale
mancuvers were held, communicabions companies were assipned Lo the
divisicns conmitled and Llhese companies had bto set up their braffic
for lhese divisions, starting from scratch. Consequenlly, it was
often possihble Lo recognize the radio nel in the maneuver area before
the maneuvers actually began. In Russia such a thing was impossible.
But, this phenomenon was not limiled to the initial stage of the
commitment bult in many respects continued on. With centralized
organizatlon the signal unit always remained a foreign body with~

in the framework of the unit, while with the decentralized form it was
organically fused with the unit.

The above-mentioned critleria and a number of other factors were
decisive for the question of the exbtent to which it would be possible
for an intercept service to gel insight into the radio traffic of one
of the Buropean armies or air forces in case of ware. They could not
fail to hgye a decisive influence in any future war.

Within Group I the Italian armed forces undoubtedly took the lead,
and there was not the slightest doubt that in any future war the radio
traffic of the Italian army and of the Ilalian air force would give
the enemy most valuable information., Not quite so bad, but still
very informative, was the situation in France, Austria, Belgium, and
Holland. The circular traffic employed here, the frequent trans-
mission of plain text, the use in France of no less than 78 different
types of radio apparatus, the use of signal tables - which were very

easy to solve - for brief tactical reports, the tendency to be
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systematic in Lhe construction of tables of call sifns and wave
lengths, and many other things, made it certain that in a war
between Cermany and the countries just meniioned the intercept
service would have the best of success in gathering intelligence.

With rvepard 10 Lhe countries of Group II the prospects
Loy a Porajun intercept service wore distinctily less favorable.
In BEuglond. moreover, the use of short and ultra short waves
had been rreatly developed, so that it was rather difficult to
fix the location of the transmitting stations. Furthermore,
England, Czechoslovakia, and Yuposlavia strove to make as little
nse as porsible of radio traffie. It is true Lhat Yuposlavia
worked baszically according to French methods, but there was a
vertain timidity about. employing radio telegraphy, and this
timidity was based on unhappy experiences which Serbia had had
in World War I when the “ustrians monitored all 3erbian traffic
and derived the best possible information therefrom.

Russla and Foland wore the counlries where the disgvise of.
radio traffic had been developed to the greatest possible per~
fection, at least in the armv. From traffic of the airforce of
each of these countries it was still possille to set sood
information; on the other hani. through intensiwe trainine or-
through a node:. omgor swac:. . © - =miLlirarr opaTstar fmasne oo,
a point had been reacha -he-- RV S AR L L PP
the needs of its ¢ commanc ior the transmission of messases

and also achieved vexry gecod disguise. Long before World War I
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it could be recognized that these two countries had learned a great
deal from their experiences during World War I and the post-war
period; it wae certain that in a war with these two countries the
intercept service could only count on very modest results.

The preceding remarks force us to recognize not only that
the central organization of a well-functioning :Lntercept_ service
cannot merely limit itself to studying and evaluating the radio
traffic of a foreign country, but that a very extensive tralning
of the persommel employed in the evaluation staff is necessary.
Even in peacetime one must have an absolutely clear ploture of
the organigation, tactics, equipment, and training of foreign T
communications troops; must know the systems according to which '
they work; must get practice in reconstructing their tables of call .
signe and frequencles; and must maintain constant touch with the
cryptographic aystems put into use. For intercepting and evaluating
the radio traffic of a foreign armed force, a largs nmumber of alds
mst be prepared which, in the event of war, will allow the personnel
employed to secure the necessary insight within a short time.

In thlis last-mentioned direction, it hasppens that in Germany
some very good preliminary work had beeri done by 1936. Howsver,
in the train of the rapld rearmament, it was so badly battered tw
apersonnelpoucy', which in some cases was handled in a downright
senseless fashion, that at the outbreak of World War II the German
intercept service took the field with the same materials that had

been produced between 1930 and 1936, In most cases these could

only be regarded as antiquated. .
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THE "FORSCHUNGSAMTY

It was in £he first weeks after the assumption of power
by National Socialism that Hermann Goering in Berlin seil about
realizing a plan which was calculated to give the government and
the dominant party such far-reaching insight into the thoughts,
feelings, and aspirations of the entire German people as had
never been known in all history. Compared with this plan, the
informer methods of Metternich and the French Minister of Police,
Fouch&, had been amateurish experiments.

It was Goeringts intention to create an organization which
would cover all channels by which an exchange of information
or ideas took place within Germany. Furthermore, by intercept-
ing all means of communication of foreign countries which were
open to tapping, an opportunity was to be provided for securing
extensive information regarding the situation abroad.

This last-mentioned idea had already been realized in two
forms, since the interception of the radio traffic of foreign
countries and the exploitation of the material thus obtained
was being carried on both in the Foreign Office and in the
Ministry of Defense in Berlin. These two Ministries were
Cabinet Ministries, however, and it was Goering's intention

to build up an organization which would service and be bound

to the Party on the one hand, and to his own person on the other.
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There was therefore no hundred percent confidence in whal was being
done in Lhe Defense Minisitry and in the For<im Orffic., an irstead
of unifying and combining luc double organization ol 'he intercept
service and thus creating a compelent one, Goering dccided to let
these two offices of Lhe intercept servic: continue to exist, and to
set up a third one alongside them which should be al. his personal
disposilion.

In order to realize this idea, 1t was necessary to find trained
technical personnel; withoul long deliberalion recourse was had to ihe
Cipher Bureau of ihe Ministry of Defense. Here there was a naval
lieutenant, by the name of Schimpf, who had been serving for some
years as liaison officer betwecen the naval intercept service and
that of Lhe army, and who was a personal friend of Goering and a ‘
convinced Parly member.

Sehimpf had for some years played the role of a silenl observer
at the Cipher Bureauw, and had organized within il a National Socialist
Party cell without any word of this having leaked oul to the outside
world. He had made a few trips abroad, had arranged for collaboration
between the iieyman inbtercept service and that of the Ilalian armed
forces, and had also set up a small illicit German intercept station
on a private estate near Barcelona in Spain. This intercept siation
was working primarily for the¢ navy and had the mission of watching
shipping in the Mediterranean, It was also supposed to listen to
Freuch radioc stations in North Africa and in the southwestern part

of France.




In connection with these trips, Schimpf had established
contact with Party organizations in Italy and Spain, and had
made a great many commections with leading personalities. It
was Schimpf who was entrusted by Goering with the formation
of the projected surveillance organization. From the officers
and civilians in the Cipher Bureau, he immediately selected a
group of eight persons, all reliable Party members, who were
to be the key men in the new office.

This new office differed, as indicated above, from the
corresponding organizations of the Foreign Office and the
Ministry of Defense through the fact that the two last-
named limited themselves to the interception of foreign
radio traffic, and thus were organizations such as were
customary in all countries, while the office planned by
Goering turned its attention to the interior, and was intended
to penetrate all means of communications existing within Germany
or leading from here to foreign countries., This meant, therefore,
the monitoring of every type of radio connection, of all means
of wire communication within the country, and of all wires
leading over the frontier; it also meant watching the press,
magazines, and all other printed material, the surveillance
of letters, and the interception of conversations carried on
without the use of wire connections, this latter by installing
microphones in particular rooms.

Schimpf and his collaborators went to work about the middle

of March 1933, 1In Berlin, in Behrendstrasse, a building was

requisitioned and the central office of the new service was set
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up here. It received the cover name "Research Dureau é} the German
Air Ministry" ("Forschungsaml des Reichsluvftfahriminisleriumstt),
glthaugh it ﬁad absolutely nothing to do functionally wilh the Air
Mihiﬁtry, bul was directly subordinated to Goering. In between
stand the then State Secretary, Koerner.

For listening to all foreign radio traffic (except military)
and to illicil transmitters within the country, a system of
intercept sblations patterned after those of the army was distribut-
ed over all Germany. At the headquarters ol all postal districts
and at all cable junctions so~called postal surveillance posts
were established where it was possible either to listen in or to
copy. In this way all wires leading out of the coun@ry were covered
as a matter of principle by switching in, in parallel, a recording
device. No telegram of any foreign diplomatic representative in
Germany could now get out of the country without a copy going to the
Forschungsamt in Berlin. That applied to all enciphered telegrams,
as well as to all messages in plain text sent to a foreign address
by anyone whomsoever in Germany.

Special value was altached to the interception of the telephone
conversations of government officials and of those holding high offices
in the stale and in the Party service, For this purpose a number of
listening posts were created, some large, some small. Gradually an
enormous, invisible spy net was spun over all Germany. No officer,
no official, no government employee, no Party functionary, and no

person of any importance could telephone from now on with any
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assurance that his conversation was not listened to.

Of course, the German public had no suspicion of sll this.

Even high and very high offices in the state knew nothing about
the Forschungsamt, or had only very nebulous conceptions of this
agency. Furthermore, the cover name "Ressarch Office of the
Alr Hj.ni'stry" had been so well chosen that anyone would have
been led to believe it to be a purely technical agency.

The Forschungsamt paid special attention to the Ministry
of Defense and to the commands of the military districts. Here
most of the telephone conversations carried on by higher officers
were listened to; moreover, there was established a system of
wconfidential agents' whose duty it was to gather information
and pass 1t to the Forschungsamt.

The surveillance of general delivery letters formed a large
part of the work of the Forschungsamt.

The house in Bshrendstrasse was only intended as a pro-
visional and temporary solution of the housing problem.

While they began organiging the now task in this locatiom,

a former hotel, "am Knie", in Charlottenburg was remodelsd
for the purposes of this agency. The technlcal organization
. o:f." the YHaus am Knie! was carriod out according to the most
modern principles. Postal pnsumatic tubes, teletype instal-
lations, soundproof rooms, listening centers, switching
devices, ete,, came into being hsre vhich werz installed on
Lthe basis of all previous experience in tho ield of inter-

ception. Toward the end of 1733 Lhe ageney movad into Lhis

frepa 3
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,
InYthe meaniime, the parsennsl and metericl of tha oryptanalytioc

886t1on and the evaluation eenter had buan inarennnd and Lhelr work
had bees beguh late in the summer of 1933.

At the outset, the Ferachungeamt tried t6 work in conjunstion
with the Gipher Bureau of the Minlstry cl De(enss and with Bureau C
of the Forélgn Orfice, but soen met with a geld shoulder since ‘the
Forschungsamt inténdéd ag & @atter of prineiple always to be the
recipient and never the givars It was anly a short time before
there was an opén bieak, and the cooperatian contiaued only in a
purely formal way, with each party endeavoring not 16 let the other
galh any ingight inte 1ta own work.

Ia bhe First phoee of the work of the Forachungeami, & riumber
o2 epesial objeciives arose on which work began. One of the most
esgential was the surveillance of the Officer Corpe of the Ministry
of Defense and of the armed forces in general. The second target
comprised the high leaders of the NSDAP and their formations, since
it was believed that one could not absolutely rely on the loyalty of
these men. The third target was the Catholic Church with all its
institutions and the surveillance of the communications of the Vatican
with Catholic organizations or persomlities_ within Germsny. In this
activity they found at that time traces of various money transactlions
of Catholic monasteries, and the flood of so-~called forelgn exchange
sults and other measures dlrected against the Catholic monasteries
had its origin in the activity of the Forschungsamt. The fourth
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iarget was the German People in general, and particularly all
persons who had formerly been active in political life, in trade
union movements, in labor organizations, and the like. There
was close collaboration with the Gestapo.

In creating the Forschungsamt, Goering had intended to use
this instrument exclusively for his own purposes. However, the
nature of the work soon brought it about that Himmler attempted
on his own initiative to gain an influence over the Forschungsamt
and its activity. This soon .ed to a rivalry between the two
men which at times took on a serious character. In time Himmler
succeeded, however, in getting a stronger and stronger influence,
so that gradually power in respect to the Forschungsamt passed
from Goering to Himmler.

The first great "justification™ of its wori: was achieved by
the PForschungsamt in connection with the Roehm ai:fa.ir. Roehm and
his adherents, as well as the group in the Ministry of Defense
which was opposed to National Socialism, had been watched con-
stantly since the end of 1933. Every telephone conversation of
these people, every letter writtemn by them, and every other
utterance was recorded; in time, a veritable mountain of material
could be gathered in this way in the evaluation center of the
Forschungsamt. In the case of many of these men, there had
been installed in $heir private rooms microphones which were
concealed in regular telephones, table lamps, chandeliers,
electric clocks, etc. It was at that time that the first serious

contact with Himmler resulted; he used the work of the Forschungsamt,
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in conjunction with Gooring, Lo elilminate iroublesome opponents.
The evalualed material was cleverly pleced together and laid
before Hitler, who then instituted that celebrated blood purge
of 30 June. In the train of this action fell General von
Schleicher, General von Bredow (former Chief of the Defense
Section), and other officers. Schimpf, who had meanwhile
become a councilor of ministerisl rank (Hiniste:.'ialrat) .

secured for himself by this action a position of great power but
also a nuiber of enemies who had to be taken seriously.

To that period belongs also the attempt on the life of the
student, Bell, in Kufstein, which was organized on the basis of
information from the Forschungsamt; the action against Professor
Lessing in Karlsbad and the kidnapping of Jakob Salomon were also
due to the activity of the Forschungsamt.

In mid-April 1935 the following ocourred: Ministerial
Councilor Schimpf, who until then could almost always be
reached by telephone, had suddenly "gone away for an indefinite
period," and the informatlon one could get was put so strangely
that it was impossible to keep from feeling that something or
other was wrong at the Forschungsamt. Soon rumors began to
circulate, and one day it came out: Schimpf was dead.

The first version was an auto accident; the strange thing
about that was that the statements regarding the place where the
accldent was supposed to have occurred differed widely. First it
‘happened in Silesia, then in Berlin, then in Ktnigsberg. Soon
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afterward it was learned that Schimpf had éq:mitt;d uu!eids. _How-

ever, the case was the same as with the aufo acbident. At least a
dogen hotels in IB;:'eslm, Ktnigsberg, and Berlin and environs were
named, in which the tragedy was supposed to have ocourred. One
story was that he shot himself; the second story was that he )
killed himself along with a lady friend, but even here there were
80 many variants that it w'as immediately obvious tha.t. the spreading
of these rumors was only intended to veil the truth.

In its propaganda activity National Socialism always made
the mistske of working too clumsily. It did not esatisfy these
people to work out a version of a story and then spread it con~-
slstently, instead they always tried to spread a haze, and to
cause confusion by a whole collection of different stories.

Thus it was with the burning of the Relchstag; thus it was on’
countless other occaslions; thus it was later on in the Hess
case; and so it was in the case of Schimpf. But the very
clumsiness which underlay this propaganda generally resulted
in letting peopls get on the right track fairly soon. It was
not long before the following facts were known: '

For his eavesdropping on the Ministry of Defense Schimpf
had smuggled a mumber of confidential agents into the bureaus
of this ministry or had recruited persons there for his work.

In March 1935 one of these agents had extracted an exceedingly
important document from a safe in order to turn it over to the

/ Forschungsamt for a short time for inspection., As ci’xance would
- !

RESTRICTED-



iy
e Bl il 8

have :|:t, this document, along with several others, was needa-d -a fow ‘
days before Easter; they locked for it and could not find it. An
investigation, which was started immediately, cleared up the affair,

and it was reporte;i to the then Hi.niater of Defense, von Blomberg.

Blomberg, who was already in opposition to Goering and Schimpf, was

extremely: perturbed and used the occasion to make before Hitler a

violent attack on the Forschungsamt. The matter ended with Hitler's

&ropp:l.ng and disavowing Schimpf,

On the day after Goering's departure on his wedding journey,
Schimpf was found in Gruenewald not far from Potsdam with a bullet
hole in his head.

There can be no doubt that Schimpf did not commit suicide but was
put out of the way by the Gestapo as one who knew too many secrets.
ach:l.mp’f was a happy fellow who was extremely fond of life, and who ‘
would never have taken a moz:al reprimand as an occaslon for leaving
this world, But Schimpf had become not only unbearable but downright
dangerous to Goering and Himmler, and he had to disappear.

Gosring prepared for him a great cremation cermony at the
crematory in Wilmersdorf, and sent a glgantic wreath of laurel
with ribbons bearing the inscription: __:To"lw Faithful Collaborator |
-ﬁans Schimpf 11 Gratitude Hermann Gocring." State Secretary Milch
delivered an address. Then followed a salute of honor. The
"Yoelkische Beobachter" carried an article glorifying the
muntiring old fighter of the National Socialist Movement and falth- .

ful collaborator in the bullding of the Third Reich.”
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. The Ministry of Defense sent no representative to the oroema~-
tion ceremony; Schimpf's former comrades were forbidden to
participate. .

The work of the Forschungsami found its second Justifica-
tion in commection with the Tukhachevckl casc, concerning
which we shall egpeak at a later opportvaity. In this action the
le'a.cl:l.ng role was in tha hauds ot tho Forachungsani, where, a.s
sucoessor to Schimpf, Prince Christoph of Hesac hod Leen
appointed chief, .

The Forschungsamt had a ‘hird oprortunity Lo proye the
tyorth!t of its work in a big way when lete in'1938 the great
housecleanitg wos undertakon in the then MNinistry of War.

Von Blomberg, Pavon von Fril.:l, and a nmmber of other officers
' of high and ve:'s;' high raml hie 10 cuil ihs fizld. Thic was
Goering's revenge, and Lhe rewango of Lo Forschungsamt Lor the
Schimpf case.
After what has ba3cn said, no osns i)l be swinicerd Lo hear
that this arcncy was at'0 cu . - owu e on Pibbzalropts Foreign
. Office in Perlin by ths uze of ale-achons: U, had lastalled.
Hardly anyonn will be folonlabad te he.e that UL j.nr?-a.l".z;.l.icn
of these microphonce uae voocs- Lol v.o» s papion o L ~al's in
ihe calmest fashion by moi ¢ o vdee -d 1y Aha gl gasnlky
without o single official in tho linis.ry having notliead pey-
! thing.
The worlc of the Forschungsemt plcoyed a2 vory rnortant vole

in penetrating the entire irner structure of tha goverw-sat in

. Mustria before the German occupation. Fer this tnel: o sueeiald
HESL




subseclion was formed, and from here the penetration of the
entire comminications system of Austria was accomplished by
the Forachungs_a.rﬁt. They had an easy time since a large part
of Austrian officialdom proved quite ready to ald in this
respect. For instance, all telephone conversations carried on
within the ministries,.the content of all telegrams sent to
representatives abroad, and the content of many important
docum 'Jts were channeled.to the Forschungsamt. They even
went go far as to betray to the agents of the For ‘chungsamt
practically all the cryptographic systems used by the Foreign
Of.f]‘ﬂ.ce in Vienna, by the Austrian armed forces, and by the
A\}"strian police. The Austrian telephone and Lelegraph cables

J,'eading through the Berchtesgaden area were tapped by representa~-

Itbives of the Forschungsamt.

During the war there were countless opportunities for
significant work on the part of this agency. To detall all
these here would lead us too far afield. We shall only
mention that the frustration of the action of 20 July 1944
and the disclosure of those participating in the conspliracy
was due in large part to the surveillance activiiy of the
Forschungsamt. At that time Himmler had already fought his
way through to a victory over Goering, and the work of the
Forschungsamt was directed according o his wishes; it was by

no means an accident that Himmler was not present at the two

conferences in the "Fuehrerhauplquartier" during which the

RESTRFECTED-




attempt of ii:l.tler'a 1'5.1'9 was to be and was carﬁed oute Arber
20 July 1944 H:Imler was the undisputed master, even in respeot
t.o the work of the Forschungsa.mt.
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THE FORMIS CASE

The SA-Man, Formis, had falthfully and studiously done his
duty in his native Wirttemberg during the so-called "period of
struggle." He had marched, had sung, and had diligently drumk
beer on Party evenings., You could tell that by looking at him,

* for his girth had inoreased so that when he took a bath he only
had to f11l the tub one-eighth full of water; if he then laid
himself down in it, it was sure to be full. |

Along with his liking for SA evenings, he had from youth
up had another love, which was tinkering with the radio. And
this he did with devotion and skill. Therefore his comrades
and superiors in the SA considered him a radio expert. That led

*  to his getting a job with the Stuttgart broadcasting station after
. the "assumption of power," and, to be sure, as announcer. And
this office he likewise administrated henceforth with the
requislte diligence.

Up to that point his career revealed nothing extraordinary

"and it might have remained so for the rest of his life, if

. serlous injustice had not been done him by the Party and the

"SA in the year 1934. It does not matter to us what this
injustice was; nor does it signify who was responsible for this
injustice; it is certain in any event that Formis had been
calumniated in base fashion and felt deeply aggrieved - despite
his uaual cheerfulness and optimism. The spectacles of. optimism
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and falth through 'u’h:l.ch he had hithertq regarded everybhing Lhat
went on within the NSDAI aud ilu formations has begn shattered,
and he now began to regard very critically what had hitherto
been considered by him as an untouchable sanctuary. It was not
long before Formis had a nose full ~ as the saying goes, so full
that he thought he could no longer ,s_tand. the stench of the new
era in Germany, and betook himself to Czechoslovakia where hs
attached himself to the gppositlional Strasser group or the

nStrasser Movement.n \ '

Here in Czechoslovakia a so~called "Black Front" had been
formed which was waging a bitter but hopeless struggle against
the Hitler regime in Germany. Formis with his knowledge and
ideas came very opportunely for these people. With his aid they
thought of setting up a propaganda broa,dca..sting station in order
to carry their own ideas and their agitation against Hitler and
hies system across the border to Germany.

So Formls went 1o work and within a short time constructed
a shortwave transmitter for telephony, which was so small it
could have been carried in a small handbag. He rented a room in
a tavern in the vicinity of Prague and installed hils radio statlon
very skillfully in the upholstery of a big armchair, so that ocut-
wardly nothing could be seen of the entire apparatus.

After these technical preparations had been completed Formis
was supplied twice a day by the information section of the M™Black
Front® with news which seemed suitable for propaganda work in Germany.




The transmitter was very soon heard in Germany and it was
astonishing to see how many listeners this first anti-Hitler
German broadcaster found yithin a very short time. People were
whispering to one another: "Have you heard? Wave 31l m i

Evenings at six and morn!-.ngs at tenl! Very interesting!
But psst! Don't betray anythingin

And so they listened with pleasure to the new transmitter
of the "Black Front." They really enjoyed hearing a volce at
last which ventured to speak against this new regime of force
which suppressed all cz_d.t:leism.

Compared with present day standards, the transmissions of
Formis were not brilliant performances. At that time no one
had any experience in this field. But at that time, in 1935,
they were a sensation and a dangerous one.

. The intercept stations of the army and of the police, in
conjunction with the organs of the Forschungsamt, monitored
the 'new sender for the purpose of ascertaining its location
and of picking it up if possible., But this was more easily
sald than done. Getting bearings on shortwave tranamitters
was still in its infancy in thoss days. They got the most
va.ri!ed directions and for a time were of the opinion that the
tranemitter was located in Hamburg. Other readings pointed
to England or southern Germany. A good many of the readings
did point.to Czechoslovakia, and to be sure, to the genleral

area of Prague. .
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In his broadcasts Formis tried to give the impression that he
was :I.n German territory. 'We are standing here at the microphone,™
he said once, "a.nd beside us are 600 pounds of dynamite. If those
black dogs come (he meant the 83), they will be blown up along with
us.”" Another time he said: "We here in Germany... ." or: "when
wo look cut of the window and see t.t.xose brown rascals paseing
byees oM

A few times he did make a slip and used expressions which gave
the impression that he was outside the boundaries of the country.
Only one never knew whether this was done intentionally to :Eislea.d.

The newscasts of Formis testifled to the fact that there must
be a smoothly functioning, fairly sizeable Iinformation organization
behind him. He was always very well informed on all happenings
within the Party and the government and its organs, The general
tendency was toward an overthrow of the Party government and the
abolition of the entire system. "Brown is the..., and Hitler is
leading us t0eee oM ) .

After some months of observatiqn the Forschungsamt had
ascertained by direction finding the approximate location of the
tranemitter. The exact location could not be determined, however.
An accident helped them get on its trail.

Hitherto, no one had any idea who the ammouncer might l'ao.
However, Formis had a characteristic mammer of speaking, a.nd in
the Forsgchungsamt, whose intercept stations were monitoring this
transmitter, there was an official who had formerly been well

acquainted with Formis. He listened to the tranamitter several
236
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times and came to the conclusion that the speaker could be none
other than Formis. Now a Gestapo man was sent out into the region
where the transmitter must be located. After a few days he had
gotten on the trail of Formis.

Now the Gestapo was determined to pick up the station. But
that was not so easy, because it was located in Czechoslovakia,
that is to say, in an independent country where the Gestapo had
no possibility of making a raid. It was lmpossible to count on
any cooperation by the Czech police.

Since thers was no way of taking actlion in "legal' fashlon,
they resolved on an illegal act of violence. They inquired
carefully about Formis?! hablts. An official of the Gestapo took
a roam in the same tavern and watched the man. After they had
gotten sufficient clarity, an auto with two other specially
selected Gestapo agents was sent out to the place where the
transmitter was located., The action was carefully prepared in
oevery detall, Formis was to be over-powered and brought to
German territory.

At the appointed hour, at six ofclock in the evening, 1l.s.,
at transmission time, the auto arrived in front of the inn. All
three Gestapo agents rushed into the house and into the room.
Formis attempted to defend himself and then tried to e.scape '
through a window but was shot during the melee. The Gestapo

men now climbed into their car again and sped away to the frontier.

The occurrence became known instantly and all Czech border

stations were instructed by telephone to stop the car with the
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perpetratoras. 7This was done, The German Government, however,
immediately intervened with all possible pressure and the Czech
Government, which did not desire any serious incideni, gave
Anstructions to let the three men go.

This encroachment by the Gestapo crused great agitation

in Czechoslovakia. In Germany there were many people who

continued for a long time a frultless search on their radio disl
" for the transmitter of the WBlack Front" until they finally
became convinced that all their efforts were in vain.




It 1s certa:uﬂi not an everyday occurrence that a man has the
glven nems Thilo. But in the present case not only should the
name of the man be oclassed as a rarity but the whole affalr can
lay claim to being rather unique. l

One day in the spring of 1926 a man was engaged at the
Cipher Bureau of the Ministery of Defense who had the glven
name Thilo, and who was the brother of a major in the Gemeral
Staff who was then functioning in the Ministry of Defense.
Later on this Major occupied a very high position of command
in the armed forces and for that reason the name will not be
mentioned in this comnection. , It 1s enough 1f we speak hence-
forth of the "Thilo case."

Thilo was then, as already mentioned, employed in the
G:I:pher Bureau and, to be exact, in that sectlion in which
oxlﬁptographic systems intended for use within the armed forces
were complled, reproduced, and distributed. Thilo had been a
first lieutenant in World War I, had then married, and had had
a soap factoﬁ and ‘bone yard in the vicinity of Berlin, His
business had gotten into difficulties during the economic
cr:l.s:l.s' Thilo ha.d been compelled to close the doors of his
fa.ctory, a.nd ha.d sought the help of his brother in getting a
position.

As it soon turned out, Thilo was not one of those people

who are in the habit of working over hard. Even his external .
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npp;a;mce suggested that he was one who could take things eagy, but .

in his work this was even more so. At least, that was the iipression

he made, In the morning he was the last to report for work,-at noon

the first to disappear for his meal; and approximately every second

or third afternoon he had "something to do outside.® In this mamner

he continued to work within the Cipher Buresu, without doing much,

without making himself a burden to his colleagues, or d:l._splqing any

ambitious tendencles. Very often he traveled as courier to “he '

tommands of the military districts, in order to bring the new

oiphers to the appropriate parties when systems were changed. He

supervised the printirig of new keys and the recall and destruction

of systems retired from use.
He did this sort of work until 1934. During that times oertain \

mishaps ocourred, due to Thilo's ,carelessness and as a oonsequence .

of his pronounced lasiness; it was therefore dscided to transfer

Thilo to anothe:i mection of the Uipher Bureau. The cryptanalytic

section declined to receive him into ite ranks; finally he landed

in %evaluation™ and, since he had some knowledge of the English

language, was set up as a specialist in the English subsection.
Binco'rh:l.lohadltoodonanm;lhnt footing with all his

previous colleagues, he continmued to maintain contact with the

section for German oryptographic systems and still journeyed now

ahd then to the commands of the military districts as courier.

He also endeavored to continue his old style of work in the new

section.




Of course thatcouldnotmllgooninthelongm.n. since
the assigrgmant was constantly growing and, in order to master
" the material, it was necessary to familiarisze oneself with many
questions concerning the British armed forces. However, neither
kindly persuasion nor serious admonitions could move 'I'h:llo_ to
familiarige himself more intensively with his field, and the end

of the matter was that in 1936 he was dismissed from the service .

of the Cipher Bureau. It was all the easier to clear up- the
situation, since Thilo had expressed the intention of quitting
the service anyway and of reopening his factory, since izel-hnd '
suc yed in getting together a considerable smount of money
michwuldenable!dn, in the new economic situation, togct.
his enterprise going with some prospect of success.

So Thilo left the Cipher Bureau and began grinding bones
and making soap, But the business did not last long, and one
dayThﬂ.oracodtheproblemofhnﬂngtolookamndforam

... Jobe At the Ministry of Defense the doors were closed to h:l.n;

"accordingly he applied to the Forschungsamt, especially since .

heomﬂ.dpmvethathempgoodoldmmbororthermby. In '

l

the f£all of 1937 Thilo was engaged at: the Forschungsamt and
took up his work,. ‘

Two years later the Second 'v‘torld War broke out. Poland
was sibdued. In the summer of 1940 Frence wes conguered and
ocoupied, and st ane of the reilway stations in Paris the
German tlroops captyred a freight train filled with documents
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from the French Minisiry of War and the Foreign Office which was
supposed to have left for the south of France. The doc\ilments ;vere
taken to Germany where they began to sift and arrange fhem,
Naturally this was done with characteristic German tho. 88,
i.0., slowly, First of all lists and tables of contents were pre-
pared and ep a congiderabla time went by, before anyone found out
in detail what had been acquired, |

By the end of 194) they had progressed so far as to ascertain
that they had captured here a large number of documents from the
French secret service. Now they set about a systematic evaluation
of these documents and early in 1942 amid the mountains of papers
they found a neatly arranged list -~ provided with all detad..ls and
glving the appearance of an almost Prussian thoroughness -- of
those confidential agents who had been woriing for French intelli-
gence in Cermany. And lo, among other well-inown names they found
that of Mr. Thilo. But whereas in the case of the other confidential
agents 1t was generally a matter of so~called small fry, since they
had been paid off with relatively asmall amounts, there were very
different sums entered in Thilo's at;ocunt, which led one to infer
that he had really been providing something, The last amount which
had besu paid out to him was the oool round sum of 100,000 German
marks.

Now it is an open seoret that the esplonage service does not
usually act very handsomely in payling agents., When sums of this
magnitude were paid, only information could be involved which was
of especially great value to a foreign power,
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Now they mmw u'p- ' r and 1um¢d that our’
friend Thilo during the ontire. period of his activity in the
Ministry of Defense had currently betrayed to the French liaison
man in Berlin all the oryptographic systems then used in the
German army. Moreover, cryptographic systems, tables of call
signs, details regarding the German cipher machines - all of
which were intended for use in case of war - had traveled the
same route, In the field of evaluation he had become more
adept than anyone had suspected, since it was with the real
understanding of an expert that he had brought to the kmowledge
of the French secret service all dei.a:l.la respecting the organisa~-
tion of the German intercept service, regarding the systems of
, evaluation and their app]icabii.tty, regarding the methods of
German commitment for the obse-mtion of foreign maneuvers by
the intercept service. Both the betrayal of the cryptographic
systems and that of the call sign tables could not have failed
to put the enemy intercept service into a position where it would
be able to read all German radio traffic without difficulty.

This was of inestimable value for the French; the betrayal of
the a.ss:l.g'nmazrt. of the German intercept service likewise reveal-
ed to them the weaknesses of the:l.x.- own radio organiszation and
‘showed them to what extent it was possible to penstrate into
the secrets of their means of communication.

Thilo had, moreover, supplied the French with lists of
those persons who might be considered as really competent and
capable evaluators on the German side; from this it was

possible to see that their number was exceedingly' small.
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Aside from the things already mentioned, Th:l.lo|ha.d suppiied the
French with many other bits of information, which he had besn able .
to secure easlly since he was a familiar figure in the Ministry of
Defense and the name of his brother opemned doors for him anyway.

During the perliod of his activity in the Forschungsamt, he had brought
to the knowledge of the French the entire organisation of that agency
and a good many details regarding its works

In view of the cooperation between tH¢ French and English
intelligence setvice, it was self-svident &l@d the English were also
informed of at least a part of these deliveries of Thilo,

Thilo was arrested and his hearing revealed so many things that
the interrogators never ceased to shake their headss Before the case
reached the courts, Thilo committed sulcide in his cell.

Whether Thil® was working only for the French secret service or
whether he hdé Sther connections will probably never come to light. .
The French at all events were not able to profit much from his work
since the war sped across the country too ewiftiy. It is to be
assumed; however,; thal the English were able to make use of much
that Thilo had supplied to France.

It is intsresting to note in this connestitn that the "Fhilo
Case" had & ftside linem which was not without its humorous aspect.

The oaunter—inta]i:l.genee section of the Ministry for Defense had
gotten on the trail of the work of a Frenoh agent in Berlin in

1930, They decided to play fake material into the hands of this

man. For this purpbse a sergeant F. was selected to act as middlemsn,




F. was employed in the Ministry of Defense as clerk and drartmn

in the Cipher Bureau. He was now put in touch with the French
agent, had to meet him now and then, and had to turn over
documents or photographic oolz;:l.ea thereof, which had been
falsified or faked in tl’e counterintelligence section. That
went along for a while quite according to plan. But Thilo was
very well acquainted with this sergeant F. ; they even worked
for a time in the same subsection. In a clever manner, Thilec
succeeded in transforming F. from a "fake" supplier into a
ngenuine" purveyor. From now on he betrayed to the French
agent what was falsified, so that the French secret service
‘was informed regarding the deception. The game contimed for
years., From the papers ea,p'bured in Paris in the above menticned
m_i;l.n the double role of Sergeant F. was likewise revealed.
Thilots treason gave the French intercept service an unheard
of opportunity, for it made it possible to read all German military
radio traffic over a long period. It gave the French at the out-
break of the war possibilities of a reconnalssance service in the
ether which could not fall to have great oconsequences., Strangely
enough, the French dld not make full use of this chance. We get
the impression that, relying on the memory of the decisive role
of the French intercept lserv:l.ce in 1914 and in 1:.he reassuring
knowledge that they were in possession of the German c:l.ph.ers and
call sign tables, they neglected to do many things which they
necessarily should have dones, in view of the German superiority
in personnel and materiel,
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THE DEVELOPMENT OF THE GERMAN INTERCEPT SERVICE AND
OF ITS CONTROL STATION AFTER JANUARY 1933

At the end of 1932 the control station of the German intercept
service had reached a state in its organigation and personnsl
which enabled it to direct the peacetime work of the :In'bercop'b‘
gorv:l.ce ra.titer well a.nd.'to process the results. Immediately
after the assumption of power" by National Socialism in Germany,
a cllevelopnent set in at the Cipher Bureau which gives the
impression of being an advance, but in reality signified a
retrogression.

This development moved in two directions; on the one hand,
in regard to the personnel situation; on the other, in regard
to the genersl organisation. In the train of the rearmamert .
which now began, people were constantly brought in who had not
the slightest qualification for the intercept service. Their
only merit was that they had been officers in World War I and
wished now to reenter the German armed forces, which were being
expanded. They wers all officers who had served during the
World War in the Signal Corps, but whose outloock was never
broader than that of a company commander.

First they were brought in as civilians; then they got the
designation WL-Officers"; and finally they became the ap—ca.'l.led
WE-Officers", They usually got credit for a good many years of
service, and in consequence in many cases obtalned a rank
higher than that of the experts who had been in the service up
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to that times, -This immediately brought a factor of friction into
the whole situation, and sinca the newcomsrs were often installed
as section heads, afher a short period during which they were to
familiarise themselves with the work, while the previous section
heads were subordinated to them. the jJoy of the old personnel in
the work declined rapidly, especially as t..ho new masters genemli;r
acted in a very presumptuous fashion.

.:En many cases gentlemen were engaged who turned out h‘ber to
be very questionable characters. Thus. for example, in 1934 ‘il’«ho
Organization and Assignment Section of the Gipher Bureau was
turned over to a new man who, up to then, bad been selling type-
writers, who had not the slipghtest idea of the technique and
tactice of the intercept service, and who finally bad to bes con-
demed on account of warious shady dealings. On the basis of
documents captured in Warsaw afier the occupation of Poland in
1939 another of these new gentlemen turned out to have been a
former agent of the Folish secret service. In the meantime he
had risen to the rank. of major in the German armed forces!

Naturally, not all the newly o,ds:l..gnad gentlemen were in
this category; however, they were in most instences - locked
at objectively - wholly unsulited and only had a desire to advance
as quickly as possible and make a good career for themselves. Any
feeling for careful scientific work was completely lacking on their
. part.




Any permeation of such sensitive organisetions as the
;valuatim and the cryptanalytic groups by elements of this
sort naturally could not fail to cause seriocus harm. This was
‘. menifested in the case of the evaluation group, for instence,

in the fact that henceforth there were more maneuvers covered and

moré officisl journeys made, while the results were far inferior
to those of the earlier years. . |

In respect to the organisation of the intercept service,
themgamswhichmrenwputthroughml:!kwiao such as
to cause serious, concern. The coreation of the Forschungsamt,
ooncerning which we have reported, withdrew from the eontrol
station of the German intercept service a considerable number
of good men without any corresponding reduction in the assign-
ment. For, although it had been stated originally that the: ”j-
monitoring of all diplomatic radio traffic would now be taken
away from the Cipher Bureau of the Ministry of Defense, there
was actually no change in the picture. _

A little later soms members of the Cipher Bureau wandered
off to the Ministry of Propaganda. Moreover, the newly oreated
A:I.r!ﬂnistry.mw set up an intercept service o:éitalﬁrn, and
again drew away a certain percentage of the old, trained
personnel of the Cipher Bureau. In this ease, too, there was
no change in the assignment of the Cipher Bureau, sinece it had
to oo_nt:l.nue to monitor the radio traffic of foreign air forces

L8




Just as before, because there was no possibility, elther in

intercept technique or in methods of evalvation, of separating
the monitoring of traffic of foreign armies from that of foreign
alr forces. '

A little while before the outbreak of World War II, the control
station of the German :Ln.tercept service was again split up, this
time by assigning one half to the High Command of the Army while
the other half was left with the High Command of the Armed Forces.
Instead of creating one great, competent, cen.tral intercept or_gan:lu—
tion, one was thus breaking up the little old‘ organ:l.zai".:l.on more and
more from year to year, and was filling out the gaps by engaging
unsuitable personnel. At the outbreak of World War II there were
intercept organizations in Germany with the High Command of the
Armed Forces, with the High Command of the Army, with the High
Command of the Air Force, with the High Command of the Navy, with
the Forschungsamt, with the Security Service, with the Ministry of
the Interior, with the Police, with the Ministry for Propaganda,
with the Foreign Office, and with a whole string of other agencles
and offices. Only in very rare instances could one speak of any -.
sensible cooperation among them. In general, they worked at best
side by side with an enormous amount of superfluous and avoidable
duplication.

The same dissipation of energy was also found within the Cipher
Bureau, which was supposed to be the control point for the entire
intercept service qf the armed forces, but which in reality had
not the -13ghtest authority to impose its wishes on the inlercept
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services of the three branches of the armed servicés, The old

‘organigzation, which had been tested and proved adequate, was
lrliosqned more and mr;, and new subsections wers constantly

: created to sst apart an appropriate independent sphere

£ eotivity for gentlemen who were newly hireds ALl those
a.reat;, vwhich had hitherto bseti intermeshed, were now \
separated from one another and each went its own wey.

.In the middle of 1939 the persomnel strength in all

branches of the German intercept service was 18 times the|
number employed in 1932, but there was not even a remo

odrrésponding inoreass in tangible, useful results.
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THE WINTERCEPT COMPANIESY

The six fixed intercept stations which existed in Germany
in 1932 for monito foreign radic communications were sven
then scarcely suffiocient for carrying out the most necessary .
tasks. It was 1noonoe:!.vable that they would be in a position
to cope with the enomously e:q:and.ing req\rl.remsnts :I.n the case
of war. Even in peacetime the observation of maneuveru could
only be carried out if the fixed intercept stations detached
troops and sent them fomrd to the border. However, this -
always enta.:l.led & temporary-neglect of other ass:l.gtmts. A
new way had to be found of cru:t.:l.ng mobile romtiom which
could be employsd in case of need (primarily in war) wherever
this might prove necessary. They had to exist in time of peace
and become thoroughly familiar with the prospective_oppompt._ |

For these reasons it was decided to set up an intercept
' company, t.owh:l.ohaseoon_dmsoonadded. In and of itself
the I:I.daa. was doubtlessly good, since a motorized unit which
was kept constantly in practice and was trained to menitor the
army radio treffic of a specific opponent, could achieve good
results at once, if things became serious. .

The practical carrying out of the training of these intercept
compnn:l.;e, however, went against all reason, Instead of ocoupy-
ing these formations constantly with the monitoring of foreign
redio traffic, they were cly rarely employed in momitoring
Zoreign exercises to give them "practice™; in the ma:l.n they were
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used t0 intercept and follow the radio traffic of German units

carrying out exercises. Now the way the German army redio traffic
was handled was not comparable with the method of any of the other
arn;iea of Europs. The “practical workm of the assignment and of its
evaluation resulted, therefore, in a distorted picture and was utterly
senseless. -Of course, under these clrcumstances it was possible to
get practice in fixing a radio station and determining its geogrephic
position; but one could not learn the characteristics and peculiar-
ities o:f the traffic which would have to be monitored in case of war.
The intercept companies, on the other hand, were more interested in
listening to their own traffic than to foreign traffic because the
characteristics of their own traffic were known to each of the men in
all details, so that the work was easy. Moreover, the personal contacts
often made it possible to find out a great deal about "the other side™
over a glass of beer; this was of value for the intercept company
involved,

. So it was no wonder that these companies, which were later
:I.ncrea.sed to six, fell down in the monitoring of foreign maneuvers.
This forced people to recognize that these companies would not, in
case of war, be in a position to supply useful intelligence, until
they had had a month of training under war.eenditions, assuming, of
oburse, that t..1y were assigned well qu/E:l.ﬁ.ed evaluators to work
' over the results of their monitoring. Preclsely in this regard,
however, very little was done, a




If we consider this development from the standpoint of a
factual testing of its value, we are forced to the conclusion
that the intercept compenies under these clrcumstances would
causemrehamtl.langoo:iinthecventofm, since the
intercept service 1s a two~edged aword. If it works precleely
and with sclentific accuracy, then it can be c_:f great use to its .
own command, If it does not do this, and 1f the work in such a
complicated field is carried ¢on by inadequately tralned people,
then the results may cause the command to make fateful errors
in Judgement.
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. THE LITERATURE ON THE INTERCEPT SERVICE

The interception of teol_m:l.ea.l means of commniocation had
its beginning in World War I*and. wes developed into & significant
military instrument. The number of battle actions, operations,
‘plans, and diplomatio measures which were based on the results of A
actual intercepts became very great.

That one was s:!.lent about this during World War I seems
self-evidents By way of limitation, I must remark that even’
then some things trickled through to the general public, but
were not given much attention. For instance, a few weeks after
the battle of Tannenberg a Berlin paper carried an article in )
which attention was called to the fact that Russian radie traffic
made 1t possible for the German command to carry through the

. operations in the way it did. Two years later a Frenkfurt
paper carried a similar artiocle which had reference to the results
of the intercept service in the west. The article in the Berlin
sheet gave the Ruseians a warning and resulted in their paying
more attention in the future to the security of their radio
messages. The article in the Frankfurt paper also turned out
to be very incautious and unfortunate. |

When World War I came t0 an end, literature on this war '
began to appear slowly in public. The various generals
expressed their opinions regarding the operations they had
conduocted or regarding the war in general, and here and there
offered very interesting detalls on the practical application

of the intercept service. '
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This question was treated in a far more detailed fashion by
General Max Ronge, in his book "Military and Industrial Espionage,™”
in which he gave a large nmumber of exampi~» from the actual work
of the Austrian intercept service. So v an I know, this book
remsins the only one which occupled it::l! with this theme to
any great extent, The other things which aineared on the subject
were either relatively short treatises on single topiocs or
official memoirs, sometimes there were rather brief artiocle= in
newspapers and magazines.’

Among the treatises on individual toplcs was a brochure by
the well-known Aust;'ian cryptanalyst, Figl, under the title
nSystems of Decipherment.® The French colonel, Givierge,
expressed himself on the same theme. The then American ambas-
sador in London (Page) expressed himself on the subject of the
Zimmerman telegrams in his book of war memoirs. Regarding the
battle of Tamtu:nberg, an article appeared first in Sweden. To
sum it all up, during the entire period between the Flirst and
Second World Wars only three men - so far as I know - expressed
themselves in brief form on this theme. These were Colonel
Calvel in France, Colonel Szleszynski in Poland, and Major
Vasiliu in Romania.

Calvelts memoir was intended as a textbook for the French
communication service. It did contain a number of very interest-
ing examples from the period of World War I, but the chief stress
was on technical questions, on what had been learned by experience,




and on directives for the '!secur:l.ty of onet's own commmunications
| against hostile interception. '

The Pole, ‘Colonel Szieszynski, was a pupil of Calvel and on
his return from Versailles composed a memoir which included all
the examples which had beécome kmown to him in France, as well as
additional noteworthy ’ s from che period of the Pollish~-
Russian war. Sgzleszynskits memoir, which appeared under the
title "Interception and Direction Finding Service as a Source
of Intelligence Regarding the Enemy," contalned many exciting
examples from the past. This little volume - like Calvel's
brochure - was not published but was intended only for‘instruc-
tion within the Polish commnications service. .

The Romanlan, Major Vasiliu, had attended the courses in
France along with Sziessynski, and had likewise brought home
a number of things which he had heard and seen there. In the
same way as Szleszynskl, he composed a memoir in which he
stressed primarily events in the Balkans and gave at great
length directives for can-,v:l.ng on a mthod:l.ca.l intercept
service, .

In Germany they tried to permit as little as possible to
appear in public on this theme. After 1933 there was even a

decree forbidding anyone to touch on such matters in the press.







THE ARMAMENT OF EUROPE AFTER 1933
AS FEVEALED BY THE INTERCEPT SERVICE |

It would be a great mistske to assume that the rearmament
of Germany did not begin until the autumn of 1933 after Germany
left the League of Nations. It would be also wrong to believe
that in the preceding two years there had merely been a certain
amount of preparation for rearmament. With respect to the
pi-eparation for the production of weapons and of technical
equipment, the beglnnings of rearmament in Germany reached
back into the first years after the end of the First World War,
However, people abroad noticed virtually nothing of this. Even
within the country nothing was known about it outside a small
informed circle.

The early stages of this effort became visible early in
_1929. At this time a remarkable development began both among
the various staffs and also in the Ministry of Defense.
Everywhere so-called M"employees' or Mcivilian employees™
appeared, who were employed at first in simple tasks, but
then in more and more important ones. These were all former
officers. They were engaged as "spectators" or "assistants®
at drills and maneuvers, and attached great importance to
belng addressed by their former title, A series of new sub-
sections was set up in the Ministry of Defense and in the .
seven military districts.




If one ongoged one of these men in intimate conversation, one
soon gol some inseight into their trend of thought. At first they
exprossed their satisfaction at having escaped from the inferior
statua of an'agent. or traveling salesman and once more at finding
employment sultable Lo tholr stations Soon they would admit t.ha.fi
things were moving toward rearmament and that thelr present occttpa.-:-
tion as employess was merely an intermediate stage.

1L one observed the antire. radio traffic of other European
countries, it could be recognised that in all countries, without
exception, military armsment had reached a certain standstill,

To be sure, organizational changes were made here and there, or
antiquated weapons were replaced by new ones; even the training
regulations were revised now and then., But there was virtually
no real change in effective strength and in respect to the
training and preparation of reserves, or with respect to the
quantity of arms available.

In 1932, and indeed early in this year, German propaganda
for the creation of a 300,000 man army took shape openly. In
reality the effective strength of the German armed forces had
already expanded far beyond the 100,000 man limit set. If one
counted in the numerous "employees"™ and assumed that they were
to serve as a skeleton for a new officer corps, one reached the
conclusion that all that was necessary was the induction of a
corresponding number of recruits, whereupon the entire 300,000
man army would be complete. -The arms, tools, and equipment had
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long since been at hand.

The monitoring of military, diplomatic, and internal redio
traffic of all the European countries, which in general gave
very good and sometimes very extensive information, did not
afford the slightest proof that at that time there was any
building up of a.mamant.s_ sbroad, not even in the spring of
1932 when a flood of placards and postcards poured out all
over Germany showing in graphic form how defenseless and
unprotected Germany was against any hostile attack and wha.t.
the military strength ratic of all adjacent countries to
Germany was. These po.stcards, which were produced in many
variations, were sént out through Germany by the millions.
Corresponding large placards could be seen in every government
office, in every station, and in the corridors of all public '
buildings. There was not the slightest doubt that this wave
of propaganda emanated from the Ministry of Defense.

Immediately after the assumption of power by National
Socialism, a greatly increased activity began in the German
armed forces, especially in the then Ministry of Defense.
There seamed to he no financial or buflgetary dirﬂculti:es
connected with the employment of civilian employees. In all
parts of the bullding on Tirpitzufer they shot up like
msinrom after a rain. Numerous new organizations weére set

up, and new sub-sections were created; there was an a:;x:lous

shutting of oneself off against other sections; the requisition-

: . _
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ing of pen from the army by the Ministry of Defense and vice versa
assumed ever greater proportions., The numerical strength of the
military district commands doubled within a very short time. The
creation of the Alr Ministry was :_t‘o:l' anyone at all acquainted with
the situation an open indication that this was the first step
toward the oreation of a larger German air force.

In the 'summer of 1933 in the diplomatic radio traffic of
various countries could be noted the first indications that
people abroad were beginning to pay some attention to this develop-
ment. Thi.s occurred primarily in Great Britain and in Czechoslovakia,
then to a certain extent in France and Poland. With respect to the
Sovie"". Unlon nothing could be ascertained directly, since the aqtim
+ diplomatic traffic of this country remained undecipherable; con-?
clusions could only be drawn indirectly from the radio traffioc 4'::
other countries. From this it appeared that Russia was the .f:l.rst
and at that time the only country in Europe to recognize quite "
clearly the development which was beginning in Germany and to t:pke
counter-steps of a mlllitary character, With regard to the other
countries of Burope, nothing of this ‘sort could be noted, not even
when Germany quit the League of Nations on 1i October 1933. There
was, to be sure, a great deal of talk in diplomatic cireles to the
effect ths,t. Germany was beginning to arm on a large scale. Moreover,
columns in the newspapers abroad began to be filled with articles
dealing with this topic. In the parliaments questions were introduced
and debates were lconductod. But from a practical point of view

nothing was done in the armies of Burope which could be designated
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| military strength, which would threaten Gema.uv. Only in the
Soviet Union was the military budget increased. '
During the course of 193} German rearmament took forms
which could no longer be overlooked by the public. The msre

building of barracks was calculated to give information.
However, only. one who had some insight into the doings of the
Ministry of Defense could get an approximate idea of what was

really being prepared. Here events and plans began falling
a]lo_veroneanother. .;?’;'
Immediately after the assumption of 'po"l:ar, Hitler had
issued the directive to make ell preparations ffar setting up
a 300,000 man army. These plans were easy to carry out, since
' they coincided with the previous trend of thought and with the
preliminary measures already taken. Shortly thereafter
instructions came from the Chancellory to mske plans for a
500,000 man army. A quarter of a year laber Hitler issued
a d:I.rect:I.ve. to work on the basis of a 700,000 man standing
army. After a while this number was increased to 900,000,
and later to 1,200,000,
Later on, after 20 July 1944, after he had had him
strangled, Hitler spoke of former Colonel General Beck as
- a miserable weakling who got a nervous breakdown and cried
like a fellow with a hangover everytime he had something
extra to do.. Beck, during that oritical period of German

' armament, was the Chief of General Staff and was regarded in
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wide circlcs .as a sccond Moltke. Bec_k'.': military ability - at least
in the matler of organization - is beyond all quesli.:l.on. However,
Beck was a very conscientious man who wae accustomed to give all his
plans th.e stamp of precision. The constant changes in dircctives,
thdf increases olf' numbers at short intervals, the new instructions

|
constantly issued by Hitler, these always vpset Beck's previous

p. : 8. It is probably true that many tlmes Beck sat at his desk
not knowing vd"m.t to do and was more inclincd t-o weep than to laugh.
reason, horre\rer,_ was not a wretched weakness of this man, but
the impulsive action and orders of Hitler which exgludod any
Ico'nacientious planr;ing. Hitlerts trends of thought doubtless made
possible the quick setting up of a great mumericel strength but not
th? solid foundation which is needed for a large modern army. No
one knew this better than Beck, and in this fact is found the
explanation of his occasional want of composurc when he found him-
self facing the ruin of his previous plans and arrangements.

The f£irst indications that people abroad were beginning to
take into military .account the situation resulting through German
rearmament were found in the summer of 1936, i.e., after German
troops occupled the western demilitarized zone. But even now such
measures in the Buropean a..mies were limited to a very meager, not
to say pitiful extent. Only the Soviet Unlon began going ahead in
two directions: in the direction of building up a strong armament
industry, and in the direction of training a strong military
regerve. ' Otherwise, the situa.t.ion_ in almost all the countries of
Europe remained practically the same as it had been in 1929, This

was particularly true with respect tq France.
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When in the early days of February 1938 Hitler carrled out his
sweeping change in the Ministry of Defense and made himself Supreme
Commander of the German Armed Forces, and when he dismissed Colonel
General Baron von Fritsch, who had been opposed to any aggressive
war, there was no doubt left in the minds of the initiated whither
this development was going. This development was also recognized
in political oircles in most of the non-German countries of
Mm. This was most clearly the case in England; Here they
began increasing their armaments in the air and to some extent
on the water. Czechoslovakia increased the number of its
divisions and their effective strength. In qua.nd the alr force
was likewise strengthened and a partial rearming of the field
army was oarrlied out., Otherwlse, practically nothing changed.

. Hitler asserted later that lncreased armament everywhere
abroad had forced him to increase armaments and finally to
strike. That is totally untrue &lnce the intercept service,
which really sized up the situation in foreign armies and air
forces down to small detalls, did not give the slightest
support to the claim that increased armaments abroad were

forcing Hitler lnto an armaments race.
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HITLER AND CZECHOSLOVAKIA

_ There were two countries against which Adolph Hitler
made thorough preparations for war from the very first days
of his activity as leader of German policy: Poland and
Czechoslovakia., Hardly ever in all history has a country
been so systematically and deeply undermined and prepared for
external attack by the employment of spies, agents, and con-
fidence men (so called V~-men), as was here the case. The
starting point for this work was afforded by the German
speaking element in these countries. By using their attach-
ment to all that was German, in all circles of the German

vﬁe@ population so-called ¢onfidence men were recruited
as purveyors of information, partly directly, partly through

the VDA (Yolksbund fuer das Deutschtum im Ausland or Peoplets
League for German Culture Abroad). There was a preference for

persons in official positions or in the Czech armed forces
but business men, travelers, and the like were also gathered
in, It was most valuable when they succeeded in wimning an
officer of the Czech armed forces as a confidence man, and
this happened repeatedly.

Already by the end 01: 1934 the situation was such that
almost nothing that occurred in the Czech armed forces,
administration, or industry remained concealed from the.

' Gema.n espionage service. The number of individual reports
on Czechoslovakia reaching the counterintelligence unit in
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five to ten daﬂ,y.—OTten there were micro-
films of original documents including information on the most

Berlin aver-pod from

secret matters. !

Eavesdropping on telephone conversations plsyed a/p&rticular
p'a.r‘h in this spying on the Czechoslovak state. For th!i.s an entire
system of listening stations bad been set up. The resulis were sent
to the counterintelligence offices in Broslau, Dresden, and Munich,
or to their advance branches, and passed from here to Berlin. AlL
cable lines leading out of Czechoslovakia which touched German,
Austrian, or Hungarian territory were monitored. For this purpose
there was close cooperation. between the German, Austrian, and
Hungarian espionage and cryptanalytic services.

Much energy was devoted in Germany to setting up the radio
intercept service against Czechoslovakia. However, in this field
there was little success. As early as 1933 there was collsborstion
between the German intercept service and that of the Austrian and
the Hungarian armies, but the Czechs were. so cautious in their use
of radiotelegraphy that the resulis were only moderate.

. A very clear indication that the Czechs had been selected by
Hitler as the object of a military a:tba.ek was to be had on
2}, December 1936, On this unusual day there occurred at the Gipher
Buresu in the Ministry of War at Berlin a discussion with officers
of the Air Ministry., The subject was a new organization and a
strengthening of the intercept work against Csmechoslovakia. The
main theme was a suz'pr:l:se attack. The Ministry for Alir took the
initiative and it looked as if the air force were to play the chief
role, Not until later was it clear why the Ministry for Air took
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the lead in this and later conversations: Gbring and his steff

favored the plan., Colonel General Baron von Fritsch, Commander-
in-Chief of the Army, was opposed. '




