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1. Prior to June 1917 no department of the Government conducted any
sryptimalytis sctivities whatsoever. From June 1916 to about December
1930 a oocnsiderable amount of work along ihwese lines was conducted purely
s & patriotic enterprise and at his own expense Ly Wr. Benrge Fabysn,
shose Eiverbank Leboratories at Genewva, Illinois, organized u:nd provided
slementary training for a smll group of amateur cryptanslysts to work
wpon such ocodes anc eiphers an were forwarded by the War, Ravy, State, and
Justioe Departments. The group soon becane somewhai proficient and grew
in sumbers, at one tiss remshing 30 psrsons. The undersigned directed the

: le operstions snd training st the Riverbank laboratoriss from
Sy tieerof the inception of this work until its close tmemest in 1920,
exsept for s period of a year (May 1918 - Hay 1919) when hLe wee lat Lieut.,
¥ID, sewsdng at CHG-AXF in the German oode solving aseetion.

2. a. In June 1917 the oryptanslytie activitics of the War Depsart~
went were initisted by Colonel ¥an Deman, G-2, with the comrissjoning of
. . H. O. Yardley, a telegrapher st the Stale Departzent who hed teiin some
nnﬂ‘v t in eryptography, who saa piven two clvilian explojses to zsaist
him, The work grew rapidly and by the autumn of 1917 the incremsed staff
was organised as a section designeated an ¥MI-8, which was ssbdivided into
#ix subsectionas

Subseation 1. Cods snd aipher solution

. 2. Code and cipher compilation

bt 3. Training .

hd A Bearet inks

. 5. Bhorthand and miscellanecus

. 6. Communicetions {for MID only).

b. The functions and duties of these six subsections may bLe

triefly ouglinods

{1) The coda and cipher solution subsection wns what would
now be oalled the cryptanslytie subsection. It wns the largest of the sub-
seetions of MI-8 mnd performed %ms cryptanalytic work unot onl: for the War
Depariment but elso for all other Government depertments, ineluding Navy,
State, Justice, and the two ocensorships—-Cable and Posial, which were then
Aeperate orgenirations.

{2) Deapite the faot that umder Army regulations the come
pdlaticm end revision of codes was s Tunction of the Chief 8irngl Officer
sompilation activities under the Signel Corps wers u a mori
stete. Iaformstion having Lesa received that the (SrmemmS possessed ooples

of the War Department Telegraph Code, MI-8 deemed it advisable to establish
s oode compilation subseetion, snd that subseetion produced several codes
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such as Military Intelligencs Godes No. 5 and No. 9, susell pocket codes
for seeret agenta, and the like.

{(3) In addition to training £ own pergonnel, MI~8 trzined
tao-amdeonstty of the persounel sentcewersers {or cryptacsl:itie duties with
kuhkd forcef, AM? and Siberis. It must bLe mentioned, however, that
approxia~tely 85 officers were irained at Riverbank L.lgr. tories, vwhere
& six-week training course in ysis was give %s prior
to their shipment—oversews : un?v é .

(4) A laboratory wes esteliliahed for the prepsration of
iavizible lnke for use Ly our owmn agents. It slso examined letters for
sgoret writing,snd an average of over 2000 letters per week exanined
for the military «nd postal censorship from July 1, 1918 to Februsry 1,

1949.

{5) The shortband subsection w:s organized to %ﬂpw
doouments and texts im warious shorthand systems, especislly Gerni whieh

W. This was iwefmed the first subsecilon \WM in
uI-8,4fhen Lthe senaorship Gegem sending (0&2%52519177 letters oocu~

ments supposedite-be in cipher but whi in shorthand.

In June 1918 the AIF recuested 15 expsrt stsanographers who eould W

vorbe xapination: of Germen prisoners. The required number was found
and i. This subseotion also provided traimed linguists for NI-8
snd the AYF.

(6) The commmnications subseotion wes estrblished in MI-8
for hendling meassages 1o aud from nilitary sttaches snd intelligence of fi-~
esrs serving abrgad. In & perlod of nine months it sent and 'received sbout
25,000 sush messages, praetically all in eode,

3. At the height of its development, which was reached ia Novester
1918, X1-8 was, for those days, a rather large unit, consisting of 18
officers, 24 civilisn eryptogrephers end cryptanalysis, and 109 typists
und stenographePs. Toe tine had come for the estellishment of a definite
5110)7 for the future. Now, ths gulding nesds of Nilitary Intelligence at

at tize fully reccgnized the high importunce w«nd walue of the services

rende , MI-8 cryptanalytic lamreau, because they hnd been in posie
tions 1 Products of-vire-dall;y aotiviies ﬁf' the lLureay, ssus-direstdy
e thewvinfluence and bearing,

whisshsbissmundn-anl, not only upon the military .nd navel, but also upon
the diplomatic, political, =nd economic phases ol the couduct of the war,

They therefore had prastical expsrience in the matier nud could bring the
weight of Lﬁeg wy.ons of infldence nd their actusl experience to bear
uponn those - & the purse strings, with the result that they waere
able $o obtain funds sufficient to keep a fairly large organization intact
for a year or two. An annual sppropristion of $100,000 was recommended
in a memorandum for the Chief of Staff from the A. C. of S., G2, dated
¥ay 16, 1919,(Tab A attzched) to be used as follows:
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Ment, light, snd heat $ 3,900
Reference hooks 100
Personnels Chief (Yardiey) 6,000
10 oode and cipher experts
& 3,000 30,000
15 eode and cipher experis
& %2,000 30,000
<5 clerks
® $1,200 30,000

$ 100,000
Ay g‘é:::WJmW
The item for ®rent, light, »nd hert® 17 explai :

the mrecsu w-e—go—te-moved fron Washington with » view Lo hiding its
existence. Of the $100,000 racgmuanded, the Sisnte Depsrtreut wis %o pro-
vide $40,000 rnd $60,000 wus Ozb'ovmad for expenditure by the Ax. C. of

8,, G~2 on *ooufidentiel memorsnda® against funds pertsining to "Contin~
goney ¥ilitary Intelligenoe Division® - thet is, Lv vouchers not subjeet

to review by the Comptroller Gener.l. The paper coataining the recommendsw
tions mode by the i. €. of 5., G~2 to the Chief of 3Jtaff was "0K-ed® sad
tnitislled by Aeting Seoretery of Stste Polk on Huy 17, 1919, snd within
thres dsys of the inltlstion of the paper (Wsy 15) it aws approved by the
Secretary of War over the sign ture of Generel March, Cnlef of Htafl (see

top sheet of Tab A). Next came tune question of »atually olteining the

funds. In this connection Tab B shows » copy of & letter duted Hay 24,

1922 from the then Secretar:; of States Lo Senator Wadsworth, who was Chrirman
of the Senate Appropristions Corviittee, Yith the letter wenl » speoiel
wemorendus nd & copr of it 1s included in T»b B. FPridently the funds were
obtained., The plan was put into effeoil, the Lurvsu wes instelled in = private
house at 22 Enat 38th Street, New York City, -nd all personnel togetdror—widd o -t
oxisting racords wers moved thereto; |

4« The foregoing funds Lth luresu for the FY 1920, taé
when in June 1920 it cane time to sat up itne budyetl Tor FY 1971, the purse
strings were alroaly beginning to be pulled tishter. &eny of tha Rold-timera®
in G~2 had pone Lo othier sssirnmente; those remaining sni the newcomers in
G-2 spperently did aoy have the backiround of the story, nor the foresight
snd the influence to press the pmrtter so frr us Lhe War Departnent w-s ook~
ssrned,. The srppropristion was »t once cut in hslf, thet is, to 450,000,
of which the State Depsrtuwnt shere still continuei tn be $40,000. It is

possitle thet the G=7 thesis wrs th t since the work dope Ly the b
s if not solely, for and of interest to the Stzbe Depnm% JI

thet period in our affairs, 21l or nearly nll of the funis sh7ulci be proviaed
Ly thet depsrtzent. The War Deperimenti overlooked some veTy important poimte
in the situstion — poimts ®hich will be 'rought up end emphasised 1;3;:.:”1-
in this sumeary. Sear the close of ¥Y 1921, whea it rppeﬁreii thet &

sontraction in funiz oould he coticipated, wil attunpt wns mrie o obtalm

gtate Departaent support tefore Congressiontl eppropristions comritiecs, sad

__1?.3_4-—
o, - -
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the A. O of 3., G-2 suoceeded in gotting the Secrct v of Stute to
writs « letier Lo thw Cheirmen of the Temstoc Approjri<tions Committes.
A oopy of this let'wr is sttvched s Tsb B, Thoe 4. c. f S., G=2 uls0

pressntod his Lefors tho comaittes in elosed se whioh
open refcren M oryptenslyiio w _,
denced monorendun sty ched to Tab B, howid

impres for there was mot, in FY 1922, anotrwr nharu d 3
allotted for oryptanslytic work. ver, in order nol Lo lTeek the cop=-
tlauidy of the history, st this point will merel: le stetod th t rear ty
yerr the funis -ovidad for the mintemnco anl opor tiog of the
Lesane more -nd more coustrictod,m. the sutumn of 1%.9 t
uh.\latim, based w.on s letter Jd-ted July 17, 1929 fror Yajor i,

hief S%gn&l Of ficer {Generxl Giils)g
t.te detorior- t.e .,Lu,.ww

3 3,ouo
" Books, postsgze, travel ~nd
trinasportation, misoc. <3370
Parsomnels
1 Chief (Yardley) Ty 500
1 code & cipher expert 3,600
1 translstor (Jep) 3,750
1 asecrotary ' 1,800
1 clerk-typist 1,600
1 clerk-typist 1,320
$25,000

5. Of the total ﬂprropriatiou of 825,000, the Str te Jeparitment fure
nishel 4 #he activitl 3 o the buresu
| Tt weo sending in only coorsional

: s ['ow Jopanezo rnd & f’ow Hexiesn -Jiplow Lio menasiyes. Jo
%‘Lﬂh whutagevar wog oconducted in gryptenalysiss there were no tras
vities, nn intercept, nc direction-finding studies, no sacret ink work.
The persomnel consisted of six persoms «1. told, ot 3 of Lha totel PRy
roll went to one msn, who had little inuvcrest Jt.her thrns o econtinue as
long & possible to maintain hinaelf‘ in the sinecurﬂ futo whieh he had buu
poruittcd Lo eslal :lish hinsalr. : ; -

6 In ihe sumgeg of 1929 lnjor J. S. Allright, Sipnel Corps, wes
aspigned =% to ! 3 on the sWaff of Lhe AL C. of 5., G=2 to supervise
apd epordinnte sueh of the oryptographic nd crvply ti¢ setivities of

the War Depurw%nﬁng Aftor s careful - of "the situntion snd
m tpprniul of e exin crypt.am.l;, tie tm.reuu/ Tt e-Bot—SeTving

ey, Kojor Aliright ‘ﬂ,.
Ho—fudX—thet M

mnet.inﬂi whioh the turesu wus hﬁg intermittent-

y Ay was loadesd of .rim ry interest fom—ids-ewa-wedc to Lhe St-te Departmenty

md willbe the War Depsriment had only s secondury interest in the Siesbleeiis®

for=the informetlon 1t gawe, the rrimsry interest of the War Departwest in
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studies in pence Lime wxs Llwb~dtt-wwr—totasiey to enpage
in ressarch rnd te--srevide-s—seons-bor trainimg specislized personnel
for jmmediate war~-time effeclivenens, RMajor Albright foun: thect not only
ws there very little 17 sny trelning Leing ocouducted tut ~iso thnt all
pirsons in the bureau, emW recelving Lhe lcast pey, were
fratting slooy In yearsess potent usefulness for poasiile wartime
service, preebkectiy—wii. loreover, the lureau w.s nos hilden =way in s

pullie office builiing in Mew York (under cover of the *Code Compilatimn
Company® for allsged purposes of aacurity) ind £ r swa: from direct super-

sion of rrhment or of G2 scrt 3
S R ey e S B bl ol e p

Yardley devoted most of his tima to two or three .rivslo enteryrises,
{somsmareisl code aompilation, real estate Lrokersge, consultant 1. code

matiers Lo cosmoerciel flrma) and be wes having a "fleld day® st Governwvent
axpenne, e ¥AYre, aevernl other wel;lhity facotors whieh
motivetad Mejor Albright preparing a G-2 study (Teb C) regonue ing thet

>

the buresu be—belten—cutof-Gui and its functions™rsnsferre g\c Signal
Cofps. Ohls? among these was the desirabiiity, if not necessity, of plusing

weyptographio and cryplsuelytie work of tho Wer Depr riment under one
sgoney, rether than distriluting 1t among three (The idjutsnt Grnersl, for
printing, storege, issus, snd aocounting of ccdes; tne Chief Slgnal Officer,
for oompiling ocodes rnd oiphers; Military Int.llip.nce, for solution of
ocodes rud oiphers), Ewsmovesdum on the sume »mbjnct x 5 ,reprred by Liewt,
Oole ¥ K. ¥iloon of the War Plans snd Troining “ectiou of G~2, -ad ie slso

attaschwd hereto (Tab D).afhe reszsons given it Lhs Lei-study wad—ibi-Colonel
Phisouts-nemensndun mruzi«ned valid by the Chlel of 3talff, for

Major Albright's recosmen la¥ivnr Were ap.roved in April 1909 -nd steps wers
soon initisted iy G-z and ibhe Chief Sigunsl Officer to mub tnem lato e f“w:s

The ations curried with them morel; Shi-wamilog—wf chunpes
nade AR 105-5, specily dutles of the Chlef Signel 0fficer, thade
hodug enlarged) e the priating, storsge, distrilution, and

ssoounting of codes +nd *in time of war tne interoc; tiou of enemy redio snd
wire traffic, the gonlomeiric locetion of wnenmy radio stations, the solution
of interospted cnemy code nnd eipher mossapres, cnd laborsiory srrijigevents
for the smployment and detestion of secret inks.*

7. Howover, Lefore anything could be done aahaeddy to, rnua'f‘dﬁ‘x‘:,fth
actbivity, & new aud very disturbing f.ctor entered into the pleture,’ In
March 1929 s new sdaipistration took office, in which Ir. Stirson heocame
Zeoretary of Atate, For a fow weeks no "ulletiuas®™ fror tne oryptenslytie
tureeu in Hew York were given hirm, the inlention Veing to ®go slow® until
tw had becowe sufficientl; wed} oriented in uiw :‘uties of his office o
warrsnt bringing to his sttention the highl; secret («nd in the Lhon
ourrent view, highly ™unsthical®) sotivitiss an tred in by #r snd State
Departaents by means of funds provided in large prt Ly the latter Departe
went. Harly in May 1929, however, tho tioe wos deemed ripe for this
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measurs, snd (sswording to Yardley) iv~wee with some trepidation st

s for trsnslations of Ji se code xessages wers plsced oan ¥r, Stinmsonts
desk, There mm 10 belleve that his resction wes
vialsnt and hMw—wPtioe drestic, Upon learaning how the material was obe
tained, he charasoteriaed the sotivity as being highly unethioal and dew

ahrod that it would cease i 80 far es ithe State Dgpartment was
somsorned, To put teeth into nis decision he pawve insiruc thtt the
asesssary funds of the State Deperiment woud! be withdrawn at once

It was only after ecnsiderable pressure by the 4. C. of 8., c-¢ thet he

was dissuaded from this course, whisch might bave had sericus consequences
throwing out of employment the aix people ooncerued, at a tine
re sconomie depression. Per Ihase workers had only special trsiaing
in s rmn wholly useless to commereial, industrial, shipping or benking
firss, or to other goversmgnt departments, or to educational institutions,out
) ‘o close the office imwmedistely »o fu'
aunvartnnm FTEad bnt'bknpthcperconnolonthcp&ymllfﬂr
fetensary to wind tp affeirs and get the flles in shepe ready to
tare over to the 3igeal Carps. %This ook & couple of wonths, snd &t the
1929 the employees were given three months' pay in sdvanes in
40 tide them over the period in which they might be jobless.
Since they head besn paid out of ¥confidential funds® they lwd no e!.vﬂ.

o

W—Wm
them in the midst of a nrion.
gtlud thenr to indisc

-um-,mum asd did the best they could to find jobs.

8. 1In Outaber 1 I woa sent by the Chief Signal Officer to New York
%0 teke over the revords snd-files of the defunct Burssu and to
sversee thalr trsnsportstiom to Washingtoa, The €ryptensiytic sctivitiss,
rosesreh, and > pow boing under the Chief Signal Officer, immadiste
steps were taken

fends avsilatle '”;'__r,;," | ery 8iim —~ oaly what revained of the
War Bepartaentty® FXSution of $10, or the ¥Y 1930

been withdrswm, by—the—StaieDepariastt, ass-indtosted-ebaove. in offer of
ssployment was made to Mrs, Wilson, the Japanese expert with Yardley, but
ahe wes umable to necept, sinoe 1t involved woving to Washington and ahe

Ul,t munber of years later (1941) Yardley told me thot he had been mis-
informed as to ¥r. Stimsonts attitude and that it wes really the Fresideat
{¥r. Eoover) who *killed* the bureau, not ¥r. Stimason. There 0Ne
grounds for belisving this, and it would be istereating % Inow Wuth,

-bd -
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hed 3 busbend and child in New York. Amother employee, Mr. Victor Weiss-
kopl', a3 a business in Bew York snd refused to move to Washington. The
feamle cloriczl employees were deemed umsuitable for our purposes and, ;
moreover, having no civil service status, they could not be taken om by :
transfer. An offer of temporary employment wes nade to Yardley but—he awd ;
refussd .the—tender. Instead, he proceeded secreily to prepere a book whish .
first & red the form of articles in the Saturdsy Evening Fost, snd wc

later n mach expanded form under the title, *The American Black

Chamber.®. The book and articles wers highly sensational and mede damagiug

diselosures concerning the most secrst activities ever conducted by the .
Goverument, Before the appearance of the articles and book, however, he
bad taken certain steps to protect himself from possitle prosecution for
his diselosures, among which was {0 resign his commission as Major in the
Nilitary Intelligence Reserve., Of eourse, had the authorities undersiocod
the reel purpose of his resignation they might heve preventsd it sc as to
retain some hold on him, But belng in doubt or in ignorance of his real
motives snd deeming it just s® sct of picus, the resignation was accepted,
fhe unfortunate consequenoes attendant upon the publication of the book
need no elaboration herein, Suffice it to say nh:t our smicable relations .
with the British, who resented the disclosure of certain information ob= ;
tained from them by Yardley as & commissioned officer, were disturbed;

muochk more gerious, ocur preearious relations with Japen were brought to &

boiling point when about 30,000 coples of the Japanese itranslation of The

American Black Chasber ware sold in Tokyo in & periocd of less than a month

{perbaps the book was subsidized by the Jepanese Government itself). The

bad odor into whieh all oryptanalysts snd eryptanalytic activities fell,

a3 a result of the difficuliles which the publicity given the matter by

Yardley's disclosures oocasioned high government officiels, had a bad affect .
upon the attempted reorganizatlion of the cryplanalytic buresu by the Chiefl )
8ignel Qfficer. JYunds were hard to get, and State Depariment support was !
lackingy if-unot-in-Athe-other-dirsstion sltogether. The most serious conse-

quences of Yardley's dlsclosures, however, cems ten yssars later, and their

offects csn hardly be estimated. I refer here to Lhe jolt whieh his book

gave the Japaneae cryptographers, lesding them out of thelr blissful lgnorance

and oausing thea to develop really complex methods which xre now giving us

so many Cifficulties. The same 13 trus probadbly as regerds the German and

Italian cryptographers —~ their education has heen entirely at Uncle Sam's

expense snd the Tinel consequences of Yardley's work can not yet be foreseen.

They may well turn out to be disastrous.

9. ¥Without delay, 23 indiceted in the begioning of the last paragraph, i
the Chief Zignsl Officer proceeded, as energetically as possible under the 3
eirsumstances, to carry oud the misslon assigned to him. The reorgsnised
oode and eipher solving section was plsced under the War Plans and Tralning
Division, since the code compilation section was already there. A rather
detailed directive, which was prepered Ly G-2 snd approved Ly the Secretary
of War {(Teb E), becams the guiding plan of the reorganized szervice, whish
was now nawed the Signal Intelligenece Service. Ius personnel, consisting
of mysaelf end one or two clerks, soon was sugmented Ly a hslfl dozen more

“T -
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employees,. Training literzture :nd courses in crypianalysis and erypuo-
graphy were prepered and put into good usa.e &t once. A grect desl was
done in expaniing our eryptographic work also, by preparing reserve edi-
tions of existing coles, compiling and devising new codes :.d ciphcrs,
developing cipher apparatus, and #o on. Cryptansalyvtic work was pui on &
firm besis of reseurch and training, with emphusis on tne latter, for
there existed no intercept servics and the raw material could aot be
obtained., (Yardley had been able to get 2 amall smount of material from
the cable companies but this sudraes had practically ®dried up* by 1929

due to fear an the psrt of the companies.) Hence an intercept service
now was orpgmnized =2nd grow very slowly. All pheses of sirnai intelligence
wore unified under one service and taken under study sand action. HMoreover,
imporiant eooperation with the Nevy in thc sam type > work was oSO
initiated, How the sctivity has expanded since bLhen regquires no comment
at this tine, Howuver, s few words about relations =with the Havy are
pertinent,

10, Cryptanal:tic activitics in our Navy Densriment were precileally
non-existent until after the alose of the last war, during which, ss was
aoted above, whatever problems they hed in eryptanalysis wers referred to
Mi-8., But in 1921 the Navy, recognizing the 1mportant role which erypte
anslysis was hound tc olay in future, began builling up a larye unit in
tke Ravy Departmeunt, with echelons afloat. W®Whereas Luc Army placed emphssis
upon civilian training, the Navy placed emphasis upon officer training; and
for mech dollar the Army was able to obitaln for eryptansl.tic sad crypto~-
graphie work the Navy was sble to obtain three to {ive dollsrs, wmtil by
1939,' as far a3 concerned mwabers of officers and civilian parsonnel ene
gaged in these activities, amount of equipment on hrna, .ad funds available
for research, the nNuvy had considerably outastiripued the Arwew. Howaver, it
may be scid, with some justifiable pride peshsps, th:t while they were ahead
of us in quantivy, we were ahead iu quality, for 1l tne imporisat develop-
ments in Loth the eryptographic snd the ervptanalytic "iclls must be credited
to Army personnel. At first, coopsration between the iwo services was in-
termittent and at times very indifferent—-the ususl matusl suspicions and
jenlousies pervaded our relatioushipa. But, happil;, “or the past four or
five years coopersiion nas lLeen much more wholehesrted, with the result
thet 1t may now be said without reserve that, =8 regards their cryptographie
anl oryptanalytic aotivitles, technicai cooperatisu between the Army and
Nevwy in these Tields 1s so close as Lo bw tne samu =3 thonugn they wera under
one head. This, of course, is as 1t should be und ruat be in order to
gein the desired result from such sotivities.

11. It would be of utmost valune to the winning of thus war if the
Government were now in & position to r-an the codes and ciphers of ail the
forelign powors whose actions and probsble intwabtions are of intorest snd
importance in our prosecution of the war. It coull nave been in tids
fortunate position had it piven Lo crypianalytic stuaies the sitentiom
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Hote: It seems to me No. 1 should be the
necessity for factual knowledge of inten-
tions of potential enemies; No. 2 lhe pro-

tection of our own systems (now ineiuied
in No. 4); then 1, 2 and 3.
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ol Tha uatter can be summerised vcr) sucuxnctl* in this atate-
mcents  Actuml or physicel werfare is intermittent,but signel seourity
wariare, especially eryptaoalytic warfsire, ls continuous. It is vital
thet this be understood by those who exercise e control cver such
'M'a -

12, There are four basic reasons why this contimuity in orypt-
analytic studiesyls so important. They will be diseussed Lrieflys
dse pracelinc

{1) It must be reslised that cryptanalytic sctivities have
5o esmmperpeart in civil life, Therefore, on the ovtlreek of war there
is no Impurtent source froam which trained, experienced personnel can be
drewn for immediste usefulness. Since ekill in cryptanclysis can hardly
te developed in a short time and oryptanelytiec vnite cepable of produsing
quick results cazn not be igprovised in = hurry, unless there iz a goode
sized nucleue of such trained and experienced pcrsonnel no good erypt~
analytic operstions can be conducted in ibe eerly phascs of a warj that
is, just ot ths time when resulis can usually le obteined most easily
axd when szuch results are extremsly important, Koreover, it is in the
upper strats of cryptanalytie brains that continuity in studies is zost
impartsnt, It is possible, undsr pressure, to obt:in large numbers of
reerults of high intslligence from colleges snd universitiea, but until
they have had a2t least five years sctusl expericnee and tralining ihey
ars whclly uaprepsred to atteck the more difficult problems encountered
in modern, up~to~date seceret communications. GCongider the present "Purple®
systen, for exaxple. It requlred almost two jesrs of concenirsted effort
to treak down this systez and 1t was indeed fortunste that this had besn
sacarplished by September 1939« If we had only bLeen sble Lo steart this
study im December 1941 it would not heve lLeen possille Lo reud those
messeges short of two years! gtudy, if st all, bscause the problem is so
difficult to begin with, and moreover, the volume of traffic avallalle
for saslysis would be 80 small compared to what it wss shortly Lefore
Beumzher 7, 1941, MNoreover, if we did not have the two years! experisnce
with the ordinary ®Purple® the task of reading the speciel *Purples® now
occasionslly employed would be extremely more iifficult, if it could be
done at e}l bsfore too laste to be uzeful., Again, our present diffieculiies
with Japaness military systems sre in large pert occasloned by our faillure
to devote gufficienl study to ithese s;ctems over ihe past few yeersy but
it must be realized thet limitetions on funds and personnel made aueh
studiea impossible, becsuse with the omell sblafll of 318 persoanel from
1330 to 1940 it was all that this persomnel could do to keep abreaast of
the Japsnese diplomatic systems, for which G2 was clamoring.

{(2) Continuity in cryptanalytic studies elso requires contimuity

in intercepl work, for without the basic raw material no studies et all
san be conducted on actual treoffie snd purely theoreticsal studies xay be

-G -




Lo ' RERy ;3D 1 A5847 7
"'. "y "7

.
it @ £E

far off the real targat albopather, no matier how successful, Continuity

iz iatercept work means, of courss, that the equipmeat and personaal of

%he intersept service have to be muintained end thus, these are wvailable 4
an the outtreak of war, for immediste, useful work. Unleas cryptanalytie

stulles are pursued the need for the malmtenance of adequate intercept %
stations soon diasppears, for it presently begins fo look as though the
work done by the intercept personnel is useless and funds Usr this aetivity
are withdrawn.

(3} Continuity in oryptanal.tic studies is .ccossary beczuse |

ig is not a static science or art —- it must progress &8 crypto-
grephic sclence progresses., In the past few ysars prevt stirides have
been made in the latter, sspecially as regards the developmeat of complex
electrical and mechanlcal erypilographlc devices and mechinery. MNoreover,
ths cryplanalytio work done during the las% war has been publiocised. As
slluded to above, "The Ameriocan Blaek Cheamber? in particuler has exercised
a wide influence in putting certein nations wnici had Deen gquite baekward
in thelr eryptography on their guard, causing them to angage in stuiies and
davelopments {or the improvement of taeir codes and ciphers. The result is
that the eryptographic systems of these nailons have become nore and nore
diffieult to analyze. [t 1is important to sote that iapryvement in aryptogra-
phy usually oomes in successive small steps, =nd if the cppesing cryptanslyst
oan keep in step with theme progresslvs incrsszes in complexity be can, as
a ruyle, be in a position to read the new systens almosy a3l fast sa they are

put, into ungo. If there is much of a iag in the cryptanalysis the oryptogrs- ]
pher geis far sherd for the cryptadalyst to catch up quiakiyj in some I
sasos oatching up becomas impracticable or impoasible. 1

(4) Pinally, it may be noted thnt continuity in eryptenslyiic
stuliss brings isprovensnis in our own orvptogravhiec syatema and methods,
without whieh w»a aay be lulled into =z false senze of geouriiy and remain .
blissfolly ignorant of what some foreign oryptanslviic bureau may be doing
with o suppomedly seeret communlicetions. It cen be seid tinet tne gresatest
blow that can be deelt to signal zecurity work la loss of eontiaulty in
eryptanalytiec studies, Tor it means that & disastrous Llow has been de~
livered to technical efficiency of both the crypvogranhic and eryptanalytia
gsorviceg for war-time Cunctioning. i

13, It may be pertinent to add that the British Governmeat buegan its
aryptanalytic activities in 1914 and never -1eslated from Lnem Zor even &
month since then, though of coursze on a smsller scale tuan was resched at
the helipght of itaese waciivitics in 191819, However, it was on a scale
sufficient to enable them toWwep up with tane Siplomstic traffic of uost of
the govarnmenis ol any consequence iu the world in which they had sn in-
tereat. The British bLuilt up a corps of about 35 to 40 able aryplauslysts, -
ineluding Arny - nd Navy of{lcers permenently szsignsd to cryptanaiviic




dvties. They madnteired cryplanslytic wmits In Lo on, India, ilrice,
China, snd s0 on — the offiaerrs btelng transferred from ore unll .o snother
tut consteatly staying fo oryptanalytic work. The result i: that rodmy,
while our 818 has solved and can perbaps agein solve rore Jdifficult ise
dividusl protlems, in coverall coversge of ihe field the British organliza~
tion iz considerably shead of oura. It is clear thzt no countiry ie too
sall for them to have u«n inbersst in that ecountry?!s sseret comrunications,
snd they sre today able to read the treffic of most countries on whieh
they have kad contimuity since the last war,

lhs Finally, if we are not to repeat once more the mistakes made
st the elose of the lest war iu respeet to siymal scenrity w»ork, every
sffort should Le made to pluce the present organizaticn on the wost firm,
permenent foundation it is posslble to erect. The service should uot Le
econsidored az merely an appendege to the funciions performed by the Signal
Corps only in tiae of war tub ss e permanent s:rvice iLhai operates on a

darfe soale in puace-time ac well as in war-tise.

Willien F. ¥riedwsa,
Director of Comrwunicetions Research,

Originally written
and dated June 29, 1942,
Elgor chamges made on
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