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USCIB: 29.3/50 HANDEE—VFA—GOMENT—CHANNELS—OoN—

8 August 1955

—TOP—SECRET—

MEMORANDUM FOR THE MEMBERS OF USCIB:

Subject: Program for the Improvement of Allied (NATO) Communications

Security.
Reference: USCIB 29.3/49
1. As a result of telephonic approval of the reference by all
members action has been taken by the Department of State member tc inform
T —

the French, through Embassy, Paris, of U.S. approval of agenda items for
U.5.-U.K.-French discussions this fall.
2. The Senior U.K. Liaison Officer, Washington and SUSLO, London

have been informed of this decision.

USCIB: 29.3/50 ‘ SANDEE—HA—GOMINT—CHANNELS—ONEY-

eclassified and approved for release by
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3 August 1955

~TUF _SECRET

MEMORANJUM FOR THE MEMBERS OF USCIB:

Subject: Program for the Improvement of Allied (NATO) Communications
Security.

Reference: USCIB 29.3/L47 dated 14 June 1955.

1. |Attached is the agenda proposed by the delegates to-the US-UK-
French technical COMSEC discussions in Paris on 27 and 28 July as a
suitable| basis for. further tripartite COMSEC discussions to be held in
Paris from 16 to 26 November 1955. The July conversations were
con51dered satisfactory and a report on them will be forwarded to USCIB
at a later date.

2. |The Ad Hoc Committee reviewed the agenda and considers the
topics to be within the purposes of the program for the improvement of
NATO communlcatlons security except for Item 6. Mr. Raven and Dr. Stukey,
the US technlcal representatlves at the recent talks, stated that the
French are interested in protection of any secret French cipher machines
-which mlght be used in NATO, that they understand that the problem cannot
be discussed conclusively by comnunications security experts and that
they belileve this agenda item can be satisfied by a statement of the US
views and experience with this problem, Mr. Raven and Dr. Stukey also
stated tth although discussion of Item 9 could be undertaken without
undue ‘exposure of sophisticated US COMSEC and COMINT techniques, it would
be necessary for USCIB to consider at a later date what the precise limits
of discussion should be. With these explanations the Ad Hoc Committee
approved The entire agenda.

3. The Ad Hoc Committee was informed that it was highly desirable
to give the French confirmation of US acceptance of the agenda as soon as
possible.l Mr. Raven and Dr. Stukey also stated that the British have
accepted ?he agenda and will so inform the French on receipt of US
concurrence.

L. %t.is recommended that:

(a) USCIB approve the agenda and proposed dates for the
" tripartite technical talks;

(b) that USCIB authorize the Acting Executive Secretary
to inform the SUKLO of this approval; and

(c) that USCIB authorize the Department of State to inform
the French of this approval through Embassy Paris.

USCIB: 29.3/49 HANDLE—VEA—COMEINT—CHANNEESONEY
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Subject: Program for the Improvement of Allied (NATO) Communications
Security.

5. It is requested that telephonic concurrence in the above recom-
mendations be given to this office by close of business Friday, 5 August

1955.
4
ﬂ: 4,%«4/#
H. D. JONES

Acting Executive Secretary, USCIB

Enclosure
a/s

USCIB: 29.3/A49 -2 -
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1 August 1955

AGENDA FOR TRIPARTITE COMSEC CONFERENCE
TO BE HELD 16 TO 26 NOVEMBER 1955

1. Synthesis of Previous Meetings as Regsrds National
Communications Security in NATO Countries--Results
Obtained and Conclusions to be Drawn. /

2. Organization and Problems of Communications Securlty
! Organisms of the Three Countries.

3. Control and Monitoring of Communications.

4. G@eneral principles of Judgment of Ciphering Systéms
in Connection With Their Utilization.

5. Utilization of- the CX-52 Machine.
6. Protection of Patents in the Three Countries.

T. Production of One-Time Tapes and Keys, and Control
of Random.

A ,
8. Electrical Shortcomings of the On-Line Machines.

9. Ciphony and Cifax.

BOP- SECRET— :
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SUBJECT NUMBER

USCIB: 29.3/48 Item Not on the Agenda for the 116th Meeting of USCIB,
held on 10 June 1955.

Subject: Program for the Improvement of Allied (NATO)
Communications Security.

The ACTING CHAIRMAN (General Cabell) asked if Mr. Polyzoides had
anything further to report on this subject.

MR. POLYZOIDES stated that the Working Group is, at the moment,
awaiting a vote sheet reply from the members.

The CHAIR said that he has just been informed that the Secretary has
received approval from all members, and that the Navy member has suggested
that Mr. Polyzoides accompany the U.S. technical experts to Paris for the
purpose of furnishing them with advice and policy guidance for their
discussions with U.K. and French representatives.

MR. POLYZOIDES said that in view of Board approval, the papers can
now be sent off for use in the briefings. He added that the British should
be ready, since both of their Boards have indicated approval of the papers.

The CHAIR asked if there was objection to the proposal that Mr.
Polyzoides accompany the technical experts.

There was no objection.
DECISION: (10 June 1955) USCIB noted the information presented by Mr.
Polyzoides, and approved the Navy member's recommendation that
Mr. Polyzoides accompany the U.S. technical experts to Paris to provide
advice and policy guidance.

The meeting adjourned at 1220.

USCIB: 29.3/48 -9 -



' - "REG A4045§y3
w

24

USCIB: 29.3/47 —HANDEFE—FHA—COMENT—CHANNEES—ONEY—

14 June 1955
—SECRET

MEMORANDW FOR THE MEMBERS OF USCIB:

Subject: Program for the Improvement of Allied (NATO) Communications
Security.
Reference: USCIB 29.3/45, dated 27 May 1955.

1. Vote sheet replies to the reference indicate approval by all
members of USCIB. . .

2. The vote of approval by the Navy member contained a recommenda-
tion that the Chairman of the CWG, Mr. T. A. Polyzoides, accompany the
U.S. technical experts to Paris for the purpose of furnishing them with
advice and policy guidance for their discussions with U.K. and French
representatives. This recommendation was presented by the Chairman, USCIB
at the 116th meeting, and was approved by the Board.

3. This office has informed the Senior U.K. Liaison Officer of USCIB
approval of the CWG proposals contained in the reference.

Acting Exe e Secretary, USCIB

USCIB: 29.3/47 “HANDLE—VEACOMINT—CHANNEES—ONELY—
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SUBJECT NUMBER

USCIB: 29.3/46 Item B (Not on Agenda) for the 115th Meeting of USCIB,
held on 20 May 1955.

Subject: Allied (NATO) Communications Security (Approach to the
French).

The ACTING CHAIRMAN (General Cabell) invited comments by Mr.
Polyzoides, Chairman of the U.S.-U.K. Combined Working Group.

MR. POLYZOIDES reported to the members on the general status of the
preparations for the next approach to the French, stating that the matter
is near the point of presentation to the French Foreign Office. He
explained that agreement upon an aide memoire, and general terms of refer-
ence for the Ambassador, has been reached on the U.S. side and that formal
approval on the British side is now awaited. He suggested that the Board
accept this interim report of progress pending final CWG approval of the
papers, at which time the Board's approval will be requested.

The CHAIR suggested that the ‘Board express general approval in
principle of Mr. Polyzoides' report, and be prepared to act by vote sheet
on the final recommendations of the Committee.

It was so agreed.

USCIB: 29.3/L6 -12 -
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USCIB: 29.3/45 HANDLE- VTA COMINT CHANNELS—ONLY —

APPENDED DOCUMENT CONTAINS
CODEWORD MATERIAL

27 May 1955
—BOP—SRERFT-
MEMORANDUM FCR THE MEMBERS COF USCIB:
Subject: Program for the Improvement of Allied (NATO)

¢ Communications Security

1. The enclosed memorandum and report from the Chairman of the
US/UK Combined Working Group and US Ad Hoc Committee for the Improvement
of NATO COMSEC is circulated for vote sheet action.

2. It will be remembered that the Chairman of the US Ad Hoc
Committee outlined these proposals and obtained approval in principle of
them at the 115th meeting of USCIB.

3. It is requested that the attached vote sheet be executed and
returned to this office by the close of business Friday, 10 June 1955.

ecytive Secretary, UsCI1B

APPENDED DOCUMENT CONTAINS
CODEWORD MATERIAL

USCIB: 29.3/45 HANDLE VI COMINT CHANNEES ONEY—
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MEMORANDUM FOR THE MEMBERS OF USCIB

SUBJECT : Program for the Improvement of Allied (NATO)
Communicetions Security

REFERENCE: (a) USCIB 29. 3/Lo of 7 February 1955
b) USCIB 29.3/41 of 7 February 1955
e) USCIB 29.3/42 of 11 February 1955
d) USCIB 29.3/43 of 8 March 1955

At its il2th meeting on 11 February 1955 USCIB
approved recommendations of the US representatives on the
Combined Working CGroup to continue US-UK efforts to
improve French communications security along pievious
lines and within previous limitations and to do this by
an approach to the Secretary-Genexal of the French Foreign
Ministry, M. Massigli, followed by technical talks between
US, UK and French experts.  In reference {c) LSIB expressed
a preﬂerence for recommendationg proposed by UK representa-
tives but agreed to undertake the US plan.

Accordingly the Combined Working Group has prepared
an ailde-memoire for presentation to M. Massigll by the U3
and UK Ambassadors in Paris and has agreed on general
terms of reference to govern the ambassadorial approach
and the technical discussions. These agreed papers are
attached.

The US representatives on the Combined Working Grouo
recommend that:

{a) USCIB approve the specific plan for the
approach to the French as set out in the attached
papers;

{b) U3CIB approve the forwarding of these

papers to Ambassador Dillon to initiate this
approach; and

{¢) the Chairman, USCIB, inform the Chairman,
LS8IB, of the Board's decision.

aaaz'f€£§¢4%Q/

T. Achilles Polyzoldes
Chairmen, U.S. Ad Hoc Committee

—POP—SRCRET , 25-082 # 2t
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24 May 1955

AIDE-MEMOIRE

1. In March 1954 the US and UK Governments, believ-
ing that the national communications practices of many
NATO governments might be such as to create a potential
source of highly valuable information to the USSR and that
it was in the common interest to take action to bring the
situation to the attention of all NATO governments, pro-
posed through their ambassadors in Paris that communica-
tions security experts of the US, UK and French QGovernments
hold technical discussions with the object (a) of agreeing
upon a memorandum on thils subject for issue by the Standing
Group to all NATO governments; and (b) of assuring them-
selves that thelr own respective communications security
practices were satisfactory from the standpoint of the
Standing Group Memorandum, On 24 March 1954 an Alde-
Memoire on this subject was left with M. Parodi by the
US and UX Ambassadors.

2. The French Governmen$ concurred in this proposal
and in April 1954 discussions were opened in Paris by the
communications security experts of the three governments.
At that time the French representatives were M. Viala,
Ceptain Muller, Lieutenant Colonel Black and Capitaine
de Corvette Rault. They discussed general principles
end specific practices in the communications securilty
field. They also agreed on a Memorandumn, whieh subse-
quently was accepted by the Standing Group as SGM-620-54,
and was approved by the NATO Council on 3 November 1954,
The technical talks also resulted in the furnishing of
2 measure of assistance by the US and the UK to the Qual
d'Orsay at the request of M. Viala. This assistance
included tne provision of certain UK cipher machines.

3. The U3 and UK Qovernments are still concerned
by the potential danger to NATO created by the possible
insecurity of the national communications of member
nations. The US and UK Governments would like to know
whether the French Government does not now consider that
the time has come for a renewal of techniecal discussions
among the communications security experts of the three
countries. These experts would review the adequacy of
steps taken to date in NATO and reassure themselves that
their own communications securlty practlces meet the
desired standards. At the same time the US and UK
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Governments would like %o know whether thewre is any further
asslistance which the French authoritiecs themselves would
desire., Specifically, the UK authorities would be grateful
for confirmation that & further Fifty TYPEXN 22 machines
which hed been offered ¢o M. Viela are not now required

by any French cipher-using authority.

k, If the French Government considers renewed tech-
nical discussions to be desirable, the US and UK Govern-
nments would be prepared each to designate two oxr three
comnunications security experts o meet in Paris with
experts similarly designated by the Freneh Government atb
a mutually comvenient time. The US and UK Governments
would be pleased to receive French suggestions for the
date of these talks and the specific topies to be covered
in them and, naturally, would be prepared in reply to
suggest similar topies to the French Government.
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24 May 1955

TERMS OF REFERENCE FOR AMBASSADORS BRIEFING

1. The briefs for the Ambassadors shall cover the
following items:

2. The Comblned Working Group Memorandum of
T February 1955.

b. The Ailde Memoire handed to M. Parodl on
24 March 1954, .

c. SQ@M-620-54,

d. The Aide Memolre prepared for the approach
to M, Maseigli.

2. If questioned on the subject, the general justi-
fication for the approach to Massigll is that it is a
follow-up to the 1354 discussions.

4, The technical discussions of April-May 1954 were
without agenda and covered a wide range of topics., It is
desirable that any talks which result from the present
approach to Massigli should deal with specific topilces,
The French have, accordingly, been invited in the Aide
Memolre to malte their own proposals for such specific
topics. These proposals should be passed to the U3 and
UK Ambassadors as soon as possible. The US and UK for
their part have expressed willingness to submit in reply
thelr proposed toplcs through the same channels. :

5. In the approach to Massligli the security check
provided by the TSWG phase in 1954 appears to the US and
the UK to be unnecessary because we expect that one or
more of the same technicians in each team will take part
in the proposed discussions and can vouch for new |
representatives. /

6. The briefs may also include whatever additional
matters are considered necessary for the individual
Ambassadors as determined respectively by the Department
of State and the Foreilgn Office.

EO 3.3(h)(2)
—JOPR SECREP-EIDER— PL 86-36/50 USC 3605
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24 May 1955

GENERAL TERMS OF REFERENCE FOR TECHNiCAL TALKS

The US and UK will discuss the following general
topics for technicel discussilons with the French:

a. Developments from Standing Group
Memorandum.

b. Need for strong central COMSEC organi-
zations, and advice on organizing.

¢. Enforcement of COMSEC regulations and
surveillance,

d. Radiation of plain text or usable
signal.

e. Further discussions on security of
cryptosystems.

Other topies, such as the French crypto-program, details
of procurement of equipment, etc., may arise which will
be helpful to discuss. The French may also suggest
additional subjects.

Details of the topics listed above will be worked
out by U3 and UK technical representatives in conversa-
tions in London before the technical talks with the
French.
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USCIB: 29.3/u4 Item C (not on agenda) discussed at the 113th Meeting
of USCIB, held on 11 March 1955.

SUBJECT NUMBER

Sub ject: French Communications Security. -* .

MR. ARMSTRONG reported briefly on discussions which were scheduled to
be held recently between Mr. Eden and Mr. Dulles in Bangkok. He said that
apparently the U.K. Foreign Office had a change of mind after receiving
the CWG report and instead of Mr. Eden broaching the subject, Sir Harold
Caggia approached Mr. MacArthur with the suggestion that instead of pressing.
for action on a disclosure basis at this time the U.K. would accept the plan
for a discussion with M, Massigli if arrangements could be made to go ahead
forthwith and such an approach were to be followed by a joint review of the
situation not later than 1 August. In response to this Mr. MacArthur
suggested that the CWG be designated to plan the approach to Massigli but
was unable to agree to a hard and fast date of 1 August for the review,
suggesting instead (by later correspondence) that the review be undertaken
approximately six months after the approach to Massigli thus giving time
for reaction by Massigli and for possible introduction into use by the
French of the TYPEX machines already provided to them by the U.K. He con-
cluded by stating that the Board might now consider authorizing the U.S.:
element of the CWG to proceed with their U.K. colleagues in planning an
approach to Massigli.

CAPTAIN TAYLOR commented that LSIB has also responded to USCIB's
comment on the recent CWG report. He said that LSIB has agreed to the U.S.
view (in the interests of harmony) and we are therefore obliged to implement
that portion of the CWG recommendations now jointly agreed between LSIB and
USCIB. ’

It was so agreed.

The meeting adjourned at 1410,

USCIB: 29.3/L4 - 23 -
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8 March 1955 -

“"EO 3.3(h)(2)
PL 86-36/50 USC 3605

MEMORANDUWM FOR THE MEMBERS COF USCIB:

Subject:

References:

1.

2.

3.

Program to

Countries

(a) USCIB

Imfrove thg,Cdﬁﬁunicatiqns Security of NATO

29.3/42 of 11 February 1955 (Minutes of Item 2

of the Agenda for the 112th Meeting of USCIB).

(v) USCIB

29.3/L1 of 7 February 1955.

By action of reference (a), reference (b) was approved and the
message included as enclosure 2 therewith sent, with minor non-substantive
corrections approved in advance by the decision recorded in reference (a).

LSIB's reply to the above-mentioned message has now been received
and is circulated herewith as enclosure 1. Enclosure 2 is the final

version of USCIB's message as sent and is circulated herewith for comple-
tion of the record.

Attention is invited to paragraph 4(c) of enclosure 1. It will
therefore be expected that, unless directed otherwise, the Chairman,
Combined Working Group will regard this memorandum as notification to pro-
ceed with planning along the lines agreed.

Enclosures
a/s
USCIB: 29.3/43
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/ PL 86-36/50 USC 3605

Comments of the Boards are as followsE

1. They note with satisfaction the wiée measupé of technﬁcal agreementf\
2. They welcome the general agreeﬁént reachgd on the folipwing points:
(a)

(b) Further actiqn/is necessary;

(¢) The will not reach a sﬁitable standard of éecurity without
Anglo-American assistance.

3. They note that UK and US memberé of the Combined Working Group were not
agreed on the best course of action to take with the]l

L. LSIB and LCSB conclude as foliows:
(a) They endorse the agreg& recommendations of the Combined Working Group.

(b) Where the UK and US recommendations differ _on the question of the
nature of the action to be taken with the they fully support
the conclusions of the UK delegates. Noting, however, that the US

" views diverge from those of the UK in a field where mutual agreement
is essential, the Boards agree to waive the UK proposal for action

with the|:|‘

(¢c) (i) They agree that an approach should be-made to M. Massigli on the
lines of that to M. Parodi in 1954, the details and timing to be
worked out znd agreed between the responsible UK and US authori-
ties. '

(ii) They consider that if this approach does not produce satisfac-
tory results, the UK and US should together consider more drastic
action.

5. As already notifiéd, the same security precautions for the handling of the

Combined Working Group report are being adopted in the UK as those outlined in
USCIB's memorandum, "

Enclosure 1 with USCIB 2%.3/43 dtd 8 Mar 1955.

e

—TOP-SECRET
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120,197 (12 FEB 1955)

MWL 130 USCIB Executive Secretary sends. Please convey the follow1ng
from the Chairman USCIB to the Chalrman LSIB: Co

'1. USCIB has noted with great interest the report of tfexCombined
Working Group of our two Boards concerning efforts to improve
communications security.

12, USCIB is gratified by the large area of agreement reached on the
technical aspects of the problem and in the conclusions and recommendations
which have drawn from them. At the same time USCIB notes that the US and
UK representatives have not agreed on several of the conclusions and
recommendations. ‘

13, USCIB has considered fully and carefully the conclusions and
recommendations and has given particular attention to the UK views as:
expressed therein where they diverge from US views. USCIB fully concurs
in those of the conclusions and recommendations jointly agreed by the CWG
but after extended study is persuaded that it must endorse the separate:
conclusions and recommendations of the US element in the belief that the
facts and conclusions as agreed by the entire Combined Working Group do
not justify a| ‘

'),. USCIB has also noted the extent of technical detail contained
in the CWG report and for its part has directed that its members observe
the following additional precautions in the handling of this document as a
whole:

A. Restrict access to the barest minimum feasible.

B. Require that it be hand carried by and between the individuals
who will have access.

C. Provide that custody be assigned to one individual who will
handle these documents in the same manner as a registered publication
obtaining a custody receipt each time the documents pass out of his control.

D. Forbid transport by aircraft any place unless automatic
destruction can be assured (except initial transport of necessary copies to
the U.K.)

E. Forbid transport beyond the continental limits of the U.S.
except insofar as it may be necessary to transport the report to the U.K.

15, USCIB would be grateful for your views and comment.'"

Enclosure 2 with USCIB 29.3/43 dtd & Mar 1955.

—TOP SECRETEIDER
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SUBJECT NUMBER / PL 86-36/50 USC 3605
USCIB: 29.3/42 Item 2 of the Agend% for the 112th Meeting of USCIB,
held on 11 February 1955.

Subject: Program tq Improve hé Communications Security of NATO
Countries i

THE ACTING CHAIRMAN (General Cabell) invited attention to the report
of the Chairman of the Combined Working Group and asked if Mr. Polyzoides
wished to comment.

MR. POLYZOIDES said that he was prepared to present to the Committee
his interpretation of the thinking which had gone into the CWG recommen-
dations. He then offered to help clarify any portion of the report that
the members might have questions on.

CAPTAIN TAYLOR pointed out a minor correction to be made in TAB 7,
paragraph 10b, third line: Change "March 1953" to 'March 1954".

THE ACTING CHAIRMAN asked if there were any comments on the proposed
message from the Chairman, USCIB to the Chairman, LSIB which had been
circulated as enclosure 2 with USCIB 29.3/41 of 7 February 1955.

CAPTAIN TAYLOR explained that he had drafted the message referred to
by the Chairman; that the message had not been coordinated with the Ad
Hoc Committee and time had not permitted circulation of a suggested change
submitted by the Department of Defense member. Captain Taylor read the
suggested change which was thereupon adopted.

MR. ARMSTRONG indicated that he had drafted some changes of an
editorial nature which could, in his opinion, be incorporated in the
message without affecting its substance.

THE ACTING CHAIRMAN suggested approval of the proposed message, as
amended, subject to non-substantive changes to be suggested by the State
Department member and which the Executive Secretary would be empowered to

make, E0-3.3(h) (2)
PL 86-36/50.1JSC 3605

It was so agreed.

The members then approved the recommendations of the Ad Hoc Committee
(enclosure 1 with USCIB 29.3/41) and the recommendations of the Executive
Secretary on security precautions for handling the report of the Chairman
of the Combined Working Group.

USCIB: 29.3/42 ‘ -4 -

—TOP-SECRET-




—TFOP-SECRET—
o REF ID:A4045§y3
-w

USCIB: 29.3/42
DECISION: (11 February 1955) USCIB approved:

(a) Subject to the -one change mentioned above, the report of the
Chairman of the Combined Working Group (enclosure with USCIB 29.3/40).

(b) The recommendations of the U.S. representatives on the CWG
(enclosure 1 with USCIB 29.3/41).

(¢) The proposed message from the Chairman, USCIB to the Chairman,
LSIB, as amended in the foregoing discussion, subject to non-substantive
.changes to be made by the Executive Secretary (enclosure 2 with USCIB

29.3/41).

(d) The recommendations of the Executive Secretary concerning
security precautions for handling the report.

USCIB: 29.3/42 -5 -
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PL 86-36/50 USC 3605 —GOBEWORD—MATERTAL-

7 February 1955

~“FOP—SECRET-

MEMORANDUM FOR THE MEMBERS OF USCIB:
Subject: Program to Improve NATO COMSEC
Reference: USCIB 29.3/40 of 3 February 1955.

1. With regard to the reference, enclosure 1 herewith sets forth

the recommendations of the USCIB Ad Hoc Committee for subject problem.,
| 2. Enclosure 2 is a proposed message to be)sent by the Executive
Secretary to SUSLO, London conveying to LSIB the views of USCIB on the
referenced CWG report in the event that USCIB should approve the recom-

mendations of the U.S. Ad Hoc Committee.

ive Secretary, USCIB

Enclosures

a/s
APPENDED DOCUMENT CONTAINS-
—COPEWORDMATERTAL —
USCIB: 29.3/41 ~HANDLE VA COMTNT CHANNELS ONLY
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7 February 1955

_/EO0 3.3(h) (2)

POP—-SHORET—FIDER- .
“~ PL 86-36/50 USC 3605

MEMORANDUM FOR THE MEMBERS OF USCIB = ,
SUBJECT: , [::::::]Céﬁﬁunications Secgfity

REFERENCE: (a) USCIB 29.3/36
(b) USCIB 29.3/37
(c) USCIB 29.3/38 -
(a) USCIB 29.3/39 ..
(e) USCIB 29.3/40

1. In accordance with/references (a) and (b) the US-UK
Combined Working Group for the Improvement of Allied (NATO)
Communications Security ((CWG) has reviewed the status of the

[ A copy of the CWG report was forwarded

with reference (e). s

2. The US representatives on the CWG recommend that:

(a) USCIB approve the joint recommendations of the
US and UK representatives.

(b) USCIB approve the recommendations made by the
US representatives alone.

(c) USCIB disapprove the recommendations made by
the UK representatives alone.

(d) USCIB approve the forwarding of this report for
use in briefing the Secretary of State on this problem
and

(e) The Chairman, USCIB, inform the Chairman, LSIB,
of its decision on this matter.

) (SIGNED)
T. Achilles Polyzoides
Chairman, Ad Hoc Committee

Enclosure 1 with USCIB 29.3/41

—TOP SECRET EIDER- |



FROM:  EXECUTIVE SECRETARY, USCIB

TO: SUSLO, LONDON

E0.3.3(h) (2)
INFO: DIRNSA PL 8‘*6—“36/50 USC 3605

PLEASE CONVEY THE FOLLOWING FROM THE CHAIRMAN USCIB TO. THE CHATEMAN LSIB:

"1, USCIB HAS NOTED WITH GREAT INTEREST THE REPORT OF THE COMBINED

WORKING GROUP OF OUR TWO BOARDS CONCERNING EFFORTS TO

"2, USCIB IS GRATIFIED BY THE LARGE AREA OF AGREEMENT REACHED ON THE
TECHNICAL ASPECTS OF THE PROBLEM AND IN THE CONCLUSIONS AND RECOMMENDATIONS
WHICH HAVE BEEN DRAWN FROM THEM. AT THE SAME TIME USCIB NOTES THAT THE
US AND UK REPRESENTATIVES HAVE NOT AGREED ON SEVERAL OF THE CONCLUSIONS AND
RECOMMENDATIONS.

n3, USCIB HAS CONSIDERED FULLY AND CAREFULLY THE CONCLUSIONS AND
RECOMMENDATIONS WITH PARTICULAR ATTENTION TO THE DIVERGENT VIEWS EXPRESSED
THEREIN, USCIE FULLY CONCURS IN THOSE OF THE CONCLUSIONS AND RECOMMENDA-
TIONS JOINTLY AGREED BY THE CWG BUT FEELS QONSTRAINED TO ENDORSE THE
SEPARATE CONCLUSIONS AND RECOMMENDATIONS OF THE U.S. ELEMENT' IN THE BELIEF
THAT THE FACTS AND CONCLUSIONS AS AGREED BY THE ENTIRE COMBINED WORKING
GROUP DO NOT DEMONSTRATE A SITUATION CF SUCH SERIOUSNESS AS TO REQUIRE THE
SHOCK TREATMENT OF DIRECT DISCLOSURE AND ALL THAT THAT ENTAILS.

",, USCIB HAS ALSO NOTED THE EXTENT OF TECHNICAL DETAIL CONTAINED IN

THE CWG REPORT AND FOR ITS PART HAS DIRECTED THAT ITS MEMBERS OBSERVE THE

Enclosure 2 with USCIB 29,3/41

—TOP-SECREFEIBER-



FOLLOWING ADDITIONAL PRECAUTIONS IN THE HANDLING OF THIS DOCUMENT AS A
WHOLE: A

a. RESTRICT ACCESS TO THE BAREST MINIMUM FEASIBLE.

b. REQUIRE THAT IT BE.HAND CARRIED BY AND BETWEEN THE INDIVIDUALS
WHO WILL HAVE ACCESS.

c. PROVIDE THAT CUSTODY BE ASSIGNED TO ONE INDIVIDUAL WHO WILL
HANDLE THESE DOCUMENTS IN THE SAME MANNER AS A REGISTERED PUBLICATION
OBTAINING A CUSTODY RECEIPT EACH TIME THE DOCUMENTS PASS OUT COF HIS CONTROL.

d. FORBID TRANSPORT BY AIRCRAFT ANY PLACE UNLESS AUTOMATIC
DESTRUCTION CAN BE ASSURED (EXCEPT INITIAL TRANSPORT OF NECESSARY COPIES
TO THE U.K.)

e. FORBID TRANSPORT BEYOND THE CONTINENTAL LIMITS OF THE U.S.
EXCEPT . INSOFAR AS IT MAY BE NECESSARY TO TRANSPORT THE' REPCRT TO THE U.K.

5. USCIB WOULD BE GRATEFUL FOR YOUR VIEWS AND COMMENT, "
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6. USCIB apgpave the joint recesmsuSstions of tho U.S, ssd UK,
vepyesentotives (3.2., some Further action was pecessery to get the Wxs
%o moke wnd ousesin lwpwovements jo their cosmanicaticns seeurity).

‘ #. USCER disapprove the rescuseudations made by the U.JE. repe
reseptotives altwe (1.2, the “Jshook treatment”).

8. USCIB apprové ths foywarding of this report for use in brisfing
the feovalary of State on this problanm ank,

¢, The Chairmsn, USCIE, infors the Chalvman, ISIB, of its decisien
on this nstter, (A suggested Orafs uessags 1» iaclosed).

I% 15 recous mmgndations of b4 A4 Beo
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—CODEWORDMATERTAL
‘7 February 1955

_/E03.3(h)(2)
FOP_SHERER .~/ PL 86-36/50 USC 3605

MEMORANDUM FOR THE MEMBERS OF USCIB:

Subject: Program to Improve the’ébmmunicatiéns Security of NATO
Countries | |

References: (a) USCIB 23/65 of 30 June 1953
(b) USCIB 29.1/26 of 28 June 1954.
(c) USCIB 29.1/1 of 21 September 1953.
(d) USCIB 29.3/38 of 23 December 1954.
(e) USCIB 29.3/39 of 5 January 1955.

1. The members w1ll recall that as a result of approval of refer-
ence (a) (the recommendations of the US/UK Conference on NATO COMSEC
held in early June 1953) the tripartite technical discussions reported
in reference (b) were held in late April 1954.

2. Since the above-mentioned trlpartlte technical discussions,

the Combined Working Group (CWG) set up by reference (c) has continued
its surveillance of the problem wibth particular regard to observing the
effect upon| lof those tripartite discussions.
The U.S. element of the Cwl, whlch constitutes USCIB's ad hoc committee
for this matter, had not, untll receipt of the information in reference
(d), found cause to reﬂommend any drastic change in the program for the
improvement of |

3. Pursuant to USCIB's decision on reference (d), reference (e)
was sent to LSIB and the CWG immediately commenced to formulate its
recommendations in the light of the new suggestions presented to the
U.S. Secretary of State by the U.K. Foreign Minister. At the insistence
of the U.K. representatives, the CWG agreed to present its recommenda-
tions in time to permit a discussion of the problem by the U.S.
Secretary of State and the U.K. Foreign Minister at the forthcoming
Bangkok Conference to be held in late February rather than completing
its report by 1 March 1955 as suggested in reference (e). In this
connection, no reply from LSIB to the message circulated under cover of
reference (e) has yet been received.

—APPENDED-—BOCUMPNT—CONTATNG:
CONFWORD MATERTAT
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£EO 3.3(h)(2)

USCIBg 2903/1"0 N PL\86 36/50 USC 3605 7 Febmary- 1955
Subject: Program to Imorove the Communications Security of NATO
Countries

4. The report of the Chairman of the Combined Working Group is
therefore enclosed herewith for consideration at the 112th meeting of
USCIB on 11 February 1955.

5. Owing to the wealth of teéchnical information on the U.S.
COMINT effort contained in the enclosed report only two copies per
member are being distributed. In addition it is recommended that the
following security precautions be applied to it:

a., Restrict access to the Ptarest minimum feasible.

b. Require that it be hand carried by and between the
individuals who will have access.

c. Provide that custody be assigned to one individual
who will handle these documents in the same manner
as a TOP SECRET registered publication obtaining a
custody receipt each time the documents pass out of
his control.

d. Forbid transport by aircraft any place unless
automatic destruction can be assured (except initial
transport of necessary copies to the U.K.).

e, Forbid transport beyond the continental limits of the
U.S. except insofar as it may be necessary to trans-
port the report to the U.X.

6. It is further recommended that USCIB approve the security
precautions described in paragraph 5 above and include mention of them
in whatever comment it makes to LSIB so as to encourage similar treat-
ment of this report by the U.K.

Enclosure

a/s

USCIB: 29.3/40 -2 =
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USCIB: 29.3/39 HANDLE VIA COMINT CHANNELS ONLY

5 January 1955 %

~EO 3.3(h)(2)

“FoP-SRChET— .
/ /PL 86-36/50 USC 3605

Subject: ‘Communi cations Security.

Reference: USCIB 29.3/38, dated 23 Decemberﬂi95u.f

1. Telephonic replies to the reference 1ndlcate approval by all
members of the prOposals contained thereln

2, Pursuant to this decision the follow1ng message has been sent
to the Chalrman, LSIB:

"AS YOU KNOW, ON 17 DECEMBER FOR MIN EDEN WROTE TO !
SECRETARY DULLES SUGGESTING THAT US AND UK EXPERTS REVIEW
THE | | AND REPORT WITHIN TWO MONTHS.

ON 22 DECEMBER SECRETARY DULLES, ACCEPTING THIS PROPOSAL,
STATED THAT HE CONSIDERED THE EXISTING US-UK COMBINED
WORKING GROUP THE APPROPRIATE BODY TO PREPARE THIS REPORT.
ACCORDINGLY, ON 29 DECEMBER USCIB GAVE ITS APPROVAL TO

THE PREPARATION BY "ORT BY THE CWG ON
THE STATUS OF THE TOGETHER WITH
RECOMMENDATIONS AS NECESSARY FOR FUTURE ACTION AND ASKED

ME TOC INFORM YOU OF THIS DECISION.®

utive Secretary, USCIB

USCIB: 29.3/39 ‘ —HANDEEVEA—GOMINT—CHANRELSONLY"
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USCIB: 29.3/38

: 23 December 1954

—IOP SECRET =-S5 FYESONEY—

MEMORANDUM FOR THE MEMBERS OF USCIB:

Subject: French Communications Security.

(a) USCIB 29.3/36, dated 15 December 1954.

References:
(b) USCIB 29.3/37, dated 17 December 1954.

1. The enclosure, further to the references, is forwarded for
consideration with a request that your views be telephoned to the

Executive Secretariat at your early convenience, prefefably by 1200,

Wednesday, 29 December 1354.
2. Early\action is requested to permit USCIB's stand in this

matter to be made known to LSIB as promptly as possible.

Enclosure
Dept. of State Memo

dtd 23 Dec 1954

USCIB: 29.3/38

—FOR-SECRETF—
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—ror-—sEcrET- " December 23, 1954

Enclosure with USCIB 29.3/38 dtd 23 Dec 1954.
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® 1045878
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I recommend:

(SIGNED)

W. Park Armstrong, Jr.
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/ 17 December 1954

.
TR SECREF——l-5—F¥ES—ONEY—
‘

MEMORANDUM FOR THE MEMBERS OF USCIB:
Subject: [::::::]Communications Security.

Reference: = USCIB 29.3/36 of 15 December 1954. .

1. Fonecon responses to the proposal contained in the reference

constituté approval by all members with comment as indicated below from
two of them:

NAVY:

Approved as a stopgap measure. However, the Navy
believes, as it has indicated in the past, that a
direct and frank statementl |would be
the best solution. »

CIA:

Approved as” ‘an 1mmedlate expedient. A statement

from the NSA as to the present situation with regard

t@>[:::::]commun1catlons security must be obtained.
It is assumed that such a statement will be available

to, and will be included in the deliberations of, the
CWG.. -

" 2. The above information has been furnished to the office of the

“State Department member and the Chairman of the U.S. Ad Hoc Committee
by telephone.

EO 3.3(h)(2)
PL 86-36/50 USC 3605

utive Secretary, USCIB

USCIB: 29.3/37
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USCIB: 29.3/36 ‘

15 December 1954

—TOPSECRET EO 3.3(h)(2)

PL 86-36/50 USC 3605
MEMORANDUM FOR THE MEMEFRS OF USCIB:

Subject: ~Sééurity.

l.‘ The enclosed proposal by the Department of State lMember is
forwarded for consideration as a matter of urgencye.

2, It is requested that your views on the recommendations con-
tained herein be telephoned to the Executive Secretary at your

earliest convenience, preferably by 1600, Thursday, 16 December 1954.

Executive Secretary, USCIB

Bnclosure
a/s

USCIB: 29.3/36
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SPECIAL ASSISTANT TO THE SECRETARY OF STATE
WASHINGTON

15 DEC 1954
_ EO3.3(h)2)
P — " PL 86-36/50 USC 3605
MEMORANDUM FOR THE MEMBERS OF USCIR |

SUBJECT: Program for the Improvement of Allled (NATO)
Communications Security

1. Within

Enclosure with USCIB 29.3/36 dtd 15 Dec 1954.

—FOP-SECRET—
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EO 3.3(h)(2)
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USCIB: 29.3/35

6 July 1954

. EO 3.3(h)(2)

—SEGRET—_ - " PL 86-36/50 USC 3605

MEMORANDUM FOR THE MEMBERS CF USCIB:

Subject: Disclosure of Circuit Mercury to the[::::::]

References: (a) USCIB 29.3/24 dated 1 March 1954.
(b) USCIB 29.3/27 dated 1 April 1954.
(c) USCIB 29.3/28 dated 14 April 1954.

The enclosure is circulated for information and file in con-~

nection with references.

cutive Secretary, USCIB

Enclosure
UKLO(BJSM) Memo for Dir., NSA,
Pl/79h, dtd 22 June 1954.

USCIB: 29.3/35
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NEVER USE FOR APPROVALS,/; 7~‘ll“PROVAL.S‘,
CONCURRENCES, OR SIMIL.V_,.ACT!ONS

" MEMO RC_ING SLIP

Ffor @/c/:*r\oua/ wa?téwa,) own
(WaT0) CcoOMSE ¢ see S/l L ldders -
Juscie 23/ — plhed (MATO) CoMsec

) Ad Hoc ~.fmpwu~(wueu'f of Allied (WATY)

COMFTEC —

T
1 NAME OR TITLE iNilALY CIRCULATE
ORGANIZATION AND LOCATION DATE COORDINATION
2 FILE
INFORMATION
3 NECESSARY
ACTION
NOTE AND
RETURN
4 SEE ME
SIGNATURE
REMARKS

/9//:4’&/

COMSEC —

JUMNME 19573

\

3 cwé - I wmprovewen? o; '4"/184/011470)
Y) U3fuw NATO CouUNMTRIES 3EC. coN &

S uUsSux conF BN NATD CoMSEC-/I5 3

FROM NAME OR TITLE

DATE

ORGANIZATION AND LOCATION

TELEPHONE

FORM Replaces DA AGO Form 895, 1 Apr 48, and AFHQ
1 FEB 50 9 5 Form 12, 10 Nov 47, which may be used.

16-—-48487-4 GPO

RO 3.3 () (2)
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USCIB: 29.3/33 {

EO 3.3(h)(2) 21 May 1954
PL 86-36/50 USC 3605

MEMORANDUM FOR THE MEMBERS OF USCIB:
Subject:

f~o
&

1

The enclosure is circulated for information regarding action taken

pursuant to the decision rendered at the 103rd Meeting of USCIB with

/

taln, Navy
Executive Secretary, USCIB

regard to subject.

Enclosure \
CIB # 000157 dtd 20 May 54. )

USCIB: 29.3/33
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UNITED STATES COMMUNICATIONS INTELLIGENCE BOARD
' ' Washington 25, D.C,
OFFICE OF THE CHAIRMAN

\ 5 CIB # 000157
EO 3.3(h)(2)
PL 86:36/50 USC 3605 . ?0 May 1954

TP SECRET FROHH—

MEMORANDUM FOR THE SECRETARY OF STATE:

. (Signed)
ALLEN W, DULLES
Chairman

Enclosure with USCIB 29,3/33 dtd 21 May 54.

TOP-SECRETFROTH—
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USCIB: 29.3/32
"
12 May 195. <4

TOP SECRET FROTH

MEMORANDUM FOR THE MEMBERS OF USCIB:

Subject: E Communication Security.

\ 1. At the request of the member representing the Department

of State an additional item (Item No. 5), subject as above, has been :
approved by the Chairman for addition to the Agenda for the 103rd
Meeting of USCIB. Remaining items should be renumbered accordingly.

!

2. The details of the item will be presented orally at the

meeting. |

EO 3.3(h)(2) -
PL 86-36/50 USC 3605 . u,,a/
]4/ R L. TAYLOR
Captain, U. S. Navy

Executive Secretary, USCIB

USCIB: 29.3/32
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USCTB: 29.3/31 ‘ 24
10 May 1954

TOETOECRET
MEMORANDUM FOR THE MEMBERS OF USCIB:
Subject: French Request for COMSEC Equipments.

Reference: USCIB 29.3/23 of 19 Feb 1954.

1. The enclosure is circulated for information in connection with
the reference.
2. By copy of this memorandum the Department of State Member is

requested to take such action as may be deemed appropriate with regard

RUFUS'ZC::;:égégz

Captain, U, S, Navy
Executive Secretary,- USCIB

to paragraph 3 of the enclosure.

Enclosure '
NSA ser 000237S dtd 6 May 54.

’

USCIB: 29.3/31
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NATIONAL SECURITY AGENCY
WASHINGTON\25, D. C.

Serial: 000237S

6 May 1954

IO CRoRET-
MEMORANDUM FOR THE EXECUTIVE SECRETARY, USCIB
SUBJECT: French Request for COMSEC Equipments

1. Reference is made to USCIB 29,3/23 dated 19 February
1954, subject as above,

2. This is to inform you that the five ASAM 2-1 crypto-
graphic machines, together with associated material necessary
for their operation, were delivered to the French Consulate in
Washington on 26 April 1954.

3. It is requested that this information be made avail-
able to the Chairman of the Combined Working Group for
Improvement of Allied (NATO) Communications Security.

(Signed)

D.M. AGNEW
Captain, US Navy
NSA Member, USCIBEC

Enclosure with USCIB 29.3/31 dtd 10 May 54.
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SUBJECT NUMBER

USCIB: 29.3/30 Item 2 of the Agenda for the lO2nd Meetlng of USCIB,
held on 9 April 1954. : |

Subject: Disclosure of U.K. "Circuithercury" to the Fﬁench
(USCIB 29.3/27).

THE ACTING CHAIRMAN (Lt. General Cabell) informed the members that
he had directed the Executive Secretary to place this item on the agenda
in view o ‘ :
request.

I General Canine was then gSked if he had any comments.

GENERAL CANINE recalled that he had previously recommended turning
down the British, basing his recommendation on two fundamental reasons:
(1) "Mercury" is too good to give away Lnd (2) He wanted assurance that
the | He continued by saying that the
British, in this instance, propose to simply make a visual demonstration
of "Circuit lercury" to the French members of the Standing Group without
furnishing circuit diagrams or maintenance manuals. U.K. representatives,
he said, think the French will accept the visual explanation, thus greatly
enhancing chances of success at the forthcoming conference. My people,
he continued, are solidly against giving the French a machine or diagram
because of the possibility of it getting into Communist hands. Since the
French will not be given circuit diagrams and drawings, the danger of
compromise will be considerably lessened. To have the theory is, of course,
important, he concluded, but to actually build and put the machine into
use is most difficult and would take considerable time.

MR. FRIEDMAN, at the request of the Director, NSA, pointed out some
technical aspects of "Circuit Mercury". He discussed the principles of
operatlion, the possibility of solution and how it compared with other
machines, pointing out that "Circuit Mercury" is the best high-grade
machine known. Mr, Friedman concluded with the opinion that it would
take the experts, ewen after the proposed visual demonstration, about five
(5) years to build a similar machine provided they did not get the
"Circuit Mercury'" drawings.

A general discussion followed relative to future relations with the
French, possible British courses of action and whether or not the "Circuit
Mercury" crypto-principle is available to the French through commercial
sources.

USCIB: 29.3/30 -5-
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USCIB: 29.3/30

A recommendation was made by the Department of the Army Member to the
effect that action be postponed until after the Geneva Conference. This
discussion culminated with general agreement that: (1) such a delay
would in reality amount to a refusal as far as current COMSEC negotia-
tions with the French are concerned; (2) unless the U.K. can get along
without using "Circuit Mercury", they will be unable to give a convincing
explanation of failure to go through with the visual explanation; (3) the
"Mercury" crypto-principle is available to the French through commercial
sources. The makers of the Hagelin, Gretener, and Atheneum machines
understand the principle, the Hagelin and Gretener have published it in
their magazines.

("In order to clear up possible misunderstandings on cryptoprinci-
ples with regard to the discussions on Circuit Mercury, Item 2 at the
102nd meeting, the Director, NSA, has requested that the Executive Secre-
tary circulate the following statement:

'In the discussions of Circuit Mercury, the term "ecryptoprinci-
ple" was used in two different ways and the distinctions between the two
may not have been made completely clear. In a broad sense, there is the
general cryptoprinciple of electrically controlled stepping. Within the
general cryptoprinciple of electrically controlled stepping, there are
specific applications of electrically controlled stepping, and one of these
is the specific cryptoprinciple of Circuit Mercury. The general crypto-
principle, electrically controlled stepping, is commercially known. The
specific cryptoprinciple of Circuit Mercury is, as far as the Director,
NSA, is aware, known only to the UK and US and is not incorporated in
commercislly available cryptographic equipments.'!)

GENERAL TRUDEAU continued the discussion by stating he would be
willing to go further than delaying action until after the Geneva Con-
ference. He said he would go along with a flat turndown.

MR. ARMSTRONG pointed out the effect this might have on the French
Group during current negotiations. They might consider such an act an
indication of bad faith on the part of the British,

GENERAL TRUDEAU then asked if the British had the right to disclose
details of "Circuit Mercury" to the French.

MR. ARMSTRONG replied that the U.S. had agreed on disclosure up to
a certain point, however, the French had said, "No, we want to actually
see it."

GENERAL CANINE recalled that he had voiced his misgivings on acceding
to this British request over a long period of time. Now he said he felt

USCIB: 29.3/30 -6 -
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he could be persuaded to agree to further revelations under conditions
limiting the disclosure to visual demonstration. He continued by saying
that nothing could be more serious than to give the Russians the oppor-
tunity of making a "Chinese" copy of a machine such as "Mercury".

MR. FRIEDMAN said that some of the members might be wondering if
we would be hurt very much if the Russiens did copy "Mercury". He added
that we can see daylight in their present things but if they should get
"Mercury", we would be in the dark again.

THE ACTING CHAIRMAN, after a general discussion concerning the
availability and security of a substitute machine for the British to pass
COSMIC traffic on, asked if refusal of the British request would be fatal
to the negotiations. The consensus was that refusal could have an adverse
effect but would not necessarily be fatal.

MR. ARMSTRONG stated that the limitations proposed by General Canine
would minimize the risk.

GENERAL CANINE replied that he also felt that that might minimize
the risk to an acceptable degree. He added his opinion that the long-
range program of the U.S. is more important than present negotiations.
He continued by recommending that since the Board couldn't agree to say
"Yes", it say "No", but not "Maybe'.

EG3.3(h) (2)
FL 86-36/50.USC

3605

GENERAL CANINE stated that the only substitute the U.K. might have
would be the ROCKEX machine.

MR. KEAY pointed out that the British had teken the position that
they could not use ROCKEX as a replacement.

THE ACTING CHAIRMAN stated that under those conditions the answer
would be the same in one week or six weeks, consequently there would be
no point in delaying action on the British request.

USCIB: 29.3/30 : -7

—TOP-SECRET FROTH-
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GENERAL CANINE then assured the Board that should the Soviets get
"Circuit Mercury" the U.S. would be out of the COMINT business, except
for some T/A.

MR. SHELDON suggested that a flat turndown might result in some
additional information.

After a discussion of the procedure the British or U.S. repre-
sentatives would use in refusing a request for a copy of "Circuit
Mercury", Mr. Friedman offered his opinion that the Russians are not
inventors. They are great copyists, and should the Russians get a
"Chinese" copy of "Mercury" they would be able to build the machine in
a much shorter period.

THE ACTING CHAIRMAN then asked each member if he accepted the
recommendation of the Director, NSA that no further details of "Circuit
Mercury" be given the French, '

The members unanimously agreed.

DECISION: (9 April 1954) USCIB, after careful consideration of the
message from the Director General to Mr. Dulles (enclosure 1 with USCIB
29.3/27 dated 1 April 1954), reaffirmed its previous decision that it
could not concur in disclosure of further details of "Circuit Mercury"
to the French and that the Executive Secretary should notify the proper
British representatives of the USCIB decision without further explana-
tions of the reasons for it,

This item to be dropped from the agenda.

USCIB: 29.3/30 -8 -
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USCIB: 29.3/29 Item 4 of the Agenda for the 102nd Meeting of USCIB,
 held on 9 April 1954.

The members noted thg,iﬁfbrmation presented.

This item t{.ﬁg,,b'é"&ropped from the agenda.

EO 3.3(h)(2)
PL 86-36/50 USC 3605

USCIB: 29.3/29 -17 -
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1, April 1954

~IOF3EeRET-
MEMORANDUM FOR THE MEMBERS COF USCIB:

Subject: Disclosure of the British Cipher Machine "Circuit
Mercury" to the French.

Reference: USCIB 29.3/27 date 1 April 1954.

As a result of the decision reached by USCIB at its 102nd
Meeting on Friday, 9 April 1954, with regard to subject item, the
enclosure hereto has been delivered to the U,K, Liaison Officer
in Washington in order to provide a reply to the enclosure with

the reference.

tive Secretary,. USCIB

Enclosure C
Copy of CIB # 000125 dtd 13 Apr 54.

USCIB: 29,3/28
)
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CIB #000125

13 April 1954

—IOP SECRET—
MEMORANDUM FOR THE SENIOR U, K, LIAISON OFFICER, WASHINGTON:

Subject: Release of Circuit Mercury.

The Chairman, USCIB has directed that I transmit to you the
following response to your Director General's message contained in
MOP,3715 dated 26 March 1954. I would be grateful to you if you
would undertake to transmit this by means you deem appropriate to
the intended addressee,

"To Sinclair from Dulles

"1. I very much regret to have to inform you that after

prolonged and thorough consideration USCIB has reiterated its view

- that further details of 'Circuit Mercury' should not be made avail-
able to the. French.

"2, This decision was taken in full realization of the
difficulties it may create for you as well as for ourselves,
Although fully sympathetic with your position in this matter, I did
not and do not now feel that I can in all good conscience attempt
further to persuade the Members of the Board to agree. to release of
any further.details of 'Mercury!'."

(Signed)
RUFUS L, TAYLOR
Captain, U, S, Navy
Executive Secretary, USCIB

Enclosure with USCIB 29,3/28 dtd 14 Apr 54.

~
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1074 USCIB Meoting
Item 2

BACKGROUID

2. Direttor, H3A recomsendel againgt approval of the UK. zfe:@m-a
an the grounds thet “revelation of such & strang erypto primcipls to
gther countries will sventunlly endanger the U.5. COONY offort
because of qlfficulty in combroliing further dissepination of this
information,"

3. USCIB supported the pugition of Diractor, BBSA, on 10 ?a‘é}m-
ary 195k and the UK. were Wﬂ.ﬁeﬁ of the U.8. decigion by the
Director, HEA. m £9. ! 21 apd 25.) EO 3.3(h) (2)
PL“\‘ 86-36/50 USC 3605
CURRENT CONSIDERATI(N |

b. The U.K. hove now vequested reconsideration of this &.:.:aiaim
through the wedivm of &4 personel message from the Director Generel to
Chairman USCIB (USCER 25.3/27). Receipt of the meesage wos nekunowledged
with o stetenont thot UBCID would rocomsider the motter on O Aprid,

- 6. Chairrpn, 18ID holds thot the chowve factors outwelsgh the
pospibie rigk to COMINT of revesling MERCURY to the French. Mo points
out that it has been ogrecd o relesSe AFSAM-7 not only to the Froneh
e 40 all IATO meobars and edds that this system has becn asceptod
85 secure for the pext ten to twenty years.

7. Chaiyrem, IBIE foels that disclosure of adequate details of
HMERCUSY 4n the nesr future, perkaps &b the Porls discusaions, would
create the best possible ctocsphere for the cucccss of the talls.
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g, The U. 8, has agreed with the British that the AFSAM-7 will

be made available for NATO military use. Ve are in agresment with
the British that the APSAM=7 provides long-term top level cryptosecurity,
esge?;tiany immme to aryptenglytic attack, and that the capture of an
AFPSAN=-T7 will not impair its fubture use.

9. The crypto-principles of the AFSAM-7 are different frow
those of the U.8. top level ECH which also affords top level security,
and the detalls of which are to be retained on a U.S.-U.K. eyes only
basis. The ECM will not advertently be used for encipherement of COSHIC
information,

10, Circuit MERCURY, which operates on s principle very similar
to ECH vut affords even greater security would, if disclesed to the
French (or to the Russians), not materially affect U.S. communications
security.

11. If a machine essentially similar to any of these mantioned
above were put into use by COMINT targst nations, the cryptanalytic
solution of any individual message could not be expected in less
than 10 to 20 years, and the solution of any group of messages would
not result in a breskdown of the exryptogystem involved.

12. If the AFBAM-7 were to be employed by COMINT target countries,
cryptenalytic attack eaploying RAM of greater speeds than presently
availgble but probably feasible to develop could be justifieds If we now
knew the Soviets were using machines of gecurity comparable to Gircult
HMERCURY, without development of new techniques and new machines, any
attempted cryptanalytlic attack appears to be hopeless.
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DRAFT - e
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TO: DIRECTOR GENERAL

USCIB HAS RECONSIDERED YOUR REQUEST TO DISCLOSE FURTHER DETAILS
OF CIRCUIT MERCURY TO THE FRENCH. AS YOU ARE AWARE, USCIB HA‘.S BEEN
EXTREMELY RELUCTANT TO TAKE ACTION WHICH COULD RESULT IN PLACING IN
SOVIET HANDS KNCWLEDGE OF SOPHISTICATED AND SUPERIOR CRYPTOGRAPHIC
SYSTEMS THAT COULD ADVERSELY AFFECT THE UK-US COMINT EFFORT. NEVERTHELESS,
IN ORDER TO ACCOMMODATE YOUR VIEW THET THE DISCUSSIONS WITH THE F:RFNCH
WHICH WE EXPECT TO LEAD 10 A GENERAL EPROVEMT‘OF NATC SEGURI,‘I"Y SHOULD
NOT BE JEOPARDIZED, USCIB HAS AGREED TO APPROVE MERELY DEMONSTRATION
OF CIRCUIT MERCURY TO THE FRENCH ACCOMPANIED BY ORAL EXPLANATION OF
BASIC CRYPTC CIRCUITRY., USCIB DOES NO‘i' GCONCUR IN LEAVING THE MACHINE
IN POSSESSION OF THE FRENCH NOR ‘IN MAKING DETAILED CIRCUIT DIAGRAMS
AVAILABLE TO THEM

"Lg"a.ﬂ[!”:"\\fi‘_”? e e "
P zmwfu:,a.‘,,,; “‘chw ,j
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USCIB: 29.3/27
EO 3.3(h)(2) 1 April 1554
PL 86-36/50 USC 3605
FOP-SECRET — o .

MEMORANDUM FCR fHE MEMBERS\OF\USCIB:

Subject: Disclosure of thé\British Cipher Machine "Circuit
Mercury" to France.

Reference: (a) USCIB 29.3/15 dated 4 January 1954.
(b) USCIB 29.3/17 dated 29 January 1954.
(¢) USCIB 29.3/21 dated 11 February 1954.
(d) USCIB 29.3/24 dated 1 March 1954.
(e) USCIB 29.3/20 dated 11 February 1954.
(£) USCIB 29.3/16 dated 15 January 1954. -

1. Reference (a) circulated a U.K. request for U.S. apﬁroyal of
disclosure of the full details of "Circuit Mercury" to the French -

2. In paragraph 5 of the enclosure with reference (a) the
Director, National Security Agency recommended against acceding to
this U.K. request on the grounds that "revelation of such-a strong
crypto principle to other countries will eventually endanger the U.S.
COMINT effort because of difficulty in controlling further dissemi-
nation of this information".

3. Reference (b) supported the position of the Director, NSA
in this regard and was approved by USCIB on 10 February 1954 (see
reference (c)). Accordingly, the U.K. were advised of the U.S.
decision by the Director, NSA (see reference (d)).

L. The U.K. have now requested reconsideration of this decision
through the medium of a personal message from the Director General of
the British intelligence services to the Chairman of USCIB, a copy of
which is included herewith as enclosure 1 and which sets forth the
British argument in favor of their proposal. A preliminary response
to enclosure 1 is also attached hereto as enclosure 2.

5. Attention is invited to references (e) and (f). It appears
that Circuit Mercury is a British cipher machine of high security
incorporating crypto principles similar to those used in the U.S. ECM.
It also appears to be the case that compromise of Mercury would not
endanger the ECM or any other U.S. crypto device and that U.S. COMSEC

\

USCIB: 29.3/27
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USCIB: 29.3/27

1 April 1954

—TOP SECRET——

Subject: Disclosure of the British Cipher Machine "Circuit
Mercury" to France.

is not involved. Thus the question to be resolved appears to be one
of whether the disadvantages of such danger to U.S. COMINT as may be
attendant upon release of further details of Circuit Mercury to the

French is outweighed by the advantages argued by the U.K.

aptain, U.™S, Navy
utive Secretary, USCIB

Enclosures
1. Copy of MOP.3715
dtd 26 Mar 1954.

2. Copy of CIB #00011lh
dtd 1 Apr 1954.

USCIB: 29.3/27 -2 -
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BRITISH JOINT SERVICES MISSION
MAIN NAVY BUILDING ' '

‘ WASHINGTON 25, D. C.
~POP—SECRET—
MOP.3715. ‘ 26th March, 1954.
BO 3.
MEMORANDUM FOR THE EXECUTIVE SECRETARY, USCIB. o S e se0s
Subject: Circuit Mercury. |

Will you please pass the following message to the Chalrman of
your Board from the Chairman of LSIB, :

R DULLES from DIRECTOR GENERAL.
1. I am concerned at the situation which has arisen as a
result of your Board's inability to agree to further disclosure
of MERCURY (DIRNSA's letter 00078 of 24th February refers).
2. The original requirement for this system to be approved
for NATO still stands (viz: the present inability of the RAF
to pass NATO traffic classified Secret and above without super '
‘ encryption over existing links equipped with Mercury). I am
now anxious lest continued unexplained refusal to give the

3. As Chairman of CPB and of LSIB I have careiully
considered both Comsec and Comint aspects. It seems to me
that the above factors outweigh the possible risk to Comint
of revealing Mercury to the French. In this connection it
might be mentioned that we have already agreed to release
AFSAM-7 not only to the French but to all members of NATO
for widespread use and this system has been accepted as
secure for the next ten to twenty years.

L. Disclosure of adequate details of Mercury in the very
near future, perhaps actually in the course of the Paris
discussions, would create the best p0581ble atmosphere for

?ﬁ*\\\ the latter's success, to which I know that you as well as I
2 . ’\} attach great importance. I should accordingly be grateful
\;V»/ﬂ/ if you would give the matter further consideration in your

~ - Board. "

/s/ John H. Tiltman

© 6 0 008 80000 E TP LB PRCEOSIESIOIOIDCEEBLOLITOETDN

John H. Tiltman, Brigadier.
Enclosure 1 with USCIB 29,3/27 dtd 1 Apr 1954.

—FOP-SECRETF-
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UNITED STATES COMMUNICATIONS INTELLIGENCE BOARD
WASHINGTON 25, D. C.
. OFFICE OF THE CHAIRMAN

CIB # 00011k
1 April 1954
—FOoR—SECRET—

MEMORANDUM FOR THE SENIOR U.K. LIAISON OFFICER, WASHINGTON:

Subject: Circuit Mercury.

In reply to your MOP.3715 of 26 March 1954 the Acting Chairman,
USCIB, has instructed me to ask you to convey the follow1ng reply to
the Dlrector General's message on this subject:

"To the Chairman, LSIB from the Acting Chairman, USCIB:

"I have taken steps to have the question of release of
. further details of Circuit Mercury to France reconsidered by
USCIB at its next meeting on 9 April and shall see to it that
Mr. Dulles is personally informed of your views at the
earliest convenient date."

(Signed)
RUFUS L. TAYLOR
Captain, U. S. Navy
Executive Secretary, USCIB

Enclosure 2 with USCIB 29.3/27 dtd 1 Apr 1954.
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2 APR 1984,

RBaferencer CIB 00004

The PDiveotor oanours in your reosmpendct
mn, USCIB, edlmigvisdgs reseipt of the latest cemmunicstion Craus
the Chalrmad, LOIB, with respecd to Cireuit MEROURY with a siabe~
ment thot the metter will be pecensideved by USDIB et the paxt

rogaiar meeting on 9 Asrdl 195G,
¢k IHE DIRECTOR:
of DI AERE
D. M. AGNEW
_Captain, US Navy
ce: AG Deputy Chief of Staff

c/8

C/8EC

8 ;ﬂﬁm (!QM e o ST,

B/P

M/R: On 24 Feb 54, Director, NS4, informed the British Cypher Policy
Board (CPB) that USCIB could not coneur in a British request for
release of Circuit MERCURY to the French. On 26 Mar Chairman, CPB
and L8IB, requested reconsideration of this item in a cable to
Chairman, USCIB. Instant correspondence informs the Executive
Secretary, USCIB that Director, W3A, has no cbjection to acknowleding -
receipt of the cable with a statement that it will de reconsidered
by USCIB on 9 April Sh. M/R prepared 30 Mar 54.

ICDR Karl, P/P, 60548/ban
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- FINAL 49
TOPR _SECRET o 11'S_ FYRES ONLY TENPATIVE

SUBJECT NUMBER

USCIB: 29.3/26

Item3 of the Agenda for the 10lst Meeting of USCIB,

held on-12 March 1954.

"USCIB: 29.3/26
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EO 3.3(h)(2)
PL 86-36/50 USC 3605

it o

USCIB: 29.3/26

This item to be dropped from the agenda.

USCIB: 29.3/26 -7-



Y
4

- _7oREEdRE 34045
® @’

USCIB: 29.3/25 - | IR DOCH RSSO T
EO 3.3(h)(2) ~COBEHORD AT,
PL 86-36/50-USC 3605
e T 3 March 1954
—FOR-SECHRT ‘>\1\ “‘*»xanx\%%‘ 31

MEMORANDUM FOR THE WEMBEQQ OF. U:CIB

Reference: (a) USCIB 29.3/4 of 2 Cct 1953
(b) USCIB 29,3/8 of 13 Oct 1953 (Item 1 of Minutes
of 92nd USCIB Meeting). o
(¢) USCIB 29.3/6 of 20 CQet 1953,

3. The enclosure hereto is submitted for discussion by the
Director, HSA in connection with item 3 of the agenda for the 101st
Meeting of USCID,

4, THIS DOCUMENT AWD ITS5 IENCLOSURES CONTAIN CORMUNICATIOND
INTELLIGENCE INFORMATICON AND SIIALL BE IIANDLZD IN CHANNELS EXPRESSLY
PROVIDED FOR COMINT,

eaptain, U. S. lavy
Executive Secretary, USCIB

Enclosure -
NSA ser 00092-5 dtd & Mar 54.

USCIB: 29,3/25
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Serial: 00092-S

EO 3.3(h)(2)
PL 86-36/50 USC 3605 8 HAR 1054

-POP—SECRET-

o MEMORANDUM FOR THE MEMBERS OF USCIB

\

51-591(A)
COPY, 7, OF 4L COPIES
PAGE L OF 2 PAGES

TOP-SECRETF
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e 0 BRITISH JOINT SERVICES MISSION

P
Y MAIN NAVY BUIDDING
. WASHINGTON 25, D.C.
“TOP SECRET FROTH

EO 3.3(h)(2)

PL 86-36/50 USC 3605 15th February, 195k.

MOP, 365k4.

MEMORANDUM FOR THE DIREé‘IﬁRLNATIONAL SECURITY AGENCY.
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//// A — 1 March 1954
// ~POPGRORRY. /
MEMORANDUM FOR THE MEMBERS OF USCIB:
Subject: Disclosure of "Circuit MERCURY" to the French.
Reference: USCIB 29.3/21 dtd 11 February 1954.

1. The enclosure is circulated for information on action taken
pursuant to the reference.

2., THE ENCLOSURE TO THIS DOCUMENT CONTAINS COMMUNICATIONS
INTELLIGENCE INFORMATION ANDISHALL BE HANDLED ONLY IN CHANNELS

EXPRESSLY PROVIDED FOR COMINT.

US Dy
tain, U, S. Navy
cutive Secretary, USCIB

Enclosure
NSA ser 00078S dtd 24 Feb 1954,

USCIB: 29.3/24
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NATIONAI, SECURITY AGENCY
WASHINGTON 25, D, C,

Serial: 00078S

24 Feb 1954

—EOP—SECRET—
MEMORANDUM FOR THE SECRETARY, CYPHER POLICY BOARD
SUBJECT: Further Disclosure of Circuit MERCURY to the French

1. Reference is made to my memorandum, Serial 000599-S, dated
27 November 1953, in which I stated I was unable to concur in your
proposal to divulge the details of Circuit MERCURY to the French.
I indicated, however, that I would present the guestion to the
cognizant U,S. authorities for final decision.

2. Accordingly, the problem was referred to the United States
Communications Intelligence Board because of the COMINT security
aspects involved, This is in line with the understanding reached
in November 1952 by the U.S, and the U.K. Chiefs of Staff whereby
both communication security and the special interests of communica-
tions intelligence should be considered when proposing release of
cryptographic systems to other nations. The Board took the view
that revelation to other countries of such a strong crypto—principle
as is smbodied in Circuit MERCURY would eventually endanger the
COMINT effort because of the difficulty in controlling further
dissemination of this information.,

3. In consequence, USCIB advised me that it could not concur

in your request for disclosure of full details of Circuit MERCURY
to the French.

(sgd) Ralph J. Canine
RALPH J. CANINE

Lieutenant General, US Army
: Director

Copy furnished:
Executive Secretary, USCIB

Enclosure with USCIB 29.3/24 dtd 1 Mar 54.
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USCIB: 29.3/23

19 February 1954

—IGE-SECREY
MEMORANDUM FOR THE MEMBERS OF USCIB:
Subject: French request for COMSEC equipments,

Reference: (a) USCIB 29.3/19 dtd 1 Feb 1954.
(b) USCIB 29.1/6 dtd 15 Dec 1953 (revised 4 Feb 1954).

1. USCIB at its 100th Meeting on 11 February 1954 proposed to
provide certain COMSEC equipments in response to the request contained
in reference (a) and to obtain through the Combined Working Group
LSIB views on this proposal as a matter related to reference (b).

2. In implementation of this proposal the enclosure was delivered
to the Combined Working Group on 16 February 1954. The CWG was in-
formed by its NSA members that the proposal included the intention of
providing eryptosystem DAPHNE,

3. On 18 February 1954 the Executive Secretary was officially
informed of CWG and LSIB concurrence in the USCIB proposal to provide
the equipments in question.,

ptain, U, ~&<" Navy
utive Secretary, USCIB

Enclo§ure
CIB!# 00046 dtd 16 Feb 54,

USCIB: 29,3/23

—FO PSR -
St a3¢



CIB # 00046
16 February 1954
—EOR—CECRET—

MEMORANDUM FOR CHATRMAN, COMBINED WORKING GROUP FOR TMPROVEMENT OF
NATO COMMUNICATIONS SECURITY:

Subject: French Request for COMSEC Equipments.,

1. At its recent meeting on 11 February 1954, the United States
Communications Intelligence Board considered the recent and urgent
request of the French SDECE representative in Washington for up to 5
teletype security equipments.

3. USCIB are of the opinion that the explanations that would ~
necessarily be supplied with such equipments would provide a useful
background for the technical discussions that are planned by your
Committee as part of the scheme for improvement of French communica-
tions security and believe that it would in addition provide a ‘ready
explanation for at least some of the shortcomings we will have
mentioned at Cabinet level. /

4, USCIB therefore desires that your Committee through its U.K.
membership convey this information to LSIB and inform USCIB of LSIB's
views together with those Of your Committee on this matter at the
‘earliest practicable date.

EO 3.3(h) (2)
PL 86-36/50 USC 3605

(Signed)
RUFUS L, TAYLOR
Captain, U, S, Navy
Executive Secretary, USCIB

Copy to:
Director, NSA,

Enclosure with USCIB 29.3/23 dtd 19 Feb 54.
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. USCIB: 29.3/21

11 February 1954

—£0B_SECRET.

MEMORANDUM FOR THE MEMBERS OF USCIB:

Subject: Disclosure of the British Cipher Machine "Circuit
Mercury" to France.

Reference: USCIB 29.3/17 dtd 29 Jan 1954.

1. No objection having been received to the reference by 10 °
February 1954, the USCIBEC Decision reported therein has USCIB approval,
. 2, Accordingly, USCIB supports the position of the Director, NSA,
as set forth in paragraph 5 of the enclosure with USCIB 29.3/15, and
authorizes the Director, NSA, to prepare and forward what he deems to

be an appropriate reply to U.K. authorities in the premises.

UFUS ‘LaNEATFOR
aptain, U, S. Navy
tive Secretary, USCIB

—

@

L

USCIB: 29.3/21
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USCIB: 29.3/20
11 February 1954

—EOP—SRERRE—

MEMORANDUM FOR THE MEMBERS CF USCIB:

Subject: Disclosure of Circuit MERCURY to the French,

The enclosure is circulated for purposes of record,

Us
ptain, U, 3., Navy
Executive Secretary, USCIB

.Enclosure
NSA ser 000598 dtd 8 TFeb 1954.

USCIB: 29.3/20

32
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NATTONAL SECURITY AGENCY
WASHINGTON 25, D.C.

Serial: 000595
8 Feb 1954
“TOP SECRET
MEMORANDUM FOR THE EXECUTIVE SECRETARY, USCIB
SUBJECT: Disgclosure of Circuit MERCURY to the French

References: (a) USCIB 29,3/15, dtd 4 Jan 54
(b) USCIB 29.3/16, dtd 15 Jan 5/

1. Reference (a) circulated for vote sheet action a recommenda-
tion by the Director, NSA, that USCIB support his view that the British
should not disclose full details of Circuit MERCURY to the French.

2. Reference (b) circulated the comments of several members and
the Executive Secretary with regard to the Director's recommendation
and indicated that the matter would be placed on the Agenda for the
Tenth Meeting of USCIEEC,

3. During discussion of the item at the Tenth Meeting, the NSA
member explained that neither NSA nor GCHQ had intended that MERCURY
be made available for NATO use., ' Rather, he said, GCHQ was attempting
to obtain NATO clearance for use of MERCURY in handling COSMIC traffic
on British circuits and for that reason had to submit the crypto-
graphic principles of the machine to the third member of the Standing
Group, i.e. France, for approval.

4. The Executive Secretary invited attention to paragraph 3 of
reference (b) in which the following recommendation of the US-UK
1952 Communications Security Conference is quoted:

"That, subject to final UK-US security acceptance,
ROLLICK I, MERCURY, 5UCO, SIGTOT, and ROCKEX be
offered for NATO adoption and use to the extent
that they become available."

The members engaged in considerable discussion concerning the intent

of this recommendation without reaching any definite conclusions.

The NSA member offered to do some research on the problem with a view to
determining whether the files contain any further information on this
recommendation. He said he would forward any new data to the Executive
Secretary. :

5. A search of the files at NSA revealed that the British and
the U,S. Joint Chiefs of Staff, a few months after the March 1952
Conference, agreed upon an interpretation of* the recommendation in
question,

Enclosure with USCIB 29.3/20 dtd 11 Feb 1954.



6.

In October 1952, the following was received from London re-

garding the Report of the UK/US Communications Security Conference

1952:

7.
the U.,S.

8.

"In accepting the report, the British Chiefs of Staff
interpret the words 'subject to final UK/US security
acceptance' in recommendation ¢ and d of paragraph 9,
to relate both to the technical cryptographic security
of the devices and to the special interests of the
signal intelligence agencies of the two countries.,”

In November 1952, the following statement was included in
reply to the British letter:

"The United States Joint Chiefs of Staff agree with
the British Chiefs of Staff that both communication
security and the special interests of communications
intelligence should be considered when proposing re-
lease of cryptographic systems to other nations."

It is believed that the information in paragraphs 6 and 7,

above, will be of interest in any future discussion of the problem.

FOR THE DIRECTOR:

(Signed)

D. M, AGNEW
Captain, US Navy
Deputy Chief of Staff
Plans and Operations
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USCIB: 29.3/19

1 February 1954

—POP-SHERET -5 XES—ONEY

MEMORANDW FOR THE MEMBERS OF USCIB:

Subject: French Communications Security.
Reference: USCIB 29.3/18 of 1 February 1954.

The enclosed memorandum of conversation between the French
representative of the SDECE and a representative of the Central

Intelligence Agency is circulated for information in connection

with the reference.

UFUS L. R
aptain, U. S. Navy
ve Secretary, USCIB

Enclosure
a/s

USCIB: 29.3/19

sHr60
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1 February 1954

"SUBJECT: Machines for Quai d'Orsay

-

"], At the conclusion of a long conversation devoted to other
matters on 27 January 1954, Mr. DeVOSJOLI again brought up this
subject. He asked me if there was no possibility of obtaining up
to five (5) machines. He explained that the list of other possible
sources provided him was already thoroughly familiar to the Quai
d'Orsay and was of no use, because machines of the type desired by
the Quai d'Orsay are manufactured only in the United States and in
the Soviet Zone of Germany. He remarked that the French were so
desperate that they were even considering how they might obtain some
of the machines manufactured under Soviet control.

"2. I told DeVOSJOLI that I was not hopeful, because I was sure
that all possibilities here had been thoroughly explored, but that
I was willing to reopen the question. I stated, finally, that 'our
people'! had done everything possible to meet his request, but that
other agencies' demands were so extensive as to absorb the total
scheduled production in this country."

Enclosure with USCIB 29.3/19 dtd 1 Feb 1954.
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"\ USCIB: 29.3/18 20

1 February 1954

MEMORANDUM FOR THE MEMBERS OF USCIB:

Subject: French Communications Security,

Reference: (a) USCIB 29.3/11 of 30 October 1953.
(b) USCIB 29.3/12 of 12 November 1953.
(¢) USCIB 29.3/13 of 13 November 1953,

1. In accordance with the decision set forth in reference (a)
and further to the notification contained in reference (c), the Combined
Working Group was notified of the French request for assistance and the
U.S. Ad Hoc Committee acting thru the NSA member thereof informed the
Director, National Security Agency of its views as set forth in enclosure
l hereto.

2., After due consideration of this matter, the French SDECE
representative was informed by the Central Intelligence Agency of the
fact that the U.S., while sympathetic, is unable to render the assistance
desired. Enclosure 2 hereto is & verbatim copy of the Aide Memoire
given to the Frénch SDECE representative in Washington on 21 January 1954.
It is understood that this reply was received with chagrin.

3. Owing to the nature of the approach to the French now being
planned by the Combined Working Group in implementation of the June 1953
US/UK Conference Report on NATO COMSEC, and in view of the interest in
this matter of the USCIB Ad Hoc Committee for the improvement of NATO
COMSEC, copies of enclosure 2 have been furnished to the Chairman of that
Committee (Mr. T.A. Polyzoides) for information in connection with the
planning being done by .the Combined Working Group, the U.S. element of
which is the above mentioned Ad Hoc Committee,

tive Secretary, USCIB
Enclosures
1. Memo for the Record.

2. Aide Memoire on the subject of Crypto
Assistance to the French Foreign Office,

USCIB: 29.3/18

JHL 162



MEMORANDUM FOR THE RECORD
Subject: Treatment of French Request for Cipher Machines.

1. After the initial approach by the French, conversations were
held between M. de Vosjoli and representatives of NSA on 5 November 1953
at which time M. de Vosjoli was told that the US would look into the
matter of supplying cipher machines, The US Ad Hoc Committee for the
Improvement of Allied Communications Security believes that it would
not be proper to delay all further response to this request until after
the joint US-UK Ambassadorial approach in early December,

2. The Committee also believes that the French should not receive
the impression that the US cannot or will not assist them or be told
anything inconsistent with the joint US-UK proposal to hold tripartite
meetings. At the same time it is essential that the SDECE have no
knowledge of the impending approach,

3. The NSA members of the Committee have therefore, been informed
(a) that the Committee accepts the necessity of some answer to M, de
Vosjoli before 1 December but desires this to be as delayed as possible;
(b) that the answer should be along the following lines:

(1) The US facilities are heavily committed to NATO requirements
at the present time,

(2) The US believes that it may be possible to adjust these
commitments to take care of at least some of the French needs.

(3) Such readjustment will be a lengthy process, if it is possible.

(4) The US believes it may be able to offer more immediate
assistance by way of spare parts for the present French
‘ equipment and would like a statement of the French require-
ments in this respect;

and (¢) that after the US and UK have received French acceptance of their

proposal, M, de Vosjoli should be informed that the joint approach had
been made,

Enclosure 1 with USCIB 29,3/18.dtd 29 Jan 54.



FOP-SECRFT-
AIDE MEMOIRE ON THE SUBJECT OF CRYPTOGRAPHIC ASSTSTANCE
TO-THE
FRENCH FOREIGN OFFICE

When your requirements for communications security equipment were
described to us some time ago, we examined those requirements very care-
fully, studying them in the light of and in connection with similar
requirements of our own. We have reported to the Director of Central
Intelligence on our findings and he has asked that they be given to you.

First, we examined the crypto-equipment requirements of various U,S,
Agencies in order to ascertain the similarity between their requirements
and yours, and the means by which those requirements are to be met. Then
we examined the development and production schedules to discover in what
way and when the requirements would be met., We asked these Agencies to
study carefully what changes might be made in the production schedules
of equipment in production, to see if some equipments destined for them
could be diverted to meet requirements of the French Foreign Office.

Unfortunately, in those cases where equipments might be suitable

for your needs, we have found that commitments to meet requirements are
- quite firm, and that it does not now appear that equirments can be
diverted to meet your requirements in less than 30 to 36 months, and we
cannot now give you any assurance even of this, Since new equipments
which might meet your requirements will not be available for quite some
time, we looked at older equipments still in use to see if any of these
equipments could be made available., Here again we found that, although
in most cases the equipments were old, all are in use, Furthermore,
. there is an actual need for additional equipments of this type which
even we ourselves do not have, These are the results of our earnest
study of ways and means to assist you and, unhappily, it appears that
they are of a negative character,

In exploring the problem, various U.S, Agencies have suggested
that you might wish to examine commercial sources, the existence of
which you may know, but in order to make this certain, we feel it
advisable to mention then,

For example, there is the firm of Dr., Edgar Gretner, Elektromeckanik
und Licht-tecknik, Zurich, Switzerland, Although we are not familiar with
the product of this firm, we think it might merit your investigation if
you are not already acquainted with it.

-1 -

Enclosure 2 with USCIB 29,3/18 dtd 29 Jan 54.

FOP-SECRET



@ TOEErIRA40455%

e

We wonder if you have explored the possibility of using one-time-~
. tapes - a system which NATO uses, and which has been found generally
satisfactory. If you decide to use tapes, you will need not only the
tapes themselves, but also the "mixing" mechanism to permit their use
with teletype equipment.

As a source for this mechanism, you might consider the Norwegian
Post and Telegraph, which is now manufacturing equipment for the SHAPE
Slgnal Division., We also understand that a firm known as Atheneum
Stlftung, of Frankfurt, Germany, has developed a similar mechanism,

As for the production of tapes themselves, we understand that
Mr, Boris Hagelin of the firm Crypto A. G. in Zug, Switzerland, is
taking orders for a machine to produce one-time tapes. Also the
Atheneum Stiftung is known to manufacture a similar machine. Finally,
although the U,S, is unable to furnish you with either the "mixing"
mechanism or with a tape-making machine, we can, if you so desire, supply
you with a limited quantity of tapes.

If you have any technical questions with regard to the above
suggestion, we will be .glad to arrange another meeting for you with
our experts in this field who can fill in the details. You are, of
course, at liberty to discuss this question with the Director of Central
Intelligence, if you so desire.
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USCIB: 29.3/17

29 January 1954

TIOESEOREE
MEMORANDUM FOR THE MEMBERS OF USCIB:

Disclosure of the British Cipher Machine "Circuit

Subject:
Mercury" to France.

(a) USCIB 29,3/15 dated 4 January 1954,

Referance:
(b) USCIB 29.3/16 dated 15 January 1954.

1. Reference (a) was submitted to USCIB members for vote sheet
action on 4 January 1954. In view of vote sheet replies, summarized
in reference (b), this problem was considered by USCIBEC at its Tenth

Meeting on 27 January 1954.

2, Members of USCIBEC discussed this matter at length, and
ultimately agreed to recommend to USCIB that the position of the
Director, NSA, as set forth in paragraph 5 of the enclosure with
USCIB 29.3/15, be supported. It was further agreed that the Director,
NSA; should be authorized to prepare and forward what he deems to be

an appropriate reply in the premises.

3. This decision is forwarded pursuant to the provisions of
paragraph 11 of USCIB Directive No. 1. In the absence of objection
by any member prior to 1700, 10 February 1954, the above decision

will be considered approved,.

ptain, Us~57 Navy

ecutive Secretary, USCIB

d?d

USCIB: 29,3/17

FIHMG

44003

DTCS
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USCIB: 29.3/16 20
. 15 January 1954

—-———-——-—-———-————-'-—J—————————-—Z

MEMORANDUM FOR THE MEMBERS OF USCIBEC:

Subject: Disclosure of the British Cipher Machine "Circuit Mercury®
to France.

Reference: USCIB 29,3/15 of 4 January 1954.

1. The following comments have been received in response to vote
sheet action on the reference:

NAVY "This office concurs with DIRNSA that disclosure of full details
of "Circuit MERCURY" should not be made to the French.,

"However, this concurrence does not extend to the content of
paragraph 5 of the enclosure to the reference.

STATE "This vote sheet is in approval of General Canine's ;eéémmendation
that the request of the Cypher Policy Board be refused.

"In view of certain incorrect remarks containedﬁin the statement
by the Secretary of the Cypher Policy Board; it is recommended
that the reply to the British include the following comments:

"/:/,’?:\\
SN

USCIB: 29.3/16 EO 3.3(h)(2)
PL 86-36/50 USC 3605

TOPR-SECRETFROTHH—
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USCIB: 29.3/16 EO0.3.3(h)(2)
PL 86-36/50 USC 3605

"With regard to the second and third paragraphs of the state-
ment by the Secretary of the Cypher Policy Board, under the
U.S. plan for approaching the French with regard to their
communications security which has been presented to the British
members of the Combined Working Group, it is pot conceived

that it is prerequisite to technical discussions with the
French that the French make a full disclosure of all the

crypto systems and practices which they use or that the U.S.
and U.K. disclose the full details of their most important
crypto principles.”

CIA "Desire paper be considered at next regular meeting of USCIBEC."

2, From the comments received and in consideration of the reference
itself it is thought that a little more background would be helpful to
the members in arriving at a decision on this matter.

3. Included amongst the recommendations of the US=UK Communications
Security Conference held in Washington in May and June 1952 was the
following: CoMIt\/f Seevity 18 inrended HERE

"That, subject to final UK-US security acceptance,ROLLICK I,
MERCURY, s 5 UCO, SIGTOT, and ROCKEX be offered for NATO adoption and
use to_the extent that they become available.®s -

In forwarding the Conference recommendation to the U.,S. Joint Chiefs of
Staff, the U.S. COMSEC Authorities concerned suggested an additional
caveat as follows:

"In all cases where crypto equipments are to be made available to
NATO, the revelation of crypto principles involved should be restricted
to general summaries and descrintions, and should not include specific
wiring details, drawings, etc. until r_the equipment is_ i

production,”

At the same time the U.S, COMSEC Authorities recommended to the Joint
Chiefs of Staff that the U,S. ECM (CSP 888/889 version) be released to
the British for Combined communications. In support of these recommend-

ations certain arguments pertinent to the problem presented in the
the reference were advanced, These were:

*Underlining’ added,

R S5 TOP SECKET FROTH
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USCIB: 29.3/16
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With regard to circuit Mercury.

"a, '"Mercury", a British-invented device, contains cryptoprinciples
so similar to those of the CSP 2900 that to offer the former to NATO
amounts to giving away those principles which the US has retained for
its own use in the past.

"h. Loss to an enemy of the "Mercury"” would in no wa& endanger the
security of US communications enciphered in the CSP 2900, since,
although similar in principle, Mercury and the CSP 2900 differ in detail.

"o, Complete revelation to other NATO nations of the minute details
of any cryptoprinciple prior to its embodiment in a manufactured version
is a practice to be avoided, since such detail would permit a nation
to produce its own embodiments even though the final US equipment might
be officially rejected for NATC use."

With regard to the ECM,

"a, The CCM currently in use for Combined as well as NATO traffic
is outmoded and inadquate, particularly for highest-level and intelligence
traffic,

"b. The appearance of the principles of the CSP 2900 in "Mercury"
makes it obvious that the cryptographers of the UK are thoroughly familiar
with the broad principles of the CSP 2900, This does not mean, however,
that the UK is familiar with the details of application of the principles
within the CSP 2900,

"o, The CSP 2000 includes the same basic principles as does the ECM,
its predecessor, but again differs sufficiently in detail to mean that
revelation of the principles of the ECM would not provide exact knowledge
of the CSP 2900, Cryptanalytic attack with high speed analogues requires
knowledge of specific details; therefore, even should knowledge of the
details of the ECM become known to an enemy cryptanalyst, he could not
use that .knowledge to direct intelligently a high speed analogue
attack on the CSP 2900,

"d, Release of the ECM to the UK would permit use of a very strong
machine for some Combined communications and would still permit com-
pliance with paragraph 30813e of Joint Action of the Armed Forces,
which requires retention for exclusive US use of our most secure
cryptographic system., Such release would not jeopardize the security
of US communications,

USCIB: 29.3/16 -3~



USCIB: 29,3/16

—EOP-CECHET-FROTH =TS, FYES UNLY

"e. There are not sufficient quantities of either CSP 2500 or ICM
in existence to permit the offer of any large quantity to the UK,
They are sufficient; however, to meet some of the more urgent high
command and special requirements. The UK, if such an offer were to be
made, should have a voice in determining the uses to which the quantity
which could be offered might best be put,.!

4o In November 1952, the U,S. Joint Chiefs of Staff approved the
two recommendations discussed above, .

5. While the paper before us does not directly concern the action
taken to release the ECM to the British, the arguments advanced for that
action are pertinent to the question of release of Circuit Mercury to
the French. In this case it has already been argued and agreed by
competent U,S, authorities that even though the ECM principle should
fall into enemy hands our best embodiment of it (CSP 2900) would not
be endangered thereby. It was also argued and agreed that release of
specific details of a given embodiment might endanger the system using -
that particular embodiment, Insofar as NATO is concerned such danger
is by indirection. Yet that is still not a matter under the cognizauce
of USCIB which is primarily concerned with the COMINT implications.

In this instance it appears that the two fundamental questions to decide
are: (1) Does USCIB consider that, in placing the details of a stroug
crypto-system in NATO hands, there is risk through them of lesks to
other nations and commercial interests before NATO security itself cun
be improved by the immediate supply of adequate quentities of the device;
and, if so, is USCIR willing to assume this risk? (2) Does USCIB
consider it likely that, through release of a device such as Mercury

to NATO Nations before it can be supplied in guantity, |

tain, o Navy .
cutive Secretary, USCIB

EO 3.3(h)(2)
PL 86-36/50 USC 3605

USCIB: 29,3/16
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\ L Januvary 1954
—FOR—SEGREL : - : - L
" MEMORANDUM, FOR THE MEMBERS OF USCIB: - )
« Subject: - Disclosure of the British Cipher Machine "Circuit

MERCURY" to France.

1. The enclosure is forwarded for consideration at the request
of the Director, NSA.

2. It is requested that your'vieWS'on General Canine's recom- .

mendation (paragraphs 5 and 6 of the enclosure) be indicated on the -
attached vote sheet:, which should be returned ‘to this office by 1700,
13- January l95h ‘

3. THE ENCLOSURE WITH THIS DOCUMENT’ CONTAINS COMMUNICATIONS :
INTELLIGENCE INFORMATION AND SHALL BE HANDLED ONLY IN CHANNELS .
EXPRESSLY PROVIDED FOR COMINT.

- \

I
| ' . A

Enclosure ‘ ’
DIRNSA Ser1a1 000625-S dtd 22 Dec 1953. o

USCIB: 29.3/15
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‘ NATICNAL SECURITY AGENC’

WASHINGTON 28, D, C. Serial: 000625-5
22 Dec 53

MEMORANDUM FOR THE MEMBERS OF USCIB

SUBJECT: Disclosure of the British Cipher Machine
"Circuit MERCURY® to France :

1. . The British have developed an on=line COMSEC equipment called
nCircuit MERCURY"™ which uses crypto-principles similar to the Us Se
cipher machine commonly called the ECM (Electric Cipher Machine).
nCircuit MERCURY" is intended for intra-British use and is not to be
made availsble to other NATO countries, except the U, S. and Canada.
Certain British Headquarters adjacent to various NATO Headquarters in
Europe have oxpressed a requirement to use "Circuit MERCURY"™ for one-
linc encryption of NATO traffic. Before this can be dene, the NATO
Standing Group (S.G.) must approve national cryptographic systems used
for encryption of NATO SECRET, TOP SECRET, and COSHIC traffic.

2. Before taking the action of submitting "Circuit MERCURY' to the
Se.Gs for approval, the Cypher Policy Board, London, consulted me on the
extent -of disclosure of the "Circuit MERCURY" crypto=principles which
could be made. I stated that in the interests of limiting disclosure of
nCircuit MERCURY" as much as possible, only the broad principles of
"Circuit MERCURY" should be revealed. The French are represented on the
S.Ge. and its cognizant committee, the Communications~Electronics Coordinae
tion Section (CECS), hence any revelation of crypto-principles to the ‘
CECS necessary in secking approval of a national crypto-system would
automatically become available to the French.

3. The British proceeded to submit to the S.Ge, through the CECS,

a request to approve "Circuit MERCURY®™ for British use in encryption of
COSMIC and NATO material. The description of "Circuit MERCURY' that was
furnished to the CECS did not disclose the crypto-principles of ®Circuit
MERCURY.® The French member of the CECS, after review of the brief de=
scription, stated that French authorities could not give their approval to
use "Circuit MERCURY®" if they did not know the details of its operation,
and that it was considered necessary that the opportunity to examine the
machine be given to a limited number of French cryptographic experts.

4o In view of the request by the French member of the CECS, the
Secretary of the Cypher Policy Board has forwarded the following statement
to me:

—TOP-SECRET-CONTROL—NUMBER 53-3831 (#)
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"It is believed that when you requested ossse in January 1953,
that disclosure of Circuit MERCURY to the French should be confined
to a description outlining the general principles, you were prompted
by a reluctance to strengthen the security ¢f French communicationse
Since then, however, the June Conference in Washington resulted in
agreement that the French should be encouraged to improve the security
of their communications and to this end it was agreed to sesk the
agreement of the French to technical discussions on cryptographye

~ "The success or fallure of these discussions depends on the
willingness of the French te make a full disclosure of all the crypto=
systems and practices which they use. It is very unllkely that the
French would speak freely and make the full disclosure if the U.K.
had refused the French request for a fuller description of Circuit
MERCURY. If they do not, the security of only part of their communi-
cations will be improved, the remainder will continue insecure and the
discussions might prove not merely valueless but harmful to our common
interests,

wIt is therefore requested that, if you agree, you approach the
cognizant U.S. authorities and request their concurrence to the dis-
closure of full details of Circuit MERCURY to the French in view of
the change of policy agreed upon at the June Cenference and the great
importance of allowing mothing to prejudice the coming discussions.

"The U.K. would prefer to make this further disclosure during the
proposed discussions with the French. It is possible, however, that,
at any rate to begin with, the French may wish to keep these discussions
rigidly tcompartmentized? with the result that the findings regarding
Circuit MERCURY reached by the French experts at the dilscussions might
not be passed to the French M.0.D. who have to take action on the C.E.C.S!
paper.®

50 MCircuit MERCURY™ utilizes a2 crypto=principle similar to the cryptoe~
principle used in the most important U.S. cipher machines, the ECM and CSP
2900, and is more secure than either of these machines. I believe that

| 1 cannot therefore recommend con="
currence he request by the Cypher Policy Board for disclosure of full
details of "Circuit MERCURY' to the French, .

6. T recommend that the members of USGIB support this Views

L . EO 3.3(h)(2)
p L PL 86-36/50 USC 3605

A Lt ! . e
s S N 5 i i P
/,;/ % ,1 T ! o e

RALPH Je CANINE
Lieutenant General, US Army

Director
> 53-3831(% )
—FoP-SEERET CONTROL NUMBER
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MEMORANDUM FOR THE MEMBERS OF USCIB:

Subject:

1. The enclosure is forwarded for purposes of information
and record.

2, THE ENCLOSURE TO THIS DOCUMENT CONTAINS GOW;UNICA'TIONS
INTELLIGENCE INFORMATION AND SHALL BE HANDLED CNLY IN CHANNELS

EXPRESSLY PROVIDED FOR COMINT,

five Secretary, USCIB

Enclosure
CIB #000240 dtd 10 Dec 1953.

USCIB: 29.3/14 «
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.+ UNITED STATES COMMUNICATIONS INTELLIGENCE BOARD
WASHINGTON 25, D.C.

/ . _ 'OFFICE COF THE CHAIRMAN
' : i .
CIB # 000240

: : C : 10 December 1953

Reference: (a) USCIB 2/36 dated 22 July 1953.
R ‘ (b) USCIB 2/37 dated 31 July 1953.
(¢) USCIB 2/38 dated 24 August 1953,
(d) USCIB 29,3/ dated 2 October 1953.
(e) USCIB 29.3/8 dated 13 October 1953,
1 ' In accordance with the dec131on taken as a result of
reference (a) and notified to you by reference (b), you were
app01nted Executlve Agent of the Board to act for it in

i "~ The Terms Of Reference ror UN1S M1ssiOnN were Containe
g;'iﬁ'féfé?ence (c) L o

¢

il
. —_

2. 4 change in the arranéements as originally’invisaged was

Haproposed by the | and circulated as an enclosure -to reference
- (d). At'its 92nd_(Special Meeting held on 13 October 1953), reference

5 (e), USCIB approved the new arrangement mentioned above, -

| It was”

assumed that this list would be substantially the same as that -
1ncluded in reference (c). ,

~

‘ 3o As a result of the above mentioned decision set forth in
reference (e), the Central Intelligence Agency has assumed that it
is now résponsible for providing material and equipment in question
and has notified me by letter of 9 December 1953 as fOllOWS‘ . X

Wl Tn aocordance with USCTB decisions' governing the
the first installment of the

Enclosure with USCIB 29.3/14 dtd 10 Dec 1953.
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, Subject:
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5. This notification to you will be circulated to the
Members of USCIB for information.,

6, THIS DOCUMENT CONTAINS COMMUNICATIONS INTELLIGENCE
INFORMATION AND SHALL BE-HANDLED ONLY IN CHANNELS EXPRESSLY
PROVIDED FOR COMINT. '

.

(Signed)
RUFUS’' L. TAYLOR
Captain, U. S. Navy ,
Executive Secretary, USCIB

-2
,
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USCIB: 29.3/13 Item C (not on Agenda) for the 94th Meetlng of USCIB,
held on 13 November 1953.

!

Subjeét: French Communications Security; -

GENERAL CANINE recalled that the discussions between NSA technicians
and French representatlves had been held and said that the matter was now
under the cognizance of the Gombined Working Group, whlch would make
recommendations to USCIB. He said that he was interested in having theé
Board members understand that the matter was now out of his hands, at
least temporarily.

The members noted the above information. -

USCIB: 29.3/13 o -13 -
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USCIB: 29.3/12 : ' -

12 November 1953

—FOR SECRET——SECURITY JINEQRMATION

‘

MEMORANDUM' FOR THE MEMBERS OF USCIB:

Subject: French Communications Security.
Tre enclosure is forwarded for information at the request‘éf ‘

the Director, National Security Agency.

~ '

ecutive Secretary, USCIB

v

\ Enclosure ' - .
+ NSA Ser 000581-S dtd 10 Nov 1953.

1

AN

USCIB: 29.3/12 o
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MEMORANDUM FOR THE MEMBERS OF USCIB

SUBJECT: French Communication Securilty

lc As agreed by USCIB in its 93rd Meeting, my representatives met
with M. de Vosjoli (Washinglon representative of the SDECE) and M. Doussot,
cryptographic expert assigned to the French Embassy, for the purpose of
determining the type and number of COMSEC equipments France desires to
purchase from the U, S¢ for use by the Foreign Office.

2o M. de Vosjoli stated that 1t is the desire of the French Foreign
Office to modernize lte commmnication security techniques, and to Increase
the number of posts which can use teletype encryption equipment. The
French believe that the U, 5. might have COMSEC equipments produced in
quantity, which, if made available to France, could be purchased at a cone
siderable savings to them as compared to the cost of producing a limited
number of equipments for their ouwn use.

3. As had been mentioned earlier (USCIB: 29.3/9), M. de Vosjoli
again pointed out that the German machines now being used for teletype en=
cryption were wearing out, that no spare parts are available except by
cannibalization, and that new machines are not obtainable. Anticipating
a need for replacing these machines, the Foreign Office hopes to obtain
teletype encryption equipments of high security that can be used among their
main Foreign Office posts.

Lo The quantity desired is 200, but 150 machines would be sufficients
If the total quantity of machines could not be made avallable simultsnesously,
about 50 machines would be needed for instlituting the replacement program at
10 major posts.

5. In addition to the foregolug requirement, M. de Vosjoli stated that
an off=line (literal) cipher machine was also desired. This machine would
generally be used at posts not served by the teletype cipher machine and in
locations where telebype i(commercial or French National) facilities are not
available, or where on-line operation is not practicable.

6o To meet the latter requirement, up to approximately 500 machines
are needed,

TR SECRET CONTROE-NUMBER- 53-3531
COPY 2o OF A5 COPTES
PAGE. 1 OF 2 PAGES
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7« In order of priority, on=line equipment is wanted first, pri-
marily for replacement of the German machine now used, and to provide
the capability for handling large volumes of traffic. M. de Vosjoli
stated that this requirement was not urgent but they hoped to establish
firm plans in the near future. The literal machines are of lesser priority
and would be used to replace encrypted codes now generally used.

8, M. de Vosjoli mentioned in passing that in some remote posts of
the Foreign Office more powerful radio transmitters were needed. Present
equipments were considered not to have sufficient power for working
regularly under poor conditions.

9. I will examine the availability of equipments, including U. S.

owned, commercial, and foreign machines, whigg, ght be suitable for the
French requirements and will inform USCIB of the&se findings.

Lieutenant General, US Army
Director

b 53-3531
—TOP—SECRET CONTROL NUMBER
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~

USCIB: 29.3/11. Item 1 considered at the.93rd (Spe01al) Meetlng of
USCIB, held on 30 October 1953..

Subject: - . French Communi cations Security.

. (USCIB 29.3/9) , -

-
/

The CHAIRMAN informed the members that this special meeting had
been called to consider a request made of him by M, de Vosjoli,
Washington representative of the SDECE in Paris. He explained that
the request represented, basically, an effort to elicit the a551stance
of the Director of Central Intelligence in purchasing new cipher
machines for use by the French Foreign Office. He added that addi-
tional details of the request were contained in the enclosure with
USCIB 29.3/9, which had been distributed to all members. He said that
he had told the French representative, after their discussion, that he
would give the matter some thought, and suggested that it might be N
well for a technical representative of M. de Vosjoli to discuss the
matter with U.S. technicians. ‘

CAPTAIN. TAYLOR said that information concerning the technical
representatlve had been obtained from the FBI member, indicating that.
his name was M. Doussot, that he was'chief of the code room at the
French Embassy, and that he held the title of Consul., He was born in
1913, now resides at 1118 N, Aberdeen Street, Arlington, Va., and
nothlng adverse is known concerning him.

The CHAIRMAN invited comments. He said that if there was no
particular comment he would call M. de VosJjoli and suggest that U.S.
and French technical representatives confer. .

', GENERAL CANINE agreed that it was obviously a job for technicians,
and suggested that the problem would properly be under the cognizance
of the COMSEC Board if that body were now "in business". He commented
that he was somewhat surprised at the timing of the request, suggesting
that it may have been prompted by outside influences.

L

The CHAIRMAN stated that the French believed that they were deal—
ing with CIA.alone in this matter, and suggested that it would be best
to have the matter handled on that basis for the time being. He agreed
to statements by General Canine and Mr. Armstrong that this request,
though submitted through intelligence channels, was properly one of
concern to the new COMSEC Board, but suggested that it continue to be
handled by USCIB since the new COMSEC Board was not yet completely
organlzed .

USCIB: 29.3/11 S -3 -



N

.’ MMMSW

Security Information ;

+

TOP SECRET = SECURITY INFORMATION o U .S EYES ONLY

USCIB: 29.3/11 ' \

The members dlscussed this point further. While it was generally
dgreed that this was prlmarlly a COMSEC problem, there was sufficient .
reason to deal with it in USCIB in that it could be considered a sub-
ordinate issue to the larger problem of 1mprov1ng French and other
NATO nations' COMSEC. ‘ 1

‘As a result of further discussion it was agreed that one or two
technical representatives- of NSA would meet with a French representa-

"tive at CIA under the auspices of the DCI preferably on Tuesday, -

3 November 1953, to discuss details of the French request.

Mr. Armstrong suggested that the Ad Hoc Working Group on the NATO
approach headed by Mr. Polyzoides, be kept 1nformed of developments

}
in this matter. This was agreed '

The CHAIRMAN raised the ouestlon of notlflcatlon to the British,
suggesting that they be informed.

* GENERAL CANINE proposed that he send a message to SUSLO, asking
him to inform appropriate authorities. He also suggested that he
inform Mr. Friedman, now in London, of the nature of the information
being sent to the-British. } . ‘

It was agreed that the Executive Secretary in collaboration with
Captain Agnew, NSA, would prepare and send the message to SUSLO, and
that General Canlne would notify Mr. Friedman of its content

DECISION: (30 October 1953) USCIB cons1dered the request presented 1n
USCIB 29.3/9 and agreed .

(1) That the matter would be retained in COMINT channels for the
time being, and that ‘NSA technical personnel would meet with
, French representatives at an early date under the auspices of
" the DCI (preferably at CIA on Tuesday, 3 November~l953) to
obtain further-'details on the French reqnlrements.

(2) That the Ad Hoc Working Group on the NATO approach would be
kept informed of developments.

(3) That a message would be prepared and sent to SUSLO, directing
that he inform British authorities of the.French request and
action being taken with regard thereto; also, that Mr, Friedman,

* NSA, now in London, would be similarly 1nformed by the Director,
NSA. . 1

USCIB: 29.3/11 ‘ -4 -
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10 November 1953

——T6P—SEGRE?—-—SEGUR§¥¥—4NEORMAIiQN__

MEMORANDUM FOR THE MEMBERS OF USCIB:

Subject : _ Allied (NATO) Communications Security
‘ o (Approach to the French)

1. Pursuant to a decision reached at the 93rd (Speclal),
Meeting of USCIB, the enclosed message was transmitted to the
Chairman, LSIB, on 30 October 1953. A copy of the reply has
just been recelved and is forwarded herewith for information.

2, THE ENCLOSURES WITH THIS.DOCUMENT CONTAIN COMMUNICA-
- TIONS INTELLIGENCE INFORMATION AND SHALL BE HANDLED ONLY IN
o .CHANNELS EXPRESSLY PROVIDED FOR COMINT.

v

Enclosure

1. Exec. Secy. MSG 3021262 Co
to SUSLO.

2. MOP.3555 dtd 9 Nov 1953.

USCIB: 29.3/10 ;
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ROUTINE 3021262

“PORSECRET -
FROM: . EXECUTIVE SECRETARY, USCIB |
T0:  SUSLO, LONDON (CRYPTO NSA PLEASE PASS FOLLOWING TO SUSLO, LONDON)
INFO:  DIRNSA " ’ |
WL EXECUTIVE SECRETARY USCIB SENDS. PLEASE PASS
FOLLOWING TO CHAIRMAN LSIB. WASHINGTON REPRESENTATIVE SDECE ACTING

s REPRESENTATIVE OF FRENCH INTERDEPARTMENTAL COMMITTEE ON CIPHE§$33 .
HAS APPROACHED DIRECTOR' CENTRAL INTELLIGENCE REQUESTING UNCLE "7 26750 usc 2605
SUGAR ASSISTANCE N PURCHASING NEW CIPHER MACHINES FOR USE BY ;
FRENCH FOREIGN CFFICE. USGIB HAS AGREED 70 BRING NSAJTECHNICIANS :
INTO CONTACT WITH LOCAL FRENCH EMBASSY CRYPTO EXPERTS ON TUESDAY S

- THREE NOVEMBER TO DE'I'ERMINE PRECISE NATURE AND SCOPE OF FRENCH . . .
- RBQUEST. |

HAVE BEEN MADE. LSIB VIEW REQUESTED.

NO' COMMITMENTS

-

“w X

~ -

N
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BRITISH JOINT SERVICES MISSION,
MAIN NAVY BUILDING
WASHINGTON 25, D. C.

~FOP—-SEHOREP- - :
MOP.3555. : ‘ | 9th November, 1953.

The Executive Secretary,.
U.S.C.I.B.

)

I have been iﬁstructed to pass the following signal to you
for the Chairman of U.S8.C.I.B. :-

" For Chairman, U.S.C.I.B. from Chairman, L.S.I.B.

" I have noted with interest USCIB's message concerning
N "the French Government's approach to the U.S. Government
on Communhications Security.
" 2. The matter-was discussed at a meeting of LSIB on
"November 3rd. The Board considered that the fact of
"this French approach has in no way invalidated the
"conclusions and recommendations of the UK/US Conference
"of June 1953 (FSC.53/EK/R/01l) and that in particular
"the proposed approach by the U.K. and U.S. Ambassadors
"to the French Government was'still necessary and should
"be made without further delay to ensure backing at the
"highest level for French cooperation.
" 3, I am agreeable that the matter should be discussed
"by the Combined Working Group and Brigadier Tiltman has
"been instructed accordingly. He has been urged to do all
"in his power to ‘secure an early conclusion. ™

o-coto‘ouocoogsig)?dlhzoooooooc‘ooool
John H. Tiltman, Brigadier

i ’

Enclosure 2 with USCIB 29.3/10 dtd 10 Nov 1953.
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USCIB: 29.3/9 :

-27 October 1955

S OF USCIB:

Subject: French Communications Security.

USCIB 29.1/1 of 21 September 1953,

References: 8.
b. USCIB 23/65 of 30 June 1953.

1. The enclosure is circulated for information and discussion
at a Special Meeting of USCIB to be held Friday, 30 October 1953
at 1430 in the Projection Room, Administration Building, CIA.

2. The information set forth below is submitted in-order to
bring the members up to date on the related matter of implementation
of the references. ‘

\

3. The Combined Working Group (CWG) provided,for.in paragraph 4

© of reference g has been meeting under the chairmanship of Mr, T. 4.

Polyzoides, Department of State, who is also chairman of the USCIB -
Ad Hoc Committee which constitutes the U.S. element of this Combined
Working Group. Progress to date in the CWG includes agreemsnt to
use of paragraphs 5 and 6 of reference g as a basis for working out,

" ‘'the initial approach to the French. Although there was some 1n1t;al

reluctance on the part of the U.K. to the use of the Tripartite
Security Working Group to select the COMSEC authorlties who will
represent their respective govermments in this matter, the U.K. have
now agreed in principle to this U.S. proposal (see paragraph 6b of
reference a) and it remains only to work out the details 1n a_manner
mutually satlsfactory to the U.S. and the U.K. . '

Ex utive- Secretary, USCIB

Enclosure - . .
Memo from CIA to Ex/Secy, USCIB .
dtd 27 Oct 53 with attached
memorandum for record, subject: - /
French Request for Cipher Machines,

~

USCIB:  29.3/9 - ‘
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. Security Information ,

,CENTRAL INTELLIGENCE AGENCY
’ Washington 25, D. C.

’

27 October 1953

MEMORANDUM TO THE EXECUTIVE SECRETARY OF USCIB

' SUBJECT: French Request for Cipher Machines

1. The attached memorandum for the record sets forth a conversation
-~ which took place on 26 October between the Director of Céntral Intelligence
and the Washington representative of the French SDECE. .

.2« In view of the present negotiations between USCIB and LSIB on this
subject the advice of the members of the Board 1s requested as to what
reply the Director should make to Mr. deVosjoli, and it is requested that
a special meeting of the Board be held at an early date to discuss this

matter, )

HUNTINGTON D. SHELDON
Assistant Director,
Current Intelligence



CENTRAL INTELLIGENCE AGENCY
Washington 25, D. C.

27‘Octob§r 1953

MEMORANDUM FOR THE RECORD

SUBJECT: French Request for Cipher Machines - ' ‘ ,

J

l.° On Monday, 26 October, M. deVosgoli, Washington representatlve

. of the SDECE called on the Director, Central Intelligence, to request

on behalf of the Quai D'Orsay the Director's assistance in purchasing’
new cipher machines for use by the French Foreign Office.

- 2+ M. deVosjoli stated that after World War II the Quai D'Orsay

"had acquired certain German cipher machines and further explained that

about 80 of these machines are now in use.. These machines are in very
poor condition; the German factory which manufactured this equipment

is located within the Soviet Zone of Germany; and the French are certain
that this company is now producing machines for the USSR. He also

‘mentioned the fact that the French had been surprised at the alacrity

recently shown by the Soviet Foreign Office in according the French

the right to’install & direct wire connection for these cipher machines
between the French Embassy in Moscow and the Quai D'Orsay. -M. deVosjoli
gave the impression that these facts had influenced the French in making
their ‘present request for American cipher machines, which they felt

‘- would be far superior and more modern. ;-

' ~

- 3. M. deVosgoll prov1ded the information that this approach to the
U.S. is being made under the cognizance of the "Interdepartmental
Committee on .Ciphers," which consists of representatives.of all French
Government offices using cryptographic material. - This commlttee, which-

- 1s chaired by M, Mons (who is "Chef de l'etat Major Permanent de la

Defense Natlonale"), is composed of representatives of the Ministry of
National Defense, Ministry of Foreign Affairs, Ministry of Interior,
Ministry for Overseas France, and the SDECE. This committee was created
some” three years ago and the respon51bility of the SDECE, which is
represented on the cormittee by Colonel Black; is to ensure the security
of French cipher systems. It is because of thls respon51bllity of the
SDECE that the approach wés made by M. deVosjoli to the Director, Central .
Intelligence° .

’
\
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CENTRAL INTELLIGENCE AGENCY | T
N ’ Washington 25, D. C.

4, M. deVosjoli explained that his mission is to arrange for & French
expert, M. Dousseau, to consult with a CIA expert concerning the number and
type of machines desired by the French.  He stated that M. Dousseau is
permanently ‘assigned to the French Embassy in Washington to advise on
cryptographic security, and as a part of his duties had installed the cipher
machines for use on French Embassy links with the French elements of the
Standing Group and of the United Nations. , .

5. M. deVosjoli pointed out that the French would be, quite content
to purchase even obsolete machines, provided they were in good condition,
particularly because newer models might be much more “expensive.

6. The Director of Central Intelligence informed M. .deVosjoli that
this was a request to which he could not furnish an immediate reply, but
that he would explore the matter and inform M. deVosjoli as soon ‘as
possible regarding what arrangements could be made.

7
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USCIB: 29.3/8 Item 1 of the Agenda for the 92nd (Special) Meeting

of USCIB, held on 13 October 1953.

T /EO 3.3(h)(2)
,"PLseswsouscsmm

Subject:

The ACTING CHAIRMAN (General Cabell) stated that the purpose of the
meeting was to ¢ 1e Security
Committee on the : | He recalled
that the Board, at its 91lst Meeting, had asked that the Seourlty Committee
consider the problem as a matter of priority. He ‘invited comments by
Captain Taylor.

CAPTAIN TAYLOR informed the members that he had served as Chairman of
the Security Committee during its deliberations in view of the fact that
the regular Chairman of the Committee had not been present at the previous
USCIB meeting. He explained that the Commlttee, augmented by the members
of the negotiating team, had met and discussed the agreement in detail, in
light of the terms of reference provided to the negotiators, and the
original arrangements approved by the Boerd He said that the members, as
a result of their study, and after listening to the statements of the
negotiators as to the very clear understanding with the regarding
the agreement, were satisfied that the arrangements were within USCIB
policy. On the subject of security safeguards, he stated the opinion of
the Committee that the imposition of additional restrictions at this
juncture would imply (to the[::::::b that we had uncovered something new
and alarming since the conclusion of the original agreement, and the
Committee, therefore, recommended against the establishment of additional
security safeguards.

CAPTAIN TAYLOR continued by saying that certain other issues raised
in the Committee discussions were not contained in the report now before
the Board; however, a record of these would appear in the SECCOM minutes.
He stated that he had received outstanding cooperation from the SECCOM
members and members of the negotiating team in this matter, and expressed
the hope that the Committee report would be acceptable to the Board.

MR. ARMSTRONG commended the Executive Secretary and the Committee
for turning out an excellent piece of work on a very complex problem in
such a short time. He said that he considered the Committee paper a
valuable and important addition to our understanding of the agreement, and
added that he was satisfied, on the basis of the report, that the agreement
did not exceed the limitations imposed by the Appendices to the BRUSA
Agreement. He made specific mention of improvement in the wording of the

USCIB: 29.3/8 -2 -
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communications to be sent to the British and to Mr. Boursicot, and
concluded by informing those present that his Department was prepared
to accept the Committee report without further changes.

GENERAL CANINE commented upon the position he had taken at the last
meeting and said that he did not like the agreement any more now than he
did then, however he was prepared to vote for approval. His primary
objection, he said, was to being placed in the position of having to make
a "Hobson's Choice'. He thought it possible that something worthwhile
would be obtained as a result of this agreement, but was not of the
ovinion that the informetion received would substantially alter the
consumers' daily briefings.

MR. SHELDON referred to the draft memorandum for the Director, GCHQ,
and suggested that the last sentence of paragraph 5, or possibly the
whole paragraph, might well be deleted.

The members considered this suggestion and agreed to the deletion
of the whole paragraph.

DECISION: (13 October 1953) USCIB considered and approved the Security
Committee Report contained in USCIB 29.3/5, with one amendment, namely,
the deletion of paragraph 5 of the draft memorandum for the Dlrector,
GCHQ (enclosure 1 with USCIB 29.3/5).

It was agreed that the memoranda for the Director General, SDECE,
and the Director, GCHQ, would be prepared in final form and forwarded
without delay.

This item to be dropped from the agenda.

The meeting adjourned at 1440.

USCIB: 29.3/8 -3 -



SUBJECT NUMBER /” fEiML

USCIB: 29.3/7 Item 4 of the Agenda for the 9lst Meetlng of USCIB
held on 9 October 1953. o j |

Subject : “/(USCIB 29.323, 2%,3/4)

The ACTING CHAIRMAN (General Cabell) explained that the two papers
before the Board were (1) the report prepared by Colonel A C. i

Peterson, based upon the negotiations by his| 1
| [ He suggested that

The members note and accept the Peterson report and proceed with con-
sideration of the Exchange Agreement. ;

The members agreed to this procedure.

MR. SHELDON stated that he had drafted a memorandum, for the
Chairman's signature, to accompany a signed copy of the]|

The ACTING CHAIRMAN pointed out that this memofandum imposed no
condition upon acceptance of the agreement, but rather, asked for
additional assurance security-wise. /

There followed a lengthy discussion of the terms of the agreement,
including consideration of possible limitations on U.S. analysis
activity in the field, the precise nature and scope of information to be
exchanged, understandings reached with the | which were not neces-
sarily implicit in the terms of the agreement, the need for expeditious
action to avoid embarrassment to concerned U.S. agencies, and the matter
of notification to U.K. authorities.

USCIB: 29.3/7 -6 -
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GENERAL ACKERMAN suggested further detailed study of the ggreément
to insure that field analysis in, for example, the Phlllpplnes would be
permissible if deemed expedient at a future date. B »

On the subject of security practices, Mr. Sheldon expreésed his
opinion that the agreement required greater precautions by the
than were normally prescribed by SHAPE in the handling of "Y" material.

GENERAL CANINE said that he was prepared to accept the agreement,
but that he did not particularly like it.

MR. ARMSTRONG, expressing his views prior to a votefbn the agree-
ment, said that the terms would require further study by his Department.
He added that he had serious misgivings, for example, as to whether the
entire agreement did not involve codeword material which would extend
it beyond the provisions of Appendix "P", 1In view of this point, and
others, he suggested that the Executive Secretary and the Security
Committee go over the agreement in detail with the negotlators and come
back to this Board at a special meeting with their views and recommenda-
tions as to its implications in terms of the appllcable BRUSA provisions.

As a result of the foregoing discussion it wasfégreed that the
Security Committee, augmented by members of the negotlatlng team, would
meet to make the required study. ‘

CAPTAIN TAYLOR assured the members that a reﬁq}t by the augmented
Security Committee could be made available in time for consideration at
a special meeting of the Board to be held on Tuesday, 13 October 1953.

A11 members agreed to this proposal. o
DECISION: (9 October 1953) USCIB noted and accepted the report

prepared and submitted by Colonel A. C. Peterson, based upon the nego-
tiations by his| | /

USCIB agreed that the Security Committee, augmented by members of
the negotiating team would meet at the earliest possible date to meke
a detailed study of the 'in light of BRUSA
provisions and the foregding comments, and, based upon such a study, to
recommend appropriate action to USCIB, such recommendations to be
considered by the Board at a special meeting to be held at 1430 on
Tuesday, 13 October 1953,

This item to remain on the agenda.

USCIB: 29.3/7 -7 -
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/PL86-36/50 USC 3605

MEMORANDUM FOR_THE MEMBERS OF USCIB: -

\

f:.ecu@ive Secretary, USCIB

v Enclosure

1
13 Oct 1953,
2. NSA Serial 000542-S dtd
. 1L Oct 1953. R
USCIB: 29.3/6
—TOP—SECREF
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CENTRAL INTELLIGENCE AGENCY -
WASHINGTON 25, D. C.

OFFICE OF THE DIRECTCR

13 OCT 1953

¢ = “EO 3.3(h) (2)
) PL 86-36/50 USC 3605

I am happy to forward herewith a signed copy of the agreement
which was entered into on my\beha1f| J |on A
September 10, 1953. '

In view of the highly sensitive nature of this agreement and the
materials exchanged thereunder, I take this opportunity to reaffirm
to you that this matter will be handled by us in . accordance with our
strictest security measures, and that knowledge of it will be limited
' to the absolute minimum.. In return, I would greatly appreciate your
assurances that similar security precautions will continue to be.
taken by you and that the materials will be handled in accordance
with the most secure practlces employed by your service. '

With renewed assurances .of my esteem,

/

- ,/ Sincerely,

(Signed) \
Allen W. Dulles
Director

Enclosure

Enclosure with USCIB 29.3/6 dtd 20 Oct 1953.



T NATIONAL SECURITY AGENCY
'WASHINGTON 25, D. C.

Serial: 000542-3
1L October 1953

0 INFORMATION

EO 3.3(h)(2)
PL 86-36/50 USC 3605

Director
Copies furnished:

) SBLO
. Executive Secretary, USCIB
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12 October 1953

MEMORANDUM FOR THE MEMBERS OF USCIB:

Subject:

Reference: USCIB 29.3// dated 1 October 1953.

l. In accordance with the decision rendered by USCIB a

86-36/50 USC 3605

t its

91st meeting, the USCIB Security Committee augmented by members of

““the U.S. negotiating team, namely, Mr. Frank Rowlett of CIA,

Raven of NSA,| [CIA and Colonel Arthur C. P
of ASA, serving as ad hoc members for the- purpose of the pre
discussion, met at 0900, 10 October 1953 to make recommendati
with regard to the WOrklng agreement 1ncluded as an enclosur
reference, ; /

ATy

2. The Committee examined thefterms of”feference under

MT. Frank
eterson
sent
ions
e to the

whlch

theé UiS. team negotiated the above mentioned agreement., (These terms

of reference are contained in USCIB 23/34 dated 12 October 1
USCIB 2/38 dated 24 August 1953 ) ,

3. The Committee next. examlned the terms of the agreem
With regard to the provisions of paragraph 2a of Section II
agreement concerning "sole beneficiaries", the Committee agr

from the facts presented by the members of the U.S. negotiat

it appears clear that it was not the intention of the

95} and in

ent itself.
of the

eed that
ing team
to limit

in any way the disposition of the results of the anal
material to be exchanged, and that there will be no misunder
if the agreement is 1mplemented in ‘this manner., The members

" the
standing
of ‘the U.S.

negotiating team were unanimous in agreement on this point and explained

that the[::::::]qulte plainly pointed out that the dispositi
products is not a matter 1nvolved in this agreement.

4o In. regard to the prov151ons of paragraph 2b of Secti
the agreement providing that operations conducted by the U.S
analyzing this exchanged material be conducted in U.S. terri
members of the U.S. negotlatlng team were unanimous in stati

on of end

ion II of

e in
tory, the
ng that the

‘made it clear that, if it should become operationally necess
o process outside of Uos./territory the material provided by the

rapid agreement could be obtained so long as such processing does not

USCIB: 29.3/5

take place in [:::::::::]tnless U.S. Armed Forces are involved there.
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USCIB: 29.3/5 12 October 1953
S T UEG 3.3(0)(2)
Subjects L 86-36/50 USC 3605

__,_,,mm=_,..._,.=,m_un.:.,..a..,_...u:,.._a.,dam,__,e.-_;_,_u_,

5, After carefully examining all other terms of the aﬂreement and
the unanimous statements of the U.S.- negotlatlng‘team with regard thereto,
the Committee is of the opinion. that the U.S. negotlators did not exceed
their terms of reference and that the U.S. information and material to be
released to the |falls completely- within the criteria enunclated in - -
paragraphs 4 an of Appendix "P" to- BRU'SA° The U.S. negotiators state
that in discussing with |the precise information and material
to be exchanged, it was made clear to| !that the U.S. is restricted
in the information that can be released. € U.0. negotiators have con-

vinced the Security Committee that as a result of these discussions thé

7., In implementing the agreement the Committee recommends that
the Director, NSA be responsible for the selection of the material to be
exchanged.

USCIB: 29.3/5 -2 =
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USCIB: 29.3/5 12 October 1953

EO 3.3(h)(2)
L 86-36/50 USC 3605

8, This is a working agreement and is, in effect, an extension of
a previous working agreement for which satisfactory securlfy assurances
have already been made and for which reaffirmation is requeated in
enclosure 2 hereto. Therefore, it is considered that prior
acceptance of the security assurances contained in enclosure 2 need not
be a prerequisite to U.S. acceptance of the agreement. Infact it was
generally conceded by the members of the Committee that insistence on
such assurances as a prerequisite might be seized upon by thel:::;::]as
an opportunity to impose further and perhaps embarrassing restrictions
to which the U.S. would then be unable to agree. In this connection,
the Committee took note of the assurances of the U S. team of the
extremely security conscious attitude of the ' |COMINT people with
whom they dealt, and of the fact that the horities represented
in SACEUR's Command have accepted the U.S./U.K. imposed limitations on
the handling of tactical COMINT end products in SACEUR's "I" strquyggmxm
(see Annex "B" to the enclosure to USCIB 32/15) PL. 86 36/50 USC 3605

10. In view of the above, the USCIB Security Committee, augmented
by the U.S, members of the negotiating team named in paragraph 1 above,
unanimously recommends that USCIB approve the agreement with under-
standings set forth above and authorize the Director of Central Intelli-
gence to sign on behalf of the U.S. and forward it with the letter
ineluded herewith as enclosure 2., In addition, it is recommended that
the Director, NSA sign and forward the notification to GCH@ included
herewith as enclosure 1.

USCIB: 29.3/5 -3 -
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MEMORANDUM FOR THE DIRECTOR, GCHQ

Enclosure 1 with USCIB 29.3/5 dated 12 October 1953

—TOP-SECRET—



@ FOEERCR#A045WS
B 4

J,-w P E L TS SF N Lw%*\ 1_44>_7_

7,
\

r"’* o e Y o SO ANV S
\ ,-(_ SRR SR R A
L) RAL’W - = . -
W D:Lrector, Natlone.l Security Agency

&aaﬂa? uge:%m—v)

ee: AG pved af
ook of i conaprfines, T
e/g /f\> o of T P @;15 {05

DL:E!»/ P e / pariat ) e L7
? P 54‘3 @05 4 -3 . ‘;’;‘{Si'rwva L. ,AQ/ W&*‘(’]L

Eo 3.3(h)(2) _
PL 86-36/50 USC 3605 ?J}%ﬁﬁﬂj/
/

® =

"~ Enclosure-1-with-USCIB-2973/5dated-1R-October.1953

—TOP-SECRET—



—FOREGEER;F4045523
¢ &

=11 .S __EYRES ONLY

DRAFT (B0 3.3(h) (2)

PL ‘86—36/50 UsC 3605

I am happy to forward herewith a signed copy of the agreemént

which was entered into on my behalf by my

on September 10, 1953,

In view of the highly sensitive nature of this agreement and
the materials exchanged thereunder, I take this opportunity to
reaffirm to you that this matter will be handled by us in accord-
ance with our strictest security measures, and that knowledge of it
will be limited to the absolute minimum. In return, I would greatly
appreciate your assurances that similar security precautions will
continue to be taken by you and that the materials will be handled
in accordance with the most secure practices employed by your
service.

With renewed assurances of my esteem, I am

Sincerely yours,

Enclosure 2 with USCIB 29.3/5 dated 12 October 1953,
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EO 3.3(h)(2)
PL 86-36/50 USC 3605 2 October 1953

MEMORANﬁUM FOR THE MEMBERS OF USCIB:

Subject:

Reference: USCIB 29.3/3, dated 1 October 1953.

1. The enclosure is circulated with a view to consideration
at the next regular meeting of USCIB, 9 October 1953, in connec-
tion with the reference.

2. The enclosure includes the English translation of the
text of the agreement mentioned in paragraph 2 of the reference
and is being given limited distribution of one copy to members
only.

3. THE ENCLOSURE WITH THIS DOCUMENT CONTAINS COMMUNICATIONS
INTELLIGENCE INFORMATION AND SHALL BE HANDLED ONLY IN CHANNELS

EXPRESSLY PROVIDED FOR COMINT,
ptain, U. 5. Navy

Ex ive Secretary, USCIB

Enclosure
CIA Memo dtd 1 Oct 1953,
with enclosures thereto;
' subject as above,

REPRODUCTICN OF THIS DOCUMENT IN WHOLE

OR PART IS PROHIBITED EXCEPT WITH PER~
MISSION OF THE ISSUING OFFICE.

USCIB: 29.3/k
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PL 86-36/50 USC 3605 1 October 1953

@ TOTTRERMOLS3

NEMORANDUM FOR THE MEMBERS OF USCIB"

Subgect x1 V\x\“*alx

Reference: (a) USCIB 2/38 dtd 24 August 1953,
a (b) USCIB 30/3L4 dtd 10 August 1953.

2.2 It will be noted that Appendix D has been withdrawn from this
report. ' This Appendix, containing the text of the agreement reached,
will be glven limited distribution (one copy per Board Member) at the
earliest possible date.

3. ETHE ENCLOSURE WITH THIS DOCUMENT CONTAINS COMMUNICATIONS INTEL-
LIGENCE INFORMATION AND SHALL BE HANDLED ONLY IN CHANNELS EXPRESSLY
PROVIDED ?OR COMINT.

utive Secretary, USCIB

Enciosure
Report of Conference
(17661, cy

REPRODUCTION OF THIS DOCUMENT IN WHOLE
OR PART IS PROHIBITED EXCEPT WITH PER-
MISSION OF THE ISSUING OFFICE.

USCIB: 29.3/3
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10 September 1953

“LOP-SHEOREP—=—SRCHRIT Y TNFORMATION = U, S5, EYES UNLY

MEMORANDUM FOR THE MEMBERS OF USCIB:
Subject:

Reference: " USCIB 30/38 dated 21 August 1953,

1. The decision of USCIBEC reported in the reference has been
approved by USCIB.

,2. The effect of this decision is to refer the problem presented
in USCIB 30/34 to the CIA and NSA members for resolution,

. 3. THIS DOCUMENT CONTAINS COMMUNICATIONS INTELLIGENCE INFORMATION
/AND SHALL BE HANDLED ONLY IN CHANNELS EXPRESSLY PROVIDED FOR COMINT.

EO 3.3(h)(2)
PL 86-36/50 USC 3605

ecutive Secretary, USCIB

REPRQDUCTION OF THIS DOCUMENT IN WHCLE
OR PART IS PRCHIBITED EXCEPT WITH
PERMISSION OF THE ISSUING CFFICE,

USCIB: 29.3/1
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