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DEPARTMENT OF THE AIR FORCE

If' ) HEADQUARTERS UNITED STATES AIR FORCE ﬂwz"iﬂe/@

WASHINGTON

20 October 1943
AFOTR-SR 322

SUBJECT: Functions of the USAF Security Service
TO: Commanding Generals, Major Air Commands in ZI end Overseas

l. The USAF Becurity Service, sstablished with headquerters at
Arlington Hall, Washington; D. C., by letter, Headquarters United States
Alr Force, file 322 (AFOOR 848e), subjeot: "Esteblishment of the USAF
Security Service," 20 October 1948, copy attached, will operate under
the direct control of the Chief of Steff, USAF (such control to be
exerclsed dy the Deputy Chief of Staff, Operations, through the Di-
rector of Intelligencs.)

2. Strength and composition of the Hesdquerters, USAF Security
Service will be as determined by the Chief of Staff, USAF. There will
be assigned to the USAF Seourity Service as fleld units thereof all
communicetion intelligence and communication security esteblishments,
units, and personnel not otherwise assigned by Headquarters USAF.

No change is contemplated at the present time in location of units or
personnel effected by thie letter. Specific orders for the transfer
or attachment of such units and personnel will be issued progresslvely
and as expeditiously as practiesble including orders for the actlvation
of any units considered nececseery and approved by the Chief of Staff,
USAF.

3. Perconnel will not be transferred to or from the USAF Securilty
Service, to or from any fleld unit thereof or to or from any othervwise
aasignod communications intelligence and cormunication cecurilty
unit without prior approval of Headquarters USAF 1n each inetance.

4. Communication intelligence and communication security units
and personnel of the USAR Security Service will be attached to major
air commands in ZI and overseacs ae needed to meet security and tactical
intelligence reguirements. The Commanding General, USAF Securlty Serv-
ice, will be notified of any further attachments of such units or per-
sonnel mode by the mojor air curmands in 2I or overseas and advieed of
all subsequent changes. The major air command in ZI or overseas to
which such, unite are attached will have administratlve control (subject
to the provisions of paragraphs 3 and 61) and will provide normel, non-
spocialized logistic support. Operational control, neceseery technicel
assistence, nnd specialized lcgistic support will be supplled directly
by Healquarters, USAF Security Service.

5. In addition to the attached units mentioned in paragraph k4,
other communication intelligence units end/or persomnel of the USAF
Security Service may be located in the territory assigned to a majur
alr command in ZI or overseas in order to meet other than locel
intelligence and seourity rsquirements. JIn such cases specific in-
structions will be issued es to the administration end control of the
units or persommel concerncd.
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6. The USAF Security Service will be responeible for ths following
communication intelligence and communication secuirity activities:

a. The cperational command and d.:li‘ec"l'.ion of all cormunication

intelligence and commpnication security units and personnel assigned to
the USAF Security Service.

b. The interception and traffic amalysis of foreign tacticel
type traffic of interest to the Air Force and for the location and
ldentification by electricel means of staticns passing this traffic.

¢. The cryptanalysis of that portion of the intercept, as
defined in b above, which 1e exploitable in the field, including the
cryptanalysis of certain weather traffic in ¢lose coordination with the
Air Weather Service and the Airweys and Air Communication Service.

d. The preparation and coordination of military characteristice
and operational requirements and ccordination of the reesearch and develop-
ment of communication intelligence and communicetion security equipment.

8. The preparation, productiun, and publication of key lists
and relatefl items for use with Air Force cryptographic systems.

f. The storege, distributicn, and accounting for all orypto-
graphic systems and equipmont held by the Air Force. Existing fecilitles
end procedures will be used where feasible.

8. The preparation of operating and maintenance instructions
for cryptographic equipment and related systems developed and used
exclusively by the Air Force; collaburation in the preperation of
operating and meintenance instructions for jointly developed and used
cryptographic systems and equipment. Security classification of the
aforementioned equipment and related systems will be & responsibllity
of the agency developing the eguipment.

h. The oryptographic and transmission securlity of Air Force
communications.

i. The establishment of requirements for persommel for the
USAF Becurity Service and other communication intelligence and communlca-
tion security units and the assigmment and promotion of such persommel
within the Air Force units engaged in this ectivity, in accordanbe with
established Air Force policiles.

J. The organization and tralning of all units and provision
for the specialized training of all individuals engaged in Alr Force
communication intelligence and security actiyitles.

k. The determination of doctrines and techniques and the
preperation of training literature and field manuals.

1. The preparation of Tables of Organizetion and Equipment,
Military Occupational Specialties, and related items peculiar to the
activities of the USAF SBecurity Service. \
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m. The budgeting for Air Force cryptographic equipment in
coordination with the Budget Section, Directorate of Communications,
- and for the necessary expenditures in the discharge of the communication
intelligence and communication seourity activities.

T. Although control of the USAF Security Service will be exercised
by the Deputy Chief of Staff, Operations through the executive servioces
of the Director of Intelligence, the Director of Communications will
continue to exerclse staff supervislion at the Headgquarters USAF level
over all matters pertaining to cryptography and communications security
in coordination with the Director of Intelllgence.

8. Communication facilities required by the USAF Security Service
to and from oversea major alr coomands and installations will be pro-
vided by the Director of Communications. Adequate cormunication facili-
tles within oversea major air commands will be provided by the respective
commanders.-

9. The troop basis of major air commands in ZI and overseas will
be adjusted to reflect any transfers effected under the provisions of
this letter.

10. For purposes of security, it is desired that knowledge of the
activities in which the communicetion intelligence units are engaged dbe
confined to only those individuals whose offiolal duties require such -
kmowledge. Dissemination of intelligence produced by these units and
of knowledge concerning the operational detalls will be made only to
those selected individuals who have been cleared for Special Intelli-

gence.
BY COMMAND OF THE OF STAFF:
’ £
Qe
L. L. JUDGE
Colonel, USAF
Alr AdQjutant General
1l Inocl

Ltr 322 (AFOOR 848e)
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/’
DEPARTMENT OF THE AIR FORCE
HEADQUARTERS UNITED STATES AIR FORCE
WASHINGTON _

322 (AFOOR 8i8e) 20 October 1948
SUBJECT: Esteblisment of the USAF Seourity Service | '
TO: Commanding General, USAF Security Service .

l. The USAF Becurity Service 1s established with headguarters at
Arlington Hall, Washington, D. C. The. USAF Security Servige will operate
under the direct control of the Chief of Staff, USAF, with the procedural
functions and responsibilities of a major alr command. i -

2. Administrative and housekeeping equipment is authorized in
acoordance with T/A 20-1, as amended.

3. An acknowledgment report of this action will be submitted to
Headquarters USAF by means of the Air Force Organization Status Change
Report (Reports Control Symbol AF-SC-01D) in compliance with current ,
instructions. -

4. Obligate to the extent necessary the appropriate allotments in
accordance with AFL 172-80.

BY ORDER OF THE SECRETARY OF THE AIR FORCE:
g

. L. L. JUDGE
Colonel, USAF , /
‘Alr Adjutant General
DISTRIBUTION:
CSACS (5)
C8GOT (3)
CSGPA (1)
CSGEP (1) '
AGAO-T (1)
Chiefs of Technical Services , (16)
Hq USAF - (38)
Commanding Generals,
Alr Materiel Command
ATTN: ° MCGO (30)
USAF Security Service (30) - -
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