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THE POTENTIALITIES OF COMINT FOR STRATEGIC WARNING
(Comments on the Report of the Special Study Group
of the NSA Scientific Advisory Board)

1. Pursuant to the instructions of the Director, NSA, those com-
ponents of the National Security Agency primarily concerned with research
and development and processing activities in the COMINT field have studied
the report "The Ptentialities of COMINT for Strategic Warning" prepared
by the Special Study Group of the NSA Scientific Advisory Board. The
resulting comments and recommendations of the Office of Research and
Development, Production and Personnel Division are included as Tab B, Tab
C, and Tab D to this study. Tab A is a list of all the recommendations
and suggestions of the Special Study Group together with the applicable
comment of the various divisions and Deputy Chiefs of Staff.

2. The Special Study Group has presented an excellent study of the

| potentialities of COMINT for advance warning of a direct air attack. The
findings of the Group indicate a high probability that COMINT could provide
warning of Soviet intent to mount an attack against the U.S. This in-
valuable information would be in the hands of U.S. authorities from four
to twelve weeks in advance of such attack. This has been proven by past
experience. The reliability of this strategic warning would increase with
the approach of the attack. Such strategic warning in conjunction with
the tactical warning provided by the Air Defense Warning System will con-
tribute greatly to our Continental Air Defense System

3. The Group has also made a thorough study of NSA potentials and
has indicated ways in which it can be expanded. It is primarily upon this

aspect of the report that this study is directed.
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4. The findings of the Special Study Group indicate that a vast

majority of the problem areas isolated are either directly or indirectly

related to the problem of employing and retaining competent personnel.

PROD has forcefully summarized its position in the following remark:

"The fact that most clearly emerges from our consideration of
the Group's recommendations is that our technical planning is under
much better control than is our capacity to implement plans developed.
At every turn we are forced to compromise what is technically desir-
able with what can be performed with personnel available."

Personnel problems in a Department of Defense organization such as NSA

must be considered from both the military and civilian viewpoints and

although the cause and effect of such problems may be essentially similar,

the remedial action in each case will not necessarily be the same. The

following discussion treats the personnel problem in NSA:

a.

MILITARY

(1) I am personally convinced that every responsible

individual in the Agency has made strepuous efforts

to remedy our Service personnel dilemma. I am equally
convinced that, due to circumstances beyond our control,
little of material value has been accomplished in the
past. Continued efforts in the same direction show
little promise of improving the situation. I feel that
if our efforts are chunneled along lines as recommended
in 2a and b below, we may eventually accomplish much

in the way of a solution. Actually, the NSA service
personnel problem is no different and probably no more
serious than the personnel problem in every echelon
within the Department of Defense. Every specialized
activity needs technicians. The high personnel re-
placement and attrition rates are universally de-
plored. Many have attacked the problem unilaterally
with the view that Headquarters A has a higher priority
than Headquarters B. We unfortunately have frequently
been quilty of this kind of logic.
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(2) I recommend to you that in the case of service person-

nel we redirect our attack to produce legislation such

as the following, which will tend to lower attrition:

(a) Offset the inducement to separate from the Service
presented by the Servicemen's Readjustment Ac t
of 1944, as amended (G.I.Bill). This can be
accomplished by providing similar benefits to the
serviceman while he is in the service. A system
for formal education at government expense for
high level type entrants (10-20%) who are needed
as technicians throughout the services might be
established. This could be entered upon prior to
the commencement of the formal service career with
the condition thatthe serviceman serve a specified
tour of duty upon graduation. (Similar to the Navy's
Holloway Plan).

(b) 1Increasing or improving the family security
guarantees to service personnel, especially in the
medical, dental, and housing axreas.

(3) Recent actions and pronouncements of the administration
and the Office of the Secretary of Defense indicate that
re-awareness of the attrition - retainability problem is
developing at an accelerated rate. Ieadership and

support from NSA might well be timely and appreciated.
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(4) If you concur in the ebovesummary, I will re-orient

the efforts of the NSA staff along the lines indicated
and prepare suitable papers for transmission to the

Secretary of Defense.

b. CIVILIAN

)

(2)

(3)

The problem of attracting and holding civilian technicians,
while less critical than the service problem, is still
serious. As in the military manpower problem, NSA is
only one of the govermment activities which has recruit-
ing and retainability problems. To date our attempts

to improve the situation have been moderately successful,

and current plans and programs in this field appear to

promise additional benefits.

I recommend thatthese efforts continue. At the same
time, NSA must appraise and initiate corrective action
to defend against the conditions set forth below.
Changing basic economics, as they affect individuals,
for several years have made the professional public
servant (civil service) more and more vulnerable to

the non-government labor market. In industry, personnel
benefits such as Social Security, Group Medical Insurance,
Retirement Plans, and educational and self-advancement
opportunities have all received great attention in the
past few years. Thus many of the personal security

features which used to be unique to civil service workers
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are now widely available in industry. In the past

many government workers preferred a moderate salary
plus security features to high salary and big security
risk which industry offered. Now private industry can
and does offer both high salaries and the security
guarantees.

The above condition is aggravated by other economic
factors which, while transient in nature, are currently
working to our disadvantage, particularly with regard
to technical personnel. First on this list is full
employment accompanied by high wages and heavy consumer
markets.

Second is the enormous industrial expansion and the
revolution in technology brought about by nuclear and
electronic research and development. No one can estimate
how many technicians this field will ultimately absorb.
An added complication is the fact that World War 1I
created a shortage of science and engineering students
which has never been filled.

Finally, the trend toward earlier retirement is removing
the more elderly technicians from the labor market at an
earlier average age and in greater numbers each year.
The remedy for this situation as far as NSA is concerned
is obviously high salaries for critical scientific and

technical personnel. Unfortunately, the ceilings imposed
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upon this organization place serious restrictions on
this kind of solution. There are, however, two alterna-
tives which can in an indirect way alleviate the situa-
tion. The first of these is the ultization of con-
tractual services with established institutions of high
repute. NSA is currently using this device to good
advantage. There is, however, a possibility that this
activity could be increased. The second alternative

is to sponsor a small private enterprise (or definite
segment of a larger company). This is sometimes called
a "captive corporation.” Examples of this are the Sandia
Corporation of the Atomic Energy Commission and the

Rand Corporation as utilized by the Air Force. I con-
clude that the possiblity of restoring and augmenting

the professional and technical capacity of NSA through
the use of a sponsored enterprise should be carefully
considered. I therefore suggest you submit this problem

to your Scientific Advisory Board for further study.
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NSA STUDY

THE POIENTIALITIES OF COMINT FOR STRATEGIC WARNING

(Report of the Special Study Group of the NSA Scientific Advisory Board)

INTRODUCTION

1. Pursuant to the instructions of the Dire~tor, National Security
Agency, those components of the Netional Security Agency primsrily con-
cerned with resesrch and development and processing activities in the
COMINT field have studied the reﬁort "The Potentialities of COMINT for
Strategic Warning" prepared by the Speclal Study Group of the NSA Scien-
tific Advisory Board. The resulting comments and recommendations of the
Office of Research and Development, Production and Personnel Division are
included as Tab B, Tab C, and Tab D to this study.

2. The Special Study Group has presented an excellent study of “the
potentianlities of COMINT for advance warning of a direct air attack. The
findings of the Group indicate a probability that COMINT, especially
through Special Intelligence, could provide warning of Soviet intent to
mount an attack against the U.S5. However, this probabllity can be
realized only through an increase in the current level of effort. This
invaluable informzation could be in the hands of U.35. authorities from
four to twelve weeks in advance of such attack. The reliability of this
strategic warning would increase with the approach of the attack. Such
strategic warning in conjunction with the tactical warning provided by
the Air Defense Warning System will contribute greatly to our Continental

Alr Defense System.
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3. The Group has also made a thorough study of NSA potentials and

has indicated ways in which it can be expanded., It is primarily upon
this aspect of the report that this study is directed.

. The Special Study Oroup has also studied the U.S. ELINT program
from the early warning point of view and has indicated certain deficiencies
in the existing program. The Joint Chiefs of Stafr-at the direction of
the Secretary of Defense are now reviewing the ELINT program being cone
ducted within the Department of Defense. In compliance with Secretary
of Defense Memorandum which required the Director, NSA to advise with
the Joint Chiefs of Staff on this matter, General Canine presented his
concept of operating principles for ELINT to the Joint Chiefs of Staff,
These principles, however, were not incorporated in the ELINT paper
(Enclosure to J.C.S. 2010/74, 22 Jan Sk) which the Joint Chiefs of staff
sent to the Secretary of Defense,

5. Following is a list of the contents of the Tabs to this study:

a. Teb A = Recommendations of the Special Study Group (Listing
of major specific recommendations together with pertinent NSA comment,
and action required).

b. Tab B = FROD Comments on Report of Special 8tudy Group.

¢. Tab C - R/D Comments on Report of Special Btudy Group.

d. Tab D - PERS Comments on Report of Special Study Group.
CONCLUSIONS

6. The consensus of NSA opinion 4s in agreement with that of the
Special Study Group, namely: that a camplete COMINT picture (composed of
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information resulting from the decryption of enemy high-level crypto-
graphic systems together with that produced from traffic analysis, low-
level codes end ciphers, and plain text) is required to maximize the
pptentialities of COMINT ns a source of strategic warning. This status
of COMINT processing would increase the probability of but not guarantee
detection and accurate prediction of a direct attack upon the United
States.

T. The primary conciusion concerning the report of the Speciel Study
Group, NSA Scientific Advisory Board is that insofar as the NSA COMINT
effort is concerned, the fundamental NSA problem is personnel. As stated
by PROD:

"The fact that most clearly emerges from our consideration of
the Group's recommendations is that our technical planning is ugder
much better control than is our capacity to implement plans developed.
At every turn we are forced to compromise what 1s technically desir-
able with what can be performed with personnel available,"

As stated by R/D:

"The above enalysis shows clearly that an expansion of the scope
of the research and development program to cope adequately with the
requirements of the early warning problem is almost totally dependent
on sclentific personnel~-~the retention of current personnel and the
hiring of a quantity of new personnel."

8. Solution of the problem of increasing (a) NSA capabilities, and

(v) the effectiveness and efficlency of NSA activities is primarily centered

in the solution of the NSA personnel problem.
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9. Means must be found to retain experienced personnel and to attract
additional high calibre persomnel 4o NSA by the establishment of salary
scales and working conditions more nearly comparable with those in industry.

10. Considerable improvement in the NSA personnel problem can be
effected now by the establishment of personnel and management policies
which will provide sufficient Job satisfaction to offset defictiencies in
terms of salary and Job benefits. To this end such policles must insure:

a. Knowledgeable direction of technical activities by qualified
supervisors.

b. Preservation of professional and personal integrity of
employees.

11. In general, NSA technical plans and programs provide for practical
expansion of NSA technical effort within the limits of existing faci}ities.
There 18, however, an urgent requirement for expanded reseerch and develop-

ment activities in the field of intercept equipment, methods, and techniques.

RECOMMENDATTIONS s

12, A detalled analysis of the problem of hiring new scientific and
analytic personnel and of retaining present pérsonnel should be prepared
by PERS in consultation with PROD and R/D. This analysis should serve
to establish requirements in terms of salaries, working conditions, and
Jjob benefits, which must be met 1f NSA 1is to effectively compete with
industry for the services of such personnel.

13. On the basis of this analysis, NSA objectives in the personnel

field should be formulated, and an NSA personnel plan with supporting
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progrems (including such legislative progrems as may be required) should
be prepared by PERS,

14. The COMINT career field now being formulated by PERS should be
expedited to enable the Diiector to secure Service approval as soon ae.
possible,

15. The tentative research and development program outlined on
pages 2 through 9 of Tab C should be formalized by R/D and submitted
through channels to the Director, NSA, for approval. In view of the long
term nature of such a program, implementation should begin as soon as
possible.

16. The NSA plan for active investigations in the field of VHF/UHF/
SHF intercept which 1s now being prepared, should be implemented as soon

as possible.
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GENERAL RECOMMENDATIONS

‘1. RECOMMENDATION: (Page 2, paragraph 1) "Top priority should be

accorded to solution of and to

thelr exploitation on a timely basis."

PRCD COMMENT. Top priority is now being and has been given to

the solution oi A large proportion of the

regearch talent available in NSA is assigned to direct support of highe
level Russian problems. Two teams of specialists have completed a technical
survey of problems to recommend new approaches and anticipate required
atrengths. PRQD further notes that the Study Group did not investigate

the possibility that non-Russian targets could contribute directly or
indirectly to strategic warnings. PROD suggeets that any planning or
action in connection with further investigation of this problem should

keep non-Russian targets in mind--particularly the Satellites.

DCS/P REMARKS: Top priority is being given to the solution of _:

Russian high-level systems within NSA. The combined‘ |effort
/iconcentrated on this problem highlights 1ts importance in the eyes of
ijboth parties., The technical surveys contemplated by Drs. Shaw and

Leibler are evidence that PROD and R/D are striving to improve their‘

methods of attacking the problem.

PROD's point in stressing the importance of

non-Russian traffic (particulerly Satellite) is sound. The Director, NSA

has recently submitted a memorandum to the Secretary of Defense stressing

EO 3.3(h)(2)
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the need for 1065 additional civilian personnel to increase the effective-
ness of the attack on the Soviet-Soviet Satellite program.

ACTION RECOMMENDED: FROD and R/D to continue in collaboration

on the ,,,,la.nd to

expand the efforts of both divisions in this direction.

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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2. RECOMMENDATION: (Page 2, paragraph 2) Traffic analysis activities

should be expanded and organized to glve maximum informetion availlable from

the material intercepted.

PROD COMMENT: It is agreed that our capsbllity to perform traffic

analysis must be increased. This is being done by training and cross-
training so that technicians will be familiar with all types of communica~
tions analysis rather than those aimed at specialized aspects. (This view
of training and utilizatibn of personnel is contrary to recommendations
of‘the Group = See specific recommendations under Special Intelligence,)
It is planned that:teams study the T/A effort and make recommendations on
new approaches, numbers of personnel required, and kinds of machinery.

DCS/P REMARKS: PRQOD considers that NSA capabilities in the field

of T/A can be increased by continued specialized training of T/A personnel
and by cross-training between T/A and C/A to produce technicians familiar
with all the tools of communications analysis. PRCOD considers that this
approach will result in an increase in NSA capabilities without an in-
crease in numbers. A survey of the T/A effort is now underway in FROD.
This will be completed early in 1954. It is anticipated that recommenda-
tions will be forthcoming outlining new approaches toward improvement of
T/A activities in NSA. New promotion policles adopted subsequent to
the report of the Speclel Study Group appear to be working well. It is
felt that improvement also could be gained by better supervision. Many
persons in supervisory positions cannot complete all thelr assigned work

andwét the same time closely supervise on-the-Job training of novices.
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Implementation of a COMINT career plan for the military services would
improve this situation by retaining personnel who have become skilled.
The military career problem, particularly in the offilcer category, 1ls
probably the most difficult aspect of the personnel problem. The objec-
tive of offering en attractive officer career program providing reason-
able promotion rates from Junior to senior grades appears at this time
nearly impossible to attain. Such a program is probably not needed so
urgently in the lower graaes where promotion is falrly routine and
reasonably certain. This is not the case however in the higher grades.
Due to the difficulty of securing personnel legislation for NSA which
would be acceptable to all three services, consideration might well be
given to seeking authority which would permit the Director, NSA to make
temporary "spot" promotions in the field grades independent of the normal
promotion process. This system is currently belng used with excellent re-
sults In the USAF Strategic Air Command. Spot promotion authority, if
applied to the top enlisted grades might well improve the enlistment

and re-enlistment rate.

ACTION RECOMMENDED: PROD to continue training activities and studies

to improve T/A methods and procedures. These activities should include
management training for supervisors. R/D to initiate s program of
investigation almed at producing new T/A techniques and at expediting
T/A methods. PERS to examine feasibility and/or desirability of securing

NSA authority to effect temporary "spot" promotions.
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3. RECOMMENDATION: (Page 2, paragraph 3) Personnel policies should

be revised to improve the selection, training, and retention of skilled
personnel, both civilian and military, for COMINT ectivities. Strong
recommendations should be‘made to Services and Civil Service Commission,

PROD COMMENTS: (General) Our main problem is a need for more and

better personnel. An over-all study of personnel requirements of PROD

is being conducted. Recommendations will be submitted to the General
Priorities Committee; this report should be finished by the end of the
year. Further stated: "...we are forced to compromise what is technically
desirable with what can be performed with personnel available." We have
not achieved a balance between work to be done and number of personnel to
do it and we can most effectively use those personnel we have only if we
are authorized more. Career possibilities for specialists (military) are
not sufficiently attractive to draw and hold qualified personnel. This
would require personnel action of the type to be achieved only with legal
action,

R/D COMMENTS: (General) The expansion of scope of research and

development to cope with early warning problems is totally dependent upon
retention of current personnel and hiring of qualified new personnel. NSA
cannot compete with industry for scientists in either pay or working
conditions.

PERS COMMENTS: A psychometric testing program is being set up. Con-

tinual study is made of the reasons and causes for separation of civilian
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employees in order to hold separations to the minimum. Three Services
must be encouraged by NSA in their efforts to develop and maintain a
high percentage of repeaters in COMINT assignments.

DCS/A REMARKS: The Special Study Group has noted that in their dis-

cussions and briefings concerning the COMINT effort the most universally
mentioned problem {s that of expanding the number and improving the quality
and proficiency of NSA civilian and military personnel. See Des/P's
comments on temporary promotions. (Para 2, Page U4)

a. Civilian - The problems of morale, career development, salary
standards and working conditions have been the subject of considerable
study and applied effort within NSA. There has been an upward trend in
the NSA civilian salary scale and a continuing general improvement in NSA
civilian career possibilities within the limits of the U.S. Civil Service
System. The basic problem 1s that of hiring and retaining highly qualified
technical personnel, since NSA cannot compete with industry in terms of
salaries, working conditions and Job benefits. In this respect NSA is
suffering from inherent inadequacies in the Civil Service System. While
these 1nadequacies of salary and job benefits are more strongly emphasized
by the inability of NSA to hire and retailn scientific and engineering
personnel, they are also detrimental to hiring and retention of linguists
and analysts. The only obvious correction for such inadequacies lies in
special legislation. In view of the importance of NSA's contribution to

the security of the U,S., it is felt that special legislation by the Congress
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(perbaps of a secret category)_resulting in changes in Civil Service
Regulations which would enable NSA to compete with industry on an equal
footing 1s Justified. Negotiations are underway with Psychological Research
Association (& clvilian concern) to establish a psychometric testing pro-
éram for all civilian Job epplicents. This program will not only improve
recrultment and placement of persomnel, but will glso provide a valuable
t00l in the evaluvation of performance. PERS also conducts a continual
study of the causes for separations of civilian’employees. While many of
these are due to pregnancy, movement of domicile to other areas, etc. a
large number are due to low morale and better employment opportunities
outside the Agency.

b. Military - Career possibllities in the field of COMINT are
not sufficiently attractive to draw and hold qualified technical personnel.
Much time is required to obtain background clearance and to properl& train
these personnel. As a result, at the time when a techniclan is fully
trained' and NSA is capitalizing on its investment in him, he is lost to
the Service and there is 1little incentive for him to reenlist in the COMINT
field. PERS is presently drawling up career ladders for both officers and
enlisted men which will furnish greater opportunity for ad?ancement and en-
hance the attractiveness of the COMINT flield as a career. This action if
approved, should contribute materially to the solution of the mi.itary person=-
nel problem in NSA and the Cryptologic Services. PERS is, in addition, con~

ducting a Job survey which has as 1ts objective the establishment of Job
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deseriptions common to MOS, AFSC, and SUJCO designations. The effect of

this will be to properly place military personnel in positions commensurate
with their abilities. This action would improve morale and efficiency
greatly. The concept of preferential legislation providing for promotions

in excess of the service quotas on a permanent basis solely for the benefit
of military personnel engaged in COMINT activities would probably not be
acceptable to any milltary service. However, authérity to effect temporary
promotions (officer and enlisted) as long as the individual concerned Yemaing
with the Agency might well provide the incentive for re-enlistments (in

the case of enlisted personnel) and repeat tours in the case of officers.

ACTION RECOMMENDED: a. PERS to conduct a detalled study of the NSA

personnel problem and to prepare a personnel plan and supporting programs
based upon NSA obJectives., The purpose of this{study would be to point
up personnel deficiencies and illustrate how these deficiencies impede the
NSA effort. This would provide the basis for a request by the Director
for special leglslation to change Civil Service Codes.

. PERS to expedite the preparation of the COMINT career ladder
80 that the Director can secure Service approval as soon as possible.

c. PERS to continue preparation of uniform Job descriptions.

d. PERS to investigate feasibility of securing authority for

the Director, NSA, to effect temporary promotions.
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SPECIFIC RECOMMENDATIONS

INTERCEPTION

4. RECOMMENDATION: (Page 10, Line 4) National Security Agency

"should eaugment its scientific and engineering staff with a view to
éésisting the Services" in regard to technical matters relative to

propagation phenomena in making determination as to antenna filelds

and placement of intercept positions. |

PROD COMMENTS: Concur, but not at the expense of any exlsting

functions of NSA until a complete study of all NSA functions can be
made to weigh the relative value of this function with others.

R/D COMMENTS: R/D has retained an eminent consultant for advice

about propagation matters.

PERS COMMENTS: None,

DCS/P REMARKS: The new NSA Intercept Deployment Plan (JCS 2010/68)

takes these matters into consideration.

ACTION RECOMMENDED: Future deployment planners should take into

account the recommendations contained in this document and avail them-

selves of the advice of R/D's consultant,
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COMMUNICATIONS

5. RECOMMENDATION: (page 11, line 5) Improvements are needed

in the training and instruction of commnications personnel and in

operations of commnications networks to insure against personnel

failures.

R/D COMMENTS: R/D has mgde available on a full-time basis a

high level engineer to assist COM on various technical matters.

DCS/P REMARKS: Here again the solution of the communication

problem is dependent upon the personnel problem. Time is required

to train personnel, thus decreasing the usable portion of the enlistee's
term of service. Soon after they have attained sufficient skill to
be valuable to NSA, their tour of duty expires and they are lost to .
the Service. An effective COMINT career plan would offer much greater

inducement to re-enlist than exists at present.

ACTION RwCOMMENDED: Office of Communications to continue intensive

V/ training and instruetion of communications personnel in operating

procedures,
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TRAFFIC ANALYSIS, LOW-LEVEL CODES AND CIPHERS, AND PLAIN TEXT

6. RECOMMENDATION: (Page 13, paragraph 1) Traffic analysis

furnished Air Defense Command should be quantified by development of
1pdices and measures of aétivity of Soviet Alr Force wilth graphic
presentations thereof.

PROD COMMENTSt The qpantificatiqn of T/A-will be an aspect

of our technicel survey.

R/D COMMENTS: The questlion of the presentation of traffic

analysis findings 1s a statistical one and is now being congidered by
the Mathematical Research Division of R/D.

DCS/P REMARKS: None

ACTION RECOMMENDED: PROD to continue Technical Survey toward

quantification of T/A indices. R/D (Mathematical Research Division), to

continue study of statistical aspects of quantification problem.
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TRAFFIC ANALYSIS, LOW-LEVEL CODLES AND CIPHERS, AND PLAIN TEXT

7. RECOMMENDATION: (Page 13, paragraph 2) Studies (intensive

and comprechensive) should .be made of activities of the Soviet Air
fbrce during large scale exercises.

PROD COMMENTS: Concur

R/D COMMINTS: None

DCS/P REMARKS: It is the opinion of DCS/P that this is being

done as the occasion arises.

ACTION RECOMMENDED: PROD to continue intensive and comprehensive

studies of Soviet Air Force large scale maneuvers.

vy
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TRAFFIC ANALYSIS, LOW-LEVEL CODES AND CIPHERS, AND PLATN TEXT

8. RECOMMENDATION: (Page 13, paragraph 3) Traffic analysis fusion

effort In NSA should be decentralized to some extent by having traffic
analysis units in operational areas and traffic analysis support at inter-
cept stations (along lines established by the Alr Force Security Service).

PROD COMMENT: Serious efforts must be made to increase basic report-

ing as close to source of traffic as possible. Competence of intercept
operators must be improved by furnishing them basic traffic analysis

techniques.

DCS[P REMARKS: The problem of basic T/A reporting and T/A fusion

reporting has been under study for several years within NSA. Under
existing NSA policy, the NSA reporting program requires the decentraliza-
tion and the placing of the responsibility for first instance report?ng
upon those U.S. COMINT units nearest to and preferably at the points of
interception of foreign communications. Full implementation of this
program requires that the capabilities of intercept stations be improved,
both by improving the background and training of operators and analysts,
and by insuring the provislon of adequate technlcal support to such
activities., While consliderable improvement is being made in the latter
aspect, the inability to retaln experienced service personnel greatly
inhibits any programs to increase the background and training of service
intercept operators and analysts. While 1t is unlikely to become a
problem for some time, 1%t should be noted that over-emphasis of decentraliza-
tion may result in damage to the COMINT effort. Too great a concentration
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in forward stations could dilute and diffuse the traffic analysis product.

ACTION RECOMMENDED: FROD, in conjunction with NSA School, to expand

cross~tralning program to provide T/A techniques to intercept operators.

NSA decentralization program to continue.
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TRAFFIC ANALYSIS, LOW-LeVid, COUES ARD CIPHERS, AND PLAIN TEXT

9. RECOMMENDATION: (Page 13, parasgraph 4) A small research

group should be established to carry out research and development on

new methods of analysis.

R/D COMMUNTS: An investigation of new methods of analysis and

machine applicability is being undertaken. As study develops, addi-

tional persomnel will be required. "If this effort is to continue

without a decrecase in the effort on the Russian problem, the Mathematical
Division (R/D) will nced three additional personnel at 65-11/12/13 level."

PROD COMMENTS: PROD does not recognize this as an R/D function.

This action, already in effect within PROD, is clearly stated in the
organizational manual as a rcsponsibility of PROD (0641).

PERS COMMENTS: HNone

DCS/P REMARKS: As part of the survey of the entire technical

effort in PROD, a survey of the T/A effort is being undertaken by teams
of competent technicians. As in the case of the cryptanalytic effort,
if is anticipated that recommendations will be forthcoming as to new
approaches and the resources raauired to implement them. These surveys

will be completed early in 1954.

ACTION RECOMMENDED: PROD to continue the efforts of the research

teams to discover new methods of analysis, both T/A and C/A.
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10. RECOMMENDATION: (Page 13, Line 20) NSA should re-examine
its selection, training, proficiency evaluation, and promotional
procedures for T/A civilian persomnel. Possible application of modern
psychometric methods should be explored in connection with personnel
selection.

PROD COMMENTS: Concur

R/D COMMENTS: None

PERS COMMENTS: Request has been submitted td LOG for contract with
Psychological Research Associates to embark on psychometric testing
program. Results will not only improve recruitment and placement, but
also develop yardsticks with which performance can be evaluated.

DCS/A REMARKS: See remarks under 3, page 4. Psychometric testing

program is expected to be in operation this year.

ACTION RECOMMENDED: PERS to continue efforts to build and put into

use a psychometric testing program,
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11. RECOMMENDATION: (Page 14, line 1) Similar procedures (as in

10) should be employed for the evaluation of uniformed service personnel
and consideration should be given to the establishment of a COMINT career
field in the Army and Air Force.

PROD COMMENTS: None.

R/D COMMENTS: None.

PERS COMMENTS: Pre=-survey classification program now underway in

Offices of Analysis and Ehcploita.ﬂon is establishing career ladders for
both civilian and military personnel. Program has been prepared to
accomplish T™B Project No. 3 (to develop uniform job descriptions appli-
cable to members of cryptologic agencies). These two programs are expectegl
to provide needed career fields.

DCS/A REMARKS: See remarks under 3, page 5.

ACTION RECOMMENDED: PERS to apply psychometric testing procedures,
vhen developed, to all new personnel to insure better initial placement

of individuals.
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SPECTAL INTELLIGENCE

12. RECOMMENDATION: (Page 16, Paragraph 1) A firm policy should

be established to control and regulate transfer of personnel familier
with high-level problems to other activities. High level effort requires

augmentation by top-flight snalysts.

PROD COMMENTS: Training and cross-training is being done so that
technicians are familiar with all tools of c0mmunic§tions analysis
rather than those aimed only at speciallzed aspects of cryptanalysis and
traffic analysis. This view of training and utilization of personnel
vhich is applicable to and desirable in the entire field of COMINT is
completely opposed to the recommendation by the Study Group that personnel
be frozen on specific problems.

DCS/P REMARKS: PROD states that its view of the matter is completely

opposed to the recommendations of the Special Study Group that persopnel

be frozén on specific problems. The Group recommended (page 16, rpora 1)
"Because of the research character of the high-level problems, there has
been a tendency to shift personnel to other areas promlsing more immedizate .
results. The potentials of this source of intelligence are so great that

a firm policy should be established to control and regulote the transfer
of personnel familiar with these problems to other activities - - -".
This recommendation, while highlighting the necessity for continuity on

major problems, does not preclude cross training or career development

programs, wherein there is a realistic and controlled movement of personnel
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SPECTAL INTELLIGENCE

with problems. This recommendation, along with other statements of the
Special Study Group indicates the necessity for differentiating between
that reassignment of personnel required to accomplish the objectives of
cross training and career development programs, and that routine regularized
movement of personnel characteristic of a rotation program per se. An
additional factor to consider is that of temporary.franafer for morale
purposes from a problem where no success has been achieved for a long

time. A defeatist attitude frequently results when personnel are frozen

on a problem which has ylelded no success.

ACTION RECOMMENDED: Transfer of personnel to accomplish the obJject-

ives of cross training and career development programs should continue,
Continuity of effort on high-level research problems to be maintained

within the limits of efficiency of the personnel,
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SPECIAL INTELLIGENCE

13. RECOMMENDATION: (Page 16, paragraph 2) NSA should increase

its computing facilities and its staff of personnel skilled in program-

ming. "The lack of programmers is the most serious deficiency at present
* and should be increased as promptly as possible.” Use of outside

programmers should be investigated, as well as 1ncreaéing internal effort.

PROD COMMENT: The lack of programmers, cited by the Group as our

most serious deficiency, is not really so great as our'lack of a corps
of technicians familiar both with cryptanalytic problems and machine
capabilities. A group of specialisté of this kind is needed to formulate
problems and to éupervise the work of those performing machine program-
ming. A ratio of one fSrmulator to four programmers, considered ideal,
18 not even approached in present practice. The lack of this type of
personnel would be aggravated if our programming were farmed out on
contract as the Group.recommenda. Although we are trying by intensive
training programs to enhance the capabilities our technical personnel,
the essential need with which we are not copirg satisfactorily is an
increase in the number of personnel who can be assigned to the high-level
Russian problem,

R/D COMMENT: "Experience indicates that outside help on programming
in general can be of very little help to NSA." Proposes that M,R. Div=
ision add another section whose primary function is to do programming
research for existing and high speed computers.

DCS/P COMMENTS: If the Director's request for an increase of 1065

civilian personnel is granted, PROD's expressed shortage of analysts will

be alleviated.
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ACTION RECOMMENDED: No further action required at this time

pending results of the above mentioned request for personnel ceiling

increase.
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14. RECOMUENDATION: . (Page 16, Paragraph 3) The possibilities of

_carrying out electronic developments outside the Agency should be in-

vestigated.

R/D CAMENTS: An increase of the research and development work done

by contract is not a complete solution. The extent of this outside work
is limited by the size of the NSA R/D organization which must supervise,
evaluate, assess the requirements and do the preliminary research. The
Office of R/D with its present personnel cannot efficiently administer R/D
by contract exceeding $13 million per year.

DCS/P REMARKS: This possibility has been thoroughly investigated.

Contract work for R/D has been increased recently from 30 to 100 contracts.
However, the volume of outside work can be increased only within certain
limits. These limits are set by the number of R/D personnel available to
supervise and evaluate the results of these contracts. While an increase
in outside contracting may not afford a complete solution, it still provides
the only possible means of effecting new electronic developments which are
presently beyond NSA's capabilities. |

ACTION RECOMMENDED: R/D to continue investigation of means to expand

outside contracts for furthering electronic research and development.
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15. RECOMMENDATION: (Page 21, line 2) "There is need for basic

research on theory of COMINT and for development of methods and equip-
- ments which will permit most efficient exploitation of theoretical
_potentisl in field."
RZD COMMENT: R/D is aware of need for research in this field of
the theory of communications but at present has no adequately trained
personnel to perform this research. Attempts to recrult suitable person-

nel have been unsuccessful to date.

PROD COMMENTS: None.

PERS COMMENTS: None.

DCS/P REMARKS: Past fallure to recruit suitable personnel cen not be

accepted as the reason for failure to meet the requirements of basic
repearch and development of methods and equipment.

ACTION RECCMMENDED: R/D and PERS to continue vigorous recruitment

efforts.
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RESEARCH AND DEVELOPMENT

16. RECOMMENDATION: (Page 21, Line 6) The entire concept of mili-

tary, diplomatic and commercial communication must be examined to reveal
those aspects of enemy communications networks which are most vulnerable
to COMINT activities. The intelligence galned should be weighed against
the cost of obtaining it and the cost to the enemy of reducing 1its

vulnerability.

R/D COMMENTS: Contractual studies in the fields of nolse communi-

cations and survey by contract of the existing situation in the fie}d of
VHF/UHF/SBF are underway. So far as is known, no such complete study has
been made in the past. Although the value of such a study as a very long
term program is intuitively clear, the great diversity of intercept on
the part of the various producing and consuming organizations is such

88 to make the establishment of the relative scale of interest nedesgsary
for such a study extremely difficult.

PROD COMMENTS: None.

PERS COMMENTS: None,

DCS/P REMARKS: An NSA plan for active investigation of VHF/UHF/SHF

is now underway. It 1s expected to result in concrete recommendations
for new equipment and techniques for attacking the problem. This pro-
gram promiges to be a very expensive one., A Special Intercept Problems

Panel is being established within NSA to consider this type of problem.

ACTION RECOMMENDED: NSA plan to be completed andput into ection as

soon as possible. PROD to insure consideration of its problems by the-

Special Intercept Problems Panel.
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RESEARCE AND DEVELOPMENT
'17. RECOMMENDATICN: (Page 21, peragraph (1)) Developments along

the following lines should be considered: entenna systems (multiple
unit) and integral receiving facilities to permit operé.tors to deter-
.mine the direction of arfival of a signal immediately without reliance
on & separate D/F.

PROD COMMENTS: None.
R/D COMMENTS: Developments are now underway with the cooperation

of the Services to meet this very need.
' DCS/P REMARKS: None.
ACTICN RECQMMENDED: See 25.
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RESFARCH AND DEVELOPMENT
18. RECOMMENDATION: (Page 21, paragraph (ii)) Develop repeaters,

receivers, antenne systems and techniques to improve signal reception

above 30 mc.

R/D COMMENTS: Contractual studies in the fields of noise communica-

tions and a survey by contract of the exlisting situation in the field of

VHF /UHF /SHF ere underway.
DCS/P REMARKS: None.

ACTION RECOMMENDED: See 25.
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19. RECOMMENDATION: (Page 22, paregraph (iii)) Development should

be continued on equipments for better utilization of immedlate action
voice communications including better recelvers, bette} recording
.machinery, sutomatic timé registering devices, better techniques of
recelving eand copying this traffic, and eventually automatic semantic
processing equipment for use in traffic enalysis and recovery of brevity

codes.
R/D COMMENTS: A tentative program designed to meet the minimum

requirements of the early warning mission has been drawn up. This
program requires a number of skilled scientists and several man years

of time.

DCS/P REMARKS: None.

ACTION RECOMMENDED: See 25.
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20. RECOMMENDATION: (Page 22, peragraph (iv)) Equipments for

reception of noise modulated signals (such as NQMAC system) should

receive attention.

R/D CQMMENTS: Contract study on noise communication underway.
DCS/P REMARKS: None.

ACTION RECOMMENDED: See 25.

-“FOP—SECRET—CANTROL-NO—R/P 54 -126.
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RESEARCH AND DEVEI.DPMENI
21. RECOMMENDATION: (Page 22, paragraph (v)) Development of

equipments for detection and reception oj |

communications systems should continue.

R/D COMMENTS: Extension of equipment to provide

coverage in all applicable frequency ranges will zjgoqui;e seven man
years of effort. EO 3.3(h)(2)
DCS/P_REMARKS: None. PL 86-36/50 USC 3605

ACTION RECOMMENDED: See 25°
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22. RECOMMENDATION: (Page 22, paragraph (vi)) Installation and use

of propagation measuring requipment to permit more efficient direction of
4ntercept effort should be made.

R/D COMMENTS: It is R/D's belief that this subject is more appropriate

for PROD comment, R/D activity must be limited to experimentation with
the use of propagation measuring equipment, whereas the installation and
use of such equipment to accomplish more efficient direction of the inter-
cept effort is considered propefly a PROD function and one for which this
Office would not be appropriately manned.

FROD COMMENTS: Concur that this should be done. Posgibility of

carrying out this activity will be investigated.

DCS/P REMARKS: None.

ACTION RECOMMENDED: 8ee 25.
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23. RECOMMENDATION: (Page 22, paragraph (vii)) Inverse LORAN or

other position measuring devices to produce position data on transmitters

should be investigated.

R/D COMMENTS: Basic comment on thls recommendation should come from

PROD, however, investigatlion of Inverse LCRAN and simllar position measur-
ing devices will be undertaken when end 1f 1t appears to offer promise.

In viéw of previous extensive investigations very little optimism is
presently indicated.

PROD COMMENTS: PROD agrees that use of this sort of device should

recelve attention. Technical research teams will investigate this matter.

DCS/P REMARKS: None.

ACTION RECOMMENDED: See 25.
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PL 86-36/50 USC 3605

RESEARCH AND DEVELOPMENT

2, RECOMMENDATION: (Page 22, paragraph (vi‘;i)) Efforts should

continue on development of demultiplexing, unscra.mﬁ;ing and posltion

recording devices,

R/D COMMENTS: Development of\ (\xequipment to

yield immedlate traffic from ferret and SESP missions would require

nineteen men years of effort.

DCS/P REMARKS: R/D and PRCD should determine the relative worth of

such equipment to permit comparative evaluation with other developmental

effort.

ACTION RECOMMENDED: PROD and R/D to make an estimate of the relative

value of this equipment as compared to the rest of the developmental program.
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RESEARCH AND DEVELOPMENT

25. HRECOMMENDATION: (Page 22, paregraph (1x)) Effort should be

continued on development o ,‘dxevicea for tranan\i\i\tlfe;s and operators,

both voice and morse.

R/D COMMENTS: Development of more automatic methods ° opera-~

tion will require nine man years of effort. A study of the use OD
in the VHF/UBF range wlll take approximately eleven man years.

DCS/P REMARKS: The list of recommendations from 17 through 25 con-

stitutes a tentative program for R/D action. R/D 1s at present formaliz-
ing these recommendations into a planned program.

ACTION RECOMMENDED: R/D to implement this program as fully as

possible, consistent with NSA capabilities.
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RESEARCH AND DEVELOPMENT

26. RECOMMENDATION: (Page 22, line‘zh‘ \séudiea should be initiated

to determine posaible methods of solution for interception of U3SR use

of[ communicationa. Also studies should be initiated on

;nterception.

PROD COMMENTS: None.

R/D COMMENTS 2 R/D is now preparing to give 1ncreased aasistance to

the Services on the Rusaian’ problem, particularlyl

A broad study of the j problem is now uﬁ@erway.

PERS COMMENTS: None.

DCS[E;REMARKS: USAFSS with NSA concurrence has proposed a plan for

the activation of three f Fquadrons. This effort, 1f

fully implemented, will provide 57 intercept positions.

ACTION RECOMMENDED: R/D to qontinue the study of the

IproBlem. FROD to insurg that the Special Intercept Problems

Panel gives consideration to thié problem. NSA to continue active support

of the ' plan.
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27. RECOMMENDATION: (Page 23, line 15) More high-level positions
and opportunities for advancement should be established.

R/D COMMENTS: Solution of the early warning problem is considered

to be primarily centered in the solution of the persomnel problem. Under
present restrictions, NSA cannot compete for the eérvices of scientific
graduates. If this over-all problem 1s of sufficient urgency, then means
must be found whereby NSA can effectively compete with industry in terms
of salary, working conditions and Job benefits. The alternatives to
increasing the local scientific staff are either:

(a) The subsidization of several industrial research orgeni-
zations by essentlally open-end contracts or

(b) Establishment of a captive corporapion gimiler to the'pro-
cedure followed by the Atomic Energy Commissionm{ Both of these approaches
would be extremely expensive and of a low degree of effectiveness in
comparison to expending the NSA staff and extending the regular contract
program. |

PROD COMMENTS: Concur.

f

PERS COMMENTS: Previous attempts to secure supergradés have so far

produced only one GS-18, Budget for FY-55 includes funds for fourteen
additional supergrades.

DCS/A REMARKS: See remarks under #3. It 18 felt that the alternatives

of subsidizing industrial research organlzations and establishing a captive

company like the Sandia Corporation, are Impractical for NSA. Notwithstanding
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the difficulty of competing with industry for skilled personnel, a vigorous
recrulting program must be carried on.

ACTIOR RECOMMENDED: That the additional high level positions, if

approved, be included in the over-all RSA personnel program recommended
in 3 above. PERS and R/D to continue an intensified recruiting program

and exploit every possibility of obtaining suitable personnel.
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28. RECOMMENDATION: (Page 23, line 17) Sclentists and engineers

could be borrowed from industry and universities for limited periods of

time.

PROD COMMENTS: Yes, and the existing progrem through the medium of

the Scientific Advisory Board for the use of scientists and engineers
borrowed from industries end universities for limited periods of time is
adequate to cope with this recommendation. There is considerable question
about the real usefulness of such & program if the periods of time that
such individuals can be made avallable are relatively short.

I_R/D COMMENTS 3 R/D has underway a WAE progrem which in effect is

carrying out this recommendation.

PERS COMMENTS: None.

DCS/A REMARKS: It 1s doubtful that this procedure would solve the

problem of developing and maintaining a hard core of experienced technical
personnel familiar with the NSA mission. The mejor adventage which might
accrue from this procedure would be to increase the prestige of NSA in the
eyes of those not familiar with NSA activities. The importance of the work
of NSA implied by the association of well known scientists and engineers
might serve to attract high calibre personnel to the Agency.

ACTION RECOMMENDED: Borrowing of scientists and engineers be utilized

8o far as is considered practical by NSA activities. In following this
procedure, account should be taken of the limitations on the value of

short term employment of such techniclans.
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29. RECOMMENDATION: (Page 2k, line 6) In order to attract the

interest of prospective analysts, the present recrultment policy of NSA
should be restudied in the light of realistic security limitations.
PRGD COMMENTS: None.

COMMENTS: None.
PERS COMMENTS: This has been done. (Civilian Personnel has received

from AG a list of items which can be used by recruiters. The items are
much more informative than anything previously available.

DCS/A REMARKS: None.

ACTION RECOMMENDED: PERS to continue their efforts with improved

recrulitment tools.
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31. RECOMMENDATION: (Page 24, line 12) Question of salary and

promotion pollcy in NSA should be restudied to determine if it is conducive

to a sound development of the T/A effort.

PROD COMMENTS: If the promotlonal salary scale which is set forth in

the last page of the NSA-90 "Organization, Functions and Job Study" is
adopted, it is probable that much of the present disparity as pertains
to the T/A field salary-wise will be corrected. However this cannot be
determined completely until such time as the present Jjob survey 1s
completed,

R/D COMMENTS: None.

PERS COMMENTS: The same might be said for cryptography and crypt-

analysis as well. Current promotion policies (inaugurated subsequent to
this special study) are working nicely. Salaries are perpetually under
observation and are continually adJusted in line with position classi-
fication.

DCS/A REMARKS: See paragraph 3 above.

RECOMMENDED ACTION: No change is recommended in the newly established

promotion policy.

COPY _ 3 OF _ /5= COPIES
PAGE _7OU_ OF _ygg_ PAGES

TOP-SECRET FROTH—




-

REF ID:A516907

—TOPSECRET FROTH—

- PERSONNEL

32. RECOMMENDATION: (Page 25, line 1) Consileration should be
- given to the establishment of a service career field fof military inter-
cept Qperatora,in:order to avoid the problem of re-enlistment and
;otation.

PROD COMMENTS: HNone.

R/D COMENTS: Nonme.

PERS COMMENTS: Pre~survey classification program, now underway in

Office of Analysls and Exploitation is establishing career ladders for
both military and civillian personnel. Program has been prepared to
accomplish TMB Project No. 3 (to develop uniform job descriptions applic-
able to members of cryptologic agencies). These two programs sre expected
t0 provide needed career fields.

DCS/A REMARKS: See remarks under 3,

RECOMMENDED ACTION: See paragraph 3 above,
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33. RECOMMERDATION: (Page 25, line &) Analytic support should be

provided at the intercept site, either by indoctrination of intercept
personnel with the rudiments of C/A and T/A, or by assignment of an

analyst to the site.

PRCD COMMENTSt Serious efforts must be made ﬁo increage basic re-

porting as close to the source of traffic as possible. This means that
the coampetence of intercept stations must be improved both by improving
the background and training of operators and by furniéhing them basic
T/A techniques, Career possibilities for enlisted specialists are not
now'sufficiently attractive to draw and hold the type of men required by
the mission. Improvement of this situation will require personnel action
of a type that can be achieved solely by special legislation.

DCS/A REMARKS: See remarks under 8, NSA technical support program

provides for assignment of skilled NSA analysts to conduct on-the-job
training and to provide technical advice at field processing centers.

ACTION RECOMMENDED: That the NSA technical support program be con-

tinued and expanded as rapidly as possible,
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SUBJECT: Comments on Report of Special Study Group

0: P/P FROM: TECHDIR/PROD DATE: 25 Nov 53
Attn: Mr. O, Ro Ki.rby

References: (a) The Potentialities of COMINT for Strategic Warnings, a report
\EO 3.3(h)(2) prepared by Special Study Group of the NSA Scientific Advisory

PL 86-36/50 USC 3605  Boerd undated.
: (b) Memo from the Chief of Staff same subject dtd 26 October 1953

1. The special study by meubers of the Scientific Advisory Board is concerned
only with COMINT potentialities for advance warning of a direct air attack. The
Study Group was compossd of people who are exceptionsliy well qualified in their
own special fields., They have presented an excellent study of our potential and
have indicated ways in which it can be expanded. It should be noted though that
the Group did not investigate ths possibility that non-Russian targets could
contribute directly or indirectly to strategic warnings. This possibility is
considered in 06 to be a quite likely one, particularly as regards COMINT derivable
from the comunications of Satellite countries. Any planning or action in
connection with this invcst.igation should ensure that non-Russian targets are
kept in mind. : .

2. Reference b uquires that PROD analyze steps 1 and 2 of the Summary, item
Traffic Analysis of the Report, and item Special Intelligence of the Report. Since
step 1 is concerned with special intelligence and step 2 with traffic analysis; the
requirements will be met if FROD directs its comments to the Traffic Analysis and
Special Intelligence portions of the Report.

3. With regard to Special Intelligence (step 1 of pg. 2 and pp. 15~17), top
priority is now being and has been given to the solution of Russiaen high-level .
systems. A large proportion of the research talent available to the Agency is
constantly essigned to the direct technical support of| — | problems.
Two teams of qualified specialits recently completed a technical survey of these
problems in order to recommend new approaches and to anticipate the strength
required to effect them. The benefits of this survey are already being noted; a
great deal more benefit is still to bs derived.

Whenever those responsible for research require computational support, the
need can usually be met from our present facilities though not always as quickly as
might be desired. Some reserve of machine capability is available within the
Agency, but it can be utilized only by going to multi-~shift operations for which
sufficient, trained personnel are not now avallable, Additional equipment which
is required over and &bove present capability is under research or development.
Here too additional personnel are needed.

_ The lack of programmers, cited by the Group as owr most seriou deficiency,
is not nearly so great as our lack of a corps of technicians familiar both with

" cryptanalytic problems and machine capabilities. A group of specialists of this
kind is needed to formulate problems and to supervise the work of thoss performing
machine programming. A ratio of one formulator to four programmers, considered
ideal, is not even approached in present practice. The lack of this type of personnel

20w Y . o
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wuld be &ggravated if our programxing were farmed out on contract as the Group
recommends. Although we are trying by intensive training programs to enhance the
capastriliti.os of our technical personnel, the essential need with which we are not
coping satisfactori];v is an increase in the number of parsonnel who can be assigned
to the| jproblem. Whut are we doing, and planning to do if
increases in aut.hori.ntion are not granted, is to reallocate soms of our effort

{at the expense, of course, of processing in other directions) and to make maximum
use ef voluntary ovortimoo

4o The second 1a.rgo area in which improvement is recommended {step 2, pg. 2;
PPe 12-14) is in Traffic Analysis, Low level Codes and Ciphers, and Plain Text.
It is agreed that our capability to psrform traffic analysis muast be increased.
This is being done by training and by cross<treaining so that cur technicians will
be faniliar with all of the tools of communications analysis rather than those
aimed at only specialiged upects of cryptanalysis or traffic analysis, It is felt
that only in this way can we increase our capabilities without increasing our
nuobers. This view of training end utilization of psrsonnel which is applicable to
and desirable in the entire field,y of COMINT is completely oppeossed to the recommenda-
tion by the Study Group that personnel be frozen on spscific problems.

The survey of our attack on | cited in
paragraph 3 above is a first step toward surveying our entire technical effort. It
is planned that teams composed of equally high=level people will study our traffic
analytic effort. We can anticipate recommendations on new approaches and the number
of people or the kinds of machinery required to lmplesment them. These surveys will
be completed sarly in 1954 and will point the way to what needs Lo be done in the
direction of technical improvement.

Serious efforts must be made to increass basic reporting as close to the
source of traffic as possible., This means that the competence of intercept stations
must be improved both by improving the background and traininz of operators and
furnishing them basic traffic analytic techniques. Career possibilities for enlisted
specialits are not now sufficiently atiractive to draw and hold the type of men
required by the mission. Improvement of this situation will require personnel action
of a type that can solely be achisved by special legislation.

5. From the foregoing discussion of the technical areas of interest it will
be seen that the reallocation of affort recommended in paragraph 4a of reference b
is constantly under way. Problems ere kept under continuous review by line
supervisors and staff officers to ensure that the allocation of our strength most
closely meets intelligence requirements. Surveys, either formal or informal, meintain

a balance for technical raquirements,

6o Our main problem is clearly a need for more and better personnel. In
consonance w' th the PROD aim to fulfill its technical and intelligence mission as
fully as possible an overall study of the personnel requirements of FROD is being
conducted. Recommendations based upon this study will be uwde by the General
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Processing Committee. This study with the support of our consumers will point up
psrsonnel deficiencies as required by paragraph 4b of reference b. It 1s expected
that the task will be campleted by the end of the year.

7o The fact that most clearly “emerges from our consideration of the Groupfs
recoumendations is that our technical planning 13 under mmch better control than is
our capability to implewent plans developsd. At every turn we are forced to
compromdise what is technicslly desirable with what can be performed with personnel
available. The further we study the more it becomss clear that we have not achieved
sn efficient balance beiween work to be done and the number of hands to do it and
that we can most effectively utilize the personnel we have only if we are authorized
nore.

A. SINKOV
Technical Director
Production
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P/P TECHDIR/PROD 25 Nov 53
Attn: Mr. 0. R. Kirby

References: (a) The Potentialities of COMINT for Btrategic Warnings, a report
prepared by Special Study Group of the KSA Scientific Advisory
Board undated.
(b) Memo from the Chief of Staff same subject dtd 26 October 1953.

1. The specizl study by members of the Scientific Advisory Board is concerned
only wvith COMINT potentialities for advance warning of & direct air attack. The Study
Group was composed of people who are exceptlionally well qualified in their own special
fields. They have presented an excellent study of our potential and have indicated
ways in which it can be expanded. It should be noted though that the Group did not
investigate the possibllity that non-Ruseian targets could contribute directly or in-
directly to strategic warnings. This possibility iz considered in 06 to be a quite
likely one, particularly as regards COMINT derivable from the communications of Satellite
countries. Any planning or action in connection with this investigation should ensure
that non-Rusaian targets are kept in mind.

2. Reference b requires that PROD analyze steps 1 and 2 of the Summary, item
Traffic Analysis of the Report, and item Specilal Intelligence of the Report. Since
step 1 is concerned with special intelligence and step 2 with traffic analysis; the
requirements will be met if PROD directs iis comments to the Traffic Analysis and
Special Intelligence portions of the Report.

3. With regard to Special Intelligence (step 1 of pg. 2 and pp. 15-17), top
priority is now being and has been givan to the solution of systems.
A large proportion of the research talent avallable to the AEEEE?‘IE‘EBﬁEiEE!I% assign-
ed to the direct technical support of] broblems. Two teams of
qualified specialists recently completed a technical survey of these problems in order
to recommend new approaches and to anticipate the strength required to effect them.

The benefite of this survey are already belng noted; a great deal more benefit is still
to be derived. 1

Whenever those responsible for research require ddmputational support, the
need can usually be met from our present facilities though not slways as quickly as
might be desired. Some reserve of machine capability is available within the Agenecy,
but it can be utilized only by going to multi-shift operations for which sufficient,
treined personnel are not now available. Additional equipment which 1s required over
and above present capabllity 1s under research or development Here too additional
personnel are needed.

EO 3. 3(h)(2)
PL 86-36/50 USC 3605
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The lack of programmers, cited by the Group as our most serious deficiency,
i8 not nearly so great as our lack of a corps of technicians familiar both with
cryptanalytic problems and machine capabilities. & group of specialists of this kind
18 needed to formulate problems and to supervisc the work of those performing machine
programming. A ratio of ome formulator to four programmers, considered ideal, is not
even approached in present practice The lack of this type of personnel would be
aggravated if our programming were farmed out on contract as the Group recommends.
Although we are trying by intensive training programs to enhance the capabilities
of our technical personnel the essential need with which we are not coping satis-
factorily is an inecrease in the number of personnel who can be asaigned to the
\problem. What we are doing, and planning to do if increases in
authorization are not granted, is to reallocate some of our effort (at the expense,
of course, of processing in other directions) and to make maximum ‘use of voluntary
overtinme. ‘

4. The second large area in which improvement is recommended (step 2, pg. 2;
pp. 12-14) is in Traffic ~nalysis, Low Level Codes and Ciphers, and Plain Text.
It i agreed that our capability to perform traffic analysis must be increased. This
is being done by training and by crose-training so that our technicians will be
familiar with all of the tools of communications analysis rather than those aimed at
only specialized aspects of cryptanalysis or traflic analysis. It is felt that only
in this way can we increase our capabilities without increasing ocur numbers. This
view of training and utilization of personnel which is applicable to and desirable
in the entire field of COMIRT is completely opposed to the recommendation by the
Study Group that personnel be frozen on specific problems.

The survey of our attack oﬂ \cited in
peragraph 3 above 1s a first step toward surveying our entire technical effort. It
is planned that teams composed of equally high-level people will study our traffic
analystic effort. We can anticipate recommendations on new approaches and the number
of pepple or the kinds of machinery required to implement them. These surveys will
be completed early in 1954 and will point the way to what needs tc be done in the
direction of technical iupovement.

Serious efforts must be made to increase basic reporting as close to the
source of traffic as possible. This means that the competence of intercept stations
must be improved both by improvig the background and training of operators and
furnishing them basic traffic analytic techniques. Career possibilities for enlisted
specialists are not now sufficlently attractive to draw and hold the type of men
required by the mission. Improvement of this situation will require personnel action
of a type that can solely be achieved by special legislation.

5. ¥rom the foregoing discussion of the technical areas of interest 1t will
be seen that the reallocation of effort recommended in paragraph 4a of reference b
is constantly under way. Problems are kept under continuous review by line supervisors
and staff officers to ensure that the allocation of our strength most closely meets
intelligence requirements. Surveys, either formal or informal, maintain a balence
for technical requirements.
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6. Our main problem is clearly a need for more and better personnel. In
consonance with the PROD aim to fulfill its technical and intelligence mission as
fully as possidble an overall study of the personnel requirements of FROD is being
conducted. Recommendations based upon this study will be made by the General Pro-
ceasing Committee. This study with the support of our consumers will point up
personnel deficiencies as reguired by paragraph 4b of reference b. It is expected
that the task will be completed by the end of the y:ar.

7. The fact that most clearly emerges from our consideration of the Group's
recormendations is that our technical planning is under much better control than is
our capability to implement plans developed. At every turn we are forced to compromise
what 1s technically desirable with what can be performed with personnel available. The
further we study the more it becomes clear that we have not achieved an efficient
balance between work to be done and the number of hands to do it and that we can most
effectively utilize the personnel we have only if we are authorized more.

i, SINKOV
Technical Director
Production
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T™0s P/P DD/PROD DATE: 7 January 1954

l. FROD does not fesl additional comments as requested on gpecific
roaconmendations is either necessary or desirables The idea of breaking dowun
general recommendations into "bits and pieces” for specific comment may lead
to unsound conclusions as in many instances these specific recommendations can
cnly be coumented on through inclusion of the whols.

2. However, FROD has endeavored to provide such comments pending the
comnpletion of the studies which PROD has previously indicated it will undertake.
Thess comments are listed by Fara mumber below:

I Recommendation: Naticnal Security Agency should augment its
scientific and engineering staff with & view to assiating the Services in regard -
to technical matters relative to propagation phenomena in msking determination
a3 to antenna fields and placement of intercept positions.

PROD Comment: Yes, but not at the expense of any existing function of NSA until
a complete study of all NSA functions can be made tc weigh the relative value
of this function with others.

III a. Recommendation: Traffic analysis furnished Air Defense Command
should be quantified by devclopment of indices and measures of activity of Soviet
Air Force with graphic presentations thereof.

PROD Comments The quantification of traffic analysis will be an aspect of our
technical survey.

b. Recommendation: Studies (intensive and comprehensive) should be
nede of activitiss of the Soviet Air Force during large scale exercises.

FROD Comment: Naturally.

d. Recommendation: A small research group should be established to
carry out research and development on new methods of snsalysis.

PROD Comments FPROD does not recognize this as an R/D function. This action,
already in effect within PROD, 1s clearly stated in the organizational manual as
a responsibility of PROD (C641).

6. Recommendation: NSA should re-examine its selsction, training,
proficiency evaluation and promotional procedures for T/A civilian persomnel.

Possible application of modern paychometric methods should be explored in
connection with personnel selsction.

PROD Comment: By all means.

B
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VI a. Recommendation. #Hore high-level positions and apportunities
for advancement should be estatiished.

PROD Camment: Without delay.

b. Recommendation: Heientista and englneers couid be borrowed from
industry and universities for iimited parliods of time.

FROD Comment: Yes, and the exicting program through the medium of the Scientific
Kdvisory Board for the uee of zcientiszts and engineers borrowed from industrdies
and universities for limited periode of time is sdequate to cope with this
recommendation, There is congidsrable question about the rezl usefulness of
guch & program if the periods of time that such individuale can be uade available
are relatively short.

e. Recommsndation: Question of salary and promotisci: policy in NSA
should be restricted to determine if it is conclusive to a scund development
of the T/A effort.,

FROD Comment: If the promotional salary scale which is set forth in the last
page of the KSA-90, "Orgeni=aticn, Functions and Job Study™ is sdopted, it is
probable that much of the present disparity as pertains to the T/A field salary-
wise, will be corrected. Howsver, this cannot be determined completely until
such time as the present job survey is completed.

ALFRED R. MARCY
Colonel, US Army
Deputy Director
Produoticn
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| 30.P11e.139 ____Comments on Report of Special Study Group of HSASAB
T c/s | RN R/D omm s
THRU: PfP . Kullback/ yeiIEs

1. The Report euhitled "The Potentialities of COMINT for Strategic Warning
(Report of Special Study Group, HSA Scientific Advisory Board)” dated 26 Oct 53,
bhas been carefully studied end the following analysis, comments, acd proposed
actions are based primarily on the research and development and item 3, Electronic
Developments of the Bpecm Intemgence, portions of the Report.

2. We agree mtheminwiththeﬂndin@andcomlusimofmnoerd It
is considered that present ReD sctivities and division of effort are consistent
with the recommendations of ths report, and that under existing personpel amd b
limitetions increased effort in the direction of any one of the recameniations
be made only at the costotfanatherqrofexistingacuﬂtus. It is not
recommended that cm'eat uctivit.‘.oa be curtailed.

3. As recopizedbythn Boardthena.jor obstacle toanexpansion of the sca#
of the RAD effart 1is ons of perscnnel. An increase in research and development
vork done by contract is dot a complete solution. The extent of research and
development which cean be done efficiently by outside contract is definitely
linited by the size of the BEA research and dsvelopment organizstion vhich must
sur-rvise, evaluate, assess the requirements, and 4o the preliminary research in
order that the overall program of imternal and external research and development
effort accomplish its mission. The Office of Research and Development with its
present personnsl cannot erﬁc:leut.ly aduinister research and development by
contract exceeding $13 million per ;vu.r exclusive of perscunel, travel and
purchese funds. ‘

L. Thena.jordataﬂ.edeﬁphssuinthanem is in the field of intercep:
equipments, methods, and technigques. Contractual studies in the fialds of noise
communications and a survey by contract of the existing situation in the fieid of

VAP /UBF/SHEF are aJ.rcady undermy Recanenda.tim have been made to PROD and
P s to initiate active field

1nvesti¢ations' ' | Cont-.racb negotiations are being under-
taken for er T IR : Howvever,
.expanded a.ct:lv:l.ties in this fiekﬂmﬂy'm_mﬁl needed.,

The following tentative program shows the scope of increased research and

{ develomment activity vhich would be required to fulfill the minimm require-
ments of the early varning mission. It is emphasirzed thst this program is not
a8 o2 or tvo year affair. Whereas scme resulis would develop early, the entirve
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FILE RO. 30~-File-139 SUBJECT: Comnents on Report of Special Study Group of
NSASAB

0: /8 DATR: 20 Hov 53 COMMBHT NO. 1

THRU: P/P FROM: R/D S. Kullback/Jth/60321 {Cont‘'d)

program is of tremendous technical difficulty, requiring many novel techniques,
and would raquire of the oxrder of five tg ten ysars for satisfactory campletion.

Requirements are shown in terme of scientists per year. These figures
can be translated into contract terms at the rate of $20,000 per scientist.
Under no circumstances can the entire labor requirement be met by contract.
It is necessary to retain a competent staff ai NSA for plamming, initisl crypto-
logic research and development, and for comtract cantzol.

IRTERCEPT EQUIPMENT R&D

Szientific Persompel Pequirement
Taak Description in man-yesrs/yesr

RF_Equipment ~EO 3.3(h)(2)
PL 86-36/50 USC 3605

&. Aural Studies:

(1) Determining noise levels
in the Aural Zone

b. Direction Finding Equipment: =~ 15

{2) Extension of DF to include
all frequencies of interest

c. Develomt of Intercepf’ Equip. i
fo

(1) Receiver requirements

{2) Antennas

e or Y PAQES
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FIIE NO. 30-File-139 SUBJECT: Comments c¢o Report of Special Study Group of
HSA3AB
TO: c/8 DETE: 20 Hov 53 COMMENT RO. 1
THRU: P/P FROM: R/D 5. Kullback/jth/60321 (Cont'a)
Task Description Sclentific Perscanel Reguirement

in man-yeare/yesr

4. Extension of the - equlpment: T

(1) Provide coverage in all
applicable frequency ranges

']

e. RU

(1) Modify or develéﬁkfe‘:@iy?: 8

f. Extengion of the Diversity Antenm 2
Selector Switch: e
" EO0 3.3(h)(2)

of "diversity reception’ at PL 86-36/50 USC 3605

€. Multicoupler Development: 6

(1) Interim development %0 meet
Joint Military Characteristics

(2) Llong range development of au
automatic or semi-automatic
antenpa distridbuticn system

h. _Tmlm.% of engineers in 5
Field lems ;

(1) Five man years of opersting im
the field {1-2 months per man)

an

i. Cooxrdination with the Services in
wwntiption and solution of tech-
nical problemg vhich now limit the
effectivensss of field intercept
stations:
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FILE NO. 30-File-139 SUBJECT: Comments on Report of Special Study Group of NSASAB

T0: ¢/8 FROM: R/D DATE: 20 Nov 53 COMMENT HO. 1
THRU: P/P 5. Kullback/Jth/60321 {Count'd)

Scientific Personnel Reguirement
Task Description in man-years/year

(1) It is believed that five engi-
neers would be required in
maintaining the necessary
liaison with services head-
quarters units and perform-
ing on the spot studies in
the field units. It is be-
lieved that two men could be kept
on nearly coantinuous travel duty
at the field stations. The re-
maining three would require travel
necessary to coordinate service
bheadquarter affairs.

J- tofmom sutomatic methods
Joperation:

(1) Contract to emphasize the aspect o
of the problem P

(2) Construction of e t for per-
forming :suﬂ:cma.t:j.c\ﬁﬁmell tching
k. 8 of the use of 11
xS
(1) ILocal study of thz”pmﬁlgm
(2) Development of, - quip-

HF applications
for fixed stations

(3) Rquisa.tion of VHF/UHF
[_]equipments

“EO0 3.3(h)(2)
PL 86-36/50 USC 3605
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TORESECRET"
FIIE HO. 30-File-139 BSURJECT: Comments on Report of Special Study Group of EBASAB
70: C/8 FROM: R/D DATE: 20 Rov 53 COMMERT NO. 1
THRU: P/P 8. Kullbeck/jth/60321 (Cont'd)
Sclentific Personnel Requirement
Task Description in man-years/year
1. Utilization of Correlation Tech- 10

nigues in RWE position fixing:

(1) Sstudy of requirements

(2) Development of Experimental
Model

-~ EO 3.3(h)(2)
/ PL 86-36/50 USC 3605

(3) Development of Engineering
Model, 5 Service Test Models

This could, in conjunction with D/F
and] | provide an indication of the
movements of a task force, or indi-
cate a shift in personnel vhich

would be a tip-off. For development
of statistical techniques of analysis.

b. Development of effective wire-line 8
and vire-carrier intercept eguipment:

local study and development. Evalua-
tion of current technigues and in-
vestigation of new technigques.

c. Development of traffic activity 1
mﬁ? for demultiplex equipments:

Will provide immediate indication of

sudden change in smount of traffic
handled vhich might serve as tip-off.
Local development and implementation.

d. Develo of 19
t, to vield immediate traffic

®
from Ferret and SESP migsions: '9/0 {¢/7(

OF
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FIIB NO. 30-File-139 SUBJECT: Comments on Repart of Special Study Group of NEASAB

T0: C/S FRGM: &/D DATE: 20 Hov 53  COMMENT NO. 1
{continued)

THRU: P/P
S. Xullback/3th/60321

Sclentific Perscanel Requirement
Task Descripiicn in man-years/year

Local development and contract guidance.
Contract for development of engineer-
ing and service models.

e. Research on analysis method and 3
%ﬁ_&r “mét.m operator
ication, teletype equip-
ment identification, and muiti-
ii'& @paut identification:
Local study and developmesnt.

f. Develomment of improved versions 15
nt which would

of currept equipmert
Irovide g largsr quamtity of
accurate traffic:

¢.g. Iaproved demcdulaters,
diversity combining units, etc.

Recording Equipment
- a. Apmalytical Recorder: 11
Short rumning-time, wide-band

graphic reqgrder for first atiack
on new systems of wide bhand

intelligence channel type.

b. BStudy of Wide Band Production
uterc lem in amtiicipation
of Eﬁ%ﬁ

on_requirements:

tox aack-vp) ae W 0
cept Recorder (Very Urgest

A
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FIIE NO. 30-File-139  SUBJECT: Comments on Report of Special Study Group of NSASAB
0: Cfs FROM: R/D DATE: 20 Nov 53 COMMENT NO. 1
THRU: P/P (continued)

S, Kullback/jth/60321
Scientific Personnel Requirement

Task Description in man-vears/year
d. Study of Application of Magretic
Recordaers:

To routine Morse intercept including
preliminary model work by adsaptation
of cormmercial devices.

(. 10

fo On-line Graphic Recorder: 12

Bou-photograghis devios forl _lemd I e S )
collection of othar ore & )
on production basis. PL 86-36/50 USC 3605

g8« Clock time system for Racording 3
Zines _

Includes time standerd, time in-
tegrator, correction and cali-
bration system. Also, read-out
system for playback.

sis

a. Spesch: L

Research, deaign, developme:t,
contract and processing

b. Signal Analysis: 4
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FILE N0, 30-Filecl39 SURJECT: Comments on Report of Special Stuly Group of NSASBAB

s C/8 FrOM: R/D DATEs 20 Nov 53 COMMERT NO, 1
THRUs P/P 5. Kullback/jth/60321 (Cont’d)
Beientific Persocunsl Requirement
Task Des ion = ar
e, cmt mte%ge etco h
IEM sorting

4, VHF Study Wozrk k
Model Production

To meet increased demands for model 36

production.

5. On page 13, paragrephs 1 and b and in Appendix VI, pages 4 and 6 of the
Report, the Board stresses the need for research in T/A to improve graphie
Ppresentation and to explore new methods of analysis end high speed wmechines. The
question of the presentation of T/A findings is a statistical one and 1s nov being
conaidered by H, Bimundson apd W. Jones of the Mathematical Research Diwision. An
investigation of new methods of analysis and machine applicability to T/A is being
undertaken by Miss V. L. Davis and D. Creecy of the Mathematical Research Divisiom.
As this study develops, additional personnel will be added as necessary. If this
effort is to continue and expand without a decrease in the effort on the Russian
prodlem, the Mathematical Regeareh Division will need three additiomal people at
the GS-11/12/13 level. On page 16, paragraph 2, the Report indicetes a need for
an increase in the programming effoxrt for high speed computers. The report
recommends getting outside help as well as incremsing the internal programming
effort. Experience indicates that cutside help on prograzming in general can de
of very little help to NSA. It is proposed that ths Mathematical Research Division
add a Beetion vhose primery fumetion will be to do progremming research for existing
and proposed high speed computers. There are four mesbers of the Mathematical
Research Division presently performing this function vwho will be lost to the
Agency Auring the next twelve months because of their reassignment in the Military
Service. Thisg new Section should be headed by a GS-13 with five others at the
08-9/11/12 level, On pages 21 and 22 the Report states: "There is need for basic
research on the theory of commmication intelligence ....". R/D is aware of the
need for research in this field of the theory of communications but has at present
no adequately trained parsonnel to perform this research. Attempts to recruit
suitable personnel have been unsuccessful to date.

6. At present the Mathematical Research Division is condueting a contract
program vith universities and individual consultenta. We are in egieemsnt with
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FIIE NO. 30-File-139 SUBJECT: Ccoments on Report of Special Study Group of NSASAB

03 C/8 MROI: R/D DATE: 20 Nov 53 COMMENT NO.
THRU: P/P S. Xullback/Jh/60321 (cm'd)

the Repart that the internal personnel structure of the Mathesmatical Research
Division should be improved. To this end a modification of the present structure
vill be proposed with a view to increasing the number of ®llets above the §S-11
level and decreasing the mmber below (;S-11 in keeping with the Report, which on
page 23 states, "the success of the National Security Agency R&D activities nseded
%o keep pace with the COMINY requiremsnts will dspend very largely on the q_ua.lity
of research and development personnel which can be engesged in the effort.”

7. The recammendations of the Board for incressed ressarch in mathematics and

statistics for application to cryptanalysis and traffic analysis &5 reviewed in the
paragraphs will require sbout fifteen additional people at the lavel of

preceeding

GE-11 and above. By the transfer of eight people vho sre 4cing predominantly

PROD rather than research work from ESA-3:3 to FROD and by changing several billets
vhich are now below the GE-1l1 level o higher level, the actusl increase can be
held dovm to four new billets.

8. Continuous efforts are being made in line with the commente in the Report
» paragraph 3, to follov and monitor ouiside activities wither supported

on pap 16
by BSA or being carried on by others. The Amalytic Eyuipment Division is working
on tvo approaches in order to solve th: COMINT problem, pamely:

8. General purpose camputers and analytic equipment which can be used on
all problems to some extent. The present program in this area is primarily a

part of the external program and is considered adequate.

b. Bpecial purpose asnslytic equimments constructed out of large basic
building blocks using serial and parallel circuitry. An expansion of this activity
t0 a rate as recommended by the Report vould require approximately twenty engineers.
Yt 1s questionsble vhether the type of activity in (b) because of its close vorking
relationship vith PRUD personnsl can be carried on by outside contract 4o any large

sxtent.

9. 1In order to improve the efficiency of equipment, increase the operational

speeds, reduce the maintenance required on all equipment, and provide maintenance
personnel for continmued operation, twenty additional people are noeded. It is
reccomended that seriocus consideration e given to the possidbility of comtracting

for this activity.

10. Our present engineering research program includes a small local effort to
develop general purpose small logical bilocks for use in the rapid construction of
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T0: ¢/S FROM: R/D DATE: 20 Nov 53 COMMENT NO. 1
THRU: P/P S. Kullback/jth/60321{Cont*d)

special purpose equipment and to determine what devices can be used for this purpose
vith sufficient econoamy and reliability to permit comstructiom of lerge eguipment.
To achieve a satisfactory group of units to meet this nesd by the end of FY 55 the
Engineering Research Division would require twon additional people locally and
$100,000 for ccutracts.

11. The above analysis shows cleariy that an expansion of the scope of the
research and development program to cope adeqately with the requirements of the
early wvarning problem is almost totally dependent on scieatific perscnnel-sthe
retention of current pergomnel snd the hiring of a quantity of new perscinel. By
read justments in the present orsmnizatiom and program, a minor amount of effort can
be redirected toward the solution of this problem. The preeent R/D staff can
bandle approximately a 25% increase in its contracting program by a redirection
of local effort. This ilncrease is not of effective conseguence in coasideratiom
of the magnitude of the overall problem and would bring uandesirable pressure to
bear on the individunl scientists. Solution of the prcblem, therefore, is
congidered to be primarily centered in the solution of the persompel problem.

Under present restrictions, NSA cannot compete for the zervices of young
scientific graduates. If this overall problem is of sufficiant urgency thern

means must be found wvhereby NSA can effectively compete with industry. Similarly,
it is of extreme Importance that NSA retain 1te senior scientists for guidance of
the expanding program. Means must be found for competing with industry in terms

of salaries, working conditions anl job benefits. It is wst conaidered to be the
purpose of this paper to set forth a detailed analysis or recoxmmendations pertaining
to the persounel problem. Such an apalysis will bs prepared if the situation 1s
considered sufficiently pressing to wvarrant the undertaking of the special measures
vhich would be required. The alternatives to increasing the local ascientific staff
are either (a) the subsidization of severel industrial research organizations by
essentially open-end contrects in & manner similar to the recent ERA arrangement

or {b) the establisilment of a captive corporation similar to the procedure
followed by the Atomic Energy Commisslon. Both of these apiroaches would be
extremely expensive and of & low degree of effectiveness in comparisaon to expanding
the local staff apd subsequent extension of a re®gular contract program.

S. KULLBAGK {Acting)
. Asgistant Director
Research and Developrent
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30-?110-139 Commonts on Report of Speclal Study Grou NSASAB
\/ R/D 29 NOX
THRU P/P S. Kullback/jth/60321

1, The Ropm't entitled "The Potentlalities of COMINT for Strategic Farning
(Report of Speoial Study Group, NSA Seientifie Advisory Board)" dated 26 Oct 53,
has been carefully studied and the following emalysis, comments, and proposed
actions are besed primarily on the research and development and item 3, Electronic
Developments of the Special Intelligence, poxrtions of the Repert,

2, Fe agroo in the main with the findings and conclusions of the Boerd, It
is considered that present R&D activities and division of effort are consistent
with the recommendaticns of the report, and that under existing persommel and budget
limitations 1ncreaaed effort in the direction of any one of the recommendations oan
be made only at the cost of another or of existing activitiss. It is not
recommended that mn'ront activities be curtailed,

3. hs recognized by the Board the major obstacle to an expansion of the scope
of the R&D effart is one of personnel., An increase in ressarch and development
work done by contract is not a ecomplete solution, The extent of research and
development which can bp done efficlently by outside contract is definitely
limited by the size of the NSA research and development organisation which must
supervise, evaluate, assess the requirements, and do the prelimimary research in
order that the overall program of internal and external reseearch and development
effort accomplish its misgion, The Office of Ressearch and Development with its
present persommel canmot efficiently administer research and development by )
contract exceeding $13 nillion per year exclusive of persommel, travel and

purchase funds,

4. The mjor detlilad “;‘emphuil in the Report is in the field of intercept

equipments, methods, and tecimiques, Contractuzl studies in the flelds of noise

. communications and a survey Wy oomtrasct of the existing situation in the field of
VHF /UHF /SHF are already underway, Reocommsndations have been made to FROD and PR(D
has forwarded to F/P an indication of requirements to initiate active field
investigations ir VHF/UHF/SHF intercept., Contract megotiations ere being under-
taken for enginsering models of/ Jequipment, However,
expanded activities in this field as indicated by the Report are needed.

The following tentative program shows the scops of increzsed ressarch and
development activity which would be required to fulfill the minimum require-
ments of the early warning missiocn, It is emphasized that this program is not
a one or two year affair, ¥hereas some results would develop early, the entire
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prograr is of tremendous technionl 4iffioulty, requirdng many nowvel technicques,
and vould require of the oxrder of five to ton ysars fuor satigfactery campletion,

Foquirasents sxe shown in terns of scientiste por year, These figures oon bo
translated inte ecoutrect terms at the rate of 320,000 sofentist,. Under no
ciroumstances can tho entire labor requiretent be met sontrect, It is nooosscry
to retain a cozpetent staff at IBA for pleming, indtial eryptologle vemsarch and
developnant, and for contract contrel,
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(1) Interim development to meet
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(1) Five nan years of operating in
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ponnel Requirement
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lisison with services head-

the Pleld units, It is be-
eved that two men could b’wkm
at the f4eld stations, The ro-
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Seientifie Personnel Requirement

10

(1) stuwdy of requirements

(2) Develoment of Ixperinenteld
Hodel

(3) Developuent of Engincering
Model, 5 Service Test Modols

This eould, in conjunction with /¥
and vrovide an indiecation of the

moverehts of & task florcs, or indi- /E0 3.3(h)(2)

cate o shlft in personnel which / PL 86-36/50 USC 3605
veld be a tipeoff, For develomment

of gtetistical techniques of anslysis, /

Local study and develorment, Evalude
tion of current technique: ond ine
vestigntion of new technigues,

c.

Will provide irmediate indication of
sudden change in amount of traffiec =
hendled which might serve as tipeoff, |
loozl development and implementation,

de 10
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Scientifioc Personnel Hegquirement
Task ] Ltig

Locel development and contract guldance.
Contract for development of engincer=-
ing and service models,

o,

f. 15

€.g., Improved demodulators,
‘diversity combining units, ete,

; e i
s, Anzlytioel Regorder! ' 11

Short running-time, wide«band
graphic recorder for first attack
on new systems of wide band
intelligence channel type.

b, 2
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Scientific Personnel Requirement

d,

To routine lorse intercept inecluding
preliminary nodel work by adaptation
of commereisal devices,

| 10
- E033(n)(2)
~ PL 86-36/50 USC 3605

Nonephotograrhic devige for and
ecollection of other intercep ta
on production besis,

Includes time standard, time ine
tegrator, coarrection end eali-
bretion syczten. Also, reade-out
avstenm for playbeck,

sdznal Anelysis
&, Spoeghs 14

Research, design, development,
contract and processing

b. 3lgpal Avalvsls 4
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Sclentifie Personnel lequirement

c. 4
d. FA
Yod ion

To meet inereesed denands for model 36
produetion,

5. On page 13, peragraphs 1 and 4 ond in Appendix VI, pages 4 and 6 of the
Feport, the Doard stresses the nead for research in T/A to Lrrove grephic
pregentation and to explore new methods of znalysis end high speed machines. The
question of the presentation of T/A findings is a statistiosl one and is now being
congidered by H, Edmundson and W, Jones of the Mathamatieal Research Division, An
investigation of new methods of anelysis and machine applicability to T/A 1s being
undertaken by Misas V, L. Devis and D, Creecy of the Matheratical Research Divigion,
4 this study develops, additiona) persomnal will he added os necessary, If this
gffort is to contimie and expand without a decresse in the effort on the Rusalan
rroblem, the Mathematieal Ressarch Divigion will nsed thzwe additionsel people ot
the 68-11/12/13 lsvel, On rage 16, paregrsph 2, the Report indicates a nsed for
an increage in the progrerming effort for hizh speed computers., The Report
recamends getting outside help &8 well as inoreasing tho internal mrogreamming
effort, Experience indiocates that outside help on progrexr-ing in gemerel oen be
of very litile help to NSA, It i1s rroposed that the Mathematical Resesrch Division
add a Section vhose primary function will be to do programing research for existing
and proposed high speod oouputers, There are four members of the Mathematiosl
Pesearch Division pressntly performing this fimetion who will be lost to the
Agency during the next twelve monthe becsuse of their recscigmment in the Militery
Service, This new Section should be headed Yy 8 CS=13 with five others at the
G5-9/11/12 level. On pages 21 snd 22 the Report states: "There is need for besic
research on the theory of cormunisation intelligence ....". R&D is awere of the
need for research in this £isld of the theory of communiocations bubt has at rreseont
no adesuately trained persommel to perforr: this research, Attempts to reeruit
suitable persormel have beon unsuccessful to date,

6. At present the Mathematioel Research Division is conduoting e contract
progran with wmiversities and individual consultents, Ve are in agreement with
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the Report that the internal personnel structure of the Mathematlcal Research
Diviaion ghould be improved. To this end a modification of the present atructure
will be proposed with 2 view to incressing the number of billets above the GS-l1
level and decreasing the mumber below GS-11 in keeping with the Report, which on
ege 23 states, "the guscess of the Netlonal Security Agency RE&D aetivities neoeded
to keep paece with the COMIN? requirements will depend very largely on the qmlity
of resesrch and development persomal which oan be engeged 1n the effort”,

7. The recarmondations of the Board for inereased resesrch in nmethewmtics and
statistics for aprliecation {0 eryptanalysis and traffic analysis as reviewed in the
preceeding paregraphs will require about fiftecn additional people at the level of
G811 snd above, DBy the trenasfer of eight peorle who are doing predominantly
FROD rather than research work from N8A-.343 to FIOD and by changing seversl billets
which &re now below the G5-11 lewel to higher lsvel, the actual incresse cen be
held down to four new billets,

g, Continuous efforts are being made in line with the caments in the Report
on page 16, paregreph 3, to follow and monitor outside activities either surported
by NSA or being carried on by others. The Analytie Equipment Division is working
on two approaches in order to solve the COINT problem, namelys

a, General purpose computers and anslytie equiment which cen be used on
all problens to soms extent, The present program in this aren is primarily a
part of the external progran and is econsidered adequate,

b, Speclel purpose analytic equipments construsted cut of large basic
buildins bloeks using serianl and parallel cireuitry. An expension of this activity
to a rate o8 recommended by the Report would require approxinately twenty engineers.
It is questionable vhether the tyre of aotivity in (b) because of ite close working
relationship with PHOD persomel can be earried on by cutside contract to any large
axtent,

9, In order to improve the efficisncy of equipment, increase the operntional
speede, reduce the maintensnee required on all equipment, end provide medntemance
persommel for continued operation, twenty additionnl people are nceded. It is
recomended that serlous consideration be glven to the rosalbllity of contracting
for this activity.

10, Our present engineering remenrch program ineludes a asmall loeel effort to
develop general purpose small logical blocks for use in the rapid construction of
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special purpose equirrent and to determine what devices can be used for thls purpose
vith suffielent econany snd reliability to permit construetion of large equipment.
To achleve a satiafzctory group of unite to meet this nead by the end of FY 55 the
Enginesring Research Dvision would require two additional people locally and
£100,000 for eontracts,

11, The ebove analysis shows clsarly that an sxpansion of the seope of the
research and develomment progrem to cope adequately with the requirenents of the
early warning problem is almogt totally dependent on scilentific person:elesthe
retention of ourrent personnel aml the hiring of a quantity of new persormel, Ny
readjustments in the present organization and rrogram, a minor smomnt of effort can
b redirested townrd the solution of this preblem, The present R/D staff can
bhandle approximately a 25% increase in {is contractins rropram b a redirect on
of loocal effort, This ino-eass 1s not of effective consequence in consideretion
of the magnitude of the overall problam and would bring wndesirable pressurs to
bear on the individunl sclentists, Solutiocn of the rroblem, therefore, ia
considored 40 be primarily centered in the solution of the persomnel problem,

Under rresent restricticns, NSA can ot compete for the services of young
scientific gradumtes, If this oworall problem is of sufficlent urgency then
neans must be found vhereby NSA can effectively compete with industry, Similerly,
it is of extreme importsnoe that NSA retein its senior seientists for guidanoce of
the expanding program, Means must be found for competing with industry in terms
of salarios, working conditions and job benefits, It is not oconsidered to be the
arpoae of this reper to set forth a detalled analyeis or recocmendations perteining
the persomnel problem, Such an analyails will be prepared if the situmtion is
considered suffiecisntly pressing to werrant the undertaling of the gpecial meesures
vhich would be required, The alternatives to increasing the loeal selentific ctoaff
are either (a) the subsidisation of seversl industrial resesrch organisetiong by
esscntially openeend contracts in a menner si-iler to the recent ERA arrangement
or (b) the establishrment of a captive corporotion sinmilar to the procedure
Tollowed by the Atomic Energy Commission, Both of these aprrvaches would be
extrermely ex ensive and of a low degree of affectivenoss in campardison Yo expanding
the loeal st=ff ond subsequent exiension of & reguler contract progranm,

8. KULLB:CK (Aeting)
Assistant Direotor
Resesych and Development
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P/P 7 Jan 5%
R/D
R/D Comments on HSASAR Recommendations

As requested in your Office Memorandum of 30 Dzc 53, the following comments
are submitted:

GERERAL RECOMMEBDATIONS

1. Ho comment.

II. R&D ig attempting, with the help of FROD, to initiate & progrem of
invegtigation aimed at producing mew techniques or at expediting present methods
in traific analysis.

IX1I. Bo further commant.

SPECIFIC RECQMMENDATIONS ¢
I. RD has retained an eminent consultant for advice sbout propagation matters.

II. RAD has made availeble op & full time besic o high lewvel engineer to assist
COM on various technical matters.

III. a. Bo further comment.
b. No comment.
c. Ho comment.
d. No further comment.
e. No comment.
f. - No comment.

IV. a. HNo comment.
b. No further comment.
c. No further comment.

¥. a. In the R&D comment the word “"the" before "fleld” should be changsd to
read "this". .




E0 3.3(h)(2)
- PL86-36/50 USC 3605

g ace to the Services on the
| A broed study of the

|fpi~oblem is nov under wa) .

¢c. So far as is known po such complete study has been made in the past.
Although the value of such a study as e very long term program is intuitively
clear, the great diversity of intercept on the part of the various producing
and consuming organigations is such as to make the establishment of relative
scale of interest necessary for such & study extremely difficult.

d. (1) Developmente are mow under way with the incorporation of the
Bervices to meet this very need.

(2) Mo further comment.
(3) .No further comment.
(4) No further comment.
(5) No further comment.

(6) It is R&D's belief tbat this subject is more sppropriate for
PROD comment than R&D.

(7) The basic comment on this recommendation should coms from PROD.
(8) ¥o further comment.
(9) Fo further comment.

VI. No comment.

VII. e. No further comment.

b. RXD has under way a WAE and consulting progrem which in effect is
carrying out this recommendation.

¢, d, e, f, g. No comment.

/8/ John J. Courtney, Jr.
JOEN J. COURTHMEY, JR.
Lt. Col., USAF
Deputy Chief
0ffice of Research & Development

Incl:
P/P Office Memo dtd 30 Dec 53, Subj: SBORET-CONTROL-N02
"Comments on Rpt of Spec Stndy Gp, N8A COPY ’& OF 30 /5~ COPIES
Bcilentific Advisory 3 OF 2 pmgs
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P/P : 7 Jan 5k
PERS
Comments on Report of Special Study Group, NSA Scientific Advisory Board

1. Comments on GENERAL RECOMMENDATIONS.

III. Faychometric testing program is being set-up (see para VII4d below).
Continual study is made of reasons and causes for separation of civilian employees
in order to hold separations to the minimum. Threc military services must bes en-
couraged by NSA in their efforts to develop and raintain o high percentage of
repeaters in COMINT assignments.

2. Comments on SPECIFIC RECOMMERDATIONS.

I1la. See paragraphs VII 4 and f below.

IIIf. Pre-gpurvey classification program nov underway in Offices of
Analysis and Exploitation are establishing career ladders for btoth civilian and

military persommel. Program has been prepared to sccomplish TMB Project No. 3.
(to develop uniform job descriptions applicsble t- members of the cryptologic
agencies.) These two programs are expected to provide needed career fields.

ViIa. Previous attempts to secure supergrades have sc far produced only
one GS-18. Budget for FY-55 includes funds for fourteen additional supergrades.

Viic. This has been done. CIVPERS has received from AG list of items
vhich cen be used by recruiters. The items are much more informative than anything
vwhich has previously been available.

ViId. Requeat has been submitted to 1LOZ for coatract with Psychological
Research Associates to embark on psychometric testing program. Results will not
only improve recruitment and placement but also develop yardsticks with vhich
performance can be evaluated.

Vile. The same might be said for cryptography and cryptenalysis as well.
Current promotion policies {inaugurated subsequent to this special study) ere
working nicely. Salaries are perpetually under observation and are continvously
adjusted in line with position clasaification.

V1If. BSee paragraph I1lf above.

/8/ Duncan Sinclair
DURCAN SIKCIAIR

—POP-SECRET-CONTROL-N0F/P57=T7% Colonel, USA




