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| OF THE NATO ggﬂmg

‘SECURITY OF

i The present pa
recommendations on the e
ncthods to be adopted to
tor actiom, without disclos:

The arcii':i s{‘:nmﬁdrl n: the f‘nllowmg paragraphs: -

v1ew that ‘at the prem nt time the insecurity of
|13 f considerably morc value to the Russians

( thdh,it is to UK, '_d__L.“_. ‘an that were Lhis source of—iéakage removed
‘;%7 the Russians could ‘not c‘ptam th@_s f‘nc__ information by physical meane .

7, In war leakage of this k ] ven uore daaging: to| intercsts
\and profitable to thu ‘Russi ] increase in quality and
" quantity of the tclcCOlm'tunch.'r lono of f rlc,ndly powers, and the increased
difficulty of ootaining information by non—-Comlnt means, qppend:.x A
to this paper contains a survay wade at L “~w1th annexures riving
‘recent examples of 1nfonmt10n, of value o :
in| I |  .ppendix 'B' contains some examples,
teken f.‘rom| T War Histories; s ohom.np the klnd of damage which.
the .xis powers (ild to one another by use of [~ ] as well as
the d e sufferg:d by t;hc, ll].le :['rom the 1nsecurc communlcatlons of
thel u -

It is th

the]

' " No;;up-to-date ev1dence 1s avallablo on the state ofl ' |
T ot ‘any]| ; , but it may be presumed. that the{:|

, |of 111 the countries li sted above are more or 'less insecure,
and in as _much need of rcmedial action as thc same countrlc.s'] |
-;systu.ns.@lt is clso dcsirable in the:| view to secek infprmation on
g 1-although
of thcse, countrics apgear to be satlsfac’aory.

, , The| | view is that 1l s(_i&x;oblpn 1s one_for_ dlscusgn.gn among
_cormunication secur ity officers, hat it is essential for
‘Torpubstantiate their case for n.u)ruvcmnt sr | by jdrawing -
‘L‘ttentlon 56 woa wuakn‘gg'gcs shich they have found to_exist, butdquite un-
‘Ticcessary and indecd irréfcvant to deseribe the t«.,chnlqucs of cryptanalysis

uscd in exploiting these wesknwsses
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ippendix 'C! contains some éniéiﬁple‘shtla'ken from a jmodern
work on cryytepalysis showing that in telling ¥ that their cyphers

are in principle usound we shall be telling thE’m nothing that they do not
already know.

Finally it is the| | view thet having taken steps to improve
—Jthe three poweTs should fa¥m a tripertite committee which

would deal with other members of on similar lines,
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anerence of liay 1951 that it
| secure

;2; o A reservation was’ ‘made. in respec of‘the
! ;ggﬁ?ﬁc following reasons: .| ‘ ~

( extenx‘dxing its use to

Vf (i) that no llkellhood e 1stcd of:
‘ radio channelsvf FEN A

d -
(i1) ' that our knowledge of the

xiutenco of the machlne was derived
golely from "clﬂnde rlnc ' :

urces and

that musb not be dlsolosed to

L

i (i11) that soghlstlcatud Lcchnlqueo

the were uued in c,xploltang 1}!: :

E L , / ! ‘ :
o 5) The have mcnnwhllc begun to USu the machlne on some
' yﬁndio chamnels and intend to use 1t on ohhers. Thls dlsposes of the
, Iirst objection, and to some extent also of tl. second, since the "clan-
1+ ‘Lipne" source referred to was siupl thc monltorlnb 1 )
Ifrom the | ‘
‘The -approach desoribed in the presomt oI ' 21

‘necessity for disclosure oI =oohlstloxtcd technlques. It is therefore

oonsidered desirable that th ;; bo included in any discussions
~ with the[ : N |

S —

_( ?4, . The Confersncc of May 1951 consit
“a proposal to take action to 1mp10vc the souurlty of
cyphusrs for twoprecasons: | ‘ :

"(i) the ; f through thb me
NATO and without revelation of Comint, have initl
action which is expected to corrcct 1n largb mensure
:Lnsecurlty of the important cryptocoxmnunlcatlbns of the

O and '

(ii) any correct:on of the remaining important arcas of
insecurity of the cryptocommunications of thel |

[:;;;;:;;;iwould involve disclosure of success in sophisticated
Talysif and possibly lead to a dewand for revelation

of techniqpﬂs, both of which rcvelations must be avoided,"

STV
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Although cons:Lderable rogress has been made since 1951 in the
m of NATO cyphers, tbj:re | show
yign of :mpr vement

o f \ﬂq(i) L - |:Ln| |are wide open from
v the hl‘hest lcvel devmwards and carry o large Volule. Qf. intell-

7 2 : I Tot_only o Lhemse lves. .
M 17 but also' the. the:Lr allles for exw.mpTe they contain revel-
Q”\ ' ; at'" ons o1] capable of ruining not only the
\ i ] agalnst The Viet Minh but also that of

H and they give details of forthcomlng American Aid.
Sce ppondix 'A', Annexurc 3. .
(i1) : "Third level" comnunlcatlons of NATO forces ‘are sent entlrely
in pational cyphers . The content of messages passed at this
level may be less :ummdlatc.ly reveal:ng than that- passcd at
higher levels, but (in ..’ ce.tainly and probably, alsc in peace)
could be treated by "1nferc,nt1a1" and "fusion" mcthods. and made
to yield valuo.blc. :Lnte,lllgenc:.. not avauablb to an enemy- by any
non-Slglnt meo.ns : . . .

(c) | | « .
7. The general questlon of mproverxent “of the national cyphers of
the other NATO pov»ers has never been dlS('U.Soed of’f‘lclally between]

(1) The U, S view -on this subaect in 1951 was however indicated by
the follow:Ln statenent made by an ad hoc. committee of U,S,C, I, B,

during unof'flclal discussions arising from use by|:|of
I |to discuss NATO matters.

"Remedlal .action 1nvolv1ng the entire body of
connnunlcatlons is not necessary from the point of view of

in fact it would be updesirable from
1Nt of view of conservipg for the U.S this and other

b
:lmportant ii
% | 4
0?11) It was ultlmately agreed that the U.S. (rovernnent should make
deo, X0 )g a high levei{. approach des:.gned to "shock" the| | into
?Gx\yf using the | ] without however actually Tevealing
?Q ‘ that their own cyphors were inse ecurc,

(jv/’l‘here appears to be some tendency to 1ncre,ase the use of one-time
pad8 but we have no guarantee that the p’ads are properly made or even
that the usage is truly "one time", ‘

(ii)Repor_t of U. S.C.IL.B, ad hoc Committee or;‘ Communication
‘Security, Septeuber, 1951,

mmass T OP-SECGRET-GANOE
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(i4i) A demarche was made by the U.S, Ambassador tol
in spite_of which]

still a | (See
:__;ﬁ?pendlxm o/, ‘
8. . ThDew is. "shock tactics" of this kind are unl:.kely

to be effective especially when they are accompanied by a "cover story"
which is unl:l.kely to be believed; the, only way to_achieve improvement
1n__s\e_g3_1\r} ty babits is by educative action and by influence of the

"public opinion" (if such a term may properly be used of a very

secret subj ec%)- f other powers'lIlofflcers.

e U S.C.I.B. ad hoc Gamm.ttee referred

| view another serious weakness in that
‘ it is possible in matters of cypher

. This agsumtion has appeared at

.,j..o dirferent forms:

9. But the dictum of t
to in para 7 above has in the
it is based on the assunpt:.on :
seourity to “have it both ways"
various times in d:.scuss:Lon i

(i) that 1t is possﬂale to devise cyphers that are Just good
enough to defeat the Russians but contaln weaknesses

that can be /we cannot know
anyth:.ng of T ence | of U.5.8.R.
cryptanalysts,

(11) that it is sufficient to limit improvement of security
to specified cryptochannels or to telegrams on specified
subjects. This will not do; it is not possa.ble to
forecast in advance which cryptochannels are going to carry
important messages and it is not enough to insist on use
of |when documents are] |
without also taking steps to protect the security of NaTO
fringe traffic or national comment on NATO discussions
which may legitimately be sent in| ]

(a) | .
10. Little is known, fr sources, of the |
of any European power exc‘eptr L and 'if as’ seems ‘probablée they are no

better than the

ing degrees,

‘ dangerous to the secunty of a“3 y orces,’"peratlng with them in war,

. —

1. It

several

countries, ‘
(1) T

intend to use
embody sime
at prgsent a

(1) See memorandum froml
to Secretariat or the S

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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(ii) ThelIlare dos mine

one time kcy

(1ii) The

L 86-36/50 USC 3605

DGC/AhA -

\ r'mdo1 ccncrator foi yroduction of
nothing is known of details,

T o l in conjunction with
a[___ |fimm, is produclng a wide range of new cypher

nmachines whlch w1ll wndoubtedly be much better than the
same firm's pre-wnr models, but may still be not secure

agolnst modern cryptanalytlc methods,

12, This llst is probably not eththlve, and these developmenta

merit close attcntlon from|

| While ‘it is entirley possible

that Buropean powcrs mgy work out Thcir own salvation, with or without
the aid of commercial flrms it is to be fearcd that they may only arrive
at an intermediate stage ofadevclogment when it will become difficult

to convince them of their insccurity without revealing too much detail
of current| thought on cypher machlne design, It would be
therefore better to apgro oh these Lurope‘n powers before their own

development ‘ha: gone ﬁoo far, aod persuqde then to adopt well tried

A/l

\Y

MM'

*e.w

afrvjﬂﬁ(l)Convers,tion between| \and

Form 781-C13§

(£) Declslons to be ‘taken ot the Conference

(4) Countries to be covered

13, ,/ A declslon has to ba taken one way or the other, in the case

of each NATO nation, whether the 1nterests of Signal Intell1gence or of

—_

Signal security are to prevail, and no half woy house exists, Either -
e decide to take steps to put that cryptographic house in order and

to sacrifice Slgnal Intelllgenoe (grobably for ever) or we "conserve"

the co 'respondence of that government as a S;gnal Intelligence target for

‘ourse and for the Ru551zns.

(B) Tlmlngfof actlon with relatlon to physical security

1h. : 1951 Conference agreed a llmltbd programme f'or an approach

to the on certaj f } but recommended no action
pending improvement in| physical security; U.S. have not yet
atisfie

expressed themseclves|s

1 that such improvement has gone far enough,

15 While it is agreed that we ought to adjust our methods to

take.
countries it may be said

account of differing physical security conditions in various

(3) that physical leakages will seldom if ever be so gross
as to provide a source of intelligence as rapid, complete,
reliable and (hbovc .all) authentic as that derived from

H&f a2 major breskdown in comnmunication security; conditions
e need to be literally hopeless before one can say that there

5; “”kﬁk”"we : is no point in improving cypher security;

EO 3.3(h)(2)

Pebruary 1953,
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. e should however not delay initiating action on cypher
. 8 ,ur;ty pendlng expocted improvements in physical
securlty, because nelther can be put right overnight,

for any further delay in approaching the[___ JhndSthat physical
security of other nttlons might be considered as a valid reason -for

Z;ZM’ 16. Th recommendatlon is thcreforétha there is no case
gtlon at’ all or for taklng modified action but not for delaying

taking no ac

action.
‘%gll '%E \\i \
Ny o \\
THE APPROACH TO THL\\ \
17. Howving settlcd the scqpe of actlon 1nteﬂ¥h the Conference should,
in the U.K. view, consider an appro&ch to the] B |#ith a v1ew to

first improving’their communications security and then 1nv1t1ng them to
associate themselves with any scheme. that may have been agrecd between
[ |for appromches to other NATO nations.

18. It is rocommended thdt a 51n°lc qpproach be made to tho
covering all cyphcrs of all services. in ruspuct of which ths conference
has decided that action must bc taken. :

19. : Prev1ous projects for approach to thcl bn
'r the delicate subject of the security of | 5 [r=ve been
based on the assumptlon that this insccurity is due to ignorance
of the art of cryptography which cannot be rcmoved without exposure of
"sophlstlcated“ cryptanalytic tochnlquus. Yet after all,the basic principles
of cryotography are few, simple and well known to all cypher experts
including the[ | and do not constitute the "secrot“ upon which
\ the success °H cryptanaly31s dbpunds.\ The "secrets" ~of cryptanalysis are
rather these. E K

i

i) that situations arise in the use of cyphers which would

VS:}ﬁéj gﬂO‘ 3 instantly be condemned as insecure by any one instructed in
f;,ﬁb rﬁlpdfﬁ g cryptography; i %,
'Qi//~ (i1) ‘that other situations arise which an 1nstructed person

§ would admit to offer at 1cast a theoretical risk of
. insecurity, but which require "sophisticated techniques"
§ to exploit them, and that thusb techniques have been

~ devised.
20, The iny way in which improvement in] | can BQ
eventually obtained is by cooperation on the technical level between
| communication security cofficers. \\\\
21. The object of the first apprcach therefure woull™Pe te bring

about a frank exchange of information that woull servc as a basis for

Form 781-C13§ W
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(111) at o single blpart:l.te nee! 1ng‘ where eltherl
would state the whole caseaga: st‘l_ |

. The trlga.rt ite arrangement would be the best apart from the
; th“t it would he impossible to concexl the fact thati:l and
] noa aiscussed the matter ond exchanged information beTorc the mecting -
be l.jn. . The single b1p'1rt11:e Urceting would involve either[™] or
" ]in a fairly conplicated cover story, If for example were

to undertak.e the whole task they would be obliged to make the case on

| s :1 R ent 1rely from naterial received fronI:l
TWO c.u.l;a.z uue-u'arn:rtgswanrlto make the worst of both worlds, and in any
case whether[—  Jecooperation is'explicitly admitted or not it will

undoubtedly be rssumed. It is therefore recoumended that the meeting
be tripartlte. =

23. The cxchmge can be initiated in two woys only: .

(1) by inviting e.ch party to descrlbe its own comnmunication
security methods, which would then be discussed on general
cryptograph:.c grou.nds by the other two

(11) Byl |’1nnoun01ng that thu,y*f\ re already aware
. of the existence oi scecurity weakmesses in[———Jcomm-
. unications, describing them anl inviting the —to

| disclose ony knowzr]_.-‘dgc that they moy have of[ |
[ A '

211.. The second appi‘oach is rccommended, as being more sure of its
cffect,

(i) Initially ot least it may be somcwhat umbarrassing but it
will have less long term disadvantages in that it does
not commit anylody to disclosure of details of their owm
systems -which they consider irrelevant or do not wish to
mention,

(ii) Although this approach implies a tacit admission of

(l)jThis is something more thon a polite fictien, We 2lready know that
the] |hz1ve been monitoring our umanceuvre trrffic and have found that
they can exploit traffic sccurity weaknesues, such as use of B/L

remas TOP-SEGRET-CANOE
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-7 - .
\ f --%;_' . cryptmmlytic success it does not involve any disclosure
W . of methods, The line taken is "we sec that you do this
' LN or that and we consider it on prlnc:l.ple to be wrong® not
' Z‘; ' "look how we can break your cyphers",
25, - After the thrc.c parties have made onc 'mothe.r aware of the

‘elements of the problem they should constitutc o tripartite advisory
comd.ttc.e of commmnication security experts with terms of reference:

(1) to examine any weaknesses in national comaunication
security systems of the three powers that moy come to the
knowledge of any one of them onl may be reg:rded -s
affecting the interest of all; .

“EO 3.3(h)(2)

. 86-36/50 USC 3605
th regard

(ii) to make recommendations for remedies;

(iii) to consider Jjoint action in the conmon 1nterc,st
to the security of other II‘l\.nle powers.

26, Once the initial approach has bec.n made there yshould be nothing
tJ prevent any party from making :E‘urt;her 1sclosures oi‘, any fea.ture of
his own security system on which he would like advice, S:l.mllarly there
should be noth:.ng to prevent any party who is in- doubt’ about the secur:l.ty
" of another party's cryptosysten (but not able or perhaps not w111ing to
- prove that the system is 1nsecure) from mak:.ng, h dlrect enquiry, :,‘ !

27, « In consid "1ng the probable outcume of th:.s approach a.nd 1ts
effect on the| it should be borne in mind that the s ‘
ment is known to have set up, in 1951, an Interde; Jartmen,al Gcmxnlttee on
with a technical sub-comrnlttee “although each Ministry contlnues
“to produce its own cyphers and it is known that|
| | and a man with consideral] -
- ledge of cryptanalysis) is a member of one of tnesse committees, ? Sl
It must therefore be assumed either that the Committees are not properlv
informed oi' the current cypher practices of the various Ministries, or .
of the purposes for which certain cyphers are used or that (thcugh :|.nformed)

- | /tbey—a:re' unable for one reason or another to ma e all the :m )roveme‘nts
that they would wish, .

28. It will certainly not be dlff:l.cult to convince th\:{
representatives that they ought not to use the lower grade |
cyphers and no harm would be done if we were to show them some examples,
This is Ilikely to come as a2 most unplecsant surprise to. them for it is
inconcéivable that respons1ble|_|cryptogr-nhlc experts con already
know of the subjects for which The| that have

(i &ohversafion between and




e s

. _' ;j‘a':-_-'_:'

BEE~TR:AR1IIROL

-8 - -
Dcc/hm
0 3.3(h)(2)
L 86-36/50 USC 3605
no security volue whatever, :
29, When it comes to the higher gr“ue systcms 1t ver neccsuary

ilques:

| (iii)

()

to consider whether the
their systems without exposure ol O ‘more or lcss " icated" tech-

could be convinced of- urity of

pra.ct ices

ything at
cryptrnalysis,
et..0ds used
gnqugh to

‘to point
or that they

of the

insecure, wn.thout c..c,scrlbw"y, gt (. tw.chnlqu:,s uscd in brea.k:.ng.

They also know that| |cen be
broken, g ; «

The ’i'i,nachin«;"/ is ~ Jztetty nuud cy’phur gros.:'.ly mlsused
by the] by rc,ge. id use of messaéo settlmss through

operator's carelessncss, |ur through use of an 1nvnr1'1ble
"engincer's key", mcl b){ bad 1nc11<,ator systems, nll
these prectices are so 'bV1ously wrong that the_ﬂrTmIcould
not, want us to prove thit we can take advantagr. o: .

Finally there xls,, no nee | to show t‘w 'my of our
actunl decrypts.’ ‘The ‘¢yphers in this group are obv1ously
meant to carry secr\,t cbrrcspondence ‘

I III
MEJ_SURES 70 IIv[PROVE |cYerERs
30, The probable upshot of the exﬁmlnatlon in commlttee of]
7 | 'would be that the@ex)crts are 21l too well
cware ol their del Lc1cnc1<.s that thi long term progromme for

their improvement 'but thut thcy ore h'unpc.rcu by lack of matc,rlal reources,

The Committee w111 thun have to proceci. to censicer ways end means of

improvement;

(1) p

‘should not decide at the Conferencc, what they

have already progosed an improvement of | (not we think

c.dequate and clearly know it is vulnerable, There 1s a suggestion
in u, Charles Eyraud's "Precis de Cryptogropnie Moderne (1953)" that
m'nnodified:l” ot least is insccure,

mmas T OP-SEGRET-GANOE
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pv-opouo to of*er.\ in thc oy of‘ &Sulstd.llbe nd b agreed on pricrities
but shou id epdeavour in- subsequent dlscusulon with the to apply
their aid (whmh will certoin’ -y not ‘mmaount to an inmedinte solution of
the fhole problem) whcre.ver it best flts w:Lth I:lnet,ds

51

32,

:-L)

by ogcrﬂtor 8 crrors.

(a9

(iii)

The secur:.ty of the m-wchlnc evcn wwth simplex settings, '
has n serlously challcngod by| research since
1951 . It is not. :uaprobablc that the| | and indeed

other: mcmbcrs of NATO. _may have gucssc.a this from the
extraordinary cho.nges in Trezulations which hove
been promulgated in the - s snd in the circumstances
it would be wisest for[ | to forestall questions
that m1ght grovo awkward by framcly admitting that they

have ccme: to foar that the nhohlnc, is too- c,as:.ly compramised

The 1951 progcsalu g.nv:x.sagcrl issue f 20 CCM J.rmnedlatei

Land a total of 80 ¢ventually; it is probable tha
lwould find it: dlfflcult to mwt this Jrogr'mme today.

Howev;r if th;., them olvc.s would 1:Lke, a certain «
numb 2r oi CCM, then thesu can be supplied- w:.thln limits
sct by avallfxblllty. ' :

-t;ime pad, proposed :m 1951 13' an excellent sﬁlytion,l

wherever pract 1cab1e.

Y

(1)

The 1951 confcrence '1greu1 tha.t technical 1nstructlon

in manufacture of random tables could be given to the:l
without disclosing cryptogrﬁx)hic information{ii) and

that this wos on 1mport'mt and major requirement, It is
still more iuportant now thut the and others are
showlng signs of producing new and perhops inferior methods
of one timc kcy goneration, . Rather than discuss these we

~ would prefer to persuade the[ ] that our own methods

(11)

are well tried and sound, without however appearing to
"instruct" them as if thcy were couplete beginners in the
are of making random key,

The éliocation of one time pads is probably best urgnnised
by the [ |theusclves, We should not, as was proposed
by the U.K. in 1951, produce a ready mnde scheme of

individual and awltiple-address .ads, which in our opinion

(I)The latest modificatiun, "Lucifer", is a considerable iwprovewent on
the original machin:, but even so CCii must be regrmeded as overdue for
teplocement,

(11)gnclosure 4 para 33 1951 reyort,

Form 781.C13§
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(iii) al securlty )rovu'ied by methods of
packaglng;; OTP. is 1:|_kely to be of and it is
recomnended t hat it be described, (It is alsc possible -

: i |may w1sh to take mto account the
diff :Lcultl..s of phys:.cal security when- consu'lcr:l.ng any
plan for multJ. address g a systems). .

(iv) Therc are undoub edly ways of ma.klng thel ‘luch more
nearly secure, These might well be considered subject
to U,S. belng able ‘to provide a substantial number of[ ]
- : equ:.pments a.nd sub,ject to the:flnd:mg them workable,

(v) The | is now ‘regarded
L Y ' the basic lug

K) L set ‘ . chosen from 11m1tod 1:. sts wh:wh can be readily
,\ o0 4‘)\ v calcul- tcd on a large computing machine. - If T.S.
% AN - are able to moke this machine avoilable at an early date it
@\ ,;\}’ : would be very suitable fir offer to (or to other
k W NATO powersg-y,grov:.dcd tha‘l: a clear explanaticn were given
,»yy ‘ . of the reasons for usa,ng the limited list of basic lug
settlngs ‘These re sons could be convincingly derived from
first principles (need to ensure 2seven as possible a
distribution of key values). Once again any attempt to
dictate would be fatal, le:nding to suspicion of motives or
w:Llful refusal to use thc "good" list, -

33, It is hoged that enough hcs becn said to dispcse of the idea
taat the procedure advocated would lead to exposure of "sophisticated
P 7 cryptanalytic technigues”, E(A‘ppendn C to this paper contains examples

tiken from a recent | work on cryptanalys:.s with quotations from
older works showing Basic principles which are obviously commonplaces

r to any modern technlcla.n and which shoulo. suffice for a criticism of most
if not all insecurc Europea.n systems in use toaay)

IV

EXTENSION TO OTHER POWERS

'Bh.. It is Jroi")osed that other NATO >ov;rers ;}\fhose cyphers are held
to be un need of improvement should in turn be 1nv1tcd to send represent-
atives to the Trlpartlte Committee, (

, 35, 5 lsrouta undoubtedly all have
j !l cypher experts capable of" uncerstanding ana accepting the arguents used
M4 in assessing a cm)tosystem. There is little fault to be found with their

i /./ ] and we have no knowledge of their| |
| - md could only obtain it by prolonged ~igint study (likely to be most
' A\ wasteful of eftfort) or by simply asking the.. fzr details, They should

NSA Form 781-C13S 1 Jul 52 - I GI SE GI&E I Gf&EJ QE
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w10u1bly be left é‘diipégther 6f;§lééx;egmrded as potential givers

hab a one t:Lme tape pener'\tor, believed secure,

. i) | I__

(ii) | ‘ mlght perh'aps ‘undertake to educate whose
| T I |is e'mlly readabl. e.\\ |:|
36. ’ | 'La m slmlar casc 1‘°|:| with much knowledge of
erypto theory which is not (applicd in practice, Their[__ ]

are largely insecure: nothd ng 1s known irom Sirint of their |
cyphers and it would be ncc\aanry to elicit information on these by
direct quel‘rzloning aftcr vie hnd indlcatod that we knoew the diplom:tis
aystoms to be 1.nsecure. ‘ . .

37. ;| too o.ppoars \(:o be backwv'd in crypt metters, It is
knovn that the [ ]are helping the[—_ Jon Comint and it might
be possible aventually for the[ ] to approach them on Comsec, om
which they are in vc.ry urgent need of advice,

38, It is difficul., to the level of crypt Knowledge in
i 5 all well have quite good

oryptanalysts. Hore ngn:m the on]y approaci: that cnn bo tried with
any hope of success is thu cducstive dne, If there is not already in
these countries a crypt cxpert cepnble of appreclating the argument
from first principles then thoy must begin by svnding a men for a
training coursc which should be based b‘n the published litc.rature.

ra ;

CONCLUS ION

'—D& . Strange though it may scem, the security of a government's

yphers is a most unreliable index of the skill: of that governmant's
ryptanalysts, If a nation uscs bad eyphors the reason may be that they /7
now no better, but it is much more likely to be that their policy: <
kers fall to make use of the advice af their o .techniciens (hich
some cascs may be enough to ta.c thum most, if ndt all, of the way
real security) or else that they simply lack resources~materiel,
dustrial or financial=to carry out what they know to be nccessary,

Form 781.C13S

If| come [orvmrd now, insisting on » critical examination
of the situation (based on a realistic aclmo lc.d;rement of ccrtain facts
about cryptogravhy that are. .already pret ovn) and off'uring help

from their own exper?encc. and material e.:ourc'es, ey can guide their
allics into use of cryptosystems that will stand up against the most

sdvanced techniques Knoin to| |and—in Roing 50 need-- e e
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not dlsclose these technlquus. If however they continue to turm P
a blind eye to the progress in cryptanalysis made all over Eurgpe —

: since 1939, and to refuse to talk about subjects that are in fact far °

f' ‘Tess scerot thqn they would like them to be, then they must expect

: to SCe European powers - turn elsewhere for advice and assistance, and

so to lose the 0pportun1tj to influence development in the right direction,
Subsequently they may find that a situation has developed’which they

arc unable to correct without moking really damaging disclpsures of
advanced cryptanalysis in dlscusslon, not only with officers of :llied
Governments but also with commercial Ffirms in neutral couniries who
manufacture equipment for snlec to all comers, This denger is real,

Land if | . | wish to avoid such a situation they have no time
.to lose, ! K *n\ :
40, Finally,‘ |must not expect the advice to be all

one way, at least 1T the discussions are extended to |

B — tions, They may well find that although their own cyphers are for the
most part sound, yet nevertheless they are giving away in pezcetime
secret information, not obtainable by any other means, through excessive
At

use of plain langua d over simplification of signal procedure,
oreign Comint org nisations 5 who have | ]

' may be able %o help matcrially in asscsainz the extent of leakage
\r'@" . arising inithis way. :

rmmas TOP-SECRET CANOE
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LOMALTIC TIHRIBGRAMS

oi‘ N:T0 mcetings may

one instance is known

become increaalng.Ly ca

highly vulnerable mediuu
srotect s:ec:.f:.oally

\ spite of this trend tt impa

© fairly fre uentlv of ¢ ‘ ses m All:.c.

at lonal cyphers Ta:.rly strwtly‘ Only
. . Over the last two y‘mm they have
(.nt of tele rams pnssed in the:Lr '
although their concern is to
] cr than Allied secrets, In
venent howew. cases still occur

d) thought 'md intention

! ha.cl promised an
NS lona reports
ViLWB on the European -
I—\-.-llxese 1ast two in '

of January a:nd Februurv ‘
Defence COmmmit ; i

the value of the mforma
snd on oreas where the[
information are clearly o
. allies, The gene
o must therefore be that they

lusacssuent oﬂ ( 3
A1l prcscnt a ser:l.ous da.nger.

of co%ia?éﬁﬁln“—g'— detail,” (For an e
The cypher uséd for’ thede reports is

he telegroms are 1ong. The| |

cre equally revealing. 1 orlgmmnlel _ |giving o

Plans for the developnent of | " | and airfields up to

and inoluding 1955), [ ltelegrans on thol give :

away less detail than the cormspondmgl y telegrams,

but can be most unfortunate, = (Sc. for bxam.,_.).Lul [ showing

that General Ridgeway's report in October to the itlantic Council was . .

possed by this means,) The["——] have shown some improvement over the

past two years in their use of [ ]
subjects, but still moke occasional revealing statements, ' (Sce for

© seq

uxample the suggestion ffhat of the western countries
re most inclined tv be impressed by the recent .
3 6T taotios), The oyphers of all these four countiies

- are vulnerable, and it must be poas:t.ble for the Russians from their telc-
~ groms to arrive at a clear appreciation of N.TO plans and gollclcs in
Burope, and of the relatiunships of the allics to each other, ‘

3. cyphers are also vulneroable bub are used
-with greater Teticence, TIhc worst example of a compromise is probably a

B s . .

-
B
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CONTENT OF /RMED FORCES COMMUNIC .:I.'I ]

b The work being done on arned forces cyphers ofi“ 4T0 countrics
. by the is restrictc.d alnost entirely to
riachine sys €uls 1n - Both are vulnerftble.

content. of’ the messages would be of the very grcatest value\‘t':.ctically to
the Viet M:th forces and they would also yield considerable longer-ternm
:Lntclllgence. The two systems ave used for, among other things, doaily
s:.tua.tlon reports, announce.ent ol 1 pla.ns /s tatements on allied co-
operation with the| | activities,

ITI

/bEVEIDPMENTS ™ W;;R

5. The above Jaragraphs are concerned with what is be:mg g:wen '
away /by insecure cyphers of allied powers; in gre.sent condltlons. " The
valug of similser information to an eneny ‘in wartime would of course be much

greater, The continued use by the| f insecure cyphers
in getive operutlons would, fore Ja.np.Lc, be a ve ry great danger not only
to th ‘themselves but to t.cir allies, Si.ilar cL,nsn.u.r'lt:Lons apply
te dll other 7 Jin use by allies, - That

in wartine the cy hur sceurify of cne a.lly wust be the congern of u]l

merged quite clearly in the 4939-1.,5 wor, whire we derived. o great dbal
of intelligence on the ; |
cyphers of all types,
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[EU——

| are generally exploitable: they

consist of ‘ba.dly-usedi 8

HA I«.‘ There is Tittle reference to NATO matters: the following
exa.mples are typical of" ,Alnformeb] on which does not represent a vital
\which xﬁust be uneful t;o the Russians:-

Mat ters c0nccm1nrr the' |

“Coc.kroft 1 l;o mc-.e't vou in Brussels in order to discuss the

. exchange of : n . -
- technicians gave me oral assurance of the fine functioning

of|

E*;Details of arma shipm«.;nnl:s from America:-

(0) Off{—shore purchases: -

. 2, The sittiation would be 3till more unfavourablé\,_in time of
', _war, since such reports on arms deliverics in the present
' would give away dctails of ;tlantic shipping
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5e Defence questions. The f"11°"’in’—’:‘|:|t"’le".ﬁ'mrns 1:'%‘511(1

be of walue to Russian,
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Lrncvire 2

In addition thore is a consi&e:g'able quantity of telegrnis on the-
European Defence Cormunity negotistions =nd on the Milddle Easzt Defence
Organisation, The intelligence contained in them is not of vital

- significance to Russia, but 1t certainly provides useful background

information, Some exanples arc:e

wm s wn 1T OP SECGRET-GANOE
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Ga Far E-\st. .'].‘\ﬁe:\f-\'\ollo'.'dng telegrams would be of velue
to the Russiang ond their[  Jallies:-
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I hos to be recognised that the[ ] are less

" scrupulous when reporting comments by representatives
of other countries, evan though allied, ° Sce for
emnple'- !

corment (para 4(1) above) in FDHEF
" (para 4(c) " ) "

. " (para B()

" (paro 6(e) "

" (pora 4(n)

" (pera 3(v) "

) ]
) n
)
)

L

arc pakticularly cautious and
Climit thc,mselvw t§ ‘oorments on the press and on subjects of
-cormon knowledge. \Cnre is cvid.en‘tﬂ.y taken to include
}nothlng of value.

(e):

(f) It must be remembered th'mt the - u.nt of
thot has been read d.urlnb the pc od undar—revrmt
been very grent, Tt is a matter Af speculation whether
those] | which ‘we have not. been able te,
exploit have in faof provided: other 5\111st'1nce¢ of 1nsec§nty,
and whether the Russicns may have bee able to exmloit:

theni, |

9. . Conclusw on.

[ ©  From the obove '=n;'1y51s, of 1>u'b11shcc1|:|tcxts it
cicrges that the amount of wital informotion given aey bz"ﬂﬂﬁ_ﬁl—l

%n_the Russiing 1§ snall, but tHAt A consSiderable quantity of Use

z.‘:-.ckr:rr:rwld informtion is passed insccurely.

~
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| | NON DIPLON:TIC SYSPEMS:

ke

1. As used by thq o f | con provx

*uoqy writh a very complete picliwe of uhe mllitarv situation, botl
Lactical and strategic, Thc following are but a few typicsl oxﬁmplc !

of the kind of intelligence involved, the magorlty datcd ocptcmbcr 19

to March 1953:- / /

/ (a) i deily sitrep gives a ﬂ a1]~d plbture both of thc effcn
ofl v : Iv1cw of
enemy dispositions, strength ete, ;

"Lecording to documenus conbalned in the brief casc
belonging to the [—

\

(b) |

|and knuwledyu of encmy! plans, of'ten sent 1ni
ample time for the cncnw'to act upon the information.

" .. to bring up to; strgngth the radlo teams of Tonkln

which could be parqdroppcd and to place two of them in

Cochin China, These elements w111 have to be ready for
i ] ; November 1952, "

W

A3

_ I

_(01

Informationfconcerning French ..1lies,
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(djx*Styategic supvlies,

(e )T acticzl planning.

111nt which must be of valuc to the enemy

In ad¢1u10n, thers is much c¢vidence of the results of’[:::::]
and also detrimentzl to any

Allled co-overation. ‘luh[:::::] in the Sigint field, For example:-

same links using either mochine,
the two systems is thus very similar,

Lene
by

! E H The following arc some typical extracts from

(a) . cryptanalytic Status Report:-

lappear to be used fairly indiscriminately

and in some cases reoorts in the same surics are prssed
The typu of 1nfnrm:t1qn given
In- the somple eXnmined

hopeers to pass fewer messages of a higher level naturce than

decrypts:-
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Tactical sitreps:- %%%%“““%»%%” R

"Friendly losses were 3 killed nnd 6 woﬁﬁ&éﬁ"l“"

Report on strategic information not to be released to théy

press;:-—

3Know1edge of enemy order of battle:-

Training programme:-

Miscellaneous

The following types of traffic have been seen:-

1
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1. The only other trafflc seen here, whlch sppears to be an
intelligence producer, is the joint att chc systed[ff:::lﬁpassing economic

type information, for example:- . i
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(d) Orders and éhipmehts.

R
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4, Some other exmples:-

(a) Defence preparcdness,
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" (b) iirfield construction.

(c) Supply of armaiments.

_z-: (d) Infrastructure,
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Present strength E
Production.
. Stockpiling
(e) Communications .
(f)\U.é - Spanish negotintions ;
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(2) Details of submarine radars,

" (b) NATO exercise

. (c) _Intelligence

. . Lo ’
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- the Western descrt, at a time when no 1nformat10n of the sort was
~ available fram any other sourcu".
(G.C. & C.8. army and sir l"orco 1g1nt, Vol. IX, p. 115)"

’ German-Italian ordur o battle for a whole sector". Ibid., p. 116)

DGC/ 344

Appendix 'B!

EXAMPLES OF COMPROMISE OF CO-BELLIGERENTS BY
‘CYPHER COMMUNICATIONS IN WORLD WAR II

o —"

* Italian Hagelin (from July 1941

ItaJ.ians ocmpromlse Germans

1. In the Italian "Legations in the Balkan capitals ....

their Military Attaches talked so freely to Rame ef German military

movements that the Germans eventually held uyp thelr tolegrams".

(c C. & C.S, Dipmmatib and Cammercial Sigint, Vol. I . 20)

2. ., Aa regards Special Intclllgence concerning the German
Army in thé Mediterranean area in 1941, "the Italian partner was
doing much ' to fill the gap until the end of 1941, when he introduoed

notable im rovements in oypher recurity".

(G.C. & C.S. army and .ir Force Sigint, Vol.I, p. 226)

3 Italian "maln-llne cyphers ... yielded 0ll through 1941

a flow of information which threw light not only on Italian

dlapositlons and intentions but ¢n those of the Germans as well ...

An example was a signal in 'Tellera' [ cypher] giving the full
tank strongth returns of the two German armoured divisions in

4, "1Z3', the cypher used by the Centauro Battle Group in

Tunisia, for instance, gave on three occasions the camplete

5 "Falco", an Italian iir Force "supplementary high-grade
system ..., besides giving a good picture of Italian-German iir
Force liaison in the wegewn, carried a good deal of traffic of
operational importance and provided advance notice of intended
~ German reconnaissances in sAgia Minor, Cyprus and Egypt".
(Ibid., PP- 231-252)

Reciprocal Compromise of Germans and Italians

6. - . Throughout the Wcstern Desert dnd llorth african cempaigns,
" Rommel was deprived of suppiics and the Italians lost most of their
merchant-fleet largely as a rcsult of Lllied rcading of Gemman army,
air force and (from iugust 191...2; Meditcrranean Enigma traffic and of

and low-gradc traffic. So full
and detailed was thc information concerning shipping, routes ond~_

. cargoes that the nllies were ablg to concentrate their attack:
- proportionately to the ixis nced of individual commodities,

(For statistics and details ssc G.C, & C.S, Naval Sigint,

Vol, IV, pp. 158-163. S : also G.C. & C.S. Navol:

"History, Vol. IV.)

History, Vol, XX and G.C. & C.S, iir and Kilitary-.

4
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C. Japanese compromise Germans

‘
\
)

\

1. Japanese Naval Attache Cypher

Admiral Abe, the extremely efficient Head jof the Japanese
" Mission to Berlin, signalled home all the information - and, -
considering German caution vis-a-vis their ally, it was an
astonishing amount ~ that he managed to extract from German
authorities in a machine cypher, known to the Allies as JNA 20,
(6.C. & C.S. Naval Sigint, Vol, II, p. 164)

"'We are all most impressed', wrote Dr. R.V. Jones,
£.D.I. (Science), Air Ministry, 'by the technical statements, which
contain a wealth and accuracy of detail regarding German Radar
surpassing any other Intelligence source during this war. MNore-
over, they give us a very good insight into German policy of a
much more direct nature than we have hitherto attained by ofher
methods', The Admiral went on to contribute first-class, and
often detailed, information on innumerable subjects of air an
military interest, as well as navyal, including the Gennan anti-
invasion preparations and intentions in Northern France®,

(6.Cc. & C,S, Naval Sigint, Vol. IV, p. 206, A list

follows of ten naval scientific inventions (weapons
and processes), a description of which was first re-
ceived from this sour e.s) :

8. - Japanese Military Attaohe Cypher

, "In February 1944, the (apanes_e Military Attache in Vichy
sent a report to Tokyo, based upon statements by Gemeral von
Runstedt's Chief of Staff, outlining German defensive strategy
o against the invagion", - .
‘ (G.C. & C.S. Naval History, Vol. XIX, p. 147. Details follow)

9. " For information on the development of German-jet :airoraft
from both naval and military attache cyphers, see G.C, & C,8. ALir
and Military History Vol XI pp. 19 37, 54-56. .

D. ' Free French _ccmprcmise the sllies

10. .~ "i capturod enemy cryptanalyst who had worked at N.u.A, St.h
. from 1941 until 1945 gave an sccount of the [ Fighting Prench ] systems
which had been in usc in Syrie and #est Africa during the period ...
He said that in Syria two systems had becn omployed ... BEth had been
read in their ontirety, and had given a full picture of tht strength
and organisation of the de Gaullist forces and political administration
in the country, as well as useful details of British troop, movements -
the latter especially valuable since the British oyphers cbuld not
normally be read, Tho West African cyphers.... were more difficult
- than the Syrian systems, but were usually soluble at leu.at? in part".
(6.C. & C.S. army and air Farce Sigint, Vol. XI, p. 32)



1. "After the North 4frican landings serious attempts wore
made to persuade the Fighting French to adopt syst of British
or American devising for high level communications. | Those attempts
perhaps naturally, were not spcecially successful at first. Th>
proffered systems wexre accented, and cmploycd to scme extent,

but the use of private cyphers - often very insccurt ones -
continued, particularly for messages which it was desired the
fllies should not see, and which, of coursc, were for that

very reason of most value to the enemy. By 1944, however,

an all-round improvement .., had taken plage". {Ibid., P. 33)
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EX.MFLES T.KWN PROM THE LIVLR TURE OF CRYPI/NALYSIS . |
WD CRIFTOGH FHY SPHOWING BAS1C FRINCIFLES WHICH KB EO 3.3(h)(2) .
CBVIOUSLY COMNONFL, 05 TO .o WOIERR TRCHNICLLN PL 86-36/50 USC 3605

1. [:::::::] has rccpntly had en opportunity to examine a copy of \ i -
"Precis de Cryptographie Moderne™ by Charles Eyraud, (Par1s Editions N
Raocul Tari, 10 Rue de Buci, Paris VI® 1953). This work is not for —~
sz2le to the general public, but at the same timie it carries no mark ofy ey
security grading. The preface acknowledges help received by the authof ¢ N.
from Col, Black; the latter however has stated that he has had the book Vel
carefully "purged" of anything that might be prejudical to the work of ["
his department,

2, It follovs that the opinions expressed in this book do not
necessarily reprcsent the level of technical knowledge of the best French
experts, e,g., it would be wrong to judge French kmowledge of drum machines
from the following curious passage relating to the German Enlgma (which

is badly and innacurately dubcrlbﬂd)

"Thus one sees that the supplementery plugboard is a very important
N7 security factor, But ewven without it we cannot see how the drum
v wiring could be rucovér<d, Ore mey therefore qtate that this
maEET%E‘ET‘ﬂfEct1callj 1ndﬂcrphrr—ble » o

. thn, however, perfectly "ouni stotuments are made about the
asic principles of cryptography wne may assume that these arc regarded
5 comnoriplaces,

L, The following extracts give czamples of such statements, many of
~hich are highly relevant to prcsent Prench practices, It is noteworthy
that many of these ceontein quotations from older works.,

(On Cypher ¥achines in gencral)

N \ . .

(1) "here is no doubt that length (of key stream) on thL one
hand, and a largc number of alphabets on the other, and
finzlly the complexity of cyclic mechanisms, (including
factors of irrcgularity which make reconstruction more
difficult) are principal .elements for appreciation of the
cryptographic value of a machine, But they are not the
only ones; one would be very wrong to believe that they '
constltuu‘ a formal znd absolute indication,

: v
.ny mechine has to be used properly, It must also be adapted ~\\\
to its use, "Some excellent razors zre most dangerous in :
the hands of 2 monkey" (says Givierge) "and some delicate
revolution counters sculd work badly on the wheel of a
turf-barro.., "
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"fho cholco of agrocd koys" ncoording to Genoral Sacco
"mint not be lof't to the initintive of cypher operetors but
mugtt bo mndn in n centrnl offlcc*,  Often in fact, if a

W chnnge of the outor key docs not affect the set up of the

A machine or the kvy soriecs but only the starting point on the

' Intber ono may hnve re-une of n “portion of the key serics
: nlrondy nned for snother mensnge and in consequence long

reponts vhich FOVtﬂ1 the coincldence and help the cryptanalysis,*

Part II Poro 115
(ii) In senonradng oo mnehing, nocount nhould be taken of the fact
thot its permonent charneterintics crmmot romain sbcrct nnd
nlno of nl11 ponnible accldonts,
IRID
(On_the T-%2 Mnr'hlnn)

\(i:i) "We have nsoen that for on-line teletype cyohers 120 single

keyn obtained by permmtation of the five impulscs are less
effiencionn thin 3 keys obtnined by change of polarity, This
in cnough to thos Lhal the arude number of single keys used
i only n Cirat indiantion, "

IRID . .

(4v) Civierge han spokon of "mnlpractices that theory éannot
prodict thongh thelr existence in attestod by oxperienco”
and more recenlly Bacoo han ndded that “eypher oper: tors

do vnough to help the oncwy, " . :
IBID Part III Paro 36

(on mddibive ayuatems) -

(v) ™o cryptogrsms with the same recypher key can in theory be
decrypted" ",..., in prochice it is necessary to have at

fonst n third toxt",
east nothdrd box 1BID Part 11T Para 30

(on }alnin codein)

(vi) ™n nny case, na Genernl. sncco ar Yy ,'qecrot codaes Aarc only
gecurce on ¢mdition that they are rnot ond never have been
used without reoyphorment, the latier heing very frequently
chimgoed, "

TBID Part III Para 30

By ST T P
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The UK, views are sumarised in the following parsgraphs

WA AR WY & RGIIEy

Evidence availeble from U,8,-U.K, | is lu:!‘fioient,
in the U K, view, to show that the fol.iowing require remedial action,

The U,K, view is that the problem is one for disoussion emong
cotmunication security officers, and that it is essential for U,X, and U, S.

(ORI

b
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(a)

(v)

by The U,K./U.S. Conference of May 1951 considered and recjected -

"'(i)

_ '-(11)
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Aitho dﬁnsiderab e ress has been made since 1951 in the

é.
Forcekq

in

there sh

(e)
7,

the othe
a-nd U. [w

any

1

Fs
\ . 3

. . Gt

¢ . . N

The conclusion dis that it is "} hger -us +3 leave thd | “
yphers in their present conditlon and that they should be included
'b ure approach to the French; w:Lth the right sort of approach
d be no need for disclosure of" "sophlsticated techniques",

(1)

(i1)

-

The general questlon of :.mprovement of the| |of
r NATO powers has never been disoussed off‘lclally between U, K,

2The U.S. view-on this‘\"zsubject in 1951 wa.s\‘\\_however indioated by

the following stotement made by an ad hoc committee of U,S,C,I.B,

It was ultimately agreed that the U,S. Government should meke

(41)Report of U.S.C.L.B, od hoc Committee on| |

Security, Septeuber, 1951,

Form 781.C13$
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(111)

8. C The U.K, view is M"shock tactics" of this klnd are unlikely
to be effective especially when they are accompanied by & "cover story"
which is unlikely to be believed; the only way to achieve improvement
in security babits is by educativa action and by influence of the
"public opinion" (if such a term may properly be used of a very

.secret subjeot) of other powers' Comsec officers.

9,~. But the dictum of the U.S.C.I.B, ad hoc Cammittee referred
to 'in para 7 above has in the U.K. view another serious weakness in that
i : /it is based on the agsumption that it is possible in matters of cypher
! 7 seourity to "have it both. ways". This assumtion has appeared at
7 various times in discussion in tw0 dirferent forms:

(i) that it is possible to devise cyphers that are just good
enough to defeat the Russians but contain weaknesses
that can be exploited by U.K./U.S.; we cannot know
anything of the Z.vel ~f competence of U.S.S.R.
cryptanalysts.

E Fa- E " (41) that it is sufficient to 1limit improvement of security
b o to specified cryptochannels or to telegrams on specified
1 . subjects. This will not do; it is not possible tor
: o forecast in advance which cryptochannels are going to carry
,,,,,,,,,,,,,,, important messages and it is not enough to insist on use
EO 3. 3( )(2) T T of NATO cyphers when -documents are
P,L 86 36/50 USC 3605 without also taking steps to protect the security of NATO

. ‘ fringe traffic or national comment on NATO discussions
which may legitimately be sent in national cyphers.

Lo ' (d) Auned Farce Cy_ghers of thc other NATO Powers

A ‘of any European power excepd and if as seems probable they are no
1 L betjter than the diplamatic c ey would be, in varying degrees,
dange;ous to the security of any farces operating with them in war,

.10, Little is ‘known, from Sigint sources, of the armed farces cyphers .

Lo (e) Cypt hor machine development in Eurcpe

P 1. It is known that new cypher machines are being developed by
: several NATO ‘governments and by commercial firms operating in ncutral
1 . oountries,

(1) The have designud cypher machines which thoy
intend to use for their armed forces; thesc machines

| embody some fiarly advanced techniques but from information

‘, at present available appear to be most insecure.(1)

g (1) See memorandum from Italian Military Mission in Vashington
to Secretariat of the Standing Group, No. 0927/SRP MSB.

FemTELCISS TOP-SECRET-GANOE
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(11)

(1i1) Thel in conjunction with
a SWISS T1rm, 1S producing @ wide range of new cypher

machines wh1ch-w1ll undoubtedly be much better than the
same firm's pre~war models, but may stlll be not secure

ag2inst modern cryptﬁnalytic methods,

12, This list is probably not‘gxhau;tlve and these developments
merit close attention from UK. and U.S. While it is entirley possible
thot Buropean powers may work out thclr own salvatlon, with or w1thout
the aid of commercial firms it is to be" feargd that they may only arrlve

of current U.K./U,S, thought on cypher machlne duslgﬁ. It would be
therefore better to appro ch these Europe.n powers before their own
development has gone too far and persuade then to adopt wcll tried

U,K./U,8, methods,
(f) Decisions to be taken at the Conference

(A) Countries to be covered

(B) Timing of action with relation to physical security -

1'% The 1951 Conference agreed a limited programme for an appfbach

expresced themsclves/satlsfled that such improvement has gone far enough,

15 While it is ajpreed that we ought to adjust our methods to
tak. account of differing physical security conditions in various
countries it may be said

(i) that physical leakages will seldom if ever bc so gross
as to provide a source of intelligence as rapid, complete,
reliable and (above all) avthentic as that derived from
/ a major breakdown in comnunication security; conditions
' nced to be literally hopeless before one can say that there

is no point in improving cypher security;

Pebrunry 1953,

(i)COnverSation between

{

EO 3.3(h)(2)
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(ii) One should howevcr not delay 3 iy
security pending expucted 1mprove
security, because neither can be put

1n physical
glght overnight,

16. The U.K. recommendation is thoroforo that ¢'is no casc

for any further delay in approaching the[  |and that physical
security of other mations might be considered as a valld reason for

taking no action at all, or for taklng modlfled actl n. but not for delaying

action,

THE APPROACH TO THE | |
17. Having settled the scopé/of/action intene thc Conference should

in the U.K., view consider an approach to the | Goverrmént with a view to
first improving their communications security and then 1nv1t1ng them to
agsociate themselves with any sc¢heme.that may have been agrebd bctween

U.K, and U.S. for approaches to other NATO nations. - | : «

18. It is rccommended that a singlc approach be made to thb[::::::]
covering all cyphers of all services in ruspect of whlch ﬂx;conference

has decided that action must be ‘takern.

19. - Previous prOchtS for approach to thcl Gchrnmént on

the delicate subject of the securlty -f thoir nationa cyphers ‘have been

based on the assumption that ‘this insecurity is due to 1gnorance

of the art of cryptography whlch cannot be rcmoved without exposure of
“sophisticated" cryptanalytic techniques. Yet aftor all the basic principles

of cryntography are few, simple and well known to all cyphcr cxperts
including thf:%:::::] and do not constitute the "secret" upon which

the success of cryptanaly51s dcpunds. The "seercts" of cryptanalys1s are
rather these: : :

(i) that 51tﬁatlons arise in the use of cyphers Whlch Would
1nstantly be condemned as insecurc by any one 1nstructed in

cryptography,

(i1) that ¢ther situations arise which an instructed person
would admit to offer at least a theorectical risk of
1nsecur1ty, but which require sophlstlcatcl tuchnlques
to /exploit them, and that these techniques havc been

dev1sed
20. The only way in which improvement in can bek
eventually cbtained is by cooperation on the tcohmical Ievel nctweorx[::::]

| communication security officers. \\\
21. The object of the first apprcrch thercfore woullI™Po te bring

about a frank cxchange of information that would serve as a basis for

A\
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subsequent discussion amoné .responsible communication security officers,
One of the points that the Conference must decide is whether this initial
exchange should be made: EO3 3(h)(2)

L 86-36/50 USC 3605

(i) at a tripartite meeting;

(i1) ot scparate bipartite meetings,

(iii) ot a single bipartite meeting where eitherU K, or U.S.

22, o The tripartite arrangenent would be the 'best apart from thb :

fact that it would he impossible to conce:nl the fact that U. K, and

undoubtedly be :sssumed, It is therefore ,,I‘écomnended that the nleetirig
be tripartite,

23. The exchange can be initiate;fl"""in two ways only:
(i) by inviting e.ach party - to describe its own conmunlcatlonl‘

security methouds, which would then be discussed on general
cryptographic grounrls by the other two,

(i1)

2L, The second app::;dyach is rccommended, as being more sure of its
effect,’ '

(1) Initially ot lcast it may be somcwhat umbarrassing but it
will have less long term disadvantages in that it does
not commit anybody t. disclosure of details of their own
systems which they consider irrelevant or do not wish to
mention,

(ii) Aithough this approach implies a tacit admission of

(1)This is_/'éomething more thon a polite ficticn, We nlready know that
thd | have been monitoring our mamoeuvre tr~ffic and have found that
they can exploit traffic sccurity weaknesscs,such as use of #/L
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25,

oryptonalytic success it does not involve any disclosure
of methods, The line taken is "we scc that you do this
or that and we consider it on principle to be wrong" not
"look how we con break your cyphers",

_ After thc three parties have made onc another aware of the

‘elements of the problem they should constitutc a tripartite advisory
-cummttee of communication security experts with terms of reference:

(i) to exsmine any weaknesses in national communication
security systems of the three powers that may come to the
knowledge of any one of them nnl may be reg:rded =s
affecting the intercst of all; .

(i1) to make recommendations for remedies;

(iii) to consider joint action in the cormon interest w:l.th regard
to the secur:.ty of other fricndly powers,

(1 2Jo'nversation betweer;‘

Form 783.C13$
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' no soourtty valus whatever.

29, When i‘\“:\*‘ccmes to the higher grode systems it is however neccsuary
to consider whether thg could be convincel of the insecurity of
their systems without eXposure oi' som. @ore ur less "sophisticated" tech~

r-iques:

RRNC

(11)
(1ii)

(iv)

III
ME.ASURES TO IMPROVE ] | cyPHERS

improvement; UK, and U.S, should not decide at the Conference what they

mmes TOP-SECGRET-GANOE




RS

£0 3.3(h)(2)
. 86-36/50 USC 3605

DGC/ S

propose to offer in the way of assistance ond be agreed on p
but should enleavour in subsequent discusuion with the] /|
their aid (which will certciniy not ammount to an irmediake sol
the whole problem) wherever it best fits with French need

in the ré“l.“)c;rt

ot' the 1951 conference should be offered now to the

31, It is cCoubtful whether the C.C,M, machine rro-i""o
|

1)

(11) The 1951 pru,_;osal., u.nv:Lsagul 1ssue f 20 CCM :meedlatCiy
i and a total of 80 cventually; /it is pro‘bable that U,K./U.8
. would f:mcl it difficult to mu.t thls )rogr'mme todxy.

(iii) However if the | |woulc1 lJ.ke a cc,rta:m .
number of CCM, then thesc can be supplled w1th:Ln lmlts
set by ava:l.lablllty. f : , ‘ ‘

32, One-time pad, proposed in 1951 is anexcellent sulution,%
wherever practicable, / ; ::

(1) The 1951 conference '1grcu1 that technical instruction
in manufacture of random tables could be given to the | .
without disclosing cryptogn ,)hic 1nformat10n( 1i) and

;o : that this was an important and wajor rcqu:rument It is

' still more importamt now that thn.nd. others are
showing signs of J)roduc1ng new and perhops inferior methods
of one timc kcy generation, | Rather than discuss thesc we

! , would prefer to persuadec the |:| that our own methods

are well tried a.nd sound, without howcver appcaring to

\ "instruct" them as if they wc.n, couplete beginners in the

are of moking rand om key,

g v (ii) The allocation’ of one time pads is probably best urgnnised
' by tht{%l"thcmsclv«,s. / We should not, as was proposed
,- \ by the in 1951, produce a ready wade schene of

[ ' ) individunl and x.lultipic-qddreso ~a6s, which in our opinion

(1)The latest modifico.tiun,qt is a considerable improvenent on
the original machinc, but even so CCit rust be regrrded s overduc for
replacenent,

(ii)Enclosure i para 33 1951 reuort,

“teme  TOP SECRET CANOE
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h would save them time and trouble, However suggestions from
all parties could be considerecd in Committee,

(iii) The physical security yrovided bylZlmethods of
vackaging OTP is likely to be of interest and it is
recommended that it be described. (1t is also possible -
that the I:klay wish to take into account the
difficulti=s o physlcal security when consulerlng any
plan for multl—address ‘pod systems), ::

(iv) Therc are undoub’ edly ways of making the M209 much more
nearly secure, These might well be considered subject

to U, S, being. able to prov1de substantial number of M209
equipments and subject: to the :r.ndlng them workable,
(v) The is now regarded

y P he basic lug
settings aTe - chosen from llmltod 11 sts wh:u::h can be readily
calcul-~ted on a largc comput:ng machine.: - J'_i‘ T. S,

are oble to mzke this machine zvoilable at an early date it
(or to other

would be very suitable fir offer 1;“
3‘}'*) icn were given

NiTO powers) provided that a clear explannti
of the reasons for us:.ng the limited list of basic lug
settings, These re- sons could be conv1n01ngly derived from
: first principles (need to ensure ‘ns e ven qs possible a

i _ distribution of key values) OnOL, again \any attempt 4o
dictate would be fatul, le:ding to suspicio of motives or
wilful refusal to use thc "good" llst

33, It is hoped that enough h:s been sald to dlapos‘
taat the procedure sdvecated would lead to exposure of "sophi
cryptanalytic techniques", (Appendix C to this poper cont
tuken from a recen{ _______ |work on cryptanalysis with quota i
older works showing basic principles which are obv1ously co
to any modern technician and which should suffice for a cr1 i
if not all insecurc European systems in use. toaay). S

v
EO 3.3(h)(2)

EXTENSION TQ OTHER POWERS PL. 86 36/50 USC 3605

34, It is proposed that other NiTO powers, nhose cyLJhers ==rc, held
to be 1n need of improvement should in turn- ‘be 1nv1tcd to send ro JI'CS(snt-
atives to the Tripartite Committee, g . . .

354 woulcl u.ndoubte,dly all have
cyoher experts capable of unnerst anding and accepting the arguments used:
in assessing a cryptosystem. There is little froult to be found with thei
| | and we have no knowledge of their 1
anG _could only obtain it by prolonged ~izint stuly (likely to be most
wasteful of effort) or by simply asking the.. fur details, They should
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prouvably be left alone altogether or- else reg: J‘ded as/ potent:u.'a.l glvers
of belp. . o / .

believed secure,

(1) I:lhas a one-time tape p'enerat ”
(ii) '

37. Itoo appcars Yo be backwa*‘d 1n crypt matters, It is
known that the ] are helping the[ ____ lon Comint and it might
be possible eventually for thc,_ to approach them on Comsec, on
vnich they are in very urgent neeq of advice, .

38, It is difficult to’ rruage ‘Lhe level of crypt knowledge- in

i they mpy all well have quite good

oryptenalys®s, Here agein the only approach that cap be tried with
any hope of success is the educative §ne, If there 1s not already in
these countries a crypt cxpert capable of apprcciating the argument
from first principles then thcy must begin by sending a'man for a

. training course which should bc based Qn the published 1iturature.

y
CONCLUS ION

39. Strange though it may scem, the security of a government'

- cyphers is a most unreliable index of the skill of that government's

cryptanalysts, If a nation uses bad cyphcrs the ‘reason may be that they
know no better, but it is much more likely to be that their policy"
makers faill to make use of the advice of their o .technicians (rhich

in some cascs may be enough to ta.c thom most, if nbt all, of the way

to real security) or else that they simply lack rcsourccs-matcrlal
industrial or financial-to carry out what they know to be nccessary,

If |come Torrd now, insisting on o critical examination
of The situation (based on a realistic ackno.ledgement of ccrtain facts
about cryptogravhy that are already pretty well known) ond offering help
from their own experience and material resources, they can guide their
allics into use of cryptosystems that will stand up against the most
advanced techniques knovm to N,S,.., #nd G.C,H,’.., and in doing =o need




TOPSECRET-CANOE

-12 - |
! DGC/ 3hh1

not disclose these techniques. If however they continue to turn
- a blind eye to the progress in cryptanalysis made all over Europe
P since 1939, and to refuse to talk about subjects that are in fact far
S "less sccrct than they would like them to be, then they must expect
o to sce European powcrs turfa elsewhere for advice and assistance, and
o so to lose the opportunity to influence development in the right direction,
. Subsequently they may find that a situation has developed' which they
; arc unable to correct without making really damaging disclpsures of
advanced cryptanalysis in discussion, not only with officers of .illied
Governments but also with commercial firms in neutral countries who
manufacture equipment for sr~le to all comcrs., This danger is real,
and if UK. end U.S, wish to avoid such a situation they have no time

P to lose.

1
H
i
!
f
i

: 40, Finally, U.K. and U,S, must not expect the advice to be all
} one way, at least if the discussions are extended to !rmed Forces communica-
i tions, They may well find that although their own cyphers are for the
most part sound, yet nevertheless they are giving away in pe=cetime
secret information, not obtainable by any other means, through excessive
use of plain language and over simplification of signal procedure,
Foreign Comint org nisations who have intercepted UK., U.3. traffic
may be able to help matecrially in asscsaing the extent of leakage

arising inithis way,

. TR . B
Tt At r e
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II

CONTENT OF’RMEDFORCES COMMUNICATIONS

L, - Thc. WOI‘k being done on armed forces cyghers of N.TO countrics
. by the U, K., and the U.S, is restricted almost” ent:.rgly to] ]

- b. Knowledge of the
content of; the nessages would be of the very greatest value t-ctically to
the Viet 1\.tI:mh forces and they would also yield considerable longc.r-tu:m
mtclllgence. The two systens are used for, among other things, da:.ly

i

DEVEI.OPMEI\lTS IN W.R

5. The o.bove »aragraphs arx, concerned with what is being given

away by insecure cyuhers of allied powers in present conditions, The

valug of similcr information to an eneny in wartime would of course be much
greater, The continued use by thel |of insecure cyphers
in gotive operations would, fore .suple, be a very great danger not only

to the French themselves but to tucir alllc,s. Siisilar ccnsiderations apply
to dll other armcd forces and diplometic eyphers in use by allies, That
in.wartine the cy&..-hcr‘\security of cne ally uust be the concern of all
. cmerged quite clearly in the 4939-45 war, wherc we derived. o greap deal
of intelligence on thq | -
cyphers of all types,

s 1w TOP-SEEGRET-CGANOE
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Appendix 'A?

\\A%Anpexure !

(a) Matteré conceminé the“x@.tomic Ehgrgy C‘omission:-

(o) Detail? of arms!shipménts frbm America:Qk\,

(c) Off-sﬁore purchases:~

7 77 7

2. The situation would be still more unfavourable in time of
war, since such reports on arms deliveries in the present[” |

| would give away details of

e mas e TOPSECRET-GCANOE
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(o)

!n addition +tharc is a con31derab1e quantlty of. telegrans on the -
B Iand on the |

Organisation, The intelligence contained in them is not of vital
- significance to Russia, but it certoinly nrovules useful background
information, Some exanples are:e .

(a)_
(v)
(o)
()

{(e)

()

(=)

(n)

NSA Form 781-C13S 1 Jul 52 I GI E;EG; I&IB l (;Zk |q ‘,Ii\;
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lnnexure 2

7. Othér JYopica,

‘84 :Some gencral remarks.

(a)

s wn ~ 1 OP-SEGRETF-GANOE
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L ALppendix 'TA!

Annexure 2
. . 1
9.. Conclusion.

From the sbove anclysis, of ])ubllshcd tcxts\‘it _

aicrges that the amount of vital information givem ™=y by the
tn the Russians is small, but that o considerable quantity of useful

Sackeround informtion is pnssed insceurely.
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As used by thel fcanép}OVLde the

eremy with a very complete picturc of the military situation, both
tactical and strategic, The following are but a few typical ex~mple '
of the kind of intelligence 1nvolved the majority dated Scptember 1952
to March 1953:- ; ,

(¢) Information concerning[::::::IAllies.
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E(d) Strategic sﬁﬁpljes.

CF) Tad{ipal planning,

. In addltlon; fhere is much evidence of the results of
which must be of" v"1ue to the enemy and also detrimentzl to any
d co-oneratlon with " __] For exemple:-

E:”.I“

3. } Thel |appear to be used falrly 1ndlscr1m1nate1y
in Indo-China, cases reoorts in the same surics are pcssed
on the same links using either mzchine., The typc . of informntig given
away by the two systems is thus very similar, In the sample exsmined

thg | appears to pass fewer messages of a higher level naturc than
the |§‘ :
4., ‘Ehe followving are some typical extracts from'

(ab .. cryptanalytic Status Report:-
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b Tactical sitreps:-
(o) p

K\,(d) Report on strategic information not to be released to the\
) press: - : *

(e) Knowiedge of enemy order of battle:-

(f‘) Training programme:-

C. Miscellaneous

6. The following types of traffic have been seen:-
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7. The only other traffic scen here, which appears to be an
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L, The following are some examples of the type of 1nformat10n

still passing:-
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(c )

Greek-Yugoslav relations,

(o)

MEDO.,
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The main |. L ~ which as
used by thel| Is. qulue 1nsecure and could be read by any organisation
posscssing rapi analytical machlnory. Othcr systems, usually code with
additive, are occa51onally read, but do not normally concern major
political subJects There 'is also a - .| believed to be

[ Y . . |which is not at
preoenf_Feadable. ; ‘ = g S

2. The| and more partlculquy he .
links pass a considerable number of reports on N.TO matters, and the
| ? Ihas made a practice of reporting on
[ |a1though in less detail than the[ ]
| | There is some evidence that thpy are aware of their cypher
" responsibilities in this matter. For exumplc, , ]
gives a general report on an jmerican statement mhde at a\moetlng of
the Atlantic Council, and conégudes by saying that” the text of the statement
wrould be sent in Typex., . . -

3. Nevertheless, readinE of this traffid\must give the ﬁussians a’
fairly comprehensive picture of general N.TO planning and e uipment,’
For example:- ~ . -

{a) | Reports on NiTO meetings

(v) German attitude to EDC
!

(¢) Equipment policy
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(4)_Orders and shioments

. . - - n
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PORTUGLL

4. Some other examples:-

- (a) Defence prepsredness,
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b Lirfield construction,

2(6) Supply of armements.

{

/' (hﬁ Infrastructure.

(eD German participntion,

\
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lis particularly bad. The main

even: thel B |introduced in QOctober 1357 ror NLTO

mauters can be fully solved on messages of more than 500 groups, and a

high propcrtlon of messages are of considerable length, The military
T =] badly used and quite easily readable,

\ I i analytical machinery, Nothing is
known' ofl . ] but it must be assumed that they are
quite: 1nsecure and may be giving away considerable detailed information
of taqt1Qal qnd strategic value,

2, i | yields a wealth of information on
M. IO plannlng, strategy, equipment, etc., which must be of very high
value to the Russians, The following examples are typical of the
1ntelligence prov1ded -

g(a) The[:::::::]contribution in case of war,

i
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(b) Present strength

(c) Production

(4) "Stockpiling

‘(e) Communications 1

(f)l Flegotiations
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{é) Details of submarine Fadgrs.

(b) NATO exercise

(c) _Intelligence
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N
i
— —/—> -
~~ B. Recgiprocal Compromise of| |
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EX;EEEES T.KEN FROM THE LITER.TURE CF CRYPT/MNALYSIS
. ND CRYPTOGR FHY SHOWING B4SIC FRINCIPLES WHICH ..RE
CBVIOUSLY COMMONPL/.CES TO .NY MODERN TECENICL.N

1. : has recently had an opportunity to éxamine a copy of
"Precis de Cryptographie Moderne® by Charles Eyraud, (Paris Editions
Racul Tari, 10 Rue de Buci, Paris VI® 1953). This work is not for
.sale to the general public, but at the same tisfe it carries no mark of}
security grading. The preface acknowledges help received by the autho?
- from Col, Black; +the latter however has stated that he has had the book
.carefully "purged" of anything that might be prejudical to the work of
his department,

2, - It follovs that the opinions expressed in this book do not
necessarily represent the level of technical knowledge of the best French
exrerts, e,g, it vould be wrong to judge French knowledge of drum machines
from the following curious passege relating to the German Enigma (which

is badly and innacurately described):

"Thus one sees that the supplementary plughoard is a very important
security factor, But even without it we cannot see how the drum
wiring could be rccovercd.” One may therefore state that this
machine is practically indecypherzble.” ’

3. ¥hen, however, perfectly sound stutuments. are made about the
- basic principles of cryptography one may assume that these are regarded
a5 commonplaces,

#; - " The fPollowing éxtracts.give examples of such statements, many of
which are highly relevant to present French practices, It is noteworthy
that meny of these ceontezin quotations from older works,

~ (On Cypher Machines in general)

N . (i) "There is no doubt that length (of key stream) on the one
o hand, and a large number of alphabets on the other, and
finelly the complexity of cyclic mechanisms, (including
. ‘factors of irregularity which make reconstruction more
difficult) are principal.elements for appreciation of the
aryptographic value of a machine, But they are not the
only ones; onc would be very wrong to believe that they
constituie a formal and absolute indication,

«ny mzchine has to be used properly, It must also be adapted *\\\
to its use, "Some excellent razors zre most dangerous in

the hands of a monkey" (says Givierge) "and some delicate
revolution counters wculd work badly on the wheel of a
turf-barro.r, " i
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Wrho choleo of agrood keys" acoording to General Sacco

tmunst not be 1of't 4o the initintive of cypher operators but

munt bo mado in n centrnl offic.",  Often in fact, if a

change of the outor key docs not affoct the met up of the

machine or the key serics but only the starting pdint on the
1atbor tmo may have re-use of a "portion of tho kdy series
nlrendy used for nnothor mesgnpo and In consoguenco long

repoats vwhich revenl khe coincldence and help the cryptanalysis,"

Part II Pora 115
- (41) ansenndng n miebino, noeount nhould be taken of the foct

thnt its purmanent charnctoristics ¢nmmot, remain secret, and
nlso of 1l ponsible necidonts, S

IBID
(m- thu T~%2 Mnr.:h'ﬁ.nﬂ_)

\%) e have neen that for on-line toletype cyohers 120 single

keyn obtnined by permitation of the five impulses are less

. efficncloun thin P keyns obtnincd by change of polarity., This
i cnough e she. Lhal the erude number of single keys used
{5 only a firnt indication,” ' .

IRID . . .

(tv) Glvierge han spoken of “molpractices that theory cannot
proedict though thelr exintenco in ntbosted by experience”
and moro recently Bacen hnn ndded that “"oypher oper. tors

~do enough to halp bhe enomy, " .
| IBID Part III Para 36

' o - (On_addibive gyatomn) -

- . ‘ (v) ™o cryptograms with the same recypher key can {h theory bo
decrypted® #,,,., in protbkice 1t 1s hooessary to have at

gt o third toxth,
lonst o third tex 131D Port IIT Para 30

(on ilnih codon)

gecurc ‘on condition that they are not and never have been
used withont reoyphorment, the latter belng very frequently
chaiged, "

(vi) "™n nny easc, ns Genernl facco anys, secrot coded are only

TOID Part III Para 30

]
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