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23 January 1951

Subjects Status of French Security Problem.

1, The following is a brief resure of the recent actlons taken
in the subjeot problem. Fertinent emclosures are included to provide more
detalled informations ' :

a. Bistory of the Problem:. In 1948, USCIB discuesed
the problem of French security, as the most important
aspect of a congidaeration of the "Security of Weatern
Europasn Union Communicationa®., At that time it was
‘reglized that vital information wes being turned lonse

. ‘a8 a vesult of the favlty mecurity practices and pro-

cedures employed by the French. The problem wae
studied by an Ad Hoc Commitiee which made 'its repert
to USCIB. TUSCIB could not reach agresmsnt and sub-
mitted a split report to the Natlonal Security Coun=
cil (NSC) - the majority (ID, ASA. CNC, and CIA) feel-

ing thet too zuch would be lostJ

| \ ESC vo‘bed to
_‘take no action at that time, but directed that the:

problem be kept under surveillancs. EO 3.3(h)(2)
-PL 86-36/50'USC 3605
b. Sybpeguent Actiong:s The problem was presented o

USCIB again at the 55th Meating, 15 September 1950,
when Admiral Hillenkcetter raised the question, and
Fr. Armeirong discussed the matter informally and
informed the members that the sericusnces of the
-French Security problem had reached such vrcportions

- that a reconsideration was necessary. ¥r. Armstrongls
commonts at this meelting are attached as Tpb A,

(1) USCIB egreed that the problem should be
referred to SECCOM for urgent considera-
tion end recommendation,

(2) SECCOM submitted an interim report (Tab B),
which was discussed briefly at the 56th
Meeﬁing (Tab €). -

(3) At the 57th Meeting, 10 November 1950,
USCIB considered the final report of
SECCOM and made certain awendments thereto.
The USCIB discussion of this report, and
the amended report, in full, are attached
as Zgb D.

| geclaamﬂed and aggroved for release bv NS& on DQ 29 20’14 Qurau antto E D 135@
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(4) At the 58th Weeting, 8 December 1950, the
Board designated the Coordinator (See Tab
E) a3 the USCIB representatives

(a) To cooydinate with the U.S. ne-
gotiators on this problem {Col.
H. H. Howze (G=2) and Mr. Fisher
Bowe {Stste)).

(b) To work out a U.S./U.X. positicn
on the mattor with Brigadier
Tﬂtmano

¢, Up to this point there had not been U.S./U.K. dis-

cussions on the matter. On 8 January 1951 USCIB
* ‘members received coplses of a letter from the Chair-

man, London Sigint Board on this subjoct (Tab F),
streaeing {hs need for prempi action and asking
for a U.S./U.K. conference on the subject sarly
in 3951, USCIB discuassed this letter at the 59th
Meeting, 12 January 1951, It was agreed to asend
a reply to the Chalrman, LSIB which would not ac-
cept all his specific proposals, but which would
‘agree upon an early conference {sbout 1 4pril 1951)
on the problem and inform him that AFSA would pro-
ceed to prepare a U,S. position in the matter in
accordance with paragraph 7(c) of the LSIB lotter.
USCIB amgreed, further, to advise LSIB that the
U.S. favored considoration of the problem on a
broad (all aspects of French security) basis
rathor then on a basis of diplomatic crypto-
gyatems along.

2, The sbove cutlines the Fronch Problem in general torms. In
review, the present status of the problem is as followa:

a. On_the stricily U.S. slde:

(1) USCIR has approved the SECCOM report,
which will serve ag a U.S5., position for
the “negotiaters® (Col. Howze and ¥r.
Howe) in the event of high-ievel
(Bradley~Tedder=loch) discussions cn
the French situstion.
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(2) There is no indicaticn whon such dise
cugsions wlll be held., The nsgotiastors
will inform the USCIZ Coordinztor..

b. Op %ho U.S./U.K. sida:

(1) USCIR has agreod %o & conference on the
subject, to be held about 1 April 1951,

(2) The 4¢ Hoc Commitico has besn direcied
to prepave a U.S. position on the Freach
problem, for consideration by USCIB, to
serve as a U.S. basis at the above
conforence.

‘ .
Ha ﬁi JONES

Secretary, Ad Hoc Committes
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Binmutes of an Informal Discussion at the Fifty-
Fifth Mesting of USCIB, 15 Septenber 1950, on
the subject of The Cryptographic Security Prace
tices and Procedures of Certain Western Dnion
Ratioms.

MR, ARMSTRONG ennounced that the Dirsctor of Central Intelligeace
bad requestsd permission to present an item not on the agonde for this
meeting, He asked Admiral Hillenkostter to proceed with his presentziiom. Tab

ADMIRAL HILLENKOETTER stated that he wishaed to hring a matter to the A
attention of the Board, howsver he had nc solution %o est. He said
ceent instanceg in which

| Ho sdded thet it might be fairly as-.
sumed that such information ultimetely reached Russien hands. :

ADMIRAL JOHNSON seid thet he had intended to raise a similsr questicn
in an executive session, which he had requested the Chairman to csll at
the end of the regular meeting, EO 3. 3(h)(2)
PL 86-36/50 USC 3§05
After a brief discussion the members agreed that an executive \
sesgion would not be required and that the matter could be brought up
in opsn meeting. The Chalrman agreed to review the problem briefly.

MR, ARMSTRORG recalled that this matter hed been considered about |
two years ago at which time the Board forwarded a recommendation to the:
National Security Council (NSC) on the question of the advisability of
informing the Freach of their cryptographic imsecurity. He said that
the NSC declelon wsa to teke no action at that time exespt to try %o
provids the French with facilities whick would insurs greator security.
He said that this matter was studied as it pertalned to the Wsstern
Union Organization, and, later, to the Horth Atlantic Treaty Orgsniza-
tion (RATO); however, to date the situation has not been remedicd,

IR, ARMSTRONG explained that Fremch ingsecurity cpniinnﬁd and, if
anythi was continuellv cauvaing a grepter probiem

MR. ARMSTRONG continued that he had explained to the Secrstary of
Stats that there was high-level Russien psnetration in the Frenmch Goverm-
zent, which might nullify action taken to improve Frenck eryptographic
practices and procedurss. He said that the Secretary hed decided to
raise the question with Secretary of Defensc Johnson and CGeneral Bradley.
Both hed felt that there was little to be gained and that impatisnce at

—TFOP-SEGRETAGORN-
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this point would be of no avail., They had been of the opinion that it
would be best to tackle the problem on g long-range basis end work from
the ground up. 43 a result of the abovs, the Secretary of State decided
not to pursue the matter further,

MR, ARISTROKG, turning %o another aspoct of the problem, said that
in August 1950, the British Ambassador had proposed, upon the recommenda-
tion of the British JIC, that the U.S. join with them in an offort to
aolve the problem. He said the British had found themselves in the em=
barrassing position of denying %o the French information which the French
knew about, in general, and on which they should have the details. The
British had propoged = two-pronged attack: (1) Raise the problenm with
the French in a standing group of NATO and ask them to join with the
U.S. & British in security enforcement = a move which would result in
codifying security practices from the ground up, and (2) Have the U.S.
and British ambassedors in Europe go to the top French Government offi-
cials and ask them %o do gll they could toward imsuring strici enforce-
ment of aecurity principlss. ~"PL 86-36/50 USC 3605

MR, ARMSTRONG continued by saying that at sbout the seme time of
the sbove discussions | had approached General Bradley cn the
subject, Ho said that In these dlscussions we had suggested & different
solution, nemely, that the matter of standardizatlcn of security regula-
tions, development of squipment, etc, be discussed with Jules koch, who
would be able to get together a small group of cleared, competent indi-
viduals who could be trusted, and who would compoes a group which could
be reached, He said that the British had agreed to this appreach and
that our embassador had gotiem a cordial reception in his first discuse
sions with Moch on 12 Ssptember, The State Department has asked the
Department of Defense to designate an officec cor agency %o handls these
negotiations as, primarily, & military matter,

MR, ARMSTROEG explalmed that though these discusasions with MHoch
were on a broad scale, the subject of eommunications would come up
sooner or later, probably after the adeption of kasic securiiy prac-
tices, He added his assurence that the military departments would hesr
from the JCS on this subjeet in the near fubture, if they have not already
been approached.

ADMIRAL HILLENKOETTER commented that providing secure crvptographic means
to_the French wenld have the effect of| |

GENERAL CABELL sgreed that thers would be a met loss, howaver he ex- 3
pressed his opinion that an inorease in French eryptographic security ahould

be sought,| = /

EO 3.3(h)(2)
PL 86-36/50 USC 3605

—TFOPSEGRETAGORN—
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ADMIRAL STONE seid that he would support that view, He added that
he could not concur with the oft~expressed opinion that the Fremch had
only insscure systems, He said that they d4id pot use thelr secure sys-
toms at times when they should have « from our viewpoint. He suggested
that measurss should be teken: _

(a) To insure that the French and others concerned be required
to, use oneetime pad systems im international confersnce re«
porting, where U.S. is taking part in the conference.

(b) To plan on a long-range basis, to improve end meke secure
the diplomatic communications of all alliied nationg«

GENERAL CABELL proposed that the Board restudy %the question of Fronch -
cryptographic security which was atudied two years ago.

MR. ARMSTRONG agreed with this proposal. He commemted that if French
cryptosecurity were to be improved it should be improvsd "across the bosrd'.

ADMIRAL JOHNSON ggreed with General Cabell that what would be lest by
improving French Security would be negligible when compzred with what would
be gained. EO 3.3(h)(2)

PL 86-36/50 USC 3605

} o.-9901y could
| He men-

o0 wivh inteore

ADMIRAL STONE sgreed, stating his
be handled without cesusing too much
tiocned agein the great need for achIevIng sscurily 1m ccnnecs
national conferences involving the U.S.

ADMIRAL REDMAN commented that if it was ever decided to tell the Frenmch
that their systems werec no good, it would be a good itime %o feed the Russians
deception material.

¥R, ARMSTRONG asked if the French millitary crypiosystems werentt
reasonably secure.

ADMIRAL STONE replied that they had some secure systems end were
sophisticated in crypto=-security knowledge. He edded that the French had
a gecure high-lovel diplomatic system, which they didn?t use st times when
it appeared they should. He indicated thet they may have a philoseophy
about using their weal and their securs systems which we do not understand.

COLONEL PETERSON stated that he had discussed this mstter with the
technical experts, all of whom folt that the French were intelligent enough,
eryptographically, to know what they wore doing. He said thst it was evident
that the French had some good systems and thet thoy were pursuing a crypto~
graphie policy; however, that policy seemsd to be to uae a poor system in
order to protect a gocd one,
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ADMIRAL STONE agreed, and sald that it seomed thay might intontionally
refrain from using a highly secure system for tranemitting information which
could be expected to appear in the newspapsrs the followlng day.

MR, ARMSTRONG asked if the membars were agreed that ¢his matter should
be referred to & committee for urgent study.

The mermbers agreed.

VR. ARMSTRONG asked if it was desired that the problem ba studied by
an Ad Hoc, or an existing, committes.

Tho members agreed thet the matter would be referred to the Security
Committes.

ADNIRAL JOHNSON asked if it were known whether or not the Secretary
of Defense and General Bradley were firm in thelr opinion that little could
be gainsd on other than a broad-based approasch to ths problem,

MR, ARNSTRONG said that he thought their opinions would be subject %o
change if they were presented with what appeared to be a workable plam.

be consideroed
He recalled

that such @ plan had been used successiully in the Pacif;cfdﬁring World War IIl.

EO 3.3(h)(2
There were no further commants. PL 86-?563&0) USC 3605

DECISION: USCIB agreed that the Security Committee would be directed to re-~
atudy, as a matter of urgency, the general problem of the insscurity of French
cryptogrephlc practices and procedurses which had besn considered by the Board
in the fall of 1948, 1t was agreed, further, that the Security Committee would
(a) Determine, on the basis of the 1948 siudy and events happening since that
time, whether any action toward improvemsnit of French cryptographic practices
and procedures is deemed advisable, and (b) Recommend, if the answer to (a)

is affirmative, proposed corrective meoasures for USCIE implemontation.
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APPENDED DOCUMENTS CONTAIN

USCIB: 14/93 (ODE WORD MATERIAL

11 Octodber 1950

MEMORANDUM PFPOR MEMBERS OF USCIRB:

Subject: Security of Foreigm Communications,

1. The attached interim report from the
Chairmsn, Security Committes, above subject, is lor-
warded for your information,

2. This report will be considered under
Item 4 of the final agendas for the Fifty-sixth Meet-
ing of the Boaxrd, 13 October 1950,

©eta’ ¢

Ho/D JONES
J. W. PEARSON
Seerstariat, USCIB

APPENDED DOCUMENTS CONTAIN

CODE WORD MATERIAL -

USCIB: 14/93 -

PRNC-NCSW-346

—TOP - SECRET
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DEPARTMENT OF STATE
WASHINGTON

MEMORANDUM FOR THE CHAIRMAN,

10 October 1950

USCIB

SUBJECT: Security of Foreign Communications-

Reference is made (a) to the informedl discussiow of this
matter, with particular reference to the French, which was
held at the close of the Fifty-fifth Meeting of USCIB on 15
September 1950 and (b) to the decision of the Board that the
entire problem should be referred to SECCOM for further study

and recommendations.

SECCOM is now considering as a matter of urgency, whether
it would be advisablé to take action toward the improvement of
French communications security practices and procedures and, if
so, what should be the nature uand scope of correctlve measures to
It is expected that the final recommendations with
regard to these questions will be forwarded to USCIB prior to
The Chalirman, SECCOM will be prepared to present a
verbal progress report of these consideratlions at the next

this end.
31 October.

meeting of USCIE.,

In view of the program which is now underway within the
Departments of State and Defense directed toward the overall
problem of ¥rench security, SECCOM recommends that, as s
matter of urgency, USCIB approve and forward the following
recommendations to those authorities within the Departments
of State and Defense who are responsible for the development

of this program:

a.
French security involve
communications and the

That, inasmuch as the problem of overall

s the security of French
avallability of these

communications|
gned spec

all US and UK

personnel assi
in US~UK or tripartite
French security should

iTically to participate
negotiations affecting
be indoctrinated for

COMINT and should be briefed thoroughly as to
the problems of (1) the insecurity of French

communlcations and its
of the US and (2) ¥renc
and its relation to the

SECCOM ITEM No. 133

effect upon the securlty
h communications security

—TOPSEGRET-AGORN—

EO 3.3(h)(2)
PL 86-36/50 USC 3604

_~EO 3.3()(2)
PL 86-36/50 USC 3605
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USCIB will, in the near future, present specific
recommendations with regard to these matters,

b. That the questlon of French communications
security should not be placed on the agenda for tie
first discussion with the Frsnch and should not be
included in subsequent agenda until such time as
discussion and improvement of other security matters
have demonstrated that the French have made definite
progress toward overall security.

¢. That, in the event that this problem is
raised by the French prior to being placed on the
agenda for discussion, its consideration should be
pestponed on a "No comment" basis.

§OGA

Chairman, USCIB Sscurity
Committee
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SUBJECT NUMBER

FINAL

USCIB: 14/95 Item 4 of the JAgenda for the Fifty-sixth
Meeting of USCIB, held 13 Oetober 1950.

Subject: Security of Foreign Communications.

MR. ARMSTRONG zeferred to USCIDB: 14 /93 and intormed
the members that it contained an interim report from the
Chairmen of the Security Committee on the French Sesurity
problem. He recallsd that the Board had, at its last mest-
ing, given the prodlem to SECCOGM for studyq He then in-
vited Mr. Collins, Chalirmen of SECCOM, whOo was present at
the meeting, %o comment furthsr.

sald that in addition to the recommendations
contained in-the memorandum for the Chairman, USCIB, dated §)O
October 1950, the SECCOM, at a subsequent meeting, nad rocom-
mended that, should discussions with the French involve mat-
ters within the cognizance of USCIB at some later date, USCIB

 should designate an offioial to represent USCIB, along ‘with the
© U.S. negctiatozs: to determine (a} tne most feasible approach

_ . He added
that the SECCOM further recommended that the Board ask the
appropriate authorities handling these negotiations for the
State and Defense Departments to make no approach along these
lines without the advice or concurrence of USCIB's repre»
sentativs. EO33mXD

MR, ARMSTRONG asked for comments.,

ADMIRAL JOHNSON made reference to items (1) and (2) oone
tained in subparagraph a. at the bottom of page one of the in-

\\\terim report {USCIB: 14/93). He said that he was in agreement
‘with item (1), but would like clarification of item (2). It

18 item concerned the

1 |replied that this understanding was gor:
on ADMIRal. JOHNSON expressed his opinion that the
in reality, a very minor consi

. MR, ARMSTRONG asked Mr., Collins if his committee had ocon-
sidered the matter with this thought in mindg

1 |replied in the negativeo and went on to state
that @ O e preliminary decision of his committee included
the followling principles:

USCIB: 14/95 9

—FOP-SECRET ACORN-

PL 86-36/50 USC 3605
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USCIB: 14/95

2. SECCOM fesls that, o the extent that active
collaboretion batween the U.S. and France besomes s*aaa
and effective, the dangsers to the sesurity of the U.S

through insecurity of French diplomatie traffiec will
outweigh |

) 3. In the light of genaral French insecurivy,
- the immsdiate advantages accruing to the sscurity
0.3.3(h)(2) of the U.S. by urging imoravemant in the crypte-
PL363&50USC36m5oraphic security of Francn diploma ;e traffic ars
. . outwelghed by the ow and potential 0 ¢

14

i &

Tl However, if U.S.-French collaboretion is
expected to beeame s8¢ ¢close ag te require eventual
~ improvement off the security of French diplomatic
~_ revelatlons, immediate steps toward this improve-
‘ment would entail & potentlal advantage which might
outweigh the value of the hioch mizht be
lost thereby-

Qutweiah&d security considerations-

: ADMIRAL JOHNSON seld that ha understood that the reason
. for taking no action two years ago was because of probeble

MR, ARMSTRONG s%ated that this was not entlirely true.
He said that, in feot, the Board's final majority opinion on
the subject was that the was outwelighed
by the loss of sscurity.

MR. ARMSTRONG added thut he might comment further upon
more recent developments regarding steps now under way toward
the improvement of overall French Security. He then reviewed
briefly these developments.

USCIB: 14/95 10

—TOP-SECRET ACORIN-
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GENERAL BOLLING sald thut there was a possibility that
Moch would remain in this ¢ountry until General Bradley re=
turned, in which case there might bs an opportualty for a
Bradley~Tedder-=Moch discussion. -

MR. ARMSTRONG commented that such a conference was much
to be desired. He asked for any further comments.

There were none.

DECISION: USCIB noted the interim report by the Security
CommIttee as contained in USCIB: 14/93.

This item to be continued on the agenda.

USCIB: 14/95 11

—TFOP-SEGRET-AGORN-
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USCIB: 14/100 Item 3 of the Agenda for the Fifty-seventh
Meeting of USCIB, held on 10 November 1950,

Subject: French Diplomatic Cryptographic Security.

MR. ARMSTRONG introduced this item and expleined that it
involved consideration of the SEGCOM report on the subject which
was circulated under date of 3 November 1950. He informed the
members that the Chailrman of SEGCCOM was present, and might wish
to comment on the report.

L said that he had nothing to add to the report,
~~but would be glad to answer any questions,

EjéAy MR, ARMSTRONG asked for comments on the report.
ADMIEAL JOHNSON said that he had several amendments to
propose,

MR, ARMSTRONG sald that before the amendments were con-
sidered he would like to ask if the Board wished that the re-
port go to the National Security Council (NSCG) now, or be held
until later., He explained that the discussions on the French
security problem had not yet reached the communications phase,
and the members might wish to have the NSC consider the report
closgser to the date that the communications problem comes before
it, He asked if the Army was anxious t0 have action taken at

this time.
COLONEL HOWZE replied that action was not necessary until B
the question of basic French security hed been settled. —
LDMIRAL JOHNSON suggested that the report be sent to NSC Tab
in order to acquaint them with the seriousness of the problem. h‘D

GENERAL CABELL said that he thought it would be best to
leave the decision to the discretlion of the negotiators who
would be primarily concerned with the problem,

DR, CRAIG and MR, KEAY agreed with General Cabell.

ADMIRAL JOHNSON said that he did not feel strongly about
heving the report forwarded now,

MR, ARMSTRONG then asked 1f it would suit the members to
adopt this policy so that it sould become binding on the
member agencles.

The members agreed.,

MR, ARMSTRONG asked Admiral Johnson to present his pro-
rosed amendments to the report.

H 8P SECRET AGORN—

USCIB:
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USCIB: 14/100

48 a result of Admiral Johnson’s proposals and the members’
comments therson. the following amendments to the report were
agreed upon:

a. Page 1 - Reverse the order of paragraphs 4 and 5

and re-word sach %o rsad as follows: EO33mXE

PL 86-36/50 USC 3605

", . U,S.-French collaboration has become’ S0 close
as to requirs, in particular, the improvement of the
security of French communicetions. Such improvemsnt en-
talls an adwantage outweighing the valus of the
which would probably be lost thereby.

"5. DBecause of generel French insecurity,6 the im-
mediate advantages aceruing to the sscurity of the U.S.
by urging improvement of the security of French Dipio-
matic traffic ars likely to be of limited value.”

b. Tab a, subparagreph la. = aAmend subparagraph to read
as Follows:

"a., Take steps to improve Frenoh security in general
and cryptographic security in particular., Undertake im-
provement of French oryptographic segurity only after there
has been established a seoure zroup im the French Govers- -
ment which would enable the U.S5. to pass %0 the French
Government wlthout risk of compromise.”

Following approval of the above amendments ADMIRAL STONE
invited the attention of the members to Paragraph 8. subpara-
raph b. and read a proposed amendment. He saT§ that he had
talked informally with the British on this point -~ as a re-
sult of which he thought the French could be given technlcal

advice on oryptomachinery improvements, but could not be pro-
vided with erypto material, except possibly some one-time pads

MR. ARMSTRONG asked if the members would agree to accept
Admiral Stone's proposed revision of 8b.

All members agreed that this paragraph would be changed
to read:

"b, If the provision by the U.8, or UK. of a
eryptographic system for communications proves
to be lmpractical, then use by the French of
their own best cryptographic system would be
the next most desirable solution.”

USCIB: 14/100

—TOPSECRET-ACORN-
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USCIB: 14/100 -

ADMIRAL JOHNSON asked if this report should be forwarded
to the Secretary of State and the Secretary of Defense for '
information at this time.

MR, ARMSTRONG said that he thought such forwarding would
be automatio,

. ADMIRAL STONE then referred to subparagraph 8d. and said
that it should include a statement regarding technical assis-
tance by the U, 3, and U. K. to the French,

L |1n reply to a question, stated that this
_satatement in the report (B8d) meant that the French had the
~ technical knowledge to know a good system from a bad one but

that they had insufficient money and personnel to exploit
their knowledge.

ADMIRAL STONE expressed his opinion that without U.S.-U.K.
technical assistance and advice, the use by the Frenoh of thelr
own systems would not necessarily achlieve the result we thought

desirable;

After a brief discussion the members agreed that subpara-
graph 84 should be amended to reflesct the general thought ex-
pressed by the members at this meeting. It was also agreed that
the Coordinator would prepare the appropriate wording for this
sutparagraph.

DECISION: TUSCIB accepted the report of the Security Committee
as contained in USCIB: 14/96, with amendnments as indicated in
the above disoussion. It was agreed that the decision on the
appropriate time for forwarding the report to the National -
Security Council will be deferred for further aotion by USCIB,
but that this report be furnished now to the State and Defense
repraesentatives who will be engaged in detalled negotiations
with the French on this problem., These negotiators will, at’
their disoretion, forward the report to their superiors,

This item to be dropped from the agenda,
The full report as revised 1s as follows:

| - 17 -
USCIB: 14/100

y
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THE POSITION OF THE UNITED STATES REGARDING IMPROVEMENT
T CRY3

PROBLEM

1. To review French diplomatic oryptographic security,
particularly with a view to establishing pertinent U. S. policy
and to provide guidance for the U, S. negotiators in their pro-
posed forthooming discussions with the French on improvement
of French over-all security.

DISCUSSION

2. See Tab B.

CONCLUSIONS ,Edszmxa

" PL 86-36/50 USC 360

3. There are no methods whereby the security- of French

diplomatic oryptographic communications can be 1mproved )
erfeotively[_ ,

4., U.S.-French collaboration has baoome 80 close as to
require, in particular, the improvement of the security of
Frenoch communications. Such improvemant entails an advantage
outweighing the which would probably be
lost thereby.

5. DBecause of general French insecurity, the immediate
advantages accruing to the security of the U, S. by urging
improvement of the security of French Diplomatic traffic are
likely to be of 11m1ted value.

6. Therefore, steps should be taken to improve French
diplomatic oryptographic security only as soon as there is
established within the Frenoh Government a secure group to
which the U, S, may pass highly classified information of
combined interest without risk of compromise. No steps
toward the improvement of French diplomatic oryptographic
security should be taken or discussed until this condition
has been achieved. However K such steps need not await a
total improvement of overwail French seourityn

7. It 1s not possible, at present, to determine either
(a) the precise approach which should be used to undertake
these steps or (b) the degree to which it may be necessary
ench insecurity derived from the
~"EO 3.3()(2)

PL 86-36/50 USC 3605
8., If and when steps are taken to improve French
diplomatic seourity, the following conditions apply:

USCIB: 14/100 - 18 -
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a. Provision by the U. S, or U. K, of a oryptographic
system for French communications is considered to be the most
desirable solution to this problenm,

b. If the provision by the U.S, or U.K. of a orypto-
graphic system for communications proves to be impractiocal,
then use by the French of their own best oryptographic system
would be the next moat desirable solution.

¢, Other methods for solving this problem are not
satisfaotory.

d. It is considered that the U,S, or U,K. should afford
the Frenoch technical assistance and advice in connection with any
method adopted to improve communications segurisy.

RECOMMENDATION

9. That the National Security Counoil approve the attached
Statement of Folicy (Tab A).

- 19 =
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USCIB: 147100 TAB A

STATEMENT OF POLIGY

on

- THE POSITION OF THE UNITED STATES REGARDING IMPROVEMENT
RENC TIC 5>E§FTOGRESHTC‘ SECURLTY

L. The United States in discussions with the French on
the improvenent of French security should:

a. Take steps to lmprove Fruuui segurity in general
and eryptographlic securlity in particalar: Underteke improvement
of Frenoh oryptographic security oaly after there has beexn
estaolished a gscure group in the French Government which
wou)d enable the U, S. to pass to the French Government highly
cleuysifisd information of combiped intersst without risk of
gonrpromnise.

b. Aveid placing the question of French diplomatie
cecmmunications security on the agenda for the first discussion
with the French, and on subsequent agenda, until such time as
improvement of other security matters had demonstrated thet the
Frenoch have made defrinite progress toward over-all security.

6, Postpons, on a "No comment" basis, any discussion
in the event that this problem is raised by the French prior
to being placed on the agenda for discussion.

2. This aspect of ths general problem of Fresnch over-all
security will bde coordinated with the U.K. prior to any approach
to the French concerning improvement of their diplomatic srypto-
graphic security. EQ 3.3(h)(2)
PL 86-36/50 USC 360!

3. USCIB is charged with the responsibility:

a. To designate an official to represent USCIB in
determining, along with U.S. negothtors, the most advisable
approach to be use , praea LQ ;! L me 8 _necessary
to reveal ‘

b, To davelop with appropriate U.X, authorities a
.oombined policy affecting this problem.

¢, To determine and advise the U.S. negotiators when
there have been established within the French Government those
conditions which are prerequisite to U.S., efforts toward the
improvement of French diplomatic oryptographic security. No such
efforts shall be made by the negotiators without the advice and
concurrence of the USCIB representative.

- 20 o
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TAB B

DISCUSSION

1. The threat to U. S, securlty which derives from the
insecurity of French communicaticns has been a matter of deep
concern %o the Unlted States for some time past.

a, In August 1948, USCIB considered this problem and
subnitted a split report for deeision by the National Security
Covnoll. No action toward the improvement of French cerypto-
graphioc security was taken at that time.

b, In September 1949, USCIB, on behalf of the U. S,
sovernment, acocapted a British proposal that a British erypto-
graphic device be provided to all NATO governments for use as
part of the CO3MIC system. This device was adopted by NATO.,

¢. Recently the problem of French eryptographioc
security has bocome increasingly oritical. As the scope of
U.8.,»U.K.-French collaboration has been extended, the French
Minlster of Defense has approaohed U.S., and UK, representatives
with regard to improvement of over-ell French security. Hence a
re-study by USCIB of the oryptographic aspects of French security
is indioatedo

. 2. Any consideration of French cryptographic security must
involve the questions of whether it would be advisable to take
action toward the improvement of French communications security
practices and procedures, and if so, the nature and scope of
corrective measures to this end.

3, Studles conducted by intelligence agencies of the
United States indicate that French government departments and
agencles are penetrated extensively by the Communists and,
therefore, thelr present over-all security is very poor. It
would thus avpear that the improvement of ceryptographic security
at this time, without an accompanying improvement in other
security aspects, would have limited value.

measures should be addressed Loward either (a) the exclusion o
of U,S. iaformation from French diplomatic communlications or
(b) improvement of French diplomatic eryptographic security.
Inasmuch as the U.S. cannot ocompletely control French dissemina-
tion of U.S, information, it is clear that optimum corrective
' EO 3.3(h)(2)
PL 86-36/50 USC 3605

USCIB: 14/100 - 2] -
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measures must include an improvement 1n Fréhqh diplomatic
cryptographic security. Therefore, this study has been
directed toward this end. S

7. Nevertheless, early steps looking toward this improve-
ment would entall advantage through the development of secure
sommunications practices within the French Government. Godd
oryptographic security 1s not a condition which can be imposed
ell at once. The physical machinery - involved might be provided
and distributed in a very short time, but the intangible factors,
such as training, technical skill {in both use and maintenance),
securlty awarsness;, and smooth cooperation among widely scattered
operating elements, constitute a struocture which requires a great
deal of time to bulld,

8. TUltimately the improvement of French cryptographic
security may be necessary on all communication links to avoid
leaks through retransmission to other offices or lLower echelons
in poor oryptographic systems, but some advantage will acocrue
from progressive improvement commencing with specific links
carrying important informetion of combined interest.

9. Assuming that a decision is ultimately made to proceed
with the improvement of French oryptographic security, four
possible methods exist whereby this improvement of French com-
munications security may be undertaken: ’

a. The establishment of combined oryptocenters for the
reencipherment of all U.S.,, U.K., and French traffic passing in-
formation of a combined interest. This system envisages the
initial encipherment of the traffic of each nation in the orypto-
graphic systems of that nation.

- 22 -
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b. A requirement on the French that they use their

own best cryptographic systems,

¢. The provision by another foreign country of a
cryptographic system for French communications.

d, The provision by the U. S. or the U. K. of a corypto-
graphic system for French communications.,

10. Joint cggptooenters for remenciphermentr Although th
0 1 snpes D _Na 18 8881 dyerse ffecton tha

methods enumerated above. This method would be too complex and
cumbersome for efficient use. It would not be sufficiently ex-
randable t.0o accommodate any large number of French eommunicatlcn
links. It 13 doubtful that this method would be acoeptable
cperationally to the U. S. and the U, K, )

11. A requirement that the french“em thelr own beat
cryptographic systems. his method woul Ac
greatest adverse effect on the
adequate French oryptographic systems, only their militery oipher
devices would appear to meet the needs of extensive9 efficient

communications. EO 3.3(h)(2)
* PL 86-36/50 USC 3605

10(

12. Provision by another foreign countr of a oryptocraphic
system for French communications. %n view of the apparent
oapacity of the U, S. and U, K. %0 provide adequete sryptographlic
equipment under controlled conditions, it appears unnecessary to
look elsewhere for this assistance. ;

13. Provision by the U, 8., or the U° K. of a orggtograghio
agetem fo¥ French communications. the four methods enumerated
8 method wou

above, appear to be the best. So far as can be
forese ‘least nor the greatest adverse
effect Although this method would in-
volve & 5 ¢ equipment under conditions

which thise Government cannot control directly, it is estimated
that the risk of compromise to U. S. oryptography is slight 1t
appears that the U. 3. and U. K, heve the capacity to provide
adequate cryptographic equipment for those French communicatilon
1links which are expected tc carry information of combined interest.
It may be noted that a precedent for this method exists in the
present NATO agreement whereby a U.K. cipher device has been
issued to certain elements of the NATO governments. This pre-
cedent, if extended within the French Government, would be most
easily extended within other governments if simiiar problems
should arise with other NATO countries in the future.

- 23 =
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SUBJECT NUMBER

USZIB: 57269 Item 1 of the Agenda for the Fifty-eighih
Mseting of USCIB, held on 8 )eeemder 1950.

Subjest: Approval of the Minutes of tae Fifty-seventh
Mseting.

MR. ARMSTRONG asked for commenits on the tantative version
of the Minutes of the Fifty-seventh Meeting.

GENERAL CANINE invited the attention of the members vo the
Decision on page 17, and sald that he would like to propose
that the Decision be changed to read as follows:

"USCIB accepted the report of the Security Committee
as contained in USCIB: 14/96, with amendments as indi-
cated in the above d!scussicnp It was agreed that the
decision on the appropriate time for forwarding the re-
port to the National Security Council willi be deferred
for further action by USCIB, but that this report be
furnished now to the State and Defense repressntatives
who will be engaged in detailed negotiastions with the
French on this problem. These negotiators will, at
their disaretionE forward the report to their superiors,"

The members accepted this proposed change.

MR. ARMSTRONG referred to his statement a3 contained in
the 2nd paragraph on page 17 and said that the 1dea that he
had intended t¢ convey was that forwardlng of the report to
the Sesretary of State and the Secretary of Defense gould be
conslidsered accomplished, construstively. He added that in
visw of approval of Genersl Canine’s proposal, howevsar, there
was no real need to amend his statement.

MR. ARMSTRONG then stated that there were two other aotaod@ ,
required by the Security Committes Report, upon which the Board \ ”—\\
had not made & declision. These were: 3 bi

(a) The naming of a Board member to serve 'as a
liaison officer for the Board with the designatod
negotiators on the French problem, 6 and _

{b} The designation of = representat .ve 10 assume
coordination responsibility with LSIB (through Brigadier

Tiltman) on the development of a US/UX poilcy with regard
to French communicstions security-

USCIB: 5/269 - 2 =
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MR. ARMSTRONG suggested, for the members® consideration,
that the USCIB Coordinator be deslgnated to represent the
Board in each of the above capacities.

The COORDINATOR expressed his willingness to be the repres-
entative of the Board in these matterz and the members agreed
that he would be so designated.

MR, ARMSTRONG asked for any other comments on the minutes
of the Fifty-seventh Meeting.

GENERAL AGEE comnented that his Department had previously
submitted to the Secretariat seversl minor changes; however,
they had been changes in form rather than substance.

The Segretary stated that these changes had been inserted.

DECISION: The members agreed to sccept the minutes of the
Fifty-seventh Meeting with the amerndments noted abova.

{ SECRETARY'S NOTE: In visw of the above decislon bhis

itsm 1s dropped from the "Perding Actlons" seotion of
the agendaof

‘USCIB: 5§/269 =« 3 -
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USCIB: 14/112 APPERGED DUCUMENTS CUNTAIN

CODE WORD MATERIAL

8 January 1951

MEMORANDUM FOR THE MEMBERS OF USCIB:

Sub ject: Security of Foreign Communications.
1. The attached letter on the above sub-
Ject 1s forwarded at the direction of the Chairman
USCIBo ’
2, This subject will he discussed as an

item of the agenda for the Fifty-ninth Meeting, 12
January 1951,

(VY

H. If,/JONES
J. Wo PEARSON
Secretariat, USCIB

APPENDED DOCUMENTS CONTAIN
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London
12th December, 1950
SB/783

Chairman,
United States Communiocation Intelligence Roard.

S DD OF S BT D D 6D G R O S0 P S5 S 60 D S =5 OB SO I a0 G0 CT 45 D G ab S5 T D 30 S5 =0 e IR 53 1D G W OO o D QD G0 e

Subjest: THE _INSECURITY OF FRENCH DIPLOMATIC CYPHERS

In accordance with the U.S. - British Communication Intelli-
gence Agreement, L.S.I.B, wishes to raise with U.85.C.I.B, the
problem of the inseourity of French cyphers as a matter affecting
Third Parties to the Agreement (paragraph 5).

2. This problem was the subject of an exchange of views between
the American and British 8ecretaries of State for Foreign Affairs
in 1948. At that time Mr. Bevin said that, in view of the gravity
of the issues at stake, he thought that the Frenoh should be in-

formed with | _;land this in-spite
of objections Trom his expert advisers., MNr. NMarshall, however,

replied that the National Security Council was unable to accept the

British proposals, EO 3.3(h)(2)
PL 86-36/50 USC 3605

3. It is the view of L.S.I.B. that circumstances now exist which
require a re-examination of this problem. In the first place,
though British oyphers have been, or are in course of being, pro-
vided to France and other countries for the transmission of inter-
nationel traffic dealing with Western Uanlon and N.A.T.0. affairs,
the security of French telegrams on related or national subjects
is still seriously inadequate. Secondly, the trend of international
events makes any French oryptographic wsakness inereasingly inimical
to U.S. and British interests. Finally, it is important that the
Comint agencies should reach agreement now about the action required
so that it may bve taken at the first appropriate moment. - EO0 3.3(h)(2)
-~ PL 86-36/50 USC 3605
b . L.S.I.B. is of the opinion that French cypher security can only
be adequately improved by the French undertaking a complete reorgani-
sation of their arrangements and accepting outside technical advice.
It will be difficult to persuade the French that these radical

measures are negessar and to convince them we may havae. to inrorh
information, we will almost certainly be denying ourselves the \

oypher seourity that L.S. I B 1s prepared to accept the

5. It is proposed that we should firsi, approach the French at the
highest level and inform them:
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{c) that, should they not believe this, we are prepared to .
demonstrate it to their experts provided they will agreeo

(i) completely to overhaul their eypher arrangement%®33(h)(2)

(11) to accept the appointment of British and/or U. SPLSE}?’G/‘%OUSC3605

experts to assist thenm.

Only when all arrangements for th?,annninnmann_nr_nnz_axnezts_maza__;;
completed would we proceed to the

7- L.S.I.B. therefore seeks the concurrence of U.S3.C.I.B. to the
following proposals:

{a) that there should be agreement in principle that an
approach to the French on the lines suggested above
should be made at an appropriate time;

(b) that A.F.S.,A. and G,C.H.3., should co-operate in working
out the technical details of the action required, both
as to what information should be divulged and what
cryptographic advice and assistanoe should be given;

(c) that to effect this collaboration, A.F, Svo and G,C.H.Q.
should independently work out plans which would be
Esought together at a conference to be held early in

51'

(d) that, once the combined technical plan has been agreed
rurther consideration should be given to deciding when0
how and by whom the plan should be implemented.

8. In order to save time and in the hope of U.,S.C.I.B, agreement
to these proposals, the technical research required for 7(c) above
has already been set in motion at G. CQH Qo .

/s/ TP 86-36/50 USC 3605

. ohairman,
SB/783 London Signal Intelligence Board.
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