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UK/US COMMUNICATIONS SECURITY CONFERENCE 1953

Report of the Executive Committee

to

The Plenary Committee i
|
i

1&° - 1. . The Executive Committee of the UK/US Communications Security Conference
,QE) 4953 have completed their deliberations and have approved the detailed
- reports of the various Sub-Committees. |

2.  The Executive Committee have drafted a report on the Conference,
ineluding the major recommendations, and this is attached hereto.

Se It is recommended tﬁat

(a) The detailed Reports of the various Sub~Committees be
submitted to the U.K. Cypher Policy Board and the U.S.
National Security Agency for approval and further
action as may be appropriate. .

(b) The Enclosure be forwarded t» the U.K. Chiefs of Staff
and the U.S. Joint Chiefs of Staff for approval.

~PL 86-36/50 USC 3605

Chalrman
Executive Committee
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UK/US COMMUNICATTONS SECURITY CONFERENCE 1953

REPORT
TO THE U,XK. CHIEFS OF STAFF AND THE U.S. JOINT CHIEFS OF STAFF

1. In accordance with the agreement reached by the U.K, Chiefs of Staff and
the U.S. Joint Chiefs of Staff following the 1952 UK/US Communications Sécurity

Conference, the 1953 UK/US Commmnications Security Conference has been held in
. London, It was preceded by two weeks of informal discussions between U.X, and

U.S. Engineering and Security experts.

2, During the Conference the following subjects were discussed:

a. Replacement of the existing Combined and NATQO High Grade
off-line general cryptosystem.

b, Other off-line cypher machines,

Ce Oﬁ-liné teletypewritgr'cypher machines,
d, Speech security equipments,

e, PFacsimile security equipments,

f. Non-machine off-line cryptosystems including special purpose
crypto-devices and systems,

e Transmission security, as distinct from cryptographic security.

h, The security of non-commmnications transmissions, including
navigational aids, IFF and data transmission.

i. Crypto~material production equipments.

3. The Conference included a full and frank exchange of views on all the items
listed above, demonstrations of such equipments as could be made available and a
number of visits to establishments engaged in research and development of
communications security equipment.

4, During the course of the Conference, there were, as in 1952, independent
discussions regarding the production of cryptomaterial required for Combined and
NATO communications, The allotment of tasks betweenn the U.K, and the U,S. was
agreed and thers was a valuable exchange of production techniques and procedures,
There were aldo useful discussions, outside the Conference, of communications
procedures having security aspects and progress was made towards uniformity of

practice and improved security.

5. The enclosed Reports of the various Committees which discussed the items
listed in paragraph 2 above were approved by the Conference and have been
submitted to the U.K. Cypher Policy Board and the U,S. National Security Agency.

/The
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The highlights and major recommendations of the Conference were as follows:=

V%
Qe

be

Ce

Ce

3

\

Replacement of the existing Combined and NATO High Grade off-line
general cryptosystem

The U,K, have accepted the U,S., cryptoprinciple embodied in the

AFSAM 7, now in production in the U.S.4. The new U.K. off-line machine,

at present in the development stage, will embody this principle but as
the U.K, machine is not expected to be in position before 1960, the
U.S. will make available some 3,500 AFSAM 7 machines to the U.X,

until the U.K, machine is available, and some 3,000 machines to other
NATO countries, probably in time to introduce this system for

Combined and NATO communications by 1st July, 1956, The U.K. and U,S.
security experts have agreed that the security provided by the
existing LUCIFER system (CCM) is acceptable in the meantime,

The Conference recommends that ultimately the cryptoprinciple embedied
in the AFSAM 7 should be adopted for Combined and NATO third level use.

On-line teletypewriter cypher machines

Operational demands for equipment of this kind are greatly in
excess of its availability, The U.K. and U.S. have a very limited
number of on-line equipments in existence and others are in course
of development., Long-term plans will aim at the maximum degree of
standardisation, thereby reducing the lack of flexibility of
communicationy and difficulties of maintenance caused by the present

situation,

Spurious emissions which endanger communications security

The Conference agrees that radiation, conduction and induction
from communication and crypto devices are potentially grave sources of
insecurity, This subject is receiving detailed examination by both
countries, '

Speech security equipments

No speech security equipments suitable for Combined and NATO use
are available at present. The U,K., and U.S, have a number of projects
under development for strategic and tactical uses but as yet these have
not been subjected to field trials,

Facsimile security equipments (CIFAX)

The U,K, and the U.S. have specific projects for black/white
CIFAX under test but it is as yet too early to consider one to meet
Combined requirements,

As the CAN-UK-US JCFCs have already agreed that multi-channel
sub-carrier frequency modulation is the best method of transmission
for CIFAX for other than short distance ground-wave HF radio links,

- the Conference recommends that the Communications Bquipment Panel of

the JCECs be invited to agree a technical specification for a multi-
channel SCFM transmission system for Combined use with CIFAX.

/f.
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Transmission security

The Conflerence was greatly concerned that in peace time
unclassified messages are transmitted in plain language by insecure
means, Such messages not only lead to the revelation of intelligence
but they tend to nullify the good +that can be achieved by otherwise
sound security practices. This is true for two reasons: because
compilations of individual unclassificd items often provide
intelligence of Secret or even Top Secret classification, and because
plain language messages, related externally to cypher messages, can
Jeopardise the security of the latter and of the address procedures
employed with them.

Other aspects of transmission insecdrity were also examined,
G ge call signs, unchanging frequencies, cxternmal characteristics of
encrypted messages,

The Conference was aware of the serious operational difficulties
involved in finding a solution to these problems and recommends that
small Working Groups of security advisers and users should be set up
by the U.,K, and the U, S. to study these problems and propose their
sclution, The results should be exchanged betwecen the U,K. and the
U.S, and, on the basis of these, Combined plans should be made,

Non-communications transmissions

Neither the U.,K, nor the U,S, cryptographic agencies were at this
stage able to put forward any practical solution to the problem of
providing security for such transmissions, It was considered that
insufficient effort was as yet available for detailed study, even on a
theoretical basis, If this study is to be undertaken, additional
personnel or an alteration in priorities weould be necessary.

On the subject of the use of SIF with IFT‘Mark-X, the Confercnce
recommends that the attention of the CAN-UK-US JCECs should be

directed to the fact that the security agencies of both countries

agree; B
(1) that the present proposal for using SIF with IFF Mark X, with
code~-changing on Mode I is insecure as an 1dent1flcation system;

(2) furthermore, that the personul and Functional identities of
Modes II and IIT could be a valuable source of intelligence to

an enemy; .

(3) that the CAN-UK-US JCECs be invited to restate the security
requirements for a system to operate in conjunction with IFF
Mark X. This specification should contain information about the
degree of confidence in the identification required, and the
amount of risk which would be acceptable.

(4) that when the security requirements have been received from the
CAN-UK~-US JCECs the cryptographic agencies of the U.S. and the
U,K. should make joint technical proposals for a new and secure
IFF system,

/h.
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Weather cryntosystems

The Confercnce agrees that the CCM should be adopted as the
off-line machine system requested in the NATO Meteorological Flan
and recommends that urgent action should be taken to seccure

acceptance through the CECS of the Standing Group with a view to
plaocing the material necessary to implcment the plan in position
by the 1st May, 1954, Very early provision should be made to equip
a key circuit with suitable teletypewriter security equipment.

Communications Security Development Programme

The Conference considers substantial economy of development
resources on both sides of the 4tlantic could be achieved if a
directory were compiled showing the Combined and NATO communications
security requirements and then a combined programme for
communications security equipment were evolved from it,

The Conference recommends that the C.P.B., and N,S.4. should
prepare such a directory and prograrme,

BExchange of equipments and components

The Conference recommends that as 2 regular procedure each
nation pruvide to the other on an indefinite loan basis, for test
and examination, engineering and first production models of components
and equipments of mutual interest; and that if exchange is not
practicable the equipment should be subjected to an agreed series of
tests in the parent country,

Bffects of advances in electronics

. Advances in electronics and circuitry will have a profound effect
upon crypto~operations, supply and maintenance as they are practised
to=-day. For this reason, thought and planning by the Services are
required now if they are to be in a position to enjoy the full
benefit of the advantages offered by clectronic crypto equipments
when they become available,

Co=ordinaticn of Cryptographic and Communications
Equipment Development

The present practice of almost indepcendent development of
cryptographis equipment and certain forms of communications equipment
has at times led to incompatibility of one with the other., It is
necessary that cryptcgraphic equipment bc designed to suit the
reguirements of the communications system or, where necessary, the
communications equipment and practices be adjusted to make possible
the utilisation of an acceptable cryptographic system.

The Conference recommends that the necessary steps be taken to
ensure that such communications security as is required should be
considered at the time when the Staff and Operational Specifications
and/or Military Characteristics for communications equipment are
being formulated,

/m.
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. Operating and Maintenance

The development authority must maintain close co-ordination
with the user Services so that the operating and maintenance
requirements are made known at all stages in the development, Thus,
users may weigh the need for the equipment against the maintenance
and training requirements anl, if necessary, the development
authority may adjust the design to meet the operating and
maintenance problem.

The Conference recommends that therc be consultation between
the development engineers and the engineers and communicators of the.
Services as early as possible in the process of development of each
equipment in order to achieve these ends,

1, Standards of .Security Requirements

During the Conference the U,X, and U,S. security advisers
. prepared an agreed method for the technical statement of security
assessments of cryptosystems and the Services have adopted a mebthod
of expressing their security requirements; these will be of mutual
assistance in deciding whether a proposed cryptosystem affords
adequate security.

Oe Puture Liaison

(1) Working Staff. The Conference recommends that there should be an
exchange, on a semi~permanent basis, of working cryptanalysts
and engineers from the rescarch anl development establishments
of the two nations; and that Jdetails should be worked out between

CPB/GCHY and NS4.

(2) Visits. The Confcrence vecommends that the visits of engineers
and security experts, independently of the Conferences, as
already authorised (1952 Conference Report paragraph 11e) should
continue,

6. Next Conference

 The Conference recommends that the next Conference should be held in
- Washington in September/October, 1954, the programme to be agreed later in the
- light of developments in the meantime.

PL 86-36/50 USC 3605

W.F., Friedman,
Chairman,

- —Yor Chalrmen, U,S. Delegation.
Cypher Policy Board.

LONDON,
10th November, 1953,
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UK/US COMMUNICATIONS SECURITY CONFERENCE 1953

g ae

Report of the Executive Committee

to

 } ¥ ‘ ' ' ' The Plenary Committee

1s The Executive Committee of the UK/US Communicafioﬁs‘8é§urity Conference
1953 have completed their deliberations_andihavggapp#ovéd-the detailed reports
of the various Sub-Committees. . .‘ o .
2. The Executive Committee have drafted a'réqut onfthe}Conference, including
the major recommendations, and this is attached hereto.
"3+ It is recommended that |
(a) The defailed Reports of the various Sub-Committees be
submitted to the U.K. Cypher.Policy Board and the U.S.
Natinnal Security Agency for‘information and further
action as may be appropriate.
(b) The Enclosure be forwarded to'th; ﬁ‘K. Chiefs of Staff

and the U.S. Joint. Chiefs of Staff for approval.

s

_PL 86-36/50 USC 3605

Chairman, _
Executive Commithee
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Report

to the U.K. Chiefs of Staff and the U.S. Joint Chiefs of Staff

of the UK/US Communications Security Conference 1953, -
f. In their endorsement of the Report df the ﬁK/US Communications Security:
Conference which was held in Washington in? ay/June 1952 4the U,K, Chiefs of
Staff and the U.S., Joint Chiefs of Staff agreed that:’
(a) The next Conference should be held 1n,LondQn in j953.
(b) That a fortnight should be prov1deg’before the Conference opens

for discussions between U.K, -ande S. Englneerlng and Security

experts for examiration of eqﬂipments and for v151ts to establighments.

/H

(c) That the Conf'erence 1tself,should be 1n the follow1ng two phases, .
held concecutlvely. /

(1) Phase I: Preparé;ion by the Engiﬁeering and Security experts‘

staffs end representetives of CPB and 4AFS.C to examine and
dgfine Combined and NATO operatlonal requirements and, where

ecommend eguipments tg meet them.
S de =

\ eVl o Yo

e 19 "C\%nference W London, es—

261'11 October and closed on 10th Nnvpmlm:m? It was preceded by two weeks of

informal discussions between U.K, and U.S, Englneerlng-and Security experts..
ng During the:Conference the following subjects were discussed:
a.  Replacement of the existing‘Cqmbined and NATO High Grade
off-1ine general cryptosysten. |
b.’ Other cff-line cypher machines,
C, On-line teletypewriter c&phér machines.,
d. Speech security equipments.

e« Facsimile security equipments,

/t.
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f, Non-machine off-line cryptosystems including special

purpose crypto-devices and systems.
g. Transmission security, as distinct from cryptographic
security,

h, The security of ncn-communications transmissions, inoluding

navigational aids, IFF and data transmission,

g’a ’ Et. Cryptc-material production equ:u.pments. :

.Jtéports of the various Ccmm:.ttees which dlscussed th?gltems llsted in

: paragranhkabove havetxen/\su ted to thé{iU K, Cypher Pol:.cy Board and the

U.S National .‘aecurlty agency for information and f‘urther action as may be

appropriate i d

‘-3. The Conference_ included a full and frank exchange of views on all the items
lis;ted, demonstrations of such equipments as .co&lci"bé 'rlnar.ie: available and a
nu.mber c;f visits to establishments engaged- in'reséarch and development of
communications security equipment, |

4. During the course of the Conference, there were, as in 1952, independent
discussions regerding the production of czyp.tcmatefial _req—uired for Combined and
NATO communicaticns, The allotment of tasks between the U,K, and the U.S, was
agreed and there was a valuablé exchange of productic;n te;chniqués and procedurcse.

There were also useful discussions, outside the Conference, of communications

- procedures having security aspects and progress was made towards uniformity of

ey .

practice and improved security.
S‘ The highlights and major recommendations of the-Con‘fferehce were as follows:-

 a, Replacement of the existing Combinéd and NATO High Grade off-line

general cryptosystem. 3 ‘ ' : Dk A ) WM&MM )

'The U.K, have accepted the U S, m:cryptOprlnclnleAnow in oroduction

in the U,S,4, sa-idiokdemigk: The new U.K. off-line machine ot present in the
development stage will embody this principle but as the U,K, machine is

not expected to be in posltlon befcre 1960, the U,.S, w1ll make available tc

the UK, _ il the U ch1ne is available, some 3,500

ATO
" AFSAM 7 machines ?prob ly in time to introduce this system for Combined

and NATO communications by 1st July, 1956, The UK, and U.S, security
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exrerts have agreed that the security provided by the existing

S N - LUCIFER system (COM) is acceptable in the meantime. The U, I<.

U.S. also reccmmend that#ultimately,\ shouldl

machine ﬁequiring no #ower BUo=2y for Combined and NATO
lew-sehalon use and Air Furces_[ There is no machine

now under deyélopment by the U,S. m

provide a possible ultimate

solutior

&) On-line teletypewriter oypher mechines, .
Operati-onal demands for equipment of this kind ere greatly in
excess of its availability, The U,K, .and U.S, have

a very limited number of on-line in existence and others

are in course of development, isdho-mement,—pone ATc ogpable O

Long-

term plans will aim at the maximum degfee of standardisation,

thereby reducing the lack of flexibility of communications and
’ ' difficulties of malntenance caused by the present situation,
(Q) Spurious emissions/ which endanger ccmmunications security,

~

The UK. and the U.5, agree that radiation, co nduo‘clon
ave \

inductiop from communication and crypto devices arf gr
sources cf dnsecurity, This subject is receiving detailed
examination by both countries,

' (Q) Speech security equipments.

No speech security equipments suitable for Combined and NATO use
are available at present, The U.X, and U,S, have a number of

pro jects under development for strategic and tactical uses but as

' yet these have not been subjected to Field trialsf.&h’cu,—i—«

/£)
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ga} Facsimile security equipments (CIFAX)

The UK, and the U,S, have specific projects for black/white
CIFAX under test but it is-aslyet too early to consiler one to
meet Combined requirém;nts;- o

fig the CAN-UK-US'JCECs have aireaiy agreed that multi-chennel
sub-carrier frequency modulation is. the best method of
transmission for CIFiX for othef than-shorf distances ground-
wave HF radio links, it is. recommendei that the Communicaticns

ree a technicel

Equipment Panel of the JC Cs  be 1py1ted tc e

\/// specification_fo
.*'

Combined use with CIFAX,

2 multi-chahnel SCFM trensmission s, stem for

 Non-machine nff—llne,d//ptcaystem ing, Qding

. (®) Transmission security.

The Conference was yreatly concerned that unclessified messages

or twc reasons: becauge”ccmpilations of

messages, can Jecopardise

Other aspects of transmission insecurity were also examined,

esge call signs, unchanging frequencies, external characteristics

of encrypted messages. /The

—TOP-SECRET-
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reccmmendg_that %/ small Workin&‘

Groups of security advisers and users. to s dy hese problems' and

propose their solution. The results should be exchanged.between the
 U.K, and the U,8, and, on the basis of these, Combined plans should be
mede,

Non-communications transmissions,

Neither the U.K, nor the U,S. cryptograshic agencies were at this

stage able to put -forwerd any pradtical solution to the“prcblem of

providing security for s transmissions. It wasg”considered that

etailed study, even on a

insufficient effort Afas as yet available for

undertaken, additicnal

theoretical is, If this study is to

PErso or an alterstion in priorifies would be necessary.

On the subject of the use of SIF with IFF Mark X, 1t is recommended
that the attention of the CAN-UK-US JCECs should be directed to the
fact that the security agencies of both countries agree:

(1) that the present propcsal for using SIF with IFF Mark X, with code-
ochanging on Mode I is insecure as an identification system;

(2) furthermore, that the personél and functicnal identities of

Modes II and III could be a valuable source of intelligence tc en

confldence in the identificé}ipn required, and the amount of risk

which would be acceptable.
(4) that when the sec ty requireméﬁts have been received from the
CAN-UK-US J.C.E.C. ntographic agencies of the U,9, and the

als for a new and secure I F.¥, systeme

technical prcpd
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(2) That if\osslble it shqulg Ne with the Mark £

transpondex\\unlt. .

(b) Thet if (o) absyg K be impossibNe they should, in

(&\l Weather cryptcsystems,

s The U.K, and U.S. have agreed that the OOM should be adopted as

- the off-line machine system requested in the NATO Meteorological
Plan and it is recommendied that urigent action should be taken to
secure acceptance through the CECS of the Standing Group with a

view to placing the .material necessary to implement the plan in

-~ position by the 1st May, 1954.

on-line teletypewriter security

n S & ilable.

S until the .
- ¥ It is thought that cons1derable economy of development rescurces
&n both sldes of the, #tlantic could bs achl ved Pm
S &M:’ wv»v T e t—\&g W‘N‘_\ n
the Combined and NATO communicatlons securlty

requirements i Oryptozrar aments or systems_sh % -

O me

3¢

such a directoby
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subJjected to an agreed seriszof tésts‘ i the parent‘ country.

G ‘. / "/i LD /
: Jo-Acen signi

e i‘.: A P s - . .
. cant” advapcel in.zls oR ac—
e T
enference. fthese will have a

as they/are praghtlsed to-dagy. Yoy this reason, thought® and

",y NS S PTW W, : O.Qx V"‘m A?WW
pl ng sheyld-be—afarted now PGS Service & they Are to

| \

111 benefit of the advantages

be‘in a pgéition to enjoy the
offered/by electronic crypto quipr-nents'when they become

avajdsble,

ﬁ Co-ordinaticn of Cryotographic and Communications
Equipment Development.

The présent vractice of almost independent development of

eryptographic equipment and certain feorms of communications

-7 '
equipment has led tc incompatibility cof one with the

’ other, In order that compafibility may be, achieved i

essential that]such commynicefions sgelrity as i€ required

udl= omnmiin [ _. g

Should be considered Mminderrrizlo

~peprizemend at fAe time Whl.il Stsff eand Operstional
Specifecations—andlor Y axs Ch) vy W T

Sec \ Tas 6 necessary o= thxt the cryptograrhic )
equirment Wb designed to suit the r3guirements cof the

. s T
communicatighs system or, where necessary, \the communicaticns

& equipmen/ and rractices @ be adjusted to mek possible the

Ysation of an accentable eryrtosraphic system,

uti
It is recommended that the mecessary steps be taken to

~course of action is edeptod-by—edd—somcerned.

/Operating

ensure that
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M Operating and Maintenance,

The develcpment authority must maintain close co-ordination
with the User Services so that the operating and maintenance

requirements are made known at all stages in the development.

s 3 or the & Nt egainst the

ntenance and training requirerients and, ifaécessary, the

//

deveIOpment’fEEEQpity’aéy adjust t

operating srd malntensnce oroblem,

esign to meet the

It i1s recommended that there be consultation between the
development engineers and the Service englneers and
communicators as early as possible in the vrocess of development

of each equipment in order to achieve these ends.

ﬂp Standerds of Security Requirements,

During the Conferencs thé U.X, and U,S. security advisers
prenared an agreed method for the technical statement of

security assessments of cryptosystems and the Services have
adopted a method of expressing their securiéy requirements; these
will be of mutual assistance in deciding whether a proposed
cryptosystem’affords adequate security,

~

@) Future Liaison,:

(1) Working Steff, It is reccmmended that there should be an

~exchange, on a semi-permanent basgis, of working cnyptanalysts

and engineers from the research and development establishments

of the two nations; and that details should be worked cut between
CPB/GCHG and NSA,

(2) visits, It is recommended that the visits of engineers and
security experts, independently of the Conferences, as already
~authorised (1952 Conference Repcrt paragraph 11 e) should

continue,

“TOP-SECRET- g
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@. Next Conference,

It is recommended

Operational /Communi fg;;jgg;;>the Service Departments

and representatives of C,P.B, and N(S(./fl. to define Combined and

2

' PL 86-36/50 USC 3605 -

W.F, ¥riedmen
Chairmen,
CTETTTEN, ‘ U,5, Delegation,
Cypher Policy Board,




