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UK/US COMMUNICATIONS SECURITY CONFERENCE 1953

REPORT OF THE SECURITY SUB~COMMITTER

to the T

EXECUTIVE COMMITTER
1e The Security Sub-Committee has made security assessments of U.K, and U.S.
systems which are attached at Appendix 4, It should be noted that the phrase
"further study required" as apflie& to an equipmeﬁt still under development
means that information is insufficient for a final assessment but that . -
continued development is Jjustified. |
2; Recommendations on transmission security are attached at Appendix B,
3. An aéreeci method of expressing security assessments is é‘btached at
Appendix C, togetHer with proposals for t:he information which should be
provided by users in stating their requirements from the security point of view,
Because of the nature of the discussion in this paper the Security Sub-Committee
recommends that only the following statement be’ included in the main report of
the Conference: | '
"Duriné the Conference the U;K, and U,S; security advisers
prepared an agreed method for the tedhnidai statement of
security assessments,"
L, In addition 'the Security Conmli_ttee has the foliowing general
recammendations to make;:- |
8o A high priority should be given to a thdrbugh investigation of;
(1) ‘the properties of quantised speech;
(2) +the practicability of intercepting, re_co:r_'aing and counting
| the output of many of the speech equipments under
consideration. |
b. * Steps Ishoulrl be taken to ;'eplace as soon as possible equipments
employing an additive sysfem in such a;'" way that there ié a

significant danger of producing a reada‘ble depth of two.
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Ca On;.Ly one~time key tape which has been produced and checked_ in
accordance with agreed UK/US.standards should be employed with
one-time tape equipments.

d. All equipments should be rendered secure against spurious
emissions which endanger communications security.

e, The design of on-line equipments should be such that it is
impossible to transmit plain text inedvertently in place of
cypher text.

£ Further study should be made of keyboard operation with start/ stop
on~line teleprinter cyphering syétéms to analyse the dangers
arising from operator and machine idiosyncracies,

g« The cypher signal transmitted from an on-line cypher system must
be a pure cypher signal not containiné any elements recognisable
as plain'text or cypher key.

h. The cognisant authorities should be informed of the UK/US views on

_the security of the S.I.F, with I.F.F. Mark X, If a solution to
this problem is to be found it is essential that the users should
state their overall security requirements for an I.F.F. system.

5. The Security Sub—Comm:Lttuc. also offers the following recommendations to

i W et w—%fﬁgs& IC anaiits U5,

m 1 ais wee
o mveﬁiem O °M ? - PL 86-36/50 USC 3605
a ==

. exchango of working cryptanalysts between N S.n.. 41 and

G.C. . Q. ~the Jeta:.ls to be worked out between N,S, A. and.

7
G.C.HQ. 4 R AW, 8.3
&, €In addition to this exchange of personnel, Preguent vislts be‘tvx'(een _

U.X, and U,S. for thereag-h— technical discussions of comnunlcatlons
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5.
' %9 4 more rapid interchange of new information and ideas -
affecting systems under assessment and questions of
transmission security.
& The preparation of an agreed programme of cryptographic
. assessments for the coming year; this programme to include
both U.K. and U.S. systeﬁs which require assessment; N.S.&. 41
to prepare a draft programme of this kind and forward to the

C.P.B. for agreecment. S

" PL 86-36/50 USC 3605

Chairman
Security Sub-Commuittee (Phase I)

3rd November, 1953.

B TLARIFNAY
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APFENDIX 'A' to the Report of
the Security Sub-~Committee to
the Executive Committee,:

UK/US COMMUNICATIONS SECURITY CONFERENGE 1953

SECURITY ASSESSMENT OF CRYETOGRAEHIC EQUIPMENTS
IN USHE AND UNDER DEVELOFMENT

Off-line Equipments including Teletypewriter Equ:iépment

used off-line,

On~line Teletypewriter Systems.-

8peech and Cifax Bquipments,

Special Purpose and Hand Systems.,

Cryptographic Froduction Equipments,:

30th October, 1953.
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1e Off-line uqulgments' Teletyp cwrlter Equlpment used Off line:

. Snecial Purpose System

04 U, S. E'quipments

(1)

(2)

(3)

(&)

oISaM D17
(a) The U.K.,require further study.

(b) The U.S. consider that with clear indicators the system
is secure for low echelon traffic.

AFSAM D, 21

The U,XK. and U.S. con51uer that the equlnment is secure subject
to adequate checks of the standard of the one-time key tapes._.

AFSAM 36 .

(a) The U.K. consider that with edequate precautions in the
choice of machine set-up, with bisection and with message
lengths restricted to 250 letters the system is adequately
secure for low echelon use, -

(b) The U.S. consider, that with the limitations already
placed on it, the machine is adequatuly secure as a low
ecelon system but they will examine the U.K, limitations
in detail. .

AFSAM 7
(a) POLLUX

(i) The U.K., are not in favour of ‘clear indicators because
of the possibility of recognisina and exploiting
tailing messages and messages in depth. Further study
required when more is known about traffic loads and the
. 1likelihood of ogorators‘ errors.

(ii) The U.,S, con51der the system adeqpately secure for low
achelon use but they will keep traffic undler review,
If dangerous insecurities appear they feel that they
can modify the proceiures sufficiently to overcome them.

(b) 4DONIS _
(i) The U.XK. consider that ADONIS is secure for all
classifications of traffic for at least the next ten
years provided that a good standard of operating is.

maintained but require further study in view of the
recent increase in the number of elements,

/(i1)
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(ii) The U.S. consider that ADONIS is secure for all
clagsifications of traffic for the next twenty years
provided that a good standard of operating is
maintained, o

The U.K. and U.S., consider that the system is securc for all

classifications of traffic for at least the next five years
provided that a good standard of operating is maintained.

CSF 888/889 (HERCULES)

The U.K. and U.S, agree that the HERCULES system is secure for .

all classifications of traffic for the next five years provided a
good standard of operating is maintained.

C.C.M. (LUCIFER)

(a) The U.K, and U.S. agree that LUCIFER gives adequate security

(v)

for all classifications of traffic for not more than threc

years provided that a good standard of operation is maintained,

but consider that the C.C.M. must be replaced as soon as
possible,

For Mbtq%grological traffic, the U.K. and U.S. agree

(i) that it is not essential to have separate rotors for
meteorological messages provided that there are
separate key lists.

(ii) that in ship~to~-shore systems short meteorological
messages can be incorporated in ordinary messages,

SIGTOT (Off-line use)

The U.K. and U,S. agree that the system is secure for all

clasgifications of traffic subject to adequate checks of the
standard of the one-time key tape and provided that effective
physical methods are employed to prevent the re-use of key tape.

ASAM 2-1 (ORCUS)

(a)

(b)

The U.X. believe that the indicator system may be vulnerable
and if this is so the machine set-up for each link using the
same key pad can be recovered. Further study is required
when details of traffic volume ani message lengths are
available,

The U.S. believe that the volume of traffic encyphered on
one machine is too little to meke this a serious shortcoming
but- also requires further study.

) /(c)
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(¢) The U,X, and U.S. are concerned however at the insccurities
whi.ch may arise as a result of opcrator's errors anl agree
that the procedure, being one which permits of a
significant danger of produ01ng a readablc depth of two,
sh.oul1 be replaced.

(:

=

) The U,X. and U.S. agree that the me.chine should be
replaced as soon as possible,

’

U, XK. Equipments

(1)

(2)

(3)

CORTEX

(2) The U.X. regard the system as aidequately secure for low
echelon use for the next fifteen years provided that

(1) +the number of groups encyphered at each indicator
is limited to 50 groups,

and (ii) indicators are extrmctcd from specially constructed
key lists,

For higher level use indicators must be disguised
(encyphered) and messages limited to 50 groups. Bven so, if
1t is necessary to legislate for the undisciplined opcrator
PORTEX cannot be guaranteed as adequate for TOP SECRET
traffic for more than the next five years, If the rules sre
observe? and assuming an adequate indicator system, the
wmachine may be rcegarded as secure for the next twenty years,
The U.K. consider rORTEX to be a Category 'a' cryptosystcm.

(b) The U.S, require further study.

TYVEX II. (SIMPLEX)

The U.X. and U.S, agree that the system can be regarded as
adequately secure for the next five years for all classifications
of traffic provided that
(a) a zood standard of operating is maintained,

(v) bisection procedure is used,

(¢c) the variable spacing used is of the 1, 2, 3 type.

TYL3X MaRK 22

(a) The U,X. consider the equipment is secure for all classifica~-
tions of traffic for at least the next five years,

(v) The U.S. know nothing against the system but require further
study.

) /(L)
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(4) SINGLET/PENDRAGON/COFPPERFIELD (UESTART)

The U.K., and U.S. know nothing against the system buk

require further study.

(5) ROCKEX o '

The U.K. and U.S. agree that the system when used correctly

18 secure for all classifications of traffic subject to adequate
checks of the standard of one-time key tape and fto further study
of spurious emissions which endanger communications security.

Miscellaneous Equipments

(1)

TEO3.3((Q)

(a)

(b)

PL 86-36/50-USC 3605

Adequate security for low echelon use could be
achieved by the use of a codebook provided that no spaces
are encrypted between groups.

The U.S. require further study as a matter of urgency in
view of the U.K. statement.

(2) ©X=52 and CX~52H

The U.K. and U.S. require further study as a matter of

urgency but there seems little doubt that it will give a very
high degree of security if properly used.

On~line Teletypewriter Systemé

S.e

U.S. Equipments

(1) AFSAM 9/AFSAZ D7315

@

ATHENA

The U.K. are not in favour of the use of clear
indicators.

The U.S. require further study as to the extent to
which clear indicators can be used on higher level nets but
consider that clear indicatnrs are probably acceptable on R
low echelon netse

The U.K. would approve the use of AFSAM 9 with AFSAM 109
with encyphered indicators for all classifications of traffic
for the next five years provided a reasonable standard of -
operating is maintained. During the perind a very careful
investigation should be made of the occurrence of operators!
errors. If operators' mistakes are such that any of the
attacks appear dangerous the U.K. suggests that the machine
be modified by the addition-of a plugboard.

—TOP SECRET- /
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AENEAS

The U.X. and U.S. agree that the system is secure for
all classifications of traffic subject tn adequate checks of -
the standard of the one-time key tape.

PYGMALION/IRIS

(1) The U.K. view is the same as in the case of AFSAM 9 with
AFSAM 109 with encyphered indicators but they are also
concerned about the loss of traffic flow security if
indicators are chosen at random.

(i1) The U.S. consider the systems will be secure for all
classifications of traffic if properly used, but after
experience of the machine under operational conditions
they may have to revise the procedures. They consider
that operators' errors can prejudice security but they do
not expect them to occur sufficiently frequently for
there to be any danger of compromise.

ASAM 2-1 (DAPHNE)

(a)

. ()

The U.K. and U.S. agree that DAFHNE procedure is adequate for
on-line or off-line uses The achievement of security of
traffic passed by DAPHNE procedure requires the modification
of the assoclated equipment, where necessary, to eliminate
the possibility of operators! faults which may cause
inadvertent transmission of plain text.

U.K. and U.S. agree that the machine should be replaced as
soon as possible.

AFSAM )4 (CENTAUR and IXION)

(a)
(b)

U.K. require further study.

U.S. accept CENTAUR and IXION procedures but will review the
indicator procedure for certain uses.

AFPSAM WM, AWSAM L5

UK. and U.8. agree that the system 1ls secure for all

classifications of traffic subject to adequate checks of the
standard of the one-time key tape.

SIGTOT )

U.K. and U.S. agree that the system is secure for all

classifications of traffic subject to adequate checks of the
standard of the one-time key tape and subject tn a modificatinn
of the assoeciated equipment %o prevent inadvertent transmission
of the plain text. .

/(6)
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AFSLM B, 22

(a) The U.S. consider the machine secure for all classifications

of traffic,
(b) The U.X. require further study. Nothing known against,
AFSAM D.26

UK., and U.S. require further study..
LFSHM D, 37

U.K, and U,S, require further study.

Jiguipments

(1)

(2)

(3)

(&)

(5)

(6)

(7)

MINSTER

U.K., and U.S. noted that the U.K Services do not intend
to use this equipment.

METROrOLE

U.K. and U.S. require further study.

IHILOMEL

U.K. and U.S, require further study.

CONVERTOR NO. 5

. U.K. and U.S. agree that the equipment, when used with
Apparatus 5 U.C.0., provides adequate security for all
classifications of traffic for the next twenty years. It is
believed that complete traffic flow security will be provided;
further study will be made to verify this.

ARTICHOKE

U.K. and U,S. agree that the equipment provides adequate

gsecurity for all classifications of traffic for the next twenty
years. It is believed that complete traffic flow security will

be provided; further study will be made to verify this.

LCTARATUS 5 UCO

U.X. and U.S. agree that subject to adequate checks of the

standard of one-time key tape the equlpment is secure for all
classifications of traffic.

CTRCUIT MERCURY

UK, and U,S, agree that the equipment is secure for all

classifications of traffic for at least the next twenty years,’

/(8)
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INCUBLTOR

U.X. and U,S, reguire further study.

Specech and Cifax Bguinments

e

U.S.

I ruisments

(1)

(2)

(3)

(&)

(5)

(6)

(7)

4FS4Y D, 806

(a) The U.S. consider the system is securs for at least
five years. '

(b) The U.K. rejuire further study, since the number of
in +the system has been increased.

LFSAY D, 809 _
U. K. and U,S8. reguire further study.

AFSAY D. 807

the next

variables

(a) U.K, consider that if D, 807 transmissions can be intercepted
and recorded, the machine cann>t be regarded as sccure for
SECRET traffic.,. The technical Aifficulties of interception

and recording are at present so great that they add
considerably to the security of the systen.

(p) U.S. consider the machine secure for all classifications of
traffic subject to further investigation of the possibility

of intercepting and recording or counting,.
4F34Y D, 808

U.X. and U.S. rejuire further study.

«FSAY D, 810 .

U.X. and U.S. require further study.

LFSLY D, 816

(a) U/K. consider that if D, 816 transmissionscan be intercepted
and counted, the equipments cannot be regarded as secure

even for Secret traffic.
(b) TU.S. rejuire further study of U.X. views.
ALFSAY D, 801

U.K., enl U,S. reguire further study.

 TOP-SEERET—
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(12)

U. K.

AFSaJ 700
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LAFSLY D, BOL

(a) The U,XK. view is that the system without random walk rings
cannot be considered to provide the degree of security T
reguired, PFurther study of systems with random walk rings o
is required.

(b) The U.S. consider that the system without random walk rings
but with appropriate alarms is secure for low echelon use
although they recognise the "JOSSlblllty of successful high
speed attack, The U.S. consider that the system with random

walk rings and alarms is secure for all class:.f:.catlons of
traffic,

4FS.Y D, 830

U.K., and U.S. agree that the system is not secure and d»>
not recommend its use for any purpose.

The U.KX, and U.S, agree that the equipment is secure for on-~line
cneypherment of facsimile or teletype for at least the next twenty
years, The U.S, will carry out experlments to verify that adequate
traffic flow security will be prov:.ded in multi-channel
teletypevwriter use.

AFSaX 503

U.,K, and U.S. agree that the equipment is secure for all
classifications of traffic for the next twenty years.

AFSAX D, 505
U.K, and U,S, reguire further study.

Baulipments

(1)

(2)

(3)

BANGLE

r

(a) U.K., and U.S. agree that the ejuipment is secure for all
classifications of traffic subject to adequate checks of the
key film and provision of satisfactory alarms,

SORCERER | .

U.K. and U,8. agree that the eguipment is secure for all —
clasgifications of traffic for the next twenty years,

BLUE BOY (D.70)

(a_) The U.,K. view is that because of practical difficulties of
intercepting and recording, the Apparatus D, 70 which includes
the key generator BLUE BOY, may be considered as secure for
a period of at least five years., It is still under study.

/(b)
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(b) The U.S. rejuire further study. _ -

(4) TRUMFETER

U.X. and U.S, ;r'equire further, study.

(5) HALLMARK IT

U.K. and U.S. require further study. More experimental

data on the properties of speech in delta modulation systems are
required before a final assessment can be made, -—

(6) FICKTICK . .

’

U, X, and U.S. require further study.

(7) MOUNTEBLNK : _

(2) U.X. consider the equipment is secure for the next twenty

years.

(b) U.S. reguire further study. Nothing known against.

Special Purpose Systcms

8.

b.

Ca

d,

AFSAM 499
U.X, and U.S. require further study in the light of the

possibility of planned interrogation by an enemy.

LESAM 498

The U,XK. and U,S. agree that the machine is theoretically not
secure against planned interrogation by an enemy.

.AFSAM D. 31

The U.K, and U.S.ragree that the system is secure subjectto
adequate checks of the. standard of the one-time key taje.

NLTEX

¢
(1) Security

(a)

(b)

The U.K. consider that with the restrictions already

suggested by them the NATEX cryptosystem with underlying
plain text is adequately secure for all classifications of
traffic but there is some danger from cribs and operators'
erYors, '

The U.8. consider that N.TEX with underlying plain text is
secure as long as certain restrictions are imposed, but
require further study on the exact nature of the restrictions. -

/(e)
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(¢) The U.K. and U.S. agree that the use of an underlying codebook
would have considerable security advantages and make some of
the restrictions unnecessary.

(2) Indicators
(a) The U.K. and U.S. agree that for general NATEX use it is
desirable to have a new five letter indicator system which
would enable the message to start at any position on the line.
(v) The U.K. and U.S. agree that the indicator system proposed by
the U.S. be recommended for NATEX 3rd level use with the

following modifications:

(i) 4identification of the indicator page to be from message
externals only, '

- (ii) operators to be forbidden to choose the six letter
indicators from their assigned page in regular orders

Running Key Cypher (U.S. MERCURY)

(1) The U.K. consider that if plain language basic text is used with
R.K.C. in quantity or with any regularity the system is not secure.
Provided, however, that a well constructed basic book is used,
security is greatly improved, but it cannot be guaranteed that
exploitation of an occasional key table will never be possiblee
The U.K. consider R.K.C. to be a Category B system. .

(2) The U.S. generally agree but require to study further the U.K.
views particularly on the Category. It is now in existepnce as
a Category 'A! system.

GRIP

The U.K. and U.3. agree that the system is not secure and do not
recommend its use for any purposes

Double Subtraction on S.S. Frame

The U.X. and U.S. agree that the system is secure for all
clagsifications of traffic provided that different key sheets are used

for the two subtractions and that the agreed safe trwfflc 1noad is not
exceeded.

I.F.,F. System (High Security Identification)

(1) the U.K. require study.

(2) The U.S. consider that the system is marginally secure but it can
be improved by the addition of another permutation.

SJIFe with T.F.F, Mark X

(1) Mode 1
The only cryptographic features of S.I.F. with I.F.F. Mark X

are the methods proposed for providing the changing codes in
Mode 1 operation. Even if the methods of changing the code were

—TOP-SECRET—
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cryptographically secure, the U.K. and U.S. agree that it is not
posgible to change the code frequently enough to prevent the enemy
from masquerading. In addition, the risk of physical compromise
of the cryptographic element is great. The UK. and U.S.
therefore agree that the use of S.I.F. with I.F.F. Mark X on
Mode 1 with or without any code changer is an 1nsecure method
of proving an identity.
(2) Modes 2 and 3
No cryptographic security is proposed for Mode 2 and 3 use
of S.I.F. with I.F.F. Mork X and the U.K. and U.S. agree that
these functional and personal identity modes could be a most
valuable source of intelligence to the enemye.
(3) Tor the reasons given above the U.K. and U.S. agree that the
whole of the present programme for the use of S.I.F. with I.F.F.
Mark X should be reconsidered. .
Be Cryptographic Production Equipments
as« AFSAW 7200
The'U;K. and U.S. agree that subject to satisfactory results
from zero increment counts and from all standard checks on individual
tapes, the tapes produced by AFSAW 7200 can be considered adequate
for all types of use.
UK. Bgquipments
be 5 UCO Key Generator
The U.K. and U.S. agree that subject to édeqpéfé checks during
and after production the tape produced by the equipment is secure.
Ce ROCKEX Key Generator
The U.K. and U.S. agree that subject to adequaée checks during
and after production the tape prnduced by the eguipment is secure.
de BANGLE Key Generator
The U.K. and U.S. ogree that the key film is probably secure
but further study is reguired because of a small bias which has been
detected in the key f£ilm generator.
e.  TRIMMER

The U.,K. and U.S, agree that further study is required but,
gubject to adequate checks of the output the key produced is
probably secure.

/T
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i U.K. HOLLERITH Methods )

U.X. and U.S. agree that pads @roduced by this method are
secure provided that adequate supervision is maintained during
production,

e UsS. Pad Production Method

UK. require study
U.S. consider that pads produced by this method are secure.

NOTE: A check of a production equipment or its product is considered
adequate if the check is designed to meet agreed UK/US criteria.
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APPENDIX B to the report of the
Security Sub~-Committee to the
Bxecutive Committee,

COFY NO: 1

UK/US COMMUNICATIONS SECURITY CONFERENCE 1953,

SECURITY SUB-COMMITTER
R&#ORT ON TRANSMISSION SECURITY

1. Present Situation.

The U,K. and U,S, sgree that British and U.S. measures to maintain
trensmission seourity do not reach the same standard of efficecy as do those for
the maintenance of cryptographic security. Eresent practices are insufficient
to deny a potenfial enemy intelligence derived from the study of elements of
trensmissions external to the cypher text. ‘

é. Contributory Fectors,

There are a number of inter-related communicatiocns prectices end methods

which contribute tc this state of insecurity; these are discussed below:

. The‘Use of ?lain Language,

TheJﬁggug?h;iain language for the tranmsmission of messages, even
those in themselves unclessified, not only leads to revelation of
intelligence but tends to nullify the good that cen be achieved by
otherwise sound security prectices. This is true for two reascns:
'because'compilations of individual "unclassified_i%ems“ often provide
intelligence of Secret or even Top Secret classification, end because plain
language messages, relafed externally to cypher messgée$, can Jeopardize
the security of the latter and of the address prObeduye%_epployed with them,
The U.K, and U.S. agree that redio tran;missionboflplain‘Z;n;::;;]messages

should be forbidden, regardless of whether classified or not, excepting

cases covered by the already agreéd prcvisasghéf'in tacfical.situations.#hs—;

. pormEIO INZ Ui f¥esr may authorize fhe sending of messages—in—the—cleers—

b. The Usé of Plain Longuage Addressing on Encrypted Messages.

The use of nlain languege addressing on encrypted messeges leads to
provision of direct intelligence of the order of battle type and also to
posslibilities of assuming with fair accurscy the content of certain of the

encrypted messages so headed. The U.K. and U.S, agree that the use of
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plain languege addressing on classified messeges should be
abolished.

e. 0Call Signs. ' T . o

Cell Sign Systems used by all stations other then the large
fixed ones which must inevitab;y be;idenyifiable; mist be seéure against
the enemy tracing the continuity of identify'frcﬁ'day'tc day. 4t
present there is nc universal means for’prbviding.this cell s%gn
securisy elthough there is agreémenf onfphe_ﬁsg 4f daily changing call
signs in time of war. The U;K. end U.S, ha#e-examined the basic call
sign systems and the "csall sign'encfjﬁtiﬁnlﬁigﬁﬂ éha agree the follawing:

-(1) Daily chenging calls shmuld_be'institgféé:iﬁ time of peace,
Their value lies nct only injtbc-£n£eiliéenoe.they deny the
enemy but in meking herder cr impcsqigig'hié_task éf
maintaining.continuity of irié.n‘liifiéati.é‘?ﬁt‘ff‘zsm neace to war,

(2) New basic books should be produced” &nd  should be ormpiled

with properly hatted variants, o | o

. : £

(3) The use of = commen cell Sign'encryQtiah key'list_for all ;f
Services world-wide has CQnside?ébléhseaurity'disédvantages. ' “‘Q

(1) The overall adeguecy of thé cﬁrrehﬁ s&étém for the enoryption '  JE!
of call signs should be-reiﬁvgstigcxéd'éﬁ& if nécessary a new .g
cne devised, ﬁny new sysbtem fdrycali sign encryptibn, in ' -_ @T

additicn to being secﬁre,-éven with thé basic bock cocmpromised, ‘

must be easy to use and tc prodiuce;

d. Frequency Changing, S . I

The U.K. and U.S8, sgree é;means'must-be found to changé
frequencies at a repid rate and with ﬁde vériafiCn_s; that failure to
do this will tend to diminish the.security gdhie;eblé by the other
practices under discussicn,

e. BExternel Cherecteristibs of Cryvtusystems.

The U.K, end U.S, agree that the fect that-cryptgsystems can be
sorted intc general types by external charscteristics, and intc specifié
types by system indicators (ﬂiscriminants) is a scurce of inaecurity

that shguld be eliminated, L | /f.



8, | . REF ID:A522923

f, ALuthenticaticn,

The U.K., and U,8. agree that the currently approved systems end

methods for authentication, although secure in many'rgspegts, do not in

fact afford a guarantee of the authenticity of transmissions or a
positive safegusrd against intrusicn.

g. Message Externals in Tepe Relay, -

Present tape relay systems camnot operate witbogt undisguised
routing indicators. The U.K, and U.S, agree-that-ﬁhdisguised_routing

indicators provide valuable intelligenqé:?nﬂ-ﬁhﬁp_the?n P/ trensmission

over radio and sensitive line circuits must'be eliminated. Fhexrefore,

ﬁrEsant*tapG-reiay‘prﬁaéaﬁFEE‘rEqu:re—arbaaie—eaerhaul The U.X. and U.S,

~Meha
agree that a&%e:naﬁﬁéj appears. to .be the adoptlun of

' \#&Lot-p&»akot uuijiue
total link encryptlon u31ng cryptosystems capable prov1d1ng automatlc
traffic flow security". The U.K._enﬂlU.S._have agreed the follaw1ng
definition'of this fterm: | - -
"Aﬁtomatic traffic flow security.is the“condifidn achieved by
automatic means, in which an enemy is denied knowledge of the volume
and r;uting of traffic passed over a'ciycuit"; . o
Thus entomatic traffic flow security not only disguises message externals
but also prevents traffic analyées based“on‘tbtal volume and message
lengths, - | o
3. Recommendations,
A—— _ o . .
a. The UK., end U.,S8. fully realise that proper implementation of the above

. R . -
constitutes an ideal, but agree that serinus and urgent:consideration be given

to the determination of the maximum degree of transmlsslon securlty which can be
achieved. \Th aE;b g&§>;;commend that small Wﬁrklng Groups consisting of
security advisors and users should be :set up on both sides of the Atlantic to
DégggZ&mi_aE;ggﬁgig%ige—%hs—aecbiemr— The rusults sh»ulﬂ be exchanged between the
U.X, and U,S. and on the basis of these combined plans maﬂe.' Although no limit
should be placed on the terms of refergncé of these groups in the field of
trensmission security, it is felt that the follQWing list dncludes those items

cn which immediate action is possibles } /(1)
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(1) New basic call sign books should be prepered using verients
compiled in accordence with criseria providéd by NoL
(U.S. ection)

(2) iLgreement should be reached-cn the practicgp;ii%y_qf using a
nunber of call sign encryption key lists in lieu of a
sinple world wide key.

(3) Study of and recbmmendationg regarding replacement of the
current call sign encryption system, besed at least in part
on the evidence proﬂuced:by'ﬁxercise MARINER.-M

(4) The following data with regard to. suthentication should be

provided:
(1) Types of authentication for which_sysfeﬁs_ére required,
(2) Degree of prcteétion needed,
(3) Chances end scope of planned interrogation by an enemy,

_.b. The afcorementioned working groups should congider the remaining
questions of plain languege, plain language headings, frequency changing,
message externals in tape relay, together with eny other é%sociated items as
rapidly a‘sJ possible.‘)\g_’ .

c. N.S.4. end C,¥.B. should evaluate methods for providing all
cryptosystems within a class with identical external charégﬁéristics; Special
attention should be given to a means for gliminating the uée of undisguised

M e~ Ha g -
system indicaters in messages passed in the cr tosystem chosen to replace CCM,

3rd November, 1953,




“e , REF I_D:ASQQL‘M%W - ®S

b iiDIX B to the report of the
Sevttrity Sub-Committec to the
Ixecutive Committee.

9’03 mo, q—

UK/US GOMMUNIC.TIONS SECUSITY CONyEZENCE 1955.

SECURITY SUB-COMMTTTE® .
REiORT ON TRANSMISSICN SECURITY

1. Fresent Situation..

The U.K. and U.S. agree that British and:U,S; méésdrés to maintain
transmission security do not reach tce seme sfacdard of efficacy as do those for
the maintenance of cryptograbhlc security. ?resent préctices are insufficient
to deny a.potential enemy 1nte111gence derived from the study of elements of
transmissions external to the oypher text. L

2, Contributory Factors.

There are a number of inter-related communicstions prectices and methods

which contribute to this state of insecurity; these are discussed below:

a. The Use of rlain Lanzuage.

The use of plain language for‘thé trénsmiééion of messages, even
those in themselves unclassified, not only leads tc"rchlation of
intelligence but tends to nullify the good that can be achieved by
otherrise sound security pracﬁices. .This.ic,ﬁrue for two reesons:
‘because compilations of individual ' uncla551fied itcms often provide
intelligence of Secret or even Top Secret 015581ficat10n and becsuse plain
1anguage messeges, related externally to cypher messages, Can Jjeopardize
the security of the latter and of the address procedures cmployed ‘with
them, The UK, and U,S, sgree that radio’ transmission of plaein language
messages shouli\be'forbidden, regardless of whethcr ciassified or not,
excepting cases covered by the already—l agree_d proviso that in tactical

situations ths commanding officer.may'authcrizc'the_sending of messages

by radio in the clear,

b. The Use of ilain Language Lddressing on Encrypted Messeges.
The use of plain language'aﬂdresaing on encrypted méssages leads to
-provision of direct intelligence of the order of battle type and also to
pOSSibilities of assuming with fair accuracy the content of certain of the

‘encrypted measapes so headed, The U.K, and U.S, agree that the use of

plain languagc addressing on classified messages should be abplished,

/b._
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. .
c. Call Signs,

Cell Sign Systems used by all stations other than the large
fixed ones which mﬁst inevitably be identifiab}e, must be secure ageinst
the enemy tracing the continuity.of identity from day to day. i
present there is no universsl means for providing this call sign security
although there is agreement on the use of daily changing <all signs in
time of war. The U,K. and U.S5. have examined the basic cell sign
systéms and the "call sign encryption plan" and agreec the following!

(1) Daily changing calls should be instituted in time of
peace, Their wvalue lies not only in the intelligence they
deny the enemy but in meking harder or impossible his task of
maintaining continuity sf'identification from peece to war,

(2) New basic books s£ould be produced and should be compiled
with properly hatted varients.

(3) The use of a common call sign eﬁcryption.key list for all

Services world-wide has considerable security disadvantagés.

(4) The cverall adequacy of the current system for the encrypfiop
| of call signs should be reinvestigated'dﬁd if necessary a new
one devised. .iny new system for call sign encryption, in
eddition to being secure, even with the basic bock
compromised, must be easy to use end to produce,

d., Frequency Changing,

The U.K.' and U.S, égree a means must be found to chenge
frequencies at a rapid rate and_with ﬁide Qa%iétidﬁé; thet failure to
do this will tend to diminish the.security achieveble by the other
prectices under discussion,

e. Dxternal Chsracteristics of Cryptcsystems,

The UK, and U,S. sgree that the fect that cryptosystems can be
sorted into general types by external chéracteristics, and into
specific types by system indicatcrs (discriminents) is a source of

insecurity that should be eliminated, /2.

—TOP-SECRET-
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£, Luthentication,

The U.K; and U,S, egree that the currently approved systems and
methods for authentication, although secure in_many_;¢§p§c£s,_do not in faoct
afford a guaranxee of the authénticity of transmissions or a positive
safeguard against intrusion,

g. Message Kxternels in Tepe Relay.

fresent tepe relay systems cannot operate without undisguisea

routing indicators. The U.K. and U.S. sgree that undisguised routing

indicamors.provide valueble inteliigence and that'theiri?adio transmission over
- radio and sensitive line circuits must be eliminated. Therefore, present

tepe relay procedures require a basic overhaul. The U,K, and U.S, agree that

the wost feasible alternative eppears to be the adgption of total link

encryption using cryptosystems cepable of providing "eutomatic traffic

flow sécurity". The U.k. and U,5, have ‘agreed the following definiticn

of this term: -

"Lutomatic traffic flow security is the condition achieved by
automatic means, in which aﬁ enemy is denied knowledgé of the volume
and routing of traffic passed over a circuit," |

Thus automatic vraffic flow security not only disguises messsge externals
but alsq prevents traff?q snalyses based on total volumé and ﬁessage
. lengths,

3. Recommendations.

8. The U.K, and U,8, fully realise that proper implemenfation 5f the above
cons?itutes an ideal, but agree that serious gnd'ufgent conﬂideratiﬁn %;y give~
whew the determination of the maximum degree of transmission'sgcurity whaich caen be
achieved., They accordingly reoommend that #ee smell Working Groups consisting of
securlity advisors end users should be set up on both sides of the .silantic to
provide a solution %o the problem. The results shoﬁld be exchanged botween the
UK, end U,S, and on the basis of thesé combined plans.made, zLthough no -
limit should be placed on the terms of. reference of these groups in the field ;f

trensmission security, it is felt that the following list includes those items

on which immediate action is poqgi?lef - /()

—TOPSECRET—
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(1) New basic call sign books should be prepared using
variants compiled in acccrdance with c?iteria provided by
Nsi (U.S. action) L -

(2) iireement should be.reached én the practicability of using
a number of call sign encryptioﬁ key lists in lieu of a
sinsle world wide key.

(3) .Study of and recommendajicns regtrding'replaﬁement of thé
current call sign encryption system, based at least in part
on the evidence produced by h;ercise M-RINER, |

(h). The following data with regerd to authentication should be
provided: |
(1) Types of authentication for which systems are required.
(2) Degree of protection needed,

(3) Chaﬁces end scope of plenned interrogaticn..

b. The aforementioned working groups should consider the remaining
questions of plain langﬁage, plain lsnguage headings,_frEquéncy_changing,
message externals in tape relsy, together with any other associated items as
rapidly as possible, -

c. N.S.i&. end C.x.B. should evelue methods for providing all
veryptosystems within e class with identical external characteristics.. Specisl . B

attention should be given to & means for eliminating the use of undisguised

system indicators in messages pesssed in the cryptosystem chosén to replace CCM.
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¢ T be slower and CoBGLlier -

then enalogs of electronic devices. It is ektremely difficult however to séy

how much slower and costlier, since operations vary wifely, end unexpecte:dl
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LNNEX B to Appendlx ]
LCS(53)/S/Rekort (Final Draft)

Bxpression of Security Regquirements

Considerations Relevant to the Problem

1« In order to make an assessment the security advisers require to know at

least:-

Qe

be
Ce
de

€.

the degree of confidence to be placed in the system
(the Confidence Factor) ”
the proposed level of use-

the expected traffic load

the minimum acceptabie'message length

details of any special traffic peculiarities.

2, Provision of the information required under 1b to 1e above presents

little difficulty but determination of the Confidence Factor is not so

straightforward,

The Confidence Factor moy be defined as the tolerable

expected proportion of unreadable messages to realable messages within a

1

stated period of time. In_Calculating the acceptable Confidence Factor it

will be necessary to.take the following factors into account:-

Q.

b,

Ce

d.

€.

T

e
h,

 the classification of traffic to be passed in the system

-

the Intelligence importance of the traffic to the enemy

the time factor

-the volume of traffic

the echelon of use
the rumber of holders in a cryptonct
the cryptoperiod .

the physical security conditions,

3. In making an asscssment the security advisers will take into account the

normal incidence of machine failures and operators' errors appropriate to the

echelon and system in question,
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ANNEX C to Aopendix G to
LCS(53 )/3/Report {Final Draft)

TITIE,

U.K. CRYPTOGRAPHIC REQUIREMENTS PRO~FORMA. -

1o Titla or Codename of equipment
2‘, Equipment to be used by:
(2) Navy
(b)  Army
(e) Air Force ' S - - _
(a) maTo | o
(e) Other . _._{_} L
e Level at% which equipmer;t is to _ L
be used . . . . . S '
(2) Mavy
(b)  Army
(c_) air Force
(a) NATO
’ (e) Misec,
be (a) Type of Traffic to be

passed on the equipment

(1) Strategic
(2) Tactiocal

(b) Estimated proportion of
higher classification -

(1) Top Secret

(2) Secret and below _
5. Volume per key

(a) Desirable maximum
(b) Acceptable minimum

6. Number of holiers




7.

9.

10,

1.

12.

13,

Category

Message length
(a) Desirsble minimum

(b) _Bstimated average

Treffic peculiarities
(Stereotyped; prc-forma, etc.)

[ ]
Irocedure

(2) Disguised indicators
(1) Acceptable
(2) Unacceptable
(b) Bisection
(1) Acceptable
(2) Unacceptable
(c) Varieble spacing
(1) Acceptable
(2) Unacceptable
(@) Continuation preccedure
(1) Accgptéble

(2) Unacceptablé

(a) Requirement for
fublicaticn

(b) ©/L Replies
Risk of physical comprcmise

Type of Operater

(2) carcer
(b) casual

ssscciated staff requirement
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ANNEX C to LCS(53,/8/R6 (Final Dweft).
dated 29th October, 1953 i

i 4

TITLE

U.K. CRYPTOGRAPHIC REJZUIREMENTS PRO-FORMA

1. Title or Cndename of equipment
2. Equipment to be tsed by: '
(a) Navy

(b) Army

(e¢) Air Force

(d) NATO

(e) Other

3 Level at which equipment is to
be used

(a) Navy
(b) Lrmy
(¢) Air Force
(@) NaTO )

(e) Misc.

L. (a) Type of Traffic to be
passed on the equipment

(1) Strategic
(2) Tactical

(b) Estimated proportion of
higher classification

(1) Top Secret

(2) Secret and below

Pa Volume per key

(a) Desirable maximum

(b) Acceptable minimum

6. Number of holders - P
| —SECRET— /7
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7. Message length

(a) Desirable minimum
(b) Estimated average

8e Traffic peculiarities
(Stereotyped; pro-forma, etc. ) -

9. Procedure
() Disguised indicators
| (1) Acceptable

(2) Unacceptable
(b) Bisection

(1) Accepbable

(2) Unacceptable
(¢) Varisble spacing

(1) Acceptable

(2) ﬁnacceptable
(a) Continuation progedure.

(a) Ahcceptable

(b) Unacceptable

10. | Category

() Requirement for
Publication

(b) P/L Replies

11«  Risk of physical compromise

12+ | Type of Operator

: "~ (a) career

! (b) casual

13. | Associated staff requirement

—SECGRET—



