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- | ' YK/US COMMUNICATIONS SECURITY CONFERESNCE 1953,

Report of the Operationel Requirements Sub-Committee
to th.e .

Zxecutive Committee.

' ' UK/US/NATO Operationsl Reguirement for Off-Line Cryptosystems,

Section I - Off-Line Machines.

A, Replacement of the Combined Cypher Machine., .

1. The Operational Requirements Sub-Committee censidered the replacement .of the
existing Combined Cypher system in the light of the d:cisions reached at the
1951 and 1952 Conferences and the exchange of telegrams between the U.5. J.C.S.
end the U.K.C.0.5. which has tcken place since the' last Conference.

2, The following feetors were tcken into_aqcpur;;t:.

a. All UK, and U,S, Services agreé to éﬂoi)'t"the.".l\DON:IS E:ryptosystems
. for Combined and NATO use as soon os suitable cquipments are
available, ' ' oo

b. The U,K, Services do not consider that the AFSAM 7 provides all the
.user facilities desireble in an off-linc cyphetr mechine but
nevertheless, they are prepered to adopt it for vombined snd

NATO working until the UK, replacement machine is availeble and

e provided that certein faults which were discovered in the AFSAM 7 N\
St during the user trizls are remedied. : '

c¢. The U,S, Services sgree to sdopt the iFS:M 7 for Combined and NiTO
use provided thet the deficiencies discovered during the user trials
ere remedied. Efforts to remedy these deficiencies are under way but
if these are not successful, implementation of. the programme mey be
delayed, To cover this eventuslity a contract to develop enother
iDONIS equipment (iFS/M L7B) has been initiated.,

e d, 411 UK, end U,S, Services agree that for higher echelon use there is a
requirement for a machine embodying the .DONIS principle which will be
capable of five unit code tape operation, both input =nd output.

e. ‘The Committee noted that an iFS:M 7 production contract has been placed
- end that the output is presently approaching 40O equipments per month.
It considered that the kmown deficiencies probably can be .corrected by
introducing design changes in the produetion line., '+s soon as the '
design of the machine is finalised, production can be stepped up to
600 per month and it is estimated thot sufficient cquipments will be
eveileble to meet the UK/US/N:iTO second level requirement by July 1956.

3 FRR f. The contrect calls for the produdtion of spere sarts concurrently
B with the production of main equipments and these spare parts normally
will be issued at the seme time as the equipments,

| g. The UK/US agreed security estimate of the 1ife of the LDONIS
oryptoprinciple is at least 10 years from this date,
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3. The Operaticnal Requirements Sub-Committee recommend thet:

a, [LDONIS be adopted as the new cry'ptcrrlnclnle for combined and NiTO
cff-l:l.ne use, . :

b, 1st July, 1956, be sgreed as the impl-ementation target date fcr
replacing the present CCM with an +DONIS equipment regardless of
the equipment which embodies the prineciple,

¢, Provided the corrective action being taken is successful, the
UK. accept the AFSAM 7 with U.S,-provided rotcrs for usaye
during the period interim to the develoyment snd nroducticn of a
naticnel U.K, equirment cepable cf :.DONIS onerat:.on.

de Gonsideraticn be given to providing en equipment embody:mg the
ADONIS cryntoprinciple and having .facilities for five-unit tape
operation, both input end output,

e. The ebove agreement suversede the 1950 BRUSA agreement to
adopt the BRUIUS cryptoprinciple as the CCM replacement,

B. Third Level Requirement for a Power Operated Machine.

'L, The Sub-Committee reviewed the require_n-lent's fcr e power operated of f-line

oypher mechine for Third Level Combined and NATO use, It was agreed thats

a8, There is a major requirement for a machine for Combined and
NATO Navel Third Level uses °

b. There is a smell requirement for a mach:me for Combined and
NATO Alr Third Level use,

ce There is no requirement, at present, for a machine for Combined
NATQ Army Third Level use,

5.' The Sub-Committee recommend:

2, That ultimately, the powei' operated equipment adopted for second
level Combined end NATO use be adopted for third level Combined end
NATO use,

b. That until such an eguipment is availeble -the current interim
errsngements should continue in force,

C. Third Level Requirement for a Machine
uir No B Ex,ternal Power Su D

'6. The Sub~-Committee reviewed the requirement for a mechine req_u:.ring no
‘external power supply for Combined and NATO use at the Third Level, The U,S.

Services restated their view that a machine requiring the use cf dry batteries,

_such as PORTEX, 1is unsuitable for such a purpose; the UK, Services stated that
they would be prepared to use such a machine,

7. It wes sgreed that:=

ae There is a requirement for a small machine requiring no
external power suopply for use at the Third Level when
internationel forces are employed in the Assault Phase of

an -operatiocn, /b
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b, There is no equipment presently avsilable
which will meet this requirement but the D.17 appears
to provide a possible ultimate answer to this problem,

8. The Sub~-Committee recommend:

e, That selection of an equirment requiring no external
ncwer for Combined and NiTO use at the Third Level be

deferred,

b. That, in the interim nericd, since they are likely to be the
mejor parties in any international assault group, the U,K,
and U.S. should accept responsibility for providing to such
NATO elements as may be co-opsrating with them such
cryptographio equipment as mey be avallable at the time.

. Seotion II - Third Level Hand Systems,
A. NLTEK, ' T L

9. The Operational Xequirements bub-Committee re-aff‘:.rmed the decision of the
1952 Conference that NATEX is required:~ -

L e

8, “t the Second Level as e beck up to CCM orw1np to the shortage
of machines,

b, 4As an interim low echelon crjptosystem-.

10. The Sub-Committee egreed that although theoretically, and in conformity
with the above policy, there should be a NATEX key for. CObN’IC traffic es a

back-up for the CCM COSMIC key list (AMSF 29L4), the preparation of such e key
was not Justifiable since all posts requiring to handle COSMIC traffic were
equipped with COM most of them having more then one machine.

Keys Required,
11.. The Sub-Committee agreed that the following N:TEX keys are required for NATO

. }E. CUBes-

v

e, Peace Time | .
(1) Three Services World Wide (ACPs 270/2)
(2) Smell Sh\ips World Wide . (aMSPs 273/5)* |
(3) Classroom Treining : (AMSPS 286/290)
b, War Time . _ .
(1) Nevel General Area 1 (aMsPs 279/281)
(2) ﬁaval General Area 2 (AMSPs 282/28L)
(3) Small Ships irea 1 (MSPs 273/ 5)% |

(4) Small Ships irea 2 (aMsPs 276/8)%

# Note: There wil/l be no Smell Ships World Wide key in war,

/Definition
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Definition of ireas,

12, The Sub-Committec agreed:

that 1t was desirable that areas should be provisionally agreed to
enable correct quentities to be estimated and to facilitate
- stockpiling of war reserves at overseas distributing authorities
and that cryptegraphic zreas should conform to Operatilonal aress,

Use of NATEX with Basic Book,

13, The Sub-Committee took note of the Security Committee's statement that, if
used with a basic book, the security of NiTEY would be considerably improved,
There would be the following adventeges -

8, longer messages could be sent without change cof indic;ator

b. higher traffic loads could be.permitbed

c. varieble spacing need not be .used

d. the basic book might be éxpected to condense the length of the

encrypted text, o

14, The Sub-Committee accordingly sgreed that the UK, should cerry out trials
using a basic book with NATEX to determine its practicability, bearing in mimd
perticularly the pcssibility of an increased number of. garbles and greater

difficulty in solving them, :

Sm_ 1ified Indicator Procedure for Third Level Use,

15. The Sub-Committee took ncte that, at the request of Belgium, the U.8, had
prepered a simplified N/TEX indicator procedure for intre-national low echelon

use.

16, The Sub-~Committee agreed that the U.K. should study the new procedure from an
operational stendpoint and report on its possible use for Combined and NAIO third

B.  Transport Aircraf‘t Code,

17. The Sub-Committee tock note that in accordance with the agreement reached at
the 1952 Conference that there is a Combined UK/US and NATO requirement for

& Trensport iircraft Uade, the prcblem had been considered by the CiN/UK/US
J,C,-B,Cs and a draft code prepared, Since this draft code was not yet availsble
for study in the Air Ministry no further. progress.cn.this-item was possible at

this time,

C. Aircraft Movement Code,

18, The Sub-Committee took note that the requirement for en iircraft Movement

Code hal recently been referred by the CAN/UK/US J,C,-E.Cs. to the iir

' Stenderdization Co~ordinating Committee for compilation of the information
‘required tc bz included in aircraft movement pro-formes,

19, The Sub~Cormittee agreed ~

‘8. that when the aircraft movement pro-f-rmas were available it
woiild be necessary to consider a code of ccmbat type for encoding
thiem for use when the aircraft movement. messages could not be
~nerypted on standard on-line or off-line cryptesystems available on

the communication circuits concerned, / .
. . b.
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b. that, in crder that preparation of the necessary crypto
systems may begin, the urgent need for the provision of aircraft
movement pro-formas should be represeuted to the A.S.C,.C.
through the J.C.-8,Cs,

D, Meritime and Maritime Aircraft Code.

‘20, The Sub-Committee took note that the mein requirement for a Maritime and
. Maritime sAircraft Code for tectical inter-comminiceticn between ships and’

airereft had been met and the necessary publlcatlons were in course of

‘production,

21, The Sub-Committee however agreed -

a, that there was a requ:.rement for Marltime and Maritime J4ireraft
Code to be used in routine exercises in neace time since this
traffic might reveal informetion oh- A/b Warfare techniques to a
potential enemy; .

b, that G.C,H.Q. should complete--t'hei'r exemin;at_iori_of routine exercise
traffic already sent in by the hdmira_l_,ty_' axid.-ﬂir_Ministry;

c. that as a result of this examination G.C.H.Q. should recommend e
sultable rate of change for an edit:.on used wcrld wide for routine
exercises in peace time; . e )

de that in the interim perlod before this edition was availsble,
increased security for this traffic cculd in many cases be provided
by a more rapid change of the UK, Maritime Aircraft Reporting Code,
and that action should be teken to effect this;

e. that the practicebility of using AGP 176 recoded instead of
Marltime and Marltlme Zircraft Code should be examined by U.X,
and U,5, : .

22, The Sub-Committee confirmed that there was an operat:.onal requirement for
Maritime and Maritime iircraft Code to be carried by. Carrier~borne aircraft in
alr strikes over enemy territory, and that there.was therefore a big risk of

pl'ws:l.oal compromise.
_ 3. The Sub-('omm:.ttee therefore & reed -

. 8¢ that Meritime a.ni Marltime idreraft Code ‘was unsuitable for passing
" to end from maeritime sircraf't informatlon of 1ong term intell:l.gence

value; ~

b. that there was a requlrement for a rapid and secure system sultable
for this purpose; .

cs that the suitebility of fFSaM 7 for this purpose should be
investigated by the U,K, and U.S, -

" B Bomber Code.

24, The Sub-Committee tock note that the main requlrement for Strategic and

Theatre Bomber Codes had been met snd that the necessary publications were in
course of production, . )

25, The Sub~Committee however o reed - L

a. that there was a requirement for Bomber Code to be used in routine
exercises in peace time since this traffic might reveal informetion

of value to a potentlal enemy; _ /b
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b,  that the UK, and U,S5, should examine the requirement in
detail to determine the number of editions required and the
rate of change of editions necessary if adequate security
wes to be provided,

F. Naval Tacticel Codes,

26, The Sub-Committee reviewed the requirement for naval tactical codes.
Representatives of the Royal Navy and U.S. Navy propounded the respective

merits of a bock. system, such as Fleet Code, an& of a high grale machine
cryptosystem.

27. The Sub-Committee took note -

a. that ciphony would be the ultimate answer to a large oart of the
problem;

b. that for CW -

(1) the Royal Navy considered that the requirément could best be
met by a book system such as Flest Code rossibly revised and
made a good deal smalJ,er-

(2) the U.S. Navy considered tha.t the requirement could best be
met ‘by a high grade machine cryntosystem and that security
congiderations demanded such a system.

28, The Sub-Committee agreed =

e, that the Royal Navy should re-cxamine- the use of a high grade
" machine cypher with a view to its eventuelly meeting the CW
requirement;

b, that ‘doth the Royal Navy and U,5, Navy should con51der the

- requirement for a tactical code, small enough to enable the code to
be-chenged daily, for UK/US end NATO use in the interim period until
a suitable machine cryptosys't'em and ciphony are available,

. Section III - Submarine Communications, -

A, Nommal Duty,
:29. The Sub-Committee sgreed -

2. that for normal duty submarines should carry the machine crypto~
system in general use for seccnd level communicaticns

b. that so long as LUCIFER remains in use separate rotors and key
1ists should be provided for use by submarines;

c. that when LADONIS replaces LUCIFER it will no longer. be necessary

for submarines to carry speciel rotors, but special key lists will
still be required,

B. Haserdous Duty,
30. The Sub-Committee agreed ~
a, that- for hazaz:dous duty, submarines should cerry the mechine
cryptosystem in general use for second level commnlcations using
normal duty rotors a8 in paragraph 29 above;
b, that special hazardous duty submarine key lists should be provided;

c. that submari.nes should. destroy normal duty key lJ.sts before
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C. Backfup System,
.31, The Sub-Committee agreed - |
a, that there was a requirement for a sscure hand back-up system;

be that trials should be carried cut using a speeially prepared basic
bock with gerble-free letter groups recyphered by lbtter one~time
pad; .

c. that the basic book should be prepared by N.b A. in conJunctlon
with the U.S Nayy,

d. thet since the basic book will be used only with cne-time pads it
- can be compiled as a one part bock (1. e having combined code
and decodej ' -

‘e, that coples of the basic book should be supplied to the UK, to
engble trials of the system to be-carried out noncurrently
in. the Royal Nayy end U, S. Navy.

D, Ghangg from LUCIBhR-to ;DONIS.-

32, The bub-committee took ncte that, slnce submarines -can carry only one
muchine, it would be necessary to bear this fact in mind when the time came to
chenge from LUCIFER. to iDONIS for submarine communications.

»

- Section IV - Weather Security

33, The Sub-Committee wished to record that in the past weather communiceatlons
security requirements have too frequently been considered as diffcrent from and
hendled differently- from operationel commnications security requirements, This
separation was illogicel and cften led to weather. requirements being cverloocked
in the compilation of general crypto-requirements, Because of the long time
required to finance and menufecture crypto equipment, failure to include all
requirements at the proper time could mean failure 0 provide essential
security.

3. The Sub-Committee therefore'récomménded that in the future weather

- commmications securivy requirements should be. incorporated as part of the
complete operetional communications security requirement for crypto equipment,

Sectlon V.- Mbrchant Shlp Communicatlons,

"4, Merchant Shigs Cmtosxstem.
35« The Sub—Committee agreed .-

2« that, since nc machine system and no better hand system then
" MERSEX was available for general and convoy merchant ship
communications, MERSEX should continue to be used for these

purpcsesg

b, that, as a general guide, the merchant ships cryptosystem (MERSEX)
should be held by merchant ships of 500 tonsg gross or over fitted
with W/T,

/36,
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36, The Sub-Committee tork ncte that U.S. preposals for a new cryntosystem
designed to replace the MERSEX Independent Keys would be wut forward shortly ani

. ‘'would be considered by the U,K, in due course,

B, Cryptosystem for Merchant Ship Contrsl Traffic, -

37 The Sub-Committee agreed that there was no way of meeting the
communications security requirement for Merchant Ship Control Traffie unless
Chepter 5 of ATP 2 was much modified, It was however understood that U.s,
proposals to amend this chapter were to be expected shertly, and that these
proposals were designed greatly to decresse the volume of sigznellin: by -each
NCSO, Until these emendments were a re:d no action to plan the c yptosystems
required for this traffic could be taken, °

- 38,. The Sub-Committee however considered thet a machine cryptcsystem was

probably required at the larger ports, but that traffic origineted at the minor
ports could be carried by hand systems, rossible systems were cne-time ned or
NATEX, .

C. Other Merchant ohip lraff':.eL

39. The Sub~Committee tock note of the requirement to encnypt a large volume of
traffic originated by shipping companies and their agents and that this would
probably be encrynted partly by navel and partly by censorship authoritiess




