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10 _February, 1954 . . (LIMITED DISTRIBUTION)

NOTE BY THE SECRETARIES
to the '
HOLDERS OF J,.,C.S. 2074/29
(Repprt of the U.K./U.S. Communicatioﬁ SegurityJConferencé;ll953)

Pursuant to an agreement by the Joint Chiefs of Staff on
‘9 Pebruary 1954, J.C,S. 2074/29 and J.C.S. 2074/30 were referred
by SM-128-54, dated 11 February 1954, to the Armed Forces

Security Agency Council for comment and reCommeﬁdation.

_ EDWIN H, J. CARNS,
RICHARD H, PHILLIPS,

Joint Secretariat.

DISTRIBUTION

Adm. Radford 2C/Jcs) Gen, Partridge (DC/S-Op, Air)
Gen. Ridgway (CSA) Gen. Thatcher (Dir, Plans, Air)
Adm. Carney (CNO) : Gen. Everest (D/JS) '

Gen. Twining (CSAF) * Gen. Porter (DDI)

Gen., Lemnitzer (DC/S,P) Secy, JCS

Gen., Eddleman (Asst. C/S, G-3) Secy, JSSC

Adm. Gardner (DCNO-Op) . Secy, JCEC

- Adm, Burke (ACNO-0p30

—CONEIDENDATAT— S : :
Note to Holders of JCS 2074/29 ; -
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ALRMED FCRCES SHECURITY AGENCY COUNCIL

TO THE U,S. JOINT CHIEFS OF STLFF

THE, PROBLEM

1. To consider the report of the fourth UK/US. communication security

conference held in London during Octobef and November 1953,

FACTS EEARING ON THE PRGBLEM

2. In 1950 it was agreed to continue for the next four years the series

of UK/US communication security conferences begun thet year. The creport

- under consideration covers the fourth such conference, held in Tcndon during

October and

3, The

November, 1953. A copy of the feport.is contained in JCS 207&/29; .

conference discussed and made recommendations concerring the

following matters:

a.
general

b.

Replacement of the existing Cambined and N.MO High Grade off-line

4

cryptosystem;

.On-line teletypewfiter cypher machines;

cf. Spurious cmissions which endanger commun;catiqns security;
d; Spesech security cquipments; _ |

e. Facsimile security equipments (CIFaX); _
f. Transmission security;'

g. Non-communications t;ansmiésions;

h, Weather cryptosystems;

i; _qumunicaticns Security Development Programmé;

3e Exﬁhange of éqpipments;and components;

. k. Effects of advances in_electronics;.
1. Co-ordination of'Cryptpgraphic and Communiqa?ions Equipment
Devéiopment; |

_m, Opérating and Maintenance;

n. Standards of Security Requirements;

0 FuturerLiaisoh.

i SPORRT | -

Copy 2 of '37! copies
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L., Under date of 9 Februvary 1954, the British Joint Services Missinon
notificd the Secretary, U.S. Joint Chiefs of Staff of the U.K. Chiefs of

Staff approval of the subject report.

5. Paragraph 5.a. of the report refers to '"the U.S,-éfyptoprinciplo
pﬁbodied in the AFSaM 7¢, Inasmuch.as LFSAM L'7B cmbodies the same. priaciple
as this AFSAM 7, the conference recommendation should be changed to reflect
this fact. &t the sgame time it should be noted that while the AFSAM 7 is
in production, the AFSAM A47B will not be in full proﬁuction until later
this year, the report should bs clarified on this point.

6. In paragraph 5.e, of the repart it is stated that:"the CaN-UL-~US
JCEGs have already agreed that multi~channel sub-carrier frequensy modu--
lation is the best mcthod of transmission for CIFiX~e———-1', While the
conferees had becn informed prior to the conference that such an agreement
had been reached, this information was in error, and no combined agreemcnt
on the subject of a transmission system for enc:‘iphered facsimile exists.

" Therefore, the conference recommendation on this subjoct should be deleted.

7. The confercnce makes certain recommendations in p;ragraph 5.f, of
the report concerning tronsmission security. In order £o igol%te this
: problem-from that of censorship of civil communications, the report should
. be modified to show that military communications only ere involved. The
phrase "inscoure means'" should alse be more clearly defined.

8. 1In paragraph 5.g. of the repert recammendations are made concerning

security of Mark X IFF. Sinee nSIF with IFF Mark X" is neither eryptographic

‘nor communication securitv equipment it was not an appropriete subject for
discussion at the conference. The entire confeorcnec recommiendation on this

subject should therefore be disapproved and delated,

CONCTUSIONS
@, It is concluded:
a. That the conference‘repért should be modified to reflect the
fact that the same cryptopfinciple is contrined both in sFSIM 7 and

AFSIM 47B, but thot the latter will not be in production unﬁil a later date,
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b, That the conference rccommendetion cqﬁcerniné g sub-carrier R
frequency modulation transmission system for combined'use_with-en~
ciphered facsimile (CIFAX) should be deleted.

c. That the conference reeommendation concerning transmission
security should be modified to indicaté clearly that military conmmmi-
cetions only are involved, and éiso more clearly to define insecure .
transmiséion means,

d, That the conference recommendation concerning use of SIF with

IFF Mark X should be disapproved and deleted from the report,

RECOMMENDATLONS,
10. It is recommended:
a. That the_foregoing conclusions be appfoved..”“
b. That the conference reéort be epproved except for the matters
covered in the foregolng conclusions. N
‘e, That a memorandum substantially as in enclosure "A" hereto be
forwarded to the_representativ@ of the British Chiefs of Staff, -
d. Thet 2 memorendum subéténtially as in enclosure "B" hereto be

forwarded to the Director, Netion=l Security Lgency.

_ATRY

At Ampret———. vir—
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MEMORANDUM FOii THE RuPRESENTATIVLS OF
THE BHITISH CHIEFS OF STAFF

1. The United States Joint Chiefs of Staff approve, With the minor-
exceptlons noted below, the rebort of the UK/UD Communﬂcatlons Security
Conference 1953,

2. It is recommended that the report be changed as fdilows:'

a. Paragraph 5.a., in first sentence of the text thé term "AFSAM 7"'-
should read "AFSANM 7 and AFSAM 47BN, and the*words lthe formerﬂ shouvld
be inserted before the phrase "ﬁow in production in ﬁhé'U;S.A,"' In
the last sentehce the term "AFSAM 7" should read "AFSAM 7 and AFSEM 47B".
These changes are recormended inasmuch as the same cr-ptoprineiple is
embodied in both AFSAM 7 agd AFsSaM LB,

b. Paragraph 5.é¢, delete all after the Ilirst sentence of the text
inasmuch és the CAN-UK-US JCECs have ﬁot yet.reached agreement on a
transmission system for enciphered facsimile. It is regretted that the
conferees were provided incorrect 1nformat10n on this p01qt.

c. Paragreph 5.f., first sentence, insert the word "military! he-
tween the words "unclassified" and "meséages", in order clearly to
isolate the problem from the probiem of civil commuﬁibations, which is
essentiallv a matter of ceﬁsoréﬁ*p. Also, in the same 1entbnce, 1n5brt
parenthstically the phrase "(raulo and sen31t1ve wire c1rcu1ts'" he— |
tween the words "1nsecure" and "means". This change w;ll more_clearly
express the intent of the wordlng. | o
3. The U.S. view is that the IFF Mark X system‘w1th Sulectnvn Iden--

tification Feature is neither crvptogrephlc nor communlcatlons securlty
equipment and that it was not an appropricte subgect for dlscu331on at
this coufeence. The U.S. Joint Chiefs of Staff therngLO dlsapprove tne
recommendations of pzragraph 5 g. and recommend the delctlon of all but
the first three sentences. ' ‘

L. The United States Jrint Chiefs of Staff vish to_egpress their

satisfaction with the result of the 1753 conference, cspecially the

ERE . ‘ Enclosurc M"AM

e p————  —————————_—
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agreem:nts reached on the problem of replacing the -existing' combinaed £nd
NATO High Grede off-line cryptosvstem. ZIvery possible action is being
taken to implement the replacement of this genoral cryptosystom.

5. For the next conference, to be held in Washing‘.c,.on, the Uni.ted
States Join_t Chiefs of St;a.ff suggest that the lopening date be as agi'c;eri

between the Dirvector, National Security hgency, and the Chairman, Cyphor

Policy Board.

fadn) ™

Enclosure "AM
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ENCLOSURE "BM

MEMORANIUM FOit THE DIRLCTOR,
NATICHAYL SHCURITY LGaNCY

1. The U.S. Joint Chiefs of Staff have considered the report of the
UK/US Communications Security Conference 1953. A copy of a momorandum
te the Representatives of the British Chiefs of Staff on this subject is

attached hereto as enclesure "A", .

—FoR-SEoREE— - - Enclosure "B"
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17 February 1954

LRMED FORCES SEGURITY AGENCY COUNCIT.

REPCRT
T0 THE U.S, JOINT CHIEFS CF STLFF

THE .PROBLEM
1. To consider the report of the fourth UK/US communication security

" conference held in London during October ahd November 1953,

FACTS BRARING ON THE PROBLEM
R, In 1950 it was agree@ to coﬁﬁinue fbr the noxt foﬁr'years’the series’
of UK/US commmnication security conferences begun thet year. The report.
under consideration covers the fourth such conference, held in London dufing
October and November, 1953. A copy of the report is contained in JCS 2074/29,
3.. &he conferencg discussed and madé recommendatiqgs éoncerning the
- following matters:
a,. Replacement of the existing Combined and NATO High Grade off-line’
ggneral cryptosystem;
b, On~line tcletyﬁewriter éypher machines;
¢, Spurious emissions which endanger communications security;
d, Speech security equipments; | - | | S
‘e, Facsimile security equiﬁments (CIF-X); .
f, Trensmission security; | S . - {,.
-g. Non—communicatisns transmissions;
h, Weather cryptosystems;
i, Communicaticns Security Development Programme;
j. Exchange éf equipments 2nd components;
k. Effccts of advances in electronies;
1. Co-ofdination of Cryptographic and Comuunications Equipment
| Develépment; _ | |
| m, Operating and Maintenance;
n, Standards of Securityzﬁéqﬁirements;_'

o, Future Liaison.

T ATy
= GI \-‘ﬁg%
e e———————

Gopy. pcd of__ﬁ*; copies
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L, Under date of 9 February 1954, the British Joint Services Mission '

notified the Secretary, U.S. Joint Chiefs.of Staff of the U.K. Chiefs of -

Staff approval of the subject report.

5. Paragraph 5,a2. of the report refurs to "the U.S, cryptoprinciple
embodied in the AFSaM .7", Inasmich as 4FSAM 47B embodies the same principle
as this AFSAM 7, the conference recommendation should be changed to reflect
this fact, at the same time it should be noted that while the AFSiM 7 is
in production, the &«F3LM A47B will not.be in full production wntil later
this year, the report should be clarified on this point.

6. In paragraph 5.e. of the repert it is stated that "the CAN-UK-US
JCECs have already agreed that multi~channel sub-carrier frequency modu--
lation is the best mecthod of transmission for CLFiXwe———--", While the
conferees had been informed prior to the conference that such an agreement
had been reached, this information was in error, and no combined agreement
on the subject of a transmission system for enciphered facsimile exists.
Therefore, the conference recommendation on this subjoet should be deleted.

T The'conference makes certain recommsndations in paragraph 5.f, of
the report concerning transmission security. In orde? to isolate this
problem from that of censorship of civil communicections, the report should
be modified to show that military communications only are involved, The
phrése "insecure means" should also be more clearly defined,

8. In paragraph 5.g. of the report recommendations are madc concerning
security of Mark X IFF. Since "SIF with IFF Mark X" is neither cryptogrephic
nor communication securitw equipment it was not an appropriste subject for
discussion at the conference, The entire conference recemmendation on this

subject should therefore be digapproved and delested,

9. It is concluded:
a. That the conference report shﬁuld be modified to reflect the
fact that the same cryptoprinciple is contsined both in £FSi{M 77 and

AFSIM h?B, but that the latter will not be in production until a later date,
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b. That the conference récommendation concerning e sub-carrier
frequency modulation transmission system for combined use with en~
ciphered facsimile (CIFiX) should be deleted,

c. That the conference recommsndation concerning transmission
security should be modified to indicezte clearly that military communi-
cetions only are involved, and also more clearly to define insecure
transmission means.

d. That the conference recommendation concerning use of SIF with

IFF Mark X should be disapproved and deleted from the report,

RECOMMENDATIONS

10, It is recommended:

a, That the foregoing coﬁclusions be approved,

b. That the conference report be-épproved except for the mattors
covered in the foregoing conclusions. .

¢, That a memorandum substantially as in enclosure "A" hereto be
forwarded to the representative of the British Chiefs of Staff.,

d. Thet a memorandum substrntially as in enclosure YB" hereto be

forwarded to the Director, National. Security fgency,

TOPR _SECHEET

LT La8 ST SeITETICE~ oI —veri AR = = ST AL S T3 LI LY

4 RISt ooy e S B
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ENCLOSURE "AM

MEMORANIUM FOR THE RuPRESENTATIVAS OF
THE BRITISH CHIEFS OF STAFF

1. The United States Joint Chiefs of Staff approve, with the minor
exceptions noted below, the report of the UK/US Communications Security
Conference 1953.

2, It is recommended that the report be changed as follows:

a, Paragraph 5.a., in first sentence of the text the term "AFSAM 7"
should read "AFSAY 7 and AFSAM A7B", and the words "the former" should
be inserted before the phrase '"now in production in the U,S.A," In
the last sentence the term "AFSAM 7" should read "AFSAM 7 and AFSAM 47B".
These changes are recommended inasmuch as the same crvptoprinciple is
embodied in both AFSAM 7 and AFSaM 478,

b. Paragraph 5.e,, delete all after the first sentence of the text
inasmuch as the CAN-UK-US JCECs have not yet.reached agrecment on a
transmission gystem for enciphered facsimile, It is regretted that the
conferees were provided incorrect inforﬁation on this point.

¢, Paragraph 5,f,, first sentonce, insert the word "military" be~
tween the words "unclassified" and "messages", in order clearly to
isolate the problem from the problem of civil commmications, which is
esgentially a matter of censorship. Alsc, in the same sentence, insert
parenthetically the phrase "(radio and sensitive wire circuits)" be-
tween the words "“insecure!" and "means", This change will more clearly
.expréss the intent of the wording,

3. The U,S. view is that the IFF Mark X system with Selective Iden~
tification Feature is neither crypiographic nor communications security
enuipment and that it was not an appropriste subject for discussion at
ﬁhis conference, The U.S5, Joint Chiefs of Staff therefore disapprove the
recommendations of paragraph 5.g. and recommend the delstion of all but
the first three sentences,

L. The.United States Jaint Chiefs of Staff wish to coxpress their

satisfaction with the result of the 1753 conference, especially the

—FORSEERET— fnclosure "AM
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agreemants reached on the problem of replacing the existing combined and

NATO High Grede off-line cryptosystem, 3Zvery possible action is being
taken to implement the replacement of this gehoral cryptosystem.

5. For the next conference, to be held in Washington, the United
States Joint Chiefs of Staff suggest that the opening date be as agreed
between the Director, National Security Agency, and the Chairman, Cypber

Policy Board,

—ZOPSECRET SECIE; — Enclosure "AN
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ENCLOSURE "B"

MEMORANDUM FCHR THE DIR&CTOR,
NATICHAL SICURITY LGANCY

1. The U.S. Joint Chiefs of Staff heve considered the report of the
UK/US Communications Security Conference 1953. A copy of a memorandum
to the Representatives of the British Chiefs of Staff on this subject is

attached hereto as cecnclosure "A"M,

—TOP SEORER— ' Enclosure "B"



