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OF THk UK/UsS COMMUNICATION SiCURITY GQNFLRENGE

ON Tik REPLACEL , oM

;LD AT VASHINGTON, D.Co COMILNCING 21 SEPTibBrR 1950 -

1. As agreed by the British and US Chiefs of Staff» a
. UE/US Conference to consider the replacement of the existing .
Combined Cypher Machine opened in.WQshington on the 21st Septem-
ber 1950; as a result of which the Senior British Representative
recomiends that the British Chiefs of staff accept the offer by
the Us5. Chiefs of Staff of the 7-rotor BCH pfinqiple as the
long-term solu;ion of the replacement £b£ the present combined

oypher machine (CCH)e

2, Related cryptographic devices and features were demon=
strated and discussed. Summaries of the proceedings at these
meetings.have been prepared and these are held both by the
Director,_ﬁrmed Fofces Securiﬁy Agency, Washington, and the
Secretary; Cypher Policy-Board, Londona' This Conference has
been of unquestiqﬁed value in thé field of Combined Communie-
cations Security.

3¢ It is recahmended:_ |

K- Thaﬁ immediately and on a continuing basis there be
complete interchange of technical details of the devices
discussed in this Gonference. This should include technical
visits, -

% US Reference: JCS 2074/2 = 27 December 1949, .
British keference: COS(W)831 = 26 July 1950,
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bo That there be anneelrconﬁefences on this subject
for the next four years, to be held alternately in London
and in Vashington, the first of these to take place in
London in approximately nine nonthe time, These conferences
should be concurrent with conferences for the reciprocal PL 86-36/50 USC 3805
exchange of cryptographlc information, /,’

co That the subject of Combined requirenents for
general pointeto-point on-line encryption be introduced

at the next Conference,

bo The gener&l recomnendations in paragraph 3 above together
with the detalled recommendations of . the conference which are
ettached ae Appendix A to this repogt are submit ted for_aqproval
by:the British and U.S. Chiefs oﬁﬁéﬁaffe

I | - | EARL Eo STON
Chalrman, U.K. Delegation Rear Admiral, U.S5. Navy
: Chairman9 UeSb Delegation

at Uashlngton9 DaCo
27 October 1950
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" APPENDIX A
DETAILED RECOMMENDATIONS -

Replacement of the existing CCM
(a) That the cryptographic principles of the 7-rotor BGM

(cryptosystem BRUTUS) be adopted as a replacement for the CCM
in combined communications.

(b} That except by mutual agreement, disclosure of the

BRUTUS principle be limited to the U.S. and to the nations of

the British Commonwealth; and that the U.K. and the U.S. agree

' 'to notify each other when any issue of a combined BRUTUS system

is made to another nations o

{c) That the target date for full implemsentation of
BRUTUS bve éet as 1 January 1955; or sooner if circumstances
permit; and that limited 1ntroduotion; where a small number
of machines would be involvéd;'snduld be implemented et the
earliest practicable date,

(d) That insofar as practicable rotors of U.S. and Brie

<
~ tish versions of the BRUTUS oryptosystem gg-physically and

cryptographically interschangeable and that to this end the
British should adopt ome or more of the sizes to be used by ‘
the U.S, Further; that all data; manutacturing; and wiring
d;tails be furnished ﬁo the British for this purpose,

(e} That the British and U.S. make independent security
studies of BRUTUS, including the following 1ltems:
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1(1) ‘Possible éhanges in stepping 6rdar;
_ (2) Noteh patterns rbr stepping contrel.
| (5) . Type of rdtor.wiring (intqrval, rahdom9 or
composite);. |
{4) Yreparation of key lists.
(5) Indicatof proéeduraq
(6) Restrictions on operational use of machine
for security reasons.
(7) And similar technical mattersa
Further, upon completion of these studles tha U.S,e and the
U.K, exchangs technical papers through established charnnels. .

{f) That the British and UQSQ prepars and exchange |
separate papers for purpose of reaching agreements on Operating
iHStruﬂtionsg meintepance instructionsg_c:yptqﬁeecurity.pre-
eautions; and other procedural matters. o _

(g) That models (when avéilablé), drawings, specifications,
~ and operating instructions (where necessary) of .the following
| equipments be hﬁde available to the British: :

BCM (GSP 4800) | |

vpPCM» (CSP b?OO) and "PGM* type rotor

Tape Reader (AFSAM 12 or GSP 5100)

csP 5000 Off-line antomatic equipmant

ENG-308 Translator for BCM_(GSP 4800}

Rator rerinamenté for Mark I {3v), Mark II

| (33"}, and Mark IIT (24"} rotors
'AN/GGA;I (Instructions only)

| | A R APPENDIX A




Temporary Improvement to the Existin GGM .
{a) , :
to tné sst for each existing CCM im lisu of present number

- | o | 2opr )
of 10. This is Q%fgﬁgg%ﬂ affective as soon as_prgcticable?F&fA£?4§Lm)

W_M 0 JohtrP v tle Nermn v
Key istswig?%gfiﬁghs7u£§eparad ;hat no rotor will sver be -
effective on two successive days, within the same key lists
for ezeh e:yptoehannel; g0 83 %o permit settimg up two bag~
-keta for two suceasaivé days from e single set of 20 rotors

thus obviating the need for duplidate sets of rotors. fThis

(b} That removable tires will be introduced as soon as.

practiscable.

() That matters susch as the rate of supersession and
specific times of supersession be left to established agencies
charged with such matters, .

(d) That the U.S. make ‘avéilable to the Bri&%sh the tools
and dies for Mark I rotors (for old TYPEX Adapter),

() That the U.S. make available to the British the tools
~and drawings of the old TYP&X adapter9 togetner with drawings
of the new -design of TYPiEX adapter rotors with tiresf

5 | APPENDIX A




=

Provision of combined working between British and U,S.

crypto machines employing the BRUTUS technique and pro-

viding teleprinter facilities.

(6) That the Third Report of the Sub-Committee appointed

{(v)

to investigate this aspect be made available to the
UK/US_JcEc_ﬁitn the request that; as a matter of
urgency, discussion_be opened on what Teleprinter
facilities should be provided in new Off-line Come
bined Cypher Machines which perﬁit.automatic encryp-
tion and decryption in page form. :

That the British, as a matter of urgency, glve con-
siceration to the U.S. proposal that blgr;mming.and
functional signals fer British machlines employing the
BRUTUS orypto teshnique should be achieved b§ the use

of the following primary characters:

Primary ' To Be
Character Function Linked to
K ' Bigram D
J ) Pigure Shift Y
Vv  Letter Shift (Nothing)

Z  Space X
Cc/R Carriage ¢
. Return

L/F Line Feed G

6 APFENDIX A




{e)

{d)

(o)

FD;A67201 g

. KL |

That tha U,S. consider the possibility of pr6=:
viding full Teleprinter facilities in future
machihes employing the BRUTUS cryptp-techniqua,
by utilizing the Bigram function 1n01uded in

. the design of the British "PiINDRAGON",

That since prpvision hgs.been made in the British
PENDRAGON for "Line Feed™" and "carriage'Return" '
signals to0 be geﬁqrated whers ibqgired oh'daoyphgre.
ment by éuitﬁbié éountihg-mebhéﬁiéms; the British
should_give considération to abandoning Bigramming
and accepting fhe loss of two iower case characters

(7 and 2) and th:aé upper case characters (upper case

T upper.case,z, and uﬁper'easa V) as is at present

contemplated in U.S. design.
That interchange of views in particular on recom-

mendations (b), (6), ana (d) above be continued.
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REPORT TO THE BRI@i%H AND US CHILFS OF STAFF

BY._ T BRITISH/US COMMUNIGATIONS SECURITY-CONFERENCE ON =
PEPLRCEMENT ©F Tie CCQ

ShPTEMBER 1950

Rep)

placement for the pressnt

1. «8 agreed by the British and US Chiefs of btaff* a Bri-

tish/Ub Conference t0 consider the replacem@nt of the exist-

ing Combined Cypher Mashine opened in Washington on the 21st
{
September 1950, <o a.ﬂL«»QfAOuﬂ~J~*Q¢-@wm fbtmﬁdwwambm¢ij¢~nEro

2, Many related oryptographic devices and features were de-

monstrated and discussed. Summaries of the proceédings at

these meetings have been prepared and these are held both by
the Director, Armed Forces Security Agency, Washington, and
the Secretary, Cypher Polley Board, L°n§331;fL

éﬁEEE;“;;r estimation this Confsrence has been.of butstanding

Soe
value in the field of Combined

ommunications
/@_‘MMA’
make-$£@=$0&&@w&ng~gene@aiunacnmgggggggggg;

{a) Jnhéﬁ/zﬁmediately and on a eontinuing basis thers

be complete i;é::fhangg of technical details of
the devices discusseﬁx\ This should ineclude tech-

nical visits,

BI30L 02 4O

spJooay pue Aati0d 503 JoIIQ FRPOTY Rndaq ‘JQ

(b)

at there be annual conferences on this subject

AT

for the next four years, to bs held alternately

§50/¥SN M-pégswéa@—

" in London and in Washington, the first of these

to take place in London in approximately nine
months timse.

* US Reference: JCS 207&/2 - 27 December 1949,
British Reference: COS (W) 831 - 25 August 1950,




(s) ;;p&ffzhe subjeot of Combined requirsments for
general point to point on-line encryption be
‘ ‘introduced at the next Conference,
4o The éacommehdationa in paragraph 3 abdve together with the
detailed&Qaﬁﬁiggzm““ﬂbr1%Eg$gbnfar@nca ‘which are attachsd as
Appendix to thls report are suhmltted wftﬁ'fﬁ@“recommemﬁut&on-

opedly”
%ha%wthe en&ansed-by the British and U.S. Chiefs of Staff.

-H
),
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APPENDIX 4

TReRHICkL.  RECOMMENDATIONS

ﬁep1a¢ement of the existing CCM
(a) That xhewﬂ#$t¥sﬁiﬁﬁﬁﬁis-the oryptographic prinoiples
‘,v of the 7arotor chfiz‘a reé&aoamentwﬁﬁ:~;ha CCM in combined
v communications.

_ (b) That exéept by mutual agreement; disclosure of the
7-rotor BOM principls be limited to the U.S. and to the Bii-
tish Gommonwealth; and thﬁt the British agree to notify the
U.S., authorities when any issus of a combined 7-rotor BCM
gystem is made to a nétion of the British Commonwealth.

(c) That the target date for full 1mplamentation of Qﬁ;hw
7-rotor BCM be set as 1 January 1955; or sooner if circum-
stances permit; and that lim;ted introduotion; where a small
number of machines would be 1nvolved; should be implemented
at the earliest practicable date,

ow

{d) That,rotors off 5o6h U.S. and British versions of

R whas *bgkbwo :
the #a@ot;;éggﬁ ¢ physically and cryptographically intera \
‘_ > ()‘( 4‘1434\1;

1o} ;ra:g*;v~u« I5e6—In—ooP=X700. Furtherp that all datap%ﬂQZZf;£
oW—ased—tn-C5E

s

manufacturing, and wiring details be furnished to the Bri-

tish for this purposse,
(e) That the British and U.S. make independqnt security
studies o ,the 7-rotor ECM, including the following items:
(1) Possible changes in stepping order. |

Daclawsified by NSA/CSS _ 3 APPENDIX A
Deputy Assaciate Director for Policy and Records . '

on 20130819 by BE___ :

(L]




(2) Notch patterns for stepping oontrola
{(3) Type of rotor wiring (1nterval randomo or
composite)o |
(%) Pfeparation of key lists.
(5) Indicator proocedurs.
(6) Restriotions on operational use of machine
for sesurity reasons.
(7) And similar technical matters.
Furthor; upon completion of these studies the U.S. and the U.K.
.exchange teohhical papers through'established channels.

(f) That the British and U.S. prepare and exchange
ssparate papers fof_purpoéqlor reaching agresments on operating
1natructions; maintenanoe.instruetions; orypto-security pre- |
oautionsp and other procedural matterso

~{g) That models (when available), drawingsD specifioations9

_aﬁﬁfoperating 1nstructiona {where neeesaary) of the following
equlpments be made avallable to the British:

BCM {CSP 4800):

WPCM" (CSP 4700) and "PCM" type rotor

Tape Reader (AFSAM 12 or CSP 5100)

Ccsp 5000 Offfline automatic equipment

ENG=-308 Tranélator for BCM (GSP 4800)

Rotor refinements for Mark I (3");‘Mark 11

(33"); end Mark IIX (2%") rotors
AN/GGA-1 (Instrgetions only)
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Parts and drawings for the new TYPZEX adaptor

Temgorarg provement to the hxietiqg,ccm

'{(a) That heﬁbeﬂortﬁffﬁﬁgzwg%ould ba issued 20 rotors
to the set for each CCM in lieu of present number of 100,._
mh&e—to—beeomeme£tgp$ive_w&ehm%heﬂnezt"tﬁfﬁﬁzofﬂmmmfﬁﬁﬂﬁf‘“g

_'Key lists should be so preparad tnat no. rotor will ever be
Qfeffeetive on two suoceasive daysg within the same key lists

fbr each cryptoohannel; so as o permit setting up two bas-
'keta for two successive days froﬁ e single set of 20 rotors

thus obviating the need for duplicate sets of rotors, —fPirks
wikk;zggg&&_inmna_aubsﬁantial“1ncme&se’&n"tﬁﬁ“ﬁﬁﬁﬁﬁ?’s?"§3€3;3'”
¥EEE Tnder Present PIEHEF

{b): That removable tires will_be introduced as soon as

practicéble“:T’”~'ﬁ-4’7' [§_TO. :

(¢} That matters such as the rate of auperéession and
specific times of supersession be left to established agencies
charged with such matters.. |

{d) That the U.S. make available to the British the tools
and dies for Mark I rotors (for old TYPEX Adapter).

(e} That the U.S. make avallable to the Eritish.the tools
and drawings of the old TYPEX adapter; together with drawings
of the new design of TYPEX adapter rotors with tires, .
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Provision of combined,workiﬁg bétween British an@ U,S,

crypto machines emplozing the 7-rotor B.C.M, technique and

{a)

(v)

(c)

providing teleprinter facilities.
| 'That the Third Report of the Sub-Committee appointed

.%o investigate this aépeot he,mdde available to the
- UK/US JCEC with the request that, as a matter of

urgency dlscussion be opened on what Teleprinter
facilities should be provided in new Off-line Com-
bined Cypher Machines which permit automatic'enorpa
tion and decryption in page form.

That the British as a matter of urgency give oon-
sideration to the UoSo proboéal that bigramming and
functional signals for British machines employing the
7-rotor B.C.M. orypto teshnique should be acpievéd by
the use of the following primary characters:

~ Primary - To Be
Character Function Linked to
| X Bigram D
J Figure Shift | Y
v Letter Shift
z Space | X
C/R ~ Carriage .
Return
L/F Line Feed G

That the U.S. as a matter of urgency consider the
poss;bility of providing full Teleprinter facilities
in future machines employlng the 7-rotor B.C.M,
crypto'tecnnique;_by utilizing the Bigram fuﬁction.
AWl 6 . APPENDIX A



E;(d)

(o)

o T s W%W:@

‘T\Jr o N IN L

included in the design of the British "PENDRAGON".

That since provision has bseen made in the British
PENDRAGON for."lLine Feed" and "Carriage Return"”
8ignals to be generated where required.oh decypher-
ment by suitdble counting mechanisms, the British
should give consideration to abandoninglsigrammigg
and accepting the loss of two lower case characters
(T and Z) and three upper case characters (upper case
J; upper oase Z; and upper case V) as 1s at present
contemplated in U.S. design.

That 1nterchange of views in particular on recom-
mendations (¢), (d), and (e) above be oontinued

through.existing channels.
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