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Ool. Campbell called the meeting to order.

MR, CROSKERY: I have a number of revisions,but I don't have them on paper.
Tdu can read them off. We are typing them up, It means adding COMSEC in a
few places. I hoped to have ours out so that you could all see them.

COL. CAMPBELL: We have a sories of cuestions from PROD which can be added
after we make our dstermination on these things, because the determinstion
of these things might answer soms of PROD's questions. PROD has coms up with
a series of questions which are common everydsy questions, I think we can
answer them quite readily with this after we have gone through the other
materinl.

Shall we proceed? ir, Friedmsn isn't in yet,
As you know, we had contracts with IEM for computers during the war,
DR, SINKOV: I wzsn't here during the war,

MR, CALLIMAHOS: That is for equipment over in Capt. Goodwin's shop which
was speclally developed, Now the contracts on those are unclassified, on
the IBM equipment.

DR. SINKOV: If I understand correctly, these equipments were developed and
later on IBM standnrdized on them and nut them into commercial items. Some
of the Joint research which we were doing with IBM has actually besn used
by IBM to improve its own product., There are some of the items in 80 which
were specially built out ot IBM components and which have no use anywhere
outsids the Agency.

}. don't think you eould make any general statement to cover all these special
tens,

C0L, CAMPBFLL: The contracts now are unclassified. Some of the old contracts
went back to 1946, 1947,1948, and 1949. They want to downgrade them to un-
classified. The present contract is unclassified,

DR. SINKOV: We would have to examine cases like those on their merits in-
dividually and make a deaision on each one. I don't think I could make any
general decision, I would attempt to say that a great majority of those
items have no requirement for classification,

COL., CAMPBELL: They don't currently. The present contracts for the sanme
equipment now are unclassified,

DR. SINKOW: There is no rescson for failing to declassify the old contracts?
COL. CAMPBELL: No.
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JRe SINKOV: Why worry at all about the old contracts?

COL., CAMPBELL: The firm still has the old contracts. They have to treat
them as classified, IBRM wants to knock them out,

DR, SINKOV: I think IFM has come down on numerous occasions. They are very
ocarsful to adhere to all the requirements of classification that are pubt
upon them. They are realistic enough to realize that on certein occusions
soms of these things neesd re-gxamination,

COL., CAMPBELL: The contracts are the o0ld contracts for equipment that are
now unclassified. Their status is unclassified, They are for the same
equipments that were classified back in 1%6,1947, 1948, or 1949. There
;:::ld bs no objection to our declassifying those old contracts at this

DR, SINKOV: It would be a very strange kind of objection. I don't see how
such a thing could happen, I quite agres with you.

Q0L, CAMPBELL: In that case I don't see why the Pansl wants to go through
these papers. If there is any definite proof that these contracts are for
the identical same equipments thst are now unclassified and are negotiated
for on an unclasaified basis, there is no reason why the old contracts
should not be declassified at this time,

DR. SINKOV: I oertainly agree with that.

MR. REYNOLDS: We should get back to the definitions in Executive Order 10501,
Occasionally there are conflicts with the definitions as set forth therein.

COL. CAMPBELL: What Dr, Sinkov wants to maks certain of is that over that
period of years there isn’t somsthing in there which is not now in the new
contract, where a piece of the equipment referred to is still classified,
It might have besen taken out of that setup and the machine modified and the
old plece of gear might still be highly classified.

DR, SINKOVWs Even though we can demonstrate that it would still in the true
senise of the word be an old contract, it miﬂttincludo soms information which

pavned its classification the first time, hat has been omitted, it might
rosult in a difference, but I am sure this kind of examinatien could very
1likely be made to determine whether the present contract and the past cone
Ira:;.f have any essential differences. Questions have been ralsed by IBM

ts .

COL. CAMPBELL: These were for electronic components and machine services.
The fact that we were aven in the business or even used that type of equip-
ment was not to be known. Now we are using it and everyone knows it. They
are coming up now with the old cuestion of whether or not the fact that
we have computers should be clzssified. That was the basis on which these
things were classified, that we didn't want people to know that we were
using mechanisms of computer machines.
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D3R, SINKOV: That point of view may have been valid at one time but it
cortainly is not valid now.

COL. CAMPBFLL: That was the basis of the classification of these papers.

DR, SINKOV: That was the sole basis,

COL. CAMPBELL: The fact that we even use mechanical computers was classified,
DR, SINKOV: It is taken for granted now-a-days in any business that does
more than $10,000 worth of business a year they are going to have some kind
of automztic office equipment for statistical purposes, That means either

I or Remington Rand and that fact is known,

Mr, Friedman entersd the meeting at 0845.

COL. CAMPBELL: We have passed out ths papsr to everybody. Do you want to
carry on from there

}R. FRIEDMAN: I would rather somebody else did. !

COL. CAMPBELL: I thought the best way to attack this was to go down the list
starting with the highest classification and to procesd through the items and
got agreement on them, You will notice that we have put notes on some of
them, Is there anyone who obJjects to that procedure?

¥R. REYNOLDS: It is a good procedure,

COL, CAMPEELL: The first one is the Top Secret Codeword, Special Intelligerce
Produet. I think that needs a little further amplification, Am I correct
or not?

DR, SINKOV: It is a question of the term. The term "Special Intelligence"
is the term that was used in the early editions of the BRUSA Agreement.
That term has since been changed. We very seldom now talk about Special
Intelligence. Now we talk about COMIN' end produet, I think it is just a
matter of clarifying the term. I personally prefer COMINT end product,

MR, FRIEDMAN: Crypto intelligence is in the BRUSA Agreement, I don®t think
it has been confirmed yet, has it? Legally speaking until that new agreement
is ratified by the two Boards this is still the word.

COL. CAMPEELL: You are talking about this paper.

DR. SINKOV: This was discussed last March at the Planning Conference.

COL. CAMPBELL: There has not been final action on ‘those yst, on the papers
coming out of the Planning Conference last spring.

OR. SINKOV: This is only for guidance,

¥R. FRIEDMAN: Put i3 in parentheses.
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DR, SINKOV:s Use words that our people are familiar with., "Speclal crypto
is a phrase we seldom use,

#R. FRIEDMAN: Thers are only a few pesople in the whole orgenization who
know that,

DR. SINKQOVs There is ons additional point about this that I think should be
made, It isn't true that all COMINT end product, all Speelsal Intelligence
product is Top Secret. We have by sgreement with the UK an arrangement
whereby certain specislly listed systems mutually ogreed on can be downe
graded to Secret, so that a blanket statement that COMINT end product is
Top Secret Codewdrd is not by itself an accurate statement.

*R. REYNOLDS: Aren't you a lot safer in wording it to arrive at some sort
of guide here, to make a coment to the effect that COMINT end product,
exceph ::t ;pee:lﬂ.od by agreemsnt will be lowsr, but as a rule it will be
Top Sec

COL. CAMPBELL:s A plece of intelligence product would not be codeword if
it d44d not revesl your source of information.

DR. SINKOV: It is Special Intelligence in the meaning of those words as
defined in the BRUSA Agreement, in the COMINT end product.

COL. CAMFBELL: Would "COMINT end product” be the better words to use here?
DR, SINKOV: I think so. Not all COMINT end product is Top Secret Codeword,

MR. FRIEDMAN: As to Special Intelligence product that is Top Secret Code-
word, That according to the current agreement is the top most level of
COMINT product.

DR. SINKOV: The agreemsnt includes the fact that the two centers can and
do by regular sgreement maintain a list of specially selected systems.

I, FRIEDMAN: Are you sure that one is ratified?
DR, SINKOV: We bring the list up to date every month,
R, FRIEDMAN: Then this has to be changed,

DR, SINKOVs Along the lines that you have all indicated what I think we
are required to say is: COMINT end product, except such as by mutual agree-
ment with GCHG is Secret Codeword; 1s Top Secret. It is all Top Secret
unless it has been speclally listed and by mutual agreemant we have agreed
that it will be Seecret.

COL, CAMFBELL: vhen we get down under Secret Codeword we try to identify
those areas,

DR. SINKOV: Special lists are kept of those exceptions.

COL. CAMPBELL: Where in NSA?
L0296
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DR. SINKOV: In 060

“R, FRIEDMAN: This subject is one which would be of consideratle interest
to the Security Committee of USCIB, Did you ask Mr, Douglas about it? This
thing that we are going to talk about on the whole first page would be of
interest, would have to be examined by the Security Comittes.

DR, SINKOV: Appsndix B of the UK/US Agreement deals with many COMINT subjects.

COL, CAMPBELL: We are going to cubmit this paper to USCIB. The Director has
agreed on that.

No, 2?

DR, SINKOV: No, 2 is much too broad a statement, to szy that all cryptanalytie
and other processes psculiar to the oroduction of Special Intelligence are

Top Secret Codeword. Making a frequency count on the number of letters in

a message is a cryptanalytic process which is peculiar to the production of
COMINT. We can read about that in the magazine section of the Sunday news-

paper.

COL. CAMPBELL: When you say cryptanalytic you might be talking about
revealing the success or progress of the process, You are tdking out
"processing”, aren't you 7

DR. SINKOV: We right be talking about the process itself., There are many
processes which by thenselves do not Justify a high classification or for
that matter dontt Jjustify any classification., I agree that if it indicates
snec:as s certainly it is Top Secret Codaword, but the statement is much too
broad.

COL. CAMPBELL: TYou want to taks a, off entirely and add "which indicates
success®” to No, 2, Progress might not necessarily be cryptanalytic. It
might not nocessarily be Top Secrst Codeword.

MR. FRIEDMAN: I would quarrel with the grammar: Cryptanalytic and other
processes psculiar to the mroduction of Special Intelligence which reveal
success, That doesn't make too much sense.

DR. SINKOV: The point has been made. I am not sure whether this is the
exact wording for the sentence. Should we take up the editorial phases

at. this time or just the classification? I am not sure that we need this in
the first place,

MR, FRIEDMAN: We might as well finish the thing here and now,

DR. SINKOV: A sryptanalytic procass which is indicative of specific success
requires the classification of Top Secret Codeword.

*R. CALLIMAHOS: Specific success.

‘R, FRIEDMAN: You will have to put that in,
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COL. CAMPBELL: How about crypto systems used by other nations?

YR, FRIEDMAN: What we are trying to do is to cover cases where let us say
Lower Slovenia uses PLAYFAIR and we are sucoessful in handling the thing.

It may be that every dsy the thing changes, so that the information in itself
is not highly classified but the fact that Lower Sloveniz is using PLAYFAIR
and we are solving it would be what we want to protect,.

DR, SINKOV: This in a sense is a genersl guide to ths people in the matter
of classification, What we are trying to do ie to give them some guidance
to answer questions, Reference to cryptanalytie processes requizws Top
Seoret Codeword classification, :

. COL. CAMPEELL: This is a combination of yours.

DR. SINKOV: We have to rely on peoples' judgment. In stating guides we are
not going to be able to spell out every consideration we have to introduecs.
These are the main mrinciples. I think the essontial principle is that

any cryptanalytie process which permits us to solve comnunications of

other nations must be classified Top Secret. ,

¥R, FRIEDMAN: You are going backward again, Maybe we ought to have a copy
of the BRUSA Aireament and look at the definitions they give there becauss
they talk about high grade, low grade, ete. That is what we will have to
use in here,

Here we have Category III. It is that COMINT for which the mrotection of
source or content is the overriding consideration and which must, therefore,
be given the highest degree of security protection. In general, it will
include: Crypt Intelligence except that specifically included in other
Categories, Special Weather Intelligenecs, Traffic Intelligence involving
call-signs or message headings encrypted in codes or ciphers of high
security gradings as specifisd and mutually agreed by USCIB and LSIB, and
othe Troffic Intelligence as specified and mutually agreed by USCIB and
1SIB.

DR, SINKOV: We have the problem of reading Slovenian PLAYTEX. It permits
the downgrading to Secret Codeword of those low grade systems which are
used tactically and those which are operational in character. In order to
avoid the problems incident upon us, you list Top Secret Codewerd informa-
tion in the forward area. That is what the special list is all about. It
takes care of the low grade systems, PLAYFAIR and all of those.

COL. CAMPEFLL: HRow about the training aspects of thess things?

DR, SINKOV: To try to:spell out the second point in such a way that it will
be parfectly clear what you mean is going to be extremely difficult. The
whols problem is so broad, You have cryptanalytic processes which are

apolicable to the method of wsolution., By virtue of the fact that they

7
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are very widely known, they can?t be classified very high on their own
merits.

MR. REYNOLDS: what we have to include in here I think is wvhat the Director
bas sald we chould protect and that is what we are able to read and how we
are able to read it.

COL. CAMPEELL: That is what I got from Mr. Friedman'’s remarks. The system
itself is not so important as the fact that we are able to take foreign
commmications in thot system and read them from day to day. That is what

he 1s trying to protect.

DR, SINKOV: What we are trying to protect is the way we can read them and
how we can read them, That isn't an over-simplificstion. Suppose we are
now talking about one of the techniques along the line. This technique
by itself might be something very elsmentary, You would have to realize
that we don't always talk about things in complete fom,

¥R, REYNOLDS: There is the fact that you are able to read a particular
systen,

DR. SINKOV: You are discussing cryptanalytic processes.

COL, CAMPBELL: Could we qualify No, 2 by adding to it: Cryptanalytic
processes which will enable us to read certain foreign systeme? However,
the teaching of that process by itself withouwt comneeting it to intellizence
would bear a lower classification. That is what you are trying to do. You
want to be able to teach some of the stuff at much lower level than you would
if you turn around and use the same system with intelligence tacked on to it,

DR, SINKOV: lLet me focus on the point of view that you are bringing to it.
I look at this guide that we are drawing up as a document which the people
throughout the Agency will have available to them, We might be writing
about how we made a digraph or frequency distribution to enable us to

solve some important systems., All we might be writing sbout would be the
digraphs and frequency distribution. Then we pick up the guide and it

says that cryptanalytic and other processes pscullar to the production of
Special Intelligence have to be Top Secret Codeword. Then we use that guide
and proosed to classify the description of how to make the digraph or
frequency distribution Top Secret Codeword. That is not right.

That classification is entirely ineppromriate for the particular item, The
basic mrinciple of classification is that a plece of paper has to be classi-
fied on its own merits. The mere fact that this procedure happens to be
used in comnection with a cryptanalytic solution doesn’t affect the classi-
fictiu;l: o We might have other factors which we would have to take into
account,

COL. CAMPBELL: It might be Top Secret or even Top Secret Codeword depending
on its specific application.

DR, SINKOV: I have one comment from the people in 06 which says, "We
oonsider this much too broad and the question is incapable of bying spelled
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out. That is the very broad view of it., You can see what kind of concarn
they have. In telking about cryptanalytic processes, you have to have
some kind of a definition of when and why it needs to be Top Seeret.

MR. CROSKERY: How abeut adding: Which indicates success on o particular
foreign system? Then everything else would be taken care of,

COL. CAMPBELL: The technigque in itself need not be Codeword. The technique
could be Codeword or it could have its own specific appliecation.

IR, FRIEDMAN: What is wrong with shat the book says now? Assign it to a
COMINT category. '

(OL. CAMPBELLs No. 4 tokes some of those up, Traffic Intelligence involving
csll-signs or message headings encrypted in codes or ciphers of high security
grading, .

DR, SINKOV: The way the book has it now, there is nothing wrong with the
statement of principle with respect to classification of COMINT end product.
What we are trying to do here is to see it put in a brief set of rules for
the psople throughout thée Agency to guide them. Unfortunately this happens
to be a subject thit dossnit casily lend itself to asbbreviation, We could
take the context of Appendix B. There wouldn’t bs any problem,

MR, FRIEDMAR: I dldn't read that. I am looking at it nows Assignment of
COMINT to categories: In assigning COMINT to a category, the following
gendéral criteria will be considered: The intelligence valus of its contents
the difficulty of solution or intercept to include: Sensitivity of techniques
employed in solution and exploitation; Sensitivity of source of intercemt;
Inter=relationships between cryptographic systems.

DR. SINKOV: All those things come in to this, you sed.

MR, FRIEDMAN: In trying to abbreviate here we are getting oursclwes iirto-
difficulty.

COL. CAMPBELLs I think we are doing more than abbreviating. I think we are
trying to elaborats on some of those things which are rather broad in them-
selves, I thougit we were trying to slaborate rather than to abbreviate.

MR, FRIEDMAN: So far I don't find the elaberation. We might do it by way of
footnotes.

COL. C/MPBELL: We did that, These are the thinzgs that wers submitted by
other people,the things which were submitted in the past three months. We
have added a few footnotes where we thought in itself it wasn®t quite

clear, I think the ones we are talking sbout came right out of FROD, No, 2

“R. DENSMCRE: We didn®t submit anything like that. Our proposal was to
consider the question of whether we were going to be sble to coms up wits
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any concrete guide lines, We wound up by saying we didn't think we ocould.

DR, SINKO¥: We in 06 have considered the whole subject of classification
so dirfiocult that we have talled about appointing within the offiece a2
epecial individual to handle it,

MR, CALLIMAHGS: Cryptanalytic and other processes peculisr to the production
of Specisal Intelligence,

MR, DENSMCRE: That is owt of the Sgcurity Manuwsl., It is not our information.
We used it as a point of reference upon vwiich we made owr comuents.

COL. CAMPEELL: Wnat the Sesmrity Manual has now is cawmsing us mare trowble
than if we took it ouk. We would be better off wost likellr. What is wrong
with the wey you put it?

DR, SIRIOV: I think it could be put in a form which might be satisfactory
so long a3 ynou stress the interrelationship between the cryptamelytic
processes in your discussion on COMINT successes, PFalling that, if that
interrelationship isntt indiecated, tbon you have & very dirﬁcult problen
of classifieation,

MR, REYNOLDS: It would not be codeword necessarily. Still it would have to
fit the definition of classification which has been promuilgated, Some of it
might well be unclassified. Some of it might be Confidential and some of it
might be Top Secret.

DR. SINKOV: There are genersl principles that we have to apply to everything
wve do., The point of this paper is that it is intended as a guide over and
above the genwral guldes for classification vhich is to assist the people in
NSA in being able to determine when a pisce of paper neseds classification
and what classification,

DR. SINKOV: I sm ready to say that if we include the thought that the
ocryptamalytic process that is being discussed must be discussed in connection
with its product?s success on foreign coomunicstions, then we are in the
codeword field. Unless you insert that, it is wvery difficult,

COL. CAMPBEIL: Will you buy that, Bill?

MR. FRIEDMAN: No, I am sorry. I have bean looking at this thing while he
vas talking. I confess sgain that I don't know why we nesd this. We are
getting ourselves in hot weter. People have bsen troubled by this thing
for a long tims. -Every word in the thing has been carefully weighed. I
start right off with the very first paragraph, Special Intelligence product.
Then I find nyself in hot water right off because it says here that it is
Top Searet Codeword. Speclal Intelligence product, when we read that we find
that thers are two categories of COMINT which require codeword protection.
What we are doing is attempting to duplicate what is in here.
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PL 86-36/50 USC 3605
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Let this stand as the authorized Holy Bible and wherever we think we have
to spell it out a little more in detail, we can, let's say, for example,
that Af we adopt this, we don't need paragreph 1. We don’t need paragraph
2. As for paragreph 3, I wonder about RUPRD standing alom

DR. SINKO¥: + would 1ike to toss the thought in that e:ypt.analyuu short
titles by themselwes have to be Top Secret Codeword.

MR. FRIEDMAN: It says two or more.

DR. SINKOVs The whols difference is in the level batween onraelm and
CHQ. What is oodeword ecbout FRDAW?

COL, CAMPFBELL: I can't buy that. I don't agree with this om eithar

. when you add the words "two or more”, mmyouhavomthanom systen
and you mention short titles, this came out of the book again., We :a:l.d that
it must mean when you have more than one and its association xd.th a short
title, when you take one thing by itself, it has no clasainaati,on. When
you are talklng about the field activities, you talk sbout NSA, Europe, in
the clear, When you say NSA, PFar Fost, and NSA, Alaska, and you give the
location, it has a clasasification because again we are showing the network,
That is what we thought they meant here. The "two or more uq-dl" was added
by me. These things here are not any one particular person’s ideas. They
are jJust what we have gathered up and we are throwing them in to you people
ti:;:cept them or to knock them out., Nobody has any brief for any part that

here. “\

DR, SINKOV: We re I am spesking for a mumber of in 06 and
We

recamend that an adequate classification for cryptanalyiic short titles
is Seoret.

¥R. CALLIMAHOS: That is the way it stands now.

DR, SINKOW: I think that is the presemt rule,

COL. CAMFBELL: We will take it, Put that down as Secrst.

MR, DENBMCRE: How about the man at the working le wl?

COL, CAMPBELL: The Genersl has maintained that short titles should be un-
oclassified. The purpose of short titles is to permit you to be able to
talk freely about something. The person has to have knowledge of the short
titlet's meaning to know what you are talking about.

MR. CROSKERY: We could have a consolidated listing or something like that,

MR, CALLIMAHOS: RUFP doesn't mean anything. If you say that you are readiny
RDRD, that means something else. 4

D, SINKOW: The problem becomss inwolved in this sense. If you understand
our system of eryptanalytie short titles and you ses a long list, then you
ean begin to appreciate that we are going to have to distinguish between
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mmm We can bresk down m.f‘

tions iInto a number of distinot systems that we are having some success on.
This might produce a very specific break, but it requires an understanding
of a great deal about the systems. We have ngreed in actusl practice that
Secret soems to rrovide all the protection you need,

MR. CROSKERY: One or more,
DR, SINKOV: Independemtly of. Where you have sou-ovidmt features, short

titles with self-evident features, then that they be
complstely unclassified. Where you ha  thers is no reason for
classifying it unless you write down the te

COL. CAMPEELL: You want then to put down that Cryptanalytic short titles
inwlving two or more is Secret?

MR. DENSMORE:s Unless you can produce definitions down at the working lewel,
you are not going to do owr peopls much good,

DR, SINKOV: If we accept Appendix B as a gulde for classifioation or
certain parts of it, we can make the necessary arrangeuents for dissemination
of that, That is owr thought.

MR. FRIEDMAN: I don®t know how one would olassify extracts of this thing,
Here is a Top Secret Codeword document and we want to take out the definitions
on categories and that information. Wouldn’t that mean that this guide would
be classified Top Secret Codeword?

DR. SINKOV: Ve have to go back to the standard principls. The mere fact

that you are extracting something from a document of a certain classifisation
doesn’t require that the extract be of the same classification. It has to

be laid on on its own merits. This doesn’t call for as high a classification
as the original document.

CL. CAMPBELL: That is one of the questions that the people have asked,

MR, FRIEDMAN: 1 am Just considering in my own mind what I would classify
an extract like that, If it is classified Secret, it would be much easier
to use than if it is classified Top Secret Codeword., What you want ia a
guide, something you can hand around.

COL. CAMPBELL: Right. What you want to do is take the guide out of the
BRUSA Agreanent and elaborate on some of the points which we are now
bringing up. It could well be added to those parts. I would like to get
your ideas on thess things, what we will keep, what should be changed, and
how we can add to them, to the over-all guide which BRUSA has laid down.

MR, FRIEDMAN: Wherever I wuld select somsthing to quote, I would omit
any reference to USCIB or ISI{ and make this a Director, NSA, documsnt,

COL, CAMFBELL: If we do that, we can pick them out as our own, We might
rephrase them a bit so that they don't sound like a 1ift out of the'document.

That would protect the
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MR, FRIEDMAN: That i3 a good way of doing it. You will note that Category
IIXI COMINT comss first. That is at the lswel you would expeat.

DR, SINKOVt In the early days in the drafting of this paper cateso:y I was
the highest. For sous reason it got rearranged,

MR, FRIEDMAN: I can tell you why it got rearranged, Let's suppose it was
the other way around, The highest level is Category I. The lowest level
is Category III. If the fellow is indoctrinated for Category III only,he
says, "This is Category IIl. There must be two higher ones.," We wanted to
disguise the fact that there were other categories. We turned it around.

COL, CMPEELLt He might say, "There must be more or why number it."
MR. CROSKERY: Seven is the highest Command and Ons is the lowest Command.

DR, SINKOV: At a later date we might get into even higher categories than
we have now, If one was the highest, there wouldn't be rooa for a top one,

COL. CAMPBELL: We have knocked out No, 3. Whatever we do here today will
be reconsolidated and sent to you for confirmation. We will attempt to do
at that time what Mr. Friedman suggested, 1ift the things out of the BRUSA
Agreemant and tag on some of these things to them so that we may all have
amplification of the general rules. Right? We will endeavor to recon-
solidate this and send it out to you again., We will send the thing back
for concurrence. If there is no disagresaent, then we won't have to meet
again and maybe we could wind it up that way. I know that that is very
optimistic,

DR. SINKOV: Since we are making such slow progress, I don't want you to
think that we are just trying to be contentious asbout the matter., The

whole subject is a very difficult one. Because there is oonsiderable concern
in different dirsctions, this is not going to be easily settled.

COL. CAMPEELL: That is one of the reasons why I wanted to have soms guide
line sc that it would help everyons to do some thinking,

MR. CROSKERY: It is not alleinclusive.

COL. CAMPEELL: We got a recuest for orders the other day to send a man overw
seas to NSA, Europe. It was classified Top Seoret Codsword, Thers was no
codeword in it. The end result of his visit, for the TDY,will probably

wind up in codeword. Your people over there stuck the code word on it.

DR, SINKOV: I would be the firat person to say that there is a lot of
over-classification,

COL. CAMPBELLs I don't think they do it willy-nilly. They are doing the
best they know how to do. If there is anything we can do to help them,
that is what we are trying to do.
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COL. CAMPBELL: Can you accept No, 47
VR, FRIEDMAN: Ch, sure,

DR, SINKOV: The Appendix gives some appreciation of what we mezn by codes,
ciphers, or high sscurity grading. Here the phrase doean't tell the story.
Appendix B goes into the description of what kinds of codes and ciphers are

MR, PRIEIMAN: That was oopied directly from here.

DR, SINKOV: In a good many cases you are going to have to depend on the
gzd ‘:hml. and Judgmnt of the peopls who are putting the classification on
58 ngo .

COL. CAMPEELL: We could amplify "high security grading.” Does that need
amplification to understand what you moan by high security grading?.

DR, SINKOV: It does, but I am not sure we want to go into that.

MR, FRIEDMAM: I was thinking about that being the place to add, after
grading, a phrese something like this: As determined by the Chief of
Classification, Office of Production. If you put ons person in who has
the authority to say, at least you will get some semblance of homogeneity
about what is being dors. If everybody has to uae his own Sudgment, then
you get all kinds of answers.

MR, CALLIMAHOS: Everybody has to classify things in the name of their
Chief,

¥R, CROSKERY: It is up to the originator,

MR. FRIEDMAN: I was thinking about this particular thing., Who can bdetter
define or specify that a certain system is of a certaln classification?

DR. SINKOV: How about just the opposite approach just like the one we used
on paragraph 1? Except for those which by specific exsmination have been
given the lower classification, and these will have to be specifically
indieated in a list someplace,

'R, FRIEDMAN: They are all codes and clphers, What is wrong with having
somebody in 06 responsible for that particulsr?

R, SINKOV: We have already asked M¥r, Densmore, who is an authority on
classification, to answer jJust such fuestions.

MR. CROSKERY: There are so many people involved in the business. Many of
them should be qualified to determine what the classification should be
rather than amt. ons individual, I like the Doctor?s reading of it.

DR, SINKOV: Is not No. 4 4g Yery large measure coniained within peragraph 12
14, —TCP—SECRET CONTROL-NUMBER 50296
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MR, CROSKERY: One is cryptanalyeis and the other is traffic analysis.

YR, FRIEDMAN: Why not leave it as it 18?2 Are we having a great deal of
trouble with it now?

COL. C:MPBELLt No, I don't think so.

MR, CALLIMAHOS: Let's leave it, Traffic intelligsnoe involving call-signs
will be in the Top Seorst Codeword level unless specified otherwise in
separate lists, Then owr psopls won't be in ignorance. If they don’t know
vhether it ia Top Seoret Codeword, then they can go to the list,

DR. SINKOV: <Just put an addition on No. 4 without any change of phrasing.
We are talking about the fact that any exceptions weuld be listed separately,
excert those whioch are specifically listed as Top Secret.

MR, FRIEDMAN: To what does the word "those" refer?

DR. SINKOV: Except thoss codes or ciphers which are specifically listed as
Seeret Codeword.

COL. CAMPBELL: No, 5 resds: Traffic Intelligence involving such combinstion
("fusion") of separate Traffic Intelligence or other Secret Codeword sources
a8 produces information whose valus is s0 great that security of content
becomss the overriding consideration,.

DR, SINKOV: The reading out of Appendix B is highly acceptabla.

. MR, FRIEDMAN: Yes.
COL, CAMPEBELL: No. 6,
DR, SINKOV: It seems to me that this plain langusge itself is classified
Top Secrst Codeword. That is really a contradietion, It doesn®t begin to
recelw any higher classification than that until we have done somsthing
to it., We have to have it analyzed and evalunted.

MR. FRIEDMAN: That is treated in this dooument. Does anybody know the
reference right off?

Mit. CROSKERY: It ien't the astusl plain text itself, It is the information,

COL. CAMPBELL: The process conld result in Top Secret evaluation. It is
not Top Secrst Codeword.

M. SINKOV: The reason for Codeword is this. Let us say that we have
Russian Plain Text., We freguently come upon proforma abbreviations and

other items of information, special technical terms whose meanings and
identifications are to be made avallable as a result of COMINT,

MR, CALLIMAHOS: Ve have the fusion of Plain Text and CCMINT,

TFOP- SRR o st
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PL 86- 36/50 USC 3605
MR, FRIEDMAN: This business of Russian- Plain Toa:t. boing ‘rated Top Secret
Codeword has the fact that pretiy nearly all the information
we have about eonoa from that, It iﬂ in thora somswhere,
This wasn't 1 out, S

DR. SINKOV: The statement ncedl some modification., w. mighb have some
kinds of raw traffic which are not Russian which in some instances don’t
I_jet a claoaiﬁ.cation of higher than Confidential, We bavo pla.in text on

COL. CAMFBELL: We have plain text in Category II.

DR. SINKOV: Ruseisn Plain Text is all evalusted. In analyzed form it is
classified Top Secret. The majority of it is,

If there are no other consideratioms xthink I must poin
here needs modification. Plain t.ext. which is passed on| '

of such high intelligence value or sensitivity as to require assignmant to
this classification, that is not correet. It is the Top Secret Codeword
intelligence that is derived from the study and analysis of it, ;

MR, FRIEDMAN: Yes, I think that is correct. ‘3
Here where it talks about Category III in paragraph h.d. it sayss/

. which is oatabliahed under sub-
paragraph 5.,b.(2) below. That is quite differect. :

COL. CAMPERELL: That is added in 6.a,

¥R, FRIEDMAN: It seens to me that Category III is what we have in here.
Why wasn®t it lifted out intact? :

COL. CAMPEELL: We could take 3. off and add it right to @h. paragraph.

“R. PRIEDMAN: Plain-text which is passed o Jand is of such
high intelligence value or sensitivity as to require assigmment to this

Category.
DR, SINKOV: Combine 6, and 6.a. into ons statement.

VR. FRIEDMAN: How about paragraph 7? That is g lift out of herse too.

DR, SINKOV: The revelation of success agalngt. unusual, sensitive or complex
trensmission proocedures., If we are able to demodulate a number of high
frequency transmissions that is Top Secrel Codeword. I don't think so.

That is a communications engineering problem, a straight communications
engineering problem.

MR, CROSKERY: It says "unusual and sensitive.”

FOP SERERE S, s oo
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MR, FRIEDMAN: My quarrel is not with us but with the people who wrote it.

DR, SINKOV: Unusual, sensitive or complex transmission., Sensitive or
complex, how do we define that? I would be wery happy if you sald "and",

MR. REINOLDS: You can'’t touch that,
COL. CAMPEELL: That is going to be hard to live with,

DR, SINKOV: Transmission procedures, I would interpret that to mean that
we have successfully intercepted what has been tranemitted. That is very
seldom deserving of Top Secret Codeword classification, When we are just
able to 1nterce~ot and analyse the signal, that very seldom is as high as

Secret .

MR. FRIEDMAN: I think they are thinking of complicated in answer to pro-
cedures,

EO 3.3(h)(2
IR, SINKOV: In normal procedural handling. (b)(3)-5(0)l(JS)C 3507

MR. CALLIMAHOS: Could it be successful traffic analysis?
¥R, FRIEDMAN: I suppose so,

DR. SINKOV: There is rio problem about the first half of the sentence. Those
have the highest priority. The second part is the peculiar part. If we
could rephrase the sscond half to include what I have given, then in effect
ws mean successful intercept of a complex transmission. That is not even a

cryptographic problem, a cryptologic problem,

MR. FRIEDMAN: We either have to live with it and say nothing or we could
make & recommendation to the Diraector that he refer this to the Board and
the Board discuss it with 1SIB with a view to modifying it. ;

DR. SINKOV: We would be putting the staff into the tough poeition ot failing
to appreciate what the right answsr is. Suppose we talk of :l.nt.ereepbing a
Lower Slobovian facsimils tronsmission?

MR, REYNOLDS: It might be Top Seeret. There is nothing about it that eomu
in the codeword category., I doubt if that would be Top Secret. ,

M, FRIEDMAN: What is the classification that we give to information rrom
the demultiplex, the most complicated one, the $=channel?

DR, SINKOV: I am not sure that it has any classification. I think what wc
are doing now on the demultiplex doesnit have any classification because it

isn’t a cryptologic problem in any sense. It is a straight engineering problem,
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MR. FRIEDMAN:s There is nothinz we can do absut it here. Ws have to live
with it, EO 3.3(n)(2)
MR, CALLIMAHOS: It could be referred. PL“*86'36/ 50 USC 3605

—LOPSECRET

MR. FRIEDMAN: Refer it to the Security Committes o!' USOIB anﬂ let then
struggle with it, How about paragraph 8?7 ‘

DR, SINKOV: Let's back up just a moment, I wasn't qui.te cleam I dontt
lmow what the phrase at the end of paragraph é "designated b,vr a saparate
codeword® means, I don't believe we have any such thing as a so;arato
codeword in this connection.

MR. FRIEDMAN: That isn®t quite what this
sort shall be assigned to the sub-category

W 5,b,(2) below, Paragraph 5.b.(2)
sayss

What was done here was to condense the thing.

DR, SINXON: If we keep the phrase,one might make the declisicn that inform-
tion which isnft designated by a sseparate codaword doesnit come under the
general heading., There are other special codawords which apply to Rusoian
plain-text,

¥R. FRIEDMAN: There is another thing that you have to call attenticn to
and which they haven't done.

DR, SINKOV: 1 am pleased that somebody was going to do something about: it,
The conly special codeword that I know of is the one that ws apply to
Westher.

COL. CAMFRELL: If it is in the Top Secrst category, thore might be ancther
codeword for it,

MR, FRIEDMAN: There is a possibility of having such a thing,

COL. CAMPBELL: On the question of designating it by a separate codeword,
ws could explore that and find out what the status is. We will put &
qusstlion mark after "separate codeword" and look into it to find out what
it ie,

Nsxt is Spscial Weather Intelligence. This is paragraph 8.

Next is plain Top Secret without the code word.

DR, SINKCV: The detaliled mission of a COMINT organization could posaitly be
codeword depending on what is said,

COL. CAMZBELL: We have a note that this requires clarifiecation and elabora-

tion,
“TOP-SEGREES, o o
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PL 86-36/50 USC 3605

DR. SINKOV: You will use the method that we have slready established? If
we read all the messages which Lower Slobovia amcta in, that is Codeword.

¥R, CALLIMAHOS: It still might not be all-inclusiwo You have broad out-
lines. Tho ASA Manual is at the Secret level. ‘

COL. CAMPBELL: What about COMINT organization?
YR, CROSKERY: It is Top Secret Codeword.

DR. SINKOV: What do ws mean by COMINT orgnnization" Supposs it is jJust a
small D/F team or an intercept team whose mission consists solely of taking
bearings on intercept? That is not a COMINT organiution., Who is to provide
clarification and elaboration?

COL, CAMPEELL: We are.
DR, SINKOV: We will pass on to Point No. 2.

COL, CAMFBELL: We will arrange for elaboration, You brought out, somebody
brought out, about small intercept stations. If we are writing the mission
or an operations order for & small station, does t.hat a\mmtically carry
with it the Top Secret classification?

MR. CROSKERY: I wouldn®t be surprised that it muld if you get down into
the detalled mission.

COL. CAMPRFLL: Most of them have, If I remcmber comct.ly all the operations
orders are at least Top Seeret,

’R. CALLIMAHOS: How is that compatible with thol kn'cductl being Seerst
Codeword? If the detailed mission iteelf is Top Secret, its success would
be Secret Codeword. Maybs we should ssy: Detailed mission of each major
COMINT organization,

MR, REYMOILDS: We might have a small outfit working on something that is a
lot more important,

DRe SINKOV: I don't know the answer to No, 1. Whenever we write down the
mission of a COMINT organization, we would use all the rest of the principles
in this guide for classification,

COL. CAMPBELL: Take for axnilc when you te down the mission of FROD or
ut out the functiondl organizational ch that shows your Branias or your
Biv:laions arnd all their functions, you people have raissed the question of
classification on that chart. That is a COMINT organization., That is the
COMINT end of NSA.

MR. FRIEDMAN: Why don’t we put in: The Detailed mission of a major COMINT
organizstion?

540296
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DR. SINKOV: Providing the mission does not include Codeword information,

Mt, CROSKERY: Take Berlin for instan., The radio station there was cone
sidered as of very high classification at one tims.

COL. CAMPEELL: It still is, isnit it?
DR, SINKOF: I don’t know that it is operating right now.

MR, FRIEDMAN: There might be a footnote to the effect that at the time they
agresd to grade the misaion of a small COMINT unit as high as Top Secrot
depending upon its sensitivity.

MR, REYNOIDS: PFirst of all you have to detemming what the mission is, After
you determine wvhat the mission is, then you determine the classification,

COL. CAMPBEELL: Detailed mission of a major COMIKT organizetion. Take out
the footnote. We might say: To some minor segnent, or to a supperting unit
which might have especially high sensitivity or an important mission.

DR. SINKOV: The minute you describe the mission and includs codeword
information however that has bean written out,you get into the codeword
classification. All of the tesms are going to have to uss this as a gulde.

COL. CAMPBELL: If the dstalled mission should oontain any materiasl that is
properly classified Top Secret Codeword, that classifieation shall be used
for the mission as a whole,.

We should make & very general ststement at the beginning that these are
guide rules and that they should be used as such and not be taken as the
ovur-riding suthority, that on the text and material furnished they will
have to determine whether or not it takes that classification or a higher
one,

M. REYNOLDS: My concern in that is the fact that there are certain words
which in themselwes are subject to interpretation. What do we mean by
"detailed"? When is it detalled and when isntt it? When is it major and
when isntt it major? Fveryons knows that we must have guidance as to what
constitutes a CO/INT organization and what doesn't constitute a COMINT
organization.

DR. SINKOV: The only peeopls who use the guide are those psople who have
suthority to classify papers. That automatiocally puts then in something

of a key position. If by that time they don't know what a COMINI organiza-
tion is, they are in a bad way.

MR. CROSKERY: When we have to spell out the phrases and clauses, wo get
into that all the time, /e have to leave soms initiastive to the individual.
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DR. SINKOW: VWhy can't it be a statement of general principle? We are going
to have to require people utilising these reinciples to use common sense
ax;:u Juignent as well as well as applying the basic principles of classifice~
tion,

CCL., CAMFBELL: 1If we mean just what the dictionary definition of it is,
early in this psper there will have %0 bes an over-all written decision on
vhether or not the fact thut we are in the coomnunications business or in
the ¢ipher business is classiffed. In other words, if the statement came
out that NSA was in the COMINT business and established for that purpose,
then shen you go on from thers you get into trouble if you add that you
are in it for the purpose of intercepting and breaking codes of foreign
comtries. You begin to ralse the classification right awey,

“R. FRIEDMAN: Sure.

00L. CAMFBELL: When we said "detailed” here we meant detailing exactly how
we go sbout it and what we are trying to accomplish, what our purpose is.
The statement that NSA was in the COMINT business and located at a certain
place and was furnished with so many people, I dont't think that would tske
the Top Secret classification in my opinion,

DR. SINKOV: We have never promulgated in any form information as to who
within the Agency is authorized to determine what classification a thing
gets, How low down in echslon may we go?

COL. CAMFBELL: The document should de assogiated with the people who should
use these principles, That should b2 the preasble of the documont, That
starts it out generally I would think, We are required by the Executive

. Order to do that very thing, to appoint certain psople who are suthoriszed
to place a classification upon the paper. That is somathing which we have
never done. .
DR. SINKOV: We have an indication that the general principle is in that
direction today,

Mi. FRIEDMAN: I think we just have to live with certain wrds, that we
canit spell them cut. I know what is troubling you. It looks lile you are
running into difficulty thers, There is no other way that I know of, Say

that it 1is in the mission of the COMINT organization and leave it up to
the good judgment of the fellow who is going to have to opsrate under this

wao
DR, SINKOV: It only comes back to that peint,

MR, REYNOILDS: The Ceneral says to get one model and to come up wit
brillisnt ideas in the future. Yes, I can see confusion in NSA and in ¢
Cryptologie Services and a misunderstanding of the term, COMINT itself is
one which is used in many different interpretations. I hawds here a paper
put out by ASA on 19 January, It is most confusing.

i
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DR, SINKOV: Ewven after we got all the principles laid down, we get into
the problem in 06 of having thraes or four peopls at the p most level
wondering what the classification is, There might be two or threa different
answers.

COL, CAMPBELL: Are we too high on that?

MR. REYMOLDS: I think not at all. The only thought I had in mind was that
the general statement might lead to confusion, I realize theat you canit
devise a system that will to%ally eliminate the confusion.

COL. CAMPBELL: We are consistent with present regulations vhich establish
NSA and ASA and give the misaion,

MR, CROSKERY: It doeen°t, glve the detailed mission, It dessntt go into
detall about it,

00L. CAMFBELL: You would say then that this was the btroad mission of each
COMINT unit, You won't agres with Top Secret?

MAJ. CARSON: The broad mission of ASA is unclassified.

MR, CALLIMAHOS: Not the brosd mission. Wwhen Marshall was in office he
published Reg. 10«125, That has been upgraded,

“TOP-SEORED

¥AJ. CARSON: I withdraw,

% CALLIMAHOS: Col, Campbell has asked that all coples of this be destroyed.
OOL. CAMPBELL: You can always downgrades much easier than you oan upgrade.
If you have already given cartain information out ard it is unchad.ﬂ.od,
how ocan you upgrade it later?

MR, CROSKERY: Still the damage has been done, but that is no reason wvhy we
should contribute to something like that.

COL. CAMFBELL: You would up it on the basis of assoclating the broad COMINT
function with the specific activity or organisation by neme.

VR. CROSKERY: There is question about the name.

MR, FRIEDMAN: Over and over again I am not too happy with the words "sajor
COMINT organization,” let's take the detailed missiomn of PROD. It is
spelled out in the SCP of the Agency. What is the classification?

COL. CAMPBELL: Top Secret, Whem you say "detailed", you ars talking about
the organization manual, That has to be Top Secret.

¥R. FRIEDMAN: Why shouldn®t it read: Detalled mission of a COMINT agency or
a major component thereof?

MR. REYNOLDS: What about the Eranches of one Division?
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COL. CAMPBELL: If you take the Russian Section out by itself and give its
detailed mission; Bill says that it is Top Secret. If you take out the
Processing Branch of Peenqy's outfit and give its mission, which doesn’t
have anything to do at all with codeword, you could spell gut Fesney's
operations without revealing anything at all practically, In fact you
could word that so it would be Confidential and maybe even Unclassified,

MR. REYNOLDS: Doaan't it depend on what the mission is as to its classifica-
tion? . .

DR, SINKOV: That is the bagic peint.

(0L, CAMPBEIL: In the Security Division, which ia considered a major com-
ponent, you could put your Job in the clear if you worded it right. Yes,

* you could, If you mentioned your name, I will admit that you might hawve to

classify it.

¥R, FRIEDMAN: How about the fact that we are rumning certain kinds of
gadgetry? .

COL. CAMFBELL: You mean the polygraph?
MR, REYNOLDS: We have told Senators that we use it, We don’t piblish it.

COL. CAMPBELL: As long as you say that you don?t demand that everybody use
it, he doesn't say that, There again it is s plsy on words, I could write
up P/P's work sheets, their Job descriptions and put them in the clear

practi cally,

MR. REYNOLDS: The daetailed mission of sach COMIN“” owganization or major
component thereof may not necessarilyeee.

COL. CAMPEELL: Maybe we ought to say "detalled mission" and spell out our
COMINT function e, ° Wonld yok iy that, B41l? The detailed mission of a
COMINT mmthn; of a mdﬁl‘ COMINT ﬂcuﬂt’ i..lcp

“M. REYNOLD3: If you put that in there, I will buy it,

R. FRIEDMAN: You don't want to classify the COMSEC activity. You want to:
83y detailed mission of a COMINT agency or a major component thereof.

COL. CAMPBELL: Which reveals COMINT functions is, which reveals informstion
taining t0.... Wo are adding more confusion., I think it is clear if
we put "majort in there,

.
=

MR, CROSKERY: Delete the part that we added before,
MR, GFYNOLDS: Strike it altogether, "

COL. CAMPEELL: PROD has raised the question on their charts primarily.
Their charts giving just the namas of their outfits, they have put at
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Secret. They raised the questlion whether Secret was adequate or even too

high. They have raised the question within PROD theassslves. Their organi-

sation charts show nothing except down to Division lewvel, if I remanber

rfish:g. They have raised the question whether Secrat is the proper classie.
0a No

MR, REYNOLDS: When you are preparing a paper which reweals the detailed
mission of a COMINT organization, don't you determine the classification

of that by jJust deciding what the detailed mission is? Then you go back to
the basic guides for classification and put the proper classification on it.
If we can set forth the detailed mission and then go back to the guide,

you can say what definition fits it--Seoret or Top Ssoret.

MR. DENSMORE: That answers the problem,

COL. CAMPBELL: If they follow the remaining rules, they will be able to
classify that Top Secrst.

I will try to read the rest of the Secret section,

Iatts leave No. 1 and go on to No. 2. Then we can come back to 1, We will
see if the rest will answer 1 if we left it out,

¥R, REYNOLDS: In the finsl preparation of this document I would like to

suggest that particularly on the Top Setret and Confidential sections, we

g:g forth the classification guides as promulgated by the Secretary of
mise,

JR. SINXOV: Thers are clear guids lines laid down on the basis of which we
would be qxpact.d to give exumples from ouwr own activity,

COL., CAMPBELL: That would be in Executive Order 10501. That would be the
nein guide line with further implemsntation and assoclation of certain ractl
with NSA and like activities, Right?

MR, REYNOIDSs The guide lines set down by the Executive Order are too broad.

COL. CAMPBELL: Do you want to leave 1 out for the timo being? We will take
2 thente The thing is vague and doesn't satisfy any purpose,

DR, SINKOV: I have a note from 70 that it is too vague and should be omitted,

COL, CAMPBELL: If you follow the detalled instructions, that \d.ll nomanr
take its proper classification,

MR. FRIEDMAN: Right,

COL., CAMPEELL: We have added something there that might be confusing,
DR. SINKOV: Strilke it.

C0L, CAMPEELL: No, 2 goes out.

No. 3, I don't think we can do anything with it,
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DR, SINKOV: The intent as it now reads is very cloar, What you want to
distinguish between is the fact that UK/US collaboration is Secret and
UX/Canada, UK/Australis is Top Seéret. It might be better if it were
spelled cut., It is also irus that we are already discussing the idea,
and I think it is true, that we will downgrade eo:l.lahoration with Canada
and eonaberation with Auatralis to Secret, ,

COL. CAMFBELL: The British are the ones,

DR. SINKOV: Theothers were made Top Secret as a eorisoquonu. We bave agreed
with the UK to downgrade collsboration with them to Secret. Tho:stise> tue
are not yeot dmmgradcd.

MR, CROSKERY: US/Australia collaboration is domgradad to Secret,

DR, SINKOV: The US proposed the change at the Helboum Tripartite Con-
ference, We think that collaboration: should bs classified Secret, The UK
and Australia have not answered that question, ‘

MR. FRIED'AN: What about collaboration of the mc/us in COMSEC matters?

DR. SINKOV: Even beforc we go to COMSEC, we think the wording in paragraph 3
is perhaps a little strong. Would you say the exchange of raw traffic is
Secret?. :;

¥R, REYNOLDS: Raw traffie determines the elaasmemnn.

DR, SINKOW: It depends upon the extent of collaborat.ion. Some aspects of
collaboration by themselves might not warrant a Very high classification,

MR, FRIEDMAN: Is the classification because of; the fact that we exchange

DR, SINKOV: It is Top Secret between the US and Camada., The Canadiane up-
graded it, The gensral principle will be that any time you talk about
collaboration with the UK it is Seoret. Collaboration with Canada and
Australia is Top Seoret,

MR. CROSKFRY: This should be spelled out then, collaboration betwsen the
US, Australis, and Canada then.

MR, REYNCLDS: Could you explain to me the basis of the high classification?

MR, FRIEDMAN: Collaboration in wartime is obvious. The emphasis here is on
peacstime apparently. I suppose the general feeling is that cryptanalytiec
work in itself is highly secret. Collaboration in peacetime with foreign
goverrments is the most secret of all.

DR. SINKQV: If you follow the basie JCS principle which defines Top Seeret

as information the disclosure of which would ceuse grave damage to security
information, I am quite sure you can Justify calling collaboretion with
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Canada Top Secret, The loes of thatinformation causes grave damage to the
nmation. It is Top Secret for such information, the disclosure of which
will cause grave damage, lowever, I think we will with time get it downe
graded to Secret since peacetims collaboration with ths British Commonwealth
is concidered Ssoret, It ll take a while to gst that.

Strike "anyt" out of 3., The classification of eoilaboration with the UK is
Top Secret,

MR. CROSKERY: It has been down lower than that for some time,
COL. CAMPBELL: No. 4?7
MR. FRIEDMAN: Is that correct? 1 could use that information this afternoon.

MR. CROSKERY: In the Combined Cryptographic Panel we deal with the British
on certain Top Seerst information:

COL. CAMPBELL: That is what most of their papers come out in., It depands on
what they reveal,

MR. CROSKERY: Canadian/US JCEC,

COL., CAMPEELL: It is practically in the dlear. I think it should be con-
sidered unclassified for all purpases.

¥R, FRIEDMANs It is a curious thing.

Mr. Friedman spoks off the record.

COL. CAMPEELL: On most of the papers the highest they can go umially on overe
all classification, until we get down to telling them what we are giving them,
is Confidential.

Noo 4o

DR, SINKOV: It contains 12 unnecessary words.

COL. CAMPBELL: If we follow the guide lines, we don't need 4.

No. 5

DR. SINKOV: We have such interesting things as the fact that the Pearl Harbor
investigation was spilled sll over the newspapers. The cryptanalysis of those
systems, that is no longer considered Top Secret, In the second place I am
not quite sure what we mean by the phrase "highest®,

COL. CAMPEELL: Systems of high grade, That is net my wording. I bow out to
you cryptanalysts on that,

¥R, CROSKERY: we are gotting into the detailed part of it again, the fact
that we have done such a thing,
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DR, SINKOV:s If it is cryptanalysis of the highest grade systems and if that
ocryptanalysis as such has not been disclosed, that information as we know
it then is Top Seerst Codeword. If on the other hand, it is unclassified
because we have talked shout the success against Japanese communicstions

in investigations like the Pearl Harbor investigation, we continue to call
it Top Secret.

COL, CAMPBELL: That cams out of the BRUSA Agreement.

MR, FRIEDMAN: What do we do about the referense to COMINT in ninor police
actions 1like the Xorean megnace?

DR, SINKOV: Secret Codeword throws us into another contradioction. There
aight be things we put on the Secret Codeword list that would be disseminated
to the front lines without having the problem of Top Secret Codaword.

MR, FRIEDMAN: This tactical COMINT is quite important,

COL., CAMPEBELL: It was put into the last Seturity Manual which is one part

of it, During the war it provides for references leading to interference
with the spscific gystems involwed,

M. CROSKERY: There 1s a similar paragraph under Seoret,

COL. CAMPEELL: That is low grade. The first one refers to Pearl Harbor,

Mr, Friedman spoke off the reoord,

COL. CAMPBEIL: That is from Adm, Wenger's paper of 19,7. That is a quote
right out of the papers of his, that and that other one,

MR. FRIEDMAN: It is about time to change that,

MR, CROSKERY: Put 5 and 7 and msybe this one together, Take 5 on page 4.
Pull all the Mo, 58 together.

MR, FRIFDMAN: You are talking of some low grade military cryptographic
systen used before World War II and you call it Secret. Yet you can byy it,

MR. DERSMOREs How many peopls nsed to use the information on owr business?

DR. SINKOV:s How many peopls need guidance? Shouldn't the guldance be
realistie? How many people are ever going to write about reference to

cryptographic subjects?
COL. CAMPEELL: That is the guy right there.

DR, SINKOV: That is somsthing which probably wouldn't apply to a very large
number of people,

MR. REINOILDS: I have a problem in the a:mo way on publications that come
to my attention in determining whether or not they should be classified,
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DR. SINKOV: You would refer that?

MR, FRIEDUAN: Who is the person setting up a division for giving relief,
ald, and succor to NSA personnel whio hawve to spend some time in e Government
Penitentiacy for violating the law? I learnsd yesterday that the Technical
Manual 11380 which deals with keying arrangezamts for converting the M-209,
which was published years ago, ten years ago, s a Restricted Manuel is now
Confidential. I was looking throvgh ry books st home and im my literary
cellestion I found the 11=380, I don't have any three-tumbler safes at
hone to put that in. It is classified Confidertial today. Here I am
harboring a Confidential document in rqy home whiech if Mr, McCarthy finds
out, ﬂﬁa?I am sure going to soend some time in Jail. Will somebody bring
me cookies

MR, FEYNOLDS: Me can ma!m. arrangements to bring you cookies and tea,
providing that I go with you,

COL. CAMPBEIL: I don't knew that we necd to worry if he goes right from here
to thbl"o " ’

MR, FRIVIMAN: 1 am worried about this, .'thm"'mm be -several scors
documents 1 the Restricted category that I ba¥e bad at home.

DR. SINKOV: Suppose as a result that a pisice of paper is now Cmfidential
which previously was Restricted? Copies cf it which dated to the perioed
when it was in the Restricted classification in effszi must be changed to
the Confidential classification.

r

COL. CAMPBELL: ‘hat is the only trouble with 10501, It should never have
changed the classilication of any document. From 15 Decerber on there is no
Restricted material. Other material that has been classified as such still
is treated as classiMed, They should never havs tried to go back znd make
the thing retroactive, - :

MR, CROSKERY: We all have these things to determine.

COL. CAMPEZLL: The easy way out vhen you change something 1s don’t go back
and change the old system a1l the way bagits That is what they did, The
directive says that unless a documunit has been upgraded it is Unclassified,
The Executive Order says that they will-all be declassified, It put the
responsibility on the originator to notify everybody that the thinz has bsen
upgraded, in my oplnion, -

MR, CALLINAHOS: The earlier 380 had been supersoded by the last one which is
now offsct, It says that all previous copies have been destroyed.

YR, CRUSKERYt: The AFSAG says the same thing,

CGL. GAAFEELL: The test would be whether he had the "need to know,®
"8, FRIED¥AN: , I bought it, '
cof, CAMPEELL: Did someons have the right to sell it to you?
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didnit want. to steal Govammb property. I bided my time until it came
out on some surplus sales marlu :

COL. CAMPBELL: The Exccutive Order is woak on that point, It declassifies
everything unless action was taken by the originator to upgrade it,

MR, FRIKDMAN: The action has been taken,
The Signsl Corps is operating in Confidential.

¥R, REYNOLDS: They have to prove it meets the definition of Confidentsl sed
forth in Executive Order 10501,

MR, FRIETMAN: There is another ticklish qusstion, I was asked by letter
by the Edltor of the American Cryptogram Assoclation to reply to an article.
1 wanted to turn them down gently, budt it occurred to me that they could re-
publish the article, I dug up the nams from the ASA Rovhi The document
itself was classified Restricted but the article was at the top
Unclassified. Now the article was in two parts. Tho firat. parb was taken
from the original which was published in the Jou ? Amy L g

Part 2 was published in the

When they lifted it out of the W and pi& ib in the
?gggt_ they should not have put sn at the top of the art
t was classified Restricted, New then the Editor of the American Crypbogran

Jo can'tuse that without wiolating the law as'I see ' van o
t him,

COL. CAMPEFLL: We are getting off on Bill's problems,

MR, FRIEDMAN: I1f anybody wanted to get me, they could, and I don'’t take
chances 1ike that,

Something has to be done to 5,
COL. CAMPEELL: What do you pmropose?

IR, FRIEDMAN: Thers is no time limit for safeguarding COMINT as defined
heraein, It is of the utmost importance thalt complete and absolute silence
be maintained by thoss who have ever bsen indootrinated in it at any time.
then matters referring to COMINT are broadcast or published by the proper
people or those in authority, it doesn®t fres other persons who are or ever
bavs been indoctrinated for SoINT from their cont obligation to maine
tain silenoe,

COL. CAMFBELL: On that basis 1f something was made unclassified and at the
time that you were indoctrinnted it was treated as classified, you wouldn't
oven talk about it, I don?t think they meant that,

DR, SINKOV: Let's let Mr, Callimahos write it,

MR, CALLIMAHOS: I don®t mind writing 7.
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(OL. CAMPEELL: No, 5 and 7. On page 4 No. 5 again cresps in, Six creeps in
there~=l, 5, and 6, You will take care of S and 7 under Top Secret: and 4,
” and 6 under Secret, No, 6 we ’kim‘d.

DR, SINKOV: The law says that Codeword bty itself, without any indicat ion of
what it means or uwhat you do with it, if 1 am correet, that is Top Secrst.

MR. CALLIMAHOSs The Army safeguards the dissemination of Special Intelll-
genos, It 4s Codewnrd for Special Intelligenss and Top Secret Coduword,

When it comes to Codeword, if you write it snd leave it on your calendar
at night, you can be picked up for a violation. This is one that is not well

known among Agency people.

COL. CAMPEFLL: I can't agree with you more.

¥R, DENSMORE: In the Navy they alwsys left it out.
MR. CALLIMAHOS: TYou can be gigged for the word,
Mi, FRIEDMAN: That is the rule,

¥R, REYNOLDSs It would simplify things terrifically, What are the chances of
getting a modification of that thing?

DR. SINKOV: We ought to try.
COL. CAMPEELL: The Codeverd requires a classificstion when it stands by

itself,

*R. FRIEDMAN: That is what it says now, The codeword when uged as such is
codeword, Uhen 1t designates Category III and II COMINT and sub=categories
which are established within these categories it will bear the Top Seeret
classification. According to the category, these code words and their
implications shall not be made known to ncn-indoctrinsted personnel ,nor
shall the code word be used in the codsword sense in the presence of non-
indoctrinated persons, The code word when used as such shall bear the Top
Seoret classification, . .

COL. CAMPBELL:s I say that I have certain codeword reports down on my desk
which I would 1ike you to see, I have used it in that senso, Therefore,

I should not. even make that statemeryy you with someone in the room vhom
I don't know and if I don't know whather he 1is cleared.

MR, REYNOLDS: You mentioned only the document with the code word on it,
COL. CMPBELL: Your people won’t lot me leave Codeword paper out,

MR, CROSKERY: How about the print-d paper ower in PROD with nothing on 1t?
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DR, SINKOV: If it is associated closely with Top Secret, it indicates that
there is some connection even though to my mind it is no more in need of
protection than the meaning of the words Top Seeret.

COL. CAMPBELL: For example, ws received a skin from ome of the outfits that
sald, "Your Top Secrat Codeword paper was forwarded under such and such a date
to %0 and so. " It had nothing to do with the material thad was in the paper.
He had classifisd the thing Top Seeret because of the fact that they bad

used Top Secret Codeword. He gave no information, but his paper was classi-
fied Top Secrei bocause he had, as I understand the definition in its mesning,
not the dictionary meaning, sssociated it with the definitiom as set forth

in the BRUSA Agreemant which has a special connection, He would have to
write on that Top Secret Codeword paper such and such is forwarded.

DR. SINKOV: If he left out the specific codeword,

MR. CROSKERY: If he identified it by serial number,

COL. C/MPEELL: It should still have Top Secret Codeword on top of it.
MR, REYNOLDS: Not according to this.

MR. FRIEDMAN: It carries the classification,

COL, CAMPEELL: You can't diwulgs the word to anyone else. The paper here
says that you will not rewsal it to other than thoso who are indoctrinated:

MR, CALLIMAHOS: I think we should keep them and let them be knowno

DR. SINKOV: That has been proposed mors than once, It seema to me that if
we could agres on a set of code words and let them remain indefinitely, it
would save us a lot of headaches. I think we ought to have a general
classification and change tha phrase Top Secret every so often,

COL. CAMPBREIL: I read PROD?s conments on Codeword., Reference was made to
a proposal such as for Top Secret Codeward.

When reference is made to a pirase such as Top Secret Codeword and it is
otherwise unclassified, should the document be classified Top Secret Code~
word, Top Secret, or is some ot her lowor classification permitted?

what 1s the procedure for classifying material that contains a combination
of classiffed information such as Secret Codeword and plain Top Seeret?
Does or does not that require Top Secret Codsword?

Doas the presence of an individual page among several pages within a documeat
of Codeword material necessitate the application of a Codeword to all pages

or only the page required?

3
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Is not undue emphasis being placed upen the cover sheet bearing the legend
that the material contained therein is of Codeword level?

S8hould not some requirement be established that the notation of the existence
of Codaword material be included on the cover apd the firat three or four
pages of any given documont?

This came out of PROD and there is to my mind quite a bit of confusion within
l_’RDD as to what is proper.

DR, SINKOV: A lot of his questions are kind of long-winded, He goes into
several different things,

COL. CAMPBELL: The information in this paper was Secret Codeword, but there
was soms additional information that had to do with COMINT that raised the
classification to Top Secret. This thing is & very small snd innocuous
statament but I will run over it., It 1s evident that it is not clear in a
lot of peoplss' minds,

MR. CROSKERY: They might have to clasaify individually every paragraph in a
rarticular documsnt,

MR, CALLIMAHOS: It is elassified Top Secret in the ariginal, It says Top
Seeret Codeword.

COL. CAMFBFLL: The instructions should not carry the Codeword. It is
nothing mori or less than an indication of the transuission channals. If

I send a Top Secret document te someone, I can send it in double wrapped and
' lsbelled inside Top Secret, The Top Secret Conktrol Officer can open it and
N he may or may not be indoectrinated. When hs opens it up, he can ses that

it ia Top Secret Codeword and say, "what do I do with it?" Y¥You arent't
suppossed to ses it. You send somsthing through the wrong channels., It
should have gons in COMINT channels. I den't mean to imply that the Codeword
is only a tramsmission indicator. I didn°t mean that.

Te s nm

It also protects the channels, the indieation of the channels, Bill read

: that you may not reveal the word in its codeword ssnss to un-indoctrinated
people, The letter will reveal it in this sense to soms dagrcs.,
MR, FRIEDMAN: Let's take the case of a paper where you uss Top Secret Code=
wrd, Just a plain sheet of paper if found on the strect. What inferemce
would you draw? .
DR, SINKOV: That it is come kind of subordinate assoclated classification,
MR, REYNOLDS: It would be no more significsnt than if it were Top Seerot.
MR. CROSKERY: It would be used in MSA,

COL, CAMPBELL: I don't have that on it, It is Top Secret Codeword.
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M3 . REYROLDS: It means that the particular plece of paper or form was
printed by NSA. I would like to see it changed,

COL. GAMPBELL: We must live up to the spirit of this. If this means the
use of the word in a letter, the classification of the paper must bs Top
Seeret Codeword, Is that correct?

MR. CALLIMAHOS: You then reveal the existence of codevord to anyone who
is un-indoctrinated.

COL. C/MPEFLL: It should ba kept in COMINT chamnels only. I think that
wolld prohibit the mailing of the document.

DR, SINKOV: I nropose thal we get .ap and stretch dur legs for a few
mimites, o

MR, FRIEDMAN: I am going to have to leave soon,

The meeting recessed gt 1100 for ten minutes,

DR, SINKOV: I would like to finish the sacticn wo are on,
MR. CROBKERY: What did we do about 67

MR, REYNOLDS: I don't see what you can do except to keep it with the situation
that exists.

¥R. DENSMCRE: The cods word by itself out of context is Codeword?
MR. REYNOLDS: Yes, I am afraid as of now it is, We should do something, if

we oan, to get the wheels started and to get samething which is more
realistic, Just because the Prohibition Law was unpopular was no reason

for keeping it,. '

!

COL. CAMPBELL: The code word out of context is applicable to Special Westher
Intelligence, I think we should aim for Unclasoified,

DR. SINKOV: The code word no matter how it is used has to be clasaifisd,

MR, REYNOLDS: It goes back to the wording of the BRUSA Agreensnt, We can
interprst that to mﬂanc.oo'

COL., CAMPBELL: We =are stuck for the praesent, Uhen wo submit this to USCIB,
we should ask for specific clarification of that point. Right?

MR. REYNOLDSt And recommend that consideration be given to making code words
unclassified,

COL. CAMPBELL: UWhen used out of context.
MR« CALLIMAHOS: TYou get no indication of the moaning of a COMINT code word,

T OP-SECRIETY™g o deore
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(BL. CAMPBFLL: It might be a Top Secret Codeword papér pertaining to
Speclal Intelligence derived from whatever system it might be. You have
got then what your definition of the word is.

MR. REYNOLDS: Then it is-no longer a code word,
COL, CANFBELL: You hawe tied the code word te somoe moaning.
MR. REYNOLDS: Other than in the diotionary sense.

DR. SINKOV: The plesce of paper is Top Secret Codeword and contains Top
Secret Codeword information, Then we can discuss from that plecs of paper
probably what the code word means,

MR. REYNOLDS: If we have a piece of paper carrying the Top Sescret Codew:zd
and we forget that it is required to be kept from certain peopls, that is
the damﬁro

DR. SINKOV: That is all you mean,

MR, REYNOLDS: You could idemtify that plece of paper a8 coming from
Communications.,

DR. SINKOV: Howsver, I sutmit to you that most of the time it isn't
necessary, You want to appreclate that it is COMINT because COMINT is
usually of such a type that just by reading it you can guess that it came
from Communications. You see the point that 1 am raising.

There are exceptions. Generally speaking COMINT is a special kind of
intelligenca, If you have an item of COMINT set downi, you ean normally tell
that it cams from some kind of comnmunications. Therefore, 1 don't see the
serious danger that might result in the case of a person having determined
let's sgy that this is a particular code word, Then he comes upon a papor
which has Top Secr¢?® Codewsrd and it has the information on it. He has to
go back to some other place to find out what that means on a plsce of paper.

Col, Campbell read the portion of the BERUSA Agreament having to do with code
words.

COL. CAMPBELL:

I read that to mean maybe not what you just thought. If I see the code word
by itself, it doesn’t carry the classificationg but if I use the code word
ard there is implicat ionw-sthether it says so or note-it cannot be made knowm
to an un-indoctrinsted parson,

MR, DENSMCRE: It 1s implied right there in and owt of context.

DR. SINKOWs We have used Appendix B, as I said earlisr this meming, as our
gulde because thia has not been clears

COL. CAMFBELL: We should ask for clarification.,




DR. SINKOVs Can we use this interprotaticn to aceomplish what we are after?
COL. CAMFBELL: We are going to present it to USCIB for approval. The "0ld
Man" agrecd that he couldntt set down classification without the over-all
app;oml of USCIB, which would 4in itself put it on other Services, don't yeu
soe

M. CROSKERY: The Nawvy must be going by scme rule or regulation or inter
pretation,

MR, REYNOLDS: If you use the oode word in its codeword sense.

MR. DENSMORE: As given under Category III or II COMINT,

COL, CAMPBELL: If I call you up tomorrow and say that I have got a Top
Sécrot Codeword papér that we discussed yesterdsy and that I will send it to
you, 1f I say that over the black line, it is a violation,

MR, CROSKERY: You would have to resd the originator's mind there.

COL. CAMPEELL: This is not appwoved in final form, It is a good poimt to
raise with USCIB, We will have to live with it until it is clarified.

MR, DENSMCRE: In or out of context.
MR, REYNOLDS: As long as we are pointing in the right direction,s.e.
COL. CAMPBELL: Let's live up to it until we get clarification,

DR. SINKOV: I think we are at a good stopping place. Can we agrde now as to
an appropriate time for the noxt meeting?

COL. CAMPEELL: Say a week from today, Friday at 0830.
DR. SINKOV:s PFine,

COL., CAMPBELL: We have a number of corrections which have coma through C/SEC,
additions that they have to get in, plus the usage.

DR. SINKOV: I want to stats as a general cbserwvation that the problems we are
confronted with in this Agency most often are problems of over-classification,
I am persomally convinced that even more srrors are made in over=classifying
papers than in under-classifying them.

MR, REYNOLDS: From the Security point of view if you: only had ons plece of
paper to protsct ,you could do a fine job, Where you have 2,000 of them to
protect, you can’t protect them as well., If ws could reduce them to &
minimam, I think we could do a better job of protecting them.
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DR. SINKOV: I have desigmated myself a comnittes of one ower at AHS to
regularly gig the peopls for over-classificstion, Every so often I will
hold up a piece of paper to somsbody and say, "Look at this thing and look
what it is olassified,” 1 looked at & a receipt Juat yestsxday, It wee
nothing but a blus recaipt for a documsnt. The receipt said nothing, but
it was classifisd Confidential. There wasn't any excuse for it at all, We
85Y, "Look, why iz this thing clsseified? Then we begin to have disregard
for anything coming out from that fellow with a classification,

00L, CAMPBELL: I an getting a lot of materlal out of your place asking for
travel requests and it is codewsad. They are pure and simple travel requests
that talk about the miseion im gensral, You use these words as a part of
yowpr dally vocabulary.

DR, SINKOV: If everybody is somebody, then no ons is anybody.

COL. CAMPBELL: I think we have made some progress on it. I think it is
something we need. At least I am conwvinced of it. I hope you fellows are
going to take a little time to come up with something. Wse are going to get
a difference of opinion. Somadoy we ought to be able to get to the point
where we can lay down rules which will be all-inclusive, Since we can't
define everything, we are going to have to leave it to somebody's good
Judgrent., I1If we can clear up some of the areas with the pecple, we have
accomplished a lot.

FR., REYNOLDS: Step 1 is this, Step 2 will be the revision.

COL. CMMPBELL: There is one thing I would like 21l of you to think about
before we come back next time. That is the assoclation of the National
Security Agency in the COMINT field and in the COMSEC field, generally
speaking, not in detail at 2ll., Can we put out anything that says that we
are in the COMINT business, in this business of making codes snd cipher®

Ve have always told them they can't put that in writing,

MR. REYNOLDS: Here i3 & problen that has come to me. You mway not have heard
of it. Omaha is having a conference on student guldance, getting high scheol
seniors and college froshmen and guiing their studies along certain linesr to
make & careesr. They are going to hawve various industries attending that
conference set up booths. The paonls who interview the high school szniors
ara the placemert of ficers. They will have pictures and diagrems which would
be of valus in helping eell their program.

PFR3 wants to set up 2 booth showing the various jobs that we have here,
pictures of the new site. when it comes right down to it, I don®t think it
is classified, but I think it is pretty peor peactice, The questions that
are askad would focus national attention on the operations over in Virginia,

COL. CAMPBELL: How are you going to attract new blood into the organization,
if you don®t do it through that method? How ie HROD golng to obtain
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anslysts? How is G/SEC going to obtaim poople? How is R/D going to
obtain people?

MR, REYNOLDS: By going out and talking to them,

MR. CROSKERY: There should be diserest hamiling ef the information.

(OL. GAMPEELL: Not on an internstional basis. |

MR, REYNOIDS: They would have reporters out there with caseras.

00L. CAMPBELLs Let!s bear down on the recruiters, Have them go out and

. tell them we are interested in traffic analysis people who have & mathe-

matics backgreund, That is the primary thing that we can tell them tc say
about the Jobs., They can't go into a lot of detall of what we read and
how mxch we do with it. You have to give them some ides, We have slways
told the recruiters that at no time could they put that in writing., It is
a question of how far we can ge in telling paopls uwhat business we are in,
The General has made the statement that we can say that we are in the
COMINT business, In fact he does it himself,

DR, SINKQV: Most of the people get by by Jjust saying that they are
connected with commmications, It is matter of what the purpose is of the
information that is being disclosed. If you are setting up a charge
account downtown or dealing in matters of that sort, you might say thst
yourk official activity is with the Department of Defonse in communications
worrK,

COL. CAMPBELL: Communications involves making codes and all that,

MR. REYNOLDS: Isn®t it a question of psople using the utmost discretion?
It is up to us to realize the significance of certain disclosures. As far
as thoss peopls are concerned, if you let the bars down completely for oms,
you have to do it for all., You canit let down the bars for one particular
group. You have to let them down all across the board. Some gy night get
drunk and start bragging, "1 am a dig shot, I can read Russian,”

COL, CAMFBELL: There is one other question in connection with languages.
That will come out to you and you can figure on that cne too, the fact that
we give courses in Russians, Training is bothered with the problem of
classification of their language courses, knowing how much they can tell.

DR, SINKOV: The classification of training in languages is Unclassified.

COL., CAMFBELL: If you wink into the fact that you are training in Russisa

for the purpose of translating intereept material, that is somathing

differsnt again, If I say that we are going to train ten people in the

Rtgszimizn I:nhmago next year, that is different. It is jJust that we want
T8 &R o

MR, REYNOIDS: It is much more serious t¢ indicate that we are training
people to read languages of friendly foreign countries.

TENTROL NUMBER SL-0206
37 copy ___OF 38 .COPIES




Ph e Terar wgur v, o

—PoPSECREE-

O OP-HFRCRES

COL. CAMPBELL: If you nzed pecple to translate at ona of the centers, it
is Just how much you say and what words you use agein. You are bound to
have to classify it on context, on hew much you reveal,

DR, SINKOV: We have got to ask ourselwes, "How much information is in this
peper or what will the statement give away?" Wwhen we answer that question,
we are prepared to say what the classification ocught to B3, That ia the
big problem with regard to what we are doing now. We are trying in a very
general sort of way to say what the classification of a piece of paper ought
to be. Very seldom can you have such simple rules. The person has got to
we his good judgment in looking at the paper. Once he answers the question,
then it has such and such a classification,

The meeting adjourned at 1130,




