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PRINCIPLES OF SECURITY AND DISSEMINATION

INTRODUCT ION

l. These principles shall be the basis of all regulations for the
security and dissemination of Communications Intelligence issued by or under
the authority of USCIB or LSIB and. other appropriate authoritles of
the Governments of the two parties. ZThe scope and phrasing of such
regulations mgy vary in accordance with requirements oi" the parties, agencies,
departments, and ministries to whom they are designed to apply, but all shall
be. in accord with these basic principles in every respect and shall observe
the standards herein as a minimume As an aid to uniform interpretation,
each party shall forward all pertinent Board regulations and directives to
the other for information.

2. It is recognized that, while the following principles are in general
of universal application, changing conditions or emergencies and, in particular,
the outbreak of general hostilities may require modification to ensure that
the maximum operational benefit consistent with security is derived from
communic abions intelligence.

DEFINITIONS AND CATEGORIES

| 3. Commmication Intelligence (COMINT) is the name given to all
processes involved in, and intellligence information and technical material
resulting from, the interception and study (a) of foreign c ommunications
passed by wire, radio, and other electromagnetic means (except press R

;  propaganda, and public broadcasts) and (b) of selected foreign communicati ons

sent by non-electromagnetic means. /See NOTE 1.7
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4e There are two types of COMINT: Crypt Intelligence and Traffic

Intelllgence [§ee NOTE _2_7. They are defined as follows:

e

be Traffic Intelligence is that COMINT which results from tra;fic
analysis (e.gs. the study of call-signs, message headingsa,//
procedure signals, volume of traffic, precedences, D/F’/,B”earings,
and other alds such as I:D and from plain texts, i.e'":,
information produced by all means short of the actual crypt—

analysis of intercepted commun:_cations.

5. For purposes of security handling and control COMDJT is divided

into Categories and Sub-Categories.

as COMINT is divided at the present t:.me to three Categories:
Category ITI COMINT
catego-ry IT CO};[[NT gg g6fé2}éé)USC 3605
Category I. COMINT
COMIIT is placed in appropriate Categories as mutually
agreed by USCIB and LSIB from time to time,
As mutually agreed by USCIB and I.SIB, separate Sub=-
Gat'.egories of COMINT may be established within Categories
ITT and IT in order to permit differentiation in the
processing, dissemination, exchanze or use of material. .

6. Catecgory IIT COMINT is that COMINT for which the protection of

i source or conbent is the overriding consideration and which must, therefore,
l be given the highest dogree of security protection. In general, it will include:
a. Orypt Intelligence except that specifically included in
other Categories.
Special Weather Intelligence.
Traffic Intelligence involving call~signs or message headings

encrypted in codes or ciphers of high security gradings as

specified nd mutually agreed by USCIB and LSIB.
2=
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de Other Traffic Intelligence as specified and mutually agreed
by USGIB and LSIB.

7« Category II COMINT is that COMINT for which the protection of

source or content is not always the overriding consideration and for

which a less rigld standard of security is considered an acceptable risk.
In general, it will includet
as Traffic Intelligence not specifically included in other
Categories.
be Crypt Intelligence involving solution of codes, ciphers
and special systems of lower securilty as specified and
mutually agreed by USCIB and LSIBa

8« Category I COMINT is that COMINT which may be subject to the least

stringent security restrictions and which may require more extensive
dissemination in order to provide for effective utilization. In general,
it will include certain types of low level COMINT as specified and matually
agreed by USCIB and LSIB.

ASSIGNMENT OF COMINT TO CATEGORIES

9« In assigning COMINT to a Category, the following general
oriteria will be considered:

ae Tthe intelligence value of its contente

be The difficulty of solution or intercept to include:
(1) Sensitivity of technigues employed in solution and |

exploltation.

(2) Sensitivity of source of intercept.
(3) Inter-rolationships between cryptographic systems.
Cryptographic sophistication of the country originating the
traffic involved.
Securlity grading given to contents by the country originating
the traffic involved.
The advantage to be gained versus the risk of loss by

utilization under a given Category, including:

-3
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(1) The value of extending the dissemination of certain
COMINT to permit essential use of the operational
intelligence conteined therein.
The capablility of certain 'l'hlird_ Party COMINT
groups to exploit the COMINT in question with the
attendant security risks beyond the direct control
of U.S. and U.K.. authorities.
The value of providing technical guidance or
COMINT information to Third Party COMINT activities
t0 insure receipt from them of unique intercept and
critical COMINT information not otherwise availsble.
10. In assigning COMINT to the lower Categories the following
additional factors will be considered:
8. A system or class of COMINT, once downgraded, mey not
effectively ve upgraded.
The distinction between Category I on the one hand
and the higher Categories on the other is that the former
does not require codeword protection, whereas the latter
do.
11l. USCIB and LSIB shall have prepared and maintained in current
status mutually agreed lists to indicate COMINT placed in,
the several Categories and in such Sub-categories as may be
established.

CLASSTFICATION AND CODEWCRDS

12. Category III COMINT shall be classified TOP SECRET and shall

be designated by a distlinctive codeword agreed between USCIB and LSIB
and replaced every two years. In the event that USCIB and LSIB agree
that positive security advantages will be obtained by earlier change

then such change shall be made and a new period c;f two years shall be

in effect from that date.
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13. Category II COMINT shall be classified SECRET and shall be

designated by a distinctive codeword agreed between USCIB and LSIB and
replaced every two years. In the event that USCIB and LSIB agree that
positive security adventege will be dbtained.gy earlier change then
such choange shall be made and a new perlod of two yesrs shall be in
effect from that date.

14, Category I COMINT shall be classified not lower than

CONFIDENTIAL and shall not be designeted by e codeword.

15. Sub-categories. Whenever a Sub~category is established within

Categories III or II COMINT, it shall be deslignated by a separate or

auxiliary codeword agreed from time to time between USCIB and LSIB.

16. Technical material pertaining to COMINT shall bear the

classification and codeword appropriate to the most highly classified and
sensitive Category or Sub-category of COMINT to which it relates and shall be
handled accordingly.

17. Documents which reveal actual success, progress, or processes
in the production of COMINT shall bear the classification and codeword
appropriate to the most highly classified and sensitive Category or
Sub~Category of COMINT to which they relate and shall be handled accordingly,
even though such documents may not reveal COMINT as such.

18. Raw traffic (i.e., intercepted traeffic showing no evidence of
processing for COMINT purposes beyond sorting by clear address elements,
elimination of unwented messages and the inclusion of a case number and/or
an arbitrary traffic designator) shall be classified not lower then
CONFIUENTIAL and need not be designated by a codeword.

19. Codewords. When used as such, the codewords which designate
Categories III and II COMINT, and the Sub~Categories which msy be established
within these Categories shall bear the, TOP SECRET classification according
to the Category. These codewords and their implications shall not be
made known to non-indoctrinated persons, nor shall these codewords be used

in their codeword sense in the presence of non-indoctrinated persons.

5
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20. Conservation of COMINT sources is of supreme importance.

It is essentlsl, therefore, that the production, exploitation, and
dissemination of COMINT, and of all related or resultant information,
be strictly controlled and the dissemination appropriately limited.
The physical security of related documents 1s not alone sufficient;

it is essential that all reference to the existence of COMINT, either

direct or indirect, be avoided except emong those to whom the knowledge™

is necessory for the proper performance of their duties. These provisions
shall apply to any intelligence which, in whole or in part, includes
information which" can be traced solely to COMINT sources.

21, There is no time limit for the safeguerding of COMINT as de-
fined bherein. It is of the utmost importance that co;nplete and abso-
lute silence on all COMINT matters be msintained by those who have ever
béen indoctrinated for COMINT., If, at any time, matter referring to
COMINT is broadcast or published, even though by prominent people or
those in suthority, this does not in any way free those other persons
who are, or ever have been indoctrinated for COMINT from their continuous
obligation toc maintain silence,

22. Except as agreed by USCIB or LSIB, all persons to be assigned
to duties involving COMINT shall be.the subject of security investi-
gation and clearence. As an aid to the uniformity of investigations and
clearances, and to promote adequate minimum standards, each party shall inform
the other of the standards p_rescribed by it for this purpose.

23. All persons to be assigned to duties involving Categories of
COMINT other than Category I shall be indoctrinated (i.e., instructed as
to the nature of COMINT and the security regulations and practices which
govern the handling of COMINT material and COMINT activities). Recipients
of Category I COMINT only will not belindoctrinated. Producers of

Category I COMINT only need not necessarily be indoctrinated.

/
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a. Knowledge of specific Categories or Sub-Categories of COMINT
shall be made availeble to indoctrinated persons solely on the basis of their
"need to know'.

b. Every effort shall be made to restrict the number of per-
sons indoctrinated for COMINT to the essential minimum.

c. It shall be permissible for persons who have access only to
a less sensitive Category or Sub-Category of COMINT to work within Agencies
or Centers in which ‘there are located other persons engaged in the pro-
duction or exploitation of a more sensitive Category or Sub-Category
of CCOMINT, only so long as duvue precaution shall be taken (by providing
segregated, secure areas or otherwise) to ensure that the activities and
Imowledge of such persons are confined to the COMINT meterial and acti-
vities to which they have access.

2h. Under extraordinsry conditions, as determined by USCIB or LSIB,
it may be essential for an individual to take up duties involving
COMINT before the reguisite investigation cen be completed. In such,cases,
the person concerned may be sultably indoctrinabted on the subthority only of
senior officers or officials as designated by the respective parties. In
all such cases, steps shall be taken to ensure that security investigatidns
and clearances are completed as soon as possible after indoctrination.

25. Bach Party shall ensure that complete lists of indoctrinsated
persons are maintained.

26. USCIB and 1SIB shall keep each other fully informed of the
approximete number of indoctrinated persons in esch of the Departments,
Ministries, Agencies, and Offices receiving COMINT, by Category of Sub-
Category where applicsble.

27. No national of one party shall be permitted access to the

COMINT agencies or to the Categories III and II COMINT of the other Party,

7
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unless he has been approved by his parent agency or Boerd and has been
properly indoctrinsted. Such access shall be limited to the Categories or ,
Sub-Categories of COMINT agreed by his parent agency or Board.

28. Every effort shall be made to ensure that no person who
has a knowledge of current velue sbout COMINT, such thet his capture
or interrogetion could be a substantial risk to the security of COMINT,
shall be agsigned to or engege in activities of a hazardous nature.

29. "Hazardous activities" arel those which place & person in &
position where he runs & substantial risk of being captured or otherwise

subjected to interrogation, e.g.:

30. In applying these principles persons who are or have been in-

doctrinated will be divided into four groups: ’

a. Producers of Category I COMINT who have no k’;dx;)wledge of
other Categories are classed as Group A. They may he
assigned to hazardous activities only on the authority
of senior officers. (No réstrictions a.re applied to the

reclpients or non-indoctrinated produce"i's of Category I
COMINT only). |

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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Individuals who have knowledge of currcnt value sboub
Category II COMINT are classcd as Group B. They may
be aessigned to hazardous activities only afler six
months sepsrstion from such msterial.
Individuwals, other than those specified in sub~paragraph d
below, who have knowledge of current velue about Category III
COMINT are classed as IGroup C. They may be assigned to
hazardous activities only alter a separation of one yesr or
longer from this type of information.
Individuals with precise knowledge of COMINT processing
techniques, competence, or potential, regarding the more
sensitive Category III COMINT material are classed as
Group D. They shell not be assigned to hazardous
activities at any time.

31. The provisions in paragraphs 28, 29 and 30 shall be applied
only by senior officers and officials at a level to be established by USCIB
or LSIB. Exceptions shall be authorized only after careful consideration
in each instance of the advantages to be gained, as opposed to the risk
involved. In considering exceptions to sub-paragrsph 29d, the protection
offered by diplo.matic status should not automabtically be considered suf-

ficient, bubt should be assessed in the light of the particuler circum-

stances involved. Any exception in the case of Group D personnel must

receive prior approval by the Board concerned. The considerations relevant to
COMINT personnel serving with COMINT units in exposed areas are dealt with

in Annexure B2. All possible action shall be taken to discourage or pre-~
vent any individuel with a knowledge of current value sbout COMINT from
engeging in hazardous activities (as defined in parsgrsph 29 sbove) in

any wofficial capacity at any time.
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32. Except as implicitly involved in the operation of peragraphs
35, 41 and 42 below, Categories III and II COMINT shall remain exclusively
in the custody of indoctrinated persons, secure from examination by non=-

indoctrinated persons.

DISSEMINATION

33. The basic principle governing the disseminstion and use of
COMINT is the "need to know". Each item of COMINT shall, therefore, be
made known only to those individuals who require it in the performance of
their duties and, except as specifically provided in paragraphs 35, 36
and 37 below, are indoctrinated and authorized to have access to the

particular Category or Sub=Category of COMINT to which such item appertains.

EO 3.3(h) (2)
PL 86-36/50 USC 3605
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wor remrmicrss 10— - O P EGRET-CANOE-




19 March 1953

Eo 3.3(h) (2) -12-

PL 86-36/50 USC 3605

4
T -GANOE-




BPC 53/B/Final
ok6

19 March 1953

36, Category I COMINT way be disseminated in accordsnce with the
normal practice of each Party as regards intelllgence materiels oﬁf
similar classifications. However, it mey not be passed o Thirdy,«”i’arty
recipients except as provided in parsgraph 37 below, and must 'be hendled
accordingly. It is recognized that this dissemination will i;i%olve loss
of control by COMINT euthorities, but every effort shall be me.d.e to
ensure that the following provisions are enforced to the mg&inmm.extent
possible. J/

a. Whenever Category I COMINT is to be tra.nsmitted by a means
exposed to interception, it shall normali& be transmitted in an
appropriate cryptographic system. It qéy be transmitied in
plain language only when there 1is no gﬁitable means of secure
communication availeble and when thgée is an urgent operational
need to do so. Whenever possible such plain language
transmissions shall be in the form of operational orders so
worded that the subject matter ci;.nno’c be traced specifically

EO 3.3(h) (2)
to its COMINT origin. PL 86-36/50 USC 3605
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37. Category I COMINT may be disseminated to Third Party recipients

under the following conditlons: ’

a. In COMINT arrsngements with Third Partiesy Categozy,f"s: COMINT
may be released to these Third Partles in accordance with the pfévisions
of Appendix P. ﬁ

b. During active hostilities or In the case of gﬂ
emergency involving s matter of limportance to the nationgi security
of either.Party, Category 1 COMINT may be dissemina$ed/%o nationals
of Third Parties who are engaged directly with the U{é. or U.K. in
these hostilities or are allied directly with the/ﬁ;s. or U.K. in
dealing with the emergency concerned. The detegﬁination of a requirement
to make this exception and the authority to gpéht this exception shall
lie only with senior officers or officials g£ a level to be established
by USCIB or ISIB. ’,

38. In the event that either Parpy/pro&uces individusl items of
COMINT which, by reason of the extreméﬂsensitivity of their source or
content shall be given & more limiyéd dissemination than would normally be

- given to the Category or Sub-Catgéory of COMINT within which they fall,
it will be for the originating/ﬁarty to indlcate @he nshure of the
speclal handling desired an@/%o request that the other Perty afford
similerly limited dissemigéﬁon.

39. Category III qﬂ& 1T COMINT shell never under any cilrcumstences
or in any form be disgéﬁinated to any Ministry, Department, Agency,
Organization, Officg; or individuel from which or from whom it might
reasonebly be ex@géted to find its way, officielly or extra-officislly,
into the possesSion of any person or group who could use it for commercisal

competition qf'ccmmercial gain or advantege.
14
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40+ The appropriate clasgification and codeword shall:s
8¢ Appear on cvery sheet of paper which contains or discloses
Category IIT or II COMINT or s Sub~Category thereof, technical
material pertaining to these Categories and Sub~Categories and
documents vhich reveal actual Success, progress or processes
in their production. Except as provided in paragraph 35 above,
this rule applies to mps and charts on which are plotted

data and information.derived from these categories of COMINT.

be

EO 3.3(h) (2)
PL 86-36/50 USC 3605
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4)le Cotegory III COMINT and related technical material shall
not be transmit‘be'd in plain language except as follows:

as Sealed, by safehand channels, over routes specifically
approved by USCIB or LSIB. ZEach Board shall inform the
other of all approved routes involving transport across
territory of a third party, the approval of such routes
to be held to the necessary minimum.

bes Over landlines specii‘i'cally approved in each instance by
USCIB or LSIB.

ce Over completely protected local commumication systems
exclusively internal to agencies or offices producing or
utilizing COMINT.

42+ Category II COMINT and related technical material shall not be
transmitted in plain language except as provided in paragraph 41 above,
or by protected postal channels intemmal %o, or under exclusive control
of the US, the UK, or other collaborating British Commonwealth countriese.

43« Category I CQIINT and related technical material should be
transmitted by COMINT channels wherever possible, but may be transmitted
by corwentional channels used for intélligence materials of similar
classifications It shall not be transmitbted in plain language by a
means exposed to interception, except as provided in sub-paragraph 36a
above.

L4e Raw traffic may be transmitbed in plain language as provided
in paragraphs 41 and 42 above. Raw traffic classified CONFIDENTTIAL nmay
also lae transmitted in accordance with the normmal procedure for this
classificatlon, except that when transported across the territory of the
country originating the traffic, it shall be with the express sanction of
USCIB or LSIB. This sanction will be granted only in cases of compelling

neede.
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45. Bxcept as provided in paragraph 35 above?

as

be-

Ce

Catepory ITL COMINT and relabed lechnical mberial
transmitted in enciypted form shall be enerypled in
specicl cryptographic channels exprossly provided for
these subjccts.

Category IT CONINT and related technical material
transmitted in encryp};ed form shall be encrypted in
special cryptographic channels expressly provided fox
these subjects, those lisbed in paragraph a above, or in
the most secure cryphozrajhic channel available.
Hlowever, in the case of cryptographic systems mutually
approved for the purpose, the transmission of COMINT
related technical matters and raw traffic over the same
channel is authorized, provided that such channels are

reserved for these subjects exclusively.

46e. In order to facilitate a comcerted effort Ziirected toward

the debermination and assessmont of the causes and effects of knowm

or presumed COMINT compromises or losses, it is agreed that:

2« = "henever any breach of its GOMINT security regulations

or any other circumstance which in fact has, or can be

presuned to have, compromised COMINT or COINYT codewords,

or to have revealed COMINT successes to unauthorized persons,

becomes known to elther ¥Farty, it shall inform the other by

means of a report embodying ‘the pertinent facts and
conclusions in each case, except that vhen the Party

concerned concludes that there is a good reason to believe

that such comproumise or revelation has*nobt reached and will

not, in fsct, reach foreign nationals, no report nesd be

made to the other Party.

17w
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be Whenever a significant change occurs in foreigzn
cryptographic or communications sccurity, the Parbty
discovering such change shall notlfy the other. Each
Party shall then analyze and assess the known snd
suspocted cilrcumstances having a bearing upon the change;
these analyses and assossments shall be exchanged by the
Partics; and cach Party shall thereafter kecp the other
fully informed of any additional information bearing

upon the case.
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Notes to Appendix B EO 3.3(h) (2)

BL 86-36/50 USC 3605

Wotc 1  Throughout this Appendix:
a. "Foreign communications" are understood. to meé,‘n""«t;hose of the -
Government, or of any military, Air or Naval force ’ :[’a.cﬁj.oﬁ*,_ perty, depart-

ment, ageney or burcau of a foreign country, or any person or persons act-

ing or purporting to act therefor, and shall include |emd. private

cormunications originated by nationals of a foreign countrj;.\ which may
contain informstion of military, economic, political, or cox;i}ter intelligence
value. "Foreign country" is understood to include all countx:“:i\.es s whether
or not their govermments are recognized by the US or the UK, e\"’z‘:ccluding only
the US and the British Commomwealth of Nations. .
b. "Technicsl material" is understood to mean data concerxiing:
(1) ecryptographic systems,
(2) communications procedures and methods,
(3) methods and equipment, as used in or designed for
COMINT processes;
and information related to any of the above.
c. "Co;nmunications intelligence" does not include the intercep’biéip
and study of non-communications transmissions. The term Signal Intelliéence
(Sigint) (as used by the UK) includes both COMINT snd the interception and

study of non-communications transmissions. These transmissions are outside

the scope of this Appendix.

]
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Note 3 Parasgraph 34 shsll be so interpreted as 'bxt"i*«\a.llow:

a. The use of COMINT by indoctrinated persons 1nthe preparabion of
National Intelligence Estimastes, JIC appreciations and simn.lar documents
issued without COMINT codewords, as specified by either pa.rt:y, provided
the statements contained in them are so generalised that ‘bhey\"c\g.nnot be
traced to a parbticular item of COMINT or to the'ir COMINT origin .\“\"‘x,ﬁpecific
COMINT detall must be restricted to supporting papers carrying the COMINT

codeword.
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