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-ZOF BECHIR

be distributed only to those COMINT incloctringted
in the performance of their dutieso '

8o The U.S. will chss:lfy COMINT materiala provided 1'.0

SECRET or TOP SECRET, accord:!.ng to content. n’atorhl classiﬁed as SECRET

CODEWORD by the U.S. will normally be c]assified TDP SEGRET '

Norway. Non-codeword mater:l.als will be claasiﬂ.ed for thia 3‘: :hange :).n accordance :

- e -\h__

with ‘the apprapriate UoSo clauification, axcept that no GOMINT material will be

classified lower than SECRET. ,«’ :

be ‘l‘he UoSo will accept COMINT materma tron] classigied either
in accordance with mstm:boucy, or with UsSed | agreement on

application of para 1 above,

of the source of COMINT resulbing trom the agreament by means ot special designation
and/or carefully controlled handling procedures for every sheet or papsr containing
results from, or disclosing the existence or this agreement. Protect:lon of COMINT

source shall be accomplished either by.

ao Adoption of agreed aupplemzntax-y codewords by t.o designate

COMINT materials, or

be Use of other devicg’i or special handling procedures by

provide source protection at 1§£at equ;)ival.ent to that provided by UKUSA standards

and regulations.

3o, The U.So andl i1l usé agreed exchapge designators to cover the

following aspects of UoSes COMINT 1iaison under the terms of the

TP - SEECREFA
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r exch&nge with

2o The COMINT authorities of each m.tion will insure a.gainat revelation

to

e




EO 3.3(h) (2)
BL 86-36/50 USC 3605

ac COMINT mn.teriala (including reaultsnderiwd thererrom) provided by
the UoSe td | | (4ncluding UKo produced 1tems) uhich can be inbegrated into

|comm' products.

bo COMINT materiah (1nc1uding roaults dorivad theratrom) provided by

the U.S. to which muat be giwn apec:hl handl:!ng, and which under no
circumstances can be- passed to othsr than poroozmolo
Co GOHINT materizls provided by to the UeSo

(1t :lagroea to use supplemta.ry codewords as :in 2a above, such codewords
may be used to cover, inao.far as praet.icable, these aapects of U.S.<|:|
COMINT liaison.) _ / , ’ , {

% [ |desires to use some device or special handling procedure
for protection of (X)!{IN'I.' source. :matead of aupplemntary cadewords, and does not:
wvant individual sheert.a of material marked with agreed exchange designators, it
shall be pemiaaibla to use thc designator on the cmr sheet(s) only for each

shipment of material In th:i.a event the U.S. muat. be assured that all material
will receiva 1imited and controlled handling and distribution within the
GOHIM‘ activity.

5., Documents eontaining COMINT infomtion ahould be double-wrapped and
addressed to a OOHIHT indoctrinated officer (by : nama, not function); the inner

envelope should bear the appropriate security claasificationo As a minimum
security raquiremant s such documents must be aent by hand of officer or by a

secure conrier service,
' Documents from the UsSo to |:|w111 be addressed to a designated

|GOMDIT recipient, and will be transmitted to such raecipient through

2

TOP SECRET
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the NSA Liaison Ofﬁcer mD '.l'ho HSA liaioon orficor wﬂl receiu from the
I:l recipimb properly executed raceipl:a for all mtorials (delivered.
bo Documents from to the UsSe uﬂl be addreased to and delivered

0 3.3(h) (2)
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to the NSA Liaison Officer He will receipt for all materials s0 received,
6o If comint materials is transmitted u:l.th:!n o:lther nation by elecirical

mesns or by any physical means not ecmpletoly securo, it must be encrypted in

a secure cryptographic channel reaemd mlusinly for this reqniroment The

COMINT authorities of each natiom ma'h additicntlly insure that when COMINT is

tranamitted to the other it is mcryptod in a cryptographic channel specially

approved by COMINT authorities of the other nationo

2. Electrical eonmmications betm the UeSo and COMIKT
organigations will be so arranged that 1t \dll not bhe pouible to identify such
commnications as being bctwen the respective COMINT organiza‘kiomo

bo The U.S.\rlll establish a private cryptochannel for direct commmnica-
tions betwoen the NSA liaison officer md the Director, NSA. This channel will

be the exclusive channel for pa.ss:l.ng commnica.tions which nmat be handled in
COMINT channels only

Co ”,,,Messages from !;o the UcS. will be either jencrypted by the
|:|:ln a cryptographic system provided by the U.S. and passed in encrypted
form to the NSA liaison officer for tranamission to the Dirscftor, NSA, via

channels specifically agreed upon between the U.S. and s Or they will be
passed directly to the NSA liaison officaer for encryption and transmission to
the Director, NSA. .
7. The highest standard of physical security must be applied to the custody
of COMINT by all persons authorized tc rsceive it, Normally, except when in
transit under conditions prescribed herein, COMINT paterials and commnications :

relating thereto must at all times be:

T‘@‘P—SB—E—CR-E’P :
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a-. under the direct surveillance of a COMINT mctrimte;d person
responaible for thelr safe-keeping, or
be locked in a three-combination safe accessible only to COMINT
indoctrinated personnel, or
Cs stored in a locked compartment which is under constant swrveillance
by an armed sentry and which is accsssible only to COMINT indoctrinsted personnel.
8. COMINT documents must be destroyed as soon gas they have ceased to be of
uss, This is particularly important under hasardous conditions.
9¢ In order that necessary operational use can be made of certaln types
of low-level tactical COMINT (such as direction finder results and plain text
messages) on which immediate action must obviously be taken in combat opsrations,

the U.S. and National Authorities may permit the dissemination of such
COMINT at a classification notbelow CONFIDENTIAL, to unindoctrinated reciplents
EO 3.3(h) (2)

who need to kmow. \ PL 86-36/50 USC 3605

10 In exceptional instances where it is essential for immediate operational
purposes, information based on COMINT may, as specifically authorised by
appropriate National COMINT authority, be disseminated to unindoctrinated
individuals, provided the source is not disclosed., Where possible, names, times,
positions, and other data identical with that from the original text must be
omitted, or if the retention of such an item is essential, must be carefully
paraphrased. Such information must be passed by a sscure dispatch service,
by & secure line, or in a cipher system approved by the National COMINT suthority
for this requirement. It must not be passed in clear by radio (including
radiotelephone, )

1l. Each nation will expand these standards into a set of regulations
adapted to local conditions. Copies of the COMINT security regulations 2o
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