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MEMORANDUM FOR THE MEMBERS OF uscns

SUBJECT: TermTo_f_Be_:El'ergnee”"féi' Negotiating a New COMINT Agreement
with

Reference: Inclosure with USCIB 29.16/4 dated 3 Sept 1954

1. At its 106th Meeting on 10 September 1954, USCIB approved
the reference with the understanding that detalled mimimm security
standards for the guidance of the negotiators would be prepared at
e later date by the Ad Hoc Committee.

2. The Committee met on 11 October 1954 and wnanimously spproved
the inclosed draft entitled “Mihimum Security Stenderds for the
Classification, Transmission and Physical Security of COMINT,"” and
agreed to forwerd it to USCIB with a recommendation for approval.

3. It is to be noted that the draft is an extension of, and
should be used In conjumction with, Tab B of the reference. If
approved by USCIB, 1t is suggested that the draft be incorporated

in the reference as Tabd G.
@ ‘

Je DAVIS
Colonel, Arty
Chairman, USCIB Ad Hoc Committee

Incl:
a/s
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1. All COMINT resulting from the U.S.-

vill be classified as agreed between the comm' author:ltie ‘ of:both
nations, and will be dilstributed only to 'bhose CCMINT inﬂoctrinated.

individuals who require it in the performance of the:lr dutiea

a. The U.S, will classify G(MTM‘ ma.teria.ls provided to

as SECRET or TOP SECRET, according to content. Material class:lfied as
SECRET CODEWORD by the U.S. will normally 'be class:tfied TOP SECRE'I' for
exchange with[ | Non-~codeWord ma.teria.ls w:Lll be classiﬂed for this
exchatige in accordance with the appropria.te U.S. elass:l.fica.t:lon, except
that no COMINT materisl will be classified lower than SBGBET |

b. The U.S. will accept (.CM]IWJ.‘ h!aterials fram class:!.f:!.ed

either in sccordance w:lth exist:lngolicy, or with U.S.:l

agreement on I:hpplication of para L a'borve.
2. The COMINT authorities of each na.tion will insure egainst revelation

of the source of COMINT resulting from the a.greement by carefully controlled
handling procedures for every sheet of paper conta.ining results fram, or
dlsclosing the existence of this agreement 5 and, if deemed. degirable, spec:lal
supplementary codewords will also be used..

3¢ The U.S, 7111 use agreed exéhhnge des:lgnators to cover

the following asspects of U.S. om:m- lia.ison wnder the terms of
the agreement:
a. COMINT materisls (including reswlts derived therefrom) provided

by the U.8. to vhich can be integrated

TAB G ‘T
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COMINT products.

b. COMINT materials (includ:ing reenlts derived therefrom)

provided by the U.S. to which must 'be given

and which cannot be pa.ssed to other tha.n

prior specific consent of the U.S.

. cmmrr materia.le '_provided vy| to ‘the U.8.

(1£ agrees to use supplementary codewords ae in 2 sbove, such

codevords meay be used to cover s insofar as practica‘ble, these agpects

of U.S.-I:lCOMINT liaison.)

b, If desires to use sc:me device or special handling procedure

for protection of COMINT source instead of supplementary codewords, and
does not want individuel sheets of meterial marked with agreed exchange
designators, it shall be pemissiole to use the ;desigx_xator on the cover
sheet(s) only for each shipment of material. In thie event the U.S5. must

be assured that all such ma.teria.l will receive limited and controlled

hendling and distribution within the C(MIM' activity.

5. Documents containing COMINT information ghould be double-wrspped
and addressed to a COMINT indoctrinated officer (by name, not function);
the inner envelope should bea.r the appropriate security clagssification.

As a minimum security requirement, such docmnents must be sent by hand of

officer or by a secure conzrier service.

8. Docmnentez i’rom the U.S. to will be eddressed to a
designated bomnm recipient, and will be transmitted to such
2
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recipient through the NSA Liaison Officer in|[ | The NoA Lisison Officer
will receive from the recipient,f"fbroperl;} execnted receipts for

all materials delivered.

b. Documents from 'bo the U.S. Will be addressed. to and

delivered to the NSA Liaison Officer in i He will receipb for all
materials go received.

6. If COMINT materisl is trsnsmitted withéln either nation by
electrical means or by any physical means not completely secure s 1t must
be encrypted in a secure cryptographic system reserved. exclusively for
this requivement. The COMINT aunthorities of ea,eh na:bion nmst additionally
insure that when COMINT is transmitted to the other 11; is encrypted in a
eryptographic system speclally approved by COMINT authoritles of the other

nation.

a. Electrical cammnications between the U.8. and

COMINT orgenizations will be so arrenged that 1t will not be possible to
identbify such communicetions as being 'l;iettfeen ‘the resi)eetive COMINT orgenie

zations.

b. The U.S. will establish a. piivate crygbo system for direct
commmications between the NSA L:I.a.ison Officer and the Director, NSA.
This system will be the exclusive channel for passing commmications which
must be handled in COMINT channels only

¢. Messages rru4 'bo the U.8. will ‘be passed via chennels
specifically agreed upon between the U.8., and

TOP SECRET-




7. The highest standard of physical security must be applied to
the custody of COMINT by all persans euthorized to receive it. Normally,
except when in transit under conditions prescribed herein, COMINT materials
and communications relating thereto must at all times het
a. wunder the direct survelllance of a CCMINT indoctrinated
person responsible for their safe-keeping, or
b. locked in & three-combination safe acceasible anly to
COMINT indoctrinated personnel, or
c. stored in a locked compsriment which is under constent’
surveillance by an axrmed sentry and which is accessible only to COMINT
indoctrinated persomneld.
8. COMINT documents must be destroyed as soon as theay have ceased
to be of use. This is particularly importent under hazardous conditions.
9. In arder that necessary operational use can be made of gertain '
agreed types of low-level tactical COMINT (such as direction finder bearings
and plain text messages ~ Category I COMINT) on which immediate action mmst

obviously be taken in combet operations, the U.,S. or | National

Authorities may permit the dissemination of such COMINT at a ’,éflaaaiﬂoatim
not 'below" CONFIDENTIAL, to unindoctrinated recipients who neéd. 0o know,
10.. In exceptional instances where it is essential fo:;,»"ﬁinmcd.ia.te
operational purposes, information based on COMINT may, as s,épeciﬂcﬂll}'
authorized by appropriate National COMINT euthority, be q&.ssem.'.ma.ted to
windoctrinated individuals, provided the source is not ;,w&:lgclosed. Where
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—TOP SECRET—
possible, names, times, positions, end other data identical with that

from the original text must be ocmitted, or if the retention of such an
item is essential, must be carefully paraphrased. Such informetion must
be passed by a secure dispatch service, by a secure line, or in s cipher
system approved by the National COMINT suthority for this requirement.
It must not be passed in ¢lear by radio (including radiotelephone.)

11, Each nation will immediately report to the other any compromise
or possible compromise of COMINT materiasls produced or exchanged under
the terms of this agreement.

12. Each nation will expand these standards iﬁto a set of regulations
adapted to local copnditions. Coples of the COMINT security regulations so
developed will be exchanged through COMINT channels.




