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Security informatiom
NATIONAL SECURITY AGENCY
Washington 25, D, C.
COURSE Military Cryptenaslysis, Paxrt I
LESSON 5 oL Polygraphic substitution: | four-
, : squere and two-square matrices
TEXT ASSIGNMENT Section IX

1. Construct a digraphic distribution for the cryptogra.m below,
Solve the cryptogram, and. recover all keys.
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2. The following cryptogram is suspected to conta:hi the probable

word REQUISITIONS. Solve it end recover all keys.
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3. The following crypbtogram was énciphéréci by meaﬁs ~of an inverse

four-square matrix,wherein the ciphe.l/ sections are normal alphebets
(I=7 ) inscribed in stra‘ight.horizo;x%als. Solve it and recover all keys.

5 - - - a0 15
Al QU KF FT TO IP KI 'GB AD ‘ES 'FQ HD GL AG KI EE
B| TO RD GH S0 RH IFO "V 'KI GO -RH HD GU UU IP WF
C| ON MD RI HB ME 80 UBU MO .FF UK GI GL AG 00 MI
p| GH EPq GI ¥ ER WL UO-RL QD FQ QK ED WG--FG FG
Ef W TO ME IP OK GO "X M GQ PY KT P2 KP IP FV
F| KY KT NE RT UQ IT MK /F¢ DN US ID IU FD HA KB
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k, Solve the following cryptogram and

REF ID:A66793

]

i‘-ecover all keys:

47109 | :4;3:21; 2150

h

5 110 15
Al WB IT ®S SE SS NA EC PA RT RG DO CP RO TT GA
. ! .. .
B| TC EN 1Lz RT 00 OA DP EE PV’ px- FN EO TS 00 -WC
|
c| AD WB SP EN QC OV AS BS VD DR NS RO QC CA WO _
i
D| 06 EN ZP Q5 WO PO PA RT RG g IS CE O NR RO
E{,OC 7B WO _OG EN ZP QS WB OP WQ RP IA HA EC 0G
|
F| HA EH 2T SQ PO IT CF HA RT ?P SU HS CA 53 8q
G|, SS SQ DA SG AZ IA CW_HA IE KN RD SA IE NH BP
- |
Hl NA AC SQ SS SQ DA SS N2 IE KN OD CW HA WO PO
!
J AE KR T8 MC AL HW =
ABCDEFGHIJKLMNOPQRSTUVWXYZ
AFTIT1~~--~-+- 1---+- - L - - - --- 1
s Ble e e e - e m- - 1-aloea- -
[+ - 1-1-1----2
D2 - m e e e e - 11-1-===cn--
El- -2 -cecc2cn--- b'1loooloameeeana
Fle c e e ccc e e o aa 1comeceeaeea=-
Gll = = = o o = = o - e == --- - = = = = - = o= -
H|[5 “ e e m e, ...— .- 2 m - el =~ -
I|2 « - c 2 - e e e me e e mea 12 cocea-
F | [ o
Kl--c---- s em - 2 ew-llmacaeaa
Ll e = clcmpreraemeeen~- e m - - - 1
T R T T Sy
Nl2 - - - R R 11 ccooa- 1
ol1--1 3o~ 21---1-1 -
P2 o = o o s e peme == 3-ccpa~=1-
,QF__—_-3-.—-,- ------ ----2 -------
Rl-erleclemonn-- 31 --phanaann
Elr:-l lreneea 1-15-b-21-----
| T 21 -on=w-
Wle o o e @ e m 2 m ;e c e e ec ..
| L Ut
W3l mrrr = e e e e - hll-T -------
§‘-‘- —- ﬂ'- -" --------- - - - T -: - - - -/'-’l’
- S SR
% - - s = =]




. ' REF ID:A66793
RESTRICTED

5. The following two messages were interqepted on the same radio
link half an hour apart, message "B" being in apswer to a request for a

service. Solve the texts, recover all keys, and determine the cause of
the cryptographic error involved.

MESSAGE A" | |
' 5 10| 15
Al DS zM cM _GI QM AB VG ED SU XI|TO SqQ OR FR SB
’ B‘__mqommmqussxcnm!mcqmmm
C[ Y¥ Yo ED co N MO IL NP SO SB/ NP 5@ OR. MR 8B
D|_PN CM MB RP 0 IL YX CM GI QM AB 80 NQ I1Z IC

'E| FD YR VI OR SB

i

|
5 10| 15
A oxmpuxvmwommnnnv!vnm'nzxzmA_
BG___ASTDHSVODETSTYNVPZSR'EVBPMWWQXS
C| 6K M _IL P YR CD DE YC ND NO| YC NB BZ Yz NO
Dl AS PU CO UC BW DE SF' PU_KV TU/ WO KD YB DI DM

E| X sz ™ B2 MO |
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6. The following cryptogram, suspected to bégin with the words

ATR RECONNAISSANCE IEPORTS, was enciphered by meams of a four-squere

matrix with four different keyword-mixed sections, Solive it and recover

all keys. :
| 5 - 10!. 15
Al 1C Romncmoumc;nno'm'l%mmcnnm .
Bl M TD XA IB EA OY TI PC PF_HC GC RD TM XB US
ccnmomxvrmccmmrmus:lccsr'um |
Dm/.musmnmmcmxewr!mecn{mm
Enﬁ.ccowqunmmmnem:mouscm-'m)
F/{ISHSIBSOARUFCSCAEHCF"]?SOEAQEC'I'M
G'LARNROS-RUOEAQLADBXAIA(EITM{OGSFUI
H};’IOECBT!USESAS'I‘DHCASCF'JLSOEAQBDDC
_Jcsqxnnmcmsommqnmﬁamwmm
'm:wnsecscecmsonns,rontll_s_@mmm
Illsrcxmam)m
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(Frequency distribution for Problem 6)
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Security Informa.tiqn ¥

NATIONAL SECURITY AGENCY
Weshington 25, D. C.
COURSE . . 7 Militery Cryptenslysis, Part I

LESSON 6 _ Polygraphic substitution: Play-
' fair cipher systems

TEXT ASSIGNMENT .+ Bection IX

1. Solve the: fol;l.mfing cryptogram and recover all keys:
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(For distributiony see page 2)
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2, The following cryptogram is suiapec‘_bed to contain the word
DIVISION, "Solve it and recover all keys.

5 10 15
A % &k KA sz x KA M ER K Y8 W TP cQ 0L W
Bl RC AH IM SK ND Yo GK DU RF OK EH IK Y3 ND TP
¢| SA OE SY FR @ FE Y5 WO FD AF RJ RS- DU_RF RN |
D| TP cq UL IM SK ND UD FM JE HR VN GK UD EC IF
Ef| AK BE IY QV SM FO SY DY -

3. Solve the following cryptogram and recover all keys. It
is suspected that this message is signed "WINTHROP COL INF."

\

5 10 15,

A bL 65 hL C3 IV PV TW XV ZX Bl DS O7 Ik COW kK

Bl OF RT 4 79.0L ER YN MR RM DQ QV 9R 6M CX LK
c/qrhnhx,'rgox.nnorﬁhmqnhnxswnmm
u_/GCQXhK¢D51.NPZSMRI#VQPFBN!#L79OL:

E| ER EM 68X k1 ND AP Z1 4N XC M4 R P6 LM SHE FZ

*—— - .

Fl C3 R9 Qb CI 26 Xz 48 1§ I+ ¥N PQ IM ER T4 PQ .
6 2 Rt D3 |
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. Solve the following cryptogram and recfover':a.ll keys:

XVvDQe
YPBYU
MDCOL
YDFVZ
QAer
CGKOF
QUSPV
PVKTO
Q8RBU
KBZWVG
SABVD
ULPIP
JVUUY

WKVBA

YUUSD
KCKFU
VZRAG
BCGBB
HQBU W
LXKVZI

LEXQY

YRBPU
0ZEUQ
0.XVDV
EQTBYV
TEBLYV
BSUZK

RV ?3BQ

FSRAZ

0OSRZK.
EGQRS'

MDCYW
TXJYE
0BAXI
VKFGH
BFGKF
GPYRS
DREPVZ
KBMVZ
ERZBX
VAUVD

KOVHG
T

UQBLY

|
WMDqY

FXZRK
XV ING

v

UEHXQN

TCUQH
Anzéu
uos%o
VPQUK
vxnin
UYPYH
axsn

PDI?E

WUQBL
DYEUVE
BQKBY
UZREQ
GPDAQL
LGHAR
YPYHQ
KKXSR
0OQFRG
FJXVD
QBMDC
KVKSR
CIPTF
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5. The following éryptogram is suspected to contain the signature

"CLINTON COURTNEY COL INF."

LHQEF
MCOBY
OLIEG
DQELVN
ELBLY
ECFZN
MLEFQ
ELTOL
0OSQEM

ESZQR

IPXOE
FMEBO
GYHLO
HQEFF
BYFQ.E
LQEMF
RQILU
LGDYD
LMBLY

LKMOE

OPYQE
DKDYS
SLMLQ
MIBTZ
LYFQE
X8LMT
BPSTL
TLQLB
BGCGZ

SPSRN

NCOPC
YFQEL
LBPJZ
OFGWJ
LLMS X
OLIDY
MFHLM

PKFAO

FQRWO.

Solve it and recover all keys.

MAGZH
EFDFH
SPTFA
FOSLM

LEBIF

. \
OADSTPF

FIKQE
FQROT
OLSAP

EFQEL
EFQET
OFQRL
DPYFQ
EFDMQ
EOSQE
FFYFQ
PCQEM
SKLLM

6. The following eryptogram is suspected to contain the probable
beginning "PART ONE OF THREE \PARTS." Solve it and recover all keys.

NBBVC

RKCBY

XEGRR:

IBLHZ
SYEATI
UV.PTF
KGNYN
YFQTB3B

TQFYB

QKVEHI
MKRYF
LWYBY
VGYUU
ZNTIQ
MRWIP
LTBIV
VIKNY

CYDPB

EBMMN
QT BVER
FYIIK
YCAVE
NYMWP
YCVDD
KREF G
CMVEP

NRVYYV

BBVII
EHYIYP
TUCPH
&HIRW
YFYIK
RFY¥GH
LFLFG
BPTLP

AYGO0Z

BDLBK
YBVEHB
MWPYF
UVEPK
KTSYU
SMYCA
ABYDP

IZYUKX

LSFXV
ODBFT
YW.RQA
RBDDI
EQVXP
VEGHTI
TIQNY

IEGUU
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Security Information
NATIONAL SECURTTY AGENCY
Washington 25, D. C.
COURSE ' Military Cryptanslysis, Part I
LESSON 7 Polygrephic substitution: large
. tables
TEXT ASSIGNMENT Bection IX

]

"+ 1. The following cryptogram is suspected to contain the prbbable
word “"RECONNAISSANCE." Solve it and recover all keys.

10 15

p)
. A SAQL_JgRom:m_i.Pmcv'Ps'mPEGNRPSP
‘Bl FP IU @ IW PR CT KL RN QE RO OV MW SE 1Z QZ
C|"RR A0 TH 8Q PG TL GL NR Q3 UZ KK KK JE W NL
' D| I0 AR QE SA MY XK IP SL AP PZ @V KK PB CJ JY
. E| RL CJ HA CO AR BE IL JE QF RP AS SL RP SL L
F| @7 or A7 NL I6 R WX AT HI Y0 KK JE CP YO SP
6| K0 ¥B @r @ YP NZ S0 AM DZ KR FP SX PK I IR
H| CE AK CE A8 IP DO PB.SI AX SX PB IP HT WX KF
3| 0z @ ¥ PR CJ JY AK EP JY M NN SX CB RO WE
K| SA R0 In ML AX AF W C PK M8 NE QF QT AJ

(For distribution, see next psge)
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Problem 1)

i -y
CDEFGHIJKLMNOPQRSTUVWIXY

(Frequency distribution for
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2. The following cryptogram -1s suspected to begin with the opening
words "WEATHER FORECAST FOR WEDNESDAY ONE THREE SEPTEMBER." Solve it -
and recover all keys.

5 10 15
AOLTS}m&]CDAWAUST'ZF'AWOLQJWDEMKBSA
Bl OD WE WD TG YO KC VE JY DY QG HEX FE KK FP OR
c| I*r oD RO MU OB MH HG SK' VQ VQ OD QL AW WR US
D| KK DO CA US VQ OD DO YD VE MY MH JY DY MY HX
E[| BM ST Yo EI VU VQ VC TS K{ XD M{ DO CK 5K IX
FusmnzmchwnqvaoUJanFUoﬁsno
G| IH EC WD XJ JM VQ AT YD VE MY MF VR VE AP VQ
H ZE B KW CK XW _Bg HZ BR HP CJ F8 TW 0O¢ ZX IZ
J AM AG JD YC FE MH ER VE OU TW WD JY DY RK RG

. K w'mmqwno-op'vnafms.wroz'mmmn’
1| B2 KW CK DQ AM '
RESTRIGTED
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3. The following two messages, 1ntercepted clm 1links knowm ‘to be
passing traffic enciphered by means of random digraphic tables, are
believed to be isologs conteining the probable signature "MAJ GEN CARTER
WORTHINGTON" . Solve the texts and reconstruct the fragmentary teble.

Message "A" - P ' ‘ 7

2
=
8
&
g

IV _OP ID X6 OI |UT LI ZV DM DE

2
2

BD DZ JX VK DQ IY_ 1IG |JO

8

SR SC

g
g

QK VN IN | ZH

SR ZH JU TI

KW
™

ID RD DE IQ OF_QQ HT/OF VB DE PC JI
AA
AT

A
=
B

PY RN AY AM| IR

%ﬁ%ﬁ%[ﬂ
8§ B
3 & |8 H B
=
a
2
&

] 8
>
K
B

AV BW OW SC, JX OF Q@ MO SR

Ia:
8
N
Q
o

IS SR ZE HT VF Iq VN FE TQ UT HT

16 OF YR JL OF OF IA IG BT MO SR

B
g
&
H

GD PX OL CO EN SG SL MG CX ID VM

'

IH
&
B
=

H ® 4 H O = H O aQ v e

3
H
B
2
2

SL SC OF GL
Message "B"

16)
!
|
i
10 15
|
Al €X JT GO NB XJ IV OP ID X3 OF UI SC XJ NZ NN
]
R
|
1t

RI BR ID M

B

B|.IG ER _AJ OF ZH WC PM SR _AY

Q

ED XG TI CO U0 KM

3
g
s

EN MX QF NE

SRWXIHBKENFWDI!-SLD?'LVCOWGZTIG

DM DE AY PS XQ XQ TI IH YO CX VF OF JL_ OF

R
Q
i
=
H
8
=
(=]

H IQ PC CX BD KC UT FJ

U0 KM II SL VF IY

a
=
&
B

RI

=]

I¢ SC DE TI JX FL SX oW JIT

T’E*:%SE%%T

GP

3 B
B H-E

A

B

JX SR _AY

ke
8

SL DJ PS8 DE I@Q CH II ER AJ VF TF

a &8 & 49 I8
S
g

WX Z7Z LI _JX IT CO Iv CX CC

Jp o s o gy )
[ 3 PR {

L e T SO . - DO SO - B~
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~ b, BSolve the following cryptogram end recover all keys:
1 2 3 b 5 6 7 8 9 10
00 o . _
3 315 97 1k 3k7 261 067 217 31k 21

195 062 350 115 006 U451 062 141 o072 hy2
189 192 0{18 W00 189 067 315 097 530 ho3
15 393 2@2 609 192 356 115 186 122 k6T
212 OTL o"(h. 257 ‘235 1% L6 115 393 271
055 293 186 552 009 062 k71 41 150 193
18 56 18 26 o7k ko o002 238 053 186
1 o072 236 516 189 00k 195 191 - k79 06T
o8 397 080 137 105 189 391 262 343 o8, .
133 273 o711 08k o7k b00, 367 223 k3 186
211 524 008 292, O11 122 393 284

H R e Mo W H U a W
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5. The cryptogram below is suspected to bg’egiﬁ with the stereotype
"REFERRING TO YOUR MESSAGE" or "REFERENCE YOUR MESSAGE." Solve ‘the text
and recover all keys, ]

1 2 3 % 5 6 7 8 9 10

Al WA DMP oI WIY MG ML SEK QFB DMD WII
B| DSz @M IJA GOO IGI__DEV Lq.‘n GCI T¥D 10T
ol mr s em vze I Dw :m'::r POV GIP TGO
p| pim M B MR Dmx WO Ifzc EEF MDO DSZ’
gl TEN DK FWI WM IEv E&F TAS DIP BMC TOL
¥/ GTR QM Mz ROD NPC JNJ _Glg_g IM UZK LIY
6| WN cwWwq MZF VOD IWG PRG m.c URP MIA DGI
|l vee mF URY PIF DUJ TDL POJ VRT DAZ MRI
J mx Dec DAV VZP  IQM EMF 'IJPC SMK_JIM MWD
kK| P YB OZN I1JY IPJ WD WP NP EMF_JEC
Ll _SMK JIF ENG NeW FNV FIJ ;I!-TI @IT MOT EOW )
M| CRv WIF EIE TSz TWM VRS PR TEQ VRV QIQ :
N| MRv NOov GIP RMP KQX GCJ Fic E  PRT I ’
P| ICR TR CZY¥Y GPW XPA '
| |
. .
= - = = '
<5555 55 55T SissSsE. s
o, ABCDEFGHIJKLMNOPQRSTUVWXYZ ¢=109
|
_ _ Ssex / =
| < Bs=s3.Ep 3335553sx_ = o
ot ABCDEFGHIJKLMNOP"QRSTUVWXYZ ¢= 981
ss35 Se EsmeSesfis i Esas
0% ABCDEFGHIJKLMNOPQRSTUVWXYZ .¢= 79
E(¢,) =1207 E(¢}) =696
|
RESTRICTED '
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6. The following cryptogram is suspected to contain the probable
wokd "AIRCRAFT." The encipherment is believed to involve a ‘tetranome
trigraphic system employing e matrix similar to that illustrated in
Fig. 59 of the text, the ciphertext sections being composed of the
dinomes 00-99 inscribed in the normsl menner ‘of writing, but the plain-
text sections consisting of keyword-mixed sequences which differ from
those in the text example., Solve the cryptogram and recover all keys.

i 2 3 W 5 6 7 8 9 10

0601 7849 L9122 2533 17HT 6031 4270 8240 1877 6111
02k0 1245 L4827 ‘ 1236 5681 6831 L1k o9ok5 1875 8917
3309 41h3 8843 s53h2 7719 1517 2T7h 32hk9 llso'r 4872
G011 1266 kibs 7327 6760 535 7619 5945 T3h9 3043
7709 2819 L4322 0129 3875 2723 3046 90kO OT75 6561
2911 2507 3576 1505 L2lh 9875 3570 0208 6583 6161
327 2107 1777 3918 2533 17h7 026k 1956 12k L4707
7772 3206 391 0576 0779 551% 1145 3143 8569 2871 ¢
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