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VOLUME 5
THE GERMAN AIR FORCE SIQGNAL INTELLIGENCE SERVICE

Chapter I, Ths Service in Genersl: Sources
of Information Concerning It

Paragraph
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1. Introduction:- This volume presents a discussion of ']
the history, organization and operations of the German Alr .|
Force Signal Intelligence Service from its beginning in 1937
until the German capitulation in 1945, i

The outstanding achievement of the German Air Force Sig-
nal Intelligence Service was itq development of "signal intel-
ligence without cryptanalysis."* The exploitsation of every
radlo manifestation, wvhich for the Germans included radar moni-
toring, the monitoring of beacons, the evaluation of tuning
transmisslions and chatter, highly efficient direction finding,
radio telephone monitoring and traffic analysis, provided valu-
able strategic and tactical Iintelligence.

The Service was expanded from one officer and twventy civil-
ians in 1937 to thirteen thousand persons in 1945, of which
8i1xty-slx hundred wore in the West, four thousand in the East,
and twenty-~four hundred in the South.

2. Oblectivesw- The lightning advances of the Germans in
1929 had resulte the German Air Force Signal Intelligence

Service placing 1ts main emphasls on radlo telephomne monitor-
ing and tactical evaluation. During the qulet perlod after
the fall of Prance, stress vas placed on strategic evaluation
in order to present a coherent picture of British Air Order of
Battle and long range intentions., In addition, smsll units
vere located in the Balkans to provide intelligence of Russian
deployment and intentions. 3trategic evaluation continued
throughout the war, but as allled raids were intemsified in
1943 tactical evaluation sgain became important as & means of
providing eerly warning of impending Allied rsids. For this
purpose an intricate system of reporting centers (Meldekopfe)
and & central warning unit {Zentraler Gefechsatand fuer Funk-
ausvetung) were established 1m 1944, The eveluation of the
traffic of tactical air force units operating in conjunction
vith Allied ground armies wes also stressed as the Germans
were forced on the defense on all fronts,.
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3. Detailed successes_of Sigmal Intelligence.--The steps
leadling to the success of the German Air Force Signal Intelli-
gence in their attack on Allied radio traffic will be treated

in later chapters. A summary of that success willl be indlcated

here bxﬂbrieflx sketching the results achieved against Russia,
the United States, and Britain,

. (Russia.--~ Throughout the course of the war against Rus-
sia 85 pe nt, of the Morse ground-to-ground traffic of the -
Soviet Air armies, Corps and Divisions and of the supporting
ground organizstions wvas deciphered. Ground-to-ground radio
traffic (such as fighter control)} consisting of simple word en-
codements was conrtinuously solvable. The alr-ground traffic

of the Soviet long-range bomber formations, although only par-
tially deciphered, permitted German traific-analysts to chart
Soviet ailr raids in time .to give adequate warning. The great
volume of information derived from message contents and from
traffic analysis of the structure and functionings of the net-
works enabled the German Alr Force 3ignal Intelligence Service
in the East to present to its lntelligence suthorities an ac-
curate and current listing of the 8oviet Alr Force order of
battle on the three operational fronts, and of the deployment
of the Russian ground forces to which the Soviet alr forces
served as an adjunct. Furthermore this information provi:ded
immediate and timely varning of alr raids, route-tracking of
homber formations, as well as indicated long-range intentions
of both Soviet ground and air forcss, and provided information
of supply and econocmic conditions, Although up untll the time
of Stalingrad signal intelligence warnings had not been heeded,
vhen the signal intelligence unit on the Southern Front correct-
ly advised that the Russians had assembled 5 air armies in the
Stalingrad sec%or, "sigint was held to be the main source of

e e
a

intelligence."

b, ’United’g:;;;:i--The chief success agalnst the Unlted
States Alr Force vwas made possible by alert traffic analysls.

Although air-ground systems, used jolntly by the Americans
and British, vere read in many cases (e.g. Bomber Code, REKOH,
and SYKO); the effectiveness of cryptanalysis was definitely
limited. ‘ '

The Chief of the German Alr Force Signal Intelligence Agen-
ey, Lt. Col., Priedrich, claimgd that he had "no contents from
ground-ground radio traffic;"”™ and interrogations shoved that
vhatever success was achleved with M 209 was usually too late.
for exploltation.

fraffic analysis, hovever, wvas able to provide A-2 vwith a :
comprehensive and continuocus picture of the battle order and
deployment of the United States Air Force in Britain, later on
the continent, and in the Mediterranean, Numerous predictions
vere also made of long-range alr force 1nten$%ons. Tactically,
traffic analysis of "all radio manifestations” (which for the
Germans included everything from radio signals to beacons) gave

2170 p b
318 p 17
bt 70 p5
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1mmediéfg/ﬁa&-tiﬁelﬁ varning of Amenican air raids. As a re-
sult of what Frledrich called "the rellance on good encipher-
ment and neglect of supervision of Awmerican radio traffic...

the 8lmost continuous radio traffic in the air... and radio
traffic beginninﬁ regularly and uniformly, always sent by rou-
tine procedure.. 5, the Germans were able to reconstruct in =—
the West the organization and strength of the 8th United States
Air Force (and 1tes bomber and fighter commands), the 9th Alr
Force, and the Allied Expeditionary Air Force {consisting of

.the United States 9th Air Force, the lst United States Tactical

Air Force and the 2nd British Paetical Air Force). The United
States 1st Tactical Ailr Force, Allied Air Transport Units and
other air units vere successfully monitored. Major long-range
operations, such a8 the invasion and the break-through at Av-
ranches vere, with some degree of success, correctly forecast.
Tactical monitoring of the United States air support parties
"yielded much more information about Allied Army order of battle
than did the regular army net works,"6 since the air support
parties Bcted in conjunction vwith specific ground units.

In the Mediterranean and Middle Easst the German Alr Signals
Regiment 352 was able to reconstruct with wminute accuracy the
dispositions and strength of the Allied Air Force -- the 9th
Tactical Air Commend (one Combat Mapping group, 4 fighter groups,
and one wediuw bowber group), the 57th Mediuw Bomber Wing, the
5th, 47th, 49th, 55th, and 304th Heavy Bomber Wings, the 15th
Fighter Command &nd ithe Mediterranean Air Transport Service.

The accurate reconstruction of Allied order of battle &t~
tests to the effectiveness of the German apalysts. American
A-2 evaluation of Germen signal intelllgence operations direct-
ed agalnst the United States 9th Air Force states that the por-
tions of the German discussions "dealing with the operations and
activities of the 9th Air Force reveal a full and complete know-
ledge on the part of the Luftvaffe Signal Intelligence Service...
The success of (their) efforts end the degree to which (their)
operations had been developed was an uncomfortable surprise...
The Information of the enemy was thorough, complete, and accu-
rate in its broad aspects; there were minor discrepancies, in-
accuracles, confusion; ... but, 1n genersal, it may be sald that
the Luftwaffe Signal Intelligence Service was a most sclentifilc,
professional and able organlization, performing a valuable, metl-
culously complete, and reliable service for the enemy."7 Opara-
tional strengths were in the main ccrrectly estimated and the
preciaion with vhich unit movements were followed is sald to be
truly impressive. :

The success of the German Air Force 8Signal Intelligence in
its analysis of American Air Force traffic was not exploitsed by
the German operational units, vhich wvere sluggish in acting up-
on the information provided them. Friedrich complalned that it
vas not his jJob to get the windmills (German fighters) airborne.
It vas up to him merely to give the warnings.

°I 70 p 5
O1r 182 p 83
TIF 177 p 24 3
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In the Mediterransan, according to members of Air Signals

Rgt. 352, "it wes a course of bitter chagrin to the Luftwaffe
f“ ; Signal Intelligence Service that the German Command lacked the

resources to éranslate its realistic intelligence into offen-
slve &cgﬁon.iih\

¢., Britainv- Royal Alr Force systems produced the great-
est amouMt—vf~intelligence on air-ground cirouits. SYKO, REKOH,
Slidex and the Bomber Code were currently solved, Although the
RAF 4-figure code was changed in Hovemhsr 1942 and thereafter
proved most difflcult for the Germans,” 1t had been read up to
that time. Both on the strategic and tactical level, German
Air Force Signal Intelligence achieved notable results on Brit-
1sh Air Force traffic. In the West the Germans were able to
reconstruct accurately the order of battle, deployment, strength,
equipment, and intentions of thg Royal Air Force, and through
1t, of the ground organization.+® In order of battle, the fol-
lowing RAF units were continuously followed throughout the war:
The lst, 3rd, 4th, 5th, 6th, 8th, 91st, 92nd, 93rd, Bogber Groups;
the 100th Group, the 9th, 10th, 1lth, 12th, 13th, and génd Figh-
ter Groups; the 15th, 16th, 17th, 18th, 19th Reconnalssance
Groups of the Coastal Command; and units of the 2nd Tactical Air
Force, and of the RAF Transport Command.

On the tactical level the monitoring of RAF VHF and centi-
meter radar transmission and navigational aids permitted the
German Air Force Signal Intelligence Service "to accomplish the

folloving:
(1) To give accurate, long and short interval, early varn-
(*\ ing of both daylight and night raids of heavy bomber formations; -

(2) By continuously tracking heavy bomber formations to
present to the fighter defense a lucid picture of the air situ-
ation, from the time of teke-off to the landing of enemy forma-
tions; further,

13) To interpret the plcture of the air situation in such
a menner as to predict the enemy's strength in,{irmation, depth
of penetration, targets, and deceptive tactics.

In the Mediterranean area, German Air Force Signal Intel-
ligence was able to chart RAF operations throughout the war.

In the first years of the war German Air Porce Signal Intellji-
gence Service succeeded, by breaking "the most frequently used
crypto hic systems ... to read the bulk of the messages inter-’
cepted.” The extensive use of radio communications (occa-
sioned both by the geographical exteat of the Mediterranean tE%'
ater, and an insufficiency of wire communication facilities )

81p 185 p 28
9170 » 5
107p 182 p 42
111p 183 p 2
a 1275 185 p 2
| 1p 185 p 2
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‘permitted a minutely accurate reconstruction of RAF order of
battle, strength, equipment and intentions. German Air Force
Signal Intelligence was able to follow RAF opprations down to
squadron level.  The following units were monitored: the206th
and 225th Reconnaissance Squadrons, the 414th and 416th Night
Fighter Squsdrons, the 8th Fighter Group of the South African
Alr Force, the various units of the RAF Desert Air Force (MASAF),
elements of the Q0th Mediterranecan Alllied Photo Reconhaissance
Wing, the RAF Mediterranean Allied Coastal Alr Force (MACAF) and
the various conmponents of RAF Middle East, including the RAF Bal-
kan Alr Force, RAF Air Headquarters, Greece, Eastern Mediterra-
nean, and Air Transport Command.

~Foree analytic effort seems to have been achleved in spite of
rather than because of the administration of the organization.
Interminable disputes prevented the smooth functioning of the
service, One of the 1issues freguently disputed was vhether it
vas better for the Signal Intelligence Agency to be subordinated
to the Chief 8ignal Officer neral Nachrichten Fuehrer,.abb.
Gen. Nafue), or to the A-2. [Another subject of controversy was |}
the separation of administrative from operational control, set
out at least on paper, botween the Senior Signal Intelligence
Officer (Hoeherer Xommandeur der Funkaufklaerung, abb. Hoe Xmdr
d Funkeufklrg) and the Signal Intelligence Agency. There were
arguments over the exercise of the varfious types of control
(administrative, tactical-operational, strateglc-operationsl,
etc.) over the units in the field, that is the Alr Signal Regi-~
ments and the Air Signal Battalions (Luftnachrichten Regimemts,
abb, LN Regt, and Luftnachrichten Abteilungen, abb, LN Abt).
The latter disputes involved the rival claims for the control
of the Alr Force S8ignal Intelligence, the centralized Signal
Intelligence Agency, the Gecentralized local Air Forces %fﬁft-
flotten), the Senior 3ignal Intelligence Officer, and in the
latter stages of the war, the Chief of the Air Resid Warning Ser-|
vice for Germany (Funkaufklaerungsfuehrer Reich, »bb, FAF). I

These claims, when they were settled at all, were resolved |:
by compromise and appessement., In general, the Signal Intel- 1'
ligence Service ves subordinated to the Chief 3ignal O0fficer 'y
and not to the A-2, although the latter was the chilef consumer |-
of the intelligence product. e e e e

The control over the field regiments and battalions may
be outlined as follows: -

a&. Administrative or service mattera: Control vas exer-
cised by the Senior Air Signal Intelligence Off'icer (Hoe Kmdr
d Lu FA) to whom the Commanders of the Air Signal Regiments and
Battalions were subordinated.

b, Tactical matters {strategic movements and deployment):
Control was exercised by the Signal Officer of the local air
foree (Luftflotte) to which the field unit was attached.

¢, Operational motters: Control was exercised by the
Signal Intelligence Agency (LE Abt-350 in the 1944 reorganize-
tion) of the Air Force (Oberbefehlshaber der luftvaeffe, abb,

Ob d L). _ .
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5. 8Sources of Informationr- Several sources oi informa-
tion were used for this volume:

8. The TICOM interrogations of prisoners. (The I Reports)

b. A 13-volume report entitled "The Signal Intelligence
Service of the German Luftwaffe"” compiled by Col, J, G. Seabourne,
chlef of the Air Technical Intelligence Team of the USAAF. (IF
175 through IF 187) _

c. Report of the British Air Ministry (A.D.I.(K)),1* en-
titled "German Air Force Signals Intelligence in the War."

d. German documents captured by TICOM teams consisting of
minutes of 3ignal Intelligence meetings, reports, etc., includ-
ing filmed excerpts from-the Supplementary Volume B to War Diary
2 %Diviaion 1) (Anlagenband B. Zu Kriegstagebuch II {1 Abt] ).

(1) TICOM, through its interrogations of prisoners, obtain-
ed a wvorking picture of the German Air Force Signal Intelligence
Service., Traffic analysts and cryptanalysts active in the Chi-
Stelle and in the various field units explained the details of
their operations. Chief among these were Lt. Col. Friedrich,
head of the 3rd Division of the 0ffice of the Chief Signal Officor
(Gen, Nafue III) vhich dealt with signal intelligence, and at the
same time Chief of Alr Signal Battalion 350 (LN Abt. 350, The
Signal Intelligence Agency). Specialist (Regierungsrat) Dr.
Voegele, Chief Cryptanalyst of the German Air Force Signal Intel-
ligence Service and specialist on Anglo-American systems, made a
number of reporta, Lt, Ludwig, chief evaluator on the Western
front; Major Feichtner, Commanding Qfficer of Air Signals Regi-
ment %52, which operated on the Mediterranean front; Captains
Herold and Scheidl, lst Lt. Werther and Chlubek; Znd Lieutenants,
Smolin and Rasch, all active on the Eastern front against Russis,
and Major Oeljeschlaeger, of Friedrich's staff, provided reports
of their respective activities. '

(2) The 13-volume report prepared under the directlon of
Col. J. G. Seabourne, Chief of the Air Technical Team contains
minutely detailed discussions by German Air Force Signal Intel-
ligence Service personnel of the history and functions of their
service. Col. Seabourne, who was "charged with the mission of
securing and compiling date relative to the operations of the
Luftggffe Signal Intelligence Service in the course of World War
11,"+° was successful in obtaining elaborately illustrated ex-
positions from German Alr Force Signasl Intelligence peraonnel.
The reports are generally thorough, careful, and reflect the
knovledge of the expert. The main subjects covered and the names
of the chief reporters follov:

(a) History in QGeneral

Evolution of the Signal Intelligence Ma jor Felchtner
Service 1914 - 1939 ' '

Origin of the German Air PForce T/Sgt Jering
Signal Intelligence Service:

The history and operations of the

Chi-Stelle and of 1ts various

sections (Referate) which operated

e 189
Lrr 177
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(b)

(c)

evaluation companies.
Operations West
History of operations

Fighter warnings of Allled
Strategic Bombings

American Alrcraft Warning Service
and intelligence derived from
Allled navigational aides, captured
documents, and equipment.

Technical operations:

Ludvig's studies consist of a
detailed and documented account
of the methods used to produce
strategic intelligence on Allied
order of battle and long-range
Intentions, and to give tactical
intelligence on the operations of
the American Air Support Parties

and the British and Canadlan tentacles

(networks by which ground troops re-
quested air support against German
ground concentrations.)
Cryptanalysls of Western systems
Operations East

Organization and history in general

from 1936-and particularly the story

of the 1st Bn LN Regt 353

Central Front operations

Vindels was CO of 2nd Bn, LN Regt 353

Southern Russian PFront
Herold was CO of the 3rd Bn,
LN Regt 353

Strategic evaluation of Soviet
Air Force traffic

Tactical Evaluation of traffic of
Russian Long Range Bomber Force

Russian Radio Procedure
Air Porce R/T traffic
Cryptanalysis of Soviet Systems

~
f_

T/Sgt. Jering

T/Sgts, Watkinson
and Jering

Lt. Ludwvig

Lt. Ludvig

Lt. Ludwig
Col. Eick

Ma jor Windels

Capt. Herold

Lt. Chlubek
Lt. Rasch

Lt. von Lackum
Lt. Mucke
Lt. Chlubek
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(d) Operations South

History Major Felchtner
. and T/Sgt.Jering,
Technical operations of Lt. Lier, Msjor,
Ln Regt 352 Schultze, and
Feldwebel Schlott-
man .

(e) Organization of the Centrsl Alr Col. Forster
Warning Service. Forster was
Chief of the Reich Defense Signals
Intelligence Service (Funkaufklaerung-
sfuehrer Reich, abb. FAF)

In addition, miscellaneous studies and detailed biogra-
phies of various German Air Force Signal Intelligence Ser-
vice personalities were included.

The TICOM and the Seabourne reports taken together pre-
sent a comprehensive picture of the German Air Force Signal
Intelligeance Service. The many detalls and carefully ex-
ecuted diagrams contained in the Seabourne reports provide
a weglth of material for further study. Liberal quotations
from it will be found throughout fgis paper, ] '

(3) The Alr Ministry Reporti® consists of a series of
reports comprising an account of the German Air Force Signals
Intelligence Service from its beginnings, and describling the
development of intercept, advance warning, route tracking and
forecasting of air offenses, the bresking of Allied crypto-
graphic systems in the West and in the North. It i1s pointed
out, however, that further evidence from captured German Air
Force documents has been helpful in supporting these inter-
rogations., In general, the material is organized on the
lines of the 3eabournme report. A detalled description of the
organization and operation of the unit operating in Norway
(LW Abt. 355) 1s contained in the final portion of the Air
Minist Report.

(%) The above reports of German prisoners of war, ob-
tained after the capitulsation of Germany, are supplemented
by various documents written during the course of the war.
The most important of these, the War Dlary, gives a complete
Table of Organization for the Chief Signal Officer, (General
Nachrichten Fuehrer, abbreviated Gen Nefue) and a descrip-
tion of duties for all offices under his control: particu-
larly relevant for this paper are the sections on Gen Rafue I

allocation and employment of Signal Troops), Gen Nafue II
communications and crgptography??&and Gen Nafue III (Signal
Intelligence Service). '

Minutes of various Supreme Commander of Armed Forces
meetinga vhich were attended by German Alr Force Signals
Intelligence Service personnel and coples of actual opera-
tional reports rendered from time to time prove a useful sup-
plement to the interrogations and monographs,

161% 189 #

-
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Volume 5

Chapter II. Development of the German Air Force
Signal Intelligence Service

Paragraph
January 193%7 to September 1939 .........c.vc-nu.- e.e. B
September 1939 to November 1944 .................... T
Reorganization on the Staff level in November 1944 ., 3
Reorganization of the field units in Noveuber 1G4 ,, 9
3taff offices of the German Alr Force Signal
intelligence Service and their functions ........... 10

a. 0Office of the Chief Signal Officer
b. Chief of 3taff, Office of the Chief Signal Officer
¢. Divisions of the 0ffice of the Chief Signal Officer

-~

6. January 1937 - September 1939.--0On January 1, 1937
a Signal InfeI%Igngce Agency was established under the Air
Ministry for the Commander in Chief of the German Air Force.
It was called Chiffrier Stelle, Oberbefehlshaber der Luftwaffe
(abbreviated Chi Stelle, OB d L). The Alr Force was 8 nev Jl
branch of the Armed Forces (Wehrmacht), legally in exlstence
8lightly more than a year. The Signal Intelligence Agency of
the Commander in Chief of the Air Force (Chi Stelle 0B 4 L)
vas the Air Force's first official entry into signal intelligence
and conslisted of but one officer and twenty civilians, Prior
to the Chi Stelle's establishment, all intercept and evaluation
of foreign air force trafflic had been done by German Army
signal intelligence units.

Fixed intercept stations vere eatablished during 1937
according to German Army prototypes and glven the cover nawme
of "Weather Radio Recelving Stag}o (Wetterfunkempfangs-
stellen, abbreviated W-Stellen)s* The intercept stations
vere supplemented by direction-finding stations which were
called "Weather Research Stationa" (Wetterforschungastellen,
abbreviated Wo-Stellen). In addition, wobile 1nte£§ap
platoons were established to operate in the field. The
platcons' original mission was the monitoring of German Air
Force traffic for security purposes, but late in 1957 they vere
expanded into mobile Radic Intercept Cowpenies {Luftnachrichten
Funkhorchikompanin Mot) which collaborated with the fixe%
atations in the interceot of foreign alr force traffic.

———

21 31p 181 p 14; IF 189, 403, p 2
22 1p 189, 403 p 2
2> 17 189, 403, p 3
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The intercepted material was passed to the Signal
Intelligence Agency for analysis and evaluation after pre-
liminary traffic analysis end cryptanalysis had been per-
formed. The Agency completed the processing of the traffic and
transmitted any intelligence derived from cryptanalysis or
traffic analysis to the Gommander in Chief of the Alr Force,
the Army, the Navy, and back down to local air force (Luftflotte)
commanders. The Agency had the further duty of assligning broad
intercept missions to the field units and publishing geﬁeral
orders for signal intelligence activities in general. 2

It soon became evident that the Intelligence needs of
local air force commanders c¢ould be more quickly satisflied by
having evaluation performed at lower levels than at the Signal
Intelligence Agency. As a result field evaluation centers
of company strength vere established and given the cover name
of "Weather Control Stations"” (Wetterleitstellan, abbreviated
W-Leit). 25

In 1939, after seversl sxperiments at reorganization,
the fixed and mobile signal intelligence units were combined
into signal intelligence battallons, removed from the admini-
girative control of Chi Stelle, and attached to Local Air
Porca Signal Regiments, in each case &s the third battallion of
vhat vas primayrily a comnmunications regiment. Each signal
intelligence battalion was composed of an evaluation unit; twoeé

moblle intercegt companies and thres fixed intercept stations.
As a result of the above Signal Intelligence activities,

it can be said that prlor to the outbreak of war in Saptember
1939 the German Air Force High Command had "a quite accurate
plieture of the air armasment, deployment, ond strength of

forelgn alr foirces, as well as thelr organizeation and exp&nsion."27

7. September 1939 to November 1944...The guick successes
of the German Armsd Forces in overrunning Polend in elghteen
days in 1939, and france in a few veeks in the spring of 1940
denied the German Alr Force Signal Intelligence Service an
opportuniiy to distinguish itself. 23 As the British Air
Minlstry Summary states:

"It is almost a truism that signal intelligence
has its greatest value when the war is goling badly
and is of least lmportance vhen all is going well.
.Thus Germany's early lightning successes vere a
great handicap to the future development of its
signals intelligence, for they rendered almost su-
perflucus the help which it could have given if duly
appreciated and developed. All that scemed necessary

2% 1p 181
25 IF 181 p 16
26 1P 189, %403, p 4; IF 181 p 16

27 1P 180 p 4

10
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wvas to listen to enemy R/T traffic wvhile the German
armies and the Ggrman Air Force were hammering their way

vay forward..."

However, in December 1939 the German Alr Force Signal
Intelligence Service demonstrated its value when 1t enabled l‘
German fighters to destroy a large Wellington formation over ﬂa
northern Germany by supplying the fighter command with Bhe P
location, height, speed and size of the raiding force.?Y The '
result of this slgnal intelligerice success was the realization
that signal intelligence had an lmportant place in Germany's
alr raid defenses.

With the stablllzatlon of the Western front in 1940 and
the opening of & campalign on the Eastern front in 1941, =&
great expansion of the German Air Force Signal Intelligence
Service ensued. Because of the diverse fronts covered and
the fundamental differences in thelr problems, the German
Air Force Signal Intelligence Service field units operated
as self-contained entities in the Western, Eastern, and
Mediterranean sectors. Technical coordination exlisted
between the individual specialist sections (Referate) of the
Chi-Stelle, discussed in the next chapter, and the evaluation
units (W-leit) in the field.’l The Chi-Stelle exercised
overational control over the Evaluation Cowpanies (W-Leit),
handled field units' requests for personnel and special
gignal equioment, remained in constant touch with all signal
intelligence problems in the fleld and was "accustomed to
maintaining direct contact vith the Leitstellen as well as

yith each individual outstation. This achieved the purpose

of assuring a rapld exchange of fundamental intelligence

vithin the SignAl Intellligence domain. On the other hand,

the General Staff was ltept 1n the picture through the reports

furnished by the Referate."32 .
As allied air raids became more frequent in 1942 and 1943

the tactical air rald wvarning aspect of signal intelligence

vas exploited. The evaluation ecenters with the field units

flashed advance varning of allied heavy bomber raids to

eivilian and military authorities and carried on route tracking

of the bombers for the benefit of German fighter control.33

This tactical warning activity developed into an intricate

system of tactical air raid varning centers which are deseribed

in detail in Chapter IV of this paper.

29 1F 189, %02, p 2
30 1109p7

31 1 180 p 6

32 17 180 p 6.

33 1109 p 7
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The development of airborne and navigational radar by
the alllies made necessary the creation of a radar observation
service gFunkmessbeobachtungsdien =t}, and the radar jamming
service (Funkstoerdienst). “Rader observation and jamming
units were accordingly added to the existing wireless intelli-
gence units in the West and South (in the suumer of 1943).
The radar control nost (FPunkle:itstand) of the RB d L was created
to correspond with the Chi-Stelle OB d L..." 2

From the oulbregk of war until the middle of 1944,
operations of both the central and field units were sufficiently
developed to provide 8 continucus flov of information to the
Air Force High Command A-2. However, the many channels of
tactical and operational command to vhich these units wvere
subject and the growth and development of their work compelled
a reorganization in the last stages of the war., This reorgani-
zation constitutes the most coherent form of the German Air
Force Signal Intelligence Service, and 1s described ilmmediately
below (paragraphs 8 and }) &8 the norm.

8. Reorganization on the 3taff level in November 1944...
The dynBmics of signal intelligence operations meke it difficult ‘
to find any point of rest at which an accurats statement of |
organization is possible. Hovever, the sever:l recrganizations
of the entire service that occurred in 1944 to £111 the needs \:
arising throughout previocus operations gave the service its g ;
final form. W\

In the spring of 1944, the first of these rcorganlzations \
took place. All signal intelligence units, incl-iing the Chi-
Stalle vhich heretofore had been under the German 2ir MNinlstry
{i.e., Chi-Stelle OB d L) were placed under the tactical ,'
command of the Chief Signal Offilcer, %rd Division (Ge-. yafue III)
in order to unify operatéons under & central command. J

This centralization in tactlcal matters and the decuntrali- |
zihtion in administrative affairs to the field command unlts, '
led to difficulties in guldance and supply. As a result, ! _
the fall of 1944, after an abortive order by Goering to Uni“v P
all German Air Force Signal Intelligence units through combi‘ing i
all listening, jaumming. and radio traffic units as part of Ais
Signal Regiments 2 , @ new conprehensive organization was
finally created. This new organ»zat;on unified all howe &and
field units into indﬂpendent air signals regiments and battalion
vith numbers ranging from 350 to 359. Administration wvas
centralized in a so-called Senlor Signal Intelligence Officer
{Hoehoerer kommandeur der Funkaufklierung, abbreviated Hoehr ;
Kdr 4 Funkaufklirg). :

S

SR

g — — —

5% IF 189, 403 p 5
35 1F 180 p 5

36 1F 189, 403 p 6

37 No. 180-186 D 4 I 42
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This final orgenization provided for centralized control
in the Chief Signal Officer (General Nachrichten Fuehrer)
instead of the A-2, or Alr Ministry. Under the Chief of Staff

‘of the Chief Signsl Officer were three divisions: the first

(Gen Nafue/I) supervised the assignment of ailr signals troops;
the second (Gen Nafue/Il) directed communications and German
Alr Force cryptography; and the third (Gen Nafue/IIIl) directed
algnal intellligence, cryptanalysis, and security.

Gen Nafue/III had administrative control over the Chi-
Stelle ‘or Signal Intelligence Agency, and the commanding
officer of Gen Nafue/III, Lt. Col. Friedrich, vas also the
commanding officer of the Chi-Stelle, Under the reorgani-
zation of November 1944 the Chi-Stelle vas redesignated Air
8ignals Battalion 350 (Oberkommando der Luftwaffe, Lugénach-
richten Abteilung 350, abbreviated "OKL/LN Abt 350").

- Friedrich, in his position of dual command, regulated the

planning for the entire German Air Force Signals Intelligence
Service and "“as the representative of the Chief Signal Officer
remained the supreme authority until the very end on all Sig-
nal Intelligence Service matters of decisive importance”

(Gen Nafug I, II, and III are described more fully in para-
graph 5).°9 Nominally, however, the administration of The
8ignal Intelligence Service vas placed in the hands of the

old S8ignsel Corps retainer, General Klsmme, vho was named Senlor
Signal Intelligence O0fficer (Hoehr Kmdr 4 Funksufklrg). All
signel intelligence matters pertaining to the defense of the
Reich vere plased in the hands of an Oberst Forster, who vas
named Chief of the Reilch Signal Intelligence Air Radio Varning
Agency (Funkaufklaerungsfuehrer Reich, FAF).

3B'I'his is designated "Signal Intelligence Agency of the Air-
force High Command (OKL/LN Abt 350)" throughout other vol-
umes of this report, as it was actually such an agency.

391? 180 p 23
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9.

Reorganization of the Fleld Units in November 1944, --

The disposition &nd designation of the field unite alter the
reorganization wvas aa follows: '

Wost:

Air 8ignals Regiment 351 (LN Regt 351). This
Regiment consisted of three battalions, and
operated in conjunction with loecal Air Foree 3.

Mediterranean and Middle Fast:

East:

Air Signals Regiment 352 (LN Regt 352). This
Regluant consisted of tvo battalions and
operated with local Air Force 2.

Air Signal Regiment 353 (LN Regt 353). This
Regiment consisted of three battaliona. The
first battalion operated with local Alr Force 1
on the Northern Russian Front, the second, wlth
local Air Force & on the Central Russian Front,
and the third, with local Air Force 4 on the
Southern Russian Front.

Scandinavie:

With the

10,

Raich,__

Air Signal Battallon 355 (LN Abt 355). This
Battalion operated with local Air Force 5.

Reieh:

Alr Signal Battalions 356 and 357 vers limited
to advance warning and tactical operations, the
former deriving its evaluations from "enemy"
signals, the latter from the use of radar and
navigational aids.

Air Signal Battalion 358 was concerned with training.

Air Signal Battalion 359 engaged in radar jamming
and operated in conjunction with the Luftflotte -

s s & e — wrmer o T = e

Staff Offices of the German Air Force Signal

Intelligence Service and thelr Functions. -The information

on the description of the T/0 vhlch Tollow are derived from
Supplement B to War Diary /4, Division 1 of the Air Porce
High Coummand (Anlagenbandhg zum Xriepstagebuech 4 (I. ABT)

vol 1.1.

45 bis 15.3.45)

4o. .
0 Translation of this document 1s known ag T-2553.
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It should be emphasized that actual practice did not always
reflect the T/0 deseription of function.

a. Office of the Chief Signal Officer.--The responsibili-
ties of The Chief Jignal OfTicer, General Martini, included
the following:

"Regulation and direction of use of wen and
equipment in the Air Signals Troopa; direction of
operations and maintenance of signal communications
of the Air Force; direction of use and operations
of Air Security and Ground Installatlons for the
Radio Navigation, Air Reporting (including Radar
and Fighter-Control Service), Signals Intelligence,

Radar Observation and Jamming Services..." The
Chief Signal Officer "is responsible personally to
the Reich Minister for Aviation and the Commander-
in-Chief of the Air forces; organizationally and
operationally to the Chlef of CGeneral Staff of the
Air Forces."

b. Chief of Staff, 0ffice of the Chief Signal Officer.-
Among the subordinates of the Chief Signal Offlcer was the
Chief of Staff (Chef des Stabbes) Obslt. Morgenstern, who
was charged with carrying into effect the duties of the Chief
Signal Officer noted above. The execution of these dutles
followed three main lines of action:

"(1) Review of Air Signals Troops allocation and employment.

?22) Preparatisn, construction, maintenance, and operation
of all signals communications of the Air Force.

"(3) Operational planning and direction of the Air
Sscurity, Alr Reporting (including radar), Signal Intelligence,
Radar Observation and Jamming Service."

c. Divisions of the Office of the Chief Signal Officer. _.
The three dutlies of the Chlel of Staff noted above vere
performed by three divisions (obteilungen) of the Office of
the Chief Signal Officer. The organizational pattern consisted
in a separation of each division into four or five functional
groups, sach of wvhich was in tern subdivided into sections.

(1) Gen Nafue/I.

The first division, commanded by Major Franze, is
described as a "specialist section of the Air Force, workinﬁ
over the allocations and employment of men and equipment...
and "therefore to be informed by the 2nd and 3rd Divisions
on basic problems of allocation, employment of men and equipment,

15
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of operations, of signal intelligence and of jamming services.ql

This division was organized into four groups. Group I
directed Troop Allocation and Employnent, supervised the General
Signals Service, and published Organizational and Operational
Regulation. Group II supervised Radio Navigation and the Alr
Security Service. Group III supervised Air Reporting (including
radar) and the fighter-control service. Group IV was occupied
with "Navy Liaison," which meant the review of signal questions
arising between the Navy and the Air Force and cooperation
betwveen the two services in settling such questions., The
specific duties of the various sections into which thesi groups
vere divided are set forth in detall in the War Diary. e

(2) The second division (Gen Nafue/II) controlled Gerwan -
Air Force signal communications and cryptography. The exact
nature of the control is nov known, but it was probably both
operational and administrative. The second division was
headed by Lt. Col. Dr. Schulze, &and was divided 'into four
groups (Gruppen). Group I did control planning for the second
division. Group II supervised telephone service. Group III
supervised teletype service. Group IV supervised communications
and cryptography. By this is meant that it supervised the
issue of cipher machines, cryptographic systems, and compiled
and distributed keys. It did not make cryptographic security
studles, which was the duty of CGroup IV of the third division.

The War Diary passage describing the work of Group IV
illustrates the scope of Signal Intelligence activity of Gen
Nafue/II. Pertinent excerpts from thls description are there-
fore printed below.

The areas of signal activity over vwhich Group IV had
supervision are of interest for their diversity. All the
administrative functions are listed in full in the War Diary 44,
and simply those pertinent are noted below. The largest of
these sections, with the exception of the "Special Office,"
consisted of only four persons.

a. BSection A.
Radio Operations and Cryptography

Direction and survelllance of all radio air security
operations of the Air Force.

"1 9 2558 p 17

42 ¢ o558

43 1 2558 pp 28-31
44

T 2558
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Reviev of regulations affecting radio and air
security and air reporting operatlons, and review
of Air Force enciphering regulations (the latter
carried out in cooperation with the unlts concerned
in the. Supreme Command Armed Forces, the Army High
Comsend, and the Navy High Cormwand).

Surveillance of tacticsl radio overations and radio
decention mesasures.

Allocation of cryptographic systems under control
of the Air Force.

Execution of radio practice and radio testing.

Publishing of operational directives for radio-
operations-offices, and radio-control-offices of
the Commender-in-Chief of the Alir Forces.

(b) Distribution of literature on radio operations.

Section B.

(—\ Review of all operational codes of the Air Force,

' : including the setting up of distribution lists, and
reviev of requisitions necessary for the c¢oordination
of radio operations within the Armed Forces (effected
in cooperation with the other branches of the Service).

Allocation and employment of flares and other signal
devices (both ground and &irborne) used in connection
with Alr Force activities (carried out in cooperation
vith the other branches and the Axis powers).

Section C.

Compilation and preparation of secret writing methods
of all types, in cooperation with the agencies of
other branches, and compilation of operational codes.

Distribution, shipping, and control of all secret
writing devices and of operational codes.

Distribution and control of all clpher machines,

with the exception of the enciphered teletype -
machine. Carried out in cooperation with Alr

Signal Ordnance Devartment.

) Development of new encivhering procedures.

17
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It should be emphasized that Section C's function was
purely administrative and that the actual work out-
lined above, except for developwent of new encliphering
procedures, was carried out by & "Svecial Office”
having at least T/0 parity with the other sections.

Section D.

Review of operational literature for Air Securlty
Radio Operations.

-Superviéion of the settlng up of radio beacons,
plane recognition, and the allocation of. call signs.

{3) Gen Nafue/III

The third division wvas the Signal Intelligence Service
(Funkaufklaerung) of the Office of the Chief Signal Officer.
As such, its primary function vas the directlion of all the
analytic operations of the service, which vere carried on by
the Signal Intelligence Agency or Chi-Stelle (Chiffrier Stelle,
Oberbefehshaber der Luftwaffe¥. In general, other matters,
particularly those of organization, equipuwent, security, and
personnel of this division were carried on by flve different
groups. Group I directed the total allocation, employwent,
and operatlions of signal intelligence and of the jamming
services. QGroup II supervised the equipment and technical
administration for intercept. Croup III supervised equipnment
and technical administration for enemy radar monitoring and
jamming (funkmessbeobachtungs und Funkstoerdlenst). Group IV
conducted security studies on German Alr Force systems, lssued
security directives, and assisted in the developmen& of nevw
systems. Its duties, as described in the War Diary,5were
performed by three sections: '

(a) "Section A. Control of Cipher Systems and cipher
equipment

Testing of keylng-procedures in use in wire and wire-
less signal communications of the whole Alr Force.

{1) for possible decipherment.

i1) for areas of use and volume, density,
' and distribution of traffic.

(111) for message form and content.

Requisitions for sampling check-up on German signal
communications and evaluation of observations, in
collaboration with the 2nd Division (1l.e., Gen Nafue/II),

"5 7 2558 p 29
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Directivesd for execution ¢f camouflage and radio-

decention measures in Gerumgn communicatlons operations

(in cooweration with the 2nd Divislon),

Evaluation of decipherment results of German and
enemy intercepst serviges and worklng cut of counter-
measures.

Examination and testing of keying methods of Allied
Powers' Alr Force.

Cooperation with aegencies of other branches.

{b) "Section B. Development of Keying Means and Keying
Methods .

Develooment of new keying means and procedures, in
cooperation with the 2nd Division (Gen Nafue/II).

Working out of directives for speclal keys according
to demands of the 2nd Diviaion.

Cooperation on tactical-technical demands in develop-

ment of keying equipment,
Use of eneny results for own development.
Cooperation with agencies ¢f other branches.

(¢c) "Section C. Keying Lirectlves

Coouperation on publication of Signal Operations
instruection in coogeration with 2nd Division.

Cooperation on publication of keying directives
for new encioherments, in cooperation with the

2nd Division.”
Group V was concerned with rersonnel.

(4) General Comments

Both by the above raper description and in actual
practice, Group IV (Security) of the Third Division and
Group 1V (Cryptography) of the Second Rivision worked in
close liaison. The frequent repetition of the phrase "in
cooperation with the Second Division," appearing in the
duties of the gecurlty section attest to this coordination

.of effort. Minutes of high-level meetings of OKW/Chi show

the repeated attendance of both Lt. Col. Dr. Schulze, head
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of the Second Division and of Capta:in Forth, head of Group IV
of the Third Mivlision. #© At these meetings, it was deteruined
that OKW work  "in close collaboration with the appropriate
departments or the ... Air Force" in developing enciphering
systems, but with respect tc security, OKW/Chi is respggsible
for waking "a security check” on all Air Force codes.

It 1s frequently averred that the "production of keys és

‘the affair of the separate branches of the Arumed Forces" %

- and that guidance, alone, was furnished by OKW/Chi in devising
VYeys. However, there aopears to be some-disnute about QOKW's
right to test Alr Force systems. Practicing cryptanalysts of
other services (Fricke and Huettenhain) declared %9 that there
was no coordination of key testing, that each organization
did 1ts ovn and was under no obligation to submit its systems
to OKW. Hovever, Gen. Lt. Gimmler, Chief of Armed Forces
Communications Branch, at & conference in November 1944
stated:

"OKW/Chi i8 appointed as the only organization of
the Wehrmwacht for testing and checking all cipher
systeus used and propoused for use in the Reich."

In the deseriotion of the dutles of both the crypto-
5raphic and securlty groups aspear the phrases "radio disguise,'’
(—\ "false transmissions,” "directives for execution of camouflage
and radio-deception measures in German comnunications
operations." Priedrich had always forblidden vireless deceptlion
on the ground that "deceptlion is worse than useless and
inevitably betrays vhat it is meant to conceal.” 50

46 D 57
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11. Orgenizetion and Developments- This Chapter con-
cerns the orgenization and development of the Signal Intel-
ligence Agency of the Commander in Chief of the Air Force
{Chiffrier Stelle, Oberbefehlshaber der Luftwaffe, abbrevi-
ated Chi-sStelle/0BdL, as of November 1944 Air Force High Com-
mend, Air Signal Battalion 350, (Oberkommando der Luftwaffe,
Luftnachrichten Abteilung 350, abbreviated OKL/LN ABR? 350
and referred to throughout this volume as Chi-Stelle). '

The Chi-3%elle of the Alr Force was the most important
of the units under the third Division of the 0ffice of the
Chief 8ignal Officer, (Gen Wafue/I11) from a signn)_intelli-
gence point of view, It vasa the highest authority for the
Qermen Air Force Signal Intelligence Service,4fitslfunctions
are summarized by one German as follows: "It directed the
activities of the listening service in accordance with the
demands of the German Air Force Operations Staff and vas re-

ing to the latter; it alsg provided the means of collaboration
vith the other services,””! Prom its origin in 1937 until
1940 it was located in Berlin; but right after "the start of
the Polish compeign, the Chi-Stelle moved fyom Berlin to the
Marstall, the ridincs ccademy of Frederick the Great in Pots-
dam~Wildpark, 'The Marstall' became & sort of second name :
for the Chi-Stelle, a%gce it remained there until just before
the German collapse,” It wvas divided into specialist sec-
tions {Referate), vhich reflected the geographicel diveraity |
of its interegic. At the time of the collapse the principsal )
sections vere as follows: A. Staffing, allocation and em-
ployment of intercept sets; B. Evaluation West; B5. Evalu-
ation of Allied transport and Perry traffic; C, Evaluation

olir 190 mWo. 404 p 1
21 180 p 5
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The bulk of the evaluation sections acted in close col-
laboration with the field evalustion companies attached to
the Air Signels Regiments and Battalions and ultimately were
co-located with them, since "it was considered more effective
to have the long-term evaluation center close to the inter-
cept unity_rather than close to the staffs which they have
to feed,"D3 For exsmple, after the f£all of France (1940),
Ref. B moved from Potsdam-Marstall to Asnieres near Paris,54
Section B5 moved in 1943 to Munich/Oberhacg%ng {neer an in-
tercept station devoted to ferry traffic), 6 Sectlon C,
after a long stay at central headquarters, ultimately in
early 1945 moved to Premstaetten, %o join the evaluation com-~
pany of Alr Signels Regiment 352;57 and Section D, directly
after the beginning of the campaign agaimst Russeia, folloved
the Genegél 8taff to Zhitomir, then to Warsav, and finally to
Cottbus. In every instance these sections were finally
merged with evaluation companies of the field units, Section
B with 25 Co of LN Regt 351, when both were co-located at

531F 189 TNo. 404 p 1; I 109 p 27
541 109 p 27
551¢ 180 p 33

56B5 appears to have achleved the status of an independent

séction on a parity with B, (See IF 189 404 pl, para-
graph 1, and Ibid p 2 paragraph 6.) The other sections
of Section B were:

Lieison Officer with Army

Lisison Detaechment at PW camp

Liaison Officer with Operations Staff

B Ismmsdiate Evaluation

B1 RAF Bombr2r Comsnand

B> Bth U.8. Bomber Command

B3 Coptured Material

By Fighter Pormations

Bg RAF Coestcl Commuand

By Mester Index

Bg Combined Army and Air Force

°T1r 180 p 35
581F 180 p 14
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C—\ Limburg after the Allled breakthrough at Avranches;59 Section
C with ghe 25 Co of LN Regt 352 at Premstaetten, after many
delagi; U and Section D with the 25 Co of LN Regt 353 at Cott-
bus, .

The eryptanalytic Sectlon (Referat E) maintained a cer-
taln amount of centrality of operation wlth respect to Anglo-
American solution, although the various fileld units were en-
trusted with the solution of lower grade systems, sueg as
Bomber Codes, the Mediterranean U.S. M-209, 3YKO ete.02 p11
Soviet solution was shifted as far forward as possible because
of the ease vith vhich 85% of the systems were read, and even
the sub-sectlon of Section E. engaged on Russlan Air Force
Cryptanalysis (Section k- 1)moved with the Eastern evaluation
section (Section D) to the front, Thég decentrelization is
criticized in the Air Ministry Report as follows: "...the
crypto service should have been centralized; the output of a

large centrallzed crypto service exceeds the sum total of the
contributions of its 1ndlvidual members and is higher 1ln qual-
1ty." However, the operationsl needs for speedy solution made
1t mandatory for solution on the spot, vhere and vhen, it
vas needed., Moreover, the lack of homogenelty of traffic on
both the Russian and Western fronts made it vise to decentral-

. ize the cryptanslytic operations.

a. Some opinions of the Chi-Stelle-~ The evidence in the
interrogations indicates that all did not run smoothly with-

(—\ in the Chi-Stelle. According to the witnesses, vho may well
have been using the opportunity for thelr personal gripes as
wvell as to impart information, there existed within the organi-
zetion the familiar conflicts between the incompetence of
favored officers and the unrecognized abillity of progressive
of ficers awvare of the potentlalities of signal intelllgence.
They indicate further thgt ell the usual symptoms of &an
organlzation at odds wlth ltself vere manifest. Few of the
personnel respected the ablllty of the others, these on the
working level decried the weakness and indecisiveness of the
commanding officers, commanding offlcers complained because
of the division of responsibility and lov morale continually
hampered operations.

The Chi-Stelle, at Lhe Marstall vas sald to have a "mini-
steriel” aspesct and a "relatively extravagant manner of exis-
tence ., "6% Although Lt. Col. Friedrich, head of the service,
vas sald to bz a %ood replacement for the previous laggers,
none of vhom had "fully measured up to requirements,"” it
later became clear, at least to Tech Sgt. Jering, a crypt-
analyst of Chi-Stelle who had occaslon to observe Friedrich

591 109 p 27
€01p 184 p 53
6l 121 p 12

O 621 3112
631F 189 No. 402 p 2
Oh1p 180 p 5
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at work, that "the choice of an officer with no signal or
intelligence training as chief of so highly speciaslized a
service vas not exactly a fortunate one,” In describing
ona of the Sections, he commented upon "...the spirit of

- mental prostitution pervading the halls of the Marstsall

since the boginning of the war, nurturing a large cless of
previleged indolents vho assidulously opposed any change
or innovation."Y® Of the same section Jering observed "the
overall complexion of inefficiency...became vorse during the
last two years of the war as duty hours were lengthened,
rations became slimmer, and air roids regularly interfered
vith the night's wrepose., Political sycophants, the threat
of being sent to the front, which... would heve beon relished
by no one, and the fear of transfer by way of disciplinary
aotion, all scerved to suppress and curB7man cnd vomen working
twelve hours and more at a stretch...” It should be ob-
served that Jering himself may well have suffered the bit-
terness which frequently grows in a brilliant subordinate
working under officera leass acute then himself, and thsat
therefore his ramarks in mo sense constitute a reliably ob-
Jective account of this aspect of the organization.

The descriptian of Lt, Col, Friedrich's personality and
administration vritten by ggjor Fordinand Feichtner, a man
of outstanding reputation, is a more objective appreciation:

"When the then Major Friedrich of the General Staff

~ took over command of the Chi-Stelle 0Ob. 4, L. after a

~ puccession of predecessors as corrupt as they were in-
capable, everyone had for a time the impression that
at lost the right mon wes in the right place, By vir-
tue of his close relation with the Luftwvaffe High Com-
mang, . .the Chi-Stelle became for the first time a cen-
tral and authoritﬂtivetprgmniam of command, over vhich
no Luftvaffe A-2 could set himself any longer. Fried-
rich brought along nev ideas and points of view to sig-
nal intelligence operations from hisc General Staff ex-
parience, He deserves most of the credit for the close
licison ve enjoyed with the High Command, He gave the
ideas and exporiences of the speciclists a hearing,
backed them up vithout congidering himself and accept-
ed and acted on good suggestions thet vere offered to
him, Unfortunately he failed to continuo his high pro-
mice, I hove the feeling that after 1942 the highly
specialized departments of the signal intelligmnce ser-
vice grew too much for him to keep up with, technicelly
es vell as from the viev point of personpsl, He often
sedmitted that technical motters wvers fundomentally in-~
compatebile with his being, and as & General Stafl 0f-
ficer he had no 8ignal Corps training. But the vworse

66IF 180 p 34
671r 180 p 35
81p 179 Forewara
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featurs of all was that he was unable to introduce any
retional policy into the Signal Intelligence Service
methods of assigning peraornel. He never undersatood
the situeation enough to relieve the tension at the be-
ginning of the war between the old civil servanis, vho
had been in for years, and had become mostly parasitic
grovths, and the young blood which had just come in,
&and had proved itself worthy. The o0ld guard had built
an impregnable political strounghold for itself in the
Marstall, and taken care of its own by giving them all
the key positions. Another shortcoming was his failure
to bring it about that this service, becoming ever more
speciallzed, should be commended by men who wvere famil-
+lar with these specialities. He was much more likely
to depend on commanders vhe knevw less of the actual in-
terests of the radio intelligence service then he him-
self, but who had no idea vhatever of the purpose and
mission of the service which of course they, themselves,
should have been duty-bound to represent and stand up
for. Moreover he filled his staff with his own grave-
diggers, advisers wvho did not measure up to the respon-
aibilities they held, either as people or speclalists,
but who nevertheless knew howv to play up to their chiel,
whose mind was always on & thousand different things
and vho wvas fundamentally too good natured.

"A branch of the service which included the cream
of German intelligence and wvhich called for the highest
degree of mntal sharpness, technical ability, and know-
ledge of the world and the people in 1t, should have had
& chief who was made differently from this professional
soldier, wvhose horizon and ability never rose above the
level of & good company clerk.

"Friedrich knev himself well enough to turn down
the command of the signal intelligence division which
vas offered to him, His lnability to make up his mind
vas ot times most paralyzing to the dispatch of busi-
ness, ...He alvays insisted in particular upon clear
thinking and decision on the part of his subordinates,
but vhanever one sent him a teletype for an order, one
weculd come back which was as cautious as the Delphic
oracle, %gg alvays placed all responsibility on the re-

cipient.
The problem of the control of the Chi-Stelle by either

| the A-2 or the Chief Signal Officer was resolved by a four-

sided orgenization: The Chief Signsl Officer "was regarded
aa the supreme authority on all technical signal matters,

A-2 vas to provide "guidance of the intelligence activlties

of the Chi-Stelle," the newly-created Senior Air Signals
Intelligence Service Officer {Qen. Klemme) had supreme edmini-
strative control over the Chi-Stelle and the field units, and

691F 179 pp 53 - 54
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Code ITTITCT, was pivern bon o aaenanihy Lo alT mattesy nelutine
to the defense of the Reich. - -
b. Relations with A-2 and the chief Signal Officer:--
As seen 1n Chapter 1 the questlon ol whether the Signal intel-
ligence Service should be subordinated to the O0ffice of the
Chlef Signal Officer or to the A-2 rasaften debated.7TO
The main advantage of subordinution to the Chief Signal
Officer wvas “the increased facilit; with which signal com-
municetion could be provided and radio equipment allocated."
The excellence of the communication system, which existed to
the very end, was undoubtedly the »r2sult of this signal con-
trol. On the other hand, the clo.e liasison between signal

" intelligence and signal security, wlidch the Chief Signal 0Of-

ficer's control was also supposed t. produce, "failed of reali-
zation, since in spite of the accur.te knovledge of Allied
mistekes in the field of radio and c¢ryptogrephic procedure,

as revealed by the work of Signels intelligence Service, de~
linquencies of the same nature vere >ither not corrected at
all, or only partially mo, by the QGermans. There was an ap-
parent lack of & qualified expert who might have evaluated

the results of the Signals Intelligewce Service with the end
in view of 1m?§oving the security of Luftwaffe radio com-
munications."/

The chief argument in favor of subordination of the Chi-
Stelle to A-2 was that all intelligence agengles would then
be under a central administrative control, Actually, hovever,
subordination to the Signal Offlicer rather than to the A-2,
proved no bar to effective worl, and relatlonthips between
the real specialist personnel »f the Chi-Stelle and ghe higher
intelligence suthority which tiey served were zood.T< In the
Chi-Stelle's work with A-2 the Tamiliar difficalty was at
Pirst encountered that A-2, on the one hand, dild notalways
recognize the value of signal 1latelligance; and, on the other,
that Chi-Stelle's reporta were written in Signel Intelligence
terms, call signs, frequencles, ote., with A-2 Deing left to
dravw its own conclusions, In tiie however, "tin evaluators
learned to transform s%gnal intelligence into an operational
intelligence picture."” Once Lae evalustors vere "imbued
with tactical concepts, they somnetimes turned to the other
extreme, wishing to perform the A-2 function themselves, and
arbitrarily mixing signal Intelligamce with {ntelligence from
other sources,.. Only in the course of time vwas the happy.
medium found."” The appointment of w liaison officer did not
citre the dilemma, since, according +o wont, « young men was
chosen "well indoctrinated with driil reguleiions, but pos-
sessing very little signal intelligeaze expeilence, Unfor-
tunately he became no more adept witi time, had but slight
tactical knowledgse, and, in brief, 4iJ more harm than good.
Although the specialist personnel of the Chi-3Stelle became
immediately aware of his deficiencies, neve$ﬁnelesa more than
a year elapsed before a change took place.”

701F 183 p 78 .
TlLt. Martin Ludvig of. Chi-Stelle in I¥ 183 pp 78 - 79

T21F 183 p 80

T21F 183 p 80
Thip 183 v 81 26
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. Gefechtstand fur Funkauswertung, abbreviated ZAF) Treuen-

¢. Relations with the Field units:-~- The creation in
the Fall of I9FW of the post of sSenlor Signal Intelligence
Officer (Hoeherer Kommandeur der Funkeufklaerung abbreviated
Hoehr Kdr & Funkaufklrg) was lntended to centralige the ad-
ministration of the affairs of the Chi-Stelle end the field
unite., Thils centralization continugd the "obscure relation-
ships” at the higheat headquarters and was the antithesis of
whnat the fleld units required. ‘

The centralization of administrative control "of the
Slgnals Intelligence Service... 1n the hands of one pf the
many supernumerary Luftvaffe Signal Corps generals"7 made
the administratlive problem of the ficld units more acute than
ever. "In this case, also, the Chi-Stelle failed completely;
since it had planned and supervised all 3ignals Intelligence
Service operations from the beginning, it might $g§11y have
been the contral administrative authority alse."/® The dif-
ficult situation confronting the Fleld units was sased by
the cooperation of the lccel Alr Forces. The locrl comman-
ders of ¢hese often furnished quarters, rations and other
services when the fleld units own supply service broke down. 7

The varlous Sections of the Chi-Stelle exerclsed control
of the Field units according tc their location; ultimately
working on the spot with these units. The organization and
functioning of these sections will be treated below in the

following paragraphs of this chapter,

d. Relations with the ZAF and FAF:-~- As the strength
of Allled alr raids increased, tactical evaluatlon assumed
an ever greater lmportance, and it became necessary tc e€s-
tablish an agency which would summarize and integrate all
‘the reports and information made available by the outlyling
tactical evaluation centers. This need was met by the crea-
tion of the Air Rald Warning Agency for the Reich (Zentraler

Il

brietzen. This unit, headed by Colonel Forater, was under

" the operational direction of the Chl-Stelle but administra-

tively subordinate directly to Gen Nafue/III. Im order to
facilitate Goordination Detween the sll importzat ZAF and the
other agencies affected by the information it disseminated

a nev position wes created, and designated Chief of the Alr
Raid Warning Service for Germany (Funksufklaerungsfuehrer
Reich, abbreviated FAF) Col. Forster, hiead of the ZAF, filled
this position also, In this ceapacity he was still under the
Chi-Stelle for operational purposes, and actgd as adviser to
the Commanding General of Fighter Corps I.7

51 180 p 22
T61r 180 p 22
771130 p %

781 181 p 62
- ° 2 .r.;-
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12. Seetion A-- Staffi Allocation and Employment--
This Section, which was closely connected with the o%%gce of
the commanding officer, was dlvided into the following sub-
seotions: Operational Planning (planning for monitoring
operations an &ll fronts, preparation of Tables of Organi-
zation and equipment and allocation of personnel to Signal
Intellligence units); Fersonmel (routine personnel matters
for entire Signel Intelligence}; War Diary (a writing of de-
talled diary of the Signal Intelligence activities); Pro-
curement {procurement of all special signal equipnment for the
Signal Intelligence Service)-'%gd Research (examination and
repair of captured equipmknts.

13. Section B--Evaluation West--50 Section B was one
of the best operational evaluation sections of the Chi-Stelle.
Able personnel and intelligent administration permitted it
to make significant contributions to German Air Force intel-
ligence, Before the outhregk of the war, Section B was able
to provide a comprehensivé plcture of RAF orgenization,_loca-
tions, strengths, aircraft types, perconnel and aupply.sl
Its move to the Yestern front after the conquest of Fraance
served to intensify its activities. '

The ataff of Section B consisted initially of civil ser-
vice personnel vho had performed the same type of work in
peace-time., A large number of soldierg--mostly university
men, or business men versed in languages--vere transferred
to the section, As the civilians were drafted, dospite their
strenucus objections {since they usually received lov ranks),
distinctions between civilian and soldier tended to disappear.
The soldiers became acquainted with their vork and in many
cases obtained better results than the civilians.

The wise policies of limiting personnel changes, train-
ing in signal intelligence and cutting down militayxy duties
%0 an absolute minimum promoted eanthusiastic work.

17 180 p 8

8OThis account is virtually a word-for-vord repetition of the
materiels on Section B. | 'see TICOM, I 109 pp 26 -~ 33,
the Air Ministry Report, IF 189, FHo 404 and Volume V. of the
Seabourne Report, IF 180 pp 27 - 32

8l1p 180 P9

82Thia vas in sharp distinction to almost every other unit
of German ALlr Force Signal Intelligence Service.
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(—\ At the end of 1942 some of the male clerks and statis-

' ticians wvere replaced by vomen's auxiliaries (the Luftnach.
trichten Helferinnen). The concensus 1s that although "these
female auxiliaries were better than the soldiers, in work as
asslstants, on the other hand, attempts to employ women on
independent work in eggluation, apart from a few exceptions
vere not successful.”

a. QOrganigation-- "There were two diametrically opposed
theories on the subject of the organization of the evaluation
section. The first claimed that organization should be magde
to conform to the sources being covered; i.e. W/T evaluation,
R/T activity evaluation, and D/F activity evaluation, and
that all results should be dombined in a final evaluation."B¥
This plan, which was not adopted for the Sections of the Chi-
Stelle8 wvas actually used in the svaluation companies fu the
field >

"The second theory, which vas proved superior for long-
term evaluation in the West {and also in the South), favored
an organization covering the setup of the enemy air force
formations, 1.e. RAF Bomber Command, VIIIth U.3. Bomber Com-
mand, AEAF, etc." Accordingly, Section B consiated of the
following sub-sectlions:

B-l-w--Tmmediate Evaluation, Reception, Distribution,
(~. and routing of messaages,

B-2-««-RAF Bomber Command, Strategic Evaluation
B-22---US. 8th Bomber Command; Strategic Evaluation

B—}--¥-Gapturad equipment, materlal ané navigational
evaluation '

B-l----Fighter Formations {(RAF and 8th A.F. Fighter
Commands, AEAF Fighters and Xight Fighters). This

unit was engaged in gge evaluation of Tactical Alr

Force radio traffic.% '

B-5---~0riginally USAAF outside Europe, and later ferry
and transport traffic. ([This sub-section became in-
dependent at the end of 1943, and 1s discusssd below as

& separate Section).

831 109 p 27; IF 189 No 404 p 2
B41p 185 No %04 p 2

85The orgenization of the evaluation companies of the lst,

2nd and 3rd Battalions of LN Regt 353 on the Ruasian front

provides a good illustration of this type of organization.
(-\ It 18 described later in this volume,

861r 180 p 28
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B~6----RAF Coastal Command, Strategic evaluation.
B-T----Master Index of Units and Locations.
B-8~---Combined Army and Air Force., Traffic of the Air

Support Farties and the tentacles; the 2nd Tactical Alr
Force, the U.S5. 9th A.F., RAF ACC.

' In addition & llaison detachment was stationed at the
Alr Prisoner of War Transit Camp (Durchgangslager Luft, abbre-
viated Dulag) at Oberursel.

Relatlons were salsc maintained between the head of Sec-
tion B and & liaison officer of Army Signal Intelligence
Regiment 5 (KONA 5) and a liaison officer of German Alr Force
Operations Staff I ¢ {Intelligence),

b. Operations~- The chief tasks of Section B were the
evaluation of "enemy" transmissions, control of intercept,
and evaluation of captured material, equipment and navige-
tional aids.

(1) Evaluetion: Secticn B, in fulfilling its task of
providing a long-term evaluation for the West,had to collate,
evaluate, and check the results of the intercept units in the
West and North, These units vere in the West, Signel Intel-
ligeace Regiment wWest (later LN Regt 351) and LR Abt. 357
after its withdraval from LN Regt 351; and in the North, 3rd
Battalion of LR Regt 5 (later LN Abt 355).

Section B based its evaluation judgments partly on the
worked-out results of the Evaluation and Intercept companies
and partly on ths original operators' logs (day reports),
especlally for R/T traffic.

The princip:l materials at its disposal vwere:

"1. The dailly radio situation reports of the in-
tercept or evaluation companies, vhich wvere mostly sent
in by teletype, but sometimes also by radio or by courier.

"2, The édetalled composite reports of the inter~
cept companies {(appearing monthly), or the previously
evaluated reports produced monthly by the Evaluation
Companies.

"5, Sometimes, especially for R/T evaluation, the
original intercepts of the operatora (day reports).

"j, Qther sources of information: P/'s state-
ments, captured material, press and vireless (especially
BBC) etc. These sousces served to supplement or elu-
cidate the section's own findings. Great care was taken
in see that no Sigint information was mixed in with this.
Ir recoarss was had to other sources, these had to be
named, "7 ot L

871 100 p 29
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The following description of function appears:

"With the division of labor largely clarified, the spe~
cialists of section B had only to keep up to date and to
clear up in cooperation with the Dulag and the relevant in-
tercept unit any changes which occurred.

YIf there appeared any new fields (e.g. appearance of
the USAAF in Great Britdéin, netting up of 2nd TAF etc.) it
wag the task of BSection B to encourage its ddvancement by
using the best evaluators and to keep giving encouragement
to the sigint units.

"In this comnection, it proved advantageous not to have
the personnel subordinated to LN. Regt West and thus to Luft-
flotte 3. In this vay it was possible to announce a&ll findings,
and also to raise any necessary complaints, without regard for
rank or appointment., On the other hand much duplication of
work was caused by this peculiar position of Section B, and
for this reason many people held the view, personnel of Sec-

tion B included, that the best solution would be to incor-
porate the Section in the Regimental evaluation section
{25/351). Quite a satisfactory solution of these questions
vas reached by thgér being later brought together in the same
area at Limburg." .

(2) Control of intercept. "One of the most important
functions of Section B was the control of listening activi-
ties., It was the 3ignal Intelligence Agency's practice for
Evaluation to assign missions, and this vas true of all the
echelons of command. At the lower levels, the Evaluation
Companies assigned missions to the intercept stations, The
various Referate, in turn, controlled the intercept in their
respective sectors. In such case "the necessary instructions
were not issued directly by the Referat to the Companigg but
via the higher formation, for example, LN Regt West."

” Such supervision was necessary since all the intercept
stations tried to cover the frequencies which produced the
greatest number of messages and therefore offered, at least
superficlally, the opportunity to produce the best results.

Section B had £o see that not only the most productive
frequencies but all frequencies important for obtaining a
complete picture wvere monitored. In some instances pressure
had to be put on intercept companies to keep them monitoring
the many ground networks of the RAPFP and the USAAF because
these frequencies were not productive of the sort of im-
mediate action intelligence which it pleased the companies
to rass to the flying units. TNone U{he less monitoring of
these netvorks wvas demanded because they clearly showed the
order of battle,.

881 169 p 29

891 109 p 30
31




DOCID: 3560829

~

When a new line of traffic appeared, the intercept units
often tried to keep to their accustomed monitoring program
and to pass off new tasks to other intercept units. In these
cases Section ‘B always had to control interception according
to the exigencies of the situation and often do the evaluation
itself at first, and then pass it on to the evaluation com-.
pany.

As will be seen in a later chapter the German theory of
signal intelligence, which Placed the prime emphasis on evalu-
ation of "oll enemy signals" and therefore 1mposed the exer-
cise of intercept control in the evaluation sections, recult-
ed in difficulties for the cryptanalysts, _

{(3) Evaluation of captured material, equipment and navi-
gational aids {Section B-3),

A1l the sub-asections of Section B, with the exception of
B-3, wvore engaged in long term evaluation. B-3 wvas organized
to evaluate captured documents and materisl, including navi-
gational sids, obtained frmm alrcraft shot down. The in-
creased Allled aircraft loases up to the period of the de-
cline of the German alr defense produced more and more of
this captured material for signal intelligence.

The following were the main tasks of B-2:
(—\ , "&. Clarification of Allied navigational alds through
; the evaluation of ocaptured documents and equipment; ,
"b, Directing the monitoring of the radar intercept.
stations; :

"¢. Instruction of the intercept stations of the
Signal Intelligence Service regarding information ob-
tained from captured documents {(frequencies, call-signs,
codes, etc.); '

"d. Examination of captured radio and navigational
equipment, and informing signaé Intelligence units of the
results of this examination." : :

Accordingly, this sub-section was especially interested
in the following secret and confidentlal documents and opparatus:

"1. X- or @~ group lists,

"2. Call-sign lists {R/T and W/T;.

“3, Frequency lists {(chiefly W/T

"4 Bomber codes.

"5, Airfield lists giving exact data on station
call-signs and frequencies, position of airfields, radio-
beacons, etc, (especially frequently found in aircraft
of VIII Bomber Command shot down), '

M "6. Note-books with important entries.
"7. Lists of radio-beacons and other navigational

alds.

Pr 181 p 46
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"8. Descriptions of apparatuses.
"9, Maps.

"10. Redio and navigational aais.
"11. Crystals from VHF-sets,"9

As 1t came in, captured woterlal was farvarded by those
salvaging it to Dulag Oberurisd. If elrcraft were shot down
near Signal Intelligence olfices or stations, the officers
and officials of the Signal Intelligence Service had the
right to examine those things that interested them. In the
Fall of 1944, this sub-section was withdravn from Section
B and subordinated_to the Radar Control Post (FPunkleitsland)
at Fotsdam-Eiche,92 '

The evaluation of captured documents relating to navi-
gational aids, and the examination of equipment such as air-
borne search receivers, recognition devices and the naviga-
tional aids vwas intended to suggest new procedures, deislmine
wvhether g navigational aid would be useful to the German Air
Force flying units, and vhebher the Allies were uaing German
transmitters as pavigational alds, Because these navigational
devices were continually monitored by the Germans, Intense
interest was g%splayed in any of them that became available
from capture, The results of research into these navigationol
ailds were published approximately each month in the Ravigatlion
Reports and passed to all interested units.

911p 185 p 30
921F 183 p 30

9j’l‘he followving pieces of equipment were listed: Group §adio
Beacons; "Splasher" beacons (cover name "Orchestersessel”);
J-Beams (cover-name "Rodelbahn"), the locations, frequencies,
and recognition signals of which were all 1ea£ned from cap-
tured documents; Ciroular Beacons (including "SE" beacons,
airfield beacons, "Eureka" beacons, etc,); Hyperbole Navi-
Boomerang" procedure; "GH" procedure (cover
nome "Diskus"); Micro-H Systems (cover name "Schleuderball");
H2s" or "Magic Box" (British airborne search radar; cover
neme "Rotterdam”, later "Laubfrosch”, 2 cm. band); "H2X .
("Mickey", American airborne search radar; cover name "Meddo',
cm. band); IFF (airborme recognition devices;: cover name
Flamme"); ASV epparatus {cover name "Eule"); "Weapon" (night
fighter search radar; cover name "Grille"); night fighter

- warning devices ("Monica"), and Infra-red recognition devices.
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Another task of B-3, in collaboration with salvage de-
tachments, especially those of the Luftgause, vas to provide
for the Investigation of captured radio sets and crystals,
Through many peraonsl contacts with B-3, the salvage detach-
ments vere convinced of the ilmportance of their work and co-
operated whole-heartedly with the 3ignal Intelligence, After
every investigation of a shot-down Allied aircraft, the sal-
vage units teletyped the most significant results to the Sig-
nal Intelligence Service,

This type of report led to the following results:

"l. Comparison with existing documents, to see if
R/T traffic from the approaching or shot-down aircraft
had been picked up. If possible the squadron number
vas established from the call-szsigns. Comparison with
squadron recognition markings.

"2, If the frequency-range of the formation in
Question wvas known, the gaps in that range could be fill-
ed in, An sccurste knovledge of all frequency ranges is
most important to long-term intelligence for setting up
chains of subordination.

"3. Whenever questions were raised, Dulag Luft vas
Informed, all briefing being passed via the Referat B
liaison detachment at Dulag to the interrogating officers
at Oberursel." ‘

(4) Lialson with PY Transit Camp (Dulag Luft). The
Lialson Detachment of Section B at the PW Transit Camp (Dulag
Luft) at Oberursel was responsible for providing close coopera-
tion betwveen Signal Intelligence Service and P¥ interrogation.
PW interrogetion resulted in valuable information, particular-
1y upon the numerical designation of units, detailguconcerning
enemy equipment, and the changes in ememy tactlcs. It also
expedited the evaluation of all captured material dealing
with radio. Important findings such as new call-signs or fre-
quencies were immediately reported by direct telsphone line
to Section B. The operations are described by Lt, Martin
Ludvwig in his article on &%aison between Dulag Luft and 3ig-
nals Intelligence Service”~ as follows:

"S8ignals Intelligence Service derived great bene-
fits from the evaluation of captured material. All docu-
ments salvaged from Allled aircraft which hod been shnot
doyn, crashed, or made emergency lendings, were passed
on directly to Dulag Luft by the salvaging unit (usually
an alr base headquarters). As long as communications
vithin Germany remained relatively unimpaired (until the
fall of 1944), captured material reached Dulag com-
paratively quickly. There it vas assorted according to

9%yr 183 . p 84 .
9517 183 pp 87 - 88
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toplc, and all documents pertaining to radio or radio
navigetion placed immedlately at the disposal of the
Signals Intelligence Service Liailson team. This team
had on hand ell lists of frequencles, call-signs, Q-
groups, etc., and determined whether the captured docu-
ments contained any nev intelligence, such as the call-
Signs and frequency of a newly occupied airfield. Any -
such new dlscoveries were immedistely telephoned to Re-
ferat B. Later, the originals of all captured documents
vere sent to Referat B for detailed examination.”

¢. Reports.,-- The most Ilmportant units to which Section
B had to Treport vere:

German Air Force, Operations Staff Intelligence
Chief Signal Officer, Army Bigh Command .
Naval Righ Command

Army High Command -

Local Air Force

Chi-Stelle Section C {for information of listeming
units in the South), .

(7) Interrogation Centre (Oberursel).

OV =0l 0 =

In many casds (the Commander in Chief West, Local Air
Force Command) and the evaluation unit of Signal Intelligence
Regiment 5 at St. Germain recelived reports from Section B.

The following reports were issued by Section B:

Immediate reports (teletype or telephone) for im-
portant new facts, intentions to attack , changes of
location, ete. :

Radio Situation Reports, daily comsolidated survey
of the events of the preceding 24 hours.

10-Day Reports, concise reports on the long-term
intelI¥gence o% the last ten deys.

Monthly Consolidated Reports, detailed reportwuith
maps end diograms, usually 50 to 00 typed pages in length,

Specisl reports, e.g. ‘Army-Air Co-operation’,
'Control of British Night Fighters', etc.

A chart of these routings shows the many headquarters
serviced by the Section, (Chart 5-2)

14, Section B-5-- Allied Ferry and Transport Traffic--96
In 1941 a section within Section B! was established to

‘monitor America. This in turn, was diwided into two sub-

sections. One analyzed traffic which was concerned with the

96The text fcr the discuéslons on Section B-5 is taken, with-
out change, from Tech Sergeant Jering's discussion of the Chi-
Stelle coﬂt&inad in volume 5 of the Seabourne Report - IF 180
pp 32 - 3 : . L

97IF 180 pp 32 - 34
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Army oid Havai Alr Forces oi oo dolusd Siates which were
then being built up hastily. This traffic was monitored in-

(‘\ sofar as it could be heard by Signals Intelligence Service

: stations in Gemnany, France, and Rorway. 'This sub-section
reached 1ts peak at tae¢ turn of the year 1lyld2-14%43, when the
fundasmentally changed war situatlon dilctated -a mors conser-
vative use of radio receivers. The second sub-sectlon worked
on ferry service traffic on the North Atlantic route at first
in connection with Atlantiec reconnalssance trafflc (Coastal

Command). The South Atlantic route, es well &s Pan-Amerlcan

Alrwvays traffic in South America, was taken care of until

1642 by Section C. When the coverage of traffic from the _

United States proper was reduced, the afore-mentioned sub-

section of Section B took over the monilitoring of this South

Atlantic commitment from Section C.

The Ameprican ferry service increased in importance, and
in the Middle of 1943 this "Amerlcan" sectlon was taken away
from Section B, Reinforced with certaln specialist perscnnel
from Section C it was installed 1n Munich/Uberhaching as a
separate Section (B5), in vwhich the analysis of all ferry
traffic was nov combined. At the same time the large W/T
intercept platoon located in Uberhaching, which admlnistra-
tively belonged to the Marstall battalion, took over the
monitoring of all ferry traffic with the exception of that’
on the North Atlantic routes, which as previously, continued
tu be covered by the 16th Company of LNR 5 in Angers, The
new Sectlon evaluatad all traffic and had the followlng re-

sponsibilitles:

(‘\ "a} The monitoring of the United States proper, which
although 1t only touched the surface, still furnished an in-
sight 1nto the princlpal networks of the Army and Naval Alr
Forces, inco tralning activity, air transport, defense zones,
and the activation of new combat aviation units,

"b) The monitoring of the Atlantlc ferry service. The
Middle and Central Atlantic routes were monltored by the W/T
platoon in Oberhaching and by Luftwvaffe Signals Intelligence
Service outstations 1in Spaln, whilch operated under the cover
name of "Purchasing Agencies"; the North Atlantlic route was
monitored by the 16th Co., LNR 3 and reports furnished to the
Section. .

"¢) The monitoring of the Amerlican Air Transport Com-
mand by the platoon in Uberhaching.

"d) The monitoring of the RAF Transport Command, and
of both Amerlcan and RAF troop carrier commands, The greater
part of this interceptlion was also done in (berhaching.”

Airfield radlo tower traffic (R/T on 6440 kes.) was in-
tercepted in Madrid, Montpeliier and at various Signals Intel-
ligence Service out-stations in the Balkans and Italy. This
graffic was evaluated by Section B5, with the zald of exten-

i slve files.

The Section also had a small cryptanalytic team of 1ts
own, which deciphered intercepted messages on the spot. -

Seetion B5 remained operational untlil the last weeks of

(’\ the war, and was thus 1n a position to cover the British air-

borne landlng at Bocholt. One week before the capture of

Munich by the Americans its male personnel wlthdrew to the

Alps, while 1ts women auxiliaries were discharged.
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15, Sectlion C -- Evaluation South-- Section C has been
described as the least capable of all the speclelist units of.
the Chi-3telle. Its commitment, the evaluatlon of Mediterranean
traffic, was largely handled by the Air Signals Regiment in the
South (LN Regt 352). Jering, apparently a chronlcally sour critic,
observes of Bection C. "During 1ts entire career Section C pro-
duced not one special report; this in spite of the fact *hat
activity in the South ppovided fertile material for such appreci-
atlons. ... The members of the Section buried themselves in the
detalls of a highly speclalized dally routine vwithout anyone in
the Marstall becoming much acquainted with the real problems facing
the 8ignals Intelligence Service battalions in the South... In
general, as clumsiness, distrust, and dodging of responsibllity
characterized the Chi-Stelle Command, so they marked the leader-
shilp of Section C. In order to keep its surplus of personnel
occupled, ridiculous and unnecessary tasks, involving a labyrinth
of pappr vork, vere invented. As a result, all feeling for ¢«
stralght-forwardness and consclentiousness vas lost. The majority
of members of the Section, in spite of years of service in the
Chi-Stelle, had never even seen a Signals Intelligence Service
ocout-station. This reluctance to fase reaslities naturally weakened
the influence of the Section. In consequence its opinion in organi-
zgtional matters carried but llttle weight, and fo§ the most part
it was limited to special problems of evaluation.” 8

a. Orgsnizetion--99 gsection G, similarly to Section B, was
organized into sections which corresponded to Allled units or ,
activities (MATAF, 15th USAAF and 205 Group RAF, long range recon- -
nalssance, radar reporting networks, transport and ferry service,
and airfield radlo tower traffic). In addition, two other sections,
one devoted to press reports and priscner of wvar intelligence, and
the other to polnt-to-polnt networks, were especlially successful.
The two sectlons, 1n close cooperation with the other sections
dealing with air-to-ground traffic, and making use of all collatera%
intelligence, collaborated .in producing and maintaining a detailed
organizational picture of MAAF which the Luftwaffe A~2 used to

The following "sub-sections" were attached to Section (:

(1) Turkey

Theee men revised and edited the material intercepted and
evaluated by W-Lelt Southeast, and prepared weekly and quarter-
annual reports for the A-2.

(2) Sweden and Free France '

Even the air forcees of these countries vere monitored in ;
sketechy form by several out-stations and they provided the "ralson
d'etre"” of several evaluators. Here also, reports vere prepared
for the A-2, sometimes monthly, sometimes less frequently. After
the German withdrawal from France this section was united with

Section B. -

981p 180 pp 34, 35, 36
99 juoted from IF 180 pp 35-37
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(3} Section ¢ 2. vhis 'sub-Section” was created in
1942, and was engaged in preparing a text-book on the radio
and navigational procedures of the British, Americen and
Russian Alr Forces. This opus was given wide distribution,
and all the larger Signals Intelligence Service units wers
given copies for the edification of Signals Intelligence
Service personnel, Curvrent agﬁplemants kept the work up
to date. 1In the middle of 1944 the project was abandoned
and the personnel transferred to Signals Intelligencs Sexr-
vice out-stations.

b. Operations-- Each moyaling the teletyped materinl
vhich had come ia during the night from the two Signals
Intelligence Service battalions in Italy end the Balkaws,
from the company in Montpellier, the Signels Intelligence
Service stations in Spain, and later from the ZAF, as well
as from those out-stations which were authorized direct
comsunication with the Section; was assortsd by the Chief
of the Section and distributed to the eppropriate sub-sec-
tions. Assembling and checking these reports with any date
of their own, ths gsub-sections, in the course of the fore-
noon, prepared the daily report of the Section, After bsing
edited by tho evalugtion officer, it formed the basis for
the daily situation conference at vhich ell cantroversial
points were dlacugsed. It was then mimeographed and arqund
noon was ready for distyibution, Ome copy vwas sent by cour-
jer to the Gemeral Staff, the others were mailed to the ro-
cipients. '

The afternoom as & rule was devoted to the atudy of
incoming reports and a reviev of the log sheets sent in from
the units in the fleld; maps were prepered, and preliminaxry
vork done on the monthly report, the distribution of which
corresponded in principle to that of Section B°s reports.
Correspondence with the regiments and battelions vas taken
carée of, comments from the General Staff were studied and
those relevant were passed on to the field units concerned.

16. Section D -- Evaluation East--100 1n poace-time
this Section evaluated traffic intorcepted from Russia,
Czechoslovekia, Poland and the Balkan Btates, and kept the
General Staff bricfed on air activity in these countries
through curront reportas, After the subjugation of these
smaller couniries, 1t concentrated entirely on the Soviet
Union which had been considered of prime lmportance from the
beginning. Owimg to the different gstructure of the Sigaals
Intelligence Service in the East, the frowth and development
of this fSection varied essentially from that of Section B
and C., Whercas in the Hest and South cryptanalysis had to
be agbandoned to a certain oxtent, and the main smphasis fronm
tho beginning of the war was on traffic enalysis and R/T evel-
uation, in the East the mejority of enciphered megsages could
be read, vhich placed Signels Intelligence Servico work om
this Front in a quite different aspect, A further funde-
maental distinction was that in the West the enemy emerged

10°quoted from IF 180 pp 13 - 16
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practically each momth with a new and revolutiomary ra

or redar technique, while the four years' struggle in gig
East brought relatively fov technleal innovitionu., To this
vas added the fact that during the ecourse of the war each

of the Russlan air armies developed its own particular rg-
d1o procedure, the individual evaluation of vhich, of neces-
sity, had to be left to the Signals Intelligence Service
battalions located on the various sectors of the Front which
vere gpeclalists oi this subject. .

Thus Section D, more than any other 3ection, had to
limit itself to a compllatory career. It began its activity
in the Marstall, in the wake of German advances gt the beo-
ginning of the campaign in the East {end of ¥941) it moved _.
to Niedergee in East Prugsia. From here, in viev of tho
large~gcale operations planned on the southern sector for
the spring of 1942, it folloved the General Staff to Zhito-
mir, whore it remained until May, 1945, The Russian cdvanhece
caused 1ts retreat to Waraigi vhere, at the beginning of
1944 it set up a Meldekopf vhich was incorporated into
thoe Signsls Intelligence Service defenase system of the ZAF,
{Contral Air Reid Werning Unit), When, after the break-
through at Minsk, the Russians began to threaten Wersaw,
it moved again to Cottbus, south of Berlin, There, tovard
the cnd of 1944, 1t was morged with the rogimental evalua-
tion company of Signals Intelligence Service Regiment, Eaot,
vhich waas {ormed at shout that time,

a. Org%g%zation and %ﬁerations-- Oxly during the first
tvo yoars o e var chion send its dally and fory-

nightly reports directly to the General Staff. At the end

~ of 1942 a sSignels Intelligence S8rvice liasison team waas es-

tablished in the office of the A-2 to deal vith signal in-
telligence originating in the East. The reports of Section
D wvere almost unintelligible to a non-specielist, since
they were crammed with technical datsa and terminology; honce
they vore cdited and rewrltten by this liaison team. Owing
to the uncomplicated aspoct of the vork, the Section con-
prised only a fev highly qualified men; in sll there wore
only ten members. A rather large cryptanalysis platoon -
vas attached to the Section, At its height the platoon con-
a/sted of about ninety men, but its importance dwindled
appreciably in the last yoars of the var, The reason for
this vas that Russian cryptogrephic systems became aver
more individual in character, and central treostment of them
vas found to be impractical,

There vas also attached to the Section a large inter-
cept platoon which monitored the point-to-point netwvorks
of the Russian rear defonse zones., A Signsls Intelligence
Service company in Reeszov, laster Hamslau, vent material
intercepted to the Ssction by teletype; it was deciphered
by the cryptenalysis platoon and the intelligence therein
incorporated into the dally report. The second main source

101 geporting Center”, further described in Chapter IV
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of material for these reports vere teletyped summaries from
the three 3ignals Intelligence Service battalions in the Zast,
From 1943 on, R/T traffic from rRussian tactical aviation units
increased 1n significance, even being lmportant to flnal evalu-
atlon, During the latter years of the war 1t was particular-
ly lmporgant on the northern sector where good land-line com-
munication limited the use of W/T.

"Meldekopf Warsaw" consisted of a team of about ten men.
since Russian long-range bombers were active only at night,
its personnel, radio operators and evaluators allke, vas only
occupled during the evening hours. If traffic was Llntercept-
¢d on any of the known bomber frequencles.it was reported im-
mediately to the ZAF as an early warnlng. Nelther the radio
dliscipline nor navigational ability of the Russian bomber crews
was comparable to that of Allied crews in the West. Therefore,
as a rule, the Meldekopf was able to report ta the ZAF and to
otner appropriate headquarters, the exact strength, composi-
tion, and probable target of en enemy bomber formation. This
information was usually determined, at the 1at§gg, while the
Russian bombers vwere c¢rossing the front lines,*V

- 17. Secticon E -~ Cryptanalysis-- The cryptanalytic Sec-
tion {SectTon ) was formed within the Chi-Stelle after the
creation of the German Alr Force Signal Intelligence Service
in 1938. At the outbresk of the war there were only 15 to 18
cryptanalysts. Fifty nevwly inducted enlisted men withiout the
remotest training In cryptanalysis were then assiﬁned to Sec~
tion E by the Chief 3ignal 0fficer. The Section "expanded
ocontinuously, and toward the end of 1Y42 reached 1ts peak _
strength of appreximately %00 men." The subsequent release
ef physically-fit men to combat units and thelr replacement
by women auxiliaries "ecsused cryptanalysls to suffer many &

set-back."s03 pNevertheless, it is claimed that "éven in January

1945 the Section could boast of havinﬁlbﬂoken.}5,uuu messages
in the West and 15,000 in the East,,,"+Y

a. QOrganization-- Section E was divided into two main
units: E~1, wvhich worked on Zastern systems, particularly
Russisg; and E-2 and E-3, which worked on Western systems, par-

ticularly British and American. Sub-section E-6 wds engaged

in IBM work.

?39 decentralization of oryptanalytic work, discussed:
above+U5 yas occasioned by the necessity of placing low-grade
solutlon as far front as possible and the fallure of the Air
Force cryptanalysts to scolve such high grade systems as _
SIGABA or the Russian one-time pads., It 1s stated that '"new

1021p 180 pp 13 - 16
1031r 180 p 17

"1041p 180 p 17
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difficult cryptanalytic probiems were first explored by Sec-
tion I in tne Marstall. Later 1if the deciphering procedure

was estublished in detaill, & team of cryptanalysats familiar

wlth the system, was sent to that Signals Intelligence Ser-

vice battalion or company where the greatest amount of traf-
fic in that paertlcular systen wvas being intercepted. Thus,

eventually the personnel of Sectlion E was scattered all over
Europe, " Cryptan&lysia,is discussed in more detall in Chap-
ter V of this volume,4U0

18. The Radar Control Post (Funkleitstand)-- The Ra-
dar intercept control post {Funkleltstand), although an in-
dependent unlt origlnally under the control of the Radar Ser-
vice, finally was placed under the undivided jurisdiction of
Gen Nafuf %II. In practice, "it was a Section for radar in-
tercept"Vl and a type of Chi-Stelle for radar evaluation.
The inter-relations between the Funkleitstand, Section B=3
(navigational aid eveluation), and the Central Command Post
for Air-Rald Werning (ZAF) are difficult to ascertain., It
has been stated that "the whole manner in which the radar
intercept problem was treated 1s indlcative of the counfusion,
bumptliousness and lack of coordinatsion which prevailed in
all hilgher hfagquarters in Germany durlng the last two years
of the war."

Friedrich stated that from pure traffic analysis of
British radar service, the German radar monltoring service

‘was enabled to ascertalin or to eatablish:

L. The mode of operation of ground sets, In cooper-
ation with the listening service, 1t was possible to
ascertain the areas in which interception by (or of)
the enemy was not possible.

"2, Clarification of navigational aids to the extent
that the English control systems became known (advance
warning).

"3, Data for our own jamming service and technical
hints for our ovwn development of similar sets.

"4, Carrying out of route-tracking of formations inl_
the ailr; in most cases from take-off until landing." U

Tne German Air Force Signals Intelligence Service early
realized the potentialities of radar intercept evaluation
and created radar intercept centers (Funkbefehlsstaende) at
the individual field Signals Intelligence Service battallons,
which "were intended to perform locally the same functiogi
as the Radar Control Center {Funkleitvstand) at rotsdam,"*4U

1061 180 p 17
1071F 180 p 3y
1081p 180 pp B0, W1
1091 70 pp 6, 7 ’
1107F 180 p 40
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In 1944 the radar intercept centers were lncorporated into

the eveluation companles of thelir respective Signals Intel-
ligence Service battalions, and radar intercept flash mess-
ages vere sent directly to the reporting centers (Meldekbpfe),’
wvhich were agencies collating all types of signal intelli-
gence data relating to impending alr-raids.

L)
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Voluine 5
Chapter IV. Organization and Operation of the Field Units

Section A, Operations in the West

) rarsgraph

Orgenization of Field Units in the West.........oivvee.. 19
Interc=p% Misslons of Fleld Units in the West........... 20
Jistrivubtion of Reports by Field Units in the West...... 21
Signal Communicatlion of Field Units Iin the West........., 22
tratepic Evaluation by Field Units 1n the West......... 23

Tectical Zvaluation Py Field Units in the West........ gy i

16. Organization of fleld Unlts in the West--- The final
Cerman AiT rforce Signal Intelllgence Service.unit in the West,
Air ¥ignal Regiment 3%1, was the result of four ars cof
continugls..creraticp agalinst Britelir and eventually, the
Western Allle Ey the time the Noveuber I9%¥-recrganization
took pilace, its activities had become mainly centered upon
the taetical evalualion of Allied bowmwbing cperatlions. As
a result cf this emphasis, two "indepecndent" battalions,

Air Signals Batteiion 356 (concerned with radar intercent in
the Berch} end Air Signals Battelion 357 {concerned with
intercept and evalvation of Alliea bowber comsunications)

ware organized. WC some degree, these two battalions were
craated from units whichh nad been part of Air Signals Regiment
West from which Alr 3ignals Regiment 351 had been esarlier
jerived. , : .

Air Sigpals RNegiment 351, also derived origlinally frou

- Al» 3ignals Regiwment West, was organlzed into three battalions

gacn of which had four to five companies. The first bvattalion
iI/LE Feglt 351) contained the regimental Evaluatlon company
25th Co LW Regt 351), the comsunications company {2Gth Co
Regt 351) and %two other service ccmpanles, the tactical
reconneirsance company (1 Co Regt 351) and the signel rejair
coipany (2nd Co hegt %51). The second battalicn {II/1LN Regt
351) had a VHF [very high frequency, i.e. radio telephone)
intervept and U/F company (7th Co Regt 351), which operated
sgainst the Tactical Air Force Fighter Commend; two HF (high
frequency, i.e., usual Morse channels) inwzercept compsnles
(3tnh and Cth Cos, Regt 351),vhich operated sgainst the French
Alr Forse and the lgt U, 8. Tacticsl Air Porce; and a radar
intercest company (10th Co, Regt 351).
, '"he third battalion (III/TN Regt 351) had three HF :
intercent zompanies (12th, 13th, and 15th Cos Regt 3551) whic
operated respectively against Allied transport units;:
Toanstlical Air Force and naval air raid warni service; a VHF

LTI IR T ey Y T R

Lt o B

o

(Very High Frequency) E/T intercept company {l%th Co Regt 351),

whlch operated against Lhe Tactical Air Force Fighter Command;
and a rader interca)t company (1Gth Cc Regt 351).

43
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2u. Intercept Missions of Fleld Units-- Intercept mis-
sions vere assigned In the west by Section B of the Signal: _
Inteliigence Agency, which mede the assignments to the Regiment \)
(LN Regt 351) or to the evalEifion company {originally W-Leit, NF
later Z5th Cc. LN Regt 351).***Section B elso directed search !
cover, inwluding the employment of e search recelvers and |!
the identification of new traffilc.* Search missions wvere i
allocsted by assigning speciflic portions of the frequency spec»l?
trum o differcnt sets. An cperater wlith records of known -
and identified traffic could determine immediately whether {
vraffic he intercepted was known. HNev traffic also appeared
directly &n or near frequencies regularly coveredly the intsr-
cept conpanies, Whether picked up on search, or on fixed assign-
ments, tho newvly discovered trafflic was re-examined by the
evoluatlon sections, identifled, where possible, and put on fur-
ther cover, vhere unidentified. Further monitoring difflosed
whether 1t ves practice or bona fide tactical traffic.*t”/

2. Dlstribution of Reports by Field Units in the West--
Bvaluaition was rerf'ormed at all possible lovels: at the inter-
cept atations by intercept platoons; at the battalions and
regiment by evaluetion companles; snd finally, at the Chl-Stelle
level by Section B, which worked with the fleld units. The
Intercept companies issued daily radlo situatlion reports, vwhich

"vwere uransimltied to interested headquarters {including Section B)

cither by teletype, rasdio, or courier. Every month a detalled
compO3iie report vas made by the intercept comffﬂies, and &n
evalvation report by the Evaluatlon companles,

According to Jering,

"Koeh SIS station and SIS company analyzed its allotted
material with much flourish... Two reports wvent delly to
the W-Leitstelle (the regimental eveluation unlt) and to
the peritinent Referat. The daily logs vere sent by courler
to the W-Leltstelle and to the Referat concerned, and there
sxaniined and evaluated, In spite of this duplication of
vork, the individual companies were allowed to operate
indepenrdently, their indepandence varylng wit?lghe abllitcy
of the cempany commander and the evaluators,”

1111p 181 p 28
1l21p 183 p 60
11517 185 p 61
1141 109

1151p 181 p 26
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The develoxent of tactical evaluation resulted in
the routing ¢f renurts directly from the intercevt stations
and the interrcent com»manies to the operational headguarters
congernad. 110 The daily and wonthly reports were then
divided intou "tactical and technical sections. The tactical
rneluded a descriction of enemy 8ir actlvity frowm the Signal
Intelligeance noinl of view, winile the technical part was a
syatematic compilation and identification of all intercepted
traffic."117

Thne distribution of a typical repsort gives sone clue to
the recipients of the lntellligence produced in the lWest. For
inatance, & report wode by Eveluation Company 14/LN Regt 3,
dated 28 A»ril 1954, discussing "American Fighter and Fighter-
Bomber Foruations in England,” covering the period from 8-1&
April hasz & cover sheet reading 8s follows:

"Distribution

I/GAP Listening Rgt, West...ovvivonnnnrann. e W S N 1
IfiEvaluation Co) GAF Listening Rgt. West............ « 3
5/{ 'Funkemwpfongs' Co.) " " W i e < B R B . 2
3/{Intercenstion Co) " " W @i ixam 3
3 " " " = B eamems R |
9/& H 1" " H " e 2
Li=taning Liaiaon Officer, Luftflotte 3, le for
, T attn Lt. Neser......ccevu.- |
o " " JK.IJ for atten Oblt.
e NMleadeN. ieswsmsnsnsvsmar I
" " " Jd. 4 for atten
, Feld. Roeckerath.......... 1
" * " Jd. 5 for atten
Lt. Schwietzke............ 1
i " " Jafue 4 for atten
Lt Resthger. .. vs sw aw v s sul &
% " i Jafue 5 for atten
Oblt Gruendl:...¢sesvsvuss L
" u 4 Jafue Brittany for
atten Feldw. Zieuer....... 1
14 /{Fvaluation Co.) GAF Listening Rgt 3
3 eopies for VHF Platoon (mobile)).....cvvcvuennnn i
Ccuy for inforustion to Main Crypt. Office,
CCAF Sec., B......... o mm sl w8 B E S eI I YT 25"
116 IF 181 o 3%
117 1p 281 p 34
113 pp 10 pp 1 2
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In the #inal stages of the 3ignal Intelligence
ouer&tion ir the West, when tactical evaluaticn was all
lwmportsny, 2000108 were routed by the varlous intercevt and
evaluation companiea to the Report.ng Centers (Meldekonfe)
These centers were the collating agenciles for tactical
intelligeuce concerning alr ralds, and functioned as lnstruments
of 1liaiuon hatween Signal Intelligence Service and the Coubat
units. (They are described more fully in Paragraph G, of
this Chapter. ) The units of the LE llegt 351 routed their
reports Lo Reporting Center 2, the coirpanies of LI Abt 357
{Bomber IHLL?CE”i, routed tIe rs to Reporting Center 1, and
the cowsanies of LN Abt 350 (Hadar Intercent) fed KHeporting
Center %. In turn the Rezorting Centers brcadecast their
evaluatlon and warniing surmar.es to the Central Alr Raid
Wwarning Unit (the LAF)} and to vavious Army, Navy, end Air
Force onerational Cowmmandes.

22. S:ipnal Communications of Field Units in the west--

In the widdls oF IGL0 the wire ch&nnel system was in general

a3 follows: Telerhone or teletyps lines connected each Signal

Intelligence Service company and station with the Reglimental

Tvaluation Company (W-Leit), and in turn linked the latter

unit with the vertinent Chi-Stellie Section, the local Alr

¥orce (Luftflstt te} headquarters, and the neighboring evaluation
(—\ companies. Telephone or teletyre lines also connected the

Signal Intelligence companies and the Kegimental Evaluation

Counanies withh ths German Alr Force exchanges. The various

Slgral Inteliigence companies and stat;ors vere linked to

esch other and to their outstations and D/F's by telephone.
As Cermany's position deteriorated the communicatinns

systews woere enlarged to accommoedate the ever increasing flow
or iIntelliszonce. Tn general, the communications channels
between intercspt station, D/% station, Fvaluation Company,
Chi-stelile S@wtlon, and Alir Force operational coumsnds under-
uent eontinuouvs exvansion, "The whole construction of the
communications network was founded on the »rincinle of passing
on intercepted traffic as quickly as 7oss:b1e. A delay or
rore than two minutes could not de tolerated." 120 Major
Ferdinand Felchiner'is renort describes the expansion of wire
communieations in the middle of 1942 a2s follows:

119

In addiiion to the individual teletype lines
wita the counanies, several telephone lines were
aviallable, most of them running from the switch-
boards of the evalvation companies to the intercept
companies. Likewise there were one or Lwo lines
to the SIS lisison officers as headquarters....
(and) various direct lines from the comnanies to
the SiS-liaison officers, the puroose of which was

C’\ 119 ’
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to schieve & minimum of delay.... This considerable
expansion made necessary the bullding of large
telupnon .centralyg:
Exchange "TPirate"------- Weldekopf 1 of the lst Battalion
ETCh&PEe "Breskwater"---Radar Intercept Center West of
the 2nd Battalion
change "Clairvoyant™--Evaluation Couwpany of the 4rd
Battalion, and also the
regimental exchange
The regimental exchange finally comprised 5-7 FD 16's
\SJitunqoa4a3) wvith about 150 trunk lines and 250-300
local drons.
In additicn tc the normel teleohone centrals, In the case
of the 3th Coupsany &nd the 5th Company, D/F control
coumunicatlions had to be installed. The regimental
teletype central had 6-3 lines to the Luftwaffe exchanges,
in adédition to lines to the companies and 8IS-liaison
of'icers. There were three tele’yne-cipher machines for
top secreb messages; and 8-10 for secret comaunications.
Altogether, about 500-700 teletype messages vwere handled
daily. " 121
The continued expansion of the Signal Intelligence
SBervice and its orlentation in the directlon of preserving
the Relch from air ralds led to the forwmation of a Signal
Intelligence Battalion attached to the German Home Defense
Alyr TForce. This, plus the assignuent of Signal Intelligence
lisison officers to the cowponents of Fighter Wing (Jagdkorps)
7 "wade numerous cilrcuits necessary, both within Germany,
and from Germany to the occupled territorles. These wire
requlrenents increased when the ZAF obtained an adﬁltional
vire system."i22
Ha jor Feithiner describes an interesting practice made
necessary by the intensified operations:

"The extensive construction of D/F and radar
intercent stations, both in Germany oroper and in
occeupiad territories, made 1t impossible for each
of the Regiment's 176 out-stations and the 60 out-
stations of the SIS-battalion EKeich to have its
own direct lines. For this reason the "Dante," or
operatioral cornection was introduced for the SIS.
Uoon use of the code-word "Dante” any conversation
taking vlace over normal Luftwaffe circuits would
be termineted and the line used for pzssing teactical
reoorts for_ the duration of an air raid or other
engagement. 25

121 1p 181 pp 4h 45
IF 161 p 54
125 17 181 .0 5%
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-oWwo types of evaluatlon may be differentiated in terms of their

battie and intentions of the Ground Forces as revealed through
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Foud Az for Radic Gcmmnnicationa, Major Feiahtner reports as
QA. ovs: y
\ ., "In the beginning of 194# radlo stations were set o
up. by the regiment at out-stations, commdnd -posts’ and -
companles. Iach company had: |
a) A D/F Control network, or a radio link with :
1ts out-stations;
b{ A radio link vith its battqlion,
A radio link with the pertinent Meldekopf.
The Meldekdpfe were included, either in -the D/F con-
trol networks, or in the radio links between companies and
" eub-stations. In this way 1t was provided that, in case
©. of line trouble, all ‘tacticel reports would reach the Mel-
dekor¥ as QuiclZly as possible, and from there would be
broedcast es signal intelligence flash reports to interested
headquarters. The code used by the Meldskopf for ‘these
rlash repcrts consisted of & code boock of 1000 mesnings.
These encoded messages were reciphered with the appropriate
¢lpher tsble and sent out on both long wave and short
vave a3 5-flgure groups. The cipher systems of Mg%ﬂe pf
2 were held by:the Army as far dowa &p Givision,” -

i T S*rstegic Zvaluation b Fiola Units 1n the West--
In the description of actual opsrations 1t 1s frequer:ly cif-
ficult to distinguish clearly betwcen strateglc.and tactical
evaluatlon, &s some overlapping was inevitabvle. Hovever, the

obaactives The objectives of strategic evaluation for the
Air Force Signal Intelligence were to establish the order of
battle for the opposing Alr Forces, -to determine the ordér of

Air Force Communications, and to prediet long-range intentions
of the opposing Air Forces.

Eauch of these objectivea was most carefully pursued, but
the sucecesa way wost remarkable in the establishment, of the
Allied Alr crder of battle. Through their thorough and highly .
skilled traffic enslysis, the Germans obtained a continuous and
highly accurate picture of the strength and dlsposition of”

- the Allied Alr Forces in Britein, in ‘the Mediterrsnean, the

' Near Emst, -and lsier, on the Continent.  Frequently, the re-

construction wes precisé to the most minute detail, and call
aigns, frequencies and networks vere in the vast majortty of

cases absolutely accurate, )

12hE 181 pp SH-55
- = 48




DOCID: 3560829

: A great aumcunt of material is available In the TICOM
(-\ interrogaticns and in the Seabourne Report (esveclally
© Volume VII) documented by charts and diagrams showing the
reconstructed crder of battle of the RAF and the USAAF.
Examnles of these are aninexed td show the meticulously
cag?fﬁl vork of ‘the traffic analysts. (Charts 5-3, 5-4, 5-5,
5-0 d ’ ’ :

The establishment of the Ground Forces c¢rder of Lattle
through analysis of Allied air traffic was of course more
difficult. In the West, Air Force traffic ordinarily did
not reveal the ground force organization. However, after
the Invasion, when the Air Force was acting in direct
-guaport of ground operations; much information was disecloused
of value iL¢ the Gormans. ; _

As for the pradiction of long-range intentions of the

. opposing Air Forces, Lndications of coming events were
fregliently derived from strategic evaluation. The extent
to which German Alr Force Signal Intelligence was able to
‘forecast the Diepbe raid, and the Invasion etc., has already
been nticd sltention in the first chanter of this volume.

The degree Lo vwhich information vital to the defense of
tha Reich was obtained through the Signal Intelligence
activities in the West is illustrated by the following passage -
from an I/T report dated & Aoril 1944 originated vy the 5th
("Punkempfang ") Company, 5rd Battalion of Wireless I
Intercept Regt West {later LN Regt 351): .

CF\. “Operations on the part of the USAAF against
E ~ Relch territory, and operations against Western
" cceupied territory during the period under review,
X : "were pilcked.un again as from the first appearance
of flying activity over. England.

"By thorough observation of, for the most part,
very strong- fighter protection, the direction of
the attack may be ascertained, in spite of the
decsotive course.taken by the waves of bombers.

"'he change in call signs effected by the USAAF
at the beginning of the month under review did not
Interfere with intelligence, and even within a few
days it was oossible to bring documents here: cou-
rletely un-to-dete.

"The D/F base line was again particularly efféctive.
By endeavoring to follow all three bonber divisions #
very closely, it was possible, in addition to incursion
into Reich territory, likewisé to D/F the diversionary
attescks against the occupied territory at the same time.

- It vas, therefore, again possible Lo place the infor-
mation available here at the disposal of the tactically
important positions for the air defence of the Reich,

(—\ = up to taree hours before the enemy formations crossed-

' the coast of the Continent." 125

125 Iy '
e DF 11 p % ' 49
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2k, Tacticsl Evaluation by Field Units in the West--
Teeticel cvalustion was far more important then strategic in
tiie operstions in the West, The primary purposs of tacticdl
evalustion vas o provide a prompt and efficient service warn-

 ing of Allied sir-raid incursions. The operational recessities

of such a service, demanded alert interception of all possible
signal menifestations (signals, redar, bsecons, noises and
3ilences, luter alia ), prompt and relisble evalustion, and \ -
dmnediste disaemination of the intelligence dprived to the opera-
“lonal unite and the defense organizations concerned. '
_ The mass of avallable data regerding the organization and
oparations of this service and the results it achieved shovs

the outztanding success of this undertaking. If Germany was

not able to counteract the attecks it was not the fault of .
signsl intslligence which gave the warnings. So efficlent was
the owveration that 1t won the attention of the very highef£5
commende, and Goering was proud of the listening service.

l?bThe Gormens tell a atory, probably apocryphal hut neveftheless-
slgnificant, to this effect: '

Goering ab first deprecated the possibillity of deriving
air reid warnings from traffic. However, on the oecasion of .
onz oF the visits the Luftvaffe Chief -made in the West, a ,
master-sergeoant (Who weare two stars as his insignie-~-zwel .l
Sterns) pleaded with Goering to listen in himself: "Please, ;
Hepr Reichsmarschall, if you would have the kindness your-
self to 1listen,.." Goering listened for half an hour, vas
asstoniched st the amount of tslking that went on, Thereupon
Geering turned to his officers and directed that the master-
sepgeant be promoted. However, there was no further enlisted
renk he could recelve. When the officers toid Goering that, .
he said: '"Make him a sergeant with three stars" ("Feldwebel -,
mit drel Sternen"). New tables of organization, pay scales,
allotments, etc., had to be devised to comply with the :

" Reichsnarzchell'!s reqguest. # " jzjiN\

\ Ce ' .
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At his interrogation 127, he stated that Capt.
Rueckheoiw (vwho commanded LN Abt 357 and who was instrumental
in activating the Meldekopf organization) passed "him situ-

‘ation rapoets every evening at about 0 P.M. over 8 direct

arivate iine....even in the middle of the night, if ogerations

wore oo, he could ring up Rueckhelm and cobtain the very

letest infrrms8tion on the position; this enabled Goering to

bresk in perscnally on the conduct of any operation at any |

time; For example, when his staff said that the raicders

were going for Berlin, he might have more up to ‘date intelli-

gence direct frou Ruecgheim and could say 'No, they are

going Tor Stettin.'"l2
! 3 ] that air f£o;

produce tacuical intelligence came as the result of 8

suceessful prediction of a Wellington raid in Deceuber 1939.129

Anti-aireraft (flak) uniis had been relying on "ground observer

service of the old type (visual and acoustic).. It supdle-
mented that service with its own troop units of ground
observers, and later with its own radar, "1350 _

a. Organization:-.-As & unified command for route-tracking
prrneoass beca2lie necesgary, 8 new office was created, that of
Chief of the Air Raid Warning Service for Germany (Funksufklae-
rungsfuehrer Reich, abbrevisted FAF). He was put under the.
Chi-Stelle for operatlional purposes, and acted as advisor to
ihe Coumanding General of the Fignter Corps {Jagdkorps), )

‘entrusted vith the defense of Germany. The duties of the FAF

ares described by Col. Forater:

"a) He was responsible For the tracking of the
cncwy's strategle air forces. He was directly under
the Chief Signel Officer of the Luftwaffe {(0KL, General
Ma=:inl ), vho gave his commands and orders through the
Chi-Stelle {Col. Friedrich). 1In the metter of wmilltary
decisicons the Funkaufklaerungsfuehrer Reich was sub-
or.inate to the Chief of the Signal Intelligence Service
(General Klemme). :

"o} He was adviser to the Commanding General of
Jagdkorps I, which was resvonsible for the Reich's
defense, His sommsnd post (ZAF) was therefore near

“the commend post of Jagdkorps I.

"e). "He was responsible for the functioning of
the Signal Intelligence Service 1ln the West; and

"d) He was responsible .for the direction of the
entire jdmming service within the area of Germany.) 131

128 1 143 pp 15.16
129 1 109 » T
120 col. Rorster, head of FAF, IF 181 p 60

131 17 181 p 63 5 o .
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b. The ZAF-- The central Reporting Center (Meldekopf)
for Gormsny was known as the Central Alr Rald Warning Unit
{Zentraler Gefechtsstend Fuer Funksusvertung, abbreviated
"ZAR"}, It was located in Treuenbrietzen, near Berlin,
and wvas the control and evaluation center for all tactical
wuarnings significant in the defense of the Releh. It con-
trolled for pureposes of tactlical operations all the Reporting
Centers on all the fronts, but was most iImportant in the-
Germsa dsfense against British and American strategic long-
range bombers., The ZAF was serviced by.excelleont signal
communlcation from the field Reporting Centers. Circults
carrying tactlcal intelligence from the ZAF led to radar

sites, Signsl Intelligence lisison oi'ficers at tactical ,
hsadquarters, field Reporting Centers and even out-stations, 13‘

(1) Evaluastion within ZAF

Evalustion withln the ZAF meant primarily the tracking
of enemy aircraft. All information from S8ignal Intelligenceé
Wewvice and collateral sources was plotted on special wall
mepe within the operations room, from which the minute-to-
minute position of enemy bombers with thelr fighter cover
could bz detsrmined at a glance., If a raid were being
folloved in the west, "speclalists on that area manned the

' operations room. (See chart 5-7) Ordinariigs this specislist

personnel worked in the evaluation sectlon vhich, though
of key importance, was small, Its work was mainly the col~
lation of reports from the field. On the basis of these

it izsued a peport on the alr situation over Germany every
tvelve hourzs, A conference t0 brief all evaluators on the
latentione and operatlons of the tactical units was held
every evening at 1%03 hours and was usually attended by

Col. Forster, FAF,

The command post for the jamming of all allied trans-
migteprs vas located in the ZAF, This abrangement avolided -

he pmaing of allled transmitiggs that were currently producing
intelligence for the Germans,

It must be emphasized that the ZAF did not reduce the:
impertance of other Signal Intelligence activitles. The
combatting of heavy bomber incursions was such an important

noblem the Germans were simply forced to centralize tactical
varpings in.a speclal unit.

-

133p 180 p 71
1351p 181 p 72
% 181 p75
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| c. feporting Center (Meldekopf ) 1 -- Reporting
Centsr 1, tha oldest and most efficient of the tact;cal
warning centars, operated against the Western allies. 136
Its ogerating technique served as a model for the Reporting
Centers on all fronts, and this center will be brlefly
described as 1t iz characteristic of all the others.

It wvas created originally in the summer of 1942 as a
preparatory defense measure against the RAF, and was made
up of officers, evaluators, and w onerators from Signal
Intelligence units in the West,l3 its. final form
Reporting Center 1 exerclsed loesal t&ctlcal operational
control of the olgnal Intelligence unzts operating against

-atrategle bombers based in Great Britain and later on the

continent. 'This central wvas limited to tactical operations;
and for adoinisuration the Signal Intelligence fleld units
st;ll vere subcrdinated to local Signal Intelligence

wnltg. 134
The tactical wission of ReJorting Center 1 may be summed’

uu as, follows-

é. e glve sccurate early warning of the raids by

heavy bombers; '

L. vy cﬂnbinuously tracking the heavy bombers, %o present
to Ceruan fighter units a clear picture of the alr situation;

¢. to interpret the air situation in such & wvay as to - ¢
predicet the striagth'and probahle targets and tacties of
all.ed b@mbaﬂs

In iLhe Tinal year of the war, Reporting Center 1 at
a2 .iggwswadu—#O was part of the lst Company of the Signal
Intelligence field battalion, LN Abt-357. From this Bat-
talion Reparting Center 1 received reports. It sent its
ovn repirks to the Alr Forece operational heddquarters con-
¢arnsd, 2ad te such naval units as Adwiralty Deutsche
Bucht, "“" Boat Conmrand, Small Naval Forces Command and Naval
D/fF sertlon Deutsche Bucht. (See chart 5-8)

The center developed into & War Room, with its own tele-
phone exchange and radio station. Current tactical information
ways instant 1y p]otted, and iwmediate reports flashed to ZAF
and tactisal units in the area. (See chart 5-9)141

136 1p 183 p 1 . , .
157 p 1835 p 2
138 1F 183 0 3
129 1F 183 » 2 '
1 .
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During thls Siwme the 2nd Company of 1N Abt-257 was
copritied o wmenitoring NAF training units, the 3rd Company
to the tomber d:ivisions of the Tighth USAAF, and the 4th
Company Lo AP Bomber Command. YThe battallon was augmented
Dy a radar iuitercept counany and a VHF R/T cowpany as well
as 8 D/ Lasc line covering Western C-er'r.ze.nrxy.ll*2 The statlons
In the 2/77 base line were coordinated from the Reporting
Ceater, a TﬁCESS&Py wegsure if 1t was to supervise route
traeking,

Tactical evaluation sections were created wlthin each
irntoree st comnany. These sectlons maintalned e¢lose contact
wiik the [Monss operators and pessed the slightest sign of a
besbar fneursfion back to the Reporting Center, 144

1.  HReporting Centers 2 and 3-- In the West Llhere were
tuo otlhz> Ieherling Centers in additlieén to that just dis-
cugzed. Reporting Center 2 was part of the 25th Cownpany lst
SButtalion of I¥ Rzzt 351, and number 3 was part of the 1st
Comnany o' L1 Abt 356, The onerations within these units
»eggembled shrse within Reporting Center 1, with overall co-
orlination edercised by the ZAF, and it would serve little
ournoge 0 detall activities within those units. Attention
shauld be sallsd, however, to the wide dissemination of
reportc made by Beporting Center 2. The reports sent by

(_\ ) the various comaniea ol the three battallions of LN Regt 25
which were szat to Reporting Center 2 beslides heing broad-
cast to the ZAF, uvere radioced to the followlng unlits:

Alr Forece: Alr Staff West
14th, 15th, and l6th F .
' rliegerdivislonen)
2, 206, 57, and 72 JG %Jagdkorps] .
Jrd and 4th Flak Korps.

{These flghter and anti-aircraft unlts
could take operational counter-measures
to the ensuing raid)

Apmiy: Commander-1in-Chief West
Army Groups H, B, and D
2%th, Tth, aad 19th Armies
87th Army Coros {and five or six others)
- 5th Panzer Army " .
11th Panzer Division
1st Parachute Army
14270 133

1%31p 183
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Civilian Gsaulelters of Wurzburg and Karlsruhe -
Dzlsiisesr Alr VWarnlng Sérvices of ' INNsbruck, Munich,
Nuernberg, Darmstadt, Halle
KNavy "E" Boat Commander

Reuuruirg Center 3, which recelved reports from LN Regt 356
{rads» evaluetion), reported to the Alr Foroe operatlonal
. ungus -concerned with the defense of thé Reich. (See chart 5-
= .- 10
In the Trinal days of the war, the reports of the Reporting
" Centers regulated life within Germany as far as alr raid
precautions were concerned. The complete charts which follow
pilcture 1a detall the routing and recipients of the informa-
i . tion derived at the Reporting Centers. Technical Sergeant
i : Gerd Watkinson of Reporting Center 1 writes thet "never,
once & report hed been released to the effect that a night
would be free of enemy aerial intrusion, did the personnel
of the Mfigekop? need to blush for a misteke in its calcu- .
lation.” ,

- W51p 183 p 1
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“erected at Bréslau, Pilsnivz, Bromberg, Kobbelbude, and

VOLUME 5
Chepter TV  Organlzacion and Operations of the Field Units.

BSection B, Operations in the East.

o Paragraph
Development and geographical disposition
Of L.T"ﬁ' fibid llnits. ------------ D I I I I 25
Operations wivhin the DATEALLONS - v svsvssrnrnnnn s waws 80
Denloymant of the battalions....... S N A T i aae B
Surategic results of LN Regt 353 .. ccunnenn. Civa s ey 2O
Opveraclons against the Long Range Bomber Forece....... 29
Opzracions ageinst the Air Armies. ... cccvevns. TREMIRGORT.-. .

Imnediate reports i1ssued by LN Regt 353..cceteesvenss 51
Results of the Operations of LN Regt 353............, 32

25, Deve‘opment and geographical disposition of the
fleld units~—~ ‘he activation of LN Regt %55, the rinal signel-
intelligence unit in the East, wss L?g last step in an evolu-
tion that had 1ts beglnning in 1936. .

In.1y36, a fixed Radlo Intercept Stetion was erected. in
Glirdow, near Berlin. In 1Y37-1938, five more stations were

Hirschsteetten near Viemna. These fleld unlts were respon-
sipble for preliminary analysls and evaluavtion of Rusiyign Air
Forez traffic, the final evalustion belng done by the Chi-
Stw«lle. The Chi-S5telle hud opsrational control of the out- '
stations though administratively these were subordinated to
the Signal Reglments of the Alr Forces in whose area they
operated., Statlons au Hirschstsetten and Breslau vere as-
signed o LW Regt 4, the rest to LN Regt 1. Signel Intelli- -
geace personnel cons dered this a had errangement as they
vore bound to tvo mesters, and vere constantly involved 1in
Jurisdictional disputes.

The monltor ing of Russian radio traffic was extensive
and gomplicated. - Not only did each Russien Alr Ariy have its
own slgnal procedures and cryptographic systems, but the
method used in, the assignment of call signs and frequencies:
bocans sver more complex. This situatlon, added to the fact
that the Air PForces resented the extra channel represented
by the Chi-Stelle and were eager t0Q obtain lntelligence
directly irom the operating units, led to a reorganization
in the summer of 1438. 7This reorganizetion saw the formation
of collecting and evaluatlon agencles known as Wetter-Leltstel-
len (f—Leit), whose functlion was to 1lssue interim reports to

1501p 186 pp 2-5
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the local Air Forces and to expedite the flow of waterial

i0 the Cihl-3telle. Cryptanalytic and evaluation personnel
were dravn wainly from the fixed Radio Intercept stations and
tc & lesser degrze from Chi-Stelle. A further step in
orgenization was taken during the sumamer of 1939 when these
collecting and evaluation centers (W-Ieit) and the fixed snd
mobile Radic Intercent companies were formed administretively
lnto Battalicas. Each of these bettalions was the third
bgttalion ln lts respective Alr Force Signal Regiwment. Former-
ly the Bignal Regiments nhad not deealt with intelligence
matters,. .

At the outbresak of war with Poland, Section D of the Chi-
Stelle exercited operational eontrol over two groups of units
adminigtratively organized under two Air Signal Regiments.
Under 3rd Bsttalion LN Regt 1, W-1lelt-1l in Bernau controlled
operationally the Signal Intelligence stations at Kobbelbude
and dromberg. {Later moved to Pilsnitz) Under the . 3rd
Battalion LN Regt 4, W-Leit-4 in Vienna controlled the \fixed

+ Radio. Intercept stations at Breslau, Premstaetten (latter at

Hirschstaetten) end Budapest plus the 10th Company, LN
Regt 4. 151

The ye&drs 1940 through 1942 saw modifications in th
organization of' Signal Intelligence units concerned wlthv
Rusaian traffiec. There was of course & genersl shift in geo-
granhical disposition towvards the Rast and accompanylng changes
of adwinistrative control. The organizaticn in the East
rewained fairly stable through 1943, but in 1244 an important
reorganization of GCerman Alr Force Sighal Intelligence units
was effected. This took place in November of that year and
consisted chiefly in the activetlion of LN Regt 353 to en-
conpass all Pignal Intelligence activitles on the Eastern
Front. The division of operational and administrative control
was meintained. Section D of the Chi~Stelle still exercised
cperationil control throughoul the structure, while the Chief
Signal Q#ficor was aduinistrative heed through General Kleume,
& purely aduinistrative officer. At this time also, a Signal
Intelligence regimental headquarters, with the 25th Co
levaluation), and the 12th Co {intercept) was activated in
Cottbus, _The balance of LNR-353 included three battalions as

follows:15

"a, 1st Bn, 1¥ Regt 353 (formerly 3rd Bn LN Regt 1)
of' four compenies in Zast Prussia.

"o. 2nd Bn, LN Regt 353 (Signal Intelligence Bn
®ast) of five companies in Poland.

¢. 3rd Bn, LN Regt 353 (3rd Bn LN Regt 4) of five
companies in Austria.

I

151 1p W6 p2s
152 1 146 n 68
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éijf. o As thé amvajr" in the Tast degenerated for thelGermans,. S
. . . the Heylmental Headquarters and its two .companies” retreated, ... “
w7 arriving in Dresden in Pebruary 1945." From Dresden:the head-.. ' "
quarters movéd on. lnto the "Alpine Redoubt" wheré it was: _.,.v.g.-.
‘joined by the 2nd and srd Battalions in Wagrien. . A'70-man: e
platoon operated dur;ng the move.' The 1st Battalibn ltﬂyPQ ;
$n the Horth. . "
e After Germany's cap;tulation the- Regiment roved via uell "’?j“
.am See &nd lake Chiem to -the Luftwaffe concentration area in. . . -
Agchbach in aouthern Bavaria. All personnel of the Head-- . e .
quarters, its companies.and the 2nd and 3rd. Battalmons were. Y
discharged from there. :The 1st Battalion fell into Brinish ' "
hands at’ Luebpck in April 1945. 55 o .

-

@6,  Operations w1th1n the Battalions-—Tne ooerat;ons of . i
o - I Regt 557 1n Gthe hast, dif?rbaa'greatly from the ‘Operations . ‘:;§1
| .. ' 1t8 sister units in the West. : This difference .in aaerating L
b 0, teﬂhniQJe veflected the capabilities of the.Soviet.Union.as .+ .
‘ % ! ¢ompared with those of ‘the .Western Allies in the business of ' ..
- slgnal ccowmunication. German Air Force Signal Intelligence. ™~ [ .~
‘was -designed to explolit. Russian ‘weoknesses as Soviet crypto- ﬂ: &
. - graphic and radio- development was ‘behind- that of Britain and - "
"t . the United States..: The Western Front was - the /sphere of. the !
oo trarfic anelyst, but the Eastern units emﬁhas;zed the . PR N
eryptanalysis .of Soviet eiphers. . - ;B
. . . The administrative'and geographic changes of LN Regt 355 L
, ,(Tf“<}a~ have been discussed.: An examindtion of the three battalions. -~7"i7
ok -~ .(Abteilungen) and the organization of the four .or.five. coupa- T
nies ‘within each batialion follows. - s W
“The heart of the battalion was, the evaluation company and .7 o
its seven sections, In addition, the. battalion included an AT
‘operating and out- station company and two intercept companies.. 1
(Seé ehert-5-11) ° In order to élarify the operation of & unit ‘,‘:;
.. = &s complex.as the bhattalion, this discussion will "start with -
.. the tréffic" in the intercept company and out-station company k)
~! " and trace the course of’ the intejcepted message until 1t . e
' emerges from FEvaluation as "intelligence. . T B
" a. Intercept compque- Liaison between evaluation and - Wy A
intercept was very close. - Operationally, ‘the ‘intercept - i,
s . . company was sudbordinated.to the T/A section of the evaluation 5
y | company. The ¥/A sectiocn agsigned the missions and reserved .. -
' the righb of direction over thé watch officers in the inter- , ,*.
Y - ceps rcrz . i’he’ CO of: the intercept company was responsiblé. - | -« .
T <l fe oull intcicept of Morse traffic, which was, copled in the. ' ;
- more Or s‘a‘ permanent installation of the Battalion.l5
As far as oosaib]c, e&ch intercept operator specidlized in ¥ oS
. a particular circui* 'and .learned the. oeculiaritiel of 1ts’ b S o
_ ’ operators. . ;, - : : s M e s
i T fiﬁj'IF_lSQ;p:lu e L
'\5«-.-:* " 15"_ ‘ s iy .o i
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A D/F control station was located in the intercept rooum
to take bensrings on unknown stations, while the D/P section
of the evaluation coupany stood ready to perform immediate
plotting to assist intercept.l5

b. Onerating &nd Qut-station Company-~ The CO was
resnonsible for tlie fattalion's signal communlcation and
for the technical overation of the out-stations and D/F
sites., OCub-stations were usually maintained &t fighter
strios and were responsible for R/T intercept. Each R/T
intercept onerator had direct communication wlth the nearest
D/F site and could switch over and have a fix taken.

Televhone and teletype elrculte to higher headquarters,
other hattallons, and subordinate units were malintained
where wire lines were posslble. The company operated radio
circults tc the out-statlons, D/F sites, other battalions,
and higher headquarters. The Germans never reached the ideal
situation of having land lines between all D/F and intergapt
wnite, and radic was extensively used for D/F control.l5

¢. Rvaluation Company-- The CO as head of all evaluatlon
arranged 8 dally situftlion conference attended by the bat- )
talion comeander and the heads of the seven evaluation sections.
The conference coordinated the work of the entire unlt based
on the requests of the local Air Force {Lufiflotte) and Wing
(Fliegerkorps) serviced.l5T Evaluation was reglonal and only
loosely aligned wit?rahe other battalions because of the large
distances involved.+?

How the Geruans controlled the intercept unilts and pro-
cessed the rav traffic into lntelligence can best be uade
clear py Lriel comuents on each of the seven evaluating
sections.

(1) R/T {Radio Telephone) Evaluation--The R/T evaluation
aubsecticn was the Tinal resting vlace for the R/T intercept
copled in the out-stations. The out-stations had already issued
immediate intelligence to flying formations, but it was the
function of R/T evaluation to extract order of battle in the
form of pllots! names, Russian unit designations, map grid
information and all the miscellaneous bits and pieces to be
gleaned from R/T. .

On the technical side, the sectioan worked out the relation-
ship between frequency and call sign changes and checked this
information with the traffic analysis subsection, as R/T-and
Morse circuits were often superimposed.

1551 182 p 13
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(f) (2) gg Range Bombers--This subsection was manned only
when alerte ¥ Scovlel recce or weather airerarft or by the
receipt of & Russian operational message. It wag &n integral
vart of the tactical varning system that will be deseribed in
the aect;pp on tactical operationa against Soviet long rangs
honmbers.

{3) Traffic Analysis-- The traffic analysis subsection
exertlisad operationdl control over the Horse intercept coumpa-
nies and ossisted their operation by reconstructing Russian
radiy networks, schedules and ocall signs. Each evaluator
specialized in & particular Soviet alr army. T/A pessed a
larpe amount of order of battle of Russian air armies to final
evaluation. The section kept 1ts own situailon maps and
records %ng through 1lnference added to the overall intellligence
picture.

{4) D/F {(Direction Finding) Evaluation-- The results of
the rield U/F sites were received by the U/F evaluatlon sub-
section dally. The results in the form of station locaticns
wvere passed to the T/A section as an aid to T/A's reconstruction
of Russian networks. Another funection of the D/F Evaluation
subsection should be noted here. In addition to 1lts other
tasks, it evaluated the resulis of radar uonitoring done by
two radar monitoring units éNIE-Truape) attached to the 1lst
Battalion of LE Regt 353.102 Soviet use of radar was never
extensive, though .t was used In the leningrad area. The

(’) Pact that the radar sites ‘n this area communicated by R/T

: nede it possible for German Signal Intelligence to warn German

flghters thet they had been apprehemded by Kussian radar.

{5) Cryptanalysis-- Incowing messages were reglistered
and pnorted & adccording to whether or not they vere currently
readable, Traffie in systems as yet unbroken was referred to
a research party. The balance was jmmediately decoded and the
results passed to flnal evsluation. . .

The lmportance of the cryptanalytic subsection is
1iluatrated by the number of persons it contailned. Twice as
wiay peonle worked in the eryptanalytlc section as wers in

the other combined slix sections of the evaluation company.

Roughly 35 per cent of Russian traffic was readable. This

weakness in Soviet clpher retarded the developrient of wore

advanced T/A methods in IN Regt 353. Evaluation received a

wvealth of message content material that made inference

unnecessary. 103

Y00 1 182 pp 5-6 :
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(6) Weésiher Zvaluation-- ueteoralog¢cal wessages went
ivectly Trow the intercest operator to westher evaluation.
Ppsults of sclved messages vent directly to flying ts and

t.c fne vea ey center at the.Air Force High Command.

AT} PF:nel Fvaluation-- The discusslon of Final ?valuation-
I s been pLr0o3ely piaced At the end of the break-down of the °

evaluat.on ormapany &g it was here that all the battalion's

runciions vere brovwght together. Decoded messages from the
cﬂrﬁhanal'uie csection were trenglated. Formations, neues
of 2ago0ple and units and thelr location and all other 0 B
matairial werce-card indexed and coordineted with the results
of 'B/A and R/T evniluation.” Itewms of .immediate importance
w2 digpailzhed Lmnediately, and a daily repont to the local
Af doree Bnd t&s Wing was rendered that dealt with new
crdes of trtils, construction of new air flelds, strength
resvrng, fusl qunpl;es, and new operational targets.l

The 3daily report to these two uniis followed roughly a

5-peragraph estiuwete’ of the situation as follows:

{a) TFew im‘urmaiicn on order of battle, sirfield
luoation, supply dump activity and RR activity.
This seciion wvas teletynsed in advance. .

1b) - Ceasideration of the 2ir armies as to flying

. 8nd ground unlts.

(¢} Ordsr-of buattle of the long-range bowber
fornationas.

’d; Review of Bladck Sea or Baltic coastal units.

& Mstimate of Russian home defense formations.

Semd.-moathly renorts followed the same Torm, but were %
much more detailled. Distribution was made to Alr Force
High Cormand, the Signal Intelligence Agency, Arwmy Signal
Inte?1¢genue ALr Force, Wing, and to subordinate units with-
in LNE-35%. 106 : :

27. The'denloyuent of the Battalions-- LN Regt 353 was

. an Air Force unil, but its Activities were often of tre-

rendous heip to the Geruen Army. The Kussians attached one

.ailr army to each army group in line with thelr conception of

" the use of &ir rorce.l
army groupR vere compdromised by.German signal intelligence

7 ﬂtrategic'moves of the Russian

activities againat the accompanylng air armies. Tho ground
unite would move up under radio silence, but it is extremely
aiffieult to move aircraft without using transmitters, hence
the radio aciliviities of the asireraft would bstray them.

£
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The following order of battle will show how LN Regt 353 ..

.was deployed against the Rueslans:

a. lst Bsttalion Northern Section in East Prussia
moni rered:
Baliic Red Banner Fleet
15th AZr . Army (2nd Baltic Front)
‘ﬂ; Air Army {lat Baltic Front)
gt. Afr Army (3rd White Russian Front)
Lth Air Army
1Gth Air Army (1lst White Russian Front
155k Air Army (2nd White Russian Front .
Lith Alr Arwy (2nd White Russian Front \
n. 2nd Pattalion Central sector in Poland wonitored: -
: 2nd Alr» Army (lst Ukranian Front)
‘ All Russian radlo beacons
- €. 3rd-Battalion, southern sector in Austria.
8th Air Army .
17th Air Army
) Ath Air Army
Fusglan Command networks
1&th Air Army (long range bombers)

The Ger:.ans vere guick to ilwmprovise on ail fronts. For
¥ngtance, when the 1lst Battalion found that the Russian lst,
Ard, and 15th Air Armies and the Baltic Fleet Air Arm were
using a dis roport*onate amount of g T, 1ts operations were ad-
jugiled to capltb ze on this fact.l A detachment was put
abozrrd the cruiser "Prind’ Fugen" to mwonitor the Fleet Alr
Arn, - Communication from the out-stations was speeded up to
tmiediately exploit "hot" items The R/T in this sector
often uncovered armoured and trcop ¢0ncentrations.

28. h+r°tﬂg’ ¢ Results of 1IN Regt 353-- LN Regt 353 was
a highly Successtul signal Intelligence organizatlion.
Ruasian hackvizdnezs in coummunication technigue was, of course,
8 scguificant fector in this succesa. The Soviets used their
radios extciaalvely.- and they seewed to have difficulty con-
structing adsguate wire lines. Furthermore, Russian R
offered no great problem to the Germans as very little effort
was made to disgulise important information. As for Kusslan

- enciphered ¥orse traffic, as has been seen eighty-five per

cont of thia was read.

163 I163 0 5
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The meivorks of the flying formations, bouth air/ground

and graund/ground, were moust IZwmortant for short tiue tactical
intelllgence, but the evaluation of this intercept did give
sone lwmdoriant strategic order of battle inforwation,
aspecinlly the deployuent of units and personnel. Simllarly,
though longz-range bomber circults were studied meinly for
tactiocal informwation, strategic moves and large air offensives
were preiiclied sometimes days in advance. But netvorks of
the srocvad organization of the Red Air Force vere the most
prolific sources of strateglc intelligence, and solution of
thig troaffic disclosed the deployment and intentions of the
Fed Air I'orce, its logistic set up, the condition of alr fields
and slrgpaft end provided a complete personality order of
vattle. V¥

Signal intelligence hed much influence over the way in
vhicn the Germana uscd their alr force. DBecause of the
scarclity of fuel, the flying coumands would not send up planes
untlil intelligence gave them a target, T? good intelligence
cut out fuel consuming routine pAtrols. 0" In fact, the high-
est strategic intelligence levels vere assisted by the in-
sight into Russlan economic, Rolitical, and morale condltioms
given to them by LN Legt 353.171 ;

29. Cperations against Long-rangs Bouber Force-- The
Rusyian Loig-range Bomber Force was :ndependent of the Air
Armies. Prior to 1945, it consisted of nine Corns directly
controlled by the staff at Moscow. Earlx in this year, hov-
ever, the force was reorganized as the loth Air Army con-
slstlng of four cor»s.l72 Though a fev four-engine PE-3's
appeared 2t the end of the war as part of the Force, Soviet
long-range bombers were strictly medium bombers by United
States standerds, consisting chiefly of IL-4's, Il~2's,
B-25's, and A-20's. The ldth Air Army (the Long-Range
Bormber ¥srce) numbered about 1500 nlanes.l73

The crecourd of this long-range bomber force was not very
{imoressive. Creus vere poorly trained for large scale night
operaticns, and the Soviets did not attemp»pt daylight raids
until just before Cermany's collanse, vhen her resistance
yas brolszn. In pencral, the Moscow Cormiand used Lts bouber
force conservitively to preserve aircraft and crews. Sixty
Russlan borbers nesded one hour under favorable weather con-
ditions tu take off and assemble for an operation. Take-off
vas Schoduled for late afternoon and the lines were crossed
at night-fall. R/T and torase traffic was plentiful during
take-off, asusembly, and during the bombing run. Noreaver,
poor Run.gian navigation reiulted in numerous reguests for
bearings and D/F fixes. 17
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LXK Rgt 353's activities against the long-range boumber
force vas regional in its organization. As the raiding air-
craft vassed Trom one battalion region to another it was '
plcked up and wonltored until the mission was completed or
until it pagsed into & ‘third battalion's zone. Within the
battalion, the long-range evaluation section coordinated the
activities of D/F sltes, out-stations and Morse receivers
at the »zrent unilt. The\aection was purvosely located in
the sawz room with the intercept operators at the battalion. .
(See chart 5-12)

Tho pewrsonuel] of the long-range bomber evealuation section
was alerted when advance warning of imosending bomber operations
vas received., This odvance warning could coue from crypt-
analysis or long-range bowber ground traffic, from the inter-
ception of & prec-olerational "winds-sloft" weather wessage, or
when Soviet veather or reconnaissance planes vere 8ighted.i
Uson being aleorted, the section warned all out-stations of
the im>ending Fussiin. cperation. The 20 or 25 known frequencies
wsre vessed ovt to 21) intercept units. Ag soon as activit{
vas heard on 8 frecuency, U/P was informed apd a fix taken. 76

Soviet bcnbeirs were usually first heard upon take-off.

. R/T anl Mcrse air-ground traffic was plentiful on the Soviet
<—\.- side of the lines, vhich alloved D/F route tracking until
radio silance was clamped down over (Qerman territory. The
monitoring of ground eontrol stations also heloved in locating
the bouwber forca. ,
Within the battalion evalueation section, the current
locatlon of the 1aiders was plotted on an illuminated wap with-
- in sigiit of the intercept operators. Upon this map, all D
resulta, reports I'rowm out-stations, and local intercept were
plotteld., There wos no dearth of information to be posted.
The Sovicts gove cway their position at times through careless
use of R/P. Their air-ground Morse traffic was partially . .
reedable, and their D/F bearing activities furnished valuable
data. The radar service was kept informed from minute to
minute and as aoon 88 the Soviets shut down radio silence,
radar ves in a position to take over.l77

1 ' .
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The Central Air Raid Warning Unit,last located at
Treuenbrietzen, received current resorts from each individual
intercept unit on the eastern front. After evaluation, the
information was flashed to the flylng and flak units and to
the Home Defense Air Force.l7O

30. Operations against the Air Armies-- The discussilion
of strategic Iintelligence actlivities empnasized the battalion's.
luportance in the production of order of battle and other
long-range intelligence. Very often the cryptanalysis and
traffic analysls of the Morse traffic copied at the battalion
accounted for immediate tactical warnings, but it was in the
cut-stations that the tactical R/R and D/F activities were
carried on.

The out-stations were co-located with fighter and re-
connaissance squadrons and groups, often 1n the same building
as the alreraft reporting center of the headguarters of the
formvation they were serving. The procurement of persosnnel
Tor these out-stations with the intelligence and language
abllity to be good R/T intercept operators was & serious
nroblem, In spite of this difficulty, the Germans did very
well with those they had.l79 :

Ordinarily, fixed Interceot schedules were not observed.

(_\ Search receivers were empdloyed and the tactical networks
were scanned constantly. Only 1f the aircraft of the for-
mation to which the out-station was attached took off on a
mission, or enemy aircraft were heard in its sector, were
narticular frequencies covered. As soon a3 hostlle aircraft
vere heard, D/F was inforrwed and constant route tracking’
began, and a3 soon as the Russgian bombers or fighter bowmbers
were accurately located, German fighters were airborne. The
resultr. of German rRadar served Lo amplify the findings of
Signal Intelligence.lCO

The LI/T networks of ground support liaison officers and
even the R/T of armored units helped identify and locate
targets for German fighter bumbers.

178 1 182 » 6
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31. JTumediate Reports issued by LH Kegt ~—
Imnmediote TopCrts vere issled whenaver informat on was
received on which divect action nmight be taken by Germun -
forces. Thsy may be considered under three main subject

-headings:

a. Information on the acbivity of Long-range Bombers.
Tais ineluded warnings theat bombers had taken ‘off and D/F
fixes ‘'on the aircraft in flight.

b. Inforwation sbout rajlway activity, such &s the
arrival of trains with important freight at particular rail-
vay stotliors.

¢. Requssts for air support from liaison officers with

the Red #rry.

The most ifwportant recipient of these reports was the
ilocal Air Porece. There were two direct 1and~11nea batweeri
the Baitalicn and local Air Force headquartera, which vere
maintained througnout the many changes in location necessi-.
tated by the fluctuations in the land finding. Thus, it was-
nevex necassary to fall back on stand-by radio channels.
Immediete reports were also passed to the regimental head-
quarters, which in turn was in elose touch with the Air
Force High Command and all the flying units. 1ol

rl 144,

32 ﬂesvlhs*?@“the Operat*ons of LN Regt 553-- The .
shief contributloh pade By T 16 tacticél operations’
on the Fastern Pran% was the conatant supply of intelligence
that’ made possible-the economic and efficient use of German
slrcraft. With the shortage of aireraft capuble of operating
and with the =hort&ge of fuel in particular, missions vere
usually {lova by the formations ir accordance with ths
decisjozs of he intercept service. Once German gireraft
vere airborae un & mission the ground control keot them
constantly .inforued of the intentions .and dispoaLtion af’ .
Russian Tighters’ and bombers.

181 -
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33. History from 1938 to Agguat 104%-- The last Signal
Intelligence uni¥ operating 1n the southern sector, 1N Regt 392
began in 1933 as a fixed statlon, W-Ieit 13, in Oberhaching.
This unit wmonitored Prench and English traffic from Afrioca.
Section ¢ of thas Chi-Stelle (France) exercised complete control
aver W-Lsit 13.

The war in the lediterranean was well under way when a
more or less comprehensive Signal Intelligence Service was
treated in the South under Section O, which was moved from
France hack to the Marstall. ~ Signal Intelligence South
included 9th Co, LN Regt 40 at Athens, and Signal Intell*gence
platoon from W-13 at Palermob and a fixed statlon, W-Lelt 1,
a4t Vougl.iamend near Aihens.ldb ,

During this early perlod, evaluation meant the deciphering
apd tranglation of allied traffic, and each Signal Intell;gence
miit did iis own ladependent evaluation. The deciphered
messages were sent lumediately 190 to Section C, other Signal
Intelligence organizations, and flying units. - The A-2 or the
flying unit did the &ctusl evaluatZlon.ld?

By the middle of 1941, the RAF had been reinforced and to
offset the added British strength, local Alr Force 2 was
vithdrawyn from the eastern front and sent to Siecily. Wilthin
Ailr Force 2 were Wing 2 (Fliegerkorps II) in Messina, Wing 10
{(Fliegerkorps X) In Heraklian, and the Africen Air Command.
Each Wing, or Fliegerkorps, had a Signal Intelligence 2ourany
and the Command had 2 platoon. W-leit 2, an evaluation company,
vas attached to the loeal Alir Force and became the center of
Signal Intelligence activity within the local Air Force.l

Pk
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. Meanvhile, the gfh Goﬁpahy'at Athens had becume very

‘ (’) .8ctive., This unit and ita satellites were formed into one
battalion and the W-lLelt 2 and its subordlnates into Another.

The new .unit {(the old 9th Company) becaie W-Leit 2, Southeast.
Zones of overations were separated by a line drawn through
Cape.Passero, Malta and Tripoll. W-Leit 2 took everything
veat of the line and W-leit 2 Southeaat everything east.

Lack of foresight and drive was raggonsible for the two units
not being forwed into a Regiment.l

The two W-leit reserved the right of final evaluation.
Thelr mdterial came mainly from subordinate uhlts that favored -
the intergentiorn of air-ground traffic and that had been
successful in'their cryptanalysis of point-to-point traffic,
esnpeclally in the case of the RAF 4-figure code. W-Lelt 2
organized iig evaluation on the basis of ['ighter R/T, recce and.
bomber R/T, and air support traffic, while W-Leit Southeast's
evaluation was based upon enemy units monztored (201 N C Group,
205 Croup, Oth USSAF and Desert Air Force).l A1l units
in the Medlterranean area overlspped as to the Allied units
they monitored in oxdar to service their own local headquarters
with flash reports. The Signal Intelligence Agency failed
miserably in coord+nat¢ng their efforts,

The steady degeneration of the war Situation in the South

' ~for the Gerwans in 1943 made unification of the two units
into a8 Regilment more and more urgent. The High Comménd's
solution was the activation of a short-lived liaison unit at

- local Air Force {Luftflotte 2). This unit was intended to
6 link the twa Evaluation Centers (W-Leit) and the Chi-Stelle
.Seciion with thc Air Force command in Italy and QGreece. It

vaes withdrawn after six monthe.

_ Section ¢ .of *he Chi-Stelle began its most ‘efficlent
cperations in 1943, ' It had strengthened its control over the -
field tattaltons and acted as a final judge on policy matters.
Tecehnical experts were sent to the fleld vhenever the field
unite nceeded hel), Ssction €C's best performanoe was on log
‘analysis and T/\ 192,

During 19435 wany radar and VHF intercept out-stations
were erccted. The VHF statians were under W-leit 2. These
outstations carried the brunt of the operations, and
_.thorougnly monitored the allied units operatiing against ‘the
Germaen s“pnlg line from Sicily to the Africa Corps holed up

s in Tunisia.l During the sgqme periocd, W-Leit Southeast be--
gan to concentrate more 2nd more on T/A, route iracking, R/T,
A and radar evaluation. The RAF 4-figure' cipher, which had been
read continuously since March 1940, had become unreadable,
entailing the shHift in operatLOnal emphasis. oo

L
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)4 History August 1943 .~ October- 1944-- The two Signal
Intellipgcence units in the South continued to expand, but in
diffoarent dnﬂections. W-leit 2 was charged with monitoring
the units operating against the Germans in Italy, vwhile W-Leit |
Southeast covered the Adrlatic coast, which was under threat
of invesion. Doth units were engaged in flight-tracking the
nissions flown by all ed bombers which by now were based in
Foggria.

-  Three days before the landing on Sicily, the evaluation
comoany W-Leit 2 was flown from Taormina to Fraseatl, near
Roue, and the rest of the unit fellowed close behind. While .
the unit was at Frascatl, Italy's surrender caught it unaware,
Jugt before it wmoved to Dadua, it was so badly mauled in & raid
by 170 B-2i's that for a time the.Germen Command could learn
of the zrowad situation in Italy only through Allied alr
supbort messages, intercented in Southern France. 19%

At Pd4ua wost of the key officers were relieved and re-
rlaced. After two mwaths of moving and of being lnoperative,
W-Lelt @ set up zhoy, mainly as a tactical warning service,

. Among the ,asks verforued by this.unlt was the intercepticn
‘of the traific _of the medlium bombers, which were engaged &t
this time in giving the roads and bridges in the Gerwan zone
a going cver. W-Leit 2 exceeded 1ts cumltments by contribu-
ting to the »oute- twaok¢ng of heavy bowmbers heading for
Germany.195

W-L~it Southeast had for its mission the cover of .
frequencies heard in the Adriatic Area in general and the
route-tracking of heavy bombers heading into the Balkans.
Owing to the reverses in the fighting, the local Alr Force in

moved from Athens Lo Salonika, taking
the ‘Sigral Intelligence units slong. In January 19&4 W-lelt
Southeast moved with the local Air Force near Belgrade. The
unit set upy & central Reporting Center for the Southeast con-
nected to all units by direct land line. The outpost covered
an ares from Crimea to Crete agd from Munich to Styria. There
were seven conpanles in all.
During this period W-Leit Southeest wonitored R/T and

'Monae of the He¢vy bombeirs, but it became especially pro-

ficient in D/F* ing the IFF and panoranic devices aboard
alliied borbers. . L .

The Rcsoorting Centers and all units of W-Leit Southeast
were of nscessity highly mobile, and when the Russians broke

through, the unit wvas moved and reestabllishned at Preustaetten. 197
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35, Hiatory Octcber 19i4i-German Ccllapse~-~ After the -
retreats fnd rEverses experienced in Italy, the Signal o
Intelligence units had to be rebuilt frewm the ground up. A
new regiment, LU Rept 352, (See chart 5-13) was created,
and this resulied in the cowmbining of the two evaluatlon .
compan’es of the battalions (W-Leit 2 ani W-leit 2 Southeast)

. into & sinple rog-iental evaluatiion company (25th Coupany).

Reworti iz Center (lieldekoof) % wes immediately subordinated
to regi.arnial headgusrters as the 26th Company. Furthertore,
each of thHe two bhat:oallions comprlised three radio intercept
companios and one radar intercept cowpany. All evaluation
and tecunical Jdirection was aentrally located -in the Evaluation
Company a2t regiwentsl headquarters.l

Although the final activaticn of LN Regt 352 was a good
move, 1t resulied in no marked increase in signal intelllgence
efficiency in the South. Germany's battle lines vere collapsing
and coruoonications wlithin the country were in & sorry state. '
Early in 1945, the regimental staff, the evaluztion company,
and one intcrcept company moved to Attersee ahead of the
Russiana. When Vieimn fell they vere joincd by Reporting
Center ! and the inturcept companies {rof that area. Out-
stations wverse withdroym and- the 2nd Battelion woved to
Steinacn-Pus-gg. ALl unlts under lccal Alr Force © moved to
the internment camp &t Aschbaein when Gerwany surrendered. '
The 1st 2Zattalion was captured by the British at Canazel.

- 36. Intercept within LN Regt %52-- The receivers on
hand and T4sk assiprments within fegt 4.2 illustrate the
Regiments! deploywent against the Allies in the South. The
allocaticn was as follovs: . '

"allied edr support units 65 receivers |’
~Allled Tadar Netvorks 30 receivers )
Comnirnd Hetworks; Eastern ° 50 receivers

Meditgrranean aud Balkans;
transnort and sunply traffic

15tix USAAF, 205 Group-RAF 25 receivers

VHF Air ground ‘ .35 receivers

HF D/F - sets | | 23 D/F's

Radax in 15 out-stations 100 receivers’ '

198 12184 pp 69 70 | ;
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37. Evalustion ¥ithin LN Regt 352-- A sharg distinction
between tacticsl and strategic operations isould be very
difficult %o draw in discussing evaluation in the 8outh. In
the early days, when German fortunes were ascendant, the
emphasgis in the Xveluation Companies (W-Ieit; was upon crypt-
anAlysis and the reconstruction of Alllied order of battle.
Gradually, ag 2llied ciphars became more difficult and as
Germeny changed over to the defensive, tsctlcal, short time
varnings beceme the nain Signal Intelligence comultment.
While during the sarly stages of the war Germmn evaluation
was limited to nessage cantent and elementary T/A, ollied
uge of better cigher and more complex means of communication
forced the Germans to adjust thelr evaluation methods accordingly.
By October 194#, when LN Regt 352 was activated, the
Cerwans were using every signal menifestation to extract
intelligence. The Merse point-to-point and air/ground traffic
was D/F'd and evaluated, R/T in both HF and VHF ranges accounted
for tacticzl wvarnipgs, the radio links between ullied radapr
ites showed thelsr actlviiy against German aireraft, the
actual ~onitoring of allied radar disclosed those areas not
being ccvered, and the H/F ing of IFF and airborne radar was
uced tc route-irack allied bombers. 200 '
The CGeztans in the South had more success agalnst the US
i5th AAY then egalnst the RAF's 205 Group. British use_of
W/T, R/¢ and rediating devices was wuch more careful.20l Major
Ferdinansd Peichtner, CO of IN Kegt 352, summarized the
operations against the 1%th USAAF as follows:
a. Alr Groupnd Morse 3 R
frevarning of ovomber flights was given by the tuning
trafflic. During the flight to the target the bonbers sentc
ghort messages on 4 half hour schedule that could be D/F'4.
b. Air-Ground R/T : ‘ :
Intercepticon of this traffic provided information con-
cerning the flying units involved and their epproximate
strengrvh- during the take-~off on ap operation. .
¢. VHF Aix/Air B
This traffic provided valuable information regarding the
Pightersz acesompanying the bombers. Continuous D/F ing was
possible. .
d. leddo-Eguipnent -
The B/F ing of Meddo was of assi:.tance in logating bomber
forces scéttered over & large area.
e. IFF Device
The Arvericang dld not shut off their IFF over German
territory. The Germens used their radar unit Freya-D to wake
the device radiate. Measurements and tracking were possible
up to 230 niles, 4
f. Hotecrologlconl Observation Planes :
The ciphor system used by the met recce planes could be
vead and thair iransmissions D/F!'d. The interception of this
traffic zeve miny advanced warnings of US bomber incursions. 202

-
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201 15 306 o 17

202 1 126 o 17-18
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Reporting Center 4 was one and the same with 26th Com-
pany of LH Regt 352. In this unit, the tactical warnings
from signal intelligence were ccordinated with reports from .
the German rader and observation services, Immediate warnings
vere flashed to fighter units, Air Forces, and to civilian
air raid defense officlals. (SBG chart 5-14) . )

38. Communications within LN Regt 352-~ LN Regt 352
maintained exccllent signal communications despite frequent
moves apd general military reverses. Direct telephone lines
vere nainteined between the Regiment and its units and t&
.the local Ailr Forces and tactical units ia 1ts wvicinity, 0>
{8ee chart 5-15) Moreover, the regiment had its own private
teletype system to all headquarters, the equipment beéa& :
hoth plain text and enciphered (G-Schreiber) variety. % 8 o & o
{Sec chart 5~16) A radlio network was supsnimposed on the -
other weans of comgagication, within wvhich the Enlgma was
used for security. (See chart 5-17) '

39. Results of LN Regt %gaé- The strateglc: importance
of LN Regt 552 and the units at preceded 1t may be illus-
trated by the accompanying dlagram from the Seabourne report.
(See chart 5-18) The signal intelligence units in the South
reconstructed the complete allied air order of battle from
signal intelligence enemy traffic and kept it up to date,

On. the tactical side the Signal Intelligence Serviecse did
a sugerb job of keeping the tactical units and civilian de-
fense agencies informed of allied homber attascks. Col. Hans
Forster, FAF, Chief of the Air Raid Waraing Service for
Germeny, ggated that "suprisesz out of the South rarely oc-

curved, "2

20317 288 p 7L
204yp 184 p 72
2053 184 p T3
2061p 181 p 69
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Chupter IV. Orgaaglization &nd Opsration of Field Units.

Section D. Opn=rsationa in the Horth

- faragraph
History:from 1080 0 1OB3. .. vrverinrenerronsannans »e. B0
Binborr FEom TOUN B0 TS, & cw e w o s uow m e mr oo s m g v 6 3 0 0 41
Summation of activity in the Horth..,....... T

40. History from 1940 to 1243-~ In liay 1940, soon after
Norway was invaded, & groug o7 signal intelligence »nersonnel
wvas sent from Rusum to 0sleo, Rorway to set uop the nucleus of
signal intelligence actlvity in the HWorth. The new unit,
W-Leit 5, had as its mission evalustion and the supervision
of any intercept units assigned to Norwvay. Its commitments
vere 2l1 Morse and R/T circults of the RAF "oastal Command
operating agalnst the West foast of Norway and all traffic
originating in the Nortb Ses * res. The first intercept and
D/F unit W-Stelle-25 was set up at Troadheiw-Skatval during
the same month.210 W-Cielle 25 covered mainly the Morse and
R/ of 18 Group Coastal Commind. W-Stelle 25 noved to
Stavanger at the end of August.

By the end of 1940, 3rd Battalion Air Signals Reglment 5
had been formed and included W-isit 5 {an intercept unit),

Q 1N Regt & at Noerland and V-Stelle 22 at Bussum in 3chleswilg
Holstein. The 3rd Battalion of LN Kegt 5 covered 15 and 1Y
Grouns Coastal (Command and the high frequency R/T of fighters
based in Rorthern U.X. Beacons and lMeteorslogical traffic .
vere _ntercepted and Coastal Command Syko was read at Husum,212
when the fighter units of the RAF convertsd from EF to
VHF RB/T inp Anril 1942, a wery fruiltful source of intelligence
dried up on the Germans unt'l they cculd be equioped with
srozer receivers., It develconesu thet they never were.

By the end of the year 01l Sigtal Intelligence units vere
subordinated to IH Reglt 5 and included 4 Adecock D/F's and
5 intercept lnstalletions, ,

~ Teletype linea were land to Haval and German Alr Force ”
exchanges at 0slo as well as L0 Berlin, Hus.-, and Nuerland, 212

An importent develomment during 19&2 wes the organization
of D/F Rase Atlantic, a =eries of D/F statlons at Bodo, Orlandet,
Noerland, Busum in Gerwuny, ard Brest in France. The main
function of the D/F tase weas the D/F ing of the aircraft of
15 Group Coantel Command on convey escort a&nd cther units on

anti-submarine pairol.

210 1 3183 410/1945
211 1 183 420/1945 p 3
212 1 183 410/1945 p 4
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('\ The x4 bettalion of I8 Lest & added the 3dth intercept
company in the fall of 1y42. W-Leit 5 was redesignated
14/LN Fegt % and W~22 became 15/LN Kegt 2.

Intercent coverage was expanded to include all HMorse and
R/T in the North Ses, the Iceland bases and North Sea convoys,
but onerations in general were hampered by bad atwmosphere.

The listening service in the North remained fairly stable
throughout 1943, Excellent resuits were gained frou D/F Base
Atlantle, nnd coverage was extended to include the traffic
of gourier planes ojerating between Sweden und FEngland.213

41. History from 1944 tc 1945-- The year 1944 brought
abtout a8 general reorganization of the entire German Air Force
Signal Intelligence Service. The units in Norway were renanmed
as follows:

- 14 /L8 Regt 5 became 1/LN Abt 355
3/LN Regt 5 became 2/LN Abt 355
Q/LN Regt 5 became 3/LN Abt 355

- 15/LN Fegt 2 becume 5/LX Abt 557

W-Stelle 10, the control station within Germany for
Norwegian unlis was renamed Leitstelle der Funkxeufkldrung. A
mobile »adio intellligence unit was set up in Norvay as an
anri-invasicn measure.21%

2/1LN Abt 355 was moved from Bardufoss to Holden because of

(—\ poor reception.

D/F Baze Atlantic lost its left wing when Brest fell to the
allies, and its Svanik base when Northern Norwvay was evacuated.215

The VHF exveriments that dated from 1941 were finally
dropped o techniecal reasons. Good intelligence was sleened
from tha2 Morse traffic of Coastal Cormmand and US and British
bowmber unlts. R/ traffic was nicked up when allied units
esproacned the Norwaegian coast.

An iwmportant source of intelligence on the North Sea con-
voys wes the traffic of long range recce and carrier aircraft,216

2. Summation of activity in the North-- The German Alr
Force Signal Inteiligence 3ervice In Norway was a fairly suec-
cessf'ul organization when one considers the bad atmospherics
in the reglon and the difficulty experienced by the units in
the North in obtaining prooer squiptient.

No major land action or air offensive was ever carried out
by the .\1llies in the North, so the German Signal Intelligence
effort in the Hortii was a side show in comparison with German
signal intelligence uperetions on the YWestern and Eastern fronts.

213 1 183 410/2645 o &

I
I 183 %10/1945 3 7
(215 1133 #10/1945 p 8
I 183 410/1945 p 8
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VOLUME 5
Chapter V. Cryptanalysis
Paragraph
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Sueoesses Wibh UD Syaboms cu ee e v v v o0 o6 5s o9 s o5 50 o 43
Successe: with British Systems...cuirvecceenscavenanees U5
Cryptography Of Soviel SyStemS...cevecerescssneessas 4D
Succeases wlch Soviet SystemS s e scsvnasesssensses BT
Stenaard opereting procedure in dealing with

DOVLET DTBUOME < v v v & a6 wie wn 600 s 59 0 Wb 86 5N S8 T e DD
Successes with systems of other nations.....e....... 49

43. Introduction-- The central cryptenslytic bureau
of the Alr Force which both directed and carried on the
cryptanglysis foxr thet organiszation was 3ection E of the
Signal Intelligence Agency (Chi-Stelle). The organization
and functlionz of that secticon have already been described
in Chanter III and w1lll not be furither treated here. This
chaptar describes rather the systems studled by the German
Air Force cryptanalysts, It 1s divided into sectlons ac-
cording to the countries whose systems are discussed., In
each section, the systems studied will be listed, and brief-
ly comgent=sd upon,

In general, the cryptanalysts appesred to feei thelr
eflforis dld not receive the considexation thsy deserved.
For instance, Specialist (Regierungs Rat Dr.) Voegele,
Chief of the Cryptaualyitlc Section (Section E), declared
that the primery object of intercept was traffic anslysis
and evaluation and that cryptanalysis was considered of
ascondary lmportance. 2 comnlained that he never was
alloved any say Jn ths allocstion of the intercept tasks.
e further found ZTault with the traffic which he did re-
ceive, polnting out that he frequentlg gas passed eight
or nlne versions of the same message. 20 the denial to |
the crypianalystas of a volce in directing coverage 1s f:
noted ty Technical Sergeant Jering of the Signal Intel- Lol
ligence Agoncy a8 well: :

"A great difficulty which existed was that the .

Referat could sxerclse no definite influence on the 1

number or location of intercept receivers covering

2201 112 p 5 ,___?
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traffic in vhich it was interested."e<l

In choosing tkhe location of cryptanalytlec units the
Germoans followed the principle of going as far forverd as
possible. On the Western Front and in the Mediterranean
area lmmedistely exploltable Allied systems such as the
bomber code, the asireraft reporting code, SYRKO and REKOH
vere worked on in the fileld bettalions. On the Eastern
Front the Battalions of Alr Signals Regiment 353 carried
on the current analysis of Russlan 2, 3, and 4 figure sys-
tens.,

All material impossible of solution In the field was
returned to the Chli-Stelle for research. Thus, the Chi-
Stelle carricd on the analysis of United States strip
systems, M-209 ressarch, the recovery of the War Depart-
ment Telegraph Code and research on the AMN-2 (SIGABA).
Russian 5-Tigure materlal which was incapable of solution
in the field was studisd by the Chi-Stelle. ’

44, Successes with U. S. Systomg--
M-209 According To Voegele M-209 was first
: read in March or April 1044. The Cermarsaver-
aged 6-~8 days of currency each month on the West-
ern Front, 1-2 days in the Mediterransan area.
(—\ A "¥ay chart" was captured in October 1944, giving
the Germans 26-27 days of currency.
Voegele claimed 22-hours as hi3 organization's
best “ime on the complete aolutlon of an M-209
system. The average time lag was 8-10 days due
to the delay in receilving traffic. Eventually,
the Alr Force dropped 555 M.209 job, which was
performsd by the Army.
Ludwig claimed that the M-209 traffic of
the U. S. gth Fighter Command (65th, 66th, and
67th wvings), which carried administrative in-
formation and particulars about theo Mustang
fighter, was broken in February 1944 by the
Army Signal Evaluation Center of Signal Intel-
ligence Regiment 5 {KAAS 5) at St. Germaine,
France. After the invaslon, battle losses of
the 101st Alirborne Diviasion were read. Ludwig
also named the 9th Alr Tefense Comzand and 9th

2217y 180 p 17
2221 117 p 4
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Strip

Systens

Engineer Commzand as unlts whose traffic was read.
The reading of a XXIX TAC lN-209 message BS%DEd
tip-off an offensive in the Aachen area.

The analysis of the M-209 was made more
6ifficult when each army and command began using
segarate settings. Vzegele's dlscussion on the
German: - analysis of the M-20S5 included the fol-
loving requlsites for solution of the daily
machine settings:

a, Two mzssages where part of the plain

text could be asssumed and supsrimposed.

b. Message wlith mistakes later re-enclpher-

. ed in correct system and key. 50 or 60

- letters of decipherment were necessary
to cbtain & 12-hour setting.

The Germen Alr Forcetrs traffic totals for
#-209 soluticn were about 100 per day 1n the
Weat. 7The Mediterranean Arsa averaged 40 mes-
sepcs per day. o 225

Section E west of the Chi-Stelle read
the Southern Route Strip Systew. (indicator CENEB)
as sarly as HMay 1942. Voepgele descrlbed this as
a 30 strip system. The introductlon of a device
incrcasing the security end a gradual reductlon
in traffic volume forced the disconilnuance of
work on thls system. The Germans estimeted Z00
nessiees per day 4% the minimum requisite lor
solutég} of & gstrin clpher with channsl elimina-

i €Y Yoegele said 1t requlred two months

. to brez¥ a strilp system using hand methods, but

ta2 eventual use of IBM magg%nery cut the tims
to Trom two to four weels.<

The German solution of the CENEB strip cil-
prher vas very stralghtforvard. They first found
the 15 letter perlod and machlined ths traffic on
this basis. A depth of 60 passages of parallel
constructlon vas needed to reconstruct the 100
gtvips, of which 30 were used each day.

2231 109 p 37

2241 175 p 16

2255¢ce Chepter III

22617 175 p 15, T 112 p 5
2271 119 p 3
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A few messages vere resd 6 wveeks. after
chapnel elimination was 1p§§oduced in 1943,
but the traffic fell off,.%

A system wlth indicators XOGIELan the
Southern Koute could not he read, <Y

Section & West read zn M-9% system with
the indicator URSAL from the summer of 1942
until December 1945.2

vne day's Atlantle-Feorry-Route traffic
of 60 messages was dsclphered by the 16th
Compeny, LN Regt 3 (later part of 3rd Battalicn
LR Regt 351). The evaluaticn section considmers.
ed it wimportant srd the project wasg cl:t-r:ppeur.i."'jl

In February 1944, the Alrcraft Reporting
Code wos broken by 1oth Cuwpany LN Regt 3 in
Angers due to the arge volum2 of traffic, ;
Proticl deciphermgqg wes possible with 150 ﬂ

e i RS P

aes8sazes per day.

The Alrs»aft Movement Code was solved and
read currently efter the fall of 1942, Varilants,
changzzs every 12 hours, and ssparat2 British
end U.5. editlone of systems uade thoe problem !
ineressingly difficult. When the code refused
to yleid te machine methods during the summer
of 1644, Egg solution was considered no longer .

A ]

Lt, Ludvig of Chi-Sielle Section B (Evalus-
tion West) cleaimed tha¢ tuoe Bomber Code ves
nearly always solved by coyptanalysis vhen
necesgary., Very oftea the Chi-Stelle Section
raceived coplea from alrcralt shot down at
night and epplisd them to the next day's
traffia, The fact that the codes vwsre goeod
from 1800 hours of one dey until 1800 hours
of ihie nex ,ﬂay made for an ideal compromise
situacion.=’

. ——

p 15 .

»5
P 5,
p 16

“p 1l
p 12

IF 175 pl4, 111y p 5
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DEQ
{(Division

¥Teld Code)

US AAR
"3Y Gooups

Jones

Temglg&g

Coavercer

. M=13%-

)

45.
RAF Four-

Figure

The one-part code feature of the War Depart-
mont Telegraph code {(indicator TEIWA) greatly
facilltated solution. The edition introduced
in Cctober 1943 had ylelded 12,000 groups by
fay 1944 and was absclutely current after Feb-
ruary 1945,235

DFC-17 was captured in the lMediterranean
aroa and helped in the evgggual solution of
DFCis 19, 23, 28, and 29.°

The Germans placed noe importance to the
security of ths "Q" groups. As with the Bomber
Ccde, copée% wvere recovered from shot down
aircraft .23 -

Voegele spoke of a "6 letter indicator"

> T heletype system between the USA and Africae

fron April

‘never read.
The Germans never succeeded in 3015155

the US Jones Templete map grid system.23 "

BgBOctober 1944, The system was

Yoecgele of Sectlon B and Germam Alxr Force
Sigral Intelligence Agency 35&835 cateporically
that the ABA was not broken. Lt. Ludvig,
Section B, whose knowledge was mainly hearsay,
claimed army experts conaldered AN 2 (German
designation for the ABA) brezkable up to the
end of the war, but he never heard of any
success,

Successes with British Systems-~~

The RAF four figure system was an enciphersd
tvo part code used by the RAF for point-to-point
communication between unita and airfields. The
descriptions of thils code in the-TICOM documents
are given in much greater detall than for other

2351 112 p 5

236]1'9 175

-p 16

2371 109 p 40
2381 112 p 5
2391 109 p 39
2407 132 p &
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aystems; hence thc ccde is more fully discussed
hrzre, The Germans began work on the system late
fn 193Y% wund vw2re in a position to read the system
with incvreasing ease from March 1940 until 1 Noves
per 1942, vhen a code book change resulted in re-
ducing the amount of truffic read to fragments,
Tnterception was stopped in the summer of 1944 243

Four flgure traffic originating in Great
Britain /as gﬁgked on at l'otsdam-Marstall without
&Ny succ83.7" It was in the Mediterranean area
that & tmall 2mouns of work was done in September
1940 at Taormine, titelly, and later at Athens.
The German ALlr lort. surmounied many diffilculties
duwing thils period, olng through two code book
chango: and enc!pohavc it changes at tlmes every
three uc =even (. 1ys. Traffic totels varled from
€00 per day cur. g the heav.est to 100 per day ,
Imuwediat2ly betuv 2 the Germens discontlnued gork |
on the problem. the kncwledge goinsed from the i
four figure encipiiered cade formed Bﬂg basis for

C’\ evaluntion for the rect of the waxr.

ihe basic hocl: o' ‘e RAF*s einciphered code
system was & ¢ part codo of 10,000 groups. The
key "table" wst a hock of 00 pages, 20 lines
on & page, api h foeor-4igi key groups on a
line. Each Line aad a four i1igit indicator
zrd s thers w28 no column cioralprates, the en-
¢ Lpherment alyays bagan ei the beginning of the
iinz. Th< line indlcators wverwm enciphered by a
separate table o’ 100 groups and appeared as the
second yroup nrf che encliheced message. The first
two diclies of th2 first seou) rnde up the control
for Lne indlcitor encipherment; the third and
fcirth were nulls. 7The converslon from plain
coas o ciphexaﬁas mzle by subiracting the code
fron the key.~”

2h4p 175 p 19

2421 109 35 \;7
2431 105 p 35
'2“41 112 p 10
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2451 112 5 10
2’-}61 152

Given sufficient traffic, the inherent
veakness of this key system soon manifested
itself. During the early stages of analysis,
vhen the line indicators vere not enciphered,
overlapping messages could be identified.

On the 2kth and 31lst of December 1941,
unenclphered messages vere transmitted, com-
promising many groups in the basioc book.

After. the indicators were enciphered,
stereotyped traffic made possible overlapping
by external cipher "hits." The beginning groups
of the overlapping messages were alvays some
multiple of five apart, and aetting up of the
overlaps were facilitated by the fact that en-
clpherment slvays began at the beginning of the
line. The "hits" vere indexed by machine, and
their varldity tested by the use-ogngnoun high
frequency differences in the code, _

Ur.ze Ul messayss verse overlapped, the
highly stereotyped context msade stripping the
=y osuLur easy.

- The reconstiruction of the indicator key
had to we*t until overlaps were set up. Every
message that directly overlapped had the same
underlying indicator. Therefore, by arbitrarily
assigning 0000 as the value for the first pialn
indicator, all others that followed could be
stripped on a relstive basis and reduced to the
same terms, The Gorman relative table of indi-
cat g kay vas just as good Eﬁg practical purposes
83 the British prime table.

The delay betvesn interception angu%ecipher-
ing vas betwveen tvwo and fousi.een days,. ‘

The Royal Alir Force Naval Code vas the baslc

" book of an enciphered code system of which the

Sykc Card was the encipherment. A copy of the
basic code was recovered from - HWellington shot
dowyn over Welhemshaven in September 1939. The
British did not seriously alter the code for the
duration of the war.

2471p 175 p 20
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Re OI‘EID
Eoge and

UCo

i e
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24810 175
2491 175
250tp 175
2511 175

" sance planss in the Wes%t.

The dally reciprocsl enciphering table was
belng reconstructed by February 1940. Messages
on the deily table could be read by 1600-1T700
hours. The introduction of seversl cards a day
complicated the solntion slightly, but 40 mes-
sages sufficed to solve a single card.

The traffic, which contained iInformation
concerning Brlitish and Axis convoys, submarines,
naval vessels, and meteorological reports,
averaged between 80 and 300 messages = 355.2“8'

Rekoh first appeared in 1942-19435 and was
simply & non-reciprocal Syko. Slightly more

- traffic was necgﬁsary to accompliish solution

than with Syko.

The Aircraft Reﬁorting Code replaced Syko

and Rekoh in July 1943 and was used by reconnals-
16th Company LN Reﬁt
3 in Angers solved the system in February 1944,

ETA messages, frequency changes, and hourly
barometric pressure broadcasts assisted the
initial break-in,

The Alrcraft Reporting Code had a particular
importance in that 1t afforded a crib into UCO
(the ground/air metemrological code). It was
broken by cribbing the pressure reports from the
Alrcraft Reporting Code, The fixed Signal Intel-
ligence statlon at Husum carrisd on this work.
Lack of intercept in Egﬁ last days confined solu-
tion to the met <rib.

The Aircraft Movement Code was used on ferry
flights from Tokoradl te Indla and totalled about
500 messages per day. The system was composed of
pronounceable £-lettey code words, vhich wers
changed every 24 haurs at first and later every
12 hours. W-Leit, Southeast, in Athens began work
on it in the fall of 1942, and reading stopped
in February 1944 wheg foo many variants made
solutlon impossible, 5

p 18, I 109 p 36
p 19

pa2, I 112 p 3
p 21
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Alroraeft A three letter cods with serial numbars
FMovemant, in clear and repeated indicators pasgsed botvween
Code (UK) tho UE and stetions on the Bolgian-French border.
The Germans never solved 1t and assgggd it to be
an administrative ox supply system.
RAF 2~ Pages of ths Bombsyr Code, used Jointly by
lecter RAF and USAAF, vere obtalned from a crashed
Pombar aircraft in Novembsr or Tecember 1942, Tuo
Code veeks later the Cormans vere reading the system
eryptanalytically., Traffic averaged 150-200
messages per day with 600 per day a&s high. 300
messages yilelded 50-60% of the values. latters
end pumbers from messages containing spsilers or
frequency informantion afforded the daily brsak-in.
The code chapnged daily at 0300 end could be
broken during the US dey raids amd used o decode
RAFP traffic during the night omaﬁatiggg. This
conflicts with Lt. ILudvig’s account. Tuduig .
gives 1800 hours as the ¢tims the code vas changed.
The members of the Us 8th Air Force vexe the day
time unfortunates who had theiy traffic decoded
(*\ on the hasis of code values ggﬁovered during ths
RAF raid the previous night.

Slidex Slidex was a digraphic substitutlon system
used in the army apd air support metvorks. The
coordinates of the substitution table changed
ddily, but offered no great problem to ths German
Air Force cryptanalysta.

The 3rd Battalion, Signal Intelligence
Regimant West (later LN Regt 351) bagan work
on Slidex in NMay 1943 at Bougival, neay Paris.
ilach pro§ress vas made during the pre-invesion
"Spartan' exercises in Britein, and by the tima
the Allies invaded, the Signal Intellligencs
Evaluation Center fmaas 5 of the Army) of the
Signal Intelligence Regiment 5 (Xona 5 of ths -
Army) and 13/3 (W-Leit 3) bkad hed sufficient
exparicnes vo break ths system operationally.
The daily strips vere recovered by 0700-0800
hourgSS Thz traffic avereged 15-40 messages por
day .-~

2521 112 p 3 - . 7
253r 109 p 38
2541p 175 p 22

o 2551 109 p 38, IF 175 p 22
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Work upon this ayatem vas begun by the
Signal Intelligence Agendy of the Supreme

Gomvand Armed Forces. (OKW/Chi) in May 1939 and
given to the Luftwaffe. in August 1939. The
traffic, containing mainly casualty and admini-
strative Information,averaged 200 messages per
month. The Germans considered the system of
small importance in the last years of the war. 256

The India Code was an unenciphored 4-letter
code transmitted in 5-letter groups. Section E
at least part é%? read this traffic until the
end of the wvar.

The basic book of this 4.digit enciphered

‘code system was captured in Bergen, Rorwvay in

June 1940, Air attaches in the Hear East, Portu-
gal, Sveden and Svitzerland used the aystem.
Svitzerland vas always one table behind the othera.
Voegele, of Chi-Stelle Section E, received a
photostat copy and began vork on the system.
Traffic vas exchanged with OKll and OXKW, the total
volume being about 100 messages per month.

Tvo tables with indicator patterns CVCVC
and VCVCV (vhere V s vowel and C & consonant)
vere used, and both were broken nost succeaarﬂlly
in 194041 vhen the tables changed quarterly.
The date breaks occurred at intervals of . o
between six weeks to two months.

Work on the Inter—Dapartmmntal Cipher vas

- stopped in lgﬁasgecauaa the .decodes were useless
. to evaluation.

Benglex

The Bentley Code was used by British Over-
seas Alrwvays and vas copied from South Africa,
Southeast Africa, Egypt and Syria. During the
war, about flive mindred S-letter groups beginning
with Y vero added. One encipherment for con-
fidential edministrative traffic vas added during
the winter of 1942-43., The solution was so simple
that Voegele used it to train beglnners in crypt-

‘ analysia, and the whole project vas dropped in

2561? 175 p 18
25Ty 175 p 18

2581 119 p

E | ‘..._7
5, IF 175 p 21 '
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1944 bpscause Fvaluation was no longer {nteresteds>d

Heather The solution of enciphzred msteorological

Systems messeges vas not the responsibility of the Chi-
Stelle, but wvas undertaken to assist the wveather
service (the Signel Weather Moritoring Service
or WENUEB), The Chi-Stelle solved the British
Mein Weather Code in April, 1940 and turmed the
keys over to UENUEB at Glindow, near Potsdam.
In April 1942, ths Sigral V'eather Monitoring
Service rocelved tha solution of 8 five-figure
iiddle East veather cipher from H-Lalt Southeast.
Yystems in ths Atlantic Area carrying tho in-
dicators "Whist" and “Tooth" vere vorksd on by
the Sign%éowQather Monitoring Service without
SuUCC®Bs .

Miscel:- Lt. Ludvig, of Chi-Stelle Soction E, recallsd

Tancoun the solution ofa British single transposition

' cipher, involving & ton colummn rectangle, The
system changed every Thursday at 2400 hours vhen
the new key vord was tramsmitted ia the provious
system;
The Germans had no success withk double
(—\ transposition despite notebooks captured at

laras snd during the early days of ths Normandy
invesion. They did not find any ggsaages of -
the same length im the seme key.2

Typex Many attempts were made to get into this
system, but work was discontinued as ths gggmans
considered the TYPFEX machine unbreakable.

46. C§§gto§ga2g§ of Sovist Systems-- Code in various
foyms with Tthe transm ext applaring as numngs vas
uged almost exclusively by the Soviet Aixr Forcae. Each
Aflr Army did its oun code compilation &and hagd 1ts own rules
for use. Thorefore, the folloving definitions of Soview
codes are exztremely general and attempt only to describe
types of codes, not specific systems:

291 119 pp 4-5, IF 175 »p 21 |
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a., The table was a cryptographic device comprised of
letters and vords im a predotermined form, usueslly a sguare
or rectangle vith numbsr eoordinates. Securlity vas enbanced
by using variable coordinates that could bs changed by the
use of sliding strigg or by the use of digraphic substitution
enciphering tables. 4

b. The code table (Signaltafel)

The co0de t&bie was & highly spscialized medium for
use in alr/ground communication. The mocabulary vwas highly
gtareotgped and limited to met reports, landing and taks-off

ata, etc.

¢, Ths cods book was the principal cryptographic
medium of ths Soviet Air Force, espacially in ths ground
organization. The Russians used all varistions from small
one-part books to two-part books with up to 30,000 values,
Eztra security cou%g be gained with ap additive encipherment
of the basic cede <05

k7. Successes with Soviet Systems~- Durimg tht poriod

1937-1939, the Germens pained valuAble experience during
Soviet maneuvers. The traffic passed was mainly practice
and dummy, but formsd a foundation for later apalysis. Dur-
ing the Soviet Occupation of Poland in Soptembar 1939 the
Germzs3 had almost 100 percent success with "O0XK-5," a code
system with a digraphic substitution enciphsrment, ths most
common Soviet Alyr system. ' : .

_During the Finnish Campnign (1939 and 1940) the Ger-
rans concentrated their best cryptanalysts im Chi-Stells
Section E 1 (Russian crypienalysis) apd unbroksn material
yent to the Chi-Stelle via teleprinter. During this psriod
two snd thrée fipure Soviet traffic vas completely brokon,

: "GKK-E“ yas %g per cent read, and considerable success vas
atta on

addifiye enciphsred code system used by _
Lighsr headquariers.

" The Soviets revampad their cryptographic setup after

the Finnish Campaign. The Germans captured working directions

to Soviet code and cipher officers that made only tho barest
refersence to codes and ciphers being solved. The direct%g?s
called for a gensral increass im cryptographic secuwrity.

264
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The "High Command of Soviet Cryptography" mey not have
admitted their compilation errors to subordinate code and
cipher offlcers, but they did take strong measures to correct
their mistakes. Reglopel mathods of distributlon instead of
videly hsld systems, the shortening of effective psricds,
the abolition of one-part boolts, and the complication of
enciphering technique wore a3ll introduced,

These changes did no% bothsr the Germans too much.
They were able to follow step by step the Russian modifica- ¢
tionas; as tha chengas were not too radical they "kept pace,"2 8

1s¢ Lt. ¥, Werthsr c¢laims that & captured Soviet cipher
machine wvas examinsd by the Signal Intelligence Agency in
194142, He did not, however, expand upon this,2069

48, Standard oggrating procedurs in dealing vith
Soviet Systems.--In e case ol Soviec systems sed on comn
Yorm of the table, "stetlstical pictures" or frequency counis
were fivst made. This procedurs wvould usuelly reveal the
gize of the cipher unit (2, 3, or 4 figure). The next step
wvas to deduce t$he number of tables involved and reduce the
statistical pleture down to the actual slze of the table.
This involved the elimination of indicator groups, "dumny"
elements, and any clear numbers that appeared in the cipher
text.

In the event & simple code table with coordinates was
used, & simple book reconstructlon job was in owrder.

The mors compliceted table systems, in which use vas
made of several tables with coordinates that were cyclically
shifted or chosen from & 10 by 10 squere, unique in its rows
and columns (latin square), through the use of indicators,
vere solved by concentrating on each table as & separate
entity. HNaturally, those that stood ocut in the original
frequency distributions were attacked first. Then, as so-
lution of the tables progressed with relative papge and rov
column designations, the designations wers equated and the
entire indicator, page and coordinate system could be recon-
structed,

Somz traffic could be read wlth these relative coordin-
ates, but the reduction to prime valueg was vory imporiant.
The shifting coordinates were often based on & latlin square,
or upen the cyclic variation of the same seguence or seguences,

2687 100 p 4o
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The sooner tkris pattern °896d be isolated the sooner tha
entire system fell apart,

The Soviets used 5-figure additive systems on high
echalon circuits including some one time pads upon which the
Germans did not waste any tims. In the case of non-one
time additives {"universal blockmots"), hovever, ths situa-
tion wvas guite different. 1st Lt. Werther's account shows
that the indicators vere not enciphered. Overlaps wvere
easlily thrown togethsr, flags of differences made up, col-
umns eguated, additive stripped end basic 5??6 recovered

Yhen.ver sufficient traffic was availadble.

k9, Successes with systems of other nations.--

a. Lithuanig: The L ans used & grid system which
was very insecure. Lithuanien traffic was read by Section E
of the Chi-Stelle from 1938 until the Red Army entered
Lithuania in the summer of 1939.

The Lithuenians used a ten by ten square in which the
text was written out from left to right. A ten by ten frid
vith 25 cut-out cells vas superimposed and the lettera in
the cells recad off from left to right as cipher text. The
grid was shifted four times to enconmpass the 100 letters in
the underlying square. In ths event & message vas less than
a hnngygd letters 1t was padded out by repoating the signa-
ture,

b. Rumania: {1) 1st Lt. Werther vorked on Rumanian
Alr Force Ciphsr material in Budapest in the Spring of 1939.
He describad it as & simple transposition system. A fevw
days after he submitted a report that the system was about
%0 break, he was recalled to the Chi-Stelle. VWerther be~
llieves that the interference was deliberate and political.
I% 1s_significant that ths Bungarlans later bought the sys-
tem.273 (2) Werther claimed that the Rumanian Police Cipher
vas so simple that the Germans considered 1t camouflaged
tireason. Exact information ?ﬂ German troop movements Was
transmitted in this ayatemga
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¢. Yugoslavia: The Germans hed no difficulty solving
the Yugoslav Alr Clpher and had currency on the system when
the campaign against Yugoslavia started., The system was
composed of lexicographic tables with 30 columns and 60 lines,
The line and Sggumn coordinates were at first non-random and
later random.

d. PFrance: Werther recalled a French code book enciphered
with short periodic additives. Though 1t ¥éelded very slowly
to solution, the Germans read the system.2 )

e. Carpatho-Ukraine: Five letter monoalphabetiec sub-
stitution measagg% were read in Budapest. The security of the
clpher was nil.

f. Poland: The German Air Force started work on .
Pollsh traffic a few weeks hefore Poland ves invaded, A fevw
take-off and landing reports were the only messages read.

1st Lt, Werther of LN Regt 353 savw a captured Polish
tvo-part code book, Hhig?awas made up of some 2000 values
and wvas non-alphabetic. )

C—\ g. Czechoslovakia: Voegele began work on Czech material
in 1937. Pive letter alr messages, of which a good bit vere
practice traffic, vere read, A few tactical transposition
messages wvere solved. Voegele belie¥$s the bulk of unsolved

Czech material to be machine cipher.
h. S8Spain: To the best of 1lst Lt. Werther's knovledge
the Spanish,RggS transmitted their traffic slmost exclusively

in the clear.

2751 121 p 9 ' .ii,
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1. Turkish Afir Force: Turkish systems fell in three
categories: (1) Periodic substitution system which changsd
monthly and was broken ip two hours. (2) Uneneiphered
alphabetic code book, (3) Single tramsposition enciphered
veather reporis.

Voegele considered Turkish materlal extremely simple. 281

He never bothered with it but turned it over to subordinates.

/
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50. Introduction.-- The liaison of the German Air
Force Signal Jntelligerce Service with other agencies engaged
in sipna) intelllipence activities wvas effective. The over-
all ailocatlon of problems and spueres of sctivlity was
divergent and each service concentrated on lts own commit-
ments. AL the bhigh lavels of command, the Supreme Command
of the Armed Forces, the 0KW, exercised & control over
German securliy measures, but permitited each service of the
Wehrmacht to work out its own techmiques and policy in its
cignal intelligence work sgeinst foreigh countries.  When-~
ever problema coverlapped between the zervices furthsr down
the chain of command, full technical information and intelll-

genece waa exchanged,

51 Relsations uvith the Supreme Command of the Armed
Forces, QKW.-- 1The relationship betveen OKW and the Air
Force figh Command, the OKL, was declded upon &t & serles
of confTerences held in Berlin in Cctober and November 1944,
presided over by the head of OKW/Chi and attended by 8
renresentetives of the Pour servicrs {OKW, OKH, and OKL).255
The German Air Force ooerated independently of the Wehrmacht
in matters of its Intelligence &activities against the Allies.

285
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Liaison was carried on at lower levels where necessary.

Close cooperation emisted between Gen NWafue II and security
Group IV, Gen Nafue 111 of the Air Force and OKVW in regard
to German security and cryptography. On the upper level the
head of cryptographic development at the Chi-Stelle of OKW
worked in collaboration with the compillation departments of
Army, Navy and Air Force. To test its own systems the Alr
Force maintsined its own cryptanalytic securlity section in
Gen Nafue III, but Sggmitted its cryptographic materials to
OKW/8hi for reviev.

It is significant that Lt., Col. Friedrich, head of the
Alr Force Chi-Stelle, said durlng interrogation that he had
never read one "activity report of 0KW/Chi." In regerd to
any "very important signal materialis" from OKW, Friedrich
ﬁ?;éa $ stopped reading them as they vere of no interest to

52. Relations with the Army High Command, OKH.-- Rela~-
tions betwveen OKL Signal Intelligence Service and the Army
vere on the whole qulte good. The actual problems worked

on by the two organizations were distinct, but results, reports

and information were exchanged, and perilodic meetinga were

hold in order to discuss techniques and experience, Collabor- ,
ation before suspected large Allied moves was especially close,

The 3rd Battalion of LN Regt 353 on Southern seotor of

Russian front collsborated with Signal Intelligence Regiments

1 and 8 (XKONA 1 and 8) of the Army. Liaison officers vers
exchanged and evsluatlion closely coordinated., Germen Air
Forece Signal Intelligence Service often helped £ill in the
gape through thelr vork on the air armies when the Soviet
land army observed radio silence,

286y 57 pp 7-8
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. The army emnloyed a large number of search receivers.
Any air freguencies were imuediately passed to the Air
Force, .thereby saving the Air Force time-wasting search
work. 289 In the West, LN RNegt 351 fed 1ts results to
Commander-in-Chief of Army Group West.

53. Relations with the Navy High Command, O0XM.-- In
contrast to its relations with the army, the German Air
Force Signal Intelligence Service had wany actual problems
in common with the signal intelligence service of the German
navy. Both services attached a liaison officer to-the Wing
{(Fliegerkorps) in Athens to coordinate the daily  situation
reports for the meetings of the general staff. Owvlng to
his lack of experts, the aduwiral commanding German Naval
Forces in the area turned over to the Air Force personnel
and eguipment for radar monitoring.290

The Navy vas very much lnterested in the work 3rd
Battalion of LN Regt 353 did on the air arm of the Soviet
Black Sea Fleet. Accordingly, the Battalion kept the
Navy informed on everything it received concerning the
Red Navy. The Air Force Signal Intelligence was able to
give the navy intelligence on the disposition of the some
180 planes of the Black Sea seaplane force. Of special
importance vas Russian air recce traffic, which when Inter-
cepted, constituted & warning of impending Soviet action
against German convoys in the area. .

Much the same situation existed in the northern sector.
The lst Battalion of LN Regt 353 put an R/T unit aboard the
Prin: Eugen to monitor Soviet air units of the Baltic Fleet.

LN Abt 355 in Norway had direct wire lines to Naval
Headquarters in 0slo, over which intercept information con-
cerning RAF Coastal Comsand and Atlantic convoys was
passed.z29l

289 I 130 »n 15
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54. Relations with Weather Service (WENUEB).-~ The
monitoring of allfed veather networks was not a primary
coumi tment of German Air Force Signal Intelligence Service
as the veather service (WENUEB)} maintained its own inter-
cept and analytic facilities. The German Air Force was,
hovever, able to augment the weather service's coverage
and analysis, and Signal Intelligence sources of weather
information became increasingly important as Allied pressure
cut down the activities of German weather recce alrcraft.

A liaison officer ( a technical sergeant) from the
veather service vas attached to Sectlon B of the Chi-Stelle.
This nan-caom made regular trips to the intercept units,
instructing them in the significance of wveather messages.
.He reported to the Chief Weather COfflicer on all westher
freguencies not belng covered by Signal Intelligence Service
and any incidental weather intelligence.292

55. Relations vith Goering's Research Bureau (For .
shungsamt, abbreviated FAJ}.-- The only contact between
FA and the German Alr Force Signal Intelligence Service

"geemed to be at periodle general meetings attended by

representatives of all branches, although there was an -
oceasional exchange of raw traffic between the two agencles.<95
Friedrich said that Voegele met with representsatives of other
agencies {FA included) to discuss cryptanalytlcs.

56. Relations with other Axis povers.--

a. Japan.-- Voegele, principal cryptanalyst of the
German Air Force, vislted Berlin twice in 1042 in an attempt
to meet vith Japanese Colonel Hayashi of the Japsnese
Military Mission in Beriin and discuss cryptographic matters
The meetings were prevented by Lt. Col. Kempf, of 0KW/Ch1.29&

b. PFinland.-- Lt. Col. Friedrich of German Alr Force
Signal Intelligence Service sald that there was lialson with
the Finns on Russian traffic and T/A. There was no liaison
on watters of cryptanalysis. Detachmsnts from German Air
Force signal iggglligence vorked with the Finns at Mikkeli
and Sortavala.

2321p 183 p 90
231 29 p 3
2% 119 p 17
2951 120 p 3
gl



DOCID:

~

3560823 E .

c. Italy.-- A very loose contact existed with the
Italian Army Signal Intelligence Service. Unimportant
frequencies of allied and Turkish air forces vwere ex-
changed. Personnel of German Alr Force Signal Igtelligence
had a very lov opinion of the Italian service.29

d. Hungary.-- Collaboration had existed with the
Hungarians since before the war. The lialson consisted
mainly in the exchange of radio intercept. f“he Hungarians
had no capable eryptanalytic brains and lacked "reliability"
in the eyes of the Germans.

The Hungarians attached an intercept company to tihe
Eastern front in the Soring of 1942, but this was with-
dravn after a year. In April 1944 a Hungarlan intercept
company vas again attached within the frawework of Il1

Zbt LN Regt 355. This company lasted until 5 Janusary 1945,

vhen it was withdrawn to & Hungarian collecting camp.
The Germans considered it a good intercept unit.2

296
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57. Subordination to Chief Sipgnal Officer rather than
to A-2.~- The German Alr Force Slgnal Intelligence Service
vas confronted with the same organizetion problems that the
Ch‘ USA faced in the formation of a cohesive, efflclent organil- (

i
i

zation. It took five years of war, until Octoher 1944, before
the fairly unified service discussed in this paper as the
norm emerged.
Both the A-2 and the Chlef Signal Officer of the German
Air Force desirsd control over signal intelligence. The
German High Command subordinated the service to the Chlefl
Signal Officer for operational reasons, although the A-2 was
the chief recipient of its product. The High Command reasoned
that the &ignal Corps could better furnish personnel; equip-
) ment, and signal communication, and thought the A-2 lacked
the technical know-how necessary to control the actual opera-
tions of signal intelligence units. Thus, the A-2 advised on
intelligence matters but had no control over 3ignal Intelll-
gence cperations., Signal Intelligence reports to the A-2
had evolved gradually from technical discussions of circuilts,
new call signs, and such technlcalitles, to evaluated intelli-
gence, QCerman Air Force A-2'sdld not understand the purely
Signal Corps technicalitlies, and this fact 1influenced the
" fipal decision in subordinating the signal intellligence ser-
vice to the Chief Signal Offlicer. The decision to keep the
signal intelligence service independent of the A-2 was &
good one for them, Good intercept 1s all-important for the
operations of any signal intelligence service. The effective-
ness of the intercept service 1s determined by whethexr the

46
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enemy's transmitters can be heard, vhether hls operators are
careless, and by many other strictly technical factors. Since
all such technical questions of intercept are the province of
the 0Office of the Chief Signal Officer, it would appear wige
to subordinate the Sigmal Intelligence Service to that Offlce,
rather than to the A-2, Signal Intelligence produces what is
technically possible and not, except in a very general way,
what the A-2 desires.

58. Centralization of operational and administrative
control.--The rinal organization unifled operatlonal and ad-
mIniTstrative control within the signal intelligence structure
at all levels of commend. Lt. Col. Friedrich's dual capacity
as head of Gen Rafue III and of the Signal Intelligence Agency
(LN Abt 350) was the basis of this unification. Friedrich
could bargain for egquipment and other necessities from the
Signal Corps while at the same time eXercislng operational
control over the entire signal intelligence organization, al-
though he di1d have a nominal superior in Gen. Klemms, Senio:
Signal Intelllgence Offlicer, Col. Forster, Chlef of the Alr
Raid Warping Service in Germany (FAF Relch) was head of tacti-
cal air rald wvarning operations, but he was subordinate to and
received his orders through the Signal Intelligence Agency.

The experience of the German Air Force shows that 1ts
signal intellligence service had to be independent of outside
control, egual and not subordinated to other intelligence
agencies. This unity under Lt. Col., Frledrich, although not
apecifically provided for on paper, did in fact exist and
vas absolutely necessary for operating efficlency.

59, Organization of the Field Units.--In the final or-
ganization, a%%"EEE'TIeIﬁ'units_ﬂere undér the operational

control of the Signal Intelligence Agency, which did not
delegate its authority but moved its various sectlons to the
field, On the Russian Front the e~se with which the codes
could be read, the large distances involved, and the differ-
ence in operating procedure within each Russian Alyr Army made
it more practical to control the Battalions of LN Regt 353
locally. Sections E, and D split up and moved out to the
headquarters of the e-battalions, leaving & very small
party at Chi-Stelle. On the fronts operating against the
vestern allles the German Alr Force decentralized T/A evalua-~
tion by putting Section B's evaluation personnel at the head-
quarters of the field units. A certain amount of centrality
vas maintained in the cryptanalysis of higher grade allied
systems, due to the technical difficulties they presented.

F
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The Germans found tactical evaluation to be a low echelon
rroblem, to be attacked mainly by the field units. The indi-
v..dual 1lntercept operator and fleld evaluator were in a posi-
tion to supply much short time intelligence that would have
been lost had traffic been immediately passed to higher eche-
lons for evaluatlon. The production of strategic intelligence
and the coordination of the intercept missions of the field
units were performed by the personnel remaining at the Chi-
Stelle at Fotsdam, the traffic and operators' logs eventually
found thelr way to this agency.

The distribution of control discussed in the three para-
graphs above vas the German Alr Force solution to the problem
of signal intelligence control, arrived at in the light of 1ts
particular experience. It vould be wrong, hovever, to apply
this organization uneritically tc our ovn setup. Each country
confronts different difficulties; each var presents a different
geographlcal and communication problem.

60. Advantages of a separate Alr Force Signal Intelli-
ence~-- The advantages or disadvantages of a distinct Alr

%orce Signal Intelligence Service must be reviewed in any
evaluation of the German Service. The organlzations of the
Wehrmacht called for a separate alr arm, so when the Air Force
found 1t needed signal intelligence it built up its own ser-
vice without bothering with the detalls of signal intelligence
control being centered in a single unit, It has been seen
(Chapter I) that in the formation of its organization the
Alr Force followved the pattern édready set by the Army.

There wvere mood reascns for a separate Alr Force service.
Some of the problems of signal intelligence were strictly
Air Force commltments. The most clear cut example of such a
commitment is found in the operations against Allled strategic
bombers. However, a similarly clear cut line of demarcation
betwveen Alr Force and Army commitments could not be drawn in
operations against tactical Alr Forces vhich operated in con~
junction with land forces. For example, in the case of Russia,
the Air Armies were subordinated to Army Groups with which
they had common communications channels. Furthermore, ground
support units were linked with ground combat units by radio
eircuits, Again, in the West, the land forces and tactical
Air Forces communicated on both air/ground and point-to-point
circuits, and the commitments vere not, exclusively those of
the Air Force.

These facts point to the visdom in establishing a separate
Air Force service to handle the problems which are of a
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peculiarly Air Force nature and indicate the necessity for
gsignal intelligence units tailor-made for the intelligence
needs of the Air Force. On the other hand, all the evidence
underlines the necessity for a central, coordinating agency
having overall control of signal intelligence matters, and
making clear cut assignments on problems which inevitably

overlsf, The Germans in fact had machinery set up in OKW to
ansver this very need, but thsy did not use l1lt, and cooperation
betveen the branches of the Wehrmacht was difficult to achleve.
Instead of overall control the Germans relied upon liaison

at various vorking levels betveen the signal Iintelligence °
services of the Army, Navy, and Alr Force . OKW, lnstead of
functioning as an agency of overall coordination, restricted
1tself to the supervision of Wehrmacht cryptographic security
and the 1deal of the separate Alr Force Signal Intelligence
Service, subordinate to a central Signal Intelligence Agency
controlling all the branches was never achieved.

61. Evaluation:of German Air Forxrce sipnal intelligence
operations.<-The signal Inteliigence cervice of the Air Force -
achleved marked success in 1ts operations in spite of the

(—\ difficulties of organization. In the exploitation of every
signal manifestation, the scrutiny of every phenomenon, the
members of the service showed their advanced conception of
signal intelligence.

On the Russien Front, methods remsined rathsr elementary
due to poor Soviet code and cipher security and primitive
radio methods. In the west advanced cipher, communication,
radio navigatlional and radaer technlgue forced the Germans to
rely on advanced T/A methods instaeiof cryptanalysis, and
these they developad brilliantly.

The Germans exploited American mistakes to the utmost.
Our heavy bomber raids vere compromised by the tremendous
volume of radio traffic that started before the raid and con-
tinued through take off and assembly, by ths regularity wvith
vhich routine reports were sent, and by the lax R/T discipline
of the flying units. Even radio silence was significant, for
if units remained abtmlutely gulet the Germans were alerted
for an impending operation. Furthermore, Amsrican laxity in
failing to switch off IFF over German territory made route
tracking possible even when radio silence was observed, and
Allied radar, both fixed and airborne, was carefully monitored.
It is not surprising that the German estimste of U. S. security

L Ee—

\
b
i

vas that Americans relied too much on_good cipher and.did not
practice sound radlo discipline. _"f,f-
99
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62. Recommendaticns-« The most important lesson to be
dAesrned from & study of the German Alr Force 3ignal Intellie
gence Bspvlce is that we in the USA have been confronted with
relatively simple signal intelligence yroblems., Cryptanalysis
and T/A as we have knowh them,are not-sufficient in tectical
operations against an oyponann-au advanced 83 or more advanced
then the USA 1in radio and crypth ogranuic vechailque., The opera-
tional use by forelgn countries of betier codes and ciphers,
better radioc methods, and plecironic devices of all kinds
wlll make necsssery cur revising our conception of signal
intelligence. o

American securltiy would benefit from an intense study
of German Alr Force =ignal intelllgence operatlons, which
have heen reviewed ordy 1n outline/ in this-volume. The sue-.
cesses clalmed by POW's qhou]d e Ghecked against our S0Its
and operatlonsal records. E;gnimign ‘shovlé be mede to incor-'
porate the lessons learned irom these studles into the train-
inz programs of ali units uslng radlo and electronle squlp-
nent. /From the examination of the materilals upoa. wvhich this
volumeé 1s based, loge fact_stands ouh above all others: The
German Alr Force Signal Intelllgence Service could not have
been s0 successful in the West had Amerlican pevsonnel been
more security consclous.
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APPENDIX

EARLY WARNING

3y

Technical Sergsant Gerd Watkipson,
Duty Officew, Neldskopf 1, Luftwaffo SIS

[Frow. IF-133 pp 12+32]

The problem of early warnlng becanc icute when the RAF
began its heavy ralds on Germany proper,. It becam? even more
urgent vhon the Sth USAAF joined the RAF Pomuer Command in
ureatricted asrlal varfare sgainst (ammany, and the Luftvwaffe
limited itself for the most partc o2 a dsfeasive rolz, Re-
iiable and tlmely early warning w&s 2 be one of the moat
inportant tasks of thw Luftwafis SIS,

The first attempts (o obtaln clu2s Tox advancs warnlags.
from enemy radio {raiffic nerk tack te rtomber R/T traffic ob
6440 xes, ("Darky” frequency). From tuning traffic botween’
ground statlions and aircraft, and fror early messages, the
strength of RAF night intruder formaticns had heen determired.
In those days the number of bombers Jlanvolved was nc more than
20-100, Evaluation of this traffic was uude esasler by the
seﬁaration of operatlional alrfislds sxc 0% be es. After
1043 the IHF R/T traffic of combat unit: continuelly decreased,
vhile that of the 0TU's ilacresszed. For this reason, monitor-
ing of the RAF Bomber Command R/T trefiin yislded no frultful
results,

On the other band, sver since 1543 the monitoring of
Ansrican bomber R/T oa HF frequencles gave very luczrvative
indications of impending alr activity. During & later period,
advanced warning had bsen glven &4s early as the evaning be-
fore daylight attacks of the Bth USAA¥, 3imply on the bhasis
of this R/T traffic. If, after permcl daytime R/T treffic
had come te an end, tuning and readablility traffic, and W/T
activity vere rensved, then these obssrvations verz sent
out by Melidekopf 1 as an esarly warning.

This type of advanced warning wes fecilitated by the
fact that, at the end of 1943, the 8tk USAAF Iintrcduced the
use of speclal airfleld frequencies in addition to the regu-
lar BF frequency of OBLO kecs. It remsined, therefore, to
determine the call-signs of the ground statlons; the inter-
cept operator nezded only to have his receiver properly
celibrated in order %to identify ths alirfisld 1In question,

In the final perlod the efforts of the combat wings to glve
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instructions to their Fformations or HF instead of VIF were
reslized. Perhaps it wes due to reception conditions ower Eng-
land, which changed dally; at any rate, it was surpriaslng
how open and voluminous the IF traffic over Epgland was, both
aduring the sssenbly, and the approach flights to the target.
in the boginning of 1943, the first basic attempts were
made to find posazibliiiles for early weining in the alir-to-
ground W/T traffic. A% that time a scrutiny of the radio
traffic f1rrom the "Reglonal Comtrol Stations” was begun., Eng-
lond was divided into fixed safety aresa; “he »adio traffic
Tor each z2one was bhandied by a ape2ified »adlo atation, which
wvas often a4 bomber alrfleld radio station 43 well. During
the early sfternoon hours & large pumber of unidentified call-
signs would be heard 1n tuning trarffic with those Reglonal
Control Stations serving southern England; this would be fol-
loved, at night, by & rather large-scele rald on France, cr
over France inte Germany., Hovever, tie ezporiment was a
failure 1n the sense that the strengih of an expected night
attack could not be predicted frem the pusber of c¢all-signs
heard comrmnicailng with these Regionsl Control Stations.

On ths otheyr bsrpd, around thils tize & gspecial phenomenon
vas noted by good SIS operators engaged in monitoring the
enemy alrfield D/F sectlons, Approxinstely one hour before
the 7irst onemy alrcraft wvas plotted over “he ses, certain,
short whisiling tones were heerd, in vearviag Initensity. In
the case of a rald by approximately 250 hompers, 12-25 of
these whistling vones vepre heard in showt, chronological
ssquence, Speclalista explalned this phsunomenon as the tuning
of aircraft trapsmitters to zeroc beat., Thanks to thase’
vhistling signals, remarkable good advancz wvarnings could
be given Prom April to June, 1843. According to tke D/F
section, not only the strength, but alsoc ths probable area of
atteck could be predicted. :

In addition short-interval sarly varning was guvaranteed
at all times through the interception of British H25. The
veriod im which the Meldekopf wea &ble nost accuratsly to
predict relds was ths summer and fall of 1943. VWhen the
vhistling olgnals no lomger occurred ifrequently enough to be
relieble, monitoring of the radlio station at raveley Alr:s
field (8 rathfinder G-oup) furnished accurate clues., Gravely,
one of the never satellites of Wytomn, was seldom hoard by
day. The radio station at every other bomber airfield sent
its call-sign and the time, every 15 mioutes for check pur-
pses. Grevely wvas the only bombser alrfield which sent 1ts
check signals only until noon, and then went off the air.

If a mission wsre to be flovn in the evening, thes radio sta-
tion would renev its checking transmissions ir the late
afternnoon, or gt least long belore talke-off time.
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llesearch conducted by the final evalvation section of
Meldekopf 1 Indicated that aircraft frcom (raveley took part
in every eneny raid, Therefore, without incurring any risk,
or consldering the deily signal intellipgence picture, an
advance varning could be given on the basis of the resumption
of guarter-hourly procedure at CGravelsy,

In the summer, nev posslbllities for early varaing were
axplored, since 1t was known that the eneny was {fond of
changing his tactics suddenly. In sdditlon to the continuous
gsearch for traffic on msdium frequency, an sffort vas made
to obtein & sipgnal intslliigence picture of all active squad-
rons, and to arrvange ths informaiion accoirding to the follow.-
ing pattern, in order to decide whether night attacks were
impending or not:

Alrfield Fumber of alrcraft Humber of tunirg Isndings and
heard massages inter- pecullar
cepted messages

HJoweveyr, the evaluation of thess tablen was porformed
toco superficielly, and as a rosult no valusbie intelllgencs
vas really gleaned from them. For this reason & smiall, se-
lact group of specisllsts was continually ou the luookout for
nevy methods of obtaining early varning.

First of all thoy proposed examining sll the daytiume
radio traffic of the Pathfinder Group {8 Group). The reason
for thls was that mno large-acale missiors over Germiny or the
vestern occupiled arees were {lown without Fathflnders, which
represented the brain of such an attack. If the radio
traf’fic of this group yielded hints of an cperation, then ths
method develored could be applied in ths stme way to the main
body of the bombesrs. It so happened thist the entire signal
intelligence picture of 8 Group over the period of & month
could be recomstructed reletively quickly, and hance ths
real work of evaluation could be started. The rescarch pro-
ceeded on the theory that daytime radio traffic on non-opera-
tional days mist be noticeaebly different in ceritsin character-
istics from traffic on days wvhen no attacks followed., Thus,
the radio tpralfic of 2ll airfields of 3 Group wvas separated
into different periods of the day, and subjected to a de-
talled examination. From this ths folloving was determined:

On non-operational days, daytime radio vraffic between
sircraft and their airfields had no special p-ak. Durling
the forencoa there was mostly ldentificetion and tuning
traffic, with no spscial indicatlon of hnate on the part of
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the ground station. During ths noon hours there uas almost

a complete lull in aetivity; the British partook generously
of thelr noonday eazse. In the afternoon tuning tyaflic bes
gan again, and nov and then D/F traffic was hoard, In scru-
tiniging the traffic of the aivs'ield D/F sections, special
atteation vas paid to those aircraft performing cross-country
flighta, Moreover, the W/T intercept companles which were
entrusted with the monitoring of Bombor Command maported
those Pathfinder aircraft call-sipgns whilch appeared in the
traffic of other groups. After the traffic of the Conversion

- Onit at ¥yton, which was guite voiuminous, had been elim-

inated, there remained a good picturs of the activity of the
Pethfinders. The sipgnal intelligence picture of this unit,
on & day Im-.edictely precsding & night raid, looked approxi-
nately as follovs:

In the worning there vas lively tuning and rscognivion
traffic, the peal being reached between 1000 and 1130 hours.
The small amount of D/F traffic, cppearing during the nor: -
day hours was ascribed to ferry flights to apd from the
repair-shops. At noon cams the "bricfing-pause”, and there-
fore very fev Pathfinder aireraft vero heard. To properly
evaluate the noonday radlo silence, an exact knovledge of

" weathe» conditions over the teke-off erecas was luportant.

Therefore a veather map vas made, and no source of informa-
tion vas 1ignored in huilding up the truest possible plecture
of the weathser over the 8 Bomber Group bases (radio traffic
between the? ground stations of & Group and alrcraft from
other airfields; vesther reports from tralniag unlts f£lying
ovey Lngland, from deciphersd homber code messages, and from
naval radlo stations). The recall of Bricish trelning unite
around nocntime would be an unguestiopahle indicaetion of an
expected deterioration in the veathber. Very freguently the
signal intelligence picture would definitely indicate a rsid,
and then the suddsn appearance of s bad-weathwr front would
cause the mission to be cancelled.

In December practical utilization of the intelligence
gained from the study of Pathfinder traffic vag begun. ‘
Every evening an air situation report, such as the following,

vas broadcast:
Appreciation of the Alr Situstion, 1730 hours

In the forenoon, there was tuning activity on the part
of ali groups (both bomber and Pathfinder), but with no
noticeable pasak period. Fro: noon on, cross-country flights
by units of the Halifax Groups wers ob orved, over the middle
and western sectors of England, and over the Irish Sea.
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Iﬁgggggs%%gtances flights of Pathfindar airecraft over the .
ncrther basss {6 Bomher Group) were observsd. Pathfinder
tuning traffic also came %o & siop at noon. Training opera-
tions by the O0TU‘s were carried out all day leng, in ail
areas, Tuning trafflc on madium frequency 1s normal, and shows
no point of councentration.

Conclusion: Wo large-acale rald 1s intended.

This research was the impetus for s veorganlgation of
the W/T intercept companies., Ibp the sawe way as with the
Pathfinders, 4 study vas begun of ihs radio charscteristica
of the other groups. Daytime radio traffic was visuvally
presented on large, g hos biac)kvii-ds by the use of sppro-
priate sywmbols, and wes posted hourly. On these blackboards
wera shown: )

Alp activity at a given aixfisld;

Tuning traffic from thig ailrfield;

Volume of radic traffic with aircraft from othsr
airiields.

When later the RAP also {lew daylight misalons, there
vas also included informotion &s to which units had completed
their misasiouns,

A digest of this information, togethsr wlth a record
of the missions whieh followsd, was kept irn 8 dimry, in order
that every radio characteristic vhich sesusd lmportant to
certain intercept problems could be referred toe, This saved
loss of,  tims in thumbing through log sheets. To the black-
boerd pleture was added & new boawd ou whkich was noted those
radlo characteristics which could only be obasrved by the
intercept operator {(chenge of trapsmitier, lncreasing of
signal strength, tuning to zero best, change of radio opers-
torg, continuous notea, seanding of Vis, ate.), These char-
acteristics vere also tabulated and compared with those on
the other blackboards. :

Thls tivesome work vas not done in vain. There emerpged
the facts that the Pathfinders of the mizatory 5 Geroup tuned
0 the zero beat of their frequency long befors thelr radilo
traffic over the target was bheard, and tbat the same whistling
tones could be heard from Jamming aircraft of 100 v o~up
-y iy after they took off from Foulsham. Alse that the
radio operatcrs of 5 Bomber Group were changed frequently
on non-operational days, while during e mizzion the same

operator remained on the key,

The ever more frequent daylight ralds of the RAF vere
predicted without difficulty. If, for ezample, 3 Eomber
Group was to fly at noon, there was no tuning traffic during
the pmorning. In short, an alerted group waintained radio

. 8ilence.
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Tuning traffic probably coriglnated with the ground
porsonnél rather than with the alrborne redlo operators.
Perheps 1%t was also sent during repair.aboep flights over an
airfleld, but this vas not sbsoluiely rnocessary. Perhaps
it represented a certain playfulness o the part of radio
repair sergesnis who also wished vo send & little radio
traffic. The non-appearance of this tuuing traffic became
one of the most important clues for the Luftwaffe SIS in pre-
dleting & couing attack.

The following depicts the sequense of events in a night
raid, showing how, in the latter years of the war, it could
be ldentifisd by SIS, and advance wvarnlag glven:

1700 houprs:

1800 hoursg:
1825 hours:
1825 hours:

1300 houya:

191C hours:

1920 hours:

1935 hours:

lopcester unlits have been alerted foxr operations
during the first bhalf of the night. Whether
Ralifax sgquadrons are to ke used also is npot yet
knovn, 5 Group communds specie] attsntion,

100 Group haa already talken off,

The first ailrcraft of 100 Group has bheen plotted;
it vreported damage, By uscns of many boarlngs
its course is learned; it iz flylng over Dunkirk
on & zoutheast course towsrd the Charleville
areq.

A bombor code message in ths new settlng, wvhich
iz only valiéd for onn nighsi, 13 sent by an air-
fleld of 1 Croup; this means treat the atiroraft
of 1 Group are zlready alroorne, but thelr
course 1s stlll unknown,

Thoe monitoring of Allied alrcraft reporting
nstvorks, cerried ocut by lNeldskopf 2, Indicates
a large enemy {Britich) formation in the Sonmme-~
Muendung area. At this point an advance warn-
ing 18 broadeast to £ll partles concerned.

An 071U aireraft attompts to hore on an airfield
of 5 Group and iz turned avay by ths alrfield
D/F gzection (certain "Q"-signals). Thevefore,
the participation of 5 Group must be reckoned
with., The HF and VH? D/F aetworks are aleried
to monitor the freguencles of 5 Group.

An aircraft with a known oparationsl call~sign
raquests a check bearing from the airfleld D/F
section of the Halifax units. Therefore, ths
Halifsx units also warrant attention.

The Allied Air Raid-Reportinpg Service reports

a second vave of alrcraft. It is probable that
on this night all groups are taking part .in the
raid,
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1945 hours:

1950 hours:

200C hours:

2010 hours:

2020 hours:

2025 hours:

2030 houra:

The firat line bearing on & "Magle Bec." (H2S)
is veported, Since m r intercept 1s now
bringing results, the course of the enemy units

. can nov ba checked, depznding on the number of

bearinpa. Once thse course is accurately deter-

mnined, night-fighters can be brought into play.

A "Megic Box" is plotted over tha Psutsche Bucht.

Since no jamiing alrcraft fly into this area,

it can only be a Hosguito flight or a mire-lay-

ing aireraft,

The control stations of 4 and 6 Groups transmit

"winds aloft"” mossages on & CQ call-up. From

this 1t is known thet ths first vave consists

of Halifax sqguadrons of 4 and ( Groups, led by

Pathfindees of 8 Group. Ths bomb-release sig-

nal can bs sxpacted vithin 20-30 minutes of the

"winde aloft™ messages, and thorefors the f rnma-

tion vill probably not intrude deep into Germany

proper. Attentioam must novw be given to ths

Boomerang-controllec Mosquitos of 100 Group.

The first wave i3 plotted by radar intercept;

course 1s toward ths Rhine-Westpbalia indus-

triel distriet. Toe sscond wave ls plotted

for the first tine in the Rheims area,

A “"einds aloft" moessages is heard on ths 1

Croup fraquency; this timp it iz sent by the

aireraft to the contrel station. 1 Group,

therefore has peostrated deeper than the Hall- |
fax formetion., This information &llows identi-
fication to be given to previous "Haglc Box"

Plots on this unit,

Wote: 100 Group usually flies in 2 wide forma-
tion, veiling tke movements of other
groups, and making it dif'ficult to deter-
mine the courss of individuel units,

The ldentification of &£l1ll jemming aircraft wvhich

have besn plotted is successfully completed,

end their relative positions with recpect to the

individual units clarified; points of coacen-

tration of the Jaxming eireraft can nov be
reported. -

Zaro beat tuning on ths keadquerters frequency

of 5 Group 1s heard. Accordingly, fresh warning

i3 given of activity on the part of this danger-
ous groyg whose course is g£ill unknown.
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2035 hours: The Boomsrang-controlled terget-markers for
the Halifax formaticon ere plotted. Special
local warning 1o glven to the area in which
the ettack is expscted.

2037 hours: Interception of Pathfinder R/T traffic (VHF)
on the "C" frequency of 8 Group; the sircreft
are identified as Boomerang-controlled Nosguitos.
A repart to Lho ZAP stimiog: Helifax forma-
tion wili rsleane Dowbs in few minutes.

2039 hours: "Winde aloft" messages arz nov sant by Path-
firders of 8 Group 21lso. The contentz are
identical with those seut by 1 Group; thus,

& Group are the Patiufipders for 1 Group., To
vhat extent 8 Group is & part of the main
homber stream is, for the prasent, stlill not
cleay,

The yreport on the strength of the intruding
formations states:

aa.) Belifex forrmtion approximately 330-450

('\ aircraft {Lancasters of 6 Group have pro-
bebly not accompanied them), led by Mos-
gultes.

'

bb) lancester formation hooding tovard South-
vogtern Germany with about 300 aircraft
{to vhat extent 8 Group, oxcept for 1ts
Pathfinders, 1s yeprosented 1in ths forms-
tion remeins uncertain).

cc) 5 Group is active in updeterminsd strength;
ayea of operations for the present unknown.

d4) Mosguito formation of 60-80 aireraft to-
vard Barlin (target iz only presumsd, eince
Mosquitos rezmulnrly attack Berlin at this
time of night).

2040 hours: 3 Group will probably mot operate, uince traip-
Ing activity 1s takling plece on their airfields.

2050 hours: A sm=ll amount of trzinipg fliight activity be-
glns on two airfields of 5 Group. It 1= there-

- fore presumsd tbat specinlized squadrons are
carrylng out a special missgion.

2055 houvrs: OTU eircreft of 93 Group «re racelled to their
baaes,. Counseqguently there 13 probably & bad-
veather front moving toward thelyr alrfielde.
The H/T companles are instructed to pay speclal
attention to rerouting ovders from the comntrol

B stations of this group.
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2115 houwrs:

2135 hours:

2140 hours:
2140 hours:

2145 hours:

2145 houra:

2150 hours:

The control statiom of 8 Group semds a CQ
messago giving & report of vimds aloft over

the target. This indicates that the Lancaster
formation will drop itz bombs vithin the next
half bour. The target area can then be deter-
mined by computing the distence that the lan-
casters fly in the n3xt hel? hour {(their course
veing alreasdy knovn), and advence verning given,
The control station of 5 Group resum2s its mero
veat tunming., It might be for D/F purposes and -
5 Group might bz in the vicluity of the target.
Rigort from Jagddivision 7 targot-markers over
clty X.

Alrcraft of 1 Group semd "vwimds gloft" msessages
for & soction already flovn Sheough {for return
£light purposes). %he rosult is an SIS message
stating: lancastor iormotion 288 reached the
target; no further pometration to ths erst,

The control station of 3 Grovy sends an order
to a4 sguadron from Waterbeach, diverting it to
another airfield. Either the bad weather front
bas already xeachsd thz 3 Group bases, or Hater-
beach must be kept open for aircraft returning
from oparations.

¥/T Pathfinder traffic frow tho control statlon
of 5 Group is intercepted. Accordingly, ths
special squadrons of ths Group &re in an area
directly im front of the targwt. At ths Halde-
kopf greoat exeitemsnt provails; vhere are the
alrcraft? The possibility that they are over
Germany 1is slight, bocause no flights woere
raported which have not beem identified by SIS,
After mueh telephoning to various tactical
headguarters it is finally learncd that &
rather sxall bomber Tormation iz approaching
Bergon, Imasdiately an ldentiflcaticn is made:
these are the special squadrons of 5 Group.

The first plot on & "master of coremoniss” of
5 Group confiyms thia assumption; the spacial
squadron from Coningsby 1s flying over Southsrn
Norvay. -

An aircraft of 8 Bomber Group scnds ths first
report of results; it is plotitcd om its return
£light from tho area of city X in soutlwestern
Germany. The return flight of the main bombor
stream has thorefors begun.
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2150 hours: The Halifax afrficlds begim sending reports of
wveathsy over kass. Ianlding copditlionz seem to
be favorable 1In theis evea,

2153 hours: The first report of esulis iy Intercepted on
the Coningsby airfilad ¥requency:; 1t is immedi-
ataly vepeated on thh (poup freguency.

Note: The Pathfinde> tralffic of thla group
vas especiall~ iavarcesting. The "masters
of ceremonies’ Tor tha most part did not
avall themselses of the throe-letter codse,
and used plaiy vekt. 5 Dowmbexy CGroup,
vhich in othsr maitters was gonerally ac-
knowledged tec bs & well-trainoed unit,
often employed m3w typee of radio pro-
cedure car lessly, Tbz introduction of
"winds aloft" messapsr in December 1943
can be cited =3 2y aenémple. Instead of
using the well -compiled code provided,
men3apes vexe gont practicelly unencoded,
or at least thoss parts vere left unen-

' cerled vhich vore jsost important to SIS,

(F\ Arter several airewnlt hrd measurei the

- velocity of winds aioft on & certain
section of th» voute, and passed this
infformation on o thusir alirfield, the
hzadquarters thea somputed the probable

- wind velocity for that ssctlon of the
route 3till to b» flown, snd itransmitted
this intelligencs to its alreraft in
flight. Sincc the cocde letters used
for this purpose ware easily broken, the
hoadquarters cctually rovealed the intend-d
éspth of ponetration of its bombors, and
gave SIS ep opporiumity to deternine the
target ln advemes, te inform the Command
betveen vhich degrens of longitude the
Loubes vould chaage coursae, vhsn they
would drop thrir bvombs, how meay meln
vavseg thewre yvould e, ete. It wvas 63-
pecially casy in the cagse of 6 Group
to detormime 1ts dlivision lnto various
wvaves, becausa the Group hradguarters
sent & "winda aloft"™ message to each
separate vave. The Pathfinders of 5
Group alse uscd plain language when H/T
traffic was first introducsd; only

. later dié thay go over to tha use of a
(h\ spacial three-lietter code which changad
daily.
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2155 hours: A bomber code message from the headquarters of 1
Groug is deciphered and 1s found to contain re-rout-
ing instructions,

Note: Several tlmes 1t happened that the bombers
wvere called back by their control stations,
shortly after passing over the Engllish coast;
in such a case certain aircraft recelpted
for the message. It was not determined td}
wvhat extent the British had to authenticate
unusual messages. Under certaln circu.-
stances the Luftwaffe SIS might have been
.able to send decoy orders to the bomber
groups., However, such an attempt was for-
bldden by the Chi-Stelle, because it was
afrald, by such a practice, of causing all
Bomber Command W/T traffic to dry up.

Whatever further traffic was intercepted from the bomber
formations on theilr outward flight could no longer be used tactic
ally. Individual QDM's and reports of weather over bases pointed
to landings; as a rule, flight-control traeffic from the air-
fleld D/F sections was of a minimum., Emergency calls from dam-
aged alrcraft served for purposes of statisties. Only if German
long-range night fightsrs pursued the bombers on the'r return
flight, did these messages have any tactical value.

By far the greater part of the effort was consclously
directed to producing possibllities oy wiedy variing from the
traffic of the RAF Bomber Command. All the possibillities un-
covered were similarly applied to the monitoring of the 8th
USAAF,. However, in this case no such exertion, as following the
British bombers required, was needed. The Amerlcans were much
more massive and primitive 1in thelr tactics, and can scarcely
be said to have practiced restraint in thelr voluminous W/T and
R/T traffic.

Long-interval advance warnlings of ralds by American bomber
formations could usually be given as early as 2300 hours on the
night before a daylight attack. The first indication of the
raild proper was the interception of traffilc fiom weather reccn-
naissance aircraft. The weather ships sent their reports to
thelr home bases, as well as to certain prescribed headquarters.
In this way they could be D/F'ed, and then it could be stated
quite definitely into which areas the 8th USAAF would fly.

Zero beat tunlng was heard on the bomber division frequencies
in the early morning hours preceding a raid. Next, the take-off
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cf the indlividual units was monltored. During the assembly,
wnleh contlnued for as long as twe heours, depending on the
gsize of the rald, an exact gplcture of the composition and
strength of the formations was obteined from VHF R/T traffic.
A certaln code-word then indicebted that the bowber divislon
vas setiing 1ts course. Resesrch vork, 2s in tue case of the
RAF, was really not necessary; the Arericans spcke of whatever
tkey were dolng qulte openly. -

The following i a descriptlion of thea course of a typical
Amerlcanr hsavy bomber rald, and, &s in the c¢ase of the example
off an RAF raid, represents tactles during the latter years of

the war:

300 hours:
0330 hours:
C—\ Q430 hoursz:

0515 hours:

0520 hours:

05600 hours:

0620 hours:

Since R/T and W/T sualng traffic is belng sent
from 8th USAAF air’lelds, a rald must be Lniended
for the next day.

A weiather reconnalissance airgralft from Moleswvorth
sends a message. A fix cannot be obtained from
this on2 message.

Now westher ships of the 2nd and 7rd Somber Divi-
sions s3nd messages; they are plotted over the
assembly area in Englsnd,

A 1light jamming-screep eppears over the southern
portion of the North Sea, snd off the eastern
coasi of England. At the same¢ time the filrst
take~-of'f messages are Lntercepted on W/T Prequen-
clea. The first operational csll-signs are sent
on the alrfield W/{ frequencles, an indlcatlon
that no training flight; but rather a rald, 1s
taking placse. '

A second weather re:onusissance alrcraft of the
3rd Bomber “:ivision is plotted while sending a
messzage {rcu & position over France. Inference:
the 3rd Bomber Division, at least 1ln part, will
assembls over the continent {thelr assembly areas
are learned froa I/F-ing the radio besccns, as
well as from captured documents). .
Although 1t 1s known from the preceding W/T tral-
fic, as well as from HF R/ messages, that the
assembly 1s teking place, 1t is curlous that still
no VHF trsific 1s heard. .
Individual aircraft are heard in tuning traffic
with thelr ground stetions (these tunlng messages
are especially frequent in the case of the 2nd
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0700 hours:

0730 houvrs:

0740 hours:

and 3rd Bomber Divislcoar), WRe2arinzs ludicate

that they are heaflinz tovsrd thz coentlanent. A
few formatlon leaders of thne 2nc Bomber Division
are nov hesrd on VHF F/T, gtill over the assembly
erca in Ergland, :pprczimetely over Cromer. With
the exception of reconnslcsencee alreraft, there

is still no sign of the Lot Pomper Division {the
~8% Bouber Division, ceapeciclly in the lest

perlod of the war. ¢wrcised exem)lary restralnt
in »us use of radlol. & piciure of fhe sligustion
13 novw passed on 0 tie people asoncerned: the
2nd and 3rd Bombe:r Dlvis.ons ar:z s3sembling over
the conuinent 1in considarable strength; cf the
1st Bomber Dlvision, which will a..30 probably
take part 1n Znls op=zration, acothiag can yet be.
ggid as teo vhen a-.d wiere it wlll asseuabls.

A jemming screen is regorted over the 3Belgium-
Bollend border svea. 1t 1s not & relisble indica-
tion of & four-en:inad rald; 1t can just as well
be a secreen for a Merauder attack.

At the same time ithe Ffivrst VEF treffic from the
assenbly ares ove:r France is intercepted. Call-
signs of formatior Loadens and squadron colows

are learned. ‘The JAF is glven & preliminary plec-
ture of the expec.ed stiength whll.e the division
is B11l1 assembling. Iharling the s.asembly, ansvery
to questlonsg conc:irnlng the stage of assemPly are
being givean to inverssted headquariers; at the saix
time, the slgnal intz2llizence pleiure 1s belng con-
pleted by calis ©o Tae SIS out-stations., :
All the combabt wi~gs ave now bsen D/F'ed; whille,
up o now, ordere have been glven principelly on
the wing frequencles, nov the mescages are sent

on the division frequency. Therei'cre the assembly
is nearing lts fira. stege. Meanvhile the lst
Eorbepr Division hes beern heard in lts assembly
ares over France, 30 that a comprehensive plcture
of ithe ailr situation can nov be giwven; only the
stage of assembly in thse case of The 1lst Bomber
Division is s%ti1ll not known.

The first RAT traffic on the frequency of the
fighter escort is heard; the approoch flight must
begin in the next few minutes,.
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0745 hours:

0800 hours:

$900 hours:

The firct message during the fllght to the target
is intercepted. 1t reads as follows: on time
minus eight, on course, visibllity three, too
{time of origin) 0740.

At this point the defense is alerted. By D/F-ing
these obligatory messages the exact position of
the formation is learned. In the case of the 3rd
Bomber Division, each combat wing commander has

to send one of these messages; thus the Luftwvaffe
SIS can detsrmine the strength of this division.
Generalliy, its strength can be reported quite
accuretely to German tactical heeadquarters during
the fllght from the sssembly area.

E.rly in 1944, some unii commanders of the 1:t
and 5rd Bomber Divisions even avalled themselves
of the MF D/F metwork, in order to orient them-
selves while still over the sea on thelr outward
flight. It was gulte obvious that practically
nothing was being done to conceal the intentions
of an attaclk, '

Hencef'orth, continuous tracking is guaranteed by
D/F~ing the abundant R/T and W/T traffie. A third
prolific source i3 bearing on the "Mickey" equip-
ment,

The flrst weather shlps, reconnoltering the out-
wvard flight course, are heard on R/T, and appropri-
ate D/F stations ere detalled to monitor them con-
ginously. Ry following tl.:m, the route of the
bombers cun be accurately predicted.

There vore days on vhich these weather reconnais-
sance esircreft could be plotted enroute to the
t.rget, two hours belfore the bomber formations
left the assembly area., In ithe last period there
vas an increase in the number of cases where their
messages vere not-sent through relaying alrcraft
on VHF, but oa W/T.  Special mention should be
made of those weather ships of the 15th USAAF which
revealed targets to the Luftwaffe SIS many hours
befores the raids actually bepan.

The first German fighters are mentiocned in the
bomber KR/T traffic. Large-scele aserial battles
were not {requently revealed in the signal intelli-
gence picture; only in the case of several heavy
ralds on Berlin was there a plethora of reports
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of attacls, of comments on the aggressiveness of
German Clghters, of curses from the unit commanders,
and reprimends to thelr disorganized formetions,
The siznal intellligence picture was not a very
frultful source of intelligence on Allled losses,

JYy350 hours: The recounalssance alreraft report veather over the
tapget {us e rule for several tergets), and advise
th2 bomber formation as to whether the bombing
should be done visuvally, or by instrument.

uylts hours: The switchlng on of "Mickey" equipment indicates
that the bombers are pivotin§ tovard the target,

uyse hours: The Tormation leader of the rirst wave glves the

' ordar: "SHomb bays open" (clear text or code-word).

+Y53 hours: Wing after wing gives 1ts bomb-release signal., Code-
words occaslonally used for this order varled ac-
cording to the division,.

1000 hours: 'The filrst reports of results are lutercepted.

1100 hours: The first reports of vweather over base are heard,

Note : Deciphering of bomber code messages presented no
difficulties. They could be read with a depth of
—(’\ enly three or four messages. The deciphering vas

facilitated by th= fact that the most of the enci .
phered messages had been previously heard in plain
language on R/T. Therefore it was only & problem
of orgenization to collect this abundant materisl,
and to concentrate 1t 1ip the hands of the duty
officer wvithout any delsay.
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VOLUXE 5
Talb A

A Fu Luft (Aufklaerung Funk Luft?). BSee Air Redio Reconnais-
sance (Air Foree Journsal).

Alr Force Administrative Avea.-~Luftgou.

Air Priscner of VWar Transit Camp.--Durchgangslaser Luft (Dulag)

Air Radio Reconnaissence (Air Force Journal).--Aufkleerung
Funk Luft? (A Fu luft).

Alr “‘¢nal Battalion,--Iuftnachrichten Abteill (Ln Abt).

Alpr 8ipguzl Regiment.--Luftnachrichten Regiment (ILn Regt).

Alr Warning Reporting Centers.--Meldekopf.

Albrecnt, » '8t ldeutenant, Member of Group III, Divi-

sion II1I of Uui~f Signal O0ffice.
Anlasgenband B zu Kriegsts ebuch Wr. 4 (1. Abteilung) vom 1.%.#5

bis 15.3.45,--Supplement.~v Volume B of War Diary No.
(Division 1) from 1 Jan. 45-.7 ¥arch 45,

Anti-pAdrereft Command,~-Flakkorps.
Aufklasrung Funk Luft? (A Fu Luft).-~See Air Redio Reconnais-

sance (Air Force Journal). _
Chief of Section B of the Signal

Becker s 1st Lieutenant.
Intelligence Agency (Chi Stelle) which was in charge of

evaeluation on the Western Front.

Beulmenn, Franz, Major. Chief of Group I, Division III of the
Chlef B8ignal 0ffilce.

Bolich, » Speclalist. Member of Group III, Division IXI of
Chlief Signel 0ffice.

Bruehl, . Colonel. Chief of W-Leit 3 in Athens in July 1942

Camerlander, » Major, CO of LN Abt. 355 in Norwvay.

Central Air Rald Werning Unit.--Zentraler Gefechtsstand fuer
Funkauswertung (ZAF),

Chef{ des Stabes, Generalnachrichten Fuehrer. See Chief of 3tef?

to the Chief Signsl Officer.
Chief of Staff to the Chief Signsl 0fficer.--Chef des Stabes,

Generalnachrichten Fuehrer,
Chief of the Air Raid Warning Service for Germany.--Funk-

aufklaerungsfuehrer Reich (FAF).
Chief Signal 0ffice, Divisions I, II, Il1I.--Generalnachrichten

Fuehver, Abteilung I, II, III (Gen Nafue/I, II, III).

Chief Signal 0fficer of the Air Force.--Generalnachrichten
Fuehrer (Gen NaFue).

Chiffrier Stelle, Oberbefehlshsber der Luftwaffe (Chi-Stelle/
OBdL). See Signal Intelligence Agency of the Commander
in Chief of the Alr Force.

Chi-Stelle/0BdL (Chiffrier Stelle, Oberbefehlshaber der Luft-
vaffe). See Signal Intelligence Agency of the Conmander

in Chief of the Ailr Foyrce.
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Chlubek, Gerd, lst Lieutenant. Member of LNR-353. Cryptana-
iyst on Russlan traffic.

Commander in Chief of the Air force.--Oberbefehlshaber der

_ Luftvaffe (0UBdL).

D-8. Selected documents from War Diary #2 on Division 3 of
Chief Signal 0ffice.

Direction-Finding 3tations (cover name: weather research sta-
tions).~-Wetterforschungsstellen (Wo-Stellen).

Dulsg (Durchgangslager Luft). See Air Prisoner of Wer Transit

Camp.

Durchgangslsger Luft (Dulag). See Air Priscner of War Transit
Camp.

Durr, , General. Inspector General -of the German Alr Force

S{gnal Equipment.

Elck, Hans, Colonel, CO of LN Regt 353.

Etzer, s, Speclalist, Membar of Group II, Division III of
Chief Signal Office. :

Evaluatlon Centers (cover name: Weather Control Stations),.--
Wetterlelitstellen (W-Leit).

(n\ FAF (Funkaufklaerungsfuehrer Relch). See Chief of the Air Raid
. vYarning Service for Germany.

Felchtner, Ferdinand, Major. CO of LN Regt 352.

Flghter Wing (in USAAF).--Jagdkorps.

Fischer, , Capteln. Air Intelligence officer on kEastern
Front., Speciallst on Russian Air O/B.

Flakkorps. 5See Antl-Aircraft Command (in USAAF).

Fllegerkorps. See Wing {in USAAF).

Flight (in USAAF).--Staffel.

FMBSt (Funkmessbecobachtung-und Stoerdlenst). See Radar (bser-
vation and Jamming Services,

Forster, , Colonel. Chief of Radlo Alr Warning Service.

Franz, s Major. Chlef of Divislon I of the Chilef Slgnal
office. '

Friedrich, , Lt, Col., Chlef of pivision 1II of the Chief
Signal Office (Signal Intelligence Service) and of the
Chi-Stelle (Signel Intelligence Agency).

Friese, , 1st Lieutenant. DMember of LN Regt 351.

Funkaufklaerungsfuehrer Relich (FAF). See Chief of the Air
Raid wWarning Service for Germany.

Funkbefehlsstand. See Radar Intercept, Center.

Funkleltstand. See Radar Control Fost.

Funkmessbeobachtung-und Stoerdienst (FMBSt). See Radar Obser-
vation and Jamming Services.
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GAF SIS.--Cberkommando der Luftwaffe, Generalnachrichtenfuehrer/
III Abteilung (UKL/Gen Nafue/lllg

Generslnachrichten Fuehrer {Gen Nafue See Chief Signal Officer
of’ the Alr Force.

Generalnachricnten Fuehrer, Abtellung I, II, III (Gen Nafue/
I, II, I11). See Chief Signal Office, Divisions I, II, III.

Gen Nafue (-aneralnachrtchten Fuehrer). See Chief Sign&l Officer
of the Air Force.

Gen Nafue/I, II, III (Generalnachrichten Fuehrer I, II, III).
See Chlef Signal Office, Divisions I, II, III.

German Air Force High Cocmmand.--Oberkommando der Luftwaffe (OKL).

German Home Defense Alr Force.--Luftflotte Relch.

Geschvader. See Group (in USAAF).

Goerner, s Corporal. Member of LN Regt 550.

Gosewlsch, , Major General. Inspector General of the Luft-
vaffe S5ignal Corps.

Gromall, , Major. Worked on development of German Air Force

equipment.
Group t%n UuAAF% ~~-Geschwader.

Group of the Signal Intelligence Agency.--Gruppe.

Gruppe. See Group of the 3ignal Intelligence Agency.

Gruppe. See 3quadron (in USAAF).

Henschke,  , Lt. Gen. Director of Alr Signal Replacement
and TraTning Units.

Herold, Wadim, Captain. (€O of III/LN Regt 35..

Hoeherer Kommandeur der Funkauiklacrung {Hoehr Kdr d Funxaufklrg)
See Senlor Signal Intelligence Officer.

Hoehr Kdr PFunkaufklrg (Hoeherer Kommandeur der Funkaufklaerung).
See Senior Signal Intelligence Gificer,

Holetzke,  , Captain. Member of 1/LN Regt 353.

Horchabteilung. see Slgnal Intelligence Battalion.

Huebner, Erizh, Captain, Chief of Section C of the Signal
Intelligence Agency.

I-13., Compoaite Report on Typ Interrogations of Uberstlt.
Friedrich, Chief of the GAF 5igint Service. A TICOM pub-
lication.

I-41. Report on First Interrogation of Major Oel jeschlaeger .
Addendum: Interrogetion of Major Beulmann. A TICOM pub-
lication.

I-65. Interrogations of Capt. Herold, LN Regt 353; 1lst Lt.
Werther, LN Regt 353; Lt. Ludwig, Chi-Stelle; and 1st Lt.
Leichtle, LN Regt 351. A TICOM publication.

I-7u., Paper on the German Air Force Signel Intelligence Service
by Lt. Col. Friedrich, Chief of 3rd Division of Ghief Signel

Office and Chief of Chi Stelle,
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I-107. Preliminary interrogation of 0bpitn. Chlubek and Lt.
Rasel both of III/LN Regt 353.

I-lug.b grﬁns%gtion)uf a. geport by Lt. Ludwig of Chi Stelle
0b.d.L. ef ,.B) based on questions set
A TICOM “ublication, ? t for him at A.D.1.(K).

I-112. Freliminary Interrogation of Specialist Dr. Ferdinand
Voegele {Chi Stelle, Ob.d.L) and Major Ferdinand Feichtner
(0.C. of LN Regt 352, ete.). A TICOM publication. '

I-119. Further Intevrogatlion of Reg. Rat. Voegele and Major
Feichtner of us+ Sigint, A TICOM publicatlion.

I-120. Translation of domework by Obltn. W. Werther, Company
Commander of 7/L.N Agt. 353, written on l2th August 1945
at A.D.I.{K). A TICOM publication. A

I-121. Translition of Homework by Obltn. W. Werther, Company
Commander of 7/LN Rgt. 353, written on 12th August 1G45
at A.D.I.(K). A TICOM publication.

I-126, Homework by Major Felchtner, C.0. LN Regt. 352. A
TICOM pubiication.

_(~\ I-130, Homewurk by ilauptmann Herold, OC of LN Regt II1/353.
A TICOM »ublicavion.

I-13%, Homevork by Lt. Rasch of III/LN Regt-%53, A TICOM
publication,

I-134. Homuvork by lst Lt. Chilubek of III/LN Regt 353. ' A
TICOM nublication, .

I-135, Homswork by Lt., Ludwlg of the Chl Stelle Ob.D.L. A
TICOM publication. _

IF-175. ¢&ssabourne report, Vol. XIII. “"Cryptanalysis within
the Luftwaffe 3I5." Frox: Commanding General, 9th Air
Forc:,

I¥-176. :esbourne report, Vol. III. "Uperations and Technlgues
of “he Radio Defense Corps, German Wehrmacht." From
Coniending General, 9th Alr Force.

IF-177. Seabourne preport, Vol. I. "Introduction and Report."
Froa Commanding Genersal, 4th Alr Force.

IF-178. seabourne report, Vol. ITI. "Blographies of Contri-
busors." From Commanding General, Yth Alr Force.

IF-17¢. Seabourne report, Vol. IV. "Blography of Major Ferdi-
rand Feichtner," From Commending General, 9th Alr Force,

IF-1'). Seabourne report, Vol. V. "The Chi-Stelle.” From

" Commanding General, Gth Alr Force.
IF-23l. Seabourne repurt, Vol. VI. "Origins of the Luftvaffe
SIS and History of Operazions in the West." From Command-
.

ing General, Yth Air For
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IF-182. Seabourne report, Vol. VII. "Technicsl Operations
in the West." From Commanding General, 9th Air Force.
IF-183. &esbourne report, Vol, VIII. "Miscellaneous Studies.”
From Commending General, Yth Alr Force.

'IF-184%. Seabourne report, Vol. IX. "History of Operations in

the South.,” From Commending General, Yth Alr Force.

IF-185, Seabourne report, Vol. X. . "Technical Operations in
the South Luftvaffe SIS." From Commanding General, Yth
Alr Porce,

IF-186. Seabourne report, Vol. XI. "History of Operations
in the East Luftwaffe SIS." From Commanding General, 9th'
Air Force. -

IF-187. Seabourne report, Vol. XII. "Technical Operations in
the East." From Commanding General, 9th Air Force,

IF-189. "GAF Signals Intelligence in the War." ADI (K).
Report #402/1945.

Jagdkorps. Ses Fighter Wing (in USAAF).

Jering, Kerl, T/Sgt. Member of Section ¢ of the Signal Intelli-
gence Agency.

Jordens, , Captain. Adminstrative CO of LN ABT 350 {Chi-
Stelle as of the 1944 reorganization).

Kienitz,.... , Colonel. Air Force Intelligence Officer. No
other information available through TICOM.

Klemme, , General. Senlor Signal Intelligence officer,

Klocke, , Pr. German Alr Force Intellligence expert on
Russian Air 0.B. .

Kriegestagebuch (KTB). See W.r Diary.

KTB {Kriegstagebuch). See War Diary.

"Kupffer, » Major., Liaison off'icer to German Air Force

Headquarters from Section D of the Signal Intelligence
Agency. oOutstanding authority on Russian Air O.B.

Kullman, s Major. Chief of Group I1I, bDivision III Chief

" Signal Office (radar monitoring and jamming.)

Leichtle, Georg, 1lst Lieutenant., Member of Section A of the
Signel Intelligence Agency.

Lier, Guenther, Lt. Member of LN Regt 352.

Ln Abt (Luftnachrichten Abteilung;. See Alr Slgnal Battalion.

Ln Helf (Luftnachrichten Helferin). See Women's Auxiliary
{WA)} (technical).

Ln Regt (Luftnachrichten Regiment)., 5See Air Signsl Regiment.

Loebell, , Major Gemeral., CO0 of Alr Service Area (Luftgou)

Local Air Force,--Luftflotte,.
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Ludvig, Martin, Lt. Member of Section B of the Signal Intelli-
gence Agency.

Luftlotte. ©See Local Air Force,

Luftflotte Reich,~~German Home Defense Alr Force.

Luftgau,--Alr Force Administrative Area,

Luftnachrichten Abteilung (Ln Abt}. 3ee Alr 3ignel Battalion.

Luftnachrichten Helferin (Ln Helf)., See Women's Auxiliary (WA)
(technical).

Luftnachrichten Regiment (Ln Regt). See Alr Signal Regiment,

Ma jer, Karl, . Member of LN Regt 352,

Marks, _» Lt. Once assigned to Signal Intelligence Agency.
Martini, s General, Chief Signal Officer of the German y
Ar Torce.

Meldsl-opf.--Alr Varni Reporti Center,

Mooshake, Otto, Lt. ggmbeﬁ of £§ Regt 351.

Morgenstern, » Colonel. Chief of Staff to the Chief Signal
0fficer of the German Air Force.

Mucke, Helmut, Lt. Member of Regt. 353.

Naumann, s Senior Speciallst. Chief of German Air Force
Weather Service.

Nonnast, , Specialist. Chief of Group V, Division III of
the Chief Signal Office {personnel).

Novaopsashni, s Prof, Member of 3ignal Intelligence Agency.

Oel jeschlaeger, Franz, Major. Chief of Group II, Divislon III
of the Chief 3ignal Office,

OBdL (Oberbefeblshaber der Luftwaffe). See Commander in Chief
of the Alr Force.

Oberbefehlshaber der Luftwaffe (OBdL). See Commander in Chief
of the Air Force.

Oberkommando der Luftwalfe {(0KL). See High Command of the Air
Force,

Oberkommendo der Luftwaffe, Generalnachrichtenfuehrer, Abtellung
II1T (0KL/Gen Nafue/III). See GAF SIS {German Air Force
High Command, Signal Intelligence 3ervice,

OXL (Uberkommando der Luftwaffe). See German Air Force High
Command, .

0KL/Gen Nafue/III {Oberkommando der Luftwaffe, Generalnachrichten-
fuehrer Abteilung III). See JAF SIS (German Alr Force
High Command, 3ignal Intelligence Servicez.

Oberkommande der Wehrmecht Chiffrierabteilung (OKW/Chi)., See
Signal Intelligence Agency of the Bupreme Command, Armed
Forces.

0KW/Chi (Oberkommando der Wehrmacht Chiffrierabteilung)}. See
Signal Intelligence Agency of the Supreme Command, Armed
Forces.
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Pick, Berthold, Lt. Asat, Chlef, Sectlion E of the Signal In-

telligence Agency.

Porth, , Captain. Chief of Group IV, Division III of Chief
Signal Office (cryptographic security),

Radar Control Post.--Funkleitstand.

Radar Intercept Center.--Funkbefehlsstand.

Radar Observation and Jamming Services.-~Funimessbeobachtung-
und Stoerdienst (FMESt).

Radlo Intercept Stations (cover name: Weather Radio Receiving
Stations).--Wetterfunkenpfangtellen (W-Stellen).

Rasch, Werner, Lt. Attached to 3rd Battalion, LN Regt 353,

Referat. See Secticn of the Signal Intelligence Agency.

Ristau, s, Major, CO of LN Regt. 351.

Rueckheim, , Captain. CO of LN Abt 357.

Ruhling, , Captaln. German Air Force Intelligence Specialist
on Russfan Ai», 0. B,

Sann, , Lt. Attached to LN Regt 353.

Schatz, , Corporal. Attached to LN Abt 350.

Scheldl, s, Captain, (O of 1lat Battalion of LN Regt 353.

Scheppelmann, , Coxporal. Attached to LN Abt 350,

Schenerle, Ervin, Lt. Attached to LN Regt 351.

Schieferdecker, __ , Specislist. Member of Group IV, Division
III of Chief Signal Office.

Schieran, , opeciallst, Member of Group II, Division III

of Chief Sigznnl 0ffice.
Schlottman, Gert, '¢/Sgt. Attached to LNR 352, ,

Schnippering, . MajJor, In charge of research on allled
methods of cormunication.

Schulz, , Lt, Member of Group II1I, Division III of Chief
Signal Office. .

Schulz, Helnz, Lt. Attached to LN Regt 352.

Schulze, , Dr. Lt, Col. Chief of Division II of Chlerf

Signal Office (communications and cryptography).

Section of the Signal Intelligence Agency.--Referat.

Senilor Signal Intelligence Officer.--Hosherer Kommandeur der
Furksufklasrung (Hoshr KDR d Funkaufklrg}.

Siess, , Captain. Atteched to LN Abt 350,

Signel Intclligence Agency of the Commander ln Chief of the
Alr Force.--Chiffrler Stelle, Oberbefehlshaber der Luft-
vafi'e (Cni-Stelle/OBdL).

Signal Intelligence Agency of the Supreme Command, Armed Forces.--
Oberkommando der Wehrmacht Chiffrierabteilung (O0KW/Chi).
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Signal Intelligerce Battallon.--Horchabteilung.

Squadron (1in USAAF).--Gruppe.

Staffel. 3See Flight (1in USAAF). .

Stamm, Werner, T/Sgt. Attached to LN Regt 352. -

Supplementary Volume B of War Diary No. (Division I) from
1 Jan.-15 Mar 45,--Anlagenband B zu Kriegstagebuch Nr. 4
(1. Abtoilung) vom 1.1.%5 bis 15,3.45,

Trattner, s, Captain, CO of LN Abt 356,

Truemena, vilhelm, Sgt. Attached to LN Regt 353,

Voegele, Firdinand, Specialist, Chilef of Section E of the
31gngl Tntelligence Agency and Principal cryptanslyst of
the GAF,

Von Lackum, , Lt. Attached to LN Regt 353,

Von Lingern, » Lt. Cryptanalyst in Section E of the Sjignhal
IntellTgence Agency.

War Dlary.--Kriegstagebuch (KTB).

Watkinson, Gerd T/Sgt. Attached to LN Regt 351.

Werther, waldemar, 1lst Lt. Attached to the Tth Company, 2nd
Battalion, LN Regt. 353. The most capable cryptanalyst
on Russian Alr Force cryptographic systems on the Eastern
Front, .

Wetterforscaungsstellen (Wo-Stellen). See Direction-Fin. ing
Stations (cover nasme: weather research stations).

Wetterleitatellen (W-Leit). See Evaluation Centers (cover name:
Weather Control Stations), _

Wetterfunkempfanscellen (W-Stellen). See Radio Intercept Sta-
tions (cover name: Weather Radlo Receiving Stations).

Windels, Hans, Major. GO of 2nd Battalion, LN Regt 353,

Wing (in USAAF).--~Fliegerkorps. X

wWisnilkow, » Lt. Attached to Section E of the Signal Intelli-
gence Agency.

W-Lelit (Wetterleitstellen)., See Evaluation Centers (cover name:
Weather Control Stations).

Women's Auxiliary (wWA) (technical).--Luftnachrichten (Ln Helf).

Wo-ttellsn (Wetterforschungsstellen). See Diraction-pinding
Stations {cover name: weather.reSearch stations).

W-3tellun (Wetterfunkempfangstellen), See Radlo Interéept
Stiations (cover name: Weather Radlo Receiving Stations.

ZAF (Zentraler Gefechtsstand fuer Funkauswvertung). See Central
Alr Rald warning Unlt.

Zontraler Gefechtsstand fuer Funkausvertung (ZAF). See Centyral
Alr Raid Warning Unit,

Zuerr, , Major General. Inspector General of Germsn Air
Force 31ignal Equbment.
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