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- · (lJ) Tf..e,~~--~ pr~t~.c~ ~~~-~~-,g~~-a~_;f¥:;11aJk~· ~~~e~:thenj~i~~firi~t . ~ ·~ - ~-- - - '.:. 
transcendS 'clil~; J\Jlh9Ugb .aildeht 'commuruc~t(>.fS:.fack;ed :ili~ =-~1$. bom:frQ~ -~~~~;~f .. _· 
Iinguisti~ ~ow1edge:,th~- ~ingty .~uta~:d~g tli¢ .~~~J~~ :tQiy:(tiif;-i~•ve~v~~t•~~- · .-

- - ·' -. · . . -.· : ... . . . __ .. . . . . . . . . "· . -.:· .· -.·.. . .. . _-"' -· - - Ii?: - . 
varietyof~fu ,pi-oteettheirmessages · · __ .. : · · · · :: ;- :. " · - - >~ r-~~ - - ·- -:::...~ ·'· ·- · 

- - - - "-·: r .: " _--:·- . .· . :: . . : -__ · ... - .·'..> ' :~_· . .-._ -_._ . . _:._ .. _:·!_:~~ . :- ~--~-~~;~~\~'- ._-, -~ 

(U)_ =Mtiny g~ps ~xist in our knowledge ofancie~t. cryptolo-gy, but mucli.:.ts :4!~~~ ... ~~: · 
will diSC-. briefly lb~ development of ciyptology before ~belnillS: .... ·•· .:}\'.:,f • ):ii~~i~~! • ·. 

(U)CfYJ>fography is the art or ~_cience. ofprotectiog-.~4~'s own mes~~~s.b1 -~~~~:~r-· ::;::_: ·::-:_._, 
substituting components of the text, i.e., letters, syllab:les, wc>td~,.- oi"phfases;; _In $~e eatcy-~=am.l: ~ : 
locations, before general literacy, _any writing system served.to k~ m~~ages ~~- : .· _._,v-eti: p.faui·:'.- .. ,, . . 
language was unintelligible to the illiterate. Cryptography,:;bow~ei:, p~_upp~ ~:l!-~~~~_gt.. :. : :. · 
group able to pry into a neighbor's communications; it recill:ires measlies bey~ficf$.irnp,l~p~~ . -~ . - _·. 

. . ... . . · .· ... :· . ·-·· -- . . . . . -:.. - . - . 
. . : -. :~> :. ~--- ~ - .. ( 

(U) What to~y's communicators might call TRANSEC, traps~sion.s~,.j~~~~~~: , ~-- _: ;· 
messages, was a· principal practice. A loyal soldier. would t.q>e~t. a yerbal ~es~g~,~umao!Y-:-~;~- . · 
the intended _recipient, or hide a ~tte~ message _abQut his :pei's~., Sto~¢s ~b~~-.f~Jl,(~;~'.~_, -_ 
hiding .messages in the sole of~- sandal, rolled onto womeJi"~-.t!attings~ ·:or StUc.k 41,.~:-~~ ,~::~;~_:_ ; ~; ·: , 

• • . .. . ·,--:·~1 ·· :·- . 'i ''.!Ji:-:;~·,. -· 
served to King Cyrus of Persia. . .·:>:;::. :,: :- ::. : · >::.!~ -=--:= - ' 

, . , . ': . ·,,,, : ;' ; · : ·~ . • i. :; :: :-:~ -->~~.:.-. ;;::.:'.:'.:· -.··;,. 

(U) The oddest story of concealment is the tale that t.P.e·order for a Gr<:Q.k ~~~;il :~~<>It 4g~(;-' ·;-. 
the Persians in 500 B.C.E. was tattooep on the shaved head ,of_~ slave. Once his·baif ~.:~~~~t~~-;::­
dispatched with the message. If true, this obviously was not.a time-sensitive revolt;_(~~ :. - ~~--- ·' . -­
Callimahos, NSA 's great teacher of cryptology, also suggested a refinement or'thi~~~~: hdica~ftbe · ·. :,:: 
messenger upon arnval, _making him a ''one-time slave!·") . . . . . . : ;:--~~-- .· ;·:·· . .· . ,:.~~.' ~~ : 

.·., .. 

(U) The ancient Greeks and Romans used light to send messages. usuaUy tor~~~ at ~tor. . -;·_ 
smoke signals by day. There are some reports of Greeks sending flashes usin~-b~:~ll~~f::~el~ -~-~~ . 
sun, but it is unclear whether this was a fully developed communications method. A.p~<:*tly.~'.~~(--" ,:::_ :-•, 
communicants used a kind of open code, that is, light or smoke combina_tions ~th,-pti;~~$¢::: :~-:-: .. :; :~: ·:·:, ". · 

"::: . :~ . \ . ·.· . "'. ~.·; .. ~ . •:•: • . . 
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- ~... .. -
. >. '.. . . ' .. ,>-:.... .· . . :' . · ... ': . : : .... :" ... · .· .·· . . -· ~-;:. ~ --:·-:-c.·~.1-i ' '·.'-

(U}_So~c,anc~t ·Grc#s deV;~~~ _a sys~ fo(l,lSin~.dp,~, t0i sijb~~~ f~ifco~~:- -:: .. =· .·. "·:. 

messages~_:8n4 ~); -~·v.en .. Jiave .u~ed :~ cipi)(!r:·disk. Olly @n~~~~wrt~~---!b:·a:sy$leJ.li·~~~-~ : · .= 

letters to nunibeiS·:bY.:use of a 5x5 qultTix~ a system ·ihat'.°~Qji~: na\i~":~en.i~:~.:f!~y .-2()$·~.-- : .· 
cryptologists. ···· -, · ·:· · ·::,-·· · · ···' · :. · ·:··· .· ·.- . ... .-~ - ~ ·.: ·, ~ - . . :· .. 

. . .. " . - ... . .. . .. 

(U) The ~t cipher machine w~- in all likelihood the ~1scytalet 3:w0od~-~t8(f_~~J-;Y..~- : . 
generals, pessibty ~ early·as 90Q B.C:E. This mac~in~ -r~~ .. t'W~ pi~s~-~r:w~Al<fo.f:.lt@"~.( '~. 
thickness. A cloth ...yas wound ~- t}:le · s.tfok, startf.1'.fg-~ta peg '.on:·~~ t~p~ '-lea;Vi~;.~~=~@~~.. .· 
the wood. The -general, or his scribe, would write the message. on the Cloth ~y~.~~:tii~~ ... ... . 
When th~ cloth was· unwound, the words and letters we.te qo:Jonger c~led, ·t;~Hookt-a:~i~~:;_': _:- ·: 
jotting~. _In .theQ~, with. ibis transpQsition cipher. tb,e.m;es·~g~-~~iild not ~-te~!(~tii~tfj~.ql~J.i~~'.~.~~:·:v'. .. ·. :· 
rewound.on ~fre ·o~gm~l- scyta_t~:or its ·twin. (Some. h!sbtri~~.bY: the: ~~Y.·~ ~li~,,~·¢;~~f~~~~·~:_·;:.:: : . · 
ancestor~fth~m~emQfficers.' : sw8ggetstick.) .. ·· .,_. -·:--::" .... " . · · .;:".:i.· :.::.::·_::=·.::':? +;t::tt-:\~~'.::;·" 

. . . .". .. . . . . . . . : . . .. .. . . ' : :-:-" ,.'.,. : " -: ':.: ·, '".:. ·:!·:> . - ·:~.~ ·:: :; : "··:::~~~=. ·~v.;.. ~i: '·<· 
. (U) .From ~is~~ wn~gs, w~: kr\ow Julius .Cae~~ u~ ~li. ru~sjc. ~~~'.~l~~~~f!:,_:·:";.~ 

systems. On occasion he would se~d .rnessag~s fu &pd fro.tjl Oaul Wt:i~ in: 9¢~ldr~tJ.~:; :';~· 

that Gallic tribes coul_dn't read that language. On at ·l~ast ene occaSion, he 113.d··~-~e~S.&~~li~-;~;~~· ';_· ·: 
and-thrown into a camp uqdet siege~ lettjng bis compatriots k@w that help.w.as, eo~g~ .· . ::-:: .. -~ - .':·~·=:·' <: --.: ·· :: 

. . . . . . . . ·. . : . . . . . - ... : ·: . 
. . 

(U) In addition, a simple alphabetic sub$tituti.9D cipher ·~ Julios .. Ca~~~~-->Ii.~~Ot:d-. , · .. 
whether the first Caesar actually use(i_ this eponymo.~.s system, but it is. known. th_at.his.·~~~~-~fiG1·. · . .".~ 
Emperor, Augustus, sent messages in substitution systetils: · · · .. ·_ . · ·. · ·.· · · : · -.. · · 

.. . .. 

(U) The range of cryptographic options and cryptanalytic teehniques a~•u@t!.le_,in:~~~-.- ·., :·. -_ ,· 
Mediterranean world remains unknown, however. No indivi~l encrypted me~s .hay~ ·come::(tbwn;.to · 
us, and there were no books on theory written (or, at least,:preserved). - ,. .. ... . · :--_· ::· ·._·.:=·~ .· '. -· . 

: :. •• • • . : - • • " : • • i - •• 

(U) Some early figures in pre-modem Europe, including Charlemagne ~d ~:the~t~~: 
alternate alphabets· to disguise their writing. Cipher ~yst.eID.$ ~··we ·iiow ~ow th~~J>egah'.~-~:in -:: · .. 
the 14th century. The Italian city-states and the Vatican w¢.r:e:·p1ane~r~ in. dC-V~-~~g= ~~W,)~i11•s~.~~-- · ... 
how to solve them! 'fms coincided with the birth of the modern.·E~opean diP~q~~~sy-~~~ -:1. ( 

heightened the need to protect oommllnications. · . . · · ,..,. · ·· , .; .. ·>.;;'_~.-f-~·-::-~"'-::·:~.: ·-- :. 

(U) But it is important to remember that cryptology VV<!S not limited to ~~~~,',~1~::;, •. 
-. . . . · · _;.: _-;:-_,.::: ·:::,~~~::;i-i:~~::~~: .. >~::.-:Ef _·-.... ~T::-_ ... 

. : ...... :·'.: .· :~:" ;; ·-: .. . :·:: . : ... :· .... . 



• . "i~' 

.. ,. . .{\j}"T.he: uveronlent 0£.e Cru1 .h in the nlnm·anu ~m-<e: ··-, ~~.s. . ·estenn~ 

·~~:~~· .... r • •. wJ{S 
mainStream. ap~tly :also developedcfyptography :fot.theifo\\rtt·pi()ie~ticin~::/·!!;:;;' ;···-. .,:, c;;:n::\~ /.(/:,,.·,_-~, . 

. • (U}eoa~~fuant~ ~~s Qq~~~:~·-~;~~~~\-~~~~l~'. 
research; A,rah $~1.to~~s _gu:ne_.to ·a:de.¢.p ®.c;krs~~t~g. (),f:~ema~~;: Ul'.£!~:~P.tnfna~e~~> .-;--~~ :"·, ':; ;--~ · 
ctyptography.IDtlj~t:~me';perib_~;:i,n·:~4ttjon .to ~~:-~~,;pr,:~;¥~Jit·tr~~~,:~=~e-h0i~~, .. ~lt} ::. : .:: 
other eastern M~~~~an~an:~~~tn~: ~q -~~ ,sta~~:,~~Jpqj~:for-~~-w.i~~,:~~t:~~ . ~U.~ .. ,, i:~::~: ::. 
including philosophy~_ · sevet~,:-~~dj$-.qf ~foQ~e, :att<trn~~m(!~ I~:-~~9~fi.Sfn1Q*ing~ ... ~·.". }>t~#~~ . · .. , · ··f ~.,:: 

unknown larig\tages~ ·s~bolars at~-~ devefoped a lmguistic ~pproach:'to;~~IO,gy<·: .. :; ... .... ~;;~:\~:-: . _,~: 1.~;:~::,1 ~ . 
. . . . ". . . . . • • ' i.; , "" . , • . ' . . ! ; ,( '.. 1. ~ •' • ~ i. 

(U. ) Abu-YustifYa' · ub ib·:· Is~i."'".'- 1bn as .. Sa6bah:ibn·.io .·:.an: i~i{ts ::::. ~1 .:al~tal;·=- ~; \ ;,;: ;:,,, · :;,~ ·:i: c,;• 'bt:-.. ~::·: . ,_._ ....... ·· .. · .... ., .. 'l ... , .Jl .... ~ . " . .... ... .... .. . .. ... )W. .. . · .Qlat-4;.... ·, .!!': • "" . ·. ·I··' ." 
m_ari.y ~ M~-~--a~i~: c~tOlog"lst of his. ti'nle:. His;~k-A ·M@1,i,~~nt n~:" ~ --~~! L l.',t; :/'. r:',.::-

~ -- !... • .-· ... 1 ... .. •• • •J.r , . .. t . .. . • .... ~--- ii • i. • • ~:['_i ~:·;!; ... ~iJjlJ""' ..... _ .,...... ...!r.1;.i .. .:-: .... · "· 

Cryptographic M~~aga is ~~:_ald~st .. e.xiant text on th~ s~ject in th_~·worl~ ::~t;~:;~~;-f ... -~l:l~~ Ti;;~.::-:·: · 
centwj. Al-K.indi served severa~ .c~liphs successfully~ hut ran afou.J,·of one near.ti~¢ ::¢iµf9~:hi~; ff~-~,--:.·_·. · 
was beaten, then dismissed from service. He died in Baghdad in: 873 C-.E. · ·. · .. ,.. , :. _·.: '::> .· ·.: :·:: :-:- '::y-· .. < . ··: :. -::'"-.<''::: 

· . . .. . ... :·-:. :. . .. .. ::::'.:::::·;:'.:.:u~~:~~;:::J;=-~ ·:;·:{:>:.~.\x: ·. 
(U) Many:~thematical _concepts that are. n~ integral ~ o{. :Wes~::1~--~-~~~g1.f.A~ c·.: ·. :; ·:· 

decimal system of numerals, algebra, and statistics, were prese.r\!'~· in_ ~~e.· H:Ou~~--9:;~J§l . ····- ~~~~:( ;' ·;.... ·::- . ;' . ._ 
knowledge was traQ$ferred from the Ca1iphate to European sehorars iii .the eatiy;:m~IO .. et(o~t-. ·!:. · ':. · ,. _:. 

. . . . .. . . ·:'. : ;·i~':J :: :·:·::;~~; t~: ·~:;.:;;,:: :·~::i:i·1;:, .;~:;·~/: ,: . ,;· . . : ' 
· .... :·" ," .'.:· ... : .. :. ·.:·:· ,' ,"' 

(U) Among tbe useful concepts in this early technical :t.r~sfer was the · co,ri~@,pf6,f. ~~#ro~;'! .. Qj;~' ~'1t · ' 
is in Arabic, "empty/' or sifr. · · · '· ·• :-· '2 ;E'.i".:.· :' .· 

')!i .. i~ -·:.'.!~!::::It"': :: ·'•· 
' .·: ':·::·'.~~~':~ ~ - : : ~ ...:.:.:--:~: ~; 

Yes, the concept .and word "cipheru itself entered EngH$h· fr~rn Arabi~_; ·:_-:::: :~:::.,;:-: ... ;<f~~, ::;_;:.·:i:i·.,'.~:i;: ~ ~~z~~~:\ 

NOTE: (U) The National CryptolQgic Museum hasa first ~tion of tile Tnthemi~i~;~~~l~tll~~~l~:·.:·~.: 
in its display of rare books. The first edition is on loan ftom ~st~rian David~>.:,<:.::::··.;·~.'.-::.:_:,:";.-. t~: '.~:~-,~5~: .. :.-; 

. . . . . . -· . -- . - . . .. 

SOURCES: The Friedman Legacy (Center for Cryptolqgic His.tory, 1~92) .. · .·:. ,.::,_:~·:· .. ':h~~':'.~:;_;,-·:iLr:~j: .. :;'.:~~5.:.:;:·:::·:·.~ 
. .. . . ..- . . · _:_: .~-,. :.. .~ .. :::;::. '.·;_ --:· : .. . . 

... 

Ibraham A. Al-Kadi, "Origins of Cryptology: the Arab Contributions," .CR.YPTOLOt714,·AprilJ9'Zi:,'·:,_ . 
. ·. . . .· . . · ~ . 

; : .. 

David Kahn, The· Codebreakers. : . . . . . ~ 

Albert C. Leighton, "Secret Communication among the Greeks and RomanS," ie~~olq~~;<;,_~litJ,~~~ ';:_ 
Vol. 10. 1969. · · · ·· · .. ·' ... , ....... . 

'. - ~l.:.i~ ··-• .• =_::· . .'_::.::·::.;: ·.· ',\ . :: ; 
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[(U/~avid A. Hatch, Center for Cryptologic History. 972-2893s. dahatch@nsal 
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