This smpnmmt benk. as we m1ght 1magme was preceded by csansidcrable exper: ¢
unpublished wntmg in Europe :

() The need to protect messages goes as far back as messages themselvcs and;indeed;
transcends cultures, Although ancient commumicators lacked the tools bom from !hﬁma&mﬂ@almd
linguistic kmw}edge that mereasingly accumulated dtmng tlm Renaxssanw they: dld have avaf&ble a

variety of metliods to protect their messages.

U): MﬂIy gaps exist in our lmowiedge of ancxent cryptology but much 1s ﬁ*iabie This e
will dxscuss bneﬂy t.he development of cryptology before Tnthemrus

Yz

)] Cryptography is the art or science of protectmg one’s own mcssages by scrmb “_' gor
substituting components of the text, i.e., letters, syllables, wm'ds, or phrases: {n some ea:riy 'f eTiods :
locations, before general literacy, any writing system served 1o keep messages secuie — even: @iam
language was unintelligible to the illiterate. Cryptography, however, presupposes & Titerate :
group able to pry into a neighbor’s communications; it requlres measures beyeﬂd mmle :plamwxi.

(U) What today’s communicators might call TRANSEC transmission secunty,l e., hiding - - .
messages, was a principal practice. A loyal soldier would repeat a verbal message, presumably only tc
the intended recipient, or hide a written message about his person. Stories abound from the
hiding messages in the sole of a sandal, rolled onto women’s earrings, or stuck i in the
served to King Cyrus of Persia. :

(U) The oddest story of concealment is the tale that the order for a Greek islan tofevolt agamst :
the Persians in 500 B.C.E. was tattooed on the shaved head of a slave. Once his’ hair had r@gmwn. he was
dispatched with the message. If true, this obviously was not a time-sensitive revolt. (Lair )
Callimahos, NSA’s great teacher of cryptology, also suggested a refinement of thls method‘ behﬁd the
messenger upon arrival, making him a “one-time slave!”) .o : :

(U) The ancient Greeks and Romans used light to send messages, usually torchcs at mght or
smoke signals by day. There are some reports of Greeks sending flashes using burmished ‘shields in the
sun, but it is unclear whether this was a fully developed communications method. Apparcnﬁy, %hg z__:fL
communicants used a kind of open code, that is, light or smoke combinations with prc~ arranged
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many ef them tﬂlﬂywﬂ‘e rth Titi
time and place of usage

(U}Somﬂ anclmt Gmks developed a system for usmg dots to substl’mte fm’ consopantsii
messages, and may éven-have used a cxpher disk. One ancwnl:\mtes referred.to, a System: Qf converting: -
letters to numbers by use of a 5x5 matrix, a system that wonld, bave been. recogmzed’by iﬁtﬁ century -
cryptologists. i g

(U) The first cipher machine was.in all hkc]ﬂtood the "scyiale a woodcn staﬁ' uscd by Spartan
generals, possibly as early-as 900 B.C.E. This machine required fwo pieces.of wood of équal length and
thickness. A cloth was wound around the stick, startitig at 4 peg on the top, leaving to space
the wood. The general, or his scribe, would write the message on the cloth horizontally.do > stick.
When the cloth was unwound, the words and letters were no longer connected, but looked Tike ran om
jottings. In theory, with this transposition cipher, the message could not be read until the ciokh;was
rewound on the original scytale or its twin. (Some histonans by the way, behm ts!ie .;,"-1 tale was ti
ancestor of the modern officers’ swagger stick ) 45 I

(9)] From h:s own writings, we know Juhus Caesa: used both TRANSEC and a’ltemate wmmg

that Gallxc tribes couldn’t read that language. Onat least one occasmn, he had améssage ﬁed
and thrown into a camp under siége, Iettmg his cmnpatnols know that help was commg. s

(U) In addition, a simple alphabetic substitution cipher bca:s Julius Caesar s name. Ttis nett:;fem' -
whether the first Caesar actually used this eponymous system, but it is known that hls nephew%ﬁ;rﬁ
Emperor, Augustus, sent messages in substitution systems. el 5 2

Mediterranean world remains unknown, however. No individual encrypted messages have ccme éown m
us, and there were no books on theory written (or, at least, preserved) : ; T

(U) Some early figures in pre-modern Europe, including Charlemagne and Alﬁed';hg Grest ussd

alternate alphabets to disguise their writing. Cipher systems as we now know thembeg&n 0 mm
the 14th century. The Italian city-states and the Vatican wére pmneers in developing new: systeny md
how to solve them! This coincided with the birth of the modem European drplmnatlc system, w’!hmh : ;:.'-:

heightened the need to protect communications.

(U) But it is important to remember that cryptology was not limited to Westetn culture. In fact, |




) Conversant,wuh anment wntmgs on mathematm g such as the baoks af Euc.]ui, mad &m own
rescarch Arab schelats game m a dccp understandmg Qf mathemancs, mcludmg mﬁlemaﬁbai pii

mcludmg phll@ééphy;
unknown languages, scholars also devcloped a lmguistm approach to. cryptology

Cryptagraphxc Messaées is the oldest axtant text on the subject in the wnrid,zwntt.i 5
century. Al-Kindi served several caliphs Successfulfy, but ran afoul of one near the
was beaten, then d;smwsed from service. He died in Baghdad in 8?3 CE. ;

(U) Many mathematlcal concepts that are now mtegral parts of Westem Ieammg inc
decimal system of numerals, algebra, and statistics, were preserved in the House of Islam;
knowledge was transferred from the Caliphate to Eumpean scholars in the early me

(U) Among the useful concepts in this early techmcal transfer was the concep; of “zero.” Or, as i )
is in Arabic, “empty,” or sifr. : : b

Yes, the concept and word “cipher” itself entered Eﬂgliéh: frbm Ara;biic

NOTE: (U) The National Cryptologic Museum has a first cdmon of the Tnthemmswn
in its display of rare books. The first edition is on loan from hlstonan David Kahn. -
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