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I.. FOREWORD
This document presents an account of fy 1955 operatidns of field units

of the Army SECufit§ Agency in the conduct of COMINT for the Army and NSA.

' From missions imposed upon ASA mobile units,"or NSA Field Stations manned
by ASA personnel, specific accomplishments have -been discussed to provide

‘a comprehensive guide for future planning and instruction.

_ Operationaily, fy 1955 was an era of consolidation and gradual return

to peace~time operations. With the Korean conflict a thing of the past,

-the Agency iﬁmediately commencéd reorganizatiop in the Pacific, first elimi-
. nating .a ‘number of its operational units from Korea, them introducing a new

Aconcept of operations through the formation of combined COMINT-COMSEC uniﬁs,'

and followingvthis‘by establishing foothold ‘in chér-militafily'imporﬁant
areas. In Europe, a simiiar, yet less éomplicated, reorganization, was
éffeétedf | | | |

ELINT respbnsibility--added,to the Agency:inithe last weeks of fy 1955--_ 
was the climaxing operational event. its impact éas not immediately’fealf'

ized, but the Agency was now to enter into-a field long believed associated ' -

" with its functions, one which would require further adjustment in operational

structure.

Meanwhile, the paramount operational objectives.continued to be high.

“degree of mission fulfillment, effective 11giSon,‘and.cp11ection<of special
_ intelligence pertaining to the wa:'potential, military’fbrcgs; and. related

~activities of foreign countries. Work was also inderway.on more effective

utilization and Eontrol of'CbMINT which, when initiated, would provide Army

WE}. . ' | | ﬁ"ﬂaﬂ"
| 3;;__4,0:_46.;;3;
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units. Controversial information was resolved through discussion ‘with

qualified military and civilian counsel. Special autho;ity~and methods

gt

of compilation for this document included:

(1) SR 10-125-1, 3 Nov 52 and Cl, 24 Apr 53. (In the
- - last weeks of fy 1955, this authority waeheupplanted
by AR 10-122, 23 Jun 55) :

(2) - DA Pemphlet 20-200, 9 Aug 51, subj: culde’co”che ‘
’ Writing of American Military History. S

(3) AR 220-345, 18 Oct 54, subj: Field.Organizaticns.

(4) cCir 23, Hq ASA, 28 Jun 55, subj: Historical Activities
of the Army Security Agency.

(5) Ltr, GAS22, 314.7, 30 Jun 55, subj: Specifications -for
Historical Reports.

(6) AR 320-50, 14 Jum 52; SR 320-50-1, 23 Nov 53 including
cl, 28 Oct 54, C2, 16 Apr 55, subj: Military Terms,
Abbreviations, and Symbols.
Dissemination of information contained herein is to be handled in
' strict accordance with requirements set forth in the existing DA Regu=-
lation for Security and Dissemination of Communications Intelligence;_dated
. : o » . e :
'l Jul 51 and Ltr, AGAO-S, 380.01 TS (21 Jun 51), G2, DA,‘dated 1 Jul 51,

Asubj: Regulations for Security and Dissemination of Communications

Intelligence.

Page
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Cross references at the end of unit summaries in this volume indicate

the first page of supplementary administrative information in Volume I.

It Colodel : GS
" ACofS, G2 '

Note - No formal accounting of the activities of Detachment V are'ihcluded
in this document, as this unit remains excluded from consolidated -
historical reports. .
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that area.

II. OPERATIONAL HIGHLIGHTS

capabilities, and deficiencies as well as relative effec yeness and ef-
ficiency of COMINT field units.
.Technical support, in the form of instructions, directives, and recom-

mendations of an operational nature, was furnished to4fiéld%units for

‘guidance in improving end intensifying their COMINT'opergtiéne, and in

maintaining maximum and optimum.efficiency. Further, a clise~degree of

coordination was maintained with'NSA COMINT collection and roduction o

activities to assure adequacy and timeliness of technical support prov1ded .

field units. Finally, a constant flow of enlisted technicians were procured

and placed in NSA for spec1alized training prior to being assigned to f111
key positions overseas.
Undoubtedly, the principal operational highlight during the year was

relocation of the 327th Company from Kyoto, Japan to Formosa to support the

‘national COMINT effort and particularly the Seventh Fleet, stationed in

2

Another development of interest cccurred in the field’of COMINT -

processing where enlisted training was continually monitored to obtain-

'graduates who would ultimately be assigned to the Viet Minh problem--a joint

responsibility of NSA-and Fld Sta 8609--1n an overall effort to augment ASA

field capabilties in assuming operational control of various. COMINT problems.

1. Ann Rept, Sp Ops Div (GAS50), fy 1955, pl32.
2. 1Ibid. pl32.

4 -
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As this'field abllity in COMINT processing increased, operational

control of the following problems was transferred from NSA to ASA field

units:l
(1) igh.level military and |
o ’mrope' ' LR R .........::::'. ) )
: R . *E0 3.3(h)(2)
@y pL 8636
e 4 : .
.u“":§‘:
(3)  PVA (Peoples Volunteer Army) in Kbrea-tb ) ,if~° -
ASA, Far East and the SOlst Grpup A '

Finally, the authorizatlon of close support COMINT to USARCARIB vwhich.

evolved from intercept tests condutted in the Carihbean area during fiscal

years l95h 195" and resulted in ASA recommendatibn to NSA that a- minimum of

[:::::]DF and intercept sites be established at Hq ASA, Car-ibbean.2

While NSA did not concur in the utiIization df the number of developmental

positions recommended, it dld authqrize intercept and DF p051tions

*

as an interim measure. Periodic evaluations of traffic 1ntercepts proved

.
.

inadequate, however.. As a result, ASA requested, and was granted, interim

'authority to 0perate intercept positions in lieu of[:::::::]manual‘

»Morse and DF positions pending evaluation of a valid DF mission.3

Radio Fingerprinting (RFP), Morse Operator Analysis. (MOA), and IF
Amissions were also monitored during fy 1955 and extensive technical support.
provided these activities. .Control procedures for the assigament of inter-
cept, DF and R¥P missionsvto the field-thereby no target was put on.DE or

RFP assignment unless it was,also on intercept assignment--were formulated

1. Amn Rept, Sp Ops Div (GAS"), Ty 1955, p133.
2. Ibid. pl33.
3. Ibid. pl3k.

I BI SEG’H Fage_f__ﬂ%ﬂges
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EO 3.3(h)(2)
. P.L.86-36

748

. . 4~-§r_ e

. ".A.'~. Spectrum Search Teams

' moved from their original location in the Britif ector of Berlin

+ order to gain an increade In received signal strength o;éa{khowmAUEFbcom-

ftunications target. Following ‘the move, 25 freqpeneieéigere;interoepted

oﬁerating in the UHF of an _ kr&&aﬁitter.3‘ Although

" no ﬁormal evaluation of the traffic was made, it was anticipated that sub--

sequent analy51s would greatly augment existent 1nformation of East German

Communlst activity. 4 ' A - .“i;- '. iw

' In order to intercept UHF slgnals emanating from other areas, the

Agency organlzed an additional mobile Spectrum Search‘Team, designated as

N ] | Prior to 1 Jul 55, when NSA Research and Develop-

ment assumed operational and technical control of this team, 1t was made
_:known‘to ASA BEurope that operations might be carrled'out advantageously

along the border of Czechoslovakia where fixed UHF targets were known to
5

exist. The team, however, was not operative by the year's end.

1. Amn Rept, Sp Ops Div (GAsso), fy 1955, p138.
2, Ibid. pl3g. e e

3. Ibid. plho. : S

4, TIbid. plhi.

5. TIbid. plhl.

. ! : _ . Copy L of Copies




In the field of special identification techniques, consideration was

given a requirement which had existed for sometime for thevreplacement of
the communlcatlons "flashlng" ‘methods--as used from control to outstations
'in_bF systems-fw1th a more accurate and rapid system. Fy 1955 research by
.NéA ano<ASA revealed that‘the~application of CIFAX principles as an en-
. cryption vehicle for “piping Df control information over a "flasn” net
would permit speedy, secure and accurate p1p1ng of 1ntercepted manual morse
(CW) signals over high frequency radio nets Whlch could then be matched
'with 51gna18<heatd at remote s;tes". Using equipment such as AFSAX D503
- (CIFAX), it would also be possible to transmit other intelligence as required.
It was antlcipated that installation of thisfeQuipment would materially improve
DF results. Accoroingly, the Agency budgeted for ten AFSAX b503 for fy 1956.1
Toward development of an optimum electfonically-controlled;DF system,
ptoblems involved werepoutlined with currently available ﬁF toole and systems,
and tne generalvcheracteristics of a recommended system‘introduce&.2
Based on.progress already made, tne optimum system was believed'possiple
in an actively‘supported research’and development program. .Recommendetions
' thattdeuelopmental phasing of tne requirements for the:systen be approved
4and, anong other‘things, that consideration be given to deuelopnent of a
one-side DF system which woulo determine transmitter locations accurately,,
rapidly, and consistently, hlgﬁlighted progress on the system which was

slated for inclusion in'the Agencyfs five-year DF Program;3

1. Ann Rept, Sp Ops Div (GASSO), fy 1955, p142.
2. Ibid. pl43.
3. Ibid. pl43.

1 ' Page /) of ZpLPages
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Another activity wlnch received considerable atCenc%nﬁ

for intelligence to be disseminated included:

E0 3.3(h)(2)°
P.L. B6-36 s

An exclusive landline circuit was also established'between ASA Europe

.and Special Security Officer, European Command to provxde CﬂHINT support

to the' Euzopean Command Indlca:ions Cen:er.z_ Arrangonents were then made

for direct dlsseminatidn'of CGHINT end -products by ASA Europe ‘to Special

- Security Officer, Heidelberg, and| '

Considerable study was 1ikesze_devoted to developmenﬁ of means to

1. Ann Rept, Sp Ops Dlv (GAS50), fy 1955, plés. : g ;
2. Tbid. plAS. | - EHBER

_IM'GR‘E{_ Page L/ ot sges
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The Agericy's TAREX mission during fy 1955 was to provide infdrmation

.congafﬁing fbreign cryptologic:and general commmications dévelopmenta-in

«* support of the National COMINT and COMSEC effort.

*
*

EO 3.3(h)(2)"
_ P.L. 86-36

This was accomplished--
.through:

L Procurement of foreign cryptographié documenté;

";. 'f(Z) In;errogation of defectora, repatriates, refugees,
Y, and InHividpals who voluntarily provided- information__-
T, of a cryp:ologib natyre.

* .

(3) ﬁ@ndering technical guldance to other.US intelld eﬁce
~agemgies acting upon ASA requests for the
) collecbipn of cryptologic and communication 1nformation.

-

(4) Procurement ofjforeign commerc1a1 puhlications of
‘value to the nal::.onal COMINT effort.3

In this field the assignment of additional officer personnel to ASA,_

Europe and the establishment of a TAREX pro_'|ect.§_t ASA, Far East resulted

in more effective TAREX operations than in any previbhs*year.4 Arrangqnents

LJ

were also made for establishment of a special TAREX team under the

Ann Rept, Sp Ops Div (GASSO) fy 1955, plad.. .

L '

2. TIbid. pld6. e R—
3. Ibid. pl47. o

4.  Ibid. pl47.

Page ot of Pages.
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operational control of Co A, 522d MP Bn, with G2, USAREURzproviding fi-

nancial and iogistic support. This enabled TAREX personnel
‘l'.::":,-;.;:_- 5
access to numerous sources of information in Berlln,-resulting in more

«ti') have direct

comprehensive and expeditious reporting.
Interrogation of defectors and repatrlates produce considerable infor-
mation during the year. In the Far East, detailed OB was obtained from two

defectors from the North Korean Alr Force.1 And, interrogat;on of German

expatriates from Kuchino Institute in Moscow produced valuable information

A

concerning the development of thel device, a

-miniature radlo unit, and the "TAlFuHP'radar navlgational apparatus._flﬁfor-

- ...-!

-

mation'concerning Soviet and'Satellite decimeter and microwave transmissions

was obtalned from’ a Soviet Army defeetor, vwhile personal notebooks of an

.. PR
- e

; East‘Ghrman defector contalned 1nformat10n relative East German electronic

e ’ developments.
© EO 3.3(h)(2) o ; #, _
Pebbe-36 ' The most productive sources of information during the year were those

foreign nationals who, because of careful cultivation by TAREX representatives

: supplléd ;nformatlon on a continuing basis. These sources furnished infor-

i 2
mation concerning;

1, Ann Rept, Sp Ops Div (GAS50), fy 1955, pl48.

. ' 10 | R
5 ; ] Page /3 e . Pages
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EO 3.3(h)(2)
PL.86-36

The quppyﬂs. mail intercept projects (80E-A through I) .

continued to provide valuable infofmation during fy 1955 thrdugh the

1.. Ann Rept, Sp Ops Div (GAS50), fy 1955, pl4d.
2. TIbid. pl50. :

11
. SESH - Pageiolmu;
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P.L. 86-36

EO 3A3{h){2)‘

Covert procurement of international mail, opening, filming, re~sealing

: and returﬁing to posted channels (80EY Project) contiﬁqed to provide:

valuable information concerning East-West trade, aqtivitiesiof_tféde person=-
élipies, illicit traae nego?iatidns, and-shipment of étfategic goods, arms,
and ammunjtion. | |

A similar project (BOEY-;)_initiated in September 1954 developed iﬁto
a lucrative souirce of information. Intercept of a large_ﬁolumé of“ﬁail
between West Germany ana the USSR-aéd its satellites provided'peraonalized‘—

views 0f life behind the Iron Curtain, covering such subjects as morélé,

1. Ann Rept, Sp Ops Div (GAS50), fy 1955, piso. "
12 - ERER-
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EO 3.3(h)(2)
P.L. 86-36

—TgR-SEGRE

:political restfittions, shortages of food and medical supplies, housing,'

cost of specific items of food and clothing, weather, crop conditions,
governﬁent'quotas levied upon individuals, and location and activities of
ﬁilitary and quasi-military units.] The project also provided informatiom

concerning the locationm, activities, and expected date of repatriation of

German nationals held as prisonérs in the USSR, which enabled intelligence

representatives to arrange for intefrogation of these individuals immedi-
ately upon répatriation and to conduct these interfogation; in suqh a
manner as to élicit thé gre;testiamount of informatiﬁn possibie;z

"In addition, the project produced consideraﬁle information concerning 
Copmunist activities in West Germany, including plans for égitation againsf
the Bonn Goﬁernment; dates and places for meetings 6f-Communiét and pro;
Communist groups, and names and addresseé.of Communist leadgrs and indi-
viduais with pro-Coﬁmuniét attitudes. The éfféctiveness.of hoth pfojééts .
increased as a-resulf of the fedesignation of this ﬁaterial from Cétegory'
III COMINT to Category I, which permltted wider distrlbutlon and utllizatloﬁ

by fleld consumers.'

similar traffic obtained by CIiA and G2, USAREUR special sources. Discussionms

were underway between NSA and other'interested agencies as the year endéd,

1. Ann Rept, Sp Ops Div (GASSO), fy 1955, plSO.
2. Ibid. pl51.

13
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4. Tbid. pl36.

throughout fy 1955 through sﬁecialized training of perse “ l'ipreparatlon

and distribution of operational manuals and technical. pamphlets dealing

with mechanized proce581ng, and development of new techniques through

additional research on mechanical and electronic machlnes” 'Addltionally,
field visits were made to provide on-the-§pot technleellaseis;ance’and

close coordinating of processing techniques.2 ,ngfb

Among the principal developments was action to replace SOCRATES I at

ASA Far East with SOCRATES III, a high speed dev1ce capable -of. alphabetlc

substitutlon. Because the Navy problem was basically numerical, NSA re-
‘quested ASA to transfer SOCRATES I to a Navy installation lecated id Japan.

"‘NSA, meanwhile, offered to assist in the completion 6f SOCRATES III and'

arrange for its installation by June 1956.
Increased requirements for machine processing at all field units made

it apparent that a mechanized technique to overcome backlog in manual card

punching was.necessary. Five type 10-R10 readers (5-level paﬁer-tape) were

obtained through.NSA and adapted.to a modified card punch,machine.3f These

devices enabled machine units to produce IBM cards automatically from 5-

level paper tape.4

Next, multilith machines (Model 1250) were ordered for shipment to

Hq ASA, Far East to cope with the requirement of supplying call Sign.lists

1. Ann Rept, Sp Ops Div (GAS50), fy 1955, pl52.
2. Tbid. pl34.
3. Ibid. pl35.

. MEQEH ‘ | | .. | pgge_éé'_yf&ﬁges
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- end of the year, was generating "brief' target saturation files,

_ of the 5-02d Group.

" to all intercépt positions on a timely basis.

"Target Saturation" -- A machine processing techmique which specified

pre-pl__annea mode of operation was initiated at Hq ASA, Europe on one

'foreign entity during the year. Although quite suécessfui, the basic

éyétém ﬁas'dispontinued when the Machine Section capability was directed

_towﬁ;d higher priority problems; The card format was retained, but the

files were not generated because of insufficient anmalysts to work the

problems. The 502d Group Machine Sectiom processé‘d its aseigned problem,

“utilizing the "punch as you seeﬁ system of target saturation, and, by the

2

An M-164 expansible trailer, received during fy 1955 was modified to

accept IBﬂ;pquipmént and air-conditioning units. Aithough deficient

‘operationally, the equipment was shipped'tp Europe to meet the urgenﬁ need
. 5 ; . _
Thus, the.principal accomplishments. This did not complete the picture
however, for much was recorded by {ndividual operational units within their

areas of influence. The record that follows sets these in their proper

'pérsPECtive.'

1. Ann Rept, Sp Ops Div (GAS30), -fy 1955, pl37. .o 5
2. Tbid. pL37. . . EHBER-

3. Ibid, pl37.

15
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III. ASA UNIT OPERATIONS (WORLD-WIDE)
A. Continental United States

1. Field Station, 8601 DU, Warrenton, Va

_4e;both "assigned"

and "general search” in nature; Automatic Morse covered links in &4 geo-

graphic areas; Radio Printer covered mlssions, and Special Identi-

£ .

fication photographed signals. of assigned net§'5hd greeni}tems (higthriofity

general search). 1 S .

Prlot to June 1955 Manual Morse equlpment consisted of BC-779 S,

-794's, -1004's and SP- 6@0 5. ‘Coverage was good, but receivers were not of

dthe:best quality. Iﬁ Jupe 1955 48 R- 390/U were 1nstalled (all positions)

: C , .2
and coverage iqproued. Further 1mprovement resulted from an increase in

* .

general search‘positions from three to five.3 Operational mission'coverage

_follows}?" ~ Lo

v , ~Cases Hours:  Assigned

:° . 495
EO 3.3(h)(2) o 432
P.L.86-36 © 191
: ' -104 -
. " . 96
96
72
24
24
8%
8

1. Comd Rept, VHFS, FS 8601, fy 1955, Vol II, pp3-4.
2. Ibid. plé. -

3. Ibid. p3.

4. 1Ibid. Tab 1.

® | 1 16
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Total Hours Assigned : 15]_.0

Total Hours Worked ' 1786

Automatlc Morse intercepted and transcribed a351gned I:'links

in[ —| thrOughout the

Ll year; however, obsolete egquipment. handicapbed pertonnel.l The 36 triple
diversity positions.lﬁstalled and ope_rat{r;g averaged 13,995 hours of
~ coverage monthly: A change in 'e;nphas-is and assignment reduced coverage of

.
s

L _ —Ilmks- Fiom 68 to 47, [ |1inks from 25 to 12,
an,d 1ncrqaséd|:|11rﬂcs'from 8 to 42.2
‘\" ‘_1.-" ; . '-'- The station's radio printer a551gnment changed. considerably
. . r“l T - .
N S : . . e Il 2. ) i
" P.L 86-36 f'" ' T 'duri-ng *the -year.- -Bu'ring' the first-quarter; |___| priority was dropped 'thereby
EO 3.3(h)(2) . , :
N . e decreas;mg_ coverage on this phase. Poor conditions on targets from the

L
- ¥ u oa
L LI
o' -. LI ---.....

‘et eastern a'reas a180 dlsturbed reception. . ‘Nekt, the |:|v01ce mission was

* drcmped due to an 1nab1'litiy. to hear ‘desired 11nks. In November 1954 a

]
LA}
. - L.

majpr an'd a new category system producéd definlte 1ncreas.e id Dcoverage

and meesage cognt 3 Further, the addition of R 390/U enhanced .coverage.({

Average l:murs coverqd monthly durlng ‘the report perlod were 9, 707 on |___|

‘and 509 on |:|5 ' ‘.,

In March 1955, [ ] radio printer men commenced training as

1TPB tape scanners. Upon completion of this training they instructed all
assigned 1799's in tape scanning. By the end of the fiscal year, - the

station was able to‘accomplish its s"canning mission in a high'ly’ efficient’

1. Comd Rept, VHFS FS 8601, fy 1955 Vol II, pp4 14. , ; ,
2. 1Ibid. Tab 1. _ : S %R—
3. 1bid. p4. - : '

4. . Ibid. pl4.
5. Ibid. Tab 1.
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1

manner.

transm1551ons from California and New Jersey during the

\\

-T4P-SEBRE

In the second quarter Model-19 Printer was meaified»tb eneble

-SeVefal

magnetlc tapes were made by radio prlnter personnel and. orwarded to

Arlington Hall Statlon.3

Special Identification personmel photogtaphede1537 ﬁ%te#during

‘the report period. .Of these, 420 were. forwarded to NSA;ﬁQSvaetejtest‘shbts,

621 were discarded, and 81 were retained. On 1 Feb 55,

"’ﬁe‘cic.-.waé’ per formed

on DEN 17-2 to determine its accuracy. On 2 Mar 55, ‘an antenna transmission

L line—test was run with the same equipment to determlnettfathe relay System |

-in use hlndered shot accuracy.4 In both tests the: equipment vas found most

satlsfactory.5 During the year a new piece of equipment--the PB-41--replaced' -

Morse System PH-253 and produced clearer film in aboutﬁLY3,the time.

6

Distribution of intercept assignments to appropriate operationai

areas was performed by traffic analysis personnel who also supported inter-

-cept 0perators with information relating to calls, freddencies, and schedules.

The bulk of communications was handled by these personnel and all traffic sent

by official courier. This include&:s-

EO33(h)2)

P.L. 86-36

(1) _All intercepted traffic - (except coded government and ‘coded

1.
2.
3.
4.
5.
6.
7.

8.

Comd Rept, VHFS, FS 8601, £y 1955, Vol II, pp9, 21.

Ibid.
Ibid.
Ibid.
Ibid.
Ibid.
Ibid.
Ibid.

p9. ‘ S ‘ , ¥ ol Raene &
p5. '

pPS.

:p2l. : : !

pPS.
plo.
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(2) The majority of messages originated at the station.

'(3) Spec1a1 identification reports 1nc1ud1ng film.
Required reports~-DARE, TECSUMS DSCR, DANAR and MGSR--were
‘made up by the Traffic Control Reports personnel. TECSUM Format Q was-

implemented-31 May 55. Messages_forwarded to NSA included:1

- Type _ 4 Message Totals
Manual Morse ' 14,718
Automatic Morse - 29,563
Radio Printer : 43,584

Special Identification shots 420

Until its discontinuance 19 Mar SS,Athe station's.independent
"DF unit'took shots and forwarded line bearinge oﬁ its fixed assignment,
AXXZG3401, end all green iteme.2 ‘ |
| Due to outbreak‘of hostilities'in Guatemala the station's

CommCen was on emergency stand-by basis from the beginningrof the fiscal

year until January 1955. At this time hotification was received to forward

all govermment coded and plain text traffic

and to operate for a 10-hour da11y period This was later stepped

.
- L]

.up to 16 hours a day, and n, Marhh 1955 the center commenced 24-hour’

. . *

. operations:?. ae

-
. . *

R ‘ One difficulty during the report period was the obtaining of
EO 3.3(h)2) ‘ 4
P.L. 86-36 replacement parts for TT 7/FG, TT 15/FG and M-14.

Telecommunications, other than telephone, were handled by‘the

1. Comd Rept, VHFS, FS 8601, fy 1955, Vol II, pé.
2. 1Ibid. p8. o :
3. Ibid. p7.

4, . Ibid. pl5.

'. - | ‘ 19
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CommCen &and consisted of:

(1) All reports on intercepted traffic.

.*  Jul - Dec 1954 Negative

.+ Jan 1955 245,658
T b Feb 1955 - : : _ 188,368
S Mar 1955 - 399,770
EO 3.3h)(2) ~ Apr 1955 o 501,070
P.L. 86-36 i : May 1955 600,132
e, : Jun 1955 - .- 689,071
Trag Beginning in December 1954, and extending through the end of

"o

| January 1955, the'station was assigned a field of special concentration,

.Operational sections were assigned duties on the project. vhich was very
successful and resulted in a special commendation for the.station from

.ﬁIRNBA and Chief, ASA. 1t also demonstrated the worth of the CommCen and

resulted in it being placed on full-scale operations.> . - __
e 3 © RER: VOL. L P Zost

1. Comd Eept, VHFS, FS 8601, fy 1955, Vol II, pl9. o :
2. 1Ibid. p7. o ' _E‘I“BER—

3. 1Ibid. pl8.
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2. 306th Comunical;.:i.ons Reconnaissance Battai’i.on, Fc;rt Bragg, NC
"BEffective 7 Dec 55, a COMINT Section was estaﬁlished for the-
306th Battalioﬁ; Initial organization comprised Control and T/4 Subsectionms.
" Additional aubsections added during fy 1955 were C/A on 14 Feb 55, and DF
on 13 Apr '55.l |
| Intercept and analysis missiom of the battalion during the
year concerned coverage of the foliowing Central amd South Américan targets: -

EO 3.3(h)(2)
P.L.86-36 ) Cases | Hours Assigned

Tw o, e 'General Search ' 10,465

Message groﬁps processed by analytic personnei follow:

Honth . Total Message Groups
Dec 1954 89,023
Jan 1955 . 126,645
Feb 1955 : 210,690
Mar 1955 ; : 421,468
" Apr 1955 ' E 394,177
May (to include 15th) 186,685

In.gengral,‘fluctuétion in message totals was attributed to changes in-
assigned missions. - In many cases certain tarée_ts weré more productivé thaﬁ_
others, in others, Cthe initjal determination of schedules, frequéhcies and
¢éall signs proved time consuming.2  As the antenng-fiéld, utilized ﬁy the

battalion, was not suitable for long range intercept, plans to extend the

I.  Ann. Rept, 306th CRB, fy 1955, Vol II, p2. .
® = - '
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EO 3.3(h)(2)
P.L. 86-36

' the 337th Company trained with "canned" COMINT problem

—FoP-SEbfit

field were under discussion as the year ended.:L REF - 7T~ P.. )_g P

3.  337th Communications Reconnaissance Compani,;Fort Bragg, NC
Until assignment of its first intercep miﬁgfon on 6 Jul Sh,"
As receiving o

capabilities of the com;;ny 8 site were unknown, the initial assignment

was chlefly general search. Later, & mission covering South and Central
\‘,ﬂ‘- P

American targets was ass1gned whlch evolved into the ccmpany performing

permanent intercept of circuits of

Until .

' commercial power had replaced portable poﬁer units.

e

13 Apr 55, the company performed this mission singly, but.later’shared it

with Co A, 31l3th Battalion.3

Durlng the year, Traffic Analysis personnel prepared a number of re-

ports and developed special studies reflecting schedules, freqnencies, net .

'reconstruction, OB and message serial numbers.h

At the close of the year, new antenna fields were under contracts and

5 57 7 edi
REF: VOL.£ P. 73

4.  313th Communications Reconnaissence Battalion, Fort Bragg, NC

Following reorganization in.May of 1955, the COMINT Contrbl

| Section of the 313th Battalion coordinated its intercept assignment between

T. Ann Rept, 306th CRB, fy 1955, Vol II, b7.

2. Ann Rept, 337th CRC, £y 1955, Vol II, ppl-3. EIDER '

3. Ibid. ph.
4., Tvid. p5.
50 Ibido »P8.
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EO 3.3(h)(2)
P.L. 86-36

. R
- - .
o e, .
. . » . . .
k . . LA . . .
A Phe . * o

.two 6perationa1:édmpanigs for whom it acted as liaison between the inter-

cept’, T/A, and DF Sections of thé'dompaqigs.l Accordingly, required
intércept was provided each company. 1In additioﬁ;1::::]T/A men were assigned
to provide *information and-guidance to intercept operators.2 Although raw

traffiCuénd'cha;ter were processed,by the T/A Section at battalion level, a

.
.

. lack of linguists *deterred progress.  *,
buring‘thp year, the battalion's migsion of the interception

. L]

of|

| targets continued with emphasis on areas where

internal disturbances prevaiipd; A study was also made on nets.3
"Many eall signs on nets were equated to Naval Ship

and Shoge stations of those ¢ountries. On 26 May 55, thrée additional inter-
cept positions wefelauthqrized thus raising the totél<to 11.4 |

Prior to the énd of the report period a DF training mission
wés'aésigned consisging éf a flash circuit with an osciliaﬁor-ovef a land-
line télephone'systém using éontinuous wave. COMUS.pads-were'used to en-
crypt and decrth flash messages transmitted. This mission wasAtermihéted.
23 Jun 55. On other DF projects,.daily bearing reports werevpreparea and
‘fdrwhfdgd by'bF pldtters‘througﬁ COMINT control. Only'1ine Hearings were
SbtainedAbecause of target distance and baseline res;rigtioﬁ. Ail_personhel.

engaged in DF activity during the year were trained in the use of AN/TRD/4's

and preventive main;enanCe.s ' ' . RER VOL_ZTP 749

1. Ann Rept, 313th CRB, fy 1955, Vol II, p7. : _ .

2. Ibid. p4. ' ‘ . Em
3. 1Ibid. p2. . - o ‘ ¥

4, 1Ibid. p5. - :

5. - Ibid. p3.
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strenghh me_l

EO3.3(h)2)" ) . A1l 21 of the station's manual Morse positions were manned. to the de- '
P.L. 86-36 - :

':*:.: *trgree .pemitted by assigoment of qual:n.ﬁed operators. On-]. Jan 55, major

.".’, tall s:.gn/key chengee by service nets prodnced.: ‘"_ﬂnrry of problems

1n recovery and net 1dentification. Following notemr&ﬁ? occurrences were

-

observed on gervice missiona;-2

24

| . T7 Zun Rept, ¥S 8608, TRRS, fy 1955, Vol II, p2. | ﬁER‘ _
. 2. Tbid. pp2-8. . _ _

WE i 3 : page 27 _of 28 Fanss
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~ EO3.3b(3)
" PL.86-36

j B
o o
i, P
T

intercept provided no Uutstanding_iterns of interest.

_ During the year the station’s Automatic Morse Section, using en NSA -

25
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. . Scanning Guide, selected 139,329 msgs comprising 2 633,672

. terest to analytical sections there .l

The. statiop- 5 Radio Printer Section supplied opera'bors better infoma-

tion from ﬂlanual Morse and T/A sections during t.he yea.r vhich Tresulted in

more “complete intercept ofL

I
. ¥
- *

| print.er tranmiaeions sent on

. lin.ks parqllel th’ assigned manual Morse c:.rcuits. An estimated $2,500 vas

E 033b(3)' I sdved as & result of substitution of single copy in place- of 'bhree-part tele-

L

-

"

- L3 a
n...-

K Tl ., As 10 "gcramblex; ;nterce-pt equipment was 1nst.alled., no intercept, excep't

", to copy st.utter groups, was performed'. oh "such .c:).:cu:l_ts. Apparently a slow

* -
".a
" . L

T , conversion to scrambler vas being made on both service and coulne:rcial

x
* L]

:radio printer links.  "*. ..

Continuous search and i:o'pyin_g of printer links provided con-

siderable trafiic for scanners: A constant surplus of radio printer inter-
ceptors permitted meny to recelve tape scanning training thereby increasing

their value and enlarging thelr capabilities. Inexperdenced operators were

1. Ann Rept, ¥g 8602, TRRS, fy 1959, Vol IX, pB. : _
. 2. TIbid. pp8-9. o —EI%R—
_ - 26 _ : -

' ; _ - Copy, L 01 %5 _Copies




1

trained in fundamentals of radio printer and theory.

All radio printer operators were trained as tape scanners, a process

requiring six months. Rapid turnover of personnel, the necessity of keep-

ing men trained in both tape scanning and radio printer intercept work, .

-plus the attempt to train all 059 MOS men in scanning created meny personnel

management problems.

Special missions for tape scanners, sent immediately by wire were:

selecting Category 22 messages to or from referring

- to the | and ady Category 3h messages Q business.

E033Mh)2) "
P.L. 86-36

. msgs for forwarding. NSA notified the section of its appreciation.2

The station's CommCen had & half-duplex leased landline to NSA and a
half-duplex to the major'relay center at the Presidio of San Francisco.

The former fransmitte& both on and off-line. PYTHON cryptosystem was

utilized principaliy; VENUS and DIANA-systems'were also available. During

the fiscal year 25,052 msgs were trensmitted with an average of l69'éps pef
message. Only 8,522 minutes of eutage was experienced in éomparisen to
171;810 the previous year. Pridr to, during, and after, the UN Conference -
of June 1955 in'San Francisco, the CommCen assiste@ as NSA reﬁresentative'

in San Francisco in passing traffic. From 16-28 Jun 55, selected messages
from the transmission files.of'several commercial comﬁunications firms in

Sen Francisco were microfilmed and hand carried to the station for encryption

and transmission.  Two TT27 ﬁeletypewriter eguipmehts procured by £he NSA

1. Ann Rept FS 8602, TRRS fy 1955, Vol II, pp9-10. : |
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- Representative from commercial sources were utilized tg ermit teletype

operators to read the records. A total of 86,808 gps were ‘pgied" and sent

to NSA on this project.l  REF: VOL._L_P. ___/_-22_

B. Territory of Alaska .
EO 3.3(h)(2) . :
PL.86-36 : 1. Hgq ASA, Alaska, 8614 DU, Fort Richardson

.« e, Trre ., The Operations Section of Hq ASA, Alaska processed Morse,

L3 LI -,.. Lot -

". voice ahd radio printer traffid "to- obtain COMINT and technical data through-

out Ty 1955 Prrmary targets vere

.

it

AT I o
‘.4: A ,..-.

¢ Traffic was received

.

from Fort Richardson, Nome, Gembell and Kenai. Detachment A, at Adak tested

T

- andiprepared’for a COMINT mission, but did not undertake“one‘during the re-
port period. In.February 1955, COMINT effort at Nome was. discontinued and,

| in the third quarter, intercept activities at Fort Richardson ended as the

i 333d Company waes defedenallzed. At Gambell, . COMINT activity was increased _f‘

hy one radio telephone positioen raising its operational potential to six
_manual Morse and three radiotelephone positions.2 Throughout the year in-

.

" formation compiled by major operational sections wes developed into reports,

in spot intelligence summaries, forwarded to USARAL, ASA, NSA and other

.

interested organizatlons as follows ’..

Reports Control o .

This section was established 11 Jul Eh , An improvement in overall
correlation of intelligence was readily apparent as the section consolidated
intelligence produced by all sections. Four consumer reports were published:
Monthly Activities Report, Weekly Operational Actlvities Report, Weekly Tech-
nical Notes and Periodic C/A Notes. A resume of| _|activity in
the Far East from Januasry 1953 - June 1955 was also prepared.> :

‘ . I, Aon Rept, FS B602, TRES, Ty 1955, Vol II, ppi3-1k. 'EI‘B‘ER— |
2. Ann Rept, ASA Alaska, fy 1955, Vol II, p3. . . "

] N : ~ Page 3/ o4 23 ﬂges
) Copy el Of lﬁCopias )

3. Ibid. ph.




P.L. 86-36

EO33(2), |

Traffic Analysis

*

Cryptanalysiis

Translation

. % Str-gth averaged'D men. Primary function was transletion of
) messagqp- decrypted by C/A and scanning voice transcripts from Kenai and the
. 3334, Company. .The section did all transcribing for the command. At the

c:lose ‘of the yea:' only Kenal and Gambell produced volce Intercept. After '
Nome was ‘closed in’ April. 1_955, only Kenai produced radic. printer traffic.
Another mpor’pant f‘unct‘ion wae translation of chatter as most T/A personnel
knew little of” :Eoreign langlrages and chatter rained a good source of :
information. . "

L
* 3 - x
-* N » L)
* * .
-

Detachment E S,

L
L] L]

This detachment operated:manual Morse posi‘ti.ons,:]voice |
:.ntercept posltions, a 'braffic analysis and = radio malntenartee section._

Primary m:.ssion of the Gambell site was 1ntercept of traff‘lc on the|:|

I, Ann Rept, AGA Alaska, Ly 1955, Vol 11, ph.

2, . Ibid. ppl-5.
3. Ibid. pp5-6. 29
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EO 3.3(h)(2) o n erppey
PLETE Tﬂ. oLontC

Several special missions were performed in connection with the shooting
down of & US Navy P2V pﬁtrol bomber by Soviet fighters, for uhilch detachment
personnel receivéd éameﬁdatian for ,theif p&rt.s in the- rescue and evacuation
of the plane's crew. The scene of t,;rle cresh was approximately 10 miles from
Detachment E. | L

9 I. Ao Rept, ASA Aleska, fy 1955, VoI II, ppB-9. _El_BER_
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P.L. 86-36
EO 3.3(h)(2)

.
.

L
I
.

erpn
UL UL

Radio Reoeiver SP-600 (Hammerlund) was utilized.hy all-sections.
Considerabie improvement in performance resulted when Reoorder-Reproducer
—7h/U was raised 2" on wooden blocks to allow ventilation of the under-
51de.l -line radio telegraph was utilized for transmission of all keys,
TEXTA.predictions, and-any other’operational material to Chief, ASA Alaska._

Liaison was maintained with the 94724 TSU to assure a secondary channel of -

"administrative cormunications when normal communications failed.2

REF: VT)L P, 4z;=_
2. Field Station, ‘8607 DU, Kenai

Throughout £y 1955, Fld Sta 8607 continued to intercept

foreign communications, perform DF, submit raw material and technical re-

-ports, and perform miscellaneous tasks in support of the national COMINT

effort. The station's operstional mission'consisted of manual and autoé

‘matic intercept of military, naval; air, .civil and polar air, air

warning, police, L | the automatic intercept

.

0

.

*

of|:|1ﬁ the Far Eas't and South American area, jdentification of
1ntercept material vy T/A RFP and DF. The station also furnished sporadic
voluntary support on special air early warning type missions as requested
by‘the Air Force. Coverage of this mission was highly successful 3

‘ A general reduction in station operatlonal strength occurred
in August 1954, but by 15 September all sections were near authorized |
strength. In June 1955, aAconsiderabie increase in replacements brought

some sections above authorization, however, transfer of experienced

operators to Hq ASA Alaska, in addition to normel rotation, cut the number

1. Ann Rept, ASA Alaska, fy 1955, Vol 1I, pp9-11. . _%ER_
‘2. Ibid. pll. - . : .

3. Ann Rept, FS 8607, fy 1955, Vol II, p2.
31
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of skllled manual Morse operators dangerously low duri the: last. quarter

of the report perlod.l

Operational hlghllghts of individual sections foll

Automatic Morse2

| 8. the only assign-
ment until the addition of] [in October 195h. ::At the same time the

sively. In June 1955, Cateéow Nine traffic was recorded- on' RD-75/U mag-
netic tape recorder snd forwarded without further processing ‘Where previous-
ly it had been recorded on RD-60/U recorders on undulato¥‘tape, and manually
transcribed. In addltlo.d to t};e recorders, R-274/FRR (and. RCA SC-88 re-

ceivers were used. .’

Py

3
3

Operators decl:Lhed frem| |during the year.,-», ssigmnent at year 8
end wasilAutomatl c.'Morse., L —|coverage cases. .

. *
3 > _~

3 Manual Morse.3 T : L

.
. *
L]

. ‘- = Gene:‘al e;aphasas in the. early part of the year was on ‘
' 'I:__—hets . placed on.ass:Lgnmeni; in September 1954. A.maximum effort was
made’ on recq’very Of & ‘major syst.em changeover of target caseé in early Jan-
uary 1955. xi Partial. recoveries were made prior to the énd of January with
alnost complete recovery.by the end of February. By’ this time ,_
V. nd itary cireuits were predominate agsignments although civil air 5
- . Icases vere also. copied.

. P .

.. zﬁt the" beginnlng of fy 1955, IEM werg.manning intercept and{:]
Jotrigk ehiéf pésitions. By the ~nd of February 1955, BM mayned: the same
nu;ﬁber of EOSltionS. In e,ar]'.y AprJ.L a twen‘lfy <foutrth n:bercept position

was.instq]’.led. At the,erdd of the’ ear;, EM wene &vallable; of whi

uei‘e e,xperlenced |:|stud.ents a.nd Jun.ior 'operators. ettt )

e 3.0 -

roae et %m*‘alfficuliy“wes -lack of renlaeem'ent parts for typewriters.

A riie wa-.s-mlssed' 'because- of ‘this equipment being deadlined. Several
o Halhcrgfter .R-2’?l& receivers were installed to increase circuit coverage
:'5:.'.." —‘bga i‘:‘.egd,ency sbétting. These worked well although BC-T79-A or BC-T?9-B
.5‘:} ot tere believed superior. ,
P.L.86-36 : :
EO 3.3(h)(2)

T. Aon Rept, FS 8607, fy 1955, Vol 1I, oh. R
2. Ibid. plo. | EBbER

3. Ibid. ppll-l2.
‘I’ : : | 32 e . . |
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' Direction Findingt

The equipment, an AN/TRD-k with crossed "U" adcock entenna cut
for frequency rarge 3-10 mcs, was installed, operating and awaiting assign-
ment by 30 Sep 54. The first week of October was spent in testing and
calibration. Extreme care was taken in making s bearing correction chart
to provide for any inherent error in the anteanns field and correct the bear-

- ing fer any octantal error that might occur on higher frequencies. Initial
-assignment wes made 7 Oct 5L when 24 hours-per-day operations were begun.
P.L 86-36 Next to DF, the most important task was taking 1ndependent and check bear-

- EO33(h)2), - 1ings.

. Tte.L A "tip off" system was also inaugurated between the station 8 Inter- ,
‘ cept "&nd- Cq,ntrol Sections. From April 1955 to the end of the year an effort
*. was made to réduce .repetitious bearings on known stations so that more time
, could be gpent searching and shooting new and unidentified stations. Total
‘bear:.ngs decreased but their ‘valqe increased. In May and June, target bear-
ings were assigned which could not be heard. The assignment at the close

. _of the year was as follows: | | PRI ABLE, and
| [PRI BAKER. — , | -

Special Identification®

Film library mounting cards were standardized for ease in locating
and matching. In January 1955, a transmitter collocation subsection was '
formed. Shooting of 2B transmissions began 16 Mar 55 and a library started.
A special logging system maintained continuity on each individual trans-
mitter being used in a certain city. The section was able to tie in several
2B transmission shots with CW transmitters from the same city. During the
first two weeks of the January call sign frequency change, analysts made ag
many matches as possible with the previous years' calls. Along with tips
from manual Morse and traffic control, it was possible to collocate a con-.
siderable number of new calls. As a result, continuity was meintained on

practically all cases.

Special instructors gave personnel training in overall maintenance of
.DER-17, and operation and repair of the DEN-17-2 cemera unit. The P-I plug
was checked for reversal, but was found to be correctly placed. In response:
to a technical bulletin, film shot length was shortened from 25 to 20 £t

per shot.

Poor receiving conditions reduced shot totals during the winter months.
Another factor was dropping of severa.l Naval cases formerly glven wide
coverage. Total shots for the year were 2545. Mission at the end of the
year included: 2 "A" priorlty and 15 "B" priority NSA cases, and 6 "A"

' I. Ann Rept, FS 8607, fy 1955, Vol 11, ppﬂf-l5 ' : ,
2. mbid. pplo-2. . EIDER-
e o - 33 L -
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rpriority. was shot

priority, 2 "B" priority and 21 "C" priority cases. ]
severy six days.

every day, "B" priority every three days, and "C" pri

Control Sectionl

Strength at the beginning of the year was lops .of{__—lm
~ in August 1954 necessitated discoptinuamce 'of .monthly” ecimical notes.
Due to the relatlvely amalI. humber of F.M authorized, the".primary function

P.L. 86-36

EO33hy2) " """ = = Afber- the|:]connnunicat10ns change of 1 Jan 55: ‘Bome permanent

-.-.. ; . and many tentative identifications were made through theé use of DF and RFP.
En,piph-er:mg charts and keys were recovered by hlgher headquarters ’ and the

. . LAY <
* PR Y I

P An -garly scanning ~system for high priori{;}’ |:|traﬁ‘ic was ' inaugurated
*, in 'F‘ebruaz‘y' 1-955 Seventy-oné* mesmges out of several: thousand intercepted
* were s‘elected for priority forwardlng. «Broduction dre]:ped. ai‘ter l April A

when some. intercep‘beﬂ- circuits switched to L e
"4 | Vo:u’:e?

. . . . .

.
*

. Both |:|commercial'and' service type transmissions were copied
.five links and search on the former, ‘aiy ‘end civil air search on the latter..
'Shipping, Naval air, air defense, voice| |_and, police: cases were copied .
on an unas,sig;ned intercept basis. AL I T

.
. ]
., .

. Cne pos&tion , utilizing RD-T4 and an average of| Ili-nguists .
was used, however, the performance of the RD-Th was poor.. Factors that en-
hanced proficiéncy were: TDY assignment ¢f experienced personnel to the
station, and sending the section chief on TDY to other stations. This inter-

. change improved coordination and receipt of vital documentary aids. Coordi-
nation with DF led -to identification in many unknown cases. and helped pin-

" point stations for better antenna selection. Increased utilization of tech-
nical aids was also igportant. Plans to phase out the voice mission at the
close of the year were*discontinued. Voice intercept for the year: tetaled
1963 hours.. Assignment -at the. end of the year vas:

'l. 'A, ' “ &
. 20 ) )
3.

3

.

\O GO=1 O\ &

@ . T K= Rept, F5 8607, Ty 1955, VoI II, Fpo2-23.
2. Tbid. pp2h-26. |
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O Radio Printer’

. Assigned strength dropped from [:Imen_ during the year. -

Equipment changes were: loss of AX-9O.by fire, six 1TPA and three 1TPD
"altered to four 1TPA, five 1TPD, -dnd two trick positions converted to

search positions and three- rdther than four DEN- 35. Copy time on two -
channel military nets' dmounted to 6240 hours. During October 195k, a

. large amount,of traffic was noted with main-
- line link 'between[ of proper[  Pquip-
© ment prevenpteq. whalysis.. Pexnsornel-were "geht on TDY three weeks for
PR .;m‘stmctﬁ,.qp.,ip] |Pr1nter T/A, as more complete and correct
P L 8636 R R "I'd'éntiﬁcation was desired. From April to the end of the year, a high
EO3. 3(h)(2) ----- r. + « = +volume OF| ~ ]1inks was nocted.
"3'.'.'-'.- .. On1Jan 55, a complete change 'of" #cths ‘for|

made most of the schedules compiled by the station obsolete. Accordingly,
. DCR was 'replaced by DANAR and & control system for classified documents
. establlsh,pd

L
LR

. In January 1955 , M 1k -pr:mters of one ASAN -13 pos:Ltion vere wired in
accordance with 1TPR #6 to covér the 1TFB assignment. At the same time
M-15 pr.’mte;'s were modifi-ed with a smeil .piece of angle iron to protect .
the cover wihdow. In February 5 five M-15 printers with 1TPD baskets were
modified to elim;nate the suto line feed when cai‘r:.age return impulse was

received. . . . ) ., ..

. * . . . .
[}

' The assignmen’e at "l'.he beginnlng of ‘che report perloﬂ. was[mTk_J
Service RP links,[ [Printer links, | | 5,
and assigned-search for all’ of the above. By the end of February 1955,
maltiplex-type systems utilizing ASAN-13's and ASAN-8's were dropped. At

Combined intercept traffic total for fy 1955 was over 13,000,000 gps.
: Reports on ionospheric predictions from higher hea&qué.rberé aided overall ;
intcrcept. Readings, during t};e last few days of Ai)ril 1955 and into the
month of May, were poor a;id were reflected by 1o§r intci‘ccpt levcls ana very

poor DF b'earings._2 A valuable addition to the station durihg the year was

1. Ann Rept, FS 8607, fy 1955, Vol 11, pp27 31. [
2. TIvid. pp33- -3k,
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the installation of a secure 'belephone 1ntercommun1cati ns system between

_ all operating sections.l REF: VOL. L~ P._ s«
P.L. 86-36 .
EO 3.3(h)(2) _
’ "_.: . C. Republic of Panama
«** 3 s . .
et ‘i, : 1. ©Hq & Hqg Det, ASA, Caribbean, 8616.0U, Canal;-Zone.

:

I3

LR v e
L

.
*
o

L i During the period 1 Apr-30 Jun Sk, the ASA,

o COMINT activ:Lty dld' not perfom any special missions

Caribbean

support éf local

*

N

. ]

" command§ o however | ) ~ | traffic passed by_ACAN 'uas gathered

rs

®

. ¥ by the lbeal Special Security ofﬁce, given to ASA,

Caribbean' Jor forward:mg to Hq ASA for processing and :extraction of 1nforma- :

tion of intelligence value. In addition, I__:ltrafric by the leading

4w‘*

|———]radio facility in the area was obtained through a USARCARIB
_source and forwarded to NSA.2 From July 195k to March 1955, CGMINT activ-
'ity of ASA, _Caribbee.n was conducted on an operational:;training ‘basis and

included intercept ands Yraffic analysis, This had resulted from a 90-day

.

general search test and subsequent notification from Hq ASA to establish

- close- support COMINT in the Caribbean area.3

By 1 Apr 55, the headquarters had been assigned tbe mission of pro-.

viding COMIN'I' in support of USARCARI.B through 1ntercept and. DF of foreign
commnications targe‘bs affecting the security of the Canal Zone ‘and sub-
. mitting raw traffic and technical re’ports to NSA in support of the national

COMINT effort.h Station designat_ion was assigned, 13.Apr_'5>5. NSA

exercised 0perational control ; non-routine operational instiuctions were

issued through Hq ASA.°

Ann Rept, FS 8607, fy 1955, Vol II p22. E 4
Comd Rept, ASA Caribbean, 8616 Dy, fy 1955, Vol IIL,: P7 _Em

Tbid. p3. : 36
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. .

A new TD of May 1955 suthorized for assigiment to the

Intelligence Branch of the headquarters. As of 30 Jun 55, | |
were assignéd. The only equipment suthorized for intercept and DF were
one BC 312, two AN/PRD-1, snd three AN/GRC-9's. Receivers R-27h and Re-
_corders RD-Th later supplemented A‘authorized 'équipment.l ‘

‘ From inception, ASA, Caribbean's COMINT activity concerned the inter-
' cept of foreign communications in the Caribbean area with tkre aim of identi- .
 fying 11licit transmissions, and forwarding all intercepted traffic to NSA
and/or ASA.. Trai.fficnanal.ysis was performed on sll raw traffic to maintain
local intercept control. Local TEXTA was compi_led and TEXTA changes were
forwarded to NSA. Special'T/A and translation was perfdrméd on all Spénish'
clear text with's view to furnishing the supported command‘with an "end
product.” This was done without interrupting the.flow of traffic to NSA
'a‘ndxA&A. Period:lc operational and special technical reports were prepared
and forwerded in accordance with NSA directives. Specigl "end product"
reports were prepared on items of locai interest van.d forwarded-to thé sup-
poﬁed command through the local- SS0. Due to lack of TEXTA the l:ﬁnited. |
'range of the DF equipment, and the lack of a valid mission, ’DF personnel

vwere trained as intercept operators.- RLF VOL L P 1L

1. Comd Rept, ASA Caribbean, 8616 o0 , Ty 1955, Vol II, pp8 9.
2. Tbid. pplO-11:
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D. Territory of Hewaii
1. Field Stetion 8605 DU, Helemano Oahu
Lhroughout fy 1955 Fld Sta 8605 conducted;its CGMINT mission
through its Operations Branch wnlch consisted of a Traffi Centrol and
Eéi;gﬁiz) Reports, Manual Morse,'RP, Voice,lCommCeh and Signal Sup: ;y;haintenence
?i.;" -.Sections. With the conversion of the single voice-positieh to a manual

0 *
- . s o

»
.
e
P—
.

. per§o;me1 decreased from :'during the year.

wo- day off basis.?
Al]l manual MqrEE.and RP raw traffic was forwarded daily

ia: Armed Forces

* Courier Service.% .
* * -
* .

s : . The rece;pt dnd employment of Receiver. R- 390/U the new
ﬂ'category‘XQRay ass1gnments the decentrallzatlon progrem, the 1mp1ementat10n

of new statlpn Spec1f1cat10ns;.the addltlon of on-llne COMINT circu1ts for

reportlng purposes, and the extenszve exchange of technical 1nformat10n with

other statlons ihcreased station operafional efficiency'and improved the

. 3
3
. .
.

Special missions were also performed.. A11:| traffic
inte}eepted,on

K

quantlty, qudllty and timeliness of the 1ntercept and chal ana1y51s efforts.

and return from 1:8}0ct 54 was séparately
packaged and forwarded without processing I

] ‘and

messages from 19 -25 February were scanned to Category 34,

processed as regular traffic. On 31 Jan 55, a special 60-day 5canning
1. Ann Rept, FS 8605, fy 1955, Vol-II,.pl.

2. 1Ibid. p5. '

3

3. 1Ibid, p7.
T 4. Ibid. p24.
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mission for fo_‘rwarding by electrical measne all intercepted messages to

e LTI and from was begun. 1

3

Starting at 0900 31 Jan 55; the station began monitoring the Ehlwetok-
Hawaii-US RT circuit on ‘a 2h-hour basis.2

Operational hi.ghli@ts of .1ndivid.ual sections follow:

Menugl’ Morse3
_ ' ,. .-t . . Jhe .section .averaged | | Sixteen positions and a minimum
P.L. 86-36 A of 368 man-hours per day were required to effect:lvely cover the mission in
EC3.3(M@), ' July 1954 end 15 positions with 352 man-hours in June 1955. Total messages

“~,~ e -.jntercepted were 45,855 as compared with 29,904 the previous year. Largest
ment]ﬂl'y tqtal, was 5,371 in June 1955. Traffic and chatter were. intercepted
..from an -awerage' o5 23 ;Lx;\dlv:ldual circuits each day

L] .
* - l..

»
-
. - 2 L

. - 'A.ma:jorL * e N jchange occurred
4 Jan 55... By a concentrated- search of the frequency- divieion and with close
cooPeration-Qf T/A, almost 100% reeqvery of normally heardlZ]cases on
ass:.gnmeqt wag agcomplished by 19 January.. A special training program re-
duced:the ‘period bf tfraining for new 0perators'. .Close liaison with nom-
Morse insuréd maximum .eqverage of common links. Approximately 5,232 RP
‘references were hoted anﬁ.exploited.. All availsble data rélating to call
signs, frequenclea, circuit- *Betivity and reception of- assigned |cir-
cuits wes compiled as referende’ material. C

"Redio Printer.,"" Yt

* .
..

This section commenced the year 'vr.lth an 1ntercept assignment of
4 single and 20 two-channel cases. The assignment included 11
first pricrity cases, 9 alternate cases, and a general search mission for
new and unidentified cases. On 31 Oct 5k, the complete RP Group "X" assign-
ment was dropped and a new Group "X" assignment by catefory initiated.
Additionally, all cases parallel to manual Morse and an search mission

1. Ann Rept, FS 8605, fy 1955, Vol II, p25.

‘I> 2, Ibid. pb. |
“3. Ibid. pp2, 7, 13-15. 39
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. ' .. e
vere covered. The assignment consisted of four categori

P.L. 86-36 v 2)
EO 3.3(h)(2) _ 3)
¥ & R ) . h.)

* g

A«sslgned cases dropped from 1114 at the opening to. 33
year. Pérsonnel similarly decressed from|
These men covered 8 simplex, 6.two channel, 6 mult:.plex,’
and 3 search positi@ns. . .

,ai_: the close of the

,fsignal analysis,

* *

The types of transm:.ssrons 1ntercep'bed from asagnedD targets in- -
cluded two-channel, threé- channél s. four- cham;el ) six-chan’nel -and nine-channel
Baudot multiplex transmlssions. Alsd dpteréepted werflTPA and 1TPB single

channel transmissiong’. The majoritﬁ of,l_:]targets on, assigmnent utilized

double frequency shift keying. idéntification aidsv Were employed and
approximately 99% 'of all intergepted ransmissions were correctly identi-
fied. From 13 Jul 54 to the.énd ©of.the yéar,[ ] trans-
missions were 1ntercepted v:.t‘hl |groups copied.
Total intercept :bime was 6 895 hours’ :Icoverége and 32,012 hours
coversage. Totad L |traffﬂ c 1ntercepted consisted of 48 195
periorat.ed ta_pes and u‘ 818 p::.eces- of* Page copy. , ,
-i e Traf‘fn,c Contrgl and Reportsl
@ e * o , ,‘ %

» . s ® o

b 2 . o’I‘ECSUM's, JIARE's and DANAR's wvere. prepared. TE)EI‘A and other tech-
. nlcaJ: aid-s‘ we:ga. ‘maintained and T/A performed as required for local intercept

e cqrrt,ml‘ for*processing intercepted meterial and other pur;poaes. Strength
.~ \fas a@gronmatelyl_-ghLI

\ =

- :‘,":‘ S Pro.}ects 1ncluded studies pertalmng to eircuit frequency usage, MUN
R . «Pl1ée, BST files, circuit schedules, message service number studies, opera-
' PL 8636 T tor characteristics file and recovery work on procedure charts in-RP and
EO3.3(h)2) . . Manual Morse Sections. The filing system was completely revised in March
* g 1955. A TEXIN report was placed in.effect July 1954. Forwarding of RP

‘.. Morse TECSUM was commenced in November and DANAR in December. In March 1955,
certaln portions of key recoveries were forwarded by wire with ASA, Far East

. added as‘an, information addressee for a month. In May, & new forwarding
procedure forljtrafflc to ineclude NSA and ASA, Far East was effected.

I Am Rept, FS 8605, Ty 1955,._v01_i1,, op3, 10, 16-20.
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‘ The section recommended & complete revision of the Morse assignment
to include dropping of all RK circuits, in order to fit more closely into
local intercept conditions. The recommendation was approved and one full
cover position and one group position dropped. Ome priorder POROCO was
added. This nev assignment covered RM, RP and RT circuits in the Morse
Section. ‘ . o

Contributions to the communication networks recovery were made after
the January 1955 communications change. Certain key recoveries, special
T/A releases and TEXIN reports were forwarded daily by wire to NSA and
other intercept stations. RP scanners processed a total of 1,487,036 msgs. -

" REF. VOL_TP_s&s
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E. Barope

1. THgq ASA, Europe, Fra.nkﬁrt, Germany

PL. 86-36
EO 33(h)(2), ,

. . * a

R .. ] intercept. Analysis was con-

ducted on[ ___ Jimtercept until 1 Mar 55.°

Team was 6rganized into a Morse group and a R/P group until
3

,fanuary 1955, vhen a Type Easy call sign listing groupwas '.eatablishléd. '
During the year, improved forms were devised and sftaﬁ@zéd; reports and
'correcti_ons '.’.Lssu‘ed as required. .Special‘ attention was paid techﬁi'cal support
of intercept stations'.h | ‘

IBM runs were also made on intercepted Morse and R/P practic;:e traff;lc »

the results of which were used primaril_y as "message hit" files. These wvere

Ann Rept, ASAE, fy 1955, Vol II, pl. _ ‘
Ibid. plO. —=bER
Ibid. plO. ‘ : - :
Tvid. ppl2-13.

o
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o |

useful in identifylng activity as to certain services, areas and nets.

Morse

IBM runs were ucged primarily as T/A alds, vhereas R/P runs, because of their
P.L.86-36

broader scope and freguent lack of call signs, were found useful by T/A
units and intercept statioms.

Morse runs were suapended in Janmuary 1955,

and resumed in June to include T/A elements as well as message preambles.
' * TEM Thnig on the|

-. 'y e,

’u

|were used to study practice traffic;
" métch- -traffic hits; search for valid messages, routing indicators, schednle
‘a and frequenc;r usage 's'tud’.iea » apd compilat.icm of procedural characteri st:lcs.

* .
‘oo

ctanged qul s:l.gns , and additionally a large number of newv :Ecur-le‘tter call
81318 -pere heqrd

5. dn 1 Jan 55, field reports revealed W:lmntan' nets had not
3 .‘.l’e.l:n.m:t'gr'_gt ke

-

*

After using the same Baker Book calls from 31 December to
.. . be@n uging calls from unpredicted BaJser Books
with ca'.'_'L aigm derived 'fmm nev 'kpys, and usually on nev basic station tri-
nomes (BST) I:rt;ercept oPerdtors and ﬂeld trafﬁc analyats prov:lded. most of
the :Lnitial 1dentif!.cation of ne‘bﬁ Bnd trananittins stations.

oo

These vere
~checked at ASA,. Europe "W:l.'th mnte.rial :Brom RSA, GGEQ, 6910 Scty Gp, and. USH ho.

F
- *
-
*
v
L]
.
=

After 3 Jamary, (:‘ call signs uere used byl:lﬂir, Air Harn-

*
*
*
i
.
»

| and in much of the R/P activ-

*

ity, but did not appear in exploited military Morse nets.
main Morse L

In April 1955, the
and in May and June the Hq Military net 1ncluded in 1ts schednle one
call daily.

+

|calla, |

Hovever ‘chie net, as vell as. ot.her m_‘l.i‘t.a:.v District nets,
continued to o;perate normally.

B 1.

Aun Rept, Am_, %y 1955, Vol I, pi3.
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. : 1. Ann Rept, ASAE, fy 1955, Vol 1, ppl5-16.
2. Ibid. pplO-11.

L)

Page £7 nf&ﬂ:;ages

Copy L of L2 Copies




Doc ID: 65645 2 i

oL All plain text printer chat and traffic was scanned for
R personalities, identities of units, cover names, place names, Bnd other
: items of interest. These were translated as fully as: pdssible.

In January 1955 » & R/P activity report wes publlshed, listing identifi—
cation features of activity of the: 2dst quarter. Identification and analy-
gls of R/P activity was of amth value immediately after the January communica-
tions change in reco:very of military net and area identifies for it provided
indicators ag to’ Baker Book usage and through confirmation of basic station
tr:lnomes -common to Morse and R/P. Special R/P releases were published on

. bl v PR . j

_P.L.86-36 , 3)' Pype’ Ba'sy ‘Call S1&d - 'Shortly after the: call sign change,
E033(“)(2) when it was apparent that new four letter call signs were being used on &
-+ . . wide scale, a Type Easy call sign processing group was set up to collect
AR trafﬁc, and prepare it for IBM listings. At first, an effort was made to -
. "follow continuity and identify users in addition to publishing call sign
. llS‘l’iS and consoliaated recoveries. Then, an arrangement was made with NSA
‘- and Iwhere'by ASA, Euz‘ope .would collect, record, and publish all Type Easy
"+ calls including those from NSA,[ __ |and field sources. NSAEUR furnished
s support. Initial editing was performed for IBM punching, proof lists were
*.run off and agai,n edited, and necessary corrections were made in the master ,
IBM deck for conéo.lidated listing. The first list was published 4 Mar 55 and
was followed by regular bi-weekly listings. Once each month a supplementary
ligting of calls with Prqbable placement by page was distributed. It was
»compiled through an IBM "dhaining run." After May 1955, only the last list-
ing 'of each quarter contained all calls for all blocks while intermediate
listiygs covered only the European area. In the same month, NSA's IBM call A
sign card deck was forwarded to ASA; ,Europe to provide a central nmaster deck '
of "best calls."2

. ' .
2 .

. . 3

L]
. . . .

team began the year with operational .control of T/A

and C/A on low and medium grade systems of [ ' ]

L *I networks. Beginning in August, a major

cryptographic change was inltiated on all nets. The,maJority of the systems ’
were high-level and were delegated to NSA. This made one of the two "John"
machines at ASA, Burope unnecessary and it was transferred to US Liaison

Officer (USLO) in February 1955. Operational control of T/A.remained with

I. Ann Rept, ASAE, fy 1955, vol II, ppll-12.
e . 2 . Ibid °’ ppl3-15 . . .
, _ 45
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ASA, Furope.
P.L. 86-36 '
EO 3.3(h )(2)

Intercept was concentrated at USM 634 wi
and two category "J" positions utilized.
th'ii'd SOuUrce,

category "
Material vagxalso "r;ceived from
Continuity vas established and maintained

Qo‘
I

e e

lateral‘ traffic waé. resumed at its previous hi,gh volun
-a medium-ieuel system uere partially read.
en the[ .

.
n

LI &
.
-

.
‘e

After éarly ebraary, all traffic
Tnetwork was apparently high-level -

A major eryptographic ehan'ge was instituted on a11|

.

systems were designated high-level and‘ removed from ASA, Eurepe respansi-

low echelonL }

For all practical purposes there ’uere only two or three readable

[ - ] systenms dtu-ing September-November 195k. In December, all but a few
bility‘

-

" | systems at that ta.me.

By 4 Jun 55, the last of
the year.

thel:j low and medmm-level cryptographic systems had disappeared.
T/A revealed a contirrged expansion of the[

16 were operating.

L3

. |netw0rk during
Rumerous neéts were intercepted and at the end. of the report period
The | “
in March 1955. The main net congisting of control inL

|network underwvent a m.tnor reorganization
split, and two controls each with ix 0/S established.

*

Eisenstein, Germsany

| was
At the start of the year thelZI veice effort was conducted from

Poor location and results necessitated a néw site, and

Page _ﬁ. of mw
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) L i ; . I
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on 1 May 55 ) a: mobile site at Mahring became operational and a few days

e later a mobile site was established at Arzverg.’

[Feam

) Two 'entities of the probl were decentralized to the I_____I

L)

. tea.m during fy 1955. As a result, ASA, Europe apsumed complete -control of

l:l Coxmmmications Actinty (;QM[NT Entity:l to include intercept and

) TEXTA control as well as T/A C/A, translation, and reporting responsibili--

) :‘o"‘ ; 3 tie-ﬂ'-
‘PL.86-36 . ‘ :
EO33(hN2) T The* principak 'C/A effort -was -complete -expl-oita-tien of -a-l:]organ-
‘. L] l. L l. .................... - g ‘
Vel iza’l‘.ion- 1d.e,ntified 26 Jun' 54 a8 ‘the I:lBattalion. The unit was engaged
" . i'n. DF on allied radio etatidns in, Vest Europe, the madority of which were
. ' identified. as American military stations. . I;i've cryptographic systems and

. -...

N 186 ‘k,eys were' ;cecovered d.ur:.ng fy 1955 In. May 1955, vhen units of the' l:l

+  Amy 'began their annual summer maneuver, 8 New station appeared on the net
- which repreeented a security unit attached to a military unit engaged in the

" maneuvers. When the new cryptcaystem vas broken and messages read, the tar-

* o o

"gets proved to be sthtions.

*

. ¢ o

*. In addition tof the team produced oC/A results on other services.

Se,ven military systems‘were recovered by ASA, Eizmpe ’ in addition to five
Navy systems. In some cases ASA Burope was cred.ited ‘with the initial break
.into. systems subsequently completely recovered by NSA and|:|

!_&SA, Burope also assumed :mll T/A responsibility for certain portions
of the-L | — | jNets, and

the I:lteam maintgined call sign, frequency, schedule and net continuity,

' I, Aun Rept, ASA‘}T, Ty 1955, Vol II, ppl6-18.
.- k7 |
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P.L.86-36

!§:. . .' .- ...... . . |

"‘::‘ .dailjr records, ahd.net diagrams. Processing was limit

» ‘_ N RE iﬁtercept*., ‘.,

. .

. ‘\oo

st s e OnlJan.‘SS',,

. e

‘\oo Py

- known source 3 ‘and new 12requencies. Except for

L .« *°*

.
. . *°

* netﬁgfk .structﬁres remained unchanged Certain individnali'nets vere identi-

.

" fi'ed and 'céntinuity established, basic station trinomed;sage determined, and

" finaJ.ly caJl signs assigned to individual books and pages.r By June 1955 s

. all call si.gn ‘hooks were recovéred. Establishme'n-t of complete military net

‘ . .

- Comp‘lete satura.tibn on the | problem was stoppedfxin*'Ianuary 1955

.

dne to lack, of :[analytic personnel and the priority o:r the Easy

ca.'Ll sign change. Message preambles, ‘together with ten gps oi’ text and every

. . \,.-.4‘

conitact, continued to be pum:hed daily, however this did not impair the use-
- 1

:E\J.lness of IBM processing. T/A was perfonned on

g . * . ‘_ S
T A4 . .

.
. .

. .
The . ‘. * re-

i xnained constant during fy 1955 ‘in contrast to the six'key changes of . the

previous year. Two' nev subordinate stat:tons initiated operations ’ and two

.

supplementary keys in use were recovered and forwarded to NSA along with

.

numerous code values. Analysis of |—__|signatures was not successful how-

' ever, analysis of| |address gx'qups proved successful with

58 gps identified, including the location of all |:| transmitting o/s.

Approximately 1200 msgs were translated and published. Military nnits.were

- I7 7mn Rept, ASAE, fy 1055, Vol 1, pplB-20. , —m
o W '
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identified vhere possible through Although the air system

was prac‘bically disqontinued dnring the year, the 'bhree messsges re-

.

d ceived allowed. key recovery. Work was resumed on the con-

.
* -I"---
-----
.

K ¢ trol‘ system|::|_ dn.ring the i‘a].l of 1954 and two matrices were recovered.

pLeess o0 i octewer [ 7| decryption ceased.
EO33(h2)_, . . . '
C o Wt T T In Décember, TIt” wes rep!l.aCed wi'bh & Apparently

"the system vas too cumbersome for it was replaced in February 1955 by a sye-

* . L]
4 00.

h - tem,. 'bhe' text’. of which could be reduced to dinomes and trinomes. According-

. 0'0” .

* ly, the s:tze of each matrice was determined and the key found to change every

*
. . ‘.

e 'bhird day Al'p;ﬁabets 18 + t,be ma'brices vere, recovered plus numerous code values.

. A.fter the ‘:Lni'bia.l breafk.-in;, the ‘t.emporary title I:Iwas assigned. NSA

*

1ssued permanéat titie:feffective 23 Mer 55. To facilitate decryption,

matrices were arranged in'bp four sets > and analytic personnel -continued to

recaver true basic matrices. ' C . A tel

Based on message context the unidentified system

during 'the year. Appronmately 35 keys vere recove:‘ed.'.L

.

_ Thrbughout fy 1955, the:vo:ice problem ‘was epr,oited as far as - |

'facilities. allowed, and became ocne of major 1mportance. Originally one

. .

position at'Fld Sta 8608 had the primary mission of copying the

| network, one cesed net, and vofoe search. During

the year, traffic from l_—_lwas requested and more than doubled as a result.

In March 1955, a voice search position wag established at Fld Sta 860B and

A4 L

traffic increased many times over the previous year. Totally eight
- P.L. 86-36 '

1. Ann Rept, ASAE, fy 1955, Vol II, pp20-22.
® o | ko
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6ice nets vere cased. ‘ Analysis established” 8 Pcf)ic“ call.sign book and

. ° "ayt. .cal.l:s. heard were listed by IBM. Special type nete",

.
.
“l c.. *
® e

v ‘vo:lce ﬁorse pr;.nter, etc. ) received -specialt attention

2 s .. "'

ag volce Morse,

= P Continui’ty wés nieintained on bhp prlncipal: military net

[ . " 1 after &, call,. sign change in October 195k “Continuity was also
established on three 'qdditlonal main line nets using remlar main line keys

and two military nets using a second set of arbitrary kKeys: were found along
vith a.military net uging unkidowd.keys. Continuity was;also.established on
i6 unkrown nets, 14 of whith Uped main line keys.«-‘.».One of these used a
call sign and frequency 'rota generated by the day of the: month (repeated each
month) which had never béen abserved before by ASA, Europé on the problem.
Finally, -continuity wvas maintdined on the~pr1ncipal Navy.and A;l.r Force nets.
Results ifjcluded a subordinate|* | vhich thanged call

+ . 8lkn usage and frequency rotes, and the ‘l,ssuance of TEXIH onL 1
vhich vas i.ntercepted sporad:lcallyo for some time. . '

*
b .

- . . L d
' . ° . & ®

The [ Jteem maintained ccntim;ity on E:]links throughout

fy 1955 Call signs, continuity, and lette-r-for-number substitution codes

*

were recovered end published. Intercept 91‘ nets ves assigned to Fld

B

Sta 8606 in January 1955 in hope of exploiting cryptographic possibilities.
On 1 February, there was & re-allocat:lon of call gigns on|:| and

also some that were previously u.nheard. Thel:l effort vas. d‘.lscontinued

1 Mar 55.3

1. Amn Rept, ASAE, fy 1955, Vol 11, pe2.
2. Ibid. p2l.
‘3. Ibid. p22.
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Tre..,, Yoice

.t BN mring fy 1955, the ASA, Burope voibe program grew from a summertime

- -
. .0 e,

. operation to 'a 12-month intercept program. The three| sites

. .intercepﬁed yalid low level traffic in considerable quantity. From July

- through Octdber,.the Isites at Altefeld, Bshrdorf, and Berlin inter-

. . .

‘_cep‘ped more voice.tra.fﬁc_ than in all the preceding p‘eriod of voice inter-

. . .

éppt * » . M 3

*

I'n September 195h -a site was located at Lubeck which proved very lucra-

. . .

tive dur:lng the mnter month'a_. ‘Buring the same month there vas an attempt

to D‘F. voice transmissions in* the Bahrdorf area. Small pertable IF

*

sets 1n -}; ton trucks were tested extensively, but were ineffective. AN/TRD

*

4 sets in 2% ton trucks succeeded in baking several line bearings deily, but

there were noe ﬁxes. , . _ . >

. .
.

A achool to improve transeriber proficiency was established at ASA;,

Europe, 15 Nov 51& The school continued u.ntil l Apr 55 when students were
assigned to units. Twenty additional Dimafor recorders were procured. in
January 1955', making a total of L42. Antenna fields _,were'rebuilt a:_b Altefeld,

* .

‘Bahrdorf, and.Berlin voice sites, end plans were underway to rebuild "the

.. °

- field at Lubeck. On 1 May, the voice site at Bahrdorf reopened with

positions. Results in the later'nart of

the fiscal year indicated that Bshrdorf wvould agein be a valuable|:|
voice source. Plans were being made to keep the site open during the winter

and NSA sent a team to assist in transcription > analysis , and reporting. _

By the end. of the fiscal year the voice program was succ.essfully getting

ﬂ?ﬁ&ﬁ : Page -si;_(_ °fﬁ Pages
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information to the consumer on time. Daily summaries

' Eilj_'sgg(ﬁ)?z) . thence to consumers produced receipt of the end product within 2k hours after

he- 5024 Group and -

- e, Machine Aids

. thro.ughout f‘y .1955 Until the end o:t‘ the second quarb’- one unit precessed
only |:| trafﬁ.c unde::' :target saturation, while the other processed all other

COMINT projects. The I:l'unit produced valuable listings ror analysis of

frequencies, contacts, il 5, call signs, intercept con‘i'&i‘“&lr ‘Tetc. ‘This re-

1.ieved analysts of practically a.'l.l editing' and manual :logy.ng chores ;. and

pemitted more time to be devoted' %o actual analysis.

» The section continued . support of

.

-
¢ =<y

‘ '-l:l end DF sections. Decrypts, imi‘lbes, time 1ags, patterns, and var-_'

ious pream'ble arrangements were provided C/A and T/A Sections.

On 1 Jan 55, full support was thrown on the Type Easy call sign

change. TECSUM's were punched from all US intercept stations and|:| and
cards_ were recelved from 6910 Scty Gp. Many runs were made in ‘an efﬁort to
regain continuity on some links. As the system began to. break, a ple!cement
‘deck‘ vas initiated containing a block nuinter, source,"c;ll sign, PRC ,- valid-
ity and users. In January 1955, the firstlmob_ile machine ai’ds_ ta.n ezirived.e

Special Identirication Techniques P.L. 86-36

During £y 1955, the SIT Section: consisted of DF, RFP, and MOA. The sec-

tion supported: ASA units contéining these facilities, the. COMINT effort in’

, 1. Ann Rept, ASAE, fy 1955, Vol II, pp22—21+. , o :
-0 2. Ibid. pp26-2"{ g _El_m
o | o - EBER-
_WHEGH.EL ) . Pageﬂof&/li’ages
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e'stablishing locations of enemy or potential enemy radio stations, and T/A

by making identifications by matching transmitters.

During £y 1955 ,» ASA, Europe DF activity was divided into nets organized

as follows :

ASA Eu'oge Strat ﬁgic DF Net

UsM 6
UM 8

- USM 6B
‘USM 6C
UsM 8a
USM 45A
UM ks5C
vsM 8C

Centrol s Herzo Base

- Alternate Control, Scheyern

Bremen

Berlin

Memmingen

Sinzig

Malmsheim :

Kassel (closed 5 Aug Sh)

5024 Group Mobile Net

USM 631
UsSM 632

USM 631A

UsSM 631B
USM 631C
USM 6324
USM 632B
" USM 632C

Control, Rothwesten _
Alternate Control, Bamberg
Lubeck

Kassel "

Wassendorf

Schweinfurt

Straubing - -

5024 Group Voice Net

(This net was established in May 1955 to cover units
on maneuver at Letelinger-Heide training area, East Germany)

USM 602D
USM 602A
UM 602B
USM 602C

Control 3 Bahrdorf
Tulau

Bahrdorf
Seollingen

Trieste

Graz

Bad Aibling -

Weiden

328th Ceinpany Mobile DF Net

Relocated to Landshut, Germany
September 1954
To close 31 Jul 55

53
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® i i 4 m allof these end lst

One complete day s reports were pro

ged each morning.

Call signs were checked BST added where needed, and missibns checked

E'Cl)mzsg(_r?;s(z) ' to determine if they were part of the target areas. Bearings vere ~eifracted-

PR and recorded on a plotting form. The reports vere then

.
* o .

'Tf;.;,,-.‘,b? the IBM sec-

. e ‘taon. When sufficient bearings were accumulated on a Eﬁrget,it vas plotfed :

by ‘otheosplit "I" method and results disseminated. A plotting folder of each

. was maintained conteining net diagrams, letter desisnations~of unit, geo-

R
. .

. graphical cOOrd:Lnates, RFP matches » and graph paper with¥éach- station or BST

it

of the net superlmposed by the split "T" method. By November 195k, all sites

were equipped with DF set AN‘/'.mD gt

. .

oot ., Traffic Control

—eyyy

;['hroughout fy 1955, th:.s sectian wa.s responsible for 'baleneed mission
a-ss:.gament. Accordmgly, special reports wefre studied to o’btain maxd mum
effectiire coverage. The nost signif;lcant -change “tn mission—occurred in mid-
Septembez\, when the intercept assigamen'h of the 331rth C'mpany was amended to

. 1nject|:|search into Category ne pos:l.tions assigned I:]missions.

On 14 Mar 55, Fld Sta 8606's RFP mission was amended to ‘Tevise tip-off re-

sponsibility.2 S

Special Analysis

During the year, special snalysis was performed on|:'1nterc'ept
collected by a G2, USAREUR agency. Collection sourcelf.‘for this iﬁ'ﬁercept

compri sed:

I. Amn Rept, ASAE, Ty 1055, Vol II, Pp2B- 31
2- Ibldo PP32"33.
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TICGM

on 1 Oct 5k, the TICCM tesm was transferred to the In‘ba].'ligence Branch.
.As of 25 Apr 55 the team became knoun as TAREX and connnenced opemtim 1n
accordance wi'bh a TAREX SOP. Regular sources conta.cted. dnrina hhe year were: .

" -1-13-1, 1-p-1, 1—E-1, 1-6-10, 1-80M-3, 1-H-1, 1-K-1, 1-_?,-1’-;* 1-P-2, 125,

1-5-10, 1-80M, 1-86M-2, 1-V-1, and 1-W-1.
CpLss3s
_ EO3.3(h(2)
Eé‘sagig?{z)'_ . In October 195k, both 1—80!4-1_611& 1—80!4—2_ were estgblishe_d; The former
) nas of no value and was dismissed effective 30 Jun 55. ABS, Burope also dis-
t.ribut.ed 10 U-SQBEJR intelligence agencies requirements conceming defectors.
. - I.” han Rept, ASAE, 7y 1955, Vol 11, pplm-lis. o _El_m
56 5= ; o _
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I3

dropped during the first six months of 1955 were: 1-80M-1, 1-E-1, and 1-D-1.

1. 7Zon Rept, ASAE, Iy 1955, Vol 1I, ppho-Bl.

Mach veluasble information was obteined about it. Sources

' 1
Research

The Research Sectidn or Spectrum Search Team, was organizéd to search

the frequency spectrum above 30 mcs for unusual or new type s:lgaals ) making

’ "in-the-field-analyais" of signals found.

In July 1954, the team was loacted in the Grunewald area of Berlin
covering a frequency range from 25 to 12,100 mes. - Few results were obtained

gbove 1000 mes. Priorities assigned were: One, 1000-1750 mes; Two, 500-1000

‘mcs; and Three, 50-250 mcs. During August, extensive search in the frequency

range 1100-1600' mcs gave negative results, but a lack of tésting equipment

'made the sensitivity of receivers doubtful. In Septanber, a very vweek sig-

nal vas intercepted at 1290 mcs and on 10 Nov Slr the first record.:.ng was

made. Strength of the milti-channel decimeter slgnal was insufficient to

4 operate the equlpment.

On 20 November, the tean began operations at Templehof on a 90-day

‘ tﬁhl_. Reception was better at the new position. On 1 Jag 55, signals were

observed on 11145_ and 1240 mcs, but were too weak to Ijecord or.analyze.‘ Addi-

tional equipment was planned for, in order to develop signals at the new

location. Opefat;loﬁs weré -d13continued 3-17'January- vhile equ:meenfwas re-

aligned and overhauled. | ' ‘ '
The team waﬁ instru'ctéd to record 1290 mcs_.sigaals beginning 11 January.

Extensive search and sampling of other signals continued. New equipment was

Page Lo cf 2___Pages‘
€0pY ek Of ¥ Copies




received in February includ.ing two 10 ft perabolic ai
AP0O-9 RCA Voltmeter, end a five-inch '.oscilloscope. A suif, signal
strength was d’oubleé. | ' | - .

On 15 April, the mission vas changed. 1290 mcs ”‘i‘i%inuea 'io be..re- o |
corded, and 1480 mcs vas schednled for recording. When the;:l‘emplehef trans-

mitter was down, attention was paid to 1330 mcs a8 a 3% "b]..e carrie;', and

1750 mes, with any unusual signal conditions or activ:l- ;':.noted. The newly

tenn'a searched.

frequency range 5-250 mcs, concentrating on multi chann ~type signals. A

mebile run was also made. Record.ings of demodulated voice} and engineer

channels of 1290 mcs were then prepared.. Reported signals;from 30-300 mes
- were recorded once a week: except for 52 and 585 nes wh:l.ch were given speclal_ )
P.L. 86-36 g
EO 3'3(h)(2)" treatment. i
. T .0f 1nterest was the lntercept of two- signals on 1200 and 1399 nes by

»
. LS

* .anf However , 8 section representatlve ’

.
. »

L
. ]

sent 'to|:| failed to pick up the signal again.

By the end. of the year it was felt that sufficient :!.nfemation had been
collected on |sig;\als above 1000 mes and enough equipment had been

designed to begin preduction. Egquipment layou_t was rearranged to glve maxi -

Tmam space for a "PROD" operation e.nd e patch panel vas inetalled so equip-
ment could be easily inter-comnected. for dexnonstratione.l' | .'
| ‘Reports | '
Thig section was established 1. Nov 54. After a monfh of _ergenizational

0 - I, Kun Rept, ASAE, ¥y 1955, Vol 1I, pphb-51. — —E'IEER—
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work, weekly briefings were initiated. Routine processing of technical re-

ports and decuments wes carried out. During the first month of 1955, the

’ 'branch began establishing consumer requlrements for COMINT end-prod.ucts.

The filing system was revised and microfilming undertaken. A reading file
of COMINT and collateral material was instituted. During the report period,

199 reportes were published; 8628 COMINT and 1911 collateral documents pro- o

'ce_ssed.l REF: VOL L P _les

2. Hq ASA, Austria, Salzburg, Austriav

Throughout fy 1955 , the operational miss:Lon of ASA, Austria

included control, processing, and reporting COMINT on the

milltary and para-military 't;argets.2

_Accordingly, analytical processing of raw and semi-processed material received

.from collection units was performed as well as a major COMINT reporting effort

from the Europeanthéater on these targets. Further R 'bhe collection ei’fort

‘of the 328th Company and Detachment K, F1d Sta 8608 was controlled, super-

vised, and cbordinated with other ASA, Furope collection unite. No special ‘

.mis_siens vere assigned. Operational facilities of ASA, Austrie remained at

Salzburg until 25 Jun 55, et which time they were moved to Bad Aibling, Ger-

many.

To provide an organization capable of fulfilling the mission‘, the Opera-'
tions Division was divided into four separate branches ("4," "B," "C," "D")
and a message ceniser.3 Responsibility for intercept control and general

T Ion Rept, AGAE, Iy 1955, VoI II, spla-hi3. ; ,
2. Ann Rept, ASA Austria, 8618 DU, £ 1955, Vol 11, p1. =B ER-
30 Ibid. P2- . : . 3

o9
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adminigtration was delegated to "A" Branch; "B" Branch %

the analyt1cal and reporting effort on the|

targets 3581gned. The entire operational set-up worked 2

days a week.

1955. As s follow-up, clasaes vere conducted implementi
stressed in the course. In June 1955, classes in traffi analytis and a
fcourse in basic cryptanalytic features with which a trafiic‘cnalyst should
‘be familiar vere given by the Chief, Operations Div1aion:vﬁBAEBR 2

In order to provide CCMINT consumers and technical agencies with a
timely product, intelligence and technical;items produced bxbanalytical per- - -
.sonnel vere published and released in reports, bulletineffenecial releases,
end weekly notes.3 In support of technical agenciea, weekly technical
Vnotes, technical support letters, cables, and other pertinent infbrmation
were produced on each m1581on assigned.u

In support of tactical consumers, special releases, COMINT reports, and
translations vere published as events occurred. Continued increase in the |

use of cable facilities for the exchange of technical data produced good co=-

ordination between all headquarters. and unite working on missions under study.’ '

I. Aun Rept, ASA Austria, 8618 DU, fy 1955, Vol II, p2. _ i .
2. Ibid. p3. . ’ . o _'E}Bm

3. Ibid. ph. -
b, TIvid. psS. ,
5.. Ibid. PS', - 60

. W&m - . Page ofai_Pages
oF Ben 4 Copy ‘ of ZE Copies



Doc I1D: 65645 RN

| One new iunovation in the processing of TEXTA oc_curreo. in July 1954
at which time the first TEXIN cable was dispatched. This replaced old end
faulty " sugge'sted TEXTA" cables. The.new procedure was initiated by NSA
and greatly facilitated handling and dissemination of TEXTA in.i’ormation.:L

-Technical and tactical agencies supported by ASA, Austria during fy
1955 included: | |

Technical ~ Tactical

Hq ASA, Washington CG, USFA

NSA, Washington CinC, EUCOM

NSA, Eurcpe (NSAEUR) Cin€, USAREUR
General Commmunications Hq (GGHQ) " CinC, USAFE :
6910 Scty Go (USAFSS) CG, Seventh Army
'12th.Wireless Sq (BTA) CG, 12th AR-
6950 Scty Gp ' o

- 5624 Comm Recon Gp

Intelligence reports were made directly to the CG , USFA, and other

tactical consumers in the Europeau.theater, through Special Secui'ity Officer

channels.2 COMINT reports, plus all types of technical support on target
countries, were forwarded to US and British COMINT agencies through C@MINT
channels.3 ‘ | o

' . During the report period, a voice detachment' (Det G) was re-e'stablished

on the border of the US-Russian Zones of Southern Germany in the area Just

north of Passau, Germany.  The site again proved desirable for voice inter-

cept on |:|targets. However ’ the detachment vas f‘orcecl to return to Bad
Aibling in Novem'be;r l95h because of difficulty in pronding support dnring

the winter months. On ‘R ,Aug 54, a voice position covering|:| Military

.

. . .
- . . .
.

1. Ann Rept, ASK Austria, 8618 DU' fy 1955, Vol II pl'O.
2,. Ibido P6 8 . - *
3. Ibid. pa' -~ P.L.86-36 )
EO 3.3(h)(2) -
61 :

» ‘ =
ToP-SEGRET- 84 224
- _ ' ‘ Copy Lo 0f L35 Coples




Doc ID: 656

0 : targets located at Wels, Austria returned to Bed Ai One.|:|voice
. .positlon was maintained throughout .the- year ‘at Vienna‘ 1
IR :“??"':h.e%' .*99??..&5;1%;1};9’0.6.‘1.@.1@& Augnet, 195k, vas. cne & Bad: M‘nlins onl:l
Eil)_:gir??(z)‘ targets covered by the 328th Company. . The area was test 1n an effort to

.

. izing intercept sites under control of ASA, Austria..» Besults proved that

the qual:.ty or quantity of intercept availa'ble at Wels,

on T° 0ct 54, the politlcal situation (withdrawal S us-:.Tropps) .

forced the DF s:Lte at Trieste. (Det D) to return to its pa}’zg‘_t organization, ;
. con51derably reducing the length of the DF basellne.3 @n' 10> Becember, this
Vdetachment was relocated at Landshut, Germany, a 1ocation utilized by the |
328th Company in 1953. . Although thie location did not increase the-length |
-of the baseline, it provided the back-up essentlel to keeping sites opera-.
tional at Bad Aibling, Germam{ (Det B), Weiden, Germany . (Det c), Landshut,
Gexmany (Det D), and net control* ;-.t Bad Aibling.

Most reportlng on the L —Ipro'blems dealt with COMINT

-evidence of field training of a routine nature, involving elements of regi-_
ments or. battellons conducting ﬁring exercises in the Doellersheim area of

_ Austria. Instead of reporting all activity by electrica]; means. j.n- special
"releases, it was o.ecided that recapitulations of comkmnicat;lons activities

within those organizations would be publiehed as & weekly COMINT report.

I.” Ann Rept, ASA Austria, 8618 DU, fy 1955, Vol 11, p6.
2. Tbid. p8.
3. Ibid. pb.
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' Special releases were continued as the means of reporting initial appear-

ance of field training of major units and other intelligence highlights.l
_One proposal_ 1ntroduced during the year involved movement of the head-

qu_arters Collateral Section from the S3 Section to the Operations Divisien

where 1t would be able to better maintain classified OB covering

Forces-

W as.well as a current Radar OB of. the{ Zone of Austria. Fo]_lowing

125:382(-253(2) "t the move, & much closer relationshlp betveen operational branches in dissem-
PN ~_ . 3 .

+.  inating current collateral information to analytica.l personnel was noted.

F?p 1955 operational highli@its on principal targets or techni—ques Pollow:

Net procedure was s:.milar to that employed in previous years with
most predictions holding true. Normal book sequence was followed.

1. Amn Rept, ASE Austria, 8618 U, fy 1955, Vot 11, BT _
2 mia.wT -EIDER
3. Ibid. p8: - | | ,

k. TIbid. plo.

5. Ibid. pll.
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throughout the year, and, although two basic sta
occurred during the latter six months, continuit; maintained .
on nearly every identified radio group. On 20 Oct bm:new
format for the transmission of valid air warning messages was
introduced on thel jnet to provide greater secur-
trafﬁc.l

'_ .t Th_e antieipated call sign change of 1 Jan 55 did.adotioccur until

"l January. Call signs of 31 December were utiliz_: until the .
change of call sign books, keys, and basic stations was effected.®
New Type Easy call signs from Block 1017 were used.’;é sporadically
throughout the month of January along with call signs;from Baker
'Boek 11. After the call sign change, radio nets serving the 24

. Jwere not identified until after a call sign

"+1k used by other

change bm .1 April. A distinct departure from nomal procedure
occurred wheh-t};ﬁup selected its call signs from. Baker Book
adio groups. _

) DT,
P.L. 86-36
EO 3.3(h)(2)
e,
l.
2.
e
L,

5.

Ann Rept, ASA Austria, 6618 DU, fy 1955, Vol II, pll.

Ibid. pl2. _—
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l. Ann . Y ' I
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The voice problem at ASA, Austria showed considerable improvement
during the first half of fy 1955. This was manifested in both the
amount of traffic intercepted and the quality of the trdénsmissions. -
Quite a few voice nets were identified and equated with their Morse
counterparts through references to voice operation and some mili-
tary traffic was identified through terminology.3 Ho definite
method of call :word derivation was discovered, although it was fair-
ly certain that a pattern type of selection, rather than by the use
of a basic station trinome, was. being employed most of the time. .

: During the second half of fy 1955, the amount and quality of radlo—

telephone traffic intercepted continued to be high, and many nets
continued to be identified by methods similar to those used during
the first half of the fiscal year. A large emount of tactical activ-
ity reflecting low echelon military training was intercepted, al-
though none of the nets on which this traffic occurred could be v
identified. It was tentatively established that call words for cer-
tain other nets were derived according to definite patierns of se-
lection. On some nets, it was noted that call words were possibly

®

3.

Rept, ASA Austria, 8618 DU, £y 1955, Vol 1I, piB. ¢ —
Tbid. pié. 65 H=IBDER
.Tbid. pl9. . | | | o~
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. selected according to five-day repeat patterns, while on other
nets call worde were possibly selected according to monthly

S - repeat patterns. On one net it was noted that some call words
B s 3 repeated on dates which formed the same date patterns used in
c S R the Morse frequency rota of the group.l -
| Cryptanalysis
- EO 3.3(h)(2)
P.L.86-36
1. Ann Rept, ASA Austria, 0618 DU, Ty 1955, Vol 11, p19. .
2. Tbid. p2o. | =R
° . 3. JTbid., p20. 69 ' ' ;

k. - Ibid. p2l.
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o The: cryptanely‘tic effort dnring the fiscal year was divided between

EO 3.3(h)(2) o . production and reseerch, with special emphasis on the latter. - Smell .
P QG‘S_G .- E groups of apalysts were concentrated on particular cryptosystems,
Tt with the result that they beceme guite expert in individual handling

L of their problems.

3 Ann Rept, ASA Austria, 8016 DU, fy 1955, Vol II, p23.

2. Tbid. pe3. - - EHEER-
3. Ibid. p26. : 2 . . '
h. Ipid. p26.

’ ) 5. Ibid. P26. —
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Direction Finding

DF plotting and evaluation remained under the direct “supervision
of the OIC, "A" Branch, throughout fy 1955. Accordingly,. respon-
sibility existed for evaluating and reporting all- b,arings re-
ported by 328th Company mobile DF net and also the: reporting on

a monthly besis to higher headquarters the productivity of each
site within the net. Throughout the report periodj;="D" Branch -
relied on the 328th Company mobile DF net snd on the-ASA, Europe
fixed net for all bearings, which were received on“a'daily basis.l
They were then sveraged and plotted every five days®on‘work sheets
until the end of the month when all bearings for the: month were

. averaged.2 REF: VOL. L p. /7

PL 86-36
EO 3.3(h)2) 3. 5024 Communications Reconnaissance Group,

RRRSARER Gernany B
.ot Throughdut: £3 1955, the primary mission of the 5024 Group

hd . L]
. [

B full respohsibility for the | | Inter-

v cept and reporting on[::::] was given to the group on l Jul 5k and this de-
centralization required modification of previous procednres to’ include

- seven days a week operation, daily traffic analysis summaries, and a month-~j
ly net activ1ty repdrt Analytical sections of subordinate units increased

-to a lh-hour day scheduIe: The group also continued to have responsibility

K3

vfor reporting on the problem, although this was altered

- during the year.3

Group.headquarters operations organization was notamaterially modified.

o .meet the nev mission. Sinilarly; it was not'nessary to chanée'Operation-

- al functions of subordinate intercept units.h Two maJor sectiong--Analysis
and Control--continued to report . directly to the operations officer, and

all concomitant duties vere distributed to these sections.

- T Ann Rept, ASA Austris, 8618 DU, &y 1955, Vol I, 2.
"2, Ibid. p27.
. 3. Ann Rept, 5024 CRG fy 1955, Vol II, p6
k., 7TIpid. p7. 72
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A o | : The'Aneijsis,Qeetion contained a traffic analysis and cryptanalysis

R L ) .,

subsection for each | mission. The Control Section pro-

1vided fof the‘e&;ting of technical reports, the'handling of TOP SECREI con~-
trel for'the_entire hesdquarters, and the publicationlof reports.
' Small analytical gidups continued to be'responsible for the final
analysis~oniall target armies.and raw material was channeled directly to
' them. Raw material usually consieted of manual Morse, which continued to
provide the major amount of intelligence, radio printer; DF, radio finger-
printer, transportation info;mation, and radiotélephone 1ntereeptL A
fusien section later.evolved from the transportation section te amalgamate
- results from the analytical groups, and to augment reports with whatever
| collateral information was available.l
The Control Section was broken down inte four subsections to cover
Amiesion assignment, TEXTA, miseion evaluation end OF plotting. When &
mobiie machine aids unit was assigned to groun_in January 1955,.it became
another contfol subsection. Intercept vas accomplished, as in‘previeus |
Years, by subordinate units-.2 ' |
a Throughout fy 1955, the Control‘Section assumed-the responsibility of
-obtaining wnatever intercept might be needed by the AnalyticaiASection‘to'_
produce finished COMINT. ThlB was accomplished chiefly by the shifting of
emphasis on different aspects of the intercept assignment. Technical advice

and assistance, héwever; were majdr factors utilized in the attainment of

the intercept desired.

1. Anmn Rept, 5024 CRG, fy 1955, Vol II, Pb.
2. Ibid. p7.
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2. Ibid. pTl.

3 L}
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Intercept contrel was exercised for" |:|and to

N : . SR '
the|‘ . |problem: .?his control consisted mission assign-

03
.

»

phone, DF and radio fingerprinting. The manual Mors

L]
L)
.3 L]

E Ag]prbblem was a joint effort between grou and RSA after

Mission assignment and performance of subordinat
evaluated on the premise that the three primary functie
companies were intercept, close intercept-analytical support of group, and

2
rapid reporting of results based upon primary anelysis. The Control

-~ Section also conducted a continuing evaluation and adJustment of its own

assignments, espec1ally in manual Morse and DF. The Control Section super-

1 .vised the shifting of mission coverage between subordinate intercept units

during the necessary moves to insure continuity.. Close intercept support
to subordinate units was provided by timely forwardingAQf TEXIN and EEXiA
material. Staff supervision of the‘Group's.DF effort i&a eXerciSed,'and
istrategic plotting was accomplisbed under the superviSion orAthe‘COntrol

Section. DF results and accuracy were evaluated, and adjustments were made

| on a continmiing basis. The proper forwarding of all types of raw meterial

and reports was supervised by the COntrol Section.3 The utiliZation of the

1. Amn Rept, 5024 CRG, Ty 1955, Vol II, Pl-

3. -Ivid. p72.

Th

PAEO s 77°f&-"a!e‘ ‘
T — Of_.‘i.CODWS '




P.L. 86-36
EO 3.3(h)(2)-

Machine Aids Subsection at Group headquarters was supervised by the sec-

tlon after that unit was instaslled in Jeanuary.

In Most'cases, the shifting of terget emphasis was accomplished upon

the recommendation of the Analytical‘Section with which'the Control Section

" maintained very close liaison at ‘all levels.t -Group headquarters changed

intercept assignment designators 22 Jan 55.

Although this did not affect -

' the method of coverage ¢r efficiency, it contributed‘te uniformity of

assignment methods within the various intercept units and services.

DF and RFP mission assignments were adJusted constantly on the basis

of changing analytical requirements.2

The fiscal year began with two developments which enabled group eon-

trol to providejmnch better intercept than'befpre}3 First; the group wns

”aﬁtﬁériaed to issue TEXIN’s to subordinate'units and other headquarters

interested in the|::::]problem. This. enabled the Control Section to feed

back to intercept operators, w1thout delay, changes in individual target

net operating characteristics upon obtaining three days of continuity by_‘

analysis of all intercept sources.u

tion to assign temporary case notationms.

* The second feature was the delegation of authority to the Comtrol Sec-

This authority facilitated the -

assignment of notations without deley on new nets where continuity had been

obtained from all intercept sources.

Sufficient important exercise nets

vere recovered by this method to. classify the process an invaluable stride

forwardt
1. Ann Rept, 5024 CRG, fy 1955, Vol II, Pr2. ' ‘ .
2. Ipid. p73. —HDER
3. Ibid. p75. ‘ -
", 75

TIvid. p75-
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bility for issuingl

. knowledge of target units. B : %y

was further 'delega't.ed tp 'the L

tained direct- on- lino cryptographic circuit.

Permanent: otations vere -

.

p’Laced on, assigmnent imediately

n. CHAD tape~vas cut in the, group CommCen for all manent TEXTA re-'

ceived from the | | A:L'L incqming TEXTA was- screened by the

Control Section, and only those cases using current'ljbooks forwarded to
subordinate units.3 . .

Group continued to :mrnish a lisison officer to G2 Seventh Army
throughout ﬁ' 1955 Accomplishment of a thorough 1iaison~miasion greatly

improved relations with Army and enabled the group to receive better logis-

: tic support. As usual, group contlnued' to -furnish Army with a very high

percentage of its most tmely and reliable :m;f‘ormation. In turn » G2, Seventh
Army made available the latest collaterel intelligence 5 tlms enabling group

to prodnce more complete intelligence reports by virtﬁe of a more intimate

..

.
»

In previous years, the liaison officer to the[ |

T. Auon Rept, 5024 CRG, Ty 1955, Vol IT, %76 ' — o i
‘2, Ibid. pT6. —E'Q'ER—

3. Ibid- PTT ‘

6
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2. Ibid. p8O.
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was furnished"‘r.)y Hq ASA, Europe.. For most of fy 1955_;, the liaieon officer
was furnished by group because the two' headguarters‘ represented sim.ilar‘
command levels and tasks were parallel Working relations between the two
continued to improve and a definite increase in the amount and quality of
primary technical information produced was noted.'?

End products of intercept companies were passed by both el,ect'ri'cal ’

' means and courler service to group. Materiel with up to SECRET classifi.ca-'

tion was carried by a d.aily, armed courier teo group. Material' or higher
classification vas carried by officer-courier weekly, or more often, if
necessary. Exchange of technical information with other units was control-
.led by the group.2 As fy 1955 ended, a new plan evolved to use three proces-

sing and report'ing centers for information to non-technical consumers. The

'302d4 Battalion was to assume responSibility for thel j

varmies s vhile the 307th Battalion was to report on- the armies

and the voice intercept effort. Group headquart.ers was to maintain respon-

sibility for reporting on the{i Inets, for

reports to all technical ‘consumeré and for 'wrap- up“ reports on ql.l.l:

activity.- R et

Fy 1955 had scarcely begun when group experienced a series of COMINT
alerts. The first alert was called 9-11 Jul 54, when condition YOKE was de-
clared by NSA in conjunction with AF Exercise CHECKPOINT. This provided &

test for newly published'NSA Cir ’53-2.1‘ More important, however, 1t indicated

1. Ann Rept, 5024 CRG, Ty 1955, Vol II, p50.

3. Ibid. p83.

"}, Ibid. pb5. | 7
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a serious weakness in not recelving reports from suborainateaunits'early :

enough to comply with the reporting schedule established 'wlarge part of

RO . - .
this weakness was frequent CormCen equipment failures oc ng. at the most

crucial times. This situation 1mproved with time, bu 8 nEver satiefacg' »
torily remedied.

A condition ABLE alert was called by the Chief, ASK;:Burope on 27 Aug
P.L. 86-36 o ‘

EC)33WX2%_ 54, but was terminated the following day. A third'ale.

W
¢ L.
- L]

ﬁZs declared on

4]a communications chahge of

determined sc0pe.

o NSA revoked the alert later in the day, but replaced it»uith aituatioﬂ[::::]

. f-‘,The next expected crieis never came. In anticipation of a major call

@ _sign‘ehange on 31 Merch, procedures were established byﬁgroup to report.the'

.- extent‘aﬁd nature of the expected quarterly book - or blooﬁ”dhange.'

4 Emergency procedures vere established on 16 Jun 55, for subordinate

units to report immediately any communications reflections of possible un-

. .

: usual activity on’ the anniversary of the l7 Jun 53 Berlin riots, but no

- ridts occurred. Iater, in anticipation of the usual quarterly call sign

@ .

chaige on 30 June, subordinate units were directed to report no later than

22002” one hour after'the normal change.2

Operational highliéhts of the 5024 Group during fy 1955 follow.

. ] | dw Intercgp;

In general the 33lst Company was responsible for intercept of the

[47 ) AAWarmies and nets because of their northern
® . I. Ao Rept, 5024 CRG, fy 1955, Vol 1I, 166,
2- Ibida p67o i 78
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;" In the latter pert of January 1955, the CW nission was modified to re-

*
*

.*T flect changes created by the introductipp.af.the, ne‘-r-l:l call sign sys-

. «.:..tems. . The new mission ceonsisbed.of 18 Cﬂ-posi'b:lons 1nbercept1ng-|:| traf-

LR

*

‘. ) .ﬁc: 5 'EE!;Q 'poarb-.lens- verg Rroken down into three f\:ll coverage positions

LR}
.

. . copyingl |Army nets, , two priorit.y POROCO'B copy‘ingl ‘ |

Ld

-
-

}!:my comand net.s, one priority PQROCO copying Arnw nets, and

ten &earch positiena. The large mumber of search positions was required due

to the la.c.k or continulty on man)r previocusly identified nets.h

'~ nets were dropped from the mission in May 1955. 'These

-

were' redesignated as alr nets due to caZ!;I!. slign usage and 11_1tercept.
1. Ann Rept, 502d CRG, fy 19595, Vol 1I, p7. _
2 maam : | —EIDER-
. 31 Ihida ﬂo ) . 0
k. Ipid. p9. (6
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respons{bility was, transferred to the USAF.

This released several posi- -

. tions for additional lintercept, and a major shift in the mission assign-

ment was effected 1l Jun 55 The new mis51on ineluded heavy emphasis.on the

Armies and remained in effect until the.endp-

1

of the fiscal year.
Plans vere made early in the spring for the reorganization of the group
on 25 June under TOE 32-55, -56, and -5T7. It was planned to continue sub- .
stantially tne same intercept responsibilities by suberdinate battalions,
but to have two companies with intercept responsibilities in each battalion,
each'company covering ten positions and located together under a-unified con-"
trol, supported by a battalion analytical section collocated with thelinter-
cept effort.e Accordingl&,_the 302d Battalion was instructed‘on-23 June to
Lbegin personnel transfers to make Company "A" operable.and to stabilize the
3324 Company which was later to be trensferred to the.Jurisdictionfof the
312th Battalion. | | | |
A major improvement expected from the reorganization wvas the tightening
j of command responsibility, resulting from battalion support and.supervision
of the 1ntercept entity.3 It was found from experience that direct communi-
catlon from group headquarters to the intercept unit sometimes resulted in
the battalion cormander's elimination from the.chain of command and ‘super-
‘ vision, especially when battalion headquarters was located at some distance
from the intercept unit. It was expected that this organizational fault

would be eliminated by the collocation of battalion with the company and

I, Amn Rept, 5024 CRG, fy 1955, Vol II, P9- _ j _

| . 3. TIbid. pll.
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operation of the Cofnm(fen by battalion headquarters, rather than the inter-

cept company .l :

I |CW Traffic Analzsis

anoughou'b fy 1955 ’ analytical sections of subordinate units vorked

in close liaison with intercept operators and sent their results to the

. Analysis Section at group headquarters‘z This section underwent reorgani- -

S Lot " " zation during the year as a result of NSA's _decentralization’program and
Pl 86-30 : resulted in the following changes:S .
. EO33h@),, g ges:
T el W l'% Oreatdon of .a search subsection.
.., 2) " Carteilment of fWe[  |subsection following .the
BRI transfer of lanalytical functions te the 6910th

T, Scty Gp in April 1955.
3y Apguentation of .a fusion subsection through added
personnel. After January 1955, this subsection
fused all .collateral information into usable second-
ary, and when necessary, primary prodncts.

.

Three new reporting procedures ~w.ere initiated during the period 4

l) Effective 1 Jul 54, a traffic analysis summary was

initiated to provide group with a vehicle by which
 to report to NSA on the activity of a]_:larmy for

a 2h-hour period.

2) Weekly Technical Notes were substituted for weekly

: activity reports on 12 July. Originated by NSA,

these notes were to be the instrument by which group,
under the new decentralization plan, would transfer
information concerning unusual technical development
to NSA.

3) The monthly net activity reports became the means to
release information about all nets by case notation
and basic statlon trinomes.2

1. Ann Rept, 5024 CRG, fy 1955, Vol 11, pl2. R N '
2. Toid. . - EIDER-
3. Ibid. pl2. : ' o _ ' ‘
k.,  Tbid. pl3.
5. Ibid. plk.
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' Operational personnel losses continued to plague the group throughout
fy 1954. Clerical personnel euthorized under the TOE were insufficient,
and a shortage of menual Morse i_n‘i:.ercept operators confimed until mid;ﬂinter, )

vhen replacements began to arrive in large nuwbers. A shortage of analytical

X. Ann Rept, 5024 CRG, fy 1955, Vol 1I, pls. M
2. Tbid. plb. ;

. 3. Tbid. plb.
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" personnel.began early in the winter and continued throngh the fiscal year;

« --“, LT

making it necessary'td Tetrain many high-speed radio operators as analysts.

. . Rt

" There was an abundance of[::::::]v010e intercept operators during the

.

, winter but when crucial summer months approached, many" linguistic personnel

who had trained as 1ntercept 0perators rotated to the. ZI and replacements

*

were few. ‘Accordingly, by 30 Jun 55, the radiotelephone intercept program»'

was at spproxipately two-thirds strength, with further personnel ‘decreases

.

expected. . .

.

In the analytical section at both group and its subordinates, the rate
1
of re-enlistment remarned very low.” The first significant group of drafted

personnel was absorbed ﬁor the most part, in subsections vhich did not re-

quire the extensive practical experience needed to become competent in the

-_analysis of the var10usL47 | By the end of the fiscal year, group

headquarters Operations section was suffering along with sdbordinate units
from a‘shortage of officers, with conditions promising to get much.worse be-
fore replacements could be expected to reach required'standards. The offi-
j cer shortage in operating companies, in the face of the reorganization of
25 Jun 55, was extremely critical. ‘ 4 .
A mobile Machine Aids Van AM-164-El with mounted IBM eqnipment arrived
at the group on 30 Dec 5#. Initial-installation and Check of—eqaipment was
' delayed until 7 Jan 55 because power units were not yet available and the
entrance to the area which was to house the van reqnired enlargement. No

shipment damage was found, and the-eqnipment vas serviced and checked out

T, Ao Rept, 5024 CRG, fy 1955, Vol 11, pol. . — .
® | 8
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ready for'0peration by 9 Jan 55.1 The unit was put into operation on 10

January under extremely adverse conditions, because of a lack of equipment

: and naterials; Meanwhile, cabinets were obtained on loan from ASA, Eurqpe

and used throughout the year.2
The group was assigned a DEN 17-2 radio fingerprinter machine at Herzo

Base .on 1 Jul 54, which was manned by personnel from each of the group's

‘intercept companies who supplied a search position for the machine. A

SIGNIN eircuit was instslled to group headquarters for repid trensmission

of targets assignments and reaults.3

Plans ‘Weié made,_however, to move the equipment to Rothwesten as soon

as a permanent operations building could be. qpmpleted. After the January

call sign change, the DEN 17-2 aided a great deal in recovering[:::]contin~
uity but results during the remainder of the year were disapp01nting. Part
of this difficulty was ‘attributed to alleged poor reception at Herzo Base; a
part was attrihutable to the distance from the support of local intercept

control; and part due to the extreme sensitivity of_equipment.&-“ -

In radiotelephone, it was noted that during tests of proposed'voice

‘sites end at other times that some of the equipment used had an extremely

high failure ratio, particularly the RDf7h/U Recorder-Reproducer. Dimophone

recorders were found of great value in the work since they were able to uith-
stand the strain of '21L-hour.operation.5
In DF, the greatest improvement in equipment in this field was the sub-

stitution of AN/TRD-k DF sets in October-November 1954,% for the old SCR-201's.

1. Ann Rept, 502d CRG, fy 1955, Vol I1I, p52. T ‘
2. Ibid. p53. o - EBPER
3. TIbid. pS8. o | A S S
‘4. Ibia. ps8. 85

2. Ibvid. p59.

. Ibid. p60. ;BP SEEHE? : e
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These new sets improved operational efficiency greatly.

gradual re-equipmént with new R-274/C and & few other re

-4
-+

’:ce:\t'vera hélped inter-

l i
EO 3.3(h)(2) cept considerably. | - Ee

P.L. 86-36

*
-
L]
*

1. Aon Rept, 5024 CRG, £y 1955, Vol 11, p6O.

2. Comd Rept, 5024 CRG, £y 1955, ppl8-19. 'Em
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c +%  cycle was changed, but as of June 30, COMINT had not revealed any indica-
o tions of 'a move to field training areas by these units.2
_EO 3.3(h)(2) - _
P‘L. 86'36 f .I,h.l. .l. LS .u- -. -_l -. -. -. -. = = 8 8 8 % w R osw { ! CW cm‘tanal‘ysis

* The yolume of valid traffic received ‘ih 't'he:}:n'ptanaly‘ti,c section -
during the first half of fiscel year 1955 was low. In Jamuary, however, the
volume of valid traffic. .*,,ncreased more than threefold. This was caused by
search effort in recovering |:hilitary nets. A great part of this traffic
proved non-military.3 S :

- I Comd Rept, 5024 CRG, £y 1955, ppeo-23. , _
@ o oM - EIBER

3. Ibid. pes. : - 88
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Analytical success was achieved on 14 systems. These were all of low

sophistication, consisting of dinomic, trinomic and tetranomic substitution
for single letters. Continuity or these recovered systems was lacking, and
in most cases, only one message was available. The First Guards Mechanized
. Army began passing three-digit valid traffic on 1k May, and continued to
pass this traffic through the month of June. This was the first system re-
ceived vwhich had volume and continuity, but it had not yet been recovered

- by the end ofVJune.l

Radiotelephone

rhaps the greatest'progress during fy 1955 was made in the field of
|radiotelephone intercept and analysis, and in January 1955, the

Chief, ASA Europe, delegated control responsibility for both intercepting
.-and reporting on[i:::]raaiotelephone traffic to group. As a result, it weas

found that, the most productive method of obtaining voice intercept was with

fairly static intercept sites near the I:Iborder utilizing elebo-
SRR Tate antenna.fields amd sénsitive receivers. S

;Eossmxaw

Accordingly, & site was established at Iubéck, in addition to the -al-

- ready existing site at Bahrdorf in the British Zone, manned by personnel of -
. Yhe 331st Company, and at Altefeld in the American Zone, manned by personnel
‘of- the 3324 and 334th Companies. (After 1 January, -the Altefeld site was
ot manne& completely by the 3324 Company. .

f ) The 51te at JLubeck was established late in July l95h w1th two positions,
andrexperienced modéraxely good reception. In mid-September, a "V" antenna
was erected vhich made the site as productive as any of the others. Two
more positions were added M-Nbvember. It -was decided to operate these and
the three'at Altefeld throughout ‘the winter to ascertain, if possible,

voice traffic could bé~1ptercepted during those months when
meneuvers were expected. I

-
L]

 The effort~was revarded in mid- January when[:::::::]v01ce traffic be-
gan arriving from°both Altefeld and Lubeck, four months earlier than ever

conducted by the

This aCiVIt% indicated that some type of armored acé¢tivity was being

at Lubeck near the voice-site indicated that much of the activity may have
originated near Rostock.2 .

to winterize the site at Bahrdorf to mske it a year-round function.

Based upon the results received in January,_immediate plans were.made
- Ag the

site did not resume operating until 1 May 55, it was unknown how much valu-
able early activ1ty was missed.

The procedure of handling voioe.traffic was'modified éarly in May.

SIGNIN communications lines were installed from the sites at ILubeck, Bahrdorf
and Altefeld to Rothwesten.

In addition, a circuit was installed to. funnel

Comd Rept, 5024 CRG, fy 1955, pp25-20.
Ibid. p26 27

Page 25 ot Pages
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to Rothwesten sll 1nformation 1ntercepted at a site located:in Berlin and
operated by Fld Sta 8606. Tapes and hard copy of transcriptions were =
couriered to RothWesten.l ) :

. A change was also made in the method of processing radiotelephone
intercept traffic. Ten transcribers were especially trgined at Hq ASA,
Burope, and assigned to the group. .Three transcribers were. assigned each
intercept site, and four were assigned to. the analytical section at Roth-
westen.

P.L. 86-36 .
EO 33(h)(2) ------ MR AR R R RN . Radlotelephone A-nalLls

A great deal of intelligence informatlon was derived fram low-edhelon
military voice traffic during fy 1955. With the increased volume of traffic,
the improvement of intercept, and the more highly trained=personnel involved,
it was possible to obtain much valid information concerning: tactics, OB,
echelon data, the degree of training of tactical elements, and communication

_ techniques.2 _ o ;

The phases of training of these elements were determined by the com- .
plexity of the commands heard in the intercept. Exercises involving armored
units were most freguently intercepted. These units included.tanks alone;
tanks and self-propelled weapons, tanks supporting infantry, unidentified
armored elements in reconnaissance or observation and occasionally tanks

- with air support. : :

At no time during the year was it possible to identify an exercise as
~ involving infantry units alone. Infantry commands were heard, but.these
were always intercepted in conjunction with armored elements. Artillery
exercises were intercepted and followed previously established pattern.
This intercept as a whole was relatively light, and little intelligence
- information was gained.3 .

During the year, voice analysis persomnnel kept a special lookout for
such things as continuity of traffic, names of towns and units, possible
air support, types and sizes of weapons, time intervals in exercises, types
of fire, use of coordinates, mention of terraln features, and special exer-
cises. Special forms of warfare were also noted and reported. These in-
cluded gas and radlologlcal_warfare. Mention was made of gas, contaminated
areas, atomic explosions, atomic activity, and gas and atomic training. 1In
the past, it was deduced that tank training courses were belng used, and
additional intercept confirmed this fact. It was &lso believed that um-
pires or referees, probably located in towers or other simtlarly high van-
tage points, were used to score and report firing results.

I. Coud Rept, 5024 CRG, £y 1955, P2 | ™
2. TIbid. pp28-29. ‘ EBRER-

. 3. Ibid. p30.’ | o — T =l R
® - k. Ivia. p3l. 90
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T During fy 1955, it was the goal of the Voice Traffic Analysis Section
to report items of intelligence value to the consumer within 24 hours after
intercept. To achieve this, an analysis team was established near the
intercept sites in order to get the information as soon as possible. The
section was enlarged during the year to| Imen. | |were sent to Roth-
westen as the field analysis team, the otherj |rema1ned at group head-
quarters as coordinators.” .- .

As certaln problbmg uefe ‘encountered with the present system of report-
ing, gradual, mod;fECHtlon in reporting and processing was inaugurated within
existlng Qapaﬁilltles and prlnciples outlined in the letter of decentraliza- -

. P.L. 86-36 L R R . .I |Direction Finding
EO 3.3(h)(2)

Manual Morse DF. - As of 1 Jul 54, the group mobile DF net consisted
of six DF sites operating as a single unit under a- nég'control and alternate
net control. Three DF sites and net control were assigned the. 33lst Company.
The -other three DF sites and alternate net control were assigned to the 332d
Company .

On 1 Jul 54, net control was located at Koenigslutter, in the British
Zone of Germany, which had been the field location of the 33lst Company
throughout the summer. Net control moved back to the Company's home station
at Giessen 28 Oct 54, and remained there until 23 May 55, when the intercept
unit moved to Rothwesten. The 3324 Company assumed net control while the
331st was inoperative during the moves. Alternate net control was located
at Bamberg throughout the fiscal year. DF sites under both companies were
designated "A", "B", and "C" and were situated in a base line extending U405
miles along the eastern edge of the British and US Zones of -Germany.3 :

- Modified SCR-291 DF's were used by all sites as of 1 Jul 5k4; in Noven-
ber, the SCR-291 was replaced by the AN/TRD-4. Commnications equipment -
consisted of the AN/GRD- 26A radios. Net control utilized three SCR-399's
‘for communications equipment, while alternate net control utilized one
SCR-399. Full-flash procedure was used throughout the year, and notifica-
tion of activity by a target was sent by a tip-off at intercept control,
the two search positions at DF control, or one search position at DF alter- .
nate control. Immediately after the stations obtained bearings, they re-
ported to net control, which was responsible:for preparing daily bearing
reports, complete with fixes, which were forwarded directly to all con-
sumers. Tﬁe COMUS tracklng system replaced the MACO and ASAETC systems on
20 Aug Sh. _

I.  Comd Rept, 5024 CRG, £y 1955, Dpp3l-32.
2. TIbid. p33.

3. Ibid. pp33-3k.

4, Tbid. p36.
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All bearings were extracted from daily bearing rep rts at group head-
quarters and were logged on cards by case number and basicnstation trinome.
Targets which were shot successfully during the week were plotted. This
weekly report contained the following when known:  unitj-home station, case
number, call sign or BST, present location, plot classification, and inclu-
sive dates. This report was transmitted electrically to the 302d:and 307th
~Battalions and Chief, ASA Burope. A weekly cable report, on identified ‘
units only, was forwarded Seventh Army and USAREUR. A special copy of this’
report was also furnished the Traffic Analysis Section- towassist analysts

_1n determining target moves.l

“In’ Jamuary. 1955, DF *came <into pramipence by provid.in ‘the solution for
many of the traffic andlysts.' .problems with tﬁe'ﬁéw' call signs.
All two-station cuts or fixes on[ | targets were reported daily to
analysts to assist in identifying individual targets. The principal aim
of DF during this period was to assist T/A in every way 'possible to allo-

cate basic station trinomes which were still unidentified: .As & result of

~ the success achieved, more reliance was placed on.locations: reported in all

DF summaries. Furthermore, DF.was successful on many occ¢asions in providing
locations of units engaged in field training exercises. ~Efficient net con-
trol on the part of the 331st Company and 332d Company and adherence to the
assigned mission resulted -in a notable improvement in the number of re-.
sponses to flashes, along with an increase in the ratio of fixes to flashes,
compared with the previous year.2 ‘ e e

Radiotelephone IF - It was not until the spring of: 1955 that a suit-
able radiotelephone DF program was devised. However, group began on 10 Aug
54 to use a mobile DF net for voice purposes. An alternate control. trans-

- mitter for voice was placed at Bahrdorf to. flash targets to the net. A

voice operator was placed at each of the three DF sites of the 331lst Company
and at a 3324 Company site at Schweinfurt, which was believed near enough

- the border to participate in DF fixes. Limited results were returned by all

stations, but the experiment only strengthened the assumption that intercept

" sites vere copying targets located a short distance across the border, per-

heps at a maxdimum of fifty mlles.

In mid-September, an effort was madé to obtain DF Bearings on Russian’
voice targets by utilizing three AN/PRD-1 portable DF sets manned by person-
nel of the 331st Company. The control was established at Bahrdorf, and the

_ central site was located nearby. One station was established about ten miles

south of the central site. AN/GRC—9 radios were used for communications.
The sites were operated only during daylight hours with personnel returning
to control each evening. The test proved ineffective, probably because of
the lack of sensitivity of the DF equipment.3

I, Cond Rept, 5024 CKG, Iy 1955, Pp36-31- . s |
2. TIbid. pp37-36. - TEIDER-

' lBI {;l ‘H” i . ’ . Page ot _@F ages
. i . COPY ke OF ZommaCoPIES

3. Ibid. p39.
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- tions.

It was not until the establishment of the group radiotelephone DF net
on 1 May 55, that any conclusive results were achieved in locating targets.
Three of the four AN/TRD-L4 DF sets assigned to group were placed in opera-
tion near Bahrdorf. Control was placed at the Bahrdorf intercept site.
Output of each of the receivers was wired into a jack-box, where the trick
chief could monitor and supervise all positions. Activity was tracked to
. the net by radio operators. .

The northern site of the net was located 25 miles north of Bshrdorf,
at Tulau; the central site was one mile west of the radiotelephone site;
the southern site was 25 miles south of Bahrdorf at Twieflingen. It re-
quired 15 days to get the net into operation, largely because of inadequate

‘power units, difficulties in removing the SCR-506 (later replaced with

AN/GRC-26A's in June) radios used for communlcation, and the lack of trained
personnel.

.. Nature of the target actlvity made it mandatory to modify the method
of tracklng radiotelephone missions for the DF net. Accordingly, provisions
were madé ‘to, track an entire target net for DF stations and to utilize
bearings on any-af the stations in the net which could be located. Another

- problem was that[::::::]call words were utilized by the radiotelephone

targets. Here, arrangements were made to track the letters "NET," together
with measured fregquency and other tracking data regarding the target net.
These modifications produced good results.

The voice DF sites were manned by personnel of Hg & Hq Co, 502d Group.

Although results were meager at first, every two-station cut was welcomed

most eegerly. For the first tlme, the group had -definite evidence to sup-
port its theory that intercepted traffic came from targets located at a
short distance from the intercept sites, since most DF results plotted no .
farther than 35 miles from the 1ntercept station.

. In an effort to substantlate or refute the opposing contention that
it was possible that a sky wave was being intercepted, a voice patrol from
‘the 3324 Company was sent on 26 Jul 5h to test at Memmingen for voice sig-
nals. Memmingen was chosen since it was the location where the best results
had been achleved in the past on the interception of sky-wave signals. How-
ever, by 1 August, absolutely nothing had been intercepted; and the test
was discontinued. Perhaps more important, it:was possible, on the basis
of DF results, to connect the activity of voice targets with information
received from other COMINT and collateral sourcés, which indicated that cer-
tain target units were training at the places indicated by voice DF results.
It was impossible to ascertain any definite, rigidly controlled voice call
sign sgstem, like those used in[ff::]manual Morse and radio printer .opera-

*
*
.
.
.

T, Comd Rept, 5024 CRG, 7y 1955, ph0. -
2. Ibid. ppho-Ul. ..

3. Ibid. phk2. _ 93 P.L. 86-36
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Radio Printer DF - A successful test using the mobile DF net to obtain

locations of radio printer targets was conducted 20-26. Sep 54, It was dis-
covered, however, that operators needed further tralning in.the recognition
of radio printer signals by means of listening to tapessupon:which the
various types of signals had been recorded. Thé net wag. used frequently,
with varying degrees of success, throughout the report’ period to locate.
~ difficult radio printer targets. The same control and-tracking procedures -

used for manual Morse were used for these targets, but identification o
proved a major difficulty. In many instances, contact: by ‘means of FSK Morse
was accomplished by target stations before DF stations ‘could find the tar-

. gets. This left measured frequency as the only 1dentification means, and

‘e this was often insufficient.l YO

T Oomd Rept, 5024 CRG, £y 1955, pia.
2. TIbid. ppkh-45.
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h. 328th Communications Reconnaissance Compan;f, Bad Aibling,
Germany

~ Operational elements of the 325th Company were locatéd near
Bad Aibling throughout fy 1955. ALl mamual Morse, redio printer, and DF '
) pos:rblons remsined under the o_peratlonal control of NSA while the r:c:rﬂpm:q,r ]

volce mission was controlled by a COMINT eollection unit in the field.h

Comd Rept, 502d CRG, Ty 1955, ppuB-u9.

Tbid. pho. —EIBDER—
Ibid. p5O. - - S
Ann Rept, 328th CRC, £y 1955, Vol II, pl.
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Intercept was passed only to other COMJNT unrt.s, as no dir'ect support was

pmﬂm.l . . * . .. .0: .'

* * .

Assigned missioh.consisted of'[:jméﬁhal Morse positions,[:]DF tip-off

position, [::::j]volce positions andI::badio printer pOSitions. Primary

The general mission of radio printer and radiotelephone vaE copying links
parallel to e.t.ssigued_ manual Morse nets, while._ the .ma.jority of DF targe;ta
paralleled the Morse misaion.? No special miséiéns were conduﬁted during
the report period.> | |
Oper;ational ;bersonnel were divided into shifi:s, and & "nine and .th:'ee“
working schedule was followed.h, I_ndividual:section acoompiishments follow:

Manual Morse

A1l posi‘b1ons in this section were moved from the airstrip to the main
operations building, floor rack mounted, and put 1nto Operation. This
resulted In a much more efficient and effective ope:gticnal set-up. Total
groﬁps intercepted increased dver the previocus year from 2,&69,310 gps to
4,013,000 gps. New rhombic antennas being utilized céveféd ihe 2.0 - 5.0
2

mes band.

Direction Finding -

The 328th Company operated-fdur DF gites. The. AN/CRD-Q was replaced

1.  Ann Rept, 328th CRC, fy 1955, Vol II, plO. - %
3. Ipid. p2. L= ; _

L. Ibid. p2.

5. Ibid. pp3-k.
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by AN/CRD-k which was more accurate
ks

of operation. SCR-399 traunsmitters were replaced by AN/

~ vided tip-offs on DF, RFP, MOA, and intercept. A landline'printer was used

for commnicétions on the net and bthhe end of the fi‘wybgyear COMUS crypto-

system was utilized for tip-offs. DF control, located. adJacent to the in-
tercept trick chief for convenience in relaying tlp offs, maintalned com-
munications with and flashed targets to the following detachments

" Det A - located at Bad Aibling, Gexrmany .
Cormunication by telephone. .
logistic support by parent unit.

Det B - Iocated &t Graz, Austria.
Communications by SCR-399. e
Logistic support by British Forces in Anstria on a

reimbursable basis; payment by Hq USFA....

Det C - Iocated at Weiden, Germany.
Communications by SCR-399.
Loglstlc support by Grafenwohr Comd.

Det D - located at Trieste until 9 Oct; arrived Landshut,
Germany 6 Dec Sk.

Communications by SCR-399. | 23-382('2)6(2)
logistic support by Landshut Comd. =~ | e '
Radio Printer B ) '.“'
The Redio Printer Section had fwo-channel and single-channel

positions in service throughout the year. In November, the'section mpved

~ from the operations bullding to a shelter in the antenna field in.order'to

use nevly erected rhombic antennas. In May, when the operations Building

was remodeled.and coaxial leaders'ihstalled,the section réturned to the

I. Ann Rept, 328th CRC, fy 1955, Vol II, pph-1.
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operations building. Printer links, parallel to assigned manual Morse

links,.were copied with a great degree of success.l
Voice
Foice positions were operated throughout the year. One position

wad located at the company. Another, Detachment F, was at Vienha, Austria.

- Detachment G was located at Notteu with two positions mounted in a shelter

. _+° ' 8-bh/G. It used squad tents as billets and operated its own mess. From
£ 3 5m2) 31 Oct 5h to 26 May 55, the detachment wintered with the company. It vas
| | :" later redesignated DetachﬁentiL. Throughout #he oferationél period low
‘ZV - .echelon traffic was i'ntercepted.2 | V
"'_ . Traffic Analysis
E An iﬁprovemeﬁt in the T/A Section was its neﬁ working 5chedule of

three trlcks working three swings, three days and then 301ng on break for
two days. This enabled the TECSUM to arrive at ASA Austrla prior to 0800,

thus allow1ng analysts at ASA Austria to work directly from it at the

earl‘j,est possible time. 3. REF. VOL.Z P. /98

.
.

P Germany

.

* 5 331st Communlcatlons Reconnalssance Company, Rothwesten,

. Throughout fy 1955, the mission of the 33lst Company was’

intercept, processing, and analysis of traffic originating with Hq Group

of and its subordinate_COmmands‘and units. Accord-

ingly, Morse, radio printér, and voice transmissions were intercepted and

all types of traffic analyzed; DF was utilized as an intercept support

funetion.h

1. Amn Rept, 320th CRC, fy 1955, Vol II, pp7-8.
. 2. Tbid. p8. -

3. Tbid. p9. 99

L,

Ann Rept, 331lst CRC, 1 Vol II, pl. '
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* " The compeny's Morse Section menned an average of -| |monitoring posi‘tions.

.

. :Multiconpletd available were designed for the 4 to 2k mcs 'band while most

 targets used frequencies between 1.5 and 3.5 mcs. From"20 J'uJ. - 15 Aug 5#

r_'
-‘_ =)

’te:ts were conducted at Bothwesten to determine quality of intercept and

resulted in reIOea.t;Lon to Rothwesten. During the year, the compem;;r partlcl-

: _péted in Operation MOBY DICK' “but, no abnormal effecta on Sovie'b eonmnmica~

e
. '.- A
* o
»

tions’ were noted. ' .,

*

The co;npeny s radio printer facilities consist.ed ofl:lpositions

copying smgle-—.channel Morse (1TPB), dcuble-channel (EB), and FSK trans-

j missions. On 6 Ju:k 54, a team vas assigned to Fld Sta 8606 to man aIRFP

back-up position. Reéu],te were satisfactory, and the RFP position became
part of the COMINT effort.®, - ;

The Voice Section was aseigned low level militery voice traffic from

*

i Tnn Rept, 331st CKC, fy 1955, VoI 1T, 8- T ——
2. Tbid. ppl-k, 6. _ —E}%
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In August} the COMUS system replaced MACO, one-time-pad. DF equipment,

SCR-291, was replaeed by AN/TRD-I in October 1954, and markedly increased

efficiency. The AN/TRD-4 was mounted in its own shelter 100 yds from the

transmitter apd this cut out interference that had previously caused in-

- accurate bearings. Earlier experiments with AN/PRD-1 had not been success-

ful. During the summer and fall of 1954, unsuccessful attempts were made

"to locate low level voice transmitters by DF. Use .of the mobile net was

hampered by 1nabllity of Morse~trained operators to locate and’ 1dentify
target voice transmitters and by distance from low-powered target trans-
mitters. On 17 Feb 55, the DF Control Section moved to the 1ntercept site
and was collocafed with intercept activities. Followiné relocation, a
"Flash" operator at the intercept control console.was placed on duty; When
the site at Bahrdorf was activated in Aprll 1955, .a DF net for voice activ-
1ty was estdbllshed. Manned partially by language-tralned personnel, it

was much more Successful and, for the first time,'located low-level units

A spec1al mlssion from the AF on 19-20 May 55

attempted to fix an SO0S signal which had been heard, but the net was unable '

to pick up the s1gnal.

all positive identification was lost. As & result, four intercept tricks

were formed into two platoons working l2-hour shifts. This increased

n

positions from 20 to 40 and provided "saturation coverage." Rapid recovery .

I, fon Rept, 33ist CRC, fy 1955, Vol II, ppB-9. —
2. Tbid. p3. E _E'E'B'E'R—
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_days.

-:».-a

and operator knowledge. Regular trick operatlons werezvesumed after 15

Progress in net recovery was coutinuous,'largely.a,_ ~result of the

following:
1) Nets and links were intercepted and idemntified by operators
through transmitter tones, "fist" characteristics, and unusual or charac-

teristic operating procedures. Analysts could, at times, confirm tentative

identifications by number of active outstations, procedure, and operator

and frequency rotas on some commaud nets.
2) Calls were not repeated within separate armies, which indl-

cated assignment of. separate blocks or non-repeating call signs.c Arbltrary _

" block numbers were assigned, and a book of 10x10 pages was later established.

3) After re-establishment of basics for nets using "EASY" call -

i signs, call sign blocks required tabulation. After a time, the.blocks were

sufficiently recovered to re-establish echelons of unidentified activities,

produce intelligence material,.and assist operators with»predicted call

signs.t | o | REF: VOL._Z P. g 7.

1. A Rept, 331st CAC, fy 1955, Vol II, pp(-B-
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6. 3324 Communications Reconnaissance Company,'Baﬁberg,
Germany

Throughout fy 1955, the operational mission of the 332@_

Company contlnued to be 1ntercept support of the 502d Group. 1 Until October

1954 each 1ntercept pos1t10n had two receivers, one of which was a BC- 342.

- Following relocation of the operations building, each positiop was equlpped

with one R-274/U or SP-600, end a BC-1004. The BC-342 remained mounted im
hutments for alert purposes.

In addition to receivers, the Radio Prinmter Secétion employedADEN and

" Boehme equipment. In October and November 1954, four AN/PRD-1 portable DF

sets were utilized for a mission with the 10th Special Forces.2 For'this

misslon, carried out in November 195k, Aprll, May and June 1955, DF support

was supplied aggressor teams of the lOth Special Forces Group in Fld Exer-
cise 5&-2.3 Commercial pover replaced‘S and lOAkvaower generators by the
lattef part of October 195k, except at the'Furth,site'which contiﬁued to'uee
TOE power units throughout the year. Iﬁ the antenna field, there remained

five double doublets (2.0 - L.0 mes); one beverage (1.5 - 3.0 mcs); one

 folded dipoie (1.5 - 3.0 mes); and two sloping "V" (5.0 - ;O;O>mcs).u

Specific aspects of the intercept missien, and operational highlights.

for fy 1955 follows

1. Ann Rept, 3324 CRC, fy 1955, Vol II P3.
2. Ibid. pplh-lS

3. Ibid. pl3.

l" o ij.d . ppl6"l7 0

5. Ibid. pp3-8: 103
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- In August 195k, the company furnished personnel to man & RFP position

‘search_position to carry out a compeny mission &t Fld Sta 8606. Except

and
for the period Jf.rmned.':i.&tely..f;c'n'llowing the call sign change in January 1955,

RFP was not too helpful in identifying]  |transmitters at that position.
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and weak signal strength. Only main comand, nets er il armies could be jdenti-

- -.t
bl r
=
- ®

PL 8636
EO 3.3(h)(2) books, which were reported to 5024 Group s mobile net. Stations were

S

~'.' located at Schwelnfurt, Furth and Straubing and alternate ‘control at Bamberg.
. N ...l.

"_ The latter flashed all[::::]nets 1ntercepted by DF or 1ntercept sections to

; . outstafiqps. ~Mass1ons vere flashed in a letter one—tlme system until October,

.

*, vhen the COMUS system vas put into effect. This 1mproved*net Operations by

.

%g shortening bearfhg.reports. An gbortive series of tests to discover a

: locatlon to replace Straub;ng vere darried out, as_lt-was;thought 'to0 be too

far'from the company for properncontrol. "..’ Ee

in January 1955, the DF mlssion uas altered to flash and obtain bearings '

I3

t

.on any pet tentatively identified as being

-~
20

nets were 1ncluded and results were exceptlonally..good.2

V01ce‘recept10n at Bahrdorf was excellent througHOut the year. A peak

had

-

was reached‘ln September 1954, during the period of .

-
a

-Traffic decrelsed in October and November. By 1 December, wintef‘qnarters

had been set aﬁ‘Altefeld, Germany with antennas directed toward the

Good results were obtained from the four

positions operated there durlng the w1nter and spring of 1955. Transcription

was performed &t -ASA Burope until May, vhen four transcribers were assigned

A3 .
+o Al'befeld. RE_F. VOL._ L .P. A

‘1. Ann Rept, 3324 CRC, fy 1955, Vol II, Ppo-9.
2. Ibid. pp9-1l.

e | _106
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7. ' 334th Communications Reconnaissance Company, Herzogenaurach

. Germany

T RIE o Ef fective 20 Oet 5ky assignments

T ~oi‘ the 331Lth Company were ‘combinéd into{ | positions. This was accomplished |

. o

3 .’ in advance of a thir& qgarter, fy 1955 program vhich called for a reductlon

’ .

'of manual MorSe ;posltlons from :land an increase in single chan.ne.l

_R/P positions ﬂom. )

PCS -of the company to Herzogenaurach in November was de.layed lO days

to prevent interference w:Lth recovery of calJ, 51gn and frequency changes on

L I . L4

the compam/ 's I__—]ass:.gnment.l On 31 Dec 51+ theljvoice mission was

dropped and personnel transferred to the 502(1 G:roup.2 REF: VOL._.Z" | __.—J-

.
L

8. 339bh Communications Reconnalssance Company, Herzogenaurach
German;r

Througho'ut fy 1955 » the primary mission of the ManﬁaJ_. Morse

1. Ann Rept, 331+th CRC, fy 1955, Vol 1I, plh.
2. Ibid. plb.
3. Ann Rept, 339th CRC, fy 1955, Vol II, pl.
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-radlotelephone and speciel identification techniques. During fy 1955, the.
station operatlonally supported Detachment "GB" at Bremen;”“6c“ at Berlln,
and "F" at Berlin.l- In July 1954, Detachment "A" vas discontinued and its
equipment turned over to Fld Sta 8611. Further, the station served as &

COMINT-collecting and processing agency of ASA and NGA, and -ag such 0perated

the ASA Furcope fixed DF and tip—off nets.d

Treffic Control: This section was composed of&fpur'major_shbr

- sections--Administrative or Repository, Non-Moree T/A Mermaal Morse and R/T,

- T/A and Marmal Morse Generel Search. Assignments vere allocated, processed
.end ihtercepted traffic forﬁarded to'higher headquarters. Traffic was
:scahned end graphs, charts and diagrems prepared covering potentiel enemy .
transmissions. T/A persornel provided 1mmediate technieal support to inter-
cept operators and timely reporting of all COMINT 1nfbrmaticn b

Hanual Morse Intercept: Operations in the Manual Morse Intercept

. Section wvere split into two areas at the beginning of the year and reunited
19 Oct 5h. Under the newv arrangement 37 double recelver operator positions
were supervised from a dual console.5 Assigned 0perators rose from 165 to

| 201. Receivers utilized included R-27k, BC-100k, BC-794, snd BC-779. There

were also 35 rhombic end 9 doublet antennas wired from 2L direct trunk lines

1. Ann Rept, FS 8606 DU, fy 1955, Yol II, pl.
.2, Ibid. pdC.

3. Ibid, ppl-2.
L, TIbid. pph-6.

. 5. Ibid. p29. _ '
: _ 108
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into two'adjaéent “RF" racks with 10 CU-119 Multicouplers providing opera-

tors antenna selection. Four additional positions were located with Detach-
ment "F," Berlin.
ECI)_ 382(223(2) T tTIY ‘FHaming began'for-th'e-in-stalﬂ.atiun 0£D additional intercept pdsi-

ll- - .
':- -"ﬂfiﬂfff’a’

"-:.' ttons .ap, 25 Mar 557 7 BY T dury -'E]tfﬂ:k ‘positiens-, . D new operating posi-

., t.iona , and 21I- additiondl’ 'RE" . trunk lines were operational. By the emd of -

-
* - o
* .,

‘.' the year there vere Doperational posi‘hions ,‘Dsupe_r\risory positions and

[ J're" positions.t

1 Ann Rept, FS B606 DU, fy 1955, Vol I, pp29-3L. . - -
: Toaa. 235, T —EIDER

. 3 Ibid. p53.
’ ) 109
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Automatic Morse Intercept: Throughout the rf

'rt.period, this

section intercepted and transcribed[;ﬁ radio trans-

_____ " *
missions. A total of posatibns were utillzed

. B D&Verelty on-off keying positions utilizing OA SB/FRC units.

ot EET 250" On-off keying positions, utilizing single Hammerlund "Super Pro"

EO 3.3(h)2)
h ]

type receivers and Waters Conley "BC-1016" undnlator tape re-

corders. o3
.., 8 Low frequency positions, utilizing "RBA Navy" receivers and
T ¥es ] “BC-1016" recorders. ' A
2 Frequency positions utilizing Hammerlund receivers and frequency
:. shift converters, Boehme 5C and CV-62 with "BC 1016" recorders.

By the end of the year there were still 24 operating positions

4 .On-off keying diversity positions utilizing QA-SB/FRC units. -
12 On-off key1ng~d1ver51ty positions utilizing single Hammerlund
"Super Pro* typé.receivers and Waters Conley "BC 1016" undulator’
tape recorders e
Low frequency positions, utilizing Navy receivers.
Frequency shift p051tions..

R O

.

*Note: Additional equipment 1noluded :ltape transcr:l.bing posi‘tions, fre-
quency meters, and 15 direct "RF" trunk lines. Personnel varied
. from 27-38 auring the year:L.

During the year experiments were condpcted on General Search on 5- 5&0
. kes, 500—12500 kes, and 12500-25000 kcs. The project was discontinued
because of lack of GREEN items intercepted from COMINT targets.2

*

Non-Morse Intercept:. Strength'varied from[:::::]over the year.

Many minor changes and additions were made‘to magnetic tape'eqpipmeﬁt. Four
specialists arrived in November 1954 to install precision tuning equipment
(AFSAV-D-72) for the 6TP. Flex Mux position. Eleven ASAN-15 printers with

interchangeable C and D type baskets arrived 11 Jun 5k. On 10 July, Boehme

T. Ann Rept, FS 8606 DU, fy 1955, Vol 1I, pp32-3k.
2. Tbid. pp50-51.
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o  Detachment "6F": This detachment, located in Berlin, was operatien-

-" ally controlled by F1d Sta 8606. The detachment was assigned the unique
,” mission of interéepting nete which could not be beard or whose continuity

IE(I)_ 38"352%(2) could not be meintained from the US Zonme of Germsny. This required a large

amount of "T/A*both .positive and negative. Primary mission contimied to be

= 5 a
cnl..-...‘
-

low-level militery transmi ssions éménating from the

1. Am Rept, FS 8606 DU, fy 1955, Vol 11, pphl-§5. : | E .

. : s >
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" Special Identification (RFP): In this section, RFP activity,
‘vwhich was organized as & compoﬁent pert of the DF Section, identified desig-
nated transmittérs by amplitude and frequency modulation characteristics,
through utilization of DEN 17-1 and DEN 17-2. |
Prior to March 1955, only two shots for gngljsis were -retained, one of
- which was placed in a visual clessificetion search file, the otﬁer ine -
ﬁaaic station trinome.file. This system, deSigned to hanéle a large volume
of shots, dependéd on obtaining continuity on each-transmittér. Due to
changes in transmitters ffom.one shot to the‘qext,-analysiS'personnel could
nﬁt always be sure of the match with only two bauds to coﬁpare, ﬁarticularly
on seidom heard casés. After the administrapivé_change, four bau&s were re-
tained on each shot. The library vas then divided into two sections: a
single-file, by classification, for unmatched shots, and a matched file,
file& by case then by classificstion. - A total of 7722 shots{were'taken of
vhich 2763 were saved. Some 32% of the shots saved were mﬁtdhed. Station

traffic control personnel verified as matches 612 or a total of 8i% correct?

Radio Direction Finding: This section was pfimarily concerned with
the locating of designeted transmitters derived from bearings teken by the
ASA Burcope fixed DF net which included:
T. Ann Rept, ¥S 8606 DU, fy 1955, Vol LT T -
5. Tbid. pp26-29. - =B ER-
& ' 115
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—TOP-SEGRE

Control ' - Fld sta 8606

Alternate Control - Fld Sta 8608

Detachments - Berlin
Bremen
Sinzig
Malmsheim
Memmingen

In supplying positive targets, DF control operator“;u;llized RFP,
search positions manual Morse, and tip—off; from othergiﬁﬁstetions. While
the station's RFP assignmeﬁt did ndt parallel the DF aséignment,,personnel-
employed on both were able to assist eech~other upon oééesion{ '

Until 8 Aug 54, ASA Europe tracking code was emplojed on a conference,

half-duplex circuit with results submitted by AFSAM 4ALY After:that date,

D

COMUS-cryptosystem was employed. On 16 Dec 54, circuits: were conferenced .

and AFSAM hA equipment was replaced on-line by TG-T.

A total “o¥- l37827 fixes were produced during the fiscal year not in-

*, cluding accuracy studies. On 2 Sep 58, the pol1cy of flashing at least five

3 -._.

m1551ons every 24 hours for accuracy studles wes changed to[:::::] mis-

sions. Additional instructions in February 1955 provided for an additional

r 25 shots per day on & random hasls.

Operations were affected during the year by the loss of one outstation.
One detachment was inactive from 21 Jul 54 to 3 Sep 54 while equipment was

transferred to Sinzig and another ceased operations from 15 Sep 54 to 2 Oct

Sh during site relocation tests. Possible relocation of a detachment

located at Bremen Airfield was under study and tests were conducted at Nesse, -

Wittstedt, Adelstedt, Ringstedt, Kohlen, Midheim and Neuenwald. The latter

was selected and paper work was pending for land acquisition at the end of

the fiscal year.

116
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The station also dlscharged responsibility for the ASA BEurope COMINT

o
i 4

tip-off net whlch consisted of one control, am’ alternate, and three out-
station. Prior to 18 Oct 5k, the net operated by Fld Sta's 8606, 8608, 8611
- and the 328£h'and 33lst-Companies:was not very effective. To improverefficienf
cy, a aeries of COMUS pads were‘issued.- The net waa so established as to con-
“duct tracking'activity inievent of special mission assignment? suffix call
siéns, "A" priority target, or a major call aign.chauge.l

Signal Supply Maintenance: Principal fy 1955 projects included in-

stallation of DEN 17-2, 13 ASAN-15 un:Lts,I:lRFP search positions, a T —
search position, a flexible multlplex position, 8 additional racks_and’assooi-
ated manual Morse-equipment.. Ih‘&uly 1954, all German-type.R/F cable was re-
placed w1th RG-11 cable,t In Jamuary 1955, AFSAV D3l was removed and a fac-
simile pos1tion modlfled to .a 51gnal analyzer position. In March, a console

search p051$ion Was replaced with Mux search and'51mplex search positions.

RemodeIing of positions commenced the same mOnth._, new

. s

.pos;tions vere 1nstalled oy, the-eﬂd of the year. Additionally, all old radio

:::,--retelvers in the manual Morse area were replaced w1th R- 390

X

Ei?égfggz) ’ | © RER VOL. L I P a%c.
e, ... 10. Field Station, 8608 DU, Scheyern, Germany '
"... ' h No 51gnif1cant change occurred in the operational structure
of Fld~Sta 8608 durlng fy 1955. Tue.irlhary'mlsslon of collecting and ana-
lyzing COMINT through 1ntercept0fnmnual Morse signals oé[ﬁ ‘ |
networks, and the‘nanual Morse nets and radio prlnter llnks of some geograph-
ical districts of 4 contimued.
TT Ao Rept, TS B606 U, & 1955, Vol II, pp2b-29:
' 2. Tbpid. pp12516.
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. .porting of Military and Navy i:etwbrks-.% - -;éj
= 7B The Station s Operations Division- ma,,intained an average ot manual

* Morse, |:|voice ,]:Ismgle channel. radio printer, and'[ldnuble-el posi-

.tions during the year inm addition te alternate control.: of the ASA Europe

DF net.2 Effective February 1955 , interchange of raw prodnct and analysis

information was established with the 6912th Rad Sq Mbl: whose mission in

.

* voice intercept vas similar to that carried cut by the station.

‘ .Accord.ingly, the station commenced sending a copy of its intercept directly
to the Air Force unit and in turn received replies by cable discussing '
identification of nets and related informaticm.3

Operati‘onal highlights of the principal sections Vcorlnprising the Opera-

" tions Division follow:

. ~ Intercept
At the close’ of fy 195k, low-level intercépt,,.resﬁlts had become poor.

This trend continuéd during. the opening months of fy 1955.1'" Principal con-

centration wasl —|nets in anticipation oi"" a major change. Cover-

age improved in September 1954 due to the easing of atmespheric disturbances

I Am Rept, FS 8608 DU, fy 1955, Vol II, pl.
2. Ibid. p38.
3. Ibid. p37.
k., Toid. pS.
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that had been hampering intercept. Low-level missions,

I were dropped from assignment. To.ecmplicate the situation,

-
> M Ad
. ®

_there was & definite increase in_lomuléﬁel search.

. P

.

.o Some 1mprovements, however, were noted at this time. A number of BC-
. lQOh receivers were replaced w1th Hammerlund SP-600 Receivers. Upfortunate- '”

E033Mm)@ | ly, it was impossible to supply.all operators with these receivers; there-
P.L. 86-36 ' '

\5:-:;',.' """ ‘fore only Epecidlizéd services-guch 'a'S'L and

o
o’
03
-
an
LX)

[:j:]loq-level positions were equipped with these sets. Good results were

. -
‘ .

. bbtained.2 "-.

-
S
. ‘0 . L4

- Ip October 1954, coﬁditions grew better and coverage was above average.

.
o Te -

wJIevel search was also above average.during this month.3

.Operations -
appeared.normai for all Morse services, and an[::]mission was assigned the
station at the beginning of the month. These nets afforded an excellent
wvay to train n&k operatore. Receiving conditions were excellent all through

November and Decéﬁper. Appro;imately 1700 megs were 1ntercepted in November

. e ®

from the assiéned : Military.mission and 2500 msgs were'intercepted

.
¥

_ during December. Low-le@el military'dptercept also tecame active during

.

this period. The station's missien received adequate coverage, and

intercept remained constant. ‘ .,

Increase in low-level coverage was due, in pert, to the modification

of the station's antenna system.

in particular, transrwitted a-great_deal of traffic during December,,but this
wag consldered normsl for the holiday season.'~December was also the period

when operators were told to be prepared for a major communications change,

’ 1. Anmn Rept, FS 6608 DU, fy 1955, Vol II, s
" 2. Ibid. pb. _
‘3. Ibid. p7. ‘ 19
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3
[

and expansion of the[::::::]communications network was
In January 1955; it was difficult for station opera
most of the mission with exception to mainline|
to'ﬁhe expected commdnications-cnange in:the_thle ;;nission. Despite
’ Lot :‘ thisz intercept-incréased suhstantieily for the fifth month reflecting con-
52'352(_?3123(2)-‘” B ;ide}éb'lé “volume, ~ 1iftle "quality: - . transmitters
%{’;1' could, however, be identified by station operators which, with recovered
e 8, .., .
A ) frequency rotsa, mede'it bossible, to maintain net continuity on(these groups
:'{: and some station to station continuity. T ——
:-.‘ remained average with iittle or no deviation from the normal pattern.
" tinuity on .

Oper-

o
-

‘Year.®,

Iintercept
ator comments alded grehtly~1n establishing net and station to station con-
cation of the station <, antenna system proved worthwhile as the majority of

group.

To combat this, an antenng transformer was inStqlled vhich passed
lover frequencies more readily

.

Modifi-
. the[::::::]mission started'operating below 2500 kcs at the beginning of the.

.
3
3

Reception was good and coverage excellent in February

low-Tevel military search decreased during this period.

comments increased but were still considered 1nadeguate. Although receiving
The group

Operator's

1
conditions were good in March, low-level military search again decreased.
1>

the appearance of which was normaliy associated with
impending maneuvers, was heard the latter.part of the month and’eperations

were placed on elert for unusual activity in April or May

Loe
2. JIbid. p8.
3. Tbid. p9

Ann Rept, FS 8608 DU, fy 1955, Vol I, o7.

activity was also noted during this period, another indication that maneuvers
120
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were about to -commence.:L Signale were good in April, and twice the normal

«v el 4 X monthly- volume of traffic was intercepted from the assigned |:|Military

mission. A total of 3494 msge was 1ntercepted fr.om{ 12

Toward the latter part of fy 1_955 ; atmospheric disturbances reappeared.

Maneuver activity commenoed q;nd; ‘a8 usual most of the

© EO 3_3(h)(2)'r‘ " nets were changed :E'rom priority to sampling coverage Alterna'te assign-
PL 8636 3 -

ORS . -

n' .

! radio printer signal and' pr.inter cases parallel to assigned

ry

-Morse cases. Covergge and control of the mission was influenced ‘oy the fact

. L)

that it ‘vas limited seax’ch and that the Non-Morse Section included only

two- chamiel' poxsitions , and .single-channel positions.h .Duplex positions

were utilize‘d to copy two- channel miiitary signals, printer cases parallel

to assigned|:|Morse cases, andL lsearch links. Simplex

-positions were utilized to copy assigned single- channel 1inks wvhich included

*

| ' i search link. The turn-

over rate of non-Morse personnel was high, but on-the-job training was
effective in preventing int—erruption in mission. Equipment utilized for
5 . ,

non-Morse activity remained 1ntact.

Considerable change’ occurred in the printer mission dnring fy 1955

I.  Amo Rept, FS B608 DU, fy 1955, Vol II, p9.

2. Tbvid. plo.
. 3. Tbid. plo. |
- L, Tbid. pll. 121

5. JIbid. pll.
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In July 1954, the station was assigned a frequency spectruim &01"30 kes

through T100 kcs for coverage. Accordingly, all two- chann 1 and ITPB links

“k

vere copied.l | military links were given lew case nota-

tions, )

intercep‘t occurred.

;';‘ : Tne station initiated tip-off coxmmmlcation with the 3281:.]1 Company

0inks were dropped. In summary, a sharp. i e@nction in prix;ter
2 | R

during the yeer- for- the purpeose ef -es‘ea-blishing con-tinuity on - the |

0332
P.L.86-36 - _1

| The intention was to provide instant i‘_‘ omation over the

Ut

o 00w

PRI "DF reporting loop. vhen a case held Jointly by the station._«and the 328th was

P up and when either station had more to copy 'bhan its equipment vas able to ;

.

.‘ handle .' £ The p:'o.iect was succéssful with about 20 extra tip-o:f.‘fs being trans-

.
.0

. mitted weékly, .but it r'eq_gired a lot of extra time on the part of super-

'.

. visory personnel, 'Ihe program 'Ceased. following removal of the Central Group

*.of Forces from the station s Morse miss:l:on 3.

* . Voice’ Intercept e,

- " Station coverage of |:|voice activity was pringipally devoted to
theL |h on 12 Feb 55, a new station-{z-appeared

.vhich- repeated slightly altered messages fromr:| Other stations-{ |

and |:I--repeated messages until May 1955, at vwhich time they discontinued.

A number of unidentified nets also appeared after February 1955’,> thereby )

-increasing general coverage.

Personnel engaged in voice intercept'activity increased from 3 to 12

1.  Ann Rept, FS 8608 DU, fy 1955, Vol 1I, pl2.
2. Ibid. p38.
3. Tbid. p25.
b, Tbid. p13.
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during the year. As most of these were school-trained, only a period of
on-the-Jjob 'training was required. One problem was the fact that half of

- the mission vBS concerned with the|:|language ,» and half with I:l

|:| Although the '_I.anguages were .somewhat similar, assigned personnel

W _vere .ot ad,equately Yémiliar \gi,th|:| Frequently conditions arose

w a s ®
. . P L I
* ., e m s s
.
w w s ®

serriiil \'ﬂ;ere trenslation. ofl_—_lwas required, but it could not be done with
¥in,, ~ accuracy or ease.l |

.:-.“ . * N ) Traffic Analysis and Control ,

t -.’_:‘ . . Stat'ion personnel assigned to traffic analysis and control activity

+* . .

continued in fy l9.5§. to stu'dy and scan raw intercept traffic, make identi-

. o e

fications wherever possi’ble as to case notation , and attempt to establish

“__ . the axis of communication and rela"bed OB. To carry out these ﬁmctions 3

_‘ analysts vere divided. .1nto three teams viz.:-.i::lMorse ,L jMorse, A
' ". |Redio Printer. "¢, o - | o

] .
o 5

 The primary mission—{:|Morse--continued. In July l95‘+ a sta-

" tion report was made concerning signal strength end readability ofI:I

| Military and Naval networks which proved invaluable in identii’ication be- '_

.cause of the many changes that subsequently occurred in these nets.

: '. Continuity o:[’ the Police network was accomplished in the first part -

4 ¥
.

oi’ October l95h after being assigned to the station in the last part of ‘
Ju:ly.2 The entire I:I commianication network discontinued the use .of
E:lcall sign Book #1, which had been utilized for over two years. Fre-

quency rotas, the call sign generation system, and schedules were'developed ._3

l. Amn Rept, FS 8608 DU fy 1955, Vol II, pl3.
2. Ibid. jpl)-l-

O 3. TIpid. plk.
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On 1 Jan 55, Military and Border Guards und -went a complete -

Military networks were gradnally recovered

during the third quarter of fy 1955. 'I'his vas greatly‘_aided by good vol-

ume from intercept, and close cooperation by local DF. Frequency rotas

3

Were ﬁrst establlshed and station continuity recovered throngh intercept

]

}gentificatlons and local DF plottins. Subsequently, other recever:les '

*

were made sucli ~as schedules., new call sign books, call si@. keys, etc.l

. o
e

l:‘ Navy nets were recove’red mostly by transmit r'and net char-

. .

ecterist:[cs and continuity recovered on|:| Border Guards and Police

nets. This 'was accomplished by the development and appl:lcation of fre—

que!;cy rotas and, schedules. The L —Inet was heard daily and

was c'hanging frequencies end call signs approxlmately tvo t:l.mes monthly.
H;gh echelon l:IMilitary nets changed basic station dinomes,

page seiection, and call signs for February, June and-October beginning

j in October'.l9_5h. In February and June 1955, this new system was repeated.

Because of this change, the net was not cased during the last half of

October _195_14';'-howe'ver , & net having transmitters and precedure character-

istics of was intercepted with call signs derived frcm Book

 "F" with & plus two additive and at least three and possibly four ranges

of basic station dinomes.

After this change, five stations were heard. Later, there were eight,

I. Am Rept, FS 8608 DU, fy 1955, Vol 1L, pls. —
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two of which contained Book "F” call signs each month regardless of the

predicted Book. In March 1955, these Book "F" call signs appeared on both

day and night schedules acting as alternate control.

A fixed call sign - first

noted, dn August and Septembar- 195'1+ was seen sporadically during £y 1955
in|:| An unexplained silence occurred on this net from 28 Sep 5k -

- t'o éé Oct 54 after which it returned to normal operating procedure.

, E?_ 332(2%(2) Pertinent informat'ibn ‘oh "1 “known Naval nets was received

‘e, ,from NSA in Interim Report NSA 90 #321-5k, 'I'his document was an aid in

0..

: °;,'- . ciarifying the problem as it provided narrative summary of Navy nets in
! 'addition to a compilaticn- of technical traffic analysis aids.l '

R Y L3 -

°* Umisual air procedure was noted :m|:] in November 1951} indi-

. s -

- cating- that operations :f‘or.merly associated w1th |:’Air nets were

* newly assrgned to Military nets or, there was further collocation of sta-

. tions of Alr nets with stations of Military nets.
In mid-April° 1955 , 8 new challenge and authentication system was in-

L

augurated on the|:| Militaryo and Navy nets. ‘l'he new system consisted

A ]
L4

'ofa ..

L

number and that one answered by the challenging station uith another.,:l,

number. Through analysis of intercept, "Q" signals, "QTY"

and "QRY" were found to be used on these nets as net and station indicators

respectively.2

The station ‘participated in 'Operation;.MOBY.DICK 15 Jun 55, in which

1. Amn Rept, FS 8608 DU, fy 1955, Vol 11, plb.
2. Ipid. pl6.
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. normal range of the station's mission.2

Radio Directidh Finding

At the beginning of fy 1955, the station's DF organi;ation comprised
the following:

1) Alternate Control--located at station headqparters, Scheyern.
Detachment "A" at Memmingen.

- Detachment "B" at Malmsheim.
Detachment "C" at Kassel.

+wWw N
N N

Due to consistently poor bearlngs at the location of Detachment "C "

it was discontinued 5 Aug 54. Detachment "B" was transferred to Fld Sta

8611 T Jun 55 and its persdnnel returned to Scheyern.3 By the end of. the

‘repért period, the station was in'éontrol of one DF éite at MEmmingen and

additienally operated slternate control of the ASA Europe DF net.h-,Detachﬁ

ment "A" received support from Kaufbern Detachment until the start of the

. new calendar year when Ulm Military Post assumed responsibility. Stuttgart

 Sub-Area assisted Detachment "B."

In July 1954, an $8,000 building project of one operations building
and a generator hut was apprévéd fof the Memmingen site. During construé-
tion, many changes had to be nade AAd it was not until September that fhe'
site was accepted and equipment moved into the location. .AN/TBD-h equip-

meﬁt was installed il November..and.this contributed greatly to the accuracy

I. Ann Rept, FS 8608 DU, fy 1955, Vol II, pb.
2. Toid. p2b.

3. Tbid. plT. 4
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of begring_s. "By the end of September new equipment had also been in-

stalled at the ‘other DF site at Malmsheim with good resu.]..ts.
 On 1 Aug 54%, MACO and ASAETC system of encipherment was replaced with
CENTAUR loca; operation system for routine and administrative traffie 3 v~and
.CS' one-time pad systein for the flashing and reporting of mission.l In
January 1955, CENTAUR on-line system was used in conjunction with CENTAUR
"one-time pad. - On 20 May 55, CENTAUR was replaced by DIANA for outstations -

and control .2

A more radical change then usual occurred in the :I Mllitary and

L]
.

Naval -networks on 1 Jan 55. 1In prev:Lous years, nets were more easily re-

-covered and continuity re—establishe_d, féster because I:l_forces contin~

. R
. .

ued the use of calls from tbe ‘same book, _and‘th'e same address trinomes

.
. .

were utilized. In Jaﬁuary, however » calls vere generated from a new series

«*

of ll call sign 'Qooké. Other than for transmitter identification by inter-

qept operators 3 it wag difficult to redevelop networks in their former ’

e patterns.
P.L. 86-36
BEO3.3(h)2) , | . . . _ Slnce information was at hand as to previous geographlcal location of

Military districts_, a project was

begun_on. 20 January to isolate geographical districts and later on, the

stations fwith.iﬂ *the nets by local DF plotting in conjunction with intercept

.

recognition and traffic aneinis finding.

Approximately 1 February, I___| OB maps, military districts:,bound.eries ,

and additional former station locations were obtained. One week later basic

T, Ann Rept, ¥5 8608 DU, £y 1955, Vol II, piB. - , -
2. Ipid. pl8. =DER-
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trinomes on military stations were: received from ASA

'_.vided a procurement. basis for, identifying mainline

By plotting and evaluating bearinga obtained

o leads. As the basics had been recovered and station locations were~Known,

i1t was possible to assoclete the calls heard daily wi'l.'.h the station sending

2

them.” This was done at the station by local LF pletting%and, as:a resnlt{

EO 3.3(h)(2) thergcevery of the four months call elgn keys was obtained more’ Teadlly.

P.L88-30 ... ... Thisr coordinated: effort which:bad.formleted recovery- or the|:|Main—

v, -,.line Military net was later extended to imclude lower ec.helon neta vith -

‘e
.

'.'- i’air "o ,good results.s

.’ _.Q'.-"

iy " . Detachment X (Formerly Det E)}

e
a‘.‘ ._‘

']n:i,s detachment & aeparate unit, copducted 1its eperations dn.ring £y

1955 with émphaais on * e ., Border Guard netmrka.

Contimulity was ez;cellent on high-leve1| |I-lilitary nets and good

continuity wasB maintained on low echelon millitary and Border Guard

-
*

networks. ' .

*

1. Ann Rept, FS 0608 U, Ty 1955, Vol II, peb. I
2. Toid. per. —E=iiBER—
3. Ibid. pey. : : i
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During the year, all Border Guard nets changed basics month-

ly, but stayed withln 'bhe. 950 -999 mcs range. |:|Military nets

changed basies bi-mon‘bhly, and vere allocated according to OB. An: exception

to the bi-—monthly system occurred during the May-Jdune 1955 period when all
|_—_|M1'litary garrlson nets repeated basics of the March-April period,

while .t‘he fleld trainlng net :mtrodnced new basics.. -

«

. | - M:Llitary and Border Guard used one set of keys for page, row,
- po'lun;n vhich were changed daily during the year. These repeated menthly

‘ from l Jul 'to l Nov 511- when a nevw set of keys vere introdnced and prevailed

until 1 Mar 55. The set of keys introduced 1 March continued :I.n use during

ALcea., .

‘,‘3:’.&:. --th,e .remainder b:r the Year.. ... : |
'.“::‘ ”':." 45, 0n l.O.ct 5&_"[:' Border Guard nets we:r:e. reorgamzed' | | |

: ". an vere d.ropped.'l' 'Gutste‘tions of these nets were: 1ncorporated

L '.. : Deﬁm’oe bi'-monthly frequency rotas were used vy a.ll Military o

.. t;ets during 'bhe. jrear. ~These éha,nged frequenc:.es five times during the flrst

]
»

s 15' days of e.ach month end re-ported dur:\.ng the second half of the mon‘bh.

«
. .

‘II' Border Guard nets changed frequency .rotas -mpnthly Four frequen-

é;ies were used by each durlng, ~month ) 'changing evez"y eight' days.

'. On 5 Nov 54, a major reorgans.zation took place within 'bheE:_I

. .
s

Military networks. |:| dropped hls fourth ou:tstation |

|:| which was subordlnate to :lbecame -thegs:third cu'tsiiation

3

of | . | which was also subordinate to|:l re-
pleced|:| as the third outstatlon of | | became
' I. Amn Rept, S 8608 00, &y 1955, Vol 1I, p23.
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P.L. 86-36
- EO0 3.3(h)(2)

the third outstatien of.l

digtt groups .

e
o Do

On ll+ January, an unusual preamble firs: appeared on practice

detérmined whether the messag'as were ;éractice or bonafide.

I:llntroduced complex worklng on 1 March, and continued to

usé€ it.throughout the remainder of the fiscal year.
time, such a working was noted on any':' net.

'I'his was the first

|:| Military nets began using net calls on 1 March. With the

advent. of these net calls, there was a decrease in operational .chatter on

the nets, which resulted in a change of procedure.

I:I continued to use a definite procedure.

As the year ended, only

I:]Milltary nets stressed secui'ity from 5 Jan 55 to the end of
the fiscal year

This was evidenced by the introduction of a permanent

security station which changed' its call sign bi-monthly.

| REF. VOL._Z P._242.
I. Amn Rept, FS B608 DU, Ty 1955, Vol II, peh
2. Ibid. poh.
3. Toid. pos.
L, Ibid. pas.
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 11. Field Station, 8611 DU, Beumholder, Germany

. Throughout fy 1955, Fld Sta 8611 continued to intercept:

foreign eommﬁnieations, to perform DF, to apply special identification tech-
niques, to submit rav material and technical reports, and to perfonm.amcil;
V 'lary tasks as required in support of the National COMINT effort.l Little
'zdifficulty was recorded 1n the performance of thig assigned mission during -
"fy 1955. Operatiecnal effectiveness was not seriously impaired by routine
problems of personnel losses and equipment and supply shortages.2
Equipment utilization wag held to the maximum through control of the

intercept mission to insure that tasks were assigned to all of the equipment

' L 8656 available. Msjor instellation projects completed during the year included:3
EO33(M@) ., | |, sv....... 1) Tnree Flexible Multiplex positions.
: 2] " one| Simplex position.
"~ 3) Two on-line 1TPB positions utilizing two Model-28
Teletypewriters and two SFO, Signal Generators.
4) Two on-line 2B positions utilizing AFSAV-D-86A

(GOBLIN) &nd two Model-28 Teletypewriters.

The major maintenance problem encountered during fy 1955 was lack of ade~.
quate testing equipment used for repair, alignment and calibration of high
_tolerance electronic eqpipment. Specific equipment items needed included 4

'1) Vacuum Tube Voltmeters.

2) Precision Signal Generator (with calibrated output)

3) Frequency Standard and Impendence Bridge.

Actual operations at F1d Sta 8611 were divided into four phases: DIF,

Manual Morse, Non-Morse, and T/A._ Following is an account of the conduct of

operations in each individual phase:

1. Amn Rept, FS 8611 DU, fy 1955, Vol 11, P2
2. TIbid. plf.
' 3. Ibid. ppl3-1lk. .
. L. Tobid. plS5. _ 131
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: Direction Finding: Fld Sta 8611 operated one DF; site until

T Jun 55, when a second site was made operational. The--_; .ssion of these
sites was to take beerings on targets flashed to them by: net control. Con-
trol for this fixed stetion DF net was held by F1d Sta28606; alternate con-
trol by Fld Sta 8608. Fl1d Sta 8611 was ass primary.. respensibility for
tip-off on activity of specified targets.l priority DF tip-off '
assignments covered 4l targets in| IMilitary nets.2

Manual Morse: At the beginni‘ng of the fiscal‘..ryear, 26 positions
vere required on a continuous bésis-.snd, at the end, 28 positions. 'Actually,
there were [] positions installed, 23 of them verticel rack, double receiver
type , and 7' of them double receiver, console type.3

The’ number of manual. Morse position assignments shoved only & decrease
of two‘+during the fiscg:l year, from 33 to 31. In the fourth quarter, these
position assignments Were redesignated "AM" and "JM, " thé "A" denoting

. positions which'provided intercept of sole interest to-NSA,. and the "J" de-
. noting positions vhich provided intercept of joint interest to NSA, the
aervice cryptologic agencles, and the field processing centers.‘ -

.
3

. Targets listed under position assi ents showed a general adJustment
during the report period.: Whereas | |Military nets were covered at
.- the'beginning of fy 1955, only[ |Military nets were covered at the
,‘ .’end. Coverage of nets dp! the” | lwas deleted alto-
& .gether. On th.e - otret "hand, .coverbge of] ] traffic was '
" added, yhi‘l'e coverage df | ]shoved a small’
™ d.ﬁ‘c':.regs‘e..= vaeragﬁ of] [and Police traffic remained rel-
' Ll el v unchdnged : ‘ o
P.L. 86-36 _ , _ :
EO 3'3(h)(2)g,-.,.,..|_" '~ Non-Morse: Non-Morse intercept was significantly affected during
' % ’ :the «$iscal year by the extensive use of simplex and flexible multiplex sig-
s, " hate ranE: .. | 1inks and simplex and two-channel multiplex .
s, [ e . ..., Jlinks. At the beginning of fy 1955, coverage

s of mmplexl#signals vab ‘obtained on an Ampex S- .3160 tape recorder.
*,  However, only one position’ was available, "gnd .coyerage was limited. In
": October 1954, the section started ‘copying sim lex]tbignals on per-
. forated tape with undulator tape back-up.’ positions were utilized to -
’cover this portion of the assigament. - .

_:: In June 1955, an NSA team visited the station to install special

. equipment and to acquaint intercept personnel with the latest .

: intercept procedures. With this equipment much of the work for-
merly dpne by the analysts was now done omn-line by intercept operators.
This included indicating stutter groups, converting cipher counts, indica-
ting. passages, and marking page copy. in such a way that aligament
could be made. ' _ ’

‘ - I Ann Rept, FS 8611 DU, fy 1955, Vol 11, pp2-3.
. ° 20 Ibid- Tab 50 )
3. Ibid. pp2, 8. . 132
4. Ibid. Teb 3.
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A pumber of mejor changes in the Non-Morse assignment were made during
- £y 1955. In July 195k, the RCA 00100 case notation was replaced by a sys-
P : tem of trinomes. The new system, by giving a trinome for each city, did .
N away with the use of city diagraphs as a means of servicing and identifying
traffic. .

In October 1954, the entire assignment was dropped, and a nevw mission
- assignment established. The new mission assignment consisted of five cate-
gories, each category denoting a specific type of signal to be given a-
specific type of coverage. Categories assigned the station included:

Category 1 (Simplex).
"Category 2 (S:melex,|:| to be copied on
. perforeted 'and undulator tape).
----- Category 3 (Simplex. |to be recorded on

P.L so-se readiaemienr e ] magnetic tape).
EO 3.3(h)(2) g Category 5 (Military Two-Channel).
S Category 6 (Commercial Multiplex).

T "In November, Category 3 s+ dropped, and Cate ry T (Flexivle Multi-
plex) esta’biished. In Jamiary 1955, Category 9 &Morse Automatic)
was eatablished. *In. June 1955, all categories were changed to Block Groups,

and three, additional Block. Qroups vere established:l

T .1% Block Group AX-L’2 {(Two-Channel - Scrambler)
2)'.Block Group AX-13 (Military Two- Channel)
3) Bch.k Group AX-14 (Sz.mplex

Traffic Ana]gsisu .Operational end product of the station in-
cluded raw traffic, both Morsé .and non-Morse, TECSUM's, DARE's, DANAR's,
Technical Support Material, and Weekl Analysis Notes. To meet new report-
ing requirements effected by the call sign change, 3 Jan 55, the
T/A effort was reorganized, and four traffic analysts per trick vwere assigned
to work directly with Manual Morse and Non-Morse operators. This reorgani~
zation greatly ex;pedlted the preparation of daily reports such as the TECSUM,

DARE, and DANAR.
REF: VOL._—Z'_P.,é____

1. Ann Rept, ¥S 8611 DU, fy 1955, Vol II, pplO-11.
2. TIpid. pp7, 16.
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F.  Pacific
1. Hq ASA, Far Bast, Tokyo, Japan _ ,
Throughout fy 1955, the mission of the 0p T Diviston,
ASA, Far East was: | |

1) To exercise technical supervision end coordination
of intelligence collecting and producing activities of ASA,
Far East and subordinate units. e

2) To maintaein liaison with AF and Navy counterparts
for coordinating 1ntelligence efforts for the theeter G2. .

3) To supervise spec1al ASA, Far East intelligence
activities and detachments.

w

In discharging this mission,.liaison was maintained with local intel- :
. ligence representatives, the Special Security Representative, AFFE/Eighth
"US Army (Rear), and Special Security Representative, FECOM'both to obtain '
collateral support as required, and to pass COMINT ' end proiucts"'tc auth- |

:oriied consumers. A direct teletype iine was established to Special Secur- .

| ity Representative AFFE/Eighth US Army (Rear) at Camp Zémewz
Activities of various operational sections follow: . R Eg“s?g('ﬁ?(z)
. A Control | __L-'-‘i | :
The Control Section was made up of[gé -1tnronghout fyul955.

Its function of coordinating assignments and forwarding raw intercepted
traffic vas reduced largely to an ;office of reccrn.“ During the yeaf;
-DIRNSA continued to direct intercept assignments to Field Stations 8603,
8609, 8610, 8612 and the 3271-,11 Company The 326th, 3291-.11 and 330th Com-

panies received their missions from the 50lst Group.3

14

I, 7on Rept, ASAFE, fy 1955, Vol II, pa. » ' e eten
2. Tbid. pé8. , ' a _Em

Q 3. Tbid. ph.- S
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As of 30 May 54, there wvere I:lintercept personnel operating| |

. ®

manual Morse positions. On 30 Jun 55, a total of p_ersdn'nel operated
|:|manual Morse pcasitions.l g At A
* In early Decémber l95h due ‘to ‘the large loss of intercept personnel, .

. ASA, Far East requested sﬂbordinate units to go on a 3- trick system; how-

' ever, NSA. pérmission to drop some manual Morse assignments allowed the

L S $‘-‘

N __ «sfations to resume 4-trick schedules. An airlirtrfrom the ZI greatly

.
v oq *

- E-(')—-;S(—:iz)f- , alleviated the critical personnel shortage, and an overstrength of Chinese
' r"'.'.:-.' h lin.gt-ti.‘sts ‘made it ';g:'g'sé_i'p.'.l_.e. tb put'l:]linguists on TDY with the Navy for
Lot -Guty afloat, and several with the AF P (3}£inaﬁa. Aﬁer:'intercept vas
. intensiﬁed, the overage was largely nulliﬁed. The Navy agreed to train

' seven Army 'personnel to operate an MOA position at Fid Sta 8603 for vhich

| *  no qualified persorg.ﬂel were available.®

" Following notificat;lon by NSA that a former 51te survey on Kyushu was

.

inconclusive, a site survey team wps sent to Camp Hakata on 20 May 55,

‘moving to Camp Wood a month ~later. . Thé .team operated one Morse and - voice |

- *

g.eneral search, one voice, one RP., and th:r;ee manual Morse poxsitions.3

i, ' Chinese’ , :, o,
. This section consisted of [ | .. .ICiw.r'(.l. on DS from
NSA, Fer East) at the beginning of fy 1955 end o ey

and DEM for on-the-job training at its end. With the return of the[ |
problem to NSA, increased research‘,and development responsibility on the

Third Field Army Problem, and "asSumi;tion of responsibility for translating

TR Rept, ASAFE, fy 1955, Vol 11, p9.
2. Ibid. pp8-9.

‘ - 3. Ibid. pT. . '
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and publishing WC 501 commercial intercept, a redistribqtiogfof‘personnel

was effected.l

problems: PVA (North Korea), Third Field Army (East Chi ), Northeast

China, &nd Voice Morse (North Korea and Chins Mainland) Developments

follow:

Peoples' Volunteer Aggg?

- PVA was a most productive source at the beginning of the year.
It supplied consumers with geographical locations and relocations of FPVA
branch units and Armies, and identifications of CCF divisions and North
Korean Corps. Machine aids were increasingly exploited,. largely on long
range studies and development of unknown calls. They were used extensively
by four traffic analysts who attempted to procure contimuity of any

- callg in North Korea. Intercept was supplied by| . [

" and positions at the 329th Company. Evidence supported thé presence of
11 CCF Armies, 9 CCF Artillery Divisions, 3 CCF Army Groups, 4 Rorth Korean
Conﬁs and 25 CCF Infentry Divisiens in North Korea-dnring July 1954. Prior
to'9 Jan 55, 2 CCF Armies, 3 CCF Artillexy Divisions, and k& CCF Infantry
Davisions vere accepted by COMINT aq haying left North- Kbrea.

. o A major change in Chinese-Cbmmunist communications occurred .9 Jan 55,
. and procedure was revised-in addition to a complete call sign system change.
.. This completely elidinated previous T/A capabilities of i1dentifying units
S and network rocbnstructions. After 9 January, call signs used on suspected
. PVA communications changed twice daily, whereas previocus procedure was un-
' changing utilizing substitutional alphabets. - As a result, large scale
o _.mﬁ&hine aids were initiated and & number of tentative continuities. or asso-
+ " clations of nets having characteristics of former FVA communications sys-

tems were. resolved.

b .' _' SETs By Jude 1955575 neter " - - - - ané 13 -nete I were determined as pos-
" 'sibly, serving PVA. With tesemotations traf ysts began recovering
station” continuities directly from raw intercept as it was received. Four
nets notated as[::::]were tentatively identified as PVA Rear Hq, encompass-
ing 9 outstations which were believed serving armles. ‘After 1 Apr 55, only
7 outstations, and 3 nets suggested as possibly serving the 24 Branch Hq
were observed in communication with the 9 outstations. .

" P.L. 86-36
EO 3. 3(h)(2)

1. Ann Rept, ASAFE, fy 1955, Vol II, P9.
2. Ibid. plO.
3. Tbid. pplO-13.
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P.L. 86-36 _'FB_P_S_E&H_E_‘{__
L EO 3.3(h)(2), _

o After 1 June, a semi-majbr «<all sign change occurred on all PVA links.
Positive identification of former| notations was not accom-
plished. All former notated links appeared to have changed their NR blocks
to a 1000 type. Research on the call sign system, allocations, and re-

" peated calls made it possible 1o maintain continuity on previously observed
nets, although not as complete as prior to 1 June.

. Most nets notated as possibly serving PVA were located by DF in the
general Pyongyeng area. Available information 30 Jun 55 was insufficient
10 establish positive identifications or numerical designations of any PVA
units in Korea. . -

Third Field Army;

Importance of anaslytical effort on Third Field Army communications
network increased primerily because of increased activity of Chinese Com- -
munist military units along the east coast of China Proper; particularly in
the area adjacent to the Formosa Strait. _

Close technical support of F1d Sta 8603 and the 327th Cempany invelved
the daily processing of raw materiasl and subsequent publication of note-
worthy information pertaining to T/A results. These publications included
"ASAFE Weekly Technical," consisting of pertinent information of a current
nature; "ASAFE Technical Support Letters" and ASAFE Informal Technical Com-
ments," normally containing information accumulated over a longer period;
and "Weekly Status Reports,” which contained significent developments in
the Third Field Army network, for internal distribution within ASA, Far -

East.

Third Field Army commnications netvork, as recovered 1 Jul 54, repre-
sented five major headquarters: Third Field Army Hq, Nanking; Third Field
- Army Public Security Hq, Shanghai; Seventh Army Group Hq, Hangchow; Tenth .
Army Group Hq, Foochow; and an unidentified Army Group Hq, Shantung Penin-
sula. Nets identified as serving these headquarters and their subordinate
units consisted of approximately 20 permanently notated cases and 18 tempo-
rary cases. These 38 nets encompassed approximately 135.stations with about
4O equated to their equivalent units.

Procedure signals consisted of encoded "Q" and "Z" signals, usually
effective for three months.. In most cases encoded meanings could be re-
covered. Three types of station or relay indicators were used. Two vere
in effect for a three-month period, however the effective period of the
third was little known. Call signs of a repeating type were effective from
10 to 15 days. Exact time that a given call sign period would be repeated
could not be accurately predicted however. Intensive research resulted in
equation of many relay indicators to specific stations or headquarters.

This was a valuable aid in tracing relays, and in establishing station con-
tinuity since relay indicators remained static for several call sign periods.

. 'I. Aon Rept, ASAFE, fy 1955, Vol 1I, ppl3-2l.
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On 10 Jan 55, a new station or relay indicator system‘was introduced
using dual tetranomes, representing an addressee or an originating station,
depending on the position of the groups in the message preamble. Many
groups were recovered, and equated to specific stations: or, units. After
preamble addressee groups had been reduced to call signs -or “basic indica-
tors, they were helpful in establishing relay patterns and maintaining

station continuity.

Twice daily-changing call signs were introduced on the communications’
network about 1 Nov 54. At that time, two Nanking nets were affected, but
despite difficulties, continuity was maintained. On 10 Jan 55, a major
change in communications procedures occurred on all nets. Previous call
slgn, procedure, authentication, and other systems ceased to be observed.
New analytical methods were initiated, and the recording system revised in
an effort to recover continuity. After 10 January, greater emphasis was
placed on machine processing and, in company with other basic analytic
tools, isolation of many nets was made possible. RFP and.DF material was
extremely valuable in the re- establishment of continuity' i _

_ Nanking nets were recovered 13 Janusary and some of these having a

- total of approximately 30 outstations were isolated. Three Hangchow nets

" consisting of approximately 10 outstations were also isolated and identi-
fied. Continuity on 4 or 5 Foochow mets with 11 to 15 outstations was re-:
covered 12 January. No definite continuity was established on Shanghai
nets after 9 January; however, several nets believed to be associated with
them were observed using a 10-day call sign period in March 1955.° Nets in :
- evidence after 20 April employed twice daily-changing calls. Four suspected
nets of approximately 15 outstations were isolated. Contimuity on Shantung
Peninsula nets was established 9 January. Three additional nets with ap-
proximately 1l outstations possibly associated with Shantung Hq were isolated.
‘These were believed to have been employing twice daily-changing calls after
February 1955. :

About 10 May 55, & large number of practice nets was observed. in the
- Third Field Army area. Continuity was maintained on the majority of these
nets which employed & seven-day call sign period. In addition, all major
Third Field Army controls were observed passing practice traffic in con- .
Junction with regular traffic. Unique number blocks employed on the prac-
tice traffic rendered it easily identifiable. .

To prepare for the 1 Apr 55 implementation of "NSA Emergency Plan for
Formosa," an analyst visited Fld Sta 8603 in March to ascertain the needs
of the station. Traffic analysts employed on the Third Field Army problem
vere transferred from Hq ASA, Far East to Fld Sta 8603. All records main-
tained subsequent to 10 Jan 55 were duplicated and forwarded to the stationm.
In addition, responsibility for publication of "Weekly Technical Notes," on
the problem was transferred. These measures curtailed T/A efforts; however,
‘complete T/A records were maintained, and limited research performed at the
headquarters. Loss of experienced men was partly overcome by their replace-
° ment with new men. First traffic from the 327th Company was received in
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T. Ann Rept, ASAFE, fy 1955, Vol 1I, pp2l-23.

late Msrch l955land in a short time became extremely véluable 'in the analy-
sis of Fukien traffic. DF bearings from the company beginning 15 Jun 55
vere expected to be an additional source of valuable analytical aid.

Northeast China and the China _Mainlandl

' In Séptember 1954, the Northeast China Section was enlarged to

include China Mainland, less Third and Fourth Arm:Les. [ | enalysts were
 added to bring the section up o |:]men. et

Prior to 9 Jan 90 -Peking .Maixiline traffic was intercepted by the 327th
and .329th Compqmeé. After the 327th moved to Formosa , the 329th increased
its effort 'aha. additional positions were made available at Fld Sta 8610.

At the. emd’ 6f the year positions at Fld Sta's 8609 and 8610 and the 329th

o Gbmpany serviced mainline traffic.

. A definite and distinctive militery radio network sei-ving Peking Hq

.., Was developed by analysis. Partial existence of communications links from

Peking, to senior milltary commands was confirmed. Peking communicated with
Central’, dnd. South, Northwest, Northeast, Southwest, and Tibet Military
Districts 'dnrin'g 195k, After 9 Jan 55, a number of links were established
in Peking to No’rtheast s Southwest and Central and South Military District
links. S

. ‘Approximately 25 statlons 'were 1den'b4L ied as serving -the readily ex-
ploitable Northeast China Radio Neﬁwork. _ .were considered the -
highest military echelon. Tentative acti-v.lties were reported in the Antung,
Tungwha and Liaotung Peninsula sectors. N6 specific identifications or '
geographical locations of Armies, or sub-units, wére recovered. A crypto~ -
system from one net was isolated |
defense activity, assumed to be a function of the public security units
within the Liaotung Peninsula. The 115th CCF Infantry Division and a 524

. Regiment were identified. As the 524 Regiment was subordinate to the 18th

Public Security Division it was assumed to be a public security unit. . Only
part of the complex was recovered af‘ter the major communications change of

9 Jan 55.

Limited T/A intelligence made North and Northwest China least exploit-
able of the mainland areas during 1954. Conseguently, when the 9 Janmuary
change occurred these areas remained unrecovered.. Extensive T/A attack
with the aid of special identification technique informstion allowed a
small number of links to be tentatively identlfled as serving North and
Northwest China. 4
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Volce Morsel

One analyst was assigned this task throughout Ty
received fraom the 329th Compeny was largely air and practice with some
weather, naval and a small amount of military. Two significant nets were
recovered, one of which dealt with flood conditions along.the Yellow River.
The other was & previcusly heard air defense net which reappeared 1L Nov 5k
using the same cryptosystem apd characteristics. This wis the only signif-
icant voice net carried by the 329th Company at the end of the year. In-
tercept from the 327th Company was almost entirely air. Here, the only
- glgnificant net was an admimistrative air net believed located between

Wusung and the Santu River Estuary. Message content indicated exchange of

PL. 86-36 pre-flight informetion on Communist patrol and point-to-poimt flights.
EO 3.3(h)(2) ——
1‘: ,' % % E . 'I.'h_é_ t_fi-ﬁt&ﬂa‘lyéls 4dd” Lampadge " Subsections*

‘- Cit-‘ho start” the. xear,] |assisned :I.’or on~the-Job -

L

-
" e, T

c o i B fay

ctraining to e.nd it. Fiscal yea.f 1955, ﬁhOVEﬂ an appreciable'd.ecrease in

mesqages in readable syebems, which, excluding trafric,-

_never exceeded the 240 mark 1n a::wr 'mopth Of the fiscel year's Bix read-

- able systeﬁs.s , three were short-lived° s m’ags in Dec_an_ber
195k; Y e |msgs in December; and fns'gs during the .

th:cee-mohth perir:»d...September through November 195#.2

*

A resume of remeining active systems follows:

+

T, Anb Rept, ASAFE, fy 1955, Vol II, ppe3-2k. ' "
2. Toid. ppes-26. - EBRER—-

Y 3. Ibid. pp2b-27.
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@

Electronics 'Dictionary and a Chinese Import-Export Commodities l.ist. Work
was undertaken to convert them to Ming numbers, and plans- called for their

1ncorporation into a comprehensive Chinese Terms L:Lst.l .

v,— g
:_ﬂ t

No formal cryptanalytic training was given, but on-the-,jo'b training
was available for some personnel. A formal training course for linguists

- was given, which was influenced by three developments: (1) The shelling

of Quemoy vhich indicated the desirability of llngulsts with the Seventh

Fleet at sea--in time were assigned to cruisers or' carriers of the
Seventh Fleet; H (2) Exploitation of by field units which 'brought
P.L. 86-3 Lesiis ;t;out ‘a’ fn:o'gram- to -tra:Ln scanners for field units--the original four weeks 3
' 56.3-3(-'1?(2),_“ | -'course increased to ten-to-twelve weeks; (3) Redeployment’-ﬁiof the'3'27th
| “-:“"J‘.,i Company to Formosa which made it necessary to send a 1arge num'ber of

¢« %
. * .Specially trained linguists. Requirements such as these made it advisable

* 24

*
*

i to administer a certain amount of basic training in language pro'blems of

. the theater ‘l:o all linguistic personnel.

. - A total oi: Ellinguists arrived-at ASA, Far East during the year.
-Additionally, |:|linguists were reécalled from Korea where they were de-

ployed on the low level vo:Lce program. These were needed for expanding

I_—_l traffic, and the 327th Company s voice problem.s

. The OB Subsection increased from EM during fy 1955. Principal

accomplishments were analysis and reporting of Chinese Forces intelligence
information, recording and indexing CCF and UN OB and the footnoting and

publishlng of Chinese Communigt commercial translations of- military :Lnterest.

T. Amn Rept, AGAFE, Ty 1955, Vol 11, pp3l 33.
2. Ibid. pp33-35.
Q 3. Tbid. pp38-39. 1l+2 |
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Expansion in Chinese commercial traffic permitted identification and

location of a number of CCF units. Included were:
Army Group Hq 1
.Division Hqg 11
Regimental Hq 8
Air Army 1
Air Divisions . 2
Airborne Divisions 1
Public Security Divisions 2
Public Security Regiments 2
Motor Transport Regiments 5
Railway Divisions 5
Agricultural Construction Divisions 4
Engineer/Construction Regiments. 9
" AAA Regiments 3
Armored Regiments 1
Military Schools 8
Military Hospitals 5
Cav. Regiments 1
Additionally, early warning traffic located radar, air spotting
and air warning CCF units along the northwestern Korea c:;aétline;l
This section provided»d::tréc.rb technical support to the 50lst Group on -
the . ’ problem Its personnél streng'bh was increased
by 3 WO d;uring the year bringing. aSSlgned strengbh toL IEM, and |
DCi.v. C.'/A an@ 'I‘/A were performed to enable L:l units to properly ex-
p,lo:Uc’ current 1ntercept traffic 1m ord‘er to produce COMINT
™ . .' . \ \ . s .
f.~| o |traff1c 1qterbepted by the 323th Cempany 'and later by Fld Sta
. AR -.8610 vas pred‘essed after 20 Féb 55. Until June 1955, vhen NSA assumed all
.:'31"_ o ‘firs’o mstanc;e reporting, traffic was scanned for possible
} 7.?: -_-'-----.- ........ .
EO 3.3(h)(2) solution of new cryptograrhic systems and publlcat:Lon of pertlnent messages.

P.L. 86-36

 I. Ann Rept, ASAFE, fy 1955, Vol 1I, pplO-Ii.
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E?_ Sé:é(_ggz) to prepare them for assignment as crypto-lmgui sts. Theae “men: vere sh:lpped

L
-
* L

’ tb:l to assist ﬁeld processing units and some were later returned for

“. duty aé language resesrchers or "bookbresking" analysts.l

-
Ld
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cryptosystems. Following this development, _se_ame-.|:| traffic was found to

be :Itraffic, and vice _versa‘.l" "

et Sae Iﬁt"eiii-gence Production snd Order of Battle
.Eﬁf%gg§2>"'-' In_this.field, COMINT and non-COMINT information was received
| Ad.uring the )"ear from ali‘ sources and studied to provide consumers with -
~ usable and pertinent intelligénce. Weekly contribﬁtiOns were made to the

- ' COMINT summary, and periodic reports were based on special studies. Normsl
source of material was translations by various COMINT cehters.« COMINT con-

" tinued to pi'odnce co_nsiderab'lé original and reliabie OB information, and

- "+ helped verify informstion from non-COMINT sources.

I, Ann Rept, ASAFE, fy 1955, Vol 11, pph9-51.
2, Ibid. pp51-52.
3. Ibid. pp52-53.
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radio printer intercept as to known assigned, unassigned or unknown links

'trqffit,.@ranslations procedures, schedules, and frequencies to derive:
*."stechnical inf

e *

. thrqughout the year. Studies were performed on traffic volume, types of

ormation fi
pubZication

.
. ®
- .

e *

or operational support to field stations, and for
1o+ {nterested comgumers.
lliste

PRI

An IBM run of radio printer sid, ‘
d‘&y’case and frequency, was fdfﬁar@ed_monthly.to stations engaged in -
[ Jdnterecept.

L]
.

-
. LA

£§Q§r~gn iqpréé}g in Soviet oberaﬁbrs in thél

A revisibn,of operator charscteristics was necessary
during April 1955.% ¢

2
[

.
.
* o

.

: 'ﬁQTE: A change 1n 'mainline procedure was Observed in March 1955.
Prior *to that date, a station would become active, Bepd one message, and

‘then clote down. After Mhréh; stations were observed Sending numerous
in| * |

messagef before closing down. + Activity on the[ _

: il

i radio pr@nter'link‘decreased—decidedly,in message volume.
- Heaviest activity was du;}ngJ%ﬂgbtAugust and September 1954 with sparse
activity in Pecember 1954 and May.1955. Addressees observed were

* .
. * .
.
Py
.

.
v

Fy 1955 activity of the Volge Subseetd

.

.

. .

6ﬁ’consisted of the review of
transcripts of E:l language ra&io transz'ni'ss':l«qn. _ Local linguistic and.

3

communications analysis was applied téxsuch maféxiél}to produce technical

cept.3

information for distribution to consumerss A totgi'gf 156 technical reports
was released on low echelon activity as reflected in raﬂiotélgphone inter-

e
.
.

NOTE: Principal low echelon activity was field training df[ |
tank and artillery units under simulated battle conditions.
fication techniques indicated the|

areas as the main sites.

area.

Special identi-
S

Sparse activity was also noted in the
The amount of artillery traffic was greatly increased ov
vious year, and was attributed to expansion of intercept facilities.

"1. Ann Rept, ASAFE, fy 1955, Vel II, p59.
2. TIbid. pp59-60.
3.

& the pre

e pre-

Ibid. pboO.
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A
»

Reference to eatomic weapons was noted for the first time:in Far East com-
munjcations. CBR training was noted on several occasions. A decrease in
traffic began in August, and continued through October“195h Wo activity
was observed in November and December. However, in January 1955, a de-
cided increase over the previous January was noted, and the volume of inter-
cept during February and March 1955 was approximately double the equivalent
period of the previous year. .

Fy 1955 activity of the Intelligence Production/OE“éngsection consisted
of developing information of the end—product type from technical reports
by intercept subsections. Abnormalities and unusual occurrences in Far
Eastern communications were reported weekly. Spot reports were released
1mmediately upon any indication of unususl or abnormal communications activ-
ity. Majority of the 170 spot reports for the year involved low echelon

military field training exercises. Others were highlighted by the communi—

cations change of 4 Jan 55, and the movement of

¥ X . s

--.-"-‘ ) Machine

This section increased its personnel from 2-0 and 34 BEM to 3-O'and
43 EM during fy 1955. ©Supplementary equipment was requested, but not re-

ceived. Four new ‘maJor jabs, were.nndertaken including: bi?weekly Qistri-
butrop of Type EASY call 51gns, punchiné of daily[:::::::]traffic; and a
list of[::::::]personalities., A total of 1,569,260 cards wns keypundhed '
during tne year.3 | |

Direction Finding

During the first half of fy 1955, ASA Far East DF nets operated in

much the same manner as the preVicuS‘fiscal.year. "In NoveMber l95h,

AN/TRD-bk equipment installation’began, and was completed by March 1955.

I.” Aon Rept, ASAFE, fy 1955, Vol 11, pp6o 61,

2. Ibvid. ppbl-62.
E ¥ Ibid. PE 152
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1. Amn Rept, AGATE, Ty 1955, Vol 11, ppoh, 67

Eollowing cértection of minor defects, AN/TRD-M was féund faf superior to
AN/CRD-2 equipment. The DF net was reorganized in quemﬁer'with only a
few minor problems encountered. The division of the net proved of great
value. ‘The_guality of results was improved and the number of bearinési
increased from_l65 dail&'to 325 aaily.

At the close of the year, net organization consisted of two separate

- and distinct strategic nets and one mobile net each consisting of five

DF stations and a varying number of flash stations. Eaéh net had one
control'stétion and one plotting center. Strategic nets were referred to

as the ASAFE Northern and Southern DF Nets. The mobile net was called

the Korean DF Nét. ASAFE DF Control Section assumed reéponsibility for

overall control, technical»supervision and - coordination for all three nets.

‘Each net was individually controlled,by'its.respective control station.l

The Northerm Net consisted of:2

1) Site at Uijongbu, Korea operated by the 30lst Battalion. -
2) Site at Kumamoto, Japasn operated by Hq ASA, Far East,
8621 pu.
3) Site at Adak, Aleutians operated by Hq ASA, Alaska 8614 DU,
L) A tip-off station at Kyoto, Japan operated by Fld Sta 8610.
5) A gép -off station at Chitose, Japan oPerated by Fl4 Sta
12, .

NOTE: Three sites reported to control via landline teletype circuilt,
one via ia radio (CW), and one through ACAN channels.

The Southern Net con51sted of: 3

1) sSite at Clark AFB, Philippines operated by F1d Sta 8609.
2) Site at Taipei, e ——— operated by 327th Company. -
3) Site at Yonton Airstrip, Okinawa operated by Fld Sta 8603
L) Site at Seoul, Korea operated by 326th Company. ‘

5) A Flash Statlon in Okinawa operated by Fld Sta 8603

2. TIbid. p65

" 3. .Ibid. ppb5-66. - 153
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6) A Flash Station in the Philippines operat), by’Fld Sta 8609:
7) A Net Control Station and plotting centeriin Okinawa
operated by Fld Sta 8603.

Three sites re-
vlia ACAN channels. .

. NOTE: One flssh and one report circuit were useds
ported by radio (CW), ome via landline telephone and o

The Korean Net consgisted of:l

B SR . ) o
Site at Paengyong-do, Korea operated by the 501st Group.
Site at Tosari, Korea operated by the 326th- Company.
Site st Chonjuk, Korea operated by the 301lst Battalion.
Site atiChunchon, Korea operated by the 50lst Group.
Site at Yang Yang, Korea operated by the 50lst Group.
Flash Station-at Chonjuk, Korea operated by the 301st
Battalion.
Flash Station at Seoul, Kores operated by+the-326th Company. .
Flash Station at Seoul, Koreas operated by:the 330th Compeny.
Net Control Station at Seoul, Korea operated by the- 5015t
Group.

AN IE VI g
PN W A ST T

\O O~

NOTE: One flash and one repert circuit were used. All gtations re-

L s : ported to control via radio (CW). _ 3 REF: VOL. .= P, .;z_é; _

EO 3.3(h)(2) . : ‘ e
. ‘. T e, 2. 501st Communications Reconnaissance Group, Seoul, Koreea
. S Tt .. Throughout fy 1955, the 501lst Group received operational

"'assignments through Hq'ASA, Far East. These, as recelved, were further
Helegated to subordinate units..'Contiuuing missions included Chinese Com-

' munist Forces (CCF) in Korea,[ and the

mission was transferred to the 327th- Company in Japan midway

through the-report period. For the most part, coverage of the mission by

. the group 1tself was realized through operation:of four. 1ntercept positions
at Paengyong-do, four at Chunchon; and two at Sokch'ori utiliz1ng BC-79h
BC-100L4, R27hA and R27hC receivers. Lisison vas meintained witth Hq ASA
and NSA. Iocal liaison existed between ASA, Far East, NSA Far East, and

the Eighth US Army through its Special Security Representative at that

. 1. Amn Rept, ASAFE, Ty 1955, Vol 11, pbb.
' 15k
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o

" “BVA nets.1 : A

headquarters. :Active liaison was also carried on with

Flight "A," 15th Red Sq Mbl. Several changes in overallllntercept assign—

ments were made durlng the_year. Pr1nc1pal among these was respons1billty

for all non—Ndrth Korean and PVA 1ntercept vhich was placed w1th the 329th

Company who. then .covered .Chinese - oommerc:al and{::::]nets, certain Chinese

.. radiotelephone circuits, and some circuits suspected of association with-

. The' group s COMINT Branch was composed of three sections tiz [:::::::]

€CG . (PVA), anﬂ.DF. These supervised, analyzed, and evaluated

intercepted traffic and DF materia}. Additionally, & weekly COMINT summary

was published. 'This was slightly revised.dn_March l955>to include more

information.derived from T/A. A Low Level Voice zLEVJ Section was discon-

tinued and personnel reassigned to either the Chinese orLgi |

Sections. Near the close of the flscal year the Branch was reorganlzed
unqef TOE 32-51R; however, these changes did not affect the overall mission.

Section accomplishments follow:2

' This section was composed of Administrative, C/A, T/A, OB and Trans-

lation_subsections. During the year, it processed the 280,000;pieces of -

. traffic intercepted by the 330th Company, and Detachment 1,

69224 Rad Sq Mbl...A majbr problem was receipt of traffic from the sites

of one or.two weeks. This-situation increaaed Vorkloads particularly at

times when traffic from all sources came in simultaneously, and required

1. Ann Rept, 501st CRG, fy 1955, Vol II, pp3-6, 39.
‘2. Ivid. pp6-7 o
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early processing.

, Efforts to utilize DF results to more advantage on the T/A problem
were not highly successful during the year. However, in some instences,

" DF results provided substentiel aid to enalyste assuring goed future
possibilities. : : s

P.L. 86-36
E033(h)@2),

- I. Ann Rept, 501st CRG, fy 1955, vol 1I, po.

. .. 2. Tbid. ppB-9.
3, Ibid. p9. 156

4. Ibid. pplo-12.
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information, and DF plots.

As the final processing center for over 14,500 translations of
messages intercepted, the subsection added information concerning person-
alities, units and locations to approximately 75% of the translations.

In addition, to complete files on all units covered by COMINT records of
1,500 new personalities were placed in its files. Fifty-two COMINT sum-
maries and five technical letters were also produced. These reported
activities (deployment, movement, strength ‘and personnel) of majo
elements. : L

. Chinese Communist PR .

. o
. - s "

This ‘seétion exploited PVA communications throughout £y 1955. On 15

P.L.86-36
 E03.3(h)(2) . Aug 5h the PVA problem was decentralizea and the section was given com-

* plete responsibility for current and short term T/A on PVA nets utilizing
traffic from availsble sources. The section was also respon31ble for
cryptanalytic processing and exp101tation of systems delegated by ASA, Far
East as well as brevity and other minor signal systems appearing on PVA
.nets. Full translations of plain language operator chatter and decrypted
texts from PVA 1ntercept‘uere made as well as scanning commercial inter-
cept traffic from 1ntercept stations and translating messages of military
significance. Linguistic support wag furnished by ASA, Far East while NSA
vwas responsible for overall technical support.

The section was organized into five subseCtions Administrative, OB,

.
3

- T/A, C/A, and LIV.2 Accomplishments follow: "

3
3

The principal function of the Administrative subsection was co-
ordinating and publishing a daily T/A variorum (DTAV), an{ ___II/A report,
and informal technical letters.. The DTAV, originally produced every other
day, ceased publication from 9 Jan to 21 Jan 55, vwhen' it was resumed on &
weekly basis.3 _

1. Am Rept, 501st CRG, fy 1955, Vol II, ppl2-13.
2. Ibid. pplh-15. ,
3. Ibid. ppl5-16.
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The OB subsection's pr1nc1pal function was confirmation of COMINT
material supplied by analysis and translation of radioyintercept, and
comparing it with collatersl information received Prom-non-COMINT agencies.
To accomplish this, & situation map was maintained along:with personality,
unit, and place name files which at the beg;nning of fy 1955 reported the

following PVA units:

Army Groups ok

Brench Unit Hq ' 5
Armies : 11
Infantry Divisions 34
Artillery Divisions : 9
Artillery Regiments 34
Armored Regiments 6

I B

COMINT indlcated the departure, on dates shown below, of the follow-

ing: =y
64th AAA Divisiom . -~ 13 Aug 54
33d@ Independent Inf Division 15 Sep 54
Y7th Army 20 Sep 5k
67th Army ; _ 29 Sep 5k
IITI Army Group 15 Nov 5k4
65th AAA Division ' 2 Dec 54 -
223 Rocket Launcher L Dec 54

NOTE: Durlng the same period, the 1lst CCF Army moved: off line to an
unknown location in the 2d Branch Unit Area with two of its divisions, the

1_2d and Tth. The 1lst Division moved into the lst Branch Unit Area. No

other Army took the place of the 1lst on line, its former area being equally
divided between the 23d and L6th Armies. .

After the commnications change of 9 Jan 55, COMINT sources of infor-

" mation vwere lost, and the subsection concentrated on recording any aveil-

able intelligence from non-COMINT sources. When two armies departed from
Korea about 31 Mar 55, two outstations on:a presumed PVA Rear Hq radio net
were not longer heard. When the lst CCE Army was reported redeployed in
the Sukchon area, T/A was tentatively able to support the move._

In February 1955, an enemy OB situation map of the Chinese maihiand

 was set up to cbserve unit redlspositions, and watch for new units that

might have been formerly based in Korea. In April, when responsibility
for first instance spot translations of commercial intercept was given to
the 501st Group, OB files were further increased to include China proper
with information on China-based units menticned in commercial traffic;
most of which came from Tibet, Sinkiang, and Sigang Provinces with very

‘1ittle from Northeast China or the coastal provinces.
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Despite special emphasis on LLV, few results were produced due to
garbles in personality and place names as well as Chinese pronunciation
of Korean place names. Areas could be tentatively located, and general
type of unit ascertained, but no identifications could be made. DF fixes
indicated some unit locations to:be the same as prior to the mgjor com-.
munications change. After intercept from subordinate units was processed,
OB information was published and forwarded to consumers. Information

. useful to intercept stations i.e., call signs, frequencies, net character-

istics, was fed back to aid in maintaining coverage.

The T/A subsection was by far the most important and productive part
of the Chinese Commnist Section. Because Chinese communications, although

‘cryptanalytically secure, were susceptible to T/A, the subsection main-

tained two teams. .An analytic team processed traffic from the 326th and
329th Companies on notated cases, snd a search team worked on those cases
not notated to develop and tie them into the overall communications complex.

In July 1954, continuity was maintained on 65 active PVA manual Morse
nets of division echelon or higher. A gradual rise to a peask of 73 nets’
had teken place by October. This was followed by a decline to 59 on 9 Jan
55. Eleven stations serving PVA armies continued to be identified. Numer-
ical designation of each was constantly determined and most major Chinese
headquarters serving these armies, along with their organic divisions, were
recognized. Withdrawal of units from Korea was closely followed. Apart
from group, the PVA manual Morse problem was covered by an average of 28
positions at the 326th Company and 22 positions at the 329th Company until
April 1955. Assignment of Chinese Commercial to the 329th Company reduced
its position potential to 10.

I.” Aon Rept, 5016t CRG, fy 1955, Vol II, ppl6-19..

The major communications change of 9 Jan 55 made recovery of PVA nets a

‘severe problem however. While a change had been expected, the extent of

change was almost overwhelming. Following a period of radio silence,
certain stations began transmissions which intercept operators stated
sounded like PVA transmitters. With the aid of information from other
agencies, 1t was possible to establish certain characteristic of PVA nets.
These were notated as cases, and continuity established. Further, the
T/A subsection spent 30 days TDY with the 326th Company in February and
March 1955 working in close conjunction with intercept operators. A number
of nets were developed on which continuity could be maintained, thus giving
a foothold on the problem. . Upon completion of combined studies, a tenta-.
tive recovery was published and released which disclosed a headquarters
serving nine outstations as possibly being a PVA Rear Hq with its out-
stations believed to be armies. Another headquarters was found serving
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24 Brgnch Unit Hq with ten outstations.

A message number block change on 1 April of the suspecteﬁ nets proved
a8 setback, for & net recovered as possibly serving PVA;Rear Hq had only
seven outst.ations which indicated pessible withdrawel, .or redeployment of
two PVA armies. After this change, some nets showed proapects of further
development concerning call sign systems, encoded secret procedure signale,
and net workings. By the end of May, T/A had a total of 1T active nets
suspected as serving PVA forces. On 1 June, message mmber blocks for all
nets changed. Previocusly identified nets could not be recovered for some
time thereafter. Nete serving 24 Branch Unit Hq showédsa.sharp decrease |
in activity, and a change in encipherment of recret procedure sigmals.
There also existed the poesibllity that the csll sign system changed.
Before the end of June, certain identifying characteristics in procedure
appeared, and studies in conjunction with the 326th Compeny established
continuity again on the PVA Rear net. Others were recovered‘by the same
method, but some which were lost remained so. :

On 25 Jun 55, the Chinese Communist problem underwent a major reorgan-
jzetion which placed increased T/A and C/A responsibilities. on the 30lst
Battalion. The 501st continued T/A .on PVA commnicetions. Traffic on
commerclal networks, nete in North Chins, Navel complex nets, and those
intercep‘t.ed on RIT were transferred to the 30131:..1

The LLV subsection was responsible for processlng traffic and publish-
ing tranelations obtalned from division and below, traffic intercepted by
the 303d and 30Uth Battalions, and the 329th Company. Treffic was pro-
cessed from both T/A and C/A viewpoints. Items such &8 place names,
mention of units, net workings, personalities, etc, were recorded and close
lisison maintained with the OB subsection. Continuity was maintained on

T. 7on Rept, 50ist CRG, £y 1955, Vol II, pp20-28. EIDER
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several pillot training and air-to-ground nets until May 1955 when this
traffic was passed to the 6920th Scty Wg for analysis and processing.
_ C/A and translation continued to be performed by the subsection. One of
. these netsl Iwas tentatively identified as pilot training
communications. . : '

During Jemuary 1955, an average of 350 stations (possibly aircraft)
were reported in contect each week. The net utilized Chimese voice trans-

. missions together with occasional use of Russian language. Chinese LLV

transmissidns were in voice Morse, spoken Chinese numbers, and spoken
Chinese. *DA civilian linguists, who had & random search mission, inter-
cepted the signal with AN/PGRC-9, AN/PRC-8 and 9. Following this, Chinese

" and English equivalents were prepared. C/A effort consisted of logging

and mgking analysis of the messages and scanning the traffic for place
names and personalities.

.. After the armistice agreements, use of LLV waned and it was felt that
the Chinese were making maximum use of landlines. Several RTT nets were
,observed, and T/A continuity maintained; however, it was not possible to
." make positive unit identifications. Mentions of regiments, battalions

f and compenies were noted, but T/A attempts to prove continmuity was compli-
‘cated by spoken Chinese call signs and DA civilian linguists were experi-

* encing difficulty in agreeing as to what to call a particular call sign. ,

.o Types of traffic at the close of the period were air warning, miscellaneous

% digit messages, communicstions checks, and chatter.  Traffic was largely

' * of a training nature, and of little value in developing COMINT. As a
P.L. 86-36 result of this situation, RTT and LLV intercept responsibilities and per-
EC)33UUQ) sonnel were transferred to the 30lst Battalion effective 25 Jun 55

*analysis of message 1ntérnals and translatlons of readable traffic. Manual
Morse traffic was received from the" 326th and 329th Companies; voice

traffic, from the 329th Company, and LLV from the "305d and ,304th Battalionms.
Upon receipt, traffic was rapidly scanned for exploitable[ﬁ ]
' systems. Exploitable traffic was analyzed and forwarded to ASA sources

while readable traffic was given to translators who selected and published
translations of valuable messages.

'3

1. Amn Rept, 501st CRG, fy 1955, Vol 11, pp2B-31.
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Group. In February 1955, a program of forwardingv _"trafflc'
intercepted on the net to the 6920th was initiateds:z:During April,
NSA advised group to watch for messages revealing'a change in

|system employed in air-

spotting reports, passed on the net. On 17 May, translation dis-

closedL

*

Monitoring of manual Morse commercial traffic by thehsdbsection in-
creased and'automatlc Morse ‘was added in April 1955. - The-principal net
under suxveillance wgs ‘s member of the International Telegraphic Union
whose, eall signg, frequencies and locations could be found in the "Berne
Book:" During’the first part of the year, traffic was scanned and trans-

latlons of pertinent military information published. On“18 Apr oup -
'wee .given first 1nstance spot reportlng respon51bllipz'pp_q11 inter-
Tt L «cept. S L R chaaaet et ke
P.L. 86-36 SR LA Oh 4 Aug 54, ASA, Far East requested group to relay information from
EO 3.3(h)(2) . traffic concerning summer floods on the China masinland. Translation of

plain text flood traffic was assumed 5 August. Translations from two nets
passing flood messages included flood reports, flood defense, weather re- -
ports, and reports of the flood problem in the Huai and lower Yangtze
River areas of Anhwei and Kiangsu.l _

Direction Finding

| Throughout fy 1955, the DF Section and control stafions of.the SOlst.

Kbrean DF net were located at Group Hq in Seoul. Primery*mission was

plottlng and evaluation of bearings taken on targets applicable solely to

. the 1ntercept mission.

At the beginning of the year, the Korean DF net coﬁsisted of one flash

circuit using multiple flash procedure and one report circuit. These were

retained'throughout the fiscal year. Flash ciréuit and IF eitee as of 1

. Jul 54 were:

Net Control

Tip-O0ff Station
Tip-0ff Station
Tip-Off Station
Tip-Off Station

Hq 501st Group :

USM 30 - 326th Company
USM 35 - 330th Company
USM 652 - 329th Company .
USM. 652E - 329th Company

1. Ann Rept, 5018t CRG, Iy 1955, Vol II, pp3i-33-
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Sites

USM 30 A Paengyong Do lQhZ L3t 15" E
S © 371° 58" 10" N
USM 30B Sucham-ni 126 37' 20" E
37 40' 15" N
usM 652A ' Kvang son-ri - 1268 59' 2" E
. 37 . )+9| ‘llli N
USM 6528 Chip o-ri 1270 17" 34" E
- 387.37' k2" N
USM 652C Yonchon 1270 b 36" E
. 38 3: 32”}N 4-
USM 30C Chunchon 1270 b3 E
37 5kt N .
USM 35B "~ Yang Yang : '1282 38 30" E
: 387 4' 53" N

_ There was an additionai OF site in%thg ASA, Faf Eagt net_controlled
oy the 330th Compény and 1dcated five miles'easf 6f Seoul; USM4652E was
inactivated 10 Jul 54. On 13 July, USM 652C waé:inhcti%ated.and onl
Aggust, cont%ol of UM 3QA vas fransferred from the 326th Cémpany to the
330th and redesigpated USM 35C. - USM 35B was inactivated 13 Séﬁteﬁber and.
rélqcated at Sochor-ri wheré it.resumed'oferations 30 October. UsM 6528
diécontinued operations 9 Feb 55 and.was coilocated with~USMr62§A whérelit
became operational in the Northern ASA, Far East DF Net. On 10 February,
all unit designators were changed. On 25 June, thrée sites were trans-
ferred to group and designated USM 60lA, B, and c. -At the end-of thé year
the net was as follows: | | |

Net Comtrol. =~ USM 601 - 50ist Group

Tip-Off Station _ USM 626 - 326th Company
Tip-Off Station : . USM. 641 - 301st Battalion
163
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Tip-Off Station
“Sites

USM 601A  Paengyong Do

USM 601B Sochor;ri
USM 601C  Chunchon 127 U3to27 B
37 .54':20",N'
USM 6268 Suchem-ni 126] 38" 15" E
~ 37 L3'.00" N
USM 6Lia Kwangson-ni 1260 58'-:45".. B
374.52‘,30"- :

AN/TRD -b's were distrlbuted by group to subordlnategcompanies on’ 15

Oct 5h and were in operation a month later. 1In Dec@nber,-aural null.

procedure‘was begun, but by February 1955, visual operation was resumed :

after gonimeters were put back into use. In March all antennaloading

discs were removed from Adcock antennas thereby improving validity of

bearings, and preventing swinging visual-observations; 'Results in accuracy

increased toward the end of the fiscal year. Added targets and improved

equlpment were partly responsible. Chief problems were ‘the low frequencies

used by some targets being heard only by one or two sites, and a lack of

ability to 1dentify targets being tracked as being related to the general
: _REF: VOL..Z T P.AE3

mission.l

3. 301lst Communications Reconnaissance Battalion, Uijongbu,
Korea

Although the 301st Battalion's COMINT Section was only in

existence for five days and its majer.accomplishment vas its establishment.

I. Ann Rept, 501st CRG, fy 1955, Vol II, pp3k-38.
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as a functioning unit, en initial COMINT mission was assigned effective

25 Jun-55.A Technical directives were received from the 5015t Group, ASA
Far.East and-NSA and reports submitted via the same channels. Specifically,
the battalion s mission was analy51s, exploitation, and reporting of high
and low level Chinese Communi st traffic, and the operation of a DF platoon _
which ﬁas formerly.a part of.the 329th Company. The'platoon served both
"group and ASAFE Northern DF nets whose operations were similar.l

Within the confines ‘of the COMINT Section, a Control and Integration

Subsection passed directives to operational units‘and coordinated its activ—
ities with subordinate and higher COMINT units. Efforts‘weresalso madedto
_consolidate intelligence information produced from commnnications analysis,

collateral intelligence received fromroutside sources was consolidated,

'and OB maps and informatlon vas malntained.2

In the C/A Subsection, CCF high and low echelon traffic vas analyzed

leewise, scanning of traffic was

carried out.. Translation SuBsection personnel working closely with C/A

. persbnnel confined their efforts to[47 | All.

P.L. 86-36 o . : . ' : .
EO 3.3(h)(2), Chinese commercial traffic was scanned and pertinent nessages of military

* tsign }ficance extracted.>

The T/A SubseCtion performed message externals analysis on both high

and low level traff;c. "High level effort vas directed at two major and

two minor problems. The latter concisted of analysis of{:::]traffic plus

logging and compiling statistics on[:::::]commercial) traffic. A major

1. Amn Rept 301st CRB, fy 1955, Vol II, ppl-2, 4, 7.
2. Ibldo Ph n

’ 3. Ibid. pS5. , 165
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effort was holding continuity of PVA traffic. Analysti ?dlloyed notated -

cases vhile others made special studie an attempt to
recover new nets. An additional effort vas underteken.on cases, and
|:I Units transmitting this traffic were not posit 1y identified, but

’weré located as somevhere in north central and northeaat'China. Daily T/A

. e
.

.~ 'reports were prepared on botH ma;)or problems and a weekly net diagram re-

*

S0 port subxnitted to” group headquarters.

*

T awr ‘High level traffic was received from intercept sections of "A" and
PL 8636 - ) "B" Companies of the battalion, and forwarded to NSA aftéth hours.
EO 3.3(h)(2), . Bk
: e Traffic from operational platoons was also received and’ forwarded after

being analyzed by an LLV 1ntercept section of the T/A Section. On the
4 .medium and' low voice plane o analytic effort was devoted to study of Chinese

. »

- ain spotter nets |:| located in North Korea. Voice trafi’ic, intercepted
l ..
in- theoncinity of the IDMZ, wes analyzed and reports su'bmitted. : o
. B REF VOL. . P._A%a.

3
*

. &. Company "A," 30lst Comunications’Re'connaissance
., Battalion

.
.

*

+. Company "A," 30lst Battalion vas organized 25 Jun 55.

Due to a relatively shprt period in conducting opei'ations » information _was
limited_as to results aclﬁ.eved. Although plans for c.'han‘ges in the opera-
tional mission were underwas.r’a’s fy 1955 ended, a definite miasion which

| included intercept of Chinese Co?m;unist Military Morse Aradio connnunications i

T e

and LLVI Chinese Communist and Military communications was

assigned.2

1. Aon Rept, 301st CRB, fy 1955, Vol II, p5.
2. Ann Rept, Co "A," 301st CRG, £y 1955, Vol 11, ppl, 5.
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In fulfillment thereof, a 24-hour basis coverage period was estab-

lished utilizing four tricks. Equipment included BC 779413, ‘R-274A/FRR,
PRCis (8,9,10) and AN/GRC9. Each radio receiver was equipped to operate
w1th multicoupler unlts co 52/URR for antenna coupling.l

Manual Morse and radiotelephone positions and coverage follow:

Nr of Positions - Extent of Coverage

PVA .
» Chinese Milltary Search
P L. 86-36 ‘ (DF located in Korea)
EO 3.3(h)(2) L . Chinese Commmunist Military
o el (Northeast Manchuria)
: 3 Chinese Communist Military
(velieved northern Manchuris)

Chinese Communist Military
-Search and Development
Chinese Communist RT nets
 (believed air spotter nets)

Low level voice intercept was carried.eut byvthe lst'éndzEd Pilatoons,
‘who supplied intelligence felative enemy low echelon unifs tp I'ﬁS-Cerpe
(Cp) and subordinate units. This included enémy*chetter, possible troop
movements, and any information on combat effectiveness. T/A wvas conducted
pr1nc1pally on traffic intercepted on PVA nets, whose call signs and fre-~
-quencies changedAthree times a day. As fy 1955 ended no derivation of the

generation or allocation of call signs, frequencies, or schedules, was .

possible. 2 | " REF: VOL._Z P._297

*¥Identified by preambles consisting of tetranomes or preamble addressee gps.
**Procedure similar to above. :
1. Ann Rept, Co "A," 3015t CRB, fy 1955, Vol 11, p2.
" Ivid. pp3 -5
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Company "B," 30lst.Communications_
Battalion .

--------- A-----------.-- .n§{\1~--'

P.L. 86-36
EO 3.3(h)(2) _ o shortage of intercept operators, was unable to operate a four trick system.

PaE '.‘._':\.-'.' (e
: Followang reorganization and rede81gnat10n, intercept effort vas as follows: >

' el Nr of Positions _ Extent of Coverage
. o PVA = .
T R Chinese Communist Search and
. " e, | Development ~(North Kbrea)
. * T, Chinese Commercial
S T, , (Chinese Mhinland)
e ' Tt Chinese Commercial Search and
AP ' . "+.. Development (Chinese Mainland)

* ' o Chtnese Naval

» L]
L

" The Voice Intercept Section dropped two of its positions on 9 Jul

.

5k changing them to CW as a result of a decrease in voice traffic. After
the [:::]remaining positions returned to the company -area in September,
their primary mission wag intercept of Chinese Communist airrtraffio spot--
ter nets from which a net of_6C stations was developed.[ Interoept at
Uijongbm proved problematic_dne tovinterference from the tip-off trans-

- mitter of the DF net and the CommCen. As & result, oPerations were relo-~
cated to the 303d Bsttalion area,.where.better reception was‘possible. No

voice intercept was undertsken after 25 Jun 55 as the Voice Section was

T. oo Rept, Co VB, 30lst CRB, Ty 1955, Vol II, P3-
2. Ibid. pp5-6.
3. Tbid. pl5. - ‘ ‘
) k. Tbid. p7. 168
5. Tbid. ppl8-19. ~
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transferred to Company "A" of the 301lst and became part of their opera-
l .
tions. .

Company "B"'s T/A Section was divided into three subsections: An
analysis subsection worked as intercept control, performed analysis on.
assigned cases, and developed intercepted search traffic. A processing sub-
section processed, separated and packaged intercepted traffic. A daily

' coverage report subsection prepared reports.

Prior to 9 Jan 55, the major T/A effort was PVA, and | | Chinese

Military traffic invnortheastiChina. Call signs,cfreqﬁedcies and schednles
of PVA stations could be generated or producedféﬁd almost allathe units.
-served were identified and located. gfter'Q Jan 55, nose of these were
heard for a nine-day period. Aftér this period, those heard were using

‘new and unidentified procédure to pass vhat appeared to’ be practice traffic.

Valid traffic passéd about 18 January was temporarily notated  Nets

.
-
. ®

were then developed and, on 3 May, NSA renqtated Pive and

tentatively 1dentif1ed them- as nets serving PVA units. The system of gen-

"' eration fpr-the *three times a day changing of call signs and frequencies '

AR
b
b
Sy
[

" * ; . 2
PL 8636 ° was not discovered as fy 1955 ended.
EO3.3(h)2) ,

Company was effected T*Max. 35., Only a minimum T/A effort was made on this

problem by Com@any "B" personnel. Simultaneously two[:::]p051tions were

reassigned from the 326th.Company to the 329th and on 23 April, these were

L]
R
L a

dropped and eight positions of] | edded. Recording equipment was

T. Aon Rept, Co "B," 301st CRB, £y 1955, Vol II, pp7-8 19.
2 L] Ibido pp9-10 ° %
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recorders proved unsatisfactory for prolonged operatigis;

The company meintained two DF sites during fy 1955 Resulta ‘were

-A-!'n +

believed to be exceptional however, all DF ceased with the 25 Jun 55 re- '

2 . : ’ i ,
organization. A A _ * .- REFVOLI P. _,?_o,l_‘;_

k, 303d Communications Reconnaissance Battalion, UiJongbu,
Korea .

Throughout fy 1955, the Operations Section of the 303d Bat-

Y
PO

talion continued its mission of LLV intercept. Due to'the withdrawal of

=

the lst ccr Army from the line opposite I US Corps and a:continued tight-

ening of COMSEC on the part of the Chinese Communists,:the volume of in--‘
formation gathered steadily declined. Additionsally, enemy observations of
UN forces activity stopped completely, and occasional spot observations by

CCF operators proved valueless due to effective transmission security

practices. On the other hand, traffic passed byl — v|Peoples Army‘

.

operators showed a lower level of COM§E€'tnan CCF traffic. Here,

: more OB was obtained, locations tentatively settled, and personalities

. linked with certain‘units.‘ Qo 28 Dec Bh a mobile 1ntercept team was

*e

PL 8636 .. ...
EO 3.3(h)(2)

‘summaries were prepared.3

organized for a ten day test east of I US Corps, to determine the extent

.
.

of the westward movement of, in replacing CCF Armies. Better security

«®

.
. e *

- practfbes were.ndted as well as evidence of extensive use of landlines.

.
. . *

. P

. As '8’ result, no valuable information was obtained. From analysis perfonmad

on intercepted traffie from both- GCF- and{::::]nets, daily intelligence
REF; V()L.IT L P. o?o

1. Ann Rept, Co "B," 30lst CRB, Ty 1955, Vol II, pplO-11.
2. Ibid. ppl2, 20. .
3. Ann Rept, 3034 CRB fy 1955, Vol I, pplll» 18.
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- P.L. 86-36

EO3.3(h)2) .
P .,
&
< ” .,
. A * * * a 5 ) )
w 08 A .,
0T Te an s". 4 5." * 304th Communications Reconnaissance Battalion, Ui jongbu,
PP “‘Ar_.;i.,','.:...t.v-'r.'—:” ‘- f - ’, K.OI‘ea .
. LY " ) * a .
‘ * s L]
". % " Until 11 Oct Sh ‘gt which time operations ceased, the
- ‘ C e

mission o;f the 304tk Battalion remained to mte‘rcept analyze and dissemi-

: nate :mtelli ence galned from LLV transmissions of CCF andI: The bat-

'talion was. in dlrect support of IX Us Corps. The Operations Section re-

FE é_eived and dlstributed ‘material to and from subordinate units and detach-
meénts. Procesgipg consis;ted of collection and analysis of intercepted

. tra'ffic 5 pu‘blishiﬁ’ga d.aily’ intelligence summary and furnishing technical

i support to intercept ’t.eams. intercepted transmissions were written in the.

'.1angua'ge intercepted and"later translated. Traffic of immediate tactical

.value was passed to a liaison offlcer who notified battalion and Corps G2. 1
. J . Teoo REF. VOL.Z P. .3 /%
" . 6. 326th Communicatfons ReconnaisSance Company, Siksong-ni
. Korea . _ -, _ . _
. . Throughout fy 1955, the primary misslon of the 326th Com-

L4 .o .

pany, as passed from ASA, Far East through the 501st Gronp, was intercept

(T3

and recording -of specific CCF manual Mors€.transmissions , and un-

.

£

‘ 1de_ntified CCF manual Morse transmissions | * . Additional assignments

*

*

cont:-i__nued from tt_ze previous fiscal ’year wvere: 'tl‘le MOA project, specia]_.
UsM 30J UEF /VEF .(-d:ropped 31 Aug Sk due to power an’d'personnel shortages) ;
andI:l commercia-I, transmissions (dropped from assié;ment 16 Mar 55).
Special missions assa.gned during the fiscal year were|:| Ch:.nese Con-

trolled Liaison Act1v1ties in the Far East, assigned 20 Dec 54 (dropped

30 Jun 55), and| “|assigned 12 Jun 55. At the close of the

1. Zaon Rept, 304th CRB, fy 1955, Vol I, ppll-l12.
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.;trane -

to USN Communicatioﬁs Fa0111t1es.

Other intercept products i.e., were pre-

~E ..-r« s

Flrst copy was held 24 hours then forwarded to

pdred 1n quintuplicate.

second and third were forwarded direct to NSA at the close

"v\.—

ASA, Far East

of the 1ntereept day; the fourth was forwarded to SOlst Group, held 30

days,.and then forwarded to

the £ifth was held 48 hours by the company then forwarded to the 501st

-.‘-— r\
,n. AL

.
.
.
.

Individual secti4n accomplishments follow:

1
Group. -

- .

» Intercept

Approxdimately

.
.

intercept operators, organized'into four tricks.
~manned[:::t:::]positions during the year. New operators were oriented
| and a551gned positions with experienced operators for about three weeks.
Operators copied everything heard on a traffic sheet, filled out a log,
and prepared a daily station coverage report.2

Traffic Analysis

The T/A Sectlon, compr151ng subsections devoted to control
analy51s and trick, analyzed pertinent traffic and malntained TEXIA and
. -other technical data required for 1oca1_intercept purposes on CCF targets
| Similar work was done on & secondary basis for targets elsevhere.

in Korea.

After Januvary 1955, all traffic was diarized and transmitted by electrical

1.
.20

Ann Rept, 326th CRC, fy 1955, Vol 1I, pp2-3, 15.
Ibid. pp7-8
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l}=s$;f-u«”_' ' means to ASA, Far Emst and NSA.
| ' | Thrdﬁghcut'the first half of fy 1955, the section was interested only
-in strict continuity of CCF nets, end developing intelligence by proving
-identities, collocations, order of call-up end other special stuﬁies. Tﬁe_
CCF nets were employing a call-sign generation systeém thet changed keys
- five or six timgs a month.l To meintain continuity, a net diag?am was made

immediately after a call sign change and forwérded to group, vhere 1t was

checked and published. The nets alsc employed

Two X-ray

;. alerts were called beceuse of aggressive actions by Communist units on

. 19-21 Aug and 5-8 Sep Sk.-

* - The major communicationé change of 9 Jan 55 involving all known FVA

EO 3.3(h)2) - , ; : :
P.L.86-36 | nets was all inclusive: call signs, frequency rotes, procedure, secret

¥
-
-

*., procedure signals, stetion designators and néts were all completely altered.
A'Bakgr alert was called by group. The chief effort of the,T/A'Section

_ after the change was directed at reconstruction of the CCF net and the

maintenance of céntipuity on those portions successfully constructed. -CCF_

-A severe deeline in traffic volume caused thé 501st Group to declare -

a Daker alert on 3 Apr 55.  Collateral information supported the assumption

® - | w3 | -
i . Copy ___ £, of 5 Copios
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that two Chinese Communist armfies were in the process of vithdrawing from

North Korea on or about 31 March. The alerb was llfted;the‘f611ow1ng day
5 . i “4‘_-5.

when traffic volume returned to mormel. A study | | resulted -

;-t-.\

in collocation of FVA Rear and Fwd Hq and the integratlon of several other
net complexe< inteo the communicatlons network of FVA Rear and Fwd Hq.
Durlng May, a frequency rota for certain notated cases was recovered which
consisted of three basic frequenc1es employed for a 32 day period that vas
subdivided into four 8-day recurring periods. At the end of 32 days, the
three basic frequencies changed; -As of 1 June, 20 cases¥véfé beﬁﬁg followed
with deflnlte contlnuity, tentative identification was made of PVA Rear and -
:'PVA Fwd Hq and the Second Branch Unit. Analy51s was condncted on eall signs,
_freQnencies, addressee groupe, schedules and procedure signals with limited .
snccees. On this same day, however;.a minor communications change.occurred
in nhe CCF nets. Eight notated cases (PVA Rear and Fwd Hq) left the air.
Continulty was later recovered for PVA Rear, but not for PVA Fwd Hq.l

Dlrection Finding

At the beginning of the year the company had three DF sites. In
‘addition, a "tip-off" p051t10n was ma;ntained. Operatlonel control vas
exercised'byithe 501st Group. Targete were obtained from the,company’e
Itip-off poeition and results rrom the sites were»reported:to gronp; én
1 Aug 54, one site was transferred to.the>330th Company.. Another was trans-
vt o prenn of 55 JE 55, EulE site from the 330th, part of the ASA,
Far Eaet DF nef was transferred to the company. Net controi-sﬁatiOn for

‘the new site was on Okinawa with secondary control in the Phillppines.2
REF VT)LJIT P Z ,

. ) -l. Ann Rept, 3261511 CRC, fy 1955, VOl II, pplO-1k.
" 2. Ibid. - Pp8 10. . 17)+
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' 7. : 327th Cormmunications Reconnaissance Company,
Shu Lin-Kbu, Taipel, Formosa

‘ Until February 1955, the 327th Company was locatedviﬁ Jépan
where opersticonal techniques rarely changed, and only pfoblems of a minor
nature were encountered. At that time, the mission éssignment"was highly 
diveréified. Fivé target counﬁries were on aséignment in the company‘s

o Manual Morse Section. IThe Traffic Control Reports Séction was divided
-‘Eifzggézl o into subsections for each target country and, if péséible, further divided

AL . 'to a g:wen service. - As a result, many analysts were highly trained to

3 . ' e
. ¥ oa

‘ carry out special hssignments. In Formosa, it was necessary toO revise

operational technigques. Many nets were not nétate&, there-

". fore reducing'the mission to search type coverage. Further, it was diffi-

dult to maintain bdntinuity, and operatoré weré encouraged-to co-operate

.

with the analysis effort by preparlng net dlagrams and other 1nformat10n

pertlnent to 01rcu1ts being copled

.

In March 1955, the company 8 opefatlonal mission was changed and spe-

L]
.

c1fically 1ncluded B : ';

3
L]

l) The prov151on, operation and control of designated 1ntercept
*facilities.

2) The conduct of such process1ng as dlrected'in support of the
national COMINT effort.

3) Thé conduet of such proce531ng as required to produce COMINT
in &irect support of the US Seventh Fleet and | |

k) € conduc of processing as required - in general support of
- US Commands in the Far East and Pacific area.

1. Ann Rept, 327th CRC, fy 1955, Vol II, ppl2-13.
2. Ibid. pe.

. | s
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- * »

* ‘.Accdrdingly, essigned Tixed responsibilities and '

.

wexe as’ followsv

. omplistments

. '3

= Intergept - DF

munist targets at all levels of command 1nvolv1ng manual Morse and radio-

. .

-1 ;
teiephone.- The Manual Morse Section was relatively stable with-regard to

@

manned posit}ons. At tﬁe.end of the year hpalified operators were

*

assigned, [::::::]were in training. Manned positions remained constant

at (Chinese) from March through June 1955. Mlssion“”"

2 <.
prior to.March were: ; ’

*
2

Month/1954
July
August
September
October
November
December

/1955
January
AFebruary

The company started DF operations 19 Nov 5k, ‘vhen it entered the
Northern. ASA Far East DF net us1ng the same transmitter as Fld Sta 8610.

Tralnlng'was necessary as only three men had previous DF experience. On

5 Jun 55, a temporary site,'using crossed U Adcock antenna, was set np

3,400 £t from the company. Although only line bearings could be teken,

arrengement of térget areas was sucn that,differentationa'between-areas

was often possible and served as a valuable aid in maintaining continuity. -

1. Ann Rept, 32/%h CRC, 1y 1555, VoI II, p2.
2. Ibid. pph -5

*Include one Category "Dog" positionm.
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A»net&of'threé sites on Formosa was planned pending land-right negotia-

IR , tions.lM

' Foliowing thevmove to Formosa, a voice intercept mission was added,
'and recérding and transéribing of Chinese Communilst activity began uﬁoﬁ
érriva;.' Initiélly, 6nly Army Lenguage School linguiste were used bﬁt,
in April 1955, Lo Chinése Nationals were employed. Later, this figure was -

‘increased to 6k.2

Traffic Analysis, Cryptanalysis, Tranélation, and Reports
Traffic analysls wa$ performed and TEXIA‘informafion maintained

for all intercepted traffic. Low level cryptanalysis was performed, when

possible, on assigned targets.

The Traffic Control Reports Section continued to pérfqrulthree'types
.. of énalysis (T/A, C/A and transiatioﬁ), and to reﬁort results throﬁgh
'TECSUM's, DCR‘s,:technical field letters, etc. Empha31s remained on T/A.
-However, . after the move to Formosa, greater attentlon was glven to trans-
. lation of Morse and voice traffic. The manual Morse mission prior to the

move éonsisted of- IPolice, Shipping, and Iliicit; Chinese Naval,

Mllltary, anﬂ Commerc1al [ﬁ ) |P011ce, and Illlcit | ' |
: Mllltaryz_and Pbllce3 and. g] ] |net w1th Peking. After the'
By mEvs (R 'ﬁbﬁe, éb;erage was exclusively Chinese Commnist Military, Naval, and
EO3.3(h)2) : :
. 1. Ann Rept, 32[th CRC, Ty 1955, Vol II, ppB-9-.
‘2. Ibid. p5.
3. Ibid. pp2-3. 77
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EO 3.3(h)(2) ’ '

.
L}
-
" * % L -
. L
. ]
. . i .,
. . L
.

Shi_pplng mth em‘pha sis on

malntaa.n after the 9 Jan ‘3.5 revamplng of C‘h;Lnese comnnmications., Desplte .

°*

these ,problems , the results aohleved were encoura'gang.e;sln addition to

*|assigned to Formosa - ,a Navy officer and|:|were attached

for analysis of naval 1ntercept. these men identified traffic

for the Intercept Section while the remainder were distributed in Chinese

Shipping, Naval, .Voice and unidentified subsectlons.

. Operational Iiaison

Lisison was ma‘i:ntained with US CMNT units in.thé“a:réa és réquiréd'

"~ . for. successful accomia‘lis‘hment of the mission. Thé -con-xpa‘n;:ﬁorked. cldsely.
with Fld Sté 8603 s Na\'ral Security Group Detachment of Formosa 'Liai'son
Center, and Det 1, 6925’qh Rad Sq Mbl. The Neval Auxiliary Comcenéacifi'c' '
provided the company mth Chinese Nat:.onal Voice and Morse intercept raw
trafflc 5 which was separated. into material to be processed locally and

material to be forwarded. ‘ | REF: VOL I P.J I3

8. 330th Communications Reconnaissance Company, Seoul, Korea

Throughout fy léSS,'the m:_Lssion' of the 330th Company 're-_

mained the intercept of | ) ‘| targets as directed by the 501st

Group, and included 24-hour search and development. In édditjlon ; NNSC nets

were intercepied by two positions until March 1955. Intefcepted traffic

' - X. Ann Rept, 32{th CRC, fy 1955, Vol II, pp5-7.
. 2. Ibid. pp3, 1lk.
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everaged‘about 8,000 msgs per month. Until they vwere transferred to the

5018t Group effective 25 Jun 55, the following sites were maintalned by

" the company:l

Site Location @eratioﬁal

Jig - 329th Co compound . July 1954 to March 1955

King Paongyaeng-Do Island June 1954 to 25 Jun 55

Iove 5 miles west Sok-Cho-Ri April 1955 to 25 Jun 55

Mike Chunchon 1 May 55 to 25 Jun 55

Dog. . 2 miles northwest of 1 May 55 to 25 Jun 55
company : o

From the beginning of the fiscal year until February 1955 ,A-I_'—__| '

tions were manned. During this month, lack of personnel caused positions

to be reduced to As new personnel arrived and were trained,

manned positions rose tq in March, and Din May and June. Tra_hs;t’er of

[:'posit.ions at the s:Ltes,I:I June, reduced. this number to I:I of 4 total

of D author:u.zed.2 &

& . ..
A ma,Jor operational problem was a lack ef sufficiently expei'ienced

operators ’t:o copy KC nets and trafflc analys’os to prepare a'TECSUM A new
system relat:n?e compilation of TEQSUM 1nforma=b10n on mid- Shlft was initi-

ated vhich allovfe;i T/A to achleve gn overall. plcture of a day"s activities.

In September 1951+ add:n.tlonal analys‘ts were ass:.gned who were g:Lven perma-

nent tricks and ass1gnmeqts , end mid- shlft preparation of 'bhe TECSUM was

3 T s -
discontinued. - Y .

. ‘
-

The prlnc:Lpal proaect accompllshed ﬁas a ease 1dent1fication book
3
vhich helped to acquaint new traffdc anal}"ets and :Lntercept .personnel w1th

cases on ass1gnment and also providec’h compaat reference ma'terial. It was

bR \- .

1. Ann Rept, 330th CRC, fy 1955, Vol II,‘Sp.e?(u.'.
2. Ibid. ps. , oot

s
‘A

o % 3 —
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’
L
L)

added. Analy sts conceﬁtrated on research end development after January

followed. RN L

Beginning in 1955, a major change occuryed in operating

L

procedure. Deviations were largely in call-up, .freguenéynallocations, and

preemble characteristics. It was determined that zi_lo_stl nets used five
frequency rotas. In general, the change caused no trouble,-and man.y iden-~
tifiable characteristics remained constant. Several a‘I'érts‘were' executed

during which personnel were warned to be on the lodkou?%?fai' deviation from

normal operations. ' 2

T o

During the first month of exper:.ment.al operations at: site "Love 5

. TECSUM's were prepared. After the site became permanent » the 5015t Group

assumed TECSUM responsibility for the site.l
DF efforts of the company during the year were conducted by oﬁtlying .

sites.. Sites "King" and "Love" were in the Korean DF net with control at

group. Both were transferred to the group 25 Jun 55. Site "Dog" was a

part of the ASA, Far East DF net with control at Tokyo.' This site was

transferred to the 326th Company' 25 June. At the end of the fiscal year -

no DF capability existed, however under reorganlzation plans 3 a DF "tip-

dff” position was authorized.‘al ‘ REF: VOL.. T P. Z’ 29

T, Ann Rept, 330th CRC, £y 1955, Vol II, pil.
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9. TField Station, 8603 DU, Sobe, Okinawa
- Throughout fy 1955 , ASA Far East maintained administrative
All

‘ control and NSA exercised operational control over Fld Sta 8603.

which

mission assignments vere issued by NSA except for ChiCom Naval

became a category "C" assignment 24 Apr 55, w1th missn.on control delegated
gnm

.
.-
.
.

to USN-27 . . .
Operational hig,hlights within the va:;ioh:s sections comprising the

.

station's operational organization ,follow:

Ra‘fi'io Printer

.

Within this section ’ D posn. tions were progrannned. for. intercept of

Military, Naval Air, and Commercial non-Morse including search

.‘]‘:‘or otner -non-Morse signals. Signals copied wer_e_L j, two-channel

. .
M . .

- ‘_ ‘:t;aﬁéot ,J: Seryice, ks printer,. all links- not covered by

A £ AVERI et
i3 08 tiabz‘ ‘stations, and new, experimental noise transm1551ons.
EO 3. 3(h)(2) : _
P.L. 86-36 - ,,',_..__. o _T_rz_ai;’f:ig: volu.me was comparatively constant during the year. Service
o traffic showea =- slight 1ncr'eés'e','\5h'ile ) x;lultif)l'eic'decreaséd. page
3 copy'decreased from a high of 1,116 ‘tapes® in Fehrpary 1955 to three in

.
L] LA P
"
.

¢ June due to ‘& change in priority category from page coPy to lTPB|:|

.

service printer had more tr_affic and made more

During July 195k,

i,dentifications then in any previous month, using schedule studies worked

.

out by 6920th Scty Wg on five Far BEastern Military links working out of

In September 195L, WOrk begah on a flexible multiplex position. Four

SP- 600 Receivers were modified to use with two Northern variable master

@ I, 7uon Rept, FS B603 00, fy 1955, Vol IT p2.
2. -Ivid. p6. 181
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EO 3.3(h)(2);

»
* . -

oséillétors. Twa PEN-35's, two Ampex 375 Magnetic Tap

.

;keeerders,'two
BC- 1016 Ink Rbcorders and one BEN-72 were also added.g

. L]

this pogition had Been received as tHe~year ended.

lo 68signment for

. . ]

In December 195h a nev system of logging[:::]tra ‘c was authorlzed '

to include I;nk, call s;gns, type keying and transmissions, frequency,

tlme 1ntercepted and copiaebility flgures In March l955y¢separate time

entry for each cnennel was stipulated excepp for those%ﬁtilizing'a trans-

y 1 .. .
mission net assigned or copied. . . fRDLIE,

L]

A\ .

*

A special cycllc coverage on- Category 3 L, : 4]was assigned

.

as a special mission 6 Apr 55. Lack of ST 35 equipment to dlstinguish be-

- 2 s . 2
tween clear text and[ | prevented mission accompl;lahment.

Until Aﬁgust 195k, the Voice'Section was engaged in ;est seerchihg
for ChiCom voice and voice Morse nets, for vwhich temporary case pétations
were assigned.. Four air-ground nets, ahd~oﬁe suspected military net using

voice and voice Morse were assigned 15 August. Two of these were never

. heard, and no military nets were developed. A large pa:t of the intercept

was airvarning nets, often active 16 to 24 hours a day;"Although~some

voice Morse was intercepted,~the‘majority of assigned’aﬁd copled cases

used voice transmissions. One of the five intercept positions was dropped
in September, and the section was transferred to the 327th Company 23 Febd

55

. Because the Voice Section was eomparatively new, it encountered many

‘problems, among which was a lack of trained personnel. As a result; T/A

T. Anon Rept, FS 8603 DU, Ty 1955, Vol iI, pp3l-3%.
20 Ibid- p9. o 182
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qould make_little headway in organizing and compiling intercept material

and reportg. Further, operators were unfamiliar with the work and many
'tapes had to be sent to Tokyo for further translation. By Jemiary 1955,
185 tapes were being translated monthly and voice, which was placed on
top priority, was being supplied'vith approximately 50% of requested DF
bearings. |
As mch intercept materisl was asirborme in nature, the-6920th Bety Wg -

was placed on the distributlon ligt for all Pindings and greatly aided the

1l
t - L] ) -
identifica iom of unassigned.alr ground nets. EO:lsmH2)

Autamatic Morse _ floBorde

Congiderable change occurred in mission assignmenié of the Autamatic

Morse Sectiocn dnring the year. Missions dropped inCluded

1. Ann Rept, FS 5603 oo, fy 1955, Vol II, pp91-93.
2. TIbld. pph-5.
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-

v Marmual. Morse

-

-

The stg.'t:icin’ s manual Morse mission during the year included ChiCom

Mili’tary_lil, Neval [ | Air[ | Adr Defense Shipping| |

¥
- * »: ]

Pa’o{finces.‘l:lmcluded Ja_i.l'l\h:'r'bh,. BASt and Central/South Ch:l.na. Dnetl

& .were ch;eppe& at. _'l;hE' end o:E‘ the fiscal year.. I____laa-signment covered Peking

- *
.
-

- + #
-

- - L
. .o . ¥ . "

_!_

.,9 -.‘{1.’_.Mfi* ept, FS 86.03 Uy fy 1955, Vol 11, pph-5..
AR - M 1> =P;I-l % i
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Attached transm:tters were to periodically send out & call sign on a spe-

cific frequency. Although a position was set up, this proJect was never

% 2
heard at_phe station.

Onfl Jul 5k, only operational positions were menned. By

T Aughst, additional‘ﬁere assigned.  Generally, the nuﬁber of manned

poeltlons varied,from a low of[::]to a hlgh of[::]depending on personnel

* L3 . *
- .‘ + " L3

X va Am:l..Rept IS 6603 I)U,,fy ‘955, Vol 1T, pp5-0. - ' '
;2. Jwid, oL : —=iibER—
. '.g..o‘ .'. '-' . E 186 o . i
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availsble. Tne sixty-third position became aveilable when voice positions

e TR« plb s o

were transferred in February 1955. Twice during the year normal four -
’ trlcks were reduced to three for short periods, due to a lack of personnel.

Typhoon "Grace" disrupted normal trick rotation, but 1ntercept was con-

tinued.  Persomnel varied from| |in July 1954 to[ |in June 1955.

3

Factors causing variations in monthly message totals were the number -

. *

~ of positions manned for a given period, typesr of cases on assigoment, current

L3

*

activity or lack of actiyity of CCF concerning Formosa, major and minor com-

munications changes effected by the Ch{nese,_receiving conditions, and

availability of experienced personnel. As a result of the tensé_situation

N e - in Southeast Chiné and Formosauxone air warning case averaged about 800

short messages, a day from January to July 1955

.

On 10 Jan 55, ChiCdm Military, Admlnlstrative Air, East China, and

manual Morse .hets underwent a major. change rnvolving<daily-changing

. . -

call signs and frequencies, a new Chinese full-cut number system, encoded

procedure, and structural .

.

chahges’of established nete.‘fAs early as November l95h, nets notéted as

rY 03 .

nets--were heard using a more complete cut -

* 2 N Ad

. number system, these nets worked and sounded like ChiCom manual Morse cir-

2y *
* o

"' cuits, TMring December,[::::]act1v1ty increased with two positions assigned

..
.
.. . s
L] L]
$° . P

’a N . .Intercept of the correct Chlcom Military nets was not difficult after

EO 3.3(h)(2) -

P.L. 86-36 the change, but determlnlng_speclflc cases vas;a problem for spec1al iden-

tification and enalysis personnel. When an intercepted target was matched

' : ., | : 187
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by RFF with an assignedvcase transmitter in the RFP li
transferred to the proper position; The operator, who
prior to the change then became re-oriented with his n ‘and its new char-
acteristics. The process was slow, but operators were ie;to maintain>
their own case continuities. Recovery of nets was slog;and sporadic for
a period, but soon continuity was-maintained on most najorlcontrols larée-
ly as & result of operastors’ ability to,recognize soundEEOf_transmitters
used on their nets. This was of major importance due to-daily-changing‘

frequencies and call signs.

Even w1th the complex problem after 10 January, recovery of Third
Field Army nets was very satisfactory. Changes in Administrative Air nets

'did not’ pose so large & problem, as they nad used tw1ce—daily changing call

- . signs and frequencies throughout calendar year 1954 and 0perators were

accustomed to maintaining case continuity through circnit characteristics
.and net workinés. Once the structural chanée was deteryinedPIOPerators
‘maintained continuity as before the change. . /
_ On l'Apr 55, an expected major change on ChiCom‘Naval'nets occnrred.
Though primarily the same as the changes in military and administrative
-air nets, recovery of most naval nets was effected within tnree weeks.
Recovery_was also aided by tne few_structural changes within nets and the
- use of call sign periods by other nets, plus early recoyery of procedure
matrices. DF was also a help to operators on naval nets.’ | |

A1l assigned ChiCom‘service'cases changed from winter to surmer fre-
‘quency ranges during.April 1955. These occurred at the aame time as in
fy 1954, and to approximately the same ranges. |

188
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Durin_g the year, the was sep-

*

arated from the Autcmatic Morse Seotion’and assigned‘two-poeitions in the

.

' Manual Morse Section. Activity'yue‘limited to Veekly transmitter checks

except when seasonal floods.énd freezing conditions disrupted landlines.

- At these times, large, vOlumes of traffic were intercepted. Inability to

use diversity reception resulted in some loss when signals were not strong -

" and free fyem interference. Heihow to Canton, Shufu to Wolumuchi, and Han- .

kow tp'bhungking links were the only circuits passing radio traffic at the

Jear's end.

- Search and development positions were most helpful in the recovery.of

‘the ChiCom East China military problem. As these positions developed

activ1ty a35001ated w1th known complexes as well as unknown nete in the

Third Field Army area, they were important as they prov1ded station facili-

.

tiés for immediate coverage and attempted continuity on-nets that could be

isolated JSfrom the large number of unknown nets w1th1n the immense geograph—

ical limits of the Third Field Anny.

3
.

3

» Special Identification

Prior to 3 May 55, DF and RFP had separate missions. On that date, &

- mission including parallérlm‘and RFP was instituted in plaee of previous

hd ~

missions and included|

The function of special identification personnel was identification
of radio transmitters on'the station's intercept mission. Through tip-off,
DF flashed the 1dent1f1cation to all units of the DF net who then passed

any bearing obtained back to the station for plotting fixes. Radio finger-

1. Ann Rept, FS 8603 DU, fy 1955, Vol II, ppe2- 27
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P.L. 86-36

"
-
- L

Accamplisghments of the'various subsections prior to consolidat:on

. g 4\" Six
+

follow: _ ¥ ' ¢u1¢g

-
-

Direction Flndlqg Frem 1 July to 15 Dec Sk, _the.station oper-

ated as an outstataon of ASA Far East DF net. There were two positlone'

, i

_ the flash net pgsition in the operations building, and thq_scope position

located 13 qiies away at Yontan Alrfield. Bearings were sent to ASA Far

East via.AbAN. Bearings were received from 81% of the missions flashed,

-

. and fiéés were received on 37%.

.' In July 195k, the station wae assigned target priority indicators for

*

flashlng emergency "A" and "B" targets. Thls enabled a flash station to -

interrupt any mission to flash a higher pricrity target,.providinglthe

- Initial mission had been in progress for at least three minutes.

On 15 Decembér, e major reorganiz&tion put the station In control of

' thte new Southern ASA Far East DF net. Impleﬁentation of the new responsi-

LA
LI

- bility was carrled dht-ﬂrnm four operational pOSlthDS plotting-evaluation,

flash net, report net, and scope. were assighed td these

positions, all of which, except scope, were in the operational area.

. Until February 1955, too high a frequency was used for night communi-

cations. Accordingly, & new frequency and a nev operating signel (zvD)

T. Ao Rept, ¥S 8603 TU, Ty 1955, Vol II, pph3-ik. :E@ER—
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were assigned{ Other improvements occurred 1 Mar 55, when AN/TRD-M was

st v R o 3 .
EOO St R ORI S S

installed.
A plottihg-evaluation position commenced practice operations 18 Nov
~ E0 3.3(h)(2) g a
- P.L.86-36 Sh, plottlng bearlngs on missions flashed from the statlon. In May 1955,

500 GT L2s-D maps were received fo Hlct' fixes. A system for notifyihg

manual Morse operators of fixes and RFP matdhes--fesulting from their tip- -
- offs--was established which eﬁabled 0peratoré to reatip-off-missions on
which satisfactory results were not obtained. - 4
of a fofalrof éh,66é mis$ions originating 4t the station during the
year, 22,949 were flashed. Daily average of missions ran appfo#imately.
68.5 with a low of 37 in November 1954, end & high of 95 in the months of
Marcﬁ May and Juhe 1955. Daily avergge of missibns flashéd went frﬁm a
low of 35 in November 195h to a high of 95 in the months of May and June
1955 with the average approximately 63. 7

Morse Operator Analysis: DEN-31 eqﬁipment was installed in June

1955, however there were no trained personnel or mission assignment at the

close of the year.a

Radio Fingerprinting: This unit}commence& oPerafionS-l Oct 54

- with its first mission consisting of six| cases on "A" priority, and -
five cases on "B" priority._ In"addition, personnel began shooting a
general station as51gnment which 1ncluded all cases with. knowm

e 1dent1t1es._ This was the beg;nnang “of the film reference library, a great

-
-

* .

» .

3

L® aid aftex the communlcatlons change of 9 Jan 55 The number of a551gnments

E033au@)';‘:‘-“0hanged periodically with the largest number being ass1gned in January,

P.L. 86-36

' I. fnn Rept, ¥5 8603 DU, fy 1955, Vol 11, pp3k-30.
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February and Mareh 1955. r -

Although this subsection faced the usual dlfflcultiesf -8 new organi-
zatlon, its operations improved over the year. 1In the firatimonth ‘an
operatlons log was established, film shots were changed;’ from two each 12— Pt
lengths to 25 ft lengths, and frequency and receiving caii ;igns noted.

- Several equlpment tests were made. Panchromatic film'was found 1o be
superior to orthomatlc film. The subsection used llthogra;;-orthomatic,
vhich was 1ntermed1ate. MOdlfled type "A" paper developer was found less

SE
deeirable than type "C" medium contrast fllm developer.} Various crystal
and non-crystel positions were tried of which the 5 crystal positlon was .
. found best. A 1.3 crystal position was used for cases with exceptionalLy
| good signals. In January 1955, the DEN 17-2 was modified to take shots of
5, 6.25, 20, and 25 ft. In the same month, a film dryer:that held up to
1200 £t of film was constructed. | |

Total shots processed for the year was 10,471 an average of 1 »309 per
month. The high occurred in May with 1, 933 and the low in January with
813. RFP matches totaled 5,900 or an average of 7h8 per monthf A_hlgh of

. 1,036 matches was reached in.May 1955 as compared with 354 in Noveﬁber

1954, Variability resulted from sporadic adverse weather conditions,l

Traffic Analysis

During fy 1955, the Traffic Analy51s Section continued to maintain
TEXTA and other technlcal data; to perform T/A requlred for local inter-
cept control; to process, develop and evaluate intercepted raW'material;

to compile and submit reports; and effective 1 Apr 55, to render technical

’ I. Amn Rept, FS 6003 DU, Ty 1955, Vol Il, pp3o-L3.
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support to the 327th Company.

The wsfkload of the section'increased continually ahd-changes in -
intercept m1551ons called for creation of a small unit for each new country,
type and/or service intercepted. In July l95h the four-trick system of
reporters with its small nucleus of problem analysts was discontinued The’
majority of the section began working days with cases broken down into

 small groups and each analyst was respensible for one group;’ All rhases
of traffic processing, essential to continuity and writing of the TECSUM
were aceomflished by individual analysts. The ney system improved TECSUM.
quality, increased intercept, and provided mofe thorough-caseyahalysis.l

With the major communications change on ChiCom Thifd Field Army and

[::]nets, analysts worked with operating tricks to regain cont1nu1ty. Afte;
. partially decentralizing the Third Field Army from ASA, Far East to the
* ‘station, the section returned in April 1955 to its July (1954) organization
x except for separate reporting. Further, - 1t assumed respon51bility for pub-
. lishing weekly technical notes in addition to TEXIN TECSUM DCR, TAR
. DANAR and TTL reports.’ | |
y S A sumary of problems covered by traffic analysts during fy 1955

EO 3.3(h)(2)"
P.L. 86-36 : - follows:

.‘o...' .,
ST e Chinese Communist Military

e ‘e In the firstvmqnth of fy 1955, ChiCom Military Nets of the Third
¢, ¢+, Field Army were using pask period call signs and at times the same
. +frequencies were repeated. Six tempbrany cases were assigned notated in
\1::::%]3T 00000 series, later renotated in series. There vere
.81x collocations established which opened new channels of analysis by in—

dicating usage of unusual numbers completely at variance w1th remaining .
network numbers. These vere:

' - I Aon Rept, FS 8603 DU, fy 1955, Vol II, pp5s-56- _A
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1) Control of one Nanking-contfolled o/s
RAD M- 912’ : ’

2) RAD M-179%, "o/ o with one Nanking-controlled
O/S “of | - SR

. 32 _BAD e 7295. 0/S of | with one l‘fg;iﬁihg-controlled

Serslee = "7h) RAD M- 193, 0/S of the dual- controll.e_d_r}e_tz
EO 3.3(h)(2) ST Tttt Yith' Sde’ Nenking- éontrolled b/S (RAD -h3 -
P.L. 86-36

Ea

5) RAD M-985 of special Shanghai- controlled nets which was

p‘.- L ]
‘;'_' f% et found pessing ‘traffic later sent by 0/S (RAD M-l985) of
“'.“'.";'t;:.'.."-. SRR —— 3 T :
2. ".,',-‘,,'. ey, -
UL TRE SR P 'RAD, M-867, 0/8 ofl:l with the two;- stations ment:Loned
el u e, Te :. *in five above showing a Nanking O/S as controlled by two. sub-
. % ":~,’- R o;rdhnate commapds. B :

.
. ® o o .
L]

These céIl,oca‘tzons ﬂlustta‘qed lateral. vorking between Nanking-controlled
e O/S and re‘f‘lected that: the maﬂorlty of thre. controls and O/S of various nets.

L+ ', wexe also operatlng as O/ s .of Thn‘d- Field Army Hq, 1n Nanking, regardless of

.

Lt 1nte;z'med:Late con'mands. . N .. .l

- Forty-four I:Ltargets and twcf .seqrches were on assignmen'b- iE Auf:st 4

» 1951+ ome attention 'Was glven Canton Broadcast ana ,Service nets
Seven temporary casos were ds; aed, "gike of which’ ,Were notated by
. 88 'permanent case numbers. * .Seven (Ner’th Ch::na) nets Were also assign-
* éd "but  discontinued as the #tation could not copy them. One (South- -
-wést China) search and three (Mginline) cases werg then assigned; one
. was found to be| land renotated| :

s

L4

¥
.

.+ Two call sign and frequency changes took place in Septemb'er'. Six collo-
cations were proved, two in Foochow nets, the remainder in the Narnking-
Shanghai control area. A suspected collocation, RAD M-1869 (0/S of:|
[ .] disappeared from both nets and tended to indicate that the unit was
dropped from the Nanking-Shanghai control area.. New flurries of activity
were noted in the Foochow-Amoy area, indicating possible movement of the.

- aforeméntioned unit to the general Foochow area. The major Foochow-con-

- trolled: nets passed very high volumes of traffic, and many sub-nets were
very-well developed. The situation indicated that new nets had moved into
the area; as little activity had been noted previously. '

.- In Ottober, there vere also two call sign and frequency changes at

which time all nets used calls that had been used previously. During the
" month, an &rror was discovered in O/S RADS M-867 and M-1759 which had been
" mixed on The error was rectified, vhen it was discovered that RAD
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B M-B67 always sent slashed numbers except for message relays. Another char-

R s acteristic of the complex was a consecutive numbering system in

the last four figure group of the message thet ran one up with each message
ent in a series regardless of the station to which the message was sent.

China nets emplbyed coordinates wsed by Northeast China Military District
in May 1954. <LCollocations in October were greatly aided by radio finger-
printing. Oné proved collocafion was a match between transmitters of RAD

' M-U3%, an O/S of and RAD M-1273, control of| ]
In November, October call sign and frequency cha.n.g'es were repeated.
On 1 ber a -changing call sign system was implemented by three
nets, : . The change had bgen anticipated since 20 May

54, Contlm.lit{p ves maintained steadily on[ | with only occasional
pight br day sontihuities missed. Continuity’wes maintained about 60% of
the month o with three new. Oud;‘atations noted working within the
net structyte,’ . | was more dirficult to locate and continuity was
not"so regdily- o ained. ]occasionally repeated call signs used
by* Foocpbdw, nets 111 previous pez;a.’ods and, on one or two occaalons, during
'the sqme gerioﬂ' et ‘

KL Two call sign -a'n& frequency changes were made in December 19514- A

. nest gutstat:l.on . .believed located in Nanking, was picked up by| |
S T owage thought %Ad be & new link between Hangchow. and Nm;hing " Similar
¥ changes weré‘ *discovered on other nets indicating poﬂsible reorganizatlon

- LR

.+ Jteoft Ex‘a:bmplexes and possibly the ent.u\e Third Field Army network. -
g .: . .Sevqm’l nets, lsheled | yaing *international procedure and passing traf-
.-‘:::.' ﬁE with a new cut ‘sysiem, were copied. The nets were located in the Third
et eld Aymy, B,rea by DF and operastors indicated that the transmitters were
,1:".'_ Jhose. usfe?l by kmown cases. This was the beglnning of a ma.]or change in

e S s bhlcm Military and Administrative Alr circuits.
P.L.86-36 _ i _
EO 3.3(h)(2) The major call sign, frequency, procedure, and schedule change occur-
TRLLYEEL péd DiTan 95~ L_ were heard on a few schedules, but
i all links "had 'fage -the - -complete change by 15 January. Procedure was ana-
1yzed. first and, with the aid of DF 'ehd RFP -traffic, wes divided into vari-
ous groups-. All possible ChiCom Militery links were labeled . group
M. This group later began using the daily-changing call sign system. . En-

% s EPER—
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P.L. 86-36

EO 3.3(h)(2)_

TOP SECRET

dinomes to which basics were assigned. The dinomes ch fged every. three

'pgriod.l Fur-

dsys although basics remained for a lomger but undetermin
ther develepments by area after the change were:

; Nanking area: RFP and DF were able to locateL ix. circuits in
this area. Two were proven to be day and night continuity of ]
Number blocks were apparently changed daily as in the area 'a four other
temporary cases. . All nets used the same number blocks,;supportlng the
possibility that they were all contralse: Each used twice-daily-
changing call signs. Contlnulty was TRivalt due to changing schedules
and common number blockse * Moreqyer, ‘there was a tendency:-to skip numbers
within the block peing uged. Durlng 1-7 May, Nanking nets reverted to
number blocks-dnd pumbers used in the same period of April; however, the
nets d;d'notause "the same numbers, but seemingly picked. them at random.
‘.‘_- .Y)_‘.:,

**" A frequency study was made on controls and outstations for the month
of February. For control, there were four frequency ranges day and night.
For the O/S there were six. Near the close of the period a definlte 18-

frequency as thé 0/S on “the "previ'ous 'day s * In June;Lgﬁ Ajwas noted -
utiliz;ng systematically changing schedules. Continuity was partly main-
thined and’ the oytstations were equated. On 16 Mar 55,. continuity was.
re- establ;shed on a Nanking to Foochow link unheard since Sep-
tember 1954+ .DF an substantiated both locations.. Nanking passed

© 1000 NR block, Fbochow 2000. The circuit was notated 20 May and temporary

cases 8551gned Nank1ng~control were changed to permanent notations includ-

Foochow &rea: One Foochow control was located by RFP and DF in
January 1955 Other suspected nets used single calls, however positive
jdentification was withheld pending further analysise. These suspected
nets changed cell signs, frequencies, numbers, schedules and priority.

address groups every five days until 12 March when the nets altered to-

twice-daily-changing call signs and frequencies. Several Foochow nets
used two-character procedure rather than normal six-character as used in
the rest of the Third Field Army. .These were related to Foochow controls.
Duplicated messages and isologs were observed and later control and nets
began using both types of procedure.

Nets using self-equating calls increased. Beginning 15 May, more
skeds and messages were noted and the volume increased. It was believed
that there were five control nets for the area. Three used self-equating

call and two-character procedure, while two utilized different calls for

T Ao Rept, 75 5603 00, Ty 1955, VoI 1T, opeb- 63 —
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tranami‘t receive , and knownzl procedure. Each net had four outsta-
tions and changed call s:,g:'s daily except for ome which used five-day
call sign periods unt.ﬂ. June. Several other nets, us:.nglself equating
calls, had only Fwd ‘outstations with very few schedules.

-Hangchow area: With the aid of RFP and DF, three area nets were
recpvéred in Janmnary through their use of numbers in parenthesis at the
.end of a message with a consecutive numbering syetem in the last group. A

** ten-day call sign period was used changing frequency every third Eer‘lod

until April when tyice-dgily-chsnging cell. signe .were adopied..

PL 8636 TRV used the ssme call sign for a month, finally
-EO 3A3{h)(2)‘.“ . changing in April along with 50301.
) 4 ) 'l,-... ..... " e
“o}‘d: ; FEE e a,,
: -

i) 17 Qontrol. BAD M-1650 of | |wes found to be collocated with RAD
o 451-2]_62 an-a/s o | Immediately after the change, this net used
3 I’mn'-.phd :Eive—charaet.er proce&ure groups including cyrillic-barred letters

s and ﬁghn:es‘. Jraffic was easily recognized. Changes took place every

.ten days, with. t:hb- call sign change.* ‘Before the end of the fiscel year,
ﬁgwever- this p:‘bcgdur’e- gave way to regaular , ;

;En April, the:]circuit was split so that control used two
sets 0f call sfgns with the -same ‘fréq.lency, one to contact RAD M-867. and

_+ RAD CF22, snd one tp contpet RADM-1660.° After the split, Hangchow sub-

‘., nets showed little activity, althoﬂgh contmls ~cpn‘binued to pass a normal

a.mou.nt of 1:,tpffic.-2 o .. ., . ..

‘_ ' Shanghai area: [ °, * phanged ca]_l aigns and .
frequencies every. five days. Or 31 March, a collocation was proved .be-
tween | wnich had previously beem, carried as

| because of ita use of two- charac‘ber procedure. | |changed.
call signs and frequeneies every four dAys until 8 June after which it

‘maintained the same cell.signs. | | both used two and
six-character procedure end traffic indicators such as "KA6" or ";z;".
H vere carried as
possible Shanghai controls and passed an unusual amount of isologged
messages. v F -

~During April, séveral unidentified nets in the area used dummy pro-
cedure and sent practice traffic. Call sign periods were used although
they were not definitely established. §Slashed numbers were predominent
with the same number on both sides of the slash bar. There was consider:z
- able group repetition and schedules were very irregular. In eddition,
many regular anets passed a limited amount of practice traffic with the
message number usually teken from the %000 NR block.3

l. Ann Rept, FS 8603 DU, fy 1655, Vol II, ppb7-68. s I
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Chinese Communist Naval

There were no major changes on the Naval| ﬁzets durlng the
first few months of the fiscal year. Daily- changing call signs were used
the first half of each month, and repeated tké second half. Authentica-
tors were re-used in the same manner ag.the letter- for-number substitution’
tables and key sequences. | (Southeast China): sent an unusually .
" high volume of traffic in August 1954. 1In addition, (Shanghai
area) showed a marked 1ncrease in traffic. with a high "percentage of mes-
safes bearing an ungent ‘or .flash priority., .Pra¥fic also increased on the

complex in. the‘South China coastei’ area. In September, a high number
op priorliy messages by Hg Peklng was noted with new links to Hailmen
Communicgtions and Obgervétion Station, and Swatow Neval:Base. A new broad-

2 cest :was heard, | | . This circuit sent
f’ gular.brafflc ip. addition to Pive-letter group messages. It was tenta-
.2'} tazély identit{ed as & submarine practlce net in the Tsingtao area and
| ENSEERE zléetﬁtced.| | z
P.L. 86-36 — e B o
EO3.3(h)2), , ... . : In October, Naval complexes began using new procedural characteristics;

¢+ timysual procedure and calls were an indication of a general Naval complex

S calI s;gn chenge that occurred in November. Volume was unusually high that
mqﬁth with 8 number of messages bearing either number one-or number two

. précedence. °On 31 Oct 54, the Shanghai complex sent a total of 51 msgs,
all with aumber ‘ong precedence. Most of these were either sent or passed
by U/D un1t~gesigga£or L442 and U/D 301 controls for the Shanghai:complex.

) . ent~$everal high precedence messages with a high A

group count. . .

Ll
. .
.

Call signs, procedure, end authentlcatlon systems changed in November
~as expected from mincr chepges noted previously. Call signs continued to
change daily for the first 16 days of the montn, then repeated. They were
still broken from a two by ten- letter substitutionm, table with a large per-
centage of new arbitrary call signs equated to former;basics. The pro-
cedure matrix remained with new chatter| |
Authentication also remained with replies being changed within the ten by
ten matrix. .

'0

_ A nev net controlled by A33 PTO and A33 deVeloped 1 Jan 55 in the
Tinghai-Haimen area and was noteted as| The net
was identified as an air liaison command whose low level tactical type
traffic was readily broken until the net disappeared 20 January. Traffic
volume was high with a concentration of mobile units in the East China
area, particularly around the Tachen Islands. It was believed that the
Fifth and Sixth Squadrons, based in the Shanghai area, were utilized in the
operation along with some vessels normally based at Tsingtao. A new sta-

. tion became active and was believed located on the newly-captured I Chiang -
Shan Island in the Tachens. - :
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pot : In February, there was a traffic increase in the Shanghai-controlled
N area, declining later in the month. In March, this complex passed traffic
S ’ " with a new basic (MP's-unidentified neval activity) Another unidentified
unit was noted using the basic cell sign and contacting only radsr observa-
tion posts; DF located this station in the Wenchow area. Near the end of
the month, & number of navel circuits began using new procedure and new cut
numbers similar to those in use by military and air nets.

In April, allD nets underwent a major change in caell signals, pro-
cedure, frequenc:.és, unit designators, and to some extent, schedules.
Following the change , intercept positions assigneq.l-:Jnets were changed
from category AT to category "C" and placed. under operational control of
 the 327th Company, providing better and.- closer technical support, greatly
aiding, recovery of the|:] problems Many nets employed daily-changing calls
apparéntly taken from call .siBn books., Other néts employed 6-day and 15-
day’ call sigqs. Twp broadcast nets, |used month-
.1y call signs.. ‘New call signs consisbed’of three, four, five and six

o characie,rs wvith dinomic, suffixes which appeared constant. Two new proce-

. G.lir-e' matrices. were’ observed one employed by Shanghai, Canton.and Tsingtao
comp.lexés , the other solely by Peking-controlled nets. -The use of different

: _;.-:-‘."-'- " keys for each geographical complex was noted. There was similarity between
P.L. 86-36 procedures in that the meaning or value was placed in the same genersl
EO 3.3(h)(2) order in both. ~Procedure signal keys used during the first half of the
- 7}’;3',,"_.'- - Juonth were repeated during the last half. A similar new authentication ma-
: -ﬂ“:“. ‘b'rlx cbns:.sted of ten rows and columns with dinomic border keys.. The

e ¥ " border key.s, were “twiee dgily-changing, and different in various complexes.
SRR ,‘ As. m.th the provedure keys,]y——g_alcomplexes both used the same set.

R ‘s, Communita‘qlons vere norm!al «in May until the 28th when there was &
PR big .drop in 't;onnnunlcatims and less nIobll.e activity to the end of the month.
‘, Mobll contacts*with 'Sh;anghal were high but” only, one message was -observed.
,Su ect earl wa;r'nang or Jpre-flight traffic was o'bse::ved on the .30th on.

*

’, wi't.h the' mgjority of the three-figure traffic passed

* by the lat'ter. A message 'hn]ﬁlwas later seen on anothert| cese.
The traffic ms sent with a Roger as group separator. Message heading con-

s:.sted only of’ Xhe number running .from one through fifteen. -Significance
~ of the changes and 1rregular1ties was.'not known. -

- K
o*

:]made the norma.l change of authentlc'at:.on matrix body on 1 Jan 55.
¥Four-character challenge» and two, three, and fOur.-character reply remained
m. use. Thirty percent CQnt:Lnu:Lty of the matrix »!as.recovered with an-
other 30% recovered butinot.gquated to the May equlvaleh:t. Unit designa-
toks previously sent in the clear were encoded on proceduré .matrices. They

appe‘ared to have assigned sequedce according to geographical’ command with

Tsingtao control | . Shanghai using
Tsingtao ares [ema reking-controlle
and '

in all probability, using the 000 block.

‘ : : 199
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Little recovery of{::]cases was made after the major call sign change.
"An exception was nets which were recovered to a degreewsuff1c1ent to
identify the mgadrlty as subordinate to Shanghai contrd With the excep-
tion of the mhnor cases, they could not be identified &g  to-actual case
notatlon.:‘Many nets, using daily-changing calls, were*observed relaying
traffie’ for nets using six-day calls, simplifying 1dentification of such
dazIy changing nets. One link, employing a dally-changing call, was _
“actlve in the[ — [nets and was believed to serve the function of a filter
link for bbservation reports previocusly passed. This link-received traffic
from a net employing six-day call signs. The combination of characterlstlcs
E$-38362r3])6(2) of the link greatly simplified the estsblishment of continuity.l
ey
ﬁﬁz.. ' Chinese Communist Administrative Air

¢
.
o®

=
o . ®
+% = °

g . All Peking, Hankow, Nanking, Shenyang and possible Manchurlan
°. . nets continued to change call signs twice dally durlng July 1954, The
Lo, f;rst tiro .continued to use the frequency ranges in use“since 19 Jun. 54 with

cohtrol and O/S rever51ng frequenc1es w1th each other every three to seven
o, daysu '

.
. .
3

A mmnor procedure'change on 5 July affected the supposed suthentica-
+ . ‘tion system A four-letter.group, preceded by "ZGW IMI," replaced a four-

. ﬂlgure group~prev1ously used. * Confirmation changed from & two-letter
gnoup to a two:figure group. Also; certain routing indicators began to ,

" . appear in messagé,preamwbles; the magor;;y of the four-figure type with both
. orlglnator and addfressee groups in the preamble Messages with these indi-
" catonks were noted only on Nanking area nets,'hut later appeared in Peking-
contrélled traffic. Volume increased, rising to’an average of 11,000 gps
from the 14th to the 21st., before recedlng to a more apormal average of
* Looo. Mllltary, aamlnlstrative air, and other unldentified service traffic

" vas passé&d over the nets, using the same indicators. Only[::]encoded pro-
* cedure 51gnals were used. . :

.
-
=

: Nlne[::]ana one air/mllitary Search positions were. assigned in August

& major procedure change yielded satlsfactorily to analysis. The one major

frequency change indicated that lowver w1nter frequencies would be used.
mainline continued its pattern of twnce daily-changing call signs.

In September, all Peking-controlled nets continued to use like call
signs with an unrecovered generation system. Guoup count was unusually
high varying from 3000 to 24,000 gps daily. To d4d in establishing con-
tinuities, all nets copied were given possible notabions some: fairly
accurate, some merely arbitrary designators. | | numbers were
noted in the vicinity of Nanking and Hankow. Numbers appearing on certain
East and South China nets proved a change in location of several air divi-
sions and indicated a shift of forces from the Manchurian to the East and
South coastael areas. Division facilities were generally incorperated into

’ I. Aun Rept, FS 8603 DU, fy 1955, Vol 1L, ppB-80.
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existing neta'upon completion of a move. During a move however, s unit

would generally use facilities of' “Northeaat-Chiha).

. One [::]position vas sdded to'ﬁhe stetion's mission in November whose
‘main tar-get area was FPeking. . One position each was assigned to Hankow and
Nank.ing. Controls of | |were found to be collocated and
sevepdl new nets were observed in the Nanking area which hed undisguised.
lateral and intra-net yoz'kzngs. One new Hankow net was found and notated,
but continuity was sot maintained.

-
+ -

& In Decmﬂber, instances were reported of air messages beings: relayed
.0 _over military links in which slashed message numbers were used. Five air
v b megsages were noted being passed on| |after an unsuccessful

. -at{'.empt to transmit O¥eT regula;r] | (Southeast China) chennels.

.
. l- .-.-.,.-'
»

.o ..-.--:-:','.ql:\ iQ' Jen 55, &. mejor «change .occunred «on- a.L’LDnets. Call signs

EO33{h)(2) changed twice daily and remained three and four-character in type; composed
P.L.86-36 of any combination of letters or numbers. After the change the situation
4 : - I was:l ) ¢ :

Mesesage Numbers: 01d lﬁessage numbers appeared to have been
abandoned, and it was doubtful that the circular series retained the
same function. Blocks were not used as both point-to-point and

. _ 1. Ann Rept, F5 0603 DU, fy 1955, Vol 11, Pp71-75-
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. '~/:: In February, "QIC" call-ups were broken down:by areas and dis-
L '%if f' trlbuted as aids to identification. Although there was progress,

., g '.1'no sugnlflcant recoveries were made.on the daily-changing operating .
ce 'signals ‘gnd, substitution systems. With exception to. the 2000 series
¥ and . e one-dp~p01nt to-point series, message numbers were apparent-
. 1y dlsguised._ Contlnuitles were generally good. - :
. Alll '1~ A]nets ¢hrenged frequencies 1 Mar' 55, and all
. were recovered&hy the end ,of the day.., Frequency rotas were noted
. _as being more in upge. Operatlng 51gnals <changed from numbers to

. four letters (doublé:éinomes).’ +The entlre[::f] complex began re-

- peating March call 51gn.equat10ns"by RAD on 1 April and maintained

- the sequence throughout fhe.month. Sy

. L]
.' L4

& Significant recoveries were! also made on[::]procedure 51gnals_
. indicating use of sliding strips w1th 23 dinomes in row and 25 4i-
* nomes in column. A simple means-of extractlon in which no matrix
* +wWas necessary was- devised and proved sat&sfactory The authenti-
‘cation system, after utilizing| | pegen re-
peatlng on 1lh -April; sequence was identical. | jpets remained.
op an unrecovered frequency rota; continuity was on a search basis.
net frequencies remained fairly constant with simple rotas in
effect. Although continuity was normal, group count dropped'from

. | , ._ 202
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5 315.654 in March to 244.680 in April, a 22% difference. .South
M e s ’ China control sent 390 msgs in March against 281 in-April. Un-
‘ ) til 5 May, traffic decli : ver, from that date it returned -
. to nermel. On 1 May, ceased to repeat call signs.
An abundance of repeats .on Peking controls aided in partial re-
" construction of call s:Lgn pages. A major reorganization of net’

-structure affected.five Peking controls.
each split into, two nets and some O/S of
then reverted %o the new nets. Iaent1f1c3tion was difficult
until the .15th when true continuity. wds esteblished.

QS were located occas:.qnaliy and found to be worklng later-

,ally.’ ; ‘

. L ' Preamble-a’ddress groupd cons:Lsting of encoded call signs and
",.* - unit cover humbers; ‘Were noted frequently.an]  Jin June. Studies
Wt showed that ‘the precedence, indicator'tad shifted back to the first

vl el let‘ter or figure-of* the flgure of the first group of the message

\ Ay ‘_ _.on-all'iets. Equivalents changed to:
: REE RN . _ )
‘ 23'383225(2) L . Precedence One " 3or8
. s - o Two -1, 5, or 9
et ' ; Three 2, b, or 7
e e Tl ' Four o 6oro0
T "*.. 1In June , NSA confirmed RFP reports that controls located in
R *., - Peking were collocated and periodically switched transmitters.
all Links unheard prior _téo‘.that date were canceled, and two full search
positions were set up to recoyver lost continuities. .Coverage on assigned
links increased, but search resplts were negative. Little trafflc was
1ntercep‘bed and. copy con51s‘bed p‘.r;::.marlly of contacts.
Little success was had copylng ass:.gned cases durlng November 195)4
The majority were heard only two or three days .during the month, or not
at all. cases were heard, but daid mot send any messages. - Two secur-
ity violations occurred: The O/S of [ hsed control's frequency
o " 1. Ann Rept, FS 8603 DU, fy 1955, Vol II, pp76-83.
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P.L. 86-36

10. Field Station, 8609 DU, Clark AFB, Pampgﬁga, PI |

| Throughout fy 1955, Fls Sta 8609 re:'nained.- subordinate to
ASA, Far Eaét. Its mission, as conﬁrolled by NSA, was to perform inter-
cept and DF, epply speclal identification techhiques and traffic anaiysis,
record and forwaerd forelgn conm.micatlons to include mamual Morse, radio

printer, radlotelephone, facsimile, automatic Morse, and other transmissions. .

1. Zmn Rept, ¥5 8603 10, ©y 1955, Vol II, P89

: Toa. b EIDER-
3. Ibid. p0. | -
L. Tpid. pb.

5. Ibid. pp93-9k. 206
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No situation arose during the year when mission coverage failed for lack -

- 1
of either personnel or equipment.

. Traffic Control and Reports

During thé'year, NSA teams in the fields.of'traffic analysis and
cryptanalysis assisted this section prior to its commencing end-product
reporting. On 15 Dec 54, the first report was produced dealing with the
poséibility that tﬁe administrative.headquartérs of the Viet -Minh Central
government was loacted in Hanoi. Twelve others followed. . - A

Technical supplements, conéisting of such‘informatidn.as call signs, -
net structures, types of traffic passed, cryptogiaphic nets, scﬁedules,‘

arbitrary designators, and any other items of technical interest were pre-

" pared for COMINT facilities. Additionally, limited cryptpgraph;c recov-

eries were made using an assigned special temporary cryptographic system

indicator.

In Mhiéh}{:] Chinese linguists arrived and vere assigned to tricks

' to scan Chinese Commercial traffic available from both the station and

1

Seétion organization changed during the year to réflebt‘emﬁhasis 6n.
intercept and adapfation to space, persoﬁnel, and time~limitation; At the
end of the year the section contained an Intercept Control unit, Non-Morse
T/A unit, Chinese Scanning unit, ‘Chinese T/A unit; and Viet Minh'T/A unit.2

Accomplishments of the station's operational sections follow:

1. Fnn Rept, FS 8609 DU, Ty 1955, Vol II, ppl-k.
2. Ibid. pp26-31.
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Automatic Morse

At the beginning of the fiscal year,

full coverage by the section and Dwexe covered altema ely New ITA

and & new gulde to 1dent1f1catlon of government traffic;wwas begun. . The

en‘blre- ‘tection moved to Okinawa 1 Sep 54. On 15 Feb 55;-. t‘ne Automatlc

. ““

.=™" Morse Section was re-established at the station utilizing'personnel who

EO 3.3(h)(2)”
“PL. 86€323( ). 7 - had previously worked in that field. Some difficulty- was encountered due
" & . . _ )
e " to the fact that experienced operators had left the st‘a'h‘i‘on.. Six positions
“s ) .were in dp-erqtlon by the end. of the fiscal yea:r'.l .
¢ St ' Manuhl Morsé .. )
Prlnclpal assi'gmpent in 'bhxs sectlon was Viet Minh throughout
- the .fiscal year. . Positions increalsegi from . A table showing man-.
hours per day worked. bn.manual Morse tar'gets .fpllows.- -
e, Viet _ Gen .,
Month/A1954  Minh Search
- July ‘. 351.3 24 162.5 - - = - 6.2
August ., L402.6 24 160.2 - - - - 5.2
September + 316.3 2k 137 - - e - 5.8
October "+ 361.3 2k 137 - - - - k7
November 380.6 2k 137 - - - - . 5.4
December 368.9 24 137 - - = - 5.8
/1955 " | ' ‘
January 349.2°. 24 . 137 - - = " = 4.8
February 341.4 ., 24 161 37.6 24 W8 7 4.6
March 302.5 ‘.24 161 38 24 24 19 @ 2.5
April 311 89» 185 59.6 T2 - 19 = 3.3
May 30 89 185 - 8.6 T2 - 13 2.8
June 376.3 89 « 185 - 68 - .- - 3.7
In July 1954, a school for new operators was set up to speed training -
and insure proficiency in VH’ signals. R-=390
" | 1. Ann Rept, FS 0609 DU, fy 1955, Vol 11, pp21-22." %
: - 208 ‘
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Recelvers and headsets were also installed. Split headsets were tried
during tﬁe year, but had to be.discarded.

Closer coordihotion between traffic analysis and maoual Morse opéra-
tors resulted in better identification and locetion of targets. . A form
‘for recording all circuits sent ﬁF and RFP wvas introduced which enobled

| a continuous check to insure that all required targets were oovered.l

Radio Fiﬁge;printing

. «.In this section, the mejority of shots contlnued to be on Vlet

. [
+ o e,
"
L

Mlnh transmissions. Chlnese transpitters were dovered later in the year. .

»
- '-..
LI

As fy 1955 ended, the section had the beginning 6f h[::]llbrary which in-

+

_ Production grew from 280 shots taken io_July 1954 to'l,9lh_taken in
June 1955. Out of a total of 11,332 shots, I, 92l e usadle. only 297
hours of operations were lost due to malntenance of DEN-lTB

An intercommunications system, installed in beptember l95h 1ncreased
the number of tip-offs. In March 1955, a patoh line and intercommunications
_system was 1nstalled to connect the 6925th Rad 8q Mbl wlth the station.
In May, traffic analysis personnel noted that many short duration trans-
missions were'lost-because manual Morse operators vaited for identification
before tippiog—off the section. A new policy was inotituted whereoy opera-
tors tipped-off on a frequency bosis only.' Shots.incroasod, but-quite
often a station would be shot severel times a day. -
For a time, film was in short supply and wao.borrowéd'from Fld Sta

£603. In the later part of the year, Fastman Tri-X film with an ASA -

1. fnn Rept, S 8609 DU, Ty 1955, Vol II, pplo-ik.
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exposure index of 200 and a clear base was used.

| Eé‘f:?{ﬁﬁm | p?OdUCt -
' ﬁ:ﬂi..‘ A Radio Printer
‘: .’....'~, ) The majority of mission fluctuatlons experlenced @oring the year
:_ b; the Radlo Prlnter Section were due to unusual 1ncideq};f;och as the
" . Conﬁerences. Transmissions for suchIEie;ts were nor-

L] PEPAA L

‘-mally intercepted for relatirely short periods. The change of a number of

-
. ~.~J-..
L]

_automatlc Morse stations to radio prlnter d1d not increase intercept volume

their assigned priorities.

In July 1954, & new type of signal was intercepted on

links iA Indochina. The signal consisted of speech and MIK teleprinter:

and was referred to as double single side band. Speech trangmissione wvere

:notlrecordéd until August, when single side band receivers, consisting of
Crosby adapters and Collins 51-J Recelvers, were received and installed.
In September, two Ampex LOOA Recorders were given a service test coPylng

the speech side.‘ In October, two R- 530/FCC -3, Recelver, telegraph carrler,

were installed foxn the printer side.

The complete mission was dropped in October. At the close of the
report period the section consisted of six two4changel poeitione, ten
simplex positions, one non-Morseé search position, and two radiotelephone

positions.2

I. Ann Rept, FS 8609 DU, fy 1955, Vol 11, ppl5-18.
2. Tbid. ppl8-20.
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:,,- m~» . ‘ a Radiotelephone
Due to a lack of trained personnel, the station's Non-Morse
. Section handled the radiotelephone mission, but accomplished little in -

-identifying traffic or links. The only voice assignments covered were

some 1inks.

In Ahgust 1954 ] use of double single side band increased

v
»

volume,of intercept by making possible identification from the printer
side.of links assigned.

. Chlnese linguists were assigned in November. of these had

P

a‘worklng khowledge of All had to be tralned in operatlng re-

. celvers’but in a surprlslngly short period of time, they performed an

. .~exce11ent Joh*interceptlng‘aIl llnks on,assrgnment.

Y .
@ . . .
* .

Ve e -Within a fevimbhths, a oomplete radiotelephone net was recov-

L] * u

LA ered and u considerable amount of TEXTA 1nformatlon complled Deily cov-

: R
I
'.. . . . . *

radiotelegraph links was maintaineéd and efforts vere -

EO33(h)2)" "fturhéd 1o devélopmenﬁ of” links on assignment.' Difficulties were en-
T m:."::'}:"-eodhiered dhe to" Idck "of” édmpréhen51bn'of the[:::::::]language, but'recov-
\‘ . er;es progressed hhrodgh.dse of’ TEXTA -cards, and o?her information.
‘2 The first comrlete call 51gn and schedule change ochhrred.oh the]

. " .

+ speech privacy links durlng the flrst Veek, of May 1955 Complete recov-

‘eries were made within two days. - On the last of the mbnth, the maJorlty of

'Y

links were dropped from a551gnment and emphasis reverted to

links.

® | o

Page é_{ﬁ .ZEJLP/“ES

Copy ol ofreetCoRIES



At the end of the year the two radiotelephone positio had the

following mission assignment.:

£O 3.3(h)(2)' " emaoms
P.L. 86-36

Direction Finding

sition in the

i)

The station's DF Section consisted of a flash__po_

operations building and a site &bout six miles away.' ‘A'tl_ithe start of fy

1955, the section was a response statibn in the ASA, Faééﬁ%gf DF ngf} How-
ever, on 15 Oct 54, the ASA, Far East report net wgs-reééﬁi%;fed, and eight
days later the flash station beéan operations. An érraﬂ;éméﬁt'wﬁs made
.'with:83l3th AU, an ACAN station, for supply and maintenaﬁééibf necessary .
trénsmitters.' | | . _

In February 1955, new equipment, applicsble to the AN/IRD—&; was in-
1stailed in the permanent DF building. Its use with R 390/URR Receivers
required that radio frequency gain be turned so high that the scope pattern
pin-poinfed. This was corrected by building up audio ci;cuit.to supply .

éuriple gudio with reasona'ble low radio frequency gain.2 REF. VOL._ I P. 2¢ (A

11. Field Station, 8610 DU, Kyoto, Japsan |
Fld Sta 8610, during fy 1955, was directed and s_upi:orted in
' -its. operations by NSA, and receiyed logistic support and ‘techni'cal‘ guidaxice
from ASA, Far East.2 As the station was not responsible for en& pfoduct

P.L.86-36 reporting, liaison was limited to technical reports. Through ASA, Far East

the station received raw printer. tref¥ic frc:n'lr_l Fld Sta 8603 and Fld

1. Amn Rept, FS 8609 DU, fy 1955, Vol 1I, ppl0-22.

0 2. Ibid. ppT7-9. : *
A 3. Ann Rept, FS 8610 DU, fy 1955, Vol II, pl.
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@ | | )

:axgtgmm‘:.h Sta 8609 to aid in traffic analysis of printer operator characteristics

within Far Eastern printer links. The station also received DARE's from

F1d Sta's 8603, 8605, 8609 and 8612 and

_;sent'fnformatibn back to them. Different categories of[:::::::]TECSUM!s

P.L.86-36 were forwarded NSA, ASA, Far East,| | Fid Sta 8605, and

gr2.t | K

The station's m1551on was to 1ntercept forelgn comminications, per-

form DF apply special 1dent1f1catron techniques, submlt raw materlal and

*

technlcal reports, an& perform ancillary tasks as requlred in support of
the natlonal COMINT effort. Spe01al mlss1ons fell into two categories;
those assigned bhe Morse Ceneral Search positions for limited periods, and

those, generated by an alert condltlon.2

* ¥
<%, *Bvents in the various operational sections follow:
“~
L 3 R
*

;:3 4 Traffic Analysis and Control
E L \' B - ’ . ) ' o
Eéﬁ?§ﬁ§2) At the start of the fiscal year the T/A and Control Section con-
"‘ talﬂéa.ﬁhﬁual Morse, Nén-Morse; Scanning, Intefcept Suppbrt and - Filing -

‘f‘sdbsections, Intercept support personnel worked a'rotating trick schedule

.

aiding operators to identify targets, handled and edited traffic, skeleton-

ized | | traffic for priority forwarding to USN-39 prepared the MGSR,

collected and integrated_individual position data, and maintained idehtifi-
cation aids. Non-Morse and Morse subsection, in édditionlto preparing
reports; developed new analytical‘and intercept control techhiques.f RCA
scanners examined.traffic for priority categorieé; Filing ﬁersonnel

effected control, distribution and destruction of classified operational

o. 1. Ann Rept, FS 8610 DU, fy 1955, Vol 11, pm
4 .

2. Ibid. p2.
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documents, maintained analytical aids and mission assighmentisheets, and

published all informal analytical documents originated aﬁjthe station.A

The T/A Section exp@nded in March 1955‘to include e -
l

porting. A special project of cataloguing test patterniaand closures

revealed unique and consistent patterns and 1solated 60v loperators;

» , T

Increased plain langUage analytical alds prepared oy NSA and serv1ce

headquarters were a greet help also. nghllghts of the sect;ons accom-

.

plishments were, by subseeilon concerned

Radio Pr;nter: This subsection recovered: two stencils
used by| [in conjunction with known DX-05 practice book;
and f1Ve‘ onthly repeating schedules; reconstructed’ practice blocks
used By a air terminal over & six-month period; reported in
u&etai; od repeating schedules of military-controlled links;

;3‘ and “completely identified: 4% of the 1k,697 items processed and
s> lowered the pércentage of unidentified items from 6 7% to 2. 9%
ot Morse Analytical: This subsection accomplished prelim-
s = inary wWork on nev mubative procedures -of -activity icalled.
“rrr e e, Coordinated with DF and RFP and determined the collocation of an-
P _" terminal using the same transmitter; confirmed the ex-
T 18tence OF a-new”RQ cireuil, 1n whlch Far Eastern and Buropean ter-

*

:. - minals effected con’tAdty thnppgh g |relay; substantiasted the
*+ . collocation of two[::]stations; récovereﬂ a complete net engaged
'~. in a training exercise, using Book T calls Jith[- .., |eXercising;
' *gpontrol; and isolated, by extreme seasonal variations of T_lactiv-
ity, & net consisting of as high as 68 transmissions per day, how-
evers; the activity did not reveal enough information to establish
a permanent notation. .

| |Scann1ng This subsection scanned 26,400 multiplex
. tapes and 5,160 simplex page pieces resulting im 2, 810 regular
categorized messages and 280 criteria messages; forwarded seversal
important messages whlch did not meet criteria category reqplre-
ments.

Manual Morse

During fy:1955, the station's Manual Morse Section continued its

flexible pattern wherein not only individual case assignments varied often

‘ 1. Ann Rept, FS 0610 DU, fy 1955, Vol II, pp30-35.
' ' 21’+ :
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by

(1955,

*

-

Those previocusly devqted éhtlrely 0o

»

copyihg

circuits.

with changing COMINT needs, but entire POROCO's were changed.

positions were acquired from the 3t Ccmpany in February

addlng spheduled cpverage ot "ChiCom cases o gﬂin a standard of compari-

fregquency.
tors qiirkly overcame this problem and the difficulties of trangition from

were modified by

"son for particular categorles of 1ntercept between the station and areas
- «surveyed by the Kyushu site survey team.

Operaé

accomplished in seconds.

Tokyo area and the fact that at 300+ words per minute the message WBs

Intercept was carried out by & positicn covering

while the other searched measured freguencies for the agent

which was isolated and copied on Ampex 400 recorders several times.

pege 28 ot 23 pages
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1[::::] and'tentatlvelv located.

.
™

elght and ten p051t10n$ were used to cover these nets notated as[:::]

.
.

étation. 5

. A loss of oersennel made it necessary to adopt a three-trlck sched-.

ule from December l95h—¢o March 1955 Except for this pgggod of personnel

attrltlon, the number of p051t10ns increased. AdditionaiﬁinterCept of

created a demand.for a transcriber positioﬂrﬁhich remaiﬂed

S active. Breakdown of fy 1955 matmal Morse positions foliéﬁs?l

I Ann Rept, F6 8610 DU, %y 1955, Vol II, pplg-2h.

.

. Total
Month/1954  Pos
July ' 30
August _ 30
September - 30
October 30
November 27
December 28

/1955
January 28
February 29
March 34
April 34
May 34
June 34

Radio Printer

A training program for new operators was continued in this sec-
tion with good results. Technical'sﬁppbrt and coordination, between R/P

and T/A, helped sustain high level work and produced several new

216
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identification techniques. Receiving conditions were satisfactory through-

c_Jut the year. The highly productive mission showed a sharp in- .

-crease in the third quarter, as diéL +wo-channel activity.in the fourth.
'I'hree two-channel p051t10r'= were lost in May 1955 reducing total .

p051t10ns to 14: 6 two‘-channel, 3 mltiplex, 4 simplex, 1 s:.mplexj:_l

. ®

I:I and 4 search.,’ On 1 Nov 54, the priority block qs_sigmn'eflt system

Jwas .changed ;to'a cétegory system as foll‘oys .'l‘-' )
. " one | resimplex - Utlliz.e-|_| positlons and

.' A"‘ - ' ‘_-_-' ) -_.-"'-_-.-_._‘_-_I Iperday

- o ww " s "
. . @ « un s

. . - m =

u . .

_' e et T\fo — Siini:ie'xl ].copied. .. Utilize positions and

P L 86.36 S E AR E R S GRav ator: aml- perforator men Per day-
EO 3.3(h)(2) . tape
' "’:#'ﬁ"';":'-:'--""f':_-'---
"'f.~ ’.i.'.-: e .Three. i S:cmpléx.'l. .. TI copield” " 'U'tlllzel |p051t10n and
'.-"." 'y iy ._o,n r'aagne’sn.c ’gaye W E R e | Imen per day.
RO Foug * - LIRSK, Naval| ..., IAlEié :Iposn:lon and
et e, ) ' copnled ofh -magletlc tape en per day. - .

* * * [3
-
..

. ‘Five, - Two-channel' Baudo’c .l — Uti11nconED positions and
ety ta '-|:|menperday ¢

L
e . * . .,
. " v

Sik . - Miltiplex L Ut:n.lize [ ]positions
‘ « % . Y. . : and men per day.
Seven < Flex Multiplex - Not assigned specific
- *, T, . : number - of man hours.
Eight - Facsimile ° . ‘e, - Not dssigned specific
racsimi e

2 . *. . number of men hours.

* . .

. ¢ *

Nine - RCA Automatic Morse'. - ‘Not assigned specific
., . nurber of men hours.

*

Eleven - Two-channel | | = .JUtilize ‘positions and .
- copied on perforator and | Imen Per day.
undulator tape

1. Ann Rept, FS 8610 DU, fy 1955, Vol II, ppl3-17-
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mission was made each zebra day using RD/Th U.
5 S SE

7

and_éomﬁiled'cover

fication, noted unusual transmissions, dlagrammed nets,

name and frequency rota data. The section assumed the iyn¢§;Oﬁs of:

T e

initial analysis, punching of teletype tapes on a cyrillic'keyboard, and

prrinting page copies for forwarding. Tapes bearing mil;Qégyétraffic'or

acﬁivity of special interest wefeitranscribed on aiprioritxgbasis and for- -

warded to NSA. Other tapes wére retained 30 dAys, then ;ré;ed aﬁd refuéed..
A loss of personnel resulfed in a decline in positiggfééberage. At
| thé‘beginning of June 1955, ﬁwo positions were cut béék and the last
tfainéd linguists were scheduled to‘depart in August. SémélesAof;?qsitions.

:and.strength were:

Date Positions ‘Personnel
1 Jul 54 T - 2 priority
EO 3.3(h)(2) . : 3 sampling
PL.86-36 Wt : 2 search
1Jen 55 777t ttee..5 .3 priority
. - : ‘ ’ 2 sampling """ -
“ 25 May 55 4 - 3 priority
Ve . . 1 sampling
*. 30 Jun 55 3 - 3 priority

Receptiép factors were highly favorable, particularly in the 20-30 mcs
band. 'Beginniﬂé.in the spfing of 1954 and continuing throughout the surmer
and fall, mch|  |was intercepted, most of which was inaudible at

other locations. Artillery firing exercises constituted the bulk ‘of this
© | 218 EIiDEFR
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EQ 3.300)(2)

P.L. 86-36

Radio Fingerprinting

The assigned RFP mission consisted of U cases with 112 targets.
Listed by priority.these were: A, 26 cases with 66 targets; B, 20 cases

with 44 targets; C, one case with 2 targets. Added were 21 radio priziter

cases, all Green items of the general search mission, all and cases,
end a1l jamming signals copied by the Intercept Section. o
- ¢ s P ¥ P N _ EO 3.3(h)2)
P.L. 86-36

I. Amn Rept, FS 8610 DU, fy 1955, Vol 1Ii, ppl6-19.
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RFP processed gpproximately 10,000 shots during thé eaf o Samples

of assistance rendered the T/A Section were the following matche8°

EO 3.3(h)(2)
P.L. B6-36

A 20 ft fllm shot length was established during: February ‘The 16 OOO
ghot film library was rec13551fied utilizing the teletype code system on
'1ndividual shot mcunting cards. A change in the logs permitted-five rather
.thah fcur entries, saved opefators time, and reduced paper consumptiqn 50%;_
Sfripﬁing of the Helix gear made it'necessary'to modif?‘fhe drive.ﬁnit on
the DEN 17-1 camera.. ut

MOA was initiated 27 Oct 5h. Two MOA" anslysts from USN 39 asslsted
in_estdbiishing the subsection. An identification and filing system with
arbitrary numerical progression was used until 1 Dec Eh when receipﬁ of
the daily traffic snelysis variorum from the 501st Group made'it'poésiblé
to change to é RAD numbgr identifiéation and .filing system. After the
major ChiCom call sign change; it ﬁaé necessary'to :evertfto ﬁhélorigiﬁal.
-system in some cases.

During the year,.MOA éompleted_anﬁlyéis of 2,000 sﬁots-at a rate of

_ ' o ES 2
epproximately 250 shots per month, identifying 787 individual operators..

T, Enn Rept, ¥8 B610 DU, £y 1055, Vol 1T, ppo(-28.
2. Ibid. ppa7-28.
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O A S

PL.86-36

vor ke

of the year. |

Radio Direction Finding

On 1 Jul 54, this section consisted of two outstations and one

.alternate net control station. A common antenna field was utilized for

- sites B and C. The ASA, Far BEast DF net split 15 Dec 54 and the.station

assumed control of the Northern Net. The net consisted of Fld Sta's 8610

and 8612,_@4&{::::::]as tip-off stations. DF sites were established at

F1d Sta 8612, 629D in Korea and Kyoto, and Kumamoto (B) controlled by Fld

Bty 8610. Adak, Alaska was to be a site, but had not joined at the close

rithdrew from the net as a tip-off station 16 Feb 55..

Three days later 629D joined? and results of the net increased noticeably.

Carrier outage. continued to be a problem although replacement of old
equipment by TT-5/FG improved the situation;_ The COMUS c:yptosystem re-
placed JOVE and increased efficiency by'elimiﬁating'use'ofAextra péds_for
bearing returns. | | |

» During the year, the antiqpafed DEN 17-1 was physically éollocated

with DF control equipment for more timely and effective capitalization of

tip-offs from various intercept sections. The DF site was evacuated three

times during August and September 1954 as a precautionary measure against

typhoons'.l A . " REF: VOL..Z p. 70

12. Field Station, 8612 DU, Chitose, Japan
Throughout £y 1955, the mission of F1d Sta 8612 continued

to be controlled by NSA, while command was exercised by ASA, Far East.2

I. Ann Rept, ¥S 8610 DU, fy 1955, Vol 1T, ppoh-27.
2. Amn Rept, FS 8612 DU, fy 1955, Vol I, pl.
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EO 3.3(h)(2)

P.L. 86-36

:routed, and brought into the temporary bullding by means of RG 11U cable.

.Radiotelephone

Special missions assigned were in connection with "ferr flighta; and a

special case "OBOE."l' Operational channels of communica ﬁere:
. . :‘}“ .- .
1) Catefory A - to NSA- ;
2) Category C - to ASA, Far East
3) Category J - to ASA, Far East - to NSA - to. Hq ‘ASA
. xr- e !
Although operation of the US Ravy R/T Intercept Detachment Has not a part

of the station s mission, continuous administrative and operational support
3 o '

wasg provided.

"1-1 A=

On 29 Bec Sk, a fire completely destroyed the station s_operations

puilding. Immedistely thereafter, operational personnel; vho vere not

\ B

sent to. assisted in construction of - a temporary opere- :

" tions builﬁing for which ground was broken 31 Jan 55 On 2# ¥ar 55, full

operations resumed following viring and installation of new eqnipment by

maintenance personnel.h Antenna lead-in cables were also recovered, re-
| 5

e

Station operating positions before and after the fire :I.m:luclefl'6

e 195k ) 1955
s e, 1 29 30 2 23 24 - 8 1T 10 30

- . Dec Dec Dec Jan Feb Mar Apr Apr Jun Jun

Manual Morse*

R/P Single-Channel
R/P Two-Channel
Direction Finder

I. Ann Rept, FS 8612 m, fy 1955, Vol 11, ph.

2. Ibid. pl.

3. Ibid. pph-5.

L. Tvid. ppb, 8.
5. ITvid. pp2l-22.
6. Ivid. Tab B.
*Included one Manual Morse Class "C" position at Sapporo.
**Included two positions equipped and operated by Ravy.
¥**Included one position equipped and operated by Navy. -
*¥%¥¥Tyo positions utilized as simplex scrambler.
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. EO3.3(h)@).,

Accomplishments of individual_operational'sections follow:

Traffic Control Reports

" This section correlated reports of Intercept aad bF Sections’to
obtain an accurate pictare of[:::::::]communications, provided information .
»in a series of reports, and furnished technical support to intercept opera-
- tors. A four-trick system was used and the section was subdivided into
three basic groups, R/P, Morse Analysis, and Traffic.Evaluation,

A DARE was compiled by the R/P subsection while the Morse Analysis
subsection prepared a TECSUM. These reports identified net relationships
'on the basis of characteristics i.e., special operation signals, peculiar-
Vities in message texts, and idiosyncrasies of operators, links, and nets.
The Traffic Evaluation team used results of.Morse and.B/P_subseotions to
ﬁneoﬁer any organizational changes such as_relief, transfer.or first,appear-
ance of units, or changes in net freqpescies and schednles. fypes of anal-
;ysis fluctuateo from time to time in accordance with changing:procedures
of ASA, Far East aﬁd NSA. Material from these sources constituted'a ref-
4ereﬁce reservolr which aided local intercept activities.l

Manual Morse Intercept

This section began the year with 15 positions, but in December
1954, an acute shortage of personnel forced a reduction to 13. A three-~.
trick working schedule was employed. As a result of the fire, personnel.

were placed on TDY~with[::::::]on 1 Jan 55, resuming operations the. follow-

*

ing day. Positions at E:J'var'ied from 10 to 13 depending on personnel g

* .

. .
.

I. Auon Rept, ES 8612 DU, fy 1955, Vol IT, ppls-16.

*
.
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and resumed cperations, again using four-tricks. Ne'w sfil’e‘. iabaitions

located in the temporsry cperastions building vere & va.stdmproment

During the last quarter of the fiscal year departure of etperienced opera-

tors created another shortage of personnel.

One cetegory "C" position, which monitored ﬂlicit activit’y in the

.,'m.. ik g

Sapporo ares, Wes under operational contrel of Hq ASA., Pa.r ];gat thz:oug'hout :
the year. Conplete miszssion follows: o A ;
_ . L EO 3.3(h}(2)

P.L. 86-36

ook
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E@ipment vige, the mill MC-88 remained a problem until & new shipment
Has received, and a change to five-ply paper, beginning 1l Jum 55, also

o caused a minor :problem.1

EO 3.3(h)}{2 ' '
P.L. 86‘{3)6( )‘ ‘Volce Intercept

", . Volce Intercept miésion of the sf.ation during £y 1955 :l.nt::ludeti:2

In November 1954, a net intercep'ted.by the station made & major COm=
municetions change. Other stetions indicated the net; was using VAP, but
due to lack of proper antenna, the net wms not heard again. There were few
operational changes until the 29 Dec 5k fire. As a result, 68 hours of

operation were lost. Personnel losses necessitated a change to three-tricks

1. Ann Rept, FS 8612 DU, fy 1955, Vol II, pp9-1l; Tab F-1l.
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Doc ID: 656

a position was dropped and the assignment was picked up*l

This made possible a return to the four-trick system.

fidelity AN/TNH-2 Recorders were installed. Although easi
they were more complicated to operate » and foot pedals L to be installed.l

Radio Printer

-t

R/P mission of the station for fy 1955 1ncluded

- EO 3.3(h)(2)
_P.L.86-36

Six two-channel, two single-channel, and one single-channel |:|

B e

positions were maintained by this section, until their 'deetructioxi by fire
-.on 29 Dec Sh. Section personnel were then utilized as guards and clean-up
personnel until 20 February, when 25 men were assigned ASA, Far East and

placed on TDY at_|:| During the last quarter, loss of experienced per-

sonnél caused _some difficulty.

P.L.86-36 ' :
- 86-36 Toward the end of the report period, salvaged equipment was installed

to intercep’t illicit high _speed automatic Morse sendings. This mission was

' carried out successfully.

I. Aun Rept, FS 8612 U, fy 1955, Vol II, pie.
2. TIbid. Tab F-3. ‘
3. TIbid. pl2.
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Direction Finding

Radio Direction Finding nisslon of 'I:.he station during Ty 1955

included

" EO 3.3(h)(2)- :
P.L. 86-36 - ' _ _ & .]?.E%E.iﬂ

- Hlgh personnei turnovér and trainiﬁg were problems in ‘f.hia aecﬁion
' th:oﬁ@:ght the report period. on 15 Dec 54, the ASA, Far _Eaét_m"net vas
split and the statlon beceme & member of the ASA, Far Ehstznortﬁem BF Net. -
The c‘rmnge greatly reduced net difficultiees and raised efﬁciency. A
channel marker was also put int.o use. The AN/TRD I wvas installed 3 Dec 51&
and increased ei‘fic‘_l.-cy until faulty gonicmeters failed.. |
'I‘ip-off operations resumed at t‘ne DF site six houra after the :f‘:l.re.

A teletype was :lnsta]led and copnected to the bearing repert. circuit.2
REF. VOL.I _P. 2

1. Ann Rept, ¥S 8612 DU, fy 1955, VoI 11, Tabs F- 3, F- ™
. _ 2. . Ibid. pp16 17
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G. Africa
1. Field Station, 860k DU, Asmara, Entrea

Throughout fy 1955, Fld Sta 860k DU continued. to :I.ntercept

foreign comnnmications , perform DF, apply special id.ent:l.f= cation techniques ’

submit raw material and technical reports, and perform ancillary tasks as -
&

' required in support of the national COMINT effort. All administrative and

non—routine operational matters vere handled through the C0; 860)1- by, to

Chief, ASA vhile technical and routine operational matters were directly
under NSA. | | -
In. July 1954, the station aaa. operating a total of Gﬁ_.poeitions ;'ldy '
“June 1955, the total number of installed positions had increased to T3
.‘w‘ith 69 operative. Following is a breakdown of the installed positions
_by seotions:a. - . _ ' R

1) Manual Morse . « « . « . . . . 13

P.L. 86_36 2) DF * e e s e o o o s s e o+ o l

EO 3.3(h)(2) 3) Automatic Morse .. . . . . . . 38
*e,, =~ - 4) Non-Morse . .........20 toinclude: .
e ey, 8) SUEPLEX « « o o o o o o o o s o o0 o o w10
~"9::.. b) Two-channel . T T -
- "¥rg) L ASAN-13-1 (Multiplex) B T - 2
., aj- Flexﬂ;leMultiplex........;..'3'

The 'four positions installed but not -o;perating at the end of the report

period included one DF position and three flexible multiplex positions.3

At "the beginning of £y 1955, the Operations Branch had.' strength of

| |-0 andl |m, vhich, in effect, represented overstrength ofD@ andD B,

- A comblnation ef departing personnel and increase in personnel authorizations ’

‘1. Aun Rept, FS 060k DU, fy 1955, VoI 11, pl.
-2. Ibido pp9-10¢ - '

‘3. Ibid. pl3.
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Doc ID: 65

v, EO3.3(h)(2 . | ' | ' : ‘.

'Existing manpower resources, however, were not equltably—distributed, with

E an overage of oommunications personnel and a critical shortage of T/A and
" maintenance personnel, eSpeoially in the latter part of the report period..1
.E “e Equipment in use during fy 1955 was old and outdated with the result
| that propef maintenance was extremely difficult. gThelmost serious equip-
ment'problem‘ﬂas the appearance of spuriocus tones,on the magnetio tape nsed'
E ~ with Ampex 3160 tape recorders.l With the injeotion of these tones, an& .
: intelligence on the recording tapes was rendered useless. A nunber of |
tests were run using magnetic tape vhich had been subjected to heat, cold;,
and excess humidity, and the results forwarded to Hq ASA, for analysis.
From this analysis, it was determined that the recorders were functioning

properly but that&the'magnetic tape was of‘inferior q_uality.2

Another equipment problem related to the shift by

Stations from on-off keyed transmissions to FSK (frequency shift

: keyed) transmissions. Pending suthority for an increase of eutomstic
Morse positions capable of.intercepting FSK transmissions,fpolarity re#erse
switches were'instnlled on seven BC-lOlé'recorders nsed for on-off keyed |
rositions. This innovation proved relatively ineffeotive since.the signal,
received without benefit of diversity equipment, tended.to be unstable and
’ 3

required constant supervision te prevent reversing with each fluctuation.

1. Aon Rept, FS o oo, fy 1955, Vol. 11 70 & Tab 2.
2. TIbid. plO.
3. Ibid. pl2.
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—HOP-SEERE

Station cpergtions were divided into six phases: -

llnml Harse » Aute-
B o
- FPollowing is an

matic Morse, Redio Printer, I@' T/A, and communication :

account of each individual phase-

EO 3.3(h}{(2) g ‘
P.L. 86-36 . Msnual Morse: The Manual Morse assignment continued to cover

1. Ao Rept, FS 8504 nu, Ty 1955, Vol 11, ppi-2.

5 s, e .  EBER-
3. TIbid. Tsb 1. C o =" -
]'-o Ibid. p2.

| 5. Tbid. Tsb 1. o
. 6. Ibid- pp2-3o ) B - 230 .
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. two-channel missions, Manual, Morse|

EC)330nQ)""""’ * Génefdl’ Séarch missions. Although results on the DF mission were con- 1
P.L. 86-36 o sidered fair, due to a loss of personnel the mission was discontinued, 31
: . Jan 55. A total of 8,711 DF bearings were made in the first seven months
C of fy 1955, an average of 726 per month 2 -
ot : Traffic Analysis* The T/A effort included operator aid, traffic

*. processing, traffic identification, scanning, and preparation of reports.

*Traffic identificationg consigt

| Total circuits identified in Manual Morse coverage aver-

. aged T5%..- Identifications as to service and category in radie printer
coverage increased to approximately 55% Through the analysis performed
in identifying this intercept, key sequence recoveries were made, new fre-
quencies and schedules established, collocation of_call signs used, and
continuity maintained on permanent case notations.3

Communications: Total outgoing traffic bandled by the Communi-
cations Section included 16,111,893 gps of COMINT traffic and 32,944 gps
of administrative traffic.. Total incoming traffic included, 1,894,124 gps
of COMINT traffic and 54,208 gps of administrative traffic.h. Operational
traffic transmitted from the station during the fiscal year included:>

a) Special traffic analysis releases.
b) Daily non-Morse activity reports.
c¢) Daily Analysis reports.

1. Amn Rept, FS 860% DU, fy 1955, Vol II, pp6-7
@ " 2. Tbid. p3 & Teb 1. —=
; 3. Ibid. pp3-k. 2 -
"4, Ibid. Tab 1. :

S. Ibid. ppb-T. P o oof of 32 Pages
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EOQ 3.3(h){2)
P.L.86-36

L4

d) Dally technical summaries. =
e} Delly bearing reports (until discontimed at end
of second quarter). 3 e
f£f) Full text of all government coded an
plein messages. -

REF VOL. Z P __2_37

1. Ann Rept, ¥S 860k DU, fy 1955, Vol 5 P
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