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Abstract

Operator stress is a common, persistent, and disabling
effect of cyber operations and an important risk factor
for performance, safety, and employee burnout. We de-
signed the Cyber Operations Stress Survey (COSS) as
a low-cost method for studying fatigue, frustration, and
cognitive workload in real-time tactical cyber operations.
The combination of pre- and post-operational measures
with well validated factors from the NASA Task Load
Index and additional contextual factors provide a quick,
easy, and valuable assessment of cognitive stress. We
report on our experiences developing and fielding the
survey instrument, validation, and describe the use and
results of the COSS in four studies of cyber operations
across the National Security Agency.

1 Introduction

Cybersecurity is a high-risk, high-reward profession that
can negatively impact a company’s technical workforce.
While considerable research has helped evaluate and im-
prove technology resiliency, human resiliency has been
understudied despite the important role of humans in the
design and execution of cybersecurity programs [4]. In
this paper, we focus on a complimentary goal of mea-
suring human distress which can severely impact opera-
tional effectiveness and human health. In particular, we
offer a new research instrument for measuring and as-
sessing stress in tactical cyber operations.

Over the past decade, cybersecurity operations have
greatly matured. Security monitoring in many organi-
zational environments occurs internally and as a man-
aged service. Security Operations Centers (SOCs) offer
one example of this, where dedicated security teams per-
form threat monitoring, investigation, mitigation, and re-
sponse to security events. Tasks in the SOC require vig-
ilance of changing threats, increasing volume of alerts,
and incomplete monitoring. Other than extraordinary
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circumstances, such as the discovery of an attack in
progress (e.g., distributed denial-of-service) or the dis-
covery of a sensitive data breach, defensive operations
typically lack significant time pressure.

Tactical cyber operations. We distinguish a subset
of cyber operations called tactical cyber operations, in
which cyber capabilities are used to achieve specific ef-
fects on a network. Capture the flag games for military
exercises such as USCYBERCOM'’s annual Cyber Flag
event are an example of this type of work [18]. Another
example is red team penetration testing, where an inde-
pendent group plays the adversarial role and ‘attacks’ an
organization to test that organization’s defenses.

Tactical cyber operations are unique in several re-
spects. Performance is highly dependent on speed and
precision, just as it is for fighter pilots and surgeons. The
longer operation, the greater the risk, such as increased
likelihood of unintended detection on the network. Tac-
tical operators require specialized skills and traits. For
examples, penetration testers have a breadth of exper-
tise in network and software fundamentals, reconnais-
sance, exploitation, and adversarial thinking. Training
for this type of work is extensive, expensive, and em-
ployee turnover is costly. The health of your talent is as
much of a risk management issue as it is a human re-
sources issue.

Why we care about stress. A key motivation for this
work is the intuition that stress negatively affects oper-
ational security, work performance, and employee satis-
faction. Tasks that involve attention, memory, and visual
perception result in high levels of cognitive demand and
fatigue. There is a strong connection between fatigue
and stress [21], and fatigue and task performance [12].
We know that stress negatively affects cognitive abilities,
task effectiveness, and general well-being. These types
of effects are harmful to high-risk, mission-critical envi-
ronments where failure has great consequence. Stress is
detrimental to work that requires creative problem solv-
ing —a skill that cyber operators inherently require.



2 Stress and Cyber

Stress is a physical and emotional reaction to certain
types of situations. It is very subjective and everyone
experiences it differently. Acute stress is the most com-
mon form of stress resulting in a ‘fight or flight” re-
sponse; however, once the stressor goes away, so do the
symptoms. Episodic stress is when acute stress occurs
frequently and you do not have enough time to recover
from stress event to event, resulting in lower tolerance
and higher sensitivity to stress events. Chronic stress is
long-term stress results from enduring situations where
you lack control over the outcome and can have seri-
ous effects on physical and mental health. Episodic and
chronic stress contribute to increased operational risk and
employee burnout.

Many factors can affect or be affected by stress. Our
work focuses on factors that tend to have the biggest im-
pacts on work. Fatigue is the feeling of tiredness that
may result in the temporary inability to maintain optimal
performance in a mental or physical capacity. Frustra-
tion is the anxiety and annoyance you experience in re-
sponse to uncertainty and insecurity that stems from a
sense of inability to fulfill needs, goals, or desires. Cog-
nitive workload is the amount of mental effort needed to
utilize and execute working memory. Measures of cog-
nitive workload can characterize the attentional demands
that a task places on an individual.

Stress and work. Stress, error, and burnout have been
studied extensively in many non-cyber domains. Grier
found that across several areas of research, the most de-
manding cognitive domains were air traffic control, com-
mand and control, and medical tasks [7]. Each of these
tasks high amounts of attention, memory, and visual per-
ception. Workload is important to study and understand
because high workload increases the likelihood of er-
rors and decreases performance [14]. In a study of in-
dividuals across professional backgrounds, burnout was
closely related to mental exhaustion due to stress [21]. In
a study of emergency management, Kowalski-Trakofler
and Vaught found that judgment is not always compro-
mised under stress, but that the effects of stress on judg-
ment and cognition is highly contextual and cannot be
easily generalized [13].

Stress in cyber. Stress and cognitive workload among
network defenders and analysts is drawing attention from
a wide community of researchers and cyber defense or-
ganizations. Work by Greenlee et al. found increases
in cognitive workload and stress going from initial net-
work intrusion triage to escalation analysis [6]. The
U.S. Air Force found that shift work, shift changes, and
hours worked contributed to high occupational stress and
burnout in cyber warfare operators [3]. In a 40-minute
simulated cyber security experiment, Sawyer et al. found

that the required vigilance for cyber events was consis-
tent with results from air traffic control, industrial pro-
cess control, and medical monitoring and that mental
workload was considerably high [20]. A 2016 study
of cybersecurity incident responders revealed sources of
stress from the urgency to respond to a cyber event and
the hyper vigilance involved from not wanting to reveal
position or strategy to network intruders who could still
present in the network [8].

Challenges of human research in cyber. Despite
growing efforts to understand the intersection between
people and cyber, challenges of doing research in cyber-
security remain. The population of security practition-
ers, while growing, is still relatively small. They are also
overworked, stressed, and generally inaccessible or un-
able to participate in research due to corporate privacy
requirements. Additionally, methods in human subjects
research is expensive, time consuming, and difficult to
execute. The field of human research in cyber is also still
immature and there are few validated research methods
and tools tailored to this environment.

Network and security operations centers are often sen-
sitive information environments and closely guarded and
generally unavailable to even those within the same com-
pany [15]. Data collected and analyzed may contain
proprietary or personally identifiable information. Intru-
sions and vulnerabilities are often closely held secrets.
Gaining access to these operational details by researchers
can be challenging despite being valuable information
for understanding the cyber operation environment.

Recruiting study participants is always difficult in cy-
bersecurity research [1], and we experienced similar
challenges. There are a limited number of tactical cyber
operators in the environment, and time in a study meant
time away from critical mission activities. This popu-
lation also suffered from ‘survey fatigue’, having been
studied repeatedly for other purposes.

3 Cyber Operations Stress Survey (COSS)

In an effort to improve the state of research in human-
focused cybersecurity research, we present the Cyber
Operations Stress Survey (COSS). We developed the
COSS over the course of four independent studies of tac-
tical cyber operations. While the results of those studies
are described in [5, 16, 17], this paper focuses on the de-
tails of the COSS methodology so that it can be utilized
by more cybersecurity researchers.

The COSS is a subjective, summative assessment of
an operator’s stress during a tactical cyber operation. As
previously discussed, stress can be characterized in many
ways. The factors we care about most are those that af-
fect performance and creative problem-solving abilities:
fatigue, frustration, and cognitive workload.



The COSS is influenced by experience sampling meth-
ods [11] and was designed as a study instrument that does
not take a lot of time and can be used for repeated sam-
pling. Our approach combines several well-known stress
assessments to provide a well-validated, easy to execute
instrument for studying operations in the field. One of
our design goals was minimally-invasive, in situ report-
ing, and we did not use methods such as the Job-related
Affective Well-being Scale (JAWS) [22] because of the
length of the assessment.

Samn-Perelli Fatigue Scale (SPFS). The SPFS was
initially developed by the U.S. Air Force to measure pre-
flight fatigue in pilots [19]. The question asks study sub-
jects to indicate: “How awake, or tired are you?” The
scale can be used anchored or unanchored. The COSS
uses a 20-point anchored scale that qualifies different
fatigue states, to help normalize subjective feelings of
tiredness across sessions and between participants.

NASA Task Load Index (TLX). The NASA TLX is a
popular subjective assessment use in engineering to mea-
sure cognitive workload along six dimensions on a 20-
point unanchored scale [9]. These dimensions are men-
tal demand, physical demand, time demand, subjective
performance, frustration, and effort. The TLX is a well
validated instrument and has been used in hundreds of
studies of information technology. Many items in longer
stress surveys, such as JAWS, are included in the TLX.

Fatigue and Frustration Baseline. Some types of
stress are more sensitive to individual differences than
others and can be influenced by external factors inde-
pendent of a study. For example, how tired someone is
at the start of an operation can vary greatly, while the
amount of effort to complete an operation is more likely
to be dependent on the operation. Pilot studies of the
COSS showed that the nature of the tactical cyber oper-
ations environment led to high levels of external frustra-
tion that sometimes interacted with operational frustra-
tion. For this reason, the COSS baselines pre-operation
fatigue and frustration to compare with post-operation
differences and to provide a method to normalize differ-
ences across sessions and between participants.

Other Contextual Measures. The operational task or
activity may not be the only source of cognitive stress.
External factors related to personal life (e.g., illness),
physical environment (e.g., noise level), or even other
work duties (e.g., an upcoming deadline) may cause or
interact with cognitive stressors. Depending on the study
environment, information about these types of factors
may provide useful and necessary context for interpret-
ing results of the COSS. Certain types of demographics
(e.g., years on the job) may also be relevant to a study.

Study Execution. The first part of the survey (pre-
operation) is administered at the start of the operation
and the second part of the survey (post-operation) is ad-

ministered immediately at the end of the operation. The
survey can be used in a repeated-measures study (as is
often the case in user experience reporting studies). A
minimized demographics questionnaire is built into the
survey so that new participants can provide their data, as
needed. The survey may be executed as a paper-based or
web-based survey. The paper-based survey can be useful
because the paper acts as a physical reminder to com-
plete the post-operation section. However, some partic-
ipants may prefer to complete a web-based form. Data
collection and analysis is easier with a web-based sur-
vey, especially in large-scale studies.

Data Analysis. Pre- and post-operation fatigue and
frustration measures can be analyzed in two ways. First,
the differences between pre- and post-operation fatigue
and frustration can be measured using a paired means or
rank test. Second, these measures can be converted into
a AFatigue and AFrustration metric for use as a descrip-
tive statistic or comparison between groups. The TLX
can be analyzed in several ways. The traditional method
calculates an overall weighted metric based on the six
workload measurements [9], while a more modern ap-
proach reports an unweighted metric (RTLX) [9, 17].
Another common analysis is to report each individual
workload measure to preserve context. The TLX does
not have a ‘redline’ test in which it can be used as a
quantitative threshold of what could be considered ‘too
high’ of a workload [9]. We recommend the RTLX score
and individual workload measures for analysis of the
COSS. Contextual factors should be analyzed as appro-
priate. For example, some demographic information is
often nominal and can be used to test differences between
groups while our example of a ‘team synergy’ measure
could be analyzed as an ordinal or interval.

4 Case Study

As proof of concept for this method, we describe how we
used COSS in four independent studies of tactical cyber
operations at the National Security Agency [5, 16, 17].
The NSA coordinates, directs, and performs highly spe-
cialized activities to protect U.S. government informa-
tion systems and to produce foreign signals intelligence.
In addition to its headquarters in Maryland, NSA has
cryptologic centers in Colorado, Georgia, Hawaii, and
Texas that also conduct foreign signals intelligence, cy-
berspace operations, and information assurance opera-
tions. Tactical cyber operators at these locations have
competencies in operating systems, network analysis,
network penetration testing, intrusion detection, inci-
dent response, digital forensics, as well as strong criti-
cal thinking and problem solving skills. New operators
complete up to six months worth of training and 85% of
operators have at least two years of experience.



In addition to the base COSS questions (SPFS, TLX,
pre- post- baseline), we included additional contextual
measures specific to our environment (not all are listed
in the sample instrument in the Appendix). For example,
our operators work irregular schedules, and so we asked
what time they came in to the office to judge how much
office time they had before an operation, and when they
last had a day off. They also often work in a team en-
vironment, and so we included a measure of ‘team syn-
ergy’ between the participant and his teammates.

4.1 Study Results

Across four studies, 126 total participants completed 361
surveys (Table 1). Participation was voluntary, and sub-
jects could complete one survey for any operation during
the study period. The average length of an operation was
5.12 hours (SD = 2.0 hours).

Study Participants Surveys Length Mode
Site 1 32 56 5 weeks Paper
Site 2 31 102 5 weeks Paper
Site 3 23 67 3 weeks Web
Site 4 40 136 3 weeks Web
Total 126 361 3-5 weeks  Both

Table 1: Summary of four studies using the COSS

A more detailed report of the results of these studies is
reported in [17]. We summarize these results to provide
context for the COSS survey method described in Section
3 and instrument validation discussion in Section 4.2.

Fatigue and Frustration. Operator fatigue and frus-
tration increased significantly over the course of an op-
eration (Figure 1). Fatigue increased by 16%, Student’s
1(359) = -13.92, p <.001, while Frustration increased by
12%, Student’s t(334) = -8.51, p <.001.
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Figure 1: Boxplots with mean points of pre- and post-
operation Fatigue and Frustration

Cognitive Workload. Operator cognitive workload
was assessed across the six TLX factors (Figure 2). The
calculated RTLX score was 44.55 (SD = 28.1).
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Figure 2: Boxplots with mean points of TLX cognitive
workload factors

4.2 Instrument Validation

In the following section, we discuss our measures for
establishing the reliability and generalizability of the
COSS for studying cyber operations.

Internal Validity. For a research instrument to be con-
sidered reliable, it is expected that repeated studies of the
same phenomena with the same instrument should pro-
duce the same or similar results. To show reliability of
the COSS, we compare measurements between the four
study sites. While these sites have individual differences,
they are for the most part nearly identical in terms of op-
erators, tools and techniques, and their missions. A one-
way analysis of variance (ANOVA) shows no differences
between sites for all stress factors (Table 2). Operators at
all four study sites reported the same levels of fatigue,
frustration, and cognitive workload.

Cognitive Stress Factors N Df F P
Fatigue Pre-operation 357 3 053 .644
Post-operation 356 3 046 714
Frustration  Pre-operation 335 3 078 .503
Post-operation 357 3 072 541
Cognitive Mental demand 356 3 1.62 .184
Workload Physical demand 356 3  0.06 .982
Time pressure 356 3 212 .097
Performance 352 3 060 .615
Effort 356 3 0.14 936

Table 2: ANOVA comparisons of fatigue, frustration,
and cognitive workload between study sites

An additional assessment for reliability is with the
TLX itself. The TLX is a mature and widely used re-
search instrument, and the six TLX factors (mental de-
mand, physical demand, time pressure, performance, ef-
fort, frustration) tend to reliably correlate [10]. In our
studies, five of the six TLX factors correlated in an ex-
pected way with the exception of performance (Table 3).
The only significant relationship to self assessment of
performance was to frustration. We believe the mission-
critical nature of the environment we studied in which
failure is not an option had an impact on this measure.
This effect is further discussed in [17].



Mental Phys. Time Perf. Effort Frust.
Mental - A79*%  547*% -034  .686*% .468*
Phys. A479% - S541% -012 .486*% .334*
Time S4TF 541% - =022 .509*% .429%
Perf. -034  -012 -.022 - -009 -315%
Effort | .686* .486* .509* -.009 - 469*
Frust. | .468*% .334* 429* -315% .469* -

Table 3: Pearson coefficient correlations () between
TLX factors (complete cases, N = 350,* p <.001)

External Validity. For an instrument to be consid-
ered generalizable, it is expected that it can be applied
to other similar problems. While there are few previous
studies of cyber operations that use the TLX, the RTLX
scores from our four studies (RTLX = 44.55, SD = 28.1)
align with the results of related previous work in cyber
defense, such as Champion et al.’s study [2] of incident
response using CyberCog (RTLX = 56.94, SD = 21.4)
and Greenlee et al.’s report [6] on cyber defense tasks re-
lated to network triage (RTLX = 51.94, SD = 14.2) and
incident escalation (RTLX = 40.04, SD = 11.6).

5 Lessons Learned and Conclusions

Our case study of NSA tactical cyber operators provided
valuable feedback and validation about the design and
use of the COSS. We share our experiences through a
discussion of lessons learned.

Participant Motivation. At the start of our first study,
participants seemed doubtful about the value of this re-
search or its ability to motivate change. Initial responses
to calls for participation were unenthusiastic, and it re-
quired an extraordinary effort to recruit. However, partic-
ipation attitudes changed significantly after we reported
our initial findings to the operator population. This re-
port was also the basis of changes in operational policies
that directly impacted many of our participants.

We believe presenting results back to the participants
was very important for two reasons: First, it demon-
strated that their participation mattered and helped gen-
erate actionable results. Second, by sharing research re-
sults back with the participation population, we demon-
strated that their participation was valuable. Too often
participants in research (especially local, corporate re-
search) never see the results of the work. The presen-
tation of early research results motivated other locations
to participate. They saw that the research had results that
mattered and affected changes in policies and procedures
that mattered to them, and wanted to be sure that they
were represented. Participation rates at these locations
were very good; two locations even setup an informal
‘competition’ for number of participants.

Other Design Considerations. Environmental differ-
ences and specific workplace dynamics in cybersecurity

operations may have different effects on stress. This is
why we recommend including additional contextual fac-
tors as needed. In an pilot version of the COSS, we asked
participants to report the number of caffeinated drinks
they consumed that day. We thought that caffeine intake
might affect stress or fatigue reported during an opera-
tion. When we found no discernible correlation, we dis-
carded the question from later versions of the survey in
favor of other questions that were more relevant.

Another example of how the initial pilot study influ-
enced the final design of the COSS is in measure of team-
ing. Originally, we had designed the survey as an indi-
vidual measurement. Participant perception about the ef-
fects of teaming on frustration and performance led us to
add a measure of team synergy for providing additional
context. However, this singular measure falls short of a
true team assessment.

The COSS survey questions are self-reported and
these can be impacted by exogenous factors. We do not
presume to explain why people report feeling the way
they do, just how stressed they report feeling. In fact, if
our measure is impacted by the workplace, it makes the
COSS more relevant for organizational experiments be-
cause it can show how a change in the workplace affected
(or failed to affect) employees and their work.

Another use for the COSS is as a method measur-
ing and evaluating effects of stress interventions in the
cybersecurity environment. One of our motivations for
our data collection timeline was to capture the state of
stress in current operations before major organizational
changes took place. We now have a comprehensive base-
line to which to compare in future work.

Future Work. A natural follow-on to this work is
to extend to use objective data to detect or predict fa-
tigue, frustration, and cognitive workload. While sub-
jective data is relatively quick and easy to collect, it is
also biased towards the perspective of the participant, of-
ten reflective in nature, and requires active participation.
Objective measures, such as biometric data using heart
rate or eye movement, can be measured passively, reduc-
ing the need to interrupt the observed task with potential
impact on operations. Additionally, real-time analysis of
this data could be incorporated into automated risk as-
sessments that can measure changes in the operator and
evaluate risk for that particular operation, rather than re-
lying on generalized heuristic-based models of risk.

Conclusion. In this paper, we presented the Cyber
Operations Stress Survey (COSS), an effective research
instrument that can support the study and understanding
of stress in tactical cyber operations. Cybersecurity re-
searchers and practitioners alike can utilize the COSS to
various ends. We look forward to seeing how researchers
use the COSS in their own cybersecurity operations.
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See figures on the following pages.



Cyber Operations Stress Survey
PRE-OP: Complete this part before you start the operation

Name or Participant ID: Date:

What time did you arrive at the office today? When was your last operation?

Operation type or goal:

Study-specific questions can be added as needed...

Fatigue: How awake or tired are you before the operation?

Fully alert, Very responsive, Okay, somewhat A little tired, less Moderately Extremely tired,  Exhausted, unable
wide awake. but not at peak. fresh. than fresh. tired, let down.  very difficult to to function
concentrate. effectively.

Frustration Level: How insecure, discouraged, irritated, stressed, and annoyed are you right
now?

Very Low Very High

% Complete this section only if you have never completed a version of this survey before:
Job Role

How long have you worked in this job?

What are your other work duties or responsibilities?

Operation start time:

Complete the back page after the operation is complete >



Cyber Operations Stress Survey
POST-OP: Complete this part after you complete the operation

Operation end time:

Fatigue: How awake or tired are you before the operation?

N N v i

Fully alert, Very responsive, Okay, somewhat A little tired, less Moderately Extremely tired,  Exhausted, unable
wide awake. but not at peak. fresh. than fresh. tired, let down.  very difficult to to function
concentrate. effectively.

Mental Demand: How mentally demanding was the operation?

(NN N N N N O B

Very Low Very High

Physical Demand: How physically demanding was the operation?

[N N O O

Very Low Very High

Time Demand: How hurried or rushed was the pace of the operation?

NN N N N A A

Very Low Very High

Overall Performance: How successful were you in accomplishing what you were asked to do?

N N N I N N O

Very Low Very High

Frustration Level: How insecure, discouraged, irritated, stressed, and annoyed were you?

N N N N N B

Very Low Very High

Effort: How hard did you have to work to accomplish your level of performance?

(NN N N N O B

Very Low Very High

Team Synergy: How well did your team work together?

[N N N O O

Very Low Very High

| Did you complete your objective? | O Yes | O No |

Is there anything else you would like to tell us?




