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SUBJECT: National Security AgenC)" Assessment of CoDlll1m i cat l ons Secur1ty
Loss in the tJSS PUEBLO Incident

1. In accord$nCe 14th the National security Council D1rectlve 5111,

25 Aprl~ 1957, I U1 -concerned wi'th the. production of cryptOgraphic materials

tor use 1n the Federal Gover~t. In the case of the PUEBLO, cr)'ptograph1c

materials aboard the ship were mamatactured by the Nat1onaJ. Secur1try

Agent:::l. Once manufa.ctured, the cryptographic ms:ter1aJ.s are turned. over

to the indtvidual service tor opera:tional deplo;ymen1i and use in accordance

v1th nationally developed regulat10ns and sernce instructions. tong­

st3.nding regulations and instructions provide for stringent protection

and use of cryptographic materials.

2. The NaY,Y, rea.l1z1ns the sena1t1ve nature of the operat1ons

in sballow waters conteJDpla:ted in the case of the PUEBLO, 1ssued

instructions to that ship on 4 J8.l'l'Ua17, vell before saWng, to temporarily

remove all cryptogra1h1c _terials excess to operational requirements

prior to departure from Yokosuka,. Japan. 1be USB. PUEBLO complied with

these instructions.

3. In general, the cryptographic materials held on board were speCial

purpose machine a.nd manual. systoema ra:ther 'than seuera.l service~..

graphic mater1als. Consequentq~ 'this loss did not affect general Pacific

Fleet encrypted coaaun1cat1ons, or cmnmun1cat1ons of the Army, Air Force,

·or the Defense Commun1.catlons System.
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1J.. Cryptographic materials of maJor 81~t1ca.nce can1.ed a.board the

UBS PUEBLO in terms of machine systems 'Were the TSEC/KL-41. mm/XW-1,
and the '1!SEC/KWR-31 wl:tb dsoc1aUd TSEC/KG-14. These equ1paents were

des1sned under a concept wh1ch cont~lated :their possible loss in opera­

tions. For emm»le, the" TS~/1G1·7 is used in South Vietnam todq under

this tactical deplo,ment concept. The TSFJ::!KL-41 prlnc1ple is widely

distributed to NATO nations and, others, as 1s the TSB:/K\m-31". So lana

as the cryptographic keye are not general..l.;y compromised and my be replaced,

message traffic in these machine systems will remain secure.

.
i

;. Cryptographic materials of lesser s1sn1:f1cance carried aboard

the usa PUEBLO also included two low-level operational codes, and an

a.uthentication SJstem. They are spec1f"1call;y designed for tactical

ati" deployment, and wbUe in wide use, their loss will have no more than

transitory etrect.

6. Cr,vp"tograph1c 1nstnC't1ons require "the establishment of emergenq-

destruction procedures. According 'to information f"rom the usa PUEBLO

a.t the time of the incident, emergency destruction liaS initiated at least

one hour prior to :final cOlJll1unlcations contact. The emerseD.CY destruction

procedure requires tbat cryptogr~phic key1ng material be destroyed a.s a

first priorit7. Destruct10n of the keying :ma.ter1e.la 'WOuld requ1re approxi-

mate~ tit'teen minutes. Destroying the equipment 1s 'the next order of'

priority and. "Ould take a longer period of time. It appears possible that
{f""~

most of the keying material, consist1ng of approx1mate,q three mnths

supply. was destroyed and no trrJ.tf1e in the systems 'WaS comprom1sed. As
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a prec(t.ut1onary measure,. however, new keying material was brougb't into

effect and traffic prev1ou~ enciphered in these systems ordered held

for rev1,ew. Dale to the widespread usage of the low-level codes, 1mIBed1a~e

replacement 'WaS not possible. However, all bolders were directed to

m1.n1m1z·e 1i8e pend:l.ng replacement. Detailed 1nformation 1s not available

to posit1vel\Y state that aU cmtographic mater1aJ.a were destroyed prior

to capture, and will not be available until 1nterrogation of' 'the crew is

possible. Nonetheless, all .measures dictQ.ted by prev1o~s experience

ho.ve been taken te m1n1.Dtl~e effect of the loss.

1. In rq Judgment, baed on IIwrst case circumstance" as 1s normally

part of the evaluative procedures surroundilig cr,yptosraphic eom,prom1sea,

the probable compromise of the logic of these modern electronic cryptograph;i.c

equipments is a -.1or 1~telli8ence coup \d:thout pa.ra.Uel in modern history.

IIf 'the techno1Gsy and doctrine made available tbmushL...- ----I

this probable compromise Were appUed ·to Soviet Bloc CODIDl\D1icat1~s, there

1s .11ttle doubt that we would su:ffetr a dramatic loss of 1nteW;g~.ce•
. ,',

In other words,. while we have most l1kelybeen successful 1nm1~tid.z1ng
'.'....

100ses in terms qf specific meBaage$, the teebnqlogy andc1octrlne: lOs~

') may weU have ma..1or lOng-term. effect.
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(b)(3)-50 4 0 3
(b) (3)-18 7 9 8
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