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1. The inclosuresd respond o your aote daked 18 Februmyy 105G,
#hich veguested thal answers bu developed to 37 guestics on the aubjech.

B I rave ssked Mr. Deyl Oroskery, I92, fo provide you with such
#ysintance 88 you gy reguire from D3 in arcivieg at o single Agency

réagponse for the werious quesbiona.
i
3. This corvespondesnces pay be downgraded tu CORFIDET
of the intlosuren ead physical vemowl of the cavent mmuiam ‘
[b) (3)-P.L. 86-36,

)
Cantain, UON
Deputy Assisizni Direcior, NSA
jor
_The National Crypiologic Staff |
Inels:
uls
ce:  DADY i
D3 Reading File {less incisz)
032 Deily File ¥*
D32 PUERLO File : %
¥/R: Contributions or inputs to responses being submitted were as follows:
D3L = ADN-3, 5, 12, 13, 14, and 30
D33 - ADN-33 -

D34 - ADN-31
D32 « All others

Be Teo Gie&%ki/l}ﬁm/?,ﬁ?ssfa'f Feb 69/af
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ADN-1 Did the rules specify that the Comenderts first duty was to
gafegrard the sensitive equipment end documents?
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ADN=2 » Are nuthoritiss and vesponsibilities for the sonduct mf Bush
activities adegumabely clear Tron your own vwiewpoint?
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AIN-3 ~ Wbat sheps bo improwe the spy ship business do you thidk need %o
ber ksken which aye nok jwesenily vnder active gonsideration?
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ADN-b « Do you think that this type of intellizence collection operation
propexrly belongs to the military? After all, milliary conducht 18 a
different breed of sat from this type oFf huginess, Iim it net?

REBPONGE:

| From Tive irmemorial, the arnies of il nations bave required inbelli-
gense to adeguately protech ‘i;im mation they served. In thiz sense, almost
soy colischion of intelligencs would properiy be s military operation.

Adrd ttedly, we nowmelly think of military intelligence in the sense of

infornation affecting a commnder in & givern &wyes, and belng limited to the

infopmation of the foxrces in oppogibion in that area.

8ince 1986, this has been replaced by the woncept that our military
departaenty must be prevaved st any bime to fight linited wara on a world-
wide basis. Accordingly, our mililsey intelligence has been broadened in
seope to gupport this type of readiness. In Lhis sense, operation off
seaborne intelilgence collection platforms doss belong to the military, snd
gquite pightfully. The iaforpmbion derived fyaw thess piaiforms heg tasticsl
and strategic intelligentd yvalue on & conblnuing scale, and is viital to the
gupport of militayy foross yrepeved o fight these "brush-Tire” wars, in
lsoales and at times chonen by the enemys

HECID Ho, 5, sntitlied "U. 8. Eapionage and Countexdnisliigencs
dotivities Abroed,” vevised 18 Jamumry 1961, provides for the Direstor of

Canbral Intelligence Yo conduct those clandestine and counterintelligeuce

aubivities abroad {provision i3 wade Por the aspunphlon of these regponsibilities

by the wilitswry commander during warbime). N3CID So. & specifically
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providss for commmisations intelligence sad sleskronies intelligsnce to
be sonducted ovbsids of the realnm of NSUID Noe 5 aad charges the HEA with
the x&a@nﬁiﬁiﬁﬁy for the condust of such opsratinng.

Iraswmnsh a8 the operabion of the USS PURKLO wew being ronducted in
Luheenationn veters, the ¢landentine sénss was rewvowved, and this specifie
opsration becouwe s "iepal” sotdvity. {legel in this came is taken fo msan
thote ackivities which ara sypesiad o be sondusted by all midons; and
whish fo nob Involve ihe ues of undercover agents ov operations.} HAecord-
ingiy, the PUEBLO is zomothing other thayn a clandestine sobivitys

Wathay this type of intelligence onllsctlon ab this tiwe pightivlly
helongs €0 the nilitary 4 o moob point, #inee the wxisting capablility in
this regard in epsentisily thal developsd by the military. Nonetheless, X
believe that by the very nsture of militery servlies fiself, the xelated
grills awilable; the suppord seguived and readily awmilable, that this btask
im one for the military.

LT |rl‘ﬁ‘v&*yk‘ i ey, 1,
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ADES, To you fecd that the Soviets® practics of using eivilisns and some
willtery who sre teested az elvillans bag werit?

REBPONSE:

I s not sure that I know the reason behlind the Bovieb practice of
waing civilisns for invelligency vollscetion opswations nor whethsay such
Boviek marning practics bag meyit. From the U. & sbtandpoint, shiphorae
Intelligence pollection of the AGER type is performed by the Nayy hecause
the primayy wission i do goileet Navyeorisnted $$€§I,1%”3.‘¢, PHOTINT,
RALINT, hess by Nevytrained gollection experbes |

,__,Msem Ue 5. manning prectice
sbive merite of eivilien/

reflechs conclusionn reathed regesding the
military manninge.
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#Hn - Responsive

ADN5 = What is the miaﬁmahiy of you and your Agency %o the e&lﬁaxy
Daperiments, specifically the Service Crypbologis :sgamiw, sad Lhe
intellipmce agencles?
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ADNT - Whet is your command and control aubhoriiy and reapcnmbility over
the worldewide SIGINT and COMBEC effort?
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ADN»8 » Where and how ig the eontrol over the different types of intercem
focllities defined?
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AT «~ What aye The specific differences in contyol between Nevy fixed
gibes snd shipbome plabforma?

RESPONSE:

The speciflc diffevence in SIGINT operstional control bebween Newy
figed sites and shipborne platforms of the PUEBLO type {i.e,, AGERs) iz
that fixed sites nopuwally operabe under the SIGINT operational conbrol of
the Drector, ¥SA, whils BIGINT opervaticug aboard the AGERs are conduoted
under the operational conlyol of the appropriate Fleet Qommnder.
Uperational conbtwol of PURBLO SICINT activitien was delesated by the Chief
of Waval (porations {£NO) on the basis of nis longstanding operational

eoubrol over

the latter having been dsiegabed by the Divector, NSA, bo CNO a% leash as

iong age as 1959,
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ADN-10 » To whob Socuments ave these differences .aamgaé

e pertieular arvangements for SIGINT operstional contnol

of the PUEBLO ave sontained in fhe OPNAV Insbruction (£501.1E, Director,

Faval Security Group Imstruction 002531.1D, dated 30 Ootober 1964, as amended,
and. further smplified in Divector, Navel Security Growps Psclfic, SIGINY

Lebber of Instruocbion 1863, Sated 2 Januvsry 1968,
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ADN-11 - D18 you agrees with the concents contalnsd in JOR-506-072

NBA ngreed with the goncepts contained i JOG506-67 1nsofew zu they
relshe to the PUBEIO. Parograph 20.a. of thmt docusent we drafied by NSA

rarticularly to sover|
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ADN-12 = Dig NBA play s mole in determining the concept of operations
For AGERsY

RESPONSE:
In labe 1964, the operatlons of the Tectuical Research Ships (TRS}

ware reviewed by ASD {DIREE} in confunction with the decision %o mend two
TRSs to Scuthsast Amis. At that time, 25D (DDBER) posed the guestion of the
vas of smaller and more numrous shipbonsd SISTEY sollection platforms in
order o provide for move Llexibility and responsiveness. Within the
Depaytment of the Favy, the ORG {nitisted studies and actions vhich wers
directed toward the development of & cowmter-copabllity o the Soviet
Intelligence Traviers. Initial progremming achion resulied in a pilob
Trogyen of 3 AL {1ight carec ship hulls) conversions lf v HSA worked
Clogely with the CRO from the ingepbion, providing SIGINT swpertise snd
toechnical guidence when either requested or deemed eppropriste. Additiomally,
based on & letber of uadevetanding between DIRNSA and SECHAY B/, botn mSp
and vy mubually sgyeed to a conceph of pperations vherve bobh prdiss

sould meke use of the svalleble ACGER presounce.

A/ ESA PICGINT Trawier {AGHR) Study § Maxch 1968
2f SEONAY memo Sex: 0001726 dtd 12 How 65 ~ NBA T8 CONT H65-01604.

O e T oo
ko b s hasa B
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ADB-13, Did the Teewler Operstions peper which HEA forwsrded to the Dirvector
of Neval Intelligence on 1C Howesber 1965 apply to the PUERLO's

operaticng?

RESPORBE: _

Agswning the Prailer Gperabions Paper® in guestion is thad which is
gontained as inclosure 1 to GEONAY mewmo Serisls ONATR6 of 12 Now 65 -
Yaval Tactical Burveiliance and Intelligence Collsction Ships, mutuslly
agrusd to by Havy and NSk 5s an operational concept for all SIGINT Traviers
type ships, the procedures confained thereln set forth the rode of operations
willey vhich the PUEBLO wes psyforming ab the time of caphurer Mode I.
BIGING Tasking: {1} Diyect Suppovt, primarys {2) KSA, secondarye
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A1k, Eiﬂ:yfm W any changeg in the we of shigborne plabforns
&% & vasult of the LIBERTY inclident?

Phe JCB, on 25 Celober 1967, aprowd s plan {JUSM-702-67) nicknawad
KICE TIME and ti5led "Policles and Froceduren on the Contyol and Scheduling
s TRSs.Y Thig plan ws developed ‘b:;; the J8C In consuliabion with ¥SA
gnd wag g result of the torpsdoing off the USE LIBERTY and the shiendant
investigetion of the incident, {ADN-189-07 Cet 67.) Subseguently, NSA
Look an implementing achion in the form of ¥SA Begulation 255 dajed
BE Jenvary 1968, This vegulation estadlished in-bouse procedures intended
o guerantee Lhet any proposed TRS scheduling or chenges to TRY schedules
and itinerardes whilch aight place the shiy in o bagerdons sitwmiion would
be reviewed by & group of senlor H8A officials {DADF, ADN, and D/DIR).
More vecently, FOA pevbicipeted in the dewslopment of JOS prograus {JOSM-
FOO-68 ang TOL-B8, subject: Peacsbime Beconnasissance and Certain Sensitive

Operations Programs). Thege Jocuments provide the policles and protedures
for the vonduct snd scheduling of the subject spergtions. Inclufed thergin
iz sn updated version of the MICE TIME plax snd s revly dewdoped siniler
sypendiz concerning AVERS.
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ADNS15 - How did you deside whal meberials to supply ta%ha PURBLOY
RESPOHGE:

The Havel Sesuriiy (oup hasg estublished ;pzms&ures For enpuring
svatlabiitsy ”

of cotlestion kits, l.s., the

nscepsary technieal information, insbruchlions, asd suppovt meterisls peguived

o gupscedsfully sceonpiish the uwnit’e axsigned misslon. The sporopristes
eolisction kit was provided to the PUBBLO by the Sawval Secnrliy Croup

shore glabion pesponsdbls for muinbenaoes of thal perticulay supportd kit

¥8A suprlied only those mabeeialy speeifically veguested by the Nawl Ssowrity
Group to upedate the bechnical base of the besic muppors klb. HEA slso

provided edditionnl techniesl Information In support of the secondary ‘
goilection tasks levied by NSA in yesponse bto CINCPACKLT request for secondayy .
agsligomenta. The decision of whak waterdels to supply to the FUERLO was |
“hug predicated on wmany factors »= ayea of the patrol, primary and seeondary
sdsaion assignments, and particuisrly the veguirement for or wssfulness of

the meterdals in the perfomence of minsion fwietions.
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50 USC 403
19 Usc 799
16-56

O U000

Fb) (1)
£ by (3)
(o) (3)
(b) (3)

ATl = me. you muke any effort to have material and aqus,ymenﬁ not divectly
ded to the PUSELG's mlsgion offelvaded bsfm its deparbure
:?mm Baseba?

RESPONSE: /

Becauge of the permsosnt assigovent of the 3§GI§¥I§ detaohmenty the
PUEBLC carpried sufPlcient SICINY technionl vﬁaeumg:z%a%im and squipment bo
allow her to oreyaie a8 an indspendent sntiiy z‘:‘mﬁ dxtendad periods regrrd.
less of operabing swess, barget or tasking @séﬁ.mnmu Included in bey
inventory of SIGINT mabewdaly were %ach:&iml docunsnts worldewide in
weope. Bffecbive yedustlon of ﬁoc&m&m&gﬁim shoayd plavfonme like the
PUERLO pequires single ares mission ggél’;gm@:r&s; et im, missions sgeinst

Boviet, Koresn it ot combination missions.

Bingle area wigsion sssigments are not practicsl oy egconomic, and it is
neither practisal nor etonomicsl o have AUER ships xeburn %o pord upon
sach chapge of turger mission, A80Itlonslily, sffective redushion of
domuantation may requive stovage aud safelweping of materials sshors
bhetwesn nissions. Thers wag no effort to heve SIEINT docuneniation off=
loaded before PUEBLG's deparbure from Rasebo.

The only excass SICINT sguiyment sbosrd the PUEBLO were two special
sobennes which had no sorvesponding Fecelving eguipment on board. The
sntenns installation was permanent and e not tsilored for any specific
nmésgion,

The NS4 made no offopt bo dirveet The off-loading of COMBEC waterials
since these waterials, cncy isgumed to the Military Depsriment, becone that
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Departoent’s responeinility. However, the Us 8, Havwy, 1n recopaition of
the sensitivity of the mission, dlrected appropriate off-lcading of GOMERS

meberials sxonss to the purposes of the mission, Twis meant off-load of all
QUHSEC reserve wi-board mytariale,
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ADN-1T. What schions wers taken gt NOA jmmedistely siter vecelph of the
rat mewsege telling of the FPUERIO's distresat

RESPONSE:

A CRITIC mensage reporting bosrding weg received as 222339 {losal)
Janvary 1968, Between 222345 and 222355 {local} verious senior officials
of the Ratloml Secupiyy Ageuny were pobifisd of the CRITIC and the PUERLOs
message to the affect that sbe was belng hoeyded. Theresfier, and webil
230130 {loeal} Jamuary 1668, wmrious other officials were called in for
the purposs of ideutifying and compiling Mighs of vommmicsbions intelligsnce
snd sepurdty materizis gboawd the FUEBLO for the puepose of dozmge assessment,

T i~
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ADN=18 » When wers you (AN} informed and what actions 4id you take?
REEPORSE:

AT {ADM Schul#) wes Tirst slerted fo the CRITIC between 220345 and
222355 (local) Jenvary 1968. He vas sgain notified at 230005 {local)
Janvery 1668, In the next Pew howrs, informatbion wes sxchanged with othey
congerned seplor NEA officisls.

ATH Schuly releamsd for the Mrector two messages {DIR/21 prc shizhos
JAR 68 and DIR/22Z DTG RRIT4SE JAW 68} to 880 UIA, INFO Chalymen, 408, which
provided BIGINT and CUMSEC lmpaot stalements.
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TOP SECRED UMBRA - ATMINISTRATIVELY SENSTIIVE

ADE-10 -~ ¥hat prosedurss do you have for scooushbing for SI&IR’i‘a_amﬁerials?
RESPONGE: "

Saati, vl v RS :ﬂr;ii-.-zﬁ.
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ADRWZ0 » Where sxe your »ales documentedy
RESPONSE:

The vasia for contrel and avcountability of #ll classified defenge
inforsation is Execubtive Opder 10501, a8 zmended. This Execubtive Order
is lmplemented within the Defenss Department by DOP Directive 5200.1,
“Safeguarding Official Information in the Intersgbs of the iﬁ@eﬁse of the
U 8.7 Additional requivements are imposed within the intelligence
copmmity by NSCID € and ICID 5/3,, For internal NSA applieation, the yules
preseribad by the foregeiﬁg directives are dosumented in the N¥HA Document
Conbyol Manuel and the NBA SBecurity Manusl. Iun addition, wmeny of thase
rules are docunented in Yechnical divectives I hove issuad to Us 5. SIGINT
activities operating wnder my opsrational and technieal control.
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ATW<2Y, » Wny does HSA xuqm m&&&ybs} Inventordes, and deatruction

reporis of { h  maderial but bave no accowntability
for TP SRCRET BIGINT mtam}.?

|
1e It seons the quesiion mu}.&’ betber be ptated ag "Why does not HNSA
weguire the sans recelipts, inwnmxiias, and destzuction veports for SIGINT
mmterial as it does Por COMSED material?™; since NSA does, in fach, wequive

accountability of selected items of BIGINT.
2. The differsmces in requivements wre besed principflly on two

Lantors:
2 The nsture and stope of aubhordify essigned 4o the Director, NBA.
ba Prociicsl wesireints iazgscm& by uBage mguixmts and by the

sheer volune of maberiel lnvolved. |
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ADNW22 = Wont rules gre there for reproducing, sylracting, or ma.hng fupthey
distribution of SI0INT meberial Punisghed by FRA? o you i’eez. that
the rules are sdequate? ID so, why? 1D not, why mot?

)RR A IR

The basic conbrol on dissemination iz Exetdive Crder 10501 xngh
stipdlates that olansifisd defense Informailon owigiosting in a mﬁt i .
or agency i1l not be disseninated cubside another sgency without pernisston _
of the origiashore 5
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We consider these roles to be adeguste in eunbroiling BIGINT materisls
Thie determination of adsquaey is based on the seperaie controls speeiflied
Pore COMITY and Dinlbing automstie dlaclozupe of inbtelligense and Inbelligenve
informatbion to the inbelligence components of USIB mexber sgencies.
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ADNW23 -~ Who issues the rules or guidanee sbout methods and priorities
of destruction of COMBEC maberials and equipment?

RESPONSE:

The National Ssouwrity Agency épecifi@s the yules and guidelines for
methods and priorities of destruetion of COMSEC meierisls and eguipments.
The prlicy, rules, and guidelines sre condained in a document entitled
"Communications Security Policy and Procedurss.” Individunl departuents
and agencies then FiL these polieizs, rules, and guidelines to their

particular civcunstances.
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ADE-E& How many people in ¥SA are working on dewising emergenc},f
destruction devices for equipments?
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ADN=D5 « Wnat new sguipment destruction teehniques bave ycu aevise& in

the past ten ysars?
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ADN-RG « Have you increased your efforts in this £ield sines the PUERLO's
capbures and I 80, how?

RESPONSE:

fes. Abbention hag heen devoted bte veviewing policy, progedures,
and guidelines for adequacy 30 far & smergency destruction is concerned.
In addition, ¢lose gooperabion with the U, S« Navy has been wnderbaken Lo
stimulate and devise such now technigues and devices ap might be needed.
The obher Services conslder currently available mules pand materials suitable
Lo §Mir PUTROSEE,
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ADN«B7 «» Dowmg N34 ms@i%ﬁ reles aboud the method of desﬁru&tim off BIGINT
maberial oy egulpuenty
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muza o decides the relstive mim&y of degbroction belween m&‘m
and {OMSEC mabteein]l and eguipment?
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ATR-E0 » DIA HBA Brdefl apyone aboard the PURBLO?
REGPONSE:

Yeos. NBA personnel hed the opporbunity bo bylef th&/,ﬁfé:mer‘-iﬁnﬁharge
of the Mayel Bepurity Croup Detachwent, 14 Btephes 31.3&3?3!‘1@3 and g gsenior
technician of the detashnent {detached Prom the
PUEBLO Just prior to ites seiling), during vhe period 1619 Octaber 1967,
Their visit o N84 mm&a@& by the mw Bepurity Group for general
ovientabion purposes in prepavation for the initial deployment of the

PUEBLO.
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ADN~30 « Woat weve NSA's views when the SIGINT Trswler Program was proposed?

Non - Rerponsive
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{ - (k) (3)-50 USC 403
s g e {b}(3)-18 UsSC 798 E
S A~ (b)) (3)-F.L. 86-36

ADN-31 ~ Do you bave any wwy to compars the nosts of getting usable
intelligence from fixed sites, ships, planes, and matellites?
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maa « What shanges in any progedures hwvs :gwu mwde as a direct vesuls
of the PUEBLO sffair?

RESPONSE: |

R84 has wade s peinstaking Punshbionsby<fuiction smxamination of the U, 8.
ceyptologie responsibilities, suthoribiern, and protedures governing sueh
SIGINT sobivitles a2 were & pard of the PUBBLO wissicon. 4s a msuﬁ'; off that
exanination, it has been concluded that ingofer as primery U. B. erypbclogic
authorities and responsibilibties are concornsd, the PURBLC ineident wag not
2 rosuilt of any bresikdows of existing procedures nor of any fallure Yo bove
the existing authordbies end responsibilities of all concerned clearly
defined; complebely widerstood and fully acgeybelds the basic crypbologic
policys regulations, delsgabions, and prosedurss were explicit gnd they weyre
ohesred. t

¥onetheless, theemninetion ssphasized cerbain shordfalls and produged
segeral recommended sovpestive sobions vhich have besen or will be taken
within HEA's ares of noumpebence oy yesponsibility, as sppropriste, sloung
the following lines:

as Review presont prechices In controlling the provision of
gensltive technival supporh waterisis Por such Glyett support missions,
ngiuding & eritical review and strengbbening, 4f necessarys of the progvenm
in force For eataloging and inventorying of all technical support mabercéds
ghoayd ghip.
be Idmit the provision of sensitive oxyptologic meterials to those

sbgoinkely sesenbisl to the slssion. {Documents will be so strustured ss

to permit distribubion of ouly those portions appiiesble fo any given
migstions
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T ‘E*mvma %m,?rc?é&. smeygensy desiruction capabilitdies dn heeplug
with the kind of menxitivity and volume of wryphologle wmaterials cavried.
3. Eatablish srtberts Tor tining the fnitiatfon of swsrgency

degtraction avtiont.

In addlition, NS4 Ig examining the feasihility of lwmpyoving the
coptrol systen fop vheislmmiion and accounting of sspenially sensitive
BIGINY matariels.,
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ADN-33 ~ Wnat effect do you expect the PUERLQ ineident to have on our longe
vange collaboration with Second and Whivd Parties? Do you expsch
them to be move reluctent o ghare semsiitive informaetion with the
U 8.7 Have we assured then thal copreotive ackion is belng taken
to mores adequately probect security type Information?

The Second Pariies have been kept iaformed of the exze.:;ﬁ

of the meterials compromisdd end will b advised of the vavious Findings,
including recomended correative ackions, upon the conpletion of the sbudies

aud investigations.
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Non - Reapansive

ADN-»SH- Does NSA have the authoriby to exercise control of the class:.fied.

meterial {SIGINT snd otber) carried shoard ships?
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MNon - Respansive

AUN-35  If the Navy hes ¥he conirol, does & have the compebence to Judae
the meterial requized to somplete the SICINT mission? ¥What ig §8A's

responsibility in this xegerd for documents published by NSA?




DOCID: 4092072 T

~ R A T4 T AT

ADN-35 ~ As the BIGINT authority, what is your responsibility for safeguardlng
SIGINT and COMIEC information throughout the ﬁawzrnm&nﬁ o Bpecifically

in the Navy?
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ATR=37 » Woat iz NSA%s xole and avthorify in divect support misslons?

In thope vames whem Phe Direciors NS4, delegabes SIGINT operatiounl
contrpl of dizect support wits, responsibiliiy and authoydty Pow whot
the SICINT wnit doss, or operational conirol, 4% passed to the nilitary
somrpnder oy other swported suthority. Technienl sentrol, o responsiblility
For Whatever techuleal direction muy Te nesded on how o do the BIGINT
eniitetion and processing, reming with the Director, N8A. The exient to
which 4% 45 pecessary o deslvable o tedl o BIGINT detachment oy o direch
gupport unid how o #o the job when some other subhority has specified what
to do {beyondl sertain very hesic bechnisal inshbrushions syplicgble 4o ail
SIGINT operations} ig despendent Jarpely upon requests Feom the BIGINT
pubivity involved, ity povent Bepvice Cryptologie Agency, or the nilitary
& authordty sxercising operabicnal controle

eomeander o ofhar




