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• MEMOItANDUM FOR THE DooRD:

a.....aJ Cwt8r ta.t1fted ye.terday before the Subcommittee of the
HouM AnMd Servlce. eo.mlttM on the u. S. S. PUEBU? Under the
eo......·• DeW practlce. copie. of traDacrlpts of the testimony of witne••••

• .. .-tau.el" by the eoMalttM.

•

The purpo.. of tb1. _.anadua 1. to summarize the w.t1mony on the
ba.... of the DOte. _Ida Ge_ral Carter used whUe t••tifylno and my
NODIa.etlon of what tnan.spINd. The Dlreetcr began by .tating that MBA
de.iNd to ....poIId fully to provide tM Subcommittee testimony in Executive
....loft on mattel'. in wMelt MBA .Dl'Cl... Jurtadiction and whlch would
1ac1l1tate the ColllDllu.e t

• 1Dquiry. The D1rector stated that the Committee'.
lDquAry wW neoe••arUy nt8r into the .10nal. lntellioence and oommunicationa

. MCUrtty operation. aDd ae:t1vlue. of the Government since a slgnlftcant part
of tile PUEBLO'. miaalon .aa to collect _lvnaIa intelligence. With the captunt
of the PUEBLO, he .aid. North Korea obt41.ned valuable aional_ lnteUl9aDCe
.ad cam..nlcaUOIUI Hcurity equipment a.Del infot1n4Uon. The Director po1Jlted ,"
out it. wa., thenfare, deaarable that the Subcommittee h~ve a cl.ar uDder- .
ataDdlD9 of the ocganiutlon of the Government for the conduct of the.e
aet1vltl... Since NSA i. the key.tone of the.. twin efforts" It was nece.l...,
that the" Member. of the Subcommittee be knowledgeable of NSA, Its ml••lona,
and Its intergovernmental r.latlonahips •

•
Durlnq the firat hOW' and one-half, General CMter briefed the Sub-

committee on the mi••loM of NSA. He statad that 1n the' SIGINT ant. the
Dtrectcc, NSA, 1. reaponlibl. fer the direction and control of alrnoat all U. s.
....ource. requ1r'ed to produce COMINT and EUNT informAtion In relpollSe to
the tntall1gence requ1l'ementa of national policy-makers and milltary COJlulusDdera.
He noted NBA·. re.ponltbUlty foe producinq SIGINT information 1n accordance
with the obJectives, requirement. and prlorities established by the U. s.
lnt-lUgenee Board (U818). He aummarized the NSA responaibUlt1eli involved
in the production of signall lntel1108nce Lnfonnation and pointed out that about
98% of the intercept of .tqnala 1. done by the military services. The D1Nctcx
al.o polnted out that NSA operated a .pec1a! communications aystem to aa.ure
the direct and lnatant handl1nq of .1qnal. Intelli~ence dnd that, piggy-backed
upon this ay.tem, was the special communications systam that could cvry
orltlcal IntelUgenee from any part of the wocld to \\' ashlnqton In a few.lalAuta.
once the critic mes.aqe waa introduced Into this special system. The D1rector
.umm..lsed the nature of the COMSEe mi•• ton of NSA pointlnQ out that thi.
lIlia.ton was to produce the equipment, materials, pol1cleB a.nd procedures
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....lred to protect tbe c1aaaWed OOIBJIIUnlcatlons of the Governrdnt frOla tile
.l9Mla lntel1l9ltRCe aotlvl.u.. of foret,VD governments. He dl.euased the
NlatloGshlp of the U. 8. ea.t1t.s ooncem.d wlth pcovLdinl1 COMSEC. He
DOted that NBA 1a not 1ft. direct l1ne of operatlonal respona1bUlty for COMBEe,
and that the MUltary DepartmeQU .. reaponslble foe OTganlzLnv thelr own
COYBEC activities. tiley are, however, be noted, bound by the commun1ca
tiona ..curtly rule., retU!atlou and atudards promulqated by the Director.,
lISA. General Carter tMn polDted out that In the operation of COMSEC equip-
_at the u. S. hal ••n.-d tbat tbe equipments are subject to collllX'Ollll...
OW design effcrt la bued on that ~1Jll" and the Hcw-tty of U. S. communtca
Uou .. guafutMd by the claUy cbuq1ng variables which USA suppUe. to all
..... of c::ryptocjIraphtc equt.-.nt. The.. variable. produce a comple.l,.
dlftlrent c::ryptocjIrapb1c ciPMr for each period of use and these period. nIIVer
....1Id beyond 24 boutl. General Cen.r ahowed the Members sample. of the
klDd of dally changlJlO variable. which were on bo&"d the PUEBLO and picture.
of the ayptoqraph1c equip.nt. He explained how the keylll9 var1able (the
kay card., rotora) can be ohanged .0 •• to conteol the enclpherment and
declphenMnt proce•••••

.~

•

. The Members of the Committee appeared to be m09t receptive to the
Qeaeral l

• brleflnq on the role of NSA in the -conduct of SlaINT and COMBEe
actlvlt1,.. In the next part of hia brlef1ng, General Carter pointed out that
moat U. S. COMINT and EUNT collection and proces.ing actlvlt1ea have
been placed under NSA operational and technical c;ontrol, but that there are
exceptions. He explained that operational control involves "wltat- to do
while technical controllnvolV4ta eaa.nUally "how" to do it. He 8tnta.ed that
oomaaand control doe. not reat with NSA, noting that this remains the
re.ponslbUlty of the authoritl•• owning the coJiecUon platform or facUltie••
The Oicectoc pointed out that excepted from the operational control of NSA
.... thoae COMINT fac1l1tias and resources requ.1red to satisfy, by direct and
lo:unedlate support to the commander in the fie Id, the tactical intelligence
requwnaent. of the unU1ed and apeclfied commanders. However, NSA doe•
..1nt41n technical control over th••e operations. He then explained the other
type. of COMINT activities which are excepted from NSAJI!I control (EW,
rescue, clandestine). In the EUNT area, h. explained that NSA exercla••
teohniocal control of ELINT collection and proces8ing and operational control
aver almost all EUNT activitie••J[~pt those which are essential to provide
laImedlate 8Upport to commanders who plan and conduct m1l1tMy operationa.

Continuing hi. briefing. General Carter pointed out that different facUlt1e.
are u.ed tn s19nala intelligence depending upon the ta&K. He summarized the
criteria foe the use of land-baNd. a1rborne and sea-beene resourcea agalnat
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...... _geta. Aa to tile ....... SIGDn' effort, he pointed out that 1M
·.....leal ,...arch shlp 18 dedlcatM to alGIN'!' collection. He u'pl.aned tllat
...... tarve shlp. ba". _ on-lMMrd OItpablllty to process the tntelUvence and
.. aellect it .-J to Npart it, aIId .. oould....d • national rather than a d1rect:
-apport ...aowce, willie the ••u. trawlers, such as the PUEBLO, aN known
...nv..,....Dtal re..-ch ahipll and have 1••• of an lntercept capability aod
a .1Ull. proca••iD9 c:rapablUty than the technical research .hlps. Se noted

_ that the tr ...-s llMl1ly far dt.rect support mi•• lon••
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With re.pect'tO the PUDLO operaUOn Ltaelf, General Carter pOlnt8d
out that the patrol .a. oonducted in ....pon•• to U. S. Navy direct .upport,..IN_.. aDd that .. pladDrm .a. UDder the opllrat1onal control of
CDfCPACl'I.'1' • S. atated that tile PUDLO wa. a multi.ensor platfoml and
.at IICDJft wa. OM baportaIIt a.pect of the ml••lon. NSA'. gen.&1 role, he
-.plalMd, wa. to provide 81GDIT technical QUldance and a••i.tance upon the
......t of the Navy. Be naparted that MBA wa. advi••d of the .chedu~d patrol
ItF the Navy at the u.. of tile Navy'. propo.al to the lea 1n early D.celllber 1917 ,
ad tbat CDlCPACFL'l' bad solicited from MBA secondary tasklno a.slgnments
.. the ala.ton to be oond\lCt8d. In"la. December 1967, he .ald, NSA .uppllecl
••condary ta.king collectlon requlre...nt. to the Navy and separately ooIBmented
to )'CS OIl SlGINT refieotlona of actiOns takan by the Noeth Korean. in reaet-lOll
to pa.t reconnal••ance .ftart.. He Lndlcated that a further action of MSA wu
tlo notify the u. S. SIGlN"r fi.ld .tatlon. In the P<~clflc area associated with
tM Korean targets of the mi••lon of the PUEBLO, which the JGB approved In
....11' 1958, and to rwque.t that they report any rail.etlan. of North Korean
naactioft to the PUEBLO. a..ral Carter polnwd out that the SIGINT collected
at the time of the capture indicated clearly that the PUEBLO wa. in International
we_. at the time of ••izure. He added that there was no SIGINT ev1denc:e to
1ftd1cate that the ship had ever penetrated territorial wAters.

The Committee M••ber. questloned Generai C.lI"ter on the nature of the
....a98. tran.mltted by MBA concernin9 the PUEBLO and had General Carter
read into the record the ....age sent by NSA to the Ni1vy in which NSA .upplied
U. see:oDdary tasking requirements for the PUEBLU, a. well aa the me••age
which MSA sent to the yes on the North i(orean reactions to past reconnai••ance
.fforts,and the me••age NSA HDt to the U. S. !leid atatlons requ••Ung them
to report reflecUoDs of North Korean reactions to the PUEBW. In respon•• to
U. Cbailman's queation •• to whether there was 4Dy documentaUon to cover
the secondary task.lft9 by NSA of the PUEBLO, General Carter quoted from the
me...oe of CINCPACFLf requesting such. tasking.

Committee Members w.... lntelWsted in the ndture of the command aDd
CODtrol exerci.ed by the Navy over both the commander of the PUEBID and the
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off&oer in charve of tbe SIQINT detachment. The Members desired tQ be
1nfDrmed if the m••••ge. of MIA were actually received by the commanding
officer of the v••••l a. well as by the commander of the SIGINT detachment.
The Director indicated thi. information could be provided by the Navy.
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The Members of the Committee were lnterested tn General Carter's
.s....m.nt of the SIGIN'l/COMSEC d.mage result1nq from the capture of..
the men and materlel of the PUEBLO. General Carter pointed out that a ta.k
force from the Navy a~ MBA had participated in the debrieflng of the crew
of the PUEBLO, and that exten.lve data compiled has been reviewed in detall.
Th. SIGINT/COMBIC ••••••m..nt i. nearly complete, he said, and he qave
the Member. hi. gener.l conclusions. He pointed out that the indications are
that the North Korean. obtained extenslve information on SIGINT efforts of the
u. S. against the North Koreans, the Soviet Unlon, Communist China and
North Vietnam. He noted, however, that the effective exploitation of this
information i., of cour.e, continqent upon a successful translation and
interpretation by the North Koreans and their Communist dllies of the documents
aDd materials captured. He reported that the North Koreans dld make certain
operational changes In their communications following the capture of the
PUEBL9, but that these mea.ures oannot be conclusively tied to the capture,
although the clear inference i8 that the chanqes did result from the capture of
tM PUEBID. He sald that there have been no chanqes detected In Russian
or Chineae communlcatlons other than those normally expected, but admitted

•
".. that it Ls reasonable to assume that some of the documents and materLal

captured from the PUEBID have been turned over to the So /lets atl4 possibly
to the CHICOMS. The great danger here, he said, is that the Soviets and
CHICOMS also could improve their communications security as a result of
obtaining dlrect knowledge of the extent of U. S. penetration of theLr respectlve
communicatlons as disclosed 1n documentation used by the PUEBLO to ouide its
planned operations to intercept Soviet and North Korean communications.
Remarking that full exploitation by the Communist powers will tak.e some Ume,
General Cdrter stated tl1,at the complete SIGINT lmpact i.s not yet measurable.

With respect to the cryptographic damage assessmE:lnt, General Carter
said that the PUEBLO canted 4 types of cryptographlc equipment, 48Boclated
keying materlals, malntenance manuals, and operating instructions, and the
general COMSEe publications necessary to support a cryptoqraphlc operation.
AlBO on board, he lald, was k.eying material for t.!)€, n'onths of November and
December 1967. He further advlsed the Subcomm1ttee that the debrieflng
indicated that ~he destruction effort for the equipment, Keying material and
in.tructlonal pubHcatlons had been generally ineffectIve. In addition to
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The afternoon was devoted to elaboration of the points in. the morning
briefing. The Committee was interested in such matters as General Carter's
evaluation of the detailed statement of the Navy on the compromise evaluation;
NBA regulations on the security of SIGINT and COMBEC materials, their
handling and destruction; and more details on the damage assessment; the
role of NSA in joint reconnaissance planning; and details of the NSA messages
relating to the PUEBLO patrol.
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\.".~s~yed coples of messages aboard the shlp at the time of ca~ture.
General Carter said that the keying materials acquired by the North Koreans
would enable them to read certain U. S. traffic for Novemberend December
1967 and through January 23, 1968, if these otherwise unreadable U. s.

• messages had in fact been recorded and stored by the North Koreans and
if. they were able to reconstruct the machine and its logic. The Director
stated that it was doubtful that the North Koreans maintained such an
extensive SIGINT program but that the Soviets and even the Chinese may
have this capability. He stressed, however, the fact that all U. S. crypto
graphic keys had been changed immediately and that there is no danger of
.compromise of U. S. communicaUons after 23 January due to the 10SS8S incurred

..~ __ in 1;Il.e capture of the PUEBLO. General Carter added that while communications
. --security depends essentially upon keying variables, the compromise of U. S.

oryptographic logic could be of benefit to Communist cryptologists in £ore-
.". c,iting future U. S. developments. Moreover, he noted, some of the

: .engineering technology incorporated into our cryptoequipments could well
'. be appropriated to increase the operations and the overall communications

security of the Communist bloc's next generation of cryptographic hardware.
No doubt, he said, at least the North Koreans have acquired some advanced
technological data. Upon completion of the damage assessment, Chainilan
Pike recessed the Committee until 2:00 pm., at which time General Carter
was requested to return..4
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