
provided far destn&cUon of key cards and key lUta, thea of the ......

mant, then codes and authentication 1DAIeI1alI, aftct fiaaUy me ... .
and operating manuals. Wh11e it 18 thecreUca11y po.sibi. to ... a1eo-

troNa automatic detonation ;earI' the PUEItO wu not so~.

The hazards of automattc detoa:uaUon equJpmellt OIl boud • ,hlp ..

weighed against 'other methods ~ d.struoUon and the poasib1. da....

from oompro~se and are oenerally,consua.ed unacceptable.

For the past 30 years it has been the geaera1 u.S. praeuce

that, where possible, security of 'l.S. collUllunlcaUOIl8 will DOt depend

solely on physical protection of the equJ.pment u8e4 to encipher end de-

cipher the message~. Durin; the past 20 ,.... no .q~manlhas been

produoed without variable elements which depend upon keytno .lementa,

usually key Usts or key cards, for their primary secunty. In parUcu1er.

all the communication security equipment. whtch tbe PUEILO C8I'I1ed

depended upon either key lists or key aerds, L088 of. • perUcuJer- equip

ment with the keying element wOUld not Jeopardize any etber traffic en-

ciphered by similar equlpments us1ng~nt keying e1emenu. As aoon

" as notification of the capture of the PUEILO wee received 1n Waah1n9ton.

steps were- taken to supersede all keying ~dement. wh1ah she oarrted and

new ones were prescribed.

,
~t~ -.~"1~;': _.~'in=)hl:~
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were ca ptured intact. .

card 1s a card punched with a specif!ed pattern snd 1s inserted Jato

captured IntC'ct, since steps were taken lmmediately to supersede

SECRET CODEtJORD'fOF

all of tbe keyin.g materials. In the worst possible case, the few messages

from this' compromise evea if the' equipment and the key lists were

to and fro:n the PUEBLO could be read if all materials and equipment

purp?ses: Ol'le 1s to maintain the security of the United States

NdUonal Security Agency activities are centered about two major

of target nations. It 1s the Nat1o~l Security Agency"s Judgment that

no degradation to the security of U. S. communJcaUons can reswt

system Is astronomical aad a message which is transmitted through

permit feeler pins to rna ke contact through randomly Positioned holes

a machine using a particular keying. element can only be read at the

commulnlcaUons. ahd secoad 1s to take advantage of the communications

and effectively rewire the cipher machines, again not less often tban

other end by a ulach1ne with an identical keying element.

the machine by means of a card nolder. The key cerd and holder

e&ch 24 how;s. The illJlTiber of combinations resulting from is card

. up for a crypto padod whJch is not longer than Z~ hours. The key

I

DOC.! D: :l,··39 97629
Too key list enables the WJE* to eatabUab a wWiue mac:bItie set• ..t- or

..... ).
-'-t-

"

TOP SECRET CODEWORD

,... \.",--



..

.'(b) (1)
(b)(3)-50 u'sc 403
(b) (3) -18 usc '798
(b) (3)-P.L. 86-36
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The puLl1caUon::; al~o reveal'~ mQre limited U.S'. knowledge of the

In addition to' the eq..ripme:lt referred to above. the PUEBLO

softh KOH~ans !::(i~cise iiaOCll1aUOn on the extant of U.S. knowledge

a reasonably ;:>rechw reconstr~iol1 of the PUEBLO· s InteIHgence

aiJs reqdired to enable her tit> discharge the intelligence collection

Koreans, indicated a destruction sffort on board the vessel by are

TOP SECRET CODEWORD

-lie traffic from the Pu£BLO. as well as from the Mo#h, -

classified. It i;; vert p05siblc that if the equipment was undamaged

Tb~ P\J\:ELO r.d!Tied a Bufi.1cient arnollnt of collection"gear to

probably compromised.

e;.able oor to monitor ;';orth Korean communications and cadsi' faciUt1es

the eql..lipnlent COuld be put andti1~ results derived therefrom are

that the bulk of ~r key material, perhaps all, and as much equlpmeDtt

as possible was destroyed, but that several publications were

rniss10n could be accoffi;:.>l1saeo.

n·dsslon. If these items were captllredintact. they would give the

Oil the East coast IL...- ____

of their CQn:,rnunications techniqu.es., usage, and radar equipments.

c;]rri,~d a S uDste 'It i ..1 ::lumber of technical publ1caUons and analytical

"'--- 1 This equipment was generally

unclass1fied (we are still cbecid.J19 2 pieces) but the use to which

,~S well as Jettisoning. From her communicationa, it" mel' be 1nferr:ed

~
"

, .. "
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DOG-I~: . -3997 629
general Soviet commun1ca~pl'aet1ces aDd alL....- ~----

equipment.or mdt(,,;rii'd~ in no WflY will compromise U.S. communications.

TOP £E:CRET CODEtJORD

InfocmaUon ~ 1f compromised. would stimulate either of the two naUons

on board. the ship. l'rost of tbese men\and officers were highly

skilled onCl re9resent{~d several years of experience in the business.

Although the pos sible 10s3 of the communications secW'.tty

There 'Nere 30 (7.9 enli3tec.l and 1 ofttcer) Navy security personnel

security equ1pme.1t and practices. 'th1s could very sel'iously hamper

systems and/or modify their operational code $ •

co:nmunicaUon,:, security equipments or the maintenance a!Ki.operations

Some of the:n ned intimate knov';Iledge of \~f number of sensitive Navy
(b) (1)
(b) (3)-51'l USC 403
(b) (3)-18 USC 798
(b) (3)-P.L. 86-36

the exte~J.slve .... ' ~:>. flignals intelligence producUon.on these" nations.

:~lanuals cOLild 5ti,nld<.~te one or other of these countries (aripos~lbly

Cor:lmu;;ist ChbEJ) to .j"l0ke major changes in their communications

to change theii communications practices, supersede their call sign

1.....- -----,lITIWJ

1_t_f1_0_Jl_e_t_h_G_l_e_S_S_h_a_s_'_t_h_i_3 s_e_rl_0_tl_s_a_s_p_e_c_t_·~I=:::t===========;--1
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"""-- 1\ The capture of t~ modern U.S'.
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. • colleciiop and analytic efforts aDd·~J.w4)t~ bad some ~Jedge

. ~,','-' -:;(-,.... . r

on the duress to whicb they may be subjecte~.and the emouDt they
... --'

. ,-.:'

may recall. serious compromise of several highly classified projects

could ensue from their involu..f1tary revelation of the s'cope of the

li.S. sIgnals Lntelligence effort. This could result ~n defensive

measures by.the Soviets to ,leny the 1J .S. further lnfQCmatlon.

However, no ;i8ht.::l.ge to our own commun1cations security would.

follow even from the forceful extrac~lonof 1nfDrmat1on from captured.

personnel.

)~.' ' ' ,
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