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. FROM : PO, ' ' CLf e
- W. D. Oppsnheimer/3356-5 '

SUBJECT: COMINT Compromise Domige dssessment :lelativ: Lo soowoats for fiich D0l 4
OPI (TECHINS 6WG2, TU1C, 7011, 7FCI3, 9UL3) Y

1. mCHD*b'é(X‘2, SIGINT ININTMIAL PROCEDUHES ~ decurent Ls oloast
SECRET-~HVCCO, and provides information in gencral rolitive te the §
of materisl/informaticn generated within Ln, 58 nned foryrdad
under normel circumstances but decreased i praced ez vy iy
by courier under MINIIdZE conditions. Its cuanroiz: waily

"

Cs -

'y

A3
-

affect the crypt®Weic effort except

| (0]

in
I!!i

2, TECHINS 7810, INFORMAL TECHNICAL MOTES - -
SECRET-HVCCO and rc.veals generil type infermstiocn th L oy
‘would expect to be exchanged between znd :nory mumbors of h "ol
organization. Its compromise would nol seriously =5Toet UL, SEEERLtOL o).
effort, : : i’;

.

3. TECHINS 7011, CRYPTOLOGIQD.:FG{:{ TOY PiLi
SECRET with a CODEWORD Amnex. It would reveaZf th.t o
separately from normal SIGINT product and therefur. « RV

ts _ccmprorn-.fkse would not seriously affest the ?.rgm.,c..;&,_-._: ,-i‘i‘r;:rt..

- L. E[INS . 7013, STANDARD TRAMSLITE:ATIOH '“"LJ.: i W
SL‘CRET—HV 8. and reveals that the NSE usés or has ost Solished sTanTEX nethods
‘for convert:i.ng foreign languages (particuls “L,r oyrillic) to ror: ni"ed for: with
morse equivalents. Such could be expucted Ly nny aoisen
and would, in part, be available fron onon.sources, ilo oo
occur by t.h:ls camprorise unless n:tions ch ng:d puocadul o

v

. 1rs13) .
S wouddd

. . 5. TECHINS GLOJ, CATEGORIZAT"OI FCOIINT ~ Docureni is clagsifica TOF-
el o AT im0 oo

ic orernization
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- SUBJECT: USS PUEBLO Incident; Impact and Loss on Group (A (3)-50 USC 403

oy 3) -P.L. 86-36
Targets and Operations S

I. PREFACE:

A. The following constitutes an assessment of the impact on Group A
SIGINT operations and targets resulting from the presumed compromise of
those documents known to have been provided as support to thquSS PUEBLO
and which may have been on-board at the time of its capture. In the
absence at this time of authoritative evidence regardj ither (1) which
Group A-related.documents may have been off-loaded at | prior to
departure on the last mission, or (2) which specific Group A-related
documents on-board may have been destroyed by the crew of the USS PUEBLO,
Group A has assumed that all pertinent documents provided as support to
USS PUEBLO operations have been compromised. Additional support may well

- have been provided by other organizations (e.g. messages from[:::::fi]NOTAL
DIRNSA) on which Group A is unable to comment. It may eventually prove
feasible, subsequent to possible identification of off-loaded documents,
to moderate our present assessment of damage.

B. Each technical support paper, selected TECHINS, or other document
relating to Group A operations, has been reviewed and a precis has been
prepared with accompanying impact statement. 1In instances in which
essentially the same information is presented in several different forms

. (e.g. various sorts or reverse listings), the documents have been grouped
together and a single assessment provided. A summary statement of overall
impact on Group A targets will be provided as the final section of this
report.

II. DOCUMENT EVALUATIONS:
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I. Russian English Dictionaries

Title: SMIRNITSKIJ; Russian~English Dictionary
SEGAL; Russian-Inglish Dictionary
MULLER; Russian~English Dictionary
MORSKOH SLOVAR' (Naval Dictionary)

Classification: UNCLASSIFIED

Content and Impact: The Russian-English dictionaries’ and the
Morskoj Slovar' are open source documents whose presence aboard
the PUEBLO are of absolutely trivial significance in' comparison
with other documents aboard, and serve only to confirm our
interest in Russian language material in general and, in the
case of the Morskoj Slovar', Russian naval activities in
particular.. It is difficult to consider their loss as a
compromise of any significance. - / -
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TITLE: Bll Working Aid #3-67, NSA cstandardized
Abbreviations, 9 November 1967, (S8)

CONTENTS8: This document contains extracts from TECHINS
1991 and is used to standardize certain abbreviations for
English texms.

ASSESSMENT: No damage would result from the disclosure
of this document.
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TITLE:
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TECHINS 1¢55 - SIGINT Activities Directory

TITLE: TECHINS 1§43 - NSA Forwarding Directive
TITLid: TECHINS 202¢ - TEXTA Manual
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TECHINS 1¢%3 - Radiotelephone Recording'bmcnptiona Proceduroa

TiECHINS 137 -~ Morse General Search chq,r’/ andReporting

TECHINS 1019 - Machine Intercept Analysis Report (kIAR)

TECHINS 1442 - Instructions for Prepa.ring and Pa.ckaging for
Forwarding of Intercept Traffic and Related Material

|

TECHINS 1g44 - Instructions for the Selection andeorwarding of “
Product DDI's, Selection of tesaages, Adminiat.rative and Opora.tional
Delivery Distribution Indicators (DDI's) ;

TECHINS 2¢¢3 - Instructions for Preparation of Daily Technical
Sumnaries (T:iCSUMS)

TITLE:

TECHINS 4@¢1 -~ Serialization of SIGINT Product

CONTENTS: Acts as & working aid in allowing the reader to have a rapid
assessment of the content of a given report/translation. Otherwise no
intelligence value,

TITLE:

TECHINS 4819 - SIG Publ tanual (formerly THCHINS 4@lp)

by (3)-P.L.

86-36
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TECHINS 4§11l - SIGINT Support to Unifled and Specified Commande
and other Overseas Consumers

3

TECHINS 7919 -~ Informal Tech Notes (ITN'a)

TECHINS 791, - Procedures for Providing Information Support
to U.S. SICINT Field Units
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TIZLE: X12 Impect Statement om the Logs of the USS Pusblo

%. ?n&ggggﬁoaugogsﬁ
of thair cospromise is listed delow:

a. Two USE-4GTY messages of 22 Jan (SE(REY SAVIN) wars tech reparts
for the period 12-22 Jan 68, Thees messsgea contained the specific COMIET and

and
be CINCPACFLT meg 1919202 Jsn proposed to CINCPAC the patrol

vhich the PEBLO was csptwred. The message containgd objectives for the patrol
and, by the addreswes list, associated the ship and patrol with XSA and various
command unitae,

ce IORNSA 1220092 Jan (K12-36) to the P and BANNER advised of

UEAlL.
technical support paskages being forwarded. This message
involvement with the ship,

shous
d. CTF 96 1100427 Jun advised of PUEBLO sailing delay and timough
the addrasses liat associated N5A and other commands with the " (b} (1

he CTF 96 0505127 Jan contained PUEBLO sail arders end assooiates
NSA with the patrol through the addes list.

1. USR-LATY (PIEBLO) 030016Z Jan provided its cperationsl achadule
for 3rd quarter FYS8. The messege shows U.S. interest in specific cperating
areas. ﬂﬂub.i aleo associates these activities with cryptologic elements,
ineluding

Jo JUS 0216157 Jun approves requssted TRS and special surface operations
subnitted by CINCLANT and CINCPAC. Although the specific eperations are net
identified, the addreswes list contains the names of all the U.S. techmical
ressarch ships, ths AGER's, NSA, other cryptelogic elemsnte and command wmits.
Tha asseciations are ohvious.

k. CINCPAC 2921117 Dec 67 discusses the use of a SERET Codeword to
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1. DIRMBA 2920177 Dec 67 (K12-1266) oomtains NSA secondary collection
requiremsute for the PUEHLO cperations in the KORCOM area. Thess requirements
show specific knowledgs of and interest in the following STIINT targets:

(1) R e
’ (b) (3
(2) (b) (3
(3) YNorth Xorea Air Force activity on specific frequencies
(4) North Korea Aemy activity in specific frequency ranges
(5) North Karea Navy activity in specific fregquency ranges
(6) Cruise missile exitters at a specific losation

{7) Other ELINT emitters at a gpecilic location(s)

m. CINCPACFIT 17215LiZ Dec &7 was the same proposal as contained in
h.m-

ne CRO 151410Z Dec 67 advised the {leet commmnders of expanded AGER
oparations and requested the assigmuent of new codowerds for use in thedr
operating areas. The addes list aseociztes XSA with theee operations.

. 0. DIRNAVSECGRY 0219127 Jan advised DIRNAVSECXIRUPAC that the PUEBLO
should take DIRNSA K12-1266 (wee 1. above) for action. This associates ¥SA
directly with this patrol.

18 DIRNAVSEORUPAC 0321447 Jan tasked the PUEBLO with the K34
requiremsuts ocontained in X12-1266.

Q. CINCPACFLT 2902267 Sep 67 aseigned the cryptalogic designator
USH-U6TY for use by the NAVSECGRUDET sboard the PUIERLO. The message also
outlines command reporting respoawidilities for the OIC of the detachment.
NSA i» associated through the mesesge addes ligt,

r. CINCPACFLT 2901112 Sep 67 outlines cosmand and control relation-
shipe applicahle to the NAVSKCORUDET, Among these is the statement "E,
Techniocal direction over SININT functions is vested in IMRNSA,....".

s, DIRNSA 2513302 Aug 67 (R72-003) propoves TDY for two NSA civilians
tc visit the PALH BEACH and PIEBID in cammection with equipment installation
matters.

t. NAVSHIPSYSCOM HQ 1611562 Mar 67 associates MSA, LTV Electrosystems
at Preserton, Washington and Sylvania Electronic Systems with the PALM BEACH
and PUEBLO,

2. Several cther messages noted in the K1 files were not gpecifically
‘ comnented on. These messages associated WSA with the PUEBIO through the
nessage addes list. Although the message text was wot particularly comproamising.
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ASSESSMENT: As viewad by the messsges discussed sbove, and without
o impact statements being prepared elsewhere, the following com-

pronises are svident if the nsssages were not destroyed priar to the capture
of the PURBLO:

a. [IRNSA is assoclated directly with the activitiss of the W8S
PUEBLO,

b. DIRNSA provided spscific collection requiremsuts for the
PURALO,

c. The HSA requiremsnts identify specific U.S., SIINT interests.

d. The addressee lists permit an insight into U.S. cryptologic
comuand and technioal relationships.

s, A listing of sface SIGINT technical resesrch shipes is given.

Contact Mr. Richmrd Hxrvay, X12, on extension 3891/5305s far further
information.




DOCID: 3997438

£ gmi
RN YA R
aa =) v N

) (1)
(b} (3)-50 USC 403
(B) (3)-13 UsSC 798
(b} (3)-P.L. 86-36

TEXTA (Technical extracts of Traffic Analysis):lKCN, KC4L, KCM.
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TEXTA MANUAL (TECHINS 2020)




OPTIONAZLE:?:MNO.'IO E‘_:’l"" LA lﬁﬁ PP RN T
DOCEHTR007438 =R EEMRes L el TEINT

UNITED STATES GOVERNMENT
Memorandum

7 : ' . DATE:

Yoy (1)
(b) (3)-50 USC 403
(by (3)y-18 USC 798
He)' (b)Y3)-P.L. 86-36
IBJECT: TSCHINS 1@43 (Forwarding Directive)
Al
-
r:ﬁ: '3 ,'}' TS Ty AT *"‘\\ﬂ

) e }23?11 il-::: :i é;_).('!i Lf EERY

Buy U.S. Savings Bonds Regulari;v on the Pajroll .S'avmg.r Plan




DOCID:

-  TECHINS 1¢55

(SICINT Activities Directory)

ST LI LS e
H - ;

~ = -'\'_;,'-__ - =



DOCID:

3997438

-w
TECHINS 1¢19

A 5Ty FE e

Pttt 2 o N W 8 N 1

£ L ST
Qz:ykhzﬂ\kzﬁil§\35rn d

(kachine Intercept Analysis Report) -MIAR

LS FEAREIAY

th) (1)

(B) (3)-50 UBC 403
(b}.(3)-18 USC 793
(b) t3)-F.L. 36-36

LT T e e s e
SN G e ] A
.“_\:-1_'.‘ [ - ; -— _I . b —1‘ ) -,-.:.._‘ i “’




DOCID: 3997438 -
i %1

. Ty '—7’?-'-:7!'_?7"" -y

WhRE W

Nomagram Scale

Sonagraph Scale

Signal Diary Cards (Blank)
WMSDB Operators Cards (Blank)

ASSESSMENT: Possession of the above by the North Koreans or any
other potential enemy wounld have no serious impact since no information of

3IGINT value conld be cbtained from these items. The signel diary and

HNSDB operators logs, if filled in,
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TITLE:

NMSDB Working Aid for AGER Operatons

TECHINS 1007
TECHINS 1012
TECHINS 1016

TECHINS 1030, Arnex BRAVO

TECHDOC 106
TRCHDOC 107
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TITLE: FIF (Frequency Index File)
T-1021 (Claasification Systam for Radio Signals)

KMOSAR (Non-Morse Operators 3ignals Analysis Hsndbook)

50 USC 403
1B UsC 798




DOCID: 3997

TITLE: PUEBIO Equipment Assessment

k . . '
- . A .

. . ‘
PR -

o J k. & W NI L




DOCID: 3997438
vl 41:" ol Tches 4o i
T z,mm AR
TITLE: TECHDOC 137 (-smm—nveee—)
TITLE: TECHINS 1912 w/changes {(SECREP-GAVEN) (bf;)}/),
#1 dtd 3 Nov 63, cy 275 (0] 315 vec 7193
#2 dtd 38 Nov 45, cy 27h (o) [)-B.L. 86-36
# dtd 11 Jul 56, oy 172
#5 dtd 21 Dec 06, cy 96
#6 dtd 9 Peb 67, cy 135
#7 dtd 28 Jul 5T
TITLEs TECHINS 1833, Annex Bravo (SBORBP-SAVIN)—
TITLE: NM3DB Working Aid for AGER O.erstions

TITLE: TECHINS 1415, dtd T Jamuary 05, cy 344 with Change ji, datd
Lomapper ogzyel

33 Mar 06.
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TITLE: TBECHDOC 136

TITLE

TECHING 1297

TITLE: IFL ~ International Fre?\mncy List drawn up by the Internntidanhl
Frequency Registration Board (IFRB) (V)

TITLE: Signal Diary Cards

TITLE: NMBD Operators Log, Forw MS275, classified "COMFIDENTIAL -
UNTIL FILLED IN".

TITLE: Frequency Indax Flle
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TITLE: Memos for Holders of GM/ESV/SP Telemetry Beaconry Intercept
Operators Handbook, dated 31 Mar 1966, 19 Dec 1966, and 11 Apr 1557
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TITLE: Memos for Holders of GM/ESV/SP Telemetry
Beaconry Intercept Operators Handbook, dated 31 Mar 66,
19 Dec 66, 11 Apr 67.




TITLE: DIA EOB Volune 3, dated 1 October 1967

(b) (1)

(b) (3)-50 USC 403
(b) (3)-18 LSC 798
(b) (3)-P.L. 86-36
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TITLE: PACOM Electronic Equipment ieference Mamual (PER-2), dtd 1 Jun 67

=50 USC 4083
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TITLE: PER-3, Collection Requirements, dated 1 Mar 67 (with changes)
- |
-

50 USC 403
18 USC 798
BE.L. 86-386
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wwld.hécépiea of ELINT Parameter List
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TITLE: )NSA ELINT Reference Mamual
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TITLE: NSA ELINT Parsmeter Limits List, 1 Ost 67/1 Jan 68

-~ bl -

) (1)

) (3)-50 UBC 403
) (3)-18 USC 798
) (3)-P.L. 86-36
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TITLE: Standard ELTNT Data Codss
satad & Systane sud Pormats Mamaal (SEDSCAF),

(b) (1)

(b) (3)-50 USC 403
(b) (3)-1& USC 794
(b)(3)-P.L. 86-36
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TITLE: | | SEDSCAF Cuides (para 2.B.2 of ref[ |message)

50 USC 403
18 USC 798
P.L. 86-36
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TITLE: Working Copies of BLINT Parsmeter List (para 2.B.1.A-D
of ref[ ]| message)

50 USC 403

(b) (1)
(b) (3)-
{(b) (3)-18 USC 798
(b) (3)-

P.L. 86-36
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TITLE: TRCHINS 1302, ELINT collsciion and Data Reporting Procedures
for SCA Faocllities, dated 1 Septamber 1966.
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TITIE: TECHDOC 102, Groundbased ELINT Collection Operations, dated

25 July 1966.
(bl (1)
(b) (3)-50 USC 403
(b)Y (3)-18 USC 798
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?m?éﬁ?mﬁs GOVERNMENT )
Memorandum

0 :  DADPM | DATE: 31 January 1968

KOM : ADP

UBJecT: Classified Material Aboard USS PUEBLO (USN-46TY) <6)—

1. Reference is made to your request for identification of the
technical support materisls which were aboard the PUEBLO, and a brief
essessment of the impact on the SIGINT capability due to the possible
compromise of these materials. (Task #13, dated 27 January 1968)

2. The attached informetion was prepared by the various offices
of primary interest within the Production Organization (A, B, K, and
P?4). The assessments were made on an inventory of SIGINT materials
known or suspected to have been on board at the time of the incident.
These assessments represent an all-inclusive evaluation based on
available information, and should provide an overall indication of
‘mpact on the SIGINT effort. It is believed that the impact reflected
in these attachments is not likely to be seriously altered by later
information concerning other SIGINT materiels sboard the ship.

’ 3. Special materials have ‘been forvarded under separate cover.

4, This memorandum mey be downgraded to SECRET HVCCO upon
removal of inclosures. g

L~ Production

cc: P4y €«—
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Potentlial Losses to the SIGINT Effort

On the basis of available information, the overall loss and the long

" term effects on the U. S. SIGINT effort, was reported to the 880 Defense

Intelligence Agency on 24 January 1968. The overall loss wes assessed to

be very severe., Thls was based on preliminary information that some 33
Naval Security Group personnel, and four ships officers, all cleared and
indo~trinated for Category III COMINT, were sboard the USS Pueblo. It

was further noted that several of the NSG persomnel aboard were knowledgeable
in various compartmented problems.

It was noted in general that the Naval Security Group personnel aboerd
the ship were fully qualified signals intelligence techniciasns and that their
past assignments covered a wide range of geographic areas snd targets.
Collectively, these men could be expected to be completely knowledgesble of
the state of the art in the flelds of SIGINT collection, processing, reporting
techniques, and successes on a world-wide basis. In addition, the entire
U. S. SIGINT collection processing and reporting procedures would be compromised
through the depth of the technical support meterial carried. These documents
expoee our SIGINT objectives and techniques in attacking these objectives. The
results (at lesst in part) of our years of effort, provide a broad insight
into the entire operating structure of the U. 5. and some allied SIGINT
establishments, and the intelligence interests of the U. 8.

The preliminary assessment filed electrically on 2k January 1908, has
been substantiated. A more definitive list of CGMINT knowledgeable personnel
has since been produced. It has been determined thet of the Y3 persons known
to be aboard the USS Pueblo, the following constitute the COMINT knowledgeable
aboard:

Commending Officer
Executive Officer

Operations Officer
Communications Officer
Officer-in-Charge, NSG Detachment
27 Navy enlisted

2 U. 8. Marine Corps enlisted

(The remaining 49 persconel are not known to have had any access to
SIGINT information.) (See Tab M for a consolidated listing by name.)

In sumery, with the total data presented by the capture of the USS Pueblo,’
the North Koresns, alone or in concert with other commmnist nations, could reveal
the extent of the U. S. worldwide SIGINT end various other intelligence operations.

(The message reporting the preliminery assessment of the USS Pueblo loss is
attached hereto as Tab L. Tab M is a comsclidated listing of those COMINT
knowledgeable personnel known to be aboard the USS Pueblo. Teb N is composed of
individuel statemenis of known dutles, access, and previous assignments of these
34 personnel.)
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Commander Lloyd Mark BUCHER, USH

1)
3)-P.L. 86-36

Present Duty: Commanding Officer, USS Pueblo fi;ﬁ

Clearances: Indoctrinated for Cat” 1T ¢

Access: Commander Bucher's specific access to SICINT 1s not known.

It is expected to be minimsl due to his previous assignments,
none of which were in the SIGINT community.

HAG: Unknown, to be established by the Department of the Navy.
Previous Duty

and Assign-

ment: No previcus SIGINT assignments.
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LT Edward Renz MURPHY, Jr., USH
LTJCG Frederick C. SHUMACHER, USNR
ENS. Timothy Leon HARRIS, USNR

These officers are assigned various duties as ship's company aboard
USS Pueblo. They were indoctrinated for acceas to Category III COMINT,
Their acceas to classified matter im the NSC Netachment is expected to
be minimal.

None of the named officers is known to have had amy previous
assigmoents involving access to SIGINT.
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FOP-SECRETCOMIMTE

cTC Dalton BOUDEN, USN

Present Duty:

Clesarances

Acceas! .

HAGs

Previous Duty

and Asgwmtsi

CT '™M' Branch
General Maintenance Supervisor
Indoetrinated for Cat III COMINT

Bouden's specific asccess to classified information :l.a
not known at this time,

During a previous assignment to the National Socur.lty
Agency, Bouden was assigned to a group of cnd.noer:l.ng
technicians who were responsible for the nu.ntenanoc

[ Tt can be
assumed that the use to which this material wvas/is put
by en analyst was known to Bouden.

Bouden's tour of duty with KSA ended in June 1959.
His access can be expected to have increased cor-
respondingly since his departure.

A HAG expiration date of 19 December 1971 has been
established for CTC Bouden

| | B )
Naval Security Station, Washington, D. C. T
ADNSG, Fort Meade Maryland (NSA) -

In his previous duty assigmments, Bouden has been
assigned duties in the maintenance of Electro-
Mechanical Cryptogrsphic Bquipment (TSEC/KILT);

DF NCO/AMCO Computers (AN/GYE-3, CP 813, FSQ 59) and
related equipment.

0 USC 403
8 USC 798
.L. 86-36

o= G

-50 USC 403
-P.L. 86-36
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- CTC James Francis KELL, USN, 470 06 36

Present Duty: CT 'T!' Branch

ELINT &xpervisoT_(ng_u_Lﬁomry additional _
duty (TAD) froml = 2 ) e \h'\w R

Clearances Indoctrinated for Cat IXI COMINT
No known compartmented clearances )
Access3 Kell has extensive NAVSECGA experience, He is aware
of the and the mission of tho| |
—.Hp 1s Tamlliar with| r
tranaits, He is very familiar with | [ col=-
_ lectors on board - the platforms utilized,
and the geographical areas of mtomt. -Kell 18 not
t however, famili miaaion results, - He was the
training CPO r personnel deploying o'n|:|
missions with apability. In the wideband :

operations area, Kell is probably awere of DF capa-
bilities, but not fsadliar with results currently
being obtained. In the semsitive analytical ﬁelds,
Kell has an int:l.nste nowledge of all aspects of
se I, and a slight knowledge of analytical
» o in Phase II. He has & detailed knowledge of
gollection procedures and some knowledge of
ana s and results obtained. Kell. alsongadggﬂﬂ'
knowlodgc of all aspects of ndiopunter
Linclud:\.gg analytic procedures, ]
and others. He 18 aware
of thel ] but is not lmm:ladgeable
- of methods of recovery or progress. ,

HAG One year from date of last lncposure

Previcus Duty i) R
and Asgntsi e o

In these previous assignments, Kell was assigned duty
as Non-Morse Systems Operator and Supervisor, and
General Search Operator

(BY't3)-P.1.. BY
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by (1) i
Dl M, T A 2N | R A
Present Duty: CT '0' Branch
Teletype and Telotype-associated C 2
Equipment Opers rary Additional
Daty (TAD) from ’
Clearance? Indoctrinated for Cat IYI COMINT o
I | /*/§E;Eé2—5o USC 403
e () (3)-18 USC 798
Acgesst As a communicator, Belley is intimately familiar with (v)(5)-P.1. 86-36

the CRITICOMM system, crypto equipment nomenclatures,
and all other phases of NAVSECGRU communications. His
only assoclation with sensitive operations is that of

handling the cmtlj.mng_._wnth"ho probably
imows generally of the , Widsband
operationg, restrictions on certain redioprinter anslysis
and processing end reporting efforts, it is considered

he has no specific knowledge of current progress being
made in these areas,

HAO: A HAG expiration date of 6 mugust 1968 was established
based on the[ | clesrance. Subsequent to this-) (1)
‘ expiration, a HAG of one ysar from date of last exposurs - . ./ 5.
will be asaigned. (B) (2)-F.L.

Previous Duty
and Aspgmtst
: , S —
(b) {3)-50 USC 403
(b) (3)-P.L. 86-36
aldes

During these previous assignments, Bailey was asaigned
duties as a commnications operator, Wideband HFDF
Systems, and as a General HFDF commmdications operator.
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CT1 Michsel Thomas BARRETT, USN, 1489 55 2l

Present Duty: CT 'I' Branch
Russian Transletor/Analyst/Reporter
Clearancet Indoctrinated for Cat III COMINT
No known compartmsated clearances
Accesg? Barrett's specific access to classified information

is not known, It is expected that, due to his
clearencs and duties, hs could well be kmowledgeable
of any of the technical support material aboard the

USS Pueblo.
HAG: One year from date of last acceas
Previous Duty . e by (1
and Mm“ P o (b) (3)-50 USC 403
e (b) (3)-P.L. 86-36
‘I.’ NE“" ‘lIBhJIHZbCﬂ\, 11- c.

During these previous assignments, Barrett was
assigned duties as a Morse Interc Oporator,
Traffic Analyst, and|

Wnile at the Naticnal Security Agenocy, Barz\'ett._,
completed the R8-150 course, designed to teach

.L. 86-36
0 USC 403
8 USC 798

= O
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P.L. 86-36
50 USC 403
18 USC 798

CT1l Franois John OINTHER, USN, 5868 74 L6

Present Dutys CT 'T' Branch C
Watch Supervisor, General Opmtim

Clearance: Indoctrinated for Cat III GOHINT ey
I - | ": Eb{/)g3; p.L. 86-36
5 . (b) ({3)-50 USC 403
Access: Ginther can be mlctld to hnvo gained access to

operations areas, the COMINT product, therein, and
the technical support material svailable at his duty
stations, He is known to be knowladgesble c
[__] sd can be expected to have gained extens
knovledge of non-morse intereept opnnum duo to
previous ud.u-n

HAG: Ginthlt'eMHAﬂupimzhApul 1970,bu¢don
| | access. This HAG will revert to one ysar
after that date.

Previous Daty
and Asgmtsi

. "N5A, Washington, D. C.

In these previous sssignments, Ginther has been assigned
duties as a Teclmical Search Operator in Research and
Development; as a Widedband HFDF Operator; and a Oeneral
Search Operator; Non-Morse Systems.

When assigned to NSA, Ointher completed the 3A-100
course, This is the basic 10 week course taught by

the Ageney to train Non-Morse Search Operators, as well
as operators in the fields of ELINT, Telemetry, and
other types of nom=literal signals. The courss includes
training in the methods of, and amalytical procedures to
be used, in attacking various forms of signal modulation,
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CTl J:mes Dewar LAYTON, USH, 522 22 39

Present Duty:

Clearances!

Acceass

HAG:

Previous Duty
and Asgmts:

3997438

CT 'R' Branch

Manusl Morse Intercept Operator

IMtrinat.d for Cet III COMINT

Leyton's specific accese to classified information
is not known, Due to his previous assignments, it
is expected that lLayton would be intimately familiar
with DF activities in the NAVSECGHRD,
present duty sud clearance, it is poasible he could
have become knowledgeable of any of the technical
support material aboard the USS Pueblo.

In view of his

A HAG expiration date of December 1968 was established

based on the|

|elearance.

of this date, a HAO of one year from date of last
access will be established.

During his previous assigmsnts, laytom

assigned duties variously as HFDF Operator (AN/GRD
series), HFDF Operator -~ Wideband Systems, DF Net
Control, and DF Contast Screensr.

has been

After expiration
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CTL Donald Richard PEPPARD, UsN, W76 91 85

Present Duty:

Clearance:

Access:

HAG:

Previous Duty
& Asggmts:

CT 'A' Branch '
General Adninistrative/l’ersonml Dities

Indoctrineted for Cat III OOHM

It is possible that Peppard possess an extremely l:uuted
knovledge of |:| due to having processed crypto account-
sbility records for that compartmented operation. ‘

Peppurd's specific access to classified inforsation 1s not
known. Due to the nature of his duty title, it may be
expected to be substantially less than that of the other
crev members. ‘

During a previous tour of duty at NSA, Peppard wes assigned
to S33. His duties involved the receipt, control, storage,
inventory, distribution and destruction of all COMSEC
materials processed by S3. Due to this essigmment, he
became knowledgeabls of 53's distributiom amd accounting
system, and the erypto accounts serviced and maintained
within the centrsl office of record. Peppard was also
directly engaged in programming of an IEM 141 machine
accounting system. The latter is not the system in current
use.

Durinz a subsequent assigmment at

Conn., Peppard probably beceme aware of The| [in
general and some of its specific detachments:

One year from date of last access.

[i Wash 19) ¢ 1Y Do C. - ”'u.,j
....... S (b (1)
’ (b) (3)
(b) (3)

-50 USC 403
-P.L.

86-36
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B e - L) (1)
/(b)) (3)-50 USC 403
;S (b)(3)-P.L. 86-36
CT1. David Les RITTER, USN 10 6
Present Daty: CT 'T' Branch

Clearance:

Access:

HAG:

Previous Duty
and Asgmtasi

Non-Morse Systems Opontor
(Ritter 1s on Temporary Additional Duty ('I‘AD) from

E

&mw‘ror Cat III COMINT

Ritter is aware of the| .

He has been on TAD on | ~ pand

is familiar with the| | Re ha.l also 'beon
m&ﬁd for Although not deployed .~
with a nission, er 18 briefed on the progran ~b

(l:
mdhn'bomupoudtotbldhduhforthoﬁrat s
half of 1968. Ritter is not familiar with widoband (b
operations. In the sensitive mJytical rioldsj”
Ritter is intimately knowledgeable of i
Phase I, having worked in this rooctforaixmontha.

Ho has been indoctrinated in| ' |, and is very
familiar with collection proced » but his knowlsdge

is liwmited in processing. Inthomldornon-aoru
search and development, Ritter has a detailed imowledge
including all Soviet systems and teehnical signals. He
bas & comprehensive and detailed knowledge of radioprinter
operations. Although familiar with Soviet callsign
systems, Ritter does notl have a world.ng knowledge of the

Onoyurrmndateoflmmn

USS Liverty

In his previocus assigments, Ritter was assigned
duty as an ELINT Teclmical Search Operator
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CT1 James Antwyne SHEPARD, USN, 533 21 ﬁ

Present Duty: CT 'T' Branch
ELINT Technical Search Operator

Clearance: Indoctrinated for Cat IIXI COMINF o
SPO WM K, granted at - e {3y 5D Y5 48
(debriefed 19 Feb 1965) - (By(3)-P.L. 86-35
Access: Ghepard's specific access to classified information is not

known. In viev of hia clearance snd duty assigmment, it is
possible Shepard could have become knowledgeable of aeny of
e technical support material abosrd the USS Pueblo.

HAG: One year from date of last acce;ﬁp,.""”

Previous Duty
& Asgmts:

During these previous assigmments, Sheperd wvas assigned
duties as an ELINT Analyst, and ELINT Watch Supervisor.
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CT2 Michael William ALEXANDER, USN, 391 34 83

Present Duty:

Clesarance:

Accesss

HAG:

Previcus Duty
and Asgmts:

CT 'R' Branch
(Alexander's specific duty is not lmown., He is on
Temporary Additional Duty (TAD) from DIRNAVSECGRUPAC)

Indoctrinated for Cat III COMINT
No known cospartmented clearances

Alexander's access to classified information is not
known. In view of his clearsnce, it is possible he
could be knowledgesable of any of the technical support
material aboard the USS Pusblo,

One year from date of last accass

DIRNAVSECGRUPAC

|. B - . : T by (1
(b) (3)-50

During these previous assigmments, Alexander was
zesigned duties as an HFDF Operator (GRD/TRD Series),
and as an Operator, DF Net Oontrol,

JEC 403

. E6-36
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“SOMNHBEN A
CT2 o Drexel ANDERSON, USH 1
Present Duty: CT 'T' Branch
lon-lorse Operator and Signal Analyst
Clearance: Indoctrinated for Cat III COMINT
No known compartmented clearances
Access: Anderson's access to classified information is not
known. Due to his clearance and duty assignment, it is
possible that he could be knowledgeable of any of the
technical support material aboard the USS Pueblo,
HAG: One year from date of last access
Previous Duty .
and Asgmtss | L e T
(b} (3)-P.L. 26-

During this previous asaligmment, Anderson was also
assigned duty as a Non-Morse Operator and Signal
Analyst,
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CT2 Peter Morton LANGENBERG, USN, 777 8L 82

Present Duty:

Clearance:?

Acceasn:

HAG:

Previous Duty
snd Asgmts:

CT 'I' Branch

0 USC 403

8 USC 798
.L. 86-36

o= G

Indoctrinated for Cat III COMINT
No known compartmented clearance

Langenberg's specific access to elassified information
is not known. In view of his duties and clearance, it
is possible he oould have become knowledgeable of any
of the tecimical support material aboard the USS Pusblo.

One year from date of last access P (b) (1)

0 USC 403
8 USC 798
.L. 86-36

o= G

During this previou as also

assigned duty as an Egi
(b} {
(b} (
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CT2 Donald Reymond MC CLARREN, USN, 917 18 66
Present Duty: CT '0! Branch
Teletype and Teletype-sassociated Crypto-
graphic Equipment Operator
Clearances Indoctrinated for Cat III COMINT
No known compartmented clearancea
Access: As a commnicator, McClarren l1ls intimately
familiar with the CHITICOMM gystem, crypto
esquipment nomenclatures, and all other phasen
of NAVSECGH) commmnications. His association
with other sensitive phases of NAVSECGRU
operations is not known; however, it is pos-
sible MoClarrsn could have becoms knowledgeable
of any measage processed during his tour of
auty.
HAG: One year from date of last access
Previous Duty === —/ bt
am ”ma' .................................. \M; idj_
(o) {3) -

Daring this previocus assignment, McClarren
was sssigned duty as a CRITICOMM Technical
Control Operator axi as a General HFDF
Commnications Opexator,

PRSI s

. 90-30
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CT2 Charles Ray STERLING, USN, 319 T9 48

Present Duty:

Clearance:

Access:

HAG:

Previous Duty
& Asgmts:

CT 'T' Branch
Signal Ansalyst, Non-Morse Systems, Non-Morse Operator

I.Immmmrrorc«ztxucoum _

(L
7 (b
Sterlinz can be expected to have gained extensive knowledge
of COMIRT operations due to his ma revious assignments.
Be 15 known to be kncwledgsble of , and can be
espected to have galned extensive knowledge of non-morse
intercept and processing.

) (1)

) (3)-50 USC 403
) (3)-18 U3C 798
) (3)-P.L. 86-36

A HAQ of one year ie being assigned, from dste of last access.

Aby(1)
(b)) (3)-50 USC 403
7 (b)) (3)-P.L. 86-36

“W3A Vashington, D. C.

Sterling's previous duty assignments included duties in Non-
Morse collection, Technical Research Operator in Regearch and
Development, Wide Band HFDF Operutor, and HFDF Operator
(AN/GRD series).

While assigned to the Natiomal Security Agency, Sterling
completed the 3A-198 course., This is the basic 1§ week

course taught by the Agency to traim Non-Morse Search Operators,
as well ag cperators in the fields of ELINT, Telemetry, and
other types of non-literal signals. This course includes
training in the methods of analytical procedures to be used

in attacking various forms of signal modulation.
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CT2 Elton Allen WOOD, USN, 391 34 67

Present Duty: CT 'T' Branch
Operator, Non-Morse Systems
Clearance: Indoctrinated for Cat III COMINT

No known compartmeunted clesrances

Accenst Wood's aggess to classified Information is not known.
Dyé to his clearsmes, it is possible Wood could be

knowledgeable of any of the technieal support material
sboard the USS Pueblo.

HAG: One year from date of last acceas
Previous Duty B SRy (1)
and umll | | o e (b) (3)-50 USC 403
(b) (3)-P.L. B6-36
During his assignment at| ~Wood was

also assigned duty as an Operator, Non-Morse Systems.
His access during this assigment is not imowm.
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CT3 Charles Willism AYLING, USN 772 97 62

Present Duty:

Clearance:

Access:?

HAG

Previous Duty
and Asgnmts:

CT 'M' Branech

Maintenance, General Electroniec Equipment
Maintenance, TSEC/KW-37 Revr, TSEC/KW-T, and
TSEC/KW-1l

Indoctrinated for Cat III COMINT
No known compartmented clearances

Ayling's sccess to claasified information is not
known.

One year from date of last access

During this previous assignment, Ayling was assigned
duty in the maintenance of TSEC/KG-1ll; and TSEC/KW-36
Revr/IMIR.
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CT3 Paul David BRUSNAHAN, USK, 91 00

Present Duty:

Clearance:

Accesst

HAG1

Previous Duty
and Asgmtes

CT 'T' Branch
Non-Morse Operator and Signal Analyst

Indoctrinated for Cat III COMINT
No known compartmented clearances

Brusnahan's specific access to classified information

is not known. It is possible that he could have bescoms

knowledgeable of any of the technical support material
aboard the USS Pueblo

One year from date of last exposure

Brusnahan's previous duty assigmeent was also as a
Non-Morse Operator and Signal Analyst
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CT3_Bradley Reed CROWE, USN, 916 63 37

Present Duty: CT 'R' Brench
Morse Intercept Operator

Clearences: Indoctrinated for Cat III COMINT

Access: Crove's specific access to classgified information is not
known. In view of his clearance and duty assignment, it 1is
possible he could have become knowledgeable of any of the technical
support meterial aboard the USS Pueblo.

HAG: One year from date of last exposure.
Previocus duty
and assign-
(b) (1)
ments: (b) (3)-50
(b) (3)-P

During this previcus assignment, Crowe wag also assigned
duty es a Mors Intercept Operator.
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CT3 Rodney Hartemen DUKE, USN, 918 56 75

Present Duty:

Clearances:

Access:

HAG:

Previocus Duty
and Assign-
ments:

CT 'T' Branch
ELINT Technical Search Operator

Indoetrinated for Cat III COMINT

8PO (W¥K,E) granted at | e ((kg))((é))_
(Debriefed 16 March 196T) (0) (3)-

Duke's specific sccess to classified information is not known,
In viev of his duty assignment and clearance, it is possible
he could have become knoviedgeable of any of the technlcal
support material eboard the USS Pusblo.

Cne year from date of last exposure.

During this previous assigament, Duke was assigned duty as
a Non-Morse Systems Operator and Technical Search Operator.

50 USC 403
P.L. 86-36
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CT3 John White GRANT, USN, ysh 38 99

Present Duty: CT 'I' Branch
| Lo ey

Clearances: Indoctrinated for Cat III COMINT

50 UsSC 408
18 USC 798
F B6-36

wwwr
L |

T ome

Access: Grant's specific access to clasgified information i1s not P
koown. It is possible that he could have become knowledgeable
of any of the technical support mesterisl aboard the USS P\leblo-z\

Grant wes noted to be on temporary duty at the National Security
Agency in March 1967. At this time, Granlt_vu_gm_mug_[
specialized operationsl training, in the

HAG: G year from date of last exposure.
Previous Duty

and Assign-

ments: No previocus SIGINT assignments.
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CT3 Bidney Jer USN 88

Present Duty: CT 'O’ Brench
Teletype end Teletype-associated Cryptograpbic
Equipment Operator

Clearance: Indoctrineted for Cet III COMINT
No known compartmented cleerances

Access: Karmes' specific access to clessified informetion is rot knowm.
As a communicator, 1t is expected that he wopuld be intimately
familisr with the CRITICOMM aystem, crypto equipment nomencletures,
and other phases of NAVSECGRU communications. The opportunity also
exists for a commmnicator to become knowledgeable of virtually
any message trensmitted or received during his tour(s) of duty.

HAG: One year from date of last access.
Previcus Duty

and assign- _ .
mentg : : : . (k) (1)

() [3)-F
During this previous agsignment, Karnes was slso assigned duty
as & Teletype and Teletype-associmted Cryptographic Eguipment
Operator.

(B) (3} -50 USC 403
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CT3 Rarl Murray KISLER, USN, 91k ki 32

Present Duty: CT '0' Branch
Teletype and Teletype-associated Cryptographic
Equipment Operator

Clearance: Indoctrinated for Cat III COMINT
No known compeartmented clearances.

Access: Kisler's specific access to classified information is not
known. As a commmnicator, it is expected that Kisler will
be intimately familiar with the CRITICOMM system, crypto
equipment nomenclatures, and all other phases of NAVSECGRU
commnications. His association with other sensitive phases
of HAVSECGRU operations is not known, however, it is possible
that Kisler could have become knowledgeable of any message
processed during his tour of duty.

HAG: On year from date of last exposure.

Previous Duty

and Assign-

ments: | T e e

During this previous assigmment, Kisler vwas assigned duty
as a Genersl Cammmunications COperator.
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CT3 Anthony Andrew LAMANTIA, USN, 793 L0 66

Present Duty:

Clearances:

Access:

HAG:

Previous Duty
and Asgmts:

CT !'T' Branch
Non-Horse Operator and Signal Analyst

Indoctrinated for Cat III COMINT
No known compartmented clearances

Lamantia's specific access to classified information
is not known. In view of his duty, previous assign-
nents, and clearance, it is possibls he could have
become knowledgeable of sny of the technical support
material aboard the USS Pueblo,

One year from date of last exposure

During this previocus assignment, Lamantis was also
agsigned duty as a lion-Morse Operator and Signal
.Analy‘t-
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CT h (nsm) MC CLINTOCK, USNR, 693 00
Present Duty: CT 'R' Branch
Spoeific duty title unknown (McClintock {
rary sdditionsl duty (TAD) from| B | ~ -
ﬁ Eb) (3)-50 USC 4063
(b) (3)-P.L. 86-36
Clearance: Indoctrinated for Cat III COMINT
No inown compartmented clearances
Accesss MoClintock's kmowledge is —
He has a genersl knowledge of the but D) (3)-50 USC 403
is unfamiliar with mission or location o hmnta, (b) (3)-18 [I3C 70
or the results and areas of interest. He has s S R) (3 =E L 86236
negligible, if my, knowledge of wideband oporationa.
In the sensitive analytical fields, McClintock has a
negligible, if amy, kmowledge of| |
r‘_ﬁ orypto recoveries, or other sensitive
processing and reporting efforts.
. HAG: One year from date of last exposure
Previous Duty e (]
and Asgmts: e (b) (3)-50 USC 403

(b) (3)-P.L. 86-36

McClintock's previocus duty title was Manusl Morse
Operator

N e o
- v eied aa

- M e & we sasms
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CT3 Jobm Allem SHILLING, USH, 776 140 13

Present Duty:

Clearance:

Access:

HAGs

Previous Duty
and Asgmte!

O

CT 'T' Branch
Non-Morse Operator sud Signal inalyst

Indoctrinated for Cat IIT COMINT
No kmown compartmented clsarances

Shilling's specific access to classified information
is not imown. In view of his clearance and duty
assignmant, it 1s possible he could have becoms know-
lodgeable of any of the technieal support material
aboard the USS Pueblo,

One year from date of last sccess

Duringthis previous assignment, Shilling was also
assigned duty as a Non-Morse Operator and Signal

) (L)

(b) (3)-50 USC 403

(b) (3)-P.L.

86-36



DOCID: 3997438

CT3 /ngelo Salvatore STRANO, USH, 915 L1 S8

Present Duty:

Clearance:

Access:
HAG:

Previous Duty
& Asgmta:

T 'M' Branch
Maintensnce Magnetic Tape Records (all types)
Maintenance ELINT Equipment

Indoctrinated £ IIX COMINT
SPO "l.‘; E’ ax o
{Debriefed 13 )

Unknown

One year from date of last access.

During this previous assignment, Strano wes assigned duty
in maintenance of SISS LU equipment.

) (1)

(b) (3)-50 USC 403
(b) (3)-P.L. 86-36

(b) (1)

(b) (3)-50 USC 403
(b) (3)-P.L. 86-36
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CTSN Steven Jay HOBIN, USN 86
Present Duty: CT 'T' Branch

Non-Morse Operator and Signal Analyst
Clesrance: Indootrinated for Cat III COMINT

No knoun gompartmmnted clearances

Accesst Robin's speseific acoess to classified information is
not knowm, In view of his clearance snd duty assign-
ment, it is possible Robin could have become Xnow-
ledgeabls of amy of the techmical support material

a sboard the U3S3 Pueblo.
-w
HAQS One year from dete of last access
Previous Duty e
and Asgatss I (o) (35
(L) (3)-
During this previous assigmment, Robin was also
. assigned duty as a Non-Morse Operstor and Signal
Analyst,

-
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o) (1)
(). (3)-50 USC 403
(k) (8)-P.L. B6-36

- P Lt

Sgt Robert Joseph CHICCA, USMC, 20l 76 22

Preunt Duty:

CIearanco:

Access: -

HAGs

Previous Daty
and Asgwmts:

rary additional duty (TAD from

Indoctrinated for Cat III COMINT

Chicca has a gmnl knwledgo orl |
but is not intimately familiar wi

results of specifioc dcploymts. nthough .

briefed for Chicca is probably unawere of |, §§3§_5O usc 403

the results o ons, His imowledge 1s chamteriud; 330 190 760
=P.5L. 8%

as general in that he knows of patrol areas of interest'”
in the Pacific area mdthopnxpouotthipatroh.
His knowledge o gligible, if any. He

in the| recovery section at
' for approximately two weeks, gaining knowledge
)

of attack on this system, the progress of
recovery and a ml familisrization of other aspects
of Whils Chicca has a general kmowledge of
the ‘he 1s not informed concerning other
senaitive operatioms.

One year {rom date of last exposure

Chicca"s previous duty title was Manual Morse
Intercept Operator
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}“"‘xPruant Dutyl
Clégrances
Acceé‘q:

- HAGs
Previous Duty
and Asgmts

A,

-

Iinguist - Korean

(on 501‘317 Additional Duty (TAD) ml:l

Indoctrinated for Cat III COMINT
No known compartmented clsarances

Sgt Hammond is generally lknowledgeable of the overall

Morse eollection program. His detailed kmowledge of
eas is slight. He is lmowledgeable of the
including missions and some results.
negligible, if any, knowledge of tho

He probably has no information on deteiTs or

resu of wideband operations. In the sensitive
fields, he probably has no knowledge of
operaticns. He is aware that progress is

being made on resovery of the
but has no knowledge of thes progress or « 3 O
recovery of t.lu| | .

One year from date of last exposure

Hammond's previcus duty assignment was as a Manual
Morse Intercept Operator
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LT 3t Robert HARRIS, USNR, 6 16
Present Duty: Offiser-in-Charge, N30 Detaclment, USS Pueblo
Clearance: for Cat III COMINT = —
- e - ':) E3;—50 USC 403
{b) (3)-1 JSC 798
o/ {B)(3)-B.L. 86-36
Access: Prior to reassignment to the USS Pueblo, =
LT Harris was assigned to the Office of the
Asgistent Director, Naval Security Group
(ADNSG), with duty in GF3 st m, Fort
l. Harris
uhantohnv.boenudgmdu an OIC of &
He frequently visited spaces
in A Group in commection with these duties.
He 1s known to be experienced as an inalyst/
Translator - Processing and Reporting.
HAGs A HAG of four yeare from date of last access
haa been esteblished for LT Harris.
Previocus Duty
and Asgmtss LT Harris completed the Russian Language

Course at the Defense Language Institute,
West Coast.
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MENOR/FTIN JOR THR RECOED / 23 January 1968

SUNIECT: CRYPICLOGIC DAIAGE ASSESEMENT - USS PUEBIO CAPINAR ‘
1. Oa the asaumption thet the eatire techntical npportpubp

carried on the UNS Fuadblo for KDRCOM targets mey have been compromised,

the folloving 18 considared a resscnsble dmmege assossment:

a. The materials cerried by the USS Pusblo comsisted of the
following: T

—
\
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1)
3)-50 USC 403
3)-18 USC 798
2 3)-P.L. 86-36
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