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:it, on: June 8. 19611:; the Liberty, a ship of the Navll Security Group, found i~in.~ middle of the 1967
Arab·Israeli S~Day War.~ 2S miles off th~.Gazacaut, it w.asa~ by•.laraeli fighters and
torpedo boats at'2 o'clock On ac~ar and sunny aftemoon.-1'&ere,was ~,o apj)IreDtprovocation, and the
reuon for the attack has neve(b~ fully re8Olvecl, Ilthough'~ de8cn.Ded ii Qin identification error
and sent restitution'for~.~~ and loss of life..The.u.S.~en~~.thc explanation of the
Isrleli governmentco~ -the identification error~' Tho lbe~'oftbirty"'~~ ~lWas the lariest loss of
li!e in a single event inAJrl~ ayptologic bisto!)'. It OCCUlTed..'ir~~. dw;irl, a ....ar in which the
UnitedStateswasnotapllJ1iciP~,. ._.1, '. .••... _..
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pproved for Release by NSA on
2-22-2012 FOIA Case # 58673
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Losses of classified cryptologlc

I)ments wlll"not be known until an Jnventory Is

will dem~strateon the basis of"ev1denc~
, .

sa LI8ERTY was an essential augmentation .
.. : . . :: ..

........,;=~,_,.---INT "()si~~; that SIGINT command, opera~lonal

111iles wer~ fulfUl¢. acc~diilg t,o,'.
e position of the' USS LIBERTY was

" " ,

1~..pI;C~er from a SIGINTstaridpoint except

.',

tl
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SIGlNT POSTURE IN THE MIDDLE EAST

.~ §)G:e~~=trlrt~t!'n~rg
, ,',' LiMffE9 BISfRlfJ!ftCIJDl

fact, cause thl s loss to occur.

had been ant1cl~atad that these
L...- ---'

the event of a~ outbre~k-of hostU1t

," ,.- .

"asslgned,vHF!UHFtaroets

1 • Uneo!'slghtllmJtaUons.

•

however, precluded.'extenai

, ,

relations with certain Arab countries.

outbreak of hostilIties ~n the MIddle East. Signals

ce (SIGINT) c'overage~f ~ a'rea was being acco~p11sbed

....- L-~-----....L,~nd~bci8ed Interc;ep,t'po~~tlonB 8tU.S~ I
facU1tles • These facUlties were taaked

L...-_---......--r-"""""'"-.........

c1f1c em1tteiswh1ch bad the greetest i.nteUi~ence

f·),,
,
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J '/ .' theme! orVHF.(UHF coUecUon effort w~s assigr.ed to airborntt$;''::'':'" ..
~ . . .... .2.~ Yl" ~'i .,'J. .

; . bting ofdaUy C-130 flights out ofAtbans .sup;lle- .

i
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EC-IZl collection. The time 00 staUon l.1.=l1taUons

~m~lge (i.e. ~ 5 hours on exbit) together wltb 1na'eQS~ .

cant contrlbuUon 1n ~ol1ecUno' \1JiF/~
-.. '

.va prop~gaUononalysls~asconiiueled .

Ptl(:;18o~argels.A s~mary of 'the results of

"
sults on a map of too target area .

-70. luO-150and 390-400

MCS frequency ranges. Th8 U

equipment In these ronges and 10

transm.1tter3 as well (tAB B).

2
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fuitargels of the collection reso;,;rcos

3

os ~nUt1es, the USS UBERTY was t.lsxed to search and

f"II~r.'~"n1cat1ons. entitles above 30 MCSemanating from those

,.~vallable a~ the thneof the in

.' i:

...";: '.~.

<;~~~,:
.r-=.::"==::s:::4:==:z:====================.. ====~ :'J~fr

~I
' • ."~.tt: ..
- .;';.":'" .

SC 798
SC 403
86-36

(b)(1)
(b )(3)~1

(b)(3)-5
(b)(3)-P.

(b)(1) .
(b)(3)~50U ',C 403
(b)(3)-P. L. .6~36-

t .)
I .-

(b)(t) ~.
(b)(3)-50USQ4 ...3....
(b)(3)-P.L. 86-3:

I
I



USC 798
USC 403
. 86-36
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e Iron and Steel Works # Portland•

<;8 of the ship ar~ as follows:

..•.....

. .

. PerSonnel .

General s~ee

, ..
....

"I...,

........ -TOP SECRETTRiNE ." . . .,
. . ~Ia -l9tfflert .
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llMRi:fj fjfSJRlB~flel f. ;....
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'(b)( 1) " , '. .",',
(b)(3)-18' ·USC 79(;":,'·

" (bK3)-50UscAo3':/".
('b)(3)~P,L 86c3E;" :~,

- .. .. ".' .....USB LIBLRTYtothe

(,

gh frequency, very high frequency and ultra

w_:yo,roil,pges. 'the normal personnel complement

~~t"Vas dJi'ected primarily against UAR tactical

and division leve~ ground fore

Air Defense system.

.-.~.;..,.... "

V
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i
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I
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USC 798
USC 403
. 86-36
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the technical base

- ,r-j~t:.t=='hNr--.~ -...: .-....-: ':1. ~_~ ~_

t:7;:"~, ~~ r;...-::j
tl [i~:d"~&

7

:---- ..... -.~ ...:~ .. - .'

In the Intercept of night-time VHF co.;nmunlcaUons

e reqWiements cot:id have been fully

ltb a seaborne platform positioned off

~,",,"W!dpreviously~ wave propagation studies

..,.. - ~

. .

-: Tho major r~qulr~mentwa s. for

tar~ets in the VHF/UUr ranqes: thel'cfore,

the following factors: -'

0·( very immediate useiulness

: .'

. ,eontrlbutfld cubstantJally towa

~,

...•~~.:-' --
.-,-".. - -

. ".:
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circuits

. -;: ..- a.--zs -.-..... '!"'":""""- ....

- ~.... ! ,~," :; ...-~.,': "bI-" • 'l
_ . ''d. '~f J t"·.J u.:! ~

....: ...

. . .

~_~e~. and as the mil1larY activity

West,' it·was re~~ended

authorize dlver.slon 'of the----_.--------~:-

-..: .

s1gnllicant m~l~~ary action because

,ep1~lll:g..l1O arrive at this p~lcularoperating.

operate in an areaaffordino the maXimum.. .' .

propagation analysis indIcated that operational

n ..Ior!"':"'....."" for the Collection of the greatest number

ted ,With the other specific, GPProved

. . Communleations known to .

. as follows:.

.'

i,.
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'asbbe proCessed and reported

pablll1y of uslDo'any combinations of.·

-.."....,iI5iRlBUR.~f
e Moon Relay system, one channel capablUty,

words per minute .

secur Igh Frequency clicults plus two spares
of 3 full duplex and 3 half dupleld

forwarded' electrically to N

l~l\1,o1ilCJ' pro.vlde dally electrical technical

. Upon compleUon of the de

to'provide allan board collect!

ta~~~'~".NS' I
....- .

(b)(1 )
(b)(3)-P. L. 86-36°.

. '-'

,,
r
i
t.

....•, ...

t·,
I
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clsed til military command channels. Control

" .....

," ".

'."...

and control of a sea'bome stGINT collection

10

Bes the: final det~r.auonbYm111tan' .

I~~l,!.l'l!l tbe JOS to the Un1f1ed or Specified

-=101;:"'1'-==:Y:@I? 8· 'F I . " _1 'I

Secwit.y Council Inte1l1ge~oD1rcctl~

accordance \Vith the a.uthOrity'and

The Introduction to th

. Operatlon,s(MUSSO), dated

.. J08 and others 1s c

... tummarized as follows; .

j
~ ..
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asslgnlnl1mlss1ons. tasks or functions to .

: . .

(J'GTR-S)~ It outlines the"

ides the specific operating' ...

crlbes operating instructions (OPINS) os "Orders

g DOD Dlreetlv,;s (83115.2 aDd 53115.4). Ibis

"r

A 108 Mcssa;e of 61une.

planning for TRS operations to be used in o;en

platforms•.. (TAB G)

to the speclf1cproc

" ..

,.

.)

[ ..Le
t,
r
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s being deployed

ay and" June. 196.S .NSA ...

AmplWcaUon ofth1~ statement

a result of correspondence relewnt to

upport of conUngency operations. This·

1of SIGUn platforms.· AlthoUgb the

Is..P.M-sDec1f1call~·relatedto procedurea employed

,--' - _.. - --. . _.- -:-- _.:

(TABs J and K )

. '. ~ ,

on board the OXFORD 1S exerc:1ged Hv"~ifD]~·

. -.. ~.'

that such guidance include the

. ·Operational and to(:hnlcal control

.' to Southeast Asian \vaters.

. of TRSoperat!ons since th

r-------.......ol!:;;...;..,.----l~....;....;",~-------,---....,...I.... ' ."

.. :
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·:'r

collection.- . (TAB M)

;'these actlvlties iIlciude

/1fJ,~aJ:d th OXFORD will be as d~eeted by DIRNSA .'
. .

RtffOr.tb~ desl~ed.wo;dln9 In~~eDmNSA .

. •e.\OPetat1~Dal·and tee'hn:ical

... .

rdancewtth the. NSA request of 26 May 1965,

hlefsof St4!f issued 9.U1dance on TRS operatJons

east sla on 7 Juntt (JCS 2085-65 071404Z JUne 1965.)

his menagesubsttwted the statement,.

tlv' es· on' bOard the OXfORD is •

The message outlined the purpose, nat

DIRNSA In commenting on ... .' ~ .... .

issulDg ~ieneridgUidance

~. mform the other unwed ~~a~

Ies issued the guLdari~.:oDTRS op au

'proces91r.g and reJX)

3~5Bll1, .. ' .. ' ~ - -_.~-. -_.~

··;····'···~JP'szeREn·.T~~~\1~
LIMtlEl ElI€i;-J5'd?e!~ .
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l:'commQnders that th~

coitectlon area assignments ~ ••

""'._....,.~.ant unWed 6r specified commander

~;:annDperaUonal~ntro\.of.these: ships

g) on board the ship, by th$ Dtreetor, .

unlC31tlons to ship or .thtou9h~ ..

·e mes.sage further states:-operatlonal

and was made applicable to all TRSs. The·

prov es for e'C~tse of ·operaUonal and ....

, .. the ship ....

.. ,through the n

..:.......

,. ..,..
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\' . '.. The S1tUatl~~ 1ft the Middle East resultedln NSA

artnlJ a SlGUIT Readlness BRAVO. In order to .

nt coveralJe'tn the area, NSA requested JCS!1RC to

~;M,gc;l..2Zediversion of the t1SS LIBERTY' !rom Abidjan.,

to Ro~.Spaln, in preParation for deployment'

25 May
.:..

~ • ..... 0
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~t&e LlBEm'0 dej)lOyedfro~Rota, °SpaL'l. at 12123~Z
~h the Straits of Gibnilter lollow1ng a coastal route

.JIOI"_v1e.,;,.:Wof the outlDak of bost1UtJes ~o representative.

het er« not a cbange 14 the employment of the 0

. .,' ~ ," .'
E1tI~1If!I9contemplated.oR~collect1onof the reposlt1on11l9

gth~Cuban cr1s1.s 1n 19t2pto;npted;t~.e
.....

'. • ",... j

advl*edt.hat no °aCtion was ContEuu~16ted

.......

o·
~d Coinm~dor .-Sixtb Fle~t

m~ olt.ba 0 LIBERTY Inorder, to 0

°ntto1,and pOs~lbi. req~drefD8~t
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Since theUAR taniat enUtles were moving westerly.

NSA requested JCS for ll1uned1a.te ~ct1on to change the .

fatlng ar.us of the LIBERTY from Area 3 to Area 2 1n order

o sa ~fy Ul~ldng requirementS. (TAB V) (DIRNSA KlZ/631.

. .'."

BER'lY'reJ)orted her position. at 010S00Z ~nt1,

-remo'1o stationary within 30'·lHIuUcal m.Ues

", J~ '33-30E) app~o;wna~elY_ 6Snaut1~1m1l~~

"."" .. -..
-rutie,tbeNSA tapresEinlaUV$. , ",

." . -. -. . .

t6Sk1n~ r~pr<!!sentat1ves to· ,

Tha

by a member of JRe ths
.""':' . ~. . .

, an adverse effect on the
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lr part could b8 lnterprettd as a dofense ' '

~__...", out th~t JRe was .

f bl1slneas 7 June, the NSA'reptesenta-
" ,

qI)i~";;,l!essag'9 'originated b}' JCs/.iRc Orderi:lg'

....... .

mmand decision', and they felt that 81\Y sj)eC1l1c

~n1,llg of tbe LIBERTY 31nce c~ngea In the CPA

~J,.otUll «safety reasons we~e con~1der~d'a ,.

ned to make any statement regard1ng any sj)ecUlc

;>utaUon which cowd be readUy cier1'Ved: however, they

, Later In'tbe evenhig t~_'T.""...

bange in the Ua.e ot sight ca~b1l1tywas a cathemaueai

I'~celved a call from JRe ra

, '

overtaken by events in
..... -•.

~~?£J~©:P~Y--1f~UQ~~>22: '
1:!i'1~ITE3 &lS'iit3I:HIOl~ ,',
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100 nautic!!l roUes from Israel. Syria. Egypt and 25 

mUes to Cyprus.· -trAB Z) nes 1347 OaOllOZ). -

. ~

essaga (TAB X) and deflr,ing thenaw CPA liS -no c]c>ser

~_~t,he attack on the LIBERTY occurred at 08120~Z. it.

y unlikely t1uIt troe UBERTY could have receIved
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TAB A

Analysis of PmDagat10n Studies Related to
UAR Communications' Networks

:.

Due to the complexity of the intercept problem (VHF/UHF

systems and low-HF networks) it was detennlned that the

best overall coverage would be possible by a sh1pposlt1oned

In proximity to the general area of the target activity. This.

detenn1natlon was based on the computed values of VHF

path loss which serve as good Indtcators of what signals -

could be intercepted successfully and continuously. Because

loss Increases with the log of distance, more 'felLable

intercept would be expected close in to the emitters. The

computed values of path loss alono the 13 mUe track indicate

v!!.Ues that Me completely reasonable for the NSA Intercept

equipment and that which was Installed aboard USS LIBER1Y.

The values at the 100 mile track are beyond tbe scope of

intercept equipment employed for general field use. tIn

addition. the low HF frequenctesemployed by the military

networks would be expected to be successfully intercepted

via 9found wave modes only. Analysis of far field sky

wave modes for the low HF area indicate little, if any.
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probability of successful intercept at any distance, while

the close in points along the recommended track indicates

a high probab1l1ty of support. This technical theory is

best illustrated on a chart of the approved operating

area which depicts the signal path and DB loss along

tracks of 12.5, 100 and 200 nautical miles from the target

activity.

)
(b)(3)-50 usc 403
(b)(3)-P.L. 86-36
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tAB B

Since 1960, the UAR has relied primarUy on Soviet mUltary

radio equipment and continues to negotiate for it. Most of these

equJ.pments ara in the a-series and are delivered with aJrcraft,

tanks and radars, or separately as tactical equipments. The infantry

and artilleryWle AM and FM radios operated on frequencies train 1

to 4,2 to S ~nd 20 to 50 mc; ,armored personnel, carriers and tanks,

equipped with AM/FM radios, use frequencies from 1 through 4 me;:;

aircraft ground-to-air service 1s on frequencies from 100 through 150

mc. (For military air communications. it hes been proposed to

gradually phase out use of t."le 100- to ISO-me band and to use the

225- to 39g.g~mc band.11 I

_ _(b)(!) _
(b)(3)-18 usc 798
(b)(3)-50 usc 403
(b)(3)-P.L. 86-36

."
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c. Praaulgate 'policy and doctrine governing SIGm operations
within the NSE. '

-~T

.... ~ ... '. _u£l'-..A.I.~
1" •
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_ 4. Provide into1"lll8tion to SIGmT activities not under the con- ,
trol ot the Director, National SecUl'1ty Agency, with a ,view to taclli"tating'
.tanclardUatiOD 'and the exchange of ,tecbD.ical support': '

" ~ 2. ,'1h1sIN'lRO~ONto the Manual', prescribes procedures for t1Ie
preparation, reView, Publication, dissemination and controlot WSSO'
documents vithin the NSE. ' . , "

SECTION II - DEFINITIONS
.;- .... . ~.

". . .
Fo~ purposes ot this document, the tollClli1ne; definitions apply:,

., '

a. COMllfl' ~'Caamunications Iiltelligence. ,Technical andintell1- ~
genee information den,ved from toreign cODIII1UDicationa by other than the
intended recipients. COMINT activities .hall be construed ,to mean those
activities which produce COMmT by the interceptionBnd processing of
foreign communications passed by radio, wire or"other ,electromagnetic
means, with specific exceptions stated belovj and the processing of toreign
encrypted cODlllUllicationa, however transmitted. InterCeption ccmprises
search, intercept, and direction finding. ,Processing cc:mprises range',

-..-.,eltimation, transmitter/C?perator i~eritif1catian, sisn~ analysis, 'traffic
",-'analysis; cryptanalysis, decryption, ,tudy of pla1P text,the fusion o~

these processes, aDd the reporting ot, resw:ts.' , ' "" ' '

JICl'rB: COMlItT and COMlNT activities asdet1ned herein shall
DOt include (a) any intercept and processing ot unencr.iPted '
vrit-ten communications, press and propaganda, or (b) censor- -
ship. ' ,

b. ELm - Electron1c:8 Intelligence. Technical and intell1e;ence
mformation product ot ELINT activities. ELINT activities are defined as
the collection (observation and recording), and the technical processing
tor subsequent '1ntellie;ence purposes J ,of 1n1'ormat1on,de:J;:tved tram foreign,'
nClll-communications J electromagnetic radiations emanating trCll1, other than
nuclear detonation or radioactive soUrces. ". ' ,,'

c. BIG1m' - 'Signals InteU1e;ence. The generic term iiSed to
apply to bo'th' COMmT and !LIM as those terrDs are defined above, includ-'
1D& the specified l1m1tatioDl ot those definitions. ',. '.

,-.
d. IIS!., National SIam Etfort. The SIGmr intercept and,

processing actiVities of the U.S. A:mr¥ Security, Agency, the Naval Security
Group, the U.S. Air Force Security service, end the National Security Agency.

'.

,

'·1

". :--.. ()
',~

~.
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1. IIJSSO comprises certain unnumbered publications,. and tour
IlUlllhered series.' !rhe unnumbered series includes this Im'R>OO'CTION, a
Letter ot Promulgation, a basic Statement pt General Operating Policy ,
'(SGOP), en Index ot MUSSO Publications (:BOXSCORE), and .such other'doeu- ,
ments as JlIIl)" be deemed appropriate ln the future. 'l'be .' tour numbered series
end their 4et1nitiona are: ' ,. ' -

a. -oPOOC • Operating Doctrine. EI11.1Xlc1at1on ot the principles
cove:m1ng the .ssignment ot,missions and t~ks and the utilization ot
SIGDIT resources., .':"..

,b. OPINS -Operating Instructions. Orders or direct1ves &sa1gn-
ins masions, t.asks or functions to SIGm Organizations. . .

. . . .

c. TmHlXlC - Tecbnical Doctrine. .1D,mc1ation 01' the. principles "
coverning the dete~tion ot -techniques, methods, and procedures for
tul:t':Ul1ng assigned tasks.' -.-

, d. TEClIIN5 - Tecbn1cal InstNctioDS. orders or directives
presCribing teclmiques, methods. orproceduree to be used 'in the t'Ul!11lJ11ent '
01' uslsned tasks. , .." " . -

2.' '!'he num'bered series are thus differentiated according to their
concern rith operat:1Dg (OP,.,) or technical (T!X:B, .',) matters and :f'urther
dltferentiated according to' whether they are instructional (., •• INS ) or
4oetr1nal ( ••••IX>C). A good index ot'the difference between operating
doctr:1De Or instructions andtechn1cal doctr1ne or instructions is that
the t01'lller category is. concerned with the question, "Who does vhaU", the
latter With the question, "Row'is it properly donet".-,

- . . '-. - . ~

3. Inat1'\lct10DS ( •••IIS) are tantamount· 'to orders of a detallednature
lIbieh JllUSt be carried out to the fullest possible eXtent to satisfy the "
par:tic:ular requirements on vbich they a..-ebased, .Doctrine(, ••me) serves
as CU1dence, embo<ly1ng the consensua 01' the .best Judgment' as to the vay in
lIbich operations should be conducted,' It is eXpected that all SIGmr
activities V1ll be governed by such doctrine 4IDd,in this res~ct,doc-
trine is umtamount to orders of ~eneral'scope. .. " . . .

Ji.. The lISA C1:reular 1s used 'to promulgate philosophy, POlicY, obJec-'
ttves, program end technical guidance, and other matters in the fields of '
relSearch~ development, test and evaluation (BDl'&E) and of scientific" '.
tecbnical, production engineering and logistics ·~format1on management.
The HlISSO, theretore, rill not be used for theae ·purposes.MUSSO will be
used, however, :for issuing research and developuent operational and tech
ll1~al 1nstruct1ons to cryptologic tield e.ctivit1es' in those areas of NSA
reSllODaibUit.y vbieh are' d1rect.l,. rele;ted to COMINT end EI.IN'J: 1ntercep~ ,';.

\

\ ,,

~---~

.SFmION III - lfA'l'UBE OF 00CUMEN'l'S

3
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and processing activities which are under the operational and technical
control ot the Director, NSA. ' '

"SECTION rv - PREPARATION. REVIEW' AND PUBLICATION

1. !!he preparation, review and publication,ot'-aU. MUSSO documents
mall reflect the policy and spirit of the Letter of ~omulgation and the
general principles of the Statement of Oeneral Operating Pol1c;y (SOOP). '
The following MUSS) p:-eparation and publication responsibilities erid proce- "
dUNS »rovide eu!dance end information for all elements of the USE: '

e. i'he unnumbered publications reterredto in Section nI,
paragraph 1., will be prepared and, published b;y the National Security' ...
Asency-. These documents (exceptir.g tl'ie'BJXSCORE) ~ll be coord1n8.ted '
With the Service Cryptologic Asene;y Beadquarters'forappropriate addi-
tions, corrections ana/or comments., ,': .•' -'," ,

'b. Operating and' ~echn1cal Doctrine nOrmllY-vi1i be prepared
and published by the i~ational seeurityAgenc;y; however, SCA-Headquarters
11I87 initiate operating doctrine by forwarding drafts of proposed OPIlOCs ,
to RSA for publication. HSA vUlundert8ke all necessary pre-publication
coordination with the other SCAs tor comments and/or concurrence. '

c. Operating Instructions and Production Plans for the Service
Cry-tologic Agencies and the National Secur1t;y Agency'Production Organi
zation vUl be prepared end issued b;y the National security Agenc;y With
active participation ot the organizations 'concerned. These Operating
Instructions include: ' , ' .. ' ,

(1) OPINS No.1, 2 and 3. i'ask Chief's ot the Service
Cryptologic Agencies of the Arary, Navy 'and Air Force, vith 'their respeetive
SIGItll missions. OPINS No.1, 2 and 3 ,are used also to delegate opera
tional control of specified COMDlT andELINT facUities and resources for
such periods and such tasks as are .determined by the Director, HSA.

(2) OPINS No. IJ.. Tasks the National Secur~ty,Agency Pr0
duction Organization with specific SIGINT responsibilities,' ane.ly't1c,
rePorting and support functions, eZJiJ./or other matters as appropriate. '

, (3) OPINS No. 1_, 2_, 3_ and 4¢.r.ev1 SIGINT collection,
processing, production and machine processing requirements upon the Army,'
RaV)" &I1d Air Fprce SCAs and the NSA Production Organization, respectively.

d.' The Service Cryptolog1c Agency Headquerters, or Iri.termediate '
SCA Headquarters a,s de8i~ated by their ,P81'ent service, will prepare and "
publish OPmS in the l¢¢fJ, 2¢¢¢ end 3¢¢VJ series, tasking individual SCA ,
units vith specific SIGDIT collection, processing and productiOn f\mctions
end llhateve:: additionaJ.. 1n8truct1ons as are necessary or desirable to the
auceess:f'ul. ac:complisbJDent of ass1gl1l!:d'missions. In certa1D situations,
where Joint activities are to be coilducted under provisions' of OPDOC
18 or by other special arrangements, and where NSA resources, per Ie,

,'.~ v:I.A "OJm1l~~ QPlH 'z. ,-':. '" ,.,.. I)
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are not involved, an OPmB will be prepared 30intly b1 the SCAs involved
and lIublished. under a doubleOPINS numbet: (e.g., OPDlS 1799/3199). These
docWllents normaJ.ly will be subject to pre-publlcatlon review and aPProval

. by the Rational Securlty Agency. '." .. .

. e. OPINS in the 4t/IHJ aDd 5¢'H' series v1ll be prepared end. issued
bT lISA, as reqyred. to task liSA ProductiOn Or anizationelements NSA

..-Appropriate SCA cOordina- , .
"=r-:ClD~:':I"I~~-:a:-:c~c=::'I"'7~s~r-::~=:-::er'::""'1!11l111"lr-=re:::-s=-=our==-=c~es or major divisions of .' .
respcmsibUity. within the liSE are :1n~lVe~~ ..•.. .," ..

f. Technical InstruetiCX1s (TECBIl'fS). 'lo :lnsurenecessary uni
fol'lll1ty within the lfSE, ~S n01'lll8111 wUi be prepared'and pUblished by ..
the NatiOtl$l Security Agency with the' act1ve~particlpationof the' SCAs•..
SCA Headquarters (and SCA Field Headquarters or held 'Units when authorized"
by parent SCA HqiS) and Joint Processing' Centers may prepare basic 'lECHINS
and supplements or Intra-Service variations·to NSA TFX:HINS, ac:cording to
t.he. following procedures:· .

(1) In normal (non-emergency) situations, when necessary
. lDatruetions are non-existent., or when preViously publfshed instructions .

are inadequate, drafts of proposed TECHINS wUl be submitted through normal
cbennels to the National Security Agency for'review and, 'it appropriate,
publication. . .

(2) In emergency situations, TECHDfS. IIIa7 be prepared and
published Without prior coordination viththe National Security Agency.
Such instructions will be l1m1ted to unique situations wherein appropriate
1nstruetions from lfSA end/or SCA Headquarters are lacking, and the time '.
t'actor i8 such that normal pre-publication' coordination wouJ.d seriously.
hamper or delay fuJ.:1'lllment of a leeai operating requirement. ". Implemen- '.
tation .of such instructions will be on a provisional; bssisand TECHINS
thus published will be given post-publication rev1ev by NSA, in conJunc- .
tion with the SCAs as in normal situations.. 'l'be originator villbe noti
:1'it!d ot the results ot the review and reeomiDendecl disposition (e.~., COD
Tersion to NSA TEX:HINS with \i1.der appl1cabUity; distribution as a .Servlce
.DX:HINS subject to any necessary' amendment.s; :reseias10D",; etc'.). . . ;.

(3) Supplements or IIitr.a-Sernce variations may be required
to amplify' inStruCtiODs contained in a' basic TECHINS' in oI-der to meet some
specific Service pUrpose, area need, or local field requ:1i'ements, Over
end above what is required bY the bai~c ~S. .' .

(a) SCA Headquarter~ and Joint Processing Centers may
llrep&re end publish supplements or Intra-Service variations to NSA TECHINS,
as required, Without lire-publication coordination with the National .
Security Agency.

(b)(1 )
(b)(3)-P.L. 86-36

....

". ".
.~ .

....•..~.
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(b) SCA Field' Headquarters or field units, 'When authorized.

'b)' SCA Headquarters, 'may prepare and publish suppJ.ements to RSA and SCA
Headquarters TECHINS. At a m1n~, pre-publ1cation coordination should. .
be conducted, if time permits, With .the lfSA Field Activity or. su~ofi'1ce·.
(Field unit pre-publicaUon coordinatlonwith intermediate Field' Headquarters
v1l1. be as directed by the SCA Headquarters'.) SUpplements thus publiShed····
vlll 'be given post-publication reViews by NSA 8nd SCA Headquarters. .

(c) SUpplements w11l not reiterate or duplicate, alter
or cbansethe.basic text ot the publication they. ausment '" .

, (d) .- S~lements or variations are b1ndinSOn subordinate
units of the !ssuins organization but in no way obviate the reqUirements'
expressed in a higher authority supplement and/or ~s1c MHJlfS. ' '. . .

'(e) When a basicTECHllfS is revised, suppl~e~ts'to the
previous version will be reviewed bY' the issuing organization. for eon';'
fol'lll1ty and appl1cabiUty to the n~ version. SUCh supplementswUl be
up-dated and reissued or cancelled.'.·

2. To achieve uniformity in the system, pre-publication coordination
of HUSSO documents, whenever required or appropriate, will be accompliShed
between and 8IIlO11S elements of the lfSE as follow:s:, , . , , , .,

a. All RSA draftect MUSSO dOC1Jllle!1ts and :.chanse;8 thereto:.normall.3': .
vUl be referred formally to the Service Cryptologic Agencies· tor CODllllet1ts·
prior to publication. Formal referral noiiiJally W1ll be' accomplished by':
providing copies (in the number desired) of dratt MUSSO documents to'SCA
Bepresentatives at Fort Meadef'or tlieir . respective Headquarters and/or SCA'
headquarters. Deadline dates for the receipt of ce:iaments {normally 39-45 .,
calendar days trom date of receipt.by the SCA} W1ll~eestabl1shed, 'WbeD .
appropr1e.te. Non-receipt ot comments,by de.tes ltldicated will be construed

.as "no ccmments" and publication. will normally .foUow. . I!;1 emergency situ
ations, NSA dra:f't TEX:HINS'may be issued directly to SCA field. units. as
interim. instructions pending completion of. formal coordination~'" SUch .

. issuance v1ll be effected in coord1iult10n.'with SCA Representatlves··a.t ·/(b)(3)_P.L. 86-36
Ft'. Meade.' .',. . .

Iatm.':l:'~~i::':';~:;~i!
.. ate, for review BIldcOlllllletl.t. Deadlines.for receipt of· comments W1lJ. be/ '

O t()'those for internal RSA eoDiDent.. HSA Field Activities r1:
omments maT be forwarded electrically, if' practicable I in o~

o e received for consideration. durins intern&:!- BSA coordination, or &'t

,-.
:)

....
~. " __ ... :'." ••. _0. I ~." ..... _ ~ .. ~ • ..

: .....,6

-s .r.';.•..- ,1·:· .. ···,':.;r·.. '.........:..t:::. ' .. ' 'Ii - .
'.' ·~U(i~..... . -" ,' .
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least prior to :romal presentation ot the draft MUSSO dOC'WlleJ1-t to the SCAs.
SCA Representatives at Fort !I'.eade may be prOvided copies ot :lIi1tial drafts

. tor1nt'ormal review, as appropriate•.

.c. Bequests tor ext.meio:\s ot deedl1!1ea established by NSA tor
receipt ot SCA Headquarters cOIlIIIentsvUl be ho:\oredj where possible; hov- .
fier, requests for extensions to permit receipt of comments trOmsubordlnate
field UD1ts v1ll not nomally' be apprOved.Camnent8 tr<im sU,qh' organ1zaUons

· .can be c0U8;tdered tor 8JIleDd.ment8 orch8nges. . . .

4. !ro pemit prompt review 'ot all serv1ce-or1g1na~dMDSSOdocu- •. '
III!nts, • 1Idn1JmJm ot 316 copies ot draft OPINS' end 2/J copies ot draft TECHINS •

· are required' by NSA for pre-publication review. ;Korma! deacUiJies of' not ....
less tll8n 3fJ days f'rom date of receipt by ISAmay be 'established by the SCA

· Representatives tor rece1pt ot BSA c~ts~' ..

3. Message changes or other operatlonel or technical instruct10ns
promulgated by electrical or mail messase will be coordinated with SeA Repre
.sentaUTes at Fort Meade and will be cont1:med .1n hard-copy MUSSO tor.nat
within 3¢ days of transmittal, excoept wt:.ere the changes are, periodically'
(quarterly or more of-tan) recapitulated. ChAnges or 1nstructions not con':' .
t1rmed 1D hard COP)" form, except u':above; 'ld.th1n 91> days will be conSidered
DO longer valld. . . .

"-. Pre-publication coordination and post-Publ1eation reView of all
IlDSSO doCllmeOts at all levels ~hould havetbe following objectives:' .

":'"•••

a. To insure applicabUity or adoptability, as app~ate, -to
the world-vide National SICmT Ef'tort. .

b. '1'oel1m1nate dUpl1.:atio.l e::J.d/or tn~O"'lB1s1;ency vith other
MUSSO publications.

c. '1'0 insure cCllllp1e-teness, accuraq, v8l1d1ty and BPPropriate-
ness of 1natrue"tlona. . .

5. CCIIIIIellta or suggestions regarding draft~ publications or
regard1l.lg sugested amendments to exist1ns ML'"3S0 documents will include a'
ra-t1onale:

a. TO insure that facts relative to t!le c:omnent or suggestion.
ue readily apparent.

RATIOHALE: Facts coneerninS a SUggestion' tha-t are easily

.... :.,

.1
' .

'.

.';"
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understood can be collated rapidly to other tactors (sometimes unknown

. or not conSidered by the suggestor) which mayor may Dot support its' adop- .
. t10D or partiel adoption. " .. '

b. !o insure that the purpose or obJective intended by the
COIIIIDellt or s\I6Sest1on 1snot m1s1mderstood.· . . -

RATIONALE: The precise po1nt(s}thatlllOtivateda COJIIIIIeDt
Or suggestion should be made so 8S not to ~ overlooked dur:1.D8 the .
decbion.. to acC~1: or :reJecit a susse.tion·.· . '. . ..- ..' .: .- ..-

6. Comment. ot en editorial nature or coDments 1Ih1chere selt";
explanatory n~ed- not include a rationale. _.

(b )(3)-P. L. 86-36

-e ... " . t.. • . • '"_.. ,. 8
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1. l~l"IU1.l7 en OPOOC or 'l!ECBDOC v11l apply to only one sUbJect. A
aeparate T!CBINS will be prepared tor each incUViduel subject. Each OPDOC"
fECHDOC, or 'l'ECHINS w1ll have as 1uDT' sections as necessary, and each
.ection v:l.llbe g1ven a briet descriptive t1tle.A PUBPOSB section' should
alvays be included. .

.e, ~~.ee~_~ ~!,.'
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2. OPDfS also w1ll have as many sections as necesaar)" and appropriate

to the dcx:umentexcept that OPINS HO. lrj, 2g, .3P and 4p vUl adhere to the
format prescribed separately in 'l'ECHINS NO. 9¢It2. . '..

, ...'.
. 3. An OPINS in the lHfJ, 2HJ~, or 3/Jf;f; series vill.beprepared tor.

each individual SIGINT :unit having a: SIGINT .unit designator (TECHIHS NO. '
1'55 refers) end listed in OPINS NO .• If;/2P/3f;; !!Ddnumbered accord1,ns to
the procedures outlined in ~oreeP1ng sect1ons:\AD OPnlS ,tn. the 4/JIJ/J or.:.
5'/IHJ aeries may be prepared for HSA Pr~ct1on elements aDd for'Jointor
Special units, respectively, aa appropriate or desired.OPINS are not'"
required for'sub-elements or detac1mients ot 'major' Wllta providing the'
SIGIlfl' activities 00£ such eleme:lts' or detachmentS are adequately. covered·
by the OPIHS ot the parent unit.'.In .addition, OPIRS ter' SICmr units .

. (e.g., ERU's, STRAC SUpport, etc~) not \Ilid~r the operational control of
DIRNSA fhould beprep8red only at the discretion .of the parent SCA. .

If.. Implementat.1on ot an OPl!fS at .action units (the 'tasked element
as stated1n the OPINS) w1l1 be effective.upon ·receipt. opms will be
implemented separately only when ·1t·1s spee1f1cel11' stated in the opms ..
that implementation will be effe.cted at a lliter da1:e. . . ,

. ..

. . . . ."

5. under no cicumstances rill a TECBIN5 contain an "implementation"
statement. A TECHmS is "effective" upoD lssue, butimplementatlon ot a'
TECHINS at action units is acccmpl1:shed .separatel;Y 'as deemed appropdate.
bJ' NSA at the time of issuance in conaulat1or. with the SCA Representatives
at Fort Meade. Under normal procedures: .' '. . .

••

a. ABA and BSG field units v1ll automatically '1mplement a.
TECHIHS upon receipt, as applicable to t.'1~ir msdon, unless othenl1se.
notified by h1.gber headquarters •. Normally, applicable ~ms are renec- .

ted in the unit OPINS. . - '. .•

b. AFSS implements TECHnfS by mesaage to1D~1ate' field'
headquarters, information to DIBliS.A. Interm..Ocl1ata field'headquarters
viu. implement. TECHIlVS by message ~... subordi."\e.te 'units and refiect such
1IIlplemeutat10n 10 its quarte:!'ly TECHI:fSIMP"'~-ATl:OKBECORD (Ul.54
Report) or Annex A to the unit opms. '. . -

6~ On occasion, to assure s~taneoua implementation of aTlrmrS
at all artected stations, a specific 1mpl~n~tion date will be desired.
In such cases, appropriate correSponde:lce'to the.SCA Headquarters, infor
mation to the affected stations,' as approprlatt!, will request 1mplemen- .
tationon the desired date. This correspondence vUl be released prior
1:0 d1tJtribution ot the document end/o": receipt ot the doCument in the
1'1eld to penn1:t the normal. impl...-mentation procedures above ~

. .
II:RMJJZ Tm COMflt'! 6H11tftfBD6 ete.!, .
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e· 7. ~tion ot MlJSOO documents vUl be 1n accordanc~:.with~x. o'

It. end, Y1thin BSA, the MUS&) Typing Instructions-. A suggested Unit OPmS .
to:rmat and 1nstl"llctions for completing it are· attache4 as appendix to
.Annex A. Because ot fundamental differences 1n service organ1zation strue-·

-ture, service operational traditions, ana.·generel modus openiJidi, f'leX1- ..
bUtty has been provided tor bj-'lII8king lII8IlYelements of the format opUonal.
WhUe its use ;s not mandatory, t.h8foxmat Ulustrates tbe preferred order .
of sections and paragraphs.' .

I
SECTION VII • MANUALS . ;.:.

l.SIGDIT material cODsidered tor Jll8Dual-tupe presentation must
quality as teebIiical support material under the provision of' TECHINS .
50. 79'11, or be .selected as ilUita~ e for Combined instructions tor uS.·
vithin the Hationsl SIGTh'T Effort L

1.....- 1:,·- - -.---'-,,'_ --0_---__-----,0

2. Mater1al lrillcl1 is considerea. suitablefor,is$\1ance 8scanb1D.ed
1nstructions ms::F, a1'ter 8.})p1'opriatecoord1nation, be oproducedua~ual,
enel promulgated by all agencies concerned in' the publication series used.
by each aei':IC;Y. For U. S. units; manuals so produced rill.be prClllU1gated
as a MlJSSOdoeument. (e.g., the'l'EXTA Manual, .'1'~S NO. 2¢2~). Ad-.
4itionall;y, IIIS.terial, which vouJ.d normally be iltsued as combined instruc-
tions but is precluded trom S'.lchtreatment

.. ". ;
cr

-
3. For convenience of reference, associated OPDlS, OPOOCSj'l'!X:HINS

mmoocs, end teclm1cal support IIIS.terial may be compiled by recipients
thereot into a single b:lnderto torm a comprehensive "Manual" on a given
IUbJect. Cross r-..terenctng.:!'rom '<me MUSSO publi:cation to another in
assoCiated subject areas 'Will tacUitate such compilation.· '.

SECTION VIII - DISTRIBUTION .

1. Distribution of MmSO docUlll8nts, or portions thereot or chenges
thareto, Y1ll be made directly to elements of the SIGIHT producing com.,'
l1UDity end v1ll be as broad as is consistent ~th need-to-know, sec\ir1ty,
and usef'Ul11es8 of the document to. the recipient~ .

2. A mmiber ot MIEOO documents h8ve been 'edited or sanitized to
perm1t less restrictive handJ.1ng ot the document than 'reCluired by the con-
tents of' the basic doc:ument. . .

a. It. sanitized vo..rsion parallel.s a basic Musso doCument on tbe

'.

••\ .'.:' .~ ,.... '.

\ -.
".-.
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same subjeet, normally carries the same number and publication date 8S the
bastc document but 1s ·identified by a letter Suffix 1ri parentheses •. The ..
following letter suffixes will be used to identify sanitized MUSSO documents:

;:--. IHTOODUCTION 1 March 1966

(b)(1)
(b)(3)-P.L. 86-36

3. Non-SIG1m' producing organizations will.not routinely receive .
MUSSO documents or portions· thereof· or chanees thereto. To :permit distribu
tion outside the cryptologic community in those circumstances.where it is
necessary to provide pertinent "need-to-know" in1'ormaticnto consumers and
certain non-cryptologic activities aild organizationsj the follOwing excep-
tions to this Agency policy apply: .... . .. ',.. .

a. Technical information may be prOVided to nor.-c~tolog1c

organizations, where a valid need-tOO-mow isestabl1shed and Justitied;in
the fom of an nmlCON (Information for Consurr.ers)~· An mt>CON. 1s the ap
proved vehicle to provide the information contained in a KJSSO' document
required: by a consumer in order to understand the· SIGINT product he receives
by virtue of the basic HJSSO document. ..

(1) INR>CONs must be prepared in a manner .which will avoid:. .
(a) being instructional in nature; and (0) ·ani reference ·to SIGIN'l' techniques
or_"1n-house" analytic procedures.· .' o· •

. (2) Number1ns of INFOCONs will confOrm insofar aa possible·
to the ntllllbering .of' the relatad MUSSO document (e.g~", :I:N1oCON NO. 4p¢ and
1lm)CON NO. 43¢1 equate to TEClIlX>C NO. 4rfIJ and TECHINS NO.43~1, relSpec
tively). Titles or INFOCONs may be revised Where necessary to exclude
non-essent1als relating to techn1cal.prepa:ations and therefore may not
always equate to the title of theHUSSO document. "

(3) Jl'm)C01fs will be prepared" in the same format prescribed

.,.
13
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tor NilBSO dOCU:lleDts except that mFOCONs will not be issued under a MtSSO
coversheet (see A.mex A) •
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.' .'

, " (4)' AU INroOONs wUl ,be prepared and published at !fSA for'
, release by the Dtrector': National Security Agency, in order'to l118intain
centrelized' accauntabUlty. ' "

b • .A coW or :oeproductloD of a ~S, per se, may, be provided .
to non-cr;yptolog1c or non-SIGINT producing organizations .where such instruc
tions are en integral part of' en Operations Order; en Operati0n8 Plan, or
• SIam SUppol'lt Plan, which is accordedsecUrltyprotection at)east COIIl-'

IleDBUrate nth :the c1assif1eatioD at the TECHllfS.' - . -

4. .All :requests received !rom non-crypt01osic or Don-SIGIN.T producing
organizations. tor HJSSO doc~nts,' other than those quali:t;y1ng 'tiJ]der pro
Visions of paragraph3.b. above, and those covered'by existing Ilm)OONs '
appropriate to the intended purpose, must be submitted 'to the Director",
Rational. Security Agency, for decision on en indiv:1-~u8l: basis. 'All avall-'
able lntOl'lll&tion and appropriate comments' attendant to such requests
ahould be prortded t.o DIRtfSA. ' '

5- . standard distribution ofNSA originated. MUSSO documents, sanitized
,)l(SSO doC:ume.lts, and IKroCOUs, wUl be as'indicated in Annex B and Appendices
thereto. ' " ,

__ " 6. Reproduction ot USA originated MUSSO documents b)" NSA Field .
, .. J.cti:Yities, SCA Field Headquarters or subordinate units is authorized to

,:meet local requirements, except where specifically prohibited ~ the docu
'ment. This' aUtho:.-izatioc does not extend to reproduction ot documents ,"

tor issue to non-cr,yp1;olosic organizations' except as provided in para-
graph 3.b.~ above.. '" ,

'T. SupplelDl"..nts, Intra-Servicevuiat1ons, 0:r origiilai. OmS or ,
!m:BD'S issued by SCA Headqua.'"ters or field el~tll will be distr1,!?uted ,
10 accordance with the p8re:lt SCAHeadqU8rtersdirectives., Distribution,
Y1ll al~ include: one (1) 'copy each for area NSA Field ACtivities ,end
8U~omces and forty-five (45) copies for l'ISA. ' ' , ' " ,

8•. Bequests tor additional or reple:cement copies of MDSSO documentIi
or requests tor chariges to standard' cHatribution Yill be ~dressed to the"
or1.s1nator ot the doc'UIllel1t( lI) • Requests frclDl SCA units v1ll be forwarded
through their appropriate SCA Headquarters.

9. Ch8Dge~ or amendments or rescission notices to ali MUSS:> docu
IleDts V1i.l receive t!1e same distribution Via the same channels as the
basic dOCUIllent. '

'.
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.SECTION IX - OTHER REMARKS

SUggestions for additions end amendments to the Manual or·u.s~
SIQIBT Operations will be welcome :tr0lll. any m~ber o.f· the SIGINT community.
Field elements of the Service .Crypto1ogic Agencies originating such sug- .
aestions will forward them through prescribed charinela via SCA. Headquarters .
tp the Director" National Security Agency" .ATl'Ii: }I()!I.. ..' ;.. '. .

\ ..

DOCID: 3958111:

INTR)DUCTION .

~i:-"" ....

~T·
..."u~'-.A.l\.~ .
~.,.' . . ;

1 March 1966

HARS1JALI, S. CARI.'ER
Lieutenant General" U. S. Arusy

. Director

10000IAL: I.
Cdlef or Adliiirilstrative services

. ....,.
(b )(3)~P. L: 8.6-36. ~ .. ,". '. . .
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2 IDola:
. 1. ANN!;X A - PREPARATION AND MAmrENANCE OF MUSSO IDCUMEN'rS
2. ANNEX:B· NSA DISTRI:BUTION OF KISSO IOCtlMEN'l'S

(5)(1)
(b)(3)-18 USC 798
(b)(3)-50 USC 403
(b)(3)-P:L.86-36
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.AmmX A

, PREPARATION AND MAIN1'ENANCE OF MUSSO OOCUMENTS

1. General Instruetions

a. MUSSO documents will be typed on letter sl~e paper (8"'x 10;"),
prepunched to permit insertion in standard three-riDS, loose-leaf binders., '
!;yping within paragraphs will be aingle sp8.ced..(Draft versions 'should be
4auble-spaced to facilitate reviewS.) Both sides of' the, paper will be used
in head-to-head pt1nting, unless operational reasons justify single-side
printing onl;y. Other single:'sldeprlntingexceptioriswiilbe po1rited up,,'
in applicable peragraphs to follOW;' (The term "MUSSO docUJllents" as used'
hereinref'ers to all documents except OPINS NO.'l¢, 2¢, 3¢ end 4¢). '.:

, b. Cover Sheets. Front and baCk cover' sheets ,on MUSSO documents
Dot ODly serve to identify the MUSSO series 'publications but help to pre-

,serve and protect them. Numbered NSA';;0r1s1liatedMllSSO documents wUl be ,
issued under two-color (blue and bl.ack On white) covers.'" !rhey'w111 be used
only on a bas:!.c numbered document.: They ,will not be used on the 'unnumbered
MUSSO docUll1""-Dts, chanses to documents, Memorandum to Bolders, or' oversize
(8" x 13") attachments, nor will"they be used onIN!OCONs:~ Changes to
basic documents, oversIze attachments, end Memorandum to Holders will be
issued with a special. MUSSO first Page format similar tc)that used on this
INTRODUCTION. Other issuing authorities may use caver sheets Ifprac
tlcable and desired. If not used, ,however, continued use of the special
MUSSO first page format isencouraseii. ',', ','

2. Arrangement

a. MUSSO documents will be prepared in a standard format for the
sake ~ uniformity. The Issuing headquarters, effective period" the short
title (I.e., OPlXlC, OPINS, TECBIX)C ,or TEClIINS as applicable) ,end number,
p~us the date, 'tull title and 'table of contsts by section will be indi-
cated on thef'1rat page of' the document. ':, "

(1) The clas8if1c~t1on of the title, as determined by the
originator Is entered one space after the last Word of the title in brief
form, in parentheses, as follows: ,(U) - Unclasl!!if'ied; (C) - Confidential;

Ic-ceo) - c.ontiden.tial, Handle Via CoiII1nt C.hann~l.s Orily,.. ,(S) - Secret;
S-~o) - Secret, HandJ.e Via Com1nt Channels Only; (SC) - Secret, Codeword;
TS) - 'l'op Secret; (TS-Ceo) - Top' Secret, Handle Via COU!1nt Channels Only;
TOO) - Top Secret, Codeword. , ~", ',' ' ',,',

(2) RCa number, where appl1-:able', is' entered inclosed in '
parentheses 1mmediately under the t1t1e~

'ANNEX A 'ro
INTB:lDtiOCTION
Dtd 1 Mar 66 '

.' '.sE€RET- '
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, (3) A supersession statement, it appl1cable, will be entered
e1mal9diatelY tollowing the table ~~: ccintents. ,,', . • ... " 'J

. b. Pases :tollowing the title page will carry the short title
and date as -the first line of printing below the top margili., Two spaces
rill separate the various elements of each C1ocument. (1.e., be:ween the .
title and the Table of Contents, between the Table ot Co~tent8 and the '
supersession statement (if,applicable) or Section I, between each Section
title and -the first paragraph of the section, and between paragraphs.) ,

c. Sections. Sections will be numberec{ consecutively With
capi~ ROMAN numerals throughout the publication. section titles will "
be 1n capital letters, centered an~ 'widerluied.' - ',...-,

follows:

..
d. Paragraphing. Paragrapha,' when more thaD Oilei will,be . '

n\Jlllbered consecutively within eachsect10n ,with Arabic nUDlbers. Parasraphs
vUl be indented five spaces and sUbparaSraphs Will be further1ndented totu.:'
.paces. Single paragraphs Will not' be,m.unbered.'Paragraphs and' 'Subpara
graphs throughout all MUSOO documen.ts and a~tacbments, Will appear as in .

. W. Annex and Appendices. .,. .. .. .. , ,

. e. - PYinat1on. All pages within each'MUSSO document will be
numbered at the bottom center of the page,,1n Arabic numerals, beginning
with pase tlo-o. The tirst page Will not be numbered.' Each'page of an
attachment v1ll be numbered independentlY;· also s-tarting withpage tva.

__ . , r. Authentication. MUSOO docuDients Will' be authenticated in
"ccordance with the procedures of ~e 1ssuingorganizat1on. '-

S. Inclosure Notations •. The inclosure notation .(if applicable)
rill appear on the signatu~ page of~ basic dOCWDel1t" 'twt! spaces tol;';'.
low1ng the last line ot the authentication .block. . ..

(~) When there 18 only one inclosure" tne -the notation as "

"mel:
. .AmlEX. mST.ALIMION PLANS"

.~ • I ,

"'"

(2) lihen there 1s more thaD one inclOSUre, _er each and
type the notation as tollovs: ..

1t3 !nels:
1. ANNEX A.· l'R)CEDUR&'3
2. AHliEX B • REPORTmG
3. .AlOIEX C - FOaMS" .•..

.ANNEX A TO
IJITKIDt:CTION
Dtd 1 Mar 66

". fIB eeHef!~'~~ 2
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h. Attachments. Attachments to MUSSO documents will be annexes,
lettered consecutively if there are more than one. A single annex nOl'l:l8.11y
vlll not be lettered. Each annex will be identit1edas ANNEX at the top
of the first page, with a letter, if appropriate, and Vill bear a title.
It will also be identified as an annex to the basic'document at the lower
lett corner of even-nUlllbered pages and lower· right corner of odd-nUmbered
pages except where a 'roP SECRET control block is entered. In; the lat~r .
case, the annex identification w1ll be,plsced iIi the opposite corners. Ap
pendices will be used for attachments to Annexes, TBbs as attachments to .'.
Appendices, Inclosures as attacllments to Tabs.

DOCID: 39-58111
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(1) Format for an Attacmn~t.,The attachment letter, or
nUlDber, as appropriate, should appear, at the top, center of' ,the' first 'p~.
The title of the attachment, und'!!rl1neid, shOuld be centered'on the page
below the attachment letter or number,: with a '!'able of Contents, if,used,
centered below the t1tle line. .Instructions for. the· remainder of the
first page, second end succeeding page~ oren attachment are ,the same as
for a basic MUSSO document. ' '.

(2) Attachment Notation~ Identify each attacmnent With the
proper notat1onin the lower right corner of odd-numbered, pages and lover,
left comer of even numbered pages. ,Exemples: . .

,.

A5NElC A ro
TEeHINS 4rJr/J.
D'1'D 1 JAN 68

.ANNEX A ro '
TECHms 1455
I7rD 1 J lIN 68
(Cl-JllN 71)

TAB A ro
APPENDIX 1 TO
ANNEX B '1'0'
TECHINS 2rJ99
Dl'D 16 APR ,7~

1. Distribution. Each KlSSO document vill show a distribution
notation. '!'he vord "DISTRIBUI'ION" will follO"", two spaces below the last
attachment listed, at the left margin, followed. bya distribution,list or
QUlbol indented two spaces. If no attachments are listed, ,the distr1but1on~

11111 :follow the authentication block•.' It space 1,s limited, the list may .
be included as the next page of the docUIlIent, inwich case the weirds, ,
"List Attached," will be included in the available space•.·If the ,docu-
JaeJlt carries a special d1stribution and i8 attached to thedoc\lDlent, type
the words, "Special-Attached." If the'document carries a special distri
bution but is not attached to the dOC\lIllent, ~e only th.e word "Special."

.The distribution r~presentad by ll)'lllbols appearing OD NSA-issued MUSSO
documents 1s listed in Annex B'- ..., . ,

ANNEX A ro
IN'l'ROWCTION
Dtd 1 Mar 66

!ANDLE vn CUMltf! CJbWf!l'f;S etfg
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.1. Exceptions. Exceptions to the foregoins procedures, spe- .
cifically wUh respect to control and pagination of Annexes, may be made
when spUt routing is required or where the Annexes .are distributed at
variance flooin the basic document.~·In' such cases, affected portions w;lll
bear unique control numbers and pagination'-' .' .

DOCID: ·3958111
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3. Classification and Control.

iI~ IIESJ documents vU1 be classified accordins to content.

(1) For purposes of classification marking, all MUSSO docu
IIIl!Dts, except.Manuals, Yill be coos1dered unbound documents. ", For TOP .'
~RE Control- purposes a document that 18 bound by staples or fasteners
1s considered an- unbound publication. The appropriate elass1f1cationvill ../,

.be plainly and consp1cuoiJ.sI.y marked or printed 111 the top and bottom '._ .. _.
margins on all pages. Front and back caver pages,; title, pages (when used)
and the first page wUJ. bear the over-all class1ficat10n of the document.,
Other pages l118y be marked according to' the classification ofthelr own
content. A ec...-er vill be marked on its outer surface.' " When both sides'
of apage are used, ~oth sid.!s v1l1 bear the apprOpriate classification:

(2) 'When a :hulc ,document contains no codeword material .
but one or more ,of the annexes conta:.lncodeword, the basic will bear the
classification of the highest classified intonnation 'contained in the
attachments thereto.' 'rhe attacbments vill be classified according to .
content. The basic V1ll be marked "APPENDED DOCUMENT(S) CONTAnl(S}
CODEWORD MATERIAL/' on the first, pege only.

(3). A' ~odevord is not a 'classification, but signifies a
category and requires specieJ. handliDS.Documents that bear a codeword
are autanatically placed in Ca.mlT channels. .Documents containing in:f'o~

mation related to OOMINT or COlml'l' activ1ties,although notcodevord: intor..
mation, will be marked with the caveat "HANDLE VIA COMINT cHAmmLs ONLY."
'l'h1s caveat vlll be plaeed coospicuously on the cover (if used) and at the
bOttom of each page, normally at the left I118rgin •. , Placement of this.'
notation on the page is not criticaL, If ,necessary, it'may::-be ;stamped or
typed at d1fferent places at the bottOm of the page to allC!V roan for no-
tatiOns that take precedence. . .

(4) When a basic dOCllDlel1t containing SEC!lET Codeword infor
mation is classified TOP SECRET because it or attachments to it' contain'
roE' SECRET inforrliation, it vU1 be classified TOP SECRm CODEWORD.

, '

(5) Classified MUSSO docwrients which do not carry a code
word, codeword warning, downsradins statement,' or the BVCCO caveat, must
carry an appropriate ."Autaaatic Downgradins or Declassificat10n" statement

. .' .

-,

.ARrmx A TO
DlTRODlJ::TION
Dtd 1 Mar 66
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as prescribed 1n OOD Directive 52~.lrJ. This statement need only appear on
the cover.
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(6) Classification and categorizatiOn ot HJSSO documents will
be in accordance with appropriate ~ms. .

b. Few MUSSO document. will be '1'O:p SECBm ·Controlled. Top. ~cret
docUments be8r1ng a codeliOrd or the BVCCO notatiOn' are exempt·floc. '1'S Can-.
trol. Documents tbat are class1t1ecl' TOP SECREII! 'V1tb no COJmf.l! indicator
are cClltrolled. llhenrequlred, theTS Control blocks will appear at the
lower right corner of the MUSSO Cover and each odd-numbered page (face' .
pese) • Each sheet of an unbound Top Secret. document is .controlled and
DOt necesaarny each page. Annexes v11l hear the 68J1le' control number
as the basic document and. be· considered.:a p8.rt of 'the dO<:UlDeu;t ~ 'l'1M!'
page· DWIlbe~ in the TOP S!X:RET controi bJ,OekV1ll be consecutive tram
.cOver to cover, disregarding any 1ntern~page numbering.

(1) Bon-Reproduction' Statelllent. ~1s statezaent is required.
on the cover ot all TOP SECRET documents. It is not required on the .
cover ot doeuments Which cOntain' codeword material or are marked with.
the BVCCO notatlon or contain adowngrad1ng· or regrading notation except .
where sens!t1vi ty warrants; This statement;·' as appropriate I is placed at
the left margin as show belOw:. . .

-aeproduct1on·of this.document
in whole or in part is pro
hibited except with the per
mission of the issuing office

. or higher authority. H

:.,;"

.:.. ,; .

.. "Reproduction ot paragraph(s) _
. of this doeument .1s prohibited

except with the permission ot the
1ssu1nS office or h1sber au
thority." ..'

c. Reports Control. MUSSO docUJllents requiring submission. of
reports w1ll normally bear a Reports. Control Symbol (BCS).·. The ReS

, llUIIIber should appear under the title of the document on the first UX:", .
tural page. It' 11; 1s dete~ed that a' Reports Con1;rol Symbol 1s no-t'
required, an exemption clause will be .1nc:luded stating that the report
in queatl,.on 18 exempt :t'rom aas1gnrDent ot.Report'-' Cor.trol Symbol.

, '.

.. '~\,..
~ ..(£~ ::r.~.:~~.:~ I.:: :(". :
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It.. Prepar!ltion~~i' :OOOCONs •. 'As' P~inted ~t. in SectiOn VIII, para-
. graph 3, of this INTRODUOrION, MUSSO dOcuments will not. be released, .per . .-"'""\
..8e,· to non-cryptologic organizations. Therepiacemen1>·;·.documents, contain-...;)
..ins only that information lIhlch has 'baen detem1ned 1;0 be required by. non-

cryptologic organizationS, titled "llaOCONs,1t are IDIltUally exclusive' of
the MUSSO system. Ilm)CONs W1ll be prepared in exactly' the same manner
as prescribed tor MUSSO documents but will not be issued under· a MUSOO
coversheet. .. ' -:.

,. Ma1Dtenazice of Documents •
. ... '~l'. .

.e. There are two methods U8ed to, chanse MllSSO publications:.

(lr J!e.rd Copy Cbanges. A~tecl. page or page~ 'conta~1ng
aendments to. a. baslc ptiOl1cat1on, published in the s_ size and format· .as the publication. . '. ... .

. .... :. (2) Messasf: Changes. Used·~ .inextreme ~ltuations ~ere ..
priority reproduction and distribution of a printecl c:hangeY1l1 n~ insure
receipt a: the 1nfomation by actiVit.ies 'concerned insufficient t1ine to
meet mimdatory :Implementation" dStes. Messases should inclUde' a 'statement
that the instructions will be confirmed by a hard copy. change to: ·follow.
The hard copy ch911ge should be subm1ttecl for"publlcation arid distribution
within 30 days of the date .of the .messase and should contain .a. statement
listing the messase chenge or changes it confirms or supersede·s. (e.g.,
"This hard copy change ccnfi.rms electric.al. change 1, MG "; ."This' .
hard .cow change supersedes eJ.ectric:8l chal'lges 1, 2, and 3, I1l'G_").

e'Bxceptions are pe11D1tted only When the document is under constant cherige
. 'aDd 18 periodically revised (e.s., ~HINS ~43 - Forwarding Directlve).

. .
b. liard cow changes vUl be' nUmbered ccm.seeutivelybeginnii1g

vith No.1. Message chanses may be riumbered toraccowitin~fmid reterence
purposes but v1ll not be :1nterminSled' and numbered consecutively with hard '
copy changes due to' their temporary nature. The. number 01' changes to any
cme pUblication should be kept to a minimUm. Upon revision of a MUSOO
document, chanse' numbers will revert to "la. Changes to MUSSO documents
v11l be· of the tollowing types; ... .

(1) Pen-and-Ink Changes. Used to make m1nor changes of .DOt
more than a tev.words, phrases, sentences, or short paragraphs-llhich' can
be easUy inserted by hsnc1. Lengt~ paragraph chanses should take ad
ventase of the "scissoJ;'1ns:" technique mentioned in p8.resraph 5.c.,· foll~
iDg. ., .

(2)Pege changes. ,Used to replace ex1stiDe; pages with new
ones. N01'll181ly", a page change is used in lieu 01' pen-~d-1nlt changes when

."

...
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Ule ot the latter would involve extensive write-1.'1.. Pases which repla,ce
CClIIIplete pages in a document will carry the s8lI1er;late and page number as ' "
the I5Upersededpage and are fUrther identified by'the CblU16e notation typed
at tbe bottcm ot each reVised page. . "

(3 ) Additional Paragraphs. Chqes and additions may require,
the Insertion ot new paragraphs in the text. Insertion of a new para- .
graph(s), it not at the end ot a section, can be accomplished 'in two ways.,
In sections ~lllpOsed ot oDl.y a few paragnphs, 8Uparagraphs. follow1nS
the inserted new paragraph can berenumberedaccord1ngl.y. Or~'1n the,., ..
Meond method, by using the decimal system t" number the inserted pare
srapb(s). (Examples: "Insert tollowing new llsrasraph 2 and renumber ex
isting parigrephs 2, 3, end 4, .s paragraphs 3, 4, and 5, respectively,.'"
-Insert Dew Paragraph 2.1, between n\llllbe7:ed paragraphs 2 .8nd 3."). " ,

. (4) Additional Pages. Wh~n changed material requires ad
ditional pages, use the number of. the or1Sina! page. plus alpha,betical'
wtf1.Jces, such as page 28, 2b, 2e,' etcetere. . ... '

(5) . Removal of Paragraphs end PWs. When necessary, para- :--
sraphs JDaT be deleted on a changed page Y1~ho~ lo~~ the numerical ." .
sequence .ot the paragraph numbers by plecing Ii parenthetical atatement
noting the removal of these· p8rqr8phs~For eX8!llPlei it a.~se contains·
paragraphs 6 through 12, and paragraphs 9, l~ and 11 are to be deleted,
tne the statement, "(PARAGRAPHS 9,lJS end 11 NOT USED)" in the space be
tween paragraph 8 and paragraph 12. , fa6es· inay. be· removed by using the same
me1:£&OO.' For example, it l'ages 6~ T,:8:nd'8 of 8 doc:ument are 1:0 be removed,
a single blank page would be inserted betveen peges 5 and 9, with the'
statement "(PAGES 6, 7 h"ID a Not USED)It,' t~ in the center' of the page.

c. Printing ot Changes •. Ch£8es which involve1I\sertion "f re
Tlsed'sentences, paragr8.1lhs or pqrtioas of pages Y1ll be pririted s1ngle-.
side to allow addressees to scIsso:' such changes .for insertion .into the

.original document. Chanses whIch ~·replace complete pages of a docu
ment will be printed head-to-head ,or s1ngle~s1de'depend1:18on the foi'mat
ot the or1g1nal pub11caticm. . " . ,.' . ' '. .

4. Changes to TOP SECRET Do:::uments.· When revised' pages are
to be inserted. into '!'OP SECRET Controlled MIl5SO documents, the ,change
sheet aDd the revised pages which 1t is tranattting wUl contain the
8ame new mp SECRET Control number. ~ theccntrol block on each face
page and number the pages Y1th the control bl~1l1 sequence. The pase
number on the revised pages shoul.d agree with the paies they replace in
the orig1.nal document. . ' .

.ANNEX A TO
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, ' , e. Distribution of Changes. Instruct1on~ which change MUSSO '

•
ocuments will be published as numbered changes to the pertinent ,publi~
atian and will receive the same distribution'as'the original document.'

This does not include distribution of changes to MUSSO docwnents which 'are
lP~routed or where attachments are distributed at variance tram the basic

'document, (see paragraph 6.b). ' '

6. In no case vUl a "MDlJBANDUM TO B>LDERS" be used to promul
pte 0 cha."18es ot any k1.nd except a8' indicated below. A MEMJRANDUM 'l'O
]l)LtlERS of a M!JSSO document may be used for the following pUrposes:

a. To rescind, cancel or revoke ,a publication; i.~., a com
plete document. llecission or cancellatioDo:f' an attacblllent is considered '

, 'to be a chall6e to the document. ' " ,-." , , "': '

. b. To tranSlll1t certain attacbmeiits ot B MUSSO publication or "
chmges thereto to specific W1its when there 1. B splitd1strlbution of the
document.-

" ,:
~~ ", .

7. TO insure uniformity in the ma~tenance ot the Manual, use ot the
tollOlo"ing prescribed correction procedures is encouraged:, ' ,

, ,e. General Rules for Postin~. , .

(1) Exercise care to insure accuracy and legibility.e- '(2) In pen and ink. changes"draw a ~ingleline'thr0\!.8h
c:haqed material, rather than obliterating or blanking 1t out. . '

(3) Line out old material consisting of three or more
lines ot text by drawing single, straight lines throu8h the first, and iast'
lilies and connecting these lines trom top right to bottom left, JD.Bking' a·Z· shaped figure.' '

. (4.) Indicate the authority tor changmga basicpubl1cation
in the outside marg1D of' the a:f'tec~d portion (awaytrom,the binl1ing).

. .' I .

(5) Place a check mark (J) by each 1~em or a change 8s,1t,
18 posted, to insure posting o-r all portions of'the chan,je;" . ;'.

b. Procedures for Making Minor Additions and Corrections~

(1) Line ou~ the deleted portion and it space on the basic
publication plrmits, enter the added portion into the proper place on ,the
te~ and ada the authority "(Cl)" (1.e.,Clwl8e 1) in the outSide margin.

AlmEl;C A oro
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. - '(2) -It the space on the basic publication does- not permit,
enter "(WORDS AIJDED/Cl)" or II (SmTENCE AIJDED/cl)II , as the case may be .
1I1to the .proper place on tlie text orin the adJacent margin. _Enter the
added material at the bottom or the page, apPl"01Jriately identified by the
chanse authOrity "(C1)". Arrovs shov1ng the exact location ot an added -
portion may be used 11' necessary tor clarity;-' -

- (3) WIlen numerous additions and deletions occur within a
11m1ted space in the basic publication, or when added material._ cannot be
either inserted in its proper place or entered at the bottom,of thepage,"_
~t may be more practical to "Z" out the, congestt!d portion (provided the
pt'inted change restates that portion in -Its entirety), and the reader. --_,
reterred to the hard copy change itself, -by noting in the outside margin
" (SEE/Cl)" • 'This action will often prevent IlpatcliWOrk"entrieswh1ch
confuse the reader• __.';:-

i (4) It a paragraph or subparagraph 18 to be added, and
space does not allow entry in its proPer place or elsevhere'on the page
in the basic document, enter the newpa,ragraphor subparagraph number_in
1ts proper nl.Dller1cal sequence 'in the, basic texttollowed. by the words
"(.ADDED1SEE Cl)." " --: -',;''', ..• ". .

•
~-

c.Procedures tor Rescission and SUSpension Changes.

. (1) Rescission. Line or "Z" out the rescinded part and
enter the notation "(RESC/Cl)", in t~e outside margin. _ .

(2) Suspension~ Place brackets ar~d- the affected por-
tion and enter the notation "~st1SP/Cl)" in the outside margin. -

8. Upon completion of the posting reqUired by a change I .enter
":roSTED", the date, end poster's initials· in a conspicuous position on
the first page o~ change. Copies of hard copy changes should be re-

_"tained with the original publication. ,- -" ,
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e, APPENDIX 1

, SooGEsTED UNIT OPINS FORMAT

QPINS (Number)

QPERA'l'ING INSTRUCTIONS FOR (Station Designator) (Class1f'ication Symbol)

sEcTION

. ',"

TASK EI.DIENT. ••• • ,!:", • • •• I
HI:SSI01'I' • • • • • .' .' • .' .' • ',. • II

- CCJ4MA!ID RELATIONSHIPS. • • • -... .--..:,~, m
SIGIM COItTROL. • • • • ',~' • :.:.~:~-. ,.... " IV,
ASSIGNED EM'ITIF.'3. '• • • • ,. .. _-.•, .". -,V .
siGIBT PRODUCTION FUNC'l'IOIm •••• ;~ :-'·VI . '
LIAISON '. • • • .'. - • ,. • -., .:. ,'. VII'
C<JOomNICATIONS. -. • • -. '~ .'. ". -. • • VIII

*(&1persess1on statement, as applicable)

SECTION I - TASK ELDtENT .....

e'
(station designator 8Z1d/or short-title adD11n1strative'designa~~r,

administrative designator, location,classification,,1f':,~"ot locatiOn.)

SECTION II - masIoN

. 1. Prcw1deand operate intercept facUities a1J.ocated for the '
collee1:ion at designated fore1Sn coc:mun1cations and non-communications .
emissions" and conduct such processing -as ~ .be re~1red and' au.thorized
herein, or o-therwise directed by the D1r"ector" NSA {DnmsA), ,in general.
support ot the Na;tlonal SlGINT' Effort. ' , '.

2. Provide lliect SIGnlT service to theater t1~S~' military cOllllll8Dds" '
within capab1l1ty, in response to the S~GIN1' requ1reme'~s otthose ca:zmands.. . . ' '-... . . .

*3. When authorized, provide direct SIG:nfr support to, (spec1:!ic
cOlllllllUld or commands) in accordance wUh }ISA.SIann! Support P1az:ls or other
instructions or d1rect~ves trClll DIBl'mA.' , .-" .' ..: ' '

*4. Provide tor operation of (name at operation, e'.g... JDA" JNA.CC,
SBIP.mECK(C), etc.) in accordance nth pertineDtdL"'ectives. , ..

.-

*Items so ma,rked may be an1tted 1f' not applicable.

..•.• i

APPDPIX 1 TO
.AlOO:lC A '1'0
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e.. OPINS (Number)

. ~.
~joao". ' ....

: . ):

';

:-.

~l.•

SECl'IOIf III' ..; CCtt!MAlID RElATIONSHIPS

Subo1'd1nate SIGJJIlr units o~ (stat1on designator) are: .

. (to be listed b)" appropriate SCA Hqs)·

2. (Add1tiO~pa.-asrapba to be ~erted bySCA Hqs, it de~tred,'
relative '00 ach:I1r'..1stratlon" logistlclI,,'III1l1ta1T ;1ustice,. cODllll8l1d"
subord1n&t1on" etc.) '. .•... , ".: ' .

. .

SBC'l'ION IV' - SIGIN': OOIlTROL

1. Operational ~ont::ol of ass1gnea SIGIft collec1.1on' and. proc3uct10t\ .
. resources and te.c1l1t1es v1ll be exe.."'Cised by Director,' JSA" ':in aCcordance

With MUSSO p:rocedures and other &PIlmea. Operations orden or plans.' .. '
(See Appendix 3, Para.graph 3) ...."...

2. TechnicaLCOl:trolot ass1grled SIGDlT collection and production.
resources end fac1l1t1es v1ll be exercised by the I>1rector" RSA, in
accordance with MUSSO procedures. . . .

. 3." Management ot designated colleCtlo~ pOB1tl,ozui will' be exercised

e''. b;r~ appropriate CoUect1o:J. Ma!:i8.gement·'Azrtborlty (OoIA)'in accordanee
with TECHDlS 1¢56 L"l.d/or special ~se pla.'1S or direetivestrom. the"-
I>1recto:" NSA (e.g., NSA SIGINT fk1pport Plans, etc.)· . .

SECTION V ... ASSIGNED ENTITIES

(Lilt entitles tram OPINS l¢!2IJ/J/Jassif!1J.edtorcolleetion and/or.'
processing b"J' the unit and its subordinates, were applicable, or list :'•.
separatel¥ in an Annex, thereby m1n1m1z1ng the need for 'frequent changes
to the basic OPIRS.) ..' ': ". .'. . .

8EcrION VI - SIGIm! PRODUOUOlf FUNC'rtOBS

1. Collection. .

.~ Interc9t, l'eCQrd, aDd forward em1s810na from assigned

*Iteaia may be am1t-ted it not appl1ca1:l1e.·

APPENDIX 1 TO
mEx: A To
D'l'RODUCT!ON .
Dtd 1 Mar 66
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,·i·e eE»IBS (~er)

target entities in accordance Yith pertinent MtJ3SO directives •.
Collection vUl be accClll;Plished -in' accol'd8nce w1th :CO~. GlW l1stings
reflected in 'the current NSA. .CollecUoD Group re~emen't .. publ1Ca'tion~

....:..-.

~.Appq spec1al iden~1tica'ticin"teehnIqt1es,as ava1lable, to·
u~1ped tarset. en'ti'ties in aceor~e w1th· prtinetlt' MUSSo' dfrecUves •.

*c. Develop and lasue TEm in accOrdance v1th 'i'ECirms.~. :
'·4•• J;f&1nta1n ~and 1asue '1EXIJ{, 'JD{PO,and ''lUSIG,&S

required by 1!ECHIDS 'eIJ2/J and in support o~ intercept effort. .

*e. "Ma1nta1n EIJrEX and other records, as appropriate, in
aupport o~ assIgned ELDfr ettorti. .' ..

2. Processing.

a. ~ic Analysis. ?ert011ll traffic, an8J.ysis; including data
re4acUOD, v1th1n capabilities, on ~s1cne4 entItI.ea in SUIlPort" o~ '.
collection, ~ic, and report1:ng efforts in 8.ccoraance'vi'th ....
pertinent 'l!:CHIlI3 ~or J.rmexes 'to 'th1s~INS. : . '. .'~: ,,-~..

".

*:t'tems -7 be ald:tted 11' DO't applicable•. '

3.

APPENDIX 1 TO
.AlIREX A TO
IB'.L'RODtJC'.rON .
Dtd 1 Mar 66

,.-, "~'



_PIllS (Cumber) ,,_

*O.Sieal. AnalySis. PertOl'll 81811&1.8 analy818of intercepted
BLl1I'l aigntl18, WithlDcapabUity, to,the extent nece8aaryto determine
ldentificatlcm, s1gJlal characteristics,: 1ID4,8I811If1cenc,e of eiD1l1.IC11l~

-tid. L1ngu1l1tIcs. _Pertora .Cazinins,transcriptlaD, tnnslatioD,
as _appropriate, of plain lengusge and decJn)ted texts QD' a..iIDed'
entities 1D ISUpport of collection, linalyt1c,- andrePo~1lig taus."

*e. Macbina Processing. UtUlze authorized 1IIaCb1ne personnel-,
a equipment resources to pert'orm data procesaing'ODusigned entities
in support' of locai collectlon,- .n&1ytIC~ 8ndi'eportlJig tasks and in '_
wpport of related SIGIlfl' activities at h1v)1er/laweror lateral' ecbeloos ,•
111 accordance Vitb .pertinent cU.rectives and .Armexeli 1;0' this OPINS. '

, ! '*(1) Pre~ end forward maCh1n~ perBccnel and ~lPnent -
utilization report 1n accordance with pertInent d1rect1~s.. " "

DOClO: 3958111
- ..:~

........ ~. : ." ...; '. "~ ~
--" .. , I

: D I... J
- : .',

.( ...

(1) lleue ~cbn1c~ reports required by paragraphli 1 and

.' . '.

*(2) Onit. requ1rins data proce••ing aupport'Y1llll0 advise
higher headquarters. ',:'

_3. Reportie§

a. --fecbn1cal•2 abOve.

- - (2) I.sue technical report.in41cate4 aD a..Isned entlt1e.
111 Almex (or Annexl:8) to this OPIBS., . .', . _ ,- ,: ' - ,

'(3) r.sue tecbD1celsupplement. to SIGIHT pro4uct, as'
,required, aDC1 1n accordmce With' pertinent~.

..

(J,.) Iswe otJ:Ier teCbnical reporbl, required or 4eemed
e;ppropria1:e, Vith1D capability, in accordance Vith pertinent cU.rectlves.

- - '(5) - (For On!ts &lIStsned 8D EtD1T m1.s~OD..)" I.we SERF
a sEAR report. 111 accord8Dce Vith m7:HIBS 13/;2. _ ", "',' , .,' -' -

b. SIam Product. In accord8Dce nth apPrOprlate nx:Bms,
prepare and lssue the follov:l.ng report.. - - ,- .'

.. ",.. .".. ..' .~

(1) C1tI!rIC Reports

*Items ma;r 'be Cd.tted it not ap1)llcab+~

APPmmIX 1 -TO '
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OPINS (Number)

(2) smm Readiness RePorts. . "

. *(3) '.Spot Reports ana EJ:.ml'RIGRAMS

*(4) TransiatioDS, Sat.:, or extracts. rrCm plain text and'
.4ec1')'pte4 .sssses. ., . .

*(5) SuaIIIa17 reports required =entIties as 1I141cated in
bezes toth1. OPIRS. .

*(6) Other product report. required in ADDexes' "1;0 thi. OPINS.
. .

. . ., .*<1> '(J'o~ t1n1t. assigned an m;m 1I1••1on.) Issue ELT
D4/.ar EUl reports in accordance v:1th':m:BINS 43_1.'.·."'.

11:. ~a1n1Jlg

a; Conduct, on a cODtiuu1Dg basi., 'a pJenne4 and supervised a~ u,' , >:
'prenticeship tra1n1ng program'aesigned to' qualify enlisted persozmet to .
~ level otproficienc7 reqUIred to pedon.. operational duties. . ....'

.. . .' ,

b.:Det1De end ,state requirements' ~or .Specialized OperatiOnal: ".
1'l'aiIW18 (m) tor pel'8amel enrouteto-.s1gmDent .tot.he UDit 1n accordance
11'1tb !l'BCBINS 9uS/.. " '. '.' ':'. ,'. .' . . . . . ,. . .

5. Enluation. Conduct ~GIRT colleCt1on ena:'report!uS, eTelua't1cni .
progr8III8 in accordaDce vith pertinent '41rect1Tes.' ."

," .' ..

6. Forwarding ~d DistributiOn. ~

a. Forward raY traftic and. :technical'materiel 1D' accordance
'1I'1tb m:ms l~ and 1~3 end other }lertU1eDt m:H!NS.

; b. D1atr1bute SIGIlfl!~t in ac~ev:1~TlX:JmiS ~3
CJ4 other pertinent~. .'. .

'.

T.· Teclm1cel Support. '.

a. Prov1c!e techn1c81 support to and ezc"ange of 1Df01'lll8tlOn
;With nbord1Da+..e unUs aIld ot.her units·engaged in sD:1lar'or related
SIGI!T taak. in accordance v:1th ]lert1nent41rectlve. or as authorized

.. he1'e1D.. . :-. . .

··e
"*Items JIII,J' be CIII1tte4 it DOt applicable.

WWI itt cOlIwa liWRBaS 'IIU
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OPIRS (Number)

. 'b. State requirements ~or technical support throush appropriat~

channels in accordance with pertinent directives. .
~ .

B':rIDR m • LIAISON

1. Concluct liaison end teclm1cel exehanae with other U.S.' SIGm 
-1ID1ts in accordance with pert:lD.el1t cU1"ective..··

(b)(1 )
{b)(3)-P.L. 86-36

~. COIId~t 1iaisOl1 with local U.S. mUitar,. 1ntelliPace repre
--aentatives for the ~.e-of o'btain1Ils collateral supPort., The- area
ISA Field Activity and area Chief, 'SCA Field Beadquarter8,~v111be kepte ~ormed of ,the nature and scope o:r~~l1a1IlOl1._ ' .•

I I
(b)(1 )

,'(b)(3)-P.L. 86-36

SEC'l'IOR VIII - COMMlJR!CATIONS

'.

.-;: ....

.: .

1. Maintain and operate, em a cOnt1nuoua basIi, aSIGIRT c~I.,
cations f.acility to provide for th~ -t1m91y tnnsm1ssion of Cr1ticel and
Signal IntellIgence 1n support -_ of tbe RatloilalSIGIRT Effort and' desig- .
nated .U.S. M111ta."7 Call1ll8Dds. . -.,' ',.,:" '.:' 'C', ,

. . .- . . .

*Items IIIII¥ be amitted if 'not applicable.
APPDI>IX 1 m
JlmEX.A. m
~ON

Dt4 1 Mar 66
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OPINS· (Nwaber)

.... 2. COl!llllnnicati0D8 format. aD,d' procedures will be ~ accordance.
with CRITICCMI Operat1J:l8 Instruction. (COl). .

. *3. Provide and operate cClllllllUl1icatio.ns f.ci~itie8 as tasked, in .
IUPPOrt ot Dr net control flash1J:l8 and tip-ott activities, in accordance
with »ertinent d1rectlT8.. . . c·'. ..

(Stsnature)

. IDel:
..ADDeZ':..-.~_

., .

-. f

..

r

*IteIIe IIq 'be c:m.tted 11' not appl1eable.

T

.', f5EGRE:J: .
__c......:...--'--__~__--'---~_
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.APPENDIX 2
.. i

. _ . ~TED FORMAT FOR ANNEX TO UNIT OPINS

AlmEX

- ~','. (TITLE)

·SEtmON

.' .'

,,-
. ,".:' .

~ •.••• 0.. •• I
FUNCTiONS. • • • • • ·11
LIAISON • • • • • • ·m

SECTION I - TASK

"; . The (Administrative deslgoator,SIGDT de~lgMtor in parentheses) 1s
't.aaked with the current ex;p101tat1on "and reporting of (entity/entities) ~

SECTION II - FVNCTIOlllS

. 1. Collection.

a. The management of intereeRt facUities wUl be in accordance .
. with'rECHINS 1~56. . . ..' .. ... . I

b. UtUization of Special Identification Techniques (SIT) on
assigned entities v1ll be 1n accordance with 1n8'truct1ons contained 1n
TECHINS Bo. 1025 and 1~26; results tbereotWiU'be tOl"'-arded in'
accordance with TECHINS No. 19143• . All &asignments w1ll be in accordance
with the SIT priority list as established by the':task1ng authoritY' in ....
accordance With~ 1.9156.' ",' ",,' ,~., .... :.< ."," , •. ' '. ' . '.

"2., Traffic Analysis.'
•. '?

a. In 8d41t1on to thI! requir_ts specified L-1 the b,asicOPINS,
develop and ma1n1;a1n as a minimnm ','the to1l.ow1ns records tor, and "sa .
:result of, traU1c analysis: ' .',.' .' , .' ",:' .' , .

ADEX_TO
OPINS _
Dt4~ ~_

(b)(3) P.L. 86-36

APPElmIX2 TO
'.. AJNEX A TO

• , . INTRODUCTION'

~_.'_"_.:.-:~ -, __',_~>, ~.~~ __' Dtd~l Mar _~ _
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. " ..

.·=,:=~.~;~~£~~E.~~~3j~~l~r:2o usc 403
. .' . . (b)(3)-18 USC 798

c.' .Lons-tem research and~is 18 autborized when it can (b)(3)-P.L. 86-36
. be aecompl1ahed WithOu1o de'trlmentto the basic curr~nt ~1a ana: .
reportins m18s1ons. '::'. '/'.. :--,....

. -

a. Conduct c~1s, 'l'ertonl code 'aDd key ~ec9Ver1es.~
4ecrnJt1on, 8Dd III&!Dta1n necessary ;-ecorda On 'loV~>and med1um-grade ' '.':'"
.~graph:tc systems, and on und1a~8ed~t,ems~esa.• ·det~~t10il ".
is made by DIRNSA. tbat such systems are b1gh;.grade... ' ,". "', '.; ;' ,

, . - . " ~ '.~", .

b.' Develop end maintain asa m1n1JDum the tollovtiiS' cr;yp1i&na.4rt1c
recorda tor, and asa result of, cmt8.naJ.ys1a: .' " ":.... :. :....'

"\. . -..

.. ' ",

(1.) Syst~ identification 1~0~tion.. :'. .'
(2) Decrypted messap tile. . -.. _" .' . . .~

(3) Uodecrwted messap file. -'.' . ". '. .
" ... . . .

c. In accordance with 'l'ECBINS No. i643 torward,O:' . .
epprollriate channels, resu1.teot crn»:tan&lysie to,DIRNSA, 8l1d'to . cr other O.S. SIGIBT·tie1d units laIowDtO:baVe aneeclfor resui:ti..~<.

4. Reporting. ..'

,a. Technical. In addition to the~8 specified in the,
bas1c <PINS, issue tbe tollow1Dg:'" ... !'.: '. . ...".:.

, (1) Situation SA!r om: andSA!r WO BeiJorta, in accordSnce .
.J·:th -.cnm; 1lr_ M1" ...' "'..--, '·.r··" "" ,'.:', ..w... ~~ "...,. -qJ, .,. '. .: , .. ".. . ." - .

, '

'- "..

.- :'.- .

(b)(1 )
(b)(3)-50 USC 403
(b)(3)-18 USC 798
(b~(3)-P.L. 86-36

AlmEX:__...:'l'O
(]PINS
Dtd. '--~-

APPENDIX 2 'l'O
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(2) KIAR, 10 accordance yUh 1'ECHINS ,No. 1(jl9.

. . " (3) !1'echn1cal reports, as requ1red(e.g., ·TECStJ.f, MATSUM,
~tlS), in accordance with p~rt1nent '1!ECHINS~ . . ,...

. . (4) Informal Tec:hriical Notes (T/A .and C/A), in accordance
. with TECHIBS No. -rr/19.· . ..., ':,' ' ,. " ·
, .. :<i;' !1'emRorary Recognition. ~~(,TRD)"in accoManceWtth
tiCHll1S No. 39!t'1. . . ., . . .' . .

..... • ~ (6) Crypto~~c ~~mauonpU~l1cat~D(~), in·
. accordance with TECHlNSl'lo. 7r/ll. .." .'. '. . .;

. (7) cac:NT Technical Reports (em).

(8) .Working Aids

b. SIGIM Product. In addition to,. reports required 'by the
'basic OPINS, and utilizing Ill!l.ter1als tram all sOIlrCes available, prepare
and lJIsue SIGINT Produ<rt OEl,the abcwe. !lesi.gnated, entities as follows: ' ...

. (1) SIGIm'Rea41ness Beports, 10 accordance with TECHINS

. . (2) other reports in retlponse 'to specific theater: cOns:umer
requirements, including those 10 ac:c9rdance'ntti ~CHINSNo. li0u, which'
can be undertaken W1t~ det~nt to the,basic t1me~report1%1gmission•.
DIR!lSA will be promptly no~i.hed,· through, appropriate channels, 'ot .
:requirements originated by field cODaU1lli!rs .and. of the. action taken or .
proposed in tul!1l1ment ot SQ.ch re~lrements.·· '. " .

'.. SECTION III - LIAISON

2. other J.1a1aoo V1ll be conducted in accol"d.anl:e Yith'Section VII
ot basic ClPDS.. .

.... '

.AlmElt 'l'O
OPINB

.J>t4 ----

. APPENDIX 2 TO
AmfEX A TO
DTRODUC'l'ION
J>t4 . 1 Mar 66 .
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1. 'Items 1Dd1cat~db;Y asterisk (*) may beald.t~ it nOt'
appl~e&ble. .

2. Items in parentheses to be completed";' dra:rting' Hqs.

, .
" ' • " DlSTRUC'l'IONS FOR COMPLE'l'ING SOOGESTED

STANDARD UNIT OPINS roRl.fA.T

DOClD: 399811,1

\'.'W,-,
"

.". -,.
~..... ' ~. . .:.:..

. . " -.' ." ..
." .: ..

'" ' APPENDIX 3

,""..

. .:." :;"
"••'1

. ";

'. : '

, ~.~ ....

. . .' . .
. , . b. When re-delegated to 8.n SCA Field ,Headquarters or subordinate .
fiel4 unit - '.' ' •. ", ' . . . . . '

\
\

.,/

.; except that operational control over SIGIm.' resources i
aDd facilities allocated to the' entity-Cor ent1tiesr bail been .

,delee-ted by DIRKSA to (Chier orS&) arid under authority ot 'OPINS (1,' 2,
or 3) berewith rede1egated by (Chier or the SCA) to and vUl"be exercised
by (Chiet SCA Field Hqs 'or CO of subo%d1nateun1t) •..-. .'

AmX TO- .
0PIim~---';

Dtd _

APPENDIX 3 TO
.ANNEX A TO
IB'l'RODUC'I'IOH
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..... -

.... ~.. At the option ·ot·SCA Rq., wheN "1.ll aeco~e with pertinent·
~ directives" or "in accordance with pe~lDeDt TEClIIN8," etc.,iB stated
.. 111 the OPI1'fS; these tems III8Y be repl.8ced'by: cltipS actwil ..appUcable

m."JOlm or applicable TJ1'£BDlS ~'be iisted :inan Annex to the OPIKS
end refe;;;nced bY footnote where appropr1ate~ .AdMtionally, Vbere.'
tra1D1Dg end/or eValuation nmc,t1ona:are of"luch scope to .~antJ '
these functions 'JIl6Y' be' treated In .Annexes fYi' as addltloaeJ. Sections, 1;0
~ba81c TmPl'S in addit1on,to ~s':of.,SECTIONVI.': ,".

5. .AnI1eDs~ be prepared on ent1.'tlu vhezelimi. 1.' ene:esed 1n a...,.
'uJor ettort (l.e., othe:' thaD collection, !/kiD Bupporto~'colleCtlOn' .
and CRlTIC/BEADDEss or Spot. Bepor:ting) q&1nst'tliOS8 CIltltie8~ ADDexes
UloUlcl generally ~ confined to groups of 'l1ke entit'$,ea (e.i~·~ &Ll.Sov1e~i':
or all Satellite, .etc.) 'oi' l1o,.l~theD.tr1sraphic b~ak4o"ldcoWi~17/· ..':
service Area).~o Annex woul4 be requ1red 1fall matte~s CoDC.erl1ecl.can. .
~ covered by. staDda..-d wording 10 ba8icOPIHS~ .

." ....

: "

6. ~ following paragraph abou14 be"'included in 8D1' ADDex
concerning ELm: . >

"Euvironment Info:t'lllatlon. The 'unit v1ll develop and ma1Dtain
.. • a1D1mum, the followiDg 1ntonnatlon on'. D~CQlll!""'1cation s1pal
~t:· .... .... .

- •• ' P.earing or lceation or em!tter. ' ..

"'b. ' l'requeoc7.

",-"

ABIltt . ''ro
OPIRS' ,
Dt4 "---

jpp£RJ)D[ 3 ~
'A1IBBX A ~
IR'lR)DUC'rIOB
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ORGANIZATION A ! "0 D E ! ~ !!
. (Internal)

" .. "-'
..

Dl l. . 1· , 1. , 1
'D2 1 1 1 1 , 1
D31 1 1. 1. 1 ." ,
D32 1 1 .1 1. 1. 1.
D33 , '1' , , , s
D34 ·11

_. , 3 I S
D4 1. 1 .~ 1 fJ 1

'4I~
1 ,1 , , • 1.., f , 1. • •1 1 1 2 • 1

PlJ211 , , , 1 , ,
Pe4 1 1 1 1. 1 1
P1 1. 1. , , , 1

.P2 1 1. • , 1 1.
P2l 1 :1 , 1. , 1 '.P22 5 1. , 1. • 5
P22132 5' 51 5 25. 13 5'
A'2 • • , J... , ,
AfI~ 3 2 6 3$ 5 2
Al 6 2 ., 2 • 1
A2 8 8 , l$$ , 2

. A3 1 2 , 5 , 2

Exceptions, additions,deletiona to'stand$rd distributions r.or indiVidual
documents will be speciried in the distribution block on the document.
PeI'Jllanent changes to l;Itandard distributions' above orspecifiei in the.
distribution block Will be referred to DIRNSA. (A'lTN: .L2141.Bnd P"4).
lon-permanent requests for additional or replAcement copies may be made direct
to DIFlNSA. (A'I'I'N: P221"32) by elements receiving' initial distribution of
the document. .. . .

\

i

I

I
i
I
I

.,

II

fJ·
fJ
l1J

1.,
l1J,
1

",
fJ
1

•1
l1J .,
iI !
6 !,
18

"-, j
I

!
I
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ANNEX B

A- BSA-ORIGINATED OOCt..'MENTS (None-controlled).
B - SAME AS "A" IESS UNITS WITH CAT II CEILING.
C - SPECIAL (e. g •• - OPDOC/'l'ECHDOC) (None- CODtrolled) •
D - SAME AS lie" LESS UNITS WITH CAT. II CEILING. .
:I - SCA-ORIGINATED Ul\n' oPINS. .......

. ~;
P - OPINS 1',' 28, 3'.
G - SCA-ORIGINATED TECHINS. . .. .
11 - SPECIAL (ELINT or ELIN'l' RelAted)"i: .
I - MUSSO DRAFrS FOR PRE-P"UBLICATION COOP.D~TIOtr.

STANDARD MUSSO DISTRIBllI'ION FOR USE ON
'. HSA.-ORIGINATED MUSSO DOCL'MENTS AND FOR INI'ERNAL"

KSI\ DISTRl!lUTION OF SCA-ORIGINATED DOCUMENTS

I01'E:

. ",.":.:: ': ~.-

ABHEX BTO
DlTRODVCl'ION'
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. ORGANIZATION A ,!. '£ 'D E F 0 .. B I
•JternalJ,

'" .-\'J
A. ' 7, 1 , ' 4' • 1 •A5 6 . 1 .. , • 2 1. 1. •A6 2 2 " 2 , 2 ,
A7 3 3,: , , 3 , • ,
A9 2 2 ·'

2 • 1. ,
B 1. 1. 6 1 1. 1 6
~ 1. 1 • 1 3 1 ,

, »21 1 1 • 1 ,I 1 ,
B22 1 1. •• 1 , 1 ,
B23 i. 1 ., 1. , 1 ,
B51 1. • I' I 1. ; 1 ,
B6 1 ,', 1. , 1. • 1 •B61 1 1. I 1 I 1. ' ,
B62 i 1 • 1 if " J
B63 1. ·1 • 1 1 1. II
Bn 1. '1 , 1 , 1 "

B8 1 l • • 1 • I
Bel ,1. 1. • 1 • 1 , .
e483 I' I • 1 • 8 •048'+ 1. 1. 1 1 1 1 2
C41113 1. 1. • 1 1. 1 ,
04.l2 1. • • I, I 1 II
C46f12 1. 1. ' . • 1. , 1. •'E, 1. 1 1. 1. 1. 1 ,.

./ E 1 1. 1 • 1 1 ,
E 1. 1. 1. 1 1 1 2
El l l' . 1 1 1. 1. ,
E2 1 1 1 , 1. I ,
E3 1. 1 1. • 1. 1 ,
0 1. 1. 1. 1 1 I 7
03 3 3 3 3 3, 3 ...
G44 I ., • 1. • l II
05 3 3 I 3 • 3 ••0584- 1 I , • • 1 •G6 4 If. , 4 " '+ I
G7 1 1. 1. 'I • 1. •G71 1 1. 1. l • • fl
!82 1 • • • , • •N01'E: $ - except Annex C (4 -copies marked. Afl2j A83-3)

$$ - I copy of all to A2 plus 1 copy of Annex A and. B to OPINS 28 to A21 and.
A23, 1 copy of Annex A to OPINS 2il to A22, i copy or Annex A, ~nd B to
OPINS 3il to A23 •

.AlmEX B ~O

IBTROOOCTION
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t~

"

:1 1 $ 1 1 1~'"
'2 2 2 2 2*
1 1 I 1 If 1 3
1 1 • , fIJ 1 1*

(b)(1 ) 2 , I' I , e •(b)(3)-50 USC 403 1 1 I l' I 1 1-
(b)(3)~18 USC 798 1 1 , • I fIJ' I
(b)(3)-P.L. 86-36 3 3' ! 2 $ 3 2*

1 1 1 1, 1*
1 1 I I 1 ' 1*

-1. 1 2 2 2 4- 2*, ,
$ 1 $ 1 1* '

1 1 ' I 1 1*
1 1 I , II 1 1*
I I f 2 I • 8*
f f I ... , 1

" f6 6*, 'f . " ,1 , I 2*

"
, ,'. I 1 , , If, f , ,. • fJ ,, • • " I ~ ,

• I f , I 4- ,, , • , III 2 ,, , • , , 2 ,
• , , I , 5 •II I I III I 2 r, , , , , 1 8, I, I • I 1 ,

.~.' ". ,. '

l!I I I I I 1 •I I • '. • 1 .,
• I • III • 1 •, , , • , 1 ,
1 1 f • III ,

"
(b)(t) NC7l'E:

#1 I(b)(3)-P.L. 86-36

* - as appropriate trOm. NSA..

+ - '''A" p1ussign (+) when'appear1ng,as suff'ix to the standard distribution,
S)'DIbo1 (e.g., "A+l") or SPECIAL distribution illdicator '(e.g., "SPECIAL
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MANUAL OF ,U.S. SIGINTOPERATIONS

OPINS go. 2855 12 Harc:h 1965

OSN8SS OPERATING INSTRUCTIONS .....

·e
,

. " .. SECTION
TA.SK EU!'fEN'r •.••••••• 41 •••••";. "••••••• ' .' I
COMMAND RELATIONSHIP..... '..... •• • •.•. II
MISSION•••••• "•••.••"41 : ••••••" '. ~ - III
lUNClIONS.". 41 ••• 41 •••••••• 41 •••••" • • • • • IV.
LIAISON•• 41 •••••• 41 ••••• "•••• .; •• " ~: • V
COMMUNICATIONS ••• 41 •• ~ •••• 41 ~ • VI
SPECIAL INStRUCTIONS •••••••• ; ••• ;.~· VU

SEcTION I '- TASK ELEMENT

U. S. Naval Se~urity Group c:omponent (USN 855), aboard
the technical research snip USS LIBERTY (AGn-S). - -.

·SECTION 11 - COMMAND RElATIONSHIP

1. Naval Command and Control-lelationsnips follow:, ~

&. The Chief of lYval Operationswillexerc:iae operation
al control of the USS LIBERTY (AGTR-S) through normal naval
command channels. 'The ship's .operation. will be based on ,':
tasks expressed by the,Director, Natio~l Security Agency
(DIRNSA) to tne Director. Hava~SecurityGroup (D~VSECGRU)~

b. 'the Nav~l security Group component aboard tne. USS
LIBERTY (AGTR-S) will be organized within the Operations
Department with a separately authori~ed personnel allowance •.

BldIBr.El'·$ eelH!ff: elftdftftlt:S eUt;t

' .
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Management control of this component'will be exer.clse<! by DIRNAVSECG~V •
.H1l1tary C01llll&nd will be'~xercised by the Commanding Officer. USS
LIBERTY' (AGTR-5).

2. SIGINT control relationships follow: (1)
. .. ~

Operational and: technic.al c.ontrol of the SIGIm: miss1011 will be
'exercised by DIRNSA in accordance withappropr~ate KOSSO directives:

SECTION III - MISSION

Conduct SIC~NT operations as directed in general. support of the
Dational SIGINT effort and. as authorized. in direct ~upport of
designated U. S. Hilitary Coamandera. ' ~_..... " ~ .

.SECTION IV - FUNCTIONS

1. Collection.

.'

•
a. Intercept. record. tra~scribe and scan foreign comm~n1cations

. and non-cODlllUn1cat1.ons radiations and forwarda.directed.(2r· :

·b. Conduct general and directed ..arch for target signals,'as
directed and/or required. (3) .

c. Utilize DF capability as required in performance of mi8.ion.

d. Particip~te'in Intercept Coverage.Analysts as"directed.,

e. Maintain curreD~ TEITA. TEMPO and TEXIN AS required to
support intercept of aSligned cases. (5)

, f., Prepare and issue TEMPO/TEXIN as authorized. (5)

(4)

..

I__---~_I
. 2.· Processing.

a. Perform traffic'analysis on intercepted material in order to:

(b")"(1 )
(b)(3)-50 USC 403
(b)(3)-P. L. 86-36

. it/lIma OrA COFUNI

,

c... ·

,-

----

(1) Support interc.ept effort.

(2) Provide as.istance to other SICINT unit. engaged in the
intercept of s1m11ar or related .targets'.

(3) Prepare required tecnnicaland SIGINT product reports. as
specified in'paragraph 3 below.

CMNN~.,"

. K\~49LE V"'_60~I~U 6HA~~~~ElS O~U'(
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b. Perform processing of designated cipher'a~d plain language
IIlllterial in order to:. .

(1) Support traffic analyiis functions.

(2) Prepare required technicaland·.SIOIN'r prOduct reports as
sp.cified in paragraph 3 below.' .

c. Perfo~ signal analysis'and evaluation 1n .upp~rtot 1ntercept
and reporting tasks as directed and/or required •.
3. Reporting••

a. Perfora routine and special SIGINT reporting as directed. (6)

. b' Perform routine and special technical reporting as directed. (7)

c. Participate in the SIGINT aeadi~ess Program, (8)

d. Participate in the reporting of-Critical Intelligence (CRITIC). (9)

4. Distribution.

Distribution of technical and SIGINT' product repo~ts will'be
accomplished in accordance with pertinent TECHlNS and current instructions,(IO)

5. Technical Support~

a. COnduct, as necessary and appropt'iate. a continuing and. direct
exchange of technical information (including raw traffic, certain'
~:;~i~;rdurt renorte etc) with ,,, element: of th'" nation.l :T~IN'X

engaged in the intercept of' SUnilaror related targets, lr -·cor ance'
rith established procedures. (11) . ',' .

b•. Continuing technical support will be.providedby Director.
National Security Agency and on occasion by Director. 'Naval Security
Group. .

6. Research and Development (R&D) •.

Participate in. national SIGIN'r R&D effort by conducting Systems
Engineering, Signals Research and Ipecial research 'assignments .as
cUrected.

" (b)(1)
(b)(3)-18 USC 798
(b)(3)-50 USC 403
(b)(3)-P.L. 86-36

3

'.



(h)( 1)
(b)(3)-18 USC 798
(b)(3)-50 USC 403
(b)(3)-P. L. 86-36

~
.

, ,

." .:.: • .• ,:." T'

SECTION V - LIAISON

1.' Effect 1i~isonw1tn otner U. S. SIGINT units as may be' re~uir~
for the successful accomplishment of the assigned mission'" Raw
traffic and/or technical information lIl4;r be furnished or may be .
el.Ccbanged with s~ch units in accord~ne'e"with'pertinent directives.

:... "
," .: .

.;-.... -:..

OPINS No. 2855

(11) .

1 1

··e
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SECTION VI - COMMUNICA'tIONS

1. Halntai.n and operate SICINT, communications fac::1Uties .in order
to; provide ti~ely SIGINT' support to designated SIGINT'consumers •. '

2. Conduct SIGnrr c01llillunic::&tions operat1.on..·.in accord.ance with
established procedures. ,..,'

.3. Use on-line cryptographic 'cOIIIIIunicati0 III. 'circuits when possibl.e.
and appropriate using circuits prescribed'.in ,communications' plans .
prepared by the Director, Naval Security Group. . .

e' SECTION VII - SPECIAL INSTRUCTIONS,
.",

Conduct SIGINT operations .in accordance with.operational and.
technical directives provided. Su~h directives include perHnetit
MUSSO Documents, 'NSA Circulars, OPNAV Instructions"DNCInstruciions,
HAVSECGRU Instructions, and Standing: Operat~n& Procedures," Conflict
ing instructions or directives will be immediately brought to the
attention of the Director, National_Se~urityAgencyand/orDirector,

, BavalSecurity Group. .' .. , . " .
.. '

.~

,Inclosure:

.Appendix - B.eferences

,.,'

DiStribution:
DIRNSA (45)
CNO (Op-94G) (10)
DIRNAVSECGRULANT. (2)
DIRNAVSECGRUPAC (2)
DIRNAVSECGRUEUR (2)
ASSTDIRNAVSECGRU (2)
·USN 855 (2) , , '

WWJ.i, "Jill 881ftll" ERWRffi§ti~
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. APPENDIX to OPINS No. 2855

REFERENCES

(1) Stat~l\t of General Operatiq Polley•.
. .

(2) TECBINS No. 1001. 1002. 10i)J,'loo5.~.,1024. 1042. 1043. '1056.
: 1302.9011. ' , .

(3) Statem..erie of General Operatl.nfPoliey, TECHINS NO~ 1007, 1012,1 lc.:::"",,;
1013, 1014. lOIS. 1018, ~021.L .......mmmmm ...... mmm.. r """"":(b)(1) .

. I I~mmmmm ..........mmm.... mm ..m.... (b)(3)-:SO USC 403
(b)(3)-P.L. 86-36

(4) TlCBDS No. 1019, 1046. 2003.

(5) TECBINS No. 2020. ""-.....

•

(6) TECBINS No. 4001, 4Oio. 4014~4016, 4301, 9021. TECHDOC 400 ~ .

(7) TECHINS No. 1302. 1350 i 3002.: 9021,

(8) TEciUNs No. 4002. 4003,

(9) TECHINS No. 4019~

(10) TEOlINS No. 1042•. 1043.' 4001, ~OO3.40lS•.

(U)TECHINS No. 1043. 7001. 7005, 7006. 7009."

!2!!: aeferences have .been provided to ensure familiarity with
doclBIlents of particular concern~' .' .

-.:-
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MEMORANDUM FOR: Director, National Security Agen.cy
Attention: P2l2" " ;' , ' ;~"

Commander, Military Sea Transport Service
Attention: M-35 ' ,; ',.' "

.commander in Chief', Pacific, " ',- '
_ Attention: J382 v -', ' •

Commander in Chief, Atlantic " " ,-
, Attention: JRC , ,'"
Assistant tor JCS Matters, OP60Bl '

,Subject: Recommended Actions Resulting from the
Technical Research Ship Conference' (U)

1. (tI) A conference was held by the,Joint Chiefs 'of Staff
(Joint Reconnaissance center) on'28.April 1966 to discuss '
scheduling and operational' control of Technical Research '
Ships. '

2. (U) As a result of thediscusslons the conferees re
commended that certain actions betaken Which are summarized
in the attachment. ' -',

3. (U) In the interest of1mproVi~ Technical Research
Ship operations, addees are encourag~d to carry out there~
commendations of the conferees. ' " ,.'

'."'.'

'.

\,.
i

'\

" "• .o.
(.'

,.." .- ....... ::
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'11-.~ This memorandum and .atta~hment is classified .
SECRET because it associates the ,Natlonal.SecurltyAgency
with seaborne SIGINT platforms: ' . '. .c.' • '>."o~

Copy to: .' ..' _. "-

gg~~~t.~3~L36)J Mr~'Kyi~~ ", ",
COMSERVRON 8 (Cdr Jordanr ; <:,,:' ..
CINCIANTFLT (LCdr Olson)····;

, NAVSECG~U HQ.S (Lt Bragoner) . . .

•

.Attachment ,
a/a

:"' :,:
2.

~'-..

'"

."~I'~ 1).' jq-~a..;
RALPH DSTEAKLEY .

.Coronel, USAF
Deputy Director ,

.', . for Reconnaissance
.-·Oper~tions Directorate

.'

"
"

05...

, .

.... :..:~., '
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.A'rrACHMENT
.....

RECOMMENDED PROCEDURES FOR PIANNING AND
APPROVAL OF TECHNICAL RESEAR<;:HSHIP SCHEDULES .' .

' .

. 1. ~ USNS ships (VAIDEZ~d MULLER) operat1~ in.
. CINCIANT s area of responsibt.l1ty:. '., . ." .'

a .. The tollowingprocedures ,should.be.used in the
planning. and approva.l of. ~outirie.sched\;1es':' .

'.". .

.c~INCLAm

JCS/JRC

CIHCUNT

. . COMSTSIANT.

. USNS ships'

TO

.: .' 'CmCUNT
". '"

...'.:! ~. CINCIANTFLT

Issues sailing orders

Passes tor action

Passes for planning action '. CINC~NTFLT,
Passes for planning action . COMSTSLANT

Prepares plan to fUlfill. re-. ... CINCIANTFLT
quirement including dates/ .
a.reas of operations, CPA's'
in transit and passes for'"
approval

Requests approval

. Reques ts approval

Obtains ONO.concurrence
and approves proposai

Directs action'

:'. - States requirements

CINCIANT

CINCIANTFLT

COMSTSIANT

!!QM.'

DIRNSA

'OINCIANT

CINCIANTFLT

OOMSTSIANT

. CINCLAlfI'FLT

. OINCIAlfr

JOS/JRC

·e

.. '

b. The' following procedures should be.used in Jriaking
changes to. approved schedUles:' . '. .".' .

.. ....

•
....,.::: .-steftEf.

.:
Attachment
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~

DIRNSA

J.cs/JRC

CmOIANT

CINOIANTFLT

COMSTSIANT .

"':' ".

REMARKS' '

States requirement,

Obtains ONO concurrence,
'approves change and ~e

quests action

Directs action

Passes tor action

·Issues sa1lingorders

TO

JCS/JRO.

CINOIANT'

:' CINOIANTFLT

COMSTSIANT

USNS ships'

' .. ":-:". - .-'''',•

c. The following commands. should beaddees on all " .
messages pertaining to schedules or schedule changes: .

.JCS/JRC

ONO

CINO!ANT

COMSTS

CINoIANTFLT

COMSTSIANT

DIRNSA

DIRNAVSECGRU

ADIRNAVSECGRU

DIRNAVSEOGRUIANT

4" :':".: ~,._

., . .~. ";

......

\
\
\

\
\
\
\
\

NOTE: The ship involved is not &Ii addee on thes~ messages
. . . ., .

d. COMSTSIANT reserves the ~oleright to' issue move-
llent/sail1ng orders to the ship.., ' . . ,

2. ~ USS ships operating :f:n 9INCIANT'sarea of respon-
sibility: ":

a. The following procedures should be used.in the
planning and approval of routlneschedules:

." ~ ..
':. :.'

•\ .

j
. .

~rT.'"r.VITC't"..'



,', 'JCS/JRC

USB ships

'. ~.•. ! .,

,~, '~~:., :~-:'~:: ~tT' '"
". '.~ 0" • •• ..J1:Vll'C:'r. ."< "i!"":.•.:.... .".. "':' ..::i.:".. . . '.:~:.'

, cmcUNT

".. :,:

TO

CINCIANTFLT

CoMsERVIAN'l'

COMBERVRON 8

",

'CINCIANT'

COMSERVIANT

. CIlfCIANTFLT

, CDCIANT

'.. .. ~ - ."

REMARKS

Obtains CNO ~oncurrence

and a.pproves proposal'

Directs action

Passes for action

Passes for action

Issues Sailing" orders

States requirem~nt

Prepares plan to fUlfill
requirement including , '
dates/areas of operat1ons J

CPA's 1n transit and passes'
tor approval

Requests approval,

Requests approval

Reques ts approval'

COMSERVrANT

CINCIANTfLT,

CmCIANT

Jcs/JRC

, FROM

DIRNSA

COMSERVRON
'8

CIHCIANT

CINCIANTFLT

COM$ERVIANT

COMSERVRON
8

'.

' ..
•

3gSBlll. . - ..-
DOClD:

, ,

. b. The following procedures should be used in
making changes to approved schedules:' ": " " . , •

•'

FROM

DIRNSA

JCB/mC

CIHCLANT

CINCIANTFLT

COMBERVIANI'

COMSERVRON, 8

States requirement

Obtains CNO concurrence~

approves change and re- ,
quests action'

Directs action

Passes for action
I

Passes for a.ct1on

Issues sailing orders
•

. - .;

IQ','
, ,. ,JCS/JRC

CINC!ANT

':,'~ CINCIANTFLT

COMSERVIANT

COMBER-VRON 8

USB ships

.. ,'."

'.'.

. \,' "."

'-~ ,'.' ...
~OLT ,"

.~ .
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3958111
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, c. The fo1.lowing commands should be addees on a.ll
mess86es pertaining to schedules or sc~edule cha.nges:

• JCS/JRC

CNO

Clt{CLANT

, • CINCIANTFLT
":.

, .

BOTE: ~e E!hip involved is not an addee on 'these messages .

3~ W The Director, Nat10nal Security Agency should state
'requirements a minimum of 60 days prior to ship sailing., ,

~. 4., (U) The Joint Reconnaissa.n~e cehter,Jo1ntCh1ers of
Stafr, requires that schedules be received on ,or before' " "
the 20th day of the month preceeding the month for which' the '.
schedule is submitted for approval. '.: ' ",'":"',' (,' '",'-. '.

5. (U) Ships operating in, CINCPAC',8 area of responsibility
will continue to be scheduled using procedures in effect. ' '

, "

•

; ,

, COMSERVIANT

',- COMSERvRON 8

DIRNSA

DIRNAVSECGRU

, ADIRNAVSECGRU

DIRNAVSECGRULANT

-.. :. <.: ...<;.;;....: .

":" ...'".'

.-,....

.... :.

..."

)

.. " .

. . ~ .

J' •.

'~~'-". ~. .
;. ,"

._'- _. - - -,--' - - -" - -
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~ROVAL PROCEDURES FOR ATIANTIC

'13M 764.66 ~ MAY 66

ROU'l'IHE SCHEDULES (VAIDEZ/MULLER)

:]~1~ .
_. TrANT .~Sal1lng Or4!ra

.... .\.-,....
:~

.'

.~

.,'

i.

CPA's 1n transit

".

. i
!
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aIAlfGES TO APPROVED SCHEDULE

J3M 764-66

D'1J).4 HAY66.,

State'ReqUirement I

,'f'

.... .' ..... . .~ ..

"

'.

.. - -' - ~ - .-"'" ....

....~.
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State requirement

.....• ".

Obtain concurrence and approval:

~.

-'

. COMSERVRON 8 -~88ue aaU1D6oi-ders

..

. '

..

' ..

.'~
.~ .

.' .
".'

'.

/."
~..... ~i.'--I'\J;. I .. . -
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-I DIRNSAI 0

y

JCS TO CINCEtJR (des 062050Z JuNE)

State requirement 0

Including recOllllletlded ports o!call

.." I cniCU5NAVEUIt I
• 0

Review and pass

- ICnICEtJ'RI

- 1
0 R~uut approval

~

e-
Obtain coord
Notify approval[modi!lcations

Pass tor action

'.

,'.-: .

-MDDD'ICATION Of' APPROVED SCHEDULE (deS 0620~OZ)

IDIRNSAI o.1 Requirement

IJcs/JaCI .
Obtain coord/notify or modification

Pass tor action

CINCUS[-iAV".:i:UR

. rJtL1l~G ORD:!;R5\oo_\. 0,

/

' -0- 00

0 -'- ~:_~~---,-------~----
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---) Sa1l1ng ordere

:LCINCEuR]
MODIFICATION MORE '!'HAN 48 HOURS

.'
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-,:.
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For approval
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Approval..-" ...;
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,
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._ Ie .... u."d until depl.t.dJ

.... :::..~
. ~ . . .

,., .SIECUIIIIT'I Ca.. CATION

. ,

ACTION PRECEDENCE

PRIOR ITY
IN..O ·PRECEDEtlce.

ROUT' NE
'P&CI"\. HI\NCI.ING

NONE
18UTION

Kl
G

~~
G7
K
P~2
P~~
P2
ADP
DIR
ADNSG'
SUSP

ACT:
INFO

DATE:7 JUN 67

Illsusp DATE: ¢9 JUN 67 III
III ADV :cPY SNOO 11/

HQ NSAEUR
NSAEUR OFF GER

'. DIRNAVS ECGRU
.ADIRNAVSEORGU

. '. D IRNAVSECGRULANT
DIRNA VS ECGRUEUR

JCS

USC INCEUR
DIRNSA

ONO " .
CINCLANT

'CINCLANTFLT
CINOUSNAVEUR
OOMSIXTHFLT
CTF 64'
uss LIBERTY

INFO:

TO':

s·c a R;C T

JOS 72~6. J-3 SENDS.

SUBJ: USSLIBERTY (U) '.

REFS: A. JCS 6724 011545Z JUN 67

; .

B. JCS 5838/052235Z NOV 65 (NOTAL)

e' I. (S> REQUEST PROCE'DURES ourL INED HERE IN BE

. F01..LO\tlEtl nftlE:·VEL()PING SCHEDULES FOR LIBERTY WHILE

OPERATING IN USCINCEUR'S AREA OF'RESPONSIBILITY:

A. PL.ANNING-APPROVAL OF ROUT INE MONT HI.. Y SKED:

(l) DIR NSA STATE REQUIREMENT.S TO CI NCUSNAVEUR

INCLUDING RECOMMENDED PORT OF' CALL.

(2) CINCUSNAVEUR PREPARE SKED TO FULFILL

REQUIREMENTS H1CLUDING DATES/AREAS OF OPS •.CPA' S, PORTS

OF CALL FOR LOGISTICS AND PASS PLAN TO USCINCEUR •.

. (3) USCINCEUR REVIEW AND PASS SKED ,TO JCSCJRC)

...

".L.~U:O ~T (ZULU)

AGI ..

Docu....eNT MARKINe;

AGO

liltS TO MEsaAQE

~.

78

'. ,
SK:CURITY C'-AIII~~CAT10N

1 OF . 3
AOt N....

41957
AOO HR,

DTG
1Il11"et"-N!U'_

'~.,.
, .~~.~~~~ .



e,R APPROVAL. PROPOSED SKEDS ARE REQUIR~D BY JCS ~LT

20TH OF THE MONTH PRECEEDING THE MONTH F,~ WHICH tHE

SKED IS SUBMITTED o

(4\) JCS(JRC) OBTAIN NECESSARY COORDINATION

'AND NOTIFY USCINCEUR IOF APPR.OVAL OR MODIFICATIONS.

(5) USCICCEUR PASS FeR ACTION.

ACTION PRECEDENCE INFO PRECEDENCE IPEC,,'L HANDLING

PRIORITY ROUTINE NONE

DOCID: 395-8-1-101 "
~"A:~ ~~~~l!! REV SlEP .,

(,_..d•• 1f2216 REV AUG &$
to ... u••d until depl.ted'

SECRET
" ••CU'UTY CI.,:,ASIIFIC:ATION

..,.-". :

e,

I

(6) CINCUSNAVEUR ISSUE SAILING, ORDERS~

B. MODIFICATION OF APPROVED SKEDDUE TO CHANGES

IN TECHNICAL TASKING:

(I) DIRNSA Sf ATE REQUIREMENt TO JCS (JRC).

(2) JCSeJRC) OBTAIN NECESSARY COORDINAPON

AND NOT IFY USCINCEUR OF MODIFICAlION.

(3) USCINCEUR PASS, FOR ACT ION.

(4) CINCUSANAVEUR ISSUE SAIL ING ORDERS.

C. MOQIFICATION OF APPROVED SKED INVOLVING A

CHANGE OF 4\8 HOURS OR LESS FOR OPSRATIONAL REASONS:

(I> CINCUSNAVEUR ISSUS SAILING ORDERS AND

INFORM JCSeJRC) AND USCINCEUR OF REASON FOO THE CHANG,E.

D. MODIF'ICATION OF APPR'OVED SKED INVOLVING A CHANGE

ali MORE THAN 48 HOURS FOR OPERAT IONAL REASONS:

(1) CINCUSNAVEUR PASS PRO~OSED MO~ IFICATION

TO USCINCEUR.

'.(2) USCINCEUR REV-lEW AND PASS TO JCS (JRC) FOR

'.

DIltAP'TIltIlt

OOCUW"NT ....RKINO

, 11.00

11.01

DTG
SUS.PFNI'olC'

••CU"ITY CL ...... '.CATION

, ·.sECRET

'.

IlELE....EO AT (ZUl.U)

2 OF 3
A.al M....

'41957
"'ClONR.'

~T.

~"'GlEs
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I. be rued "".tlI d."I.'.dJ

..

.. ." '·ECU'UTY C..... .-' .. ,C .. TION

...,~ ..

ACTION PRECEDENCE

PRIOR lTV
INPO pRECEDENCE

ROUT INE
SPECIAL HANDLING·

NONE
BUTION

:0:.
i~ t.· .

i.

PROVALo

(3) JCS (JRC) OBTAIN NECESSARY COORDINATION ANI"

N.or IFY USCINCEUR or APPROVAL.

(4) USCINCEUR PASS FOR ACT IO~~

(5) CINCUSNAVEUR ISSUE SAlLING ORDERSo.
20 (0) REF A IS. THE EXISIT ING APPROVSD SKED FOR

. 'JUNE i9670

3 0 ~ THE FOLLOWING SHOULD BE ADDRESSEES ON 'ALL

MESSAGES PERTAINING TO SKSDS OR SKEDCHANGES:

JCS (JR.C>

eNO

USCINCE UR

4It CINCUSNAVEUR

DIRNSA

OIRNAVSECGRU

H,~NSAEUR

DIR NAVSE CGR UEUR

NSAEUR OFF FRANKFURT GERMANY

AD IRNAVSECGRU' . '.
NOTE: USS L I8ERT Y IS NOT AN ADDEE· ON THESE: MSGS o

4 0 (U> REF B PROVIDES GUIDANCE ON .. CONT INGENCY
PLA NN ING FOR TR S OPSo'

'. - 50 em:FOR NSH,REQUE'ST -'l,OU:PROVIDE CINCUSNAVEUR
YOURRECOMMENQE~ JUL Y SK~D _ASAP o __

.'c, ....'_<!.. .~~ .. .'~j: :........,.,..: -. --r : .~ .~ .

-f

./

. !

AGO

·AGI

DTO

... TO ......... g .. .. I:C;U'UTY CLA.S'''ICATION

-'"SECRET

AGI HR •

1

DTG
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A
~4

B

'1f2'"2 .P:
. P2

~
ADN
ADP .
OOF
ADNSG

INFO:

. ::.:,

......

.:,"" .

:;" ."." .
'\.'~

". ,".:.:

JCS
01 NOPAO
C/NClANT '..

ONO
. USCINCEUR
·0 I NrSOUTH .'
CINCSTRIKI:·

. ("I Nr.p.~,rFl.;, T
CI NCLAtH'FLT
D/RNSA .
DIRNAVSEOORU

INFO:

.~

DDC I 0 :,' ..:;3_~.~.f;t~JJ .. &o ~..;.~•••
. ~ ... - .... ,""'P'!,••••• ,.'Z~••. It.V AUG ."

. ..~ I • • ".~l.'.)
I • L'(

. ACTION ..RltCIWENCIt

P()U ...
nh

. ':

SIJBoJ: CONrINGENCY FtANNINGFOR TRS OPER"TIONS' (U)

"

REFS: A. DIRNSA DIR/115, DTG012307ZSEP (NOTAL>,.

B. eNO MEMO OP-922YE/RH 00030P92, 27' oer ('NOTAL>'

I. ~SUGGESTED GUIOA~CE WAS PROViDED BY,THEREFERENCES

.CONY INGENCY QPERA! IONS OF·T.~cHNrCAL:\R~SEARCH.·S~IPS.·
THE F(l.L G'i INC REFLE cr SlNF~MAT ION CONI' AlNEO IN THE

REF AND IS ISSl£D FOR USE IN GENERAL' FtANNI~ FOR

SICIN! SUPPCRT OF CPNI' I~ENCY' oPER AT IONS WHEN REQUIRED I

A. OESCR IPf ION. SF'ECIAL;~I'IOD IHED FORMER

·MERCHANT SHIPS CONFIGUU:O TO CARRY our TI-£!R ELECIRONIC'·

'. MISSION.

B. 'MISSION. TO eQ.LEer COMMUNICATIONS At.D
ELECfR ONIC SIGNAL S FCR INI'ELL IGENCE PURPOSES, UMJER TASK":

KING OF THE NAT IONAl .SECUR IT Y AGENCY (NSA) , IN SAT ISFACfION

~ - . --- -==-,=~..-.~..o.;:...-..,.:;...
OIllA~T.'"

THW/QJ
DOCUMENT .......... , ...

........."

~TOp· SECRET

25

J-j'IP&NIE

u,. TO... •

Aill

DTO



','

eCF HIGH PR 100 IT Y NAT IONAl. I Nr£i..L IG£NCE REQUIREMEm'S.

(1) a.ASSIFlQ\T.ION OF MlSSJON,' A"Il ANY ASSOC!A

'!IONWITHNSA OR HE ~VAL SECLflIiYGROUP CNSG):

39 ~al J,.t. _ ..
'. • ;::' L ~~.. Itli:V AVO .~......_ '.~V'.I.) .

DOClD:

Cct4F lOENT tAl;.

: ·(2) a.ASSIFIC'AT ION OF DETAn.~ OF SPECIFICNA!~£

rF MISSION: RfQUIRES K\~L I~ TI-flOlJGH SPECIAL' CHANNELS

AND WD.l BE CONfAINEDINTHEAPFLICABL.E $IGIt~· SUPPORJ PL, '. .
(3) DIVERSION FR OM MISSION, T/-ETRS IS TO BE

.: '"

'D'lFLOYED FCR SIGU« PLRPosmo~Y. EXC~PI'IONS !OTHIS POLl

wn. G BE MADE Of\l. Y OLRING AN EMERGENCY::. IN WHICH THE PRO-'
VISIONS OF JCS PUB 2 CUNIF1EQ ACC ION ARMED F"dRCES), PARA

(RAPHS 30229 AND 31'248 APR. Y.
, . .,

.• C. COVER STan. THE MISSION O,F THE IRS IS. TO CONlUCT.

TECt-NICAL RESEARCH OPERA! IONS IN SUPPORT OF US NAVY .

aECfRONIC RESEARCH FROJEcr S WHICH INQ.WE ELEctRO-MAGNET C

~O~AGAT ION STlDIES At{) ADVANCEO COMMUNI CAT IONS SYSTEMS,

SUCH AS MOON RELAY AJID SAT ELL IrE COfllMUNlCAT IONS •.,

..

D. CONTRa. OF'TRS. . ...> .. L----~
(1) OPERATIONAL CONl'Re:t. OF SHIP. MILITARY

OPERAT IONAL CONI'Ra. OF Tt£SE SHIPS WILL. BE. EFFECfE'O BY'

~ IN RC It .aD A,.

~A.. PAeKa

. 2 .~. 4
e"." .....

o
AGI

OTG

aU."ENSE

.~~ ..

.!fOP SECRS-

A·'"7~183
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(2) OPERAT IO"""L Af\D n: CtiNIC'AL CONI'ROL OF" ALL"e

DOCl D;~ 395S1.11.v AUO"
• .~~~!,~ N2~!! .!:~V A1I0'4

.",'eln.....,.,.),....... ~

o'

;

StGM ACT IV IllES (ca.LEer ION,. mOCES'SHe, REop~T1NG) ON .

8~RD SHIP. BY DIRECfOO,NSA"CVIA amra COMMUNICATIONS":

TO SHIP OR TtfiOUGH THE DIREtto~ ,N4G)'" '.
• « • • -.-.·0-· - .

L.,.. ,..... (3) BASIS FtR CQ.LECl'ION AREA· ASSIGNMENT SS- . .

CAl siGNAL Al.O IBn. IT Y At{) OTHER TEa:fNIOCAl .
•" .a ,.'

° FAa. 005 DETERM INEO BY NSA TOBEt€a:SSAR Y TO flIE£TSTATED

," I·

. .:." -."'

REQUIREMENT S, AM)
.....

(B> DETERMI ~T ION BY MIL lIAR YOP£RAT IONAI. °

CQIlMANDERS T':1'TH£ OPERAT IONREQUIREO BY~NSA· is :COl'l-

PAT IElLE "IT H HE SAFEr Y OFH£ SHIP. ... 0

0

0 •.- ". "

ce> a.OSE CO~D 1M! ION BETWEEN THE MILITARY

.!UIANOER INVa.V£O At{) THE. SIGH~r· T~SKING'AUTHORITY I~

RtQUIREO TO INSlRE MAXUMUM RESPONS£'T() ° I NrELl IGENCE

REQUIREMEr-lrS A~ MAXIMUM SECURITY PFTt£ SHIP.·

\[~ SIGINl" SUPPCRT OF CoMMAf\DERS. °,
.~ 1) COMMAtoD CONI' I~ENCY A~ L 11'111£0 WAR PLANS:

..

CA) TRS \IIAY BE urn.UEO BY OIRNSA TOPROVIOE

SUPPORT TO n£ MILITARY COIOIAt{)ER, "tNAODIT'IpN TO PRIMARY

IUSSIONS.

B) Ca4MA~ER MAY LEVY IMMEDIATt SIG"INr SUPPORT

REQUIRZMENTS IN ACCCRUANCE WITH mOCEOURES TO BE ESTABLISH O.

.. A

'.

..~

..0""_
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ACTION PRItCEDZHCE

DOC I D :'. 39 s.al.l..llli ........uc ...
_ ~~••.I.~ !'2~" RBV AUG-'"

.......11 I••11••'.,.),'V'" ,., '

e, (C) OIRNSA, CR HIS FIELD REflRESENI'ATIVES WHEN

SO AUI' HOR IZED, WILLL: i, w

~~ 'I. ESTAEL ISH FROCEDLRES TO RECEIVE A~ Act

~:;:"J' LOal.L Y ON COMMANJLREQUIREMEM'W.. '
... ( ..

: ".r-"..
2. EFFEcrmOMPl' TASKIt(; OFSIGINT RE-

.'" ....
SOLRCES, INCttO..ING H£ TRS, WHICH MAY BE ASSIGNED TO' AN

, .
:'" AREA TO SUPPORT A GIVEN COM'IIICENCY SIUTAT ION. '

"CD) CONI'R (L OF TR S:

1. OPERAT iONALL COM'ROL OF SHIP: SAME AS IN

ROUfINE OPERA! IONS (SEE PARAGRAPH 0(1) ,ABOVE). :'

2. OPERAT IONAL Ar-D TE CH~ICAL';,CONl'ROL, ,OF ALL~"

, ' SIGlNT Act IV IT 1ES: SAME AS IN ROlJI' If'£ OPERA! IONS (SEE PARA

~ . : ." : .

_AP~ 0 (2) AB~E).

, F'. COMMAND OR.ANS:
I

-,' .. '

L (J) NSA R£ffiESENl'AT IVES AC~EOITED ,TO COMMANDS:

"~K WITH CCX1MAND FLANNERS IN DEVaOPMENI' OF APPROPRIATE

W~DING FOR INQ.USION IN THE SIGH~' APPENHX TO ,THE INTEL

LIGENCE ANNEX OF COflll"lAr-D OR.ANS IN' T'HOSEINSTANCES WH,ERE N A

DiTERMINES TI-£ TRS WILL ME EMFLOYEO.

(2) NSA I INFaHI USCINCSOUTH (NO NSAREPRESENTAT VE

'/cCCREO rrED) OF INSfANCES WHERE TR S WILL'cBE EMPLOYED.~

'.

l.~ NOTE: DTG ¢123¢ZZ AGO
D"A~TI:"
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GO
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, NO REPEAT NO TIME WERE THE AIRS'PAC'E RESTRICT IONS SET FO TH I N PARA-. . ,. '.'.'"

ai'"

1. ABOVE V rOlATED,_ t. E., 014'5< JUN NO S I XTHFlT. CVA.A tRCR FT .

APPROACHED THE I SRAEL OR SINAl COASTLI NE CLOSER THAN '24 ,M lLES"

,AND ON 6' JUN NOSIXTHFLTCVA'AIRCR~FT APP~;AC~~'THE IS AEL,'SYRIA:

OR EGYPT COASTLINES CLOSER THA~ 1~~ MILES. TRACKS FLOWN WER~ -. '

ACTUALLY FARTHERFROM ISRAEL!SYRJAiEGYPT rHAN TI:i~ ABO'¥!E. L1M!T1NG /

FIGURES. DURING THESE FLIGHTS.NO REPEAT NO SIXTHFLT PILTEITHER

TRANSMITTED OR RECE IVEn ANY RADiO' TRANSM ISSIQNSFROM STTIONS

IlISLEA.INC· o.....c ...

. .... '.

EITHER INOR UNDER THE CONTROL OF ANY COUNTRY IN THEMI EAST

ENGAGED IN THE CURRENT CONFLICT, EITHER~",RECTL~' OR INO RECTLY

BY f;tELAY. IN SHORT,ON 5 ANO'6' JUN NOS IXTHFLTA IRCRAF.T OVERFLEW

ISR~EL, SYRIA, OR EGYPT AND NO CoMMUNiCATIONS WERE ESTA LISHED .

BY SIXTHFlT PILOTS WITH ANY RAOIOS~ATlONSCONTROLLEDO uT'iuZED

BY: ANY OF THESE COUNTRIES •

• NO' FLIGHT OPERATJONS·ARESC·HEDULEDfOR.1.
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DOCID: '39581·11

ACTION PR1I!CI!D£NCE IIIP'O Pl'iIECI!DEHCE

(.-. FLASH IMMEDIATE·

SARATOGA OR AMERICA. THE LIMITATIONS SET FORTH

ABOVECONT I NUE IN EFFECT.

-SP 3-

......

IN PARA
UTI N

L23 NOTE: THIS MSG HANDLED BY.p21j MAT RUN OFF FOR Dl •

.DR"'P'TaR

DOCUWSNT· W.ftKING

• IICUNITY CL AI'.PleATION

P~Q. PA~

3,-_ OF' 3
AOI HR., .

. '431 19'
AGO '., :AGO Hili.

'/'

AGI

DTG
.' ...

. .

. SECRET
. .

DTCI



DOCID 73958111·. '. " - .. .., . '. ~,' .

~ .. -,

(" '

~INT ACCESS I ECOID
i

....._ .

. (unclassified until filled) ..
NATIONAL SECURITY AGENCY

.;.... '

• ATTENTION.
BycilrectiOli 01 the Prealdent,tblalorm" ·."dh"acce.. to It. conte~ta. Suchacce...
"lIatbe 'algfted and completed by .aeh -j'n~ " <in..t beU.mlted to th.Qa. IndlYlcllllil.bavo
cllvlclaal (1) who ·'ead. Ihl. doeullent who~ly . lag ~ "Il••d to leaow" aad approprlat.. ..'.
9r In 1'art or (2) wlloper.onally bandle.,,~t "c S~ur1tfcleararil:e."·. .

• U.~&c'r Dill '''II~ '"'.l

III&C&I"&O' 111110. N1.1'"1111 INCLO.UIIII. _..-: .

CO"" HU... 1I111 n COH'rIllOI. NU...CIII . """1.1"'&111

//)/(7· ,.," -,' .
;';"'!: ../~ .OROANIZATION ~.,... DATE .... -;- .....:,

,;';

---------------~_-..:._---_._--+-:--------._+---_.-._~_.-

..
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---:---_........_--~ ........._--.,---:---------'-+-......;.----'-:----+--------,

I
--,---...,.--"""'---,.----~------I---...;..;.-~-+------I
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~
. . WARNING ..

.\ '.. n..docaIlMtDt ~Dtain·'IDforDl.t1o;~ffectID& ·~eDded. It. Irmail,"on or tlie revea1~
IR. th· Hall a1 Def Ith UDlted ·Stat.,. .... (' . . lion of it. ·contnt. ill lUIY lDanner to lUI

\

. ;HMoetbe ..:niOI ofes:: ~.pI:aa&e L.....· -...~.. 'aDalll:boIind perlOlll. prohibited by '..
. Title .18, U.$.C., Section. 793~ 794• ....: t. 1... , .



DocrD: 3958111

",.. "

.......

"

.' ~".

':': .;,".

.': '

: ,.
.,.", : ~ .

. ,0.';"

.'~

", ....

. . ,~..

'; : .

.. ". ~ .

.DATE: '·¢9· JUNE ,67 .

.M"",,,"- f'4ic~. ff&::V. SE~~.~: . .' . ' ':"•.'-"0'1', -.dJU<>~.c:i::i';a ~.
. ($Up..~.~ """'RBV·AUO·U··:; ':". , .....
,. bit u•.~ .tl.I ",,1.1 di ":" ". . .. "; ....·,•• C(U'!i.TY..:Ct.. "~".lnC"T'ON· .'

ACTICtl. ~"IECEDtilCI!. '.. -..' ' .~:PR~1t .' ·."IECIA'- HANDL.lIilG: .. ':': ,..... - ..- .:-- ." •.•

.:: /"'MED IAT.E': .IMMED lATE' NONE' .

"e F~~:. JCS

TO: USCINCEUR

INFO: aNO
O/NCLANT
OINOLANTFLT,.
C/NOUSNAVElR .
COMSIXTHFLT '.
CTF 64·
uss LIBE~TY

HQNSAEUR
NSAEUR OFF GER

'. DIRNSA
DfRNAVSECGRU

. ASSTDIRNAVSECGRU····
DIRNAVSECGRULANT
DIRNAVSECGRUEUR

"i~ __ ....

",' .
:- ...

'TGPSEQRET,'

JOS 7347J3 SENDS•. '

,_SUBJ: U5S' L IBERTY (U )

REFS: A. JCS 7337/'/17~23rfJZ JUN 67

B. COMSIXTHFLT ¢715~3z JUN'67
;1. (u,) OANCEL REF A.'

(NOTAL) .

2. -;.:re-rREQ L I BERTY COMPLYN:EWOP' :AR.E~S 'D.fF I NgD \F;A T
. - r'

, .
SENTENC:E:PARA 2 ~EF 8, UNTfl FiJRTH-ER'NOTlCE'.'/, ..:.e:•. i'NP-T

C.LOS"ER -THAN 1'/1'/1NMTO I.SRAEl:., SYRIA EGYPT 'AND 25NMTpOY US,;'

l2,s.}:NOt·E: .DTG¢7223¢Z A(H .42486>
~TG rfJ715¢3Z - AGI42373

;,
, .,
f

:B/.J8H
~;':L.('..~i:ll:"T J~~UJ

.ii ..
OOCUM~N T ........ t<IN. ." '. I!t."o.•..-... ~ .... ~ ..

. OT!3
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INFO: AIG 998
·JCB
CNO
,CTF 6¢' ,
Cl(} 6~.2

'." :-.' , ".,

......

.. ' . '';":, .. ,"' ;.

F-T'O

AT.TACK ON LI BERTY

:, .' :

UNCLAS 'FLASHS rrREP/¢6~~'/COM~ IXTHFLT ,¢813'.5Z;J~N,b1.:
UNCLAS'[

,.'

S ITREP ONE

1. AT:'¢g~252Z IlSS LIBERTY REPORTED;' UNDER ATTACK AT POSh

3'.23N 33.25E, WAS HIT BY TORPr.DO AND WAS liSTING BADLY.

, _ . ATTACK FORCES HEREBY DECLARED HOSTILE 8Y COMSIXTHFL'r lAW

• -'fiNCUSNAVEliRINST P¢312¢.5S. LIBERTY MESSAGE AUTHENT !CAT"

2. HAVE DIRECTED iF 6¢ TO PROCEED TOWARD SCENE. TASK

6¢ PRESF.NTPPSIT 34.22N' 24.28E.
3. HAVE DI RECTEDAMCR iCA TO LAUNCH FOUR ARMED A4:tS AND

SARATOGA TO LAUNCH FOUR ARMtD ,41 f SWITHFIGHTER COVER

TO DEFEND USS LJ8~RTY. PILOTS DIRECTED TO REMAIN CLEAR (j""LANO.

, ,"T.~ , " -

" , ¢B 13?¢Z

. .. ,"

".,
:; ..

NONE:
. ,.".,'

"., ,,;.or..,

JANKERS ALSO WILL LAUNCH, WILL RELIEVED ON'STATION.

4. ETA FIRST ACFT ON SCENE ONE HOUR AND 3¢

ESTIMATE LAUNCH AT '3452.

OTG

SUSPENSE

"01 "

'~':~"~:,{' TO M.E~SAGE·'.
f / ""'"

:, GO' ,,'

.;..,. ...._ •._~_~~i;i···

~'

(b) (3)-P.L. 86-36
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DOClD ::c~~~§i.t~t.+~;;~,- .,......'. ·CO~'FIDE~Jt\.l:; .. /:j"',::..:;,: 'I' .".' ..... J
(Suttft·,,-•..,·~·iiiii.. itJs:·v Ave; '.'i " '. " . -.~C:U'UTY ·Ct.. A5~ "'e _,1'.0·" -. ......" . _, ::C::;:~-' --= " ," '.'
~:I;;:~:~E::~) ·:'-(I.NF~J··o'.f'.IN'E;..t:.:.~.~..'~.~..=.7-. ' '. '.' . . SPEel~':!H?' ,"' .. -"'; "'-:" ..... . .I .
:-1' --, " fL ASH ,.' .. !:.-- [; i'P,heUTION I
···.~USi.1~4'·DAiE:~g ..JUN67:-: . . ACTi ~. ':·:;6 I
T9':D:IRNSAl/ADV.:dQ?Y:~:rAeE/k· IN~~';': :-~1 .:' .

.. i-·P2.1':A~.COPY,~IA.. . ;.... . 'I
' ."TUB~ ".• ",,: .:<' .>..'.::> .g~~ .,

e.8 N·t 1·I:{EN.~::r·T A',_~ .... i.:'·-· .·.,d,,;\·,.,' ',. ~~.: .. ,'

FOLL.OWING. MSa .P"SSED BY .USS~LrBERJ:Y> ....", " '_.' .' -. G: .

.. ' "TOCNO INFOUS','CINCUSNAVEUR "·Jl;:S;(~·RC)::~;··~i:~CL~A:NTFL T, .CO i;":gg
.SIX! HFt!~ 'CO~SE~VL-ANT·t'QUOTf: U~:~,~S _.S.Ii.~;:,f~"~iIRAiT!'CK·:·'::;··fi;<·
;. Ar':081:205'Z:t ;WHIL'E:SHI~;~:~N-COUR_,S~'·~-~,~if~·~~~·~S:~.::~PE~E-D_ .: .~~~:. _

FIVE' KNar S POS'IT'ION 3 t"' DEGREES,853,5.5 M'tN'S~CRTH,' 33 ADp'· ....
,. . " " DIR:

DEGREES 29 fUNS EAST' SHIP AUA'eKED BY UNIDENIFIED"
. '..' .. ". - : :.- ,"... ", ',: '. ~ 1:. : .'-/;'·,:.r:.- ,':- " ,'. ,."... .~#.

JET F'IGHTERS~BEL lEVED TOBEISRAEt~r. APPJrOXIMA'iEL y. SIX

STRAF"FING ~UNSMAD~ O.N -SHIP; APPROX~81i2~'£ TiiR~E:' TO~PED 0
.' . .~ /'". .'. . .

~.b .ONEIDENT . AS ISRAELI. APPROA CHED. S~IP _"ON STARBOARD '. ,"

-.nR AT HIGH SPEED~ HtlLL NUMBER' OF ONE BOAT 2216-17 •

.•. . AT' APP'ROX '08 1427Z'TOOK'TORPEOO BOAT' UNl)~R"'F;~E 'BY~5~ CAL' .. : .'

,.M~C~r:N~ GUNS AT RANGE OF APPROX 20~".'Y~RDS 'tORPEDO :aOAT

LA·tlNCHE~TORPEDOS IN' srRAF;IN'G:A!TAC~"'" ., .. :;;..".

i
I
I

. i
! ..;..0 h ....

A,GI NN.,' .

. 425¢3- .~CU"ITY· C.I.AS"'fI'.C:ATION.
..'

'..( .....•• :. ··f~',·· .•·;··:···
GOt.FII)ENl'l/.iL. .' .'.,' ~'I'f·~iifh2Z'



DOCID: 3,9~~~:t8~~~~ ...~.. •. '.:'. .·~,'CbNFIDENTIAL
. (Sup.....,•• N1161'RBV AU" U.' . \o.r. . . . . ,,' .

. :: t.a tte u••d ~'Ud.plfJr"u,.· ".: __aECU ,,':T.v. c;:!-......s• ..... C.- ...-:r •.OM-

ACTiOiCPRECEOENCE.. INFO PRECED£NCIl " ..ECI ",,',HNiPLIHG
. FLASH '.; ... ,·,NONE :·:N9~~~-.· '.

"\.~HO~OF'(IR,cR~AFT·A NDBOA~si~ KE'.JN-'~ ,-A.:..:F-,t:....t~R"'-.~........------....MmitTION

.A!TACK COMPLETEDn~'6 'ISR'AEL.'r- H'E~ '[COPTER S::QRB I:rTED<"S,H1P~':;
. . .. , .' '-'." ,-

, '. AT' ABom 11l8,12'55ZRA-R:GE:511lI1l'YARDS.'ISRAEL·rtNSIGN'IA

CL EARl. Y VISIBLE ,P.H'OtO s'TA KEJf, . 'SEVERAL I'R OJt'cr IL ES HAVE '

BEENRE COVERED .. FR OP1"TOPStDE '~R:EAS-""-~~~BER"J)E'AD' 'E$T 'T{N'~'..... .' . ..... .." ..

"SEPrIOUSL Y WOUNDEDE Sf . 'ONE. F' {\IE ~::O'tAl;. W'OUNDED stVE;N. Ft.\iE •...
UNDE! ERM INEP NUMB:E~Q'F ",iSS.~·NG'~'·:"'(:'
3',' SHIP 'UNABLE :ro ''C,{RR'Y'6UT~ PlI'SSI:O'N./.wItLs'~;~IT" .': :':.

. " .." ..

, PERSONNElCASREPS iSAP SEPRAlELY, ~.. '... "

4. 'EXTENSIVE SUP'ER FICrAl .DAMAGE: ioP'~~~,E,::L,ow:t~·"'O'¢..~K'

.. ;
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SPACES,FORW ARD DE:STR'OYED • , ",'
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,5 •.COMMUNICATIONS CAPABn.'ITI~S:LIl'IlT£p,. 'wIl;~~pa'()qJD£

'.: "a.tCT ILES RECOVEREDA5. DIREcTED.".

"'~P:~IILL REQUIRE DRY D'OCKING, .AHD:~XTENSIVE

,REFITT ING. UNQUOTE. TIS' STAT ION" 'fI10rUTORltlG>sixt.H"FL£ET
- ' .' '.: - ~ ~ .'.' .. ~ ". • "." > • ", •.... .....; '::

". ',.

."
.' ,.,

DOCUNENi':"'AfIt:IitIN"'~ . .

.E)(eu~ji3Efrt:Re';';)ltl"'O·~

'I ,.,.'.',' --

.........',.,':.:..... ' .:.,:'

eTG

:~O:,~I!!I~"'GE

'~~: "

"Gt.


