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Introduction to Traffic Analysis'
BY LAMBROS D. CALLlMAHOS
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exposition of lhe principles and techniq1.1.e.s of ITajfic analytus.

Traffic analysis is defined as that branch of cryptology which deals
with the ~tudy of the ext.emal characteristics or signal communications
and related materials for the purpo."e of obtaining information concerning the organization and o~ration of a communication system. By
means or traffic analysis valuable infonnat.ion can be derived concerning the enemy and his intentions, even without actually reading the
texts or the intercepted messages; the solution and translation or mesAA~es are thP funclions of cryptanalysis and not traffic analysis.
Traffic analy'lis can yield a detailed knowledge and thorough understanding of a communications network; traffic analysis techniques involve, among others, the reconstruction or the nets and the determination of the methods of their operation. the solution of callsign and
routing or address systems, the solution of frequency rotation systems,
the ident1ficat1on and analysis of components of the message externals.
the interpretation of radio procedure, the study of the di~tribution of
rryptosyslf'ms, and the analysis of authenticatinn system~. The results obt.ained from traffic analysis materially contribute to the following:
Intercept operations. Traffic analysis provides information such as
call signs, frequencies, locations, and schedules ~rt.aining to target
enemy stations, thus assisting intercept stations in the accomplishment of their missions; and, in coordination with cryptanalytic and
intelligence interests, traffic analysis assists tn establishing the priorities for the interception of individual circuits.
Cr11ptanalysis. Traffic analysis fumi.shes a.'ISi~t.a.nce to crypt.analysis
in many wa}'S, depending upon the particular communications situation; this a.<>.Sistance includes information as to the identity and
location of radio stations, inrormation of cryptanalytic interest
gleaned frotn enemy operators' "chatter,'' identification of possible
stereolype or proforma mes.sages from external characteristics of the
traffic, and identification of isologs.
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TRAFFIC ANALYSIS

The organization of a radio network and the manner
in which messagl's are passed over this network reflect troop di.sposition, command relationship.s, and impending movements and preparations for military activity; therefore an analysis of net structure,
traffic contactf. and patterns, traffic volumes, and similar communication~ features, is of conRirlerable al'l.<;iRtance in bllilrlin~ up a complete inte\1i'1,'enc"' picture.
Security. The techniques developed by traffic analysis in the attack on intercept"'d enemy communications may also be applied to
our own monitored signal communications in order to uncover
possible weaknesses; and to maintain high standards of communication security by preventing these weaknesses from rleveloping in
our communications.
lntelligeMe.

There are three kinds of ba..o:;ic data used in traffic analysis a.s
fo\low:;i:
lntercepl data, compri.si~ all information supplied by the intercept
operator, and consistinQ: or the frequencies on which transmission.s
are heard. the time the transmissions are heard, intercept operator
comments such as signal strength and audibility, "fist'' characteristics of the target radio operator, and any pPculiarities in the transmission or handlinQ: or the traffic that strike the intercept operator
as bein'1,' significant or out of the ordinary.
Thi! lransmusion, comprising everything transmitted by the target
radio operator, and including the initial call-up, the exchange of call
signs, the traffic passed, the servicing incidental to the traffic being
passed, the radio operators' rhatter, and the signing off. Traffic
consists or the mes!'la.gl' exfA.>rnals Ii. e., the preamble and postamble,
if any) and the mt-s.sage text proper. The exkrnals comprise various items that facililate the handling of the meRsage, among which
are the radio staL1on numbl·r and perhaps a message center number
or other reference numbers, the group count, routing and a.tldress
information, precedence indicatol"S, the file date and time, etc.; all
this information is of considerable potential value in traffic analysis.
Tht• mes.-.age text, if it displays patent cryptographic characteristic1',
can also he of use.
Collateral. informatum, compris"ing any information, other than that
derived from a study of intercepted commllnications, which may be
of value in traffic analysis; e.g., captured documenL<1, intelligence
rf'port.s, t•tc. In addition, traffic analysis is aided by communiealion
1n11'1ligtnt.e collaternl such as direction-finding bearings, Morge operalor analy~i~. plain language mess.ages, and decrypted traffic.
In traffic analysis the details of each feature of the communications
operations or structure are studied, followed by analysis of the inter-
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relationships among these featUl'f'JI;, culminating in t.he reconstruction
of an entire net together with all the det.ails of its operation. At the
start of a traffic analysis problem, little may be known concerning the
target communications; it would first be necessary to segregate initially
intercepted traffic into several major types or nets by mean~ oi cryptographic reatures, common operating charaeteristics, or other means.
At this point the int.ercept stations are given g{'neral search mission!'!
over the entire range or radio frequencies to intercept desired types of
transmissions. As traffic accumulates, fragmentary nets are diagrammed and analysis is begun on the transmii;,.ion characteristics and on
the message externals, with particular emphasis on the preamble components and on routing methods; research is per£ormed on call signs,
frequencies, schedules, procedure signals, external message numbers,
routing indicators, and cryptograptiic features, resulting in the ultimate reconstruction of the complete net with all its pertinent details.
RADIO CO"l'\tllMCATION ...

F.fficient radio communicA.tiun!\ are rtependent upon tl) the phy"ical
laws for the transmission, and (2) the requirements imposed by the
necessities for the establishment and maintenance of communications.
Tht> first consideration involves the frequencies and power used, and
the second consideration embraces the details necessary for the communications themselves, such as the call signs, routing, message numbering conventions, and receipting and servicing of the traffic. The~
latter items may be varied or changed by direetion of the eommun1cations authority either for convenience in handling traffic, or for
purposes of secrecy, or both.
From the standpoint of traffic analysis study there are three main
aspects of radio operations, as follows:
The t>peratinQ data. These' consist of the basic operating and functioning data of the net; e.g., the structure or form or the net, the
frequencie~. the eall !'igTI:l, and the schedule~.
The radW transm~ion. This includes the particular Monie code
used, the procedure signals employed, the order of element.8 of the
transmission, and radio operators' chatter.
The messages. These include the message texts proper, tOj't'ther with
the mi:>BSage preambles and post.ambles. The cryptographic. f~
tuN!S or the message texts, such as discriminants and message 1nd1·
cators, the type of cryptographic text (whether in letters or ?igits),
and tht:! length of the code groups, are all or coruiiderable assistance
in traffic analysis; plain-language message.~ a~ also exploited.
OPl'.Rol.Tll'IG 1J.-To1.

Radio stations are linktod together and organized into nets for the
purpose of intercommunication; this organization follows definit.e
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patterns, reflecting the command structures since the lines of communication must coincide with echelons of command in order to meet
military communication requirement.9. In a particular grouping or
stations the one serving the senior eehelon is the station usually in
charge of the suborflinate stations; this ~tation Ls called the net control
station. (abbr. NCS), and the others are called outstations. The control
station is responsible for the supervision of transmissions, procedure.,,
and circuit discipline. A typical net structure is shown in Fig. 1, b~
low. Station 1 is the superior headquarters, with Stations 2, 3, and 4
OKT
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as Lhc immedi;.ltely subordinate outstations; Station 2 in tum ha., two
outstations, anrl. Station 3 has three outstations. Station 1 is also in
communication with Station 10, the NCS of another net.
Stations are identified by one or more call signs which consi!'lt of a
group of letters, d1git.s, or both. Tn the diagram above, Statioru; 1-4
have two call !\igns each, while the remaining stations bavf! but ontcall sign. Multiple call signs are used for convenience of operatioru;.,
or for security; they an! either in I.he form of varia11l call signs (the
"':'l,ection from t~ese being left up to the rarlio operator) or of split eaU
signs (the SC!lectmn of the proper call sign being governed by the time of
day, the radio fn-qut-ncy used, etc.).
The usual type of call-up is the double-station call procedure, wherein
the call signs of the called station and of the transmitting station arc
sent, separated by the procedure signal DE (meaning "from"); for
example, ir TVI is r.a!lmg UXA. he would transmit the following:

UXA UXA UXA DE TVI TVI TV!
The reply from

UXA would then be:

TVI TV! TVI DE UXA UXA UXA
E:81 tFt&il Ill 0 k
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ln the single-station call proc&lure, only one call sign, usually that
of the cailed station, is used. F'or ex.ample, if ZYH is calling ARW,
he would send ARW ARW ARW; wht'n AR W answer~. he woulrl reply in
the same manner, ARW ARW ARW.
Sometimes one particular call sign is assigned to a link, i. e., for
intercommun1cution betwe<'n two !>p~ific stations. For example,
referring to Fig. 1, when Station l wishes to make contact with
Station 10, he would send the link call slgn BND repeated !\everal
times, and Station 10 would !"f'ply with the ca.II !'ign BND.
ln addition to the fon•going types of calls, there may also be used a
collective call sign for calling severdl specific stations in a net; when
SLJch a cal! sign is userl. for alerting all o{ the ~tatiom1 in the net, 1t
is calle<l a Jtt/, roil sign. For example, Station 1 u.~s the net call
sign RZK for reachinR his thret' ouUitation~. and Station 3 uses VJM as
his nel ca.JI s·111.'.n.
ln all of the foregoin~ procerlures, split-call working might be employerl. A-,, an l'XamJJl'-', we nott> in Fig l that Station 3 uses the
call sign TVI when communicating with its superior, Station 1, or
with St..1tions 2 and 4; huwi>ver, when Station 3 is communir:lting
with its own outstations, 1t uses the call ::i1gn ZYH .
Stations m a net a~ a<;signed one or more frequencies for radio
communicaLion; the allocation of frequencies is prer.licated upon transmitter characteristic:-;, dist.ance requirements, the time of transmission,
and other factors. ln simplex working, !\tations operate on a common
frequency; in complex working, more than one frequency is used. ln
complex senrling, stations are a,._qigned transmiUing frequencies, and
each sLat1on uses its as'1ignerl. frequencies to make contact with other
sLations; in complex receivinR, stations arc "'""igned rl!ceuring frequencies, and stations sending to a particular station u:;e the frequenc.v
assigne<l to it.
The time of communication is an imporlant factor in radio operations. Schedules for communic-auon are established ror those stations
which pass comparatively little traffic, or which have an lnsuffic1ent
number or operators for free communication wilh all necessary stations;
in sucti ca.""'s, !V"'hedules are arranged so t.hat each operator may take
ca.re of several circuits at different times. Such schedules also pl'rmit
maximum use of one frequency, without interference or conrusion.
When no schedules are in force, stations arc free to contact each other
nt any time, either by setting the time for the next contact at the last
transmission, or by maintaining a watch on as.signed frequencies.
R.t.010 l'llOCUJllRIES

In radiotelegraphy the transmission o! inrormation is accomplished
by means of Morse codes. In the case of countries Wh08e alpha~t.s
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differ from the English alphabet, modification!'! of lhe international

edges receipt of messa1o:cs; (51 corrections and services, to insure that
the traffic lransm1ltt.-d and received is as -'!'arble-free as possible; and
(6) the signing off, or the pr.>Cedure."I prescribing the manner of terminating transmissions. Variations in the number and detail of tbe
foregmng elements l'Xi'>t not only among various nations, but also
among the military services of a particular country and among the
different echelons of these services.

JvT or...e symbols are introduced lo take care or accented and other unique
letters of the \anp;uagc.
Radio oµerators use CW"tain signak and fligns to £acilit..ate operation
and passing of traffic. The most common S(>t.s or operating signals,
use<l in internutional praclice, are "'Q" and "Z" ;;ignals, which are three!etter combinationg bf!ginning with the'iC' ldterg. For cxLi.mple, QRU
means "'f have nothing for you," an<l QRU followed by a que!ition mark
(Mor!'.€ IMI) means "Do you have anything for me'.'" Besides these
operating signals, var1ouf! procedure si!flls arc user! by the operators,
such as the following:

AR

GR Group count

AS

!Ml Repe...t or question

En<l of transmission
Wait
BT Break
c CorrPrl
DE l·'rom

K

Tnvitation to tran.;;mit

WA Word after
iiA End of scheduh•

In ndrlition to the forcR,oing, rarlio operators may be provided with a
specializc>d crypto~y'>tem, usually in the form of a small chart (with
row- ,ind column coorriinat:.es) containing letters, digits, wor<h;, and
u.'<eful short operators' messas;i;e=>.
rn orrier to prevent enemy stations. from entering a net an<l confusinl{
its operations. authentication syst.t.•ms are used. Tn .o;tation authentication, challt>ngt>s and rcplitos are exchanwL·d mutually by stations
upon C!-;tablishing initial contact; in ml'ssage authentication, certain
t>lementf! from the heading and from the messagl' tt:~11.t are designatl·d
hy prcarrangemf.•nt as tvst element.<;, and these frst elements are valida\Rd hy an authenticator symbol or symbols 1n the preamhk•.
rn military communications, a single timP dl'signation is used t.o
avoid the ronfu,.;ion that would result i! l'ach station used local time as
reference. Normall:,.-, Greenwich :Me.in Time is used for all communications, although in some instances the time zone of the capital
of a country 1s employl'd; in any cas.e, it is w;ual practice to include
the su!Jix letter of the time zone, as for example 2.'\1600Z meaning 1600
(;reenwich 1'.1.ean Time on the 23d of the month.

Thl'fe are certain element" of the transmission which are ~tandard
for most radio operations. These are: 0) the call-up, or the procedural rules by which <;t..ations makl· <"Ontact with one another to prepare
(or thu tran::;mi:i:iion of traffic; (21 the order of traffic, govurned by
rules which rietermine which station is to transmit its traffic lirsl, and
in what orrler; (3) the transmission of traffic, in a prescribed manner;
(4) thl· n"Ct•ipting for tr<irT'ic, in which the receiving ~tation acknowl'QtlFlli'EI ITl/:L
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Radio messages must carry pertinent information to insure proper
handling in both th!:! message center and the radio station. This infonnation, almost invariably incorporated in the message externals,
usually includes serial numbers of various kinds, date-time groups,
prec!:!dcnct· symbols, routing instructions, ad<lresg~ and 11ignatures, the
group count, and other special instructions.
Thl' number which is put on the message by the transmitting radio
operator for rx:fcrcnce purposes is known as the sta!ion se-rial numbrr
(abbr. NR); a n11mber series may be assigned to all messages transmitted by a particular slal1on, or t1eparate number series assigned. to
messages passed on each communication link. Message-center numbna
(ahbr. MN}{) a.re numbers assigned serially by a message center to all
outgoing traffic, rt:>gardleRS of destination; these numbers are used for
reference purpose:>. between originating and receiving message cente~.
When mess.ager; are re!nyed, the station serial numbers change on each
link of the communications path, whereas the message-center number
usually remains constant. Other kind~ of numbers are sometimes
round in mes.~ge externals. especially at the hi~her echelons, such as
cipher-office numbers or radio-station in-desk numbers.
Precedence indicators or symbols for exp<.'<litin~ tr-d!f1c are either in
the form of abbreviated plain text (r;;uch as "U" for Urgent) or in encrypted !arm as a group of Jette~ or digits. Sometimes variants are
provided for these indicators as a security measure, or these indicators
may be orubject.ed to encipherml'nt.
When dirl'ct communication between two stations is not Pos..~ible,
routing instructions are usually incorporated in the externals of messages. Designations of locations or units in plain text may be utiliz.ed
for this Purpme, or call signs may be used for the routing, but, more
usually, routing codes are employed which contain code groups for
principal Jocation!i or units, as well as syllabary groups for encoding
designations not in the body of the code. Similarly, when addresses
and signatuN's are dislinct Crom routing instructions, a separate i;.cheme
may ~ devised for the transmittal of this information, usually. by
means al codes.
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A~CONSl"AUCTION

In the initial approach to a traffic analysis problem, traffic identified
by the language of plaint.ext chatter, or by national characteristics of
the transmission, as belonging to the target country is segregated into
major homogeneous typt"s on the basis or common operating churacleristics, message [orma\.3, discriminant.g, chatter, or any collat.era\
information. Thus traffic from army, navy, air force, and other nets
may be isolated into distinct groups.
A preliminary grouping of :>tations is diagrammed from ob~rved conlacrs betwl'l'n st<1-tions. Simultaneously, analyi1is is begun on the
charactt:>rist irs of the radio operations. As an example, let us assume
that the groupings of stations in Figs. 2a and b, ht-low, have been reconstructed from observt•d contacts on thP transmitting frequencies in

.... ....

.,..

....
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mcntary nets have been put together, continuity ovt-r datt·-b~aks is
made possible hy the analysis of radio operations.
Callsign analysis embraces the determination of the mPthocis of generation, allocation. and rotation of call signs, toRethe.r with the system
of use. Call signs may merely consist of ditfen-nt random n-character groupg, in which ca8€' no system of generation 1s recoverable, or
they m:ty be generate<l by a permutation table or similar !'Cherne. The
available call signs may be arranged in the form of a chart or in a book
of tables, and stations may be allotted specified pof;itiong in th(• cha.rt
or book on, let us Ray, the first of the month; subsequent change~ of
call signs may be governed by following a prearrange<l route in the
chart or book, or by the application of some mathematical formula.
Callsign systems may also involve several sliding strips as a means or
generation, with a convention prescnbcd for the manner of selection
and rotation of the call signs d~rived from the strips. Regardless of
the system of generation and rotation, when sufficient call!'ign continuity has been el>tab\i~ht>d, interpretation of the patterns and phenomena
disclosed will permit recovery of the system.

kilocycles as indicated, and that we have made a mental note that, on
the basis of procedural charact.CTist1cs, UXA and ZYH are probably
net control statioTU!. We note that TV! and ZYH have the ~me
frcqul'ncy; ir frequencies are assigned uniquely to target stations, then
TVI and ZYH represent the i.ame station. Tentative confirmation
may be obtained if it is found that the serial numbers used by TVI
interlock with those of ZYH, or if roullng information on messages
from TV! and ZYH shows identical originator!!; further confinnation
may be obtained from chatter (wherein, for example, the operators at
TVT and ZYH refl'r to the same person as their commanding officer),
from direcL1on-finding bearing~. !\1orse-operator analysis, discriminant
and indicator :-;tudies, etc. By continuing th.is method of analysis, Wl'
shall arrive at a portion of the diagram in Fig. l, whe~in TVl and
ZYH are ,hown as split call signs belonging to one station. This
example of approach is perhaps an overi.impliflcation, but it is illustrative of thP general methods followed.

Frequency analysis has the same general llbjectives as callsign analysis, viz., the determination of the methods of selection, allocation, and
rotation of frequencies, together with the system of use. \Vhen more
than one frequency is a&~igned to each station, lower frequencies are
generally used at night and higher frequencies during daylight, for
technical reasons; certain of the frequencies may also be designated as
standby frcquencie~. Frt-quency as.ciignments m.ay be published in
chart form, with an initial allocation and rotation system similar to
that used in callsign systems. Here again, continuity of frequencie!
wi\\ pel"mit n'<:oV'el"y of the system. Both in callsign and in frequency
analysii;, continuity may easily be obtained if some or the operating
data or element.«1 of the transmission change and some do not. t;ven
if cal! signs and frequencies change daily, continuity may be established by taking into comurleration any of the foll!'lwing: patterns of 11ta·
tion serial numbers or message-center numbers; routing infnrmation:
discriminants (e~pecially one,time-pad discriminant8 which are uftually
unique for each link); proceduraJ pecuiiaritie!' (e.g., the use by a
particular station of distinctive ireparator si~ns, tuning signals, etc.);
chatter; scherlul~; service messages over a date-break; and direction
finding and Mor&e llperator analysis reportl'I.

This phase of traffic analysis involvin~ the study of the operating
data and the elements or the transmission is, as previously stat:Pd,
carried on concurrently with initial net reconstruction. When frag·

Pl"OCeciure messages and chatter between operators are of particular
interest in traffic analysis. When unknown procedure signal!'. are
used, or when procedure signals are encrypted, their meanings may be
determined through observation and interpretation. As an elementary
example, Jet ui>. ~upposc that at 0915 an intercept operator hears TVI
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scm.I Lo UXA on 3800 kilocycles the procedural transmission XLC 1200,
after which cont.act wit..h TVI i.'l lost, and that TVI is heard calling UXT
again at 1158. The inference may be made that XLC means "I !ihall
contact you again at __ hours," followed by the time. Or again,
let us suppose that after that same transmission, contact with TVI was
lost, and that the intercept operator in searching for target stations on
his receiver picks up TVI a few moment."'- later on 4800 kilocycles. fn
thifl case, it may be inferred that XLC mean!! "l am changing my fre4uency to __ kcs," followed by a frequency designator which is to
be multiplieJ by 4 to indicate the actual frequency.

tion derived from cryptanalysis and other communication intelligence
source><.

The identification of preamble comµonentfl is a relatively simple
matt.er. Ir messages from Station A to Station Bare sorted by intercept time, the station serial number:> should be in an ascending series
(barring, of course, missed t.ralfic), .so that we look for such manifestations in t;>ll~ment." of the preamble. Hall the traffic sent from one call
sign, regardless of direction, is sorted by flle time (where lhis information is included in the preamble), the message-center numbers should
be in an ascending sequence, with gaps cau!led either by missed traffic,
or becau:i.e the station concerned used more than one call sign, or beeause some messages may have been tran.smittrJ by means other U1an
radio. The position of originator groups in the message preamble may
be discovered by sorting traffic by transmitting station and noting the
consistency of certain groups in a particular position; likewise, addressee
groups may be identifit;>d by sorting traffic by receiving station and
looking for a high rat.e of occurrence of some group or groups in a
particular po;;it1on in the preamble. The identi6cation and interpretation of precedence indicators may be accomplished by studying a
small volume of traffic emanating from one station and comparing the
6le times with the intercept times; when a series of messages are transmitted by a st.ation one after the other, the messages wit.h higher
precedence are invariably transmitted 6rst, and .study or the traffic
will give clues as to the meanings of these indicators. Sometimes
preambles also contain groups indicating the security classification of
the messages; these groups arc often difficult to identify and interpret,
but nevertheless a study of chatter and of the discriminants used on the
various cryptonets will permit a solution.
As may be observed from the roregoing discus.sion, identi6cation
and partial solution of the elements of the preamble proceed simultaneously; further study and analysis will make poSBible a complete solution of these elements. Addit10nal information on radio operations
can be derived through study of schedules, textual features of encrypte<l traffic, cryptonets, and discriminants and indicator usage. Collateral information will be of assistance in these studies, as will informs-

COi 4Pll)EI t'tt :l

10

1!!81 IFIBEI lfl:':l

The l:u;t phase of traffic analysis is the reconstruction of the complete _enemy network in the form of an integratPd diagram showing
call signs, frequencies, and other technical data such as serial-number
allocations, discriminanl'<, etc. ldentifications of unit organizations
and their geographical locations are shown, which, when coupled with
int.elligence from all sources, will portray the enemy Order of Battle.
When chang<'l\ in net structure t.ake place, these may be brought
about by the appearance of new units in a command or the deactivation or r"'deployment or old units. Changes in contact relationahip
may be indicative of impending moves; significant changes in traffic
volume.s or in cryptographic systems may be indicative of preparations
for military activity.
C()""<j(".l.l:01NG Rl!:MARKS

Traffic analysis furnishes much information on communications
features of assist.ance in cryptanalysis, such as information concerning
thP originators and addressees of the mess.a!Je', 1sologs and resends
which result from cryptographic error, me.....,ages with potential crib
value, and chatter pertaining to cryptographic matters.
Some traffic analysis items of particular intenost to the cryptanalyst
are the following:
Whl•n the group count is constantly checked by the enemy operators,
this is usually indicative that the crypto..'lystem includes tran.sp08ition as one of its steps.
When the date or file time is invariabl~ checked, it is indicative
that these elements are factor.:i in key selection.
When a group in a particular position or the text or of the preamble
is checked freriuently, this may indicate that it is involved. in key
.~c/eclion.

Rapid sending, with no request!! for services by the receiving operator, is an earmark of practice or flummy traffic.
The general principles of traffic analysis have been presented briefly
in the Preceding paragraphs; however, as with cryptanal~is, a real
understanding of these principles and techniquefl can come only with
practical apµlication.
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