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Experiences 1920-1939

BY BH1GADIEH ,JOHN H. T1LTMAN
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Present..' cr.vptanalytic experiences of Brigadier John H. Tiltman in
India and England durinf; the period 1920-1939, both a.'1 British Arm,v
officer and as '\1-'ar Office civilian c'1Ptana(vst. Discusses details of
,''Orne ear!.v Soviet additive and one·timp pad ",)'stem ..
and describe,<,' the role.<"<.;everal other Briti.<>h militaf'}' and cluilian
cr)'ptanalysts.

During the summer of 1920, J was on a HUi'isian language eourse in
L,ondoll. At the end of it. I was about to return to regimental duty, but
the War Office intervened and on 1 August I went to work on temporary
attachment for 2 weeks at the Government Code and Cipher School,
which at the time had a grO\vtng backlog of untranslated Russian
diplomatic messages. After a few days the War Office decided to hold
me there for a year and, in fact. I never returned to my rCf{iment. When
I joined it, the Government Code and Cipher School occupied the
whole of VVatergate House on the Thames Embankment near Charing
Cross. GC&CS was formed after World War I of officers from Admiralty
40 OB and the War Office Cork Street office. It was directed by Com
mander A. G. Denniston, \I,:ho had been in 40 OR during the war. His
deputy was Commander E. \\' Travis (later Sir Edward Travis, our
director 1942--1952), who at the time represented the Admiralty on
COMSRC matter~.

I worked as one of' a group of from 5 to 7 persons on Russian diplomat
ic ciphers under the direction of Ernst Fetterlein. Fetterlein had been
Chief Cryptanalyst of the Russian Czarist Government and held the
ranks of both admiral and ~eneral; he had practiced cryptanalysis
since 1l5tlB or earlier. At the Revolution he walked out of Russia across
the Finnish frontier and was specially naturalized on arrival in
England.

At the time of my arrival, Fenerlein's small section was entirely
occupied with the solution of the current Moscow-London and London
Moscow diplomatic traffic intercepted in t.he cable oftke. All messages
were enciphered by simple columnar transposition of Russian plain
text conventionally transliterated out of Cyrillic characters. As each
message was transposed on a different key, all messages had to be
individually solved. The average delay was, I believe, lor 2 days.
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About November 1920 the system changed, dinomes being sub
stituted for the plaintext letters before transposition. The substitution
table used provided variant dinomes for the letters according to
frequency, there being, I remf:'IIlber, 7 variants for each of the vowels;

I I The ori loaf dinornic
subst.ltut.lon {,i'lbte was :-;nlved bV ?etterlem trorh a
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the British Museum Library. It turned
edition of the works of George Wither,

S~'ven,teentt century. I do not remember the
but I know it was simple and that, after

we \\'ere in a to decrypt DELEGAT
us.

the Office was looking for a replacement
H. Jeffery, who had been an officer in a southern

of the Indian Army, but had in fact never served
He had spent t.he first few ",ears uf the Twentieth
learning the language and had gone straight from

Africa in (~harge of Chinese coolies in the mines. About
been posted to the intelligence branch (M03l of the
in Simla. Simla was the summer capital of India in the

the Himalayas to which the Viceroy, Commander in Chief.
of the Punjab repaired, with their staffs, from the plains

summer months. 'T'here Colonel Jeffery took up the study of
ciphers. To the best of my knowledge, he reported only to the

Government and up till 1921 had not been personally in
with GC&CS or any other cryptanalytic group. He had been

successful in reconstructing some Chinese ciphers consisting of
very large one and two-part codes. After World War I he had begun
working on Russian ciphers. He had been promoted to Brevet-Colonel
and the General Staff had ruled that he could not retain his rank
unless he returned to his regiment for duty. This was a prospect he
could not face and he contemplated retirement as soon as a suit.able
replacement could be found for him. At first it was suggested that
Captain A. G. S. Muntz (at that time working as a cryptanalyst in
Baghdad in Traq-nf Muntz more later) should replaee him and that
I should go as assistant military attacht: to Meshed in Persia (for
which post Muntz was intended, as some forward exploitation of
Russian intercepts was contemplated there). As a result of my success
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from running text, probably from lines of poetry. in view of the
variation of key-length, and Fetterlein had tried to reduce the re
covered keys to Hussian without success. One day I tried English
instead of Russian and met with immediate success. Fetterlein had
shown me how to display a key
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Solution of the
individual messages then proceeded more or les~ as b~fore. But early
in 1921 a new substitution table was introduced" and\,messages from
that time carried the cipher discriminant "DEtEGA1'" in the pre
amble. There were this time ncC::land for sorri"e we~,~s no progres..,,;
was made, The only hope appeared to ~e to find a '\mess~ge containing
a long I I\und this could Q!11y occur i~ the \~ariants were
badly used. I made the first entry about April 1921. \1 must admit that
I was very lucky in finding an unusuallV\,favorable "p1ess~{1"e None of
the workings of 'those day;:; b,ave survived- a'11d I have had tb ~ake u a
simplified example to show\y.'hat happeneq.
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Colonel Jeffery departed on leave for England in Decembe~, 1921, and
I was left in charge. But just before he left, the Russians ~ad intro
duced an entirely new type of cipher system. Again I have to\,make up!
an example. They used a dinome syllabary for the basic sujj~titutioni

and what we called a conversion table, providing random \,dinorn~

equivalents felT each of the dinornes 00 thru 99. The intermedif\te tex~

was I I,,?ff the dinorri,~ cuti
leaving certain dig-its unaltered. This system was il1~roduced in'\thre~

stages. In the first system, called KONSUL, dinomes:',from the\ cont
version table were substituted for the bc and de dinomes ~f the 5-figur~

groups of the intermediate text. leaving the first digit of'groups \un~

altered. I ;.1
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wiLlI DELEGAT I was selected to relieve Colonel Jeffery. and it was
decided to drop the Me~hed project and leave \1untz in Baghdad.

After a month working as a cipher clerk in t.he War OHlee (which
gave me experience for which I was later extremely grateful) I departed
for India in September 1921. While I was on the high seas, the Indian
General Staff relented and decided to allow Colonel Jeffery to remain
in Simla and retain his rank, hut on the condition that he took a
vear's leave of ahsence away from India, leaving me in charge. This
~rrangement he eyed with d~ep misgivings, and we didn't part on the
best of terms at the end of the year.

I remained eight and a half years in Simla, staying there in the
winter when most of the General Staff moved down to Delhi. The
Section (M03G) consisted usually of Colonel Jeffery, myself, one
afmy officer Russian interpreter, one clerk and one offieer interpreter
in Eastern languages, chiefly Persian. Our main (almost our sole)
Russian task was the exploitation of diplomatic messages passing
between Moscow and Kabul in Afghanistan and between Moscow and
Tashkent in Turkestan. \Ve had two radio intercept stations (civilian
manned"!. one at Cherat in the hills above Peshawar on the Northwest
frontier and onc at Pishin in Baluchistan. Later we had l'i station at
Maymyo in Burma fur a time

\-\Then I first arrived. the Russians were using dinomic syllabaries
I . i,(a different one.

as far as I remember, for each message). This was pre~ty easy stulT for
Colonel Jeffery after his work on Chinese, even alth(\ugh he refused
absolutely to learn any Russian, Shortly after my ~rrival, a new
cipher with the discriminant name AZIYA was introdtifcd. This was
~Iightly more troublesome, as one of aboutl , I
was employed for each message, first reading from left f? right, then
from right to left, then left to right and so on. This was mY\,first success
in Simla.

reconstructed

f8 r GElati UMBRAJ. H. TILTMAN

the KuN::;l]L syllabary fcom the portions of messages which ret.ained
t.he dinome cut and read the mes.sages without fully understanding
what happened in the ease of t.he other three-fifths of the text. Ry this
time I was in touch with Muntz in Baghdad and had the mortification
of being told the explanation by him. I should perhaps say here that
neither Colonel Jeffery nor I had any general cryptanalytic training
nor any knowledge of statistics. Our experience was limited to the
very few types of systems which we had handled, and there were no
satisfactory technical books to which to refer. Fetterlein had taught
me a little but only in the field of transposition it used to be said in
GC&CS in 1920 1921 that 1 was the only person Fetterlein had ever
been known to help.

The same idea in another form appeared a little later in the cipher
"ALTA!." Here the intermediate text derived from a dinome syllabary
was arran ed in 6·fi ure rou L and the be and de dinome:;:

"ometpne in t e sprmg
of 1922 I prophesied that the next change woqld be to continuous
dinome conversions "off' the cut" leaving onl;y·~~the first digit and the
last digit of a IIlessage unchanged. I fel~~~~i'xtTemely gratified when
very shortly afterw:'lrds this exact dHHlfW--look pla(~e, hut at. first could
make no headway. This was partly d~}e--to the fact. that the messages of
different days of the month appe~ar~d not to repeat into one another.
Muntz produced an elaborat~/theoretical analysis and method of
solution based on the obse~vltion that repetitions in the intermediate
text would be mostly repre~sented in the cipher text bv repetitions two

I
'''" ,""~d I
. I So I
·~to-o~k---o::ff"":""to-se-e-::M'::'""un-t~z"""m-:B':'"a-g":'h":d~ad":'."""c~ar~r~v~m~g---m~y---p~f(~)h~le~m---\~v~ith me.
After ahout three weeb. I :-,;olved the t.raflic of (me day by reading
probable words (such as AFGANPRA) into the repetitions in the cipher
text and recon:structing the ~yllabary and conversion table bit by bit.
It turned out that there were six different syllabaries and six different
conversion tables, and these were used in various random combinations
for the various days of the month.
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(c) a dinornic alphabet, the dinomes 70 thru 99 representing the letters
of the Russian alphahet. in alphabetic order. Another ('ode which did
not retain a constant "cut" t:ontHined 9()()() 4.figure groups beginning
othru 8 and 10,000 5·figure groups beginning 9.

In the fall of 1925 the Government of India sent a column (known as
the \VANA column) to the northwest frontier to occupy Waziristan to
deal with unrest among the northwest tribes, a more stormy situation
than usual. Stark. the Russian Ambassador in Afghanistan, sent a
cipher telegram to Moscow in which he inquired what joint action was
proposed between the Russian and Afghan Governments "in view of
the occupation of \Vaziristan (W Widu Okkupacii Waziristana)." Our
interpreter, who was quadriligual in Russian, Eng-lish, French and
German. but not outstanding-ly literate in anyone of them, translated
this·-"wilh a view to the otTupation of \i\Taziristan.n The intellir:;cnce
branch of Army Headquarters was in Delhi, and we \\'ere in Simla, and
there was a day of near crists in Delhi before someone. realizing that it
would take something like six months for Russians and Afghans t.o join
forces over the Hindu Kush, queried the t.ranslation back to us. 1 well
remember Colonel Jeffery saying: "In future all startling statements
of this nature will be viewed with the utmost suspicion." The outcome
was that 1 was told to check all our interpreter's translations before
they went. out. My knowledge of Russian was very inferior to his but
my standards of accuracy were a lot higher and the new order meant a
great deal of extra work for me. At this time I was in fact involved in
all aspects of the work. diagnosing the ciphers, recovering the addi~

tives, reconstructing the code books, performing the rudimentary
traffic analysis tasks necessary, visiting one of the intercept stations
at Cherat and directing the intercept coverage, translating or checking
translations and frequently having to argue the meaning of messages
with the general staff. On two of my three visits to Baghdad, [ also
worked in the Baghdad intercept station in the set rooUl. All this gave
me breadth of experience which comparatively few ot.her cryptanaly~ts

have bad the oPPflrtunity of acquiring. Also, at this time I had to pro
vide a practit~al fleld cipher for the Indian Army. This and its weak
ne~s are descrihed in NSA Technical Journal (Vol. XI, No.3, Summer
19G6, pams. 4 ann 19). Tn November 192tl T retired from the British
Regular Army to become a \Var Office civil servant. the first of two
classified as "Signal Computers." It was arranged t.hat I should stay
on in Simla. In 1927 I took eight months leave in England during which
I worked for three month:.; at GC&CS (then in a house in Queen's
Gate).

In 1928 the Hussians for the first time introduced one-time pads
but we were not able to do very much with them. There were two sizes:
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38686 3c1,1;ain Muntz was an artillery captain, younger than myself, with
a fine brain and an enormous capacity for work. He was a go~d lin/{uist
with a knowledge of Russian (entirely self-taught) of about the same
standard as mine. (I had just scraped through the Army language
examination in 1920 as a second class interpreter; I later passed first
dass hut t.he standard was quite low as we couldn't go to Russia to
learn.) \Ve suffered a great. loss when Muntz died aged about 40. He
spent a year or two at GC&CS in 192:l-1924 working in other linguistic
fields and was consequently not with us when Colonel ,Jefferv and I
were held up in our solution of Russian ciphers. When I left india at
the end of 1929 to start the Military Section ofGC&CS, Muntz took over
from me in Simla and remained there till he died.

Sometime in 192:3 the Ru:'>sians introduced Ion f additives for the first
time and,

'e Old not succeed in diagnosing the
new type of cipher for several monihs. From 192:~ to 1928 a succession
of additive series. all of the sam<\ general form. were introduced.
applied to a number of code-books w'j,delv differin!! in dimpn<;i(m~ l'lnn

form. I

L,.----.........=........JTJW aCRIitrves \~ere all 1000 5~figure groups
long arranged in 100 lines \If 10 groups e~ch and were applied "bou
strophedon, '. I.e., reading firs~, line left to r'i~ht, then the next right to
left, etc. The starting point fot'\a message \A;~S chosen by the operator
and could be at: any or the LOOO g'rpups of the a\:lditive. The construction
of the addit.ives was frequently ta,~ from rand.,om, exhibiting various
personal idiosyncrasies, hut was no', of >n nno(tif'f~hlp ~nn h'!Ir1 fn ho:

solved figure by figure.1

r.: theTate summer ailuTall of)924, I re(~pvered a great part :,:
of the additive'~~d the code book of the first,of these\~vsteIIls.The (:O(h-~:~

book contai~ed 20Q? groups from 0000 to t~99 an&\ was completely:~
alphabetic (I.c., one-'p,~rt). [n about November 1924) went back to:~

England for a mon~h, "v-i~iting on the way Ha,fhdad\,~nd our \Var:~
Office intercept stat10n at Sarafand in Palestine.\lt app~ared that in ii
London Fetterlein had in faci"'S.?lvcd an additive\svstem similar to;~

ours and some time earlier than "w~ realized what'<'»,e h'ad but the~
solution had not been reported to us in Ind~~. \ \ J

Between the time when I returned to Siinl~,and thc sum.mel:\of 1928,~
we recovered vast amounts of additive and If'or 5 more code books. d
remember particularly one which contained (aj"'a,,~~OOO ~r6~p\,~-pard
code, 4-figure groups beginning with 0, 1. and 2, (b) 400'r-8,ndom hit1-omesi
reprc~enting the commonest words beginning wit.h :J, 4: [l and\6\and~
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t He was the brother of Lytton Slrachey, the famous hiog-rJ'lphpf

alternative if we wanted to gain experience in cryptanalysis, and par
ticularly eryptanalytic diagnosis. The decision to use army officers tu
form a reserve in case of war was not an unqualified slHTe;s. Only one
of the first batch, Pritchard, was with me through World War II. An
other of them was recalled against my wishes during the Abyssinian
War at a critical stage in his career, and he suffered professionally as a
result.

The Government Code and Cipher School had by now moved to
Broadway Buildings. part of which it. occupied in ~()njunction with
M 16 until we moved to Bletchley Park in 19~-39> A.G. Denniston was
still Director. Ernst Fetter/ein was still in my opinion far the best
general-purpose cryptanalyst. Oliver Strachey held the title of Chief
Cryptographer, which he retained until I took it over in 1942. He had
been in the War Office Cork Street department during \Vorld War I
and had a considerable reputation for successes both during the war
and since its end.t .J.E.S. Cooper, who joined together with four or
five other young men in 192,5. became the first head at the Air Section
in 1936. There were also 10 or 11 survivors from vVorld \Var I, most of
them normally engaged in the reconstruction of code books.

Much of my activities in London from 1930 until the outbreak of
\var in September 1939 has already appeared in the J"'SA Techniccl!
durlrnal The stur,'" of our :,;olution of the various Corninh'rn cipher:,;
1931 through 19;{4 appeared in the Tcc!rnico/ dourrI(J(.Vo1. VIII, No.4.
Fall 196:~ in an article "The Development of the Additivp." of whic:h it
forms the first part.

My connection with ,Japanese ciphers and the ,Japanese language
was described in some detail in the doumal, Vol. Xl. ;';0. :L Summer
1966, pages 4--9. I took no part in the British solution of the ,Japanese
Red machine. The direct part in this was taken by Hugh Foss. who
joined us about 19:32, Foss abo performed the first analysis in the
British office of the German commercial Enigma machine. .
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(fl) 11 lines of five 5-figure groups, i.e., 275 figures, used with messages
of not more than 550 figures of intermediate text and (b) 11 lines of ten
5-tigure groups, i.e" 550 figures for longer messa cs but an messa e
exceeding 1100 had to be divided into arts.

One ane(~dute I must tell in reference to our earlier more
days: In 1926 there were two Russian dpher clerks in Kabul,
Kotlov and Serafimowi{~h. The laUer was the less reliahle of t.he
and when suffering from frequent morning hangovers made so
mistakes in encipherment that eventually an order came from Moscow
that in future all cipher mes."ages must be signed in cipher by the
clerk responsible. From this time on, messages were signed either
Zachifrowan Kotloy or Zachifrowan Serafimowich, which presented us
each time with 40 or 50 additive figures, But the day came when Sera
fimowich himself deciphered a message ordering hi~ to return to Mos
cow, as his papers were not in order. He fled at once for sanctuary to
the British Embassy but was ejected, and I regret to say was never
heard of again. .

In 1929 the War Office decided it needed a military section in GC&CS
and I was chosen to start it. There had been a naval section there ever
since the end of World War I, the residue of 40 OB. I left India at the
end of 1929, having been with Colonel JefTery for eight and one~half

years during which I had learned how to parry his sharp wit or divert
it on to others, and we had become firm friends. At the beginning of
March 19i~O 1 joined GC&CS again, t.his t.ime as head of the newly
formed military section, hut on the \Var Office payrolL Captain F.A.
Jacob (afterwards Colonel Jacob who latcr succeeded me as SUKLO
Washington in 1954) retired from the Army and joined me as deputy.
He had in 1925 won a prize in the first of two cryptanalytic competi
tions open to army officers in [ndia which I had instituted and pre
pared under the auspices of the Intelligence Branch of the General
Staff in India. I was also allotted an establishment of four posts to be
held for three years by reg-ular army officers (normally with language
qualifications) seconded for training in military cryptanalysis. Except
in the case of Italian, which I left entirely to Jacob, there was at the
time virtually no military intercept to work on, and I set mvself the
objective of getting as much cryptanalytic training and expe;ience as
possible for myself and my officers by collecting cipher syst.ems that
others couldn't or wouldn't deal with. This policy was criticized more
than OHee by my paymaster in the 'War Office, b~t there was really no
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