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A discussion of electronic warfare activities that are closely related to cryptology.

The cryplologic partpership in its present form has evolved from g
long series of reorganirations. In the process. functions which were
similer or interdependent, but separately organized and perbaps not well
coordinated, were brought closer fogether. The togetherness was accom-
pliahed by organlzational mergers and by imaproved luison,

By current deflnitlon, we now have only COMINT and COMSEC actlvitles
withio the borders of cryptology. On the COMSRC aide, our cryptographile
security and trensmission security responsibliiies exiend lo all types
of electronic emlssjon. On the commT side, however, a distinction is
made between '‘communications’ and '‘non-communications' gignals.
Only the former are within the province of COMINT.

ELINT aclivities remsain outside the bordera of cryplofogy. FLINT
arrangements probably are better known to the cryptologist than the
arrangements for any of the other bordering ectivities. in many respects,
COMINT  and ELINT functions are similar and interdependent; a cloger
organizglional merger ls being developed; the term “'SIGINT' (which
covers COMINT and ELINT ) has been added to our jargon.

In Vg article, we shall congider other bordering activiiles which
currently or poteptially have an important effect on cryptology, and to
which perhaps ibe cryptologiat has not given much thought. Those ac-
tvitles are jamming and electronic deception lo particular, and electronic
warfare in geoeral.

Although we may observe that cortain electrooic warfare sctivities and
cryptology Or AIGINT are similar and interdependent, we do not intend to
caise here any queetlons of further reorganization. From our broad
raview of current relaticuships, however, we should recognire at least
the potentialitiea for close liaison among the bordering mctivities.

The two major aubdivisions of electronic warfare are electronic
countermeasuresa (ECM). gnd electronic counter-countermeasures
(ECCM). Jumming and electronic deceptlon are examples of active
ECM. Search. intercept, D/F, range estimation, and signal analysis, when
conducted for sieerage of active ECM, wre examples of pasaics ECM. The
steerage of a jamming operation, for instence, would include the trans-
mission frequency and identifying characteristios of the signal o be
jummed. The term ECCM covers aoll-jamming or unti-deception mean-
ures,
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eraiions are subject to USTB approval in advance. USIB bas specified cir-
cumstances In which this advance approval has already been given. USIB
has alao prescribed the condltions for conducting an operstion when time
does not permit the obtalning of advance approval. NSA is required 1o ur-
range for mililary commandera to be advised of the siatus of approval for
a given operation. In addition,NSA 18 required to arrangs for the nocessary
StGINT  support. While 81GINT unite would give, thay would alao receive.
When SICINT activities are performed outside the acopa of N9A'S au-
thority, there would be an arrangement whersby the results would be
furnighed to SI1GINT unite designated by NSA.

While the cryplologist will be aifected by LUM elorts of the U. 5.
he will also play an important role in those situations in which the U.S.
observea or la the victim of foreign ECM. The comMBEC speclalist
participates in the development of snt-jainming measures. He develops
authentlcation syatema and otber amti-deception measures. Interception
and analysis of forelgn ECM eignala 18 & GINT task, The analysls of
foreign imitations of U.S. signals. however, would concern the COMBEC
speclaliata more than the SIGINT people. The latter would be concerned
with technical atudles of jamming signals and with techniques for seeing
through manipulative deceptian.

Electronle warfare actlvites bave little noticeable effect mow upon
cryptologic or SIGINT activities. The Soviet signals which Jam the Voice of
Americe have been subjected to thorough technical analydes by ELINT
activities. Aslde Irom the extensive Soviet jamming of the Volce of
Amerioa and of similar broadcasie by the Weat. thers 18 practicslly oo
evidence that active ECM operations are bsing conducted pow by the
Soviet Bloc or by the West. Active ECM operations by the U. 3. are limited
in view of the various risks mentioned above and ihe high-level controls
which call for special authorizations. Similar controls have beon estab-
Lshed in the electronic warfare policy of NATO. 1nadditon to the risks we
have menlicned {e.g., the posalble loss of SIGINT security, or the possible
interference with SiGINT collection). there is the danger that Increased

In view of the poesibilities of security compromtses, intorferecce, and
self-deception, U.8, communjcations jamming and imitative deception op-
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active ECM operations by the West now would stimulate greater use of
active ECM by the Soviet Bloc.

Although current use of active ECM s limlted. much effort must now be
devoted to electrontc warfare problems. We should not attempt to
predict here the aolutions to the problems, but we should mention some
of the major issues which would affect cryptology.

The electronle warfare policy promulgated by the Joint Chiefs of
Staff provides for the development of an effective ECM capability.
Similar provisions are contained in the NATO electronic warfare policy.

The development of an effective ECM coapabllity lmplies the readiness
of active and passive ECM specialiats, sultably trajned and equipped to
handle operational tasks on short notice. Several NATO countries look to
the U.8. for asslstance in training and equlpping units for active and
passive ECM. It la difficult (o provide for reallsilc training in passive
ECM without revealing sensitive technical STGINT Information.

The problems of asmisting in the development of an allled country’'s
ECM capabilities are conaiderably more complex than those encountered
In the development of U. 8. capabilitles. The complicating factora include
the U.S. restrictlons on COMINT, ELINT and COMSEC collaboration with
forelgn countriea. The problems are also conmplicated by the several
fundamental differences which are indicated in Individua) nations’ views
on COMINT-ELINT-COMSEC @lectronic warfare relationshipa. If our present
reatrictions were to be relaxed, the risks of compromise of course would
increase, but we wouldbe inaposition to advise the reciplents on security
principles. ¥ our restrictions were to be maintained. we might expect
geveral NATO countries to exchange their sensitive technical information
in arrangements which would exclude the U. 8. Inthat event, the laforma-
tion might be handled under increased risks of compromise without the
benefit of U.S. advice on gecurity principles. Among the fundamental
differences of views on COMINT-ELINT-COMSEC electronic warfare relation-
shipa, some NATO couniries have expregged the view thal passive ECM
unlta should not only be tralmed and equipped. but also cperational now;
that they should conmtribute to an ioternational exchange of electronic
warfare intelligence.

While fundamenta] differences may exdst in individual nationa' views,
there are salso problems within the U.5. on the matter of determining
details of COMINT-ELINT-COMRFC electronlc warfare relationships. The
exict borders of cryptology may often be questioned. Attempts have been
made to draw the line according to raw materials or procesases, but those

attempts have nol been completely successful. Having decided. for ‘:"
example. that COMINT and ELINT are digtinctive, we can easily illustrate |
the distinction in terma of radio-telegrama and radar signals. We might ;

have some difficulty. however. in determining whether a’new type of;

aignal from an earth satellite vehicle Ls in the province of COMINT or
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ELINT. A far as processes are concerned. we might attempt to place
within the borders of cryptology the '‘specialized’’ processes in crypto-
mathematics. crypto-linguistics, etc.. but on close examingtion scme of
the speclalized processes are barderline. They resemble work done. in
non-cryptologic areas of government, lndusiry, and educational institu-
tions.

The bordering activities which we have considered are summarized
pelow in chart form. The chart probably takes in all of the main sub-
divislons in the electronic warfare complex, but we are not absolutely
certain that it does, We kmow. for example, that active ECM includes
jamming and deception; If there are otber types of active ECM, we do
not know what they are.
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In our comments here on existing relationships amongbordering activi-
ties, we are criticizing and applauding as little as possible. Bul it must
be apparent that these relationships are not perfect. Not all significant
igsues have been settled yet. Somse which have been gettled are still not
emslly understood. Some which may be understood do not seem entirely
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logical- The imperfections cannot be traced to flaws Ina master plan for
the relaled actlvities; there Is o such plan. The authorities who drew
up natforal policy on ¢:oMINT, ELINT, and CUMSEC Were not the same as
those who develaped electronic warfere policy. The need for & master plan
wagd nol apparent when the aeperate pollcies were budding. Good progress
ham been made, especinlly during the past few years. by ihe severs!
aulhorities concerned toward satisfactory seltlement of kndividual insues,
The progress is lkely 10 contipue by working oo individual problems
instead of attempting to solve them all at once by drawing up & master
design now.

We have indicated the potentialities for cloge liwison ameng the
bordering activities. The individual crypiologist may wonder whal hig
own role will be. The laison channels are still in an early stage of
development. Relatively few cryptologists have been designated to conduct
such llalsou. As the oumber grows. the individual's duties will be
apparent in technical instructions. lerms of reference, appointments to
paneis, €lc. The majority of cryptologists may never be designated lo
perform s lialson function, but they may neverthelesa expect to be assigned
some lasks which will support electronic warfare activitles. or to be
conaulted by Uaison people on some agpect of those activities.
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